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o TARMHLUA SSH i, MEFIBIFRIRET R, KMEZZET RES SIIEEHIZRH
/root/.ssh/known_hosts X4,

b =
1E Ansible #£Hl23 L1217 AT H %,

. ERREECE

I # subscription-manager repos --enable rhel-9-for-x86_64-appstream-rpms

2. &% |dM Ansible B :

I # dnf install ansible-freeipa

A% %% /Jusr/share/ansible/roles/ B3¢ H,

2.3. EX R SiHH) ANSIBLE A ALE

ZKIAER T, ansible-freeipa A% %] /usr/share/ansible/roles/ B %, ansible-freeipa #8845
FA0F -

e /usr/share/ansible/roles/ B ¥ ipaserver. ipareplica #1 ipaclient & 7Zfi#1E Ansible 12
L. B0 ABERERTE README.md Markdown XHRERA. EAGHR, BXABNYT
AL UEF]SCAY,

[root@serverl# Is -1 /usr/share/ansible/roles/
ipaclient

ipareplica

ipaserver

e /usr/share/doc/ansible-freeipa/ B %5 X &/ A BMA I EFEE README.md
Markdown X/, ©ilLfFE T playbooks/ F B,

[root@serverl# Is -1 /usr/share/doc/ansible-freeipa/
playbooks

README-client.md

README.md

README-replica.md

README-server.md

README-topology.md

e /usr/share/doc/ansible-freeipa/playbooks/ B % 1Z %=l playbook:

[root@server]# Is -1 /usr/share/doc/ansible-freeipa/playbooks/
install-client.yml

install-cluster.yml

install-replica.yml

install-server.yml|

uninstall-client.yml

uninstall-cluster.yml

uninstall-replica.yml

uninstall-server.yml

1



Red Hat Enterprise Linux 9 {1 Ansible ZEMNER SHER

2.4. N HERK DNS F1&E K CA /IR CA WERE X B S

FTEBOXNRAE, SRR IdM 5B DNS R REIMEF AR E T A RN CA FR CA B 1AM IRS5 8=
FCiEE 3 s

LRARFEE FER INIAER, E, thaLUER YAML =X JSON &=,

it 3
1. gl#—1 ~/MyPlaybooks/ B % :

I $ mkdir MyPlaybooks

2. fJE—1 ~/MyPlaybooks/inventory 3 {4,

3. TFERSITRE. EEEEAE M RS R ENMELRESE(FQDN). #{% FQDN
MR T 44 -

o RARWTFRYEFFRMEFR(-). Hlt, FRFERTIIL, XS DNS K
o INBAWIEMRNE,
4. 187E |dM FHHIHE R,

5. BT RIILL T LTSk i5 E R EF AL DNS :
I ipaserver_setup_dns=true

6. ¥8E DNS R IREB, HEHFEU TRz — :

o NMRMFLELREIZFF M /etc/resolv.conf XM EAEfRITES, EERH
ipaserver_auto_forwarders=true 1.5, #1R1E /etc/resolv.conf X HIEEM A TRIRSS 25
& localhost 127.0.0.1 Htstik, SHEM FEMFRERL R, FEEMHEAR DNS RES[/BELE
MAFEER AR, T ARZ XA %I,

e {fifH ipaserver_forwarders ‘LTI F N5 EBHEL L 85, RESTRGER AL IP HlbRNEIZR
1 1dM IR S5 25 £BY /etc/named.conf XA,

e {#FH ipaserver_no_forwarders=true % B & F AR DNS ARS5 2%,
p= Y=

INSR% A DNS #2485, BEMERKRE, BEMIRMHheHEAM DNS 54
MR AR AR

7. 87 DNS RENCFAMRIFIRE, MELTEII AR

e {#FH ipaserver_allow_zone_overlap=true it Uik 01018 (kM) Xiz, BEMfEXEZA#E
*ﬁ-o

e ({#iFH ipaserver_reverse_zones iEIIEF NI E R AKX,

o MRMBAFELRERZEFUERM DNS X135, 15§ ipaserver_no_reverse=true %7,

12
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FH IdM BEERBX 205/, &er LAe B4 E8 DNS IRSSE X —8
B,

8. 187 admin #1 Directory Manager %13, {#F Ansible Vault R#Z## S, FM playbook ST
F5IA Vault XX, 74, BAIUEREMIEES A X HHBEZENED,

9. (") EEEH IdM RFESBEAMBE X firewalld XiF, IIREEHFXRBEEE LXK, IIM &
FEMRSS ARINEIFIAD firewalld K, FiiE LBIFINK I Z public.

' o
EEMW firewalld KW, FEZKAH,

BEFTHRIRSS SR EBKE R XA (BEERA)

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=true
ipaserver_auto_forwarders=true

[..]
AamRRSHRER (BF/EN) BB XE=H

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=true
ipaserver_auto_forwarders=true
ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234

[..]

HHBE X firewalld K895E 2304w H

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=true
ipaserver_auto_forwarders=true

13
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ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234
ipaserver_firewalld_zone=custom zone

{#EFATEAETE Ansible Vault X5 admin # Directory Manager B34 & I1dM IR 5583
Y playbook =6l

- name: Playbook to configure IPA server
hosts: ipaserver
become: true
vars_files:
- playbook_sensitive_data.yml

roles:

- role: ipaserver
state: present

{81 A& 30k i admin Hl Directory Manager 153k 14 & I1dM BRS52a8 playbook 7=
i

- name: Playbook to configure IPA server
hosts: ipaserver
become: true
roles:

- role: ipaserver
state: present

Hith BTIR
® man ipa-server-install(1)

e /usr/share/doc/ansible-freeipa/README-server.md

2.5. N B4 EB DNS F1%E K CA {E iR CA IEREB X B S

FTEBOXNRAE, SROVIEEMSER DNS RS RIIMEHREF BERM CA fF IR CA B IdM IR ERECE
XM,

% -
- LSRR EE AR INLHE, &, thrATLUEA YAML 3 JSON 8=,

it =3
1. gl#—1 ~/MyPlaybooks/ B % :

I $ mkdir MyPlaybooks

2. fJE—1 ~/MyPlaybooks/inventory 34,

14



5 2 % {§if ANSIBLE PLAYBOOK REZ BN ERIRS 28
 FTFE R T, fEESERF IdM RS HFNENBITEREE % (FQDN). R FQDN
R LT A -

o ARVFEHEFFHMEFTR(). HlM, FAVERATIE, X853 DNS KIL

o EINEBMIHMRENE,

1B 1dM EANEE B

. #1R ipaserver_setup_dns iET# % N no S22 R,

. 8% admin #1 Directory Manager % {3, {#F Ansible Vault RZ## Y, FM playbook ST
5| Vault XX, 74, BAIUBEREMIEES A X HHBEZENED,

. (Fk) 1EEEH IdM RESBEAMBE X firewalld XiF, IIREEFXRBEEE LXK, IdIM &
FEIRSS AR INEIFIAD firewalld K, FilE LBIFINKIHZ public.

H o
EEMW firewalld KW 7E, FEZKAH,

BEFTRIRSS SR ERKFE A XA (BEERA)

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=no

[..]
AamRRSHRER (BF/ELY) BB A XE=H

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=no
ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234

L]
HHBE X firewalld K89E 23R H

[ipaserver]
server.idm.example.com

[ipaserver:vars]

ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM

15



Red Hat Enterprise Linux 9 {1 Ansible ZEMNER SHER

ipaserver_setup_dns=no
ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234
ipaserver_firewalld_zone=custom zone

{EHTEAETE Ansible Vault X5 admin #1 Directory Manager B34 & 1dM iR 5583
Y playbook =6l

- name: Playbook to configure IPA server
hosts: ipaserver
become: true
vars_files:
- playbook_sensitive_data.yml

roles:
- role: ipaserver
state: present

{8155 30k i admin Fl Directory Manager B3k 14 & 1dM BRS52a8 playbook 7=
i

- name: Playbook to configure IPA server
hosts: ipaserver
become: true

roles:

- role: ipaserver
state: present

Hith BTIR
® man ipa-server-install(1)

e /usr/share/doc/ansible-freeipa/README-server.md

2.6. {8 ANSIBLE PLAYBOOK 3£ /% CA #J IDM AR5523E82& 1 ROOT CA
SER L RAR, E{EF Ansible playbook ER8E 7 A & BIE T 4 HLHE (CA)E AR CA B9 1dM AR %535

FERFH
ETRE—TEEHS IP it FNF EE TEN 42 EEEM Red Hat Enterprise Linux 9 &

o

W

WS
S

o EMEBITEFREUTHEBE—IXET SENSHENNSE
o HALM DNS HRFE

o THAHER DNS HIFIE

Y=

16



%5 22 {¢if ANSIBLE PLAYBOOK ZEE{HEMIRE S

1. T Ansible playbook:

E/
I $ ansible-playbook -i ~/MyPlaybooks/inventory ~/MyPlaybooks/install-server.yml

2. TR — -

o MMRIEH |dM ERE(FE S-SR DNS : F B E1E /tmp/ipa.system.records.UFRPto.db SZ {4 H

B9 DNS SHRICEARINEEIA B ER DNS fRS5283H, S#T DNS 1L KA 2R EFER) DNS 2
RARMFo

Restarting the KDC

Please add records in this file to your DNS system:
/tmp/ipa.system.records.UFRBto.db

Restarting the web server

n o
TE1F DNS it X RINEIIA DNS [RS8 281, RS BELERETH.

o IR IdM ERE{E AR DNS:

o FAREFH DNS ZIERRFEHRIMEI IdM DNS 15, #I0, 0% IdM DNS =2
idm.example.com, 57 example.com R RN —NEFEIRSSZR(NS)ILF,

“ o
FREE M DNS RS BRIEEHSEEXNT .,

o FAT[EARZ5E5HY _ntp._udp AR5 (SRV)ICRKANIMNEIMEH 1IdM DNS, |dM DNS ARET R 551
IdM BR 55 2a O [A] AR 55 288 B9 SRV 1L K AT BRERMBIANE FinRELEBEE NS It
E |dM AR %S 25(E FH RIS R AR S5 23 @25 .

2.7. N A5 DNS 1458 CA 5 1R CA BIERE X BE S

FTEBOXNRAE, ROUTEMEM |dM R DNS R A RBIMEHR R T A HER CA FR CA B 1AM RS 8=
FCiEE 3 s

% o
i 4 LR BB AR INLAEE, &, thATLUER YAML 3 JSON &=,

it =3
1. gl#—1 ~/MyPlaybooks/ B 3 :
I $ mkdir MyPlaybooks

2. fJE—1 ~/MyPlaybooks/inventory 34,

3. TFERSAIHTRE. EEEEAE M RS RIENMRLRESE(FQDN). #5{% FQDN
MR T 44 -

17
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o ARUFFHBEFFRMEFM(-). I, FAVEATLILZL, XAIH5 3 DNS K,
o IHEAXIMHMRNE,

4. 187 1AM HFIFE 2.

5. BRI TRk iE E R E A% DNS :

I ipaserver_setup_dns=true

6. I87E DNS A KRB, HEUTETiZ— -

o INMRMMFLELREETIZEM /etc/resolv.conf XM EAfRITES, EER
ipaserver_auto_forwarders=true 1.5, #1R /etc/resolv.conf X{HAIEEM L FIRS 252
localhost 127.0.0.1 #dik, SEWMREBEEMNFABEMLE S, FHEMEERM DNS RSFBELE
MR EECRI AR, AR {8 A st T,

e {fifd ipaserver_forwarders ‘ETIF N5 EBHEL L 85, RESTRGEL A IP HlbRNEIZR
1 1dM BRS5 25 £BY /etc/named.conf XA,

e {#FH ipaserver_no_forwarders=true % B {5 A AR DNS ARS5 2%,

S

ISR A DNS 4 8%, BEMERKRE, BEMMIREHheHEAM DNS a4
MR AR R

7. 87 DNS RENCF MR IRE, MELTHEIIAEEE

e {#F ipaserver_allow_zone_overlap=true ZUiR 101 (RMA) Xig, EMfERES0T#E
*ﬁ-o

e ({#iFH ipaserver_reverse_zones iEIEF g E R AKX,

o NMRMAFELRFZIRAZERME DNS X1, %#A ipaserver_no_reverse=true £,

A IdM B R AKX ZRER, A LRy A 4R DNS AR5 REIHX— B
8,

8. 187 admin #1 Directory Manager %13, {#F Ansible Vault RZ## S, FM playbook ST
5| Vault X, 74, BAIUBEREMIEES A X HHBEZENED,

9. (") EEEH IdM RFGSBFEAMBE X firewalld XiF, IIREEFXBEEE LK, IIM &
FFHBRSSRINBIEIAR firewalld XA, FiE LHEINXIEZ public.

BE
EEMW firewalld KW fF7E, FEZKAH,

BEFTHRIRSS SR ERKFE A XA (BEERA)

I [ipaserver]

18
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server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=true
ipaserver_auto_forwarders=true

[..]
AamRRFHEEE (BREEN) 1E 5 XXHRH

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=true
ipaserver_auto_forwarders=true
ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234

L]
HHBE X firewalld KA895E 230w 5

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=true
ipaserver_auto_forwarders=true
ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234
ipaserver_firewalld_zone=custom zone

[..]

10. NEEWE—NFTIKLE— playbook, HiIABREMIEPZERIER(CSR), FHHEMERIRE
HEIRE T AU,

- name: Playbook to configure IPA server Step 1
hosts: ipaserver
become: true
vars_files:
- playbook_sensitive_data.yml
vars:
ipaserver_external_ca: true

roles:
- role: ipaserver
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state: present

post_tasks:
- name: Copy CSR /root/ipa.csr from node to "{{ groups.ipaserver[0] + "-ipa.csr' }}"
fetch:
src: /root/ipa.csr
dest: "{{ groups.ipaserver[0] + -ipa.csr' }}"
flat: true

N HLRENRES RO — playbook,

- name: Playbook to configure IPA server Step 2
hosts: ipaserver
become: true
vars_files:
- playbook_sensitive_data.yml
vars:
ipaserver_external_cert_files:
- "/root/servercert20240601.pem"
- "/root/cacert.pem"

pre_tasks:
- name: Copy "{{ groups.ipaserver[0] }}-{{ item }}" to "/root/{{ item }}" on node
ansible.builtin.copy:
src: "{{ groups.ipaserver[0] }}-{{ item }}"
dest: "/root/{{ item }}"
force: true
with_items:
- servercert20240601.pem
- cacert.pem

roles:

- role: ipaserver
state: present

Hith BTR
® man ipa-server-install(1)

e /usr/share/doc/ansible-freeipa/README-server.md

2.8. N A NER DNS F14-E8 CA /EH1E CA MEREB X BESH

FTEBOXNRAE, SROUVTEEMAER DNS RS RIIMEHREF B HER CA fF IR CA B 1dM IR ERECE
B

v xE
% ILFRAR RO ST INNAE . 0%, ELUER YAML 5 JSON #=,

it 3
1. gl#—1 ~/MyPlaybooks/ B 3% :

20



%5 22 {¢if ANSIBLE PLAYBOOK ZEE{HEMIRE S

I $ mkdir MyPlaybooks

. BIE—4 ~/MyPlaybooks/inventory 3 {4,

ATFE ST, FEEEAE M RS B ENMTLRESE(FQDN), #{E FQDN
MR T 44 -

o ARVFFEHFFHMEFTR(). HlM, FRAVERATIE, X883 DNS KNI
o EINEBMIHMENE,

1B 1dM EANEE B

. H1R ipaserver_setup_dns iET# %N no S22 iR,

. ¥87% admin #1 Directory Manager % {3, {#F Ansible Vault RZE#S, FM playbook ST
5| Vault X, 74, BAIUBEREMIEES A X HHBEZENED,

. (Fk) 1EEEH IdM RESBEAMBE X firewalld XiF, IIREEFXRBEEE LXK, IdIM &
FERSSARINEIFIAD firewalld K, FilE LBIFINKIZ public.

“ o
EEMW firewalld KW fF7E, FERKAH,

BEFTRIRSS SR ERKFE R XA (BEERA)

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=no

[..]
AamRRSHRER (BF/EN) BB XERH

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=no
ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234

L]
HHBE X firewalld KA89E 2306

[ipaserver]
server.idm.example.com
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[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=no
ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234
ipaserver_firewalld_zone=custom zone

[..]

8. NREMB ML OB playbook, HIABRXREMIEHERIFERK(CSR), FHFHEMEHEE
HEIRE T AU,

- name: Playbook to configure IPA server Step 1
hosts: ipaserver
become: true
vars_files:
- playbook_sensitive_data.yml
vars:
ipaserver_external_ca: true

roles:
- role: ipaserver
state: present

post_tasks:
- name: Copy CSR /root/ipa.csr from node to "{{ groups.ipaserver[0] + "-ipa.csr' }}"
fetch:
src: /root/ipa.csr
dest: "{{ groups.ipaserver[0] + -ipa.csr' }}"
flat: true

9. NREMZETHOIES— playbook,

- name: Playbook to configure IPA server Step 2
hosts: ipaserver
become: true
vars_files:
- playbook_sensitive_data.yml
vars:
ipaserver_external_cert_files:
- "/root/servercert20240601.pem"
- "/root/cacert.pem"

pre_tasks:
- name: Copy "{{ groups.ipaserver[0] }}-{{ item }}" to "/root/{{ item }}" on node
ansible.builtin.copy:
src: "{{ groups.ipaserver[0] }}-{{ item }}"
dest: "/root/{{ item }}"
force: true
with_items:
- servercert20240601.pem
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- cacert.pem
roles:

- role: ipaserver
state: present

Hth

=

iR
o & |dM AR SR 1 TEASKHK DNS HER T, ERAER CA #E root CA
® man ipa-server-install(1)

e /usr/share/doc/ansible-freeipa/README-server.md

2.9. {8 ANSIBLE PLAYBOOK $4-E8 CA £8& IDM fk552:1E 1 ROOT CA
SERIELSRAR, E(EA Ansible playbook E8E BB A ERIE T4 MUK (CAVE MR CA BY IdM AR5 25

FRFM

o ZTETRE—TEFHS P it ERE TN HSEIEEM Red Hat Enterprise Linux 9 %

o

N XH

WS
[

o MEBMIEFUTREZ—WEBET SEMYRHENNSEH
o ALK DNS T2
o HAER DNS BYi2
i =
1. FRREE—SHUIBIZIT Ansible playbook, 10 install-server-step1.yml :

$ ansible-playbook --vault-password-file=password_file -v -i ~/MyPlaybooks/inventory
~/MyPlaybooks/install-server-step1.yml

2. TEIREISR EHE ipa.csr FBERIER M, FIRZAHNEB CA,
3. FHHER CA 48 1AM CAEP AESREI SR X R, LUE F—% 8 playbook ATLLKEI S,
4. FRTERE—SMIUIBEIZTT Ansible playbook, %0 install-server-step2.yml :

$ ansible-playbook -v -i ~/MyPlaybooks/inventory ~/MyPlaybooks/install-server-
step2.ymi

5. JEFELAT Rz — -
o MNRIEH |dM ERE(HE S-SR DNS : B E1E /tmp/ipa.system.records.UFRPto.db SZ {4 H

B DNS BFRICEARINEIZN AR AR DNS BRSS 2. BH DNS 108 2R EFERI DNS fi#
RARMR

Restarting the KDC
Please add records in this file to your DNS system:

23
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/tmp/ipa.system.records.UFRBto.db
Restarting the web server

BE
121 DNS it X RIMNEIIA DNS [RS8 281, RS BELERETH.

o IR IdM ERE{E R LA DNS:

o FAREFH DNS ZIERRFEHRMEI IdM DNS 15, 410, 0% IdM DNS =2
idm.example.com, 57 example.com R RN —NEFEIRSSER(NS)ILR,

H o
FREE M DNS RS BRIEEHSEEXNS H,

o FAT[EARZ5E5H _ntp._udp AR5 (SRV)ICEKANIMNEIMEH 1IdM DNS, |dM DNS FRET R4
|dM BR 55 2a O [A] BR 55288 B9 SRV 1L K AT BRERMBAIANEZ FinRELEERE NS It
X IdM RS ERMA RS 23RBS,

2.10. {8 ANSIBLE PLAYBOOK 1% IDM R5585

AN EIANSHER(IMBES, B M BHE 2 TRHMAE,

SERRIESRAE, f# A Ansible playbook SEENE; IdM BlA, 7EAFIH :
e M server123.idm.example.com El%E; IdM EZiE&.

o serverl23.idm.example.com FIXEXFIENE B M IdM $RFH I BR,

FoRFH
o TEEFITRLE:
o 1&{&EM Ansible hRA 2.14 HEERAE.

o

KB %% ansible-freeipa ¥4 &,

o f&E1E ~/MyPlaybooks/ BXHOIET — N A IdM RS 2HIST LR E & (FQDN)H
Ansible &S,

o fRBEYF ipaadmin_password 7Zfi%7E secret.yml Ansible vault #,

o ZEff ipaserver_remove_from_topology i MiIEE TE, REWAHZITIE RHELO.3 HER
hRA £,

o ERETRL:

o XRZ7E RHEL 9 L3217,
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%5 22 {¢if ANSIBLE PLAYBOOK ZEE{HEMIRE S

iz
1. AL THAAE Ansible playbook X4 uninstall-server.yml :

- name: Playbook to uninstall an IdM replica
hosts: ipaserver
become: true

roles:

- role: ipaserver
ipaserver_remove_from_domain: true
state: absent

ipaserver_remove_from_domain £ M IdM RN EUE ENLEM.

INR server123.idm.example.com FIMHIFR S BT FF 2 e RO3R TS, T BRIR VEIF #5
Ik, MEBEELER, ESH RIS EENIEH, 15EA Ansible
playbook E1%k IdM AR 5528

-

2. ENEEIA

$ ansible-playbook --vault-password-file=password_file -v -i
<path_to_inventory_directorys/inventory <path_to_playbooks_directory>/uninstall-
server.yml

3. fAfRIEM server123.idm.example.com HIFTE & FRAR 5528 (NS) DNS iZ3KERM DNS X iz Al
bR. TRMEEEAE 1AM IAZ4E8 DNS EIEMEM DNS, XAMEM. BXAMEM IdM Hipk
DNSiEXHESER, HSM 7 |dM CLI Fil[FR DNS i85,

2.1 R X = ST F RS, 15 A ANSIBLE PLAYBOOK E#; IDM
AR%52%

% o
. HEHANSHER(IM)EEH, BIF M RF5E 27 IRBAE.

SERLLRAZ, {8 Ansible playbook E1%; IdM EIA, BIEXE ST IdM Fhit. TR

#, server456.idm.example.com F-F M¥aFfIFREIZAF] FQDN 7 server123.idm.example.com
server123.idm.example.com XM EHKE, FHHELBIZXS serverd456.idm.example.com LKk #hah
BOH REB D BT FFIE

A=

IR REF remove_server_from_domain MR HIFREI AT & 5 BT FFiEZRA N,
MAFEEMET, MRERZIFEENE, BOTEERERBYNT—BD. &
XMERT, BATHITLLTIRE -

e 15 ipaserver_remove_on_server {H,

e I ipaserver_ignore_topology disconnect i%i&} True,
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FRFEM
o ERRHITIRL:
o &M Ansible fRA 214 HEFARA.

o RYLZITIE RHEL 9.3 HEEMRA L,

o

RE %% ansible-freeipa {42,

o f&E1E ~/MyPlaybooks/ BXHOIET — N A IdM RS 2HIST LR E & (FQDN)H
Ansible &S,

o fRBEYF ipaadmin_password 7Zfi%7E secret.yml Ansible vault H,
o EZEITRL:

o RGO HEBREHIZIT.

it =

1. AL THAAE Ansible playbook X4 uninstall-server.yml :

- name: Playbook to uninstall an IdM replica
hosts: ipaserver
become: true

roles:

- role: ipaserver
ipaserver_remove_from_domain: true
ipaserver_remove_on_server: server456.idm.example.com
ipaserver_ignore_topology_disconnect: true
state: absent

ERERT, NRMBE server123 A& EENIRF : 1R
ipaserver_remove_on_server FIEE B XE, Nl server123 LHEIAREA
server123 I E Hl 1 B ZhHIBR.

2. ENEEIA

$ ansible-playbook --vault-password-file=password_file -v -i
<path_to_inventory_directory>/hosts <path_to_playbooks_directory>/uninstall-
server.yml

3. fAfRIEM server123.idm.example.com HIFTE & FRAR 5528 (NS) DNS i3EBM DNS X iz A il
bRo TIRMEEEAE 1AM IAZ4E8 DNS EIEMEM DNS, XAMEM. BXAMEM IdM HipR
DNSiEXHESER, HSM 7 |dM CLI Fil[FR DNS i85,

Hi 5w
o SEREMENIA : &, ENMA

26


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/installing_identity_management/installing-an-identity-management-server-using-an-ansible-playbook_installing-identity-management#installing-the-ansible-freeipa-package_server-ansible
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/using_ansible_to_install_and_manage_identity_management/preparing-your-environment-for-managing-idm-using-ansible-playbooks_using-ansible-to-install-and-manage-identity-management
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/working_with_dns_in_identity_management/managing-dns-records-in-idm_working-with-dns-in-identity-management#deleting-dns-records-in-the-idm-cli_managing-dns-records-in-idm
https://docs.ansible.com/ansible/latest/user_guide/intro_inventory.html#inventory-basics-formats-hosts-and-groups

% 2% {1/ ANSIBLE PLAYBOOK &G EIRSS %

o (RELATE_EHF ansible-freeipa LifF314 BRI A F L IdM BR552889 Ansible playbook =1,
IR ATRERI £ 515K,
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% 3 = {3 ANSIBLE PLAYBOOK ZE B {H EEEIA

M Ansible FFEGEME] IdM ERIFREEE S 1dM BIZ, FILRGIEHHH 1AM BRS528 EEMA 1dM AR
%O

ERE 2 H ipareplica Ansible B EREEMN, ZABAUERABNAZIMER KRG 1dM fRF53. SF1EAR
KB, B2, MREELRLUZHEXFHRELSNEIR, EFRRANEFHEFABNEIARE, NLFhENMEE
MFERIRSS 2REIA
SeRFZH

o fREE Ansible 2577 R £ T ansible-freeipa H{4 2.

o IRTHET —HZEY Ansible 1 IdM 1=,

o KB ITNERB FEIBIATR,

3L IEEMATRE IDM BIAME, RFISBHNE InEE
SERUXAN S HRELE A TR M BIARHIE 0,

FeREH
o RBHEE T Ansible #HIT mLUHFRBUTEK :
o R{#HF Ansible kA& 2.14 HE SR,

o fRBTE Ansible 25 £ Z&4E T ansible-freeipa ¥4,

Pt =

1. fIBE R X H1TE. IBEEVHNTEREA(FQDN)ER N IdM BlAR, FQDN 2B
BJ DNS & #5 :

o NAWHF. FEHFHMEFRE). Hlt, TRAFERTIL, XARESE DNS K,
o INBAWIEMZENE,

U X EIA FQDN B #55 H EHLSHBI

[ipareplicas]

replical.idm.example.com
replica2.idm.example.com
replica3.idm.example.com

[..]

MR IdM RSS8RBELEE, B1EIJMDNS RHREMRIZXET SRV itx, BLHASEIAN
et %EE,

2. [FNLE] IREBEERHRIMOT AREF L X HHRETNNER

5=

IMREEFEHAIN, FBE [ipareplicas] E49 5 HMIFRE BIAREFE RS EH IdM RS
2%, IHTEB UM [ipaservers] EB0 ik BIRSS %8
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% 3 2 {#1f ANSIBLE PLAYBOOK X &3 &R aIA&

A 1dM BR5543 FQDN % X BIRIZAB97E N X4 B

[ipaservers]
server.idm.example.com

[ipareplicas]

replical.idm.example.com
replica2.idm.example.com
replica3.idm.example.com

[..]

Y=2
HE, MREBEEENLYN, BFEFERARENRSHFRXBEFERAR, BEoHEBELXE
8 [ipareplicas] E3 5 W4 EBI AL BAR S5 280

NEFERIATE LT HE 1dM BR 55830975 530l

[ipaservers]
server.idm.example.com
replical.idm.example.com

[ipareplicas]
replica2.idm.example.com
replica3.idm.example.com ipareplica_servers=replical.idm.example.com

£ Efid, replica3.idm.example.com {# B EEH replical.idm.example.com /FhHEHE
R,

=3

MREE—NMEIBFBELZSANEIAR, FENEREROWAE, BLLZERIRERERTRENE
REA, EFAXHHE VEENEIAZ, 10 [ipareplicas_tier1] # [ipareplicas_tier2],
1£ install-replica.yml playbook # /&N HIE T B play.

TE ST BIAZ RS 3Rl

[ipaservers]
server.idm.example.com

[ipareplicas_tier1]
replical.idm.example.com

[ipareplicas_tier2]

replica2.idm.example.com \
ipareplica_servers=replical.idm.example.com,server.idm.example.com

F${# FH ipareplica_servers FMIE—1N B, BN FKBEMBELRRET, EFERAZINZEER
ERE 1dM RIARS, fEAJITE playbook A HIRAIESS KB LM tierl EREBRIAR, SREM tier2
HERIA,

HWARBIEREFEATRR play B playbook X fl

I - name: Playbook to configure IPA replicas (tier1)
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30

hosts: ipareplicas_tier1
become: true

roles:
- role: ipareplica
state: present

- name: Playbook to configure IPA replicas (tier2)
hosts: ipareplicas_tier2
become: true

roles:
- role: ipareplica
state: present

3. [AI%] IRHEA % firewalld #1 DNS BZAME B -

75—

INREFLRNAERIBEEN firewalld X, MAHK, EATLEFAXHPRIEEE, MREE
BREBEBENRX, |dM 2FHRSHRIMEIEKIAL firewalld XA, FiE LHEKIAXEZ
public,

BE
EEMW firewalld KW fF7E, FERKAH,

HABRE X firewalld K #.57E 2 F WX =B

[ipaservers]
server.idm.example.com

[ipareplicas]

replical.idm.example.com
replica2.idm.example.com
replica3.idm.example.com

[..]

[ipareplicas:vars]
ipareplica_firewalld_zone=cusfom zone

Y=2
INREHLEIAEE IdM DNS RS, 151 ipareplica_setup_dns=true 1T 0E!
[ipareplicas:vars] 45, 74, HIEELREEMEAEARS 2 DNS KA g :

o EREFERSRLLE, 15T ipareplica_forwarders ZF 2 M FRFHEFIRFME
[ipareplicas:vars] &84, f5I40 : ipareplica_forwarders=192.0.2.1,192.0.2.2

o EEREBELEIRS[IHALR, HIHLUTITRMNE [ipareplicas:vars] Z34 :

ipareplica_no_forwarders=true,

o EIRIFEEIAM /etc/resolv.conf AT HIIFE L BB ERSS A 28, B

ipareplica_auto_forwarders ZZ £ 7 11%| [ipareplicas:vars] #8453,



% 3 2 {#1f ANSIBLE PLAYBOOK X &3 &R aIA&

wAERIA LB DNS IR 55854 & S B0 B80S 30l

[ipaservers]
server.idm.example.com

[ipareplicas]

replical.idm.example.com
replica2.idm.example.com
replica3.idm.example.com

[...]
[ipareplicas:vars]

ipareplica_setup_dns=true
ipareplica_forwarders=192.0.2.1,192.0.2.2

&3

f& 3 ipaclient_configure_dns_resolve #] ipaclient_dns_servers j£1i5 E DNS & #as,
LA SEREERE ., MNREH 1dM EREEAEM DNS, NXHFHIFHR -

157 DNS R8s BE XX R B -

[...]

[ipaclient:vars]
ipaclient_configure_dns_resolver=true
ipaclient_dns_servers=192.168.100.1

4 ==
ipaclient_dns_servers ZIX X B & IP Hitt, ENBRLIT

Hith TR

e /usr/share/ansible/roles/ipareplica/README.md

3.2. {/H ANSIBLE PLAYBOOK £F BT %% IDM BIAKEIE

FERX DN H IR ERE |dM BIARBIRAL

FeREH
o RBHEE T Ansible #HIT R LB RBUTEK :
o R{#F Ansible kA 2.14 HESHRA,

o fRB1E Ansible 25 £ &4E T ansible-freeipa ¥4,

¥ =
1. 15E ROGRESIANA ~ER, 4201dM admin,
o ZIIEEIUMEM Ansible Vault SRFMEETS, FM playbook 3X#45IF Vault X4, 40 install-

replica.yml :
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{EAkBE 5 3XHH Ansible Vault XIS E AR playbook X B

- name: Playbook to configure IPA replicas
hosts: ipareplicas
become: true
vars_files:
- playbook_sensitive_data.yml

roles:
- role: ipareplica
state: present

AX{aE Ansible Vault BIIFEAE R, 1ESHE A Ansible Vault X14,

o EREFHAEXHFIRMH admin WEIEFRARE, EERFHEXHFH [ipareplicas:vars] Z84 A
&/ ipaadmin_password 153, Af5, EHEIHH] install-replica.yml playbook 3244l
mE

7 H hosts.replica X RHI

[...]
[ipareplicas:vars]
ipaadmin_password=Secret123

SERE L XH R EFEFRE L playbook R~

- name: Playbook to configure IPA replicas
hosts: ipareplicas
become: true

roles:
- role: ipareplica
state: present

o HFE, EEEXHHREBNERERBRANS—MAANEIIEARZE, EREFAEN
B, 1E#E R ipaadmin_principal :Li{E 4, f#A ipaadmin_password L1 {E
NG, RE, EHXH install-replica.yml playbook SXHZEEIINT -

7 . hosts.replica 3X#ERHI

[--.]

[ipareplicas:vars]
ipaadmin_principal=my_admin
ipaadmin_password=my_admin_secret123

ERE LR EENTE L playbook R~

- name: Playbook to configure IPA replicas
hosts: ipareplicas
become: true
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roles:
- role: ipareplica
state: present

Hith BHR

e /usr/share/ansible/roles/ipareplica/README.md

3.3. [/ ANSIBLE PLAYBOOK ZZ IDM B &

SERRIESRFE, {8 Ansible playbook EERE |dM ElIA,

SeRFH
o ZTETRE—TEFHS P it EE TN HSEIEEM Red Hat Enterprise Linux 9 %
5T
o MEAMET ATLRE IdM BIARRE XX,
o MEAMET L& IdM BIARBIIRIL
ik

® JZ1T Ansible playbook:

I $ ansible-playbook -i ~/MyPlaybooks/inventory ~/MyPlaybooks/install-replica.yml

3.4. {F ANSIBLE PLAYBOOK #1#;— IDM gl&

HEHENSMHER(IM)EEHR, BIX f RSS5E8E 2RI E, BRIAEE 1dM RS

#2EIFNE, 1E5E [F Ansible playbook E1Z; IdM k558 =X {# A Ansible playbook ENE;
IdM BR%S 2%, BNMFE XS SRR EE0RN,

HiBR
o |dM BRSS BN FimiE

33


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/installing_identity_management/installing-an-identity-management-replica-using-an-ansible-playbook_installing-identity-management#specifying-the-base-server-and-client-variables-for-installing-the-IdM-replica_replica-ansible
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/installing_identity_management/installing-an-identity-management-replica-using-an-ansible-playbook_installing-identity-management#specifying-the-credentials-for-installing-the-replica-using-an-ansible-playbook_replica-ansible
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/planning_identity_management/overview-of-identity-management-and-access-control-planning-identity-management#introduction-to-ipa-servers-and-clients_overview-of-idm-and-access-control

Red Hat Enterprise Linux 9 {1 Ansible ZEMNER SHER

% 4 = {5 ANSIBLE PLAYBOOK ZE B EIEE i

TERINEER Ansible FREEE N FHER(IM)ZE iR, FRABE S IdM B R EEMRE dM 12
B, FERGEEFH IdM BRFSERFHER 1dM RS,

B8 E 2 H ipaclient Ansible B&REERN, BINERT, ZABMEMA autodiscovery A KR 1dM ARS
2. HMEMLE, AEALURERNER Ansible playbook RIS EMIXE, FIANTEE ¥ XX,

FRFH

o fREE Ansible 2577 R £ %% T ansible-freeipa H{4 2.
o T{FF Ansible fRA 2.14 SHEFEIRA

o IRTHET —HZEY Ansible 1 IdM =,

4.1. N B AINE Fin R BB NILEF A XS
Z{#HF Ansible playbook Z& S A ER(IAM)R Fif, 1HEFEXHHEEBRENSE, 1 inventory

o AXENMHER
o XHEFHIRMN
RFBEFBRE ARG, BRXHTURASMIER, INIAERZ Ansible WERINMERZ —, THIHER,

E7F RHEL RS ERE RS KA - REEERER, ER7E Ansible playbook HE &
ipaclient_mkhomedir £,

ik =
1 STHERXH #1750 EE.
2. BEEFHNHZTLREENRFQDN), FEERNN 1AM & ik, STRREE &G NITZE MBI DNS £
o

o NAWHF. FEHFHMEFRE). Hlt, TRAFERTIL, XARESE DNS K,
o INABAWIBRNE, FRITERAREFH,

S0RTE IdM DNS I IEFBIXIE T SRV i3k, ZHASBANME HtbnE8I(E,
RirA%E i FQDN i R & 58975 B NS B

[ipaclients]
client.idm.example.com

[..]

3. BEFEME A mAEIE, JAMNEIEAEMT
o i B iREA A ABREEH, XERIALI,

o 4THEZEEVIEHR Ancihlae \/anlt EEAFZREL A nlavhank VEBIER \/anlt V44 60

34


https://www.ansible.com/
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html-single/installing_identity_management/index#installing-the-ansible-freeipa-package_server-ansible
https://docs.ansible.com/ansible/latest/index.html

%5 4 %= {8ifl ANSIBLE PLAYBOOK REGHEEE i

- ALTHEAS NI L MIQINIS VUMIL ZIN D VAR P J) 177y PIGYy VU VUIN AN JIT D VUYL Ny e

install-client.yml :

kB E 5 3X4H Ansible Vault XIS EFE playbook X B

- name: Playbook to configure IPA clients with username/password
hosts: ipaclients
become: true
vars_files:
- playbook_sensitive_data.yml

roles:
- role: ipaclient
state: present

o 7f inventory/hosts X4 # [ipaclients:vars] 284 F# f ipaadmin_password %773
Rt admin WEIER AR L, E, BEFRBNZEINAS, 15EA ipaadmin_principal
EIE N4, {#/ ipaadmin_password jETi/E N B, SA/E, inventory/hosts i&
32470 install-client.yml playbook X0 -

ARENHRH

[...]

[ipaclients:vars]
ipaadmin_principal=my_admin
ipaadmin_password=Secret123

SERE L XH R EEFE LM Playbook 2~

- name: Playbook to unconfigure IPA clients
hosts: ipaclients
become: true

roles:
- role: ipaclient
state: true

o ZEBEMBIE i keytab, (MIREDATH)
MRRGIAE N BHERR M imEM, NALUERXNET, BEEBLSBEIESAE, &
EH #ipaclient_keytab iR ER:, 18EFNE keytab BISUAFRIERTR, BIaNTE
inventory/hosts B [ipaclient:vars] {49,

o 1EFALT AR ERMBEN —REF (OTP). EFALLEMEIEAE, HEFTHEXHHER
ipaclient_use_otp=true i3, 50, E=LLEUHE inventory/hosts ST
[ipaclients:vars] 9 8] ipaclient_use_otp=true i£ TR, 1H:EE, WF OTP, il
AIEELTRIZ— -

o BAGEMZE M ImMAME, B0, 7 inventory/hosts X4 [ipaclients:vars] B
43#] ipaadmin_password 24t 1{E,

o admin keytab, #l#l, 4 inventory/hosts & [ipaclients:vars] 4 89
ipaadmin_keytab {2 {(E,

4. [AI3%] 1@/ ipaclient_configure_dns_resolve # ipaclient_dns_servers £ (A1 AT K
i) ¥87E DNS f#tfras, LAR{LEREERE, MRMEM IdM SBEMEAEMK DNS, NIXHEFHIHEM :
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157 DNS S BE XX R B -

[.-.]

[ipaclients:vars]

ipaadmin_password: "{{ ipaadmin_password }}"
ipaclient_domain=idm.example.com
ipaclient_configure_dns_resolver=true
ipaclient_dns_servers=192.168.100.1

y ==
ipaclient_dns_servers ZIX X B & IP Htt, ENBRLIT

5. M RHEL 9.3 748, &AL AT LUEE ipaclient_subid: true %77, 37E IdM %51 £ IdM B ECE
subid SEH,

Hth B
e /usr/share/ansible/roles/ipaclient/README.md

o FIIEIF sublD SBH

4.2. HEFE P inRE SRR IEB B A IR R EF R XS

Z{# M Ansible playbook ZEFHEIEE i, 1E1LA L3, 20 inventory/hosts FEEE BIRENSH :
o BXEWM. |dM BRZFSERH IdM sk IdM SUFHIE R
o IHEFBIFRAL

RIEEHBRE RS, BFRAXHTURASMER, INIERZ Ansible WEINMERZ —, ITEIHER,

e

E7F RHEL RS ERE RS KA - REEERER, ERT7E Ansible playbook HE &
ipaclient_mkhomedir % £,

it

1. BBEENMTLIRBEENA(FQDN), FEKN 1AM B iR, STRREHZNITEE N DNS &
o

o (NAVWHF. FEFHMEFRC). HIM, FTRAIFERTIZ, XTHESHDNS KM,
o INBYIHMZNE. FRITERKRKEFH,
2. 1% inventory/hosts SX{FHIHE X ER > A1 E H Ath ik I -
o [ipaservers] Z9 RS 2389 FQDN 15 RE i EHEMEIHA 1M IRSS 25
o LUTFHMIEIIZ— -

o [ipaclients:vars] 84> F# ipaclient_domain i£I5 R E S imEHEM EIA 1dM BRSS 2884
DNS 5%
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%5 4 %= {8ifl ANSIBLE PLAYBOOK REGHEEE i

o [ipaclients:vars] 84 ## ipaclient_realm %157 IdM AR S5 233 HI# Kerberos 15i#
&

WAZFim FQDN, AR%52% FQDN HITE L AIaE 2 4L 2Bl

[ipaclients]
client.idm.example.com

[ipaservers]
server.idm.example.com

[ipaclients:vars]
ipaclient_domain=idm.example.com

[..]

3. EBEFEME A IRAEIE, JANEIEAEMT
o I B iREA A ABREER, XERIALT,

o ZLIERIUMEF Ansible Vault SREFMEERS, FM playbook X#5IF Vault X4, 40
install-client.yml :

Ak BE 5 3XHH Ansible Vault XIS EAFE playbook X B

- name: Playbook to configure IPA clients with username/password
hosts: ipaclients
become: true
vars_files:
- playbook_sensitive_data.yml

roles:
- role: ipaclient
state: present

o T&EL£MZ, FH inventory/hosts X4 [ipaclients:vars] 45 A #y
ipaadmin_password jETIR#H admin B9EiE, =&, IBEARNENES, EHEH
ipaadmin_principal ;£Ti{E N 4, £/ ipaadmin_password iE£Ii{F h# 5, install-
client.yml playbook SXHRLINTF :

ARENHRH

[...]

[ipaclients:vars]
ipaadmin_principal=my_admin
ipaadmin_password=Secret123

ERE L XH R EEFNTE LM Playbook 2~

- name: Playbook to unconfigure IPA clients
hosts: ipaclients
become: true

roles:

- role: ipaclient
state: true
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o ZELEMEIE il keytab, fAR{MATH :
MRRGI e N BHERR M imEM, NRLUERXANET, BEEBLSBEIESAE, &
EH ipaclient_keytab iR ER:, 18EZNE keytab BISUAFRIERTR, FIaNiE
inventory/hosts B9 [ipaclient:vars] {4,

o T1EFALT AR ERMBEN —REE (OTP). EFALLEMEIEAE, WESHEXHHER
ipaclient_use_otp=true i%t5i, 50, E=LLEUHE inventory/hosts ST
[ipaclients:vars] 9 8 #ipaclient_use_otp=true %ETHER, iHEX, F OTP, i
WAIEE LA TRz — -

o BAGEMZE M mMAFMEN, B0, 5 inventory/hosts X4 [ipaclients:vars] B
43#J ipaadmin_password =4t 1{E,

o admin keytab, #l#l, 4 inventory/hosts & [ipaclients:vars] 9 8y
ipaadmin_keytab {2 {(E,

4. M RHEL 9.3 /88, &4 LUEE ipaclient_subid: true %77, 37E IdM 5 £ IdM B ECE
subid SEH,

Hth B
e /usr/share/ansible/roles/ipaclient/README.md

o FINEIH sublDSEH

4.3. {8 ANSIBLE PLAYBOOK #4T IDM % /i 33 A B9 #5243 3% 17
A LMER L TE—AEFRIN IdM B P i :

—

o BREUCEME - ImEIA B : FHETE Ansible vault FHBIERRY
o FBACEME FinBIA B « FHEEFAXHPHEY
o —MRENH—RMEEI(OTP)+ BE A K
o —/RENLH—RMEETL(OTP)+ admin keytab
® ZHDEMAPEIE i keytab
BUF X £ 75358955 5. 324 #0 install-client.yml playbook XX 7= :

xR 4.1 BECEME Fimt A P #EY - F457E Ansible vault RS

L8 gL TN | install-client.yml playbook X4l
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&5 4 % {#1fH ANSIBLE PLAYBOOK REGHEHE i

L8 gL oTN | install-client.yml playbook 4=l

[ipaclients:vars] - name: Playbook to configure IPA clients with
[--] username/password
hosts: ipaclients
become: true
vars_files:
- playbook_sensitive_data.yml

roles:

- role: ipaclient
state: present

x 4.2. BECEME P iR B - FHEEE R XA RRNED

L8 gL TN install-client.yml playbook X4l

[ipaclients:vars] - name: Playbook to configure IPA clients
ipaadmin_password=Secret hosts: ipaclients
123 become: true
roles:
- role: ipaclient
state: true

x 4.3. — 1 BEHL— R EBS(OTP)+ ER GBS

L8 gL TN install-client.yml playbook X4l

[ipaclients:vars] - name: Playbook to configure IPA clients
ipaadmin_password=Secret123 hosts: ipaclients
ipaclient_use_otp=true become: true
SNSR7E playbook HATIL B4R OTP roles:
- role: ipaclient
or state: true

[ipaclients:vars]
ipaclient_otp=<W5YpARI=7M.>

IR OTP BEREZHFIH IdM admin 45X

= 4.4. — 1 BENL — R EEFS (OTP)+ admin keytab
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L8 L 27N install-client.yml playbook 32 {76l

[ipaclients:vars] - name: Playbook to configure IPA clients
ipaadmin_keytab=/root/admin.keytab hosts: ipaclients
ipaclient_use_otp=true become: true
roles:
- role: ipaclient
state: true
A=

M RHEL 9.2 748, EL@FA OTP #i7 5, £ Kinit SR IERKEELM TCT 75
—MNMEEMSH LI IdM RSS2 A%, HIt, NEEXT Ansible 122577 s 4TRSS
. 7€ RHEL 9.2 & Rill, ¥e#l77 & _EEE krb5-workstation ¥{4+a,

7 4.5. ZAEMREZE P keytab

- L8727 install-client.yml playbook {76l

[ipaclients:vars] - name: Playbook to configure IPA clients
ipaclient_keytab=/root/krb5.keytab hosts: ipaclients
become: true

roles:

- role: ipaclient
state: true

4.4. {1 ANSIBLE PLAYBOOK %32 IDM & P

SERXLERAE, fEF Ansible playbook 7E IdM EME R ERE |AM & F i,

FRFH

o ZTETRE—TEFHS P it ERE TN H S EIEEM Red Hat Enterprise Linux 9 %

o

X

WS
S

o ZEWN IdM B IRIBNSEIXE NS EEE I RAER N
o NEMKIEFIHREENINEF A XHNSH
o YHERIIHE

EIRPTEBA N EES L X HHSH

® JZ1T Ansible playbook:

I $ ansible-playbook -v -i ~/MyPlaybooks/inventory ~/MyPlaybooks/install-client.yml
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%5 4 %= {8ifl ANSIBLE PLAYBOOK REGHEEE i

4.5. 7 ANSIBLE AR {FEFH—RMEZRE HERE IDM & ik

B N B HEB(IM)BIFENER —RERIL(OTP), FHERAECENRIUEME M th, LiRRE
R T A0RIE 95— 1dM EXLERK OTP [FEH Ansible 22 |dM & i,

MR P FEEETRTERHOADRABENR, NEE IdM BFFIRIXNFEFELE
e —1MEH|dM EEAFEIE,
o F—NBAMEN Ansible E#E, SIEEAM root P TR, By 1AM & /i,

|dM B A HITER OTP BiEM LS RN E—PERD. Ansible BE A HUITRIENRIRKRE S, HF OTPH
F ik |dM B i,

FeREH
o 1A |dM admin EiF=kE 424 Host Enroliment 3 LA R 7E IdM A H0 DNS i BT R
o RETE Ansible RE TR EERET AN AY AR, UMEERLE M B/ iR,

o HNRIEH Ansible #1577 R RHEL 8.7 KB RIRAE L2717, MIBIIBEHTE Ansible 25T m £R
TR Ha.

o RBBEIE T Ansible #HIT R LB RBUTEK :
o R{#F Ansible kA 2.14 HESHRA,

o fRB1E Ansible %25 £ &4E T ansible-freeipa ¥4,

o

MEQRBTHA IdM RSB TERE A (FQDN)H Ansible & .32,

ETRE—TEEFHS IP it w1 TEN 42 EEEM Red Hat Enterprise Linux 9 &

o

°
S

N
-

pi% &2
1. LLE A& Host Enrollment f{FRFI7I0 DNS i SKAYREY IdM A 519 SSH Z IdM E£4] :

I $ ssh admin@server.idm.example.com

2. NEEFIHER OTP :

[admin@server ~]$ ipa host-add client.idm.example.com --ip-address=172.25.250.11 --
random

Host name: client.idm.example.com
Random password: W5YpARI=7M.n
Password: True

Keytab: False

Managed by: server.idm.example.com

--ip-address= &It;your_host_ip_address > %G ENARINEIF HI5E IP Hik# IdM DNS A,

3. BH I1dM EA -
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$ exit
logout
Connection to server.idm.example.com closed.

4. f ansible #H285 £, FIFEAXHEHEISFEHEH -

[.-.]

[ipaclients]

client.idm.example.com
[ipaclients:vars]
ipaclient_domain=idm.example.com
ipaclient_otp=W5YpARI=7M.n

[.-.]

5. WSRIBEY ansible 425 IFF321T RHEL HEKETI 9.1, iE%%E krb5-workstation 2 {4 &1 124
kinit T2 :

I $ sudo dnf install krb5-workstation
6. J&1T playbook E&RERE i :

I $ ansible-playbook -i inventory install-client.yml

4.6. ANSIBLE ZE Flli{ &1 EEE i
BHTRE(CL)ERE ansible-playbook s 2K Ih5ER, BEHATLLEFT#HITIIR,
=

ENX BN EEE MRS LKERS 3R EEXHWAFMER, HRERESEREWMEITIRS 2 LE LMK
B, i, MEERAN admin B/ :

[user@client1 ~]$ id admin
uid=1254400000(admin) gid=1254400000(admins) groups=1254400000(admins)

ZN RS MR EEETE, Esu- HA—1PEFEN M B :
[user@client1 ~]$ su - idm_user

Last login: Thu Oct 18 18:39:11 CEST 2018 from 192.168.122.1 on pts/0
[idm_user@client1 ~]$

4.7. {8 ANSIBLE PLAYBOOK 1% IDM & i

SERRILSRAE, {8 Ansible playbook & EHLENEH IdM &/ i,

SeRFH

o |dM BEFEIE,

o ZTETREB—MHFEFHS P HitH Red Hat Enterprise Linux 9 &%t
SR
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%5 4 %= {8ifl ANSIBLE PLAYBOOK REGHEEE i

o {HEMAVIEAIZIT Ansible playbook REN#Z& F i, #0 uninstall-client.yml :

I $ ansible-playbook -v -i ~/MyPlaybooks/inventory ~/MyPlaybooks/uninstall-client.yml

Hth BHR

BF

Bz imRMENFRREERN M EE, BEXEINEFRBEREXH, UBTRES
HMEERP iR, A%, HEELUTRE :

ERERM IdM LDAP BR55 28 FIHFRE F ik ENRE. EEORS EECHEAM.
ERRM 1AM FHERAERIAL F & - iR AR 55

EARSM IdM RS5 2 IHFRE F imAY DNS & B,

© AR /etc/krb5.keytab 2 4+ keytab B9IHE A,

ENE 2 MIBR 1dM CA hEN A FRBIFR AL,

o E IdM B i

43


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/installing_identity_management/uninstalling-an-ipa-client_installing-identity-management

Red Hat Enterprise Linux 9 {1 Ansible ZEMNER SHER

55 5 Z H A RBIMELUE R ANSIBLE PLAYBOOK EIE IDM
ENEESMHERE (IdM) WRSIEER, 1EfEMA Red Hat Ansible Engine i, &IFHUTLATERME :
o HEMEMEBTHEE L AT Ansible playbook B9 F B, 0 ~/MyPlaybooks.

o J4/r~ffl Ansible playbook M /usr/share/doc/ansible-freeipa/* #1 /usr/share/doc/rhel-system-
roles/* B RUKENIHNFEXKEHIE ~/MyPlaybooks Bk HFHiH1TIHEE,

o [FEHXMHEENE ~/MyPlaybooks BXH,
FERXANEE, S E— NS EIFRE playbooks.

-

BT LIE R E T = L2417 ansible-freeipa playbook, MXFE VA root #51, FIHNSIEME
FH ipaserver. ipareplica. ipaclient. ipasmartcard_server. ipasmartcard_client I
ipabackup ansible-freeipa B &8 playbook, XA EREEFE XM dnf HHIERE
2RI A FR

Red Hat Enterprise Linux [dM XA playbook RIZLL T L2 EE :
e |dMadmin 2%E T = LBEFZ Ansible A F,
o EETLUF IdM admin B S INEAFMETE Ansible vault A,
o RESHRIT Ansible vault BIB IS AR B 1E 25 15 ST AR
o {RPELEPRA ansible AP LAABIEMRIA I [F] vault 2RSS0,
o MEHAMIPRFEROIR vault B X,

NEER HthZ 2R E,

5.1. {83 ANSIBLE PLAYBOOK # &4 S IS E 1V S LUEE IDM

RIBLITRIZCIE ~/MyPlaybooks B X FHi#H1TECE, LAEEALUER©REMIIZIT Ansible
playbook,

FoRFM

o MBAEZE TR LERET IAM RS 25 server.idm.example.com 1 replica.idm.example.com,

o KEEET DNS FIM4LE, LMEMEEILUEZEMIZH T B REIZE T & server.idm.example.com
%I] replica.idm.example.com,

o REZEHE IdM admin B,

£

1. ## A ~/MyPlaybooks/ Bk :

I $ cd ~/MyPlaybooks
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2. FEAUTRALE ~/MyPlaybooks/ansible.cfg ST :

[defaults]
inventory = /home/your_username/MyPlaybooks/inventory
remote_user = admin

3. FAUTRALE ~/MyPlaybooks/inventory 314 :

[eu]
server.idm.example.com

[us]
replica.idm.example.com

[ipaserver:children]
eu
us

LEEEZE L TMANENAH, Bl euflus, AFXILEMMEFRBEN. A, HEEEXLT
ipaserver £H4H, ©EEXE eu #l us HBFE EM.

4. [AD%E] O SSH A, BAMIEHRETIF, ERRERADIXERD :
I $ ssh-keygen
5. fF SSH KAHASHIEENZE Y R LK 1AM admin ik~

$ ssh-copy-id admin@server.idm.example.com
$ ssh-copy-id admin@replica.idm.example.com

XL BEREE A |dM admin EiH,

6. BIBE—1NEE vault G password_file X4 :
I redhat

7. BRPRLMER ST -

I $ chmod 0600 password_file

8. fIE— secret.yml Ansible vault E7#fi# IdM admin B3 :

a. E2i& password_file LAfFf# vault &5 :

I $ ansible-vault create --vault-password-file=password_file secret.yml

b. HIRSRES, HiA secretyml XHHARA :

I ipaadmin_password: Secret123
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Hith BHR

E1£ playbook {#E A INEH ipaadmin_password, & /FE R vars_file 154, #l40,
—/MHIER 1dM FE B9 2 playbook S0 TFARR -

- name: Playbook to handle users
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml

tasks:
- name: Delete user robot
ipauser:
ipaadmin_password: "{{ ipaadmin_password }}"
name: robot
state: absent

TEHAT playbook i, @50 --vault-password-file=password_file 1.3k $57~ Ansible
8/ vault B3 E 2% ipaadmin_password, 140 :

I ansible-playbook -i inventory --vault-password-file=password_file del-user.yml

Digk

==
[=]

St

TN, EBRIELERNMER vault BIEXH, HEBIHREFRNEES
% 6-8,

\=
e

® }j ansible-freeipa playbook IR #tFrFE EIEN AR A&

o {#fH Ansible playbook &% D EEIRS 25

o AR

5.2. /) ANSIBLE-FREEIPA PLAYBOOK 12t EIEM AR AL
TR EERE — L aMiks, Hiz21T7# A ansible-freeipa A& GFIERE playbook IRAEFFEMEIL,
&L AT R FETE playbook Hh

=

® 24T playbook If, F&—EIRT.

o ST,
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5 5= MR EIIAELUER ANSIBLE PLAYBOOK & IDM
o BIUNIFZ XX R ANER AT LULEN S, KB IR R HFHESHE (HINE RSB ER 115 )%
th) #EARESEIT LM,
o SEIFMTE  NRE\RT B, NFEIERA playbook H#HITEK,
H4T playbook LA H AR I A B Y
s
o T ATRUBIWMEL, RANeAEEETAthA.
o RETLUA A B #T R,
o ST,
3=
o HRIEIEMATER Ansible playbook, BERUXZEARXMABETRERANHE,

FEIEFMETE Ansible vault 1, 5 vault BISEEESCE S -
I R=N

o HAFEIELIMNE A NEM,
o IRAETLLE T OB —NETHY Ansible vault B2 A B 3T B - 8819,

o XA LIE A ansible-vault rekey --new-vault-password-file=NEW_VAULT_PASSWORD _FILE
secret.yml s i A M B TR ansible vault BIBRTE ST,

o MRMEEMAFRMEA Ansible playbook, MALIRE A5 AR Ansible vault ISR 5 &,
RR -
o RBIXHNRIMHEMELERRITZEBBRAXABIEHNXHREE,

R ISEETE Ansible vaultsh, FHLLZBEARAHKA vault BT
[ R=N

o P EIE LN 5 RIFHE,
o T AT LIZEER vault B, RNERFMEEEMMT,
o EALUEIT OB — N Ansible vault MM E T/ 7 B3,
o {EIL A LUEF ansible-vault rekey file_name 5 /A E T vault B D,
B
o MNRMEIERAHHEA Ansible playbook, MEEURZEARHIA vault BIFBRFHE,

Heth BT
e {#F Ansible playbook # &% mFZE T RUEE IdM
e HALRERFEE?
e {HFH Ansible vault R BURENIE
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%5 6 = {fF ANSIBLE PLAYBOOK EZ&£ 5 IDM K&
&M Ansible config ik, A LURSFRF1%E Identity Management (IdM) £ FBEES .
e {3 Ansible playbook 3 IdM EZ&
e {#fH Ansible playbook EZi& IdM CA Z21T RS 23
e fH Ansible playbook 2 IdM FA FEZEBRA shell
e fF Ansible 7 IdM B E NETBIOS &R

e f{HF Ansible #{% IdM " #14HE SID

6.1. {58 ANSIBLE PLAYBOOK % IDM Bigi&
DU R 7 a0 A Ansible playbook EIERA X LRILE IdM BEEBRER.

SeRF M
o (THIE IdM B R BT,
o WBEEE T Ansible #HIT RLLUHEMUTEK :
o f&RfEM Ansible RA 214 SEBARA,
o fRBE1E Ansible 85 £ &4E T ansible-freeipa ¥4,

o RURETE ~/MyPlaybooks/ BxF, EEQIETHA IdM RS 2B LR EE A (FQDN)
B Ansible ;5. XX 15,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa R T R) 2 IdM B —E 2, RIEH 1AM E im. R
FHENEIR,

it =

1. $TFF /usr/share/doc/ansible-freeipa/playbooks/config/retrieve-config.yml Ansible playbook
TR

- name: Playbook to handle global IdM configuration
hosts: ipaserver
become: no
gather_facts: no

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Query IPA global configuration
ipaconfig:
ipaadmin_password: "{{ ipaadmin_password }}"
register: serverconfig
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2.

3.

4.

%5 6 %= {1 [ ANSIBLE PLAYBOOK B¢ &£ /5 IDM % &

- debug:
msg: "{{ serverconfig }}"

it B T AR EE S -
o |dM BIE MBI,
o Hfthld (MABE) .
FREFIXD XM

A

T Ansible playbook, 187 playbook X, FEfi#{RI" secret.yml SLAERIERT,

freeipa/playbooks/config/retrieve-config.ymi
[--]
TASK [debug]
ok: [server.idm.example.com] => {
"msg": {
"ansible_facts": {
"discovered_interpreter_
b
"changed": false,
"config": {
"ca_renewal_master_server": "server.idm.example.com"”,
"configstring": [
"AllowNThash",
"KDC:Disable Last Success"

1,
"defaultgroup": "ipausers”,
"defaultshell": "/bin/bash”,
"emaildomain": "idm.example.com",
"enable_migration": false,
"groupsearch":

"cn",
"description”
1,
"homedirectory": "/home",
"maxhostname": "64",
"maxusername": "64",
"pac_type": [
"MS-PAC",
"nfs:NONE"
1,
"pwdexpnotify": "4",
"searchrecordslimit": "100",
"searchtimelimit": "2",
"selinuxusermapdefault": "unconfined_u:s0-s0:c0.c1023",
"selinuxusermaporder": |
"guest_u:s0$xguest_u:sO$user_
1,
"usersearch": [
"uid",

ié/
$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file /usr/share/doc/ansible-
"givenname",

LA 5 B3
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"sn",
"telephonenumber”,
"ou",
"title"
]
b
"failed": false
}
}

6.2. {33 ANSIBLE PLAYBOOK fidi& IDM CA ZZ1] RSS2

EFERRARXIEBIAL L (CA) B Identity Management (IdM) &, CA ZETRRSS 246 H B IdM
RGGET, CHBRT A 1AM EBE,

AX |dM CA T RS 2B BIIFENE, 1ESH FA IdM CA L5 T RS 25 .

LU AR 7 an{al & A Ansible playbook BZ& IdM CA ST AR5 25,

FRFH

it =

50

RHE |dM BB R,
MEEE T Ansible #HT RULURE U TEXK -
o f&fEM Ansible fRA 214 SEBARA,
o fRBTE Ansible ##I85 £&4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ B, EEMIETHA IdM RS 2R LR EEZ(FQDN)
B Ansible ;5. XX 4,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

Birfim (X247 ansible-freeipa BRI T R) 2 IdM HBI—ES, R 1AM B/ m,. IR
FHENEIR,

. A% AR HET IdM CA ST RRS5 28 -

$ ipa config-show | grep 'CA renewal’
IPA CA renewal master: server.idm.example.com

. BIEB—ANEHXM, 40 inventory.file, FEIZLXEHE X ipaserver :

[ipaserver]
server.idm.example.com

. ¥TFF /usr/share/doc/ansible-freeipa/playbooks/config/set-ca-renewal-master-server.ymi

Ansible playbook X 174wk :

- name: Playbook to handle global DNS configuration
hosts: ipaserver


https://access.redhat.com/documentation/fr-fr/red_hat_enterprise_linux/9/html/managing_certificates_in_idm/ipa-ca-renewal_managing-certificates-in-idm
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%5 6 %= {1 [ ANSIBLE PLAYBOOK B¢ &£ /5 IDM % &

become: no

gather_facts: no

vars_files:

- /home/user_name/MyPlaybooks/secret.yml

tasks:
- name: set ca_renewal _master_server
ipaconfig:
ipaadmin_password: "{{ ipaadmin_password }}"
ca_renewal_master_server: carenewal.idm.example.com

4. BT EUHEES M
e ipaadmin_password ZEIXER |dM BIE A 5,
e ca_renewal_master_server T EFTIZEM CA £L1T RS 23HIB TR,
5. REXNXMH,
A

6. i51T Ansible playbook, 187 playbook X, TFHERI secret.yml SUHRIETY, LAKEH X :

path_to_inventory_directory/inventory.file /usr/share/doc/ansible-

ié/
$ ansible-playbook --vault-password-file=password_file -v -i
freeipa/playbooks/config/set-ca-renewal-master-server.yml

TS R
AR LARIE CA ST RSB ERE RN ¢
1 LLIdM B G 517 & % F| ipaserver :
$ ssh admin@server.idm.example.com

Password:
[admin@server /]$

2. 1EK |dM CA BHTIRFSERBE 1D -

$ ipa config-show | grep ‘CA renewal’
IPA CA renewal master: carenewal.idm.example.com

HiH 7R watchnewal.idm.example.com fR5585 2 5#0 CA LE1TARSS 25

6.3. {8 ANSIBLE PLAYBOOK 7y IDM AP EZE 2\ SHELL

shell B— MNMEZMERMSHFERF. Red Hat Enterprise Linux (RHEL) AR T %4 shell, 10
bash. sh. ksh. zsh. fish &, Bash 5 /bin/bash 2 K% #{ Linux R E AK shel, ©BER
RHEL R ik P BI2RIA shell,

PUFRAR R 7 an{al{# F Ansible playbook $F sh (B shell) EE&H IdM B BRI shell,

FRFM
o fRANE |dM B G B,

o RBHEIE T Ansible #HIT R LB RBUTEK :
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o f&{FEH Ansible kit 214 S E =k A,
o fRBETE Ansible %85 £ &4E T ansible-freeipa ¥4,

o RIRETE ~/MyPlaybooks/ B, EEQIETHA |dM RS 2R LR EE A (FQDN)
B Ansible ;& .14,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o Bir R (XZHIT ansible-freeipa R T R) 2 IdM B —E 2, RIEH 1AM E/ im. R
FHENEIR,

1. A% : {#F retrieve-config.yml Ansible playbook iR 5] IdM F 7 Bl shell, #I&EESH F
F3 Ansible playbook 3 |dM BC &

2. BIEB—ANEHXE, 40 inventory.file, FEIZXEHE X ipaserver :

[ipaserver]
server.idm.example.com

3. 1T7F /usr/share/doc/ansible-freeipa/playbooks/config/ensure-config-options-are-set.yml
Ansible playbook X 174wk :

- name: Playbook to ensure some config options are set
hosts: ipaserver
vars_files:
- /home/user_name/MyPlaybooks/secret.yml

tasks:

# Set defaultlogin and maxusername

- ipaconfig:
ipaadmin_password: "{{ ipaadmin_password }}"
defaultshell: /bin/bash
maxusername: 64

4. B ERUATABRRFEH -
e ipaadmin_password ZEIXER |dM BIE A 5,
o |dM A HIZKIA shell B /bin/sh 8] defaultshell % &,
5. RIFIXD XXM,
A

6. iZ1T Ansible playbook. 187 playbook 3. FHE{RI" secretyml LT, LUKRIFHRIM -

path_to_inventory_directory/inventory.file /usr/share/doc/ansible-

i
$ ansible-playbook --vault-password-file=password_file -v -i
freeipa/playbooks/config/ensure-config-options-are-set.yml

EATIR: 2
BRI LB E |dM R EI— DT RIERIIERUA R shell 25 28N :
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%5 6 %= {1 [ ANSIBLE PLAYBOOK B¢ &£ /5 IDM % &

1 LLIdM B G 517 & % F| ipaserver :

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

2. BRHEEIH shell :

[admin@server /]$ echo "$SHELL"
/bin/sh

B3P IEEMEA sh shell,

6.4. {5 ANSIBLE 7y IDM i5E2 & NETBIOS & #h

NetBIOS &#R AT Microsoft Windows BI(SMB)REMHAZFIE R, EATLUER NetBIOS A FRBRETIKZ))
2R SRR EITENNL,

REBLUTRAR, M Ansible playbook MR F R EE(IdM)IHESE NetBIOS &R,

SeRFH
o MEEET Ansible T KR UTEXK :
o f&{FEH Ansible kit 214 S E = kR A,
o ansible-freeipa H 8B &%,
Bk

o RIBRETE ~/MyPlaybooks/ B, EBEAIRT WA IdM RS R TERE % (FQDN)H
Ansible j& #3014,

o RAIRE secret.yml Ansible vault ZA£fEH) ipaadmin_password, B ENE vault X
(=N

Pk
1. #HAEB ~/MyPlaybooks/ B 3% :

I $ cd ~/MyPlaybooks/

2. BB — netbios-domain-name-present.yml/ Ansible playbook 3,

3 EXHHRRMUTARR :

- name: Playbook to change IdM domain netbios name
hosts: ipaserver
become: no
gather_facts: no

vars_files:
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- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Set [dM domain netbios name
ipaconfig:
ipaadmin_password: "{{ ipaadmin_password }}"
netbios _name: IPADOM

4. RFXNE,
T Ansible playbook, 3§87 playbook X, FFHA{RI secretyml SHFRIERTY, LARGE R4 -

5. &%
$ ansible-playbook --vault-password-file=password_file -v -i inventory netbios-
domain-name-present.yml|

HIHRRAT, R4 vault SXHEHE,

Hth BHR

o fig& NetBIOS Z#iHVIER

6.5. {fiF§ ANSIBLE % IDM F - #14H% SID

B EE(dM)ARSS 35 o LURIB A #bI AT ID SERERBYEIE, 45 IdM B P IEE N2 M — R AR
(SID), SID FEHEIEF P FZE A R,

iR IdM B P R4AE SID MBI RIFENRRBNEMEIET(PAC), X2 IdM-IdM EENE—F, R
IdM B #14H% SID, N IdM T L% T EH PAC HUER Kerberos Z17,

BRBLUT ARSI LLT BFr ¢
o NEFHER IdM BB HEER SID,
o SN IdM #E S FHER SID,

SeRFH
o MEEET Ansible T mLHRUTEXK :
o & Ansible kit 214 S E = kR A,
o ansible-freeipa H{ 8B &%,
Bi%

o RBMRETE ~/MyPlaybooks/ Bxr, EBEOIETHH IdM RS ZMT LR EE R (FQDN)HY
Ansible j& 3014,

o RAIRE secret.yml Ansible vault ZA£fEH) ipaadmin_password, 3B ENE vault XHEHE
(EN

Pk
1. #HAEB ~/MyPlaybooks/ B 3% :
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%5 6 %= {1 [ ANSIBLE PLAYBOOK B¢ &£ /5 IDM % &

I $ cd ~/MyPlaybooks/

2. B — sids-for-users-and-groups-present.yml Ansible playbook X4

3 EXHHRRMUTARR :

- name: Playbook to ensure SIDs are enabled and users and groups have SIDs
hosts: ipaserver
become: no
gather_facts: no

vars_files:
- /home/user_name/MyPlaybooks/secret.yml

tasks:
- name: Enable SID and generate users and groups SIDS
ipaconfig:
ipaadmin_password: "{{ ipaadmin_password }}"

enable_sid: true
add_sids: true

enable_sid ZF & J7iF3EA IdM B FIEE A SID £ 5. add_sids Z28 HINER IdM B AL
B SID.

==
&5/ add_sids: true i/, & 004771 enable_sid ZF£1% 7 true,

4. REFEZDXM
A

5. J&1T Ansible playbook, 1E7E playbook X4, FFf#{RIT secretyml SXHFRIERTY, LARGE SR -

ié/
$ ansible-playbook --vault-password-file=password_file -v -i inventory sids-for-users-
and-groups-present.yml

HIRRAT, R4 vault SXHEE,

HiBR
e |dM D SERFHREMMBENIHARFHAE,

6.6. Hfth TR
e %55 /usr/share/doc/ansible-freeipa/ Bk " #) README-config.md,

e %EZ 7 /usr/share/doc/ansible-freeipa/playbooks/config B &8 playbook 7=/l
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% 7 = {#/ ANSIBLE PLAYBOOK &2 ik ;1

&R LAE A Ansible playbook BIE IdM I, ENAT A EaAiE, RXEFNAMMELNT Ansible
playbook FAFLAT#4F :

BRERESIE YML XHEFBEDA 7.

BREESIE YML XHFHSDAFAFE.

TR M YML XX 445| FIRY JSON X4 5B S 4 F 7772

BREREIIE YML XHHBE P T FE.

7.0. B oA
SHEI (1AM = P IK PR -

e Stage (Fiik#) RAATAWHITEMRIL. XE2MWARE. EIRFAEN—LRAAIKF B4
FTEEXERE, HIANHR A Fg,

e Active (GEEX) RP#®AFHITEMEILE. MBELHENAAKABERFEEI N RILE,

e Preserved (RE) AP RURNERMA -, ENERMATNEXBET R R IdM FHTHHE
ik, RERAREBMIEIERRANRSHIK-EY, BElTETFERAIA,

l L

. - Preserve —p»
Stage users — Activate —p» &8 Preserved users
<4— Restore

Active users

|
Delete

v

!
oo ieleteli e » Deleted users e Delete -----------

TR LAM 1dM 8z 2k AMBRAE P & B

H e
FBRB AR IR~ TEWE . HEMBRAPIKIE, SikFEXOAEEREAAEX.

REHEFEEATRMAS (WNRIAB admin A7) FREQIEMMNEEN, WRERAMBRAEERER
i, BXEEERPIMIE Directory BRSSP Foh B EE A,
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&5 72 {#f ANSIBLE PLAYBOOK EHH ik

kR admin B/, BT admin 2 |dM FREMITIE LA, HARERSEE
SHMFH, MREE LFER AN admin BF, HEE J‘j?—/\ﬁﬂﬁﬁﬁ)jﬁ
dmm IR, SAEHEFH ipa user-disable admin 5 2B FiE X H admin A

g
t.1> W DR

T K IE A

o

i
Of

AEGAMMAE A HRMNE IAM, NSS (Name Service Switch) fEfR4TA<H B - F12H A1,
SEERERENT IdM A M, XEKE IdM AR TR TER T A#E -,

7.2. {5 ANSIBLE PLAYBOOK H{%Z1E—/ IDM B/
DU R R T HRE A Ansible playbook #£ IdM FRE7E R 7,

SeRF M
o REZEHE IdM admin F 5,
o WBEEE T Ansible #HIT RLLUHEMUTEK :
o 1&{EM Ansible hRA 2.14 HEERAE.
o fRBETE Ansible 85 £ &4E T ansible-freeipa ¥4,

o RPMRETE ~/MyPlaybooks/ BX, EBOIETHH IdM RS 23T LREE A (FQDN)
B Ansible j& 53014,

o RIEBRZE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa R T =) 2 IdM B —E 2, RIEH 1AM E im R
FHENEIR,

it =3
1. QIB—NEHEXHE, 40 inventory.file, FEZXHHE X ipaserver :

[ipaserver]
server.idm.example.com

2. flI8— Ansible playbook X, EHASEERERN IdM REENAFHE. EELSE,
&0 LLE %38 2X /usr/share/doc/ansible-freeipa/playbooks/user/add-user.yml S {4/ R
B, Bign, QIR idm_user IR P FHIRIN Password123 YE 7 A # Y -
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- name: Playbook to handle users
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Create user idm_user
ipauser:
ipaadmin_password: "{{ ipaadmin_password }}
name: idm_user
first: Alice
last: Acme
uid: 1000111
gid: 10011
phone: "+555123457"
email: idm_user@acme.com
passwordexpiration: "2023-01-19 23:59:59"
password: "Password123"
update_password: on_create

R R ARSI P
® name : BEREM

o first: & (FFH)

o last: i (FREH)

XA AAIETINEESIR, 152 /usr/share/doc/ansible-freeipa/README-user.md
Markdown 344,

INSR1%{E A update_password: on_create 1%, Ansible {XFEO!IEE /i 413 A
PG, NREMEABELET R/, Ansible RE4ERKIFTHIE,

3. J&17 playbook :
$ ansible-playbook --vault-password-file=password_file -v -i

path_to_inventory_directory/inventory.file path_to_playbooks_directory/add-ldM-
user.yml

o RELAMEF ipa user-show pHEGIE IdM R B FEF A -
1. L admin A &1 &3k ipaserver :

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

2. 7 admin 153K —/ Kerberos ticket :
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$ kinit admin
Password for admin@I|DM.EXAMPLE.COM:

3. EHRBEX idm_user IER :

$ ipa user-show idm_user
User login: idm_user
First name: Alice
Last name: Acme

|dM FRTIETER N idm_user BIFE

7.3. {8 ANSIBLE PLAYBOOK H{®1Z1E% 1 IDM A F°

DU R H#R 7 M Ansible playbook HETE IdM RFETEZ N,

it =

IRFREHME |dM admin B3,

MEEE T Ansible £ T RULURR U TEK -

o MRfEF Ansible fR7A 2.14 HESRAE.

o fRBE1E Ansible 85 £ &4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BExF, EEQIETHA IdM RS 2B LR EEZ(FQDN)
B Ansible ;5 .14,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

BirT = (XZH4T ansible-freeipa R R) =2 IdM HE—ES, REH 1AM B/ 0w R
FHENEIR,

. BIEB—ANEHXM, 40 inventory.file, FEIZLXEHTE X ipaserver :

[ipaserver]
server.idm.example.com

. B —" Ansible playbook 3, HABGEERAE IdM HREFENAFHEE. ERiS

%, 1R LLE HIFHEK /usr/share/doc/ansible-freeipa/playbooks/user/ensure-users-
present.yml XA RE, B0, ERIBRA S idm_user I idm_user 2 #1 idm_user_3, FiiN
Password123 YE N B idm_user_1 :

- name: Playbook to handle users
hosts: ipaserver

vars_files:

- /home/user_name/MyPlaybooks/secret.yml
tasks:

59


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/installing_identity_management/installing-an-identity-management-server-using-an-ansible-playbook_installing-identity-management#installing-the-ansible-freeipa-package_server-ansible
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/using_ansible_to_install_and_manage_identity_management/preparing-your-environment-for-managing-idm-using-ansible-playbooks_using-ansible-to-install-and-manage-identity-management

Red Hat Enterprise Linux 9 {1 Ansible ZEMNER SHER

- name: Create user idm_users
ipauser:
ipaadmin_password: "{{ ipaadmin_password }}"
users:
- name: idm_user_1
first: Alice
last: Acme
uid: 10001
gid: 10011
phone: "+555123457"
email: idm_user@acme.com
passwordexpiration: "2023-01-19 23:59:59"
password: "Password123"
- name: idm_user_2
first: Bob
last: Acme
uid: 100011
gid: 10011
- name: idm_user_3
first: Eve
last: Acme
uid: 1000111
gid: 10011

INR%EIETE update_password: on_create i1, Ansible & X1z 1T playbook
MEFXERSBE @ RA B LIRIZET playbook #2E R T #19, N Ansible
B REED,

3. J&17 playbook :

$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file path_to_playbooks_directory/add-
users.yml

o REILAHEF ipa user-show sa I IEA KA BB FEET IAM H ¢

1. LIEE G H{5& < E ipaserver :

$ ssh administrator@server.idm.example.com
Password:
[admin@server /]$

2. BRBX idm_user THIER :

$ ipa user-show idm_user_1
User login: idm_user_1
First name: Alice
Last name: Acme
Password: True

60
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IdM FR{ZETEL N idm_user TR,

7.4. {8 ANSIBLE PLAYBOOK {177 JSON X&)%/ IDM B
AR T a0{a A Ansible playbook H8{R1E IdM HEFEEZMNE ., B EME7E JSON XEH,

SeRF M
o REZEHE IdM admin Fh5,
o MBEEE T Ansible #HIT RLLUHEMUTEX :
o MR Ansible fR7A 2.14 HESRAE.
o fRBETE Ansible ##I25 E&4E T ansible-freeipa ¥4,

o RBURETE ~/MyPlaybooks/ BExF, EEQIETHA IdM RS 2R LR EEZ(FQDN)
B Ansible ;5. XX 1,

o RAIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa R T =) =2 IdM B —E 2, RIEN 1AM E im. R
FHENEIR,

¥ =
1. BIB—ANEH, 0 inventory.file, FIEZXX 4 E X ipaserver :

[ipaserver]
server.idm.example.com

2. QIS EVEMTSM Ansible playbook X4, EREERREEMASE#IESIA JSON X4, &
bS5, A LLE HIFHEX /usr/share/doc/ansible-freeipa/ensure-users-present-
ymifile.yml 324 A E9RAI -

- name: Ensure users' presence
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Include users.json
include_vars:
file: users.json

- name: Users present
ipauser:
ipaadmin_password: "{{ ipaadmin_password }}"
users: "{{ users }}"

3. Il users.json XX, FIF 1AM AARMEIES, EF(CLSEE, ETLEHFHENR
/usr/share/doc/ansible-freeipa/playbooks/user/users.json XX, Flan, E6IERH
idm_user_1. idm_user_2 %1 idm_user_3, FIN Password123 YN #H5 idm_user 1 :
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{

"users": [
{
"name": "idm_user_ 1",
"first": "Alice",
"last": "Acme",
"password": "Password123"
2
{
"name": "idm_user_2",
"first": "Bob",
"last": "Acme"
2
{
"name": "idm_user_ 3",
"first": "Eve",
"last": "Acme"
}
]
}

4. 54T Ansible playbook, 87 playbook X, AR secretyml SXFRIERTY, LURGE SRS -

$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directoryl/inventory.file path_to_playbooks_directory/ensure-users-

present-jsonfile.yml

o KA LAEF ipa user-show s HLE IdM A2 B FEER K ¢

1. LIEE G H{7& < ipaserver :

$ ssh administrator@server.idm.example.com

Password:
[admin@server /]$

2. BRBX idm_user THIER :

$ ipa user-show idm_user_1
User login: idm_user_1
First name: Alice
Last name: Acme
Password: True

|dM FR7EIELR N idm_user 189,

7.5. i{R% B B A ANSIBLE PLAYBOOK
DU R R 7 a0 A Ansible playbook SEH{R IdM A& B ER .,

FRFH
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o REZEHE IdM admin F 5,
o WBEEET Ansible #HIT RLUHEMUTEX :
o MR Ansible fR7A 2.14 HESRAE.
o fRB1E Ansible %85 £ &4 T ansible-freeipa ¥4,

o RIRETE ~/MyPlaybooks/ BExF, EELIETHA IdM RS 2R LR EEZ(FQDN)
B Ansible ;5. XX 1,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa #HHRH T =) 2 IdM B —E 2, RIEH 1AM E/ 0w R
FHENEIR,

¥ =
1. BIB—ANERH, 0 inventory.file, FIEZXX4EHE X ipaserver :

[ipaserver]
server.idm.example.com

2. B Ansible playbook XX, FEASEEE MR, ERMLLPIE, IS HIFH{ENR
/usr/share/doc/ansible-freeipa/playbooks/user/ensure-users-present.yml {4 87w 5], 5l
o, EMERB T idm_user_ I idm_user 2 1 idm_user_3 :

- name: Playbook to handle users
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Delete users idm_user_1, idm_user_2, idm_user_3
ipauser:
ipaadmin_password: "{{ ipaadmin_password }}"
users:
- name: idm_user_1
- name: idm_user_2
- name: idm_user_3
state: absent

3. 1517 Ansible playbook, 387 playbook X . F#RIT secret.yml| XHRET, LAIKEHXH -

path_to_inventory_directoryl/inventory.file path_to_playbooks_directory/delete-

2
$ ansible-playbook --vault-password-file=password_file -v -i
users.yml

ETAllR 7
&l LAfE A ipa user-show @5 IHE IAM R EREFIER K

1. LIEE G {5 & < ipaserver :
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$ ssh administrator@server.idm.example.com
Password:
[admin@server /]$

2. HREBX idm_user THIER :

$ ipa user-show idm_user_1
ipa: ERROR: idm_user_1: user not found

|dM R ARRTEIER N idm_user_THIFR 7,

7.6. Hth BTR
e 1554 /usr/share/doc/ansible-freeipa/ B % #) README-user.md Markdown 3 {4,

e i5&[4 /usr/share/doc/ansible-freeipa/playbooks/user B X H# Ansible playbook =4,
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£ 8 Z {1 ANSIBLE PLAYBOOK EIEf 4

KT NEEF Ansible playbook 1T HEHE,
APRAR—HEEBE RN, BHREMEMRERR .
Identity Management (IdM) FEFE F AR LSS -

e IdM A

o HithidM AFAH

o AERAF, BIIdM ZABIFAE -
ATEBEUTEH :

e |[dM HHARREHRE

o EHERIIAIHEH AL 51

e {3 Ansible playbook HIRIZ1E IdM HFNH K 5

e {3 Ansible [SF AD I F3REHE |dM

e {3 Ansible playbook 1£ IDM FF4HARTZTERR 1 B R 35

e {#F Ansible playbook, #fR IDM A &BK I EIE R

8.1. IDM AR [EH B
[dM ZHFFLUTF R BB -

POSIX 4 (BKih)

POSIX tHX FFE K 5B Linux POSIX B, 1EF5E, 5 Active Directory XERHETEFE A POSIX B
'I‘io

POSIX B4R A R 5y ey sk, SR HEXH POSIX Bt RHE23E uidNumber (— NS
(UID)) #1 gidNumber (—4MHS (GID))

JE POSIX 4H

JE POSIX ARz POSIX [BitE, BN, XLEHZRBE L GID,
XFABRT AN AW IETF 1dM 15,

AEA
ERAASARNEET IdM HARB S M FEPRVEMR 5, Bl -

o KR4
® Active Directory 18
o BXBRSS
HNERHAR R POSIX B, BN, XLEHZEBE L GID,

* 8.1 RABIBMA A
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HEFR EIAHRK 5

ipausers i IdM B

admins BEEEEFNMAF, aERiAr admin B
editors XR—NANH, TBEFEAFHIR
trust admins BHEE Active Directory {S{EFUBRAYF /-

SRAFRMBIAFAN, ZAPRESHXBRSNFIZRE, flln, BERRAFEFERSN, "%
FHF/IJ\\DDEIJ admins 4,

we
FEME admins . EF admins 2 |dM ERETE Y2, EILHIEAES S L
52 BT,

Ao, BE M REIREFTR SR, IdIMBRINREIRBAHEL. BXRBBHANESER, HSHEEER
ﬁ?ﬂﬁ’\]‘%)ﬂ?mﬂﬂ FH )j

=k EIEEHEN Al

IdM IR FEBME R FEEMEER G - YA B 248 A MWAN, %A B FMIRTE B ERENNAH A
B E]HERR 51 o

B, FETEAH :

o FAFI1FMAF 2 2H AW ERK T,

e FF 3. AP 4MAF 524 AW /EEKA,
K 8.1. EReMIF BELH R 5t 5452

Group A T TTTTTTTTTTTTT T
1
1 1
i GroupB i
i i

23) 23) N (N [N
1 1
i i

User 1 User 2 ! User 3 User 4 User 5 !

_____________________________________

MRE N ALERER, ZRBRERTRIAEB RNAmERS.

66


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/managing_idm_users_groups_hosts_and_access_control_rules/managing-user-groups-in-idm-cli_managing-users-groups-hosts#adding-users-without-a-user-private-group_managing-user-groups-in-idm-cli

% 8 = {#ifl ANSIBLE PLAYBOOK &EH A 4

8.3. {1/ ANSIBLE PLAYBOOK #{%171x IDM HANZH X 7
LUF 2% 7 8 A Ansible playbook HAR1FTE IdM HFNHMK G (RFAFAF4AH) .

SeRF M
o (RAE IdM BE L F,
o WBEEE T Ansible #HIT RLLUHEUTEK :
o MR Ansible iR 2.14 HESRAE.
o fRB1E Ansible %25 £ &4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BxF, EELIETHA IdM RS 2B LR EEZ(FQDN)
B Ansible ;&5 . XX 14,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o BiIr R (XZHIT ansible-freeipa R T =) 2 IdM B —E 2, RIEH 1AM E im R
FHENEIR,

o |dMHEHFEERESIANAF ., BXBEREEMER Ansible WA FRIFHER, ESMHER
Ansible playbook & ik 7,

¥ =
1. BIB—ANEIH, 0 inventory.file, FIEZXX4EHE X ipaserver :

server.idm.example.com

I [ipaserver]

2. FRAXRENRFFAEZRAE— Ansible playbook X4 :

- name: Playbook to handle groups
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Create group ops with gid 1234
ipagroup:
ipaadmin_password: "{{ ipaadmin_password }}"
name: ops
gidnumber: 1234

- name: Create group sysops
ipagroup:
ipaadmin_password: "{{ ipaadmin_password }}"
name: sysops
user:
- idm_user

- name: Create group appops
ipagroup:
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ipaadmin_password: "{{ ipaadmin_password }}"
name: appops

- name: Add group members sysops and appops to group ops
ipagroup:
ipaadmin_password: "{{ ipaadmin_password }}"
name: ops

group:
- sysops

- appops
3. J&17 playbook :
$ ansible-playbook --vault-password-file=password_file -v -i

path_to_inventory_directory/inventory.file path_to_playbooks_directory/add-group-
members.yml

R TR

& e] LA#E A ipa group-show G4k ops HHREE A sysops #ll appops FENEEM T, idm_user {F
Al EERY B

1. LIEE G H{5& < E ipaserver :

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

2. BRKF opsUfER -
ipaserver]$ ipa group-show ops
Group name: ops
GID: 1234

Member groups: sysops, appops
Indirect Member users: idm_user

|dM FRE7Z1E appops # sysops 4, BE&E S idm_user A/,

HithBR

e 15507 /usr/share/doc/ansible-freeipa/README-group.md Markdown 44

8.4. {#F ANSIBLE E—MESHRIMNZ D IDM 42

&I LAf# A ansible-freeipa ipagroup &3, ffE— Ansible £557R70N. ERAMRZ N FHER
(IdMYR ' 4H, hitt, 5@ M ipagroup HH) groups £,

&5/ groups 1£M, RIARTLUEES MU AEIFFEAMAELE, 1B name TEE WIk4H, X2
groups IR ME— 5 il 25 £,

SERRLLIRAE, LURRIE—MESHTE IdM F1F7E sysops #1 appops 2H. ¥ sysops HE XN nonposix
“H, FIF appops HE L A ERE,

FRFM
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o TEPHITIRLE:
o f&f#F Ansible kA 2.14 HEBIRA
o RBZRE ansible-freeipa H4 &,

o RE1E ~/MyPlaybooks/ ERxHAIE T — N A IdM BRF523MITT LR E = E (FQDN)HY
Ansible j& 3014,

o &f#FA RHEL 9.3 REHThRA,

o fRBEYF ipaadmin_password 7Zfi%7E secret.yml Ansible vault #,

it

1. EALITHAAE Ansible playbook X4 add-nonposix-and-external-groups.yml :

- name: Playbook to add nonposix and external groups
hosts: ipaserver
vars_files:
- /home/user_name/MyPlaybooks/secret.yml

tasks:
- name: Add nonposix group sysops and external group appops
ipagroup:
ipaadmin_password: "{{ ipaadmin_password }}"
groups:

- name: sysops
nonposix: true

- name: appops
external: true

2. J&17 playbook :

$ ansible-playbook --vault-password-file=password_file -v -i
<path_to_inventory_directory>/hosts <path_to_playbooks_directory>/add-nonposix-
and-external-groups.yml

Hith BTIR

e ansible-freeipa L% docs F# group &1k

8.5. fiF ANSIBLE /5 F AD 7 k&E1E IDM

RIBLUTRRTE, M Ansible playbook F{% /7 ID BEEEMER(IM)AEREE, AP ID BE=REEE
I 5 AD WIEEREERINGEENE P LENESBRAD) B FHNESE. AL, 21T playbook, AD F
F, flin AD EE AR TLERE IdM, W%WWATHMWKF%DEH

FeREFH
o REZEHE IdM admin B,

. 7

B Z& 7 EH AD MfEfE.

S
=
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it

70

AD AP ID BHEIdM HEFE. MRAFE, 15EH ipa idoverrideuser-add 'default
trust view' ad_user@ad.example.com 52 S,

dM RBEEFEEEERME - ID BE=HAH,

BRI LUMER 1AM B 4.8.7 lRASEEhRA, EEFEERS SR LLZERN 1AM A, EHiA ipa -
version,

REEE T Ansible #2517 RLUHRB AT EX :
o f&{EFM Ansible fRA 2.14 HEFIRA
o fRB1E Ansible ##I85 E &4 T ansible-freeipa ¥4,

o RPMRETE ~/MyPlaybooks/ BXr, EBOIETHH IdM RS 23T LR EE A (FQDN)
B Ansible j& ¥ 3014,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

BirT = (XZH4T ansible-freeipa R R) 2 IdM HE—ERS, REH 1AM B/ 0w R
FHENEIR,

. HEANIEH) ~/MyPlaybooks/ B 3% :

I $ cd ~/MyPlaybooks/

2. FAUTRALE— add-useridoverride-to-group.yml playbook :

- name: Playbook to ensure presence of users in a group
hosts: ipaserver

- name: Ensure the ad_user@ad.example.com user ID override is a member of the admins
group:
ipagroup:
ipaadmin_password: "{{ ipaadmin_password }}"
name: admins
idoverrideuser:
- ad_user@ad.example.com

ERfsh
e Secretl23 £ IdM admin Z,

e admins 2EE RN ad_user@ad.example.com ID Bz IdM POSIX HE & FF, tLHEMK R
BN EE AR

® ad_user@ad.example.com Z AD EE WA ID BX., B EMECEILEEIH AD i
¢Q

3. REFELNXM

4. 1T Ansible playbook, 87 playbook X, FE#RIT secretyml XY, LIRIEHH -
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% 8 = {#ifl ANSIBLE PLAYBOOK &EH A 4

$ ansible-playbook --vault-password-file=password_file -v -i inventory add-
useridoverride-to-group.yml

Hh iR
e ADEFHIDES

/usr/share/doc/ansible-freeipa/README-group.md

/usr/share/doc/ansible-freeipa/playbooks/user

1E Active Directory PMEREF 1D 71K

2 AD &1 |dM

8.6. {#FH ANSIBLE PLAYBOOK f{% IDM A HhEIEK I EE2s
LUR R T 6 Ansible playbook FA{RZ1E IdM B 1 EE2: (BPMBF4A) .

SeRF M
o TANE |dM FIE G B,
o WBEEE T Ansible #HIT RLLUHEMUTEK :
o I&fEM Ansible RA 214 SERARA,
o fRB1E Ansible %25 £ &4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BExF, EEMIETHA IdM RS 2R LREE A (FQDN)
B Ansible ;5. XX 1,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa #HHRH T =) 2 IdM B —E 2, RIEH 1AM E/im. R
FHERNEIR,

o BMUHMBEERNMNMAEERNA A LUREEEENHAM,

¥ =
1. BIB—ANEIH, f0inventory.file, FIE%XX 4 E X ipaserver :

[ipaserver]
server.idm.example.com

2. FRAXRENRF AR AEERERUE— Ansible playbook X4 :

- name: Playbook to handle membership management
hosts: ipaserver

vars_files:

- /home/user_name/MyPlaybooks/secret.yml
tasks:
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- name: Ensure user test is present for group_a
ipagroup:
ipaadmin_password: "{{ ipaadmin_password }}"
name: group_a
membermanager_user: test

- name: Ensure group_admins is present for group_a
ipagroup:
ipaadmin_password: "{{ ipaadmin_password }}"
name: group_a
membermanager_group: group_admins

3. J&17 playbook :
$ ansible-playbook --vault-password-file=password_file -v -i

path_to_inventory_directory/inventory.file path_to_playbooks_directory/add-member-
managers-user-groups.yml|

EATIR: 2

& ] LA#E A ipa group-show G 4iE group_a HRE B S E test E A EESE, LUK group_admins
7 group_a M A EIEE :

LB 5 & 17 &< El ipaserver :

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

2. %7~ managergroupl BIfE & :
ipaserver]$ ipa group-show group_a
Group name: group_a
GID: 1133400009

Membership managed by groups: group_admins
Membership managed by users: test

Hth B
e %5 ipa host-add-member-manager --help.

e H5 [ ipa man page,

8.7. {#FH ANSIBLE PLAYBOOK #{% IDM A HA BRI BIEE
PUF R T /E(FE A Ansible playbook Ff#a{R IdM i EEE (BAMAFH) FEE.

FoRFEMH
o IENE |dM BIE M B,

o RBHEIE T Ansible #HITT mLUHFRBUTEK :
o & Ansible MiRA 2.14 B SR A,
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o fRBETE Ansible ##I25 E&4E T ansible-freeipa ¥4,

o RPHRETE ~/MyPlaybooks/ Bk, EEOIETHA IdM RSS2 LR EEZ(FQDN)
B Ansible ;5. XX 14,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa R T =) 2 IdM B —E 2, RIEH 1AM E/ im. BR
FHENEIR,

o EWNBEEMMRIERNIEEEBFHANEH, UREIEEENHBET,

¥ =
1. DIE—NEHCH, t0inventory.file, FEIZXX 4 E X ipaserver :

[ipaserver]
server.idm.example.com

2. FRAXENRF AR AEEERUE— Ansible playbook XX :

- name: Playbook to handle membership management
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure member manager user and group members are absent for group_a
ipagroup:
ipaadmin_password: "{{ ipaadmin_password }}"
name: group_a
membermanager_user: test
membermanager_group: group_admins
action: member
state: absent

3. J&17 playbook :
$ ansible-playbook --vault-password-file=password_file -v -i

path_to_inventory_directory/inventory.file path_to_playbooks_directory/ensure-
member-managers-are-absent.yml

R TR

& A LUEF ipa group-show S5 4IE group_a HARE S test fE KA EEE, LUK group_admins 7
group_a MR A B IR :

1. LIEE G &5 & < ipaserver :

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

2. 7R group_a IfER -
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ipaserver]$ ipa group-show group_a
Group name: group_a
GID: 1133400009

HAth B
e %54 ipa host-remove-member-manager --help.

e H5 [ ipa man page,
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25 9 ZE {#F ANSIBLE £ IDM R Bt H R 51 5
B BIMEAHMR O, EaURIBEEEMHESSER . VB HMENAH, Hlan, EerLL

o RIFATIMNZIE, MR, FAsEAEMEESAINAAFRESRARNAE, Er LB T
S1T7 %A ipa user-add --help 5 HFrE B 4.

o RIFTNINE, MENEMEMEYE, HENIKRAENL, EAILLBELEGSITHHEA ipa
host-add --help &5 HFFEE 1%,

o AR HEWMENRIMEEN2BH.
& A LAE R Red Hat Ansible Engine SR BEIEE S EE(IdM)FBI B SHMEHRK A B,
ATEE T LR ER

e {F Ansible #fR |dM B AR B SN FTE

e {FM Ansible #R IdM B FH B IR AN R FE R

e {HF Ansible #{R |dM BB P HB IR AN R RETRFE

e {HF Ansible #3fx IdM ZHR B B 51 FLN R 7E

o {HF Ansible #fR |dM EHAHBBIA AR FRERM

9.1. {1 F ANSIBLE f&{x IDM R FHB B sh e 5 N 12 7E

LUF 2R 7 a0l A Ansible playbook # R A B IR (IdM)AHM BehB A HINEFEE. bR, #BiR
testing_group A 4H8Y B HINF7E.

SoRFM
o RFEE IdM admin Zfid,
e |dM H7E7E testing_group A4,
o WBEE T Ansible #HIT RLLUHEUTEK :
o &fEM Ansible RA 214 SEBARA,
o fRB1E Ansible %85 £ &4E T ansible-freeipa ¥4,

o RIRETE ~/MyPlaybooks/ BExF, EEQIETHA IdM RS 2B LR EEZ(FQDN)
B Ansible ;5 .1,

o RIEBRZE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa #HHRH T =) 2 IdM B —E 2, RIEH 1AM E/ im. R
FHENEIR,

it =

1. #HAEB ~/MyPlaybooks/ B 3% :

I $ cd ~/MyPlaybooks/
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2. E%IGITF /usr/share/doc/ansible-freeipa/playbooks/automember/ B kA1) automember-
group-present.yml Ansible playbook X {4 :

$ cp /usr/share/doc/ansible-freeipa/playbooks/automember/automember-group-
present.yml automember-group-present-copy.ymi

3. $T7F automember-group-present-copy.yml {43175
4. @5t 7E ipaautomember £55 88 FiX B LA T2 2RI EIZ S -
e I ipaadmin_password ZF£iX &7 |dM admin BT,
e ¥ name 21X/ testing_group,
e ¥ automember_type ZFE%H group.
o Tf{R state TEIXE N present,

X 2 YRIRFIEEE Ansible playbook X :

- name: Automember group present example
hosts: ipaserver
vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure group automember rule admins is present
ipaautomember:
ipaadmin_password: "{{ ipaadmin_password }}"
name: testing_group
automember_type: group
state: present

5. REFEXNXMS

6. 51T Ansible playbook, 187 playbook X, TFHERI" secret.yml SUHRIETY, LAKGEH X :

ié/
I $ ansible-playbook --vault-password-file=password_file -v -i inventory automember-

group-present-copy.ymi

9.2. {#Fl ANSIBLE &8 ERISR4-1E IDM A P H B3 5N R 7E1E

HiBR
LIUR R 7 40{AI{sE A Ansible playbook SREAIRTEERIRME S D EE(IM)HR BEhE G MR

£, EBIs, IR testing_group HMY BEIEE HNIREFES UID BXMEME., BTIEE * &4, &
Al LAFIRAT B SR/ IdM A P EB B 3 testing_group B i,

TR

o REFEHE IdM admin B,

e testing_group AAHFB NG A A HMMTE 1dM F7FTE,
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o MEEET Ansible T mLUHRUTEXK :
o f&{FF Ansible fRA 2.14 SHEE IR A
o fRB1E Ansible %25 £ &4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BxF, EELIETHA IdM RS 2R LR EEZ(FQDN)
B Ansible j& #3014,

o RIEBRZE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa R T =) Z IdM B —E 2, RIEH 1AM E/ im. R
FHENEIR,

ik S
1. #HAEB ~/MyPlaybooks/ B % :

I $ cd ~/MyPlaybooks/

2. E%IfITF /usr/share/doc/ansible-freeipa/playbooks/automember/ B A1 automember-
hostgroup-rule-present.yml Ansible playbook X4, #HHE@m# N automember-usergroup-
rule-present.yml :

$ cp /usr/share/doc/ansible-freeipa/playbooks/automember/automember-hostgroup-
rule-present.yml automember-usergroup-rule-present.ymi

3. #TF automember-usergroup-rule-present.yml X443 175 5,
4. B ERLLTSHRIFESH -
o FHpH playbook LUEXT N FIEAIAGI, HIa0 : BshBL 5 AP HANIK R F1E.
o EMRMEFLUENNFEMBE, Fim - BEAFHMBShE R RMEFE.
e 7t ipaautomember {E5EB DA RBELUTLE :
o ¥} ipaadmin_password ZF£iX &7 |dM admin BT,
o ¥ name ZFE1IXH testing_group,
o }} automember_type Z°E£1% 4 group.
o fffr state TEIXE N present,
o FffR action Z &%) member.
o ¥ inclusive key ZF&i%H UID,
o ¥F inclusive expression ZF&i% Ny .*

X 2 YRTRFIEERE Ansible playbook 3T :

- name: Automember user group rule member present
hosts: ipaserver
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vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure an automember condition for a user group is present
ipaautomember:
ipaadmin_password: "{{ ipaadmin_password }}"
name: testing_group
automember_type: group
state: present
action: member
inclusive:
- key: UID
expression: .*

5. REFEXNXMS

6. iZ1T Ansible playbook, 87 playbook 4. fFERIT secret.yml SXHFBIETY, LARBEHREH :
$ ansible-playbook --vault-password-file=password_file -v -i inventory automember-
usergroup-rule-present.yml

1. LLidM BE A BHER,
I $ kinit admin
2. f5lan, RS

$ ipa user-add user101 --first user --last 101

Added user "user101"

User login: user101
First name: user
Last name: 101

Member of groups: ipausers, testing_group

9.3. {1/ ANSIBLE fA{R (41T IDM A P HB o Sl p R 1ETE

Heth TR

LUF A2l 7 a0 {8 A Ansible playbook IR FHE SR EE(dMAR BEIBKE MINIFREFE. E5
B, &47E BIRG AR AEERRTNSESEE 88 H dp AP, MBI AR AE
testing_group %H, BTN RN, ERIUBFREREFEN dp WA FRREH testing_group BIAK
J'Eio

FRFEH
o REZEHE IdM admin B,
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testing_group A FHF B IR 51 A A~ EHNITE IdM 7F7E.
REBCE T Ansible #2677 RLUBR AT EK :

o MR Ansible fR7A 2.14 HESRAE.

o fRB1E Ansible %85 £ &4 T ansible-freeipa ¥4,

o RIRETE ~/MyPlaybooks/ BExF, EELIETHA IdM RS 2R LR EEZ(FQDN)
B Ansible ;& #3044,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

Birfim (X247 ansible-freeipa R TIR) =2 IdM HBI—ES, KM 1AM B/ m, IR
FHENEIR,

HAIRBY ~/MyPlaybooks/ B3k :
I $ cd ~/MyPlaybooks/

S #I4IF /usr/share/doc/ansible-freeipa/playbooks/automember/ B %/ automember-
hostgroup-rule-absent.yml Ansible playbook 32, FiFH &7 automember-usergroup-
rule-absent.yml :

$ cp /usr/share/doc/ansible-freeipa/playbooks/automember/automember-hostgroup-
rule-absent.yml automember-usergroup-rule-absent.ymi

$TFF automember-usergroup-rule-absent.yml X417 5 .
BB T SER RS -
o Edpf playbook LUK N FEIFEHGI, 0 : BB G AP AR R A FE.
o EMAMEFLNNFEABE, Bl : WEAFHNEN A REFEFE.
e 7t ipaautomember {EFS5EBDARXBELUTLE :

o ¥ ipaadmin_password ZF£iX &7 |dM admin BT,

o ¥ name ZF 21X} testing_group,

o ¥} automember_type ZFEi% N group.

o Ififx state ZHEiXEH absent,

o Ff{R action ZE 1% member.

o f¥ inclusive key ZA2 1%/ initials,

o ¥% inclusive expression ZF&i% dp.

X 2 YRIRFIEERE Ansible playbook X4 :
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- name: Automember user group rule member absent
hosts: ipaserver
vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure an automember condition for a user group is absent
ipaautomember:
ipaadmin_password: "{{ ipaadmin_password }}"
name: testing_group
automember_type: group
state: absent
action: member
inclusive:
- key: initials
expression: dp

5. REFEXNXMS

6. 15T Ansible playbook, 87 playbook X, TFHERI secret.yml LIRS, LAKEH X :

i
$ ansible-playbook --vault-password-file=password_file -v -i inventory automember-
usergroup-rule-absent.yml

1. LLIdM B A R &%,
I $ kinit admin
2. AFEBYIKAA

$ ipa automember-show --type=group testing_group
Automember Rule: testing_group

i #% A Inclusive Regex: initials=dp B3I\ testing_group B AT S &8 ERIFRM
9.4. {ffiF ANSIBLE #f{® IDM A F4H89 B 5h Ak S LI AR 2 7E

Hith 5w

LUF R 7 a0 A Ansible playbook HR F R ERE(dAM)AER BahBk i AR EFE. ERBIFR,
& testing_group 4189 automember | R F7E,

iR B 5h B SNt I BR S AR R BOFR B Stk EMMNI R RFPBRFERRMY, HS
4 23 Ansible {RIHTE IdM B HB B AN R ARTFE .

o REZEHE IdM admin B,

o REEE T Ansible #2HIT RLUKB U TEXK :
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o f&f#F Ansible kA 2.14 HEBIRA
o fRB1E Ansible %25 £ &4E T ansible-freeipa ¥4,

o RBURETE ~/MyPlaybooks/ B, EEQIETHA IdM RS 2B LR EE & (FQDN)
B Ansible ;. XX 14,

o RIEBRZE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa R T =) Z IdM B —E 2, RIEH 1AM E/ im. R
FHENEIR,
it =

1. #HAEB ~/MyPlaybooks/ B % :
I $ cd ~/MyPlaybooks/

2. E%IGITF /usr/share/doc/ansible-freeipa/playbooks/automember/ B A1) automember-
group-absent.yml Ansible playbook 3Zf :

$ cp /usr/share/doc/ansible-freeipa/playbooks/automember/automember-group-
absent.yml automember-group-absent-copy.yml

3. $TFF automember-group-absent-copy.yml 3 {43 T4 kE,
4. @5t 7E ipaautomember £55 88 FiX B LA T2 2 R EIZ SO -
e % ipaadmin_password ZF£iX &7 |dM admin BT,
e ¥ name 21X/ testing_group,
e ¥ automember_type ZFE% 1 group.
o Tfifx state W EiXEH absent,

X 2 YRIRFIEEE Ansible playbook 3T :

- name: Automember group absent example

hosts: ipaserver

vars_files:

- /home/user_name/MyPlaybooks/secret.yml

tasks:

- name: Ensure group automember rule admins is absent

ipaautomember:

ipaadmin_password: "{{ ipaadmin_password }}"
name: testing_group
automember_type: group
state: absent

5. REFIXD XM
A

6. 1517 Ansible playbook. #&7E playbook 3. (R secretyml XHBIETY, LAKIEHXH -
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$ ansible-playbook --vault-password-file=password_file -v -i inventory automember-
group-absent.yml

HAith BTR
e 1554 /usr/share/doc/ansible-freeipa/ B % #) README-automember.md 3 {4,

e 55 /usr/share/doc/ansible-freeipa/playbooks/automember B3,

9.5. {#F§ ANSIBLE /% IDM E#H14H B shak 5 il R 12 1E 514
RBEBLUTRIZ, FH Ansible i8R SEETE 1AM EWNAEB IR RN R EE, R=AEHER T i0AH#4E FQDN

*.idm.example.com BJEH2 primary_dns_domain_hosts EHHMA 51, L& FQDN 4
*.example.org IEHAZ primary_dns_domain_hosts EHAHHIAK 51,

SeRF M
o RFEE IdAM admin Zfid,
e |dM H7F7E primary_dns_domain_hosts EH4LH B 5hak 5 EHLEAM,
o WBEEE T Ansible #HIT RLUHEMUTEK :
o MR Ansible fRA 2.14 HESRAE.
o fRB1E Ansible %85 £ &4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BExF, EEMIETHA IdM RS 2B LR EE & (FQDN)
B9 Ansible J& 534,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa #HHRH T =) 2 IdM B —E 2, RIEH 1AM E/im. R
FHERNEIR,

ik
1. #HAEB ~/MyPlaybooks/ B 3% :
I $ cd ~/MyPlaybooks/

2. E%IGITF /usr/share/doc/ansible-freeipa/playbooks/automember/ B kA1) automember-
hostgroup-rule-present.yml Ansible playbook 344 :

$ cp /usr/share/doc/ansible-freeipa/playbooks/automember/automember-hostgroup-
rule-present.yml automember-hostgroup-rule-present-copy.yml

3. #T7F automember-hostgroup-rule-present-copy.yml XX {43 174,
4. @it 1E ipaautomember 5558 X B L T2 2R IAEIZ S ¢
e ¥ ipaadmin_password ZE1XE&EH IdM admin B,

e I name ZF£% M primary_dns_domain_hosts,
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e % automember_type ZFE£i% hostgroup.

o Tfi{R state TEIXE N present,

e 7f{R action ZXE1%/) member,

e iR inclusive key ZZ&i% ) fqdn.

o XN M inclusive expression ZX 2% .*.idm.example.com,
e T exclusive key Z* &%y fqdn,

o I%f MY exclusive expression ZF &% *.example.org,

EYHRIRAMESB Ansible playbook {4 :

- name: Automember user group rule member present
hosts: ipaserver
vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure an automember condition for a user group is present
ipaautomember:
ipaadmin_password: "{{ ipaadmin_password }}"
name: primary_dns_domain_hosts
automember_type: hostgroup
state: present
action: member
inclusive:
- key: fqdn
expression: .*.idm.example.com
exclusive:
- key: fqdn
expression: .*.example.org

5. REFIXD XM
A

6. i51T Ansible playbook, 187 playbook X, TFHERI" secret.yml STHRIETY, LAKEH X :

iz
$ ansible-playbook --vault-password-file=password_file -v -i inventory automember-
hostgroup-rule-present-copy.yml

Hith BHR

e 1554 /usr/share/doc/ansible-freeipa/ B % #) README-automember.md 3 {4,

e 55 /usr/share/doc/ansible-freeipa/playbooks/automember B3,
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2510 = {# 5 ANSIBLE PLAYBOOK 1% IDM Ay B BhAR S5 HLMI)

ARTTN4E Identity Management (IdM) FREIE BIARSSHIN], FHNAMEIER Ansible playbook B3 #1144
B BHARSS V5 IAIAI), B3 BOARSS V5 A4 AN Fo 1 1AM SRR EL IdM B RXBRSS 85 B L HUTIE E#2E.

IdM HB9 B BIRR 55 V7 7] $22 )

B Ansible H{R7F7E B BIAR S5 HLN)

{3 Ansible #{RER D B BIAR S5 AL

B Ansible R B BIRRS NI BB R ERB M
B Ansible R B BIRRSMNIER B ERB M

10.1. IDM F 9 B BIRR 55177 1R] 28 i)

B BIAR 5505 I #ZR I 72 X Identity Management (IdM) SEARTT AR E IdM B RARSS 885 B EHUITHIZ
YE : g0, 1dM AP ee BT E G,

XTSI E TS B RIER [dM SRR HE LDAP B HMESERM, BARRITFNENEZEWN
add =X delete #1E.

DIk

==
[=]

{52 A3 B BOBR 55 U5 (R4 AN /0N Ds + S HEBCE U7 R H ML AT BE 2 B AR R FH oL

GSESZIE

10.2. {#F ANSIBLE R 727E B BhAR 55 #LI)

LUF R 7 a0 A Ansible playbook & X BEIRSHNIFHBERESIESMERE (IdM) IRFS5EHRLE
1£. 7EARBIH, B Users can manage their own name detailsfil| &% F BB H

givenname. displayname. title #1 initials EHBITR, Fla0, XA TMIIENE ZREMIHEE (40
FREH) .

FRFH

o RHE |dM BIE AT,

o RBBEIE T Ansible #HIT R LB RBUTEK :
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o f&{FEH Ansible kA 214 S E = kR A,
o fRB1E Ansible 85 £ &4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BExF, EEGIETHA IdM RS 2B LR EE & (FQDN)
B Ansible ;5. XX 14,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.
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Birfim (X247 ansible-freeipa RREITIR) 2 IdM HBI—ES, KfF 1AM B/ m, IR
FHENEIR,

. # A ~/MyPlaybooks/ B :

I $ cd ~/MyPlaybooks/

. E#I{ITF /usr/share/doc/ansible-freeipa/playbooks/selfservice/ B X1 selfservice-

present.yml SXHEIAK :

$ cp /usr/share/doc/ansible-freeipa/playbooks/selfservice/selfservice-present.yml
selfservice-present-copy.ymi

. $TFF selfservice-present-copy.yml Ansible playbook 3244 LU 1754

. 1@t 7L ipaselfservice {E55ER DX EB L T A SR IHERE XM -

e 1 ipaadmin_password ZEXE ) |dM EIE H I E D,
e % name L EIXE NE B BIARSHNIBI & TR,
e ¥ permission ZEXE N LLES A RIIRTIZK, LURTF : read # write,

e 7 attribute T2 B WA/ AT LBDEENEMTIR : givenname. displayname. title
#0 initials,

X 2 YRTRBIEEE Ansible playbook X :

- name: Self-service present
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure self-service rule "Users can manage their own name details" is present
ipaselfservice:
ipaadmin_password: "{{ ipaadmin_password }}"
name: "Users can manage their own name details"
permission: read, write
attribute:
- givenname
- displayname
- title
- initials

5. REFIXD XM
A

nsible playbook, 1E7E playbook 3X{#. FE#RI" secret.yml SR, LARBHEH :

:\'é/
$ ansible-playbook --vault-password-file=password_file -v -i inventory selfservice-
present-copy.yml
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Hth TR
o ES[Y |dM FREY B BIRR S5 Vi[RI,
e 1554 /usr/share/doc/ansible-freeipa/ B % #) README-selfservice.md {4,

e %S /usr/share/doc/ansible-freeipa/playbooks/selfservice B %,

10.3. {#F ANSIBLE i &R B BIAR S AN
PUR R T a0/ F Ansible playbook itk IdM BB R B IR EM B BIARSHIN, LT RAIHR T

SNMAIHABIR Users can manage their own name detailsE BIRR S5 HNITE |dM AR, X IHRAIRE - ik
BN E O EREHAEE,

SeRFMH
o (RAE IdM BE LD,
o WBEEET Ansible #HIT RLLUKEMUTEK :
o MR Ansible fR7A 2.14 HESRAE.
o fRB1E Ansible %25 £ &4X T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BExH, EEMIETHA IdM RS 2R LR EE A (FQDN)
B Ansible ;5. XX 1,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa R T =) 2 IdM BB —E 2, RIEH 1AM E/ im R
FHENEIR,

Pk
1. ¥ A ~/MyPlaybooks/ B3 :

I $ cd ~/MyPlaybooks/

2. BIELITF /usr/share/doc/ansible-freeipa/playbooks/selfservice/ Bk H#] selfservice-
absent.yml SRR -

$ cp /usr/share/doc/ansible-freeipa/playbooks/selfservice/selfservice-absent.ymi
selfservice-absent-copy.yml

3. $T7F selfservice-absent-copy.yml Ansible playbook 3T LU 4T 4 .
4. BiL1E ipaselfservice {E55ER DX B L T L ERIAEE S -

e % ipaadmin_password X&) |dM EIE 5 E D,

e % name LEXE N BBIRSHNB BT,

e IF state W EiXiE " absent,
X2 HAIRBIE A Ansible playbook X4 :
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- name: Self-service absent
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml

tasks:
- name: Ensure self-service rule "Users can manage their own name details" is absent
ipaselfservice:
ipaadmin_password: "{{ ipaadmin_password }}"
name: "Users can manage their own name details"
state: absent

5. REFEXNXMS

6. i51T Ansible playbook, 187 playbook X, TFHERI secret.yml SUHRIETY, LAKEH X :
$ ansible-playbook --vault-password-file=password_file -v -i inventory selfservice-
absent-copy.yml

HAth B

o ESH IdM FREY B BhAR 55 1 A1,
e 1554 /usr/share/doc/ansible-freeipa/ B x#H#) README-selfservice.md {4,

e %E& i /usr/share/doc/ansible-freeipa/playbooks/selfservice Bk H# playbook =4,

10.4. {5F ANSIBLE H8{* BBIIRSHN EB R ERBME

LUF 2R 7 a0l {E A Ansible playbook #{RIIE BEIRRSMNEBHFEMNIXE, ERAIP, EILHA
1A Users can manage their own name details8H Bk &5 #1112 B4 surname B 5 & 1%,

SeRFMH
o (RANE IdM BE R FD,
o WBEEE T Ansible #HIT RLLUHEMUTEK :
o MR Ansible iR 2.14 HESRAE.
o fRB1E Ansible 25 £ &4 T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BExH, EEGIETHA IdM RS 2R LR EE A (FQDN)
B Ansible ;5. XX 14,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa #HHRH T =) 2 IdM B —E 2, RIEN 1AM E im. R
FHERNEIR,

e Users can manage their own name detailsE BIfR & #LNI7Z7ETF 1AM A,

it
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1. # A ~/MyPlaybooks/ B3 :
I $ cd ~/MyPlaybooks/

2. BIELITF /usr/share/doc/ansible-freeipa/playbooks/selfservice/ B X HH] selfservice-
member-present.yml XX {4-HIEIA :

$ cp /usr/share/doc/ansible-freeipa/playbooks/selfservice/selfservice-member-
present.yml selfservice-member-present-copy.yml

3. {TFF selfservice-member-present-copy.yml Ansible playbook 3 4 LUt 1T 456
4. BiL1E ipaselfservice {E55ER DX B L T L E R IAEE S -
e ¥ ipaadmin_password ZEIXE N IdM EIE AR B,

e '} name ZEXE N EE NI BEBIARSMNIEI T,

e [ attribute ZZE X &N surname,

e [ action Z*£1% &> member,

%_
X2 HAIRBIE A Ansible playbook X4 :

- name: Self-service member present
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure selfservice "Users can manage their own name details" member attribute
surname is present
ipaselfservice:
ipaadmin_password: "{{ ipaadmin_password }}"
name: "Users can manage their own name details"
attribute:
- surname
action: member

5. REFIXD XM
A

6. iZ1T Ansible playbook, 187 playbook X, F(E{RI" secretyml SUHHITY, LUKRIFHRIM -

i
$ ansible-playbook --vault-password-file=password_file -v -i inventory selfservice-
member-present-copy.yml

Hith BT
o ESH IdM AR B BhRR 55 1 A1,
e 1554 /usr/share/doc/ansible-freeipa/ B 5k F12{t#J README-selfservice.md 3 {4,

e %557 /usr/share/doc/ansible-freeipa/playbooks/selfservice Bk H# playbook =4,
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10.5. {3 ANSIBLE fB{# BBIiRSSHMNR B EE M4

PUF 2R 7 an{al & A Ansible playbook 1R B BIBRSHINER BRENXE, KA LUFER L playbook
R BRSNS R FAZTENT IR, ERFIF, EAILUHE Users can manage their own
name details B BIR &S HN% B S givenname 1 surnamefk 51 & 14,

FRFM

it s
1
2.
3
4.

5058 |dM B [ B,

MEEE T Ansible #HIT RULURE U TEXK -

o MR Ansible fR7A 2.14 HESRAE.

o fRBE1E Ansible 85 £ &4E T ansible-freeipa ¥4,

o RIRETE ~/MyPlaybooks/ BExF, EEMIETHA IdM RS 2B LR EE A (FQDN)
B Ansible ;5 .14,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

Birfim (X247 ansible-freeipa BRI TIR) 2 IdM HHI—ES, R 1AM B/ m,. IR
FHENEIR,

Users can manage their own name detailsE BIfR & #LII7Z7ETF IdM A,

. # A ~/MyPlaybooks/ B :

I $ cd ~/MyPlaybooks/

B AL TF /usr/share/doc/ansible-freeipa/playbooks/selfservice/ Bk H selfservice-
member-absent.yml SXAHIEIAK :

$ cp /usr/share/doc/ansible-freeipa/playbooks/selfservice/selfservice-member-
absent.yml selfservice-member-absent-copy.yml

T 7F selfservice-member-absent-copy.yml Ansible playbook 33 1T4m%H.
1t 7L ipaselfservice £S5 BB DX B LA T2 2R IAEE S -

e % ipaadmin_password ZEXE ) |dM EIE F I E T,

e 1% name L EXE NEEIENBI B BIAR S HINIHY & FF,

e T attribute ZF£1% &} givenname I top name.

e ¥ action ZZ&1Xi&E /7 member,

o [ state L2 XE N absent,

%_
X2 HAIRBIE A Ansible playbook X4 :

I - name: Self-service member absent
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hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml

tasks:
- name: Ensure selfservice "Users can manage their own name details" member attributes

givenname and surname are absent
ipaselfservice:
ipaadmin_password: "{{ ipaadmin_password }}"
name: "Users can manage their own name details"

attribute:

- givenname

- surname
action: member
state: absent

5. REFIXD XM
A

6. iZ1T Ansible playbook, 187 playbook 3. F(E{RI" secretyml SUHHITY, LUAKRIFHRIH -

i
$ ansible-playbook --vault-password-file=password_file -v -i inventory selfservice-
member-absent-copy.yml

Heth TR
o ESH IdM FREY B BhBR 55 1 A1,
e 1554 /usr/share/doc/ansible-freeipa/ B x#H#) README-selfservice.md {4,

e %EZ 7 /usr/share/doc/ansible-freeipa/playbooks/selfservice Bk H# playbook =4,
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BENZEZRNREIEF4H, LUER ANSIBLE PLAYBOOK &2
F

k2 |dM FREgTTRIREI ARz —, UKk BBIRRSSHUNIFIE T & B R1; #EH] (RBAC), &7 LUEAEK
(delegation) N—HAFDEWRHIR, UEES—HRBAHRE.

ARTEETUTE :
o FRANI
ey 1dM 6l Ansible 75 #3#F
e f&f Ansible IB{RTFEZ RN
e f&f Ansible FB{REBZ RN
e fEf Ansible IBRZERMNIBEFERMLE
e fEf Ansible IBRZERMNEEFE R

1.1 AL

R LR QR ESRN, SRR B SR SR,

FRA f P E P R — A A P RS EBE T EA (Gi) B, XA s
MR F S 1 2R his E MBI FEM(E | ©RIST RIS A & B RiE5 K is 2B
PR,

ZRANIE 1dM FREELE B AR TR, flan, EeLUEREIRINEE, f1F managers FA A EE
employees f - ARBIEE B EHE.

11.2. 75 IDM 11/ ANSIBLE ;&8 3044

E(FE A Ansible I, &IFEFBFRHCE—NTHT Ansible playbook BIF B, &al S|
/usr/share/doc/ansible-freeipa/* #1 /usr/share/doc/rhel-system-roles/* F B & F TN IIHEE, X
MEGEB LTS -

o RAILIE—NMIEBIKEIFTAE playbooks

o (RAILLZ1T playbook, TMIE A root FFil,

pi% =
1. EEBFH NEM Ansible BEEEB I playbook QI H 3 :

I $ mkdir ~/MyPlaybooks/
2. # A ~/MyPlaybooks/ B3 :
I $ cd ~/MyPlaybooks
3. FAUTRALE ~/MyPlaybooks/ansible.cfg ST :

I [defaults]

o1
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inventory = /home/<username>/MyPlaybooks/inventory

[privilege_escalation]
become=True

4. FRALUTHRALIE ~/MyPlaybooks/inventory X {4 :

[eu]
server.idm.example.com

[us]
replica.idm.example.com

[ipaserver:children]

eu
us

LEEEE L TMANENH, Bl euflus, AFXILEMEFRBEN., A4, HEEEXLT
ipaserver £H4H, ©EEXE eu #l us HHFE EH.

11.3. {8 ANSIBLE @R EFEZ /AN
LUF R 7 20 A Ansible playbook J#TH IdM ZRANI E SN FHBREFE. XN RAEIH,
#7189 basic manager attributes Z;#1I1#%F managers 255 employees A% 51 S ENF B AL T B A
TR -

® businesscategory

e departmentnumber

e employeenumber

e employeetype

SoRFM
o KANE |dM B G B,
o MBEE T Ansible #HIT RLUHEUTEK :
o I&fEM Ansible lRA 214 SEBIRA,
o fRBE1E Ansible %85 £ &4E T ansible-freeipa ¥4,

o RBURETE ~/MyPlaybooks/ B, EEMIETHA IdM RS 2B LR EE A (FQDN)
B Ansible ;5 .14,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o BirR (XZHIT ansible-freeipa R T =) Z IdM B —E 2, RIEH 1AM E im, R
FHERNEIR,
it

1. ## A ~/MyPlaybooks/ B3 :
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I $ cd ~/MyPlaybooks/

2. #HI{ERLF /usr/share/doc/ansible-freeipa/playbooks/delegation/ B3k ## delegation-
present.yml SUFHIRIA :

$ cp /usr/share/doc/ansible-freeipa/playbooks/delegation/delegation-present.yml
delegation-present-copy.yml

3. $TFF delegation-present-copy.yml Ansible playbook X {4 LUt 1T 4k,
4. @it 1E ipadelegation £S5 ER DX E LA T L E R IHEE S -
e % ipaadmin_password ZEIXE N IdM EIE 5 BB D,
e '} name ZEXE N ERAMNEI LR,
e ¥ permission ZEXE N LLES A RIIRTIZKR, LURTF : read # write,

e % attribute ZEiX B NERMA FHAILIEENRE ST
i< : businesscategory. departmentnumber. employeenumber #1 employeetype,

o ¥ group L2 XE NEHRFEEHIELE MV AT ERBIAE B TR,
o ¥ membergroup =X E NHMELT, HEMAIUEEFHIESR,

B YEIRANESE Ansible playbook X4 :

- name: Playbook to manage a delegation rule
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure delegation "basic manager attributes" is present
ipadelegation:
ipaadmin_password: "{{ ipaadmin_password }}"
name: "basic manager attributes"
permission: read, write
attribute:
- businesscategory
- departmentnumber
- employeenumber
- employeetype
group: managers
membergroup: employees

5 REXNXH,
6. 1517 Ansible playbook, 187 playbook X, TFHE{RI" secret.yml SUHRIETY, LAKEH XY :

$ ansible-playbook --vault-password-file=password_file -v -i ~/MyPlaybooks/inventory
delegation-present-copy.yml

Hih 5w
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o HESH ZMMNL,
e &[5 /usr/share/doc/ansible-freeipa/ B3+ % README-delegation.md {4,

e 5574 /usr/share/doc/ansible-freeipa/playbooks/ipadelegation B 5% # 8] playbook =4l

11.4. {F 8 ANSIBLE H{®R:% 8 Z RN

LUF 2R 7 a0{a 5 F Ansible playbook SEHARIEH IdM BB & AR EMNELAN], T RAIHERT
NMEIFBLR |AM 3% B 777 B & U basic manager attributes ZR#LNI,

SeRFMH
o (RAE IdM BE LD,
o MBEEE T Ansible #HIT RLUHEMUTEK :
o MR Ansible iR 2.14 HESRAE.
o fRBTE Ansible %85 £ &4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BExF, EEQIETHA IdM RS 2R LR EE A (FQDN)
B Ansible ;5. XX 5,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o BiIr R (XZHIT ansible-freeipa R T =) 2 IdM B —E 2, RIEH 1AM E im R
FHENEIR,

Pt =

1. ## A ~/MyPlaybooks/ B3 :
I $ cd ~/MyPlaybooks>/

2. HIYEGLTF /usr/share/doc/ansible-freeipa/playbooks/delegation/ B X+ # delegation-
absent.yml SXHERIEIA -

$ cp /usr/share/doc/ansible-freeipa/playbooks/delegation/delegation-present.yml
delegation-absent-copy.yml

3. $T7F delegation-absent-copy.yml Ansible playbook 44 LU 1T 4%,
4. @5t 7E ipadelegation £S5 88 DI B LA NS 2R -

e I ipaadmin_password X E ) |dM EIE H I E T,

e ¥ name L EXE N T IRANIHZFR,

o

state T2 1% &/ absent,

%_
X2 HAIRBIE A Ansible playbook X4 :
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- name: Delegation absent
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure delegation "basic manager attributes" is absent
ipadelegation:
ipaadmin_password: "{{ ipaadmin_password }}"
name: "basic manager attributes"
state: absent

5. REFEXNXM

6. 11T Ansible playbook, ¥E7E playbook X . EfE{RTT secret.yml SXHHIRTY, LARGE R -
$ ansible-playbook --vault-password-file=password_file -v -i ~/MyPlaybooks/inventory
delegation-absent-copy.yml

Hith BTR

o iHESH ZRMNL
e &[5 /usr/share/doc/ansible-freeipa/ B3+ % README-delegation.md {4,

e i5&[ /usr/share/doc/ansible-freeipa/playbooks/ipadelegation B % ##] playbook =fl.,

1.5. £ ANSIBLE #8RE RN EE R ERMHE
LUF Azt 7 a0{a s Ansible playbook IR 2N EBRFERIZE, el LAER L playbook &t

B ENERAR, ERBIF, LR basic manager attributes ZANINE AR
departmentnumber 5% 51 & 14,

SeRF M
o (RAE IdM BE L FD,
o MBEEE T Ansible #HIT RLUHEMUTEK :
o MR Ansible fR7A 2.14 HESRAE.
o fRBTE Ansible 85 £ &4E T ansible-freeipa ¥4,

o RIRETE ~/MyPlaybooks/ BxF, EEQIETHA IdM RS 2R LR EE A (FQDN)
B Ansible ;5. XX 1,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o BiIr R (XZHIT ansible-freeipa #HHRH T =) =2 IdM B —E 2, RIEH 1AM E/im. R
FHENEIR,

e |dM FI7E7E basic manager attributesZ;RHN|,

it =
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1. ¥ A ~/MyPlaybooks/ B3k :
I $ cd ~/MyPlaybooks/

2. HIYEGLTF /usr/share/doc/ansible-freeipa/playbooks/delegation/ B X+ # delegation-
member-present.yml X{4-HIEIA :

$ cp /usr/share/doc/ansible-freeipa/playbooks/delegation/delegation-member-
present.yml delegation-member-present-copy.yml

3. $T7F delegation-member-present-copy.yml Ansible playbook 3 {4 LUt T4k,
4. @1t 7E ipadelegation (£S5 88 I B LA NS 2R -

e % ipaadmin_password ZEIXE N IdM EIE 5 BB,

e 1% name L EXE N EERHNE RN &R,

e ¥ attribute £ 1% &/ departmentnumber,

e % action ZE£#% & member.

B YHEIRBANESE Ansible playbook X4 :

- name: Delegation member present
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure delegation "basic manager attributes" member attribute departmentnumber
is present
ipadelegation:
ipaadmin_password: "{{ ipaadmin_password }}"
name: "basic manager attributes"
attribute:
- departmentnumber
action: member

5 REXNXH,
6. 51T Ansible playbook, 187 playbook X, TFHERI" secret.yml SLHRIERY, LUAKEH XY :

$ ansible-playbook --vault-password-file=password_file -v -i ~/MyPlaybooks/inventory
delegatlon member-present-copy.yml

H At B
o iHSH ZRMNL
e &[5 /usr/share/doc/ansible-freeipa/ B 3x## README-delegation.md {4,

e 554 /usr/share/doc/ansible-freeipa/playbooks/ipadelegation B 5% ##J playbook =4l
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11.6. {3 ANSIBLE fBGRERMNRERFERM

LUF A2t 7 an{a s Ansible playbook SRR ERINE B ERIXE, B LMERA L playbook i
RERABAEFAZENVINNIR, TiZnFF, EaLIA{R basic manager attributes ZR A& B
employeenumber #1 employeetype A% 7B 4.

FeRFMH

5058 |dM B [ B,

MEEE T Ansible £ T RULURE U TEXK -

o MR Ansible fRA 2.14 HESRAE.

o fRBE1E Ansible %85 £ &4X T ansible-freeipa ¥4,

o RPHRETE ~/MyPlaybooks/ Bk, EEOIETHA IdM RSS2 LR EEZ(FQDN)
B9 Ansible J& 534,

o RIBRE secret.yml Ansible vault 77 T ipaadmin_password.

BT R ((XZiYT ansible-freeipa =M R) 2 IdM HH—EB4, RIEHN 1M B im. AR
FEaFEIAR,

|dM FR7Z£7E basic manager attributesZ;RHNI,

. # A ~/MyPlaybooks/ B K :

I $ cd ~/MyPlaybooks/

#¥ERLF /usr/share/doc/ansible-freeipa/playbooks/delegation/ B 5 delegation-
member-absent.yml SXAHIEIAK :

$ cp /usr/share/doc/ansible-freeipa/playbooks/delegation/delegation-member-
absent.yml delegation-member-absent-copy.yml

$TF delegation-member-absent-copy.yml Ansible playbook 3 {4 LUt T 4wk
W1t 7L ipadelegation £3589 X B LT 28 £ R HEE ST M4 -

e 1 ipaadmin_password ZEXE ) |dM EIE F I E D,

e ¥ name LEXRE N EERIERMNIBIETT,

e ¥ attribute L2 X &/ employeenumber #1 employeetype.

e ¥ action ZZ&1Xi&E /7 member,

o [ state L2 XE N absent,

%
X2 YRIRAEENE Ansible playbook ST :

I - name: Delegation member absent
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hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml

tasks:
- name: Ensure delegation "basic manager attributes" member attributes employeenumber

and employeetype are absent
ipadelegation:
ipaadmin_password: "{{ ipaadmin_password }}"
name: "basic manager attributes"
attribute:
- employeenumber
- employeetype
action: member
state: absent

5. REFIXD XM
A

6. iZ1T Ansible playbook. 187 playbook 3. F(E{RI" secretyml LRI, LUAKRIFHRIMH -

i
$ ansible-playbook --vault-password-file=password_file -v -i ~/MyPlaybooks/inventory
delegation-member-absent-copy.ymi

Hith BTR
o iHSH ZRMNL
e &) /usr/share/doc/ansible-freeipa/ B 3x## README-delegation.md {4,

e i5&[ /usr/share/doc/ansible-freeipa/playbooks/ipadelegation B % # 8] playbook =,
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212 % 72 IDM H{#FE ANSIBLE PLAYBOOK ZEIEE F A B0
Ze 5|

ETFABRNYIEE (RBAC) B—MET A GIFFNUE L HRIE L [FIEFINE. 7E Identity
Management (IdM) 89 RBAC Hit 2B &, HWERFIAUE :

® Permissions I FHUTREMESFZBINF, WARMSMPRA -, BRHFE BB,
e Privileges (%) 56 THIR, BIaNAINE A~ Fr&EBAATIR,
e Roles (AAf2) MAF. AFPH. ENMHENERT —HR/F

LHEHRAEKRERE, £/ARBAC AAUAEOIREEE NN EE NS ZERS

AEN T EA Ansible playbook B RBAC FfHITHILL TI2E :

|dM FREYFIRR

o FINBIEHN R

o |dM FREYRFAY

o |[IMHHAE

o |dM FBITIE L A&

e {FM Ansible FBIREFET BREY IdM RBAC A&
o {Hf Ansible #fRERY IdM RBAC &

o f#M Ansible RN —HE " 2E IdM RBAC A&
e {FM Ansible BIRZEREFER A DES IIMRBAC A2
o fEH Ansible HAfRARS5 2 |dM RBAC & &EIM i

o {Hf3 Ansible #REHLZ IdM RBAC & &K 51

e {#f Ansible R ENZHZ |dM RBAC AEBHIK 5

12.1. IDM HBYFYRR
RS ET A &H R SERI BT, TR XL IERT N AN LDAP &8, SHEREM,
A LURIESENI RS EA Z NG
—AHZAFITE LT RIFHIRIE -
® write
o iEHY
o %

® compare

e ishn
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o jHIER

e all
XEREERTF=ANEABR

e subtree : 5% (DN) ; It DN THIFH

o target filter : LDAP iIE%3

e target : AL A BECRTHY DN #8ESKHE
A, LUT AR EN MY

o type : XRKE (HF. HFE) ; ixEsubtree 1 target filter

e memberof : 2HAX 11 ; iXiE target filter

e targetgroup : EFESIFEAHMNR (W% FERHMK A FTHRBINER) ; i%E& target
A 1M AURR, 2 RT DAY LE AR = AN DT [ R LERT &, EEHEHX LN KRB M, 1dM RIFE S VFSRE
BN, NERUFE M hEE (WA, A sudo) WFRERIILYE, ERFREELAF. AL
T EGIIERMAF, SERER— AR ERRNAEF,

plgn, NREE A RIBFA A VIFIARRH ZX LR A HAFZEV R ER S, FEGHAMERS
TEREETFMI], LA ENREENERGBER.

PR e B & HAAUR,

12.2. A EERITN R
BEIIRZ IdM BUAMYH BIINER. ©IT10ThE R BN EMREL, EFUTR
o BIEMBREIIHBRE L. LENBITEE.
o TilEZ4EM :
o Default B, AP FTEEREN], EHENIE M SE
o Included B, ©12HEF RN EME
o Excluded B, XLEMRAF MR
BEMNBRERTF default #l included BHEH ERMATERYE, ERNAIHMREFRNERE.

~r

BRETEMPRRENR, BRHEBERBZENTIRIF MBI RRIEENRSA
Wb ZE RIZARR,

A 2 BRI FRERLL System: FF3%, {530 System: Add Sudo rule =X System: Modify Services,
IdM B ERRAFARAMARATFRILER. flmn, AP EMREI], mREEEei]oBEERN, XL
U R REB D BN ZENR, BLATABRMERURINASR :

o NINBETNR A BT A FDMES
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o RIMBEEFFRE

o RIEHITIN

o IEFMERIRLS

o M CAREUEFIRE

o iEY DNA SG[H

o (52X DNASEH

e iHY PassSync Manager BCi&
o BN PassSync Manager ECi&
o [HEEEHITIN

o EWEHITIN

o JHEREHITIN

e iLHY LDBM HUEFERE

e IEXKIED

o IERIEHZAM CAACL

o MARENFEKIES

o M CARZRIES

o BEHIED

e EAIPAEE

Pz
MREXE BT DETEAZENR, RERATFERELEERNEYE, BERK.
INRIF XM Web Ul ERZERUR, NFTEERNBHREER,
12.3. IDM A 945
BN —HERTABHIR,
BATPRIZE T HUTE N RERAER, BEL M ESBTELSMURFRENRII. AL, $FHEE T HITE
EESFENRRINR,
Bg0, NFIdM BB P EELL TR ¢
o HIEHFAINEKE
o EBEAIHIL
o FIFTAFARMEIBIA IPA BFAH
X =MEFFESEHE—NESHHNESF, FI0L N Add User, AIFERSEER A BMRNE

EAG, dMESER/LMRUNER, BT RAMAAEN, SNSRI ENMENH, LUKRMSKER
5o IXFIERVFREAES—HEN LB REEMSIRS IR,
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ggg% o
Y R BB B & H AR,

12.4.IDM YA &

ABREAF IABRENRFITIR,
KPrE, PORRFHITAEBAAES (WNORAAZENAARNFZE) NN, HIESTESHH
EFSMBHI—IHEDIENR NAELEHFURFTAS) . ABRREFERELR : fim, AHEE
AABEENRI. ERAMERA .

- e
ABRATIATFIRIELTOE, el TRESRENFARNIMIEFNARNTER,

_ AefRaga AR,

12.5. IDENTITY MANAGEMENT g 7iE XL A&
Red Hat Identity Management 2L FFlE L A &SEH :

xR 121 FREEPNTE LAt

At R ik

Enrollment Administrator ENEM AREF W EN. FEM

helpdesk WAFMEERNY, BAERAS  AFHITEHRENA A EEES
%

IT Security Specialist Netgroups EIE i, HBAC B, HREERERNE, METENH
Sudo EE 5 il sudo FAMI

IT Specialist ENEELA, FHNHEEA, RS  ATTEEEN
FHEG, BEREEER

Security Architect ZREEG. EHEEA. BEIPA MAHEESHEEIE. BE
fRE. HERREER £, OIBE BT

User Administrator ArEEA. AEEA. MEAF AR A

EEA

12.6. {5 ANSIBLE MR EFE T B IDM RBAC A&
EXNHMHER (IdM) RETHE (IdM) B ETREF T BN AriEs], H0E8E LA,

LUF R 7 a0/ {E F Ansible playbook N#TEY IdM BE X A G E VN HBREREE, XN RE)
1, #7H user_and_host_administrator BEERIAEE IdM R FIRMIME—HE -
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o Group Administrators
® User Administrators
e Stage User Administrators

® Group Administrators

SeRF M
o TANE |dM FIE G,
o MBEE T Ansible #HIT RLLUHEUTEK :
o I&fEM Ansible RA 214 SEBIRA,
o fRBE1E Ansible %85 £ Z&4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BExF, EEMIETHA IdM RS 2B LR EEZ(FQDN)
B Ansible ;5. XX 14,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o BiIr R (XZHIT ansible-freeipa R T =) 2 IdM B —E 2, RIEH 1AM E/ im. R
FHENEIR,

1. # A ~/<MyPlaybooks>/ B3 :
I $ cd ~/<MyPlaybooks>/

2. B LITF /usr/share/doc/ansible-freeipa/playbooks/role/ B 5 #J role-member-user-
present.yml STFHIRIA :

$ cp /usr/share/doc/ansible-freeipa/playbooks/role/role-member-user-present.yml role-
member-user-present-copy.yml

3. $T7F role-member-user-present-copy.yml Ansible playbook 3T LUt 4T %
4. @I 7L iparole S ERIX B LA T 2 R B -
e % ipaadmin_password &% & |dM EIE B,

® % name ZEXENHABHETT.

¥ privilege FIRIXENEZ LI EHA BT IdM PRI E T,
(AIi%) 5 user ZE B NEERFHAGHAF L.

e (W) ¥ group ZEXRENERFHABHHNET,

X2 HAIRBIES A Ansible playbook X4 :

- name: Playbook to manage IPA role with members.
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hosts: ipaserver
become: true
gather_facts: no

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- iparole:
ipaadmin_password: "{{ ipaadmin_password }}"
name: user_and_host_administrator
user: idm_user01
group: idm_group01
privilege:
- Group Administrators
- User Administrators
- Stage User Administrators
- Group Administrators

5. REFEXNXMS

6. 51T Ansible playbook, 187 playbook X, TFHERI" secret.yml SUHRIERY, LUAKIEH X :
$ ansible-playbook --vault-password-file=password_file -v -i
~/<MyPlaybooks>/inventory role-member-user-present-copy.ymi
H At B

o iESH [ Ansible Vault INEBEAR ,
o EB 1AM A,
e iEZ i /usr/share/doc/ansible-freeipa/ B %+ #) README-role X {4,

e i5&[4 /usr/share/doc/ansible-freeipa/playbooks/iparole Bk HH playbook =,

12.7. £ ANSIBLE =54 IDM RBAC At

ENEESMHER (IdM) REFT A& RHEEE (RBAC) WRAEIEN, oA EMARSEINA
&, UERAERAFREAN e RAERA,,

LUF w2t 7 anfa s Ansible playbook iR D AR, LUTFRFIfER T AHER dM AR FEEE
X user_and_host_administrator &,

FoRFM
o TANE |dM FIE GBI,
o MBEE T Ansible #HIT RLLUHEMUTEK :
o &fEM Ansible fRA 214 SEBIRA,
o fRBE1E Ansible %85 £ &4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ B, EEQIETHA IdM RS 2B LR EEZ(FQDN)
B Ansible ;5 .14,
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o RIEBRZE secret.yml Ansible vault 77 T ipaadmin_password.
e BT R (XZEIIT ansible-freeipa iR R) Z 1AM HBI—EB, REH 1AM EFim. AR
FaaEIA.,
i =
1. # A ~/<MyPlaybooks>/ B3k :

I $ cd ~/<MyPlaybooks>/

2. BIELITF /usr/share/doc/ansible-freeipa/playbooks/role/ B %] role-is-absent.yml SZ{4EHIE|
x

I $ cp /usr/share/doc/ansible-freeipa/playbooks/role/role-is-absent.yml role-is-absent-
copy.yml

3. $T7F role-is-absent-copy.yml Ansible playbook 3244 LU 174k,
4. @7 iparole S5 ERDIF B LA T B E R AR -

e I ipaadmin_password ZEXE ) |dM EIE H I E D,

e ¥ name TEXENABHNEN,

o Tfifx state W EiXEH absent,

X 2 YRTRFIEEE Ansible playbook X4 :

- name: Playbook to manage IPA role with members.
hosts: ipaserver
become: true
gather_facts: no

vars_files:

- /home/user_name/MyPlaybooks/secret.yml

tasks:

- iparole:
ipaadmin_password: "{{ ipaadmin_password }}"
name: user_and_host_administrator
state: absent

5. REFIXD XM
A

6. iZ1T Ansible playbook, 187 playbook 3. F(E{RI" secretyml LRI, LUKRIFHRIH -

i
$ ansible-playbook --vault-password-file=password_file -v -i
~/<MyPlaybooks>/inventory role-is-absent-copy.yml

Hth B

e HHH {#FH Ansible Vault IIBHNA
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o FEHH IAM FIIAE,
e 1557 /usr/share/doc/ansible-freeipa/ B % ##) README-role Markdown XX /4.

e i5&[4 /usr/share/doc/ansible-freeipa/playbooks/iparole Bk HH playbook =,

12.8. {#F ANSIBLE % h—4H A 2B IDM RBAC A&

ENEESMEIR (IdM) RET A BT (RBAC) WRAEESR, BURAEEN—HIFENAS
(MMAEERN) DEAE.

LUF R BIFR 7 a0 A Ansible playbook SRR junior_sysadmins 2 BZE IdM RBAC helpdesk
éo

SeRF M
o TANE |dM FIE S B,
o WBEEE T Ansible #HIT RLUHEMUTEK :
o I&fEM Ansible RA& 214 SEBARA,
o fRBE1E Ansible #%I85 £ &4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BExF, EEMIETHA IdM RS 2B LR EEZ(FQDN)
B Ansible ;5. XX 14,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa #HHRH T =) Z IdM B —E 2, RIEH 1AM E/ 0w, R
FHENEIF,

1. # A ~/<MyPlaybooks>/ B3k :
I $ cd ~/<MyPlaybooks>/

2. B4 F /usrishare/doc/ansible-freeipa/playbooks/role/ B 3 role-member-group-
present.yml SFHIRIA :

$ cp /usr/share/doc/ansible-freeipa/playbooks/role/role-member-group-present.yml
role-member-group-present-copy.yml

3. $T7F role-member-group-present-copy.yml Ansible playbook X {4 LUt T4k,
4. @17 iparole S5 ERDIF B LA T ZE R AR -

e % ipaadmin_password ZFEXE ) |dM EIE H I E D,

o ¥ name LEXENEENENABHE.

o ¥ group =X E NHMIATR,

e f action Z£1% &> member,
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X2 HAIRBHS A Ansible playbook X4 :

- name: Playbook to manage IPA role with members.
hosts: ipaserver
become: true
gather_facts: no

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- iparole:
ipaadmin_password: "{{ ipaadmin_password }}"
name: helpdesk
group: junior_sysadmins
action: member

5. REFEXNXM

6. i51T Ansible playbook, 87 playbook X, TFHERI" secret.yml SLHRIETY, LUAKEH X :

$ ansible-playbook --vault-password-file=password_file -v -i
~/<MyPlaybookss/inventory role-member-group-present-copy.yml

Heth BT
o 1EHH FH Ansible Vault INERA .
o EB 1AM A,
e 1557 /usr/share/doc/ansible-freeipa/ B % ##) README-role Markdown /4.

e i5&[ /usr/share/doc/ansible-freeipa/playbooks/iparole Bk HH playbook =,

12.9. {#F ANSIBLE HA{R% B ER P 2% IDM RBAC A&

ERNRAEEN, BEHER (M) FERETAEBMIYIAHEF] (RBAC), ERRFERRERER S
BERBDANTEAMER, T2 NHEIE RBAC AR,

LUR 2SR 7 anfal {5 F Ansible playbook SRR E B4 7 user_01 #1 user_02 B D BLE!
helpdesk &,

SeRF M
o TANE |dM FIE G B,
o MBEE T Ansible #HIT RLLUHEUTEK :
o IERMEM Ansible RA& 214 SEBARA,
o fRBE1E Ansible %85 £ Z&4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ B, EEQIETHA IdM RS 2R LREEZ(FQDN)
B Ansible ;5. XX 14,
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o RIEBRZE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa R T =) 2 IdM B —E 2, RIEH 1AM E/im. R
FHENEIR,

Pk
1. # A ~/<MyPlaybooks>/ B3k :
I $ cd ~/<MyPlaybooks>/

2. QI LITF /usr/share/doc/ansible-freeipa/playbooks/role/ B 3% #J role-member-user-
absent.yml SXHERIEIA -

$ cp /usr/share/doc/ansible-freeipa/playbooks/role/role-member-user-absent.yml role-
member-user-absent-copy.yml

3. $T7F role-member-user-absent-copy.yml Ansible playbook X {4 LU T4k,
4. @7 iparole S5 ERDIF B LA T EE R AR -

e 1 ipaadmin_password ZEXE ) |dM EIE H I E D,

* ¥ name LEXENEENENABHE.
¥ user FIRKE N A FBIETT,

e [ action Z*&1% &> member,

o [F state L2 X E N absent,

%_
X2 YRR AE N Ansible playbook ST :

- name: Playbook to manage IPA role with members.
hosts: ipaserver
become: true
gather_facts: no

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- iparole:
ipaadmin_password: "{{ ipaadmin_password }}
name: helpdesk
user
- user_01
- user_02
action: member
state: absent

5 REXNXH,
6. i51T Ansible playbook, 187 playbook X, TFHERI" secret.yml STHRIETY, LUKEH XY :
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$ ansible-playbook --vault-password-file=password_file -v -i
~/<MyPlaybooks>/inventory role-member-user-absent-copy.ymi

e H&H M Ansible Vault IIBHNA .

o FSMH IdM FINAE,

e 15574 /usr/share/doc/ansible-freeipa/ B % ##) README-role Markdown 314

e i5&[4 /usr/share/doc/ansible-freeipa/playbooks/iparole Bk HH playbook =,

12.10. {1/ ANSIBLE #f#{RriR 552 IDM RBAC & BRI A

ENERSHEIR (1dM) METF A AT (RBAC) WRABIER, EHAERSEMEIM IIMEE
RS BREFEABNKG, UTREIHED T NMAHBEBE L web_administrator &R LIS
clientOlidm.example.com fg %525 EiZ4THY HTTP AR S5,

SeRFMH
o KKE |dM B A B,
o MEEET Ansible T KR UTEXK :
o f&fEF Ansible kA 2.14 HESMRA
o RB1E Ansible %25 £ &4E T ansible-freeipa ¥4,
o RBIRETE ~/MyPlaybooks/ BExF, EEQIETHA IdM RS 2R LREE A (FQDN)
B Ansible ;& #3044,
o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.
e BirTm (XZHIT ansible-freeipa BRI R) Z 1AM HH—E2, RAEN 1AM B im. AR
FHERBEI A,
e web_administrator A EBEFET IdM M,
e |dM FREFE HTTP/clientOlidm.example.com@IDM.EXAMPLE.COM fR%5,
i =
1. # A ~/<MyPlaybooks>/ B3k :
I $ cd ~/<MyPlaybooks>/
2. BIELITF /usr/share/doc/ansible-freeipa/playbooks/role/ B %] role-member-service-
present.yml SFHIRIA :
$ cp /usr/share/doc/ansible-freeipa/playbooks/role/role-member-service-present-
absent.yml role-member-service-present-copy.yml
3. $T7F role-member-service-present-copy.yml Ansible playbook 44 LU 1754,
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4. @7 iparole S5 ERDE B LA T B E R AR -
e % ipaadmin_password ZFEXE ) |dM EIE F I E T,
e ¥ name TEXENEBENRHNABHNEN.
e ¥ service FIRKENIRFSHI B,

e F action Z*£1% &> member,

%
X2 HAIRBHE A Ansible playbook X4 :

- name: Playbook to manage IPA role with members.
hosts: ipaserver
become: true
gather_facts: no

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- iparole:
ipaadmin_password: "{{ ipaadmin_password }}"
name: web_administrator
service:
- HTTP/client01.idm.example.com
action: member

5. REFEXNXMS

6. J&1T Ansible playbook, 87 playbook X 4. FFERIF secret.yml SXHFBIETY, LARBEHRH :
$ ansible-playbook --vault-password-file=password_file -v -i
~/<MyPlaybookss/inventory role-member-service-present-copy.yml
Hith BTR

o iESH [ Ansible Vault IIHEAE .
o FEHH IAM FHIAE,
e 5574 /usr/share/doc/ansible-freeipa/ B % ##) README-role Markdown /4.

e i5&[ /usr/share/doc/ansible-freeipa/playbooks/iparole Bk HH playbook =,

12.11. {5/ ANSIBLE {2 £ 412 IDM RBAC A 7
ENEEHER (M) AEERETABNIIEFNRAEENR, s EmREENENIENLAS

— =

HEABXRE, LUTRAIHER T MRS E L web_administrator B BRI LIEEZ1T HTTP fRSSHY
clientOlidm.example.com IdM E#l.

FoRFH

o TENE |dM BIE B,
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REEE T Ansible #2617 RLUHRBLATEXK :
o {&fEF Ansible liA& 2.14 SKEBIRA,
o fRB1E Ansible ##I25 £ &L T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BxF, EEQIETHA IdM RS 2B LR EEZ(FQDN)
B Ansible ;5 .14,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o Bir R (XZHIT ansible-freeipa R T =) 2 IdM B —E 2, RIEH 1AM E im. R

S BREIA,

e web_administrator BEEET IdM |,

e clientOlidm.example.com EHEFETF IdM A,

1. # A ~/<MyPlaybooks>/ B3 :

I $ cd ~/<MyPlaybooks>/

2. B LITF /usr/share/doc/ansible-freeipa/playbooks/role/ B 3% #J role-member-host-

present.yml SFHIRIA :

$ cp /usr/share/doc/ansible-freeipa/playbooks/role/role-member-host-present.yml role-
member-host-present-copy.yml

3. $T7F role-member-host-present-copy.yml Ansible playbook 3T LU 1T %

4. @7 iparole S5 ER DS B LA T B E R AR -

e % ipaadmin_password &% & |dM EIE 5B,
e ¥ name TEXENEENEHABHETT.
host 7RI E H E LRI AT,

L

%f_
X2 YRR AEENE Ansible playbook ST :

- name: Playbook to manage IPA role with members.
hosts: ipaserver
become: true
gather_facts: no

vars_files:

- /home/user_name/MyPlaybooks/secret.yml

tasks:

- iparole:
ipaadmin_password: "{{ ipaadmin_password }}
name: web_administrator

m
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host:
- client01.idm.example.com
action: member

5. REFEXNXMS

6. 51T Ansible playbook, 187 playbook X, TFHERI" secret.yml STHRIETY, LAKEH X :

$ ansible-playbook --vault-password-file=password_file -v -i
~/<MyPlaybooks>/inventory role-member-host-present-copy.ymi

Hith BTR
o 1EH[H #FH Ansible Vault INZERNA .
o EB 1AM A,
o 15574 /usr/share/doc/ansible-freeipa/ B %##) README-role Markdown X4

e i5&[4 /usr/share/doc/ansible-freeipa/playbooks/iparole Bk HH playbook =,

12.12. {#F8 ANSIBLE H{® #1402 IDM RBAC AR 7
ENEBHERE (M) FEEBETAHABNIMIEFNRAEENR, s EmREENENIENALAS

BEAGXE, LUTRAEED T NMABEBE L web_administrator &R LIEEZ1T HTTP iRSSHY
|dM EH1ZHH) web_servers 4,

SeRF M
o TANE |dM B S B,
o WBEEET Ansible #HIT RLLUHEMUTEK :
o f&fEH Ansible RA 214 SEBARA,
o fRBE1E Ansible %85 £ &4E T ansible-freeipa ¥4,

o RBURETE ~/MyPlaybooks/ BExF, EEQIETHA IdM RS 2R LREE A (FQDN)
B Ansible ;5. XX 1,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa R T =) 2 IdM B —E 2, RIEH 1AM E/ im R
FHENEIR,

e web_administrator A &FETF IdM A,

o web_servers EHAHFETF IdM H,
A

1. # A ~/<MyPlaybooks>/ B :

I $ cd ~/<MyPlaybooks>/
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2. BIELITF /usr/share/doc/ansible-freeipa/playbooks/role/ B %] role-member-hostgroup-
present.yml SUFHIRIA :

$ cp /usr/share/doc/ansible-freeipa/playbooks/role/role-member-hostgroup-
present.yml role-member-hostgroup-present-copy.yml

3. #TF role-member-hostgroup-present-copy.yml Ansible playbook 3 {4 LU 1T 4%H
4. @I 7E iparole S5 ERDIF B LA T EE R AR -

e I ipaadmin_password ZEXE ) |dM EIE H I E D,

e % name TEXRENEESEHNABHEIR,

® ¥ hostgroup &K% &7 hostgroup B9 R,

%
X2 YRR AE N Ansible playbook ST :

- name: Playbook to manage IPA role with members.
hosts: ipaserver
become: true
gather_facts: no

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- iparole:
ipaadmin_password: "{{ ipaadmin_password }}"
name: web_administrator
hostgroup:
- web_servers
action: member

5. REFIXD XM
A

6. iZ1T Ansible playbook, 187 playbook 3. FF(E{RI" secretyml LRI, LUAKRIFHRIH -

i
$ ansible-playbook --vault-password-file=password_file -v -i
~/<MyPlaybooks>/inventory role-member-hostgroup-present-copy.yml

Hith BTR
o 1EHH FH Ansible Vault INZERA .
o EB 1AM A,
e 1557 /usr/share/doc/ansible-freeipa/ B % ##) README-role Markdown /4.

e i5&[4 /usr/share/doc/ansible-freeipa/playbooks/iparole Bk HH playbook =,
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%13 = {#H ANSIBLE PLAYBOOK &1IE RBAC Y

ETABNUIES (RBAC) 2—HETAG, FIFINIRE LBIRIEH I ZFENE, LHEEKRE
RE), A RBAC AILIEBIE/BREE S NS EE 22 R 5

KEBNET LT, LUMER Ansible playbook BEIESHHEIE (IdM) FIBY RBAC 4511 :
e A Ansible H{RTFTE B E L RBAC %1l
e f#f Ansible #8{R B E X IdM RBAC N FTER AR
o f#fH Ansible #{R |dM RBAC ¥R 2 IEFIR
e {HM Ansible Edp# B E X IdM RBAC 511

o & Ansible #8fRER 4 IdM RBAC 4§41

FRFH

o KB T RBAC BUBLZFRNI,

13.1. £ ANSIBLE H#{®F1E B £ X IDM RBAC 1Y

ZE £ Identity Management (IdM) EF A &R A12H (RBAC) HE— 12 XITHBEEXIR, BFEE
BT -

1. BIRR A AN RREGRFAL,
2. FHEEFBINIRARINER L

PUF AR 7 an{al{# B Ansible playbook 222454, LUEMREER L AECHRINAIR, XA REH#R T
{1 % full_host_administration B4, ©EEHS S EVEREXMIFTE IdM HER,

FoRFM
o (TAIE IdM B R ®hT,
o MBEE T Ansible #HIT RLUHEMUTEK :
o I&fEM Ansible hRA 214 SEBARA,
o fRBETE Ansible %25 £ &4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BExF, EEMIETHA IdM RS 2B LR EE A (FQDN)
B Ansible ;5 .1,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o Bir R (XZHIT ansible-freeipa R T =) 2 IdM B —E 2, RIEH 1AM E/ im. R
FHENEIR,

AR

1. ## A ~/MyPlaybooks/ B3 :

I $ cd ~/MyPlaybooks/

14
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2. £ AITF /usr/share/doc/ansible-freeipa/playbooks/privilege/ Bk #HH privilege-
present.yml SXHEIAK :

$ cp /usr/share/doc/ansible-freeipa/playbooks/privilege/privilege-present.yml privilege-
present-copy.yml

3. $T7F privilege-present-copy.yml Ansible playbook X4 LU 174w %H,
4. @1t 7L ipaprivilege £ 558 2 KB LA T2 2R -

e I ipaadmin_password ZFEXE ) |dM EIE H I E D,

o % name 21X E WHFHF full_host_administration B &,

e (M%) FIH description 25 &R 4,

X2 HAIRBHE A Ansible playbook X4 :

- name: Privilege present example
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure privilege full_host_administration is present
ipaprivilege:

ipaadmin_password: "{{ ipaadmin_password }}"

name: full_host_administration

description: This privilege combines all IdM permissions related to host

administration

5 REXNXH,
6. 1517 Ansible playbook, 187 playbook X . TFHERI" secret.yml SUHRIETY, LAKEH X :

$ ansible-playbook --vault-password-file=password_file -v -i inventory privilege-
present-copy.yml

13.2. {3 ANSIBLE #A{% B & Y. IDM RBAC 4 R fF1E A S AN IR

F 1T Identity Management (IdM) EF A &R #EH] (RBAC) FE— 1 ZR2IXITTHBEE IR, BEE
BH T

1. OB AN BRAYHRF A
LUF 2R 7 a0l {E A Ansible playbook A £ —3# AR BRFAUR IR, iXANREIFER T 2 f$ 5

HBEBAXMARE |dM FUBRRINEIE N full_host_administration B4 d, BRINER T, TFEE Host
Enroliment. Host Administrators #1 Host Group Administrator $5/%2 [8] 2 % .

FoRFH
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o TANE |dM B S B,
o WBEEE T Ansible #HIT RLUHEMUTEK :
o f&fEM Ansible lRA 214 SEBARA,
o fRBETE Ansible %85 £ Z&4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BExF, EEQIETHA IdM RS 2B LR EE A (FQDN)
B Ansible ;5. XX 14,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa #HHRHT =) 2 IdM B —E 2, RIEN 1AM E im. R
FHENEIR,

® full_host_administration $§t{iF7E. BXUWMER Ansible SI24FINHEE, ESH FH
Ansible #{£ B E X |dM RBAC U F1E,

1. ¥ A ~/MyPlaybooks/ B3k :
I $ cd ~/MyPlaybooks/

2. AL TF /usr/share/doc/ansible-freeipa/playbooks/privilege/ B 3 HH) privilege-member-
present.yml SXHEIAK :

$ cp /usr/share/doc/ansible-freeipa/playbooks/privilege/privilege-member-present.yml
privilege-member-present-copy.yml

3. $T7F privilege-member-present-copy.yml Ansible playbook X4 LU 174w,
4. @t 7E ipaprivilege £ 558 9 KB LA T2 2R -

o JHE{ESH name, FEESEMAGIN L,

e I ipaadmin_password X E ) |dM EIE H I E D,

e ¥ name ZEXE NFINHE.

e ¥ permission 7R E N EE DS TENRA IR R,

o ffi{R action L2 X E N member,

X 2 YRIRFIEERE Ansible playbook 3T :

- name: Privilege member present example
hosts: ipaserver

vars_files:

- /home/user_name/MyPlaybooks/secret.yml

tasks:

- name: Ensure that permissions are present for the "full_host_administration" privilege
ipaprivilege:

16


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/installing_identity_management/installing-an-identity-management-server-using-an-ansible-playbook_installing-identity-management#installing-the-ansible-freeipa-package_server-ansible
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/using_ansible_to_install_and_manage_identity_management/preparing-your-environment-for-managing-idm-using-ansible-playbooks_using-ansible-to-install-and-manage-identity-management

%5 13 2 {¢1f ANSIBLE PLAYBOOK &¥ RBAC $51%

ipaadmin_password: "{{ ipaadmin_password }}"
name: full_host_administration

permission:

- "System: Add krbPrincipalName to a Host"

- "System: Enroll a Host"

- "System: Manage Host Certificates”

- "System: Manage Host Enrollment Password"
- "System: Manage Host Keytab"

- "System: Manage Host Principals”

- "Retrieve Certificates from the CA"

- "Revoke Certificate"

- "System: Add Hosts"

- "System: Add krbPrincipalName to a Host"

- "System: Enroll a Host"

- "System: Manage Host Certificates”

- "System: Manage Host Enrollment Password"
- "System: Manage Host Keytab"

- "System: Manage Host Keytab Permissions"
- "System: Manage Host Principals”

- "System: Manage Host SSH Public Keys"

- "System: Manage Service Keytab"

- "System: Manage Service Keytab Permissions”
- "System: Modify Hosts"

- "System: Remove Hosts"

- "System: Add Hostgroups"

- "System: Modify Hostgroup Membership"

- "System: Modify Hostgroups"

- "System: Remove Hostgroups"

5. REFIXD XM
A

6. i51T Ansible playbook, 187 playbook X, TFHERI" secret.yml SLHRIETY, LAKIEH X :

ié/
$ ansible-playbook --vault-password-file=password_file -v -i inventory privilege-
member-present-copy.yml

13.3. {#1F3 ANSIBLE #{% IDM RBAC 58 1FE R
ERGHEERIGEER (1dM), EEILEE Y IdM 2T 5 & e,
LUF RS 7 a{al {5 F Ansible playbook MAFAHMIBRIBR, EIHE®R T a0 MERIA Certificate

Administrators #1 fik% Request Certificates ignoring CA ACLs 1R, #lin, BESIANEEE
R LR,

FREH
o (TAIE IdM BIE 5B,
o WBEEE T Ansible #HIT RLUHEMUTEK :
o f&{#EF Ansible hiiA 2.14 B F A,

o fRBE1E Ansible %85 £ Z&4E T ansible-freeipa ¥4,

17
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o RPHRETE ~/MyPlaybooks/ Bk, EEOIETHA IdM RSS2 LREEZ(FQDN)
B Ansible ;& #3044,
o RPIMRE secret.ymlAnsible vault £ T ipaadmin_password.

e BIrTTR (XZ2HT ansible-freeipa EHRHTTR) =& IdM B —&849, EEHN 1AM &R, AR
FEaFEIAR,

1. # A ~/MyPlaybooks/ B3 :
I $ cd ~/MyPlaybooks/

2. £ AITF /usr/share/doc/ansible-freeipa/playbooks/privilege/ B 3 H# privilege-member-
present.yml SCHEIA :

$ cp /usr/share/doc/ansible-freeipa/playbooks/privilege/privilege-member-absent.yml
privilege-member-absent-copy.yml

3. $T7F privilege-member-absent-copy.yml Ansible playbook 3T LUt 4T 4
4. @1t 7L ipaprivilege £ 5580 2 X B LA T2 2R -

o JHE{EHH name, FEESEMAGIN L,

e I ipaadmin_password ZFEXE ) |dM EIE F I E T,

e ¥ name ZEXE N FIHE.

e I permission FIFR X E 1 IEE MBI A BREIFER £ 5o

e ff{R action L EXE’ member.

o ff{R state ZLEIXE absent,

X2 HAIRBHS A Ansible playbook X4 :

- name: Privilege absent example
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure that the "Request Certificate ignoring CA ACLs" permission is absent from
the "Certificate Administrators" privilege
ipaprivilege:
ipaadmin_password: "{{ ipaadmin_password }}"
name: Certificate Administrators
permission:
- "Request Certificate ignoring CA ACLs"
action: member
state: absent
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5. REXNXMS

6. 15T Ansible playbook, 187 playbook X, TFHERI" secret.yml SUHRIETY, LUAKEH X :

E/
$ ansible-playbook --vault-password-file=password_file -v -i inventory privilege-
member-absent-copy.yml

13.4. {5 ANSIBLE E#p& B E . IDM RBAC $F1Y
ENBHREBRGEENA (IdM), ERLIEE X IdM BEF A a9 nREl,

LUF R T E B INER, Fln, BMEMEFRERT —LABR, Fib, MR TEER, 5
flrh, S5 full_host_administration i E &% limited_host_administration,

SeRFM
o (RAE IdM BE R ED,
o MBEEE T Ansible #HIT RLUKEMUTEK :
o MR Ansible fRA 2.14 HESRAE.
o fRBE1E Ansible ##l25 E &L T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BExF, EEQIETHA IdM RS 2B LR EEZ(FQDN)
B Ansible ;5. XX 14,

o RIEBRZE secret.yml Ansible vault 77 T ipaadmin_password.

o BiIr R (XZHIT ansible-freeipa R T =) Z IdM B —E 2, RIEN 1AM E/ im. R
FHENEIR,

® full_host_administration {5 FEE., BXRMARINFNHNEZER, E5MH FH Ansible FBIRE
7E X 1dM RBAC $HIFTE,

ik S
1. ## A ~/MyPlaybooks/ B3 :
I $ cd ~/MyPlaybooks/

2. £ AITF /usr/share/doc/ansible-freeipa/playbooks/privilege/ B 5k #HH privilege-
present.yml SXHEIAK :

$ cp /usr/share/doc/ansible-freeipa/playbooks/privilege/privilege-present.yml rename-
privilege.yml

3. $T7F rename-privilege.yml Ansible playbook X LU 1T 4m%H.
4. @1 7E ipaprivilege £ 558 9 X B LA T AL 2R -
e % ipaadmin_password &% & |dM EIE B,

o I name T EXE NI L RIRA TR
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5.

6.

e NIl rename L=, HFHERE NFNHFH AT,
o RNIN state &, FFPEXEH ERA,

E# 4 playbook A&, 40 :

- name: Rename a privilege
hosts: ipaserver

1E playbook HEMZESS, N :

[--]
tasks:
- name: Ensure the full_host_administration privilege is renamed to
limited_host_administration
ipaprivilege:

[..]

X 2 YRIRFIEEE Ansible playbook X4 :

- name: Rename a privilege
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure the full_host_administration privilege is renamed to
limited_host_administration
ipaprivilege:
ipaadmin_password: "{{ ipaadmin_password }}"
name: full_host_administration
rename: limited_host_administration
state: renamed

7. RN,

8.

4T Ansible playbook, 87 playbook X, FFHA{RIF secretyml| SHFRIERTY, LAKGE R4 -

2
$ ansible-playbook --vault-password-file=password_file -v -i inventory rename-
privilege.yml

13.5. {# F§ ANSIBLE #{® %4> IDM RBAC $FHY

EHNEHEEBRAEED (IdM), EAILBEE L IdM EFAERUT RS, LUTFRERD T nmEER
Ansible playbook SRH#fRER 4 RBAC i, XA RBIER 7 a0 fafRER 2 CA administrator 51,

tt, admin B HTE IAM REBUERIAL HILBM—RB -,

FoRFMH
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o f&{FEH Ansible kit 214 SN E = AR A,
o fRB1E Ansible %25 £ &4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BxF, EEQIETHA IdM RS 2B LR EE A (FQDN)
B Ansible ;& #3044,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o Bir R (XZHIT ansible-freeipa R T =) Z IdM B —E 2, RIEH 1AM E im R
FHENEIR,

1. # A ~/MyPlaybooks/ B3k :
I $ cd ~/MyPlaybooks/

2. AL TF /usr/share/doc/ansible-freeipa/playbooks/privilege/ B & HH privilege-absent.yml
XAHRIA -

$ cp /usr/share/doc/ansible-freeipa/playbooks/privilege/privilege-absent.yml privilege-
absent-copy.yml

3. $TFF privilege-absent-copy.yml Ansible playbook 3T LUt 4T %
4. @1t 7E ipaprivilege £ 558 9 IX B LA T AL 2R -

e % ipaadmin_password X&) |dM EIE H I E D,

o ¥ name L EHE N IEEM RIVFFIHIEHR.

o Tfifx state W EiXEH absent,

5. 1E playbook FRE M &ESS, Hla :

[.-]

tasks:

- name: Ensure privilege "CA administrator” is absent
ipaprivilege:

[..]

X2 HAIRBIE A Ansible playbook X4 :

- name: Privilege absent example
hosts: ipaserver

vars_files:

- /home/user_name/MyPlaybooks/secret.yml

tasks:

- name: Ensure privilege "CA administrator" is absent
ipaprivilege:
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ipaadmin_password: "{{ ipaadmin_password }}"
name: CA administrator
state: absent

6. RTFXNMH,
7. i&1T Ansible playbook, 1E7E playbook X4, FE#{RY" secretyml XX, LARBEIH :

$ ansible-playbook --vault-password-file=password_file -v -i inventory privilege-
absent-copy.yml
H

YV N
13.6. /\1 {'jI:;I\

BEH |dM BB,

HSH 1dM FRRITER

B[4 /usr/share/doc/ansible-freeipa/ B % #J README-privilege 35

&4 /usr/share/doc/ansible-freeipa/playbooks/ipaprivilege B 5 #18J playbook =,
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25 14 Z {#/ ANSIBLE PLAYBOOK 1 IDM AR E1E RBAC F{FE

ETABNUIAES (RBAC) 2—HETAG, FIFINRE LBIRIEH ARG, LHEEKRE
RE), A RBAC AILIEBIE/BREE S NS EE 22 R 5

AENET EA Ansible playbook BIEFHEIE (IdM) AR RBAC FUBRIFHIATHI LA TRAF -
e A Ansible #{RTF1E RBAC TR
e {FM Ansible BIREFET BB IR RBAC TR
e A Ansible #RERD RBAC TR
e {HF Ansible H{RIBMERZ IdM RBAC T RAYEK 51
o A Ansible HB{RBMET 2 |dM RBAC HUBRAVEK [

o {FfH Ansible Efp% IdM RBAC R

FRFH

o KB T RBAC BUBLZFRN,

14.1. {1 F§ ANSIBLE f&{%#F7£ RBAC FI{[R
ENBHREBRSGEENA (M), ERILIEE X IdM EF A a5 A2 (RBAC),

AR RA2H8R 7 a04rl{E 3 Ansible playbook #4R |dM FREFERR, LMEEHELURINEIRA R, XA R
T AR AR AT BARAAS ¢

e MyPermission f{[R7Z7E,
e MyPermission f{ R R 82 FAEI E L,

o BFTEESNRMIAF AL KRB HUTLLTATE AT REBIRAF -

o

Jri

o

o %

SoRFM
o RANE IdM BIE BT,
o WBEEET Ansible #HIT RLUHEMUTEX :
o I&fEM Ansible RA 214 SEBARA,
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o fRBE1E Ansible %25 £ &4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BExF, EEMIETHA IdM RS 2B LR EE A (FQDN)
B Ansible ;5. XX 14,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o Bir R (XZHIT ansible-freeipa R T =) 2 IdM B —E 2, RIEH 1AM E im R
FHENEIR,

1. ¥ A ~/MyPlaybooks/ B3 :
I $ cd ~/MyPlaybooks/

2. HIYEGLTF /usr/share/doc/ansible-freeipa/playbooks/permission/ B3k H ) permission-
present.yml STFHIRIA :

$ cp /usr/share/doc/ansible-freeipa/playbooks/permission/permission-present.yml
permission-present-copy.yml

3. $T7F permission-present-copy.yml Ansible playbook 3C{4#4T 5
4. @it 7E ipapermission fE55E8 3 IR B LT A8 £ SRR U -

o JHE(ESH name, EHSIEBIABIN N,

e % ipaadmin_password ZEXE ) |dM EIE F I E D,

e I name ZEXE NIRHILTR,

e I object_type Z=Ei%EH host,
e [Fright TEIXEN all,

%
X2 HAIRBIE A Ansible playbook X4 :

- name: Permission present example
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure that the "MyPermission” permission is present
ipapermission:
ipaadmin_password: "{{ ipaadmin_password }}"
name: MyPermission
object_type: host
right: all

5. REXNXMS

6. iZ1T Ansible playbook, 187 playbook 3. F(E{RI" secretyml ST, LUKRIFHRIH -
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$ ansible-playbook --vault-password-file=password_file -v -i inventory permission-
present-copy.yml

14.2. {£/H ANSIBLE HB{RFEHE B MR RBAC HUE
ENBHREEBRSGERN (M), ERLLEE L IdM EF A a5 R1EH (RBAC),

AR RA2 R 7 a04rl{E 3 Ansible playbook B4R [dM FREFEERR, LMEEHELURINEIRA AR, XD R
T AR AR AT BARAGS ¢

® MyPermission f{fR7F1E,

e MyPermission f{fR R BEFA FRMEMN.

o R TLETIRMAF I LAEENKE LHUTLLTARA AT RERVIR(F -
o FB

o

S

o %
o L
o AN
o R
o WIRFTENMA/UENENZESS MyPermission iR, TLLEA description &,

DI SHE AR AT LIS E B MR B AR |dM LDAP BRABIRS, BE, %

object_type 2 host i35 7E attrs: car_licence, &SEIEFE AR N—DENRINGE
TE car PFAIERT HIH ipa: ERROR: attribute "car-license" not allowed %1%,

FoRFM
o TANE |dM FIE S B,
o WBEE T Ansible #HIT RLLUHEMUTEK :
o f&fEM Ansible RA 214 SEBARA,
o fRB1E Ansible %85 £ Z&4E T ansible-freeipa ¥4,

o RBURETE ~/MyPlaybooks/ BxF, EEQIETHA IdM RS 2R LR EE A (FQDN)
B Ansible ;&5 . XX 1,

o RIEBRZE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZIIT ansible-freeipa R T =) 2 IdM B —E 2, RIEH 1AM E im. R
FHENEIR,

s}
e
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1. # A ~/MyPlaybooks/ B3 :
I $ cd ~/MyPlaybooks/

2. HIYEGLTF /usr/share/doc/ansible-freeipa/playbooks/permission/ B3k permission-
present.yml SUFHIRIA :

$ cp /usr/share/doc/ansible-freeipa/playbooks/permission/permission-present.yml
permission-present-with-attribute.yml

3. $TFF permission-present-with-attribute.yml Ansible playbook X717 4wk
4. @it 7E ipapermission f£5588 3 IR B L T AR E SRR ST -

o HE(ESSH name, EHSIEBIABIN N,

e ¥ ipaadmin_password L EIXE N IdM EIE A ED,

e % name L EXE NI RAIE R,

e I object_type Z=Ei%E host,

e [Fright TEIXED all,

e % attrs ZFE21X{&E 7 description,

EYRIRAMESE Ansible playbook {4 :

- name: Permission present example
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure that the "MyPermission" permission is present with an attribute
ipapermission:
ipaadmin_password: "{{ ipaadmin_password }}"
name: MyPermission
object_type: host
right: all
attrs: description

5 REXDXHE,
6. i&1T Ansible playbook, 87 playbook 3X 4. fFERIT secret.yml SXHFBIERY, LARBEHRH :

$ ansible-playbook --vault-password-file=password_file -v -i inventory permission-
present-with-attribute.yml

Hin 5w
o iESH RHEL 7 8 Linux BG 15, S5 FIFEER i B A&,
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14.3. {1/ ANSIBLE &R &4 RBAC 1R
ENBHREBRRGERNA (IdM), ERLLBE L IdM EF A Eri5R1EH (RBAC),

LUFSiAeHR 7 404l A Ansible playbook #fk IdM HRERDAURR, FILTTER ERIMBN RN,

SeRF M
o TANE |dM B S B,
o WBEEE T Ansible #HIT RLLUHEUTEX :
o f&fEM Ansible lRA 214 SERARA,
o fRBETE Ansible %85 £ Z&4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ B, EEMIETHA IdM RS 2B LR EE A (FQDN)
B Ansible ;5. XX {4,

o RAIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa R T =) =2 IdM B —E 2, RIEH 1AM E im. R
FHENEIR,

1. ¥ A ~/MyPlaybooks/ B3k :
I $ cd ~/MyPlaybooks/

2. HIYEGLTF /usr/share/doc/ansible-freeipa/playbooks/permission/ B3k H ) permission-
present.yml SFHIRIA :

$ cp /usr/share/doc/ansible-freeipa/playbooks/permission/permission-absent.ymi
permission-absent-copy.yml

3. $T7F permission-absent-copy.yml Ansible playbook 3 {43174k,
4. @1t 7E ipapermission f£5588 3 X B LT A £ SRR U -

o JHE(ESH name, EHSIEBIAEBIN N,

e 1 ipaadmin_password ZFEXE ) |dM EIE F I E D,

o

ame T 21X E NI RHIE TR,

% n
X2 YRR AE N Ansible playbook ST :

- name: Permission absent example
hosts: ipaserver

vars_files:

- /home/user_name/MyPlaybooks/secret.yml

tasks:

- name: Ensure that the "MyPermission” permission is absent
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ipapermission:
ipaadmin_password: "{{ ipaadmin_password }}"
name: MyPermission
state: absent

5. REFEXNXMS

6. 1517 Ansible playbook, 187 playbook X . TFHERI" secretyml STHRIETY, LAKEH X :

=
$ ansible-playbook --vault-password-file=password_file -v -i inventory permission-
absent-copy.yml

14.4. {F3 ANSIBLE H{%/E 42 IDM RBAC Y BRBYAK 7
ENBHREBRSGEENA (M), ERILLEE X IdM EF A ari5R1EEH (RBAC),

LURRAg i 7 a0l 52 A Ansible playbook f{RIE M2 |dM F RBAC HURRBIR 1. Rk, FHAENREIA
FRIUGZERREMENRE,

IR T A REF IS & MyPermission 1 REIA - QM EH LB TLLES gecos # description
{E.

DI SHE AR AT LIS E B MR EAR R |dM LDAP BRA RS, BE, %

object_type 2 host i35 7E attrs: car_licence, &SEIEFEAAPRIF N—DENRINE
TE car PFRIERT HIH ipa: ERROR: attribute "car-license" not allowed 513,

e

SoRFM
o TANE |dM HIE G B,
o MBEE T Ansible #HIT RLLUHEMUTEK :
o EfEM Ansible RA 214 SEBIRA,
o fRBE1E Ansible %85 £ &4E T ansible-freeipa ¥4,

o RIRETE ~/MyPlaybooks/ BxF, EEQIETHA IdM RS 2R LR EEZ(FQDN)
B Ansible ;5 .14,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o BirTR (XZHMIT ansible-freeipa R T =) =2 IdM BB —E 2, RIEH 1AM E/ im. R
FHERNEIR,

® MyPermission f{fR7F1E,

AR

1. ¥ A ~/MyPlaybooks/ B3 :

I $ cd ~/MyPlaybooks/
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%5 14 % {#F ANSIBLE PLAYBOOK £ IDM ‘&1 RBAC

2. HIYEGLTF /usr/share/doc/ansible-freeipa/playbooks/permission/ B3k H ) permission-
member-present.yml X{4-HIEIA :

$ cp /usr/share/doc/ansible-freeipa/playbooks/permission/permission-member-
present.yml permission-member-present-copy.yml

3. $TFF permission-member-present-copy.yml Ansible playbook {4 LAt 4T 4k,

4. @it 7E ipapermission f£5588 3 IR B L T A &SRR U -

TEAMES B name, FEESEBAGIX R,

% ipaadmin_password ZEi1%E 7 |dM BIE 5 Y,
% name Z 2% E HIRBIE.

1F attrs 55Ri% &y description #[ gecos &,

fa{® action ZZ= X &N member,

X2 HAIRBHS A Ansible playbook X4 :

- name: Permission member present example
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure that the "gecos" and "description" attributes are present in
"MyPermission™
ipapermission:
ipaadmin_password: "{{ ipaadmin_password }}"
name: MyPermission
attrs:
- description
- gecos
action: member

5. REFEXNXM

6.

N/
Py

HLRR

T Ansible playbook, 1§7E playbook X, FFHA{RIT secretyml SXHFRIERTY, LAKGE 4 -

$ ansible-playbook --vault-password-file=password_file -v -i inventory permission-
member-present-copy.yml

14.5. {1 FH ANSIBLE MR BT = IDM RBAC tPRBYRK 5
ENBHREBRSGEEN (M), ERILIEE X IdM EF A Eri5R1EEH (RBAC),

LUFRAg i 7 458 A Ansible playbook f{RBMEARZ IdM #1 RBAC FURREIEK . H L, HFHATR
BIFF7E IdM LDAP FrO2 kB, Z&kBTEER SREMEXEKME,

XA RGIER T AR T BIRRES ¢
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® MyPermission f{fR7F1E.,

o EEFNHMAFAUEMENSRESE MyPermission IR, T8EEHE description B,

SeRFMH
o (RAE IdM BE R E,
o MBEE T Ansible #HIT RLUKEMUTEK :
o MR Ansible fRA 2.14 HESRAE.
o fRBETE Ansible ##I25 £&4E T ansible-freeipa ¥4,

o RIRETE ~/MyPlaybooks/ BExF, EEMIETHA IdM RS 2R LR EE & (FQDN)
B Ansible ;5 .1,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa BRI T =) 2 IdM B —E 2, RIEH 1AM E im R
FHERNEIR,

® MyPermission f{fR7F1E,

ik
1. # A ~/MyPlaybooks/ B3 :

I $ cd ~/MyPlaybooks/

2. HIYEGLTF /usr/share/doc/ansible-freeipa/playbooks/permission/ B3k H ) permission-
member-absent.yml SXAHIEIAK :

$ cp /usr/share/doc/ansible-freeipa/playbooks/permission/permission-member-
absent.yml permission-member-absent-copy.yml

3. $T7F permission-member-absent-copy.yml Ansible playbook 3437174k,
4. @it 7E ipapermission f£5588 3 IR B L T A £ SRR U -

o JHE(ESSH name, HEHSIEBIABIN N,

e 1 ipaadmin_password ZEXE ) |dM EIE H I E T,

e § name LEXE NINRIEH,

e % attrs ZPEIXE N description,

e ¥ action ZZ&1Xi&E /7 member,

o ff{R state ZLEIXE ) absent

X 2 YRIRBIEEE Ansible playbook 3T :

- name: Permission absent example
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%5 14 % {§F ANSIBLE PLAYBOOK 7£ IDM &8 RBAC H{E

hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure that an attribute is not a member of "MyPermission”
ipapermission:
ipaadmin_password: "{{ ipaadmin_password }}"
name: MyPermission
attrs: description
action: member
state: absent

5. REXNXM

6.

N/
Py

T Ansible playbook, 1§7E playbook X, FFHA{RIT secretyml SXHFRIERTY, LAKGE R4 -

$ ansible-playbook --vault-password-file=password_file -v -i inventory permission-
member-absent-copy.yml

14.6. {3 ANSIBLE E7#p4 IDM RBAC HI{[R
ENBHREBRGEENA (IdM), ERLIEE L IdM BEF A ar9i R 2E,

LUF 2SR 7 a0{al = F Ansible playbook E#en &R, iXAN7nflfER T a{aF MyPermission Efp
54 MyNewPermission,

FRFM

o IENE |dM BIE B,

o RBBEIE T Ansible #HIT mLUHFRUTEK :

o

o

&4 A Ansible A& 2.14 SKE = ARA,
RBTE Ansible #2125 L %4 T ansible-freeipa #i{ 2.,

TEIRETE ~/MyPlaybooks/ B/, EERIETHA IdM RFS5FHITRIREZ R (FQDN)
B Ansible ;5 .1,

T BB E secret.yml Ansible vault %1% 7 ipaadmin_password.

o B R (XZHIT ansible-freeipa R =) =2 IdM B —E 2, RIEN 1AM E im, R
FHENEIR,

® MyPermission %F7ETF IdM H,

e |dM FARFETE MyNewPermission,

AR

1. # A ~/MyPlaybooks/ B3 :

I $ cd ~/MyPlaybooks/
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2. HIYEGLTF /usr/share/doc/ansible-freeipa/playbooks/permission/ B3k H ) permission-
renamed.yml SXHBIEIA -

$ cp /usr/share/doc/ansible-freeipa/playbooks/permission/permission-renamed.yml
permission-renamed-copy.yml

3. $TFF permission-renamed-copy.yml Ansible playbook X447 %
4. @iT1E ipapermission £3589 IR B L T L E R IAEE Y -
o JHE{EHH name, FEESEMAGIN R,
e % ipaadmin_password ZEIXE N IdM EIE 5 BB D,
e ¥ name ZEXE NIRBE.
2 4ETRAMESAT Ansible playbook X4 :

- name: Permission present example
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Rename the "MyPermission" permission
ipapermission:
ipaadmin_password: "{{ ipaadmin_password }}"
name: MyPermission

rename: MyNewPermission
state: renamed

5. REFIXD XM
A

6. i21T Ansible playbook, 187 playbook X, TFHERI secretyml SUHRIETY, LAKEH X :

ey
$ ansible-playbook --vault-password-file=password_file -v -i inventory permission-
renamed-copy.yml

14.7. L 5TIR
o EHEZM IdM FREIFER,
o HEBH IdM FREgEFIY,
e %EZ 7 /usr/share/doc/ansible-freeipa/ B>+ # README-permission 314,

e 557 /usr/share/doc/ansible-freeipa/playbooks/ipapermission B X/ playbook 7=,
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%5 15 3= {if ANSIBLE & IDM rhh & Flia

2515 = {#/H ANSIBLE &1 IDM Y& &R FH
BRI LU 2N B EE (IdM) RSS2, HESIIEEES], LUSLHIRTRE®N, LUBDSBhIERS 2 E
&K, BN, MEBR—PIRS SRR, HMRSS SIS NFIRHERS . ST URBERIRIRS S 0EFAIA
Kk E EKMIRS 250
FHETE IdM RSS2 LMBIESRIBE HITNES : YIRS REE T2/, el EZEHEE.
SHINBUEEMEERINEZR T, YHNBIAETHEHEER I EEEHIVMUE, ERAMR—NRINGE
(segment) .

AZ Pk T a0{A A Red Hat Ansible Engine B IdM E4I1iX. RIbFRFAHESR. AZESUT
B -

e {HF Ansible #{R |dM FRIFTEE HIFHL

o {#F Ansible H{RZ D IdM EIZA 2 (B 7F1E & Hl )L
o {FM Ansible REMMBIXZ FZEFEEH Y
o f{HH Ansible iiF IdM R R B FEHRINEH

e f&f Ansible EXT##A1E IdM BIA

e {HF Ansible #{R |dM A% B & HIFHL

15.1. 53 ANSIBLE #f{® IDM FREEE T

FRAESMNERE (IdM) RS S EWBEFHETEHNMIN : BET W MRS SN, SlHZHEE. S
R E NS : BEME—TRIXEEHE A —DEIE, A—TRIFEHIE - EIZF.

REBLUFRAE, A Ansible playbook #{% server.idm.example.com #[ replica.idm.example.com 2 [f]
7#7E domain E R E HIHHiL,

SeRF M
o TARMET MR thhAERE IdM BIARBIIER RIIHBIIRIT IdM MBI,
o REZEHE IdM admin Fh5,
o MREEE T Ansible #HIT RLUKEB U TEXK :
o XM Ansible fR7A 2.14 HESRAE.
o fRB1E Ansible ##Ig5 EZ&4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BxF, EEQIETHA IdM RS 2B LR EEZ(FQDN)
B Ansible ;5 .14,

o RIEBRZE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa R T =) =2 IdM B —E 2, RIEN 1AM E/ 0w, R
FHENEIR,

AR

1. #AEB ~/MyPlaybooks/ B 3% :
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I $ cd ~/MyPlaybooks/

2. E#I4IF /usr/share/doc/ansible-freeipa/playbooks/topology/ B kR add-
topologysegment.yml Ansible playbook 32 {4 :

$ cp /usr/share/doc/ansible-freeipa/playbooks/topology/add-topologysegment.ymi
add-topologysegment-copy.yml

3. $T7F add-topologysegment-copy.yml {43475

4. @it 1E ipatopologysegment {£55ER 3 X B LU T 28 E R HEE ST -

¥ ipaadmin_password Z£i% &7 |dM admin BYE {5,

o RIFEERMIDERHRE, IF suffix ZLE1XEH domain 5 ca,

o i left TEXENEERFENEH AN T =B 1dM BRF5 2B R TR,
o ffright Z8XENEEFHERITILERT R 1dM AR5 2B BT,
o TfifR state TEIXE N present,

X2 HAIRBIES A Ansible playbook X4 :

- name: Playbook to handle topologysegment
hosts: ipaserver

vars_files:

- /home/user_name/MyPlaybooks/secret.yml

tasks:

- name: Add topology segment
ipatopologysegment:

ipaadmin_password: "{{ ipaadmin_password }}"
suffix: domain
left: server.idm.example.com
right: replica.idm.example.com
state: present

5. REFEXNXMS

6. i&1T Ansible playbook, 87 playbook X 4. FFERIF secret.yml SXHFBIERY, LAREHREH :
$ ansible-playbook --vault-password-file=password_file -v -i inventory add-
topologysegment-copy.yml

Hith BR

o ESH MBERIIL. I EHRMRHEE,
e %55 /usr/share/doc/ansible-freeipa/ B 5k ##) README-topology.md 34,

e i5&[4 /usr/share/doc/ansible-freeipa/playbooks/topology B3 #] playbook =4,
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%5 15 3= {if ANSIBLE & IDM rhh & Flia

15.2. {8 ANSIBLE #{%% 1 IDM BIA& z A1 1Z7E & Hlihil

FRAESMHEE (IdM) RS S LREFHETEN DN : BETWMRS SN, S HZERE. S4)
MR E NISE : BEME—TRIXEHE A —DEIE, A—TRIFEHIE TR,

RBLUTREZARER LI 1dM RSN BIERX Z A7 1E.

FeREH
o FARIRT IR ERRIAARTIHAY IdM FRFINBIE VL
o REFEHE |dM admin B3,

o RBHEIE T Ansible #HIT mLUHRBUTEK :

o

{5 A Ansible i A& 2.14 SKE = ARA
o fRBE1E Ansible #%I85 £ &4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BExF, EEMIETHA IdM RS 2B LR EEZ(FQDN)
B Ansible ;5 .,

o RIEBRZE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa I T =) Z IdM HE—E 2, RIEN 1AM E/ 0w, R
FHENEIF,

s}
e

1. #HAEB ~/MyPlaybooks/ B 3% :
I $ cd ~/MyPlaybooks/

2. E#I4IF /usr/share/doc/ansible-freeipa/playbooks/topology/ Bk R add-
topologysegments.yml Ansible playbook 3C44 :

$ cp /usr/share/doc/ansible-freeipa/playbooks/topology/add-topologysegments.yml
add-topologysegments-copy.yml

3. $T7F add-topologysegments-copy.yml {43475
4. BFTE vars B0 FRIXE T 8RR ¢
e ¥ ipaadmin_password Z*£1% 4 IdM admin BZ 1,
o XFENRINFER, 7f ipatopology segments EOHRIM—NMTHIXBUTEE :
o RIFMEERMIIDEEHRE, IF suffix ZLEIXEH domain 5 ca,
o ff left TEXENEERFNEHIHIENT =B 1dM IRF5 2B BT,
o ffright ZEXE NEEFNERITINIERT R IdM AR5 2RBIR TR,

5. 7t add-topologysegments-copy.yml X1 tasks Ei 9, (R state LEXE N present.
X2 HAIRBIES A Ansible playbook X4 :
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- name: Add topology segments
hosts: ipaserver
gather_facts: false

vars:
ipaadmin_password: "{{ ipaadmin_password }}"
ipatopology_segments:
- {suffix: domain, left: replical.idm.example.com , right: replica2.idm.example.com }
- {suffix: domain, left: replica2.idm.example.com , right: replica3.idm.example.com }
- {suffix: domain, left: replica3.idm.example.com , right: replica4.idm.example.com }
- {suffix: domain+ca, left: replicad.idm.example.com , right: replical.idm.example.com }

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Add topology segment
ipatopologysegment:
ipaadmin_password: "{{ ipaadmin_password }}"
suffix: "{{ item.suffix }}"
name: "{{ item.name | default(omit) }}"
left: "{{ item.left }}"
right: "{{ item.right }}"
state: present
#state: absent
#state: checked
#state: reinitialized
loop: "{{ ipatopology_segments | default([]) }}"

6. REFXNTXMH

7. iZ1T Ansible playbook, 187 playbook X4, TFfEIRT" secretyml SRS, LAKE RS -
$ ansible-playbook --vault-password-file=password_file -v -i inventory add-
topologysegments-copy.ymi

HAth B

o ESH MBERIL. I EHRMRHEE,
e %55 /usr/share/doc/ansible-freeipa/ B 5k ##) README-topology.md 34,

e i5&[ /usr/share/doc/ansible-freeipa/playbooks/topology B3 #] playbook =4,

15.3. {#F ANSIBLE iR BN EIARZ B @ EEEE HITML

FRAESMHEE (IdM) RS S LBEFHETEN I : BETWMRS SN, SlHZERE. S4)
R NI : BEME—TRIXEHE A —PEIE, A—TRIFEHIE—TEIZF.

REBUTREZEILR B ERIPUE IdM RS DRI 2 57,

FoRFH
o FARIET MR RIEERIARIIHA IdM IR
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%5 15 3= {if ANSIBLE & IDM rhh & Flia

o REZEHE IdM admin F 5,
o WBEEE T Ansible #HIT RLUHEMUTEK :
o MR Ansible fRA 2.14 HESRAE.
o fRBETE Ansible %85 £ Z&4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BExF, EEQIETHA IdM RS 2B LR EE A (FQDN)
B Ansible J& 534,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa #HHRHT =) 2 IdM B —E 2, RIEN 1AM E im. R
FHENEIR,

1. #ANIEE ~/MyPlaybooks/ B3k :
I $ cd ~/MyPlaybooks/

2. %I4T /usr/share/doc/ansible-freeipa/playbooks/topology/ E X F ) check-
topologysegments.yml Ansible playbook 3C44 :

$ cp /usr/share/doc/ansible-freeipa/playbooks/topology/check-topologysegments.ymi
check-topologysegments-copy.yml

3. $T7F check-topologysegments-copy.yml SC{3 4T 5
4. BFTE vars B0 FRIXE T 8RR
e ¥ ipaadmin_password Z*£1% 5 IdM admin B,
o XIFENAINAER, 7E ipatopology _segments Z O HRIM—NMTHIXBELUTEE :
o RIFEERMMDEEHKE, IF suffix LEI1XEH domain 5 ca,
o ff left TEXENEERFNEH AN T =B 1dM BRF5 2B BT,
o ffright ZEXE NEEFHERITINIERT =B 1IdM AR5 2B BT,

5. 7E check-topologysegments-copy.yml {48 tasks E30H, 1R state TEXE N
present,

X2 HAIRBIE A Ansible playbook X4 :

- name: Add topology segments
hosts: ipaserver
gather_facts: false

vars:
ipaadmin_password: "{{ ipaadmin_password }}"
ipatopology_segments:
- {suffix: domain, left: replical.idm.example.com, right: replica2.idm.example.com }
- {suffix: domain, left: replica2.idm.example.com , right: replica3.idm.example.com }
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- {suffix: domain, left: replica3.idm.example.com , right: replica4.idm.example.com }
- {suffix: domain+ca, left: replica4.idm.example.com , right:
replical.idm.example.com }

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Check topology segment
ipatopologysegment:
ipaadmin_password: "{{ ipaadmin_password }}"
suffix: "{{ item.suffix }}"
name: "{{ item.name | default(omit) }}"
left: "{{ item.left }}"
right: "{{ item.right }}"
state: checked
loop: "{{ ipatopology_segments | default([]) }}"

6. REFXTXH

7. i&1T Ansible playbook, 1E7E playbook 3. FE#{RI" secret.yml XX, LARBEH :

=
$ ansible-playbook --vault-password-file=password_file -v -i inventory check-
topologysegments-copy.ymi

Hith BTIR
o BXRIMIL. BEHEMBBSMELZER, FHSH BESHIIL REERRHE,
e %55 /usr/share/doc/ansible-freeipa/ B 5k ##) README-topology.md 34,

e i5&[ /usr/share/doc/ansible-freeipa/playbooks/topology B3 # playbook =4,

15.4. {1 F§ ANSIBLE 35iif IDM R EEFEIRING

EEHERE (IdM) RS I, RINEREHEESEFINEIE, dIM IEFNMERNTING

2% : domain fl ca, EMNEERKX—DEMMNGIE, BI—NERNEFITRIN,. BEESRTNE, BSEM
DM AEMIRS 28 EINA R —RBBH N RINEE,

domain A8 &5 EBXMNFRAEE, WMAS. HAMNEK. ca BRI PRAHMGNEIE, ©EFHE
FREFIETIMAZ NI (CA) RS 2 L.

BIRLLTRHE, {#A Ansible playbook fA{RIAFNGEHRIE |AM HEFETE, XARAIRR T a0{AHBIER IdM R 1E
1£ domain %%,

FREH
o RFEE IdM admin Ziid,
o WBEEE T Ansible #HIT RLUHEMUTEK :
o f&{#EF Ansible hiiA 2.14 B F A,

o fRETE Ansible ##I25 E&4E T ansible-freeipa ¥4,
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%5 15 3= {if ANSIBLE & IDM rhh & Flia

o RBIRETE ~/MyPlaybooks/ BxF, EEQIETHA IdM RS 2R LR EE A (FQDN)
B Ansible ;5 .,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

e BIrTTR (XZ2HT ansible-freeipa EHRHTTR) =& IdM B —&849, EEHN 1AM &R, AR

SR A,

1. #HAEB ~/MyPlaybooks/ B 3% :

I $ cd ~/MyPlaybooks/

2. E#I4IF /usr/share/doc/ansible-freeipa/playbooks/topology/ Bk H verify-

topologysuffix.yml Ansible playbook X {4 :

$ cp /usr/share/doc/ansible-freeipa/playbooks/topology/ verify-topologysuffix.yml
verify-topologysuffix-copy.yml

3. $TFF verify-topologysuffix-copy.yml Ansible playbook X {4 1T 4%k

4. @it 1T ipatopologysuffix EB5 1% E L T2 2R IFAEE S -

e ¥ ipaadmin_password Z*£1% 4 IdM admin B,
o 9 suffix TEXEH domain, MREERIE ca FREEEE, BN TEXEN ca,
o IR state ZENE N verify, AFVFEAEMEI,

X2 HAIRBIE A Ansible playbook X4 :

- name: Playbook to handle topologysuffix
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Verify topology suffix
ipatopologysuffix:
ipaadmin_password: "{{ ipaadmin_password }}"
suffix: domain
state: verified

5. REFEXNXMS

6. 11T Ansible playbook, ¥E7E playbook X, TEfERTT secret.yml SXHHIERTY, LARGE R -
$ ansible-playbook --vault-password-file=password_file -v -i inventory verify-
topologysuffix-copy.ymi

Hith BTR

o FBI MBS RIEERAHE,
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e %55 /usr/share/doc/ansible-freeipa/ B 5k ##) README-topology.md 34,

e i5&[ /usr/share/doc/ansible-freeipa/playbooks/topology B & H#] playbook =4,

15.5. {1 FH ANSIBLE E##)#51t IDM A&

INRBAS K AIBLHERPEEDIN, BUUEHMRLCE, ERVRIECKERERN—HBEE
RIFTRIA, B0, MRFJEMSHEITUERE, N UERERKE.

@ e
. SEEHEHTE, BIANEELEERNRE, ERDHRIEIRFTENEIEE,

BT THAMENSEFRCNEIAR, BEfREMPIRIEIENRIE, HER direction 1ET,

REBLUTFRAE, A Ansible playbook M server.idm.example.com R EF#1151b
replica.idm.example.com £#) domain ##z.

SeRFMH
o REZEHE IdM admin F 5,
o MBEEE T Ansible #HIT RLLUHEMUTEX :
o MR Ansible fRA 2.14 HESRAE.
o fRB1E Ansible ##l25 £&4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BxF, EEGIETHA IdM RS 2B LR EEZ(FQDN)
B Ansible ;& #3014,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa R T =) 2 IdM B —E 2, RIEH 1AM E/im, R
FHENEIR,

1. #HAEB ~/MyPlaybooks/ B 3% :
I $ cd ~/MyPlaybooks/

2. %I4T /usr/share/doc/ansible-freeipa/playbooks/topology/ B3k HH reinitialize-
topologysegment.yml Ansible playbook 34 :

$ cp /usr/share/doc/ansible-freeipa/playbooks/topology/reinitialize-
topologysegment.yml reinitialize-topologysegment-copy.yml

3. $T7F reinitialize-topologysegment-copy.yml {43175
4. 3@iT1E ipatopologysegment S8 i B LA T A & FEE T4 -
e % ipaadmin_password 25 &% IdM admin 89857,

o I suffix ZEiXEH domain, IIREZEFHAIKRIL ca BiE, HHELEREN ca,

140


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/installing_identity_management/installing-an-identity-management-server-using-an-ansible-playbook_installing-identity-management#installing-the-ansible-freeipa-package_server-ansible
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/using_ansible_to_install_and_manage_identity_management/preparing-your-environment-for-managing-idm-using-ansible-playbooks_using-ansible-to-install-and-manage-identity-management

%5 15 3= {if ANSIBLE & IDM rhh & Flia

o i left TENE NEHIMILEIZENT R,
o 1§ right ZEWENEHMIUMET R,

o ¥ direction T2 EBE N EFHAIEN A M, left-to-right RFRTEIEMEN T R E!
AT =

o TBIRIT state ZLEIXE N reinitialized,
X2 HAIRBIE A Ansible playbook X4 :

- name: Playbook to handle topologysegment
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Reinitialize topology segment
ipatopologysegment:
ipaadmin_password: "{{ ipaadmin_password }}"
suffix: domain
left: server.idm.example.com
right: replica.idm.example.com
direction: left-to-right
state: reinitialized

5. REFEXNXMS

6. 1517 Ansible playbook, 187 playbook (. TFHERI" secret.yml SUHRIETY, LUKEH X :

iz
I $ ansible-playbook --vault-password-file=zpassword_file -v -i inventory reinitialize-
topologysegment-copy.yml
Heth BT
o FEHH EEERIIN. RINERFMAIEE,
e %55 /usr/share/doc/ansible-freeipa/ B 5k ##) README-topology.md 34,

e i5&[4 /usr/share/doc/ansible-freeipa/playbooks/topology B3 #] playbook =4,

15.6. {1 F ANSIBLE #a{% IDM &% 8 &l

FRAESMHERE (IdM) RS S LBEFHETEN DI : BETWMRS SN, Sl HZERE. S4)
MR NISE : BEME—TRIXEHE A —PEIE, A—TRIFEHFHIE—TEIZF.

RBUTRERRNDEIARZ FWEFINIIE IdM RAREFE, XNROFEDR T NEBIERTE

replicaOlidm.example.com #1 replica02.idm.example.com IdM R %525 2 [A] R 127E domain KA E H
o

FRFM
o FARMET MR RIEERIARIIHA IdM IR

o REZEHE IdM admin B,
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o RBHEIE T Ansible #HIT R LUHFBUTEK :
o Z{#F Ansible kA 2.14 HEFHRA,

o fRB1E Ansible ##I25 £ &L T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BxF, EEQIETHA IdM RS 2B LR EEZ(FQDN)

B9 Ansible J& 534,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

e BiIrTR (XZ2HT ansible-freeipa EHRHTTR) =& IdM BB —8849, REHN 1AM B iR, AR

SR A7,

1. #HAEB ~/MyPlaybooks/ B 3% :
I $ cd ~/MyPlaybooks/

2. %I4T /usr/share/doc/ansible-freeipa/playbooks/topology/ Bk 1 delete-
topologysegment.yml Ansible playbook 34 :

I $ cp /usr/share/doc/ansible-freeipa/playbooks/topology/delete-topologysegment.ymi

delete-topologysegment-copy.yml

3. 17 delete-topologysegment-copy.yml S #1745
4. @it {E ipatopologysegment {£55ER 2 I B LA T 28 E R HEE ST -

e ¥ ipaadmin_password ZF£1% % |[dM admin FYZ L,

o I suffix TEXE N domain, =&, MREMHER ca HIBAELMFMAN T =z EEH,

FEEIXEN ca.
o i left TEWENEEFNERMINANT KRBT 1dM BRSS 2389 R,
o Fright ZEIXEN |dM BRFEH[HIEH, ZRFSHBEEHHINHET <.
o Tfi{R state ZLEIXEH absent,

X2 HAIRBIES A Ansible playbook X4 :

- name: Playbook to handle topologysegment
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Delete topology segment
ipatopologysegment:
ipaadmin_password: "{{ ipaadmin_password }}"
suffix: domain
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%5 15 3= {if ANSIBLE & IDM rhh & Flia

left: replica01.idm.example.com
right: replica02.idm.example.com:
state: absent

5. REFEXNXMS

6. 11T Ansible playbook, ¥E7E playbook X, ZEfE{RTT secret.yml XIS, LARGE R -
$ ansible-playbook --vault-password-file=password_file -v -i inventory delete-
topologysegment-copy.yml

Hith BTR

o ES MBERIIL. I EHRMRHEE,
e %55 /usr/share/doc/ansible-freeipa/ B 5k ##) README-topology.md 34,

e 55 /usr/share/doc/ansible-freeipa/playbooks/topology B & # playbook =4,

15.7. AL 5R
o EHI HHEIAIE,

o IFSH L& IdMEIEK,
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5516 = i/ ANSIBLE EIZ IDM R %528

& "I LAf# /3 Red Hat Ansible Engine R EE S EIR(IdM)FRIMHBIARSS 3. R LUEF ansible-
fmrbeoeipa PHSHH server IR E |dM IR R EFERS SR, AT LG EHE MBI A S FEEI A
XEPBELUTEM :

o fHF Ansible 10 % IdM BRF5 BR B B FIE

o f#fH Ansible #{R |dM $RFM A 1AM BRSS5 35

o MERBHARE—1TIIMIRFSHAR, BAFEIIM RS R

o TR IAM RFSBAGFE, BEFR—ESHM IdM BRSS 2RETFFEEE

e f#fH Ansible playbook FARINBHY IdM AR 5525 4% e

e {FFH Ansible playbook H{RIIGHI IdM BRZ5 25 =1 L

o TARINEH IdM BRSSO ES T |dM DNS i &

o TARINAH IdM RS 2:% B D E IdM DNS iIE

16.1. {£/ ANSIBLE % IDM RS 28 2 B 1F1E

& T LAFE Ansible playbook Hi{#f ipaserver ansible-freeipa K LIE R BEEF N EE (MRS
25,

pa -3
l ipaserver Ansible IR T 2% |dM iR55 25,

SeRF M
o REZEHE IdM admin Fhi5,
o MBEE T Ansible #HIT RLUHEMUTEK :
o MR Ansible fR7A 2.14 HESRAE.
o fRBETE Ansible %85 £ &4E T ansible-freeipa ¥4,

o RPMRETE ~/MyPlaybooks/ Bxk, EBOIETHH IdM RS 2T LR EE A (FQDN)
B Ansible j& ¥ 3014,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa R T =) 2 IdM B —E 2, RIEH 1AM E/ im R
FHENEIR,

o SHERMHE LHIMIEST KB IdM IRS525H SSH 1 E I TFIER.

ik S
1. #AEB ~/MyPlaybooks/ B 3% :
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%5 16 Z= {81 ANSIBLE &1 IDM IR&

I $ cd ~/MyPlaybooks/

2. E#I4IF /usr/share/doc/ansible-freeipa/playbooks/server/ Bk server-present.yml
Ansible playbook 3 {4 :

$ cp /usr/share/doc/ansible-freeipa/playbooks/server/server-present.yml server-
present-copy.yml

3. $T7F server-present-copy.yml {43 1T 4 %E,
4. WBiLTE ipaserver fESE A HIXBU T L E R, FHEEFXH :
e % ipaadmin_password ZZ£i% 7} IdM admin B4,

e 1 name ZEX NARSEEH FQDN, IR 254 FQDN 2 server123.idm.example.com,

- name: Server present example
hosts: ipaserver
vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure server server123.idm.example.com is present
ipaserver:
ipaadmin_password: "{{ ipaadmin_password }}"
name: server123.idm.example.com

5. J&1T Ansible playbook , F187%E playbook STH4F1/E X4 :
$ ansible-playbook --vault-password-file=password_file -v -i inventory server-present-
copy.yml
Hth B

o EHH M Ansible playbook &3 B EIEIRSS 25 .
e 5504 /usr/share/doc/ansible-freeipa/ B %##) README-server.md 31,

e i5&[i /usr/share/doc/ansible-freeipa/playbooks/server B % ## playbook =/,

16.2. {3 ANSIBLE #&{% IDM R $r 3% E IDM RSS2
£ Ansible playbook #a{R |dM #RINF AR EEE D EE(IAM)ARSS 2R, BMEE N ENEREE,

5 ansible-freeipa ipaserver R [FE, Itk playbook A ipaserver iR & MRS 23 ENE IdM AR
%O

FTREH
o RFEE IdM admin Ziid,
o WBEEE T Ansible #HIT RLLUHEUTEK :
o &M Ansible A 2.14 B & kA,
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o fRB1E Ansible ##I85 EZ&4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BExF, EEMIETHA IdM RS 2B LR EE A (FQDN)
B Ansible ;& #3044,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o Bir R (XZHIT ansible-freeipa R T =) 2 IdM B —E 2, RIEH 1AM E im R
FHENEIR,

o SHERMHE LHIMIERT KB IdM IRS525H SSH 1 E B TFIER.

1. #AEH ~/MyPlaybooks/ B3 :
I $ cd ~/MyPlaybooks/

2. E#I4IF /usr/share/doc/ansible-freeipa/playbooks/server/ Bk H server-absent.yml
Ansible playbook 344 :

I $ cp /usr/share/doc/ansible-freeipa/playbooks/server/server-absent.yml server-absent-
copy.yml

3. $T7F server-absent-copy.yml XX 1754,
4. BITTE ipaserver TSP INEBEU T L E X FRH, HRESE :
e ¥ ipaadmin_password Z*£1% 4 IdM admin BZ 1,
e 1 name ZEX MRS EH FQDN, T fIARS525# FQDN 2 server123.idm.example.com,

o ffi{R state T=IXE N absent,

- name: Server absent example

hosts: ipaserver

vars_files:

- /home/user_name/MyPlaybooks/secret.yml

tasks:

- name: Ensure server server123.idm.example.com is absent

ipaserver:

ipaadmin_password: "{{ ipaadmin_password }}"
name: server123.idm.example.com
state: absent

5. J&17 Ansible playbook , F1&87%E playbook ST F1E X4 :

2
$ ansible-playbook --vault-password-file=password_file -v -i inventory server-absent-
copy.yml

6. W{RIEM server123.idm.example.com BIRTE & AR5 28 (NS)DNS 1C5%EBE M DNS X 15 i
B, TILEERM IdM L 24E8 DNS EEMERK DNS, XMIER,

Hih 5w
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%5 16 Z= {81 ANSIBLE &1 IDM IR&

o FESH EE 1AM BRS5 3R .
e 554 /usr/share/doc/ansible-freeipa/ B %+ ¥ README-server.md 31,

e %5 /usr/share/doc/ansible-freeipa/playbooks/server B3k H 8 playbook 75,

16 3. MEREHERE— IDM RS HAE, thA1E7E IDM RS 25

IREI LUER Ansible RIBREBEMHEER(IAM)IRSS 2R, BIERE— 1dM BRSS EHIEERS 38 LiZ1T,
IEBMAEHAI(CA). BEIIRE HFI(KRA)ZK DNS PRS2 #R 2 1dM BRSS BO R,

Digk

==
=
SNSRIEMIBR T 459 CA. KRA X DNS [R5 &S MR E— ARG5S, S/ERKF IdM I

BE. RAILAfEF ipa service-find ép 55 F ol B LR 552 T EWFLE 1M BRS53R L.
CA R E#BBETE RN dogtag/server_name/ REALM_NAME,

5 ansible-freeipa ipaserver B&7E, It playbook H{EAHY ipaserver A& MRS 25 E1%E: 1M AR
%C

SeRF M
o REZEHE IdM admin F 5,
o WBEEE T Ansible #HIT RLUHEMUTEK :
o MR Ansible fR7A 2.14 HESRAE.
o fRB1E Ansible ##Ig5 E&4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ B, EEMIETHA IdM RS 2B LR EE A (FQDN)
B Ansible ;5 .1,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa I T =) Z IdM B —E 2, RIEH 1AM E/ im. R
FHENEIR,

o SHERMHE LHIMIERT KRB IdM IRS525H SSH 1 E B TFIER.

1. #AEB ~/MyPlaybooks/ B 3% :
I $ cd ~/MyPlaybooks/

2. E%I6IF /usr/share/doc/ansible-freeipa/playbooks/server/ Bk #1#] server-absent-ignore-
last-of-role.yml Ansible playbook 3244 :
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$ cp /usr/share/doc/ansible-freeipa/playbooks/server/server-absent-ignore-last-of-
role.yml server-absent-ignore-last-of-role-copy.yml

3. $T7F server-absent-ignore-last-of-role-copy.yml X3 1744,

4. @I 7E ipaserver ES5 AR RBU T L ERFRER S, HREFEXH :
e ¥ ipaadmin_password Z*£1% 5 IdM admin B,
e 1% name ZEX MRS EEH FQDN, IR 25 FQDN 2 server123.idm.example.com,
o 7fi{% ignore_last_of role Z"&i%H true.

o [ state L2 X E N absent,

- name: Server absent with last of role skip example

hosts: ipaserver

vars_files:

- /home/user_name/MyPlaybooks/secret.yml

tasks:

- name: Ensure server “server123.idm.example.com” is absent with last of role skip

ipaserver:

ipaadmin_password: "{{ ipaadmin_password }}"
name: serveri23.idm.example.com
ignore_last_of _role: true
state: absent

5. J&1T Ansible playbook , F1&7E playbook SX{4F155 #3204 -

$ ansible-playbook --vault-password-file=password_file -v -i inventory server-absent-
ignore-last-of-role-copy.yml

6. H{RIEM server123.idm.example.com IR & AR S5 28 (NS)DNS £k 2 M DNS X igH fiHlBRo
TWEERE IdM A 2488 DNS EEMER DNS, XMEER,

Heth TR
o ESH EE 1AM BRS5ER .
o 554 /usr/share/doc/ansible-freeipa/ B % # ¥ README-server.md 31,

e i5&[4 /usr/share/doc/ansible-freeipa/playbooks/server B % ##] playbook =l

16.4. B{R IDM RS 8 AFTE, BER—ESHM IDM RS Sl ESE

INREMBIN PR S DEER(IM)BRS 28, A LUMER Ansible playbook R E & FITH I RFFR S,
playbook i {R IdM ARS58:1E IdM FRARTELE, BME{E AN ENB2 ML,
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%5 16 Z= {81 ANSIBLE &1 IDM IR&

BF

N HEAMARSS IR XMRE TR EERARSS S0, FEIUEMPRE ZBEIRSS SRS
U BRI RO REIRSS IR 2 B BT I B0 SR B

& E] LAFE A ipa server-del o343 M3R A iH bR TAEAR IE & BIBR 5528
pa Y=
SORMIBR T ENIEBIMAZHAI(CA). BHIREHNHI(KRA)Z DNS IRSG5 2R E—B RS

2, FHETERFSFMHEE(IM)IIEE, NFFIELFI, playbook EEIEEY CA. KRA =
DNS ARZ52500BR 5585 2 BT, TATRIXLEIRSSZITEEHN S —B RS L.

5 ansible-freeipa ipaserver &R [F, Itk playbook A ipaserver iR & MRS 23 EIE; IdM AR

%o

FoRFMH

o REEHE IdM admin B,

o RBHEIE T Ansible #HIT R LB RBUTEK :

o

o

o

o

&4 A Ansible A& 2.14 SKE R ARA
RBETE Ansible #2125 L %4 T ansible-freeipa #{ 2.,

TEIRETE ~/MyPlaybooks/ B, EERIETHA |dM RFS5IFZHITRREZ R (FQDN)
B Ansible J& 534,

THIEE secret.yml Ansible vault %% 7 ipaadmin_password.

o Bir R (XZHIT ansible-freeipa R T =) 2 IdM B —E 2, RIEH 1AM E im. R
FHERNEIRF,

o

SEER AR TE SR MIES T R B 1dM BRS52500 SSH 1R TR IER.

1. #AIEH ~/MyPlaybooks/ B3 :

I $ cd ~/MyPlaybooks/

2. E%IGIF /usr/share/doc/ansible-freeipa/playbooks/server/ E X #H] server-absent-
ignore_topology disconnect.yml Ansible playbook 34 :

$ cp /usr/share/doc/ansible-freeipa/playbooks/server/server-absent-
ignore_topology_disconnect.yml server-absent-ignore_topology disconnect-copy.yml

3. #TF server-absent-ignore_topology disconnect-copy.yml XX {41755,

4, @it

1% ipaserver fE55E 2 IR B LU T LR ERAR XM, HREFXH :

e % ipaadmin_password ZF &% IdM admin 89857,

e 1% name L2 NIRS52RH FQDN, fIARS52:# FQDN 2 server123.idm.example.com,
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e 7fi{% ignore_topology disconnect ZF &% true,

o ffi{R state T=IXE N absent,

- name: Server absent with ignoring topology disconnects example
hosts: ipaserver
vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure server “server123.idm.example.com” with ignoring topology disconnects
ipaserver:
ipaadmin_password: "{{ ipaadmin_password }}"
name: serveri23.idm.example.com
ignore_topology_disconnect: true
state: absent

5. J21T Ansible playbook , F187E playbook SL#FEH X4 :

i
$ ansible-playbook --vault-password-file=password_file -v -i inventory server-absent-
ignore_topology_disconnect-copy.yml

6. [AI%] H{R$EM server123.idm.example.com BIFf A & FRAR S 25 (NS)DNS 1E 3k 2. M DNS X5 fh
fikR, FTiEERAE 1AM IL24E58 DNS EEEMEMK DNS, XNMEER,

HAth 5HR
o FESH EE 1AM BRS5ER .
e 554 /usr/share/doc/ansible-freeipa/ B % ##) README-server.md 31,

e i5&[# /usr/share/doc/ansible-freeipa/playbooks/server B & #1#] playbook =</l

16.5. {13 ANSIBLE PLAYBOOK &% G 1 IDM PR 55 25t a7

& Ansible playbook H1#Y ipaserver ansible-freeipa &1, ZHRFREEINEHNE N EE(IM)IRS 23 H
FEdg 7o 1EER, It playbook ZA%E |dM RS 25,

FoRFH

o REZEHE IdM admin Fhi5,
o MBEE T Ansible #HIT RLUHEUTEK :
o MR Ansible fR7A 2.14 HESRAE.
o fRBETE Ansible %85 £ &4E T ansible-freeipa ¥4,

o RIRETE ~/MyPlaybooks/ BExH, EEMIETHA IdM RS 2B LR EE A (FQDN)
B Ansible ;5. X1,

o RIBRE secret.yml Ansible vault 77 T ipaadmin_password.

e BHinTm (XZiT ansible-freeipa T =) =& IdM BB—889, RIEHN 1AM B . AR
FaasEl A,
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o HERXMEAE XBIMIESHT RE IdM RS 2380 SSH E#ETEIEH,

ik
1. #HEAEB ~/MyPlaybooks/ B 3% :

I $ cd ~/MyPlaybooks/

2. %I4T /usr/share/doc/ansible-freeipa/playbooks/server/ B H ) server-hidden.yml
Ansible playbook 3 {4 :

I $ cp /usr/share/doc/ansible-freeipa/playbooks/server/server-hidden.yml server-hidden-
copy.yml

3. $T7F server-hidden-copy.yml XX 1754,
4. BIITE ipaserver TSR INEBEU TN E X R H, HRESE :
e ¥ ipaadmin_password Z*£1% 4 IdM admin B,
e 1% name T2 HARS52RH FQDN, HIARS52:# FQDN 2 server123.idm.example.com,

e 7R hidden ZF&i% 5 True,

- name: Server hidden example

hosts: ipaserver

vars_files:

- /home/user_name/MyPlaybooks/secret.yml

tasks:

- name: Ensure server server123.idm.example.com is hidden

ipaserver:

ipaadmin_password: "{{ ipaadmin_password }}"
name: server123.idm.example.com

hidden: True
5. J&1T Ansible playbook , F187%E playbook ST#FE X4 :
$ ansible-playbook --vault-password-file=password_file -v -i inventory server-hidden-
copy.yml
Hith BTR

o EHH M Ansible playbook &3 B EIERSS 25 .
o FS M [EREMEIAER,
e 554 /usr/share/doc/ansible-freeipa/ B % # ¥ README-server.md 31,

e i5&[ /usr/share/doc/ansible-freeipa/playbooks/server B % ##] playbook =/,

16.6. {#F3 ANSIBLE PLAYBOOK £ E ) IDM ARSS 250 I
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£ Ansible playbook H1HY ipaserver ansible-freeipa &, FMEFETUINENEHEE(AM)IRS 250
M. iEEE, Ik playbook ZE%E IdM IRS 25,
SeRF M
o RFEE IdM admin Zfid,
o MBEE T Ansible #HIT RLLUHEUTEK :
o MR Ansible fRA 2.14 HESRAE.

o fRBE1E Ansible %85 £ &4E T ansible-freeipa ¥4,

o RIRETE ~/MyPlaybooks/ BExF, EEMIETHA IdM RS 2R LR EE & (FQDN)
B Ansible ;5 .1,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o Bir R (XZHIT ansible-freeipa R T =) 2 IdM B —E 2, RIEH 1AM E im. R
FHENEIR,

o SHERMHE LHIMIERT KRB IdM IRS525H SSH 1 EETFIER.

it =

1. #HAEB ~/MyPlaybooks/ B 3% :
I $ cd ~/MyPlaybooks/

2. %I4T /usr/share/doc/ansible-freeipa/playbooks/server/ Bk server-not-hidden.yml
Ansible playbook 344 :

$ cp /usr/share/doc/ansible-freeipa/playbooks/server/server-not-hidden.yml server-
not-hidden-copy.yml

3. $T7F server-not-hidden-copy.yml #3317 %k,
4. BIITE ipaserver TSP INEBEU T L E XY, HRESYE :
e ¥ ipaadmin_password Z*£1% 4 IdM admin BZH,
e 1% name ZEX NIRS5ZRH FQDN, HIARS52:# FQDN 2 server123.idm.example.com,

e 1% hidden Z°£3%°4 no.,

- name: Server not hidden example
hosts: ipaserver
vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure server server123.idm.example.com is not hidden
ipaserver:
ipaadmin_password: "{{ ipaadmin_password }}"
name: server123.idm.example.com
hidden: no
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5. J&1T Ansible playbook , F187%E playbook SLHFI/EH X4 :

i
$ ansible-playbook --vault-password-file=password_file -v -i inventory server-not-
hidden-copy.yml

Hith BT
o FS A {F/ Ansible playbook ZEH N EEIRS 25 o
o FBH [LHRAEIANER,
o 1554 /usr/share/doc/ansible-freeipa/ B % # ¥ README-server.md 31,

e 554 /usr/share/doc/ansible-freeipa/playbooks/server B % ##] playbook =/,

16.7. 1= IIE I IDM RS 234 DB 7 IDM DNS i &

A Ansible playbook 1Ry ipaserver ansible-freeipa & R N INAE F D ER(IM)BRSS DB T 4
ZEHY 1dM DNS L&,

EER, ipaserver Ansible BEH&ERE |dM ARS8

SoRFM
o RFEE IdM admin Zfid,
e |[dMDNS fiiE=FE, fIERAIT germany,
o BAEINIIRSSEFH root 1R, AR5 2RI BIZE server123.idm.example.com,
o MBEE T Ansible #HIT RLLUHEMUTEK :
o I&MEM Ansible RA 214 SEBIRA,
o fRE1E Ansible ##I25 EZ&4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ B, EEQIETHA IdM RS 2B LR EEZ(FQDN)
B Ansible ;5. XX 14,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa I T =) Z IdM B —E 2, RIEH 1AM E/ im. R
FHENEIR,

o SHERMFHE LHIMIEST KB IdM IRS525H SSH 1 E B TFIER.

1. #AEB ~/MyPlaybooks/ B 3% :
I $ cd ~/MyPlaybooks/

2. E%I6IF /usr/share/doc/ansible-freeipa/playbooks/server/ Bk #] server-location.yml
Ansible playbook 344 :
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$ cp /usr/share/doc/ansible-freeipa/playbooks/server/server-location.yml server-
location-copy.yml

3. $T7F server-location-copy.yml XX 43 1754,

4. BITTE ipaserver TSP INEBEU TN E X FERH, HRESE :
e ¥ ipaadmin_password Z*£1% 4 IdM admin B,
e I name &% server123.idm.example.com,

TREL

e I location T £1% 7 germany,

%f'
=Y FIRAIESE Ansible playbook ST :

x
- name: Server enabled example
vars_files:

hosts: ipaserver
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure server server123.idm.example.com with location “germany” is present
ipaserver:
ipaadmin_password: "{{ ipaadmin_password }}"
name: serveri23.idm.example.com
location: germany

5. J&1T Ansible playbook , F187%E playbook ST#FI/EH X4 :

iz
I $ ansible-playbook --vault-password-file=password_file -v -i inventory server-location-
copy.yml
6. Ll root A/ &1pf#F SSH £#Z| server123.idm.example.com :
I ssh root@server123.idm.example.com
7. EFE5IARS 2R LA named-pkes11 ARS5, LAEERFTIIENERN :
I [root@server123.idm.example.com ~J# systemctl restart named-pkcs11
Heth BT
o HS A {F/ Ansible playbook ZEH N EEIRS 25 o

1HZ A EF Ansible B |dM AL ETFIE .

B2 7 /usr/share/doc/ansible-freeipa/ B 3%+ #J README-server.md {4,

&4 /usr/share/doc/ansible-freeipa/playbooks/server Bk playbook =,

16.8. {RINEH IDM IRS5 23X B 0B IDM DNS I &
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A Ansible playbook Ry ipaserver ansible-freeipa &1, HMERINAE S HERE(IIMIRSESREENE
S EHI IdM DNS LB, AESF DNS ML BN EAEHE BB BENIRS 2R, EER, playbook F&%%
IdM BR %5 2%,

SERFEH

o IREFEHE IdM admin B,

=

o EAEIINIIRSSEH root 1R, BRS5ERIMBIZE server123.idm.example.com,
o MBEE T Ansible #HIT RLUKEMUTEK :

o f&{#EF Ansible hiiA 2.14 B E AN,

o fRBETE Ansible ##I25 £&4E T ansible-freeipa ¥4,

o RIRETE ~/MyPlaybooks/ B, EEMIETHA IdM RS 2R LR EEZ(FQDN)
B Ansible ;5 .1,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa I T =) 2 IdM B —E 2, RIEH 1AM E im R
FHERNEIR,

o SHERMHE LHIMIERIT R B IdM IRS525H SSH 1B TFIER.

it =

1. #HAEB ~/MyPlaybooks/ B 3% :
I $ cd ~/MyPlaybooks/

2. E#I4IF /usr/share/doc/ansible-freeipa/playbooks/server/ B % server-no-location.yml
Ansible playbook 3 {4 :

$ cp /usr/share/doc/ansible-freeipa/playbooks/server/server-no-location.yml server-no-
location-copy.yml

3. $T7F server-no-location-copy.yml X4 175,

4. BILTE ipaserver TSP INEBEU TN E X FERH, HRESE :
e ¥ ipaadmin_password Z*£1% 4 IdM admin B,
e % name &% serveri23.idm.example.com,

e TR location ZHE&X N ",

- name: Server no location example
hosts: ipaserver

vars_files:

- /home/user_name/MyPlaybooks/secret.yml

tasks:

- name: Ensure server server123.idm.example.com is present with no location
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ipaserver:
ipaadmin_password: "{{ ipaadmin_password }}"
name: serveri23.idm.example.com
location: “”

5. J217 Ansible playbook , F187%E playbook SL#FI/EH X4 :

ié/
$ ansible-playbook --vault-password-filez=password_file -v -i inventory server-no-
location-copy.yml

6. Ll root A/ &1nfEFA SSH £#%| server123.idm.example.com :

I ssh root@server123.idm.example.com

7. EFE5NARS 2% LB named-pkes11 ARS5, LAMEEFIIENER

I [root@server123.idm.example.com ~J# systemctl restart named-pkcs11

Hih 5w

557 [ Ansible playbook ZE S EERS 25 -

HS M 1E 1dM A Ansible SEEIE DNS fif & .

127 /usr/share/doc/ansible-freeipa/ B %+ #J README-server.md {4,

&4 /usr/share/doc/ansible-freeipa/playbooks/server Bk playbook =,
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28 17 = {$ /3 ANSIBLE PLAYBOOK &EIEXH]

Ansible 2— MBI E, BFEERS. SMEHEMPUTIRALIEH. Ansible BEXTHHEE (IdM) B9
X, EALUFEA Ansible i &R B hHITENEIE,

TEf#E A Ansible playbook BIEENMENFZ BN, HHITLLTBERFNRE -

WERFAER IdM EHFKEBNHE FQDNE X

WIRFFET A IP iR IdM KB

WREETEENEBENZ D 1AM EH5E

WRETTESZA IP ks 1dM EHLEE

R IdM ENFREAFE

17.1. {5 ANSIBLE PLAYBOOK #{x7F1E7* & FQDN B89 IDM E£Hl5H

RIBLUTRRE, £ Ansible playbook ffR ENFEES M EE(IMFBEE, FVXBIGET H LR
Ei & (FQDN) & X,

MREDVERLUTREZ—, MIEEEVIE FQDN ZFFHRW
e |dM RS E XK BEENELE DNS,
o IHIRAFRD P ML, HEAEEEINAAFNEZ P ik, FAIN{LH FQDN E X9 EN L £
R7E IdM DNS RS H OB SAUFFREB. Hlg0, ZiCAHLIKATRETEE Y IdM &2 im, BE(]E

BOERRA IP Hhilk, 4 DNS IRSSHIASEHE DT, SHENEVAHAET IP i, FEHE
DNS i3,

=1
INFR%A Ansible, NI{EF ipa host-add A5 7E IdM FAIRENSEZE. HEVRME 1AM
BZERE |dM REEMENIRS. BT Ansible & F idempotence, E{FEF Ansible

FHRME 1AM, BRFGIE— playbook, IFENMIREE XK present: state:
present,

FoRFM
o (TAIE IdM B R BT,
o MBEE T Ansible #HIT RLUHEMUTEK :
o f&fEM Ansible RA 214 SEBARA,
o fRBE1E Ansible ##I85 £ 4L T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BExF, EEQIETHA IdM RS 2B LREEZ(FQDN)
B Ansible ;& #3044,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o BirT R (XZHIT ansible-freeipa R T =) 2 IdM B —E 2, RIEH 1AM E im BR
FHERNEIE,
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¥ =
1 DIE—NEHCH, t0inventory.file, FEZXX M E X ipaserver :

[ipaserver]
server.idm.example.com

2. flI8— Ansible playbook X, EHISEEHZERRN IdM FH FQDN, EFE ST, EaLL
S #HFEK /usr/share/doc/ansible-freeipa/playbooks/host/add-host.yml 324 R ERA -

- name: Host present
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Host host01.idm.example.com present
ipahost:
ipaadmin_password: "{{ ipaadmin_password }}"
name: host01.idm.example.com
state: present
force: true

3. J&17 playbook :

$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file path_to_playbooks_directory/ensure-host-
is-present.yml

pz 3
XNT RS HIE IdM LDAP RSS2 OB ENEKE, EBERFENEME IAM Kerberos

B, hik, EAIUEENEE N 1AM B iR, FEIBIESHF B Ansible playbook 2 & 1)
EEE i,

Gk

1. BLadmin B B2 &EFIEH 1dM fRS528 -

$ ssh admin@server.idm.example.com
Password:

2. i ipa host-show S5 FHIEEEN B :

$ ipa host-show host01.idm.example.com
Host name: host01.idm.example.com
Principal name: host/host01.idm.example.com@I|DM.EXAMPLE.COM
Principal alias: host/host01.idm.example.com@I|DM.EXAMPLE.COM
Password: False
Keytab: False
Managed by: host01.idm.example.com

HiHHAIA |[dM R #E1E hostOlidm.example.com,
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17.2. {5 ANSIBLE PLAYBOOK % FZ1E =74 DNS E2# IDM £#1%B

RIBLUTFRE, £ Ansible playbook ffR ENFEES M EE(IMFBEE, FVFEETIH 2LBRE
4 (FQDN) & H P ik 7E %,

y ==
INREA Ansible, NIfEFA ipa host-add S 1E IdM REIEENFZE, FEVRIMNE 1AM
HERZ IAM FEENENIRS. BT Ansible #&#iF idempotence, ZE{#F Ansible 1

EHARINE 1AM, Bz aE— /l\playbook 19 ENBPRETE LN present: state:
present,

SoRFM
o TANE |dM FIE G B,
o MBEEE T Ansible #HIT RLLUHEUTEK :
o f&fEM Ansible RA& 214 SERARA,
o fRETE Ansible #%I85 £&4E T ansible-freeipa ¥4,

o RBURETE ~/MyPlaybooks/ BxF, EEQIETHA IdM RS 2B LR EEZ(FQDN)
B Ansible ;5 .1,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

e BiIrTR (XZHT ansible-freeipa EHRHTTR) =2 IdM BB —8849, REHN 1AM B iR, AR
FEaFEIAR,

1. BIB—ANERS, 0 inventory.file, FIE%XX 4 E X ipaserver :

[ipaserver]
server.idm.example.com

2. G —" Ansible playbook X, HASESEEBERMN IdM i Se2BREES (FQDN), H4,
R IdM fRS5FRECE N EIE DNS, #H?&Z%DLEHLE’JIPﬂﬁth, iEh ip_address S8 sE—1
B, ENFEE IP it FEEF/ETF DNS HiRiILTEAH, EF{LLLSIE, ,JJL,LE%IJWPIE&
/usr/share/doc/ansible-freeipa/playbooks/host/host-present.yml X {4 ER B, ELaTLLE
SHMMINER :

- name: Host present
hosts: ipaserver

vars_files:

- /home/user_name/MyPlaybooks/secret.yml

tasks:

- name: Ensure host01.idm.example.com is present

ipahost:

ipaadmin_password: "{{ ipaadmin_password }}"
name: host01.idm.example.com
description: Example host
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ip_address: 192.168.0.123

locality: Lab

ns_host_location: Lab
ns_os_version: CentOS 7
ns_hardware_platform: Lenovo T61
mac_address:

- "08:00:27:E3:B1:2D"

- "52:54:00:BD:97:1E"

state: present

3. 1547 playbook :
$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file path_to_playbooks_directory/ensure-host-
is-present.yml
XMTTERFEIE IdM LDAP RS 2BRAFAOIEENSFZE, ERFENEME 1AM Kerberos
g, Mitk, BRI ENEEN 1AM B iR, FEIRIE S SR Ansible playbook &2 & 17
A BEEE i,
LT

1. Bladmin B B2 &R IEH 1dM BRS5 28 -

$ ssh admin@server.idm.example.com
Password:

2. i\ ipa host-show &G HIEE EH B

$ ipa host-show host01.idm.example.com
Host name: host01.idm.example.com
Description: Example host
Locality: Lab
Location: Lab
Platform: Lenovo T61
Operating system: CentOS 7
Principal name: host/host01.idm.example.com@I|DM.EXAMPLE.COM
Principal alias: host/host01.idm.example.com@I|DM.EXAMPLE.COM
MAC address: 08:00:27:E3:B1:2D, 52:54:00:BD:97:1E
Password: False
Keytab: False
Managed by: host01.idm.example.com

AN [dM R #E7E hostOlidm.example.com,

17.3. {8 ANSIBLE PLAYBOOK AR 1F1E AN ZEILEIZ D IDM £S5
=

ipahost R AVFRIAEE A A — Ansible fE55K AR IdM HEEFIFEES D ENRE. BEUT
WRR, BRNE TEREES (FQDN)E XK E P ENFKEBFE, 1217 Ansible playbook &7 EH 4 AFE
&,
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&5 17 & {1/ ANSIBLE PLAYBOOK &I #l

INREA Ansible, NIfEFA ipa host-add S 1E IdM REIEENFZE, HEVRIMNE 1AM
HERZ IAM FEENENIRS. BT Ansible #&#iF idempotence, ZE{fF Ansible 1
FENRMNE 1AM, 1RSI0 — /l\playbook FFENBRETE LN present: state:
present,

SoRFM
o KANE |dM FIE S B,
o MBEEET Ansible #HIT RLLUHEUTEK :
o f&fEM Ansible RA 214 SEBARA,
o fRBE1E Ansible %25 £ &4 T ansible-freeipa ¥4,

o RIRETE ~/MyPlaybooks/ BExF, EEMIETHA IdM RS 2B LR EE A (FQDN)
B Ansible ;& #3044,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

e BiIrTTR (X2HT ansible-freeipa BRI TTR) =& IdM B —8849, EEN 1AM & im. AR
FEREIA,

1. BIB—ANERS, 0 inventory.file, FIEZXX 4 E X ipaserver :

[ipaserver]
server.idm.example.com

2. 8 — Ansible playbook X, HAb@ESEEMEMN IdM iy se2BREEHZ (FQDN), EfF
Ansible playbook &8N EHEKMENERL, BIEEVNEFET IIMF, FEH
update_password {{fRF on_create, &7 random: true 70 force: true £, glﬁj'ftﬂibﬁ
%, & LLE %l /usr/share/doc/ansible-freeipa/README-host.md Markdown X455 &

MM HIETR

- name: Ensure hosts with random password
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Hosts host01.idm.example.com and host02.idm.example.com present with random
passwords
ipahost:
ipaadmin_password: "{{ ipaadmin_password }}"
hosts:
- name: host01.idm.example.com
random: true
force: true
- name: host02.idm.example.com
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random: true
force: true
register: ipahost

3. 1247 playbook :

$ ansible-playbook --vault-password-file=password_file -v -i

path_to_inventory_directory/inventory.file path_to_playbooks_directory/ensure-hosts-

are-present.yml

[--]

TASK [Hosts host01.idm.example.com and host02.idm.example.com present with random

passwords]

changed: [r8server.idm.example.com] => {"changed": true, "host":

{"host01.idm.example.com": {"randompassword": "OHolRvjUdHOYcbfeuYdWTxH"},

"host02.idm.example.com": {"randompassword": "5VdLgr{3wvojmACdHC3uA3s"}}}
ZEARBNN. —REBBOTP)RENERE N 1AM B K, 1HSMH £/ Ansible
playbook 17 IdM & FimE M BIRAOAT % A —RMERBEREZFin : REARE,

1. BLadmin B B2 &R IEH 1dM fRS5 28 -

$ ssh admin@server.idm.example.com
Password:

2. i ipa host-show @ G HIEEH P — DB
$ ipa host-show host01.idm.example.com
Host name: host01.idm.example.com
Password: True

Keytab: False
Managed by: host01.idm.example.com

HiHEAIA 1dM R 7Z7E hostOlidm.example.com, F AR,

17.4. {8 ANSIBLE PLAYBOOK MR FIEEH % IP #1it8Y IDM EHEKEB

RIBLUTFRE, £ Ansible playbook ffRENFEESMEE(IMFBEE, FVFEETIH 2LBRE
B4 (FQDN)REZ A IP itk 3k 7E S,

5 ipa host S f2F4#ELL, Ansible ipahost IR AT AR ENFEKTFEZ D IPv4
IPv6 H#itlk, ipa host-mod #4555 iA4MER IP itk

SeRFMH
o fRANE IdM B B,

o RBHEIE T Ansible #HIT R LB RBUTEK :
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o

&5 17 & {1/ ANSIBLE PLAYBOOK &I #l

&{5 A Ansible A& 2.14 SKE R ARA,
B TE Ansible #2425 L %% T ansible-freeipa #{4 2.,

T~EIRETE ~/MyPlaybooks/ Bk, EERIETHA |dM RS FHITRIREZ R (FQDN)
B Ansible ;5 .14,

THIEE secret.yml Ansible vault %1% 7 ipaadmin_password.

o B R (XZHMIT ansible-freeipa BRI T =) 2 IdM B —E 2, RIEH 1AM E im R
FHENEIR,

1. BIB—ANERIH, 0 inventory.file, FIEZXX 4 E X ipaserver :

[ipaserver]
server.idm.example.com

2. fl# Ansible playbook 3, f$EHK TLREEH (FQDN) 1§75 ipahost 22 £/ name, F
FHERENH IdM R1E7E, £ ip_address &%, 7£HMHITEIEESZ D IPv4 H IPv6
ip_address B, ERLILFSER, EAILAE HIFH{EK /usr/share/doc/ansible-
freeipa/playbooks/host/host-member-ipaddresses-present.yml X4 HRAl, ELAT LS
BMmES :

3.

N/
P

- name: Host member IP addresses present
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure host101.example.com IP addresses present
ipahost:
ipaadmin_password: "{{ ipaadmin_password }}"
name: host01.idm.example.com
ip_address:
-192.168.0.123
- fe80::20c:29ff:fe02:a1b3
-192.168.0.124
- fe80::20c:29ff:fe02:a1b4
force: true

T playbook :
$ ansible-playbook --vault-password-file=password_file -v -i

path_to_inventory_directory/inventory.file path_to_playbooks_directory/ensure-host-
with-multiple-IP-addreses-is-present.yml|

k

= -

XANTFETE IdM LDAP RSS2 0 ENEE, BRFEEVEME 1AM Kerberos 15, H
e, EATFEVEE N 1AM B, 1F5ES @A Ansible playbook ZZEH I EEE
Fif,
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1. Bladmin B B2 & FIEH 1dM fRS528 -

$ ssh admin@server.idm.example.com
Password:

2. i\ ipa host-show G HIEE EH B

$ ipa host-show host01.idm.example.com
Principal name: host/host01.idm.example.com@I|DM.EXAMPLE.COM
Principal alias: host/host01.idm.example.com@I|DM.EXAMPLE.COM
Password: False
Keytab: False
Managed by: host01.idm.example.com

AN [dM R IE1E hostOlidm.example.com,

3. BLE IdM DNS il kB EEEENHNZ A IP #htk, 155iA ipa dnsrecord-show 5 15 7E
UTFER:

o [dM AR
o IHMEFR

$ ipa dnsrecord-show idm.example.com host01

[--]
Record name: host01
A record: 192.168.0.123, 192.168.0.124
AAAA record: fe80::20c:29ff:fe02:a1b3, fe80::20c:29ff:fe02:a1b4

HiHHAIA playbook FIEERIFRA IPv4 #1 IPv6 il # 25 hostOlidm.example.com EH5 8
IEHREL,

17.5. {5/ ANSIBLE PLAYBOOK #{®i% & IDM £#15%&E

REBLUTFRE, £ Ansible playbook ffR EHFBEEE D EE(AM)BREFTE,

FoRFEMH

e |dM B FEIUE

g
1. BIB—ANERI, 0 inventory.file, FIEZXX 4 E X ipaserver :

[ipaserver]
server.idm.example.com

2. B Ansible playbook 3 #, EHEEREFEET IdM FNEHMSELREESE (FQDN), NE
1R 1M 5 T DNS, 15{# A updatedns: true j£M DNS m il & E HLEM BB K BRI
K

ERLL SR, EaLLEHIFE /usr/share/doc/ansible-freeipa/playbooks/host/delete-
host.yml 344 FREY 7RI -
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- name: Host absent
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Host host01.idm.example.com absent
ipahost:
ipaadmin_password: "{{ ipaadmin_password }}"
name: host01.idm.example.com
updatedns: true
state: absent

17 playbook :

path_to_inventory_directory/inventory.file path_to_playbooks_directory/ensure-host-

LY
$ ansible-playbook --vault-password-file=password_file -v -i
absent.yml

2 3

XNTREE

cak

e |dM Kerberos A& B E.
o |dMLDAP RS ZBHFAEFEIEENSRE,
EMEFIHENAREHHRRGERSHIEE IIM BLB, MNRFAREIRS TR

(SSSD), EIEE ik 24T ipa-client-install --uninstall &%, FEIEIES I EHZ 1dM
&I,

1. X admin A/ &1 &3k ipaserver :

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

2. 7R hostOlidm.example.com FIfE & :

$ ipa host-show host01.idm.example.com
ipa: ERROR: host01.idm.example.com: host not found

HiHABIA 1AM RARFTEIZEN,

17.6. Eftb 5IR
e 15574 /usr/share/doc/ansible-freeipa/README-host.md Markdown 34,

e %EZ 7 /usr/share/doc/ansible-freeipa/playbooks/host B kI H & playbook,
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25 18 == {#FH ANSIBLE PLAYBOOK EIE X #14H,

BTHRELSEX FHEE(IM)FENLBES, HEM Ansible EHITH R FHEE(dM)h ENAHBIER
&, H&H

o [dM HEEHH

o MHRFIE 1AM EMA

o AR IdM ENAHRFIEEN,

o HREIIM EHA

o TR IdM ENARFER SRR
o AR 1AM ENAREEEN,

o MR IdM ENARBHRENENA

o R 1AM EHAHFEREKAEESR

18.1. IDM ey EHAH
IdM WA T BT ED RS ESEERES, BHIE 0T,

FHAHBTE L

FHNAHR O E—HERBAUIFEHHN A E MR dM ENBIERE, Hla0, EBRILUAREARERT. ¥
AL E K IR B SRR E L EMAH,

ldM B ENH T A DIE -
e |dM ARZ5 2N /i
o Hfth1dM EHA
GBI ENA
BIAERT, 1AM RSGSERNAE IdM RSB ENMAIZE T4 ipaservers,

18 R FI e 2H B S
ldM RBYEEMRAE R FEEMEHERA « HENAE B BENH ARG, EHH B BIFTE K

WAL ENE A BYEER 5.
18.2. {#FH ANSIBLE PLAYBOOK #{Z771E IDM E#H1H
RIBLUTFRE, £ Ansible playbook f{R7E ENAEE SR EE(AM)HEE,

INR% A Ansible, NIfEFA ipa hostgroup-add &5 7E IdM BB ENHEEH., FENH
AINE] 1AM ML5RZ 1dM REEENARE. BT Ansible filiFE S, EFEM Ansible
ENAERME 1AM, BB — playbook, HAFFENHEMIRSTE XN present:

- state: present,

166
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SoRFM
o TANE |dM FIE S,
o WBEE T Ansible #HIT RLUHEUTEK :
o I&fEM Ansible RA 214 SEBIRA,
o fRBETE Ansible %85 £ Z&4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BExF, EEQIETHA IdM RS 2B LR EE A (FQDN)
B Ansible ;5. XX 14,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa #HHRHT =) 2 IdM B —E 2, RIEN 1AM E im. R
FHENEIR,

1 BIE—NMEESME, 0 inventory.file, FEMBR 1AM AR5 2RFIFKRE L ipaserver :

[ipaserver]
server.idm.example.com

2. FEBENENHESR, 02 Ansible playbook X, flil, ZEEMREFEESL N databases BE
¥l4H, T7E - ipahostgroup £ H#5E name: databases, Efi{LIt ST, EAILE #IFHER
/usr/share/doc/ansible-freeipa/playbooks/user/ensure-hostgroup-is-present.yml 3 {4/ #y
i,

- name: Playbook to handle hostgroups
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
# Ensure host-group databases is present
- ipahostgroup:
ipaadmin_password: "{{ ipaadmin_password }}"
name: databases
state: present

1E playbook H, state: present RRIFEHARINE IdM BOIEXK, BRIFZENEERBESEFE
3. J&17 playbook :
$ ansible-playbook --vault-password-file=password_file -v -i

path_to_inventory_directory/inventory.file path_to_playbooks_directory/ensure-
hostgroup-is-present.yml

1. LLadmin P &9 &5k ipaserver :
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$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

2. 77 admin 1E3K— Kerberos ticket :

$ kinit admin
Password for admin@I|DM.EXAMPLE.COM:

3. BRE IdM REENENANER, LUK :

$ ipa hostgroup-show databases
Host-group: databases

IdM F7E7E databases T #H14H,

18.3. ffA{R{E FH ANSIBLE PLAYBOOK 1 IDM F#HAHFFEEN
RIBLUTRRE, £ Ansible playbook F{R EHLE B A EE(AM)FREIENHAREFE,

SeRFM
o TANE |dM FIE S B,
o MBEE T Ansible #HIT RLUKEMUTEK :
o fEfEM Ansible fRA 214 SEBIRA,
o fRBETE Ansible ##I25 £Z&4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BExF, EEQIETHA IdM RS 2R LREE A (FQDN)
B Ansible ;5 .1,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o Bir R (XZHIT ansible-freeipa R T =) 2 IdM B —E 2, RIEH 1AM Eim R
FHENEIR,

o |dM REBFEMLESIHNEN. FIEFESHFER Ansible playbook BRIFTE IdM EHEE .

e &M Ansible playbook X#/8| A ENAHERMNE 1AM A, FEIBEFSHABERER Ansible
playbook #{% |dM EHHEFTE,

1 BIE—NEESE, 0 inventory.file, FEMBR 1AM AR5 2:FIZKRE U ipaserver :

[ipaserver]
server.idm.example.com
2. FAMKENENESR, BIE Ansible playbook X, {#F ipahostgroup Z=Z#) name 5%, 1§
EEHHNET., # M ipahostgroup ZZEH host ZHIEEENEH. ERMLLSE, ETUE
#ll FH{EX /usr/share/doc/ansible-freeipa/playbooks/hostgroup/ensure-hosts-and-
hostgroups-are-present-in-hostgroup.yml X {4 #97= 45 :
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- name: Playbook to handle hostgroups
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
# Ensure host-group databases is present
- ipahostgroup:
ipaadmin_password: "{{ ipaadmin_password }}"
name: databases
host:
- db.idm.example.com
action: member

Lt playbook ¥ db.idm.example.com EHLRINE] databases £#141, action: member 175X

1E playbook 1217, ARZ AN databases HAZ, #Hxk, REHSF db.idm.example.com
IR BUEHE,

3. J&17 playbook :
$ ansible-playbook --vault-password-file=password_file -v -i

path_to_inventory_directory/inventory.file path_to_playbooks_directory/ensure-hosts-
or-hostgroups-are-present-in-hostgroup.yml

1. M admin A/ &1 &3k ipaserver :

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

2. 7 admin 153K — Kerberos ticket :

$ kinit admin
Password for admin@IDM.EXAMPLE.COM:

3. BRFENANERUEEEFHEEWLEEM

$ ipa hostgroup-show databases
Host-group: databases
Member hosts: db.idm.example.com

db.idm.example.com EHE R databases EHAMIM T,

18.4. {1 FH ANSIBLE PLAYBOOK #E IDM F#4H
BRIBLUTRE, A Ansible playbook f{R EREN ENHEZ R EE(AM) ENAPRFIE,

FoRFMH

o IENE |dM BIE M B,
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170

REEE T Ansible #2517 RLUHRBLATEX :
o {&fEF Ansible liiA& 2.14 SKERIRA,
o fRB1E Ansible ##I25 £ &L T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BxF, EEQIETHA IdM RS 2B LR EEZ(FQDN)
B Ansible ;5 .14,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o Bir R (XZHIT ansible-freeipa R T =) 2 IdM B —E 2, RIEH 1AM E im. R

S BREIA,

IdM R EFTEEM Ansible playbook X5 ENAH, FHIBEIFSHBRFER Ansible
playbook #{% |dM EHHEFE,

. BIB—/NEE X, 0 inventory.file, FHEABT IAM BRF5ERFIKE X ipaserver :

server.idm.example.com

I [ipaserver]

. FERAVENENHERER, A1 Ansible playbook X, NIAFRIRENENMAE A FEFTENAH B

# : 7E Ansible playbook B - ipahostgroup Z =/ £ name 18 E X N4H B HIE&FF. EHA
hostgroup 215 EHREENAH A NEM, EEECHLSIE, ETUEHIFHER
/usr/share/doc/ansible-freeipa/playbooks/hostgroup/ensure-hosts-and-hostgroups-are-
present-in-hostgroup.yml X {4 F #9745 :

- name: Playbook to handle hostgroups
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
# Ensure hosts and hostgroups are present in existing databases hostgroup
- ipahostgroup:
ipaadmin_password: "{{ ipaadmin_password }}"
name: databases
hostgroup:
- mysql-server
- oracle-server
action: member

Lt Ansible playbook ff3fR7E databases EH4HAFE myqsl-server 1 oracle-server E#l
“H, action: member 1T&RRTE playbook iz1THf, A& HF databases HAFFHMNE IdM,

3. J&17 playbook :

$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file path_to_playbooks_directory/ensure-hosts-
or-hostgroups-are-present-in-hostgroup.yml|
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1. M admin A/ &1 &3k ipaserver :

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

2. 77 admin 153K — Kerberos ticket :

$ kinit admin
Password for admin@IDM.EXAMPLE.COM:

3. BERAXEFEEREINHNENANER :
$ ipa hostgroup-show databases
Host-group: databases

Member hosts: db.idm.example.com
Member host-groups: mysql-server, oracle-server

mysql-server ] oracle-server EH4H7F1E T databases E#HlHH,

18.5. {38 ANSIBLE PLAYBOOK 1T IDM FHlAHHPEEK A EIESE
LUF R T R E R Ansible playbook 7E IdM EMAIEHHFFIER I EE LR,

SoRFM
o TANE |dM HIE G B,
o MBEE T Ansible #HIT RLLUHEMUTEK :
o EfEM Ansible RA 214 SEBIRA,
o fRB1E Ansible %85 £ &4E T ansible-freeipa ¥4,

o RIRETE ~/MyPlaybooks/ BExF, EEQIETHA IdM RS 2B LR EE A (FQDN)
B Ansible ;5 .14,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

e BiIrTR (XZ2HT ansible-freeipa EHRHTTR) =2 IdM B —8849, EEHN 1AM B iR AR
FEaFEIAR,

o BMYUHMBAEZERNMNMAEERNENHENAEHNEH, URCEESENENHNEH.

1. BIB—ANERIH, 0 inventory.file, FIEZXX 4 E X ipaserver :

[ipaserver]
server.idm.example.com

2. FEANENENMENHKAEERE R UE— Ansible playbook 3T :
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- name: Playbook to handle host group membership management
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure member manager user example_member is present for group_name
ipahostgroup:
ipaadmin_password: "{{ ipaadmin_password }}"
name: group_name
membermanager_user: example_member

- name: Ensure member manager group project_admins is present for group_name
ipahostgroup:
ipaadmin_password: "{{ ipaadmin_password }}"
name: group_name
membermanager_group: project_admins

3. 1217 playbook :

path_to_inventory_directory/inventory.file path_to_playbooks_directory/add-member-

i
$ ansible-playbook --vault-password-file=password_file -v -i
managers-host-groups.yml

FuEA IR

IR ET LUEF ipa group-show #4381k group_name A2 G &5 example_member Fproject_admins

ENRABIEE :
1. LIEE G &5{5& < ipaserver :

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

2. fRE X testhostgroup BIER :
ipaserver]$ ipa hostgroup-show group_name
Host-group: group_name
Member hosts: server.idm.example.com
Member host-groups: testhostgroup2

Membership managed by groups: project_admins
Membership managed by users: example_member

HbBTR
e %% 4 ipa hostgroup-add-member-manager --help.

e %S5[ ipa man page,

18.6. {1/ ANSIBLE PLAYBOOK #f{% IDM EAHAHPEE EH
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BIRLITRAE, £ Ansible playbook #BR ENAHFMENAEF D EE(dIM)FFEFTE,

FTRFH

o IANE |dM BIE B,

o RBHEIE T Ansible #HIT R LUHRBUTEK :

o

o

&4 A Ansible A& 2.14 SKE = ARA,
B TE Ansible #2425 L %4% T ansible-freeipa #{4 2.,

TEIRETE ~/MyPlaybooks/ B, BRI THA |dM RFS5IFHITRIRE R (FQDN)
B Ansible ;5 .14,

THIEE secret.yml Ansible vault %% 7 ipaadmin_password.

o B R (XZHIT ansible-freeipa R T =) Z IdM B —E 2, RIEH 1AM E/ im. R
FHENEIR,

o |dM HEBEEMLESIANEN. HFIEESHFER Ansible playbook H{R1FTE IdM EHZEE .

o |dM HFEFETEEM Ansible playbook X#ABIFBIENAH, FHIEIFSHBRER Ansible
playbook #{% |dM EHHEFTE,

Pt =

1. g

—/NEEXE, f0inventory.file, FHEAB IdM BRF5ERFIFKE X ipaserver :

[ipaserver]
server.idm.example.com

2. BIBEAVENENMENESE EM Ansible playbook X4, {#FF ipahostgroup ZF£#) name
S, BEINHNEH, £ ipahostgroup ZFE2M host SHIEEEMEREREET ENHAH
BHEN BT, BECLSE, LIS HE FHIEXR /usr/share/doc/ansible-
freeipa/playbooks/hostgroup/ensure-hosts-and-hostgroups-are-absent-in-hostgroup.ymi
XA AR

- name: Playbook to handle hostgroups
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
# Ensure host-group databases is absent
- ipahostgroup:
ipaadmin_password: "{{ ipaadmin_password }}"
name: databases
host:
- db.idm.example.com
action: member
state: absent

Lt playbook & db.idm.example.com E#1;%EFEF databases EH|4AH, action: member
1TRRTE playbook i21TH, AERZHMIFR databases A&,
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3. 1547 playbook :
$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file path_to_playbooks_directory/ensure-hosts-
or-hostgroups-are-absent-in-hostgroup.yml|

1. M admin A/ &1 &3k ipaserver :

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

2. 77 admin 153K — Kerberos ticket :

$ kinit admin
Password for admin@IDM.EXAMPLE.COM:

3. BERENARELSHNENNER :
$ ipa hostgroup-show databases

Host-group: databases
Member host-groups: mysql-server, oracle-server

1E databases E#HHHFFTE db.idm.example.com E#l,

18.7. {1/ ANSIBLE PLAYBOOK #3{% IDM EHAHZ B #HREMENH
RIBLUTRRE, £ Ansible playbook ffifR3 B A ENEMNBREN ENAHES D EE(IM)BREFE,

FoRFM
o TANE |dM B S,
o MBEE T Ansible #HIT RLUKEUTEK :
o fERfEM Ansible RA 214 SEBARA,
o fRBE1E Ansible %85 £ &4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ B, EEQIETHA IdM RS 2R LR EE A (FQDN)
B Ansible ;5. XX 14,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o BiIr R (XZHIT ansible-freeipa R T =) Z IdM B —E 2, RIEH 1AM E im. R
FHENEIR,

o |dM HFERFETEEM Ansible playbook XA BIFBIENAH, FHIEIFSHBRFER Ansible
playbook #{% |dM EHHEFTE,

s}
e
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1 BIE—NMEESME, 0 inventory.file, FEMBR 1AM AR5 2RFIFKRE L ipaserver :

[ipaserver]
server.idm.example.com

2. FEMKENENHER, B/ Ansible playbook X, 7E - ipahostgroup Z° £ H & name Z°
ESRENBENALEN LT, FH hostgroup TEIEEHREENHAMWEN, BEWEIILSE, 1.’31_11«1
S #F1&K /usr/share/doc/ansible-freeipa/playbooks/hostgroup/ensure-hosts-and-
hostgroups-are-absent-in-hostgroup.yml 44 F R

- name: Playbook to handle hostgroups
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
# Ensure hosts and hostgroups are absent in existing databases hostgroup
- ipahostgroup:
ipaadmin_password: "{{ ipaadmin_password }}"
name: databases
hostgroup:
- mysql-server
- oracle-server
action: member
state: absent

Itt playbook #f8#& mysql-server #1 oracle-server £ %G F/E T databases T4

/1, action: member 7&7R, 7E playbook i21TH, FAEZIHIBEM IdM kR databases ZH
&,

3. 1547 playbook :
$ ansible-playbook --vault-password-file=password_file -v -i

path_to_inventory_directory/inventory.file path_to_playbooks_directory/ensure-hosts-
or-hostgroups-are-absent-in-hostgroup.yml

1. LLadmin P &9 &5k ipaserver :

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

2. 77 admin 153K — Kerberos ticket :

$ kinit admin
Password for admin@I|DM.EXAMPLE.COM:
3. BR DBREFVAHANENHNER :

$ ipa hostgroup-show databases
Host-group: databases
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HiHiA, S E8 databases EH4HA% HE mysql-server # oracle-server &= EH14H.

18.8. {8 F§ ANSIBLE PLAYBOOK #fa{£% %A IDM E4#4H
RIBLUTFRE, £ Ansible playbook ffR EHAEH D EE(IM)FAREE,

INER% A Ansible, N{#EF ipa hostgroup-del €35 M IdM IR ENHZE, M IdM

MR ENEBERZ 1AM FERD EHARRE. BHTF Ansible &I F idempotence, HE
f#/ Ansible M 1dM FHBRENAHE, E2HOIE—1 playbook, BYFENARKEE LH
absent: state: absent,

SeRF M
o (RANE IdM BE R ED,
o WBEEE T Ansible #HIT RLLUHEMUTEK :
o MR Ansible fRA 2.14 HESRAE.
o fRB1E Ansible %85 £ &4E T ansible-freeipa ¥4,

o RIRETE ~/MyPlaybooks/ BExF, EEQIETHA IdM RS 2B LR EEZ(FQDN)
B Ansible ;5. XX 14,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o BiIrR (XZHMIT ansible-freeipa R T =) 2 IdM B —E 2, RIEH 1AM E im. R
FHENEIR,

i =
1 BIE—ANEESME, 0 inventory.file, FEMBR 1AM AR5 2RFIKRE L ipaserver :

[ipaserver]
server.idm.example.com

2. FALNENENARFEE, 02 Ansible playbook X, ERLLLZ I, EaI LIS FIFHENR
/usr/share/doc/ansible-freeipa/playbooks/user/ensure-hostgroup-is-absent.yml 32 {4 #1897~
i,

- name: Playbook to handle hostgroups
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- Ensure host-group databases is absent
ipahostgroup:
ipaadmin_password: "{{ ipaadmin_password }}"
name: databases
state: absent
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Ith playbook #8{# IdM FRi% A databases E#14H, state: absent FRM IdM FRffIBR EHL A ATE
K, BRIEE MR,

3. J&17 playbook :

$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file path_to_playbooks_directory/ensure-
hostgroup-is-absent.yml

1. L admin A &1 &3k ipaserver :

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

2. 7 admin 153K — Kerberos ticket :

$ kinit admin
Password for admin@I|DM.EXAMPLE.COM:

3. BRIERERIEMENAEHNER -

&2
$ ipa hostgroup-show databases
ipa: ERROR: databases: host group not found

IdM FATETE databases £ H14H,

18.9. {#FH ANSIBLE PLAYBOOK ffi{% IDM X HlHA B K L E e
LUF R T R E R Ansible playbook 7E IdM EHAIEH AP EFIER I EE LR,

SeRFM
o (RAE IdM BE LD,
o WBEEE T Ansible #HIT RLUHEUTEK :
o MRfEF Ansible fR7A 2.14 HESRAE.
o fRBTE Ansible %85 £ &4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BxF, EEMIETHA IdM RS 2B LR EE A (FQDN)
B Ansible ;5 .14,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o BiIrT R (XZHIT ansible-freeipa R T =) 2 IdM B —E 2, RIEH 1AM E im. R
FHENEIR,

o BB EEFNRNEEEMRIA KA HNET, UKRElTFEENENHAM,

AR
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1 DIE—NEHCH, t0inventory.file, FEZXX M E X ipaserver :

[ipaserver]
server.idm.example.com

2. FEANENENMENAKAEERE R EE— Ansible playbook 3T :

- name: Playbook to handle host group membership management
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure member manager host and host group members are absent for
group_name
ipahostgroup:
ipaadmin_password: "{{ ipaadmin_password }}"
name: group_name
membermanager_user: example_member
membermanager_group: project_admins
action: member
state: absent

3. J&17 playbook :
$ ansible-playbook --vault-password-file=password_file -v -i

path_to_inventory_directory/inventory.file path_to_playbooks_directory/ensure-
member-managers-host-groups-are-absent.yml|

ETANR 27
& A LUE A ipa group-show s3G54 IE group_name AR EE example_member = project_admins {F
NI EEE

LIEE 51 517 &K< El ipaserver :
$ ssh admin@server.idm.example.com

Password:
[admin@server /]$

2. fRE X testhostgroup IER :
ipaserver]$ ipa hostgroup-show group_name
Host-group: group_name

Member hosts: server.idm.example.com
Member host-groups: testhostgroup2

Heth BTR
e 5% 7 ipa hostgroup-add-member-manager --help.

e 55 ipa man page,
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%519 2 ¥ X IDM B 5HEEE

2519 & E X IDM B 1L 5B
AREFIWLH T Identity Management (IdM) ZiEEEEE, LR 0@ {#E A Ansible playbook 7E IdM ARZSINETHY 25
T 5REg,
19.1. + 2 2 BH I ERES
MG R 2RI IH BB —HMIN, B30, password KBS T LUE X R/NBIEKEMRABIEEME
Hi, ZULRBEMBIRRAE A SUIILBRBKNETLE, FEERREBEUHRIEESRMG. X, BHE
B& 78 B FRE 3 A L TLANYE F A P B i B R
19.2. IDM HEY % i SRS

BB Identity Management (IdM) B 7%} IdM Kerberos BT B IEMRER AR, BREBEEE LT
XL |dM A PRI AT R I E K

==
|dM BTSRRI E)Z LDAP Bkrhi% &, 1B Kerberos B9 & Hily (KDC) i EIHITER RS
R,

BRIREMSE T IR LAE IdM F7E R SRR R 1.
& 19.1. BHRIEEY

Bt 4 Bl

Max lifetime BIGIE W E B RS 2 518 A i K [A] max lifetime =180
(AR ML) . BRIAES 90 X,
RAAZEE 180 XREM. ZE, |dM =i
HAER, WMREBMIH O, MBI KIEAR ~RAE®RE,

ST HE,
Min lifetime PN B B SRR 2 (B b7 2285 B SR JE f Min Life =1

A (LU B4L)
AARERENGE, WiIeAELERF1/DM

e B EHEREL,
History size RENCHFEBHHE, AATEESEMF History size = O
RAEBEBILFPNEN, BES
FIAREERIBZE, EXMIERT, BEDRICENE, AP

AUES # A2 ATREm L.,
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Bt 4 Bl

Character classes A% E SR ERANAEF RN FRE=0

HE, FREN:
FEMBARECN 0, BERREHT, 15FE

* KREFRF FA --minclasses £z 1T ipa
pwpolicy-mod %4,

*INEFRF
HEBHLRTHEEZ £,

e

RTRTR, MES(). AR ES()
* HAth UTF-8 F5F

LD FROESFERA=RIES RN,
FHZFEREE—, B0 -

*Secret1 &3 MNFERFE : KB, NE,
b2l

* Secret1 11 EH24MFRHE KB, »©
B, BFUREEFER 18 a -1
Min length B PRN&ED TR Min length = 8

MRXET EEEMBGREEET, g AP TRERST 8 PFRIEM.

BHRNMERN 6 M EF.
Max failures IdM B %E B ik P Bl S VPRI R I B SR B B Max failures = 6
%R
LR PEL 7 R T EIRN R
B, 1dM SBiE Bk
Failure reset TEXNAERRIE |dM EiE Y e R MUE k2 Failure reset interval = 60
interval REL (AR R EAL)
IR A 7 Max failures & X B9& 5%
R B R BGER 108, BRI LLE
/kﬂi MASIER ik - 8 E B9 X
B T LS ] 1£ Max failures #& X B9 & K Z1 KM Lockout duration = 600
REUE, B BERIESE] (AR R
£ . BiEKFBEFTE 10 DR T EET,

BF

MRE—HAERRG AT RETREEREII RIS, NFFRERN IREFBNER
Fs. *ﬁ‘?&%ﬁ%qﬂ%ﬁﬁﬁﬁﬁﬁﬁﬁ%{mw HSEMIRERN BRI LEFRFER?

19.3. {@F ANSIBLE PLAYBOOK 7T IDM FR{F1E 2315 SR AR
REBLUFRAE, A Ansible playbook R B LRIEE SR EE (M) EFTE
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%519 2 ¥ X IDM B 5HEEE

£ |dM HBIRIA global_policy B3 5REgH, BIGHFRFALNBERE N 0. HHRICFARNMITEN
Oo

SERRIE S, LUE Ansible playbook 7 IdM 2H 5 HIH04T 5 5 KB BR 1D SR BR

Y IREETY |dM HE LB EREE. fETEE N AP E LR RS,

SeRF M
o MBEE T Ansible #HIT RLLUHEMUTEK :
o MR Ansible fRA 2.14 HE S RAE.
o fRBETE Ansible ##I85 £Z&4E T ansible-freeipa ¥4,

o RIRETE ~/MyPlaybooks/ BxF, EEQIETHA IdM RS 2B LR EE A (FQDN)
B Ansible ;5 .14,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa R T =) 2 IdM B —E 2, RIEH 1AM E/ im R
FHENEIR,

o TENE |dM BIE B,

o IFTEHAR IdM REERHRIEHZA,

1 BIE—NEESME, 0 inventory.file, F1E [ipaserver] £33 #7E X IdM BR552589 FQDN :

[ipaserver]
server.idm.example.com

2. I3 Ansible playbook X #, LAE LIEEMRMBILRI, ERLETSE, HEHIFHE
X /usr/share/doc/ansible-freeipa/playbooks/pwpolicy/pwpolicy_present.yml X {4 HH7R
B

- name: Tests
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure presence of pwpolicy for group ops
ipapwpolicy:
ipaadmin_password: "{{ ipaadmin_password }}"
name: ops
minlife: 7
maxlife: 49
history: 5
priority: 1
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lockouttime: 300
minlength: 8
minclasses: 4
maxfail: 3
failinterval: 5

BRENLZEESUHIFE, FSHRMERIEEN,

3. J&17 playbook :

path_to_inventory_directory/inventory.file

i
$ ansible-playbook --vault-password-file=password_file -v -i
path_to_playbooks_directory /new_pwpolicy_present.yml

RE R {E A Ansible playbook fafR IdM H7Z1E ops HRIE % 2REE,

BF

ops BRI EIGNE N 1, T global_policy B HEME A XEM KM, HLL, ops
RIES B EHE ops 2HAY global_policy, FIZElsaHIHIT,

LB N AR BEAHEREE, global_policy T &MEK, FHEKIZAKMETHE
B,

Hith BTR
e %55 /usr/share/doc/ansible-freeipa/ B 5k #) README-pwpolicy.md {4,

o ES[H MRS ILEN,

19.4. IDM AR BB hn 25 5 SR BR 1L 1

ENEMEIR (dM) BEG, ERLLE TS BET libpwquality ThEESEAIZIS 25 15 SRR 1A TSR 18 i BRI B
HEXK, FABIEIYERIGIETELE

--maxrepeat

BEFBEEPERELFRNE KT ESH.
--maxsequence

BEFBEEPAFFHRFEINERKE, LEFEIMREIS 12345 5 fedeb, LhRBEHE LB F @
--dictcheck

RIS, NREFRLRESFHPIEIELE (RSN . Bal, libpwquality 8
cracklib FEHITFEHGE,

--usercheck

RIETE, FREBHEEUEMEXEEAI G, ATRETENR. ERERTLTFINFRNA
F%O

BB FIA BT SRBGE TN B AR, WRENA T EMAMINET, dM 2 B304 --minlength
I (BEHARNRDFRE) KEN 6 MNFH.
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%519 2 ¥ X IDM B 5HEEE

£ RHEL 7. RHEL 8 #1 RHEL 9 AR5 #HIESIMERH, R BETEIE RHEL 8.4 KB
MR A L2 1THIAR 55 25 s il SCHE A A O BRI SRR X B . SIRA A &R E IdM B i, 1dM
EFiHS7E RHEL 83 SiEBIRAAIZITH IdM RS EBRATBIE, NRABE N ENH
IR ERFTESWN B, NRFRITHN—, ENERSHZHANFEHZE RHEL 8.4

KR FTAIAR A

Lfth BER -
o AN BRIDEIEN AE 1dM 4H

\

o pwquality(3) man page

19.5. G E th & 15 SR B E T N A 2l IDM 2H

RBLTREESMER(IM) PR BN ERIGRIG LT, XNREED T8 BRmEEEAas
R FHENAF 2 URBEASEN DL EERNFEREIE5E managers ZHR BT ERES,

SeRFH
o &RLLIM BEAFHE K.
® managers AFETF IdM H,

e |dM H7F7E managers B1E KL,

1. R &KEERN BE managers A P EIIFRE TR ¢

I $ ipa pwpolicy-mod --usercheck=True managers

ﬁ o
Y MR ZBEERMLRBRN, NRERIMILL global_policy.
2. 7£ manager BiSRIEH, HERESFRUOKABERE N 2

I $ ipa pwpolicy-mod --maxrepeat=2 managers

WEAEZEE 2 MU LESERNFRNEN, fI0, eR873mUINMYJIQ HAERTAIERH,
Eheaa=1=%am 1,

1. NN test_user BIMIKFE /T

$ ipa user-add test_user
First name: test
Last name: user
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Added user "test_user"

2. 1% test A ARINE) managers 4 :
a. 7£ IdM Web Ul #1, s Identity —» Groups — User Groups.
b. /= managers,
c. = Add,
d. 7£ Add users to user group 'managers' TITEH, # test_user,
e. mii > &L HE B E Prospect ive FlH,
f. = Add,
3. EENHAANEY :
a. 1A Identity - Users,
b. Hii test_user,
c. £ Actions 5/, Hif; Reset Password,
d. %A R B B R,
4. EHFITH, Zilh test_user FKEX Kerberos ZEH F ZHE (TGT) :
I $ kinit test_user
a. FAIE BB,
b. RGBT ENE. MIALEZMA 4 test_user FET :
Password expired. You must change it now.
Enter new password:
Enter it again:
Password change rejected: Password not changed.

Unspecified password quality failure while trying to change password.
Please try again.

Kerberos Z AR IR BILRIERE, ERLEBRT, BRERMAEMREHN
BATAIR A,

c. REVBRIEHANBHEBELS, MASEEE=AHIS MERFREN

Password change rejected: Password not changed.
Unspecified password quality failure while trying to change password.
Please try again.
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Enter new password:
Enter it again:

d. RTEBHIEH ANBRILEIELE, HIAHE managers BSHRIEREHBH
Password change rejected: Password not changed.
Unspecified password quality failure while trying to change password.

Please try again.

Enter new password:
Enter it again:

5. AEIKIM TGT:

$ klist

Ticket cache: KCM:0:33945

Default principal: test_user@I|DM.EXAMPLE.COM
Valid starting Expires Service principal

07/07/2021 12:44:44 07/08/2021 12:44:44
krbtgt@I|DM.EXAMPLE.COM®@IDM.EXAMPLE.COM

managers 3 RBEINFERT LN managers B9 - IE&E TIE,

Hith 5w
o |dM FREYKIS B i BRI

19.6. {8/ ANSIBLE PLAYBOOK #4489 % 5 SR B& 2 N A 2l IDM 2H
fZ R LAE R Ansible playbook N FFIABIZE IS SREEIET, LAANSEAETE IdM HREISRIBER, Mk, &9
LAf# FH maxrepeat. maxsequence. dictcheck #1 usercheck Z i ZRB&IEI, X BIHER T W0l h
managers HIXFBELUTEX :

e AAMIFBHAIERFNNAEF 4,

o BMILAEARIEM ML LERNFR.

o BEHNEMBFFHFINFEDT 3 NFRH. IERERITERI 1234 3 abed X FIIEIE
5,

SeRFMH
o WBEEE T Ansible #HIT RLLUHEMUTEK :
o MR Ansible fR7A 2.14 HESRAE.
o fRB1E Ansible %85 £ &L T ansible-freeipa ¥4,

o {KBETE ~/MyPlaybooks/ B3RO T — A |dM BRS5 2RHIT LR E 154 (FQDN)HY
Ansible j& 3014,

o fRBEYF ipaadmin_password 7Zfi#7E secret.yml Ansible vault #,
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o IFTEHAR IdM REERHRIEHZA,

i =
1. fll# Ansible playbook X4 manager_pwpolicy_presentyml, UE VEERFHEEENERILER
B, BRI, BEEHFHFERUTRA
- name: Tests
hosts: ipaserver
vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure presence of usercheck and maxrepeat pwpolicy for group managers
ipapwpolicy:
ipaadmin_password: "{{ ipaadmin_password }}"
name: managers
usercheck: True
maxrepeat: 2
maxsequence: 3
2. J&17 playbook :
$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file
path_to_playbooks_directory_/manager_pwpolicy present.yml

1. %IN4H test_user B /&

$ ipa user-add test_user
First name: test
Last name: user

Added user "test_user"

2. 1% test AP ARINE) managers 4 :

a. 7£ 1dM Web Ul /1, = Identity -» Groups — User Groups.

b. &= managers,

c. = Add,

d. 7 Add users to user group 'managers' TITEH, & test_user,
e. mili > &L HE B E Prospect ive FlH,

f. = Add,

3. EEMARA 8B
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%519 2 ¥ X IDM B 5HEEE

i A Identity - Users,
. B test_user,
. 1€ Actions ¥ ¥/, Hif Reset Password,

R NGVl sl i TN

4. EHFITH, Zilh test_user FKEX Kerberos ZEH FZEHE (TGT) -

I $ kinit test_user

a. HIAImbr &,

b.

ZEBHMERIEREE, MIAEERF 4 test_user WHS :

Password expired. You must change it now.

Enter new password:

Enter it again:

Password change rejected: Password not changed.

Unspecified password quality failure while trying to change password.
Please try again.

Kerberos Z ARAIBFEIRBINRIERE, ERLEBERT, BRERMEMRIEH
BAAIR A,

c. REVBRIEMANBHEREL, MAGEEE=AHIS MERFRIEN

Password change rejected: Password not changed.
Unspecified password quality failure while trying to change password.
Please try again.

Enter new password:
Enter it again:

d. REVBRIEHARNBBERELS, MA-—TEEET 3N FRNAFAFRFNNEN, RF

F B RBIEIE 1234 # fedc :

Password change rejected: Password not changed.
Unspecified password quality failure while trying to change password.
Please try again.

Enter new password:
Enter it again:

e. RELBRNIEH ANBEILHIEL, WA E managers B RIS SKEHER -

Password change rejected: Password not changed.
Unspecified password quality failure while trying to change password.
Please try again.
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Enter new password:
Enter it again:

5. WILERE BT TGT, XIREEMABREMEELI T
$ klist
Ticket cache: KCM:0:33945
Default principal: test_user@I|DM.EXAMPLE.COM
Valid starting Expires Service principal
07/07/2021 12:44:44 07/08/2021 12:44:44
krbtgt@IDM.EXAMPLE.COM@IDM.EXAMPLE.COM

Hth B
o |dM HBYEIS B 5 SRS
e /usr/share/doc/ansible-freeipa/README-pwpolicy.md

e /usr/share/doc/ansible-freeipa/playbooks/pwpolicy
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& 20%= 5y IDM E i LAY IDM A S SUDO a1 EE

520 %= 7y IDM &g B IDM B F1%% SUDO 574X R
THRAEXESMHEEDIRTH sudo HINIRMEZE R,

20.1. IDM Z i _E B SUDO i [0 R

RSB A AIST sudo ViR, LRI root BAHUTEE Y root AFREBHEELS, HEit,
L EEHITEE N root B RBNEEGSH, Mi1SELGSTEER sudo, HABLE, Hi&
root Fi /7 —HEHUAT B4, B4% sudo BSENF— B (INERERSIES) HAT, Ea

sudo MNIEZE RunAs #4.

#N5R Red Hat Enterprise Linux (RHEL) 8 E#L3EMH Identity Management (IdM) & i, EAILUEE
sudo FNISEE LHFLE |dM B A AT EATE EH LTI a4

o Kihf /etc/sudoers X4

o EHhfE IdM &
BT LERSSITRE(CLNH IdM Web Ul 7 IdM £ /7613 central sudo #EMI,
LA UE B A L 2RSS N ARFfMIZED (GSSAPI) 4 sudo BBEB R B FMHIIE, X2ETF UNIX
B VE RSV R FNSSIE Kerberos BRSHIARM A R, MBI LUEA pam_sss_gss.so ARG IEEIR (PAM)
it SSSD ARZ5 A GSSAPI &p55iE, FfvrA @it BMH Kerberos E#EM sudo o7 H D%
ik,
HbBR

o FHHH B sudo VilAl,

20.2. {§F CLI [/ IDM & i £ IDM B #%F SUDO 15 [A] A fR

1£ Identity Management (IdM) A, #EBTLURHREE 5B sudo i[AARIZFHEE IdM EH LR IdM BB P
K. B4, &I sudodd, REHN—IHZIaHAIE sudo H,

B0, SeRGX AN FRLLEIE idm_user_reboot sudo #U, 7 idm_user 1k 7 #%F1E idmclient #l25 L1z
17 /usr/sbin/reboot &5 5 HIF R,

FRFH
o LlIdM EE G HHRER.

o M IdM FRAIE T idm_user BIRTIKS, Fal R QIR B RAEBIKS, BXMER CLI
ANINET 1AM BB, ESAERGSITARINE S,

o idmclient EH &G ARMA idm_user, idm_user i RFIFEAH /etc/passwd ST,

pi% &2
1. FREX Kerberos Z#E{E 7 |dM admin,

I [root@idmclient ~]# kinit admin

2. 7£ sudo MY IdM UEZE RN /usr/sbin/reboot 54 :

189


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/configuring_basic_system_settings/managing-sudo-access_configuring-basic-system-settings
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/managing_idm_users_groups_hosts_and_access_control_rules/managing-user-accounts-using-the-command-line_managing-users-groups-hosts#adding-users-using-the-command-line_managing-idm-users-using-the-command-line

Red Hat Enterprise Linux 9 {1 Ansible ZEMNER SHER

[root@idmclient ~]# ipa sudocmd-add /usr/sbin/reboot

Added Sudo Command "/usr/sbin/reboot"

Sudo Command: /usr/sbin/reboot
3. fllE#% 7 idm_user_reboot B sudo ¥ :

[root@idmclient ~]# ipa sudorule-add idm_user_reboot

Added Sudo Rule "idm_user_reboot"

Rule name: idm_user_reboot
Enabled: TRUE

4. 1% idm_user_reboot #|ARI0 /usr/sbin/reboot 6p % :

[root@idmclient ~]# ipa sudorule-add-allow-command idm_user_reboot --sudocmds
'/ust/sbin/reboot’

Rule name: idm_user_reboot

Enabled: TRUE

Sudo Allow Commands: /usr/sbin/reboot

Number of members added 1

5. ¥4 idm_user_reboot #NIN A El IdM idmclient 4 :

[root@idmclient ~]# ipa sudorule-add-host idm_user_reboot --hosts
idmclient.idm.example.com

Rule name: idm_user_reboot

Enabled: TRUE

Hosts: idmclient.idm.example.com

Sudo Allow Commands: /usr/sbin/reboot

Number of members added 1

6. 7E idm_user_reboot ¥ FZAIN idm_user K :

[root@idmclient ~]# ipa sudorule-add-user idm_user_reboot --users idm_user
Rule name: idm_user_reboot

Enabled: TRUE

Users: idm_user

Hosts: idmclient.idm.example.com

Sudo Allow Commands: /ust/sbin/reboot

Number of members added 1

7. (|I%) F X idm_user_reboot #LNAIEMIE :

a. B X sudo M FFIaBE MBS [H], EEA A --setattr sudonotbefore=DATE i 1iiH) ipa
sudorule-mod sudo_rule_name %45, DATE {E/E1E yyyymmddHHMMSSZ #£3, LA
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WohEAL, B0, ZE8F idm_user_reboot NI EYHE MERRI FF#AHT B35 2025 %12 B 31 H
12:34:00, iEHIA :

[root@idmclient ~]# ipa sudorule-mod idm_user_reboot --setattr
sudonotbefore=20251231123400Z

b. BE Y sudo MINI{Z - BREARIETE], 5{#EFE --setattr sudonotafter=DATE £, fi#0 : &
1F idm_user_reboot I HEHYE, LT [R11% 7 2026 & 12 B 31 B 12:34:00, iEHiA :

[root@idmclient ~]# ipa sudorule-mod idm_user_reboot --setattr
sudonotafter=20261231123400Z

TR MBR S5 25 1% BRI R - Ui T BE R B 1L 9 BT [A],

1. BLidm_user 1Kk B2 &% idmclient £41,

2. ERAVF idm_user TKFH4THY sudo HLI,

[idm_user@idmclient ~]$ sudo -I
Matching Defaults entries for idm_user on idmclient:
lvisiblepw, always_set_home, match_group_by_gid, always_query_group_plugin,
env_reset, env_keep="COLORS DISPLAY HOSTNAME HISTSIZE KDEDIR
LS_COLORS",
env_keep+="MAIL PS1 PS2 QTDIR USERNAME LANG LC_ADDRESS LC_CTYPE",
env_keep+="LC_COLLATE LC_IDENTIFICATION LC_MEASUREMENT
LC_MESSAGES",
env_keep+="LC_MONETARY LC_NAME LC_NUMERIC LC_PAPER LC_TELEPHONE",
env_keep+="LC_TIME LC_ALL LANGUAGE LINGUAS _XKB_CHARSET XAUTHORITY
KRB5CCNAME",
secure_path=/sbin\:/bin\:/usr/sbin\:/usr/bin

User idm_user may run the following commands on idmclient:
(root) /usr/sbin/reboot

3. f£F sudo EF SN EN. FERTHEHA idm_user BEL :

[idm_user@idmclient ~]$ sudo /usr/sbin/reboot
[sudo] password for idm_user:

20.3. {# M CLI 7£ IDM & /i 1% % SUDO i/i[7] AD A ' BILER

SMEE(IM)RAER A AT LUER IdM B ESRED AR, EF ENB5 . sudo AN, UKk
X 1dM R B9 EAhiZEl, 1dM AR T FHBREIXT 1dM 18 5HRBI U5 RIAER,

BT LU ARSI B SR (AD) A7 # AD 21 inZl 1dM B éEd, BMENIX—=R :
1. 5 AD B4 RIE FEPOSIX AER IdM 4H,

2. J$3IE POSIX #ER IdM HFANE IdM POSIX AR,
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RIE, IBALLESEIE POSIX HRPREEIE AD B HIMR, Blan, EALUAREE IdM EHL LB 1dM
POSIX B F IR T E S8 sudo i[RI R,

= -

AT LU AD A A AR GLARINED IdM A ERZE A, B R P AAEERIE—D AD 185
o, ALIEEMHN Windows F P iE SRR,

BE

AE X IdM 89 SUDO #IER AD BB ID B=. AD B ID BERARFKR AD B
B POSIX B, MAZAD BF&EE,

R LU ID BEARIMNVAKA. B2, EREEAILIHEEEE IdM API FE IdM BR, &
ID BERINVAHRBKGUEET RE POSIX IR, HIETEFMERT sudo HEFEHNH
Vi[RI HI (HBAC) ML AR B9 B F

B LL TR R2 032 ad_users_reboot sudo #1/l], & administrator@ad-domain.com AD FA /%% 7E
idmclient IdM E#1_E£iZ4T /usr/sbin/reboot fe HHINNR, HiBEE N root A {78, administrator@ad-
domain.com 2 ad_users_external 3 POSIX 2HB9A% 51, Bl ad_users POSIX ZHHIRN 51,

FoRFH

e Z3XB 7 |dM admin KerberosZE#E% T ZHE(TGT),
e |dM 15 #1 ad-domain.com AD 1g[E| U EEMEE B F1E.

e idmclient E#l L% B A administrator Ik : administrator P& B 54 /etc/passwd
ST,

AR
1. {8 administrator@ad-domain X 51 0|2 &S ad_users_external 2H# ad_users 4H :

a. A : 1E AD B H OB SR N AH SR EER |dM B9 AD B, ERILMER %A AD 4,
FISETSINE 1dM SRR R4 A,

b. fl# ad_users_external H, FFiBidHN --external TR RE ST ESEE |dM LA IR

ad_users_external --external

Added group "ad_users_external"

Group name: ad_users_external
Description: AD users external map

A
‘ [root@ipaserver ~J# ipa group-add --desc='AD users external map'

BRI FEEAERE R — N EH global 5 universal 4H5EFHMIAD 24,
W SEDE LM SXEAPRTE LB, BIEn, FoiEE R Domain users 5k
Domain admins AD 44, R NEASEEZ domain local.,
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c. fIE ad_users A :

[root@ipaserver ~J# ipa group-add --desc="AD users' ad_users

Added group "ad_users"

Group name: ad_users
Description: AD users
GID: 129600004

d. ¥ administrator@ad-domain.com AD A E N AAERAK TR INE!I ad_users_external # :

[root@ipaserver ~J# ipa group-add-member ad_users_external --external
"administrator@ad-domain.com"”
[member user]:
[member group]:
Group name: ad_users_external
Description: AD users external map
External member: S-1-5-21-3655990580-1375374850-1633065477-513

Number of members added 1

AD A LR EZFIRG], 20 DOMAIN\user_name =X user_name@DOMAIN, %X
&, AD B #%BrgtEIE 8 AD SID, BEFEER TR AD 4,

e. ¥ ad_users_external ¥E 4 5175 I0%E ad_users :

[root@ipaserver ~J# ipa group-add-member ad_users --groups ad_users_external
Group name: ad_users
Description: AD users
GID: 129600004
Member groups: ad_users_external

Number of members added 1

2. & ad_users B G135 FHURE, LATE idmclient E41_E3Z1T /usr/sbin/reboot :

a. 7£ sudo M IdM EUEZEH RN /usr/sbin/reboot 4 :

[root@idmclient ~]# ipa sudocmd-add /usr/sbin/reboot

Added Sudo Command "/usr/sbin/reboot"

Sudo Command: /usr/sbin/reboot

b. fJ&—/ 4% ad_users_reboot B sudo Fl :

[root@idmclient ~]# ipa sudorule-add ad_users_reboot

Added Sudo Rule "ad_users_reboot"

Rule name: ad_users_reboot
Enabled: True
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c. [ ad_users_reboot #IA 740 /usr/sbin/reboot 45 :

[root@idmclient ~]# ipa sudorule-add-allow-command ad_users_reboot --sudocmds
'lusr/sbin/reboot’

Rule name: ad_users_reboot

Enabled: True

Sudo Allow Commands: /usr/sbin/reboot

Number of members added 1

d. Y% ad_users_reboot #iMI S FAZE IdM idmclient 4 :

[root@idmclient ~]# ipa sudorule-add-host ad_users_reboot --hosts
idmclient.idm.example.com

Rule name: ad_users_reboot

Enabled: True

Hosts: idmclient.idm.example.com

Sudo Allow Commands: /usr/sbin/reboot

Number of members added 1

e. ¥ ad_users 2L INE] ad_users_reboot I :

[root@idmclient ~]# ipa sudorule-add-user ad_users_reboot --groups ad_users
Rule name: ad_users_reboot

Enabled: TRUE

User Groups: ad_users

Hosts: idmclient.idm.example.com

Sudo Allow Commands: /usr/sbin/reboot

Number of members added 1

Gk

?%é IS E MRS 88 (LB RIE IR P R BB L4 B A,

1. LL administrator@ad-domain.com 15 & X E| idmclient £#l, ©= ad_users ZH8[E]#ZEK

p=

$ ssh administrator@ad-domain.com@ipaclient
Password:

2. B4, &~ administrator@ad-domain.com 715478 sudo 6% :

Matching Defaults entries for administrator@ad-domain.com on idmclient:
lvisiblepw, always_set_home, match_group_by_gid, always_query_group_plugin,

71
[administrator@ad-domain.com@idmclient ~]$ sudo -I
env_reset, env_keep="COLORS DISPLAY HOSTNAME HISTSIZE KDEDIR
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LS_COLORS",
env_keep+="MAIL PS1 PS2 QTDIR USERNAME LANG LC_ADDRESS LC_CTYPE",
env_keep+="LC_COLLATE LC_IDENTIFICATION LC_MEASUREMENT
LC_MESSAGES",
env_keep+="LC_MONETARY LC_NAME LC_NUMERIC LC_PAPER LC_TELEPHONE",
env_keep+="LC_TIME LC_ALL LANGUAGE LINGUAS _XKB_CHARSET XAUTHORITY
KRB5CCNAME",
secure_path=/sbin\:/bin\:/usr/sbin\:/usr/bin

User administrator@ad-domain.com may run the following commands on idmclient:
(root) /usr/sbin/reboot

3. {EF sudo EF N EMN. RARF A administrator@ad-domain.com FIZ1S :

[administrator@ad-domain.com@idmclient ~]$ sudo /usr/sbin/reboot
[sudo] password for administrator@ad-domain.com:

HiBR
o ENBFAIMEMNEESA
o [RMEEMBFIEFNAFMAZEE SUDO M

20.4. {#F IDM WEB Ul [a IDM & Fix E#) IDM B 125 SUDO i/ [A AR

1£ Identity Management (IdM) /, #EBTLURHREE 5B sudo ViFARIZF R E IdM EH LR IdM BB -
WH, &%, &ilsudo %, REHN—1HZNHHUIE sudo #NI,

SERX L B LLAIE idm_user_reboot sudo #lIJ, 75 idm_user k7% F7E idmclient it &4 L2417
/ust/sbin/reboot 5 HIFL IR,

FRFM
e LlIdM EEGHHRER.

o BB IIMHAE T idm_user BIRAFIKS, Fh@id A QBB RMEHIKS, BXERGS
TRERNINGR |dM B B9EE, ESEERaSITRIA .

e idmclient £H &G ARMA idm_user. idm_user /7 KFIEXRM /etc/passwd X,

p% &2
1. 7£ sudo 5 H IdM BUEZEA RN /usr/sbin/reboot fp 4 :

a. 5%l Policy » Sudo » Sudo Commands,
b. TG LAK Add, LATFH Add sudo fpRXiHHE,

c. MiNIEFER B {EH sudo TR : /usr/sbin/reboot,
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20.1. %10 1dM sudo %

Add sudo command x

Sudo Command * fusrishin/reboot

Description

* Required field

Add || Add and Add Another | | Add and Edit || Cancel

d. Rifi Add,
2. [FAEHH sudo MmH B OIE—1 sudo M AF idm_user E/F idmclient #1283 :
a. %l Policy » Sudo — Sudo rules,
b. Bifia LA Add, LAFTF Add sudo LMK EHE,
c. i sudo FNEILZH : idm_user_reboot,
d. = Add and Edit,
e. BERF :
i. 7 Who B89/, s ER AP M4 H kiR,

ii. 7£ User category the rule applies toF/NT7H, = Add $TFF Add users into sudo rule
"idm_user_reboot" X iEHE,

iii. 7£ Available 2 Add users into sudo rule "idm_user_reboot"*[iE{ER, %#F
idm_user, F{EE#Z Prospective 1=,

iv. mifi Add,
f. IBEEM :
i. £ Access this host Zi, EHIEER Hosts and Groups H.17E3%H,

ii. 7£ Host category this rule applies to F/NTif, s Add $TF Add hosts into sudo rule
"idm_user_reboot" X iEHE,

ii. £ Available FlH1#) Add hosts to sudo rule "idm_user_reboot" ¥ 1E{EH, 1EH
idmclient.idm.example.com £, FHIFE#E Prospective 51,

iv. ;=i Add,
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g HEERS

i. £ Run Commands —T7# Command category the rule applies toF/NTid, %%
Specified Commands and Groups %%,

ii. 7£ Sudo Allow Commands F 7/, 5 Add LLFTFH Add allow sudo commands into
sudo rule "idm_user_reboot" X 1HHE,

ii. £ Available %##) Add allow sudo commands into sudo rule "idm_user_reboot"%f
iEHER, AR /usr/sbin/reboot £1%1E, FHIFEFEI Prospective 1,

iv. = Add 3 R[E % idm_sudo_reboot T,

20.2. =0 1dM sudo FL

Who

User category the rule applies to: O Anyone (@ Specified Users and Groups
0 users External @Delete +Add
O | idm_user
[ user Groups @Delete +Add

Access this host

Host category the rule applies to: O Any Host @ Specified Hosts and Groups
O Hosts External @Delete #Add

O | idmdientidm.example.com

() Host Groups @Delete +Add

Run Commands

Command category the rule applies to: O Any Command @ Specified Commands and Groups.

Allow

() Sudo Allow Commands @Delete #Add
O | rusrisbin/reboot

() sudo Allow Command Groups @Delete +Add

h. HfiZ EAM Save,
BRI R B

% E,E
- TR MBR S5 25 1% BRI R Ui T BE R B L9 BT [A],

1. LLidm_user A/ 514 % 3k idmclient,

2. £ sudo EF/EsNiTEN. ERANHIA idm_user BIEHS :

$ sudo /usr/sbin/reboot
[sudo] password for idm_user:

INRIEMEE T sudo F, HEBFEE.

20.5. 7£ CLI L4 suDO #|, LAMEN IDM B Fim LIRSS K FizaiTie 5

Tj_:IdM iR, EEILUMER RunAs alias BR & sudo HLI], LUMELLS — MBS H1921T sudo o5, Bl
mn, g E—NMEEHIBEN AN 1AM B, BEELUSIZN AN AR K 2T R,
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FER L RAEM ST LEOESR D run_third-party-app_report #9 sudo #11I, LA idm_user 7 LA
idmclient E41L thirdpartyapp AR 551k #9 5171217 /opt/third-party-app/bin/report 543,

SeRFMH

LlldM B F R &R,

BB IdM FEIR T idm_user BIRAIKS, F@iL AP QBB RERBIKS, BXRMER CLI
ANINER |dM B A B9IErE, IESEERaSITRIA .

idmclient £41 L% & ARHH idm_user. idm_user F /7 RKFIEXRM /etc/passwd XA,
B —1%&7h third-party-app ¥ B E XN FATEFR&7E idmcelient 41 L.
third-party-app 1/ FAf2F#report 3 45 Z245 1T /opt/third-party-app/bin/report Bk,

REIE T —1 47 thirdpartyapp BIAMARSSIK -, 5 third-party-app N B FHTH
A

Mo

FREX Kerberos Z4E/EH IdM admin,
I [root@idmclient ~]# kinit admin
¥ /opt/third-party-app/bin/report fpRINZE sudo fpHHY IdM HIRE :

[root@idmclient ~]# ipa sudocmd-add /opt/third-party-app/bin/report

Added Sudo Command "/opt/third-party-app/bin/report"

Sudo Command: /opt/third-party-app/bin/report
B —1% % run_third-party-app_report # sudo 11 :

[root@idmclient ~]# ipa sudorule-add run_third-party-app_report

Added Sudo Rule "run_third-party-app_report"

Rule name: run_third-party-app_report
Enabled: TRUE

4. {§F --users=<user> %%} sudorule-add-runasuser 48515 E RunAs - -

198

[root@idmclient ~]# ipa sudorule-add-runasuser run_third-party-app_report --
users=thirdpartyapp

Rule name: run_third-party-app_report

Enabled: TRUE

RunAs External User: thirdpartyapp

Number of members added 1

B (SfER --groups=* 1ETIIEE BI2H) TR IdM BIAERFEF, NARARSSIK - sEEh B &
A, AENHEIRIM % B,
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5. ¥ /opt/third-party-app/bin/report #5557 10Z! run_third-party-app_report #iLIH :

[root@idmclient ~]# ipa sudorule-add-allow-command run_third-party-app_report --
sudocmds '/opt/third-party-app/bin/report’

Rule name: run_third-party-app_report

Enabled: TRUE

Sudo Allow Commands: /opt/third-party-app/bin/report

RunAs External User: thirdpartyapp

Number of members added 1

6. ¥ run_third- party-app_report #JI5 A ZEl IdM idmclient 4 :

[root@idmclient ~]# ipa sudorule-add-host run_third-party-app_report --hosts
idmclient.idm.example.com

Rule name: run_third-party-app_report

Enabled: TRUE

Hosts: idmclient.idm.example.com

Sudo Allow Commands: /opt/third-party-app/bin/report

RunAs External User: thirdpartyapp

Number of members added 1

7. %% idm_user 17 7 I0E run_third- party-app_report #L0I& :

[root@idmclient ~]# ipa sudorule-add-user run_third-party-app_report --users idm_user
Rule name: run_third-party-app_report

Enabled: TRUE

Users: idm_user

Hosts: idmclient.idm.example.com

Sudo Allow Commands: /opt/third-party-app/bin/report

RunAs External User: thirdpartyapp

Number of members added 1

ﬁ -
Y TR MBR S5 25 (X BRI E - i vl BB R B L9 BT [A],

1. LLidm_user 1k 7 51983 idmclient E41.
2. M ETH sudo FLM :

a. TR idm_user ik 7 HATHI sudo NI,

Matching Defaults entries for idm_user@idm.example.com on idmclient:
lvisiblepw, always_set_home, match_group_by_gid, always_query_group_plugin,
env_reset, env_keep="COLORS DISPLAY HOSTNAME HISTSIZE KDEDIR

[idm_user@idmclient ~]$ sudo -I
LS_COLORS",

199



Red Hat Enterprise Linux 9 {1 Ansible ZEMNER SHER

env_keep+="MAIL PS1 PS2 QTDIR USERNAME LANG LC_ADDRESS LC_CTYPE",

env_keep+="LC_COLLATE LC_IDENTIFICATION LC_MEASUREMENT
LC_MESSAGES",

env_keep+="LC_MONETARY LC_NAME LC_NUMERIC LC_PAPER
LC_TELEPHONE",

env_keep+="LC_TIME LC_ALL LANGUAGE LINGUAS _XKB_CHARSET
XAUTHORITY KRB5CCNAME",

secure_path=/sbin\:/bin\:/usr/sbin\:/usr/bin

User idm_user@idm.example.com may run the following commands on idmclient:
(thirdpartyapp) /opt/third-party-app/bin/report

b. Y7 thirdpartyapp AR5k, iZ1T report e,
[idm_user@idmclient ~]$ sudo -u thirdpartyapp /opt/third-party-app/bin/report
[sudo] password for idm_user@idm.example.com:

Executing report...
Report successful.

20.6. 7 IDM WEB Ul A fil|Z—4 SUDO #l, 1ZHNI7E IDM & s _E LIRR
FE B 21T S

£ 1dM H, BRI LUERS RunAs alias ECiE sudo AL, LUMELLS—D AP A R19i217 sudo 8%, fl
o, EERE-—NREREEN AN IdM B, SREEUSIZN AN MEERARSIK S IZITRS,

A L RBITE IdM Web Ul B —N %5 run_third-party-app_report 9 sudo #1011, LLFiF
idm_user LA idmclient 41 L thirdpartyapp iR 550k =89 5 121217 /opt/third-party-app/bin/report

B,
FRFM
e LlIdM EEGHHRER.

o BB IMHAE T idm_user BRI, FhBid oy A QIR E G RAIKS . BXER CL
ANINER |dM B B9IErE, ESEERaSITRIA .

e idmclient £H &G ARMA idm_user, idm_user /7 KFIEARM /etc/passwd XA,
o B —1%N third-party-app BB E LN FAERFZEIE idmclient 4L,
e third-party-app . FAf2FHreport ip 5 & 451E /opt/third-party-app/bin/report Bk H,

o MBEAIRT — %N thirdpartyapp BIAMARSSIK ', &4 third-party-app N FRREFHATER

A
Mo

1. 4% /opt/third-party-app/bin/report 5 7 INZE sudo fi5HY IdM FIRE :
a. 5%l Policy » Sudo » Sudo Commands,
b. TG LAK Add, LATF Add sudo fpRXfiHHE,

c. iAf4 : /opt/third-party-app/bin/report.
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Add sudo command b 4

Sudo Command * foptithird-party-app/binire pu}r‘tl

Description

* Required field

Add | | Add and Add Another || Add and Edit | | Cancel

d. =i Add,

2. [EFA%#8Y sudo s 5k B RO sudo F

a. 5%l Policy » Sudo — Sudo rules,

b. A LA Add, LUTF Add sudo BUNIKHEIE,

c. KA sudo #MNIHIZF : run_third-party-app_report.

Add sudo rule b 4

Rule name * run_thiru:l-partj,f-app_repm‘tl

* Required field

Add | | Add and Add Another || Add and Edit | | Cancel

d. = Add and Edit,
e. IBERF :
i. 7 Who E3o 1, g ErI R fIH ki,

ii. 1£ SN RABIMA RG] FEi9, il Add RITH AP REME sudo HLN
"run_third-party-app_report" X[1E1E,

iii. 7£ Available 289 Add users into sudo rule "run_third-party-app_report" % iGHEH,
1765 idm_user, FIEEF#E Prospective 1=,
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Add users into sudo rule 'run_third-party-app_report’ b 4
Filter
Available Prospective
[  uUsers > (] Users
[J | admin | idmuser
<
External
Add || Cancel
iv. mifi Add,

f. IBEEM :
i. £ Access this host Zi, EHIEER Hosts and Groups H.17E3%H,

i. £ RN ARIENER FERo R, Hidi Add RITH SFEHRME sudo HLN
"run_third- third-app_report" X iG1E,

iii. £ Available =#J Add hosts to sudo rule "run_third- party-app_report" %/ 1EHER, %
# idmclient.idm.example.com £E4E, FHIFE#HE Prospective 51,

Add hosts into sudo rule 'run_third-party-app_report’ b 4
Filter
Available Prospective
[J  Hosts > (]  Hosts
[ | client2.idm.example.com [+  idmclientidm.example.com
£
External
Add | | Cancel
iv. |Rii Add,
g EERS

i. ¥ Run Commands —T7# Command category the rule applies toF/NTid, %%
Specified Commands and Groups ¥,

i. 7€ Sudo AAVFMIGS FEO A, Hifi Add EITH FAUM sudo S AHME sudo HLM]
"run_third-app_report" X1E1E,
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iii. £ Available =#J Add allow sudo commands into sudo rule "run_third-party-
app_report" XiEHER, L /opt/third-party-app/bin/report F1FE# | Prospective

o

Add allow sudo commands into sudo rule 'run_third-party-app_report’ b 4
Filter
Available Prospective
[J  Sudo Commands > [ Sudo Commands
[ help & Joptithird-party-app/bin
< freport
Add | | Cancel

iv. ¥ Add LLREIE] run_third-party-app_report 7.
h. 38 RunAs B/ :
i. £ As Whom BB, ik 8BB4 5ok,

i. 7£ RunAs Users FEi9 e, Hi Add LUTH £ RunAs AP AINEI sudo HLN
"run_third-app_report" X1E1E,

iii. 1E ¥F RunAs A ZN% sudo MM "run_third-app_report" % iG#E™, £ External 4E
FEi A thirdpartyapp RZ51K P, FHEEMBE Prospective FlH,

Add RunAs users into sudo rule 'run_third-party-app_report' X

Filter available Users Filter

Available Prospective

(J) | Users > (J  Users

admin
employee

helpdesk

0000

manager

External

thirdpartyapp

Add | Cancel

iv. # Add LLREIE] run_third-party-app_report 7.

i. BdiA AR Save,
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s WIE SIS ) =12
20.3. sudo HI AR

Who

User category the rule applies to: O Anyone @ Specified Users and Groups
[J  Users External i Delete <+ Add
O | idm_user
[J  UserGroups i Delete 4 Add

Access this host

Host category the rule applies to: O AnyHost @ Specified Hosts and Groups

(J  Hosts External i Delete = Add

O | idmclientidm.example.com

[J  Host Groups i Delete < Add

Run Commands

Command category the rule applies to: O Any Command @ Specified Commands and Groups

Allow
[J  Sudo Allow Commands @ Delete <+ Add
O | Jopt/third-party-app/bin/report
[  Sudo Allow Command Groups @ Delete «Add
Deny
[J = Sudo Deny Commands W Delete «Add
[]  Sudo Deny Command Groups i Delete =+ Add
As Whom
RunAs User category the rule applies to: O Anyone (@ Specified Users and Groups
[J = RunAs Users External fiDelete +Add
O | thirdpartyapp True
[(J  Groups of RunAs Users i Delete <4+ Add

RunAs Group category the rule applies to: O Any Group (® Specified Groups

[0  RunAs Groups External H Delete = Add

A=
' JFEMMARSS 2R L HEEIZ P i AT BE R B2 JL 40 BT [,
1. LLidm_user 1k 7 519835 idmclient E41.
2. ErRY sudo AN
a. TR idm_user ik 7 HFTHI sudo NI,

I [idm_user@idmclient ~]$ sudo -I
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Matching Defaults entries for idm_user@idm.example.com on idmclient:

lvisiblepw, always_set_home, match_group_by_gid, always_query_group_plugin,

env_reset, env_keep="COLORS DISPLAY HOSTNAME HISTSIZE KDEDIR
LS COLORS",

env_keep+="MAIL PS1 PS2 QTDIR USERNAME LANG LC_ADDRESS LC_CTYPE",

env_keep+="LC_COLLATE LC_IDENTIFICATION LC_MEASUREMENT
LC_MESSAGES",

env_keep+="LC_MONETARY LC_NAME LC_NUMERIC LC_PAPER
LC_TELEPHONE",

env_keep+="LC_TIME LC_ALL LANGUAGE LINGUAS _XKB_CHARSET
XAUTHORITY KRB5CCNAME",

secure_path=/sbin\:/bin\:/usr/sbin\:/usr/bin

User idm_user@idm.example.com may run the following commands on idmclient:
(thirdpartyapp) /opt/third-party-app/bin/report

b. Y7 thirdpartyapp AR5k, iZ1T report fn %,
[idm_user@idmclient ~]$ sudo -u thirdpartyapp /opt/third-party-app/bin/report
[sudo] password for idm_user@idm.example.com:

Executing report...
Report successful.

20.7. 7£ IDM % /i £ SUDO 5 i GSSAPI &85 1E
LUF R 7@ pam_sss_gss.so PAM & 7E IdM & i L5 sudo #1 sudo -i e B R FBRARE

BRSSN BREFEO(GSSAPH) B SIE, FRAXNEE, |dM B aJLMER B8 Kerberos Z#EX sudo
BEIFITERRIUE,

FRFM

o MBNNAT IAM EHLE IdM B QI T sudo Hilll, EAFIH, EE0E T idm_user_reboot
sudo #], 7y idm_user ik #%F 1 idmclient #1217 /usr/sbin/reboot w3 &HIFLER,

o REE root NREIEX /etc/sssd/sssd.conf X{FF] /etc/pam.d/ B EKHE) PAM Ui,

i =
1. ¥TFF /etc/sssd/sssd.conf EC & S5 :

2. 7£ [domain/<domain_name> | Z3 5 RRIILL T & B,

[domain/<domain_name>]
pam_gssapi_services = sudo, sudo-i

3. 1&1FEFH X1 letc/sssd/sssd.conf 3T{4,

4. EJF SSSD BRFLUEH AR ER L,

I [root@idmclient ~]# systemctl restart sssd

5. MNRMIEIEIZIT RHEL 92 S EShRA :

a. [AIE] FAEMNREESET sssd authselect EiE U4 :

205



Red Hat Enterprise Linux 9 {1 Ansible ZEMNER SHER

# authselect current
Profile ID: sssd

i BREE T sssd authselect B2 & X4,

b. BNR % T sssd authselect EZ & X4, 155 A GSSAPI H9500E ¢

I # authselect enable-feature with-gssapi

c. MFLAEHF sssd authselect BERE U, 1H1EEFEE FH /5 A GSSAPI SR4IIE
I # authselect select sssd with-gssapi
6. IARMEIETEZIT RHEL Q.1 ERIRA :
a. #T7F /etc/pam.d/sudo PAM E2 & XX 4,

. WINTEI%E, #E5 letc/pam.d/sudo X{4HH auth EHHIE—17,

#%PAM-1.0
auth sufficient pam_sss_gss.so
auth include  system-auth

account include  system-auth
password include  system-auth
session include  system-auth

c. BRTFFH XM letc/pam.d/sudo X5

1. LLidm_user fk SR EFEIEN.

[root@idm-client ~]# ssh -l idm_user@idm.example.com localhost
idm_user@idm.example.com's password:

2. WA —NEERFEREES idm_user 1K/,

[idmuser@idmclient ~]$ klist
Ticket cache: KCM:1366201107
Default principal: idm_user@IDM.EXAMPLE.COM

Valid starting Expires Service principal
01/08/2021 09:11:48 01/08/2021 19:11:48

krbtgt/IDM.EXAMPLE.COM@IDM.EXAMPLE.COM
renew until 01/15/2021 09:11:44

3. (&) HD%,WXﬁ idm_user KB Kerberos ik, 1EMIFRIE H I Kerberos ik, FiEK
EHE

[idm_user@idmclient ~]$ kdestroy -A

[idm_user@idmclient ~]$ kinit idm_user@IDM.EXAMPLE.COM
Password for idm_user@idm.example.com:
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4. {1/ sudo EGHEE, MAREERN.

I [idm_user@idmclient ~]$ sudo /usr/sbin/reboot

o [dM Rif FIFRAB GSSAPI 5 H

e fHMA IdM Web Ul, #F sudo 1jlF] IdM & it 1dM B - BIRRR
e {HF CLIM IdM & ik L IdM A 12F sudo 1 [FIFLER

e pam_sss_gss(8) F T

e sssd.conf(5) FA 171

20.8. £ IDM & Fim £ 5 SUDO J5 A GSSAPI &12551E, FoE 6l SC e
KERBEROS &3S UE$gHr

LUFRTER# 7 @:1) pam_sss_gss.so PAM 7T IdM & ik L5 sudo #1 sudo -i s B EFBERARE
BRZSR A2 O (GSSAP) BB I, 1o, R BEMREaLEE S FEEm {18 Kerberos =
BN A 4T S T,

—

B LU IRV NENR, FH SSSD A Efih PAM BRAIMIARSSECE GSSAPI &35k,
Frift—H REI AT ARLEE H Kerberos ZHE _EMIAN T 5 € F 0 K UE 8 Fre9 B F 34715 7],

FoRFMH

o MBNNAT IAM EHLE IdM B QI T sudo Hill, 7EAFIH, EE0E T idm_user_reboot
sudo #], 7y idm_user Bk #%F 1 idmclient #1217 /usr/sbin/reboot w&HIFLER,

e REN idmclient EHEE T Hee £ H P FIL,

o REE root IREIEX /etc/sssd/sssd.conf X{FF] /etc/pam.d/ B KHE PAM 3,

1. $T7F /etc/sssd/sssd.conf ECi&E ST :

2. MLLTFZBERME [domain/<domain_names] &4/,
[domain/<domain_name>]
pam_gssapi_services = sudo, sudo-i
pam_gssapi_indicators_map = sudo:pkinit, sudo-i:pkinit

3. RTFFH XM letc/sssd/sssd.conf ST,

4. EJF SSSD RS UAEARER N,

I [root@idmclient ~]# systemctl restart sssd
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5. #T7F /etc/pam.d/sudo PAM E2i& XX 4,

6. WINTFI%E, 75 letc/pam.d/sudo XHHE auth EHHIE—17,

#%PAM-1.0

auth sufficient pam_sss_gss.so
auth include  system-auth

account include  system-auth
password include  system-auth
session include  system-auth

7. R1EFF X letc/pam.d/sudo X4,
8. 1T7F /etc/pam.d/sudo-i PAM B2 & XX 4,

9. RMMTFFIEKEB, EH letc/pam.d/sudo-i X&) auth R HIZE—1T,

#%PAM-1.0
auth sufficient pam_sss_gss.so
auth include  sudo

account include  sudo

password include  sudo

session optional pam_keyinit.so force revoke
session include  sudo

10. R7EFH X1 /etc/pam.d/sudo-i T4,

1. LLidm_user tk P &REIEN, HEREEFRHTEHEIE

[root@idmclient ~]# ssh -| idm_user@idm.example.com localhost
PIN for smart_card

2. WILE N ERFRA, BE-ITRERTRER.

[idm_user@idmclient ~]$ klist
Ticket cache: KEYRING:persistent:1358900015:krb_cache_TObtNMd
Default principal: idm_user@IDM.EXAMPLE.COM

Valid starting Expires Service principal
02/15/2021 16:29:48 02/16/2021 02:29:48
krbtgt/IDM.EXAMPLE.COM@IDM.EXAMPLE.COM
renew until 02/22/2021 16:29:44

3. BRI idm_user ik 7 HFTHI sudo FNI,

Matching Defaults entries for idmuser on idmclient:
lvisiblepw, always_set_home, match_group_by_gid, always_query_group_plugin,
env_reset, env_keep="COLORS DISPLAY HOSTNAME HISTSIZE KDEDIR
LS_COLORS",
env_keep+="MAIL PS1 PS2 QTDIR USERNAME LANG LC_ADDRESS LC_CTYPE",

[idm_user@idmclient ~]$ sudo -I
env_keep+="LC_COLLATE LC_IDENTIFICATION LC_MEASUREMENT
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LC_MESSAGES",
env_keep+="LC_MONETARY LC_NAME LC_NUMERIC LC_PAPER LC_TELEPHONE",
env_keep+="LC_TIME LC_ALL LANGUAGE LINGUAS _XKB_CHARSET XAUTHORITY
KRB5CCNAME",
secure_path=/sbin\:/bin\:/usr/sbin\:/usr/bin

User idm_user may run the following commands on idmclient:
(root) /usr/sbin/reboot

4. f#/ sudo EGHEE, MAREERN.

I [idm_user@idmclient ~]$ sudo /usr/sbin/reboot

Hith BHiR
® SSSD EIIRFINT PAM ARS589 GSSAPI S A %IE
o [dM Rif FIFRAB GSSAPI 5t H
o WERERIIEBESNEE
e Kerberos INIEIE AT
o {HM IdM Web Ul, ¥ sudo i/iln] IdM & /i £ IdM - BIRR
e fHM CLIMIdM & Fim L8 IdM B F#%F sudo VilRIANER
e pam_sss_gss(8) F 11

e sssd.conf(5) FA 71

20.9. SSSD EIHEFIN PAM BRS5H GSSAPI SRk
IRETLLYT Jetc/sssd/sssd.conf B & {413 I LA LTS HZE SSSD BRSS Y GSSAPI BRiE.

pam_gssapi_services

BINBERT, ZAWH SSSD By GSSAPI Hp501E, e LAFE R LT kIS E — N LES SRR PAM
AR TR, RIFXLEARSEF pam_sss_gss.gss.so PAM 248 GSSAPI SHKIE, BERREZEA
GSSAPI B25381E, FHX ML -

pam_gssapi_indicators_map
XMNETRSERFEMEER(IM)EL, FRXMETFHRF PAM ViR RSB Kerberos B985 1E
§r. EEXTHIMEINJZE <PAM _service>: _<required_authentication_indicator>_,
BTSRRI
o OTP ATMEZREMRKIE
e radius FiF RADIUS &35 1E
e pkinit B F PKINIT, EaekEHIEHFHRIE

e hardened AT 5r{LHIEETS

pam_gssapi_check_upn
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FNBBX AT, FRE RN true, BNREE 7 X%, SSSD IRF[EXRFE %5 Kerberos &ilE
Ihg, RN false, pam_ss_gss.so PAM EHSXTBEW KN B IR S ZE RV E N B H#HITE KK
Fo

~pl

LUF%ETN sudo #1 sudo-i AR5 A Kerberos B1p581E, E3K sudo F B —RIEFEHITEMHEK

ik, AP RAWIE Kerberos EAMLE, HFXLFENMT [pam] EoH, FLIERFAAESE :

[pam]

pam_gssapi_services = sudo, sudo-i
pam_gssapi_indicators_map = sudo:oip
pam_gssapi_check_upn = true

180T LATE S A [domain] SR i B X kT, kEE [pam] SO HFMEALBE,. UTFETNEN
BN BAARREM GSSAPIXE :

% F idm.example.com 1
e 7y sudo #1 sudo -i BR55/5 A GSSAPI S35,
e sudo MNEEIFNHE T HPWILESRS,
e sudo-i N RERMEELFHINIES.

o nlIPCHEL A &0 Kerberos FEA4A.

% F ad.example.com igf
e {0y sudo iR55/5 A GSSAPI &p ik,

o FumfPCECA &AM ER,

[domain/idm.example.com]

pam_gssapi_services = sudo, sudo-i
pam_gssapi_indicators_map = sudo:pkinit, sudo-i:otp
pam_gssapi_check_upn = true

[domain/ad.example.com]
pam_gssapi_services = sudo
pam_gssapi_check_upn = false

Lth BT iR

\

e Kerberos I\IFIERAF

20.10. SUDO By GSSAPI S35 IEtRf=EHER

INRIETTEME R 1dM B9 Kerberos &R sudo ARS51HITH MR, HEAU TSN EHNEEITHRE
BERR.

SeRFMH
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B2 7 sudo BRSS /S T GSSAPI B350k, 1HS 1 7E |dM & w8 sudo 5 F GSSAPI &4
E AT

IREE root IR KB /etc/sssd/sssd.conf X{F] /etc/pam.d/ B R E PAM X4,

IMRIEEBLLTIR, Kerberos RS AIRETTE NE T N BHRS ZRAENTIEFAA :
I Server not found in Kerberos database

EXHERT, SENZEERINE /etc/krb5.conf Kerberos L& X 4+ 89 [domain_realm] £8
o

[idm-user@idm-client ~]$ cat /etc/krb5.conf

[domain_realm]

.example.com = EXAMPLE.COM
example.com = EXAMPLE.COM
server.example.com = EXAMPLE.COM

MREILU TR, WIEEHEEM Kerberos EiiF :
I No Kerberos credentials available
AR T, A kinit TR Kerberos il, si# it SSSD HTHHRIE :

[idm-user@idm-client ~]$ kinit idm-user@IDM.EXAMPLE.COM
Password for idm-user@idm.example.com:

INRIGTE /var/log/sssd/sssd_pam.log HE&EXHHERILLTFEIRZ—, N Kerberos k5 H7]
BRMAFMWAFERTR

User with UPN [<UPN>] was not found.

UPN [<UPN>] does not match target user [<username>].

EXFIERT, ISR SSSD #1THR5IE, HEEZH /etc/sssd/sssd.conf ST HE]
pam_gssapi_check_upn %7 :

[idm-user@idm-client ~]$ cat /etc/sssd/sssd.conf

pam_gssapi_check_upn = false

EEHTHNNIEEERER, A LU pam_sss_gss.so PAM &5 E B H.

o 7£ PAM X (#0 /etc/pam.d/sudo #1 /etc/pam.d/sudo-i ) FFfH pam_sss_g¢gss.so 5B
IR EZRI debug £ :

[root@idm-client ~]# cat /etc/pam.d/sudo
#%PAM-1.0
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auth
auth
account

session

sufficient pam_sss_gss.so debug
include

include
password include
include

system-auth
system-auth
system-auth
system-auth

[root@idm-client ~]# cat /etc/pam.d/sudo-i

#%PAM-1.0

auth sufficient pam_sss_gss.so debug
auth include  sudo

account include  sudo

password include  sudo

session optional pam_keyinit.so force revoke
session include  sudo

o Ziff#f pam_sss_gss.so B ITHMNIIE, HFEFERMEHY., EARGHR, Br&EE

{a] Kerberos £z,

[idm-user@idm-client ~]$ sudo Is -I /etc/sssd/sssd.conf

pam_sss_gss:
pam_sss_gss:
pam_sss_gss:
pam_sss_gss:
pam_sss_gss:
pam_sss_gss:
pam_sss_gss:
pam_sss_gss:
pam_sss_gss:
pam_sss_gss:
pam_sss_gss:
information

pam_sss_gss:
pam_sss_gss:
pam_sss_gss:

Initializing GSSAPI authentication with SSSD

Switching euid from 0 to 1366201107

Trying to establish security context

SSSD User name: idm-user@idm.example.com

User domain: idm.example.com

User principal:

Target name: host@idm.example.com

Using ccache: KCM:

Acquiring credentials, principal name will be derived

Unable to read credentials from [KCM:] [maj:0xd0000, min:0x96c73ac3]
GSSAPI: Unspecified GSS failure. Minor code may provide more

GSSAPI: No credentials cache found
Switching euid from 1366200907 to 0
System error [5]: Input/output error

20.11. £/ ANSIBLE PLAYBOOK 7% IDM &/ ix EB IDM B E&
SUDO i [A] AR

EHHER(IM)F, ERLUARMREE ST sudo V7 [FIHR#EIRF 4445 E 1dM £ LR 1dM A ik

Fo

SERR I RFELUAA{R E T idm_user_reboot BY sudo HIEZETE, ZHANIZF idm_user 7£ idmclient #l25 £
JZ4T /usr/sbin/reboot 5 HIFL IR,

SeRFMH

o RBHEIE T Ansible #HIT mLUHFBUTEK :

o f&{FEH Ansible kA 214 S E = kR4,
o fRBETE Ansible #%I85 EZ&4E T ansible-freeipa ¥4,

o RPHRETE ~/MyPlaybooks/ Bk, EEOIETHA IdM RSS2 LR EEZ(FQDN)
B Ansible J& 8 304,
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H

% 20 % J IDM %" £ IDM F/* % SUDO b/ Hg

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

e ElIA.

Birfim (X247 ansible-freeipa BRI T R) 2 IdM HBI—ES, KM IdM B/ m,. IR

o (BB R IdM HFFTE idm_user 7K, FEIOVAPQIRBHEMEY TS, AXERGST

ﬁﬁ/d\\bﬂ%ﬁ |C|M FHFE’JI«$IEE, i«%;’}%%@?ﬁ . 1;*&?@@"%?1/1\\7][]?@)1'

e idmclient & A A idm_user 1K/, idm_user /7 KFITE idmclient L# /etc/passwd X4

H,

1. BIE—NEHH, 40 inventory.file, FEETE Y ipaservers :

[ipaservers]
server.idm.example.com

2. //J\\j.]u_/\_y;%/l\ SUdO R

a. il — ensure-reboot-sudocmd-is-present.yml Ansible playbook, H#if% sudo
|dM #4B %E R 77 7E /ust/sbin/reboot %, EF LTSI, EAILIEHIFHE
X /usr/share/doc/ansible-freeipa/playbooks/sudocmd/ensure-sudocmd-is-
present.yml X4 HBYRA

- name: Playbook to manage sudo command
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
# Ensure sudo command is present
- ipasudocmd:
ipaadmin_password: "{{ ipaadmin_password }}"
name: /usr/sbin/reboot
state: present

b. 24T playbook :

$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file path_to_playbooks_directory/ensure-
reboot-sudocmd-is-present.yml

3. BIE—15I A& sudo #M :

a. fll#—1 ensure-sudorule-for-idmuser-on-idmclient-is-present.yml Ansible playbook,

T

${FFH sudo B BIHRETE sudo F, sudo FLINAYF idm_user EF/E ) idmclient Al

2. EEEHTIR, ELIEHIFHIEW /usr/share/doc/ansible-
freeipa/playbooks/sudorule/ensure-sudorule-is-present.yml X4 BRI -

- name: Tests
hosts: ipaserver
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vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
# Ensure a sudorule is present granting idm_user the permission to run /usr/sbin/reboot
on idmclient
- ipasudorule:
ipaadmin_password: "{{ ipaadmin_password }}"
name: idm_user_reboot
description: A test sudo rule.
allow_sudocmd: /usr/sbin/reboot
host: idmclient.idm.example.com
user: idm_user
state: present

b. 24T playbook :
$ ansible-playbook -v -i path_to_inventory_directory/inventory.file

path_to_playbooks_directory/ensure-sudorule-for-idmuser-on-idmclient-is-
present.yml

CoANR 2
WITISE idm_user BE5{EF sudo &= idmclient, ENHXETE 1AM RS 28 LA EFIEMER sudo %)u
MEETE idmclient LRAIUTE, 53R, FREEES/LOME, RS LAAMMENRFT T
o
1. LLidm_user A B3 &£ E idmclient,

2. f£F sudo EF ST EN. ERTHEHIA idm_user BWEL :

$ sudo /usr/sbin/reboot
[sudo] password for idm_user:

INREMEE T sudo, NHBF[ESS,

Hi 5w

e 1554 /usr/share/doc/ansible-freeipa/ B % ## README-sudocmd.md , README-
sudocmdgroup.md #1 README-sudorule.md 34,
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55 213 {28 A ANSIBLE PLAYBOOK BIE T EHLH i [ RIHLNILE IDM thiEfE

55 212 TA{R{FF ANSIBLE PLAYBOOK HYE F FE LAY [r]4ze 41 #1
M{E IDM B iF1E

Ansible —1PHBEZNMETR, BFEERS. MEUHMHTIRGEFR. eBFENFHEE(IIMB3E.
TRESHEXRETENNVRRBIER, MUKRIMAEER Ansible LB,

21.1. IDM AR BT M AU [A] 3 H 0

ETF BT (R HI (HBAC) AN TE SCHRLE A3 7 25 A3 7 46 wT LAag it MR 22 AR 55 S5 BR 55 2H Fp BOWIR £2 AR 55 3k 175 [+
REENHENH, FHRFEEA, ERLUER HBAC MINISRSEIMLLT BIF :

o RIS AR E RITBI VTR BRBRF 0 Re 7 A P AH BB
o (LAVFERREMRS KU NIHHERT,

BERT, 1dM 2EA—14% allow_all 9B HBAC MNERER), XEHREESNH - #HATLLBTE
AN IdM BN ERIRS A B ENETER I

fRAI LB S 2RI allow_all #LIIE 0 h 8 B S B9—24H HBAC FL sk ixt AR ENLBD R, S FE4
KA EERO TG FIREEIE, el LS HBAC HUU N BRI P4, ENAESRSE, MARENES. 4
HARSS .

21.2. {5/ ANSIBLE PLAYBOOK %1t IDM H721£ HBAC #1l

REBLITRAE, fEA Ansible playbook FBRETF AU AIHEH (HBAC)MNITE H 12 EE (M) R FTE,

FoRFM
o MBEET Ansible #HIT RLUHEMUTEK :
o fERfEM Ansible RA& 214 SEBIRA,
o fRBTE Ansible %25 £ Z&4E T ansible-freeipa ¥4,

o RPHURETE ~/MyPlaybooks/ Bk, EEOIETHA IdM RSS2 L R EEZ(FQDN)
B Ansible 555304,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o BiIr R (XZHIT ansible-freeipa R T =) 2 IdM B —E 2, RIEH 1AM E/ im R
FHENEIE,

o |[dM HhFEEERT HBAC MR FAF4H, #I151ES M @A Ansible playbook B Fifik
7, LU {8 Ansible playbook #f% IdM HFNZHAK 1127

o RER A HBAC MM ENFEHNELE IAM FIFTE, 1HIBEIESH A Ansible playbook B+
#l, AR A Ansible playbook B2 EH4H .

1. BIB—ANERSH, 0 inventory.file, FIEZXX 4 E X ipaserver :
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[ipaserver]
server.idm.example.com

2. fI]# Ansible playbook X, ZXHE LIRERFEFER HBAC K8, ERECHLSIR, EaLL
S #F{&k /usr/share/doc/ansible-freeipa/playbooks/hbacrule/ensure-hbacrule-allhosts-
present.yml X4 RBYRA

- name: Playbook to handle hbacrules
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
# Ensure idm_user can access client.idm.example.com via the sshd service
- ipahbacrule:
ipaadmin_password: "{{ ipaadmin_password }}"
name: login
user: idm_user
host: client.idm.example.com
hbacsvc:
- sshd
state: present

3. 1547 playbook :
$ ansible-playbook --vault-password-file=password_file -v -i

path_to_inventory_directory/inventory.file path_to_playbooks_directory/ensure-new-
hbacrule-present.yml|

1. UEEAFHERE IdM Web U,

2. 5fin%l Policy » Host-Based-Access-Control » HBAC Test,
3. £ Who &I 1, 1%#F idm_user,

4. 7£ Accessing iEUIFH, 1755 client.idm.example.com,

5. 1f Viaservice BT, 1%# sshd,

6. 1E Rules T+, 17E# login,

7. 1 Run test iETi£H, i Run test &¥l, MREEE ACCESS GRANTED, I HBAC #iMI %
THEEIR,

HithBR

e 1554 /usr/share/doc/ansible-freeipa B3k ##J README-hbacsvc.md , README-
hbacsvcgroup.md #1 README-hbacrule.md 314,

e E& (i /usr/share/doc/ansible-freeipa/playbooks B k) F B & H# playbook.
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55 22 = {#FH ANSIBLE &1 IDM if$
& ] LA#E A ansible-freeipa ipacert =5 SR ER(AM)A A, ENMRSSER. BEKER SSL ik
&, 5 E LU S B BRI,
22.1. {5 ANSIBLE % IDM E#1. ARSI EK SSL k4

& LAfE A ansible-freeipa ipacert =5 N BB EE(AM)BA . ENMARSSE XK SSLIER, RE, ]
A LA R EEAIE A 1dM 4T B 58I,

SRR LLSFE, A Ansible playbook M IdM IEB A HLI(CA)H HTTP BRSS 2815 K —MIEH,

SeRF M
o FEEHITRLE
o MRfEF Ansible fR7A 2.14 HESRAE.
o RBZRE ansible-freeipa 4.

o f&E1E ~/MyPlaybooks/ BXH OB T — N A IdM IR 2HIST LR E & (FQDN)H
Ansible &S,

o fRBEYF ipaadmin_password 7Zfi%7E secret.yml Ansible vault H,

o X IdM BREF—MEME CA,

it =
1 NERAF. ENFRSERIEDERIER(CSR). N, ZEfEMA openssl TEZITIE

clientidm.example.com _£BJ HTTP ARSS &£ — 1 CSR, iEHIA :

# openssl req -new -newkey rsa:2048 -days 365 -nodes -keyout new.key -out new.csr -
subj '/CN=client.idm.example.com,0=IDM.EXAMPLE.COM’

Att, CSR ZEfETE new.csr /i,

2. FEALLTARAIE Ansible playbook X4 request-certificate.yml :

- name: Playbook to request a certificate
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml

tasks:
- name: Request a certificate for a web server
ipacert:
ipaadmin_password: "{{ ipaadmin_password }}"
state: requested
csr: |

MIGYMEwCAQAWGTEXMBUGA1UEAWWOZnJIZWIwY SBydWxIcyEwKjAFBgMrZXADIQBs
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HIiglr4b/XNK+K8QLJKIzfvuNKObuBhLz3LAzZY7QDEgAAMAUGAytIcANBAF40SCbA
5alPukCidnZJdr491G4LBE+URecYXsPknwYb+V+ONnf5ycZHyaFv+jkUBFGFeDgU
SYaXm/gF8cDYjQl=

principal: HTTP/client.idm.example.com
register: cert

FHIEFE K EH: N new.csr B CSR,
3. EKIES :
$ ansible-playbook --vault-password-file=password_file -v -i

<path_to_inventory_directory>/hosts <path_to_playbooks_directory>/request-
certificate.yml

Hith 5w

e ansible-freeipa i docs ARy cert &1L

22.2. {8 ANSIBLE 7y IDM 4. BRSSFE -#0EY SSL uE+H

& ] LA{#E A ansible-freeipa ipacert IS B S A BE(IM)A . ENMRSS XM 1AM 31T SR 50E
B9 SSLEH,

SR ILSRFE, {8 Ansible playbook 7 HTTP BRSS 288 — MIEH, BESEPHRER

"keyCompromise”,

FoRFM
o TEEHITIRLE:
o fEMEM Ansible hRA 214 SERIRA,
o {RE %% ansible-freeipa H{4a,

o {RBETE ~/MyPlaybooks/ Bk OIE T — N A |dM BRS5 2RHIT LR E 154 (FQDN)HY
Ansible ;& XX,

o fRBEYF ipaadmin_password 7Zfi%7E secret.yml Ansible vault #,

o MEBITIERMESIS, Fla@idH A openssl x509 -noout -text -in
<path_to_certificate> @5, 7EAFIF, IEBHFFISH 123456789,

o EBYIdM BBEF —NEME CA,

Y

1. FALLTRALIE Ansible playbook X revoke-certificate.yml :

- name: Playbook to revoke a certificate
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
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tasks:
- name: Revoke a certificate for a web server
ipacert:
ipaadmin_password: "{{ ipaadmin_password }}"
serial_number: 123456789
revocation_reason: "keyCompromise"
state: revoked

2. BUEHIES -
$ ansible-playbook --vault-password-file=password_file -v -i

<path_to_inventory_directory>/hosts <path_to_playbooks_directory>/revoke-
certificate.yml

Hth BHR
e ansible-freeipa i docs AR cert &1L

e RFC 5280 #py FEEAMHY

22.3. {#F ANSIBLE 4 IDM B/, MRS RE SSL ik

&I LAf# A ansible-freeipa ipacert =R kS 2 FIHF M ER (M)A A ENSRS M 1AM #H1T H 0%
TEENEHAY SSL IR,

BREREMWENILS. BURERNERE, flW, EFHERAIRSEERR, B, &
A HEBRE TE®H, #H?&ZE%E&EAEHETWIEJ*, FRLME R L EHMIRE IS,

SERIELSRAR, {8 R Ansible playbook A3EME IdM BIAR SSHIHEB RIIE B A —NIET . XA RBIHR T 40
AR HTTP BRSSROFABRIIE 5 & — NIk,

SeRF M
o TEEEHITRLE
o MRfEF Ansible fRA 2.14 HESRAE.
o KB %% ansible-freeipa &,

o RE1E ~/MyPlaybooks/ ExHAIE T — N A IdM BRF523MIT LR E = E (FQDN)HY
Ansible j& #3014,

o fRBEYF ipaadmin_password 7Zfi%7E secret.yml Ansible vault H,
o KM IdM EREBE —NEKE CA,

° 1EE', SENEPIFETIS, fli@EidH A openssl x509 -noout -text -in path/to/certificate
T EALIH, IEFFHISH 123456789,

it =
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1. ERLLTHALIE Ansible playbook X4 restore-certificate.yml :

- name: Playbook to restore a certificate
hosts: ipaserver
vars_files:
- /home/user_name/MyPlaybooks/secret.yml

tasks:
- name: Restore a certificate for a web service
ipacert:
ipaadmin_password: "{{ ipaadmin_password }}"
serial_number: 123456789
state: released

2. J&17 playbook:
$ ansible-playbook --vault-password-file=password_file -v -i
<path_to_inventory_directory>/hosts <path_to_playbooks_directory>/restore-
certificate.yml
Hith BTIR

e ansible-freeipa i docs AR cert &1L

22.4. { A ANSIBLE &y IDM A, EHFRS 3R SSL IE+

& LAfE A ansible-freeipa ipacert =GN SR ER(IM)A . EHNSKARS A MBI SSL IEF, FHIF
HEMESE T R LEH— P4 H,

SeRFMH
o TEEEHITRLE
o f&{EH Ansible k7 214 HE SR A,
o IRBZRE ansible-freeipa 4.

o RE1E ~/MyPlaybooks/ ExHAIE T — N A IdM BRF523MIT LR E = E (FQDN)HY
nsible & X4,

o fRBEYF ipaadmin_password 7Zfi%7E secret.yml Ansible vault #,

o MBERFBATIEPMFENS, Fla@idHi A openssl x509 -noout -text -in <path_to_certificate>
BS. EARFIF, IEFHMFESISH 123456789, FERFREIMIEFHISIH 2 cert.pem,
ik S

1. ERALLTRALE Ansible playbook XX {# retrieve-certificate.yml :

- name: Playbook to retrieve a certificate and store it locally on the managed node
hosts: ipaserver
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vars_files:
- /home/user_name/MyPlaybooks/secret.yml

tasks:
- name: Retrieve a certificate and save it to file 'cert.pem’
ipacert:
ipaadmin_password: "{{ ipaadmin_password }}"
serial_number: 123456789
certificate_out: cert.pem
state: retrieved

2. FOFRIUET :

$ ansible-playbook --vault-password-file=password_file -v -i
<path_to_inventory_directory>/hosts <path_to_playbooks_directory>/retrieve-
certificate.yml

Hih 5w

e ansible-freeipa i docs AR cert &1L
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2 23 Z IDM 1) VAULTS

AZ PR T Identity Management(IdM)FBIZE, BNETUTEM :

o ERBLE.

¢ 5Svault REKMAEAE,

o [dM FRIRIER £ MR RIHEFIB TR XE vault,

o HETAAMNN IdM e AR AREREM vault,

e vault BRI,

o 7f|dM FREIE vault WERBD,

o REBPMEMNM(KRA), XZTE IdM H{EMA vaults BIFEREMH .

23.1. ERE R

X FHEE—MIBREFFRAEBRBRBEFMED ldentity Management(IdM)R /7, ER—1NE ANTHEE,
BEMEBM vault, ERIZRBEMEREFZERD vault,

vault 2(IdM)FHIRSNME, ATFEM. 1R, HEMIKE secret, secret EREHRNEIE, BER
ISR, (VEBRBIA SRR LA, B0, secret B3E :

o il
® PINs
o #h SSH B4
vault SETDEERAAY, SHNEREEL, vault BEERE T ERFITE—NTED, BB

FHEREENITAER. B2, BrEaLUREEBINE vault, FRERIBERERA P AMERZED
e iy 10 BB R E AR secret,

IdM AR vaults B2 F S HRIEELE, "EEEAE. I 1dM BXBRSHITEH
ik,

ldM FER Eth EE I EE -

o vaults REEM vault FREE LK vault FREZEEEFE N vault RGP 15, A4, |dM Bt
A LA 7] vault,

o MMRAFEARBWHIAPRELE vault, |dM BIEH BTLLAIE vault SR XB VEMAEE,
o AAFFIIRSS BT LAM IdM 18 A3 E M BT R AL 85 7 R AEMETE vault B secret,

o —Mvault REEEE— secret, BlIII—1XX, B, XHEARBALUEE LA secret, W
i3, keytabs SHiE+,
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%5 23 %= IDM iy VAULTS

. Vault fGEATF IdM @45 1T(CLI), TABEM IdM Web Ul {F /.

23.2.VAULT fiE#E. BAFEER
Identity Management(IdM)A K4 LA vault /7258 -

Vault i E#

vault fTEE ZEABHE EEXEREFNAFHARS. HIE0, vault FIAEE R LUED vault BIE MK
ARINETBY vault B 5o
B vault W ELE—IEE, EHALUESIAEE,

Vault B 5
vault B 51 =2 F P 7[R B 55 — AN FE P SRR 55 0 2 RO I A P SRR 55
Vault E# 5
Vault BEEEGAXFIA vaults EERZRHI VI RIARR, F BRI LHITRIA vault #1E,

K FRFIFEX AR B R B B AL ITRY, FNRRIRBI U ARSI (55
Vault 28) . EEAMIHRUTRMY

o AN ARFNIEXT FRZE A secret,

o HUNHERE vault BIGHBHH,

b

vault B 7 2 8% Vault Administrators 1{[R, 7E IdM FREF A ERTIRH (RBAC)H LT3,
TURRE— AT N B F A R BR 4,

Vault B/
vault B AR EKRBIEEMENA N, Vault BF SREREREMSHNHLEAH, W ipa vault-show :

$ ipa vault-show my_vault
Vault name: my_vault
Type: standard
Owner users: user
Vault user: user

BX vault BRERFAF vault BIiFlE, 158 Vault B2,
Hith BTR
o MFAX vault KBS, HSM POER). MFREIFIIEXS FRBvault o

23.3. brAE. KTERFNIEXT #AE
RIEL MR RIEEHEIZ 5], |dM S vaults Si— H LT ZREY .
bRt
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Vault FTEZE N vault B A AT AF AN RIE, MERERBEHEH.
xR

B EARB] secret RN IRBHAITRIT. Vault FREZ MK LI UEMHFRRNE, BEel iR
4 vault B3,

FEX R

BB secret AN TR ASLTRT, AAEAXHIIEEN, FERRIRRZEN, Vault
B RBETFIALEE, M vault FREZE AT LANIT. FRFIKGRILE,

23.4. /., REMEZEE
RIFBAAAFL, 1AM ¥ vaults 2 N JLFRE, TREESEXEMAE, HEENFEANEER.
* 23.1. ZFrAENN 1dM FE

il fed {pd

Uservault FEFAMTHREE AN MR dM BE G YF, EAA - EE L
WE—1N=HZL B vault

Service RS589 % BAIRS MR IdM BE A Y, (EARSER L
vault WE—1M=HZ B vault
H=FE HZM AP HMRSEZE AR vault B vault B2 MR dM BE G, ARSI
Y2 R WE—NHZNA vault, BREIEERL
FELAABY vault B 5 th B B9 2%
BT 215 AR,
23.5.VAULT &2=

vault B R BEFEMES, T&RIIHE T Identity Management (IdM) 1REBIZRIA vault FE.

3% 23.2. IdM N ERIA vault B3

Femy i =[S

APES AP A EES e PR TR P T

R RESBAEES T IR 5 7 AR 45

HERS ATSAAPMRSME  EHEES A RS vault
5

YN SRSOIBE—NILEBEERN, IIM 2B NEBNRE P SIRSCIER RS Sés. MkRE-
HiR%SE, dM 2fiREREERS,

23.6. A& IDM VAULT 8%

A MERU TN ANERGTEESHEER(IdM) vault, T 2& ipa vault-* s BHIFIR, FHERT
Ef1AzE,
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%5 23 %= IDM iy VAULTS

IZ1TIEM ipa vault-* s El, IERBHKRE R (KRA) IEFRAHBREE 1dM HiHH
—NHZPIRSSBR L EBERSHE |dM R EREFIRERI

3 23.3. £K IdM vault S fRE

By E]:y)

ipa help vault DTREX dM EFROIBLES SrEiRE R,

ipa vault-add -- EFFER ipa vault-* o5 /RN --help 1ETI& F %64 Bl F AL A £ 40 ES
help.ipa vault-find -- Bfi,

help

ipa vault-show TERBWHEEES vault AR, BSAEE vault FRIEE., MREEFEE
user_vault --user vault FfEE, |dM RBAEEBREIELE

idm_user

[admin@server ~]$ ipa vault-show user_vault
ipa: ERROR: user_vault: vault not found

ipa vault-show EVIRIHZEEEN, BedEESEVFB vault BRZEBME, SN, 1dM &
shared_vault -- BAREERIEGE
shared

[admin@server ~]$ ipa vault-show shared_vault
ipa: ERROR: shared_vault: vault not found

23.7. 72 IDM R Rk 8 =AU

REBLUTRRE, BUESFEN IdM RSS2 EREBRIARE BAKRA)IE T REL(CS) HERESHERE
(IdM)H = A vault,

FeREZH
o RBELL root B7ERE IdM BRSS23.

o |[dMIEFIA NI ERETE IdM iRS5 38 L.

o KFH BXEHES FiL

o LLHEKRA:

I # ipa-kra-install

BF

ERLEERAEI A LR |dM EFHME—D KRA, B2, EEERMNEIA L& E KRA
efERT, REANH KRA TREREILANBUERRIEIAR, AEER LRI ER B RE
EIJ$O
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ot
pa =

EFFEERSSATABEEHMYE, EENINHZD 1AM RSS2 LRE KRA, HFZD
KRA %525 7 Bh LE 2B % 5K

Hith 5w
o ES[H RNFIRFIERAIEIA

o IESH FREMNBIARR,
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ARE DR T AR Ansible vault BIRE SR EEHEEA A BIEE, B4R, il T B/ L
A fF 8 Ansible playbook HUTLA T = MNMELLRFE -

e 7E|dM H A vault,
o EBRMERFHENE,
o MEMHERRIE.
AAAILBE AR EMN IdM B iR TR SR,

SeRFMH

o EHMRERMNA D (KRA) IEBRAHHEREEED M P —PHSPIRFSESH L, 1FEES
BI7E |dM R BB HIRE R,

24.1. {8 ANSIBLE 7 IDM Hhiz & &R P E

REBLUTRRAE, 8 Ansible playbook QI ZEEB —1 =L N FAHE vault B vault B2y, RS MFMHEEURK
ER. EUTHEHFEANTRAEF, idm_user B AIERN my_vault BITERBYZE, PRER R B
1R E idm_user TE Vi [AIZ AR 1T B TE, idm_user BEAZ M P & KBEM 1AM B iR X
{#Q

SERFEH
o RETE Ansible 23 ERE T ansible-freeipa B8, XR2ETEIZREHHITESEREN.

o ITANE idm_user Y,

1. F#MZl /usr/share/doc/ansible-freeipa/playbooks/vault B3 :
I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault

2. QIE—/NESRXMH, W inventory.file :
I $ touch inventory.file

3. $T7F inventory.file, #7E [ipaserver] F4 HE VBB ER IdM BRS52R. B, B8R

Ansible E2i& server.idm.example.com, iEHiA :

[ipaserver]
server.idm.example.com

4. %M ensure-standard-vault-is-present.yml Ansible playbook {48984, 140 :

I $ cp ensure-standard-vault-is-present.yml ensure-standard-vault-is-present-copy.yml

5. $TFF ensure-standard-vault-is-present-copy.yml X 1T4m%H.

227


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/installing_identity_management/installing-an-identity-management-server-using-an-ansible-playbook_installing-identity-management#installing-the-ansible-freeipa-package_server-ansible

Red Hat Enterprise Linux 9 {1 Ansible ZEMNER SHER

BT 7E ipavault £S5 BELL T L 2R FEE K -
e ¥ ipaadmin_principal ZZ£i% & idm_user.
e % ipaadmin_password 2 &i% & idm_user &,

5 user ZZ= X E N idm_user,

e If name FEIXEN my_vault,

¥ vault_type & £1% &7 standard.
X F HRIREIE ST B Ansible playbook 3T :

- name: Tests
hosts: ipaserver
gather_facts: false

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- ipavault:
ipaadmin_principal: idm_user
ipaadmin_password: idm_user_password
user: idm_user
name: my_vault
vault_type: standard

7. R
8. 1217 playbook:

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file ensure-
standard-vault-is-present-copy.yml

24.2. {# A ANSIBLE J$ SECRET J3#4Zl IDM FhBgbr AR F

REBLUTRAR, M Ansible playbook f$UR(E REMEN A vault A, EFERARRAEIA, idm_user A
E4 N my_vault WZER T EHE % password.txt FIBURRE RIS,

SeRF M
o RETE Ansible 28 ERE T ansible-freeipa B8, XR2ETEIZRERBHHITESEHNEN.
o fRANIE idm_user YT,
o idm_user EfiE#E, HEELE my_vault IR A,

o REILLIA M) password.txt, X2EE my_vault REBINE,

1. FM %l /usr/share/doc/ansible-freeipa/playbooks/vault B3 :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault
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2. FIFB RS, FHHAR [ipaserver] S0 HFIH TIRERER 1AM RSS35. B0, E1E57R Ansible

BCi& server.idm.example.com, HHiA :

[ipaserver]
server.idm.example.com

3. #4E data-archive-in-symmetric-vault.yml Ansible playbook SX#FHIBIA, {BIF"symmetric'&
#}y "standard”, 130 :

I $ cp data-archive-in-symmetric-vault.yml data-archive-in-standard-vault-copy.ymi

4. ¥TFF data-archive-in-standard-vault-copy.yml 3 {41745,

5. M@t 1E ipavault 5D EEBE U T L ERIAE S :

e I ipaadmin_principal ZZ£1% & idm_user,

e ¥ ipaadmin_password ZF £ % &N idm_user B,

o I user ZEXE idm_user,
e I name LFEIXEN my_vault,
e IinTERXENTEBRIE RN XHHNTERE,
e % action &% & member,
X F HRTREIET B Ansible playbook U4 :
- name: Tests
hosts: ipaserver
gather_facts: false
vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- ipavault:
ipaadmin_principal: idm_user
ipaadmin_password: idm_user_password
user: idm_user
name: my_vault
in: /usr/share/doc/ansible-freeipa/playbooks/vault/password.txt
action: member
6. RIFXNIH.

7. iB1T playbook:

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file data-
archive-in-standard-vault-copy.yml

24.3. {3 ANSIBLE M IDM FRBYHRAE A - ER: 3R SECRET
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RIBLUTRTE, {EM Ansible playbook MA N Avault 0 3R secret, TELA T 5 A {5 AR5

B, idm_user A M N my_vault IR AR B ER RS SBRBRBIEN X, FHEKFESLN host01 B IdM
B, idm_user 115 W% SV RN s i T B D55 1F, idm_user BTLUE A Ansible MZ2%E Ansible BY{E
il 1dM B 1 imie 3R ST,

FoRFMH

[ ]
[ ]
[ ]
[ ]
[ ]
i
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REEE T Ansible #6177 LUK B LA TEX :
o {&fEF Ansible lii A& 2.14 SKEBIRA
o fRB1E Ansible %85 £ &4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BExF, EEQIETHA IdM RS 2B LREEZ(FQDN)
B Ansible ;5. XX 4,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

Birfim (X247 ansible-freeipa BRI TIR) 2 IdM HBI—ES, R 1AM B/ m, IR
FHENEIR,

fR505& idm_user BYEETE,

idm_user & my_vault WFFE &,

idm_user 2% secret FHETE my_vault /5,

Ansible TV E AEKFRZ secret B9 IdM EHL L/ B %,

idm_user AT LAMER TR secret B9 IdM EHL_EHY BFIEEL,

SfinEl /usr/share/doc/ansible-freeipa/playbooks/vault 5% :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault

BRI, FHE—RHE LHIERD PRI EKTRIZ secret B |dM B Fim, a1, EIET
Ansible 7E hostOlidm.example.com L#%3& secret, iHHiA :

I [ipahost]

host01.idm.example.com

4 B retrive-data-symmetric-vault.yml Ansible playbook XHFBIBIA, 5 "symmetric" i hy
"standard", f5/#0 :

I $ cp retrive-data-symmetric-vault.yml retrieve-data-standard-vault.ymi-copy.yml

. ¥TFF retrieve-data-standard-vault.yml-copy.yml {43475

W fE hosts ZPE1XE N ipahost KIHEE 3T,
Wi 7E ipavault £S5 BU T E R FHESH -

e ¥ ipaadmin_principal ZZ£i% & idm_user.
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% ipaadmin_password 221X &y idm_user B,

¥t user ZTEXEN idm_user,

e If name LFEIXEN my_vault,

¥ out LEXE NEENR secret FH BN HRITERRE,

¥ state LEIXE N retrieve,
X F Y RIREI ST B Ansible playbook ST :

- name: Tests
hosts: ipahost
gather_facts: false

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- ipavault:
ipaadmin_principal: idm_user
ipaadmin_password: idm_user_password
user: idm_user
name: my_vault
out: /tmp/password_exported.txt
state: retrieved

7. R
8. 1217 playbook:

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file retrieve-
data-standard-vault.yml-copy.yml

1. LA userO1 B17i@1d SSH %1% E! hostO1 :

I $ ssh user01@host01.idm.example.com
2. #%& Ansible playbook 3 {4 out ZFE1EERISH :
I $ vim /tmp/password_exported.ixt

WTE, EALUERISHM secret,

o HX{FH Ansible B2 |dM vaults 1/ secret L& playbook ZE2MEZE LR, 1ESH
/usr/share/doc/ansible-freeipa/ B & F#J README-vault.md Markdown 34, #1
/usr/share/doc/ansible-freeipa/playbooks/vault/ B &+ B8R~ playbook,
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28 25 = {#iFH ANSIBLE EIE IDM IRS5%E : #5183 SECRET

ATNEEIE A T LNEMER ansible-freeipa vault % £ % ARSS secret FHEEEPRME, TH
REAM vault BIEXHE, XEKRBEFEAE, EEAFTEHITUTSE

1. {8 openssl 2 AEF 4B FAH,
2. WRI\BAAERAH,

WEIR GRS secret JTREBIRIDERT, SAAHNEFITNE, 2FE, BEEESFEEITEN LIRS
SCfFE AR ZR1Z secret, RAIRSFEEE 518 LATH A% secret,

NRZAEOMEE, B ALERS vault FERE, REFEEHRD XEHREANRBIRS LA,

FRFH

o EHMRERMNAH D (KRA) IEBRAHHEREEEN M HHH—PHEPIRFSESH L, 1FEES
BI7E |dM R EEHIRE R,

ATEEUTEE
e {#/ Ansible 7£ IdM FI{ZTEIER FRER S5 1%
e {HM Ansible £ IdM BRS5 secret FETEIEX FREH
o {#M Ansible Jy IdM BRS5H2 %R ARSS secret
e 7Ef#F Ansible SHEEITE X IdM ARSS vault secret
ERED -
e admin EEERFSBHNEER,

® private-key-to-an-externally-certificate.pem BB &R 55 secret BISUHF, APl WAL #
IEFBBIEAEH, B 5 BT MBI ER RN BN RE.

e secret_vault 2 WF#EARSS secret MOIEMIE,
e HTTP/webserverlidm.example.com 2B EZENFRAE & RS

e HTTP/webserver2.idm.example.com #1 HTTP/webserver3.idm.example.com =2 vault i il

AR5,
® service-public.pem 2 FIN% password_vault FFEHEEEIARSS A,

® service-private.pem 2 F% secret_vault FEEHHEILHIIRS LA,

25.1. {fiFH ANSIBLE 7% IDM FRZ7E IEXT FRAR 55 %

RIBLUTFRAE, £ Ansible playbook Al 2— 1M EBE—1HZNFE vault BIARSS vault Bzs, UL
FHEBRER, EUTRERERNTGFR, EEAOCIEREN secret_vault BFIFEXTFRE, XIERTHBER
vault B G E R AAIIT B MIIE, LR vault REIHLER, vault B 51 RETE AEM 1AM B IRk RR XX
{¢Q

FRFH
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REEE T Ansible #2617 RLUHRBLATEXK :
o {&fEF Ansible HiA& 2.14 SKEBIRA,
o fRB1E Ansible %85 £ &4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BExF, EEMIETHA IdM RS 2B LREE A (FQDN)
B Ansible ;5 .14,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa R T =) 2 IdM B —E 2, RIEH 1AM E/ im. R

SR A7,

IRAE I dM BER 5 E 5,

. 5 ZEl /usr/share/doc/ansible-freeipa/playbooks/vault B % :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault

. IRERAR S BRI N EH. Bign, {FF openssl T& :
a. %X service-private.pem FAH,

$ openssl genrsa -out service-private.pem 2048
Generating RSA private key, 2048 bit long modulus
A+

e is 65537 (0x10001)

b. #RIFFLAEALERK service-public.pem A%,

$ openssl rsa -in service-private.pem -out service-public.pem -pubout
writing RSA key

. A IRAEFE, QB—NERX (M inventory file) .

I $ touch inventory.file

. ITFE R, FE [ipaserver] B30 HE LB ERER IAM fRS535. BlE0, EI57 Ansible B2E

server.idm.example.com, iEHiA :

[ipaserver]
server.idm.example.com

. %X ensure-asymmetric-vault-is-present.yml Ansible playbook SC{FHIEIA, #40 :

$ cp ensure-asymmetric-vault-is-present.yml ensure-asymmetric-service-vault-is-
present-copy.yml

. $TFF ensure-asymmetric-vault-is-present-copy.yml {175 .
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7. IWI—MESS, ZESSTS service-public.pem A% M Ansible 122428 £ # I
server.idm.example.com fR55%3.
8. JBILTE ipavault £ ER D IKEU T L EREBRAXHHHRESD
e % ipaadmin_password £ EH IdM EIE &,

o (FfH name ZEE Y vault B9E&H, 20 secret_vault,

¥ vault_type &% & HIE HHR.

¥ service TEIXE NHBBILAERNIRS £, 20 HTTP/webserverl.idm.example.com,

¥ public_key_file % & NIEHRNHAKME,
X2 YRR AE N Ansible playbook ST :

- name: Tests
hosts: ipaserver
gather_facts: false
vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Copy public key to ipaserver.
copy:
src: /path/to/service-public.pem
dest: /usr/share/doc/ansible-freeipa/playbooks/vault/service-public.pem
mode: 0600
- name: Add data to vault, from a LOCAL file.
ipavault:
ipaadmin_password: "{{ ipaadmin_password }}"
name: secret_vault
vault_type: asymmetric
service: HTTP/webserveri.idm.example.com
public_key_file: /usr/share/doc/ansible-freeipa/playbooks/vault/service-public.pem

9. REXNT XM

T playbook:

10. &1
$ ansible-playbook --vault-password-file=password_file -v -i inventory.file ensure-
asymmetric-service-vault-is-present-copy.yml

25.2. {# F ANSIBLE ¥ B 51 B 55 s N B FE X 7 JZE

REBLUTRAR, M Ansible playbook 58X F AR 55N RIAR S5 vault AR, LAMESIEBEI LI SR vault 7
i secret, FELLTREFFEAMRAIF, 1dM BE G HTTP/webserver2.idm.example.com #
HTTP/webserver3.idm.example.com iR 55 E A RMMEIR HTTP/webserverl.idm.example.com FiEH
secret_vault vault H,
FERFH

o KEEET Ansible I mLUHRUTEXK :

o 1&{ER Ansible hRA 2.14 HEERAE.
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o fRB1E Ansible ##I85 £&4E T ansible-freeipa ¥4,

o RBURETE ~/MyPlaybooks/ BExF, EEMIETHA IdM RS 2B LR EE A (FQDN)
B Ansible ;& #3044,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o BirT R (XZHIT ansible-freeipa R T =) =2 IdM B —E 2, RIEH 1AM E im, R
FHENEIR,

o RANE |dM BEE G BY,

o MBEOIET IR ER T EMHEIRSIE,

1. FM %l /usr/share/doc/ansible-freeipa/playbooks/vault B3 :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault

2. °%E  ARAEE, QIB—NEEXXE (40 inventory.file) .

I $ touch inventory.file

3. JIFFEB RS, FHE [ipaserver] SR E LR ERER IdM fR%5 2%, #la0, E157R Ansible ECiE

server.idm.example.com, iEHiA :

[ipaserver]
server.idm.example.com

4. %M data-archive-in-asymmetric-vault.yml Ansible playbook X48I8IA, 140 :

I $ cp data-archive-in-asymmetric-vault.yml add-services-to-an-asymmetric-vault.yml
5. $TFF data-archive-in-asymmetric-vault-copy.yml X4 175w,
6. @it 1E ipavault £S5 89 IXE L T ERIE UL -

e ¥ ipaadmin_password LEIXE N IdM EE A HE,

e % name ZEiI%E N vault UL, 2 secret_vault,

15 service 21X B NWEIGEMIRSFIAEE, 0 HTTP/webserverlidm.example.com,

E Y IRE(F services 2P &1/ 17 vault Hl IR S,

£+ action ZZE X &N member,
X F Y EIRFI BN B Ansible playbook X4 :

- name: Tests
hosts: ipaserver
gather_facts: false

vars_files:
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- /home/user_name/MyPlaybooks/secret.yml
tasks:
- ipavault:
ipaadmin_password: "{{ ipaadmin_password }}"
name: secret_vault
service: HTTP/webserveri.idm.example.com
services:
- HTTP/webserver2.idm.example.com
- HTTP/webserver3.idm.example.com
action: member

7. RN,

8. T playbook:

ié/
$ ansible-playbook --vault-password-file=password_file -v -i inventory.file add-
services-to-an-asymmetric-vault.yml

25.3. f£F ANSIBLE ¥ IDM fR%5 SECRET 1R FEXT i A
REBLURRAR, A Ansible playbook f¥ secret ZFMETEARSS vault AR, LUEBET#HIRS IR, ELLTR
RREANRGIR, BB A secret B PEM XX FHTER N secret_vault BIFEXIFRER, XHE 0

RER S5 I E R RVEAIEAT SR ISIE, LMEM vault RRREHLER. vault B A BEW MEM 1dM B iiRie 3R 3C
{4:0

SeRF M
o WBEE T Ansible #HIT RLUHEMUTEK :
o MR Ansible fR7A 2.14 HESRAE.
o fRB1E Ansible #%I85 £ &L T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BExF, EEQIETHA IdM RS 2B LR EE A (FQDN)
B Ansible ;5 .15,

o RIERTE secret.yml Ansible vault 77 T ipaadmin_password.

BIrT R (XZiHIT ansible-freeipa T R) =& IdM BB —8842, KIEH 1AM B, AR
FaasEl A,

o RANE |dM BEEG B,
o RBEOIET IR ER T EMHEIRSZIE,

® secret FHETE Ansible £H25 £, %0 /usr/share/doc/ansible-
freeipa/playbooks/vault/private-key-to-an-externally-certificate.pem X,

1. FMZl /usr/share/doc/ansible-freeipa/playbooks/vault B3 :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault

2. "%k MRAFE, QB—NMFEXH (M inventory.file)
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I $ touch inventory.file

3. fIFB RS, FH1E [ipaserver] SR E LB ERER IdM fR%S 25, Hla0, E157R Ansible ECiE

server.idm.example.com, i5HiA :

[ipaserver]
server.idm.example.com

4. %X data-archive-in-asymmetric-vault.yml Ansible playbook X89I 4, 140 :
I $ cp data-archive-in-asymmetric-vault.yml data-archive-in-asymmetric-vault-copy.yml

5. $TFF data-archive-in-asymmetric-vault-copy.yml #3175,
6. B@id7E ipavault ES5EME BT EERIBSOLHE -

e [ ipaadmin_password ZEIXE N IdM EE A B,

e % name ZEiIXE N vault UL, 2 secret_vault,

F service TEXE N EIEENRSFAEE, 0 HTTP/webserverl.idm.example.com,

FF in TEIRE N "{{ lookup('file', 'private-key-to-an-externally-certificate.pem")|
b64encode }}", X AR Ansible & FFAHM Ansible #HI25 EM TEB FIER M, A
M IdM BRFS 8RR,

5% action ZZ= X &N member,
X F Y RIREI N ESUT B Ansible playbook ST :

- name: Tests
hosts: ipaserver
gather_facts: false

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- ipavault:
ipaadmin_password: "{{ ipaadmin_password }}"
name: secret_vault
service: HTTP/webserveri.idm.example.com
in: "{{ lookup('file', 'private-key-to-an-externally-signed-certificate.pem’) | b64encode }}"
action: member

7. RN,

8. T playbook:

:}é/
$ ansible-playbook --vault-password-file=password_file -v -i inventory.file data-
archive-in-asymmetric-vault-copy.yml

25.4. {3 ANSIBLE % IDM R #:532RSS SECRET
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RIBLUTRE, £ Ansible playbook XRS5 MARSS vault B3R secret, TELLTRFZ A ERAIRA
i, 21T playbook M#&H secret_vault FIFEXT FRERFR T A secret B9 PEM X4, FHIFEEMETE Ansible
BN HTHEFRE ENLRIEENE, £ ipaservers,

fRZ5EF keytabs BE 1AM, FERFAAS B ZEHAITEMREIE, BRI FRIRSS MZ 2% ansible-freeipa
BE IdM B imie 3R S

FRFH

it =
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REEE T Ansible #2617 RLUHRBLATEXK :
o {&fEF Ansible lii A& 2.14 SKEBIRA
o fRB1E Ansible %85 £ &4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BExF, EEQIETHA |dM RS 2B LR EEZ(FQDN)
B Ansible ;5. XX 4,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

BirT = (XZH4T ansible-freeipa R R) 2 IdM HE—ES, REH 1AM B/ 0w R
FHENEIR,

pSSIPERTC [\ =$= i N TR

IME O T 30 MR % B T RS LE,

=

BEARREEREETIE.

L

AV

=

mf (U

A FHRFRRSS vault secret BIFAEATFRETE Ansible 1224128 LB private_key_file 25 215 E /]

o

—

S#n% /usr/share/doc/ansible-freeipa/playbooks/vault 5% :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault

. AR IRAEFE, QB NERXM (M inventory.file) .

I $ touch inventory.file

TR FE LT EM, -

e 7I [ipaserver] 4 HE LIEHY 1AM BR S5 %8

e 7t [webservers] B30 E X BRIV FEHEN. B0, EER Ansible FREXE!

webserverlidm.example.com. webserver2.idm.example.com #]
webserver3.idm.example.com # secret, HHIA :

[ipaserver]
server.idm.example.com

[webservers]
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webserver1.idm.example.com
webserver2.idm.example.com
webserver3.idm.example.com

4. %X retrieve-data-asymmetric-vault.yml Ansible playbook X {#HIEIZA, FI0 :

I $ cp retrieve-data-asymmetric-vault.yml retrieve-data-asymmetric-vault-copy.yml

5. $TFF retrieve-data-asymmetric-vault-copy.yml X4 1754,
6. BiLTE ipavault E55E D ILELL T ERIESL T -

e [ ipaadmin_password ZEIXE N IdM EE A B,

e % name ZEiI%E N vault UL, 2 secret_vault,

o ¥ service TEX B NHILEMIRSFIAEZA, 10 HTTP/webserverlidm.example.com,

¥ private_key_file ZZ &% & 7 A FH:3RMRSS vault secret IRAABIGLE

¥ out TEIZE N IdM fR%S 35 LIRERFR private-key-to-an-externally-certificate.pem
MBEMALLIE, HFITIEE .

% action ZZ= X &N member,
X F LRI EIE ST B Ansible playbook ST

- name: Retrieve data from vault
hosts: ipaserver
become: no
gather_facts: false

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Retrieve data from the service vault
ipavault:
ipaadmin_password: "{{ ipaadmin_password }}"
name: secret_vault
service: HTTP/webserveri.idm.example.com
vault_type: asymmetric
private_key: "{{ lookup('file', 'service-private.pem’) | b64encode }}"
out: private-key-to-an-externally-signed-certificate.pem
state: retrieved

7. 1% playbook FRII—1 R, ERFM IdM BRSS 38 F0REUHE X4 Ansible #2125

- name: Retrieve data from vault
hosts: ipaserver
become: no
gather_facts: false
tasks:

[..]

- name: Retrieve data file
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fetch:
src: private-key-to-an-externally-signed-certificate.pem
dest: ./
flat: true
mode: 0600

8. TE playbook FRII—1 884, fFRZREIH private-key-to-an-externally-signed-
certificate.pem U M Ansible 1525 AT 1E RO 5 (£ 50 EI5E 5 XX HY webservers E843 A5l B9

webserver /A :

- name: Send data file to webservers
become: no
gather_facts: no
hosts: webservers
tasks:
- name: Send data to webservers
copy:
src: private-key-to-an-externally-signed-certificate.pem
dest: /etc/pki/tls/private/httpd.key
mode: 0444

9. REXNT XM

10. J&17 playbook:

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file retrieve-
data-asymmetric-vault-copy.yml

25.5. 7£{# F§ ANSIBLE 2l &k IDM fRS5 VAULT SECRET

U AR SS SLB AR IR, 15 IR BB RFIZEHE A Ansible playbook EENFEMETEIRSS vault - secret, LA
TR, REGKEMHLZTIE webserver3.idm.example.com EEMHIE, MFHEHZEBIIEXNT TR vault 7
BRI B W, ERfldh, SEEAESMAEIENTZEREFNE— secret B, LUK MIERTFRZE AR
B — secret S AE] IdM EH R Ansible playbook, TEFRIZFFEART, 1dM B G5 PEM X4
FIEEIEN AR B IG ErR, XE R HITIHE, UERRMERZ AR Web RSS2
(webserver3.idm.example.com) KZR#FHE, , REEIFSITIM TR,

SoRFM
o WBEE T Ansible #HIT RLUKEUTEK :
o f&fEM Ansible RA 214 SEBARA,
o fRBETE Ansible %85 £ &4E T ansible-freeipa ¥4,

o RBURETE ~/MyPlaybooks/ B, EEQIETHA IdM RS 2R LR EEZ(FQDN)
B Ansible ;5 .14,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

e BIrTTm (XEIH4T ansible-freeipa RIRHT =) 2 |dM HH—&RD, RAIEH 1AM B im. AR
FHENEIR,

o RANE |dM BEEG B,
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o MEAETIENFEMLERTEHERSIE,
o BN IdM EH LIZFTH web IRSSER T —NHTEY hitpd 25, LI B REBIFRI BB,

o 7 httpd FHHEMETEA M Ansible #5185 £, 5140 /usr/share/doc/ansible-
freeipa/playbooks/vault/private-key-to-an-externally-certificate.pem XX,

1. FMEl /usr/share/doc/ansible-freeipa/playbooks/vault B3 :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault

2. T EEXXE, HBREMRBELTLUTEN :
e 7% [ipaserver] B HH IdM BR %535,

o ZE1f [webservers] #9HKFR secret BIEMN, B0, EFER Ansible FREXE!
webserverlidm.example.com #] webserver2.idm.example.com #J secret, &EHiA :

[ipaserver]
server.idm.example.com

[webservers]
webserver1.idm.example.com
webserver2.idm.example.com

5
HBIRTIRTEEWAIZH webserver, £ HRIHIRA

webserver3.idm.example.com A,

3. $TFF data-archive-in-asymmetric-vault-copy.yml #1754,
4. BITIE ipavault E5E MG B U T L ERIESL S -

e ¥ ipaadmin_password ZEIXE N IdM EE A&,

e % name ZEiIXE N vault UL, 2 secret_vault,

o ¥ service ZEIXE N vault AR FREZE, 0 HTTP/webserver.idm.example.com,

¥ in ZEIZE N "{{ lookup('file', 'new-private-key-to-an-externally-signed-
certificate.pem") | b64encode }}". ;XAHH{R Ansible FFFATHM Ansible #5288 ER TEE
KGR, TMAZM IdM RSS2 FR,

% action ZZ= X &N member,
X F Y RIREI ST B Ansible playbook ST :

- name: Tests
hosts: ipaserver
gather_facts: false

vars_files:
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- /home/user_name/MyPlaybooks/secret.yml
tasks:
- ipavault:
ipaadmin_password: "{{ ipaadmin_password }}"
name: secret_vault
service: HTTP/webserver.idm.example.com
in: "{{ lookup('file', 'new-private-key-to-an-externally-signed-certificate.pem’) | b64encode

i

action: member

5. REFIXD XM

6. 1217 playbook:

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file data-
archive-in-asymmetric-vault-copy.yml

7. T retrieve-data-asymmetric-vault-copy.yml 3 {437 T4k,

WBITTE ipavault f£55 889 KB U T 28 2 RIEBZ S -

% ipaadmin_password &% & |dM EIE 5 B,

e 5 name B EIXE N vault W&, I secret_vault,

15 service FEIXE NBRILFEMAIRSFIEZ, 0 HTTP/webserverlidm.example.com,

¥ private_key_file ZZ &% & 7 A FH:3RMRSS vault secret IRAABIGLE

5 out BEXEN IdM BRSS5 % LIEEKZR new-private-key-to-an-externally-signed-
certificate.pem HlLEMINMIE, MYFITIEE R,

FF action Z=i% & member,
X F HRIREIEST B Ansible playbook U4 :

- name: Retrieve data from vault
hosts: ipaserver
become: no
gather_facts: false

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Retrieve data from the service vault
ipavault:
ipaadmin_password: "{{ ipaadmin_password }}"
name: secret_vault
service: HTTP/webserveri.idm.example.com
vault_type: asymmetric
private_key: "{{ lookup('file', 'service-private.pem’) | b64encode }}"
out: new-private-key-to-an-externally-signed-certificate.pem
state: retrieved

9. 1f playbook FRIN—ER4r, ©IFM IdM BRSS 270 FREIE ST EI Ansible 1221 85
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- name: Retrieve data from vault
hosts: ipaserver
become: true
gather_facts: false
tasks:
[--]
- name: Retrieve data file
fetch:
src: new-private-key-to-an-externally-signed-certificate.pem
dest: ./
flat: true
mode: 0600

10. fE playbook i II—NERS, J91:3REIHI new-private-key-to-an-externally-signed-
certificate.pem U4 M Ansible 125 AT 1E R 5 (£ 5 EI5E 5 XX H webservers E843 A5l B9

webserver /A :

- name: Send data file to webservers
become: true
gather_facts: no
hosts: webservers
tasks:
- name: Send data to webservers
copy:
src: new-private-key-to-an-externally-signed-certificate.pem
dest: /etc/pki/tls/private/httpd.key
mode: 0444

. RFXANES

12. 7217 playbook:

i
$ ansible-playbook --vault-password-file=password_file -v -i inventory.file retrieve-
data-asymmetric-vault-copy.yml

H

25.6. Htt 7R
e 1554 /usr/share/doc/ansible-freeipa/ B 5% #) README-vault.md Markdown 34,

e &£ /usr/share/doc/ansible-freeipa/playbooks/vault/ B F#] playbook =4,
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25 26 = {#F ANSIBLE #a{x IDM R FEMAEFERS

&M Ansible service 1, Identity Management(IdM)E 8 5 Al IR IdM F3& BT F IdM A IERER
HFERS. B, EeILUER service R :

o HE IdM B GRS HFEFIRENRS, HERDZRSH BEIREZRS, FHEEE
o AR IdM B IHE IdM FREIE HTTP AR,
o AfR3E IdM B ImAY IdM REFETE HTTP AR5
o AIRTEIRAE DNS H IdM B ikFREIE HTTP AR,
o AL IdM MRS B EMIIN TIES, FHERMEBH BIIREZIES, FIHEHE
o AR 1AM RS & B R IFEA S BIIETD,
o RIT IdM BRI ENFRFFOIE service keytab, FIFEEE
o RIFIAM A, H, ENHEHNACIERSH keytab,
o RIFIAMAF., H, ENHENAKRIRIRSH keytab,
o 1T IdM AP M ENMARS I Kerberos 7%, HHEEEE
o MIRARS M Kerberos E 4| & ETE,

o O IdM B iHHREEAEERS, HERSEEN BOMBRZKRS. HFBEEEE :
o MR IdM B iR IdM R HTTP BRSS.

26.1. ¥ F5 ANSIBLE PLAYBOOK 7&{% IDM R E2FF7E HTTP RS
REBLUTFRE, {8 Ansible playbook #fi{® HTTP BRSS 287E |dM FRTETE,

FoREM
o FEEHTTPRRFHRLRE IdM & /i,
o INA |dM B F B,

¥ =
1. BIE—NMEESME, W inventory.file :

I $ touch inventory.file

2. $T7F inventory.file, F7E [ipaserver] Fo E LIEEEER IdM BRF52R. B0, EIE7R Ansible
BCi& server.idm.example.com, HHiA :

[ipaserver]
server.idm.example.com

3. &l /usr/share/doc/ansible-freeipa/playbooks/service/service-is-present.yml Ansible
playbook 3, 540 :
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55 26 % {fifl ANSIBLE #a{% IDM R EEHNAREERS

$ cp /usr/share/doc/ansible-freeipa/playbooks/service/service-is-present.yml
/usr/share/doc/ansible-freeipa/playbooks/service/service-is-present-copy.yml

4. $T7F /usr/share/doc/ansible-freeipa/playbooks/service/service-is-present-copy.yml Ansible
playbook X 434744 :

- name: Playbook to manage IPA service.
hosts: ipaserver
gather_facts: false

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
# Ensure service is present
- ipaservice:
ipaadmin_password: "{{ ipaadmin_password }}"
name: HTTP/client.idm.example.com

5. B :
e HX ipaadmin_password T2 E Y IdM B 5 BT,
o FHILZITHTTP ARSI IdM B FimBy4 R, 10 ipaservice {£558) name ZEFTE Yo
6. REFFHERH X,
7. 1547 Ansible playbook, 1E7E playbook X . TFHERY" secret.yml SXHFRIZETS, LAKE X5 -

$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file /usr/share/doc/ansible-
freeipa/playbooks/service/service-is-present-copy.ymi

1 LLIdM B 5 &5 &5 IdM Web Ul,
7 A%l Identity —» Services,

INR7E Services FIFRPFH T HTTP/client.iidm.example.com@IDM.EXAMPLE.COM, f{% Ansible
playbook EAZNARINE IdM,

HihFFR
o E(RIHTTP BRSSZFMVIEIRE im 2 BIFBIE, 1ES A | Apache HTTP ARZ528 Asi0 TLS AN
%O

o EHHTTP RRSSEKRIUET, ESH A certmonger NARZSIKEX [AM IET R BYTRE,

26.2. [ — ANSIBLE {E5&81R7E IDM & g E# IDM R EIEZ PN IRSS

& ] LA{#E A ansible-freeipa ipaservice #&, HH— Ansible £557R70. ERFMRZ N F1HEER
(IdMYRSS. Mitk, iE{EF ipaservice =3 services £,
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{5 F services 7£U, FARILUIIBEEZ NMUN BEHEMIRSHIRSZE, BIE name ZTEE LIRS,
X services JETIHIME— s Fl 2 £,

SERILRAE, LUEA—MESHIR |dM FIEHE HTTP/clientOlidm.example.com@IDM.EXAMPLE.COM
#0 ftp/client02.idm.example.com@IDM.EXAMPLE.COM AR %5,

SoRFM
o TEEHITIRE:
o IERfEM Ansible RA 214 SEBARA,
o {RE %% ansible-freeipa H4-S,

o fRBTE ~/MyPlaybooks/ BxHOIE T —MiHA |dM BRS5 2RHIT LR E 4 (FQDN)HY
Ansible ;5.4

o &fEFA RHEL 9.3 REHThRA,

o fRBEYF ipaadmin_password 7Zfi%7E secret.yml Ansible vault #,

i
1. FERAUTRALRIER Ansible playbook X4 add-http-and-ftp-services.yml :
- name: Playbook to add multiple services in a single task
hosts: ipaserver
vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Add HTTP and ftp services
ipaservice:
ipaadmin_password: "{{ ipaadmin_password }}"
services:
- name: HTTP/client01.idm.example.com@IDM.EXAMPLE.COM
- name: ftp/client02.idm.example.com@I|DM.EXAMPLE.COM
2. i&17 playbook:
$ ansible-playbook --vault-password-file=password_file -v -i inventory add-http-and-
ftp-services.yml
Hith BTIR

e ansible-freeipa i SXH A H service B3k

26.3. {8 ANSIBLE PLAYBOOK ffi{® IDM #3E IDM & ixHHF1E HTTP iR

%

REBLITRAE, fEA Ansible playbook 1R IdM B HTTP RSG5 2BERZ IdM B IR EN LFE, &
A HTTP ARS8 INE] 1AM AR, IR EHRINE 1dM,

H-~h A2 1IN
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https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/installing_identity_management/installing-an-identity-management-server-using-an-ansible-playbook_installing-identity-management#installing-the-ansible-freeipa-package_server-ansible
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/using_ansible_to_install_and_manage_identity_management/preparing-your-environment-for-managing-idm-using-ansible-playbooks_using-ansible-to-install-and-manage-identity-management
https://github.com/freeipa/ansible-freeipa/blob/master/README-service.md

55 26 % {fifl ANSIBLE #a{% IDM R EEHNAREERS
TC/ARKRKTH
o MEFNLER ZET HTTP RS .

o MEHLEINEHTTP MWENARE IdM B ik, &M, BRI HTTP IRFSSEME! IdM FEIE IR
FHITERE,

o XA |dM BIE AT,
o DNSAILE -5 AAAA LK (WNRFER IPve) X FENATHE,

o MNRARS 21217 RHEL 92 XEEhA, HFEERT FIPS X, B iH /X HF Extended
Master Secret (EMS)Y BEfEH TLS 13, EB EMSH TLS 1.2 E KXW, MFEELER, &
2% sl TLS ¥ B "Extended Master Secret” HIREXE,

1. BIE—NEESME, W inventory.file :

I $ touch inventory.file

2. $T7F inventory.file, F7E [ipaserver] FHE LIREEER IdM BRF528. B0, E1E7R Ansible
BCi& server.idm.example.com, EHIA :

[ipaserver]
server.idm.example.com

3. fll# /usr/share/doc/ansible-freeipa/playbooks/service/service-is-present-without-host-
check.yml Ansible playbook X{BIEIZA, FI40 :

$ cp /usr/share/doc/ansible-freeipa/playbooks/service/service-is-present-without-host-
check.yml /usr/share/doc/ansible-freeipa/playbooks/service/service-is-present-
without-host-check-copy.yml

4. FTREHBXH /usr/share/doc/ansibIe-freeipa/pIaybooks/service/service-is-present-
without-host-check-copy.yml i# 174 %8, 7f ipaservice {£55H# %! ipaadmin_password #[]
name L £ :

- name: Playbook to manage IPA service.
hosts: ipaserver
gather_facts: false

vars_files:

- /home/user_name/MyPlaybooks/secret.yml

tasks:

# Ensure service is present

- ipaservice:
ipaadmin_password: "{{ ipaadmin_password }}"
name: HTTP/www2.example.com
skip_host_check: true

5. WEXH :

e ¥ ipaadmin_password LEIXE N IdM EE A B,
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https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/managing_certificates_in_idm/restricting-an-application-to-trust-only-a-subset-of-certificates_managing-certificates-in-idm#setting-up-a-single-instance-apache-http-server_restricting-an-application-to-trust-a-subset-of-certs
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/using_ansible_to_install_and_manage_identity_management/ensuring-the-presence-and-absence-of-services-in-idm-using-ansible_using-ansible-to-install-and-manage-identity-management#ensuring-the-presence-of-an-http-service-in-idm-using-an-ansible-playbook_ensuring-the-presence-and-absence-of-services-in-idm-using-ansible
https://access.redhat.com/solutions/7018256
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e [ name B EIXE NIia{T HTTP IRSSHIEN M E R,
6. REFFHEE X,

7. 1547 Ansible playbook, 1E7E playbook X . TFiERY" secret.yml SHFRIZETRS, LAKE 304 -

$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file /usr/share/doc/ansible-
freeipa/playbooks/service/service-is-present-without-host-check-copy.ymi

1 LLIdM B 5 515 &5 IdM Web Ul,
2. 7# A%l Identity —» Services,

WE, BT LLEE Services FIFRAFHA HTTP/client.idm.example.com@IDM.EXAMPLE.COM,

HAth
o F(RIFEIS, 1HBIW B Apache HTTP ARS8 7N TLS 1N%3

26.4. {#Fd ANSIBLE PLAYBOOK fA&{%%%& DNS 7 IDM & F i FF1E

HTTP RS

REBLURRR, {8 Ansible playbook #{RIZ1T1E% A DNS &£ B H IdM & i LR HTTP BRS5 2817 15,

XS RERE, MRERT IPv6 MAZ IPv4, |dM ENLEETHB DNS A &8, =HE&RE DNS
AAAA %H,

FRFM
o EEHTTP RFHIRSIE IdM HiT#f.

e T HH DNS A 5 DNS AAAA ILKATRERFFTE, B, NRENAI DNS ILFKEFE, HIRE &
Ansible playbook #fk HTTP iRF57E IdM FRTF1E BRI ATIRIE,

o 47 |dM B A B,
it =3
1. QB—NEEXH, 10 inventory.file :

I $ touch inventory.file

2. $T7F inventory.file, F7E [ipaserver] FoE LIAEEER IdM RS 2R, B0, FIE7R Ansible
BCi& server.idm.example.com, EHiA :

[ipaserver]
server.idm.example.com

3. fll# /usr/share/doc/ansible-freeipa/playbooks/service/service-is-present-with-host-
force.yml Ansible playbook X{4BIEIA, 140 :
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https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/managing_certificates_in_idm/restricting-an-application-to-trust-only-a-subset-of-certificates_managing-certificates-in-idm#proc_adding-tls-encryption-to-an-apache-http-server-configuration_restricting-an-application-to-trust-a-subset-of-certs
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/using_ansible_to_install_and_manage_identity_management/ensuring-the-presence-and-absence-of-services-in-idm-using-ansible_using-ansible-to-install-and-manage-identity-management#ensuring-the-presence-of-an-http-service-in-idm-using-an-ansible-playbook_ensuring-the-presence-and-absence-of-services-in-idm-using-ansible

55 26 % {fifl ANSIBLE #a{% IDM R EEHNAREERS

$ cp /usr/share/doc/ansible-freeipa/playbooks/service/service-is-present-with-host-
force.yml /usr/share/doc/ansible-freeipa/playbooks/service/service-is-present-with-
host-force-copy.ymi

4. FTHEHIBI 4 /usr/share/doc/ansible-freeipa/playbooks/service/service-is-present-with-
host-force-copy.yml i#17%i%H, 7E ipaservice {£55# %%l ipaadmin_password #1 name %%

= .

- name: Playbook to manage IPA service.
hosts: ipaserver
gather_facts: false

vars_files:

- /home/user_name/MyPlaybooks/secret.yml

tasks:

# Ensure service is present

- ipaservice:
ipaadmin_password: "{{ ipaadmin_password }}"
name: HTTP/ihavenodns.info
force: true

5. B XM :
e [ ipaadmin_password ZEIXE N IdM EE A&,
e f§ name L EXE NB1T HTTP RFSHIENAIETR,
6. REFFHEH X,
7. i&1T Ansible playbook, 1E7E playbook XX, FE#{RY" secretyml XX, LARBEH :

$ ansible-playbook --vault-password-file=password_file -v -i

path_to_inventory_directory/inventory.file /usr/share/doc/ansible-

freeipa/playbooks/service/service-is-present-with-host-force-copy.yml
1 LLIdM B 5 515 &5 IdM Web Ul,

# A%l Identity » Services,

WE, BT LLEE] Services FIFRAFIHA HTTP/client.idm.example.com@IDM.EXAMPLE.COM,

HiBR

o FE(RIFEIS, 1HBIW B Apache HTTP RSS2 AN TLS IN%3

26.5. ¥ ANSIBLE PLAYBOOK ffif® IDM AR 5555 B R FIE A BB R RDIUE T
BREBLUT KR, {#M ansible-freeipa service HEHHA{R S ERIE 500 & MLA4 (CA) & FRRIUE T M INEI HTTP

RS5H9 IdM 2B, INREH 1AM CAEHEBZ R, BAE CAZEZH HTTP IRSIEPmA = |dM CA
A8 A,

249


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/managing_certificates_in_idm/restricting-an-application-to-trust-only-a-subset-of-certificates_managing-certificates-in-idm#proc_adding-tls-encryption-to-an-apache-http-server-configuration_restricting-an-application-to-trust-a-subset-of-certs

Red Hat Enterprise Linux 9 {1 Ansible ZEMNER SHER

FoRFRMF
o MEEMNLE RET HTTP RS,
o fRE [ IdM FEM T HTTP AR,
o KA |dM EE AL,
o ME—MHEELZILF, H Subject M RF HTTP ARSSBIER,
i =
1. QB—NEEXH, 10 inventory.file :
I $ touch inventory.file
2. $T7F inventory.file, #7E [ipaserver] FoE LIEEEER IdM BRF52R. B0, F1E7R Ansible
BCi& server.idm.example.com, HHiA :
[ipaserver]
server.idm.example.com
3. &l /usr/share/doc/ansible-freeipa/playbooks/service/service-member-certificate-
present.yml 324, 40 :
$ cp /usr/share/doc/ansible-freeipa/playbooks/service/service-member-certificate-
present.yml /usr/share/doc/ansible-freeipa/playbooks/service/service-member-
certificate-present-copy.yml
4. ®]i% : ANRIEF F A Privacy Enhanced HRE(PEMYRR, B RFIE T E5H A AT #HRAY Encoding #1
M(DER#E, LME@E T HTRE(CLYERZ IR :
I $ openssl x509 -outform der -in cert1.pem -out certi.der
5. &/ base64 fp%, f#i% DER XM EITERIH, HA -w0 ETEZERRE :
$ base64 cert1.der -w0
MIIC/zCCAeegAwWIBAgIUV740+4kXeg2104vxfRRtydm...
6. TSPRAE R AR BYIE T S HI B BENER,
7. #TFF /usr/share/doc/ansible-freeipa/playbooks/service/service-member-certificate-present-
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copy.yml XX, H#HITHREHEEHERS :

- name: Service certificate present.
hosts: ipaserver
gather_facts: false

vars_files:

- /home/user_name/MyPlaybooks/secret.yml
tasks:

# Ensure service certificate is present

- ipaservice:


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/managing_certificates_in_idm/restricting-an-application-to-trust-only-a-subset-of-certificates_managing-certificates-in-idm#setting-up-a-single-instance-apache-http-server_restricting-an-application-to-trust-a-subset-of-certs
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/using_ansible_to_install_and_manage_identity_management/ensuring-the-presence-and-absence-of-services-in-idm-using-ansible_using-ansible-to-install-and-manage-identity-management#ensuring-the-presence-of-an-http-service-in-idm-using-an-ansible-playbook_ensuring-the-presence-and-absence-of-services-in-idm-using-ansible

55 26 % {fifl ANSIBLE #a{% IDM R EEHNAREERS

ipaadmin_password: "{{ ipaadmin_password }}"
name: HTTP/client.idm.example.com
certificate: |

- MIICBJCCAW8CFHNnm32VcXaUDGfEGADL,/...

[...]
action: member
state: present

8. EXH :

o (HAMM CLI EHIFIE-FEHH certificate 22 & X IEF, 1EITR, WMRFEH certificate:
TE, FEE"EEFER, BAMERAINARBAILED, MAME—THHAT, XHEA
VYN L) ST

e M ipaadmin_password ZFEE Y |dM B 5 BT,

o HHUZITHTTP RS IdM B IHEA TR, H name ZL£7E 3,

o BHW{FMEMMEXTE,

9. REFHEH X,

10. iZ1T Ansible playbook, 1E7E playbook 3. FE#RY" secretyml XX, LARBEH :

$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file /usr/share/doc/ansible-
freeipa/playbooks/service/service-member-certificate-present-copy.yml
1 LLIdM B 5 515 &5 IdM Web Ul,
# A%l Identity — Services.

3. HHAHRIMAIETMARS AR, 0 HTTP/client.idm.example.com,

1EAB Service Certificate &84y, ERILAE BIFRIMNAIIEF,

26.6. {fiFH ANSIBLE PLAYBOOK 717 IDM B/, 4H. A= ENH AR
%1 KEYTAB

keytab B8 & Kerberos EFMINB RN IS, keytab SXEBF BT R UFHIZA[EH Kerberos B
TEMEIUE, MEBANRKRES N FEBEAXAXGERNELE, RE, ZBEARENE BRI IR
(R T ETE AR R G A I ST

YE77 Identity Management(IdM)E I 51, EaIUARITFEMAFREEZEN IdM HiZTHRSOIE—D
keytab, ﬁLJuﬁﬁEPHF%D)ﬁF’@@JLkeytab, A EAHE (dM BB A BEMER T %R S
BERAM], LERTRE T BEMBANRSEE

REBLUTRE, RFRERNIAM BA. BAE, ENMENALBITE M B iR LR HTTP BRSSO

keytab, FFilZE, ©f@B T UAIRY user011dM B HIER N client.idm.example.com B |dM & i £
BT HTTP BRSS BIEE— keytab,

FeRFMH
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BHE |dM BB R,

MEEE T Ansible £ T RULURE U TEXK :

o f&fEM Ansible RA 214 SEBIRA,

o fRB1E Ansible ##I85 £&4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BExF, EEQIETHA IdM RS 2B LREE A (FQDN)
B Ansible ;5. XX 14,

o RIEBRZE secret.yml Ansible vault 77 T ipaadmin_password.

BirT = (XZH4T ansible-freeipa IR R) 2 IdM HE—ERS, EEH 1AM B/ 0w R
FHENEIR,

8 B IdM F3EM T HTTP ARSS,
B HTTP IREMIRSZ |dM & i,
|dM A P RHZERFIE IdM B O keytab,

BHRLRVFTE |dM HEJE keytab B IdM EHLFEHH,

. BIB—/NEHE X, 80 inventory.file :

I $ touch inventory.file

#TF inventory.file, 37 [ipaserver] 814 & LIEERER IdM fR553. BN, FEHER Ansible
BCi& server.idm.example.com, HHIA :

[ipaserver]
server.idm.example.com

£l /usr/share/doc/ansible-freeipa/playbooks/service/service-member-
allow_create_keytab-present.yml Ansible playbook X, %0 :

$ cp /usr/share/doc/ansible-freeipa/playbooks/service/service-member-
allow_create_keytab-present.yml /usr/share/doc/ansible-
freeipa/playbooks/service/service-member-allow_create_keytab-present-copy.yml

$TFF /usr/share/doc/ansible-freeipa/playbooks/service/service-member-
allow_create_keytab-present-copy.yml Ansible playbook 3 #4317 4k,

BT ELA ARSI -

e H ipaadmin_password ZZ£15EM IdM EIE &,

o ZfTHTTP BRSEHI 1AM B i, EHRIRAIH, ©~ HTTP/client.idm.example.com
e 1T allow_create_keytab_user: Z33 5 HE) IdM B BEFR, EHRIRAIF, ©F userOl,

e 7f allow_create_keytab_group: 55 A5 HE IdM F F4H AR,


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/installing_identity_management/installing-an-identity-management-server-using-an-ansible-playbook_installing-identity-management#installing-the-ansible-freeipa-package_server-ansible
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/using_ansible_to_install_and_manage_identity_management/preparing-your-environment-for-managing-idm-using-ansible-playbooks_using-ansible-to-install-and-manage-identity-management
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/using_ansible_to_install_and_manage_identity_management/ensuring-the-presence-and-absence-of-services-in-idm-using-ansible_using-ansible-to-install-and-manage-identity-management#ensuring-the-presence-of-an-http-service-in-idm-using-an-ansible-playbook_ensuring-the-presence-and-absence-of-services-in-idm-using-ansible

55 26 % {fifl ANSIBLE #a{% IDM R EEHNAREERS

e 1T allow_create_keytab_host: Z35 7 H# IdM EHLEIE TR,
e 7f allow_create_keytab_hostgroup: 45 H B IdM EHLH L TR,

e [ tasks 29 name ZEIEEMIESBIEZTR,
FHFIRAIH TS, ERINSXEIN TR

- name: Service member allow_create_keytab present
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Service HTTP/client.idm.example.com members allow_create_keytab present for
user01
ipaservice:
ipaadmin_password: "{{ ipaadmin_password }}"
name: HTTP/client.idm.example.com
allow_create_keytab_user:
- user01
action: member

6. REFXDXM
7. i51T Ansible playbook, 187 playbook 3. FEEIRT secretyml SUHRIERTS, LAKGE S -
$ ansible-playbook --vault-password-file=password_file -v -i

path_to_inventory_directory/inventory.file /usr/share/doc/ansible-
freeipa/playbooks/service/service-member-allow_create_keytab-present-copy.yml

1. LLIdM B B19@it SSH Bl IdM fRSS5 258, 2B NEFE HTTP ARSI keytab :

$ ssh user01@server.idm.example.com
Password:

2. fEF ipa-getkeytab f454ERK HTTP BRSSHIFT keytab :

$ ipa-getkeytab -s server.idm.example.com -p HTTP/client.idm.example.com -k
/etc/httpd/conf/krb5.keytab

-s LI E AN & Hi(KDC)ARSS 233 £ X keytab,

-p IETHE E R E O R keytab BIEAR,

-K TR B BB AN ANEIR keytab X, MIRXHARFE, MO ITH,
RGBSR E MR, HEMINLL user01 8] T HTTP/client.idm.example.com K] keytab,

26.7. {3 ANSIBLE PLAYBOOK #21F IDM A, 4H. M ENAERZRR
% B KEYTAB
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keytab B8 & Kerberos EFMINB RN IS, keytab SXEBH BT R UFHIZA[EH Kerberos B
TEMEIUE, MEBANRKRES A FEBEANXAXGERNELE, RE, ZBEARENE BRI EIER DT
[ FEAETE LA R R B XX

ER IdM BEE G, BaUATFEMRAFRREREES IdM Fi21THARSS 08 keytab,

RBLUTRRE, AFHRENIIM AP, BPA. ENMENARTRZTE 1AM B 6HELZB HTTP RSSH

keytab, 2, ©f@d T UAIRYF user011dM B 23R client.idm.example.com EiZ1T8I HTTP AR5
B keytab,

SoRFM
o KANE |dM FIE G,
o MBEE T Ansible #HIT RLLUHEUTEX :
o IERfEM Ansible hRA 214 SEBARA,
o fRB1E Ansible 25 £ &4E T ansible-freeipa ¥4,

o RIRETE ~/MyPlaybooks/ BExH, EEMIETHA IdM RS 2B LR EE A (FQDN)
B Ansible J& 5 304,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa #EHH T R) £ IdM HH—E4%, RIEH 1AM B ik R
SR HEIA,
o fRE [ IdM FEM T HTTP ARS,
e [dM AP MHAZ ARV IdM HRIFTE keytab,
e [dM ENMENHAR IR IdM FTFIE keytab,
ik

1. BIE—NEESME, W inventory.file :

I $ touch inventory.file

2. $T7F inventory.file, F7E [ipaserver] FH E LIREEER IdM BRF52R. B0, E1E7R Ansible
BC& server.idm.example.com, HHiA :

[ipaserver]
server.idm.example.com

3. &l /usr/share/doc/ansible-freeipa/playbooks/service/service-member-
allow_retrieve_keytab-present.yml Ansible playbook X, %0 :

$ cp /usr/share/doc/ansible-freeipa/playbooks/service/service-member-
allow_retrieve_keytab-present.yml /usr/share/doc/ansible-
freeipa/playbooks/service/service-member-allow_retrieve_keytab-present-copy.yml

4. FTHEHIBH /usr/share/doc/ansible-freeipa/playbooks/service/service-member-
allow_retrieve_keytab-present-copy.yml i 1T4% :
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55 26 % {fifl ANSIBLE #a{% IDM R EEHNAREERS

5. WEXH :
e ¥ ipaadmin_password Z&i% B |dM EE H # D,

e ¥ ipaservice {£55#) name LEI%E N HTTP RS ERK. EHRIRGIFH, B2
HTTP/client.idm.example.com

1Z allow_retrieve_keytab_group: 59 H18%E |dM A&, EHEIRAS, EZ
userO1,

1f allow_retrieve_keytab_group: Z4F357E IdM B HB BT,

1% allow_retrieve_keytab_group: 234 35 7%E |dM EHLEIZ TR,

1f allow_retrieve_keytab_group: 284 H357E |dM EHHMEZFF,

£ tasks Z35>HH name 25 £ R FE(E S HIZ TR,
FHBIRAHITHER, EHMXEN TR :

- name: Service member allow_retrieve_keytab present
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Service HTTP/client.idm.example.com members allow_retrieve_keytab present for
user01
ipaservice:
ipaadmin_password: "{{ ipaadmin_password }}"
name: HTTP/client.idm.example.com
allow_retrieve_keytab_user:
- user01
action: member

6. REFXNXMH.
A

7. i&1T Ansible playbook, 1E7E playbook 3. FE#{RI" secretyml SR, LARBEH :

$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file /usr/share/doc/ansible-
freeipa/playbooks/service/service-member-allow_retrieve_keytab-present-copy.yml

1. BLIdM B P B8 id SSH El IdM BRS5 238, BIKRER HTTP BRSSHI keytab :

$ ssh user01@server.idm.example.com
Password:

2. {#F ipa-getkeytab 5 #] -r LIRS keytab :

$ ipa-getkeytab -r -s server.idm.example.com -p HTTP/client.idm.example.com -k
/etc/httpd/conf/krb5.keytab
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-s LTS E R E MR keytab B Key Distribution Center(KDC)BRSS 25
-p ETIE E R E R FRM keytab BIELK,
K LTS E BB REIMN BN INEIN keytab X, INRXHFEE, NG XH,

MRMEEBEIME IR, EEMINLL userO1 KB T HTTP/client.idm.example.com B keytab,

26.8. {1 ANSIBLE PLAYBOOK #f{#ik55# KERBEROS F A5 & ETE

ARLEERT, dMEEGXER 1M B, ENSIRSE A Kerberos EAH] T HMLILIFES
A, XEBRSLE :

o AP AMEN, BRAFNEEWMA LR RERRS,
o AFEEMFAHFHMERIEET, BNME IdM Kerberos 185 H,FHM 4 A FE,

REBLUFRIE, 7217 clientidm.example.com £ HTTP RS0/
HTTP/mycompany.idm.example.com E{& 5%,

SeRF M
o (RAE IdM BE LD,
o WBEEE T Ansible #HIT RLLUHEUTEK :
o MR Ansible fR7A 2.14 HESRAE.
o fRBE1E Ansible #%I25 £Z&4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BExF, EELMIETHA IdM RS 2R LR EEZ(FQDN)
B Ansible ;5. XX 14,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

Birfim (X247 ansible-freeipa BRI T R) 2 IdM HBI—HEBS, R IdM B/ m, IR
FHERNEIR,

o MBEINLEEIT—PHTITP RS,
o XE [ IdM F3EM T HTTP RS,
o LEHTTP MEHZE— 1AM &%,

it =3
1. QB—NEREXH, 10 inventory.file :

I $ touch inventory.file

2. $T7F inventory.file, F7E [ipaserver] FH E LIEEEER IdM BRF52R. B0, E1E7R Ansible
Bti& server.idm.example.com, EHiA :

[ipaserver]
server.idm.example.com
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55 26 % {fifl ANSIBLE #a{% IDM R EEHNAREERS

3. &l /usr/share/doc/ansible-freeipa/playbooks/service/service-member-principal-
present.yml Ansible playbook 3, 40 :

$ cp /usr/share/doc/ansible-freeipa/playbooks/service/service-member-principal-
present.yml /usr/share/doc/ansible-freeipa/playbooks/service/service-member-
principal-present-copy.yml

4. $TFF /usr/share/doc/ansible-freeipa/playbooks/service/service-member-principal-present-
copy.yml Ansible playbook X7 1T4m%H.

5. Bt EBATRERFE M :
e H ipaadmin_password ZZ£15EM IdM EIE 5 &,

e [ name ZEHFRENRS B XBRFSIIEEFEEMR. ALFTRH, EZ

HTTP/client.idm.example.com,

e M principal L2 EM Kerberos £ 5%, X2EERMEI name 22 E LBIARSS HHIF
%, EYEIRAIF, B2 host/mycompany.idm.example.com,

e [ tasks Z4H name 215 ENESH AT,
FHBIRAHITHER, EHMXEN TR :

- name: Service member principal present
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Service HTTP/client.idm.example.com member principals
host/mycompany.idm.exmaple.com present
ipaservice:
ipaadmin_password: "{{ ipaadmin_password }}"
name: HTTP/client.idm.example.com
principal:
- host/mycompany.idm.example.com
action: member

6. REFIXNMF,
A

7. i&1T Ansible playbook, 1E7E playbook 3. FE#{RY" secretyml XXHHIEET, LARBEREH :

path_to_inventory_directory/inventory.file /usr/share/doc/ansible-

:‘lé/
$ ansible-playbook --vault-password-file=password_file -v -i
freeipa/playbooks/service/service-member-principal-present-copy.ymi

INSRIZTT playbook BIZER N O NTiEVIFIF] O NRI, MRKRIEEKIHH
HTTP/client.idm.example.com iR 55 l# 7 host/mycompany.idm.example.com Kerberos F{&,

Hith 5w

o ES NEF. EHNMIRSEE Kerberos &K FE,
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26.9. {1 ANSIBLE PLAYBOOK #f4{% IDM ®3%%E HTTP RS

REBLUTFREM 1AM BUERRSSROEM. BEAMUL, SR T MEA Ansible playbook SRR IdM A
% B % HTTP/client.iidm.example.com B9 HTTP fR55%%.

TR

it
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158 |dM EE 51 &5,

. BIB—/NEHR X, 80 inventory.file :

I $ touch inventory.file

. ¥T7F inventory.file, #7E [ipaserver] B4 E LIMEEER IdM fRF528. B0, FHE7R Ansible

BCi& server.idm.example.com, HHIA :

[ipaserver]
server.idm.example.com

. fI|# /usr/share/doc/ansible-freeipa/playbooks/service/service-is-absent.yml Ansible

playbook X#HIRIA, B0 :

$ cp /usr/share/doc/ansible-freeipa/playbooks/service/service-is-absent.yml
/usr/share/doc/ansible-freeipa/playbooks/service/service-is-absent-copy.yml

. 3T 7F /usr/share/doc/ansible-freeipa/playbooks/service/service-is-absent-copy.yml Ansible

playbook ST {43474

BT LA TR SRR S

o |dM EIE G FIYH ipaadmin_password £ E ¥,

e HTTP BRS5H Kerberos E4&, H ipaservice 15587 name & X
HYRIRGLETHER, SHEMXEN T

- name: Playbook to manage IPA service.
hosts: ipaserver
gather_facts: false

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
# Ensure service is absent
- ipaservice:
ipaadmin_password: "{{ ipaadmin_password }}"
name: HTTP/client.idm.example.com
state: absent

6. RIEFFHRHE X,
7. 1547 Ansible playbook, 1E7E playbook X4, TFiERY" secret.yml SHFRIZETRS, LAKE X4 -



55 26 % {fifl ANSIBLE #a{% IDM R EEHNAREERS

$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file /usr/share/doc/ansible-
freeipa/playbooks/service/service-is-absent-copy.yml

1 LLIdM B 5 &5 &5 IdM Web Ul,
2. 7# A%l Identity —» Services,

NS Services FIFKH %A HTTP/client.idm.example.com@IDM.EXAMPLE.COM fR%5, NIKKKRERTF
EF 1dM Hh,

26.10. H BR
e 1554 /usr/share/doc/ansible-freeipa/ B % #) README-service.md Markdown 344,

e %557 /usr/share/doc/ansible-freeipa/playbooks/config B & # 8 playbook 7=/,
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5 27 = {#F ANSIBLE PLAYBOOK EI£ IDM £ DNS B &
£ Red Hat Ansible Engine dnsconfig #&k, &R LI Identity Management(IdM)DNS E2 &£ B
B, 2B DNSEEHE Y MIXEEMRTA IdMDNS [R5 %, R, £REBMNMENETHEE IdM
DNS XHEEE.
dnsconfig R HLUTELE -

o £FLL%, HHEH P iU RATBEENKO,

o LDFHELKEE 1 only, first, H none, B RiXLE DNS F A REEEBIRIFIE, 1ES M IdM FB9 DNS
i 4 SRR

o HMELERNMRAERXENREL,

FRFH

o DNSRFBREME IdM RSS2, BXRNMERETBHER DNS B IdM RS 2RIFEE, HEFUT
B — -

o L& |dMBRSF %R - AKMBI DNS, &EmMB CA £ root CA
o L& |dM PRS- EAEMBI DNS, EHFAER CAEHIRCA

o RE IdM BRS5EE : ALK DNS,&E CA

FESELUTES :
o |dM WI{AHB{R /etc/resolv.conf R FE L 25 2 NetworkManager fitl B
o {#fH Ansible 7E IdM HI7Z1E DNS £ B 4 28
o fEF Ansible HfR IdM H3%&H DNS £ B 4 28
® ipadnsconfig ansible-freeipa &5 ##) action: member 1275
e |dM H1 DNS #& % 5RH8 N4
e {#f Ansible playbook RIR7E IdM DNS £ REREHEE T %4 F— 15k
e {#fH Ansible playbook X{R [dM DNS RER T £ B 4 25

e {#fH Ansible playbook F{R IdM DNS AEZR TR A MRKEEHRXMES

27.1. IDM #N{al##{R /JETC/RESOLV.CONF L Fii A B Ao
NETWORKMANAGER f|F&

EHHER DNS WEHEE(dM), ECE /etc/resolv.conf X4#5E 127.0.0.1 localhost i :

search idm.example.com

&=
# Generated by NetworkManager
nameserver 127.0.0.1
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&5 27 &= {#1[H ANSIBLE PLAYBOOK Z IDM thi£ /5 DNS BiE

EFRLIMEH, tban{E A Dynamic Host Configuration Protocol (DHCP) #9#%4%, NetworkManager
RS AT EBERRE X} /etc/resolv.conf STHBIEN, E{F DNSEERF A, |[dMDNS ZEMBAXFERLUT
7 i5E2E NetworkManager fR%5 :

1. DNS ZEMASBE—1 /etc/NetworkManager/conf.d/zzz-ipa.conf NetworkManager 2 & XX
14 S22 51 # 3RS F1 DNS AR S5 33 F13K -

# auto-generated by IPA installer
[main]
dns=default

[global-dns]
searches=$DOMAIN

[global-dns-domain-*]
servers=127.0.0.1

2. NetworkManager fRS5#EFEA, BLE2EA /etc/NetworkManager/conf.d/ B xHMmE—
DXL ED R /etc/resolv.conf XX, TEX#IER T, zzz-ipa.conf X4,

5E
AEFLNEN /etc/resolv.conf 3T,

27.2. {8/ ANSIBLE 7 IDM A 721E DNS 255 & 25
RIBLUTRRE, £ Ansible playbook #fiff DNS £F# 4 251F |dM FRfETE, FETHIAH, |dM EE G MAER

1£ DNS RSS2 EE— N E IPv4 it 7.7.9.9, P v6 #ilik ) 2001:db8::1:0, %[O 53 #J DNS global
forwarder,

SeRFMH
o WBEEE T Ansible #HIT RLUHEMUTEK :
o MR Ansible iR 2.14 HESRAE.
o fRB1E Ansible 25 £ &4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BxF, EEMIETHA IdM RS 2R LR EE & (FQDN)
B Ansible j& ¥ 3014,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o Bir R (XZHIT ansible-freeipa R T =) =Z IdM B —E 2, RIEH 1AM E/ 0w, R
FHENEIR,

o TENE |dM BIE LB,

it

1. 7# A /usr/share/doc/ansible-freeipa/playbooks/dnsconfig B % :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig
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2. STHBEXH, HIBIR [ipaserver] B3 AFIHE TIMERERN IdM RSS2, B0, E187 Ansible
Bici& server.idm.example.com, 155 :

[ipaserver]
server.idm.example.com

3. £l forwarders-absent.yml Ansible playbook X4, 40 :

I $ cp forwarders-absent.yml ensure-presence-of-a-global-forwarder.yml

4. ¥T7F ensure-presence-of-a-global-forwarder.yml 3 {457 174748,
5. Bt IXKBU T 2R :
a. J¥ playbook B name ZZ£ &/ Playbook, LUfifR IdM DNS hEEL B4 %4

b. 7£ tasks 4/, f${E35 name B H Ensure the presence of a DNS global forwarder
to 7.7.9.9 and 2001:db8::1:0 on port 53,

c. 7t ipadnsconfig 84 #J forwarders #4 :
i. f¥E— ip_address [ERE N NE B L2/ IPv4 itk : 7.7.9.9,

ii. F¥EZ ip_address [HEHN NEFHIE A ZRM IPv6 itk : 2001:db8::1:0,
iii. 351k port [H#IXE S 53,

d. ¥ state %/ present,
X F YR BB ST B Ansible playbook X4 :

- name: Playbook to ensure the presence of a global forwarder in IdM DNS
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml

tasks:
- name: Ensure the presence of a DNS global forwarder to 7.7.9.9 and 2001:db8::1:0 on port

53
ipadnsconfig:
forwarders:
- ip_address: 7.7.9.9
- ip_address: 2001:db8::1:0
port: 53
state: present

6. REFXDXH

7. 1817 playbook:

i
$ ansible-playbook --vault-password-file=password_file -v -i inventory.file ensure-presence-
of-a-global-forwarder.ymi

Hith 5w
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&5 27 &= {#1[H ANSIBLE PLAYBOOK Z IDM thi£ /5 DNS BiE

e %5 /usr/share/doc/ansible-freeipa/ Bk #) README-dnsconfig.md {4,

27.3. {#FH ANSIBLE /% IDM #1355 DNS 2B 4 25

BIBLUTRHE, {#H Ansible playbook ffifR DNS £F ¥ & 237F |dM RAREFEIE, TEUATRARRES, 1dM
EEABERERO 53 B3R BEREERMIML(IP)v4 ikl 8.8.6.6 #1 1P v6 bkl 2001:4860:4860::8800 £
DNS 2@ X 25,

SR

REEE T Ansible #2517 RLUHRBLATEX :
o {&fEF Ansible liA& 2.14 SKEBIRA
o fRBETE Ansible %25 £ &4E T ansible-freeipa ¥4,

o RPHRETE ~/MyPlaybooks/ Bk, EEOIETHA IdM RSS2 LR EEZ(FQDN)
B Ansible ;& #3014,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o Bir R (XZHIT ansible-freeipa R T =) =2 IdM B —E 2, RIEH 1AM E im R

S AR,

pSSIPERTC\=$= i N TR

. 1 A /usr/share/doc/ansible-freeipa/playbooks/dnsconfig Bk :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

. FIFEE Y, FHAR [ipaserver] Eio A5 TIERERERN IAM RS 25, B0, EI57R Ansible

ECi& server.idm.example.com, i5HiA :

[ipaserver]
server.idm.example.com

. Bl forwarders-absent.yml Ansible playbook /4. 40 :

I $ cp forwarders-absent.yml ensure-absence-of-a-global-forwarder.ymi

. T ensure-absence-of-a-global-forwarder.yml X {47474 %

BT REL T8 SRR

a. J¥ playbook B name ZZ£ &/ Playbook, LUfifR IdM DNS &AL EH % %4

b. 7f tasks %4>, 1HEZ5H) name 24 Ensure the absence of a DNS global forwarder to
8.8.6.6 and 2001:4860:4860::8800 on port 53,

c. 7t ipadnsconfig 84 #J forwarders #4 :
i. fE— ip_address [HRE N NEFE KL 238 IPv4 Hbilt : 8.8.6.6,
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ii. &/ ip_address [HER 2B AL 2R IPv6 itk : 2001:4860:4860::8800,

iii. 351k port [H#IXE S 53,

d. ¥4 action Z*£1% &> member,
e. Wik state # 1% &/ absent,

X F LR EIESUT B Ansible playbook ST -

- name: Playbook to ensure the absence of a global forwarder in [dM DNS
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure the absence of a DNS global forwarder to 8.8.6.6 and
2001:4860:4860::8800 on port 53
ipadnsconfig:
forwarders:
- ip_address: 8.8.6.6
- ip_address: 2001:4860:4860::8800
port: 53
action: member
state: absent

BF

INRIKIVIE playbook Hf f state: absent 1%£171, TMA{ER action: member,
playbook &5,

6. REFXDTXMH

7. i&1T playbook:
$ ansible-playbook --vault-password-file=password_file -v -i inventory.file ensure-absence-of-
a-global-forwarder.ymi
Hith BTIR

e /usr/share/doc/ansible-freeipa/ B 5k ##J README-dnsconfig.md 3 {4

® ipadnsconfig ansible-freeipa #HF1# action: member 1%

27.4. IPADNSCONFIG ANSIBLE-FREEIPA =3k A1 HY ACTION: MEMBER 77571

{# A ansible-freeipa ipadnsconfig R E SR EE(IIM)FHIRE B 4 2%, BT (£ state: absent i
T4, LT EMFE A action: member 1577, WRERFER playbook HHY state: absent, % &5
action: member, Il playbook kM, Rk, EMIFRFIAE LB L 2R, EIITE playbook LRI TE
©fl. #&, state: present £ AFEE action: member,

TR B T RIMFAMER DNS £ B A SNEERY, HIETRT action: member IR IEMEFER, R+
B—1TERT :
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o 4T playbook FIECEM LB A 2
® playbook %

o 4T playbook RECEMN LB A 28

7 27.1. £/H¥ % 81 ipadnsconfig B

Z AR K Playbook &% A =1L
& &
8.8.6.6 8.8.6.7
[--]
tasks:
- name: Ensure the presence of DNS global forwarder 8.8.6.7
ipadnsconfig:
forwarders:

- ip_address: 8.8.6.7
state: present

8.8.6.6 8.8.6.6,
[..] 8.8.6.7
tasks:
- name: Ensure the presence of DNS global forwarder 8.8.6.7
ipadnsconfig:
forwarders:

- ip_address: 8.8.6.7
action: member
state: present

8.8.6.6, 2T
8.8.6.7 [...] playbook &
tasks: SBUER,
- name: Ensure the absence of DNS global forwarder 8.8.6.7 [RIGECE -
ipadnsconfig: 8.8.6.6,
forwarders: 8.8.6.7 - &
- ip_address: 8.8.6.7 A2,

state: absent

8.8.6.6, 8.8.6.6
8.8.6.7 [.]
tasks:
- name: Ensure the absence of DNS global forwarder 8.8.6.7
ipadnsconfig:
forwarders:

- ip_address: 8.8.6.7
action: member
state: absent

27.5.IDM i) DNS #% &% SRB&
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|dM X #F first #1 only 776 BIND #4588, LK% none %E T IdM BY%E & 5REK,

Forward first (Z(iA)

IdM BIND AR5 %% DNS EiH#E A BB BRI 4 23, WMRE NIRS SRE RSB FEEIKRI, BIND
&FAEM _EBIRSS 22RO F3 24T, forward first ZRRE2BRINERR, ©ERATFILL DNSEE.

Forward only

IdM BIND AR5 4% DNS Eif#E 4 BB BRI 4 23, WMRE MRS SRE RSB ME LW, BIND &
SRR ORI Fim, X FHA split DNS EeBRIINMRE, BiUfEA forward only 5RHE&,

None (ZF#X%)

DNS Zifj A =&id none ¥ & KigH k. BRAKARFIEREARENFERBESRAER. XMt
TiF R F7E BIND BeEHIEERL X 85K,

ERBEE RN 1dM RV RS Sk B HAth DNS RSG5 EMEBIES H. MREE IdM DNS
3 XEVRE F AL R &,

RiINBERT, MNREIHH DNS LFET IdM RS SBENBIIXE, ] BIND RRESARME
WERELR A —BIRS%R. EXMERT, 0RE IdM BUEEHBHAREEIHH DNS &5,
5% [E NXDOMAIN [E%, {#EAi% LR

fll 27.1. E RS R RHI

IdM R %528 %] test.example EBEME M, DNS X5, BIND #EE NIBE N A EIH A 192.0.2.254
IP #hiik B9 DNS AR5 25

LE L ER nonexistent.test.example. BIEAIDNS & #F, BIND f:UE] IdM AR 55 854

test.example. KIEBGNE, BARNEIRNE LT 192.0.2.254. fR5525. Fh, DNS & iR
NXDomain f51%H R, SHMAF ERRFFE.

27.6. {3 ANSIBLE PLAYBOOK kf{*7E IDM DNS £ B EHRE T X
E—RBE

REBLUFRE, A Ansible playbook #{% IdM DNS £ Fi% 4 K& #1454 B~ forward first,
ﬁﬂ%ﬁ'ﬁﬁﬁ forward first DNS ¥4 /% 2kB&, DNS BRI X BB A 2R, NRE MRS 275 1RSI

HEIHKLW, BIND 2EREEM LRSS 2R EIEE I, forward first EBRIBIREE, ©ERT
3;.’{%17%:0

SeRF M
o WBEEE T Ansible #HIT RLLUHEMUTEK :
o MR Ansible fR7A 2.14 HESRAE.
o fRB1E Ansible %85 £ &L T ansible-freeipa ¥4,

o RPHRETE ~/MyPlaybooks/ Bk, EEOIETHA IdM RS2 LR EEZ(FQDN)
B Ansible ;5. XX 1,

o RIEBRZE secret.yml Ansible vault 77 T ipaadmin_password.
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&5 27 &= {#1[H ANSIBLE PLAYBOOK Z IDM thi£ /5 DNS BiE

o B R (XZHIT ansible-freeipa R T =) 2 IdM B —E 2, RIEH 1AM E im, R
FHENEIR,

o IENE |dM BIE B,

o (EEY 1AM EMEE & — B DNS RS5 85

it =

1. 7# A /usr/share/doc/ansible-freeipa/playbooks/dnsconfig E % :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

2. STHERGE RS, HRFREEREN M RS 2:57E [ipaserver] 2843, 140, E#57R Ansible

BCi& server.idm.example.com, 1HHiA :

[ipaserver]
server.idm.example.com

3. &l set-configuration.yml Ansible playbook X4, 40 :

I $ cp set-configuration.yml set-forward-policy-to-first.yml

4. ¥TFF set-forward-policy-to-first.yml ST T4 bE,
5. @I 7 ipadnsconfig {5588 9 I B LA TR £ RIETIZ S -
e ¥ ipaadmin_password ZLE % B IdM EIE 5 B,

e I forward_policy XX E N first,
THBRIERLE playbook RRTE T RMITT, X2 HAIRHHENR Ansible playbook X4 :

- name: Playbook to set global forwarding policy to first
hosts: ipaserver
become: true

tasks:
- name: Set global forwarding policy to first.
ipadnsconfig:

ipaadmin_password: "{{ ipaadmin_password }}"
forward_policy: first

6. REXNXMH

7. 1517 playbook:

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file set-forward-
policy-to-first.yml

Hith BHR

o 1EZH |dM i DNS #5 % SRB
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e %5 /usr/share/doc/ansible-freeipa/ Bk #) README-dnsconfig.md {4,

e MNEEZ playbook =, iH£ % /ust/share/doc/ansible-freeipa/playbooks/dnsconfig B %,

27.7. {FH ANSIBLE PLAYBOOK ¥ff{% IDM DNS RZH T £R% L 25

REBLUTRAR, M Ansible playbook FAfR £ B¥% 4 25 7E |[dM DNS 2, ZREeH@AN F
forward_policy % £1% &5 none KK,

RRALRBRABRRTREER L DNS Hill, FRKARFIERERARENFEXBERAM, XNk
TR F7E BIND BeEHIEE R L X 8Pk,

SoRFM
o MBEE T Ansible #HIT RLLUHEUTEX :
o I&fEM Ansible RA 214 SERIRA,
o fRBE1E Ansible %85 £ &4E T ansible-freeipa ¥4,

o RIRETE ~/MyPlaybooks/ BExF, EEMIETHA IdM RS 2B LR EE A (FQDN)
B9 Ansible &5 34,

o RAIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o BirT R (XZHIT ansible-freeipa T =) Z IdM BB —E 2, RIEH 1AM E/ im. R
FHERNEIR,

o IENE |dM BIE M B,

o (EEY 1AM EMEE & — B DNS RS 85,

1. # A /usr/share/doc/ansible-freeipa/playbooks/dnsconfig B % :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

2. ITFEHGE R, HRFREEREN M RS 2:5TE [ipaserver] 2843, 140, E#57R Ansible

BC& server.idm.example.com, HHiA :

[ipaserver]
server.idm.example.com

3. £l disable-global-forwarders.yml Ansible playbook /4. 40 :

I $ cp disable-global-forwarders.yml disable-global-forwarders-copy.yml
4. ¥TFF disable-global-forwarders-copy.yml X4 1754,
5. @1t 1E ipadnsconfig {£5588 3 i B LA L & SRIETIZ X -

e % ipaadmin_password £ EH IdM EIE 5 &,

e ¥ forward_policy ZF&i% &/ none,
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&5 27 &= {#1[H ANSIBLE PLAYBOOK Z IDM thi£ /5 DNS BiE

X2 HAIRBIES A Ansible playbook X4 :

- name: Playbook to disable global DNS forwarders
hosts: ipaserver
become: true
tasks:
- name: Disable global forwarders.
ipadnsconfig:

ipaadmin_password: "{{ ipaadmin_password }}"
forward_policy: none

6. BREFXNH,
7. 1517 playbook:

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file disable-
global-forwarders-copy.ymi

Hith BTIR
o ES[Y IdM FREY DNS ¥ 4% 5K
e %55 /usr/share/doc/ansible-freeipa/ B3k #) README-dnsconfig.md {4,

e %EZ 7 /usr/share/doc/ansible-freeipa/playbooks/dnsconfig Bk BB % playbook 4,

27.8. {§F ANSIBLE PLAYBOOK E7fi{# IDM DNS 2 T A kA&
X RS

REIBLUTRAE, £ Ansible playbook AR IEMFN R A& X HFE |[dM DNS FRKREH,

SeRF M
o WBEE T Ansible #HIT RLUHEMUTEK :
o f&RfEM Ansible RA 214 SERARA,
o fRB1E Ansible #%I25 EZ&4E T ansible-freeipa ¥4,

o RIRETE ~/MyPlaybooks/ BExF, EELMIETHA IdM RS 2B LR EE A (FQDN)
B Ansible J& 534,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o BirR (XZIIT ansible-freeipa R T =) =2 IdM B —E 2, RIEH 1AM E im. R
FHENEIR,

o TANE |dM BIE M B,

o (EEY 1AM EMEE & — B DNS BR55 85,
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1. 7# A /usr/share/doc/ansible-freeipa/playbooks/dnsconfig E % :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

2. STFERGE RS, HRFREEREN M RS 2:5TE [ipaserver] 2843, 10, E#57R Ansible

BCi& server.idm.example.com, EHiA :

[ipaserver]
server.idm.example.com

3. £l disallow-reverse-sync.yml Ansible playbook /4. 40 :

I $ cp disallow-reverse-sync.yml disallow-reverse-sync-copy.ymi

4. ¥TFF disallow-reverse-sync-copy.yml {43175
5. @1t1E ipadnsconfig {£5588 3 i B LA T2 & SRIETIZ T -
e % ipaadmin_password &% & |dM EIE G B,

e I allow_sync_ptr =% EHN no,
X2 HAIRBIE A Ansible playbook X4 :

- name: Playbook to disallow reverse record synchronization
hosts: ipaserver
become: true

tasks:
- name: Disallow reverse record synchronization.
ipadnsconfig:
ipaadmin_password: "{{ ipaadmin_password }}"
allow_sync_ptr: no

6. REFXDXMH

7. 3517 playbook:
$ ansible-playbook --vault-password-file=password_file -v -i inventory.file disallow-
reverse-sync-copy.yml
Hith BTIR

e %55 /usr/share/doc/ansible-freeipa/ B3k " #) README-dnsconfig.md {4,

o MNFEEZ playbook =, iHE 7 /ust/share/doc/ansible-freeipa/playbooks/dnsconfig B %,
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25 28 = {31 ANSIBLE PLAYBOOK &1 IDM DNS X1

fE1 Identity Management(IdM)EIE 51, &AL ansible-freeipa ({4 &+ #) dnszone &R RKEHE
IdM DNS B9 TF

o |dM ZHFHFLE DNS X KA

EA LUTE |dM FREZEMRLE DNS B4

SN{AIfFE F Ansible playbook £ IdM DNS A ¥ X

an{a]{E A Ansible playbook #{R AL N E8E IdM DNS X3

TR T IP HhUEE], #04a{EF Ansible playbook MR TEIER F X | DNS & X 5

FRFH

® DNS RS ZEETE IdM RSS2+, B X0 {E M Red Hat Ansible Engine 227 G5 DNS By
IdM RS 2BRMEZE R, ES I [ Ansible playbook 2 S EHEAR 5525 .

28.1. XFFHY DNS XK HY

SEIR (IdM) XRFM LB DNS X5 : primary  forwardX g, AR TiXMAHREM X, 2
& DNS AR Bl =,

AIERA X RBEA BIND KiE, B5MATF Microsoft Windows DNS BIARIEARRE, BIND
iR %5 28 B Primary zones 5 Microsoft Windows DNS ## forward lookup zones #
reverse lookup zones YEF1ERE, BIND AEY¥: % X 5 Microsoft Windows DNS HH) K4
R R R,

F DNS Xig
F DNS K@ S1UEL DNS 48, FAILAEZ 50 DNS B#f. X7 HERFHRE BIND BREHHY
type master %i&., EFRILAEA ipa dnszone-* in T EE XX,
ERFETAE DNS HINERT, BENERXIBWNIISE start of authority (SOA) and nameserver
(NS) 3K, |dM TEAIE DNS K B EhE G LIt E, BIERFEE NS Lk E IR X LA
EEHMER.

RIEFRE BIND 175, BIHIZIRS B AR 285 & B E fh DNS fR55 35898 58, XL DNS AR
528 (Wi K3S) FIRESN iR BT E,

5l 28.1. DNS ¥ % = fl

IdM ARZ525 2= test.example. primary zone, X% @3S sub.test.example. name BJ NS &ifkic
. A4, test.example. KE#HEIE  sub.text.example FX &) 192.0.2.254 %% 23 |P Hhilt,

A% FF nonexistent.test.example. K& Fimn =¥ E] NXDomain B1%&, BEFRRKXEKL, EH
|dM fR %5 2841 1Z B MR E BB

7—7HE, #if hostl.sub.test.example. &F[$45 % EIBLER forwarder 192.0.2.254, &7 IdM
AR 25 BT IX AN B & B
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% DNS Xig
MIdM AERE, ¥4 DNS KBRS EEANEBEIE, Lhrt, BAM zone"BENBEHEOE

o —NFEH

o LSigiKEKH) DNS AR5 2309 P Hhilk
BT E USp &R TNk 2 B ER 1P ik, XAMTHER TR BIND BB H A type
forward iX&., EALUFEMR ipa dnsforwardzone-* ip S EIRIL AL X,
£ IdM-Active Directory(AD){S{E L T X H 4 DNS Rig4sH1E A, 1R |dM DNS BR55 285}
idm.example.com XiBEM &, FH AD DNS fR%523% ad.example.com XA &, N
ad.example.com 2 idm.example.com EX M DNS # 4 X, XEKE, HEE—IdM B IHEH
somehost.ad.example.com B9 P i, Ziff$5% % El ad.example.com IdM DNS # % X g EHI AD
I 25,
28.2.  IDM DNS RHIEE R M

Identity Management(IdM)RAIBE—MEFERFERINREBENFX, WRIFEH, FHXENERFXE, &
IdM DNS zone attributes #, AT LUERAL TR 2 —EHRE AT LUERMIRIN KSR ERNEMY

o HHITHRE(CLI)FH dnszone-mod %, MBEELER, HSH 1£ IdM CLI %4 E DNS X
HECE,

e |[dMWebUl, lIFEEZEL, ESH 1 IdM Web Ul FR%#5EFE DNS RHELE
o {#fH ipadnszone f&EIRH) Ansible playbook, WMIFHEEZER, HES M /£ IdM REE DNS X,

BRT HWEXMLPMERA, ZXEBEILRTE L DNS BRES 23 M{A 40 start of authority (SOA)ILRSE, LA
KNI M DNS &R SR BHEIL R,

¥ 28.1.1dM DNS XEtt

ansible-freeipa &

=
=2}

TR FRAR 55 2% name_server KIEE DNS &R 55 800 E, HHF) SOA MNAME,

ZAERT, B IdM IRS5%57E SOA MNAME ZERHANEBT,
Rk, {F/ --name-server 9 LDAP FRiFhEH{E 54 2 BE,

B8 51 FE F AR A3t admin_email WiE T XEEE G E I, BN EVL LB root ik

nt o

SOA &£47 serial £ SOA IR RERIS, xR, |[dIM BN EREAS, B
FARRZENRE,

SOA Rl BT TEME DNS RS 2215 R EH AT, HB W DNS RS BEEFH

el ElRR (LA AL

SOA &Eix retry HEEIRMBRIFTIRERISE RN R (AR B4
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ansible-freeipa &

&5 28 = {#1/ ANSIBLE PLAYBOOK & IDM DNS Xig

SOA 1t #8

SOA i [B] B 3LES

BRI B 22 Sy SE S

BIND B %7 5RE&

NS EH

FVFTH

AN

f¥F PTR A

A

e K R

HiBR

expire

minimum

ttl

default_ttl

update_policy

dynamic_updat
e=TRUE|FALSE

allow_transfer=s
tring

allow_query

allow_sync_ptr=
10

forwarder=/P_add
ress

forward_policy=
none|only|first

WIE =2 DNS BR %5 28 FE R AF 2 il AT 2l BT AT SR AT BORSS 18] (IX
MWREBAL) o

RIERFC 2308, [HEEMEENLER live(TTLYE (LN
i) .

£ zone apex BUICKIZE TTL (AR NEAL) . HI0, FEXE
example.com &, EZE T &#Fexample.com FHFTAEILF
(A. NS SOA), {BHfhiZ% (40 test.example.com) &=

2 BRI

H—MRX A EREARE(TTL)IZE N live(TTLYHE (UAFH
BAL) BB ANXBNMII TTLEH, BdE, ESEEME IdM
DNS fR%5 28 £ E 5 named-pkes11 AR5

X DNS X i & F ik o v IR

N S X DNS 10 RBIBh S B #,

EEE, MRFHEHKEN false, |dM BN ESSTERMFE
#H P thit,

BEERVFEHIZAEXR IP it KM E2IIIER, B2S()2MR.

FINBER TERAREEE, BilR allow_transfer {62 none,

IBESVFA H DNS T IP it sEM%E 2 IRIIR, BoS()D

(=8

WERIEM A S AAAA LT (BAI0%) BEB5 PTR (%) it
SH=P] N

EE— RN DNS XIBE BRI 4 85, X5 |dM 15 Fh & BT
2REBEEDTT.

BIRESMNRLE, EERERIEI,

EER ARG, BXIFNRBIFENE, 1E5% M By DNS %
A ERB&,

e 557 /usr/share/doc/ansible-freeipa/ B % #) README-dnszone.md 314,

28.3. {5/ ANSIBLE 7£ IDM DNS H £ X
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RIBLUTRRTE, #H Ansible playbook #{%E DNS REEiFE, EUTRRERANREIAR, EHE
zone.idm.example.com DNS X1,

FeRFMH

it =

274

REEE T Ansible #2617 RLUHRBLATEXK :
o {&fEF Ansible liiA& 2.14 SKERIRA
o fRBE1E Ansible ##I85 £ &4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BExH, EEQIETHA |dM RS 2B LR EEZ(FQDN)
B Ansible ;5.

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa R T R) 2 IdM B —E 2, RIEH 1AM E/ im R

SR A,

pSSIPERTC [\ =$= i TR

. 1# A /usr/share/doc/ansible-freeipa/playbooks/dnszone B :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnszone

. I ERE R, HBEREERERN IdM RS 235U1E [ipaserver] E34, Bla0, E#ER Ansible

BCi& server.idm.example.com, HHiA :

[ipaserver]
server.idm.example.com

. Bl dnszone-present.yml Ansible playbook X4, 40 :

I $ cp dnszone-present.yml dnszone-present-copy.yml

. $TFF dnszone-present-copy.yml X3 1754,

. 1@t 7E ipadnszone task #84 AIXE ML T2 ERIE UL -

¢ ¥ ipaadmin_password Z&i% B |dM EE H B,

e ¥ zone_name ZLE1%E&E zone.idm.example.com,
X2 YRR AENH Ansible playbook ST :

- name: Ensure dnszone present
hosts: ipaserver
become: true

tasks:
- name: Ensure zone is present.
ipadnszone:
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ipaadmin_password: "{{ ipaadmin_password }}"
zone_name: zone.idm.example.com
state: present

6. BREFIXNH,
7. 1517 playbook:

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file dnszone-
present-copy.yml

Heth TR
o HES THFAY DNS KigiA,
o 1557 /usr/share/doc/ansible-freeipa/ B % # %) README-dnszone.md 314,

e i5&[ /usr/share/doc/ansible-freeipa/playbooks/dnszone B kHE Ansible playbook 7=,

28.4. {£FH ANSIBLE PLAYBOOK ¥ffi{® IDM R FEET B Z N EME DNS

REBLUFRAE, A Ansible playbook #{#E DNS Xii#Z1E, £ FEAGREHEANRAIG, |dM EE
G AT i8R F1E zone.idm.example.com DNS X1, Ansible playbook B2 & X% NS,

SeRF M
o WBEE T Ansible #HIT RLLUHEUTEK :
o MR Ansible fR7A 2.14 HESRAE.
o fRBETE Ansible %85 £ &4E T ansible-freeipa ¥4,

o RBURETE ~/MyPlaybooks/ BExF, EEQIETHA IdM RS 2R LREEZ(FQDN)
B Ansible ;5. XX 1,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa R T =) 2 IdM B —E 2, RIEH 1AM E im R
FHENEIR,

o fRANE |dM B G B,
AR
1. 7# A /usr/share/doc/ansible-freeipa/playbooks/dnszone E % :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnszone

2. STFERGE RS, HRFREERERN M RS 2:5I7E [ipaserver] 2843, 10, E#57R Ansible

BC& server.idm.example.com, HHiA :

[ipaserver]
server.idm.example.com
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3. £l dnszone-all-params.yml Ansible playbook 34, 40 :
I $ cp dnszone-all-params.yml dnszone-all-params-copy.yml

4. ¥TFF dnszone-all-params-copy.yml X347 5

5. M1t 1T ipadnszone task B9 X E U T L ERIEBSOLHE ¢
e ¥ ipaadmin_password ZLE % E 7 IdM EIE 51 %1,

e I zone_name L E£1%E N zone.idm.example.com,

MBEAVRASHELMREILE, EF allow_sync_ptr ZEi%E N true, Bl A 1 AAAA T
X5 PTRICERAS.

¥ dynamic_update ZZE£%E N true, LUEMA 1M B imHL 2R RN B E 1P thiit,

¥ dnssec L2 EH true, LUFRVFIE RIS AH1TARE: DNSSEC %4,

FF allow_transfer T £1% & N Xig R E LTRSS 2579 IP o,

¥ allow_query ZE%E N AVTFA EE B IP Hilk s M%E,

FF forwarders T2 E N FE A Z3H IP Hhil,

¥+ serial ZZ&2%E N SOA I KIS,

X ) DNS % X refresh, retry, expire, minimum, ttl, 1 default_ttl (&,

{5 nsec3param_rec FE, HXIHE Y NSEC3PARAM i3k,

¥ skip_overlap_check 22X &N true, MUMEEESIE X ESHHm T DNS GlE,

¥ skip_nameserver_check X & true, LUETERMRARSS2RTCIEMRMTI thais fl /4T DNS X
@IJEQ
X2 HAIRBIES A Ansible playbook X4 :

- name: Ensure dnszone present
hosts: ipaserver
become: true

tasks:
- name: Ensure zone is present.
ipadnszone:
ipaadmin_password: "{{ ipaadmin_password }}"
zone_name: zone.idm.example.com
allow_sync_ptr: true
dynamic_update: true
dnssec: true
allow_transfer:
-1.1.141
-2222
allow_query:
-1.1.141
-2222

276



%5 28 Z {1/ ANSIBLE PLAYBOOK &I IDM DNS K15

forwarders:

- ip_address: 8.8.8.8

- ip_address: 8.8.4.4

port: 52

serial: 1234
refresh: 3600
retry: 900
expire: 1209600
minimum: 3600
ttl: 60
default_ttl: 90
name_server: server.idm.example.com.
admin_email: admin.admin@idm.example.com
nsec3param_rec: "1 7 100 0123456789abcdef"
skip_overlap_check: true
skip_nameserver_check: true
state: present

6. REFXNTXH

7. iB1T playbook:
$ ansible-playbook --vault-password-file=password_file -v -i inventory.file dnszone-all-
params-copy.yml
Hith BTR

o ES[H ZHFH DNS KigRE,
o HFZM ¥ IdMDNS XKIBMEBREMK .
e 557 /usr/share/doc/ansible-freeipa/ B % # %) README-dnszone.md 31,

e i5&[ /usr/share/doc/ansible-freeipa/playbooks/dnszone B kHE Ansible playbook 7=,

28.5. {#FH ANSIBLE PLAYBOOK LUIA{R7EIEE IP it i IFE A F = 71 DNS
EHHHX i

BIRLUTmAE, & Ansible playbook iR A DNS KigiFE. £ FEBCRERERBTRAH, IdIME
B AERER IdM ENBY 1P A2 KE, 2EFERR DNS X,

5/ name_from_ip ZF 212 it DNS fR55309 IP Mttt T K E Al LR HIR 275, NR& BRI
KE, RESEIHXA DNS RS2, F4RHE name_from_ip {H 192.168.1.2, EiH&REILLT DNS X
b

® 1.168.192.in-addr.arpa.

® 168.192.in-addr.arpa.

® 192.in-addr.arpa.

BT &SRO XETRERREFFIER, name_from_ip REES state iETINE N present —i2fEf,
LARS I BA BRI,
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SeRF M
o WBEET Ansible #EIT RLLUHEUTEK :
o MR Ansible fR7A 2.14 HESRAE.
o fRB1E Ansible %85 £ Z&4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BExF, EEMIETHA IdM RS 2B LIREEZ(FQDN)
B Ansible ;5 .14,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

e BHinTm (XZINT ansible-freeipa T =) =& IdM BB—E8 9, RIEHN 1AM B . AR
FaasEl A,

o IENE |dM BIE B,

1. # A /usr/share/doc/ansible-freeipa/playbooks/dnszone E % :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnszone

2. ITAEHGE R, HRFREEREN M RS 2:5U7E [ipaserver] 2843, 140, E#57R Ansible

Bci& server.idm.example.com, EHiA :

[ipaserver]
server.idm.example.com

3. £l dnszone-reverse-from-ip.yml Ansible playbook X4, 40 :
I $ cp dnszone-reverse-from-ip.yml dnszone-reverse-from-ip-copy.yml

4. ¥TFF dnszone-reverse-from-ip-copy.yml {43475
5. 1@1t7E ipadnszone task B84 A% E LA T2 & RIETBL T ¢
e % ipaadmin_password £ EH IdM EIE 5 &,

e ¥ name_from_ip ZEIXE N IdM ZIRRSEBH 1P, FIREHEIEKE,
X2 HAIRBIE A Ansible playbook X4 :

- name: Ensure dnszone present
hosts: ipaserver
become: true

tasks:
- name: Ensure zone for reverse DNS lookup is present.
ipadnszone:
ipaadmin_password: "{{ ipaadmin_password }}"
name_from_ip: 192.168.1.2/24
state: present
register: result
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%5 28 Z {1/ ANSIBLE PLAYBOOK &I IDM DNS K15

- name: Display inferred zone name.
debug:
msg: "Zone name: {{ result.dnszone.name }}"

playbook Sl —/NX, BT M 192.168.1.2 IP it R HEIHKE 24 Az @ DNS &, #TF
3k, playbook Z R4 B HY X 15 & R,

6. REFXTXMH

7. iB1T playbook:
$ ansible-playbook --vault-password-file=password_file -v -i inventory.file dnszone-
reverse-from-ip-copy.yml
Hith BTIR

o ES[H ZHFH DNS RigE,
e 557 /usr/share/doc/ansible-freeipa/ B % # %) README-dnszone.md 314,

e 55 /ust/share/doc/ansible-freeipa/playbooks/dnszone B kHE Ansible playbook 7=,
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25 29 Z (i ANSIBLE 12 IDM #1189 DNS i &

YE77 Identity Management(IdM)E 51, &RILAf#E A ansible-freeipa #({4 & F ) location & R EIE
|dM DNS fiIi&,

o EHT DNSHIRS LI

e DNS fIERHEEEEI

® DNS Hf AL (TTL)

e {#HF Ansible #{RFTE IdM (L&

o {FF Ansible IR A ETE |dM (I &

29.1. EF DNS BpR % & TN
ETF DNS BUBRSS A It i 2 — N2, &/ im{EA DNS MMUEIRHFERS (90 LDAP = Kerberos
) IR ERIRS 28, — M BIARER TR S IRE R B M4 B 2R N B B 2 50 E AR 55 25,
ANl REESNEREFHFEEMLSIER, MMEEERARE,
RELZMHUEEMRRZ :

o AEEBENEFIHERELURSSREMEXEE,

e DNS RS ZEAFERBIPRZMHER. EAMEE DNS IRF5ZFME F iR e LU R SRS R B R
H & 15 18 R B0 2R S

£ Identity Management(IdM)ii#1, LDAP. Kerberos f1EMhARS5#ER7F7E DNS BRSS1C% (SRV it
) . BN, LATEr5 A1 DNS RSS2 LURERTE |dM DNS 18 iRt E F TCP ) Kerberos RS HIE
M :

51 29.1. DNS i E M55 R

$ dig -t SRV +short _kerberos._tcp.idm.example.com
0 100 88 idmserver-01.idm.example.com.
0 100 88 idmserver-02.idm.example.com.

MHIEUTER
e 0 (fE%%) : BInENMBMLENR. —MEENEREIEL,

e 100 (fVE) NEAMBMEINFRERE—MEXNINE. MFEEZER, ESMH RFC 2782,
/3T,

e 88 (WMD) :MRFHIHOS,

o RAZIRSFSHIENBIANEE TR,

ARG, REIBHDENEEFERNMLERNE. EXMERT, B nERLERIIKHPIIRENS
S

WEPIHSCNE, BB NEINTE DNS fIEPEER DNS RSS %S, MHASBEMAR., W TFoEAMBEN
IdM RS2, REIERE, ELULTRAEIGR, FHiGEE N EIHAE germany ) DNS R%525 -
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55 29 = {§1/] ANSIBLE & IDM dafy DNS 18

_kerberos._tcp.germany._locations.idm.example.com.
0 100 88 idmserver-01.idm.example.com.

$ dig -t SRV +short _kerberos._tcp.idm.example.com
50 100 88 idmserver-02.idm.example.com.

‘ B 29.2. £F DNS { B

|dM DNS AR %525 B 575 [Bl— 1 DNS 5|4 (CNAME), 1EAEIERMARSS2RH DNS AIBHFE SRV it K.

Itk CNAME 10 5% B RfERIHE I E — 1T/, ERBIH, EHlidmserver-Olidm.example.com EFRIEML 5
NME, HLEbEE, idmserver-02.idm.example.com E5ESMIMLEYN, FILNEHEENST RN BE
w19,

29.2. DNS il BRI ERE F 2 F A

TEERSERMI DNS B, BQEE(IM)AT UEREEE FAEBEMRS (SRV)iLE., ENED IdM DNS RS
AR ENREE FTAER SRV ILE, AAUUESHIESA DNS IBEE DV RE—1 IdM DNS RS 285.

E g5 DNS LB X BN BAE P im SR DNS I0RE L, Eik, EaLUS IdM DNS iRS& 53
IdM DNS JETEIRS RS F, FHIERTIHM IdM DNS BRSS 25 P 24 € F AL B A0 KT 34T recursors,

EHAESR |dM F13E IdM DNS RSB RER D ERE &, DNS #0288 & 1F B TR Al He s B ot R iEnf
IdM DNS [RS8, BE, XFEaIiE{REAIE IdM DNS RS BME F i h SRR DNS I BFHFELLE,
RIEER 1AM BRSSO B (£ 2H.,

29.3. DNS If [B] B 52 (TTL)

& Fim Al LUF DNS FRIC KRG FERIREE R ERNNH, BFL%E, & im eI EEEFENH
(TTL)ETHARTINEIE R, Identity Management(IdM)FRBIERIA TTL EHRE 1 K.

INRENE Fimit ENEE R, ENIZAE M DNS K89 TTL {H, SHERE N L& imTE L s ]

B roam 2EMINTEMEAR, XFERTIRRIER P in E 2270 DNS &£ EEEHEER A — i S gndE,
%16 DNS BRSS 23 LARIET IS € F LB/ SRV 103%,

Hh iR
o iEHH ¥ |dMDNS RigHEBRE M,

29.4. {#Fd ANSIBLE H{%7F1E IDM {i[ &

£ Identity Management(IdM)MIRGIBIE R, EAILAY IdM DNS I BEE N RITFE M inE R RIELHN
P 4% LT R FR B B R S IE AR 55 2

LRzt 7 a0{l 5 A Ansible playbook SRH4R |dM F7#F7E DNS &, XN RAIHER T iR 1dM

#F7E germany DNS fiIiE, Fth, BAILUFRER IdM IRFGEFDECLEXNMIE, LMEXRM 1M & ik
15 AR & SR8 AR 55 A= HIF R 7]

FoRFMH
o (TAIE IdM BIE 5B,
o WBEEET Ansible #HIT RLLUHEMUTEK :
o &M Ansible hiiA 2.14 B E A,
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o fRB1E Ansible ##I85 £&4E T ansible-freeipa ¥4,

o RBURETE ~/MyPlaybooks/ BExF, EEMIETHA IdM RS 2B LR EE A (FQDN)
B Ansible ;& #3044,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o BirT R (XZHIT ansible-freeipa R T =) =2 IdM B —E 2, RIEH 1AM E im, R
FHENEIR,

o X7 % DNS I ERHEITEE,

1. ¥ A ~/MyPlaybooks/ B3k :
I $ cd ~/MyPlaybooks/

2. £ AITF /usr/share/doc/ansible-freeipa/playbooks/location/ B 3% F1#] location-present.yml
XARIEIA :

$ cp /usr/share/doc/ansible-freeipa/playbooks/location/location-present.yml location-
present-copy.yml

3. $T7F location-present-copy.yml Ansible playbook 3 #4317 4k,
4. @it 7E ipalocation task B4 FIXE LA T A2 REBIZ I -

o JHE(ESH name, EHSIEBIABIN N,

e % ipaadmin_password ZFEXE ) |dM EIE H I E D,

o

name L E X E NENRZTR.

gf_
X2 YRR AE N Ansible playbook ST :

- name: location present example
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure that the "germany" location is present
ipalocation:
ipaadmin_password: "{{ ipaadmin_password }}"
hame: germany

5 REXNXH,
6. i51T Ansible playbook, 187 playbook X, TFHE{RI" secret.yml SLHRIETY, LAKEH X :

2
$ ansible-playbook --vault-password-file=password_file -v -i inventory location-
present-copy.yml
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55 29 = {§1/] ANSIBLE & IDM dafy DNS 18

Hith 5w

HS M EH IdM Web Ul % IdM RSS2 9 BCZEI DNS A28 =X A IdM CLI I IdM RS &2 A ERE
DNS fiIi&,

29.5. {f [ ANSIBLE BT 127E IDM I &

YE} Identity Management(IdM)MIRFTEIE R, SR IdM DNS (L BERE N A TFE M imE R &ELN
P 4% LT R FR B B R S IE AR 55 27

DU R R 7 a0 A Ansible playbook SRR |dM A13% 48 DNS L&, XN RAIER 7 AR dM
%A germany DNS iIi&, Hh, EXENXMIEDERFEDN IAM RS 3s, A IdM B imTTiEEE

Aefll
FeRFMH
o fRANE IdM B B,

i

%A 1dM RSB O B germany DNS &,

REEE T Ansible £ T RLUBR L FEK :

o f&{#EF Ansible A 2.14 B F A,

o fRB1E Ansible ##I25 E&4E T ansible-freeipa ¥4,

o RPHRETE ~/MyPlaybooks/ Bk, EEHIETHA IdM RSS2 L R EEZ(FQDN)
B Ansible ;5. XX 14,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

Birfim (X247 ansible-freeipa BRI T R) 2 IdM HBI—ES, R 1AM B/ m, IR
FHENEIR,

THBRER S QIEFHEE T ~/MyPlaybooks/ Bk, FAEN1EEA playbook BlIAHI A /DL
%o

# A ~/MyPlaybooks/ B 3% :

I $ cd ~/MyPlaybooks/

. 7£ /usr/share/doc/ansible-freeipa/playbooks/location/ B 5% 7 £ il location-absent.yml X

% :

$ cp /usr/share/doc/ansible-freeipa/playbooks/location/location-absent.yml location-
absent-copy.yml

$TFF location-absent-copy.yml Ansible playbook ST 4T %
#BIT7E ipalocation task B84 A% E LA T2 & SRIETZ T -
o E{ESH name, FEHSIEBIBHIN N,

e ¥ ipaadmin_password ZEIXEH IdM EIE 5 BB,
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o [ name ZEiXE N DNS (I BRI & TR,
o ffi{R state T=EIXE N absent,

X2 HAIRBIES A Ansible playbook X4 :

- name: location absent example
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml

tasks:
- name: Ensure that the "germany" location is absent
ipalocation:
ipaadmin_password: "{{ ipaadmin_password }}"
hame: germany
state: absent

5. RITFXAXHE,
Ansible playbook, 1§7E playbook X, AR secretyml SMHFRIERTY, LARGE R4 -

6. i&1T

$ ansible-playbook --vault-password-file=password_file -v -i inventory location-
absent-copy.yml

29.6. Hth BR
e 15574 /usr/share/doc/ansible-freeipa/ B % # 8 README-location.md {4,

e & /usr/share/doc/ansible-freeipa/playbooks/location Bk H# Ansible playbook =4,
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%5 30 3 £ IDM th & DNS # %

2 30 = 7t IDM &8 DNS B4

BRIBLTRE, TEHEE(IM) Web Ul |dM CLI #1{EFH Ansible FEZE DNS £ &% 4 23#1 DNS 4
X1 :

IdM DNS BRF5ZREIH DA &

® |dM HE) DNS %54 BB

e 7E1dM Web Ul HIRINEBE X 2

o ECLIRARMERBKRALS

e 7E1dM Web Ul Hi75A0 DNS %% X i3

e 7E CLI AN DNS ¥5 4 X i3

e {#F Ansible 7E IdM FEII DNS £B45 4 85

o {HF Ansible H{R IdM I f27E DNS 2B 4 88

o fHfH Ansible #{R |dM Fi% % DNS £G4 2%

e {HF Ansible i3k DNS £F%% X 2 1E |dM KRR
o {#M Ansible #{R |dM FR7Z1E DNS 54 X 15

o {EF Ansible #afr DNS ¥4 X1 7 |dM A S ML L 85
o f#fH Ansible #f{% |dM F DNS Forward X igi#% % F

e f{#HF Ansible #B{R IdM H3& 74 DNS #5 % Xid;

30.1.IDM DNS R I TN AR

DNS # % &8 DNS RS540, DNS Zifl, IAER T, M T |dM B Berkeley Internet Name
Domain (BIND) #E2—" authoritative F1— A recursive DNS fR%525% :

B DNS IR5523

% DNS B iR E1AE T |dM RSS2/ R DNS KB & 6, BIND 2EIEERERX b & & MEHE.
BRI T M EAEIE.

3519 DNS RS 23

Y DNS B/ IR EH |dM RSS2 A2 INEBHI BT, BIND i fE R E A DNS IRSS 2 EFT&H, 10
REBTE VL 25, BIND &iH)FBEELM _EB root ARS58s, FHER IS LN, DNS &if,

HEELERT, THELL BIND BEECREM DNS IRS525, FIREE Internet LRI AREHTEHITEIH, &
AILLE BIND BEE WA 79— DNS fRS5 88 (425 KA A,

=8 BIND BCB MR AP A a5, 7E IdM BRFS&B MR A B2 AE A EWMER, 1dM BRF a8 HIERIL
BEH DNS 2277,

30.2.IDM HHJ DNS % % 5B
|dM X #F first #1 only 776 BIND #5 4 5R88, LK% none %fE T IdM BY%E & SREK,
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Forward first (Z(iA)

IdM BIND AR5 4% DNS Eif#E 4 BB BRHE 4 23, WRE MRS SHREIRHEE FEEIKRI, BIND
SERBE M ERIRS 28R O F5% T##4r, forward first %Hﬁm%ﬂ)\%ﬂ% eE ATk DNS fRE.

Forward only

IdM BIND AR5 % DNS EifjE % BIEC B A 28, WRE NIRS SREZHBEMEEI, BIND &
TR EI R F i, A FH A split DNS BRERIEAE, i1#EF forward only 2R,

None (Z2F#X%)

DNS Zij A =&1d none ¥ X Kig ek, RRAKARFNERHRARENFEXBERAM. XMk
TR F7E BIND BeE g E R L X aFIkR.

BB R AR IdM FEEES Sk B Hith DNS RS HRIBIES I, EHREED IdM DNS
f 3 XEVRE F AL R &,

BIAERT, WREIRA DNS ZHET IdM BRFSSH[ATERIRE, T BIND RSFRTE

WELAR A —BIRSR. EXMERT, NRE IdM BUEEH AR EZ B DNS &5,
5% [E] NXDOMAIN [E%, {#A% 4L IRE

$1 30.1. (A5 =B

IdM R %528 %] test.example EBEME M. DNS X5, BIND #EE NIBE N L EIH A 192.0.2.254
IP #hilk B9 DNS AR5 25

YR EN nonexistent.test.example. BIEIHDNS Z#5, BIND iE] IdM AR5 254

test.example. KiZEGNE, BFRRFMEIML L E 192.0.2.254. k5525, FLL, DNS & imElR
NXDomain (155882, S B EIREREE,

30.3. 1T IDM WEB Ul BRI Bik % 25
&EnL/L-F/JIL*EE%{ﬁQ:EEUdM) Web Ul EF'/J\jJDé% DNS i’%ﬁ%ﬁo

FRFH

o LLIdM B 5 H5 &5k IdM WebUl,

o {KAIE DNS RS 23H Internet THX (IP)HhtE, LU E AL KL B,

AR

1. 1£1dM Web Ul /1, %% Network Services —» DNS Global Configuration —» DNS,
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%5 30 3 £ IDM th & DNS # %

& Administrator ~

dentity Policy Authentication Network Services
Automount DNS «
DMS Zones
Automoun

DMS Forward Zones
DMS Servers

— DNS Global Configuration i
[0 | Location

O | default

Showing 1to 1 of 1 entries,

2. 7£ DNS Global Configuration 4/, == Add,

RED HAT IDENTITY MANAGEMENT

dentity olicy Authent on Network Services

Automount DNS ~

DNS Global Configuration

2 Refresh || ‘D Revert || X Save | Actions ~

Options
Allow PTR sync O
Global forwarders Add
Forward policy @ Forward first O Forward only O Forwarding disabled

IPA DNSSec key master

IPA DNS servers server.example.com

3. IBEEIEL % DNS EiHB) DNS fRS53569 IP Hitik,

< Refresh || @ Delete | | 4 Add

& Administrator ~
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RED HAT" IDENTITY MANAGEMENT & Admiinistrator «

dentity Policy Authentication Network Services

Automount DMS «

DNS Global Configuration

< Refresh | | "D Revert || X Save | | Actions ~

Options
Allow PTR sync O
Global forwarders | ‘ID.1D.‘ID.‘I| Undo
Add || Undo All
Forward policy @ Forward first O Forward only O Forwarding disabled
IPA DNSSec key master
IPA DMS servers server.example.com

4. P A,

RED HAT' IDENTITY MANAGEMENT & Administrator ~

dentity Policy Authentication Network Services

Automount DMS «

DNS Global Configuration

< Refresh | | ‘D Revert || X Save || Actions ~

Options
Allow PTR sync O
Global forwarders 10.10.10.1 Undo
Add || Undo All
Forward policy @ Forward first O Forward only O Forwarding disabled
IPA DNSSec key master
IPA DMS servers server.example.com

5. mEOTNERH Save,

1. #%#¥ Network Services —» DNS Global Configuration - DNS,
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RED HAT IDENTITY MANAGEMENT & Administrator ~

Identity Policy Authentication Network Services

Automount DMS

DMS Zones
AUtomou N DMS Forward Zones
DS Servers < Refresh || @ Delete | | 4 Add
— DNS Global Configuration i
] Location

O | default

Showing 1to 1 of 1 entries,

2. 33E |dM Web Ul 7R 35 BT B B I8 BV A R £ /T X 28,

RED HAT" IDENTITY MANAGEMENT & Administrator v

Identity olicy Authentication Metwork Services

Automount DMNS ~

DNS Global Configuration

< Refresh | | "D Revert || X Save | | Actions ~

Options
Allow PTR sync O
Global forwarders 10.10.10.1 Undo
Add || Undo All
Forward policy (® Forward first (O Forward only O Forwarding disabled
IPA DNSSec key master
IPA DMS servers server.example.com

30.4. 7 CLI B imEe Rk L 25
REBLUTRE, FRAMSITARECL)ARINERE DNS ¥4 25,

SeRFMH
e LlIdM EE G HHRER.

o {TANE DNS ARS5238Y Internet P (IP)Hhk, LURFEAEL 4 B,

Y=

e {#f ipa dnsconfig-mod @ SR LB 4 25, A -forwarder 115 E DNS ¥4 & 2889
|P ik,

[user@server ~]$ ipa dnsconfig-mod --forwarder=170.70.0.1
Server will check DNS forwarder(s).
This may take some time, please wait ...
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Global forwarders: 10.10.0.1
IPA DNS servers: server.example.com
e {#f dnsconfig-show M4 T REFE A 2R

[user@server ~]$ ipa dnsconfig-show
Global forwarders: 10.10.0.1
IPA DNS servers: server.example.com

30.5. £ IDM WEB Ul #1750 DNS &% X 15
BREBUTHREEZHDEE(IM) Web Ul RERI0 DNS % X 15,

BF

PRIFLENIBE, BNAEFEARARYE, HARTZINVERRAR, HRE(TTERFE
BAMARET R, MRBIER forward Xi%, 1EREIEFERARXBESLRELRE.

TEQIE2HTRY DNS X, ZIN8E IR ARS8 (NS)ICRALE 5ot 4 X 15, #R%XfE
PrAE DNS &1, EAZHIBERT, EREREAXBUARB T, FHEEKRLRKE,

FRFH

o LLIdM B 5 H5 &5k IdM WebUl,

o {TANE DNS ARS5 2389 Internet P (IP)Hedk, LURFEAEL 4 B,

1. £ IdM Web Ul A, % Network Services —» DNS Forward Zones — DNS,

RED HAT IDENTITY MANAGEMENT & Administrator ~

Identity Policy Authentication Network Services IPA Server

Automount DMS «

DNS Zones
AUtomoun DMS Forward Zones i
DS Servers < Refresh | | @ Delete || +Add
= DNS Global Configuration
[J | Location

O | default

Showing 1 to 1 of 1 entries.

2. 7 DNS Forward Zones 24, = Add,
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RED HAT IDENTITY MANAGEMENT P

dentity Policy Authentication MNetwork Services

Automount DNS

DNS Forward Zones

Search Q  Refresh | @ Deletej | +Add | = Disable || « Enable

O | Zone name Status Zone forwarders Forward policy

No entries.

3. 7 Add DNS forward zone & O 35T 4 X &,

Add DNS forward zone

() Zone name * forward.example.com.

() Reverse zone
IP network

Zone forwarders * Add

Forward policy (@ Forward first O Forward only O Forwarding disabled

skip overlap (]
check &

* Required field

Add | | Add and Add Another | | Add and Edit | | Cancel

4. = Add #RHIFFHETE DNS BRS5858Y IP ik SRR KIE K, BRILUABMEARIEES MER
%%Q
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Add DNS forward zone

(= Zone name *

() Reverse zone
IP network

Zone forwarders *

Forward policy

Skip overlap
check @

* Required field

forward.example.com.

1010004

Add

(® Forward first O Forward only (O Forwarding disabled

Add | | Add and Add Another | | Add and Edit

Undo

Cancel

5. 3EE F AR,

(=) Zone name

() Reverse zone
IP network

Zone forwarders

forward.example.com

1010014

Add

Forward policy

{® Forward first © Forwardonly O Forwarding disabled

Skip overlap
check @

* Required field

O

Add | | Add and Add Another | | Add and Edit

6. HEOKEH Add LURINFTE & X,

1. £ IdM Web Ul A, 1% Network Services - DNS Forward Zones — DNS,
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RED HAT' IDENTITY MANAGEMENT & Administratarnt

Identity Policy Authentication Network Services

Automount DMS «

DNS Zones
AUtomoun DMS Forward Zones i
DS Servers < Refresh | | @ Delete || +Add
— DNS Global Configuration
[J  Location

O | default

Showing 1 to 1 of 1 entries.

2. SEEOIBME A X (FAEIEERNR A RML LK) 5T IdM Web Ul FEEFE A,

RED HAT IDENTITY MANAGEMENT & Administrator ~

Identity Policy Authentication Network Services IPA Server

Automount DMNS «

DNS Forward Zones

Q ' Refresh | | wDelete || +Add || = Disable || + Enable
[J  Zone name Status Zone forwarders Forward policy
O | forward.example.com. « Enabled 10.10.0.14 first

Showing 1to 1 of 1 entries.

30.6. 7 CLI #7750 DNS ¥ 4 X 15
REBLITREFER®SITRBE(CL)IAI DNS ¥4 X,

B

PRIFLENIBE, BNAEFEARARYE, HARTZINVERRAR, HRE(TTERSE
BAMARETH, MRBIER forward Xi%, 1EREIEFERAXESLRELRE.,

TEQIE2HTEY DNS X, ZIN8E IR RARSS 88 (NS)ICRALE o it & K15, #R%XfE
PrAE DNS &1, EAZHIBERT, EREREABUARB T, FEEKRLRKE,

SeRFMH
e LlIdM EE G HHER.

o {KAIE DNS RS 23H Internet THX (IP)HhhE, LU E R KL B,

o f{#F dnsforwardzone-add S RMFE AKX, WMRE L KIKEFZ none, {FA --forwarder %
TWIEEED—NL LS, FHEMA --forward-policy JETE E % 4 FKIK.

[user@server ~]$ ipa dnsforwardzone-add forward.example.com. --
forwarder=10.70.0.14 --forwarder=10.70.1.15 --forward-policy=first
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Zone name: forward.example.com.
Zone forwarders: 10.10.0.14, 10.10.1.15
Forward policy: first

e f§ M dnsforwardzone-show #p<5 T/~ &RI F A #) DNS 4 X,
[user@server ~]$ ipa dnsforwardzone-show forward.example.com.
Zone name: forward.example.com.

Zone forwarders: 10.10.0.14, 10.10.1.15
Forward policy: first

30.7. £/ ANSIBLE 7£ IDM %31 DNS £F# 4 25
REBLUTFRAE, A Ansible playbook 7E IdM %31 DNS Global Forwarder,

ELLRRAIR, |dM BEAS0E—1 DNS £2FEARRFEHH IPv4 itk 8.8.6.6, IPv6 Mt h
2001:4860:4860::8800 i 1 53 DNS fRS5 25 o

SeRF M
o WBEE T Ansible #HIT RLUHEMUTEK :
o f&fEM Ansible RA 214 SERARA,
o fRBE1E Ansible %25 £ &L T ansible-freeipa ¥4,

o RIRETE ~/MyPlaybooks/ BExH, EEMIETHA IdM RS 2B LR EE A (FQDN)
B Ansible 55834,

o RAIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

e BHinTm (XZINT ansible-freeipa BT =) =& IdM BB —E89, RKIEHN 1AM B . AR
FaasEl A,

o IANE |dM BIE LB,

1. # A /usr/share/doc/ansible-freeipa/playbooks/dnsconfig E % :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

2. STFE RS, Fiffk [ipaserver] SO A TIRERER IAM fRSS525. B0, EHER Ansible
Bici& server.idm.example.com, 155 :

[ipaserver]
server.idm.example.com

3. &l set-configuration.yml Ansible playbook X4, 40 :

I $ cp set-configuration.yml establish-global-forwarder.yml
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4. Tt establish-global-forwarder.yml 3C 145717404,

5.

6.

7.

BB T 2R
a. J¥ playbook B name ZZ£ &l Playbook, LATE IdM DNS FRENI LB K 28,

b. 7£ tasks 9/, fFE35589 name Bl Create a DNS global forwarder to 8.8.6.6 and
2001:4860:4860::8800,

c. 7t ipadnsconfig 84 #J forwarders #4 :
i. fE— ip_address [HRE N NEFE KL 238 IPv4 it : 8.8.6.6,
ii. FFE /" ip_address [EENERHF 4 251 IPv6 il - 2001:4860:4860::8800,
iii. 45iE port [H#IXE S 53,

d. ¥ forward_policy i} first,
X F YRR EI ST B Ansible playbook ST :

- name: Playbook to establish a global forwarder in [IdM DNS
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Create a DNS global forwarder to 8.8.6.6 and 2001:4860:4860::8800
ipadnsconfig:
forwarders:
- ip_address: 8.8.6.6
- ip_address: 2001:4860:4860::8800
port: 53
forward_policy: first
allow_sync_ptr: true

REFIXAN X
T playbook:

iz/
$ ansible-playbook --vault-password-file=password_file -v -i inventory.file establish-global-
forwarder.ymi

Hth BHR

&[5 /usr/share/doc/ansible-freeipa/ B>x##9 README-dnsconfig.md 34,

30.8. {#Fd ANSIBLE 1% IDM /1727 DNS £ 3% 4 25

REBLUTRAR, M Ansible playbook ffifr DNS £ B 4 283 1F |dM HF{E, ETHIH, |dM BEARKR
1E£ DNS RSS2 EE— N E IPv4 it 7.7.9.9, IP v6 #ilik ) 2001:db8::1:0, %M 53 #J DNS global
forwarder,

SR
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o MEEET Ansible T RLUHRUTEXK :
o {&fEF Ansible HiA& 2.14 SKEBIRA,
o fRB1E Ansible %85 £ &4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BExF, EEMIETHA IdM RS 2B LREE A (FQDN)
B Ansible ;5 .14,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa R T =) 2 IdM B —E 2, RIEH 1AM E/ im. R
FHENEIR,

o TENE |dM BIE B,

1. # A /usr/share/doc/ansible-freeipa/playbooks/dnsconfig B % :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

2. STFE RS, Fiafk [ipaserver] SO A TIRERER IAM fRSS525. B0, EER Ansible
Bt i& server.idm.example.com, 15HiA :

[ipaserver]
server.idm.example.com

3. £l forwarders-absent.yml Ansible playbook X4, 40 :

I $ cp forwarders-absent.yml ensure-presence-of-a-global-forwarder.yml

4. ¥TFF ensure-presence-of-a-global-forwarder.yml 32471745,
5. BITIXBU T ER IR
a. ¥% playbook #J name ZZE &Ky Playbook, LUf{% IdM DNS shEEL B4 %,

b. 1E tasks 9, JF£55 name ELH Ensure the presence of a DNS global forwarder
to 7.7.9.9 and 2001:db8::1:0 on port 53,

c. 7t ipadnsconfig 84 #J forwarders #4 :
i. f¥E— ip_address [EFE N NE B & 271 IPv4 itk : 7.7.9.9,
ii. FFEZ ip_address [EENEHF A 2RH IPve itk : 2001:db8::1:0,
iii. 351 port [H#IXE S 53,

d. ¥ state %/ present,
X F YRR EI ST B9 Ansible playbook ST :

- name: Playbook to ensure the presence of a global forwarder in IdM DNS
hosts: ipaserver
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vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure the presence of a DNS global forwarder to 7.7.9.9 and 2001:db8::1:0 on port
53
ipadnsconfig:
forwarders:
- ip_address: 7.7.9.9
- ip_address: 2001:db8::1:0
port: 53
state: present

6. REFXDXH

7. iB4T playbook:
$ ansible-playbook --vault-password-file=password_file -v -i inventory.file ensure-presence-
of-a-global-forwarder.ymi
Hth B

e %55 /usr/share/doc/ansible-freeipa/ B3k #) README-dnsconfig.md {4,

30.9. ¥/ ANSIBLE #{% IDM #3%H DNS £ 555 4 23
BIRLUTRE, {#H Ansible playbook ffif® DNS £F ¥ & 237F |dM R AREFIE, TEULTRARRES, 1dM

EEAAHFREIRO 53 LR BB (IP)v4 Hitit )y 8.8.6.6 #1I1P v6 Hitiky 2001:4860:4860::8800 HY
DNS £ BZ¥ % 28,

SoRFM
o MBEE T Ansible #HIT RLUHEUTEX :
o fEfEM Ansible RA& 214 SEBARA,
o fRB1E Ansible #%I85 £&4E T ansible-freeipa ¥4,

o RURETE ~/MyPlaybooks/ BExF, EEMIETHA IdM RS 2B LR EE A (FQDN)
B Ansible ;5 .14,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o Bir R (XZHIT ansible-freeipa R T =) 2 IdM B —E 2, RIEH 1AM E/ im R
FHERNEIR,

o TANE |dM BIE LB,

1. 7# A /usr/share/doc/ansible-freeipa/playbooks/dnsconfig E % :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig
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2. FIFB RS, FHHAR [ipaserver] S0 H5IH TIRERER 1AM R%S35. Hla0, E1E57R Ansible
Bici& server.idm.example.com, 155 :

[ipaserver]
server.idm.example.com

3. £l forwarders-absent.yml Ansible playbook X4, 40 :
I $ cp forwarders-absent.yml ensure-absence-of-a-global-forwarder.ymi

4. #TFF ensure-absence-of-a-global-forwarder.yml X {4 1745k,
5. BITIXBU T ER RS

. 1% playbook #J name ZZ2E iy Playbook, LUfifR IdM DNS & B2 EH k%5,

Q

b. 7f tasks %4>, 1HEZ5H) name 24 Ensure the absence of a DNS global forwarder to
8.8.6.6 and 2001:4860:4860::8800 on port 53,

@]

. 7t ipadnsconfig 85 #) forwarders &84 :
i. {8 — ip_address [HRE N NE B KL 258 IPv4 Hbilt : 8.8.6.6,
ii. [/ ip_address [HER 2B AL 2R IPv6 Hiilk : 2001:4860:4860::8800,

iii. 351k port [H#IXE S 53,

o

. ¥ action ZZE X &N member,

. J0iE state #1% &7 absent,

0]

X F LR EE ST B Ansible playbook ST -

- name: Playbook to ensure the absence of a global forwarder in [dM DNS
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure the absence of a DNS global forwarder to 8.8.6.6 and
2001:4860:4860::8800 on port 53
ipadnsconfig:
forwarders:
- ip_address: 8.8.6.6
- ip_address: 2001:4860:4860::8800
port: 53
action: member
state: absent

BF

INRIEUIE playbook F1# FH state: absent %215, MAfE A action: member, ]
playbook &5,
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6. RFXDH,
7. T playbook:

ié/
$ ansible-playbook --vault-password-file=password_file -v -i inventory.file ensure-absence-of-
a-global-forwarder.ymi

Heth BT
e /usr/share/doc/ansible-freeipa/ B 5x## README-dnsconfig.md 3 {4

® ipadnsconfig ansible-freeipa & H1# action: member 1% i

30.10. {33 ANSIBLE #f{% DNS £ 8% % 237f IDM R #EZH

REBLUFRAE, A Ansible playbook #{® DNS Global Forwarders 1 |dM A#ZE T, ELULTRHAI
B, |dM BEARERNEBE A SRIEL L RIBZE S none, XGENEZERALBHE LR,

SeRFM
o MBEE T Ansible #HIT RLLUHEUTEK :
o MR Ansible fR7A 2.14 HESRAE.
o fRB1E Ansible 25 £ &4E T ansible-freeipa ¥4,

o RPHRETE ~/MyPlaybooks/ Bk, EEOIETHA IdM RS2 LREEZ(FQDN)
B Ansible ;& .14,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

e BIrTTm (XEIH4T ansible-freeipa RIRHT =) 2 |dM HE—&RD, XAVEH 1AM B im,. AR
FHERNEIE,

o EKHE |dM B A B,
AR
1. # A /usr/share/doc/ansible-freeipa/playbooks/dnsconfig E % :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

2. FIFB RS, FHHAR [ipaserver] S0 HFIH TIRERER 1AM R%S35. B0, E1E57R Ansible
Bici& server.idm.example.com, 155 :

[ipaserver]
server.idm.example.com

3. IiF disable-global-forwarders.yml Ansible playbook SX#FHIRNE, ZXHEHKEE W EAME
DNS /% % 28, Hl40

$ cat disable-global-forwarders.yml

- name: Playbook to disable global DNS forwarders
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hosts: ipaserver

vars_files:

- /home/user_name/MyPlaybooks/secret.yml
tasks:

- name: Disable global forwarders.

ipadnsconfig:
forward_policy: none

4. T playbook:

ié/
$ ansible-playbook --vault-password-file=password_file -v -i inventory.file disable-global-
forwarders.ymi

Hth TR

e %55 /usr/share/doc/ansible-freeipa/ B3k ##) README-dnsconfig.md {4,

30.11. {5 ANSIBLE #&{% IDM 1 727E DNS #% & X 15

RIBLUTRAE, #H Ansible playbook #fR DNS #4 KIFTE |dM FfFfE, FELATRAGIAF, 1dM B
{#£ example.com #J DNS #5% RIZ1E R A Internet P (IP)H kA9 DNS ARS5%5, Hbit’y 8.8.8.8.

SeRFM
o MBEE T Ansible #HIT RLLUHEUTEK :
o MR Ansible fR7A 2.14 HESRAE.
o RB1E Ansible %25 £ &4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BExF, EELQIETHA IdM RS 2R LR EEZ(FQDN)
B Ansible ;5. XX 14,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa I T =) 2 IdM B —E 2, RIEN 1AM E/ im. R
FHENEIR,

o fRANE |dM B 5B,
AR
1. 7# A /usr/share/doc/ansible-freeipa/playbooks/dnsconfig Bk :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

2. FIFB RS, FHHAR [ipaserver] S0 HFIH TIRERER 1AM RSS35. Hla0, E1E57R Ansible
Bici& server.idm.example.com, 15HiA :

[ipaserver]
server.idm.example.com

3. £l forwarders-absent.yml Ansible playbook X {4, 40 :
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I $ cp forwarders-absent.yml ensure-presence-forwardzone.yml

4. ¥TFF ensure-presence-forwardzone.yml 345 1T % 5E,
W B LA RS
a. ¥ playbook #J name ZZEE X~ Playbook, LIUfifR IdM DNS #1457t dnsforwardzone,

b. 7£ tasks 4/, f$E3589 name Ei 7 Ensure presence of a dnsforwardzone for
example.com to 8.8.8.8.

c. 7f tasks Zi 7, ¥ ipadnsconfig i+l B X ipadnsforwardzone,
d. 7£ ipadnsforwardzone 34 :
i. YN0 ipaadmin_password £ &, FHFHLENERN IdM EE G B,
ii. 70 name Z££, FFTXEH example.com,
iii. 1£ forwarders Z34 :
A. Mk ip_address #1 port 1T,
W R FRHEE 14 DNS RSS20 |P Huti SREEUIL Z H9TE K -

I -8.8.8.8

iv. 70 forwardpolicy %2 &, FFHBEXN first,
v. 710 skip_overlap_check ZZ &, FHIFHKEN true,
vi. ¥ state ZEF NN present.

X F HFRF B ST I Ansible playbook 3T4 :

- name: Playbook to ensure the presence of a dnsforwardzone in IdM DNS
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure the presence of a dnsforwardzone for example.com to 8.8.8.8
ipadnsforwardzone:

ipaadmin_password: "{{ ipaadmin_password }}"

name: example.com

forwarders:

-8.8.8.8

forwardpolicy: first

skip_overlap_check: true

state: present

6. REFXNXMH.

7. 1517 playbook:
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$ ansible-playbook --vault-password-file=password_file -v -i inventory.file ensure-presence-
forwardzone.yml

Hith 5w

e 155 /usr/share/doc/ansible-freeipa/ B % #) README-dnsforwardzone.md 3 {4,

30.12. {1 ANSIBLE #{® DNS # 4 X1 £ IDM B SN EL 25

REBLUF R, A Ansible playbook #{% IdM A1 DNS Forward Zone B %ML 4 28, TELL Tl
B, |dM EHE 5 #BR example.com BJ DNS 5% K% 4 F 8.8.8.8 7l 4.4.4.4,

SeRF M
o WBEEE T Ansible #HIT RLUHEUTEK :
o f&fEM Ansible RA& 214 SEBARA,
o fRBETE Ansible %25 £ &4E T ansible-freeipa ¥4,

o RPHRETE ~/MyPlaybooks/ Bk, EEOIETHA IdM RSS2 LR EEZ(FQDN)
B Ansible 558 314,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

e BIrTR (XZ2HT ansible-freeipa EHRHTTR) =2 IdM B —8849, EEHN 1AM &R, AR
FEREIA,

o IANE |dM BIE LB,

1. # A /usr/share/doc/ansible-freeipa/playbooks/dnsconfig E % :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

2. STFFE R, Fiafk [ipaserver] SO HAIH TIRERER IAM fRSS525. B0, EER Ansible
Bici& server.idm.example.com, 155 :

[ipaserver]
server.idm.example.com

3. £l forwarders-absent.yml Ansible playbook X4, 40 :
I $ cp forwarders-absent.yml ensure-presence-multiple-forwarders.yml

4. {TF ensure-presence-multiple-forwarders.yml 3443/ 1747 %E.
5. BT HBUTZE R H :

a. ¥ playbook #J name Z=ZE X Playbook, LI#fifR IdM DNS ## dnsforwardzone H7F
EZNERE.
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b. 7£ tasks TR, E{ES5H) name tXH Ensure presence of 8.8.8.8 and 4.4.4.4 forwarders
in dnsforwardzone for example.com,

c. 7f tasks Z 7, J¥ ipadnsconfig i7iE X ipadnsforwardzone,
d. 7f ipadnsforwardzone %f 4 :
i. Ni0 ipaadmin_password €, FFEEIXENEH IdM BEIE A EY,
ii. 00 name &, FIHFBEIXES example.com,
iii. 1£ forwarders Z34) :
A. Mk ip_address #1 port 1T,

//JJJD,._,\g{%lEEI’J DNS HEK%EE,J |P iﬂ“,ﬂlﬂ_"f_ TEUEIIJ\\Z]D_A%_L&UQ£
-8.8.8.8
-444.4
iv. ¥ state ZZEFE RN present,

X F LR EIESUT B Ansible playbook ST :

- name: name: Playbook to ensure the presence of multiple forwarders in a dnsforwardzone
in IdM DNS
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure presence of 8.8.8.8 and 4.4.4.4 forwarders in dnsforwardzone for
example.com
ipadnsforwardzone:
ipaadmin_password: "{{ ipaadmin_password }}"
name: example.com
forwarders:
-8.8.8.8
-4444
state: present

6. BREFIXNH,
7. 1517 playbook:

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file ensure-presence-
multiple-forwarders.yml

Hin 5w

e 1554 /usr/share/doc/ansible-freeipa/ B % #) README-dnsforwardzone.md X4,

30.13. {#F3 ANSIBLE #4{% IDM 2 DNS FORWARD X g # 2 /1
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RIBLIT R, #H Ansible playbook #{® DNS Forward Zone £ |dM F#EZH T, EUTRAIF, 1dM
EIE G #BR example.com B DNS %4 K 242 M,

SeRFMH

304

REEE T Ansible #2517 LUK B LA TEX :
o {&fEF Ansible liiA& 2.14 SKERIRA,
o fRB1E Ansible #%I85 £Z&4E T ansible-freeipa ¥4,

o RBURETE ~/MyPlaybooks/ BxF, EEQIETHA IdM RS 2B LREE A (FQDN)
B Ansible ;&3

o RIERE secret.yml Ansible vault 77 T ipaadmin_password.

o Bir R (XZHIT ansible-freeipa R T =) 2 IdM B —E 2, RIEH 1AM E im R

SR A,

pSSIPERTC\ R =$= i N TR

. 1# A /usr/share/doc/ansible-freeipa/playbooks/dnsconfig E % :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

. FIFEE Y, FHiAR [ipaserver] ERo A 5IH TIERERERN IAM RSS2, B0, EI57R Ansible

BCi& server.idm.example.com, iEHiA :

[ipaserver]
server.idm.example.com

. Bl forwarders-absent.yml Ansible playbook /4. 40 :

I $ cp forwarders-absent.yml ensure-disabled-forwardzone.yml

. $TFF ensure-disabled-forwardzone.yml XX #1754,

BT IRE L T A8 SRR S

a. J¥ playbook B name ZZ£ &l Playbook, LAfifR IdM DNS hEH T
dnsforwardzone,

b. 1E tasks WA, J${E5589 name 24/ Ensure a dnsforwardzone for example.com is
disabled,

c. 7f tasks Zi 7, ¥ ipadnsconfig i7lE X ipadnsforwardzone,

d. 7f ipadnsforwardzone %f4) :
i. 7Ni0 ipaadmin_password €, FFEEIXENEH IdM BEIE A B,
ii. 00 name &, FIHFEIXES example.com,

ii. fHEREEA forwarders ZB4


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/installing_identity_management/installing-an-identity-management-server-using-an-ansible-playbook_installing-identity-management#installing-the-ansible-freeipa-package_server-ansible
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/using_ansible_to_install_and_manage_identity_management/preparing-your-environment-for-managing-idm-using-ansible-playbooks_using-ansible-to-install-and-manage-identity-management

%5 30 3 £ IDM th & DNS # %

iv. ¥ state ZFEH N disabled,

X F Y RIREIESUT B Ansible playbook ST :

- name: Playbook to ensure a dnsforwardzone is disabled in [dM DNS
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure a dnsforwardzone for example.com is disabled
ipadnsforwardzone:
ipaadmin_password: "{{ ipaadmin_password }}"
name: example.com
state: disabled

6. REFXDXMH

7. 1517 playbook:
$ ansible-playbook --vault-password-file=password_file -v -i inventory.file ensure-disabled-
forwardzone.yml
Hth B

e 155 /usr/share/doc/ansible-freeipa/ B % #) README-dnsforwardzone.md X4,

30.14. {#FH ANSIBLE #{% IDM #3%%& DNS #% & X 15

REBLUTRAR, (M Ansible playbook ffR DNS %4 XKIH7E IdM R ARFE, ELATRAIF, 1dM EE R
/% example.com %% DNS ¥ % X,

SeRFMH
o WBEEE T Ansible #HIT RLUHEMUTEK :
o MR Ansible iR 2.14 HESRAE.
o fRBE1E Ansible ##l25 £Z&4E T ansible-freeipa ¥4,

o RPHRETE ~/MyPlaybooks/ Bk, EEOIETHA IdM RSS2 LR EEZ(FQDN)
B Ansible ;5. XX 14,

o RIEBRZE secret.yml Ansible vault 77 T ipaadmin_password.

e BIrTTR (XZHT ansible-freeipa EHRHTTR) =& IdM B —8849, EEHN 1AM &R, AR
FEREIAR,

o TANE |dM BIE B,

1. 7# A /usr/share/doc/ansible-freeipa/playbooks/dnsconfig Bk :
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I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

2. FIFB RS, FHHAR [ipaserver] S0 H5IH TIRERER 1AM R%S35. Hla0, E1E57R Ansible
Bici& server.idm.example.com, 155 :

[ipaserver]
server.idm.example.com

3. £l forwarders-absent.yml Ansible playbook X4, 40 :

I $ cp forwarders-absent.yml ensure-absence-forwardzone.yml

4. ¥TFF ensure-absence-forwardzone.yml X3 1754,

WIREL T Z 8RR M

a. ¥ playbook #J name ZZZ£ B/ Playbook, LIHfifR IdM DNS shR{E1E
dnsforwardzone,

b. 7t tasks M4, 3E{ESHY name S Ensure the absence of a dnsforwardzone for
example.com,

c. 7f tasks Z8 7, J¥ ipadnsconfig i7l B X ipadnsforwardzone,
d. 7f ipadnsforwardzone %f4) :
i. 7Ni0 ipaadmin_password €, FFEEXENEH IdM BEIE A EY,
ii. 700 name &, FIHFEIXES example.com,
iii. MIFREEA forwarders Z845.
iv. ff state CE2/RE ) absent,

X F LRGN E ST B Ansible playbook ST :

- name: Playbook to ensure the absence of a dnsforwardzone in IdM DNS
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure the absence of a dnsforwardzone for example.com
ipadnsforwardzone:
ipaadmin_password: "{{ ipaadmin_password }}"
name: example.com
state: absent

6. REXNXMH

7. playbook:

1217
$ ansible-playbook --vault-password-file=password_file -v -i inventory.file ensure-absence-
forwardzone.yml
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Hith 5w

e 1554 /usr/share/doc/ansible-freeipa/ B % #) README-dnsforwardzone.md 34,
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28 31% {#F ANSIBLE Z1% IDM 89 DNS it %

AE L T 20{a#E A Ansible playbook &I Identity Management(IdM)F#) DNS it5%, 7 IdM BEIE
G, fRAILATE IdM HRisin. BCRFMIER DNS if5%, AESELUTERS -

o fEF Ansible #fR IdM H7F1E A Fl AAAA DNS i 5%
e {#HF Ansible #{R |dM H7F1E A #1 PTR DNS i 3E
o {#M Ansible HR |dM FR7E1E% ) DNS itk

o {FM Ansible HR IdM FFIEZ 4 CNAME il

e {HFH Ansible #{R IdM REZEFTE SRV il

31.1. IDM #f DNS £
BHEB(IIMZHFIFZ AR DNS IExKER, LT EHMEMEEN™AII
-

XEENAHM IPv4 it EAMES, ADRMIEREME2—NENS, 10 www, AifEH IP bk (E
E—/IPv4 Hiik, 40192.0.2.1,
BF*AILTEMNEZER, H5 RFC 1035,

AAAA

XEENAHM IPVE it EAMES, AAAA IDRHIEREMR2— N ENS, 10 www, IP bl H2—
/N IPv6 Httk, #02001:DB8::1111,
BX AAAAILEHEZER, B3 RFC 3596,

SRV

AR5 (SRV) 7R RIFAR 55 2 BRI B IR 0 Z 5 E AR 55 HUAR 5528580 DNS &#5, a0, tbickEE AT
JFKL LDAP B RHIBR 55 IR ST EI SR IR 5525

SRV it sEMIC R B &N _service._protocol, 1 _ldap._tcp. SRV it kMR E LIS IE 5.
WE. wmOSHBETRSHENSE.

BXSRVILEMESIER, ESM RFC 2782,
PTR
LR (PTR)AINR A DNS 105k, ©fF IP il B s B4,
IPv4 it BIFR A K [@ DNS & # &8 # F1E in-addr.arpa. B E X MREEE, RAR

WERAAETIEER, SEHIPhiIE2EKR, EMINT in-addr.arpa. 15, Fl0, %
FARMZE M 192.0.2.0/24, RFAEIXIFH 2.0.192.in-addr.arpa.

PTR B R EFRATIZ RFC 1035 g EMIMAER I, ©FF RFC 2317 #1 RFC 3596 ¥ B, 4
ENTREE NEH O BIL RN ENISEEN B,

308


http://tools.ietf.org/html/rfc1035
http://tools.ietf.org/html/rfc3596
http://tools.ietf.org/html/rfc2782
http://tools.ietf.org/html/rfc1035#section-3.5
http://tools.ietf.org/html/rfc2317
https://tools.ietf.org/html/rfc3596#section-2.5

25 313 {#ifH ANSIBLE & IDM i DNS if

’ WETLLH IPv6 it FR B R MK e, BD .ip6.arpa. MK, BxX IPve RARXMWES
58, H&H RFC 3596,

P2

NI DNS BHRICEE, HEIRBRZIUREEARAANEE, #0, CNAME IERBE—1ENR, MAILC
FNEE—IP #HilE, 7 1dM Web Ul H1, BAFRINFICKPREFERSB R, URRYFIATIEIDE
KA EEIE,
31.2. % I IPA DNSRECORD-* 1% 17
BRI AE B ER(dMYR RN, SCRFNMER R E LAY DNS FHRIC R IBURS, &0 LA A LU0 -

e A(IPv4)

e AAAA (IPv6)

e SRV

e PTR

£ Bash /1, EALLETFIHAIESHINES D RIIXPIERE L L1 5&KE, W --option=
{val1,val2,val3},

& 311 BHLIC KL

-=ttl=number FSE SR RO B &l SER,
--structured RMTREA DNS ifF, FHLEHEEREIE],

K 31.2. "A" it kT

b7/ sih zh
--a- B A AERER A DRI, ipa dnsrecord-add
rec=ARECORD idm.example.com host1 --a-

rec=192.168.122.123

AILBIEEFAE P it A E R AL, ipa dnsrecord-add
idm.example.com "*" --a-

rec=192.168.122.123 [2]

--a-ip- MILKIETE IP Hodk, 7EOIEICKES, $8%E ACK{ER  ipa dnsrecord-mod

address=strin &I A --a-rec, BE, 7EEHRA LK, FH--a- idm.example.com --a-rec

g rec IS E A LRI YAIE, #/H --a-ip-address  192.168.122.123 --a-ip-
HIRERTE, address 192.168.122.124

[a] XD RBIARERR Alx, HIP ik} 19202123,
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% 31.3. "AAAA" D F R

PETT Hizh by

--aaaa- B AN AAAA(IPVE)IE SR ER AAAA LR FIER, ipa dnsrecord-add
rec=AAAAREC idm.example.com www --
ORD aaaa-rec

2001:db8::1231:5675

--aaaa-ip- MILKIETE IPv6 ik, 7EOIEICKAE, #E Aidx{E  ipa dnsrecord-mod

address=strin  H9iLIi Y --aaaa-rec. BE, EEHR A ILERN, -- idm.example.com --aaaa-rec

g aaaa-rec LA TIEE A LM HFIE, £EH--a- 2001:db8::1231:5675 --aaaa-
ip-address EIX B E. ip-address

2001:db8::1231:5676

x 31.4. "PTR"ICF 1%

T 7713 T

--ptr- B A PTRIDES PTRICEIIR, HHMKRE ipa dnsrecord-add
rec=PTRRECO  DNSIZEMHf, 5 ipa dnsrecord-add & &fEAKKX  122.168.192.in-addr.arpa 4 --
RD EMRWER, SHRMEM DNS ICEWMAESRR, @B  ptr-rec

®, I IP kR EML R IP titM&E—1/\  serverd.idm.example.com.
HEIE, AMBIE DB

serverd.idm.example.com 710 IPv4 ik $ ipa dnsrecord-add
192:168.122.4 9 PTRILK, H=Txfl 0.0.0.0.0.0.0.0.8.b.d.0.1.0.0.2.i
0.0.0.0.0.0.0.0.8.b.d.0.1.0.0.2.ip6.arpa. wmT =1 p6.arpa.1 .1.1.0.0.0.0.0.0.0.0.0.
X [E DNS &H. E# server2.example.com HJ IPv6

X 0.0.0 --ptr-rec
REXiE, P it 2001:DBS8:1111,

server2.idm.example.com.

--ptr- FNE R EENS,
hostname-=stri
ng

K 31.5. "SRV"it kT
b2 b} e

--Srv- WIS A SRV IDEEL SRV ilkFIR, £ # ipa dnsrecord-add
rec=SRVRECORD AMERAIH, _Idap._tcp X SRViEsk  idm.example.com _ldap._tcp --srv-
BIBR S5 K BUFNERE VI, --srv-rec iETE  rec="0 51 389
MALHEN, WNE, wmOMBIRE. ~flH serveri.idm.example.com."
BITE(E N 517049 (BF1H100) , ©
IRRERFEICTIATREE (LLE2H

' # ipa dnsrecord-add
=T .

server.idm.example.com _ldap._tcp
--srv-rec="1 49 389
server2.idm.example.com.”
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--Srv- WEILKMLEN, RFEEFRAUESD # ipa dnsrecord-mod
priority=number SRV il3K. L% (0 -65535)%EILxHEE  server.idm.example.com _ldap._tcp
% WEEE, Mefds. RSYIE --srv-rec="1 49 389

SFERMLES R, server2.idm.example.com." --srv-
priority=0
--Srv- HEILRINE, XEMTFREEEHER # ipa dnsrecord-mod
weight=number SR SRV ILF/F. KEMINERNAR  server.idm.example.com _ldap._tcp
&% 100, KRERREICTKHBE --srv-rec="0 49 389
(LBEZERT) server2.idm.example.com." --srv-
weight=60
--Srv- JBREN LR BRI ER D, # ipa dnsrecord-mod
port=number server.idm.example.com _ldap._tcp

--srv-rec="0 60 389
server2.idm.example.com." --srv-

port=636
--Srv- IBE B ENMIEA, RS RER
target=string %5, MEXA L2 — N8R0,
HibFiR

e iz{T ipa dnsrecord-add --help.

31.3. {1/ ANSIBLE ##{% IDM 727 A #1 AAAA DNS it

RIBLUTRTE, M Ansible playbook FEREFE IdM EHLET A # AAAA D REE, EUTRERFERN
A, |dM B H TR TE idm.example.com DNS K1 777E hostl 9 A 1 AAAA it 3%,

FeREH
o RBHEIE T Ansible #HIT R LUHRBUTEK :
o R{#F Ansible kA 2.14 HESHRA,

o fRB1E Ansible ##I25 £&4E T ansible-freeipa ¥4,

o RPMRETE ~/MyPlaybooks/ BXr, EBOIETHA IdM RS 23M LR EE A (FQDN)
B Ansible j& ¥ 3014,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa #HHRH T =) Z IdM B —E 2, RIEH 1AM E/ im. R
FHENEIR,

o ZANE |dM B GBI,

e idm.example.com Kigi#Z1E, H I|dM DNS &I, HX7E IdM DNS H7iNE DNS REHE %S
B, #5314 #/ Ansible playbook &2 |dM DNS K1 ,
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it

312

1. # A /usr/share/doc/ansible-freeipa/playbooks/dnsrecord B3k :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsrecord

2. STHERGE R, HRFREEREN M RS 2:5TE [ipaserver] 2843, 140, E#57R Ansible

BCi& server.idm.example.com, EHIA :

[ipaserver]
server.idm.example.com

3. £l ensure-A-and-AAAA-records-are-present.yml Ansible playbook /4. 40 :

$ cp ensure-A-and-AAAA-records-are-present.yml ensure-A-and-AAAA-records-are-
present-copy.yml

4. ¥TFF ensure-A-and-AAAA-records-are-present-copy.yml {475
5. @it 1E ipadnsrecord task BB AIZELL T 2 £ REBL S -

e ¥ ipaadmin_password ZEIXE N IdM EE A&,

e ¥ zone_name ZL'Ei% & idm.example.com,

e 7frecords ZEH, ¥ name LEIXE N hostl, ¥ a_ip_address TE2XE N
192.168.122.123,

e 7 records ZFEMH, I name ZFEiXE ) hostl, 3I¥ aaaa_ip_address ZEXEN 1,
X2 YRR AE NI Ansible playbook ST :

- name: Ensure A and AAAA records are present
hosts: ipaserver
become: true
gather_facts: false

tasks:
# Ensure A and AAAA records are present
- name: Ensure that 'host1' has A and AAAA records.
ipadnsrecord:
ipaadmin_password: "{{ ipaadmin_password }}"
zone_name: idm.example.com
records:
- name: host1
a_ip_address: 192.168.122.123
- name: host1
aaaa_ip_address: :1

6. RFIXDXMH
7. T playbook:

iz/
$ ansible-playbook --vault-password-file=zpassword_file -v -i inventory.file ensure-A-
and-AAAA-records-are-present-copy.yml
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HAth 5T
o HFS[H IdM B DNS it K,
e 554 /usr/share/doc/ansible-freeipa/ B % # ¥ README-dnsrecord.md 34,

e i5&[4 /usr/share/doc/ansible-freeipa/playbooks/dnsrecord B & H ] Ansible playbook 7=
i,

31.4. {£/8 ANSIBLE 7&{% IDM A 7F1E A #1 PTR DNS i 3%
REBLUTFRE, {8 Ansible playbook FRHEE IdM XM A il REFE, HESKNE PTRICTK, £

TREPFERIRAIG, |dM B 5 AR idm.example.com XKigdhA P #iikh 192.168.122.45 #
host1 B A #1 PTR i %,

SoRFM
o MBEET Ansible #HIT RLLUHEUTEK :
o fERfEM Ansible RA 214 SEBIRA,
o fRBETE Ansible %25 £ &4E T ansible-freeipa ¥4,

o RPHRETE ~/MyPlaybooks/ Bk, EEOIETHA IdM RSS2 LR EEZ(FQDN)
B Ansible 558 314,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

e BHinTm (XZiT ansible-freeipa T =) =& IdM BH—E8 9, RKIEHN 1AM B . AR
FaasEl A,

o IANE |dM BIE M B,

e idm.example.com DNS X777, #H IdM DNS B, HX7E IdM DNS HFR{1IN1E DNS K
BEER, B FH Ansible playbook EE IdM DNS X1 ,

1. ¥ A /usr/share/doc/ansible-freeipa/playbooks/dnsrecord B 3% :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsrecord

2. ITFEHE RS, HRFREEREN M RS 2:57E [ipaserver] 2843, 140, ZE#57R Ansible

BCi& server.idm.example.com, EHiA :

[ipaserver]
server.idm.example.com

3. £l ensure-dnsrecord-with-reverse-is-present.yml Ansible playbook X, %0 :

$ cp ensure-dnsrecord-with-reverse-is-present.yml ensure-dnsrecord-with-reverse-is-
present-copy.yml

4. {TF ensure-dnsrecord-with-reverse-is-present-copy.yml X4 1755
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5. @it 1E ipadnsrecord task BB AIXELL T & RIEBL I -
e ¥ ipaadmin_password LEIXE N IdM EE A HEE,

e ¥ name ZFEiXE Y hostl,

e ¥ zone_name ZLEi% & idm.example.com,
o ¥ ip_address ZEXE N 192.168.122.45,
. H create_reverse 2B} true,
X2 BRI AERE Ansible playbook ST :
- name: Ensure DNS Record is present.
hosts: ipaserver
become: true
gather_facts: false
tasks:
# Ensure that dns record is present
- ipadnsrecord:
ipaadmin_password: "{{ ipaadmin_password }}"
name: host1
zone_name: idm.example.com
ip_address: 192.168.122.45
create_reverse: true
state: present
6. RN,

7. 1517 playbook:

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file ensure-
dnsrecord-WIth -reverse-is-present-copy.yml

Heth BHR
o FHS[H IdM Y DNS itk
e 557 /usr/share/doc/ansible-freeipa/ B % # ¥ README-dnsrecord.md 34,

e i5&[4 /usr/share/doc/ansible-freeipa/playbooks/dnsrecord B 3% H ] Ansible playbook 7=
i,

31.5. {#iFH ANSIBLE &R IDM 771 % 1 DNS it 3%

BIRLUT AR, {#A Ansible playbook f{R Z MES45E IdM DNS itk XEK, EUTRAISE, |dME
1 51 HA4R7E idm.example.com DNS Xiifh7Z1E hostl 9% A L%,

FRFEH
o RBHEIE T Ansible #HITT R LB RBUTEK :
o & Ansible MiRA 2.14 KB SR A,
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o fRB1E Ansible ##I85 £&4E T ansible-freeipa ¥4,

o RPHRETE ~/MyPlaybooks/ Bk, EEOIETHA IdM RSS2 LR EEZ(FQDN)
B Ansible ;& #3044,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o BirT R (XZHIT ansible-freeipa R T =) =2 IdM B —E 2, RIEH 1AM E im, R
FHENEIR,

o TENE |dM BIE B,

e idm.example.com Xi%{F1E, H IdM DNS B, HXTE IdM DNS ARINE DNS R EZE
B, BB AEA Ansible playbook & IdM DNS X1

1. # A /usr/share/doc/ansible-freeipa/playbooks/dnsrecord B3k :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsrecord

2. STFEHGE RS, HRFREEREN M RS 2:5UTE [ipaserver] 2843, 140, E#57R Ansible

BCi& server.idm.example.com, 1HHiA :

server.idm.example.com

I [ipaserver]

3. £l ensure-presence-multiple-records.yml Ansible playbook 324, %0 :

$ cp ensure-presence-multiple-records.yml ensure-presence-multiple-records-
copy.yml

4. {TF ensure-presence-multiple-records-copy.yml X4 174 %E.
5. @it 1E ipadnsrecord task EB 4 AIXELL T & RIEBL I ¢

e ¥ ipaadmin_password LEIXE N IdM EE A&,

1E records &%, 1§ name ZEiXE N hostl,

1f records Ef 9, ¥ zone_name ZEXE idm.example.com,

1 records TiidR, FF a_rec ZTEIXE N 192.168.122.112, LUK 192.168.122.122,

1E records R HE L HEZRILK ¢

o f¥ name ZEiXE N hostl,

o '} zone_name L= 1% & idm.example.com,
o ff aaaa_rec TEXEN 1,

B YHIRANESE Ansible playbook X4 :

I - name: Test multiple DNS Records are present.
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hosts: ipaserver
become: true
gather_facts: false

tasks:
# Ensure that multiple dns records are present
- ipadnsrecord:
ipaadmin_password: "{{ ipaadmin_password }}"
records:
- name: host1

zone_name: idm.example.com
a_rec: 192.168.122.112
a_rec: 192.168.122.122

- name: host1
zone_name: idm.example.com
aaaa_rec: ::1

6. REFXDXMH

7. iB1T playbook:
$ ansible-playbook --vault-password-file=password_file -v -i inventory.file ensure-
presence-multiple-records-copy.yml
HAth B

o FSH IdM B DNS it
e 554 /usr/share/doc/ansible-freeipa/ B %# ¥ README-dnsrecord.md 34,

e i5&[4 /usr/share/doc/ansible-freeipa/playbooks/dnsrecord B & H ] Ansible playbook 7=
i,
31.6. & ANSIBLE 1% IDM FR7EZ7E% 1 CNAME it 3%

Canonical Name i3k (CNAME it3%) 2EERG(DNS)FH—METRICE, aF—NE& (Gl4)
HEH—NET FesM) .

M— 1P 21T 2 NREGHS, B gES %I CNAME ICERAERE : fltn, FTPERSH Web RS, & H
EARREOPET,

RIBLUT R, #H Ansible playbook #{® IdM DNS F7FEEZ 1 CNAME it 5%, TELLTFRBIF, host03
BER HTTP BR$525F0 FTP ARS5 2%, |dM EIE A FA{R idm.example.com X1 7E7E host03 A it 3kH
www 1 ftp CNAME iK%,

FoRFM
o WBEE T Ansible #HIT RLLUHEUTEK :
o I&fEM Ansible fRA 214 SEBARA,
o fRBETE Ansible %85 £ &4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BxF, EEGIETHA IdM RS 2B LR EE A (FQDN)
B Ansible ;5. XX 1,
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25 313 {#ifH ANSIBLE & IDM i DNS if

o RIEBRZE secret.yml Ansible vault 77 T ipaadmin_password.

Birfim (X247 ansible-freeipa RREITIR) 2 IdM HBI—ES, KM 1AM B/ E,. IR
FHENEIR,

1ERNE |dM B 5 B,

idm.example.com Xi%7##7E, H IdMDNS &, HX1E |dM DNS HiRINE DNS R EZF
B, B&EA Ansible playbook &2 |dM DNS X1 ,

host03 A 1Lk F7E T idm.example.com X5,

i# A /usr/share/doc/ansible-freeipa/playbooks/dnsrecord B3 :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsrecord

. I ERE RS, HBREERERN IdM RS 2:5U1E [ipaserver] E34, Bla0, E#ER Ansible

Bic & server.idm.example.com, 1EHIA :

[ipaserver]
server.idm.example.com

. Bl ensure-CNAME-record-is-present.yml Ansible playbook 3, 40 :

I $ cp ensure-CNAME-record-is-present.yml ensure-CNAME-record-is-present-copy.yml

. $TFF ensure-CNAME-record-is-present-copy.yml {175 .
. BT 7E ipadnsrecord task BB FRIXBELL T2 ERIETBOLH ¢
o (Tmi%) f#H play B9 name REtHYHHT,
¢ ¥ ipaadmin_password ZTEIXE N IdM EE A&,
e % zone_name ZE X&) idm.example.com,
e 7t records LEE D, WEBLUTZEMIE :
o ¥ name ZEXEN www,
o ¥ cname_hostname Z*&i% & host03,
o ¥ name LTEIXEN ftp,
o ff cname_hostname 21X &/ host03,

EHRIRAMESE Ansible playbook {4 :

- name: Ensure that 'www.idm.example.com' and 'ftp.idm.example.com' CNAME records
point to 'host03.idm.example.com'.

hosts: ipaserver

become: true

gather_facts: false
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tasks:
- ipadnsrecord:
ipaadmin_password: "{{ ipaadmin_password }}"
zone_name: idm.example.com
records:
- name: www
cname_hostname: host03
- name: ftp
cname_hostname: host03

6. REFXTXMH

7. iB1T playbook:
$ ansible-playbook --vault-password-file=password_file -v -i inventory.file ensure-
CNAME-record-is-present.yml
HAth B

o 15507 /usr/share/doc/ansible-freeipa/ B % # ¥ README-dnsrecord.md 34,

e i5&[4 /usr/share/doc/ansible-freeipa/playbooks/dnsrecord B & H ] Ansible playbook 7=
il

31.7. {#1FH ANSIBLE #{® IDM F 2F 1F7E SRV it

DNS fR%5 (SRV) IR E IR AT ARG ENS. IwOS. ZHEh (LEEFMINE, 1E dentity
Management(IdM)H, f&BILAER SRV ICKREAL IdM BR S5 25 F18I A,

REBLAITRZ, fE/ Ansible playbook #f§fR SRV 12K 7E IdM DNS H7#1E, U TRAIH, IdM EER G A
#3177 7 _kerberos._udp.idm.example.com SRV it5%, H{E# 10 50 88 idm.example.com, iX{Fi%&
LATE -

o THIRFSHMLEIIXEN 10,

o ERRFHNEXEN 50,

o TIHIRFSEMHEAMIKROXEN 88,
SeRFH

o MEEET Ansible #HITT RUHRUTEXK :

o f&{EM Ansible fRA 2.14 HEF R A

o fRBTE Ansible ##I85 £Z&4E T ansible-freeipa ¥4,

o RPHRETE ~/MyPlaybooks/ Bk, EEOIETHA IdM RSS2 LR EEZ(FQDN)
B Ansible 7583014,

o RIBRE secret.yml Ansible vault 77 T ipaadmin_password.

o BIrTTm (XEIH4T ansible-freeipa RIRHIT =) 2 |dM HH—&RD, XAIFH 1AM B im,. AR
FHERNEIR,
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25 313 {#ifH ANSIBLE & IDM i DNS if

o TENE |dM BIE LB,

e idm.example.com XigfF1E, H I|dMDNS B, HXTE IdM DNS F7RIMNE DNS RIFHEZF
B, B3 #H Ansible playbook B [dM DNS X ,

1. ¥ A /usr/share/doc/ansible-freeipa/playbooks/dnsrecord B 3% :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsrecord

2. ITHEHGE R, HRFREEREN M RS 2:57E [ipaserver] 2843, 10, E#57R Ansible

Bc & server.idm.example.com, 1EHIA :

[ipaserver]
server.idm.example.com

3. 2l ensure-SRV-record-is-present.yml Ansible playbook 3, 40 :

I $ cp ensure-SRV-record-is-present.yml ensure-SRV-record-is-present-copy.ymil

4. ¥TFF ensure-SRV-record-is-present-copy.yml X4 1754,
5. @it 1E ipadnsrecord task EB o AIXELL T & RIEBL I -
e ¥ ipaadmin_password LEIXE N IdM EE A B,
e ¥ name ZEXEN _kerberos._udp.idm.example.com,
e f¥ srv_rec FEXE "0 50 88 idm.example.com’,

e ¥ zone_name ZE X&) idm.example.com,
X F Y RIREI ST B9 Ansible playbook ST :

- name: Test multiple DNS Records are present.
hosts: ipaserver
become: true
gather_facts: false

tasks:

# Ensure a SRV record is present

- ipadnsrecord:
ipaadmin_password: "{{ ipaadmin_password }}"
name: _kerberos._udp.idm.example.com
srv_rec:’10 50 88 idm.example.con’
zone_name: idm.example.com
state: present

6. REFXNXMH.

7. 3517 playbook:
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$ ansible-playbook --vault-password-file=zpassword_file -v -i inventory.file ensure-SRV-
record-is-present.yml

Hith TR
o FSH IdM B DNS it
e 1557 /usr/share/doc/ansible-freeipa/ B %+ ¥ README-dnsrecord.md 34,

e i5&[4 /usr/share/doc/ansible-freeipa/playbooks/dnsrecord B 3% H ] Ansible playbook 7=
i,
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%5 32 2= {81l ANSIBLE 7y IDM i B35hiE# NFS H=

28 32 = {#/H ANSIBLE 5 IDM BB Bzh#E3 NFS £=

B EEEESIRAAEE, AAMYWERN—MAR, SHIERVF—DEFEE, Automount &
BEiEHIZER. XESMNER(IMEHRIERYE, RNERTEESPNEH ERENEZER,

ERILAER Ansible BB NFS #=, LUEEF LI 1AM ALE A+ EFXE 1dM &R [dM P B aiES,
FEHHROERU TR

e nfs-server.idm.example.com 2% # R4 (NFS)IR 5532 M52 £ BR % 1814 (FQDN),

e nfs-server.idm.example.com I F raleigh BEEAMER IdM & i,

e NFS RS 2|RULER R T H /exports/project B K,

e ET developers AR IdM B A #BEI LA ] S HIBSRMNE, BN IdM & im L8
/devel/project/ fIF5 NFS fR%523EEM raleigh BEEHALE.

e idm-client.idm.example.com 2L F raleigh BEEFH A B 1AM & Fifi,

BF

INREFEF Samba RS E3MAE NFS IRS2FE N IdM B IniRERE, 1HS M (0{1E
IPA PRE A {#E A Autofs BR B #4711 Kerberos By CIFS ##; ? KCS iR K,

AEZETELUTESD :
1. |dM FREY autofs #1 B h#EE;
2. £ |dM FEII—/EH Kerberos B NFS iR552%
3. 5 Ansible 1E IdM HRECE BEIEHAIE. MEFIEHH
4. fEH Ansible £ IdM B FIRINEITAA NFS =892
5. 7£ IdM & im L ER B B shiEE

6. 351k IdM P BERVIH] IdM & Fim LB NFS =

32.1.IDM H8y AUTOFS F1 B ohiE%;

autofs RS AIRIBZEB ML B EMEE, FEREEFZWUIAE, 5 automount 72 E R EIHEE;
B¥., A, EREH—BAAE, autofs iFautomount E@EEIEREEMNESIEENE R, 5% 5EE
THE, BREEHTTEARLATR,
B ohiE g
1EfEF autofs B9%% £, automount BBEEEZME/LNFAEHIXEF, TEH automount BEEX 42
/etc/auto.master, EFHEE R4 E automount B ERRET LA R RIETR, LCBREIFR N G5/ M
5#0
/etc/auto.master BLEX 4B S FH5, SRILLEEX EMBRETIEIH, XL U ERZMN, 1B
LR REM, B FE RS SANTIRERE, ARSI FE AN R ERE,

IdM I B EEEE
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F R automount i@ E M A /etc/auto.master F1HH X X REMETHIE, Bethal U MEMIER
FIRGTEIE, —MERIRE LDAP RS 2%, EEMEER(IAMIFMER, XE—1 389 B XRS5 2R,
INREA autofs IRGIE IAM B —1EFim, Nl automount B E A F AN MEE XHEH,
&, autofs BLiE (4NBRET. NIEFNEH) 7 LDAP £BFME IdM BxA, g, XIF
idm.example.com |dM 1%, BRINRY ZH57 ZHEIT -

dn:
automountmapname=auto.master,cn=default,cn=automount,dc=idm,dc=example,dc=com
objectClass: automountMap

objectClass: top

automountMapName: auto.master

Hith 5w
o REFEHEIIMRY

32.2. 7 RED HAT IDENTITY MANAGEMENT 5 {# 8 KERBEROS &1 —
™ NFS RS 23

INRIZE A Red Hat Identity Management (IdM), &R NFS BRSS2RMMAE 1AM R, X ATLEEE
EEAFMAE, FHER Kerberos HITHREIE, TEMERTFIRENE,

SR

e NFS fR%5257F Red Hat Identity Management (IdM)ig/ B 5E 7,

® NFSRFBEMLIZTHERE,
i =
1 LLIdM B 5 H{pFKER kerberos 47 :
I # kinit admin
2. D — nfs/<FQDN> BR%5 £ 14 :

I # ipa service-add nfs/nfs_server.idm.example.com

3. MIdM 1:3& nfs BRS5ER, FHIEEFMETE /etc/krb5.keytab XA :

# ipa-getkeytab -s idm_server.idm.example.com -p nfs/nfs_server.idm.example.com -k
/etc/krb5.keytab

4. Tk : IR lete/krb5.keytab ST ELE ¢

# klist -k /etc/krb5.keytab
Keytab name: FILE:/etc/krb5.keytab
KVNO Principal

1 nfs/nfs_server.idm.example.com@IDM.EXAMPLE.COM
1 nfs/nfs_server.idm.example.com@IDM.EXAMPLE.COM
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%5 32 2= {81l ANSIBLE 7y IDM i B35hiE# NFS H=

1 nfs/nfs_server.idm.example.com@IDM.EXAMPLE.COM

7 host/nfs_server.idm.example.com@IDM.EXAMPLE.COM
7 host/nfs_server.idm.example.com@I|DM.EXAMPLE.COM
7 host/nfs_server.idm.example.com@I|DM.EXAMPLE.COM
7 host/nfs_server.idm.example.com@I|DM.EXAMPLE.COM

EINERT, HENENMAZ IAM EZE, 1dM B IHRSENEAERINE /etc/krb5.keytab X
b, MRV ENER, EEH ipa-getkeytab -s idm_server.idm.example.com -p
host/nfs_server.idm.example.com -k /etc/krb5.keytab S5 RIIE,

5. {#/ ipa-client-automount TEfZE IdM ID RIBRET :

# ipa-client-automount

Searching for IPA server...

IPA server: DNS discovery

Location: default

Continue to configure the system with these values? [no]: yes
Configured /etc/idmapd.conf

Restarting sssd, waiting for it to become available.

Started autofs

6. B letc/exports X, FIF Kerberos ZE 5 RRINEIE FimiETid, 5140 :
I /nfs/projects/ 192.0.2.0/24(rw,sec=krb5i)
IMRBELEZFIRALUMNS N REFEHLERE, FERESSEIE!]

I /nfs/projects/ 192.0.2.0/24(rw,sec=krb5:krb5i:krb5p)

7. EEASFHIXHRE

I # exportfs -r

32.3. {6 ANSIBLE 7£ IDM fEE BoiiEEH M E. MG HH
ERGHSEIIM)RABIER, AL 1M i B B R A BB, LSS B 1dM &
B LUE T S B A R ARV R NFS RS RS M=, S NFS RS B MBS
MIEBEIchISE, 7T LDAP AiEth, WMEBENKMHEEN—IER.

XA RBIER T a0 A Ansible SREZE raleigh AL EFIBRST, HIF nfs-

server.idm.example.com:/exports/project HZ/E 1L E B xiEEE IdM B iR L# /devel/project
iR

FoRFM
o RFEE IdM admin Zhid,
o WBEEE T Ansible #HIT RLLUHEMUTEK :
o f&{HF Ansible hiiA 2.14 B F A,

o fRB1E Ansible %85 £ &L T ansible-freeipa ¥4,
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o RPHRETE ~/MyPlaybooks/ Bk, EEOIETHA IdM RSS2 LR EEZ(FQDN)
B Ansible 555 34,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

e BHinTm (XZIT ansible-freeipa T =) =& IdM BB —E8 9, RKIEHN 1AM B . AR
FaasEl A,

1. 1 Ansible &7 = £, S El ~/MyPlaybooks/ B % :
I $ cd ~/MyPlaybooks/

2. E#I4IF /usr/share/doc/ansible-freeipa/playbooks/automount/ B>+ #) automount-
location-present.yml Ansible playbook 34 :

$ cp /usr/share/doc/ansible-freeipa/playbooks/automount/automount-location-
present.yml automount-location-map-and-key-present.yml

3. #TF automount-location-map-and-key-present.yml X {417 4% %5,
4. @it 1E ipaautomountlocation £S5 ER N B LA T SR FEE 4 -

e ¥ ipaadmin_password Z*£1% 4 IdM admin BZ 1,

e I name &% raleigh,

o Tfi{R state TEIXE N present,
X2 HAIRBIS A Ansible playbook X4 :

- name: Automount location present example

hosts: ipaserver

vars_files:

- /home/user_name/MyPlaybooks/secret.yml

tasks:

- name: Ensure automount location is present

ipaautomountlocation:

ipaadmin_password: "{{ ipaadmin_password }}"
name: raleigh
state: present

5. k44954 automount-location-map-and-key-present.yml 3244 :

a. 7f tasks Mo H, RIN—MESRKBREE—DBSHEERS -

[--]
vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
[--]
- name: ensure map named auto.devel in location raleigh is created
ipaautomountmap:
ipaadmin_password: "{{ ipaadmin_password }}"
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location: raleigh

name: auto.devel
state: present

b. HMA—MESS, HHEHH S NFS RS 23E 2R MEBR ST -

tasks
- name ensure automount key /devel/project is present
ipaautomountkey:
ipaadmin_password: "{{ ipaadmin_password }}"
location: raleigh
mapname: auto.devel
key: /devel/project
info: nfs-server.idm.example.com:/exports/project

vars _files:
- /home/user_name/MyPlaybooks/secret.yml
state: present

c. WNB—"MES LR auto.devel #3E R auto.master :

tasks:
[...]
- name: Ensure auto.devel is connected in auto.master:
ipaautomountkey:
ipaadmin_password: "{{ ipaadmin_password }}"
location: raleigh
mapname: auto.map
key: /devel
info: auto.devel

[--.]
vars_files:
- /home/user_name/MyPlaybooks/secret.yml
state: present

6. REXNXMH.

7. i&1T Ansible playbook , F1§7E playbook FliE #3014 :

$ ansible-playbook --vault-password-file=password_file -v -i inventory automount-
location-map-and-key-present.yml

32.4. {#F ANSIBLE % IDM B R nEIHHA NFS £Z=m4 5

ERNEHREEBIIMRGERG, ERILUEA Ansible ROIERI LA F] NFS HEMR A, F45¥ 1dM B
//J\\DDEIJJJ:ISQHEF

¥R T a0 {E A Ansible pIaybook SEFBIR idm_user 1K B F developers 2, LME idm_user RTLLT
7] /exports/project NFS £ =,

FRFM
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e mAFVjA] nfs-server.idm.example.com NFS fR552589 root 1R, ZiR%52xE— ML T raleigh
BEIEHAER IdM B iR,

o REZEHE IdM admin F 5,
o WBEEE T Ansible #HIT RLLUHEUTEK :
o MR Ansible fR7A 2.14 HESRAE.
o fRBE1E Ansible 85 £ Z&4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BExF, EELIETHA IdM RS 2R LR EEZ(FQDN)
B Ansible ;& XX,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa R T =) 2 IdM B —E 2, RIEH 1AM E/ im. R
FHENEIR,

o £ ~/MyPlaybooks/ &, &2 T automount-location-map-and-key-present.yml 3
%, ZXHE3E EH Ansible 7E IdM HFECE B EEME. BHNFIEH FIES.

Pt =

1. 1 Ansible #%7 R L£, #E] ~/MyPlaybooks/ B3k :
I $ cd ~/MyPlaybooks/

2. ¥T7 automount-location-map-and-key-present.yml X {417 %% %5,

3. 7f tasks 24, HII—MELFEHAR IAM developers 4H7E7E, FH idm_user EZINEILLLH A -

[--]
vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
[]
- ipagroup:
ipaadmin_password: "{{ ipaadmin_password }}"
name: developers
user:
- idm_user
state: present

4. REFIXIDXM

5. i&17 Ansible playbook , F1§%E playbook F1;EH 34 :

i
$ ansible-playbook --vault-password-file=zpassword_file -v -i inventory automount-
location-map-and-key-present.yml

6. 7£ NFS k%588 £, ¥ /exports/project BBV BNENS developers, LMEHHAMED
|dM F 7 #B =T LA 1% B 5% -

I # chgrp developers /exports/project
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%5 32 2= {81l ANSIBLE 7y IDM i B35hiE# NFS H=

32.5. £ IDM & i R E B ohiEs
ENBHREB(IIM)REERA, EALUE IdM &G LB E B ohEERSS, LEERFERE RN

IdM B a LB S AN B RIS PR B R ER NFS =, XA RAIER 7 aMERE IdM & i,
LU#E A raleigh & A 7] FI#Y automount AR 55,

FeREH
o RAVN IdM & imE root F(BR,
o LlidM B G BHE R,

o BIREHMEFE. =HIGIEN raleigh,

1. fEI1dM Ef i L, HiA ipa-client-automount S5 HIEEME, FA -U ETUEANETAHARIZ
ITHIA -

I # ipa-client-automount --location raleigh -U

2. {21k autofs BR%S, BRR SSSD 417, SAE/EE) autofs BRSSEMEF BB IXE :

I # systemctl stop autofs ; sss_cache -E ; systemctl start autofs

32.6. %k IDM BB 8EE 15 7] IDM B im LA NFS =

ENBHEBIIM)RAEELR, EOUEERIFEN M BRI E N EH— 8 IdM B2
BRILAIR] NFS H#=,

ERBIG, WA TUTYR
e ET developers HHI& N idm_user 8 |dM B P AT LUEE B 5hEHE idm-

client.idm.example.com (—MiIF raleigh BEEAMER IdM B i) L£# /devel/project
BSRAHAR,

FTRFH

o X 7E |dM ENLLEEIL T —1EH Kerberos B9 NFS iR 25 »

o EE EIIMAEETBEHME, BMAMELHR, BEEREPEET IdM B MEDTH NFS

o

C

i

e RE {EF Ansible ¥ IdM B P /RINEIFHA NFS H=H developers HH

o KB £ IdM B in LECE T BhiEE,

1. 53iE IdM B P eER R LA IH] EE-F B3 :
a. LLIdM B B0 EER] 1dM B /i -
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$ ssh idm_user@idm-client.idm.example.com
Password:

b. FKEX IdM A P EBEENER(TGCT) :
I $ Kkinit idm_user
c. [FIL]EE IdM BFMAER G &5 :

$ ipa user-show idm_user
User login: idm_user

[.]

Member of groups: developers, ipausers

d. #AZ /devel/project B :

I $ cd /devel/project
e. IHBERAS :

I $ls

rw_file

f. X BRABSHRIN— TR B AR

I $ echo "idm_user can write into the file" > rw_file

g [AiE] BEEEHFHIXHRR :

$ cat rw_file
this is a read-write file
idm_user can write into the file

EiHBAIA idm_user BT LU IZ XX 41T E A,
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28 33 Z {#fH ANSIBLE & IDM & NIS 15,1 NETGROUPS £,

33.1.NIS R EML &

£ UNIX PMER, RIZBERRS(NIS) R —FMEHRERSMHMEMREIERERAE. NIS R amEH
Yellow Pages (YP), S EERESMRILMFHER, B0 :

o R/HEM
o EHLBM IP it
e POSIX#H

X F IR BRI E, NIS VAR RE, Fl, EERREENSMIGIE, thR@T ML REM
BEE, BIRHERXANE-—, NISBESHMDIERIE RS,

MREERBMEEIM), ERTLUERA NIS RS S EHREETERTETRE 1M IEF i, 1dM
netgroups FIE M NIS BAEERME] 1AM 15, F4, ERILULMME B A M ENZH M NIS HiEBE] 1dM,

netgroups RI7E NIS HERER{ERIM 5 A,

Heth 5HR
o |dM FHY NIS
e |dM AHJ NIS netgroups

e MNISTERTEFMHEE

33.2.IDM FHJ NIS

IdM dafg NIS 4
NIS W RERFFHEERRRSBEFEIHF, LIFS RFC 2307, IdM 1E LDAP BEHAIE NIS MR, BF
im{FE AN A LDAP EEGREN], Hl : @i RS T 2RSS T #HZ(SSSD)=k nss_Idap.

|dM B2 netgroups, MK/, ZH, ENAEMEKIE, 1M EA NIS DTSR ED, HAMMLSHREE 1dM

&B.

IdM hi NIS $&#
SFF NIS 2, 1dM [ slapi-nis B8 IR LU FIEH

NIS PRS2 a4

NIS AR5 284 |dM SEAY LDAP BRF5 8 e & P ImBY NIS fRS585. TELbAEH, BRERFSHRR
EERENSERFFER NIS BREY, ERAREME, 1dM &R NIS HUEHN NIS BRFSEENE FIRARSS.

BEXRENES
BEXFAMRG T BXRS BEHREH— N FHEEERERMDIT)EHSRHNRENERILE, X8
AR, MRrNER B, UREFEEMHPINS N RBGRBMEE.
HIE1EEE /ust/share/doc/slapi-nis-version/sch-getting-started.txt 324,

33.3.IDM HHJ NIS NETGROUPS
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NIS SEAR BT LATEHETE netgroups B, 5 UNIX 4H48EE, netgroups WU TFIRMESH# -
o HRENH (ENEMAMTNAH) .
o NEMAE,
netgroup B X —HUTER : EH. BFME, XNEEWIEN triple. X=ANFEAIUEE :
o fH,
o JEXIZL(-), EB/E "KBHEME"

o JTiH, ZFRIEE—TBER,

(host.example.com,,nisdomain.example.com)
(-,user,nisdomain.example.com)

L& P imiER NIS netgroup I, Idm =45 LDAP ScBH# A :
o ZEfELTR NIS BREY, FHEF NIS B HE A EEIE i,

e 5 RFC 2307 { RFC 2307bis #¥&B LDAP &,

33.4. {fFH ANSIBLE #f3{# NETGROUP 77

IRFTLAE R Ansible playbook #{R |dM netgroup F7E. iIXANRBIED T a0k TestNetgroupl 77
EQ

SoRFM
o WBEE T Ansible #HIT RLLUHEUTEK :
o fEfEM Ansible lRA 214 SEBARA,
o fRBETE Ansible %85 £ &4E T ansible-freeipa ¥4,

o RB1E ~/MyPlaybooks/ ERxHAIE T — N A IdM BRF523MIT LR E = E (FQDN)HY
Ansible j& #3014,

o fRBEYF ipaadmin_password Zfi%7E secret.yml Ansible vault H,

i =
1. FRUTABRAIEER Ansible playbook X4 netgroup-presentyml :

- name: Playbook to manage IPA netgroup.
hosts: ipaserver
become: no

vars_files:

- /home/user_name/MyPlaybooks/secret.yml
tasks:

- name: Ensure netgroup members are present
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ipanetgroup:
ipaadmin_password: "{{ ipaadmin_password }}"
name: TestNetgroup1

2. J&17 playbook:
$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file path_to_playbooks_directory /netgroup-
present.yml
Hith BTR
e |dM HBY NIS

e /usr/share/doc/ansible-freeipa/README-netgroup.md

e /usr/share/doc/ansible-freeipa/playbooks/netgroup

33.5. {#F ANSIBLE &K 51 £ NETGROUP H1F7E

& B LUER Ansible playbook FfR IdM R, ZHFNRILE4H 2 netgroup BIRK 51, X N7nflfEid 7 ai{a iR
TestNetgroupl HELL TR :

e userl 1 user2 IdM A~
e grouplldM 28
® admins netgroup

o 2 IdM & imH idmclientl E41

SeRFMH
o MBEE T Ansible #HIT RLLUHEUTEK :
o MR Ansible fR7A 2.14 HESRAE.
o fRB1E Ansible ##l25 £ &4 T ansible-freeipa ¥4,

o RB1E ~/MyPlaybooks/ ExHAIE T — N A IdM BRF523MISTT LR E = E (FQDN)HY
Ansible j& 3014,

o &2 ipaadmin_password F{E7E secret.yml Ansible vault #,
e TestNetgrouplIdM netgroup F7£,
o userl #l user2 IdM B F7E,
e grouplldM HFTE,

® admins |dM netgroup F7E.

it =

1. AL THAAE Ansible playbook X4 IdM-members-present-in-a-netgroup.yml :
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- name: Playbook to manage IPA netgroup.
hosts: ipaserver
become: no

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure netgroup members are present
ipanetgroup:
ipaadmin_password: "{{ ipaadmin_password }}"
name: TestNetgroup1
user: useri,user2
group: group1
host: idmclient1
netgroup: admins
action: member

2. i&17 playbook:
$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file path_to_playbooks_directory_/IdM-
members-present-in-a-netgroup.yml|
Hith BTR
e |dM HBY NIS

e /usr/share/doc/ansible-freeipa/README-netgroup.md

e /usr/share/doc/ansible-freeipa/playbooks/netgroup

33.6. {#F ANSIBLE %A% 51 ~7£ NETGROUP #

IR BI LUER Ansible playbook F{R |dM A F & netgroup IR . XA RBITER T a0l 4R
TestNetgroupl ZH7EH members. netgroup H3% & userl|dM /-,

FoRFM
o WBEEE T Ansible #HIT RLLUHEMUTEK :
o f&fEM Ansible RA 214 SEBARA,
o fRBTE Ansible #%I25 £&4E T ansible-freeipa ¥4,

o {KBETE ~/MyPlaybooks/ B3RO T — N A |dM BRS5 2RHITL R E 154 (FQDN)HY
Ansible j& #3014,

o fRBEY¥ ipaadmin_password 7Zfi#7E secret.yml Ansible vault #,

e TestNetgroupl netgroup F7£,

ff

L=

S

1. EALITHRAAE Ansible playbook 34 IdM-member-absent-from-a-netgroup.yml :
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- name: Playbook to manage IPA netgroup.
hosts: ipaserver
become: no

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure netgroup user, "user1”, is absent
ipanetgroup:
ipaadmin_password: "{{ ipaadmin_password }}"
name: TestNetgroup1
user: "usert”
action: member
state: absent

2. i&17 playbook:
$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file path_to_playbooks_directory_/IdM-
member-absent-from-a-netgroup.yml|
Hith BTR
e |dM HBY NIS

e /usr/share/doc/ansible-freeipa/README-netgroup.md

e /usr/share/doc/ansible-freeipa/playbooks/netgroup

33.7. {#F ANSIBLE #f31% NETGROUP 127

& BT LAFE A Ansible playbook ffR netgroup ZEE A BEE(IAM)HRAFE, X FliED T a0mE R
TestNetgroupl 4H7E |dM R FTE,

SoRFM
o MBEE T Ansible #HIT RLUHEMUTEK :
o I&fEM Ansible RA 214 SEBARA,
o fRB7E Ansible %85 £ &4E T ansible-freeipa ¥4,

o f&ETE ~/MyPlaybooks/ BXHOIET — N A IdM IR 2HIT LR E & (FQDN)H
Ansible &S,

o fRBEYF ipaadmin_password Zfi#7E secret.yml Ansible vault H,

¥ =
1. FRUTHRBRAEER Ansible playbook X4 netgroup-absent.yml :

- name: Playbook to manage IPA netgroup.
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hosts: ipaserver
become: no

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure netgroup my_netgroup1 is absent
ipanetgroup:
ipaadmin_password: "{{ ipaadmin_password }}"
name: my_netgroup1
state: absent

2. 1547 playbook:

$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file path_to_playbooks_directory /netgroup-

absent.yml
Hth B
e |dM HHINIS

e /usr/share/doc/ansible-freeipa/README-netgroup.md

e /usr/share/doc/ansible-freeipa/playbooks/netgroup
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55 34 = {1/ ANSIBLE 7 IDM Hfigi& HBAC #1 SUDO #il|

EHMEE(dIM)RERET ENBUREEHEI(HBAC), EHLLE ARYE LT RA RSN EN ARSI
PREVERE :

o ZEFHIA P LKA P EA
o MU R ENLARIZ ENFTER ENA
o AT ENHIMRS

f£F sudo, AR UUS—1NEELRARBNNEF &221718%, W root 451, 7£ |dM rh, Ea L&
&I sudo MM, EAILMBIERFH, ENHMSSEHURENAS, ENMGSE L sudo H,

SERGXANRIZLAALR 1M BB P BYLLT HBAC # sudo MNIFFTE :

jane REE A EH clientOlidm.example.com,

john REEV A EH client02.idm.example.com,

SIEEIH admin B LUK E alice FA P #admins A9 51 0T LATH [F4EAR] 1AM E 4L,

admins ZHBIEK 51 BT LATE AR |dM EHL EERLL T 651217 sudo :

o /usr/sbin/reboot
o /usr/bin/less
o /usr/sbin/setenforce

TEERT LRREE :
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34.1. 1dM HBAC #1 SUDO #iLl &

replica.idm.example.com clientd1 idm.example.com clientD2.idm.example.com

SSH:SUDO  SSH. slﬁ. SSH + SUSG

\\ ,..--“"'-- a=H
(/,—

admins (group)

- vy

SeRF M
o FEEHITRL
o MR Ansible fR7A 2.14 HESRAE.
o RBZRE ansible-freeipa 4.

o f&RE1E ~/MyPlaybooks/ BXHOIET — M A IdM IR 2HIST LR E & (FQDN)H
nsible J& #3244,

o fRBEYF ipaadmin_password 7Zfi%7E secret.yml Ansible vault #,

e 7 jane. john # alice 7E |dM FR7E7E . XLk P BB A B,

1. FERAUTHEARER Ansible playbook X4 add-hbac-and-sudo-rules-to-idm.yml :

- name: Playbook to manage IPA HBAC and SUDO rules
hosts: ipaserver
become: false
gather_facts: false

vars_files:
- /home/<user_name>/MyPlaybooks/secret.yml

module_defaults:
ipahbacrule:
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ipaadmin_password: "{{ ipaadmin_password }}"

ipagroup:

ipaadmin_password: "{{ ipaadmin_password }}"

ipasudocmd:

ipaadmin_password: "{{ ipaadmin_password }}"

ipasudocmdgroup:

ipaadmin_password: "{{ ipaadmin_password }}"

ipasudorule:

ipaadmin_password: "{{ ipaadmin_password }}"

tasks:

- name: HBAC Rule for Jane - can log in to client01

ipahbacrule: # Creates the rule
name: Jane_rule
hbacsvc:
- sshd
- login
host: # Host name
- client01.idm.example.com
user:
- jane

- name: HBAC Rule for John - can log in to client02

ipahbacrule: # Creates the rule
name: john_rule
hbacsvc:
- sshd
- login
host: # Host name
- client02.idm.example.com
user:
- john

- name: Add user member alice to group admins
ipagroup:
name: admins
action: member
user:
- alice

- name: HBAC Rule for IdM administrators
ipahbacrule: # Rule to allow admins full access
name: admin_access # Rule name
servicecat: all # All services
hostcat: all # All hosts
group: # User group
- admins

- name: Add reboot command to SUDO
ipasudocmd:
name: /usr/sbin/reboot
state: present
- name: Add less command to SUDO
ipasudocmd:
name: /usr/bin/less
state: present
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- name: Add setenforce command to SUDO
ipasudocmd:
name: /usr/sbin/setenforce
state: present

- name: Create a SUDO command group
ipasudocmdgroup:
name: cmd_grp_1
description: "Group of important commands”
sudocmd:
- /usr/sbin/setenforce
- /usr/bin/less
- /usr/sbin/reboot
action: sudocmdgroup
state: present

- name: Create a SUDO rule with a SUDO command group
ipasudorule:
name: sudo_rule_1
allow_sudocmdgroup:
-cmd_grp_1
group: admins
state: present

- name: Disable allow_all HBAC Rule
ipahbacrule: # Rule to allow admins full access

name: allow_all # Rule name
state: disabled # Disables rule to allow everyone the ability to login

2. T playbook:

ié/
$ ansible-playbook --vault-password-file=password_file -i inventory add-hbac-and-
sudo-rules-to-idm.yml

1. Lljane AP &2 E! clientO1 :

~]$ ssh jane@client01
Password:

Last login: Fri Aug 11 15:32:18 2023 from 192.168.122.1
[[ane@client01 ~]$

HiHR%IE jane BB BE& K E clientO1,
2. FiLl jane A B35S client02 :

~]$ ssh jane@client02
Password:
Connection closed by 192.168.122.47 port 22

B REIE jane BB TEEKE client02,

3. MY alice AP B2 #E! client02 :

338



&5 34 %= {1/ ANSIBLE 7 IDM hfidi& HBAC H1 SUDO #ii

~]$ ssh alice@client02
Password:

Last login: Fri Aug 10 16:13:43 2023 from 192.168.122.1
BRI alice @B EEFE client02,
4, FRENFEBNBE T RERT, £ less &F& /etc/sssd/sssd.conf XHEHHE :

[alice@client02 ~]$ less /etc/sssd/sssd.conf
/etc/sssd/sssd.conf: Permission denied

FIKRM, FHXEER AR, BRTXHRAEE, Blroot,

5. I root A LLFE A less & & /etc/sssd/sssd.conf XHEHAR :

[alice@client02 ~]$ sudo less /etc/sssd/sssd.conf
[sudo] password for alice:

[domain/idm.example.com]
id_provider = ipa
ipa_server_mode = True
[..]
BRI alice 2F ALY /etc/sssd/sssd.conf SLEHIAT less a4,
Hth B
o |dM HETF FE MBI AL

e |dM & iw EHY sudo 1 [RIAL R
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25 35 Z (i ANSIBLE ¥ IDM BB IEEIRE N E F DR
B2
& AT LAE A idp ansible-freeipa &= A - 5% OAuth 2 & BACRBA I S 21— B2 (1dP) K EX,

INREFTE AP 5| XEKR IdP B/ ID, &RILMEA B8 A - ansible-freeipa #3174 IdM B 5 B
|dP B2 55E,

ZE, MPEXLERAF A RHEL 9.1 SiERMRAPIREN SSSD AHTHHRIE, A IdP HUTH
BEAERRNUE, EiI2BEHH Kerberos ZiEM RHEL Identity Management (IdM) 52 &% IhEE,

35.1. 1§ IDM yE#FIAER IDP B9 AL

ERERG, BuEBEATFHENSSHDE (NM=RSENE) RrAFURZEEED Identity
Management (IdM) 275589 RHEL }%%i, ZiARILER, EalLUFX A1 Kerberos ZIRM S A5 UE
S IECZSONE S S LY R T

IZOTLUE A LThEED B IdM B9ZhEE, FARVFEHENSBSHRMER (IdP) PR S UiRIH IdM B

B Linux &5:.

35.2. IDM #n{al@it A58 IDP @& &%

SSSD 2.7.0 @& sssd-idp HK#3, %3 eILHE idp Kerberos pre-authentication 53k, XA
UEF5 8T8 OAuth 2.0 & FRHGR, FHEPURARE RS S88 1dP :

IdM & i P850 OAuth 2.0 & &REGHK, FlM, B ERS1THhER kinit CARFERR
Kerberos TGT,

2

—EFRRBOA TS 0 Pt BE B MIRAUIR 5523 4 % B IdM KDC S,
3

IdM & i s P REENRE, X004, IdM B imeEen ST B EEnAn,
4.

RPEN AR PTG EERE, ATUAER—NEL BoHRIES -

A PR ARRAHE,

340



55 35 % ffifl ANSIBLE 5 IDM A PN B3 IEEIRA AR S IRUEER

mEKE, AFEXIET OAuth 2.0 1 IdP,

REUHR TR BAE PRI HE 2.

AP ERG R SRR, XM md, BFESSITHR Enter &,

IdM KDC J5i#% i OAuth 2.0 2ARS B[ LU RIA P E R,

BRT BAHY BikhEET SSH 28X, sRAFHAATHRKAFHRILZER (PAM)

i logind ARSS5, EAEHIGAE,

{5 kinit S:FRF K3 Kerberos ticket-granting ticket (TGT).

HAMAZRF 4 -

BEREEEE IdM WebUI, &3 IdM WebUI, EXHFE5IKEL—4 Kerberos ticket,

BE#E K Cockpit WebUl, Z&:3% Cockpit Web Ul, &8 5iKEN—1 Kerberos
ticket,

HAth B

AR SR EF T EHBRIE

RFC 8628 : OAuth 2.0 & 18H

35.3. ff ANSIBLE g5 488 F R HtEFH5I
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ERAREPREERF (AP EEIEN S HER(IIMIFE, E1E IdM AR IdP &, SRlt#RE,
&/ idp ansible-freeipa B EEXT github A58 IdP B3I,

FRFM

RES IdM 462y OAuth N ARERFEEMEIANS IdP, FH1E IdM A E/E AN SR ENRE P in
ID M1Z i secret, LAA 1AM #4753 5F, ~HHBRE :

my_github_account_name 2 github A/, HiF IdM AP RFM IdM 21T S350k
9]

Z Fig ID iy 2efelacffe9e8ab869f4,

% i secret 2l 656a5228abc519545¢85fa626aechf69312d398c,

R4 IdM IRS5&{8 A RHEL 9.1 XHESiRA,

&89 1dM BR552%fEF SSSD 2.7.0 SE S ARA,

ZEEE T Ansible #H1T RLUHRUTEK :

#&%{&EH Ansible k& 2.14 B EIRA,

R B7E Ansible #5833 L% T ansible-freeipa #KX# 2.,

#%{8/ RHEL 9.4 SiEEhRA,

PR ETE ~/MyPlaybooks/ Bx+, #EESIE T A IdM RS RNEEREES
(FQDN)# Ansible & #3204,

T PBIRE secret.yml Ansible vault #Zfi% T ipaadmin_password.
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55 35 % ffifl ANSIBLE 5 IDM A PN B3 IEEIRA AR S IRUEER

iz
1.
1£ Ansible #5775 E, BIE—4 configure-external-idp-reference.yml playbook:
- name: Configure external IdP
hosts: ipaserver
become: false
gather_facts: false
tasks:
- name: Ensure a reference to github external provider is available
ipaidp:
ipaadmin_password: "{{ ipaadmin_password }}"
name: github_idp
provider: github
client_ID: 2efe1acffe9e8ahb869f4
secret: 656a5228abc5f9545c85fa626aecbf69312d398¢c
idp_user_id: my_github_account_name
2.
REXAN
3.
i&1T Ansible playbook. &7 playbook 3 #. #FfE{RY" secret.yml XHME, LIKREHR
X :
$ ansible-playbook --vault-password-file=zpassword_file -v -i inventory configure-
external-idp-reference.yml
[ J
£ 1dM Z e b, 5 ipa idp-show fa 45 B9 B & 02/ IdP 51H,
I [idmuser@idmclient ~]$ ipa idp-show github_idp
RS R
[ J
&/ Ansible J5 IdM /7 3@5d 4488 1P 2T &85 0E
H At BT iR
[ J

idp ansible-freeipa 304
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35.4. {1/ ANSIBLE /5 IDM A F @5t 488 IDP #H4T S 348 E

XA LUEM F 7 ansible-freeipa 35 A &S (IdM)A F @i A58 SRR (dP)H T 5%
k. ik, HERZAIGIENAER IdP 5IAS5 IdM PP XK. SeEubiiie, LUEMA Ansible &5
github_idp B4LE8 IdP £ 5%} idm-user-with-external-idp # IdM /X5, Hit, A/ aLER
my_github_account_name github &{3{Fy idm-user-with-external-idp #1735k,

FoRFMH

Z09 1dM Z - iRHARS52 A RHEL 9.1 B SR,

Z89 1dM Z FiRHARS52R M SSSD 2.7.0 HEERE,

ZEE IdM I T4 IdP B98I, 15S0AER Ansible BB A S SRR FRISI
Fﬁo

RERE T Ansible #EHT mLUBR UL TEK -

1&{&/ Ansible hfi& 2.14 SiEERA,

R B7E Ansible #5l3y L% T ansible-freeipa X# .,

%8/ RHEL 9.4 SiEEMRA,

~BURETE ~/MyPlaybooks/ B3xH, #EE OB THA IdM RSN LREES
(FQDN)# Ansible & #.32#4,

~PHURE secret.yml Ansible vault & T ipaadmin_password,

£ Ansible #4775 L, BIE—4 enable-user-to-authenticate-via-external-idp.yml
playbook :
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- name: Ensure an IdM user uses an external IdP to authenticate to IdM
hosts: ipaserver
become: false
gather_facts: false

tasks:
- name: Retrieve Github user ID
ansible.builtin.uri:
url: “https://api.github.com/users/my_github_account_name”
method: GET
headers:
Accept: “application/vnd.github.v3+json”
register: user_data

- name: Ensure IdM user exists with an external IdP authentication
ipauser:
ipaadmin_password: "{{ ipaadmin_password }}"
name: idm-user-with-external-idp
first: Example
last: User
userauthtype: idp
idp: github_idp
idp_user_id: my_github_account_name

REFXA X,

i&1T Ansible playbook. &7 playbook 3. #FE{RY" secret.yml XHME, LIKREHR

% -

$ ansible-playbook --vault-password-file=password_file -v -i inventory enable-user-to-

authenticate-via-external-idp.ymi

EXF 1AM E i, FRAE idm-user-with-external-idp FF Y ipa user-show #4595 H
REEFRYN IdP B51/ :

$ ipa user-show idm-user-with-external-idp

User login: idm-user-with-external-idp

First name: Example

Last name: User

Home directory: /home/idm-user-with-external-idp

Login shell: /bin/sh

Principal name: idm-user-with-external-idp@idm.example.com
Principal alias: idm-user-with-external-idp@idm.example.com
Email address: idm-user-with-external-idp@idm.example.com
ID: 35000003

GID: 35000003

345



Red Hat Enterprise Linux 9 {1 Ansible ZEMNER SHER

User authentication types: idp

External IdP configuration: github

External IdP user identifier: idm-user-with-external-idp@idm.example.com
Account disabled: False

Password: False

Member of groups: ipausers

Kerberos keys available: False

=
=
=

idp ansible-freeipa _Lif30#%

35.5. LIAER IDP A 51342538 IDM TICKET-GRANTING TICKET

MEE ST FHEE (M)A F N HRIFERSA RS HIREFEF(dP), 1dM B o L@ AR
IdP 3T BRI EE R Kerberos ZiEZ T ZIR(TGT),

SEROX N TRIRLL

EXIKETRMNEFHESR Kerberos ZiE,

{SEAFA -T LM kinit #1 Secure Tunneling (FAST)3iE7E idm-user-with-external-idp
&K TGT, LMEFE Kerberos F /' imHl Kerberos 4% H/0(KDC) = HIR#E R FHN F 5K
“&0

SeRFMH

1209 IdM & iRk 55256 A RHEL 9.1 SUESIRA,

589 1dM Z P iR HIAR S5 252 A SSSD 2.7.0 EEhRA,

ZEE IdM e TR IdP B98I, 15S AR Ansible BB A S SR HEFRIBI
Mo

BESAFKAXEKT —1MAE8 IdP 2%, 1§55 EA Ansible 5 IdM A @it 4458 1dP
PHTRARIE,

346


https://github.com/freeipa/ansible-freeipa/blob/master/README-idp.md

55 35 % ffifl ANSIBLE 5 IDM A PN B3 IEEIRA AR S IRUEER

B FHEFNAPNFBXHREPNE XRAEANR,

{1 Anonymous PKINIT jREX Kerberos 18, HiFHEFE1E®& N /fast.ccache HISTHF
A,

I $ kinit -n -c ./fast.ccache

[FIE] EERRIINTR

$ *klist -c fast.ccache *
Ticket cache: FILE:fast.ccache
Default principal: WELLKNOWN/ANONYMOUS@WELLKNOWN:ANONYMOUS

Valid starting Expires Service principal

03/03/2024 13:36:37 03/04/2024 13:14:28
krbtgt/IDM.EXAMPLE.COM@IDM.EXAMPLE.COM

FHEALL IdM P ST EMNAE, 8 -T WS A FAST @S58,

[root@client ~]# kinit -T ./fast.ccache idm-user-with-external-idp
Authenticate at https://oauth2.idp.com:8443/auth/realms/master/device?
user_code=YHMQ-XKTL and press ENTER.:

FENEARD, e Skt PRS- ST R RRIE,

ERDTHP, & Enter BRI HRIETE,

ERIER Kerberos ticket 52, FHHIAXNFHEHAE IdP WS35 UERTT config:
pa_type £~ 152,

[root@client ~]# klist -C
Ticket cache: KCM:0:58420
Default principal: idm-user-with-external-idp@IDM.EXAMPLE.COM

Valid starting Expires Service principal
05/09/22 07:48:23 05/10/22 07:03:07 krbtgt/IDM.EXAMPLE.COM@IDM.EXAMPLE.COM
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config: fast_avail(krbtgt/IDM.EXAMPLE.COM@IDM.EXAMPLE.COM) = yes
08/17/2022 20:22:45 08/18/2022 20:22:43
krbtgt/IDM.EXAMPLE.COM@IDM.EXAMPLE.COM

config: pa_type(krbtgt/IDM.EXAMPLE.COM@IDM.EXAMPLE.COM) = 152

pa_type = 152 X458 IdP S35 1E,

35.6. LIAHEB IDP A/ S 4ni@id SSH &% E! IDM &/ i

Fi@ik SSH E AN BB AHREER (IdP) AP S35 % IdM B 6, HEGSTHFHBERIRE, B
WRRN, 5 IdP XEXMML EHYT AR UET R, FH1E Identity Management (IdM) 2/ i _ESER%
J‘i&o

FRFM

1289 IdM & iRk 552568 A RHEL 9.1 SUESIRA,

1209 IdM & iR 552568 SSSD 2.7.0 HEE IR,

ZEE IdM el TR IdP B98I, 1ES AR Ansible BB A SRR FRIBI
mo

ZEESRAKPXEKT — 1488 IdP £23&, 1555 Ansible 5/ IdM st 4458 1dP
P TR RAE,

Pt

Firlolid SSH &3 IdM & F i,

[user@client ~]$ ssh idm-user-with-external-idp@client.idm.example.com
(idm-user-with-external-idp@client.idm.example.com) Authenticate at
https://oauth2.idp.com:8443/auth/realms/main/device?user_code=XYFL-ROYR and
press ENTER.

FENEARD, Dan okt pR ARSI R SR T R AL,

ERD{TH, 2 Enter ERTERSHBRILTE,
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EREM Kerberos ticket 52, FHAINFHENER IdP BTl 55 UEMTT config:
pa_type £~ 152,

[idm-user-with-external-idp@client ~]$ klist -C
Ticket cache: KCM:0:58420
Default principal: idm-user-with-external-idp@IDM.EXAMPLE.COM

Valid starting Expires Service principal

05/09/22 07:48:23 05/10/22 07:03:07 krbtgt/IDM.EXAMPLE.COM@IDM.EXAMPLE.COM
config: fast_avail(krbtgt/IDM.EXAMPLE.COM@IDM.EXAMPLE.COM) = yes

08/17/2022 20:22:45 08/18/2022 20:22:43
krbtgt/IDM.EXAMPLE.COM@IDM.EXAMPLE.COM

config: pa_type(krbtgt/IDM.EXAMPLE.COM®@IDM.EXAMPLE.COM) = 152

35.7. IPAIDP ANSIBLE #3#1#) PROVIDER %%

DTS RRHER (IdP) Xf OAuth 2.0 Z&EBECH :

Microsoft Identity Platform, S35 Azure AD

Google

GitHub

Keycloak, 21& Red Hat Single Sign-On (SSO)

Okta

L4 {5/ idp ansible-freeipa R AIENHXLEHNER IDP K5I AR, #ERILU#EM ipaidp ansible-freeipa

playbook fE55#1# provider TS E IdP X8, S BREGAMET, MTAR

Provider: microsoft

Microsoft Azure IdP 2 7F&ETF Azure #/ ID FHTHENML ID, ERTLMEA M EUIEE, W
RIEFEN live.com IdP B9, 1HIEELI organization common,
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1EH provider: microsoft " RLLEALI %L, organization EWIH{EE &R P TR S

${ipaidporg}.

i}

auth_uri: URI

dev_auth_uri: URI

token_uri: URI

userinfo_uri: URI

keys_uri: URI

Scope: STR

idp_user_id: STR

Provider: google

value

https://login.microsoftonline.com/${ipaidporg}/oauth2/v2.0/
authorize

https://login.microsoftonline.com/${ipaidporg}/oauth2/v2.0/
devicecode

https://login.microsoftonline.com/${ipaidporg}/oauth2/v2.0/t
oken

https://graph.microsoft.com/oidc/userinfo

https://login.microsoftonline.com/common/discovery/v2.0/k
eys

openid email

email

PEFE BtR/7 : google ¥ RBLAFEALL T -

i}

auth_uri: URI

dev_auth_uri: URI

token_uri: URI

userinfo_uri: URI

keys_uri: URI

Scope: STR

idp_user_id: STR

Provider: github
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value

https://accounts.google.com/o/oauth2/auth

https://oauth2.googleapis.com/device/code

https://oauth2.googleapis.com/token

https://openidconnect.googleapis.com/v1/userinfo

https://www.googleapis.com/oauth2/v3/certs

openid email

email
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1 provider: github § B LA LA &S -

eI value

auth_uri: URI https://github.com/login/oauth/authorize
dev_auth_uri: URI https://github.com/login/device/code

token_uri: URI https://github.com/login/oauth/access_token
userinfo_uri: URI https://openidconnect.googleapis.com/v1/userinfo
keys_uri: URI https://api.github.com/user

Scope: STR user

idp_user_id: STR login

provider: keycloak

{8/ Keycloak v}, #EaILlE X Z A E=iiE, BFeREREE EBEN—Hs, HtEX
URL #is ID #B2»F0, FILETLUER ipaidp playbook £55H11 base_url 1 Hli4 &I ES
fil:

- name: Playbook to manage IPA idp
hosts: ipaserver
become: false

tasks:
- name: Ensure keycloak idp my-keycloak-idp is present using provider
ipaidp:
ipaadmin_password: "{{ ipaadmin_password }}"
name: my-keycloak-idp
provider: keycloak
organization: main
base_url: keycloak.domain.com:8443/auth
client_id: my-keycloak-client-id

1EFE provider: keycloak ¥ BLAMERALI T LT, #&7E base_url LTI EMEBRKRPNFR
# ${ipaidpbaseurl}, &} 19" option 5 EMEEWFFFH '${ipaidporg}.

JET value
auth_uri: URI https://${ipaidpbaseurl}/realms/${ipaidporg}/protocol/openi

d-connect/auth
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T value

dev_auth_uri: URI https://${ipaidpbaseurl}/realms/${ipaidporg}/protocol/openi
d-connect/auth/device

token_uri: URI https://${ipaidpbaseurl}/realms/${ipaidporg}/protocol/openi
d-connect/token

userinfo_uri: URI https://${ipaidpbaseurl}/realms/${ipaidporg}/protocol/openi
d-connect/userinfo

Scope: STR openid email

idp_user_id: STR email

Provider: okta

M — Okta TG, RXEK—NHMER URL, ERILLEMA ipaidp playbook £55
Y base_url iEWiHEE X EA URL :

- name: Playbook to manage IPA idp
hosts: ipaserver
become: false

tasks:
- name: Ensure okta idp my-okta-idp is present using provider
ipaidp:
ipaadmin_password: "{{ ipaadmin_password }}"
name: my-okta-idp
provider: okta
base_url: dev-12345.0kta.com
client_id: my-okta-client-id

1EFE provider: okta T BLMERLLTEDL, 4 base_url ETiigEMEERKXPHNFRS
${ipaidpbaseurl}.

prinsl value
auth_uri: URI https://${ipaidpbaseurl}/oauth2/vi/authorize
dev_auth_uri: URI https://${ipaidpbaseurl}/oauth2/v1/device/authorize
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b7 value
token_uri: URI https://${ipaidpbaseurl}/oauth2/v1/token
userinfo_uri: URI https://${ipaidpbaseurl}/oauth2/v1/userinfo
Scope: STR openid email
idp_user_id: STR email

H At BT iR

FUEZER IdP &R
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%5 36 & {1/ RHEL REiA N RHEL REEREEREI AD

{81/ ad_integration RZifata, EALU$EMA Red Hat Ansible Automation Platform B 5/$ RHEL %
G 5E%5h B % (AD)EEE K.

B

ad_integration RZifaa% A SIEIE ansible-freeipa HaHh, ER rhel-system-
roles @M —E84%, EaTLIZEMIINT Red Hat Enterprise Linux Server iT MRS £
RE rhel-system-roles,

36.1. AD_INTEGRATION RHEL RZifafa

{5 ad_integration R4ifafa, ErILAEEN RHEL REEERESIB X (AD).

ZAGERAUTAY

SSSD 5 REBHF R IIERRZE

realmd e M AT Y AD 1%, HEBIEZ RHEL RZiRS (FEAHI+ SSSD) kDI
3% AD 35

]

P

-, b ]
s

ad_integration A AT #REESHER(dAMIAENERE AD £RMEE, ST
AN KK, IdM ¥13%, i%f#EMA ansible-freeipa s,

Lth BT IR

&

\

[ J
/usr/share/ansible/roles/rhel-system-roles.ad_integration/README.md 3 #

/usr/share/doc/rhel-system-roles/ad_integration/ directory

{81/ SSSD ¥ RHEL ®4iiE#F#SI AD
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