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F1= 2EHZTIDMHEALTHCHECK T &

T 2B X |dM Healthcheck TEL R IMAILZENZTENEZER

1.1. IDM A HEALTHCHECK

B2 EIE(IdM)F B Healthcheck TE AR B A FIRTRERZAN |dM AR A2 BR B m] L,

ey

% Healthcheck TER— w17 LR, HEEL® Kerberos SARIERIER THEA.
BEHE IR
Healthcheck ST &IRA K, FAFMI :

o S A

o IEHARHE

o UEFIIA MAL EL AR ] e

® |dM # Active Directory {S{E (7]

o EMBXHIRIAATINE

P Fhi B AS =X
HealthCheck R EA T HiH, &R LAEF output-type iETEXE :

e JSON : JSON &Il as el it (BL)
e human : AERERHH
& B LA#E A --output-file ;L1315 E R RIS B 1o
G4iR
B> Healthcheck FRELREBILAT4ERZ — -

SUCCESS
FCi& h A
WARNING
FRER, BRENELTREMIEE
ERROR
RIZTNHAECE
CRITICAL
REETHECE, TEESEIFE RIS

1.2. 2% IDM HEALTHCHECK

BB T RIZELRE IdM Healthcheck TE,



&
it

8513 RE%HiZ1T IDMHEALTHCHECK TE
e Z% ipa-healthcheck H4 &
I [root@server ~]# dnf install ipa-healthcheck
o {#FH --failures-only i%£1i{# ipa-healthcheck R &451%, THAETT 2 IdM REREl—PMZRLER
(.
I [root@server ~]# ipa-healthcheck --failures-only
[

Hth TR

e {FF ipa-healthcheck --help ZEEFIA RS
1.3.7217 IDM HEALTHCHECK
BEREITUFEILZT

SEAEEREBEBTT
FERFH

=24

=0 '[/FJ;}%

W% Healthcheck TE Al
pi% &2

dM Healthcheck

o EFiz{Thealthcheck, FHiA ipa-healthcheck f %
I [root@server ~)# ipa-healthcheck

Hith BTIR

BXAIRT, iF

, BE%EFMI: man ipa-healthcheck

1.4. BERH
BEREZEXRUE—NMNE &S, FiRBEEN SXEFET

B, RETLURYE B AR E RN B E XX,

WHERRE, RENEBEXHHER I HAMRE, NRETTXRE, r%ﬁﬁ’\ﬁ(ﬁ:AEE#E e

=IBHISCHE, B, IRBHEHEN 30, NE=+—PEEXHBERE— (RIEW) BEXMF,
,b\i-i;/\$1z:__|-L/Lﬂ’J‘ /L.\i{q:E’J@IE#X—J_ ﬂi[

HH, AFMEEHEXHBRREER—BX

\ LEEJ%F%*EE/L.\Q
1.5. £/ IDM HEALTHCHECK EZ &

H&RH
REBLIT R E B &R
e systemd ifHf25

e crond fR%
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systemd 1T 288 E 21T Healthcheck TEHEMBER, BIMEENEBERNLF 4 R,
crond HE%FHHZEIL.\ /E\,i-}zgo

FIAMH &4 =2 healthcheck.log, 7 HEEMA healthcheck.log-YYYYMMDD #& =,

SeRFMH
L] /Q}Z /DEIA'LJ\ FOOt %F%’{ﬁ?ﬂ BT %o
i =
1. |5 systemd i1H25 :
# systemctl enable ipa-healthcheck.timer

Created symlink /etc/systemd/system/multi-user.target.wants/ipa-healthcheck.timer ->
/usr/lib/systemd/system/ipa-healthcheck.timer.

2. JATh systemd 1125 :
I # systemctl start ipa-healthcheck.timer

3. #T7F /etc/logrotate.d/ipahealthcheck X4, LIERENIREFEHHEHE.
FINERT, BEREZEHN 30 X,

4. 7£ /etc/logrotate.d/ipahealthcheck XX/, BCEH SR,
KINER T, BEREFE Ivar/log/ipa/healthcheck/ B X,

5. 7f /etc/logrotate.d/ipahealthcheck XX {7, BEiE B &E R [A,
HINERT, BEEBRMN LT 4 RO,

6. EFAEER, EHRESHET crond fRSFHIEEIZIT :

# systemctl enable crond
# systemctl start crond

BFBEKRBERE, 25 IPA healthcheck BRSS :
I # systemctl start ipa-healthcheck

BIUFLER, A Ivar/log/ipa/healthcheck/ F o E HEER S B IERLIE,

1.6. 5tk IDM HEALTHCHECK Bt i&

fRe LRt 1 /etc/ipahealthcheck/ipahealthcheck conf X ARIRINAR TR G TR B X
Healthcheck wiE, XREMA, BN, BEETBERE, HEEMERAEXAEEE2MEN, A
g &%%?E’Jfrﬁ%ﬁo

% o
A Itb Healthcheck ZHBEGE R F RHEL 9.1 SKEHThR A,

EBWE, Healthcheck BIBMIARA B S BEHMNIXE, XLi%EHN BIERKENERFEHIHIT,



FIIZ1T Healthcheck Bf, BCEXMABNXEMLETRRITHIEENET, fla0, 0RE

BEiE S 4 output_type X&) human, NI7EHRSITHIEE json FEEA, MAXE
B XA IEENE G RITATEBRESN A,

Hth TR

e {# M IdM Healthcheck Bt & B &0 5%

1.7. Bidi& HEALTHCHECK L B cif H HEE R

RELUTHRE, BT EDIXE TIiTH M Healthcheck, TEAMIH, EISEIE Healthcheck LA K AT
BREMRBE, HESESHMEREMAREE R,

SeRF M
o HEIRLIIETLIZTT RHEL 9.1 SKEFIRA,
o %A root #F1%,
o MBI RFERE T HERH,

it =

1. EXAKYREEIFFITIF /etc/ipahealthcheck/ipahealthcheck.conf X4,
2. f$%:77 output_type=human #1 all=True 710%! [default] 385,

3. REFH XKML,

1. F83217 Healthcheck:

I # ipa-healthcheck

2. i\ Ivar/log/ipa/healthcheck/, 17EBEEERBAIEMBMER,

Hth B

e {# M |dM Healthcheck Bt & B &50 5%

1.8. Hfth BR
o BXfEF |dM Healthcheck BI7RfFl, 15S [ FEF IdM Healthcheck 31T IdM I41E $#6/,
o KBRS
o ISUERRY IdM #1 AD S1EECE
o FFIEP

o HIERGTUED
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&5 22 {#1H IDM HEALTHCHECK B2 ZE RS

2 = {#FH IDM HEALTHCHECK K& AR 5%
&R LAE A Healthcheck TRGIZESHEIE(IAM)AR S 253(F AR S5
HIEEEE

|dM ARSI R E,

2.1. iR%$ HEALTHCHECK 3zt

Healthcheck TE@E—NMIIK, AFREEM M REEEREIZT. XMNIHBREE, RAEEIET
HIARSS AT RE R FREMMN AP BRI, Hik, REMBRSEEEE LT, REEAUKRERAHM
MR,

BEEREMARSMNE, 15# M --list-sources %1217 ipa-healthcheck:

I # ipa-healthcheck --list-sources

& 7] LATE ipahealthcheck.meta.services R T & $%i#1d Healthcheck.meta.services JRIMIKAIFT B AR SS :
® certmonger
® dirsrv
® gssproxy
® httpd
® ipa_custodia
® ipa_dnskeysyncd
® ipa_otpd
® kadmin
® krb5kdc
® named
® pki_tomcatd

® sssd

- YR E RN, ERTE IdM BRSS 88 B TiX Lt

2.2. {8 HEALTHCHECK B RSS
RIBLITRE, £ Healthcheck TEXNEH MR EIE(dIM)ARS 25 L2 TR S 2 1T ML I FEh,
Healthcheck TE@F1FZNIA, HEER T LIHYERE :

o BEPRATA X ZHEYK: --failures-only
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o (NBEMRSME : -- source=ipahealthcheck.meta.services

e
o TITARBEHEE. MM EAAINAE, HHA

I # ipa-healthcheck --source=ipahealthcheck.meta.services --failures-only

BRI R RZEHES

| o

MREA—NRF KW, MLERATRESMABFIKEL :

"source": "ipahealthcheck.meta.services",
"check": "httpd",
"result": "ERROR",
"kw": {
"status": false,
"msg": "httpd: not running"
}
}

Hth BHR

e 5% 5 man ipa-healthcheck,

10



% 3 %= {1/ IDM HEALTHCHECK ¥ &Rk Ze ]

% 3 Z= [ IDM HEALTHCHECK # &R %% 22 ]
R A LUEF Healthcheck TR LGS D EIEIRSS 25 HI AT RG22 A,
PEEIES [dM RO RS 2,

3.1, WAL 2o [A] R B AG 2k
Healthcheck T E @ #F 2 v FABIRLE: 22 B A9I, AT ZEE AR AES SN M :

e AE

o T

o Fip
MR E LT -

& 3.1 Wi E

WA EAIRRER /MR Z2E (LA MB 9 Hifi)
/var/lib/dirsrv/ 1024

/var/lib/ipa/backup/ 512

/var/log/ 1024

var/log/audit/ 512

/var/tmp/ 512

tmp/ 512

B HArAEN, 15# B --list-sources 1%£1j21T ipa-healthcheck:
I # ipa-healthcheck --list-sources

& LLI7E ipahealthcheck.system.filesystemspace J& & # E >4 =45 22 [E] i 2,

FileSystemSpaceCheck
eI A LA R 7R B AT PR RORM AL 2 (]

o FERRVHRIRAAF,
o R/MEFZERBIE DT 20%,

3.2. [ HEALTHCHECK T B3R 2o H]
BREBLUT R, @M Healthcheck TEESHEE(IdM)IRSS %8 24T AT ARk AL 22 8] B9 T B9 F 5L,

1
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M TF Healthcheck @1FE1FZ MR, FIERILLET AT AEGHNER
o BEPRFTA AXZHEYI: --failures-only

o NAEZEKEM I - -- source=ipahealthcheck.system.filesystemspace

it

o BIZTAXHUAERMES. HRAMMmERSN, HHA

I # ipa-healthcheck --source=ipahealthcheck.system.filesystemspace --failures-only

BRI R RZEHIES

| o

plgn, Foik R R e

"source": "ipahealthcheck.system.filesystemspace",

"check": "FileSystemSpaceCheck",

"result": "ERROR",

"kw": {
"msg": "/var/lib/dirsrv: free space under threshold: 0 MiB < 1024 MiB",
"store": "/var/lib/dirsrv",
"free_space": 0,
"threshold": 1024

}

}

KON & &N /var/lib/dirsrv BB ZE AR E,
HbBR

e 5% 5 man ipa-healthcheck,



& 4 % 1 HEALTHCHECK %5iiF IDM Edi& 3244 p9tL B

%8 4 Z A HEALTHCHECK % 1iF IDM Bt & X B9 BR
T Al {# A Healthcheck TENIAX B DB (IdM)ESE ST
HREAEE
IdM FRBYRER IS E

4.1. SXEFBR HEALTHCHECK i
Healthcheck T Ei#H Identity Management(IdM)ZRE MR B ) — L B B e 4R A AR,

INRIBER T EANNHBISTHRIABENHAR, NKRTE result SO HRE—NEE, XF—EBWRE
RELEERELE, eBRREZXGSMIAEETE.

EHRERANIR, 5FER --list-sources £1iZ1T ipa-healthcheck:
I # ipa-healthcheck --list-sources

& 7] LATE ipahealthcheck.ipa.files J& Fr 3 B STH AR

IPAFileNSSDBCheck

MK SR 389-ds NSS #HEZEFIUE B A HLIE (CA)BHEE, 389-ds #IEEM T
/etc/dirsrv/slapd-<dashed-REALM>, CA #¥#EZ LT /etc/pki/pki-tomcat/alias/ .,

IPAFileCheck
LN SR LU ST -

e /var/lib/ipa/ra-agent.{key|pem}

/var/lib/ipa/certs/httpd.pem

e /var/lib/ipa/private/httpd.key
e /etc/httpd/alias/ipasession.key
e /etc/dirsrv/ds.keytab

® /etc/ipa/ca.crt

e /etc/ipa/custodia/server.keys
SORERAT PKINIT :

e /var/lib/ipa/certs/kdc.pem

e /var/lib/ipa/private/kdc.key
NREE T DNS:

e /etc/named.keytab

e /etc/ipa/dnssec/ipa-dnskeysyncd.keytab

TomcatFileCheck
MREET CA, IMNIKREE—LLHFETF tomcat BISTH :

13
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e /etc/pki/pki-tomcat/password.conf
e /var/lib/pki/pki-tomcat/conf/ca/CS.cfg

e /etc/pki/pki-tomcat/server.xml

ﬁ

'.?.\
@ s e 2 4 SN, FERAT M BR S5 38 P2 T3 LBt

4.2. i HEALTHCHECK f & ER & S
REBLUTRAR, £ Healthcheck TEX BB (IdM)AR S5 2780 & U2 1T IRIZHIF Bhillist,
Healthcheck TESEZ /N, ATLLBM AR AEYE /NG

o BEPRATA X ZHEYI: --failures-only

o NBEFMAENGFINRINI : -- source=ipahealthcheck.ipa.files

it =

1. B |dM BB XX HERT B NFIMR L1547 Healthcheck i, R R ERES, R & 089,
THRIA

I # ipa-healthcheck --source=ipahealthcheck.ipa.files --failures-only

BRI R RZEHES

f]

I # ipa-healthcheck --source=ipahealthcheck.ipa.files --failures-only
SRt T R 288080 T #Y WARNING

"source": "ipahealthcheck.ipa.files",
"check": "IPAFileNSSDBCheck",
"result": "WARNING",
"kw": {
"key": "_etc_dirsrv_slapd-EXAMPLE-TEST_pkcs11.txt_mode",
"path": "/etc/dirsrv/slapd-EXAMPLE-TEST/pkes11.txt",
"type": "mode",
"expected": "0640",
"got": "0666",
"msg": "Permissions of /etc/dirsrv/slapd-EXAMPLE-TEST/pkecs11.ixt are 0666 and should be 0640"

e 5% 5 man ipa-healthcheck,

14



% 5% {#f IDM HEALTHCHECK % DNS it%

% 5% /A IDM HEALTHCHECK % DNS i3

REILUE A Healthcheck TEIRAIH A& (IdM)H DNS T 87,

5.1. DNS IR EREE
Healthcheck TE@&—NNK, BFHEEBIAIAER DNS i K25 o LUEHT,

ZHHArAE NS, 5#ER --list-sources £1iZ1T ipa-healthcheck:
I # ipa-healthcheck --list-sources

& 7] LAFE ipahealthcheck.ipa.idns JR A E| DNS 0 g2 i,

IPADNSSystemRecordsCheck
LI A /etc/resolv.conf X415 ERIEE — M2 10 & ipa dns-update-system-records --

dry-run @35 H DNS 185K, 103RIE IPA BRSS35 £,
5.2. f#f HEALTHCHECK TERE% DNS it &
REBLUT R, M Healthcheck TEEBHEE(IAM)BRSS 28 HI21T DNS it SRR B shillli,
Healthcheck TEG#EZ NI, @it 70 --source ipahealthcheck.ipa.idns %77, AL &5 DNS
IO SR M SE 5 NS R
FeREH
o {EILL root BB B R H4T Healthcheck i,

it =

e 21T DNSILRME, HRA :
I # ipa-healthcheck --source ipahealthcheck.ipa.idns

SNR AT ARATIC, K4 IRE SUCCESS :

"source": "ipahealthcheck.ipa.idns",
"check": "IPADNSSystemRecordsCheck",
"result": "SUCCESS",
"uuid": "eb7a3b68-f6b2-4631-af01-798cac0eb018",
"when": "202004151433392",
"duration™": "0.210471",
"kw": {
"key": "_ldap._tcp.idm.example.com.:server1.idm.example.com."
}
}

LR E WARNING i, Ji&IRE WARNING, B0, 10xEE5HEAEE T

{
I "source": "ipahealthcheck.ipa.idns",

15
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"check": "IPADNSSystemRecordsCheck",

"result": "WARNING",

"uuid": "972b7782-1616-48e0-bd5¢c-49a80c257895",

"when": "20200409100614Z",

"duration": "0.203049",

"kw": {
"msg": "Got {count} ipa-ca A records, expected {expected}",
"count": 2,
"expected": 1

}

}

Hith BHR

e 5% 5 man ipa-healthcheck,

16



%5 6= {1 IDM HEALTHCHECK % KDC WORKER #2MNRERE

% 6 2 {1/ IDM HEALTHCHECK %51iFf KDC WORKER #H 2R {E
==}

R LUFE R SR EE(dIM)FB Healthcheck TERLGIE Kerberos BN 4 #H/(KDC) BB BB E NFEH
krb5kdc worker MR ERE, BRIZFTFTEN LB CPU %L

&\ LLTE ipahealthcheck.ipa.kdc JR L EIIEfAH KDC worker HF2#ERNIK, BT Healthcheck T
BaEFZ i, FIEER LR R0 --source ipahealthcheck.ipa.kdc %17, @i R E#E KDC worker
I Sk A /N 5 SRS

FRFM

e KDC worker ##2 Healthcheck TE{EBF RHEL 8.7 S EHARA,

o EILL root BB B R HI4T Healthcheck i,

it =

o EZ{TH KDC worker #HF2HIE, 1BHIA
I # ipa-healthcheck --source ipahealthcheck.ipa.kdc

IN5R KDC worker HZ2MHES CPU &% ITHES, NN =% [E SUCCESS :

"source": "ipahealthcheck.ipa.kdc",
"check": "KDCWorkersCheck",
"result": "SUCCESS",
"uuid": "68f6e20a-0aa9-427d-8fdc-fbb8196d56cd",
"when": "20230105162211Z",
"duration": "0.000157",
"kw": {
"key": "workers"
}
}

IR worker FEEE S CPU BEAIE, NIMiX4&1RE WARNING, EUTFRAIG, wE 240
B ENEEE R E— KDC worker #32 :

"source": "ipahealthcheck.ipa.kdc",
"check": "KDCWorkersCheck",
"result": "WARNING",
"uuid": "972b7782-1616-48e0-bd5c-49a80c257895",
"when": "20230105122236Z",
"duration": "0.203049",
"kw": {
"key": ‘workers’,
"cpus": 2,
"workers": 1,
"expected": "The number of CPUs {cpus} does not match the number of workers
{workers} in {sysconfig}"
}
}

17
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MREEE B worker, TR th &% H WARNING ELLTRAI,
ERiE XA ik4 KRB5KDC_ARGS %% N

"source": "ipahealthcheck.ipa.kdc",
"check": "KDCWorkersCheck",
"result": "WARNING",
"uuid": "5d63ea86-67b9-4638-a41e-b71f4
56efed7",
"when": "20230105162526Z",
"duration": "0.000135",
"kw": {
"key": "workers",
"sysconfig": "/etc/sysconfig/krb5kdc",
"msg": "KRB5KDC_ARGS is not set in {sysconfig}"

}
}

Hth BHR

® man ipa-healthcheck
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% 7% (il HEALTHCHECK % IDM £41

5 7 = {#FH HEALTHCHECK /% IDM £ 4l
IRET LUE R Healthcheck TENIA & EE(dM)EH,

HEIEIES |dM 1 #) Healthcheck,

7.1. R R E M
Healthcheck TRt SAER(IdM)EHINERE, FHIEREH ARV,

ZHHARAE NS, i5#ER --list-sources £1iZ1T ipa-healthcheck:
I # ipa-healthcheck --list-sources

NI RE 7 ipahealthcheck.ipa.topology #1 ipahealthcheck.ds.replication J& T :

IPATopologyDomainCheck
S E -

o TILHIEBEREUIERE, AMARSHZABEEFRKE,

o MMRIRS 2R A BT HFRIE I,
SNSRMAARNL, MREER, EEERKER LK S,

AOSRMARTD, M &R O B & O,

5 pa -3
M ca B4 (RIXIEX MRS 8 LECE TUEBMA M) 1217 ipa
£ topologysuffix-verify 4,

ReplicationConflictCheck
323k LDAP f 5 (&(!(objectclass=nstombstone))(nsds5ReplConflict=*)) FCEZHIIT,

pa -3
_ L2 R AN, TERRA 1AM BRSS 2R ARiB 1T Lo,
BXRER LDAP EHHARMNELER, HSH RE W EHIH,
7.2. {8 HEALTHCHECK % 8 il
REBLUTRTE, #H Healthcheck TEX S3EIE(1dM) & HlIHR IS &2 T I IZ B9 F 30,
Healthcheck TES@IFTF LMK, WAILUNEERATHEAL -
o EHHZENi : --source=ipahealthcheck.ds.replication

o FHAIRIMIIL : --source=ipahealthcheck.ipa.topology

FRFM
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o {EILL root BB P B R H4T Healthcheck i,

it

e FEZ1T Healthcheck EHILARRAAIMNGE, HEHWA :

# ipa-healthcheck --source=ipahealthcheck.ds.replication --
source=ipahealthcheck.ipa.topology

AREANENTEBLEER -

e SUCCESS — it Zhi@it,

"source": "ipahealthcheck.ipa.topology"”,
"check": "IPATopologyDomainCheck",
"result": "SUCCESS",
"kw": {
"suffix": "domain”
}
}

e WARNING — {llif@ B AT R 2B FIHL,

® ERROR — M5k,

"source": "ipahealthcheck.ipa.topology"”,

"check": "IPATopologyDomainCheck",

"result": "ERROR",

"uuid": d6ce3332-92da-423d-9818-e79f49ed321f

"when": 20191007115449Z

"duration": 0.005943

"kw": {

"msg": "topologysuffix-verify domain failed, server2 is not connected

(server2_139664377356472 in MainThread)"

}
}
e CRITICAL — %L, ©&Z IdM IR 2:HIThEE,
Hh iR

e 5% 5 man ipa-healthcheck,
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& 8% {1 IDM HEALTHCHECK %iF#Rf9 IDM #1 AD {5 &

% 8 & {#H IDM HEALTHCHECK 8 1Ff&BY IDM #1 AD {E{FE2iE

T ARA0{AIE A Healthcheck TRIRS IdM M HHEIE(1dM)HIES) B FEERI R,

8.1. IDM #1 AD {E4Ff HEALTHCHECK iz,
Healthcheck T2 & 1F LN A i) 18 1 B9 B2 (IdM)F0 Active Directory(AD)E ERIR SR,

BEHREMABEN, #HER --list-sources %7217 ipa-healthcheck:
I # ipa-healthcheck --list-sources

7] LUTE ipahealthcheck.ipa.trust SRR BIRR AN -

IPATrustAgentCheck

LR E NEERERN, XM ERE SSSD B, X F /etc/sssd/sssd.conf REYE NS, HA
id_provider=ipa A ffj{® ipa_server_mode 7 True,

IPATrustDomainsCheck

temEt@ X H ssctl domain-list AR 51K AN ipa trust-find B9I5IR (FEIE IPALE) , Eih#E
EEEEEEE SSSD =,

IPATrustCatalogCheck

It R4 — N AD 37 Administrator@REALM, iX&7E sssctl domain-status i 4 X AD
Global catalog #1 AD Domain Controller {&,

SFEMEMEE, EHSID+500 (BEA) Mid B, ABKE ssctl domain-status <domains --
active-server B9, AR TFIEIIRS.

IPAsidgenpluginCheck

LR 55 1E sidgen AR ETE IPA 389-ds LIRS, %A% 1E en=plugins,cn=config &
# IPA SIDGEN # ipa-sidgen-task {4274 @3 nsslapd-pluginEnabled 1277,

IPATrustAgentMemberCheck

el S 5%UE 4 a1 E A2 cn=adtrust agents,cn=sysaccounts,cn=etc,SUFFIX 895X 1,
IPATrustControllerPrincipalCheck

el S5 4 a1 E A2 cn=adtrust agents,cn=sysaccounts,cn=etc,SUFFIX 895X 71,
IPATrustControllerServiceCheck

eSS0 UE MBI ENL R B IE ipactl /531 7 ADTRUST BR%5.
IPATrustControllerConfCheck

M R99IETE net conf FIRAZE N passdb fGim/E A 1dapi.
IPATrustControllerGroupSIDCheck

LS5 IE admins 489 SID @& LA 512 45 (Domain Admins RID),
IPATrustPackageCheck

eI R T % A o BEEIEHIZRH AD F, RERET trust-ad HHF,

" LS A A, FERRS (dM ARS5 33 AiB AT LRI,
8.2. {1 HEALTHCHECK T E&iH{E{E
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BEBLIT R, fEA Healthcheck TEX SR B (IdM)FED) B X (AD)EERRIG EiZiTIRILBF5hill
1o

Healthcheck TE@FEZ MK, FIERILIYERESE
o HERRARA A TH B9 --failures-only
o NBEFEMENMIK : -- source=ipahealthcheck.ipa.trust
i =
o EZ{TAXEMEMESL. A ERAIMIAE, HRWA
I # ipa-healthcheck --source=ipahealthcheck.ipa.trust --failures-only
BRI R R ZE R4S

I # ipa-healthcheck --source=ipahealthcheck.ipa.trust --failures-only

f]

Lth B

\

e 5% 5 man ipa-healthcheck,
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% 92 (@[ IDM HEALTHCHECK 3 UFRE5E

2 9 = {#/H IDM HEALTHCHECK % RSk
T A0l A Healthcheck TEIRF| FAE IR (IdM) R RGEIE B[R],
HEIEE
|dM FRERER IS

9.1. RGTIE TR E M
Healthcheck TR &#E% N H FEIUERS(DogTag) ik I,

EHREMANIR, H A --list-sources j£TZ1T ipa-healthcheck:

I # ipa-healthcheck --list-sources

& 7] LATE ipahealthcheck.dogtag.ca JE# BIFF A A :

DogtagCertsConfigCheck
LM SR E NSS ##E /%2 # CA(Certificate Authority)iE 55 CS.cfg R7zfEHIMERE T, 0

KRR, CATERB.
g, BRRAE:
e auditSigningCert cert-pki-ca against ca.audit_signing.cert
® ocspSigningCert cert-pki-ca against ca.ocsp_signing.cert
e caSigningCert cert-pki-ca against ca.signing.cert
® subsystemCert cert-pki-ca against ca.subsystem.cert
e Server-Cert cert-pki-ca 5 ca.sslserver.cert
INRLE T BEAMRE FEI(KRA) :

e transportCert cert-pki-kra against ca.connector.KRA.transportCert

DogtagCertsConnectivityCheck
eI UEE R, il ZERT ipa cert-show 1 @4, ©RE

® Apache 1Y PKI RIEEZE

m

e |dM ATLFEI CA
o RARRIEZEFImIESH
o CAEEIERMWEIE

HER, MAKNETE ST A BIES, EAEEE RIEES 25 UENIT, FM CAREITIH
LR GEPHRIHBENLS)

ﬁ

'.?.\
%g%% s BB R, ZEFR M BRSS SR FRE AT Lt
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9.2. {8 HEALTHCHECK i RS uE
RIBLITFRE, £ Healthcheck TEZTHMEIER(dIM)IEF BRI BIF B,

M TF Healthcheck TEGIEFZNNIA, EAILLET R E%E DogTag M : -
source=ipahealthcheck.dogtag.ca 34/ 5 3B

it

e 21T Healthcheck FR#IM DogTag iEH, 1HHIA :
I # ipa-healthcheck --source=ipahealthcheck.dogtag.ca

B Z IR

"source: ipahealthcheck.dogtag.ca",
"check: DogtagCertsConfigCheck",
"result: SUCCESS",
"uuid: 9b366200-9ec8-4bd9-bb5e-9a280c803a9c",
"when: 20191008135826Z",
"duration: 0.252280",
"kw:" {
"key": "Server-Cert cert-pki-ca",
"configfile": "/var/lib/pki/pki-tomcat/conf/ca/CS.cfg"

}
}

— D RIBEH TG -

"source: ipahealthcheck.dogtag.ca",
"check: DogtagCertsConfigCheck",
"result: CRITICAL",
"uuid: 59d66200-1447-4b3b-be01-89810c803a98",
"when: 201910081359122",
"duration: 0.002022",
"kw:" {
"exception": "NSDB /etc/pki/pki-tomcat/alias not initialized",

}
}

Lth B

\

e 5% 5 man ipa-healthcheck,
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%5 10 3 {#/H IDM HEALTHCHECK ¥uFuF$

2510 = {1/ IDM HEALTHCHECK & iEiE

TRELZERERENERZHEE(IM)FH Healthcheck TE, LUR5IEH certmonger 478 IPA IEH
E’\J I‘EJ Hmo

HEIEIES |dM 1 # Healthcheck,

10.1. IDM iE+ HEALTHCHECK 3zt

Healthcheck TEGFELNNIK, ATFEIE Identity Management(IdM)HE certmonger 4EHBIIEH IR
o HX certmonger HIIEIE, 1HS MR certmonger NARFSIKEX M IET .

XMAESRGETHA, Bk, SEMEMFE. TR VERNER T HZ MR,

EHREMAIERNNE, 15# A --list-sources %1217 ipa-healthcheck:

I # ipa-healthcheck --list-sources

1% 7] LUTE ipahealthcheck.ipa.certs SR # BT A M -

IPACertmongerExpirationCheck

eS0T certmonger AR B [A],
MR EFE IR, KFKIEFHETE,

MRERES, AKIEPFRBIHE, FABERT, ZNHSEIL ST HARTH 28 RFERHIRBA
KR,

& 0] LLTE /etc/ipahealthcheck/ipahealthcheck.conf X FRBCE X #, ITHXHE, Fil default 3B
4 H ) cert_expiration_days %7,

v A=
; certmonger MNEGFFA4E HIEF i BAILE], i ERSRIERE _ERIES,

IPACertfileExpirationCheck

WS ER B TEF FHER XM NSS $E4E, W ASRE T BN A, Eib, FARERER
FE ST msg Bt HBREET .

N A=
»
RS B _ ERIER, MRHRIFE BAREEE, thas| s HMmpiEis,

IPACertNSSTrust

eIt NSS #R ZE A FHERIEBRIEE. K F NSS #EEFNTIHRERIE S, EESHHE
TR, SRIEIECER 5| A 5%,

IPANSSChainValidation

LA S UE NSS UE B BIE 5%, MiE4T : certutil -V -u V -e -d [dbdir] -n [nickname]
IPAOpenSSLChainValidation

EE &30 UE OpenSSL UE B BIERHE, T A LL5 X B H NSSChain $iELLEE, 4T OpenSSL #n

AN .
™
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I openssl verify -verbose -show_chain -CAfile /etc/ipa/ca.crt [cert file]

IPARAAgent
eI 2 _EB9IEB 5 uid=ipara,ou=People,o=ipaca 1 #J LDAP HEZEM0 it 1T LT,

IPACertRevocation
LM certmonger JIEIE % B # A, Eib, MK REEEHRSH certmonger 4B BYIE %
B[] L

IPACertmongerCA

MR IEE certmonger IEFBIA M (CA)ELE. |dM TBETERE CA HIER T LML,
certmonger 47 —%H CA BEIR2F, EIAM A, B—1& N IPAM CA, BREENHRSSIUEFHLL
ENKA T EER D@L 1M & HIET,

7%, 1A% dogtag-ipa-ca-renew-agent #1 dogtag-ipa-ca-renew-agent-reuse, ©f14:1] CA 7%
LRk,

% i
YR E RN, ERTE 1dM BRSS 88 B TiX i,

10.2. {8 HEALTHCHECK T EfGEiEF
REBLUTRAE, #MA Healthcheck TRIZ{TH A EIR(IdM)IEH BRI EHRII B Fhi,
Healthcheck TESIFF LMK, WAILINEERATHEAL -

o BEPRFTA AKX ZHEY: --failures-only

o X EE&IEHMIH: --source=ipahealthcheck.ipa.certs

FeREH
o RILL root FA 7 B R 4T Healthcheck i,

pri% =
o EZ(THHEZEM Healthcheck, BXIFFREERF™E0H, HhA

I # ipa-healthcheck --source=ipahealthcheck.ipa.certs --failures-only
BRI R RZEHIES

| o

R R T R

"source": "ipahealthcheck.ipa.certs”,
"check": "IPACertfileExpirationCheck",
"result": "ERROR",

"kw": {
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"key": 1234,

"dbdir": "/path/to/nssdb",

"error": [error],

"msg": "Unable to open NSS database '/path/to/nssdb': [error]"

}
}
XA IPACertfileExpirationCheck i 7£$T 7F NSS £z T 40K,
Hith BTiR

e 5% 5 man ipa-healthcheck,
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