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K218 AR it = 19t
B TR S BTSRRI R 5, 1ERAT T et e,
Wi Jira 232K (REKS)
1 ERE Jira UG,
2. TETNER St R Create
3. 7£ Summary FE& AR A R PR AL
4. 1E Description TFEX AR i AfENT BUH IR I, SIESTAYAE K ER 9 B0 Bk,

5. mXTHHEEEREY Create,


https://issues.redhat.com/projects/RHELDOCS/issues

&5 1% {81/ ANSIBLE PLAYBOOK & IDM thi£ /5 DNS B2 &

%5 1% (£ ANSIBLE PLAYBOOK EIE IDM £ /5 DNS ECi&
f# /3 Red Hat Ansible Engine dnsconfig &, f&BILL Identity Management(IdM)DNS Bt & £ Bl
&, £5 DNSEBHE Y HXEBEERTFAE IdM DNS RS %, B2, £REEMMNERETHEE IdM
DNS XA E.
dnsconfig R HLUTEAE -

o £FLLE%, HHEH P iU RATBEENKO,

o LDFHELIREE 1 only, first,  none, B RiXLE DNS F2 4 REGEBIRIFIE, 1ES M IdM FB9 DNS
i 4 SRR

o HMELERNMRAELRXENREL,

FRFH

o DNSRFBREE IdM RSS2, BAXRINMERETEER DNS B IdM RS 2RIFEE, HEFUT
g — -

o L& |dMBRSF R : MAKMBI DNS, &E/HB CA £ root CA
o L& |dMBRSF % - EAEMBI DNS, EFAER CA EHIRCA

o RE |dM BRS5EE : ALY DNS,&E CA

AESEUTES :
o |dM WI{AIHB{R /etc/resolv.conf ML FEL L 25 2 NetworkManager fitlB&R
e fHH Ansible 1 IdM i {Z1E DNS £ B 4 25
o fHfH Ansible #{R |dM Fi% % DNS £ G 4 2%
® ipadnsconfig ansible-freeipa &£ #] action: member 12£75
e |dM A1 DNS #% % 5RE& M43
o {#/ Ansible playbook JEHERTE |dM DNS £ BE B % E T %4 B — 15K
e {#fH Ansible playbook R IdM DNS REZR T 2B 4 23

e & Ansible playbook ¥ff§f® IdM DNS 2 T, A Mk AEHXMR S

1.1. IDM 1018 #1% /ETC/RESOLV.CONF LB A /AR
NETWORKMANAGER fil|&

EHHER DNS WEHEE(dM), ECE /etc/resolv.conf SX4E#5E 127.0.0.1 localhost i :

search idm.example.com

&=
# Generated by NetworkManager
nameserver 127.0.0.1


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html-single/installing_identity_management/index#installing-an-ipa-server-with-integrated-dns_installing-identity-management
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html-single/installing_identity_management/index#installing-an-ipa-server-with-external-ca_installing-identity-management
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html-single/installing_identity_management/index#installing-an-ipa-server-without-a-ca_installing-identity-management
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TEFRLIMESH, tbn{E A Dynamic Host Configuration Protocol (DHCP) #9#%4%, NetworkManager
RS AT BER R E X} /etc/resolv.conf STHBIEDN, E{F DNSEERF A, |[dMDNS ZEMEBAXFERLUT
7 i5E2E NetworkManager fR%5 :

1. DNS ZEMASBE—1 /etc/NetworkManager/conf.d/zzz-ipa.conf NetworkManager 2 & XX
14 S22 51 # 3RS F1 DNS AR S5 33 F13K -

# auto-generated by IPA installer
[main]
dns=default

[global-dns]
searches=$DOMAIN

[global-dns-domain-*]
servers=127.0.0.1

2. NetworkManager fRS5#EFEA, BLE2EA /etc/NetworkManager/conf.d/ B xHH&E—
N HARBIZE AR /ete/resolv.conf XX, TEXFIERT, zzz-ipa.conf XX {4,

H5E
AEFLNEN /etc/resolv.conf 3T,

1.2. {5/ ANSIBLE 7 IDM H1721f DNS 255 4 25
RIBLUTRRE, £ Ansible playbook #fiff DNS £F# 4 231F |dM FRETE, FE 6, |dM EE G MAER

1£ DNS [R5 23 EE— N E IPv4 ity 7.7.9.9, IP v6 #ilik ) 2001:db8::1:0, %O 53 #J DNS global
forwarder,

FeREH
o RBHEIE T Ansible #HIT R LB RBUTEK :
o R{#F Ansible kA 2.14 HESHRA,

o fRBETE Ansible ##I25 £&4E T ansible-freeipa ¥4,

o RBRETE ~/MyPlaybooks/ BExF, EEQIETHA IdM RS 2R LR EEZ(FQDN)
B Ansible J& 534,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa R T =) 2 IdM B —E 2, RIEH 1AM E/ im. R
FHENEIR,

o IENE |dM BIE B,

1. # A /usr/share/doc/ansible-freeipa/playbooks/dnsconfig B % :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/installing_identity_management/installing-an-identity-management-server-using-an-ansible-playbook_installing-identity-management#installing-the-ansible-freeipa-package_server-ansible
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/using_ansible_to_install_and_manage_identity_management/preparing-your-environment-for-managing-idm-using-ansible-playbooks_using-ansible-to-install-and-manage-identity-management
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2. TFBEX, FHaLR [ipaserver] B30 HFIH T IR ERER IdM BRS525. B0, EE7 Ansible
Bici& server.idm.example.com, 155 :

[ipaserver]
server.idm.example.com

3. £l forwarders-absent.yml Ansible playbook X4, 40 :

I $ cp forwarders-absent.yml ensure-presence-of-a-global-forwarder.yml

4. ¥TFF ensure-presence-of-a-global-forwarder.yml X457 17404,

HZ BT E 2RI -
a. J¥ playbook B name ZZ£ &/ Playbook, LUfifR IdM DNS hF{EL B % %4

b. 7£ tasks 9/, J${E35 name E Ll Ensure the presence of a DNS global forwarder
to 7.7.9.9 and 2001:db8::1:0 on port 53,

c. 7t ipadnsconfig 84 #J forwarders #f4 :
i. f¥E— ip_address [EFE N NE B %27/ IPv4 itk - 7.7.9.9,
i. FFEZ ip_address [EEINEHEF A 250 IPv6 itk : 2001:db8::1:0,
iii. 351k port [H#IXE S 53,

d. ¥ state % present,
X F LRGN ESUT B Ansible playbook ST -

- name: Playbook to ensure the presence of a global forwarder in IdM DNS
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure the presence of a DNS global forwarder to 7.7.9.9 and 2001:db8::1:0 on port
53
ipadnsconfig:
forwarders:
- ip_address: 7.7.9.9
- ip_address: 2001:db8::1:0
port: 53
state: present

6. BREFIXNH,
7. 1517 playbook:

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file ensure-presence-
of-a-global-forwarder.ymi

Hth B
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e %55 /usr/share/doc/ansible-freeipa/ B3k " #) README-dnsconfig.md {4,

1.3. {8 ANSIBLE 7&{% IDM #}%F DNS £ B 4 25

REBLURRE, {8 Ansible playbook ff{R DNS £F % 237E |dM FARFE, UL TRAREF, 1dM
EEAMREIRD 53 LEBEIHKMML(IP)v4 ik 8.8.6.6 #1 IP v6 Hitiky 2001:4860:4860::8800 K4
DNS £/ 4 2%,

FoRFH

REEE T Ansible #6177 RLUHRBLATEXK :
o &{FF Ansible fRA 2.14 B EIRA
o fRBETE Ansible ##I85 £&4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BxF, EEQIETHA IdM RS 2R LR EE A (FQDN)
B9 Ansible J& 53,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa R T =) 2 IdM B —E 2, RIEN 1AM E/ im. R

SR A,

1&RNE |dM B G B,

# A /usr/share/doc/ansible-freeipa/playbooks/dnsconfig B3 :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

TFER, FHBR [ipaserver] o H5H TIEEERERN 1AM RSS2, B0, EIE7R Ansible
Bici& server.idm.example.com, 155 :

[ipaserver]
server.idm.example.com

2 #l forwarders-absent.yml Ansible playbook X, 40 :

I $ cp forwarders-absent.yml ensure-absence-of-a-global-forwarder.ymi

77 ensure-absence-of-a-global-forwarder.yml X {43 17458
BB LA AR S SRR EE S
a. f¥ playbook B name ZZE£H X/ Playbook, LAH{R IdM DNS & B LB 4%

b. 7f tasks &4, 1HEZ5H) name 24 Ensure the absence of a DNS global forwarder to
8.8.6.6 and 2001:4860:4860::8800 on port 53,

c. 7t ipadnsconfig 84 #J forwarders #43 :
i. fE— ip_address [HRE N NE B KL 238 IPv4 Hbilt : 8.8.6.6,


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/installing_identity_management/installing-an-identity-management-server-using-an-ansible-playbook_installing-identity-management#installing-the-ansible-freeipa-package_server-ansible
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/using_ansible_to_install_and_manage_identity_management/preparing-your-environment-for-managing-idm-using-ansible-playbooks_using-ansible-to-install-and-manage-identity-management
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i. FFEZ/ ip_address [EENLERHF 4 250 IPv6 il : 2001:4860:4860::8800,
iii. 351 port [H#IXE S 53,

d. ¥ action ZZ&1iXi& 7 member,

e. Jiik state #i% & absent,

X F LRGN E ST B Ansible playbook ST -

- name: Playbook to ensure the absence of a global forwarder in [dM DNS
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure the absence of a DNS global forwarder to 8.8.6.6 and
2001:4860:4860::8800 on port 53
ipadnsconfig:
forwarders:
- ip_address: 8.8.6.6
- ip_address: 2001:4860:4860::8800
port: 53
action: member
state: absent

BF

INRIBIVIE playbook F i/ state: absent %171, A action: member,
playbook &5,

6. RIFIZH

7. 1517 playbook:

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file ensure-absence-of-
a-global-forwarder.ymi

Hith BTIR
e /usr/share/doc/ansible-freeipa/ B 5k ##J README-dnsconfig.md 3 {4

® ipadnsconfig ansible-freeipa #HF1# action: member 1%

1.4. IPADNSCONFIG ANSIBLE-FREEIPA #&F ) ACTION: MEMBER 15t171

{# A ansible-freeipa ipadnsconfig R E SR EE(IIM)FHIRE B 4 2%, BT (£ state: absent i
s, LFEEMEF action: member %£77, NRETE playbook AR {EF state: absent, MA{EA
action: member, /Il playbook kM, Rk, EMIFRFIE LB L 2R, ERIIIE playbook 9 FIIEE
©fl. #&, state: present £ RFEE action: member,

TR B T RMFAMER DNS £ B A 2NECERY, HIETRT action: member B IEMEFER, X+
B—1TERT :
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e 4T playbook RIEC BRI £ FFE 4 2%

e playbook 3

o 4T playbook FECER £ EFE 4 2%

* 1.1. 2B 4 2330 ipadnsconfig B

a

8.8.6.6

8.8.6.6

8.8.6.6,
8.8.6.7

8.8.6.6,
8.8.6.7

Z AR A

Playbook &%

[..]

tasks:

- name: Ensure the presence of DNS global forwarder 8.8.6.7

ipadnsconfig:
forwarders:
- ip_address: 8.8.6.7
state: present

[..]

tasks:

- name: Ensure the presence of DNS global forwarder 8.8.6.7

ipadnsconfig:
forwarders:
- ip_address: 8.8.6.7
action: member
state: present

[--]
tasks:
- name: Ensure the absence of DNS global forwarder 8.8.6.7
ipadnsconfig:
forwarders:
- ip_address: 8.8.6.7
state: absent

[--]
tasks:
- name: Ensure the absence of DNS global forwarder 8.8.6.7
ipadnsconfig:
forwarders:
- ip_address: 8.8.6.7
action: member
state: absent

1.5. IDM d1f4 DNS % % SRB%

10

el = N2
a

8.8.6.7

8.8.6.6,
8.8.6.7

FEHIT
playbook &
SRR,
[RIABCE -
8.8.6.6.
8.8.6.7-1%
AR,

8.8.6.6
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|dM X #F first #1 only #706 BIND #4588, LUK none ffE T IdM BY%E & 5REE,

Forward first (Z(iA)

IdM BIND AR5 4% DNS Eif#E 4 BB BRHE 4 23, WMRE MRS SRE RSB FEE KR, BIND
SEHABE M ERIRS 28R O F5% T## 4, forward first ﬁmﬁmgj{l}\ﬁmﬁ e& BTk DNS iz,

Forward only

IdM BIND AR5 % DNS EifjfE % BIEC B A 28, WRE NIRS SREZHBEMEIEK, BIND &
SRR ORI im, X FHA split DNS EEBRIIMRE, ZiUEA forward only 5RHE&,

None (ZF#X%)

DNS Hij A =&id none ¥ X Kigke x, RRAKARFNERHRARENFEXBERAM. XMk
TR F7E BIND BeE g E L X 8Pk,

BB R AR IdM FREVEE S Sk B Hfth DNS RS HRIBIES I, EHREED IdM DNS
3 XEVRE F AL R &,

KINERT, tNREIRH DNS ZHET IdM RESB/BENBMX S, I BIND REFAFHE
WERELR A —BIRSSR. EXMERT, NRE IdM BUEEHHAREZ B DNS &5,
5% [E NXDOMAIN [E%, &A% LR

Bl 1.1, EAE R

IdM R %528 %] test.example EBEME M., DNS X5, BIND #EE NIBE N L EIH A 192.0.2.254
IP bk B9 DNS AR5 25

LE L ER nonexistent.test.example. BIEAIDNS &#F, BIND F:UE] IdM AR 55 854

test.example. KIEBGNE, BARNEIRNE L E 192.0.2.254. fR5525. Fth, DNS &/ ikl
NXDomain f513H R, SHHAF ERRFFE.

1.6. {53 ANSIBLE PLAYBOOK ffa{=7E IDM DNS £/ EHRXIE T H A H
— N ERE

REBLUT AR, 1M Ansible playbook 1% IdM DNS B2 Bi% 4 SRBE# X B N forward first,
INRIEHEF forward first DNS #5 4 55B%, DNS BHijREL A BIERBEMNIE X 38, MRE NIRSS 2R IR SERS

EIHKRW, BIND &FEHEEM LIRS 2:REEE T2, forward first 2RI RS, ©ERT
FREMIE,

SeRF M
o MBEEET Ansible #HIT RLUHEMUTEK :
o MR Ansible fR7A 2.14 HESRAE.
o fRBETE Ansible %85 £ Z&4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BxF, EEQIETHA IdM RS 2R LR EE A (FQDN)
B Ansible ;5 .14,

o RIEBRZE secret.yml Ansible vault 77 T ipaadmin_password.

1


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/installing_identity_management/installing-an-identity-management-server-using-an-ansible-playbook_installing-identity-management#installing-the-ansible-freeipa-package_server-ansible
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/using_ansible_to_install_and_manage_identity_management/preparing-your-environment-for-managing-idm-using-ansible-playbooks_using-ansible-to-install-and-manage-identity-management
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L

Hith

12

¥

o B R (XZHIT ansible-freeipa R T =) 2 IdM B —E 2, RIEH 1AM E/ im R

FHENEIR,
1&RNE |dM B 5 B,

REY 1AM EME S & — R DNS BRS5 85

# A /usr/share/doc/ansible-freeipa/playbooks/dnsconfig B3 :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

. I ERE R, HBREERERN IdM RS 2:5U1E [ipaserver] E34, Bla0, E#ER Ansible

Bt & server.idm.example.com, 1EHIA :

[ipaserver]
server.idm.example.com

. Bl set-configuration.yml Ansible playbook 32, %0 :

I $ cp set-configuration.yml set-forward-policy-to-first.yml

. ¥TFF set-forward-policy-to-first.yml 31T 4w kE,

. 181t 7% ipadnsconfig fE5588 4 X E LA T2 2 RAIE UL -

¢ % ipaadmin_password 2 &% & |dM B 5 B,

e I forward_policy ZXE£XE N first,
THBRIERLE playbook FRRTE T XMITT, X2 HAEIRHHENM Ansible playbook X4 :

- name: Playbook to set global forwarding policy to first
hosts: ipaserver
become: true

tasks:
- name: Set global forwarding policy to first.
ipadnsconfig:
ipaadmin_password: "{{ ipaadmin_password }}"
forward_policy: first

6. REFXNXMH.

7. 1517 playbook:

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file set-forward-
policy-to-first.yml

i

o 1EZH |dM Ff) DNS #5 % SRB



&5 1% {81/ ANSIBLE PLAYBOOK & IDM thi£ /5 DNS B2 &

e %55 /usr/share/doc/ansible-freeipa/ B3k " #) README-dnsconfig.md {4,

o HNFEEZ playbook =, iH£ 7 /ust/share/doc/ansible-freeipa/playbooks/dnsconfig B %,

1.7. {3 ANSIBLE PLAYBOOK Effi{x IDM DNS RER T 2B 4 2%

REBLUTRTE, #FH Ansible playbook H{R £ B4 X 287E |dM DNS F#ZER T, EATE®EIE
forward_policy % £1%& 5 none KT

ZRALRHRABRRFREELR L DNS i, FRKARFIERRARENFEXBERAM, XMk
TR F7E BIND BeE g E R L X 85K,

SeRFMH
o WBEE T Ansible #HIT RLLUHEUTEK :
o MR Ansible fR7A 2.14 HESRAE.
o fRB1E Ansible 85 £ &4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BExF, EEQIETHA IdM RS 2B LR EE A (FQDN)
B Ansible J& 534,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o Bir R (XZHIT ansible-freeipa R T =) Z IdM B —E 2, RIEH 1AM E/ im, R
FHENEIR,

o KKE |dM B A B,
o I IdM IMREEE—NERHI DNS RS 25,
$IR
1. # A /usr/share/doc/ansible-freeipa/playbooks/dnsconfig B % :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

2. STFERGE R, HRFREEREN M RS 2:57E [ipaserver] 2843, 140, ZE#57R Ansible

Bti& server.idm.example.com, EHiA :

[ipaserver]
server.idm.example.com

3. £l disable-global-forwarders.yml Ansible playbook /4. 40 :

I $ cp disable-global-forwarders.yml disable-global-forwarders-copy.yml
4. ¥TFF disable-global-forwarders-copy.yml X4 1754,
5. @17 ipadnsconfig {55889 I B LA TR 2 RETIZ S -

e [ ipaadmin_password ZEIXE N IdM EE A B,

e I forward_policy Z£XE N none,
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X 2 YRTRBIEEE Ansible playbook 3T :

- name: Playbook to disable global DNS forwarders
hosts: ipaserver
become: true
tasks:
- name: Disable global forwarders.
ipadnsconfig:

ipaadmin_password: "{{ ipaadmin_password }}"
forward_policy: none

6. BREFIXNH,
7. 1517 playbook:

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file disable-
global-forwarders-copy.ymi

HAth B
o ES[Y IdM FREY DNS ¥ 4% 5K
e %5 /usr/share/doc/ansible-freeipa/ B3k #) README-dnsconfig.md {4,

e %EZ 7 /usr/share/doc/ansible-freeipa/playbooks/dnsconfig Bk FRIE % playbook 4,

1.8. {# /A ANSIBLE PLAYBOOK 3ff{% IDM DNS F2 A 7% & Mk A& 1 X
MRS

REBLUTRE, A Ansible playbook AR EEMFI R M &K XI5E [dM DNS ARRREIF,

SeRFMH
o MBEEE T Ansible #HIT RLLUHEMUTEX :
o MR Ansible fR7A 2.14 HESRAE.
o fRB1E Ansible #%I25 E&4E T ansible-freeipa ¥4,

o RIRETE ~/MyPlaybooks/ BExF, EEMIETHA IdM RS 2R LR EEZ(FQDN)
B Ansible ;5. XX 14,

o RIEBRZE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa R T =) Z IdM B —E 2, RIEH 1AM E im. R
FHENEIR,

o IENE |dM BIE B,

o (EEY 1AM EMEE & — B DNS BRS5 85
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&5 1% {81/ ANSIBLE PLAYBOOK & IDM thi£ /5 DNS B2 &

1. # A /usr/share/doc/ansible-freeipa/playbooks/dnsconfig B % :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

2. ITFERGE RS, HRFREEREN M RS 2:5I7E [ipaserver] 2843, 10, E#57R Ansible

Bt & server.idm.example.com, 1EHIA :

[ipaserver]
server.idm.example.com

3. £l disallow-reverse-sync.yml Ansible playbook 344, 40 :

I $ cp disallow-reverse-sync.yml disallow-reverse-sync-copy.ymi

4. ¥TFF disallow-reverse-sync-copy.yml S {43175
5. @I 7 ipadnsconfig {5588 9 I B LA T2 2 RAIETIZ S -
e ¥ ipaadmin_password £ B IdM EIE 5 B,

° H allow_sync_ptr Z21%E 7 no,
X2 BRI AETRE Ansible playbook ST :

- name: Playbook to disallow reverse record synchronization
hosts: ipaserver
become: true

tasks:
- name: Disallow reverse record synchronization.
ipadnsconfig:
ipaadmin_password: "{{ ipaadmin_password }}"
allow_sync_ptr: no

6. BREFIXANH,
7. 1517 playbook:

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file disallow-
reverse-sync-copy.ymi

Hith BHR

e %5 /usr/share/doc/ansible-freeipa/ B3k #) README-dnsconfig.md {4,

o MNEEZ playbook =, iHE 1% /ust/share/doc/ansible-freeipa/playbooks/dnsconfig B %,
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252 Z= E1F IDM 89 DNS X 15

YE} Identity Management(IdM)E 2 51, ERTLIEIE IdM DNS XA TVE, AZ ik 7T AT EHE

%

e |dM L DNS XEH
o HfAIfEFA IdM Web Ul kA0 1dM DNS X 15
o HI{AIfEAE IdM CLI ZHNZE 1dM DNS X i3
o AR IdM Web Ul #flfR3E IdM DNS X5
o NfEI{EF IdM CLI HIFRE 1dM DNS X i3
o fREILUTE IdM HECENFLE DNS Bk
o HI{AI7E IdM Web Ul FREEE X LB
o HI{AI7E |dM CLI FRECE X LB M
o [dM HEYX (LNl T/F
o H{ATE IdM Web Ul FRAF X &4

o HIEITE IdM CLI B fo 1 X (&

FRFH

o DNSRFBREE IdM RSS2, BAXRINMERETBER DNS B IdM RS 2RIFE, HEFUT
g — -

o L& |dM RS Es : AKMBI DNS, E/B CA £ root CA
o L& |dMBRFE : EAEMBI DNS, EHAER CAEHIRCA

o RE |dM BRS5EE : ALY DNS,&E CA

2.1. X150 DNS X 2R HY

BREE (IdM) IR KRB DNS KI5 : primary Hl forwardX g, bR TiXHFERNX, S
DNS ¥ % BRBI =,

FiEEA KRB BIND Aif, ©5RTF Microsoft Windows DNS BIARIERR, BIND
AR 5525 #Y Primary zones 5 Microsoft Windows DNS ##Y forward lookup zones #
reverse lookup zones YEFAHRE, BIND HEE: % X 5 Microsoft Windows DNS B /4
LRI LR,

¥ DNS KXig

F DNS KBS 2B DNS #8148, FrILAESZ 508 DNS BEH#r, XMNMTHERTFIRE BIND EEE Y
type master Xi&, EAILAEA ipa dnszone-* in T EEEKX,
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% 2 %= &1 IDM Y DNS Xig

ERFETAE DNS HINERT, ENERIBWNIISE start of authority (SOA) and nameserver
(NS) IE3K, |dM TEAIE DNS Kigif BB EMRXLEILE, BIENNFINE NS I REFIEIR X L
IETAREIE,

RIEITAE BIND 170, EIZIRS B NEIRSS 2355 4 B H fth DNS RS 23894FR, XL DNS AR
%28 (WNFEK 23) EIRESN EiA% AR,

1l 2.1. DNS ¥ % =6l

IdM fR55235 & test.example. primary zone, X% @3S sub.test.example. name BJ NS &ifkic
. A4, test.example. KE#HEIE  sub.text.example FX &) 192.0.2.254 %% 25 |P Hhilt,

# % T nonexistent.test.example. & Fimn =¥ EI NXDomain B1%&, BEFRRKXELRL, EH
|dM fR 55 2841 1Z B R E BB

7—7HE, #if hostl.sub.test.example. &#[$45 % EIBLER forwarder 192.0.2.254, &7 IdM
AR 25 BT IX AN B & B

% DNS Xig
MIdM BAERE, ¥4 DNS REEATEEANEBEIE, Lhrt, AN zone"BENBEHEHOE
B .

o —NFE

o SigXELA DNS AR5 28389 IP Hhtt
BFE M EIIIATA SR & BIIEER IP ik, XANMTHERFHrA BIND BEZEH 8 type
forward W&, EEILUER ipa dnsforwardzone-* S EEE L X,
£ IdM-Active Directory(AD){S{E L T X H 54 DNS Rig4sH1E A, 213R |dM DNS fRS5 285}
idm.example.com XI%BEHE, FHE AD DNS fRZ528% ad.example.com XigAE, N
ad.example.com 2 idm.example.com EX M DNS # 4 X, XEKE, HEE—IdM B IHEH
somehost.ad.example.com 8 IP #tbiit, ZHifFF % El ad.example.com |dM DNS ¥ %4 X 15 ERI AD
g ueg b
2.2.1f IDM WEB Ul #i10E DNS X3

RBLUTRR, HRSHEE(dM) Web Ul Fi0E DNS K1,

FoRFM
o LlIdM EE G HHRER.

£

1. £ IdM Web Ul A1, = Network Services - DNS —» DNS Zones.

17
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K 2.1. & IdM DNS £K

dentity olicy Authentication Network Services

Automount DMNS

DMNS Zones

DNS ZOHEE DMS Forward Zones

DMS Global Configuration

2. M RIEFIRIIEA Add,
3. RHXBEEFR,
K 2.2. A—NEH 1dM £ X

Add DNS Zone b 4

*

(=) Zone name zone.example.com.

() Reverse zone

IP network
* Required field

Add || Add and Add Another | | Add and Edit | | Cancel

4. =i Add,
2.3. £ IDM CLI ;7/10%E DNS X

REBLUTRE, FRSMER(IIM)BSITHRE(CLNAIME DNS Xig,

SEREH
o LlidM BB BHER,

EZ S

° |pa dnszone-add 3% 7E DNS HHRMNETK, RINFEEREIEEH FIHEAT. ETLUER
R EERGEFIREH

I $ ipa dnszone-add newzone.idm.example.com

INRIFZ B 2MEHY ipa dnszone-add, ZHASBRTE,
HAth TR
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%5 2% &2 IDM fhid) DNS K15
e %5 ipa dnszone-add --help,

2.4. 1 IDM WEB Ul H/if|f& 3 DNS X
RIBLUTRRE, #H IdM Web Ul MBS EIE(IdM)FHIBRE DNS K13,

FRFM
o LlIdM EE G HHBER.

TR
1. £ IdM Web Ul A1, = Network Services » DNS —» DNS Zones.

2. BMRBEFEFESIEE, Bk,
2.3. B2 3 DNS X1

DNS Zones
Q — Refres W Delete | #Add | =Disable | + Enable
[]  Zone name Status
J | 20192in-addr.arpa. « Enabled
v | zone.example.com. «" Enabled

3. 7£ Remove DNS zone ¥[1EEE O, MHIAEEM FRATIEX 1,

2.5. 7£ IDM CLI #ff|pR 3= DNS X
BRIBLUTRE, FH IdM SSTRE(CLHMEZHDEER(dIM)HBHFRE DNS Kig,

FRFH
e LlIdM EEGHRER.

S
o Efff&E DNS K15, i&EHiA ipa dnszone-del &84, FREEMBHXIEMNET, H0 -

I $ ipa dnszone-del idm.example.com

2.6. DNS ERE (L2
BRI UELL T ZE LB EZ /) DNS BBk : BN NAEB AR FEK,

BETXNEE

IdM HE LB E X MBCE N &8I, & LUEA ipa dnszone-* #1 ipa dnsforwardzone-*
NOREERETXMWEE,

BiRFSHE
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& |dM RS ERITEH, FEBENEBRSISHRE X%, EILUERA ipa dnsserver-* i S EEEIRS
LK om. MREBARERKRIANNERIRS SR A2, Bl LUER --no-forwarder 12177,

25 DNS &

IMREBE VHETEMEE, |dMER LDAP RF#8I£/E DNS BELiE, A LUFEH ipa
dnsconfig-* s G EELF DNS EdE. £/5 DNS ECEHE XX EER FAA |dM DNS AR5 28,

1£ /etc/named.confhEdiE

&/ IdM DNS k%5257 /etc/named.conf X E LB BEAREM LS. SRETFEARSS,
WM F B,

/letc/named.conf 4@ E (Y F18E DNS LA BIAH DNS 2277, Hthtuial R Lk XKigile
5 DNS EZEM S A TEE,

B LR ES D] EBCE DNS 1T, HXMIERT, BEERSMARNEELLETFEREIFNE L
HECIE,

Hit 5w
e LDAP ERFSECE FHY EENERINF 52

2.7. X IDM DNS XWtieEE M

Identity Management(IdM)RAIBE—MNEFERERINRENFX, WRIFEH,. FHXEXNEFXE, &
|dM DNS KIE M A, e LUK EIE R UL %0z — SR K ISE BB -

o MOITHRE(CL)HH dnszone-mod %, MEELER, HSHE IdM CLI % E DNS X
HECE,

e |[dMWebUl, INIFEELER, ESHTE IdM Web Ul % E DNS KHEE .
e {#fH ipadnszone #&EHH Ansible playbook, MIERELER, 1HSM £ IdM HEIE DNS X1 ,

BRTIZEREMERN, ZXBILRTE U DNS RSS2 UNMIALEE start of authority (SOA)ILKSRE, A
K AN{aI A DNS & AR 55 2r B HT H 105K,

% 2.1.1dM DNS K@t

B R IT%Em Hah
WE 2RSS 25 --name-server ®iEF DNS &irfRSS 2004, HFFH SOA MNAME,

ZAERT, B IdM IRS5857E SOA MNAME ZERHANEBT,
Rk, {F/ --name-server # LDAP FiFhfHI{E 5 4 ZBE,

EIE O F R b --admin-email WE BT XEEE A E TR, BN EN LR root i

il o

SOA &£47 --serial ESOAILRRINERIS, EHER, |dM BIINEREAS, B
FARRZIENRE,

SOA RIE --refresh TEME DNS BRSS5 201G K EHR], XEZZ DNS fRS5H#REERFH

I (AR (LARD L) o
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% 2 %= &1 IDM Y DNS Xig

Bt R TTIE fed
SOA &Fix --retry HEEINRMEBRIFTIRERISREBINT R (AR B
SOA 1t #A --expire WIE =2 DNS BR %5 28 FE R AF 20 i AT 2l BT RUAT SR AT BT 18] (IX

MREBRL) o

&4 SOA --minimum R4E RFC 2308, M ZFHINERZE S live(TTL)E (BARYHH
i)
SOA Fisf [A] B SE s --ttl £ zone apex BUICKIZE TTL (AR NEAL) . HI0, FEXE
example.com 71, Zf5example.com FHFFAILF(A. NS
5 SOA)HECE 7, {BHAIg% (40 test.example.com) F&
SRR,
NI E[ 22 R SERf  --default-ttl =X APRrAEREIARE(TTL)IRE N live(TTLYE (A
HA) BN EBENMRIL TTL EH, B/E, TEBHEME IdM
DNS fR%5 %5 L E /= named-pkcs11 fR%5.
BIND H#TsRBE --update-policy W& DNS Rig & Fim S vF B9 BR,
SRR --dynamic- NEFRE X DNS LRk S E#H.
update=TRUE|FA
LSE HER, MRGHLEN false, |dM B IRV TIERNKE
¥HE P ik,
RV HI --allow- BEARTFERAEXR IP it sk ML 2TIR, B2S()DMR.
transfer=string
KN R FTREARELE, BIAK --allow-transfer (£2
none,
RUFER --allow-query EERIF A H DNS By IP it MG 2 FHER, ALS()9D
(=R
RFPTRES --allow-sync- WERIEE A S AAAA LR (BRRIER) BEBS5 PTR (#%%) i
ptr=1]0 KERYE,
kL - EE— MR DNS KB EL K 8. X5 IdM & RRER
forwarder=/P_add 2R¥%AX5 .
ress
BIEE SN LS, HLERERILI,
LR R --forward- B ARG, BXRIFHRIRIIERE, 155% dM H#) DNS %
policy=nonelonly| % 5B,
first

2.8. 7£ IDM WEB Ul %% 3 DNS X EL&E
REBLUTRAE, M 1dM Web Ul 4758 F H{HEIE(1dM) DNS HEEE 1%

H-~h A2 1IN
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JC/RARTH

o LlIdM B G BPE R,

EZ

1. £ IdM Web Ul A1, = Network Services - DNS —» DNS Zones.

i 2.4. DNS X E&E|

dentity Palicy Authentication Network Services

Automount DMNS

DS Zones

DNS ZOHEE DMS Forward Zones

DMS Global Configuration

2. 1 DNS Zones 8%, mpiARXFIRFHX LFRFTFF DNS X T1@E,
K 2.5. il — 1N EX

DNS Zones

Q + Refresh || iDelete || 4+ Add | ==Disable |+ Enable

] Zone name Status

(] | 2.0.192in-addr.arpa. + Enabled

] l 2|:||'|E.Exa|'n|:|le.n:|:||'n.| «" Enabled

3. = Settings.

&l 2.6. T XgwtE TTE Y Settings Prs il

v DNS Zone: zone.example.com.

DMN5 Resource Records Settings

+ Refresh || "D Revert ———

DNS Zone Settings

Zone name zone.example.com.
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% 2 %= &1 IDM Y DNS Xig
4. BREEEFUAXBE,
BXAAKEMIFEE, H5% IdMDNS XKigEM,

5. 52 Save UMBIAFECE,

INRIR BT X MBI 1SN live(TTL), EIEFTA |dM DNS RS 2B ES
named-pkcs11 IRSLUFERREM, FiE MBS S# A B EECE,

[N

2.9. 7£ IDM CLI H %555 ¥ DNS XBJECE
REBLITRE, FRESMERIIMSGSITRE(CLNEEFE DNS XKiHEL &,

FoRFM
e LlIdM EEGHHER.

L

o E{EWINAEZE DNS K15, 1H{EF ipa dnszone-mod a4, HliN, EFEE il KIMNHIRIFTRFERTE
i[RI E 1800 # -

I $ ipa dnszone-mod --retry 1800

BXRATRREREEN CLIATHESER, 1H5H IdM DNS KEEM%,

INRFFENEREEIENH DNS KEEHRE, ipa dnszone-mod S-SRI T H, MARKER
BH, ZooEREENEESESRNE.

INRIR B XA BRIARS 1SN live(TTL), ETEFTA |dM DNS RS 2B ER
named-pkcs11 IRSLUFERREM, FrEEM B SH A B SECE,
HibhFFR

e %[ ipa dnszone-mod --help.

2.10. IDM Y [X 1% Hi

EBEN DNS B MHEE(AMEBES, ERLUER zone transfers ST A HIRICEM— N EFIRS 2R E
FEA— N BFIRS %8, BMIRSS[AETT E XIS EEIE. INRIEFER T X zone A DNS KiZtE GBI
B DNS fr%5 28 LRI IS, MBS IERLFzone A 448 IdM DNS i3 Ay E Atk £ #RAR 5528 [7] 0 & B X

BF

|dM &A% DNS AT AR A EIBIRS 2R E A, |dM KRR (SOA)FFIS1E IR IdM
DNS RSS2 ARY ., HEIt, ST to-be-transferred KigiLA4AH DNS RS 2SECE
R{FEA to-be-transferred XKt —MFER DNS fR55 285, XA BAIEIERSE SOA F3
S5 5 (kK

|dM Z##RHE RFC 5936 (AXFR)F1 RFC 1995( IXFR)FRAE 1T K 1% i,
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Hh iR
o ES 1E IdM Web Ul B/E AR &%,

o 1ESH £ |dM CLI A e AR %

2.11. 7 IDM WEB Ul A& A X (% &
REBLUTRE, FH 1AM Web Ul EEHEE(IdM) A S B K15 (%%,

FRFM
o LlIdM EE G HHRER.

TR
1. £ IdM Web Ul A1, = Network Services - DNS —» DNS Zones.

2. = Settings,
3. 7£ Allow transfer T, EEEEHXIFICKHWAMTIRS 25,

K 2.7. B X &4
Allow transfer 192.0.2.1 Undo
198.51.100.1 Undo
203.0.1131 Undo
Add | Undo All

4. Hidi DNS R TIE AR Save LUAIAHTECE.

2.12. 1T IDM CLI F[E B X £ Hi
REBLITRE, FH IdM SSTRECLHVESNEER(dIM)FE BRI EEX,

FRFM
o LlIdM EE G HHER.

e HE|ZZ DNS BRZ525HY root VilAIALER,

2
e E7f BIND RS H/E KX L4, #HiA ipadnszone-mod 645, 3FigEEA --allow-transfer 1%
MZ X1 R R R B AR 5 285U R, fAI4D -
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$ ipa dnszone-mod --allow-transfer=192.0.2.1;198.51.100.1;203.0.113.1

I idm.example.com

. SSH B/ T XEHfgEF—/ DNS RS %s :
I $ ssh 192.0.2.1
2. {#/ dig LRARFEITEE IdMDNS X :

I # dig @ipa-server zone_name AXFR

MEASIROEE R, BEKINF zone name & B X L4,

=y
S

2.13. Hith

'~

o FHS 7 {F/ Ansible playbook & |dM DNS X1

Pt
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https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html-single/configuring_and_managing_identity_management/index#using-ansible-playbooks-to-manage-idm-dns-zones_configuring-and-managing-idm
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% 3 = {3/ ANSIBLE PLAYBOOK &IZ IDM DNS [X 13

fE1 Identity Management(IdM)EIE 51, &AL ansible-freeipa ({4 &+ #) dnszone &R RKEHE
IdM DNS B9 TF =,

o |dM ZHFHFLE DNS X KA

B LUTE |dM FREZEMRLE DNS B

gN{a]{E A Ansible playbook 7£ [dM DNS |2 £ X

an{a{E A Ansible playbook i8{R A% N E8E IdM DNS X3

TERME T IP HhUERS, #04aIfEF Ansible playbook F{RZIER F XM DNS &KX 5

SREM
® DNS RFS R IdM RSS2+, B X0 {E M Red Hat Ansible Engine 227 A5 DNS B9
IdM BRI EZE R, 1ESH (FH Ansible playbook Z&EH D EIEARSS 25 o
3.1 M) DNS X8y
BHERE (IdM) ZHEF M EBIE DNS XI5 @ primary 1 forwardX 18, AR TiXHFHRENX, SiE
DNS # & Bl =,

AIERX KR BE A BIND KiE, B©E5HTF Microsoft Windows DNS BIARIEARRE, BIND
iR %5 28 B Primary zones 5 Microsoft Windows DNS ## forward lookup zones #
reverse lookup zones YEFAERE, BIND HEE: % X 5 Microsoft Windows DNS FHY SR/4#
LRI LR,

-

¥ DNS Xig
F DNS K@ &R DNS 848, H AL 508 DNS B#t, XNMTHFERTHRE BIND BEEHH
type master i%i&, EALIEA ipa dnszone-* in T EEEX,
ERFETAE DNS HINERT, ENERIBWNIISE start of authority (SOA) and nameserver
(NS) L%, |dM 7EGIE DNS XEH B8 E X it sR, BIESIIFLNN NS IE R EHIEI R X LI
EBIEE,

RIEITAE BIND 170, EIZIRS B EIRSS 2355 4 B H fth DNS RS 2389%FR, XL DNS AR
%28 (WNFE 4 23) EIRESN EiA% AR,

1l 3.1. DNS ¥ 4 I

IdM BR55%3 & & test.example. primary zone, LbtXIZEE sub.test.example. name B9 NS &fkiC
. A4, test.example. KE#HEIE  sub.text.example FX &) 192.0.2.254 %% 23 |P Hhilt,

# 1 %F5 nonexistent.test.example. & Fim =¥ E] NXDomain B1%, BEFRRKXELRL, EH
|dM AR &S 285 1Z B RE B L.

7 —7HE, i hostl.sub.test.example. & $45 % EIELER forwarder 192.0.2.254, &7 IdM
AR 25 BT IX AN B & B
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% 3% {§1f] ANSIBLE PLAYBOOK & IDM DNS Xig

% DNS Xig
MIdM AERE, ¥4 DNS REEATEEANEBEIE, Lhrt, AN zone"BENBEHEHOE

o —NFE&

o LSigKEKH DNS BRS5 2309 1P Hhik
BT E USp & AT TNk 2 RIS ER 1P ik, XANMTHER T BIND BB HH type
forward iX&., EALUFER ipa dnsforwardzone-* iy S EIRIL A X,
£ IdM-Active Directory(AD){S{E £ T XA 4 DNS Rig4sHIEH. 1R |dM DNS fR55 285
idm.example.com XA/ &, FE AD DNS fRS523% ad.example.com XA &, i
ad.example.com = idm.example.com EX M DNS # 4 X, XEKE, HEE—IdM B IHEH
somehost.ad.example.com B9 P i, Ziff$5% % El ad.example.com IdM DNS # % X g EHI AD
I 2R,
3.2. £ IDM DNS XA B E M

Identity Management(IdM)RAIBE—MEFERERINRENFX, WRIFEH, FHXEXNERFXE, &
|dM DNS KIE M A, e LUK EE R UL ETz — SR KIS E BB

o HHITHRE(CL)FH dnszone-mod 4%, MHEELER, WS IdM CLI A% E DNS X
HECE,

e |[dMWebUl, MIFEZELR, ESH T IdM Web Ul fr%E5E3E DNS RHELE
e {#F ipadnszone ) Ansible playbook, HIEEZER, FSMH 7 IdM FREE DNS X,

BRT HWEXMLPME BA, ZXEILRE L DNS BRES 23 M{A 40 start of authority (SOA)ILRSE, LA
KNI M DNS &R SR BEHEIL R,

% 3.1.1dM DNS XK@t

ansible-freeipa 2%

=
=2}

TR FRAR 55 2% name_server KIEE DNS &R 55 80088, HHF) SOA MNAME,

ZAERT, B IdM IRS5%57E SOA MNAME ZERHANEBT,
Rk, {F/ --name-server # LDAP FRiFhHI{E 5 4 ZBE,

B O TR admin_email KERATXEEREANAFIEG i, BIA N EN L root Bk

il o

SOA $1T serial ESOAILKAMFERIIS, HAER, |dIMBINXEREAS, H
FIRRIZIERE,

SOA RllZr Rl TEME DNS RS 815 KEHAI, KB DNS RS BREEEN

I [aIRE (ARSI EAGL) o

SOA &Fix retry HEEIRMEB R IRERIS RN E] (AR B
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ansible-freeipa ¢

SOA 1t #f

SOA i [B] B 3L

BRI B 22 Dy LS

BIND B %7 5REE

LIS EH

SVFTH

RYFEH

f¥F PTRAS

A

e KRB

Hth TR

expire

minimum

ttl

default_ttl

update_policy

dynamic_updat
e=TRUE|FALSE

allow_transfer=s
tring

allow_query

allow_sync_ptr=
10

forwarder=/P_add
ress

forward_policy=
none|only|first

WIE =2 DNS BR S5 28 FE R AF 2 il AT 2l BT RUAT SR AT B[R] (IX
IR o

RIERFC 2308, [HEEFEMEEHLER live(TTL)E (LU HE
i) .

1E zone apex BOICSRIXE TTL (LU NHAL) . B0, ERE
example.com 71, Zf5example.com FHFFAILF(A. NS
% SOA)HECE 7, {BHAIg% (40 test.example.com) F&

AN

= NRX A EREARE(TTL)IZE N live(TTLYE (WAFH
BAL) BB ANXBNMII TTLEH, BdE, ESEEME IdM
DNS fR%5 28 £ E 5 named-pkes11 AR5,

B DNS K& i fo 1F BIFLR,

N P imfE X DNS 10 RBI5h S B #,

EEE, MRFHKEN false, |dM B IHH G T ERMFE
#TH P thit,

BEERVFEHIZAEXR IP it KM 2FIIER, A2S()2MR.

FNBER TERAREEE, BilR allow_transfer {62 none,

EESVFA H DNS Eifl) IP #htk sk A FF5IR, AHS()%

(=8

WERIEM A S AAAA LT (B4I0%) BEB5 PTR (%) it
SH=P] N

EE— RN DNS XIBE BRI 4 25, X5 |dM 15 Fh & B REM
2REBEDT.

BIRESMLLE, ESRERIEI,

BER ARG, BXIFNRBIFENE, 1E5% M By DNS %
A ERB&,

e 557 /usr/share/doc/ansible-freeipa/ B % %) README-dnszone.md 314,

3.3. {#F ANSIBLE 7£ IDM DNS A& XX
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REBLUFRAE, A Ansible playbook #{R#E DNS Kigi#E1E, EUTREERMNRAIG, EHF
zone.idm.example.com DNS KigiF7E,

SeRFMH
o MBEE T Ansible #HIT RLLUHEUTEK :
o MR Ansible fRA 2.14 HESRAE.
o fRB1E Ansible %25 £ &4E T ansible-freeipa ¥4,

o RIRETE ~/MyPlaybooks/ BExF, EEMIETHA IdM RS 2B LR EE A (FQDN)
B Ansible ;5 .14,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa R T R) 2 IdM B —E 2, RIEN 1AM E im R
FHENEIR,

o IENE |dM BIE B,

L2

1. 7# A /usr/share/doc/ansible-freeipa/playbooks/dnszone E % :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnszone

2. ITHERGE RS, HRFREEREN M RS 2:5U7E [ipaserver] 2843, 10, ZE#57R Ansible

Bti& server.idm.example.com, EHiA :

[ipaserver]
server.idm.example.com

3. £l dnszone-present.yml Ansible playbook 32, 40 :

I $ cp dnszone-present.yml dnszone-present-copy.yml

4. ¥TFF dnszone-present-copy.yml XX 175,
5. @17 ipadnszone task 4 FIXELL T2 RIEBIZ I -
e % ipaadmin_password £ EH IdM EIE &,

e ¥ zone_name ZL=E1%E&E zone.idm.example.com,
X2 HAIRBIE A Ansible playbook X4 :

- name: Ensure dnszone present
hosts: ipaserver
become: true

tasks:

- name: Ensure zone is present.
ipadnszone:
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ipaadmin_password: "{{ ipaadmin_password }}"
zone_name: zone.idm.example.com
state: present

6. BREFXNH,
7. 1517 playbook:

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file dnszone-
present-copy.yml

Heth BT
o HESRA DNS RigRA,
e 557 /usr/share/doc/ansible-freeipa/ B % %) README-dnszone.md 314,

e i5&[4 /usr/share/doc/ansible-freeipa/playbooks/dnszone B kHE Ansible playbook 7=,

3.4. £/ ANSIBLE PLAYBOOK kffi{R IDM R EETHZ N 2R FE DNS

RIBLLT A2, EF Ansible playbook HfRE DNS Rigifz7E, £ FEMREPFERANRAGIH, |dM B
T AR 1F1E zone.idm.example.com DNS X1, Ansible playbook Bti& X #% NS4,

SeRFMH
o MBEE T Ansible #HIT RLLUHEMUTEK :
o MR Ansible fR7A 2.14 HESRAE.
o fRBTE Ansible 85 £ &4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BExF, EEMIETHA IdM RS 2R LREEZ(FQDN)
B Ansible ;5 .1,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa R T =) 2 IdM HE—E 2, RIEN 1AM E im. R
FHENEIR,

o KHE |dM BIE A B,
SR
1. # A /usr/share/doc/ansible-freeipa/playbooks/dnszone E % :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnszone

2. ITHERGE R, HRFREEREN M RS 2:5TE [ipaserver] 2843, 140, E#57R Ansible

BCiE server.idm.example.com, 1HHiA :

[ipaserver]
server.idm.example.com

30


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/working_with_dns_in_identity_management/managing-dns-zones-in-idm_working-with-dns-in-identity-management#supported-dns-zone-types_managing-dns-zones-in-idm
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/installing_identity_management/installing-an-identity-management-server-using-an-ansible-playbook_installing-identity-management#installing-the-ansible-freeipa-package_server-ansible
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/using_ansible_to_install_and_manage_identity_management/preparing-your-environment-for-managing-idm-using-ansible-playbooks_using-ansible-to-install-and-manage-identity-management

%5 32 {§ifd ANSIBLE PLAYBOOK &T IDM DNS Xig

3. £l dnszone-all-params.yml Ansible playbook X, 40 :

I $ cp dnszone-all-params.yml dnszone-all-params-copy.yml
4. ¥TFF dnszone-all-params-copy.yml {3475
5. M@t 1E ipadnszone task B9 X E U T L EREBSOLH ¢

e ¥ ipaadmin_password ZF 2% E N IdM B A B,

e I zone_name ZE1%E N zone.idm.example.com,

o MREBAFRSHLMREILT, EF allow_sync_ptr ZFEIZE N true, Bl AT AAAA L
x5 PTRICEKAS,

e ¥ dynamic_update ZLEIXE N true, LUSA IdM B IR RN EHH 1P ik,

e % dnssec LEIXE true, LARIFERIFEAHHITHEL DNSSEC % 4.

e 1% allow_transfer &% & N KGR ELTRARS 21 IP ik,

e % allow_query ZEIXE N RIF A HEWRR IP ik S5,

o IF forwarders 2N E NL LK IR IP Hbil,

o I serial TEIXE N SOA Il EFEIS,

o XA DNS E X refresh, retry, expire, minimum, ttl, 71 default_ttl {&.

e {#FH nsec3param_rec &, NXIHE X NSEC3PARAM 13K,

o I skip_overlap_check TEIXE N true, UEETSIERXESH i Fl#1T DNS GIE,

o ¥ skip_nameserver_check XiEH true, LUEIERZFRARSS 25T iA BRIt 58 5l 1T DNS X

@IJEQ
X 2 YRIRFIEEE Ansible playbook X :

- name: Ensure dnszone present
hosts: ipaserver
become: true

tasks:
- name: Ensure zone is present.
ipadnszone:
ipaadmin_password: "{{ ipaadmin_password }}"
zone_name: zone.idm.example.com
allow_sync_ptr: true
dynamic_update: true
dnssec: true
allow_transfer:
-1.1.141
-2222
allow_query:
-1.1.141
-2222
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forwarders:

- ip_address: 8.8.8.8

- ip_address: 8.8.4.4

port: 52

serial: 1234
refresh: 3600
retry: 900
expire: 1209600
minimum: 3600
ttl: 60
default_ttl: 90
name_server: server.idm.example.com.
admin_email: admin.admin@idm.example.com
nsec3param_rec: "1 7 100 0123456789abcdef"
skip_overlap_check: true
skip_nameserver_check: true
state: present

6. REFXTXMH

7. 3517 playbook:
$ ansible-playbook --vault-password-file=password_file -v -i inventory.file dnszone-all-
params-copy.yml
Hith BTIR

o HESRA DNS RigRA,
o HFZM ¥ IdMDNS XKIBMEBREMK .
e 557 /usr/share/doc/ansible-freeipa/ B % # %) README-dnszone.md 314,

e i5&[4 /usr/share/doc/ansible-freeipa/playbooks/dnszone B kHE Ansible playbook 7=,

3.5. {#F ANSIBLE PLAYBOOK LU{RTEIETE IP #hitFf7Z7E£ A F & @ DNS
X 15

BIRLUTmAE, A Ansible playbook iR A DNS K7, £ FEHBCRERERBTOH, IdIME
B AERER IdM ENBY 1P A2 KE, 2EFERRM DNS X,

{5/ name_from_ip Z* 212}t DNS fR55309 IP Mttt MRTZK E Al LR HIR 75, WMR& B =R
KE, RESEIHXM DNS RS2, FHRHE name_from_ip {E 192.168.1.2, EiH&REILLT DNS X
b

® 1.168.192.in-addr.arpa.

® 168.192.in-addr.arpa.

® 192.in-addr.arpa.

AT EIROINXETRERZEFRFIERN, name_from_ip REES state ETINE N present —i2fEf,
LARs I B A BRX I,
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%5 32 {§ifd ANSIBLE PLAYBOOK &T IDM DNS Xig

SeRFMH
o MBEEE T Ansible #HIT RLLUHEUTEX :
o MR Ansible fR7A 2.14 HESRAE.
o fRBETE Ansible %85 £ &4E T ansible-freeipa ¥4,

o RBURETE ~/MyPlaybooks/ BxF, EEQIETHA IdM RS 2R LREEZ(FQDN)
B Ansible ;. XX 14,

o RIEBRZE secret.yml Ansible vault 77 T ipaadmin_password.

o BiIr R (XZHIT ansible-freeipa R T R) 2 IdM B —E 2, RIEH 1AM E/ im. R
FHENEIR,

o IANE |dM BIE B,

1. ## A /usr/share/doc/ansible-freeipa/playbooks/dnszone E % :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnszone

2. STFERE RS, HRFREEREN M RS 2:5TE [ipaserver] 2843, 10, E#57R Ansible

Bti& server.idm.example.com, EHiA :

[ipaserver]
server.idm.example.com

3. 2l dnszone-reverse-from-ip.yml Ansible playbook X4, 40 :

I $ cp dnszone-reverse-from-ip.yml dnszone-reverse-from-ip-copy.yml

4. ¥TFF dnszone-reverse-from-ip-copy.yml {3475
5. @I 7E ipadnszone task 4 FIXELL T2 RIEBIZL I -
e ¥ ipaadmin_password ZE % E 1 IdM E1E 5 %,

e ¥ name_from_ip ZEIXE N IdM ZIRRSHBH 1P, FIREHIEKE,
X2 BRI AERE Ansible playbook ST :

- name: Ensure dnszone present
hosts: ipaserver
become: true

tasks:
- name: Ensure zone for reverse DNS lookup is present.
ipadnszone:
ipaadmin_password: "{{ ipaadmin_password }}"
name_from_ip: 192.168.1.2/24
state: present
register: result
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- name: Display inferred zone name.
debug:
msg: "Zone name: {{ result.dnszone.name }}"

playbook Il —1NK, FFM 192.168.1.2 IP it R HATZ K E 24 AR [E DNS &, #T
&, playbook Z7R4E R HY X 154 #5,

6. REFXDTXH

7. 3517 playbook:
$ ansible-playbook --vault-password-file=zpassword_file -v -i inventory.file dnszone-
reverse-from-ip-copy.yml
H At B

o HESRA DNS RigRA,
e 5507 /usr/share/doc/ansible-freeipa/ B %) README-dnszone.md 344,

e i5&[ /usr/share/doc/ansible-freeipa/playbooks/dnszone B kHE Ansible playbook 7=,
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& 4 %= %18 IDM thiy DNS firi&

54 % E1E IDM B8y DNS I &

ZTRELEXMER 1AM Web Ul #1 IdM ss ST AR E(CLNBEE S D EIE(IM) DNS fIBRIER, FSHLL
TEHFIRE -

o ET DNSHIRS A

e DNS fIERHEEEEI

® DNS [ [EBISERf(TTL)

o M IdM Web Ul fJE DNS i &

e {#F IdM CLI fl|# DNS {1 &

o {#HM IdM Web Ul ¥ IdM BRS5 83 0 EE%: DNS i1 &
o {#HM IdM Web Ul ¥ IdM BRS5 83 0 EE%: DNS i &

o & IAM B IRER—MIEER IdM RS 25

4.1. 2 F DNS BIIRSS & N
ETF DNS BUBRSS A It i 2 — N2, &/ im{E A DNS VMR ERS (90 LDAP = Kerberos
) IR ERIRS 2. —FBMRER AR S IGE RIS BRI N E B9 50 E AR 55 25,
RANEIREESNELEFHFEEMLSIER, MMEREERERE,
RELZMHUEEMNRZ :

o AEEBENEFIHERELURSSREAMEXEE,

e DNS RS ZEAFERBIPRZMHER. EAMEE DNS RS HME Fim e LU R SRS R B R
HE 18 R B SRRS,

£ Identity Management(IdM)iEi#1, LDAP. Kerberos f1EMhARS5#ER7F7E DNS BRSS1C% (SRVid

) o BN, LTS EE DNS RSS2 LUEEIE IdM DNS iRt E F TCP # Kerberos RSB E
M :

{5l 4.1. DNS friET 55 R

$ dig -t SRV +short _kerberos._tcp.idm.example.com
0 100 88 idmserver-01.idm.example.com.
0 100 88 idmserver-02.idm.example.com.

MHIEUTER
o 0 (fE%k%) : BIRENMBMLENR. —MEENEREIEL,

e 100 (fVE) NEAMEBMEXNFZERRE—MENINE. NFEZER, ESMH RFC 2782,
37,

e 88 (IwHS) :MRFHIHOS,

o RHZRFSBHIENMMSER TR,
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ARG, SREBFHDENEEEERNMLERNE. FXMERT, B nfERLRIIKHPIIREIS
S

YR FIRSCNES, BCE NEINTE DNS AIBHECEN DNS RS 3, WMHSEMARE. X FoEBAMEN
IdM AR5 2%, REIEHMIE, FEUATRAH, BFHEE NEIRAME germany FH) DNS fR552s -

_kerberos._tcp.germany._locations.idm.example.com.
0 100 88 idmserver-01.idm.example.com.

$ dig -t SRV +short _kerberos._tcp.idm.example.com
50 100 88 idmserver-02.idm.example.com.

‘ B 4.2. £F DNS [BIZER

IdM DNS AR %525 B 575 [Bl— 1 DNS 5|4 (CNAME), 1EAEIERMARSS2RH DNS LB E SRV ifK.

Itt CNAME 1035k BoRfERIHE I E — 1T/, ERBIH, EHidmserver-Olidm.example.com EGRIEL 5%
NME, HLEbEE, idmserver-02.idm.example.com EESMIMLEY, FILNEHEENRT RN BE
19

4.2. DNS I ERERE F B F I

TEFRERM DNSEf, BMEER(IIM)A IERSEE FAEBRNIRS (SRV)ICFK, ENEA IdM DNS RS
AR ENREE FAER SRV L%, FALUEUHIESA DNS fIBEE DV RE—1 IdM DNS RS 25,

E g5 DNS fIER X BN BAE A im SR DNS DR E L, Eib, EaLUS IdM DNS iRS& 53
IdM DNS JETERS A F, FHIERTIHM IdM DNS BRSS 25 P R 4 € F AL B A0 KT 34T recursors,

EHAES |dM F13E IdM DNS ARSSHIKRER D ERE F, DNS &) FE AT R RIIEIr B i FEREREN
IdM DNS [R5 28, BE, XFEaIiB{REAIE IdM DNS IR BHNE F i h SRR DNS (I BHFEULE,
RIEER 1AM BRSSO iR (£ 2H.

4.3. DNS I [B] Bl SERF (TTL)

& Pl LA DNS RIS EFERBRERIXENTE, BTFHEE, BHmaETETEFNE
(TTL)ETHARTIRRIE R, Identity Management(IdM)FRBIERIA TTL ER 1 K.

INRENE FimiT ENEE RIS, ENIZHAE M DNS K89 TTL {H, fHERE L& imTE i s ]

B roam 2EMIN [EMEAR, XFERTIRRIER P in E 2270 DNS & B EE SR A — i S gndE,
%16 DNS BRSS 23 LARIET IS E FALBR SRV 103%,

Hh iR
o iES X IdM DNS R EBREM .

4.4. {5 FH IDM WEB Ul 1|3 DNS fiii&

& T LUE A DNS ALBIZ 0 Identity Management(IdM)& FimFlAR S5 23 AIB@ S E ., BT RE, &
F3 IdM Web Ul /3 DNS fIi&.

TR
o EBYIdM BREEM T DNS,
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& 4 %= %18 IDM thiy DNS firi&

o AT |dM FOIE DNS AIEMITR. B0, ZLLIdM admin H5&5%,

SR
1. $T7F IPA Server £,
2. %$¥ Topology FiEIiF,
3. S Mi=AR IPA Locations,
4. RAIEFIRTIERR Add,
5. EEERIE &M,
6. = Add IRHRENME,
7. "k EEXESERRIMEMAE,
Hith BTR
e iESH A IdM Web Ul f¥ 1dM BRZ5288 9 B2%: DNS (I E o

o EHEZ[A {F Ansible EiBIR IdM (ALBFTE o

4.5. {#/H IDM CLI 622 DNS ii &

I&T LUE A DNS AL IZ 0 Identity Management(IdM)& P imFlAR S 23 I B@ S EE ., RBLUTRE, &
A IdM 51T R E(CLD)H B ipa location-add 345 (132 DNS fiI &,

FRFH
o KB IdM BREEM T DNS,

o EATE |dM FOIE DNS AIEMITR. B0, ELLIdM admin H5E5%,

iz
1. N, EQIEFHAIE germany, EHIA :
$ ipa location-add germany
Added IPA location "germany"
Location name: germany
2. "%k - EESHELURIMEMAE,
Hith BTIR

o EH FHA IdM CLIZ IdM BRSS9 Bic%s DNS fiIiE &

o HEZ[H {FH Ansible EiBIR IdM (ALBFTE .

4.6. [/ IDM WEB Ul 5 IDM RS 25 0 EE%5 DNS iLi&
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& BT LA#E A Identity Management(IdM)DNS & RI€ 10 1dM & FimFlAR 552 FIRBERE, RBLUTR
2, {FH 1dM Web Ul & IdM BRSS5 23 D EC%E DNS (I &,

FRFH
o XY IdM BREREM T DNS,

o LIBIUIFIRS 20 B4S DNS (LB A B9 &%, 0 1dM admin A,
o BHMENHEANAHE DNS LB ENA root 15 R AR,

o TEOUETEENHSEMRS 2RI 1AM DNS iIE,

i

1. $T7F IPA Server £,

2. %$¥ Topology FiEMiF,

3. £S5 M = IPA Servers,

4. = 1dM BR%5 88 &R,

5. ¥ DNS L&, FitFEiZERSNE

4.1, FiR 5523 Be4h DNS firiE

ZA Server:idmserver-01.idm.example.com
< Refresh | | D Revert || X Save

Server name idmserver-01.idm.example.com.
Min domain level 0

Max domain level 1

Managed suffixes domain
ca
Location germany e

Service weight

6. = Save,

7. EEEREMNS EHRoRNENNGSITHRE(CL)SF, ZE/E named-pkes11 iR :
I [root@idmserver-01 ~J# systemctl restart named-pkcs11

8. A% : EE WHM IdM RSS2 2 BEC DNS LB S 3,

HAth B
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& 4 %= %18 IDM thiy DNS firi&
o ES & IdM B IRAER — B LEA IdM BRSSE: .

4.7. £ IDM CLI 5 IDM RS 25 0 Bic%s DNS i &

& BT LA#E A Identity Management(IdM)DNS 7 & RI€ 10 1dM & FimFlAR 552 FIRBERE, RBLUTR
2, EA 1dM ST RE(CL) IdM BRSS5 289 2% DNS fIE.

FTRFH
o KB IdM BRELEM T DNS,

o LIANUNRS 22 ECLS DNS MIBERMAF B4&E %, W 1dM admin B/,
o BHMENHEHANHE DNS LB ENA root 15 R AR,

o TMEORETEENHSEMRS 2 1AM DNS fIiE

pi% &2
1. Bk : FUHHFREECERY DNS (L&

[root@server ~# ipa location-find

2 IPA locations matched

Location name: australia
Location name: germany

Number of entries returned: 2

2. RSS20 B4 DNS AIE, N, EfFAIE germany 2 B4R S5 28 idmserver-

Olidm.example.com, 151217 :

# ipa server-mod idmserver-01.idm.example.com --location=germany
ipa: WARNING: Service named-pkcs11.service requires restart on IPA server
idmserver-01.idm.example.com to apply configuration changes.

Modified IPA server "idmserver-01.idm.example.com"

Servername: idmserver-01.idm.example.com
Min domain level: 0

Max domain level: 1

Location: germany

Enabled server roles: DNS server, NTP server

3. EEZESERHEMEN_EA named-pkes11 BRSEE DNS B E :

I # systemctl restart named-pkcs11

4. Ak EE NEHM IdM RSS5E0 B DNS AL B S,
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o ESMH BEE IIM B mIER—AE LHEA 1dM IR%52 .

4.8. EdiE IDM B P inER— A &EF A IDM IR 25

BSHER(dMIRS B EL DNS iIE, MEA IdM Web Ul ¥ 1AM fRS5 2859 B4 DNS L& FR,
7, BRI ImEENERS IdM BRSEBRA TR —MIER DNS RSS2 -

e 1N DHCP fR%528 N % FimsrBc DNS ARS58s IP ik, %ECE DHCP AR%5. A X1E DHCP iR%5
4 ES DNS ARS5 280911, 1§ &% DHCP RS X4,

o MMRMMMZEim%HE M DHCP RS 231% UK DNS ARS585 IP ik, EER M IRMIMSE B P FohiL
& IP, BX7E Red Hat Enterprise Linux FESEBMLHITEE, 1E5%E Red Hat Enterprise Linux B
B IEFRBE M S LB R

MRS R PR E NEASBA TR ER DNS RS SR, BHIMAKRHMIBEF
IdM BR%5 23,

Bl 4.3. RIEE RN ENF R ARG 3REE
LUFRBIERT letc/resolv.conf XHH ARG ER FIinlI AR LTRSS 2:%E -

Prague B9%& F i :

nameserver 10.10.0.1
nameserver 10.10.0.2

Paris FI& ' i

nameserver 10.50.0.1
nameserver 10.50.0.3

Oslo B%& i -
I nameserver 10.30.0.1
Berlin B9%& i :
I nameserver 10.30.0.1

JNREB DNS RSB RO ES |dM FEVALE, &S EREAE R 1dM RS 35.

4.9, HhFHR

o EHZHTE IdM F{EFE Ansible SEEHE DNS L& o
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55 5% {#if] ANSIBLE & IDM fifg DNS fiii&

%5 5% {fif§ ANSIBLE &I IDM F#J DNS {i[ &

fE7 Identity Management(IdM)EIE 51, & FILL{EF ansible-freeipa ({4 &+ # location =R R EIE
|dM DNS fIi&,

o EHT DNSHIRS LI

e DNS fIERHEEEEI

e DNS Hf R EIZEHf(TTL)

e {#HF Ansible H{R7FTE IdM (L&

o {FF Ansible IR A ETE |dM (I &

5.1. & F DNS #IpR S5 &£ I
ETF DNS BUBRSS A It i 2 — N2, B/ im{E A DNS VMR ERS (90 LDAP = Kerberos
) IR ERIRS 28, — M BIARER TR S IRE R B M4 B 2R N B B 2 50 E AR 55 25,
RANElIREESNEREFHFEEMLSIER, MMEREERERAE,
RELZMHUEEMRRZ :

o AEEBENEFIHMERELURSSREAMEXEE,

e DNS RS ZEAFERBIPRZMHER. EAMEE DNS RFSIFME F iR e LU R SRS R B R
H &% 18 B B0 2R BS.

£ Identity Management(IdM)iEi#1, LDAP. Kerberos f1EMhARS5ER7F7E DNS BRSS1C% (SRVid

) o BN, LTS EE DNS RSS2 LUEEIE IdM DNS iRt E F TCP # Kerberos RSB E
M

51 5.1. DNS i E M 55 R

$ dig -t SRV +short _kerberos._tcp.idm.example.com
0 100 88 idmserver-01.idm.example.com.
0 100 88 idmserver-02.idm.example.com.

HHIEUTER
o 0 (fE%k%) : BInENMBMLENR. —MEENEREIELN,

e 100 (fVE) NEAMBMEMNFRERE—MENINE. MFEEZER, ESMH RFC 2782,
/3T,

e 88 (IwHS) :MRFHIHOS,

o RAZIRSFSHIENBIME LT,

ERGIA, REBHDENZEEERNMLERNE. FXMERT, B nfERLRIIKHPIREIS
S

WEPIRSONE, BCEB NEINTE DNS B EER DNS RS5%, MESBmMAR. STFoEAMEN
IdM BRS5 2%, REIEFIME, FELUTRAIH, BFHEE N ETIHAME germany ) DNS RS2 :
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_kerberos._tcp.germany._locations.idm.example.com.
0 100 88 idmserver-01.idm.example.com.

$ dig -t SRV +short _kerberos._tcp.idm.example.com
50 100 88 idmserver-02.idm.example.com.

‘ B 5.2. % F DNS fr s

|dM DNS AR %525 B 575 [Bl— 1 DNS 5|4 (CNAME), 1EAEIERMARSS2RH DNS AIBHFE SRV it K.

Itk CNAME 105k B RfERIE I E — 1T/, ERBIH, EHidmserver-Olidm.example.com EFRIEMIL 5%
NME, HLbEE, idmserver-02.idm.example.com E5ESMIMLEY, FILNEHEENRT RN BE
19

5.2. DNS i ERIERE I F ZE I

TEFEREMREI DNS B, BHREER(IIM) AT UEREE FAIBMARS (SRV)IERE. B S IdM DNS iR
BRERERFFE T AEM SRV L%, FrLUEBLIIEE DNS IBZE DL — IdM DNS AR%523.

EFiES DNS (BB F BN BAE A im IR DNS 0K E L, Hik, EaLUS IdM DNS iRS&E 53
IdM DNS ETERS A F, FIERTIHM IdM DNS BRSS 25 P 24 € F AL B A0 KT 34T recursors,

EHAESA |dM F13E IdM DNS ARSSHIKRER D ERE F, DNS &) FE AR RIIEIr B hEFEREREN
IdM DNS [R5 28, BE, XFEaIHB{REAIE IdM DNS RS 2BHNE F i h SRR DNS (I BFHFELLE,
RIEER 1AM BRSSO B (£ 2H.,

5.3. DNS i [A] Rl 52 (TTL)

B Fima] LU DNS FRICSRZFEERIBEREF X ENN E, BFHEE, B imaETEEERNE
(TTL)ETHARTKEIE R, Identity Management(IdM)FBIERIA TTL ER 1 K.

INRENE FimiT ENEE RIS, ENIZAE M DNS K89 TTL {H, SHERE L& imTE L s ]

B roam 2EMIN [EMEAR, XEERTHRRIER P in E 2270 DNS & B EEHEER A — i S gndE,
L 15 DNS fRSS 28 AR E FALER SRV 105K,

Hth BHR

o iES X IdM DNS R EBREM .

5.4. {fiFH ANSIBLE f{%1%1E IDM fiLi&

YE} Identity Management(IdM)MIRFTEIE R, EATLLF IdM DNS (L BERE N AR M imE R &ELIN
P 4% BT R R B B R S IE AR 55 27

LUTF Azt 7 a0{rl 5 A Ansible playbook SRH4R |dM F7F7E DNS &, XN RAIHER T MR [dM

#F7E germany DNS fiIiE, Fth, HAILUFRER IdM IRFGEFDECEXNMIE, LMEERM 1M & ik
15 AR & SR8 AR 55 A= HIF R 7]

FRFM

o IREE IdM BIE A B,
o RBBEIE T Ansible #HIT mLUHRBUTEK :
o R{#F Ansible kA& 2.14 HESHRA,
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£

55 5% {#if] ANSIBLE & IDM fifg DNS fiii&

o fRBETE Ansible ##I25 E&4E T ansible-freeipa ¥4,

o RURETE ~/MyPlaybooks/ BxF, EEMIETHA IdM RS 2R LREEZ(FQDN)
B Ansible ;5. XX 14,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa R T =) 2 IdM B —E 2, RIEH 1AM E/ im. BR

S A,

187 f# DNS I BRI BT EE I,

# A ~/MyPlaybooks/ B :
I $ cd ~/MyPlaybooks/

£ WAL TF /usr/share/doc/ansible-freeipa/playbooks/location/ B X+ #J location-present.yml
XAFRIEIA :

$ cp /usr/share/doc/ansible-freeipa/playbooks/location/location-present.yml location-
present-copy.yml

$TFF location-present-copy.yml Ansible playbook {4347 %
1T 7E ipalocation task #843 A i B LU R 28 £ RIE L -

o JHE(ESH name, EHSIEBIABIN N,

e I ipaadmin_password ZEXE ) |dM EIE H I E D,

e '} name ZEXE N ER LT,

%_
X2 HAIRBIE A Ansible playbook X4 :

- name: location present example
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure that the "germany" location is present
ipalocation:
ipaadmin_password: "{{ ipaadmin_password }}"
hame: germany

5. REFEXNXMS

6.

4T Ansible playbook, 1&7E playbook X . FHERY" secret.yml SHFRIZERS, LAKE X5 -

2
$ ansible-playbook --vault-password-file=password_file -v -i inventory location-
present-copy.yml
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Red Hat Enterprise Linux 9 fEB {3 & i DNS

HibFR
o EZH FH IdM Web Ul 1 IdM AR 25 0225 DNS fiIi& , =X £ IdM CLI ¥ IdM RS5 8 o B4R
DNS fiI &,
5.5. {§F§ ANSIBLE #B{%1 127 IDM {iL &

YE} Identity Management(IdM)HI R EIE R, KA IAM DNS (L BERE N AR S imE R &ELN
P 4% LT R FR B B R S IE AR 55 27

LUTF Azt 7 a0{rl 5 A Ansible playbook SRHER |dM 3% DNS &, XN RAIHER T R [dM

%A germany DNS iIi&, Hh, EXENXMIEDERFEDN IAM RS 3s, A IdM B imTTiEEE
Aefl.

FoRFMH
o (RAIE IdM BIE 5B,
o %A IdM AR5 234 ER4A germany DNS fiI &,
o MBEE T Ansible #HIT RLLUHEMUTEK :
o f&{#EF Ansible hiiA 2.14 B E A,
o fRBE7E Ansible ##I85 £ &4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BExF, EEMIETHA IdM RS 2BRMT LR EEZ(FQDN)
B Ansible ;5 .15,

o RIEBRZE secret.yml Ansible vault 77 T ipaadmin_password.

o Bir R (XZHIT ansible-freeipa R T =) 2 IdM B —E 2, RIEH 1AM E im R
FHENEIR,

o TAIREERE GZEFHEE T ~/MyPlaybooks/ B, AV NTEERA playbook BIAHIFRDVMI
%o

1. # A ~/MyPlaybooks/ B3 :
I $ cd ~/MyPlaybooks/

2. 7f /usr/share/doc/ansible-freeipa/playbooks/location/ Bk # £l location-absent.yml 32
-

$ cp /usr/share/doc/ansible-freeipa/playbooks/location/location-absent.yml location-
absent-copy.yml

3. $T7F location-absent-copy.yml Ansible playbook 3 {437 1T 4k,
4. @5t 7E ipalocation task B4 FIXE LA T2 REBIZ I -
o FE{ESH name, EHSIEBIBHIN R,

e ¥ ipaadmin_password ZEIXE N IdM EIE 5 BB,

44


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/working_with_dns_in_identity_management/managing-dns-locations-in-idm_working-with-dns-in-identity-management#assigning-an-idm-server-to-a-dns-location-using-the-idm-web-ui_managing-dns-locations-in-idm
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55 5% {#if] ANSIBLE & IDM fifg DNS fiii&

e ¥ name T EiXE&E ) DNS i BH AT,
o If{R% state L EIXE N absent,

X2 HAIRBHS A Ansible playbook X4 :

- name: location absent example
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml

tasks:
- name: Ensure that the "germany" location is absent

ipalocation:
ipaadmin_password: "{{ ipaadmin_password }}"

hame: germany
state: absent

5 REXADHE,
6. i&1T Ansible playbook, 87 playbook X 4. fFERIF secret.yml SXHFBIERY, LARBEHEH :

$ ansible-playbook --vault-password-file=password_file -v -i inventory location-
absent-copy.yml

5 6 /\{ﬂgfz\’:l
e 557 /usr/share/doc/ansible-freeipa/ B % ##) README-location.md {4,

e i5&[4 /ust/share/doc/ansible-freeipa/playbooks/location Bk H# Ansible playbook =4,
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% 6= 17 IDM H&E1E DNS 5 &

BBLUTRE, EHHEEIM) Web Ul 1dM CLI LUK E A Ansible EEZE DNS £ F%5 4 25F1 DNS
B X 3E

IdM DNS fRZ5 2N A&

o |dM FREY DNS %% % 5l

e 7 1dM Web Ul HiRINE B X 2

o TECLIHAMERERLLR

e 7E |dM Web Ul Hi75A0 DNS %% X i3

e 7E CLI AN DNS ¥5 4 X i3

e {#HF Ansible 7E IdM FEII DNS £ B4 4 85

e {Ff Ansible #{R IdM F7F1E DNS £ B4 4 2%

o {Hf Ansible #{R IdM 3% E DNS £ B4 4 2

o {HF Ansible i3k DNS £F%% X B 1E IdM KRR
o {#M Ansible #{R |dM FR7Z1E DNS 454 X 15

o fEF Ansible #afr DNS ¥4 X1 7 IdM A S ML L 8
o {#fH Ansible #{% |dM F DNS Forward X i5i# % F

e {#HF Ansible #B{Z IdM H3& 7% DNS #5 % Xid;

6.1.IDM DNS RSG5 2N AT

DNS # % &80 DNS RS540, DNS Zifl, BRIMER T, KT |dM B Berkeley Internet Name
Domain (BIND) #E2—" authoritative F1— recursive DNS fR%525% :

B DNS IR5S23

% DNS B iR E1AE T |dM RSS2/ R DNS KB & 6, BIND 2EIEERERX b & & MEHE.
W EEIRAA M T M E IR,

319 DNS IR5S23

% DNS B IR E ) 1dM BRSSBR R R IR R, BIND 27X EAEM DNS IRS5 2B i, 40
RBRBE L4235, BIND &) EEF LB root fRS58s, FHEFEIIMRMTEIERATL DNS #ifl,

HEELERT, THELL BIND BEECREM DNS IRS525, FIREE Internet LRI AREHTEHITEIH, &
AILLE BIND BEE WA 79— DNS fRS5 88 (425 KA A,

=83 BIND BCB MR AP A a5, 7E IdM BRFS&B MR R B2 AE A EWMER, 1dM RS a8 HIERIL
BEH DNS 2277,

6.2. IDM Ay DNS %% % BB
|dM X #F first #1 only 7706 BIND #4588, LK% none %fE T IdM BY%E & S5REE,
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%5 6 = £ IDM th'&EH DNS %

Forward first (Z(iA)

IdM BIND AR5 4% DNS Eif#E 4 BB BRHE 4 23, WRE MRS SHREIRHEE FEEIKRI, BIND
SERBE M ERIRS 28R O F5% T##4r, forward first %Hﬁm%ﬂ)\%ﬂ% eE ATk DNS fRE.

Forward only

IdM BIND AR5 % DNS EifjE % BIEC B A 28, WRE NIRSS ZSREZHBMEEKI, BIND &
FFEIRRE R Fim. X FH A split DNS EeERIINE, EIUE forward only KB,

None (Z/A# %)

DNS Hifj A =&id none ¥ X Kt x, BRAKARFNERHRARENFEXBERAM. XMk
TR F7E BIND BeE g E R L X aFIK.

BB R AR IdM FREVEE S Sk B Hfth DNS IR HRBIES I, BHREED IdM DNS
3 XEVRE F AL R &,

BIAERT, WREIHH DNS ZHET IdM BRSB|[ANERIXE, T BIND REFRTE

WELAR A —BIRSR. EXMERT, NRE IdM BUEEH AR EZ B DNS &5,
5% [E] NXDOMAIN [E%, {#A% 4L IRE

Bl 6.1. E AR RTH

IdM R %5 28X test.example EBFME M, DNS X5, BIND #REZE NIBE T L EHH 192.0.2.254
IP bk B9 DNS AR5 25

YE R EN nonexistent.test.example. BIEIHDNS &#5, BIND iE] IdM AR5 254

test.example. KiZEGNE, BARARFMEIML L E 192.0.2.254. k5525, RLL, DNS & imElR
NXDomain (515582, SHMAF EEERFE,

6.3. £ IDMWEB Ul B2 B 425
&E”LA'F/m&E%{ﬁ”:EE(IdM) Web Ul BiIN1£2 B DNS #% % 250

FoRFH
e Ul IdM B 5 &9 &5 IdM WebU,

o {RANE DNS ARS5238Y Internet P (IP)Hhik, LURFEAEL 4 B,

L2

1. 1£1dM Web Ul /1, %% Network Services —» DNS Global Configuration -» DNS,
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RED HAT IDENTITY MANAGEMENT & Administrator ~

dentity Policy Authentication Network Services

Automount DMS

DMS Zones

Automoun’

DMS Forward Zones
DMS Servers

< Refresh || @ Delete | | 4 Add

— DNS Global Configuration i
] Location

O | default

Showing 1to 1 of 1 entries,

2. 7£ DNS Global Configuration 4/, == Add,

RED HAT IDENTITY MANAGEMENT & Administrator ~

dentity olicy Authent on Network Services

Automount DNS ~

DNS Global Configuration

2 Refresh || ‘D Revert || X Save | Actions ~

Options
Allow PTR sync O
Global forwarders Add
Forward policy (@ Forward first O Forward only O Forwarding disabled

IPA DNSSec key master

IPA DMS servers server.example.com

3. IBEEINEL % DNS EiHB) DNS fRS53:69 IP Hiilk,
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%5 6 = £ IDM th'&EH DNS %

RED HAT" IDENTITY MANAGEMENT & Admiinistrator «

dentity Policy Authentication Network Services

Automount DMS «

DNS Global Configuration

< Refresh | | ‘D Revert || X Save | | Actions ~

Options
Allow PTR sync O
Global forwarders | ‘ID.1D.‘ID.‘I| Undo
Add || Undo All
Forward policy @ Forward first O Forward only O Forwarding disabled
IPA DNSSec key master
IPA DMS servers server.example.com

4. 5FF R,

RED HAT' IDENTITY MANAGEMENT & Administrator ~

dentity Policy Authentication Network Services

Automount DMS «

DNS Global Configuration

< Refresh | | ‘D Revert || X Save || Actions ~

Options
Allow PTR sync O
Global forwarders 10.10.10.1 Undo
Add || Undo All
Forward policy @ Forward first O Forward only O Forwarding disabled
IPA DNSSec key master
IPA DMS servers server.example.com

5. mEOTNERH Save,

1. 7%+ Network Services —» DNS Global Configuration - DNS,
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RED HAT IDENTITY MANAGEMENT & Administrator ~

Identity Policy Authentication Network Services

Automount DMS

DMS Zones
AUtomou N DMS Forward Zones

DS Servers < Refresh || @ Delete | | 4 Add

— DNS Global Configuration i
] Location

O | default

Showing 1to 1 of 1 entries,

2. 33E |dM Web Ul 7R /5 BT B I8 B A R £ /T X 88,

RED HAT" IDENTITY MANAGEMENT & Administrator v

Identity alicy Authentication Metwork Services

Automount DMNS ~

DNS Global Configuration

< Refresh | | "D Revert || X Save | | Actions ~

Options
Allow PTR sync O
Global forwarders 10.10.10.1 Undo
Add || Undo All
Forward policy (® Forward first (O Forward only O Forwarding disabled
IPA DNSSec key master
IPA DNS servers server.example.com

6.4. 7£ CLI P RnEeRE X 2
REBLITRE, FRAMSITHRE(CL)ARINERE DNS ¥4 25,

FTRFH
e LlIdM EEGHRER.

o {TANE DNS ARS5238Y Internet P (IP)Hhdk, LURFEAEL A B,

£

e {#f ipa dnsconfig-mod & SR L BF 4 2%, A --forwarder 115 E DNS ¥4 4 2889
IP ik,

[user@server ~]$ ipa dnsconfig-mod --forwarder=170.70.0.1
Server will check DNS forwarder(s).
This may take some time, please wait ...
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Global forwarders: 10.10.0.1
IPA DNS servers: server.example.com

e (M dnsconfig-show @4 L REFH A 25,

[user@server ~]$ ipa dnsconfig-show
Global forwarders: 10.10.0.1
IPA DNS servers: server.example.com

6.5. 7 IDM WEB Ul #7311 DNS #% & [X 15
BREBUTHREEZHDEE(IM) Web Ul RERIN DNS 4 X1,

BF

PRIFLUNIBE, BNAEFEARARYE, HARAPZIVERRAR, HRE(TTERFE
BAMARET R, MRBIER forward Xi%, 1EREIEFERAXESLRELRE.,

TEQIEHTEY DNS XIRf, ZIN8EIL R RARSS 28 (NS)ICRALE o it 4 K15, #R4AfE
PifE DNS &1, EAZHIBERT, EREREABARB T, FHEELRLRKE,

SeRFMH
e UlIdM B 5 &5 E 5 IdM WebU,

o (KAIE DNS RS 23H Internet THX (IP)HhhE, LU E AL KL B,

1. £ IdM Web Ul A, 1% Network Services —» DNS Forward Zones - DNS,

RED HAT' IDENTITY MANAGEMENT & Administratarnt

Identity Policy Authentication Network Services IPA Server

Automount DMS «

DNS Zones
DMS Forward Zones i
DMS Servers

Automoun

< Refresh || @ Delete || 4 Add
— DNS Global Configuration
[J  Location

O | default

Showing 1 to 1 of 1 entries.

2. 7 DNS Forward Zones 234, = Add,
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RED HAT IDENTITY MANAGEMENT P

dentity Policy Authentication MNetwork Services

Automount DNS

DNS Forward Zones

Search Q  Refresh | @ Deletej | +Add | = Disable || « Enable

O | Zone name Status Zone forwarders Forward policy

Mo entries.

3. 7 Add DNS forward zone & O 35T 4 X &,

Add DNS forward zone

() Zone name * forward.example.com.

() Reverse zone
IP network

Zone forwarders * Add

Forward policy @ Forward first O Forward only O Forwarding disabled

skip overlap (]
check @

* Required field

Add | | Add and Add Another | | Add and Edit || Cancel

4. = Add #RHIFFHETE DNS BRS5858Y IP sk SRR KB K, AL MNMEARIEES MER
%%Q
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Add DNS forward zone x

(® Zone name * forward.example.com.

) Reverse zone

IP network
Zone forwarders * 10.10.0.14 Undo
Add
Forward policy ® Forward first O Forward only (O Forwarding disabled
skip overlap O
check @

* Required field

Add | | Add and Add Another | | Add and Edit || Cancel

5. 3EFE AR,

(2 Zone name forward.example.com

() Reverse zone
IP network

Zone forwarders 1010.0.14

Add

Forward policy {® Forward first © Forwardonly O Forwarding disabled

Skip overlap O
check @

* Required field

Add | | Add and Add Another | | Add and Edit | | Cancel

6. FEOEERY Add LURINERTL & K,

1. £ IdM Web Ul A, 1% Network Services - DNS Forward Zones — DNS,
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RED HAT' IDENTITY MANAGEMENT & Administratarnt

Identity Policy Authentication Network Services IPA Server

Automount DMS «

DNS Zones
AUtomoun DMS Forward Zones i
DS Servers < Refresh | | @ Delete || +Add
— DNS Global Configuration
[J  Location

O | default

Showing 1 to 1 of 1 entries.

2. SEEOIRBRE AKX (FAEIE R A SRR LK) 5T IdM Web Ul FEEFHE A,

RED HAT IDENTITY MANAGEMENT & Administrator ~

Identity Policy Authentication Network Services IPA Server

Automount DMNS

DNS Forward Zones

Q ' Refresh | | wDelete || +Add || = Disable || + Enable
[J  Zone name Status Zone forwarders Forward policy
O | forward.example.com. « Enabled 10.10.0.14 first

Showing 1to 1 of 1 entries.

6.6. £ CLI 750 DNS #% % X 15
BREBLITREFERASSITRE(CLYANIN DNS %4 X,

BF

PRIFLENIBE, BNAEFEARARYE, HARTZIVERRAR, FRE(TTERSE
BAMARET R, MRBIER forward Xi%, 1EREIEFERAXESLRELARE.

TEQ/E2HTEY DNS X, ZIN8E IR MRIRSS 28 (NS)ICRALE it 4 K15, 1R%XfE
PiAE DNS &, EAZHIBERT, EREREABUARB T, FHEERLRKE,

FTRFH
e LlIdM EEGHHER.

o (KAIE DNS RS 23H Internet THX(IP)HhhE, LU E AL KL B,

£

o (& dnsforwardzone-add S RMFE AKX, WMRFE L KIKEAFZ none, {FA --forwarder %
TigEEV—NEL 2R, FHEHA --forward-policy 1EIE E i & FE.

[user@server ~]$ ipa dnsforwardzone-add forward.example.com. --
forwarder=10.70.0.14 --forwarder=10.70.1.15 --forward-policy=first
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Zone name: forward.example.com.
Zone forwarders: 10.10.0.14, 10.10.1.15
Forward policy: first

e {# M dnsforwardzone-show <5 TR ERI F A #) DNS 4 X,
[user@server ~]$ ipa dnsforwardzone-show forward.example.com.
Zone name: forward.example.com.

Zone forwarders: 10.10.0.14, 10.10.1.15
Forward policy: first

6.7. {8 ANSIBLE 1T IDM AR E 1. DNS £ B4 %4 28

REBLUTFRAE, A Ansible playbook 7E IdM %31 DNS Global Forwarder,

ELLFRAIR, |dM BEAS0E—1 DNS 2B ARRFEHH IPv4 itk 8.8.6.6, IPv6 it
2001:4860:4860::8800 i 1 53 DNS fRS5 25 o

SeRFMH
o MBEEE T Ansible #HIT RLUHEMUTEX :
o MR Ansible fR7A 2.14 HESRAE.
o fRBETE Ansible #%I25 E&4E T ansible-freeipa ¥4,

o RBURETE ~/MyPlaybooks/ BxH, EEQIETHA IdM RS 2R LREEZ(FQDN)
B Ansible ;5. XX 1,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa R T =) 2 IdM B —E 2, RIEH 1AM E/im, R
FHENEIR,

o IENE |dM BIE M B,

£

1. # A /usr/share/doc/ansible-freeipa/playbooks/dnsconfig E % :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

2. FIFE RS, FHHAR [ipaserver] S0 HFIH TIRERER 1AM RS 35. Hla0, E1E57R Ansible

ECi& server.idm.example.com, i5HiA :

[ipaserver]
server.idm.example.com

3. £l set-configuration.yml Ansible playbook XX, 40 :

I $ cp set-configuration.yml establish-global-forwarder.yml
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4. Tt establish-global-forwarder.yml 3C 1457174048,
5. BB TR E RIS
a. 1% playbook By name Z &£ {Jy Playbook, LAfE IdM DNS HE I £ EH X 85,

b. 7£ tasks 9/, fFE35589 name Bl Create a DNS global forwarder to 8.8.6.6 and
2001:4860:4860::8800,

c. 7t ipadnsconfig 84 #J forwarders #4 :
i. fE— ip_address [HRE N NEFE KL 238 IPv4 it : 8.8.6.6,
ii. FFE /" ip_address [EENERHF 4 251 IPv6 il - 2001:4860:4860::8800,
iii. 351k port [H#IXE S 53,

d. ¥ forward_policy i} first,
X F LRI EIE ST B Ansible playbook ST -

- name: Playbook to establish a global forwarder in [IdM DNS
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Create a DNS global forwarder to 8.8.6.6 and 2001:4860:4860::8800
ipadnsconfig:
forwarders:
- ip_address: 8.8.6.6
- ip_address: 2001:4860:4860::8800
port: 53
forward_policy: first
allow_sync_ptr: true

6. RIFIZXH

7. 1517 playbook:

2
$ ansible-playbook --vault-password-file=password_file -v -i inventory.file establish-global-
forwarder.ymi

Hth BHR

e %55 /usr/share/doc/ansible-freeipa/ B3k ##) README-dnsconfig.md {4,

6.8. {#FH ANSIBLE #4{% IDM #7151 DNS £B#5 4 25

REBLUTRAR, M Ansible playbook ffifr DNS £ B 4 283 1F |dM H#F{E, ETHIF, |dM BEAMAKR
1£ DNS RSS2 EE— N E IPv4 ity 7.7.9.9, IP v6 Hilik ) 2001:db8::1:0, %O 53 #J DNS global
forwarder,

FoRFM
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o MEEET Ansible T KR UTEXK :
o &{FF Ansible fRA 2.14 B E IR A
o fRBETE Ansible #%I25 E&4E T ansible-freeipa ¥4,

o RBURETE ~/MyPlaybooks/ B, EEQIETHA IdM RS 2B LR EE & (FQDN)
B9 Ansible J& 534,

o RAIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o Bir R (XZHIT ansible-freeipa R T =) Z IdM B —E 2, RIEN 1AM E/ im. R
FHENEIR,

o IANE |dM BIE B,

1. # A /usr/share/doc/ansible-freeipa/playbooks/dnsconfig B % :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

2. STFE RS, Fiafk [ipaserver] B3O A TIRERER IAM iRSS525. B0, EHER Ansible
Bici& server.idm.example.com, 155 :

[ipaserver]
server.idm.example.com

3. £l forwarders-absent.yml Ansible playbook X4, 40 :

I $ cp forwarders-absent.yml ensure-presence-of-a-global-forwarder.yml

4. ¥TFF ensure-presence-of-a-global-forwarder.yml 32457174k,
5. B XBU T LR
a. 1% playbook By name Z &y Playbook, LUfifR IdM DNS hEHEEFEHK LS.

b. 1E tasks 9, JF£55 name ELH Ensure the presence of a DNS global forwarder
to 7.7.9.9 and 2001:db8::1:0 on port 53,

c. 7t ipadnsconfig 84 #J forwarders #4 :
i. f¥E— ip_address [EFE N NE B & 271 IPv4 itk : 7.7.9.9,
ii. fHEZA ip_address [EENNLEE A 21 IPv6 ik : 2001:db8::1:0,
iii. 351 port [H#IXE S 53,

d. ¥ state %} present,
X F Y RIREI ST B Ansible playbook ST -

- name: Playbook to ensure the presence of a global forwarder in IdM DNS
hosts: ipaserver
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vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure the presence of a DNS global forwarder to 7.7.9.9 and 2001:db8::1:0 on port
53
ipadnsconfig:
forwarders:
- ip_address: 7.7.9.9
- ip_address: 2001:db8::1:0
port: 53
state: present

6. RIFIZXH

7. 3517 playbook :
$ ansible-playbook --vault-password-file=password_file -v -i inventory.file ensure-presence-
of-a-global-forwarder.ymi
Hth 5

e %55 /usr/share/doc/ansible-freeipa/ B3k " #) README-dnsconfig.md {4,

6.9. {&/H ANSIBLE #&{% IDM #3% 45 DNS £ 1% %4 25
RIBLUTRRE, £ Ansible playbook #fifR DNS £F#% 4 231F |dM RAEE, ELUTRARERREH, |dM

EEAMREIRD 53 LEBEIHKMML(IP)v4 it 8.8.6.6 #1 IP v6 Hitiky 2001:4860:4860::8800 K
DNS £/ 4 2%,

SeRFMH
o WBEEE T Ansible #HIT RLLUHEUTEK :
o MRfEF Ansible fR7A 2.14 HESRAE.
o fRB1E Ansible ##I25 E&4X T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ B, EEMIETHA IdM RS 2R LREE A (FQDN)
B Ansible ;5 .15,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa R T =) 2 IdM B —E 2, RIEN 1AM E/ im. R
FHENEIR,

o TENE |dM BIE M B,

L

1. 77 A /usr/share/doc/ansible-freeipa/playbooks/dnsconfig B % :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig
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2. FIFE RS, FHHAR [ipaserver] S0 H5IH TIRERER 1AM R%S35. Hla0, E1E57R Ansible
Bici& server.idm.example.com, 155 :

[ipaserver]
server.idm.example.com

3. £l forwarders-absent.yml Ansible playbook X {4, 40 :
I $ cp forwarders-absent.yml ensure-absence-of-a-global-forwarder.ymi

4. #TFF ensure-absence-of-a-global-forwarder.yml 3 {4/ 1745k,
5. BITIXBU T ER IR
. f% playbook BJ name ZZEE Xy Playbook, LUfifR IdM DNS B £ R A%

Q

b. 7f tasks %4>, 1HEZ5H) name 24 Ensure the absence of a DNS global forwarder to
8.8.6.6 and 2001:4860:4860::8800 on port 53,

(@]

. 7t ipadnsconfig 85 #) forwarders &34 :
i. f#E— ip_address [HRE N NE B KL 258 IPv4 Hbilt : 8.8.6.6,
ii. FFE " ip_address [EENERHF 4 251 IPv6 il : 2001:4860:4860::8800,
iii. 351 port [H#IXE S 53,

. ¥ action ZZE X &N member,

o

0]

. J0iE state #1% &7 absent,

X F LRGN E ST B Ansible playbook ST -

- name: Playbook to ensure the absence of a global forwarder in [dM DNS
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure the absence of a DNS global forwarder to 8.8.6.6 and
2001:4860:4860::8800 on port 53
ipadnsconfig:
forwarders:
- ip_address: 8.8.6.6
- ip_address: 2001:4860:4860::8800
port: 53
action: member
state: absent

BF

INRIKIVIE playbook Hf f state: absent 1%£171, TMAfEFA action: member,
playbook &5,
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6. REFXTXH

7. 1517 playbook:
$ ansible-playbook --vault-password-file=password_file -v -i inventory.file ensure-absence-of-
a-global-forwarder.ymi
Hith BTR

e /usr/share/doc/ansible-freeipa/ B 5k ##J README-dnsconfig.md 3 {4

® ipadnsconfig ansible-freeipa #&FH] action: member %L1

6.10. {31/ ANSIBLE #f4{% DNS £ 35 & 251t IDM k22

REBLUFRE, A Ansible playbook #{# DNS Global Forwarders 1 |dM F#Z2H, £ TR
B, |dM BEARERNEBE A SRIEL L RIBZE S none, XGENEZERALBHE LR,

SeRFM
o WBEE T Ansible #HIT RLLUHEMUTEK :
o MR Ansible fR7A 2.14 HESRAE.
o fRB1E Ansible %85 £ &4E T ansible-freeipa ¥4,

o RIRETE ~/MyPlaybooks/ BExH, EEQIETHA IdM RS 2R LR EEZ(FQDN)
B Ansible ;& .14,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa R T =) Z IdM B —E 2, RIEH 1AM E/ im. R
FHENEIR,

o fRANE |dM B G B,
e
1. 7# A /usr/share/doc/ansible-freeipa/playbooks/dnsconfig B % :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

2. FIFB RS, FHHAR [ipaserver] S0 HFIH TIRERER 1AM R%S35. B0, E1E57R Ansible
Bt i& server.idm.example.com, 15HiA :

I [ipaserver]

server.idm.example.com

3. IiF disable-global-forwarders.yml Ansible playbook X#HIRE, ZX#HERKEEB WERAME
DNS /% % 28, Hl40

$ cat disable-global-forwarders.yml

- name: Playbook to disable global DNS forwarders
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hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Disable global forwarders.
ipadnsconfig:
forward_policy: none

4. 3217 playbook:

2
$ ansible-playbook --vault-password-file=password_file -v -i inventory.file disable-global-
forwarders.ymi

Hth B
e %55 /usr/share/doc/ansible-freeipa/ B3k " #) README-dnsconfig.md {4,

6.11. {F§ ANSIBLE 7&{% IDM ®727f DNS #4 4 X 15

RIBLUTRAE, #H Ansible playbook #fR DNS #4 KIFTE |dM FfFfE, FELATRAGIAF, 1dM B
{5 example.com #J DNS #5 % RIZ1E R A Internet P (IP)H kA9 DNS RS5%5, Hbit’y 8.8.8.8.

SeRFM
o WBEE T Ansible #HIT RLLUHEUTEK :
o MR Ansible fR7A 2.14 HESRAE.
o fRB1E Ansible #%I85 £&4X T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BExF, EELMIETHA IdM RS 2R LR EE A (FQDN)
B Ansible ;5. XX 14,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa R T =) Z IdM B —E 2, RIEH 1AM E/ im. R
FHENEIR,

o EKKE |dM B A B,
SR
1. # A /usr/share/doc/ansible-freeipa/playbooks/dnsconfig B % :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

2. FIFB RS, FHHAR [ipaserver] S0 HFIH TIRERER 1AM RSS35. Hla0, E1E57R Ansible
Bt i& server.idm.example.com, 15HiA :

[ipaserver]
server.idm.example.com

3. £l forwarders-absent.yml Ansible playbook X {4, 40 :
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I $ cp forwarders-absent.yml ensure-presence-forwardzone.yml

4. #TFF ensure-presence-forwardzone.yml XX {44745,
5. BITIXBU T ERIFEESH
a. J¥ playbook B name ZZ£%E N Playbook, LLUfaifR IdM DNS fh#F{f dnsforwardzone,

b. 7£ tasks 4/, f$E3589 name Ely Ensure presence of a dnsforwardzone for
example.com to 8.8.8.8.

c. 7f tasks Zi 7, ¥ ipadnsconfig i7l B ipadnsforwardzone,
d. 7f ipadnsforwardzone %f4) :
i. 7Ni0 ipaadmin_password £, FFEEIXENEH IdM EIE A EY,
ii. 700 name &, FIHFEIXES example.com,
iii. 1£ forwarders Z34 :
A. Mk ip_address #1 port 1T,
B. MBI EELEHEE X DNS ARS5 8507 IP ik SREEIREL & 915K -

I -8.8.8.8

iv. 70 forwardpolicy £ &, FFEXN first,
v. 710 skip_overlap_check Z&, FIFHKEN true,
vi. ¥ state ZZEH XN present,

X F HRTREIE T B Ansible playbook U4 :

- name: Playbook to ensure the presence of a dnsforwardzone in IdM DNS
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure the presence of a dnsforwardzone for example.com to 8.8.8.8
ipadnsforwardzone:

ipaadmin_password: "{{ ipaadmin_password }}"

name: example.com

forwarders:

-8.8.8.8

forwardpolicy: first

skip_overlap_check: true

state: present

6. REFXTXMH

7. 1517 playbook:
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$ ansible-playbook --vault-password-file=password_file -v -i inventory.file ensure-presence-
forwardzone.yml

Hith BHR

e 1554 /usr/share/doc/ansible-freeipa/ B % #) README-dnsforwardzone.md 34,

6.12. {3 ANSIBLE #fi{% DNS % &% X15 7£ IDM B SN LK 25

BREBLIT R, {#M Ansible playbook #faff IdM H 4 DNS Forward Zone % NME 4 288, £ TR
B, |dM EHE 5 #BR example.com BJ DNS 5% K% 4 F 8.8.8.8 7l 4.4.4.4,

FRFM

£

REEE T Ansible #2517 RLUHRBLATEX :
o &{FF Ansible fRA 2.14 SHEEIRA
o fRBE1E Ansible ##I85 £&4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BExF, EELIETHA IdM RS 2R LR EEZ(FQDN)
B Ansible J& 534,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o Bir R (XZHIT ansible-freeipa R T =) 2 IdM B —E 2, RIEH 1AM E im R

SR A,

pSSIPERTC [\ =$=nE N TR

. 1# A /usr/share/doc/ansible-freeipa/playbooks/dnsconfig Bk :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

. FIFE R, FHiAR [ipaserver] ERo A 5IH TIERERERN 1AM RS 25, B0, EI57R Ansible

ECi& server.idm.example.com, i5HiA :

[ipaserver]
server.idm.example.com

. Bl forwarders-absent.yml Ansible playbook /4. 40 :

I $ cp forwarders-absent.yml ensure-presence-multiple-forwarders.yml

. $TFF ensure-presence-multiple-forwarders.yml X435 17504,

BB TR M

a. J¥ playbook #J name ZZ2E N Playbook, LUfafR IdM DNS §1# dnsforwardzone H175
EZSNHELER.
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b. 7£ tasks TR, E{ES5H) name tXH Ensure presence of 8.8.8.8 and 4.4.4.4 forwarders
in dnsforwardzone for example.com,

c. 7f tasks Z8 7, J¥ ipadnsconfig i7lE X/ ipadnsforwardzone,
d. 7f ipadnsforwardzone %f 4 :
i. Ni0 ipaadmin_password €, FFEEIXENEH IdM BEIE A EY,
ii. 00 name &, FIHFBEIXES example.com,
iii. 1£ forwarders Z34%) :

A. Mk ip_address #1 port 1T,

B. RNINEERIER DNS fRS52309 P ik 7771E, FERIERII—MMEXIZ -
-8.8.8.8
-444.4
iv. f¥ state LEHE KN present,

X F HRTREIE T B Ansible playbook U4 :

- name: name: Playbook to ensure the presence of multiple forwarders in a dnsforwardzone
in IdM DNS
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure presence of 8.8.8.8 and 4.4.4.4 forwarders in dnsforwardzone for
example.com
ipadnsforwardzone:
ipaadmin_password: "{{ ipaadmin_password }}"
name: example.com
forwarders:
-8.8.8.8
-4444
state: present

6. REFXTXH

7. 1517 playbook:
$ ansible-playbook --vault-password-file=password_file -v -i inventory.file ensure-presence-
multiple-forwarders.yml
H it 5

e 155 /usr/share/doc/ansible-freeipa/ B % #) README-dnsforwardzone.md 34,

6.13. & /3 ANSIBLE 71 IDM  DNS FORWARD [X ig#% 22 F
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%5 6 = £ IDM th'&EH DNS %

REBLUFRAE, A Ansible playbook #{® DNS Forward Zone £ |dM R #Z2H, EUTRAIG, M &
12 5118/ example.com # DNS % K B2,

FRFM

£

REEE T Ansible #2617 LUK B LA TEXK :
o &{FF Ansible fRA 2.14 B EIRA
o fRBETE Ansible %85 £ &4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ B, EEMIETHA IdM RS 2R LR EEZ(FQDN)
B9 Ansible J& 53,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o Bir R (XZHIT ansible-freeipa R T =) 2 IdM B —E 2, RIEH 1AM E im R

S AR,

1ERNE IdM B 5 B,

. 1 A /usr/share/doc/ansible-freeipa/playbooks/dnsconfig Bk :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

. FIFE R, FHiAR [ipaserver] Eio A 5IH TIERERERN IAM RSS2, B0, EI57R Ansible

ECi& server.idm.example.com, iEHiA :

[ipaserver]
server.idm.example.com

. Bl forwarders-absent.yml Ansible playbook /4. 40 :

I $ cp forwarders-absent.yml ensure-disabled-forwardzone.yml

. $TFF ensure-disabled-forwardzone.yml XX #1754,

BB TR M

a. J¥ playbook B name ZZ£ &l Playbook, LAfifR IdM DNS hEHT
dnsforwardzone,

b. 1E tasks WifR, JF{E5589 name 2/ Ensure a dnsforwardzone for example.com is
disabled,

c. 7f tasks Zi 7, ¥ ipadnsconfig i7l B X ipadnsforwardzone,

d. 7f ipadnsforwardzone %f4) :
i. 7Ni0 ipaadmin_password €, FFEEIXE NG IdM BEIE A B,
ii. 00 name &, FIHFBIXES example.com,

ii. fHEREEA forwarders 24
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iv. ¥ state FEH KN disabled,

X F LRGN ESUT B Ansible playbook ST

- name: Playbook to ensure a dnsforwardzone is disabled in [dM DNS
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure a dnsforwardzone for example.com is disabled
ipadnsforwardzone:
ipaadmin_password: "{{ ipaadmin_password }}"
name: example.com
state: disabled

6. REFXDXMH

7. 3517 playbook:
$ ansible-playbook --vault-password-file=password_file -v -i inventory.file ensure-disabled-
forwardzone.yml
Hth B

e 155 /usr/share/doc/ansible-freeipa/ B % #) README-dnsforwardzone.md 34,

6.14. {1/ ANSIBLE #{% IDM 7% %5 DNS 54 X5

REBLUTRAR, (M Ansible playbook ffR DNS %4 XKIH7E IdM R ARFE, ELATRAIF, 1dM EE R
#8{R example.com %% DNS ¥ % X,

SeRFMH
o WBEEE T Ansible #HIT RLUHEMUTEK :
o MR Ansible fR7A 2.14 HESRAE.
o fRBE1E Ansible %25 £ &L T ansible-freeipa ¥4,

o RPMRETE ~/MyPlaybooks/ BXr, EBOIETHA IdM RS 23T LR EE A (FQDN)
B Ansible j& ¥ 3014,

o RIEBRZE secret.yml Ansible vault 77 T ipaadmin_password.

o BiIr R (XZHIT ansible-freeipa #HHRH T =) 2 IdM B —E 2, RIEH 1AM E/ im R
FHENEIR,

o IENE |dM BIE B,

1. 7# A /usr/share/doc/ansible-freeipa/playbooks/dnsconfig E % :
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%5 6 = £ IDM th'&EH DNS %

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

2. ITFE RS, Fifk [ipaserver] SO A TIRERER IAM iRSS525. B0, E#ER Ansible
Bici& server.idm.example.com, 155 :

[ipaserver]
server.idm.example.com

3. £l forwarders-absent.yml Ansible playbook X4, 40 :

I $ cp forwarders-absent.yml ensure-absence-forwardzone.yml

4. ¥TF ensure-absence-forwardzone.yml {44744,
5. BITIXBU T ER IR :

a. J¥ playbook B name ZZE£ &l Playbook, LUfifR IdM DNS AR{EFE
dnsforwardzone,

b. 7t tasks M7, 3E{ESHY name Sl Ensure the absence of a dnsforwardzone for
example.com,

c. 7f tasks Zi 7, ¥ ipadnsconfig i7l B X ipadnsforwardzone,
d. 7f ipadnsforwardzone %f4) :
i. 7Ni0 ipaadmin_password £, FFEEIXENEH IdM EIE A B,
ii. 00 name &, FIHFEIXES example.com,
iii. MIFREEA forwarders Z845.
iv. ff state CE2/RE ) absent,

X F LRGN E ST B Ansible playbook ST -

- name: Playbook to ensure the absence of a dnsforwardzone in IdM DNS
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure the absence of a dnsforwardzone for example.com
ipadnsforwardzone:
ipaadmin_password: "{{ ipaadmin_password }}"
name: example.com
state: absent

6. REFXDTXMH

7. 1217 playbook:

2
$ ansible-playbook --vault-password-file=password_file -v -i inventory.file ensure-absence-
forwardzone.yml
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Hth B

e 155 /usr/share/doc/ansible-freeipa/ B % #) README-dnsforwardzone.md X4,

68



% 7%= &1 IDM i DNS g%

%7 %= E1F IDM F 8y DNS it 3

AREIER T A0 7E Identity Management(IdM)HRETE DNS i85, 4B IdM BEEH, A LTE IdM B
0. {ESKAMIBR DNS iER, AZESELUTES -

e |dM H#) DNS i3k

e M IdM Web Ul 70 DNS HRiC%

e M IdM CLI ZA0 DNS BHiRif

e &M ipa dnsrecord-add 1%

o k& IdM Web UI Hr#) DNS i 5%

o k& IdM Web Ul FRE9ZEA DNS 10 5%

o JitIF& IdM CLI A9 DNS 05

FRFH

o ZRIdM BB I EZ—NEMEI DNS RSS2, A RUMMBERALEHK DNS 5 IdM BIiElE, IHEFU
THEEZ — -

o T |dM iRS5%s : FEREREI DNS, £/ CA ¥EN root CA,
o LXE |dM RS 2: : RS DNS, #E8 CA £ root CA,

7.1.1DM ##J DNS i3k
BHEB(IIMZHFITFZ A DNS iERKER, LUITEHMEMEEN™AI

—4

iz%im&%u IPv4 i B EABRET, ACEBIDREHE2—1NENS, 1 www, AiCFHE IP bl
—/N IPv4 ik, 40 192.0.2.1,

*ﬁ‘?& AILEMEZER, 1ESH RFC 1035,

AAAA

XEENAHM IPVE it EAMES, AAAA IDRIIEREMR2—1NENS, 10 www, IP bl H2—
/N IPv6 Hetlk, #02001:DB8::1111,
BX AAAAILEHELZER, BB RFC 3596,

SRV

AR (SRV) FiFi RIS AR 55 2 BRI B IR 0 Z 5 E AR 55 HUAR 558589 DNS &#, a0, tbicxkEE AL
9K LDAP BRBIBR S5 BR ST B B B B RIAR S5 25,

SRV it sEMIC R B &N _service._protocol, 1 _ldap._tcp. SRV it kMR E LIS IE 5.
WE. wmOSHBETRSHENSE.

AKX SRV IIKMEZER, 155W RFC 2782,

PTR
S5HEF(PTR)ZINR A DNS T F, ©IF IP #itk st Bl 4,
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IPv4 it BIFR A K [@ DNS & # &R @ 1L in-addr.arpa. B E X MREEZE, RAM
WRAALTERR, SEH P i8R, ©HINT in-addr.arpa. 3, 0, %
» FAML I 192.0.2.0/24, kAKX 2.0.192.in-addr.arpa.

PTR Bl KRB FRATIZ RFC 1035 g EMIT AR, ©FE RFC 2317 #1 RFC 3596 ¥ B, 4
ENTREE NEH O BIL RN ENISEEN B,

; pa sy
TR IPV6 it AR B R AKX, B .ip6.arpa. Hirh#IXis, H% IPve RAKMWES
’ [E8, HBM RFC 3596,

NI DNS BHRICEE, HEIRBRZIUREEAANEE, #, CNAME IERBE—1ENR, MAILC
FNEE—IP #il, 7 1dM Web Ul H1, BAFRINFICKNREFERSBEH, URRYEIATIEIDE
REPTEEIE,

7.2. 7£ IDM WEB Ul #7510 DNS 5R155%

BRBUTHREEZHDEE(IM) Web Ul ERI0 DNS ¥HRIC R,

FRFH

o REFIN DNS if kM) DNS RIBFEF A IdM B, BX7TE IdM DNS 8|8 DNS X5,
HSE |dM FEIE DNS Xig,

o LlIdM B BPER,

TR
1. £ IdM Web Ul A1, = Network Services - DNS —» DNS Zones.
2. BUREIRIN DNS 0 3H DNS X8,

3. 7t DNS Resource Records &4, = Add Fin#ETics.
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7.1. Zxhngr DNS ¥R F

% 7%= &1 IDM i DNS g%

DNS Resource Records: zone.example.com.
DMS Resource Records Settings

| Q — Refresh || i Deletd | | 4 Add
[l  Record name Record Type Data
O @ NS example.com.
O | dns CNAME dns.example.com.
Showing 1 to 2 of 2 entries.

4. REFELFEQUENIOREE, HESHMFE,
7.2. 78 3 HiH DNS BHRICF
Add DNS Resource Record b 4

Record name *

Record Type

Hostname *

* Required field

Add

Add and Add Another

dns

CNAME

dns.example.com.

Add and Edit | | Cancel

5. R Add LUEIAHTIC T,

7.3. M IDM CLI 7510 DNS R85

BIBLITRAE, @il

FRFH

FITRE(CL)RINEMRELR DNS HIRIE R,

o BEEFMEMERN DNS TR DNS Kisi, HX1E IdM DNS A{ljE DNS Kig#i#E, 155% dM

RHEIE DNS K,

o LlIdM EE G HHBER.
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SR
1. E700 DNS BRI, % E M ipa dnsrecord-add #4545, %6 S BEIXMEE :
I $ ipa dnsrecord-add zone_name record_name --record_type_option=data
T Lo
® zone_name =FICHEINMEIH DNS KIFH &R,
® record_name Z##I DNS FRICKBIIRRRT,

a0, ZE&F hostl By A KB DNS it &R MNE idm.example.com X1, EHiA :

I $ ipa dnsrecord-add idm.example.com host1 --a-rec=192.168.122.123

7.4. Z L IPA DNSRECORD-* 1T
ESHSEIAM)R RN, AR SE L8 DNS VERIDR LR, AL E R T %

A (IPv4)

AAAA (IPv6)
e SRV
e PTR

£ Bash /1, EALLETHIHAESHIES A RIIXPIERE L L1 5&KE, W --option=
{val1,val2,val3},

& 7.1 BRLCRET

-=ttl=number FSH SR RO B &l SERT,
--structured RMTRSA DNS ifk, FLUEHEEREIE ],

xR 7.2, "A" 0k

7.2 Hih by
--a- B A AR A IERIIR, ipa dnsrecord-add
rec=ARECORD idm.example.com host1 --a-

rec=192.168.122.123

ALUGEERYSE P it rBEC R A 105K, ipa dnsrecord-add
idm.example.com "*" --a-

rec=192.168.122.123 [2]
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b2 Fh

--a-ip- HILFIBTE IP ik, FEOIRICEE, BE AILRESN

address=strin %N —-a-rec, B2, EEHAILEN, EH--a-

g rec JEUIHEE A i K HHIE, #H --a-ip-address
IR BT,

[a] XD RGIARERA Ailx, HIP ik’ 19202123,

x 7.3. "AAAA"IC FE TG

--aaaa- BT A AAAA(IPYE)IE SRS AAAA TR,
rec=AAAAREC

ORD

--aaaa-ip- MILKIETE IPv6 Hutt, FEOIEICKNES, #BE AdxE

address=strin BTN --aaaa-rec, {HE, FEEH A IDRE, -
g aaaa-rec LU TFIEE A LK HFIE. FH--a-
ip-address &L EHTE,

5 7.4. "PTR"C R LD

b2/ 7]

--ptr- BB A PTRIDEE PTRICEIIR., YRR E

rec=PTRRECO  DNS ik, 5 ipa dnsrecord-add f5ERKMX

RD EMRWER, SHRMEM DNS ILRHNAETRE. B8
B, ENIP il BATEMLS I IP & E—N
HHIE. BMBIE—NRBIH
server4.idm.example.com N IPv4 Hhiik
192.168.122.4 B9 PTR L%, HZNRAIH
0.0.0.0.0.0.0.0.8.b.d.0.1.0.0.2.ip6.arpa. &1 7 —1
K [E DNS &H. E# server2.example.com B IPv6
RAXE, P itk 2001:DB8:1IT,

--ptr- FE R EENS,
hostname-=stri

ng

K 7.5. "SRV"it FkT

% 7%= &1 IDM i DNS g%

T

ipa dnsrecord-mod
idm.example.com --a-rec
192.168.122.123 --a-ip-
address 192.168.122.124

T

ipa dnsrecord-add
idm.example.com www --
aaaa-rec
2001:db8::1231:5675

ipa dnsrecord-mod
idm.example.com --aaaa-rec
2001:db8::1231:5675 --aaaa-
ip-address
2001:db8::1231:5676

)

ipa dnsrecord-add
122.168.192.in-addr.arpa 4 --
ptr-rec
serverd.idm.example.com.

$ ipa dnsrecord-add
0.0.0.0.0.0.0.0.8.b.d.0.1.0.0.2.i
p6.arpa.1.1.1.0.0.0.0.0.0.0.0.0.
0.0.0 --ptr-rec
server2.idm.example.com.
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b2/

--Strv-
rec=SRVRECORD

--Srv-
priority=number

-=-SIFv-
weight=number

--Srv-
port=number

--Srv-
target=string

Hith

=

i

7]

Wi A SRV LR SRV ik FIK, £

AMERAIH, _Idap._tep E X SRV it
BIAR 55 R BUFNIERE N, --srv-rec LI E
ALK, WE, wmOMBINE. ~AlH

BIME N 515049 (EFH100) , ©

NRERFERFEICTTEEE (UEDT
R .

WEILKBLER. RFSRBEAUEFZD
SRV IE5K, LSS (0 - 65535)Ix B iL+HE
% mEHIE, LESEE. RSVIE
FEAMEIEZHICT,

HEICKINE, XEBTREREER

L5 SRV LRI, HEBNERN R

&% 100, KERFERFFEICKHIBER
(B2 HERT) .

I EREN LR RFSEERO.

EEBIRENES, MREHZER
%5, XA =M= ().

e iz{T ipa dnsrecord-add --help.

7.5. THF& IDM WEB Ul ##J DNS if 5
REBLUTRAR, M 1dM Web Ul IHBR H {2 EEE(IdM)HEI DNS 185K,

FRFH

e LlIdM EE G HHER.

£

T

# ipa dnsrecord-add
idm.example.com _ldap._tcp --srv-
rec="0 51 389
serverl.idm.example.com.”

# ipa dnsrecord-add
server.idm.example.com _ldap._tcp
--srv-rec="1 49 389
server2.idm.example.com.”

# ipa dnsrecord-mod
server.idm.example.com _ldap._tcp
--srv-rec="1 49 389
server2.idm.example.com." --srv-
priority=0

# ipa dnsrecord-mod
server.idm.example.com _ldap._tcp
--srv-rec="0 49 389
server2.idm.example.com." --srv-
weight=60

# ipa dnsrecord-mod
server.idm.example.com _ldap._tcp
--srv-rec="0 60 389
server2.idm.example.com." --srv-
port=636

1. £ IdM Web Ul A1, = Network Services - DNS —» DNS Zones.

2. RIGEMAHER DNS 1IE5KBIX I, 0 example.com,

3. 7£ DNS Resource Records Zf4, = FRICKAIE TR,
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% 7%= &1 IDM i DNS g%

i 7.3. %5 DNS %ic %

DNS Resource Records: zone.example.com.

DNS Resource Records Settings
bearct Q 2 Refresh | TDelete | 4 Add
[l  Record name Record Type Data
O | @ MS example.com.

| | dns CNAME dns.example.com.

Showing 1 to 2 of 2 entries.

4. BIEEMPRADIC KRB RIS EE,
5. Hif Delete,

& 7.4. B DNS FiRic 5%

Standard Record Types
A ] IP Address W Delete 4 Add
AAAA ] IP Address W Delete 4 Add
CNAME [ Hostname W Delete He Add
W  dns.example.com. Edit

FTEIC SRR BB MR, FRICRHEMEERETZ,

Hith BHR

o ESHH 1E |dM Web Ul HhfifIFREES DNS 05

7.6. lE& IDM WEB Ul HEYZE/ DNS iC 3%
REBLUTRE, FREHEZEIIM) Web Ul fiHlBR X 15 A 45 & BHRBIFFE 10 %,

FRFH
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o LlIdM EE G HHRER.

SR
1. £ 1dM Web Ul A1, s Network Services - DNS —» DNS Zones.,
2. RIEZE MR DNS D5k X%, 1 zone.example.com,
3. 1£ DNS Resource Records %843, 1EEEZE BRI TRIC KM ik
4. Hi Delete,

7.5. MB&—A Entire BRI %

[.. N e " B 5 -

DNS Resource Records: zone.example.com.

DNS Resource Records Settings

Q ~ Refresl | | T Delete || 4 Add

[l Record name Record Type Data

] @ NS example.com.

W  dns CNAME dns.example.com.

BAARICKINE BAMBR,

7.7. THB& IDM CLI 9 DNS it 3%
REBLUTRE, MBHEE(JIM) DNS EEMX R DNS i %,

FRFH
e LlIdM EE G HHER.

L

o TMRX ALK, EEA ipa dnsrecord-del €345, fF --recordType-rec EIFILFK(EH—ER
. BUan, EMpR A KEILK

I $ ipa dnsrecord-del example.com www --a-rec 192.0.2.1

NRIRIE R A EMETRIE R Ti217 ipa dnsrecord-del, Z &S RIRTHAR X EMBRITICTH
ER, IR, NS -del-all EIHAMRX MR ERXICTE,

Hth

=5

i

e iZ1T ipa dnsrecord-del --help %,
7.8. HAth BTR
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5 7 2= &1 IDM thig DNS it

o EZ[HEA Ansible BIE |[dM H1AY DNS i 5%
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28 8 = {#/H ANSIBLE &£ IDM #1# DNS i5%

AE L T 20{a#E A Ansible playbook &I Identity Management(IdM)F#) DNS it5%, 7 IdM BEIE
G, fRAILATE IdM HRiisin. BTRFMIER DNS ik, AESELUTERS -

o fEF Ansible #fR IdM H7F1E A Fl AAAA DNS i 5%
e {#HF Ansible #{R |dM F7F1E A #1 PTR DNS 3K
e {#F Ansible #{R IdM FIEIES A DNS 1T

o {Ff Ansible HR IdM FRFIEZ 4 CNAME il

e {HFH Ansible #{R IdM REEFTE SRV idK

8.1. IDM H8Y DNS it 5%
BHEB(IIMZHFITFZ A DNS IERKER, LUTEHMEMEEN™ADI
-4

XEENAHM IPv4 it EAMES, ADRMIEREME2—NENS, 10 www, AifEH IP bk (E
E—/IPv4 Hiik, 40192.0.2.1,
BXAILTEMNEZER, F5 RFC 1035,

AAAA

XEENAHM IPVE it EAMES, AAAA IDRINIEREMR2— 1N ENS, 10 www, IP bl H2—
/N IPv6 fttlk, #02001:DB8::1111,
BX AAAAILEHEZER, B3 RFC 3596,

SRV

ARZ5 (SRV) FiR i 743 AR 55 2 MRBR T BRI Z R E AR S5 HURR 558580 DNS & #R, filan, thicskKEIFLL
KL LDAP B RMIBRSM A R EE EHIAR S 25

SRV it sEMIC R B &N _service._protocol, 1 _ldap._tcp. SRV it kMR E LIS IE 5.
W&, WwAOSHBERRSHENR.

BX SRVILKMESER, HSM RFC 2782,
PTR
BFHCSR(PTR)ARINR A DNS 1055, ©fF IP il B s B4,
A=
IPv4 it BIFR A K [ DNS & # &k {# 1L in-addr.arpa. BHE X MREEE, RAM

WRAAERTIEHR, SEHIP T 2EKR, SMINT in-addr.arpa. 15, Fla0, %
FARMZ M 192.0.2.0/24, RFAIXIFH 2.0.192.in-addr.arpa.

N

TN

PTR Bl K& FRATIZ RFC 1035 g EMIMAERI, ©FE RFC 2317 #1 RFC 3596 ¥ B, 4
ENT R EE NEH G BIL RN ENISEEN B,

78


http://tools.ietf.org/html/rfc1035
http://tools.ietf.org/html/rfc3596
http://tools.ietf.org/html/rfc2782
http://tools.ietf.org/html/rfc1035#section-3.5
http://tools.ietf.org/html/rfc2317
https://tools.ietf.org/html/rfc3596#section-2.5

%5 8 %= {81/ ANSIBLE & IDM B DNS it 5

5 R IPv6 HhitFR B R MK i, BD .ip6.arpa. SiFIKiE, A% IPv6 RARKMES
y 58, 1HS RFC 3596,

P2

N0 DNS BRICKE, HEERZIUEEERNENEIE, Fl0, CNAME L RXFE—NENSR, MAIL
FFE—IP ik, 7 1dMWeb Ul B, BAFRMFICKHUREFERSBIEH, URBYRIFTLICTE
REVRREE ROELIE,
8.2. &l IPA DNSRECORD-* 1577

o A(IPv4)

e AAAA (IPv6)

e SRV

e PTR

7 Bash #, B LIBHIIHAFESARESORIIKRPBIERE LE 1 5%E, 1 --option=
{vali,val2,val3},

5 8.1 EHLIC F kT

b7 2/ Hk
-=ttl=number FSE SR RO B &l SER,
--structured RMTREA DNS ifF, FHLEHEEREIE],

K 8.2."A" i FEI

b7/ sih zh
--a- B A A DR A IERIIR, ipa dnsrecord-add
rec=ARECORD idm.example.com host1 --a-

rec=192.168.122.123

AILUCEERYSE P it rBE R A 105K, ipa dnsrecord-add
idm.example.com "*" --a-

rec=192.168.122.123 [2]

--a-ip- MILKIETE IP Hotk, 7EOIEICKNES, #8%E ACK{ER  ipa dnsrecord-mod

address=strin &I --a-rec, BE, FEEHRA LK, FH--a- idm.example.com --a-rec

g rec IS E A LRI YA, #MH --a-ip-address  192.168.122.123 --a-ip-
IR ERTE, address 192.168.122.124

[a] XD RBIARBRR Ailx, HIP ik’ 19202123,
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x 8.3. "AAAA"ITF LT

PETT Hizh by

--aaaa- B AN AAAA(IPVE)IE K ER AAAA 8K FIER, ipa dnsrecord-add
rec=AAAAREC idm.example.com www --
ORD aaaa-rec

2001:db8::1231:5675

--aaaa-ip- NILKIETE IPv6 Hhdt, OIS, #E Aidx{E ipa dnsrecord-mod

address=strin  H9%17 ) --aaaa-rec, B2, TEEN A LR, - idm.example.com --aaaa-rec

g aaaa-rec LA TIEE A LM HFIE, £EH--a- 2001:db8::1231:5675 --aaaa-
ip-address EIX B E. ip-address

2001:db8::1231:5676

7 8.4. "PTR"C KL

b7/ 7713 T

--ptr- B A PTRICES PTRICEIIR, HHRNKRE ipa dnsrecord-add
rec=PTRRECO  DNSIZEMHf, 5 ipa dnsrecord-add & &fEAKKX  122.168.192.in-addr.arpa 4 --
RD EMRWER, SHRMEM DNS ILRWAERR, B  ptr-rec

®, I IP kR EML R IP titM&E—1/\  serverd.idm.example.com.
HEIE, AMBIE DB

serverd.idm.example.com 710 IPv4 ik $ ipa dnsrecord-add
192:168.122.4 8 PTRILK, H=1fl7 0.0.0.0.0.0.0.0.8.b.d.0.1.0.0.2.i
0.0.0.0.0.0.0.0.8.b.d.0.1.0.0.2.ip6.arpa. wmT = p6.arpa.1 .1.1.0.0.0.0.0.0.0.0.0.
KA DNS B, E# server2.example.com K IPv6

X 0.0.0 --ptr-rec
KREXiE, P it 2001:DBS8:1111,

server2.idm.example.com.

--ptr- INE R EENS.
hostname-=stri
ng

x 8.5. "SRV"i0 3k
b2 b e

--Srv- WIS A SRV IDEEL SRV ilkFIR, £ # ipa dnsrecord-add
rec=SRVRECORD AMERAIH, _Idap._tcp X SRVidsEk  idm.example.com _ldap._tcp --srv-
BIBR S5 X BUFNERE VI, --srv-rec i ETE  rec="0 51 389
MAEHEN, WNE, wmOMBIRE. ~AlHh serveri.idm.example.com."
BIFEE N 5170 49 (EANH100) , B
IRRERFEICTIATREE (LLE2H

' # ipa dnsrecord-add
=T .

server.idm.example.com _ldap._tcp
--srv-rec="1 49 389
server2.idm.example.com.”
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--Srv- WEILKMLEN, RFEEFRAUESD # ipa dnsrecord-mod
priority=number SRV il3K. L% (0 -65535)%EILxHEE  server.idm.example.com _ldap._tcp
% WEEE, Mefds. RSYIE --srv-rec="1 49 389

SFERLESREMILTE, server2.idm.example.com." --srv-
priority=0
--Srv- HEILRINE, XEMTFREEEHER # ipa dnsrecord-mod
weight=number SR SRV ILF/F. KEMINERNAR  server.idm.example.com _ldap._tcp
&% 100, KRERREICTKHBIE --srv-rec="0 49 389
(LLBEZERT) server2.idm.example.com." --srv-
weight=60
--Srv- JBREN LR BRI ER D, # ipa dnsrecord-mod
port=number server.idm.example.com _ldap._tcp

--srv-rec="0 60 389
server2.idm.example.com." --srv-

port=636
--Srv- BE B ENMIEA, RS RER
target=string %, MEXA L2 —Na8R().
HibFiR

e iz{T ipa dnsrecord-add --help.

8.3. {#/ ANSIBLE #{X IDM #7£7E A #1 AAAA DNS it %

RIBLUTRTE, M Ansible playbook FEREFE IdM EHLET A # AAAA D REE, EUTRERFERN
A, |dM B H TR TE idm.example.com DNS K1 777E hostl 9 A 1 AAAA it 3%,

FeREH
o RBHEE T Ansible #HIT R LUHRBUTEK :
o R{#F Ansible kA 2.14 HESARA,

o fRB1E Ansible ##I85 £Z&4E T ansible-freeipa ¥4,

o RBURETE ~/MyPlaybooks/ BExH, EEMIETHA IdM IR 2B LR EEZ(FQDN)
B Ansible ;5. XX 14,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o Bir R (XZHIT ansible-freeipa BRI T =) 2 IdM B —E 2, RIEH 1AM E/ im R
FHENEIR,

o IENE |dM BIE B,

e idm.example.com Kigi#Z1E, H I|dM DNS &I, HX7E IdM DNS HifinE DNS REHE %S
B, EBHEA Ansible playbook B |dM DNS K1 ,
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L2

1. # A /usr/share/doc/ansible-freeipa/playbooks/dnsrecord B 3% :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsrecord

2. STHERGE R, HRFREEREN M RS 2:5TE [ipaserver] 2843, 140, E#57R Ansible

Bc & server.idm.example.com, 1EHIA :

[ipaserver]
server.idm.example.com

3. £l ensure-A-and-AAAA-records-are-present.yml Ansible playbook /4. 40 :

$ cp ensure-A-and-AAAA-records-are-present.yml ensure-A-and-AAAA-records-are-
present-copy.yml

4. ¥TFF ensure-A-and-AAAA-records-are-present-copy.yml {475
5. @it 1E ipadnsrecord task EB o AIZELL T 2 £ REBL I -

e ¥ ipaadmin_password ZEIXE N IdM EE A B,

e ¥ zone_name ZL'Ei% & idm.example.com,

e 7 records L&, ¥ name ZEIXEN hostl, ¥ a_ip_address LEIXE W
192.168.122.123,

e 7 records FEMH, I name ZFEi%EJ hostl, 3I¥ aaaa_ip_address ZEXEN 1,
X2 HAIRBIE A Ansible playbook X4 :

- name: Ensure A and AAAA records are present
hosts: ipaserver
become: true
gather_facts: false

tasks:
# Ensure A and AAAA records are present
- name: Ensure that 'host1' has A and AAAA records.
ipadnsrecord:
ipaadmin_password: "{{ ipaadmin_password }}"
zone_name: idm.example.com
records:
- name: host1
a_ip_address: 192.168.122.123
- name: host1
aaaa_ip_address: :1

6. REFXNXMH

7. 1517 playbook:

$ ansible-playbook --vault-password-file=zpassword_file -v -i inventory.file ensure-A-
and-AAAA-records-are-present-copy.yml
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Hith BT
o ESH IdM B DNS 1t
o 557 /usr/share/doc/ansible-freeipa/ B % # ¥ README-dnsrecord.md 34,

e i5&[4 /usr/share/doc/ansible-freeipa/playbooks/dnsrecord B 3% H ] Ansible playbook 7=
i,

8.4. {#iFd ANSIBLE 7&{% IDM 71 A #1 PTR DNS i3

RIBLUTORTE, M Ansible playbook FREFE 1M EHM A LXK EE, BEEWNM PTRICTE, EU
TRERFERIRAIGR, |dM B 5 AR idm.example.com XKigdhA P #iiky 192.168.122.45 #
host1 B A #1 PTR i %,

SeRFMH
o WBEE T Ansible #HIT RLLUHEMUTEK :
o MR Ansible fR7A 2.14 HESRAE.
o fRBTE Ansible ##I25 £ &4E T ansible-freeipa ¥4,

o RIRETE ~/MyPlaybooks/ BxF, EEGIETHA IdM RS 2R LREE A (FQDN)
B Ansible ;5 .14,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o Bir R (XZHIT ansible-freeipa R T =) 2 IdM B —E 2, RIEH 1AM E im R
FHENEIR,

o TENE |dM BIE B,

e idm.example.com DNS X777, 3H IdM DNS &, B*7E IdM DNS FRINE DNS K8
BZER, 1ESHER Ansible playbook B2 |dM DNS X1

SR
1. # A /usr/share/doc/ansible-freeipa/playbooks/dnsrecord B 3% :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsrecord

2. ITFERGE R, HRFREEREN M RS 2:5ITE [ipaserver] 2843, 10, ZE#57R Ansible

BCi& server.idm.example.com, EHiA :

[ipaserver]
server.idm.example.com

3. £l ensure-dnsrecord-with-reverse-is-present.yml Ansible playbook X, %0 :

$ cp ensure-dnsrecord-with-reverse-is-present.yml ensure-dnsrecord-with-reverse-is-
present-copy.yml

4. {TF ensure-dnsrecord-with-reverse-is-present-copy.yml X4 1755
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5. @it 1E ipadnsrecord task EB 4 AIZELL T4 £ REBL I -
e ¥ ipaadmin_password LEIXE N IdM EE A B,

o f name ZEIXE N hostl,

e ¥ zone_name ZL'Ei% & idm.example.com,
e ¥ ip_address L EiX{EN 192.168.122.45,
. H create_reverse 2B} true,
X2 BRI AENE Ansible playbook ST :
- name: Ensure DNS Record is present.
hosts: ipaserver
become: true
gather_facts: false
tasks:
# Ensure that dns record is present
- ipadnsrecord:
ipaadmin_password: "{{ ipaadmin_password }}"
name: host1
zone_name: idm.example.com
ip_address: 192.168.122.45
create_reverse: true
state: present
6. RN,

7. 1517 playbook:

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file ensure-
dnsrecord-WIth -reverse-is-present-copy.yml

Heth BT
o ESH IdM B DNS it
e 554 /usr/share/doc/ansible-freeipa/ B %# % README-dnsrecord.md 34,

e i5&[4 /usr/share/doc/ansible-freeipa/playbooks/dnsrecord B % H ] Ansible playbook 7=
i,

8.5. {31 ANSIBLE #4{% IDM R 121£% /> DNS it3%

RIBLUTRRAE, £ Ansible playbook F{R Z MES4FE |dM DNS 1#EXEL, AT RAIH, IdME
B 5 HA4R7E idm.example.com DNS XiiFh7Z1E hostl 9% A 1%,

FRFEH
o RBBEIE T Ansible ¥HITT R LB RBUTEK :
o & Ansible MiRA 2.14 B SR A,
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o fRBETE Ansible ##I25 E&4E T ansible-freeipa ¥4,

o RPHRETE ~/MyPlaybooks/ Bk, EEOIETHA IdM RSS2 LR EEZ(FQDN)
B Ansible ;5. XX 14,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

BirT = (XZH4T ansible-freeipa R R) 2 IdM HE—ERS, REH 1AM B/ 0w R
FHENEIR,

1ERNE |dM B 5 B,

idm.example.com Xi57F7E, H I|dM DNS B, BXTE |dM DNS #7RINE DNS KIFHEZE
B, B3 [HEA Ansible playbook EE IdM DNS X1 ,

i# A /usr/share/doc/ansible-freeipa/playbooks/dnsrecord B3 :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsrecord

2. ITFERGE RS, HRFREEREN M RS 2:5U7E [ipaserver] 2843, 140, E#57R Ansible

Bc & server.idm.example.com, 1EHIA :

[ipaserver]
server.idm.example.com

3. £l ensure-presence-multiple-records.yml Ansible playbook 32, %0 :

$ cp ensure-presence-multiple-records.yml ensure-presence-multiple-records-
copy.yml

4. ¥TFF ensure-presence-multiple-records-copy.yml S {3475

5.

1T 7E ipadnsrecord task EB43 FRiXE LT 48 ERIESIZ X -

¢ ¥ ipaadmin_password LEIXE N IdM EE A&,

1£ records 3, 15 name ZZE2&E Y hostl,

1f records Ef 9, ¥ zone_name ZE X E ) idm.example.com,

1E records iR, ¥ a_rec LEXE N 192.168.122.112, LI 192.168.122.122,

7E records B3 AR E LB ZSKILK ¢

o ¥ name ZEIXEN hostl,

o ¥ zone_name ZL'Ei% & idm.example.com,
o ¥} aaaa_rec TEXEN 1,

EYHRIRAMESE Ansible playbook {4 :

I - name: Test multiple DNS Records are present.
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hosts: ipaserver
become: true
gather_facts: false

tasks:
# Ensure that multiple dns records are present
- ipadnsrecord:
ipaadmin_password: "{{ ipaadmin_password }}"
records:
- name: host1

zone_name: idm.example.com
a_rec: 192.168.122.112
a_rec: 192.168.122.122

- name: host1
zone_name: idm.example.com
aaaa_rec: ::1

6. REFXTXH

7. 3517 playbook:
$ ansible-playbook --vault-password-file=password_file -v -i inventory.file ensure-
presence-multiple-records-copy.yml
HAth B

o ESH IdM B DNS it
e 554 /usr/share/doc/ansible-freeipa/ B %# % README-dnsrecord.md 34,
e i5&[4 /usr/share/doc/ansible-freeipa/playbooks/dnsrecord B 3% H ] Ansible playbook 7=
i,
8.6. [ ANSIBLE #{% IDM F#Z1E% > CNAME iL.3K

Canonical Name i3k (CNAME it3%) 2EERG(DNS)FH—METRICE, aF—NE& (Gl4)
FEH—NBHT FesM) .

M— 1P 21T 2 NREGHS, B gES %I CNAME ICERAERE : fltn, FTPERSH Web RS, & H
EARREOFET,

BREBLUT R, {#M Ansible playbook #{R % 4 CNAME 1€3K7E IdM DNS #E1E, 7ELL TR RAI
#, host03 BXZ HTTP fR$5235#0 FTP AR5 2%, |dM EEEAHAR idm.example.com X1 777E host03
AERE) www 1 ftp CNAME i25%,

SeRFM
o WBEEE T Ansible #HIT RLUHEMUTEX :
o MR Ansible fRA 2.14 HESRAE.
o fRB1E Ansible 85 £ &4E T ansible-freeipa ¥4,

o RIRETE ~/MyPlaybooks/ BExF, EELMIETHA IdM RS 2B LR EE A (FQDN)
B Ansible ;. XX 14,
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o RIEBRZE secret.yml Ansible vault 77 T ipaadmin_password.

Birfim (X247 ansible-freeipa BRI T R) 2 IdM HBI—ES, KM 1AM B/ m. IR
FHENEIR,

pSSIPERTC\ I =$= i N TR

idm.example.com X177, H IdM DNS B, BXTE |dM DNS #7RINE DNS KIFHEZE
B, 1EZHEA Ansible playbook B2 IdM DNS Xig

host03 A 1Lk FE T idm.example.com X5,

i# A /usr/share/doc/ansible-freeipa/playbooks/dnsrecord B3 :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsrecord

TR ERNFE RS, FBREZEERERN IdM RS 235U1E [ipaserver] 234, Bla0, E#ER Ansible

Bic & server.idm.example.com, 1EHIA :

server.idm.example.com

I [ipaserver]

2 #l ensure-CNAME-record-is-present.yml Ansible playbook X, 40 :

I $ cp ensure-CNAME-record-is-present.yml ensure-CNAME-record-is-present-copy.yml

$TFF ensure-CNAME-record-is-present-copy.yml X4 175w,
1T 1E ipadnsrecord task EB43 FRIXE LT 28 ERIESIZ X -
o (di%k) fFH play B name 1289,
e ¥ ipaadmin_password LEIXE N IdM EE A B,
e % zone_name ZE X&) idm.example.com,
e 7f records LEE S, WEBLUTZEHMIE :
o ¥ name ZEXEN www,
o 3 cname_hostname &£ 1%{& host03,
o ¥ name LEIXEN ftp,
o 13 cname_hostname &£ 1% {& 7 host03,

EYHRIRAMESE Ansible playbook {4 :

- name: Ensure that 'www.idm.example.com' and 'ftp.idm.example.com' CNAME records
point to 'host03.idm.example.com'.

hosts: ipaserver

become: true

gather_facts: false
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tasks:
- ipadnsrecord:
ipaadmin_password: "{{ ipaadmin_password }}"
zone_name: idm.example.com
records:
- name: www
cname_hostname: host03
- name: ftp
cname_hostname: host03

6. REFXDXMH

7. 1217 playbook:

2
$ ansible-playbook --vault-password-file=password_file -v -i inventory.file ensure-
CNAME-record-is-present.yml

Heth 5T
e 557 /usr/share/doc/ansible-freeipa/ B %# ¥ README-dnsrecord.md 34,

e i5&[4 /usr/share/doc/ansible-freeipa/playbooks/dnsrecord B 3% H ] Ansible playbook 7=
i,

8.7. {#FH ANSIBLE #4{% IDM R 25 7F1E SRV i %

DNS fR%5 (SRV) IR E IR AT ARG ENS. IwOS. ZHEh (LEEFMINE, 1E dentity
Management(IdM)H, f&BILAER SRV ICKKEAL IdM BR S5 25 F18I A,

REBLITRAE, 8 Ansible playbook &R SRV iC3K7E |dM DNS H7F7E. EUTRAEIH, |dM EEH A
{R1E1E _kerberos._udp.idm.example.com SRV it 3%, H/{E} 10 50 88 idm.example.com, X{Fi% &
LAFE -

o TRARFSHILIEIEE S 10,

o TIERFSHINEXREN 50,

o TIRFSEMFEMAMmOIZEN 88,
SR M
o RBEHEIET Ansible #ZHIT R LUKRBUTEK :
o &R{HF Ansible A& 2.14 B S ARA
o fRBTE Ansible ##I25 £Z&4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BxF, EEMIETHA IdM RS 2B LR EE A (FQDN)
B Ansible ;5 .14,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o Bir R (XZHIT ansible-freeipa R T =) 2 IdM B —E 2, RIEH 1AM E im R
FHENEIR,
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pSSIPERTC\=$= i TR

idm.example.com Xi%7##7E, H IdMDNS &, B X1E |dM DNS #iRINZE DNS RigMEZF
B, B8 EA Ansible playbook &2 |dM DNS X1 ,

i# A /usr/share/doc/ansible-freeipa/playbooks/dnsrecord B3 :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsrecord

. I ERE R, HBREERERN IdM RS 235U1E [ipaserver] E34, Bla0, E#ER Ansible

BCiE server.idm.example.com, 1HHiA :

[ipaserver]
server.idm.example.com

. Bl ensure-SRV-record-is-present.yml Ansible playbook /4. 40 :

I $ cp ensure-SRV-record-is-present.yml ensure-SRV-record-is-present-copy.ymil

. $TFF ensure-SRV-record-is-present-copy.yml X4 175,

. 1L 7E ipadnsrecord task BRI BELL T 2 ERIETBOL M -

e ¥ ipaadmin_password L% & |dM EIE 5 B,
e ¥ name ZEXEN _kerberos._udp.idm.example.com,
e f¥ srv_rec FEXEH "0 50 88 idm.example.com’,

e ¥ zone_name ZE X&) idm.example.com,
X F Y BT R A E ST B Ansible playbook ST :

- name: Test multiple DNS Records are present.
hosts: ipaserver
become: true
gather_facts: false

tasks:

# Ensure a SRV record is present

- ipadnsrecord:
ipaadmin_password: "{{ ipaadmin_password }}"
name: _kerberos._udp.idm.example.com
srv_rec:’10 50 88 idm.example.com’
zone_name: idm.example.com
state: present

6. REFXNXMH.

7. iB1T playbook:
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$ ansible-playbook --vault-password-file=zpassword_file -v -i inventory.file ensure-SRV-
record-is-present.yml

Heth BT
o HS[H IdM Y DNS itk
e 554 /usr/share/doc/ansible-freeipa/ B %# ¥ README-dnsrecord.md 34,

e i5&[ /usr/share/doc/ansible-freeipa/playbooks/dnsrecord B 3% H ] Ansible playbook 7=
il
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%5 9 %= 1£ IDM Fh{EHHSER DNS 414

5% 9 & 7£ IDM &R ISERY DNS 414
1£ Identity Management(IdM)Z& F i ZKIAZEF DNS #1358, LUBRBEMRZ LIRS, Fli0, tnRWTHEiE
#l 7% DNS fRSS 23— D EN, HEHETRESSBERAERAEENS (W demo) K FHEARTE
WAZBIEN, 0 malicious.example.com, 7EXFIERT, A A LLEREEI SR REBIARS 25

AR T A0{RITE 1dM & iR FR E R SR ENE,

9.1 EENEAFAFIRMNAE

KiINBERT, £ ipa-client-install 55 £ MY Identity Management(IdM) & P iH A S 1ERR S5 £ A
FREENS, B0, EVRRSE, B REEE R host/demo.example.com@EXAMPLE.COM A
7= host/demo@EXAMPLE.COM,

BB LU RIRTE Kerberos EARFRINA B, 15TE, ELALATE letc/krb5.conf X4 /5 B EH &I,
3B, FIHEESN T im LIRS AR ERENZIE,

FREFH
o B ZRE |dM & i,
o FHBIEMLHEMHE—H,
TR
1. L admin B/ &% E IdM #1752 500E -
I $ kinit admin
2. EENEEXRDBRMSE, F0, 5 demo 5/&:75INE demo.examle.com A E 1A :

I $ ipa host-add-principal demo.example.com --principal=demo

9.2. & FimBIBR S5 E A5 A EN A BIHSE
RIBLTORIE, 15 i L BB S kR A AL M,
THER, MBEEMIAERSS, 085 ERMENER BRd, WRBEEBIGE,

SoRFM
o RET Identity Management(IdM)& /i,
e Llroot HF &13&XE IdM & i,
o EHBEMLHEM—H,

L2

1. 4% /etc/krb5.conf X4 HH] [libdefaults] #84 # 8 dns_canonicalize_hostname SHXE N
false :

o1
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[libdefaults]

dns_canonicalize_hostname = true

9.3.7E/5 7 DNS E &SR ™5 A ENL LRI E T

INRIZTE /etc/krb5.conf X4EH%E T dns_canonicalize_hostname = true, 1 £& )/ in_EAIIRSS E 148
SR ENEISE FRTR, RS EFPERAENEN, SEMNTLE:

® 7E Identity Management(IdM)ifEH, RAILATERRSS AP ERTEEINE, 0
host/demo.example.com@EXAMPLE.COM,

o TEEA |dMBIEMEA, {B RHEL E#12 Active Directory(AD)ISRIEL 51, NIAHREIH—FHE
&, B AD 525185 (DC)X B3I NEMEI AD BIETIHLAY NetBIOS & FRIIEEARSS E 14,
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