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B TR S BTSRRI R 5, 1ERAT T et e,
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1 ERE Jira UG,
2. TETNER St R Create
3. 7£ Summary FE& AR A R PR AL
4. 1E Description TFEX AR i AfENT BUH IR I, SIESTAYAE K ER 9 B0 Bk,

5. mXTHHEEEREY Create,
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5% 1% IDM 1) VAULTS

AZEPR T Identity Management(IdM)FRBIZE, BNETUTED :

o ERBLE.

e 5Svault REKWAEAE,

o [dM FRIRIER £ MR RHEFIB AR XE vault,

o HETAAMNN IdM e AR AREREM vault,

e vault BB,

o Jf|dM FEIE vault WEKRSBS

o REBYIMEMNM(KRA), XZTE IdM HEMA vaults BIFEREMH .

LLEREMLR

X FHEE—MIBREFFRAEBRBRBEFMEDN Identity Management(IdM)F /7, ER—1NE ANTHEE,
BEMEEM vault, BN IZRBENEREFEFEADN vault,

vault 2(IdM)FHIRSNME, ATFEM. R, HEMIKE secret, secret EREHBRNEIE, BER
RIIEESE, (VEBRBIA SRR LA, Fl0, secret B3E :

o il
® PINs
o 7\ SSH &4
vault SETDERRAAY, SHNEREEL, vault BEERE " ERFITE—NTED, BB

BHEREENEAER. B2, BrEaLUREEBIAE vault, FRERBERERA P HAMERED
iy 1n] B R E AR secret,

|dM AR vaults BB ZF S HEIERELE, "EEEAE. I 1dM BXBRSHITEH
ik,

ldM FER Eth EE R EE -

o vaults REEM vault FREE LK vault FREZEEEFE N vault R F15R, A4, |dM EE Gt
A LA 7] vault,

o MRAFEARBHWHIFPRELE vault, |dM BIEH BTLLAIE vault SR XB VEMAEE,
o AFFIIRSS BT LAM IdM 18 A3 E M BT R AL 85 7 R AEMETE vault A secret,

o —vault REEEE— secret, FlII—1X, B, XHEARBALUEE L secret, W
i3, keytabs SHiE+,



%5 13 IDM ) VAULTS

, Vault (GEB T IdM &4 4F(CLI), TIRAEM IdM Web Ul {5,

1.2.VAULT FiB&E. BOAHMEENR
Identity Management(IdM)A K4 LA vault F 7258 -

Vault FfiE#&H

vault T &R EE B E L EREEBENME =R, B0, vault FREE A LUER vault BIE 1S
IAINETEY vault B L.
BN vault WIEVE—NEE. ERTUESIMEE.

Vault B 5
vault B 5 =2 F P 7[R B 55 — AN FE P SRR 55 0 2 B AR P s AR 55
Vault EE G
Vault BEEEGAXFIA vaults EERZRHI G RIARR, F+ BRI LHITRIA vault #1E,

4 R FRFIFER AR B R B B AEITRY, FNRRIRBI U ARSI (55

Vault £8)) , EEAMTIHBUTRE :
o j[nIXIFRFNFEXT FRZE Y secret,
? o HEWEHEE vault BILKBH,

vault B 7 2 8% Vault Administrators f{[R. 7E IdM FREF A EITIRH (RBAC)H LT3,
TURRE—NFT R A F A R BR4H,

Vault B/
vault AP RERBEZEFEMAS. Vault BF ERERERFEMSHNHEED, 40 ipa vault-show :

$ ipa vault-show my_vault
Vault name: my_vault
Type: standard
Owner users: user
Vault user: user

A% vault BERMAF vault BiEE, 55 Vault 28,

HiBR
o MFAX vault REBIIENE, HSM £, NFFBIFZEN FREvault .

1.3. bR, X RRFIFE RS F 2
IRIBZR PRI FERAIZA], 1dM 35 vaults SE—JBUF 22 -
FRAERE
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Vault FTEZE N vault B A AT AFFIGRILE, MERERBEHEY.
xR

BIEFERH secret RN IRBHA TR, Vault FREZ MK LT UEMHFRRNE, BEel iR
4 vault B,

FEX R

BB secret AN TR AILTRIT, AAEAXHIEEN, FERRIRRZEN, Vault
B RBETFIALEE, M vault FREE AT LANIT. FRFIGRILE,

1.4. B, REMEEE
RIFBAAAFL, 1AM vaults 2 N JLFRE, TREESEXEMAE, HAEENFERANEER.
F11LETFRENE 1AM FE

el fed pd

Uservault FBIMTHEE BN MR IdM B A REF, EAA - EE L
WE—N=HZ B vault

Service iR S5 89% FE BAIRSS IR IdM BEE AR, EMARSSER AL
vault HE—THZE AP vault
HZFE HEMNAFHRSHE B vault 8 vault B2 R IdM EE AR, AFAMARSS AT
)3 [l AL vault, BREIEEL
JEE LAY vault B 1R G th E B N B
BI5E 25 AIALRR,

1.5. VAULT & 25
vault B R FBEFEMES, T&RIIHE T Identity Management (IdM) 1REBIZKIA vault B2,

#* 1.2. 1dM B ERIA vault 2%

el fed E]:y)

BrR% AR E RS R R P TR A P B R

RS = 2= RFSHIFE R ER NEERS RS E

HERS BT MAFMRSHNE FEETBES MBI FRSHES vault
=

YN SRSOIBE—NLEBEER, IIM 2B NEBNRE P SIRSCIER P RS Bés. MkRE-
HiR%SE, dM 2fiRESREERS.

1.6. EAX IDMVAULT 8%

BRI LMERAU TN AENER G SEESMHEER(AM) vault, T3 &2 ipa vault-* s 5HI5IKR, FHEET
efA=,
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HIZ1TIEM ipa vault-* s HEl, IHRBPHRE R (KRA) IEFRAHMREE 1dM HiHH
—NHZPIRSSBR L EBEFSHE |dM RREREFIRERT

& 1.3. £XK IdM vault S RE

By By

ipa help vault EIRAEX dM EFROIBELES SrEiRE R,

ipa vault-add -- EFRFEM ipa vault-* 5 /R0 --help 1ET= E R i% 60 4 8l F AL A £ 40 ES
help,ipa vault-find -- Bfi,

help

ipa vault-show TERBWEEES vault AR, BSAEE vault FREE, MREEFEE
user_vault --user vault FfEE, |dM RBAEEBREIELE

idm_user

[admin@server ~]$ ipa vault-show user_vault
ipa: ERROR: user_vault: vault not found

ipa vault-show EVIRIHZEEEN, BedEESEVFB vault BRZEBMZE, SN, 1dM &
shared_vault -- BAREERIBGE
shared

[admin@server ~]$ ipa vault-show shared_vault
ipa: ERROR: shared_vault: vault not found

1.7. 7 IDM R 2 ZE B EH IR E #%21Y

REBLTRRE, BOEFEN IAM RSS2 ERERIARE BAKRA)IEH RE(CS) HE RIS HERE
(IdM)H = A vault,

FeREH
o KB L root HPEREI 1AM ARS8

o |dMIEFIAE NI B RETE IdM iRSS 28 L.
o A HXEHEAE Eit

P
o REKRA:

I # ipa-kra-install

BF

ERLEERNEI A LR |dM £FHE—D KRA, B2, EEERMEIA L& E KRA
efERT, RERANH KRA TREREILAIBUERRIEIAR, REER BRI HE R B
EIJ$Q
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pa =

EFEFEERSSATABEEHNE, BEENIDHZD 1AM RSS2 LRE KRA, HEFZD
KRA AR %525 7 Bh LE 2B = K.

HihBR
o ES[H RNFIRFIERAIEIA.

o IESH [FRMNBIARR,


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/configuring_and_managing_identity_management/demoting-or-promoting-hidden-replicas_configuring-and-managing-idm
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/planning_identity_management/planning-the-replica-topology_planning-identity-management#the-hidden-replica-mode_planning-the-replica-topology

&5 22 {8/ IDM B VAULT : &i5HIE % SECRET

22 %= #/H IDM BF VAULT : ZEf#:3% SECRET

AZESRTNAESMNEERFERANE, Bk, et T B secret ZE7E 1dM vault |,
P B P03 secret, A RILLBIE AN ARB 1AM B imi# T EER R,
FeREZH

o BEIRE IR (KRA) IEFREHMG S REEEM IdM BHRHN—PMHZE P RSHR L, FEIES

E7E 1dM AR S BREA TR E %10,

2.1. 9 SECRET FfE7E A~ VAULT H
RBUTRENBEE—NHE AN FIE vault B vault 552, URSMEHEERBRERNXH., EUT
SR FERIREIP, idm_user B OIBMERRIE, PRERDERBBERTE idm_user I R1Z X4
BF 4T B AP IEIE, idm_user BEMS MR P B SREUEM 1AM B IR0 RR X,

S AUE L

idm_user 2E 0% vault I,

e my_vault 2B FF#EA A IEHH vault,

e vault REVZE standard, E L5 FE~HIEDARER - RHE vault B,
o secretixt RS SR BB EREMEIIE TG,
FeREZH

o ITRANE idm_user 1Y,

o MEREI— 1AM BRI E,

R
1. ZKEX idm_user B Kerberos ticket granting ticket (TGT) :
I $ Kkinit idm_user
2. {4 ipa vault-add 45 #0 --type standard EIE IR vault

$ ipa vault-add my_vault --type standard

Added vault "my_vault"

Vault name: my_vault
Type: standard

Owner users: idm_user
Vault user: idm_user
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BF

BE—TAFRE— vault HERME A2, NAFOESE— vault th& Al
AR vault B2, QIBHRELDK vault REHIFIEE.

Flgn, MBH—PHEFS (W admin) 5 userl O/ T E—1EF vault, ZBEFH
vault BB A ZESE admin, user1 &5 1A vault S0 BE - vault,

3. WA --in L£TH ipa vault-archive 343, ¥ secret.txt X4 JIR4E] vault & :

$ ipa vault-archive my_vault --in secret.txt

Archived data into vault "my_vault"

2.2. MAF VAULT k3% SECRET
YE77 Identity Management(IdM), &8I LM B FLEIBIESM 1M B FimAp B9 A FAF vault SR secret,
REBLUTRAE, &N idm_user B9 1dM B 512, &7 my_vault WA FAF vault Y secret 038

£ idm_client.idm.example.com,

FeREZ M
e idm_user 2 my_vault WA E,
® idm_user £ vault A7ER T — secret,

o my_vault /54 vault, XEWKE idm_user A AEAI BRI HELRE LA 7] vault IRE,
SR
1. LLidm_user A B19@57 SSH i£# %] idm_client :
I $ ssh idm_user@idm_client.idm.example.com
2. Llidm_user P& % :
I $ kinit user

3. {ER# A --out £IH ipa vault-retrieve --out B & KGR BILENA BT HHFEREE
secret_exported.txt XX {4,

$ ipa vault-retrieve my_vault --out secret_exported.txt

Retrieved data from vault "my_vault"

2.3. Hith B

o EHEZ[H {FA Ansible EEIE |dM RS E : FEFIRER secret

10


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/using_ansible_to_install_and_manage_identity_management/using-ansible-to-manage-idm-service-vaults-storing-and-retrieving-secrets_using-ansible-to-install-and-manage-identity-management

55 33 {#if] ANSIBLE & IDM B HE : #iff#3& SECRE1

25 3 = {#1F ANSIBLE =12 IDM B % : 73 SECRET

ARE L T AMEER Ansible vault BRI S HERFEEA P RIEE, BAKY, BT AP
fAIfE A Ansible playbook HUUTLA T = ANELHRE -

e £ IdM HEERAF vault,
o TEBRMERFHNE.,
o MEMHZERIRRIE,
AP ELLEE M TRRER IdM & Fimid T EER SR,

FRFM

o EHIMERMNA D (KRA) IEBRAAHEREREEDN M P —PHEPIRFSSH L, 1FEES
FI7E |dM R EEHIRE R,

3.1. {8 ANSIBLE 7t IDM s &R R %

REBLURRAE, 8 Ansible playbook QI @& — 1% M FAHE vault B vault B2y, LIRS MFMHEEURK
ER. EUTHEHRFEANTRAEF, idm_user B AIERN my_vault BITERBYZE, PRER R B
1R E idm_user TE Vi [AIZ AR 1T BDTE, idm_user BEAZ M P & KBEM IdM B iR X
{¢°

FRFH
o fRETE Ansible 23 EZRE T ansible-freeipa HE, XR2ETEIZREBHHITESEREN,

o HAN3E idm_user IEEHT,
SR
1. 5fn% /usr/share/doc/ansible-freeipa/playbooks/vault Bk :
I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault
2. QIE—/NESRXMH, W inventory.file :

I $ touch inventory.file

3. $T7F inventory.file, F7E [ipaserver] B4 HE LIEEEER IdM BRS52R. B, B8R

Ansible E2i& server.idm.example.com, iEHiA :

[ipaserver]
server.idm.example.com

4. %M ensure-standard-vault-is-present.yml Ansible playbook {48984, 140 :

I $ cp ensure-standard-vault-is-present.yml ensure-standard-vault-is-present-copy.yml

5. ¥TF ensure-standard-vault-is-present-copy.yml {43 1T 4%H,

1


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/installing_identity_management/installing-an-identity-management-server-using-an-ansible-playbook_installing-identity-management#installing-the-ansible-freeipa-package_server-ansible
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6. BILTE ipavault £S5 PIXBELU T L 2R -

e ¥ ipaadmin_principal Z° £ 1% &/ idm_user,

% ipaadmin_password ZE&£1% & idm_user i3,

5 user ZF= X &N idm_user,

e I name ZFEIXEN my_vault,

¥ vault_type & £1% &7 standard.
X F HRIREIE ST B Ansible playbook X :

- name: Tests
hosts: ipaserver
gather_facts: false

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- ipavault:
ipaadmin_principal: idm_user
ipaadmin_password: idm_user_password
user: idm_user
name: my_vault
vault_type: standard

7. RN,

8.

1247 playbook :

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file ensure-
standard-vault-is-present-copy.yml

3.2. {#FH ANSIBLE & SECRET V4%l IDM Hhegbr &R - JZE s

REBLUT AR, M Ansible playbook f$UR(E REMEN A vault A, EERARRAEIA, idm_user A
E4 N my_vault WZER T EHE % password.txt FIBURE RIS,

FoRFM

12

fRETE Ansible #2428 EREE T ansible-freeipa F4E, XREEIZREDHITSHEBNEMN.
1ZH0E idm_user B9,
idm_user 2ffE&E, HEZEDE my_vault B9 7 A,

&R LA [A] password.txt, iX2ETE my_vault FEFEHINLE,

SfnEl /usr/share/doc/ansible-freeipa/playbooks/vault 5% :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/installing_identity_management/installing-an-identity-management-server-using-an-ansible-playbook_installing-identity-management#installing-the-ansible-freeipa-package_server-ansible
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2. FIFEB RS, FHHAR [ipaserver] S0 HFIH TIRERER 1AM RSS35. Hla0, E1E57R Ansible

BCi& server.idm.example.com, EHIA :

[ipaserver]
server.idm.example.com

3. #4E data-archive-in-symmetric-vault.yml Ansible playbook SX#FHIEIA, {BIF"symmetric'&
# )y "standard”, 130 :

I $ cp data-archive-in-symmetric-vault.yml data-archive-in-standard-vault-copy.ymi

4. ¥TFF data-archive-in-standard-vault-copy.yml 3 {43 1T %%,
5. @I 7E ipavault £S5 EB D IX B LA T2 2 RIS M -
e ¥ ipaadmin_principal ZZ£ % & idm_user,

e ¥ ipaadmin_password 2% &N idm_user i,

o I user LEXEN idm_user,
e If name LFEIXEN my_vault,
o [¥inZEXENTIBRIE RN HHNTEREE,
e F action &% &} member,
X F LRI G E ST B Ansible playbook ST -
- name: Tests
hosts: ipaserver
gather_facts: false
vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- ipavault:
ipaadmin_principal: idm_user
ipaadmin_password: idm_user_password
user: idm_user
name: my_vault
in: /usr/share/doc/ansible-freeipa/playbooks/vault/password.txt
action: member
6. RIFXNH.

7. 3517 playbook :

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file data-
archive-in-standard-vault-copy.yml

3.3. {#H ANSIBLE M IDM Fpgbr R - K 5 SECRET

13
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REBLUTRAR, M Ansible playbook M A vault K03% secret, TELL T FE A8 BRI A

1, idm_user B ME& N my_vault MIPRE R B ERRE SRR, FHEFRA N hostO1 B IdM
& i, idm_user TEU5 F1Z S AT B D KIE, idm_user AT LAE A Ansible MZ2ZE Ansible HIE
il 1IdM B g 3R X,

FRFM

L

14

REEE T Ansible #2617 RLUHRBLATEXK :
o &{FF Ansible fRA 2.14 B EIRA
o fRBE1E Ansible ##I25 £&4E T ansible-freeipa ¥4,

o RIRETE ~/MyPlaybooks/ BExF, EEQIETHA IdM RS 2R LR EE A (FQDN)
B Ansible ;5. XX 14,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

Birfim (X247 ansible-freeipa BRI T R) 2 IdM HBI—EBS, KM 1AM B/ m. IR
FHENEIR,

& H03E idm_user FUEETH,

idm_user & my_vault WFFE &,

idm_user 2% secret FHETE my_vault /5,

Ansible T LE AEKFR1Z secret B9 IdM EHL L B %,

idm_user AT LAMER R secret B IdM EH_EHY BFI1EEL,

S#in% /usr/share/doc/ansible-freeipa/playbooks/vault 5% :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault

BRI, FHE—RHE LHIERD PRI EKTRIZ secret B |dM B Fim, a1, EIET
Ansible 7E hostOlidm.example.com Li%3& secret, IHHiA :

I [ipahost]

host01.idm.example.com

4 B retrive-data-symmetric-vault.yml Ansible playbook XFBIBIA, I "symmetric” i h
"standard", 40 :

I $ cp retrive-data-symmetric-vault.yml retrieve-data-standard-vault.ymi-copy.yml
$TFF retrieve-data-standard-vault.yml-copy.yml 3 {437 1T %k,

¥ hosts ZPE1XE /) ipahost RIHEE 34,

Wi 7E ipavault £SO BU T E R FHESH -

e ¥ ipaadmin_principal ZZ£i% & idm_user.


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/installing_identity_management/installing-an-identity-management-server-using-an-ansible-playbook_installing-identity-management#installing-the-ansible-freeipa-package_server-ansible
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/using_ansible_to_install_and_manage_identity_management/preparing-your-environment-for-managing-idm-using-ansible-playbooks_using-ansible-to-install-and-manage-identity-management

55 33 {#if] ANSIBLE & IDM B HE : #iff#3& SECRE1

¥ ipaadmin_password F£1% &7 idm_user Zfid,

5 user ZF= X E N idm_user,

e If name LFEIXEN my_vault,

¥ out LEXE NEENR secret FH BN HAITERRE,

¥ state LEIXE N retrieve,
X F Y ETRFINEST B Ansible playbook X4 :

- name: Tests
hosts: ipahost
gather_facts: false

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- ipavault:
ipaadmin_principal: idm_user
ipaadmin_password: idm_user_password
user: idm_user
name: my_vault
out: /tmp/password_exported.txt
state: retrieved

7. REFIXA X
8. 1517 playbook :

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file retrieve-
data-standard-vault.yml-copy.yml

1. L userO1 &19:@77 SSH i£#F! hostO1 :

I $ ssh user01@host01.idm.example.com
2. &% Ansible playbook 3 {4/ out ZZE1EFERISH :

I $ vim /tmp/password_exported.txt

WTE, EALUERISHM secret,

o HX{FH Ansible B2 |dM vaults 1/ secret L& playbook ZEMELER, 1ESH
/usr/share/doc/ansible-freeipa/ B & F#J README-vault.md Markdown 34, #1
/usr/share/doc/ansible-freeipa/playbooks/vault/ B &+ 87~ playbook.,

15
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5 4 = 518 IDM RS SECRET : #(£#11032 SECRET

ATNEEIE A T LUNEYER ansible-freeipa vault % £ 9IRS secret FHEEEPRME, TH
REAM vault BIEXHE, XEKRBZEFEAE, BEAFTEHITUTSE

1. {5 openssl 2 AEF 4B FAH,
2. WRI\BAAERAH,

YEIR GRS secret VTR R ERT, SAAHMNEFITNE, 2FE, BEEESFEEITEN LRSS
SCfE A RAEARZR1Z secret, RAIRSFEEE 518 LATH A% secret,

RZAEOMEE, EESALUERS vault FERE, REFEEHRD ZEIHREANRBIRS LA,
FRFH

o EHIMRERMNA D (KRA) IEBRAAHEREEEDN M P —PHSPIRF S L, 1EEES
BI7E |dM R BB HIRE R,

A EIEX S TR
1. 4% 1dM BRZ5 secret T BTEFEXT FRE
2. 3R 1dM BRZ5EHIBIARSS secret
3. TEHIIRI R IdM ARSS vault secret
ERNARE
ERED -
e admin REERFSEMEHEE G,

® private-key-to-an-externally-certificate.pem B & &R 55 secret BISTH, APl HAIBE#
IEBBIEAEH, B0 5 BT MBI ER RN BN TRE.

e secret_vault AR5 AR vault,

e HTTP/webserver.idm.example.com 2714 H secret AR,

® service-public.pem A F N password_vault FRFHEIBILBIAR S A 5H,
® service-private.pem 2 FEE secret_vault FEFERE LIRSS FAT.

4.1. 1% IDM BR%s SECRET EfE7EIEXT FRE
IRBBLL TR OB IENTR vault, FERATRIFRYARSS secret,

FRFH

o IENE |dM BIE B,

e
1L UEEAFHER
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% 4% L8 IDM RS SECRET : &iEMIE$3R SECRET

I $ kinit admin
2. IREXARSS MBI N EH, flgn, {EF openssl T2 :
a. %X service-private.pem FA%H,
$ openssl genrsa -out service-private.pem 2048

Generating RSA private key, 2048 bit long modulus
A+

e is 65537 (0x10001)
b. #RIFEFLEALERK service-public.pem A%,

$ openssl rsa -in service-private.pem -out service-public.pem -pubout
writing RSA key

3. QB NIENFREF RS LR vault, FHEREAY

$ ipa vault-add secret_vault --service HTTP/webserver.idm.example.com --type
asymmetric --public-key-file service-public.pem

Added vault "secret_vault"

Vault name: secret_vault

Type: asymmetric

Public key: LSO0tLS1C...S0tLSOtCg==

Owner users: admin

Vault service: HTTP/webserver.idm.example.com@I|DM.EXAMPLE.COM

U RY B B L) 2 B A T 5468 FR R B A TR T
4. $HARSS secret IAR4E! service vault /# :

$ ipa vault-archive secret_vault --service HTTP/webserver.idm.example.com --in
private-key-to-an-externally-signed-certificate.pem

Archived data into vault "secret_vault"

XEARS SEHIANFAINERZ secret,

SEE secret WENIRS LHIEE X LS IR, NEDIRSSEFICIE—NFHIFESFRZE,

4.2. 3% IDM AR %5 L BIHIAR 55 SECRET
REBLUTRE, FRAAMEENRSTAH, FRRSEAIKEIRARSS vault secret,

FEREMH
o EA LU RIFIAIRS vault BIBRSS A keytab, 0 HTTP/webserver.idm.example.com,

o REHIE T IEXH vault, FI1E vault FIUTIE— secret,

17
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o EAILAYIIH A FIE3RARSS vault secret BIFAEH,
L
1. LEEAEHER
I $ kinit admin
2. NZBRS5IRER Kerberos ticket :

I # kinit HTTP/webserver.idm.example.com -k -t /etc/httpd/conf/ipa.keytab

3. IFIRSS vault BB :

$ ipa vault-retrieve secret_vault --service HTTP/webserver.idm.example.com --private-
key-file service-private.pem --out secret.txt

Retrieved data from vault "secret_vault"

4.3, TE#E AR IFHT EEX IDM RS VAULT SECRET
MBLITRZ, @t ERARS vault secret EIRE W A 2HIAR S L4,

FRFH
o THIE IdM EE R B,
o MBEOIET IR ERTEMHIRSZIE,

o MBEEMITH secret FENHIFE, H7E new-private-key-to-an-externally-signed-
certificate.pem X {4,

TR
1. ¥ secret JI#4 %! service instance vault § :

$ ipa vault-archive secret_vault --service HTTP/webserver.idm.example.com --in new-
private-key-to-an-externally-signed-certificate.pem

Archived data into vault "secret_vault"

XEBEFMEIE vault BV ET secret,

2. AEEERMRS LA LIORFIE, HEEESH J 1dM BRS5EBIEIARSS secret,

4.4, Hih R

o EHEH[H FA Ansible EEIE IdM RS E : FEFIKER secret o

18


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/using_ansible_to_install_and_manage_identity_management/using-ansible-to-manage-idm-service-vaults-storing-and-retrieving-secrets_using-ansible-to-install-and-manage-identity-management

%5 53 {#if] ANSIBLE & IDM RS : #&iEMI3E SECRET

28 5 Z i ANSIBLE &£ IDM RS )% : FiEf13% SECRET

ATNEEIE A T LNEMER ansible-freeipa vault % £ % ARSS secret FHEEEPRME, TH
RERM vault BIEXHE, XEKRBEZEFEAE, EEAFTEHITUTSE

1. {8 openssl L AEF 4B FAH,
2. WRI\BAAERAH,

YEIR GRS secret TR ERT, SAAHMNEFITNE, 2F, BEEESFEEITEN LIRS
SCfFE AR ZR1Z secret, RAIRSFEEE 518 LATH A% secret,

R ZAEOMEE, EESALUERS vault FERE, REFEEHRD XEIHREANRBIRS LM,
FRFH

o EHIMRERMNAH D (KRA) IEBRAAHEREREEN M P —PHE DRSS L, 1FEES
BI7E |dM R EEHIRE R,

ATEEUTESHE
o M Ansible 1E IdM FR{FTEIEXTFRAR 5/
o {# Ansible ¥ 1dM BR %5 secret FFHETEFEXTFRZE R
o {#f Ansible 7y IdM BRS5H2%RARSS secret
o 7EfHF Ansible SHEEIT B X IdM ARSS vault secret
ERED -
e admin EEERFSBHEHNEER,

® private-key-to-an-externally-certificate.pem BB &R 55 secret BISTF, APl WAL H
IEBBIRAEH, ED LA 5 BT MBI ER RN BN RE.

e secret_vault E HEFEEIRSS secret MOIERHE,
e HTTP/webserverlidm.example.com 2B EENFRAEHRS.

e HTTP/webserver2.idm.example.com #1 HTTP/webserver3.idm.example.com 2 vault i il

AR%5 .
® service-public.pem A F N password_vault RFHEIBILBIAR S A 5H,
® service-private.pem Z A FEE secret_vault FEFERE LIRSS FAT.

5.1. ¥ ANSIBLE £ IDM F 1212 IEXT FRAR S5 /%

BIBLUTRE, {#M Ansible playbook QB & — 1M E N FAE vault FEIHIARS vault By, UREH
EFiEBRER. EUTRERERINRGIFR, SEOAMEEDN secret_vault BIFENFRZE, XFEATHEER
vault B AT E A FAEAEIT B IRIE, LAREER vault Y secret, vault B 51 BENS MAEM 1AM B iR SR
X,

FRFH
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REEE T Ansible #2517 RUUHBLATEX :
o &{FF Ansible fRA 2.14 SHEEIRA
o fRB1E Ansible %85 £ &4E T ansible-freeipa ¥4,

o RIRETE ~/MyPlaybooks/ BExF, EEQIETHA IdM RS 2R LR EE A (FQDN)
B Ansible ;. XX 14,

o RIEBRZE secret.yml Ansible vault 77 T ipaadmin_password.

o BiIr R (XZHIT ansible-freeipa R T =) 2 IdM B —E 2, RIEH 1AM E im R

S A,

185058 IdM BB B,

. 5%l /usr/share/doc/ansible-freeipa/playbooks/vault B % :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault

. IRENARSS LBIRI A%, Blg0, {5 openssl TE :

a. %X service-private.pem FA%H,
$ openssl genrsa -out service-private.pem 2048

Generating RSA private key, 2048 bit long modulus
A+

e is 65537 (0x10001)

b. #RIFFLEALERK service-public.pem A%,

$ openssl rsa -in service-private.pem -out service-public.pem -pubout
writing RSA key

. AR ARAEFE, QB—NERX (M inventory file) .

I $ touch inventory.file

. ITFE R, FIE [ipaserver] B30 HE LB ERER IAM fRS535. BlE0, EI57 Ansible B2E

server.idm.example.com, i&HiA :

[ipaserver]
server.idm.example.com

. %X ensure-asymmetric-vault-is-present.yml Ansible playbook SC{FHIEIA, #40 :

$ cp ensure-asymmetric-vault-is-present.yml ensure-asymmetric-service-vault-is-
present-copy.yml

. $TFF ensure-asymmetric-vault-is-present-copy.yml S {175 .
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. IN—MESS, ZAES T service-public.pem 2A$AM Ansible 122425 5 H1
server.ldm.example.com AR %5 2%
8. BiLTE ipavault S IXBEU T ZEREWAXHHIE RS :
e ¥ ipaadmin_password LEIXE N IdM EE A B,

o (FfH name ZZEE Y vault BIE&H, 2 secret_vault,

o ¥ vault_type ZE % B HIE HHR,
o T service ZEH B NHAEIEENRS XA, W HTTP/webserverlidm.example.com,
e ¥ public_key_file %E&E NEMAHBNE,
X2 HAIRBIE A Ansible playbook X4 :
- name: Tests
hosts: ipaserver
gather_facts: false
vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Copy public key to ipaserver.
copy:
src: /path/to/service-public.pem
dest: /usr/share/doc/ansible-freeipa/playbooks/vault/service-public.pem
mode: 0600
- name: Add data to vault, from a LOCAL file.
ipavault:
ipaadmin_password: "{{ ipaadmin_password }}"
name: secret_vault
vault_type: asymmetric
service: HTTP/webserveri.idm.example.com
public_key_file: /usr/share/doc/ansible-freeipa/playbooks/vault/service-public.pem
9. RTFXMXM,

. 1547 playbook :

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file ensure-
asymmetric-service-vault-is-present-copy.yml

5.2. {#F ANSIBLE 5% 51 BR 55 A IN B FEX FR %

REBLUTRAR, M Ansible playbook 58X F AR 55N EIAR S5 vault AR, LUMEBIEREI LUK SR vault 17
i secret, FELATREFFEAMRAIF, 1dM BE G HTTP/webserver2.idm.example.com #
HTTP/webserver3.idm.example.com iR 55 E A RMMEIR HTTP/webserverl.idm.example.com FiEH
secret_vault vault #,

FeREH
o RBHEIE T Ansible #HIT R LB RBUTEK :
o R{#F Ansible kA& 2.14 HESHRA,
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o fRBETE Ansible %85 £ &4E T ansible-freeipa ¥4,

o RBURETE ~/MyPlaybooks/ BExH, EEQIETHA IdM RS 2B LR EEZ(FQDN)
B Ansible ;& .14,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa R T =) 2 IdM B —E 2, RIEH 1AM E/ im. R

S A,
185058 IdM BB B,

BE 0T IR R FEERS .

. 5 ZEl /usr/share/doc/ansible-freeipa/playbooks/vault B % :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault

Al NRAEFE, AE—NEHRXH (40 inventory.file)

I $ touch inventory.file

. FTFE R, F1E [ipaserver] B30 HE VB ERER IAM fRS535. BlE0, EI57 Ansible B2E

server.idm.example.com, iEHiA :

[ipaserver]
server.idm.example.com

. %X data-archive-in-asymmetric-vault.yml Ansible playbook SCFBIEIZA, 540 :

I $ cp data-archive-in-asymmetric-vault.yml add-services-to-an-asymmetric-vault.yml

. $TFF data-archive-in-asymmetric-vault-copy.yml XX {4 17558,

. B TE ipavault EEE T B U T L ERESL U -

¢ ¥ ipaadmin_password LEIXE N IdM EE A B,

e % name ZEiI%E N vault UL, 2 secret_vault,

1$ service L EIXEB N BRIBENIRSFIAES, 0 HTTP/webserverl.idm.example.com,

E Y IREF services 2P &1 vault Hl IR S,

FF action L= 1% & member,
X F Y RIRABIE ST Ansible playbook X4 :

- name: Tests
hosts: ipaserver
gather_facts: false

vars_files:
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- /home/user_name/MyPlaybooks/secret.yml
tasks:
- ipavault:
ipaadmin_password: "{{ ipaadmin_password }}"
name: secret_vault
service: HTTP/webserveri.idm.example.com
services:
- HTTP/webserver2.idm.example.com
- HTTP/webserver3.idm.example.com
action: member

7. REFIXA X
8. 1517 playbook :

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file add-
services-to-an-asymmetric-vault.yml

5.3. {fF ANSIBLE ¥ IDM fR%5 SECRET ZFfETEIEXFRZEH

REBLUTRAR, M Ansible playbook f¥ secret FE7EARSS vault A, LAMEMET#HRS KR, EUATR
RPERNRGIGH, BEGGHE secret B9 PEM XHFETE R secret_vault BIFEXFRZER, XA
RARSS T AR AT B R I0IE, LUEM vault 38 secret, vault B 51 BEHS MR 1AM B PR ER XX
{¢°

SeRFM
o WBEEE T Ansible #HIT RLLUHEUTEK :
o MR Ansible fR7A 2.14 HESRAE.
o fRETE Ansible #2288 EREE T ansible-freeipa {42,

o RBURETE ~/MyPlaybooks/ BxF, EEQIETHA IdM RS 2R LREE & (FQDN)
B Ansible ;5 .14,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

Birfim (X247 ansible-freeipa BRI T R) 2 IdM HHBI—EBS, FfF 1dM B/ m, IR
FHENEIR,

o fNANE IdM BEE G B,
o MBEOIET IR ERTHEMHEIRSZIE,

® secret FHETE Ansible $£H25 £, %0 /usr/share/doc/ansible-
freeipa/playbooks/vault/private-key-to-an-externally-certificate.pem X/,

£

1. FM % /usr/share/doc/ansible-freeipa/playbooks/vault B3 :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault

2.\ ARAEE, QIB—NEEXXE (40 inventory.file) .
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I $ touch inventory.file

3. fIFB RS, FH1E [ipaserver] Eio A E LB ERED 1AM fR%S 25, Hla0, E187R Ansible ECiE

server.idm.example.com, iEHiA :

[ipaserver]
server.idm.example.com

4. %M data-archive-in-asymmetric-vault.yml Ansible playbook X48I&8I4, 140 :

I $ cp data-archive-in-asymmetric-vault.yml data-archive-in-asymmetric-vault-copy.yml
5. $TFF data-archive-in-asymmetric-vault-copy.yml X4 1754,
6. BiTTE ipavault E5E D ILELL T ERIEBL T -

e % ipaadmin_password &% & IdM EIE 5 B,

e % name ZEiIXE N vault UL, 2 secret_vault,

o ¥ service TEX B NHILEMIRSFIAESR, 10 HTTP/webserverlidm.example.com,

o [Fin ZTEIZEN "{{ lookup('file', 'private-key-to-an-externally-certificate.pem")|
b64encode }}", IXEIHA{R Ansible ERFAHM Ansible #5185 EM TEBFROTREXMH, A
ZM IdM IR F5 BT R,

e I action ZE£% & member.

X F HRTREIE T B Ansible playbook U4 :
- name: Tests
hosts: ipaserver
gather_facts: false
vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- ipavault:
ipaadmin_password: "{{ ipaadmin_password }}"
name: secret_vault
service: HTTP/webserveri.idm.example.com
n: "{{ lookup('file', 'private-key-to-an-externally-signed-certificate.pem’) | b64encode }}"
action: member
7. R,

8. 1517 playbook :

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file data-
archive-in-asymmetric-vault-copy.yml

5.4. {3 ANSIBLE 7 IDM fR% 0 32R%S SECRET
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REBLURRAR, {8 Ansible playbook fXZRAR S5 MBRSS vault FF03R secret, 7ELL TR A {58 FA RO 7R 1
i, 217 playbook M#&H secret_vault BIFEXT FRZER R A secret B9 PEM X4, FHIFEEMETE Ansible
BT HEFRE TN ERIEENE, £ ipaservers,

fRZ5EFE keytabs Bk 1AM, FERFAS B ZEHAITEMREIE, EA LI FTRIRSS M%Z 4% ansible-freeipa
BIE IdM B imie 3R S

SeRF M
o MBEEE T Ansible #HIT RLLUHEMUTEX :
o I&fEM Ansible RA 214 SEBARA,
o fRETE Ansible #%I85 E&4E T ansible-freeipa ¥4,

o RBURETE ~/MyPlaybooks/ BExF, EEQIETHA IdM RS 2R LREEZ(FQDN)
B Ansible ;. XX 14,

o RIEBRZE secret.yml Ansible vault 77 T ipaadmin_password.

BirT = (XZH4T ansible-freeipa R R) 2 IdM HE—ES, REH 1AM B/ 0w R
FHENEIR,

o IENE |dM BIE M B,

o MBEOIET IR ERTEMHEIRSZIE,

=

o BEAERMEEREETIE.

o &
L

AV

=

mf (U

A FHFRRSS vault secret BIFAEATZRETE Ansible $224128 LB private_key _file 25 215 E /)

o

—

1. FM %l /usr/share/doc/ansible-freeipa/playbooks/vault B3 :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault

2. "%k - MRAFE, QB—NMFEXH (M inventory.file)

I $ touch inventory.file
3. fIFBEXHEFHE LT EMN :
e 7f [ipaserver] 4 H7E LIEHY 1AM AR 5538
e 7t [webservers] E30HE X BRI FEHEN. B0, EHER Ansible FREXE!

webserverlidm.example.com. webserver2.idm.example.com #]
webserver3.idm.example.com B secret, HEHIA :

[ipaserver]
server.idm.example.com

[webservers]
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webserver1.idm.example.com
webserver2.idm.example.com
webserver3.idm.example.com

4. %X retrieve-data-asymmetric-vault.yml Ansible playbook X{#HIEIZA, FI40 :

I $ cp retrieve-data-asymmetric-vault.yml retrieve-data-asymmetric-vault-copy.yml

5. $TFF retrieve-data-asymmetric-vault-copy.yml X4 1754,

6. BiTTE ipavault E5E D ILELL T ERIEBOL T -

¢ ¥ ipaadmin_password LEIXE N IdM EE A FHEE,

e % name ZEiI%E N vault UL, U secret_vault,

1% service L EXEB N BRIBENIRSFIAES, 0 HTTP/webserverl.idm.example.com,

¥ private_key_file ZZ &% & 7 F T3R5 vault secret BIRAABIGLE

5 out BEXE N IdM BRS5% LIEERFR private-key-to-an-externally-certificate.pem
MBRAE, MERITEE,

5t action ZZ =% &5 member.,
X F Y RIRABIIE ST Ansible playbook X4 :

- name: Retrieve data from vault
hosts: ipaserver
become: no
gather_facts: false

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Retrieve data from the service vault
ipavault:
ipaadmin_password: "{{ ipaadmin_password }}"
name: secret_vault
service: HTTP/webserveri.idm.example.com
vault_type: asymmetric
private_key: "{{ lookup('file', 'service-private.pem’) | b64encode }}"
out: private-key-to-an-externally-signed-certificate.pem
state: retrieved

7. 7E playbook A AI— 1 ERSY, TRIFM IdM IR BIEREIE ST EI Ansible 35125 -

- name: Retrieve data from vault
hosts: ipaserver
become: no
gather_facts: false
tasks:

[..]

- name: Retrieve data file
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fetch:
src: private-key-to-an-externally-signed-certificate.pem
dest: ./
flat: true
mode: 0600

8. 7E playbook ARIN—1NER, IR EIM private-key-to-an-externally-signed-
certificate.pem XM Ansible 12l 2BRRTE R 75 £ FIEI5E 52 30 4HY webservers E843 5l Y

webserver /A :

- name: Send data file to webservers
become: no
gather_facts: no
hosts: webservers
tasks:
- name: Send data to webservers
copy:
src: private-key-to-an-externally-signed-certificate.pem
dest: /etc/pki/tls/private/httpd.key
mode: 0444

9. REXNT XM

10. 1247 playbook :

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file retrieve-
data-asymmetric-vault-copy.yml

5.5. TE{£/ ANSIBLE jitt Z2H 52k IDM fRS5 VAULT SECRET

U ARG SEBI MR IRRT, HIRBILLRIZE S @ A Ansible playbook E B RFETEARSS vault B secret, LA
TrRAIF, RIEKEMTLZIE webserver3.idm.example.com £ B, MFHEHZEBIFEXNTFR vault 17
B R B W, ERflh, BERAESNATIENTERFME— secret B, LUK MIERTFRZEH R
Bl — secret 5 AE IdM EAH| BHEFEB Ansible playbook, TEFREFIAN, |dM B G PEM X4
FIEEIEN AR B IG ErR, XTE RS HITIHE, UERRMEREZ AN Web AR5 23
(webserver3.idm.example.com) fRFEFMIE, , RAEEIFMZITIH ML,

SeRF M
o MBEE T Ansible #HIT RLLUHEMUTEK :
o MR Ansible fR7A 2.14 HESRAE.
o fRB1E Ansible %85 £ &4E T ansible-freeipa ¥4,

o RBIRETE ~/MyPlaybooks/ BExF, EEMIETHA IdM RS 2B LR EE A (FQDN)
B Ansible ;5. XX 14,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa R T =) Z IdM B —E 2, RIEN 1AM E/ im. R
FHENEIR,

o fRANE IdM EE G B,
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o MBEOIET IR ER T EMHEIRSIE,
o BN 1AM EM LIZFTH web IRSFER T —NHTEY hitpd 5, LI B REBIFHIBE .

o 3 httpd ZIHFHEIEAM Ansible 285 £, 5120 /usr/share/doc/ansible-
freeipa/playbooks/vault/private-key-to-an-externally-certificate.pem X/,

L

1. F#Zl /usr/share/doc/ansible-freeipa/playbooks/vault B3 :

I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault

2. T EEXE, HBREMBENLTUTEN :
e 7% [ipaserver] B HH IdM BR %535,

o 1T [webservers] #9HKFR secret BIEMN,, B0, EFER Ansible FREXE!
webserverlidm.example.com #1 webserver2.idm.example.com B secret, HHIA :

[ipaserver]
server.idm.example.com

[webservers]
webserver1.idm.example.com
webserver2.idm.example.com

5
HBIRTIRTEEWAIZH webserver, £ HRIHIRA

webserver3.idm.example.com A,

3. #TFF data-archive-in-asymmetric-vault-copy.yml {4 17558,
4. @i 7E ipavault ES5E BT L EFEBBZ I :
e [ ipaadmin_password ZEIXE N IdM EE A&,

o If name ZEXIE N vault BUEFF, 40 secret_vault,

e ¥ service ZEXEN vault BIRSFIEZE, W HTTP/webserver.idm.example.com,

o IFinZT=IXEN "{{ lookup('file', 'new-private-key-to-an-externally-signed-
certificate.pem") | b64encode }}", X AR Ansible {5 FFAAM Ansible $#2H25 ERT/EB
SRR, MARM IdM BRSSERKER,

e % action ZZ£% &} member.

X F LRGN E ST B Ansible playbook ST -

- name: Tests
hosts: ipaserver
gather_facts: false

vars_files:

28



%5 53 {#if] ANSIBLE & IDM RS : #&iEMI3E SECRET

- /home/user_name/MyPlaybooks/secret.yml
tasks:
- ipavault:
ipaadmin_password: "{{ ipaadmin_password }}"
name: secret_vault
service: HTTP/webserver.idm.example.com
in: "{{ lookup('file', 'new-private-key-to-an-externally-signed-certificate.pem’) | b64encode

i

action: member

5. REFIXD XM

6. 1217 playbook:

7. T

8. @it

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file data-
archive-in-asymmetric-vault-copy.yml

FF retrieve-data-asymmetric-vault-copy.yml X433 1T 4R%E,
J7E ipavault E55ER D IXBLL T 2 ERIETBOL S -
1% ipaadmin_password ZFEi% & 7y |dM B 51 B i5,
5 name Z 2% E N vault BIEFR, %0 secret_vault,
1% service T EIX B NEIGEMRSFIAEE, 10 HTTP/webserverl.idm.example.com,
¥ private_key_file 22 &% & 7 F T3R5 vault secret BIRAHABIGLE

5 out BEXEN IdM BRS5 % LIEEKZR new-private-key-to-an-externally-signed-
certificate.pem HlEMINMIE, MYFITIEE R,

F¥ action Z=i% & member,
X F Y RIRABIIE ST Ansible playbook X4 :

- name: Retrieve data from vault
hosts: ipaserver
become: no
gather_facts: false

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Retrieve data from the service vault
ipavault:
ipaadmin_password: "{{ ipaadmin_password }}"
name: secret_vault
service: HTTP/webserveri.idm.example.com
vault_type: asymmetric
private_key: "{{ lookup('file', 'service-private.pem’) | b64encode }}"
out: new-private-key-to-an-externally-signed-certificate.pem
state: retrieved

9. 1f playbook FRIN—ER4r, ©IFM IdM BRSS 2/ FREIE ST E Ansible 122185
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- name: Retrieve data from vault
hosts: ipaserver
become: true
gather_facts: false
tasks:
[--]
- name: Retrieve data file
fetch:
src: new-private-key-to-an-externally-signed-certificate.pem
dest: ./
flat: true
mode: 0600

10. 1E playbook R II—NERS, JF1:3REIHI new-private-key-to-an-externally-signed-

certificate.pem Y#FM Ansible ¥ 23 AT EBI M 75 2 HI B S 304489 webservers B39 A5l H 89

webserver H :

- name: Send data file to webservers
become: true
gather_facts: no
hosts: webservers
tasks:
- name: Send data to webservers
copy:
src: new-private-key-to-an-externally-signed-certificate.pem
dest: /etc/pki/tls/private/httpd.key
mode: 0444

- R X

2. 1547 playbook:

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file retrieve-
data-asymmetric-vault-copy.yml

5.6. Hh 55R

30

e 55 /usr/share/doc/ansible-freeipa/ B 5% #) README-vault.md Markdown 34,

e i5&[ /usr/share/doc/ansible-freeipa/playbooks/vault/ B F#] playbook =4,
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