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EERLEMNARFNRERNAEZ— MEELZER, HSMH RHEL 9 2251k 5P HIEA
fapolicyd 3BEIEF] fo1FR AR,

TEMT RERRAERIEIR SAP HANA BT HUTSXE A fapolicyd X4+, HAaE
AMEXHHIRRE &I, K/NFIRIEA ., SAP HANA ZiHHIST 40 shell A R EETE
fapolicyd EEX I EN F T, Eit, MREHITAREETE fapolicyd EEXXHHH
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%2 Z= [FH FAPOLICYD 1£3" SAP HANA Z%E
BT UHUTU T S IR ERT SAP HANA &224% -
o L% fapolicyd ¥ e,

° BEMEKEIZE N SHA-256 157,

ANINEE X fapolicyd FLN AR shell BEIA,

1F SAP HANA X4FRIE BT,

= A fapolicyd R%5.
2.1. 2% FAPOLICYD #i+&

ik
o L% fapolicyd ¥4 & :

I # dnf install fapolicyd

o FALITHMALKIL fapolicyd RFREERE, BYURNEEIZIT !

# systemctl status fapolicyd
e fapolicyd.service - File Access Policy Daemon

Loaded: loaded (/usr/lib/systemd/system/fapolicyd.service; enabled; vendor preset:
disabled)

Active: inactive (dead) since Fri 2024-04-19 14:59:52 CEST; 1s ago

Apr 19 14:59:51 host01 fapolicyd[337927]: shutting down...
Apr 19 14:59:51 host01 systemd[1]: Stopping File Access Policy Daemon...

Apr 19 14:59:52 host01 systemd[1]: fapolicyd.service: Succeeded.
Apr 19 14:59:52 host01 systemd[1]: Stopped File Access Policy Daemon.

2.2. [ B MRS BN B ) SHA-256 A%

BUABR T, fapolicyd R7ERE N AEFE S EHITREIEXHE, BN ES BRI
WEE ) SHA-256,

FERFH
e fapolicyd ¥4 3 B REE BRI

¥ =
1. RPN ST A YRR 25 T FF /etc/fapolicyd/fapolicyd.conf 3244, 5130 :

# vi /etc/fapolicyd/fapolicyd.conf
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2. BOi& integrity 1%, JFERIA{E none til sha-256 :
I integrity = sha-256

ZHEEHNEN, BEZERF fapolicyd ik, BETFIUIEESS fapolicyd, EHE2% fapolicyd B
B ITESEN,

o IIFIEMRRA :

# fapolicyd-cli --check-config
Daemon config is OK

SAP HANA E7E RHEL 9.2 4T TN, 1EXHHT, RHEMAT fapolicyd, fAE/E AR T4
fapolicyd FUMRERNT, BEARVFNIEGZETT, Hi119,184 ZB#RMNE fapolicyd SEX /., 1E 99% K
A, MEEERINTN 5% HEA, RN KZSENHEBEE T LRI/ 1-3% BN,

IR, FETEAETERBIESMNMEENKR, R, BXNiES b EMERIIMEE, FREER
E B IEBIRIN,

2.3. RINBE X FAPOLICYD #M & {#H SHELL i

HINBERT, fapolicyd &BEIE Z# &I e HUITSXEFFELERRFE (40 Python) #HT. N TR SAP HANA
LEEE R shell A, ELITERINFTHEE N,

SoREH
e fapolicyd ¥ 3B LEEEHREH,

ik
1. $TFF B 3% /etc/fapolicyd/rules.d.,

2. WIN—UL 71 FLBX 2 (#7301 4 T1-sap-shellscript.rules) BIETSCE, LUEHNIREIE
X {4 70-trusted-lang.rules #1 72-shell.rules B9z 7], ERBRMOTF :

# Deny shell script execution and sourcing under SAP HANA directories
deny_audit perm=any all : ftype=text/x-shellscript dir=/hana/,/usr/sap/ trust=0
3. [ HBIFRAETLLE N /etc/fapolicyd/rules.d F E i STARIRR AT -
I # chown root:fapolicyd 71-sap-shellscript.rules
4. FRALTHSHEIAE L TEHN, REBAFFHN

# fagenrules --check
/usr/sbin/fagenrules: Rules have changed and should be updated
# fagenrules --load
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o WIEMNIZEEEH :

# fagenrules --check
/usr/sbin/fagenrules: No change

2.4. 1% SAP HANA X HRIEH Al R

AR E M
e fapolicyd ¥ 3B LEEEHREH,

it =
1. RE SAP HANA B (A0RHERTTRK) »

2. FAUTHSEARAE SAP HANA XIS fapolicyd EEHKIEE. BITBICHEN B X ER
FMAEESTH, 40 hana #1 usr_sap :

# fapolicyd-cli --file add /hana --trust-file hana
# fapolicyd-cli --file add /usr/sap --trust-file usr_sap

X &1E /etc/fapolicyd/trust.d B3R OIEM %0 hana 1 usr_sap BIXX#F, HEFEE /hana
#0 /usr/sap FRTAXHHIFEE,

3. NFHRER RHEL 4T _EBY SAP HANA 245, SAP HANA ZERRF S0 B % /hana #l
lusr/sap, H AT LUEFEXLE B RPBIRTA SXHE A WB SAP 3,
EEMEMERT, XEEFHREREREE SAP HANA RS2 F i R OB/ S,

R, BENIZFMIEUEEESX S /etc/fapolicyd/trust.d/hana 1 /etc/fapolicyd/trust.d/usr_sap
IR A XA R AW SAP XX, UFERBEM AL — :

i. EH—NREN RHEL R4 _ EHITEFTHI SAP HANA 2%,
i. TZRELEEESE 2,
iii. EEEPANRGTE R BOAE S0
2.5. 5 FH FAPOLICYD fR%
FeREH
e fapolicyd ¥4 8B %%, BHYFNEREEEMNREFIZIT,
o RESEM T FMERIENT YR,
pi% =
o [ERAFEE fapolicyd RS :
I # systemctl enable --now fapolicyd

fapolicyd AR S HITEIR T SAP HANA %45, F7E fapolicyd {S1E3X 4 +# /hana =X /ust/sap
FIANF] Z i IS RARBELE, FE root FA P ToIEHUTIXEE ST,
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1. %iF fapolicyd RS 2B IE1EIE1T ¢

# systemctl status fapolicyd

e fapolicyd.service - File Access Policy Daemon
Loaded: loaded (/usr/lib/systemd/system/fapolicyd.service; enabled; preset: disabled)
Active: active (running) since Thu 2024-03-14 16:38:32 IST; 18h ago

Mar 14 16:38:33 host01 fapolicyd[579216]: Trust database checks OK
Mar 14 16:38:33 host01 fapolicyd[579216]: Starting to listen for events

2. WikdEroot AP, @¥ESAPHANAEEGRAFS (5170 : h70adm) , FTiA7E /hana 1 /usr/sap
RHUTERF AN ZARRERE -

# cp -pi /usr/bin/date /hana/

# su - h70adm

h70adm@host01:/usr/sap/H70/HDB35> /hana/date

-sh: /hana/date: Operation not permitted
h70adm@host01:/usr/sap/H70/HDB35> cat > try-to-start-me.sh
#!/bin/bash

echo "l will not execute."

<ctrl>d

h70adm@host01:/usr/sap/H70/HDB35> chmod u+Xx try-to-start-me.sh
h70adm@host01:/ust/sap/H70/HDB35> ./try-to-start-me.sh
-sh: ./try-to-start-me.sh: Operation not permitted
h70adm@host01:/usr/sap/H70/HDB35> rm try-to-start-me.sh
h70adm@host01:/usr/sap/H70/HDB35> exit

# rm /hana/date

rm: remove regular file '/hana/date'? y
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28 3 Z B HT SAP HANA I E#1/&2 FAPOLICYD X &

FRFH

it =

10

fapolicyd ¥/ & B L& B REH,

2N SAP HANA Bl B X BT AT X4, RILERIEA AR INE B RESRRIIEK
., MFEREZER, HESHT SAP HANA XHIRC A,

. TEHAT SAP HANA B4 B #TRi, {Z Lk fapolicyd :

I # systemctl stop fapolicyd

. BEINA fapolicyd S1E3X 14 /etc/fapolicyd/trust.d/hana 71 /etc/fapolicyd/trust.d/usr_sap #J

#12, SREMBRX LS4,
HUYT SAP HANA #X{ E $7,

ESESPEROME 24, I SAP HANA XD N E(E, LMED SAP HANA EXifll# fapolicyd
S,

J57)) fapolicyd :

I # systemctl start fapolicyd



F 4 % WEHHRS FAPOLICYD #83%8YR] 3

5 4 = HIEHR S FAPOLICYD #8XH[7])#
F M5 fapolicyd #HxB9 |, EATLL
o 7 X4 /var/log/fapolicyd-access.log B T ## fapolicyd v5[A14t it 2#1/3%
e 7t debug &= Tiz4T fapolicyd,

BX1IZH fapolicyd BRFHMESER, ESH5 fapolicyd 18 XEIERIEHERR A,

1


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/security_hardening/assembly_blocking-and-allowing-applications-using-fapolicyd_security-hardening#ref_troubleshooting-problems-related-to-fapolicyd_assembly_blocking-and-allowing-applications-using-fapolicyd
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55 MINER
e 1 fapolicyd EEXHHRNMNELXHE, EHAUTHSES fapolicyd FiE% :
I # fapolicyd-cli --update
e M fapolicyd S EXHHHRFZBE, ESE/S fapolicyd :

I # systemctl restart fapolicyd

12
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