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IER AN TFELRBIINRG, XUEHM Web BUFRFEFBMIES, HITMXEANAIEFFE : master,
slave, RBBMBBH, XLBEBFEEG LTI LITARPBRHLE, FIHFEFRIIM CTO Chris
erght {E/%\o
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28 1Z FUSE 7.13 7= @it

1.1. FUSE 9%
Fuse 7.13 U MR B L ThROFXIRME, MTFAR :

Fuse ¥#31

S MRS LR Fuse WD K, UTEBREFUTITRE
® Apache Karaf
® JBoss Enterprise Application Platform (EAP)
® Spring Boot

OpenShift LK Fuse

1 OpenShift EiZ1T5ER N FATEFM Fuse Z1ThR (7 Red Hat Enterprise Linux ##ERSI LX) o
EXFERT, ZHEMNBBREBLL docker BRMBRFEIF IR -

e Java %if& (FF Spring Boot)
® Apache Karaf fif&

e JBoss EAP §E{%

1.2. THFMEE

BF

XF FEMA Java 8 7E Karaf Liz1T Fuse I F, #1UfEMA OpenJDK 8u282 5 OpenJDK
8u302, AEHM OpendDK 8u292, BA—MHMEIEEMEHNERIRE (FS5H
ENTESB-16417) ., OracleJDK 1.8.0_291 th &5 Il itk 7] & B 21,

BRIRA 713 AXZFMNEE. /EMAGRERE, EEEUTES T MILXE :
® Red Hat Fuse XM EE
® Red Hat Fuse X#FMITR A

® RedHat Fuse A4 1¥1E


https://access.redhat.com/articles/310603
https://access.redhat.com/articles/375743
https://access.redhat.com/articles/348423

&5 23 OPENSHIFT _L#Y FUSE

2 2 & OPENSHIFT 8 FUSE

OpenShift £# Fuse AI1E#EFE OpenShift Container Platform EEBE Fuse N AR

2.1. X589 OPENSHIFT kA&
A% OpenShift £ Fuse Z## OpenShift Container Platform ikA (SihRA) BRI, BEEE ZFNEC

RS

2.2. TR

OpenShift L# Fuse IR LA Docker & HIHR :

Image

fuse7/fuse-java-openshift-
rhel8

fuse7/fuse-java-openshift-
jdk11-rhel8

fuse7/fuse-java-openshift-
jdk17-rhel8

fuse7/fuse-java-openshift-
openj9-11-rhel8

fuse7/fuse-karaf-openshift-
rhel8

fuse7/fuse-karaf-openshift-
jdk11-rhel8

fuse7/fuse-karaf-openshift-
jdk17-rhel8

fuse7/fuse-eap-openshift-
jdk11-rhel8

fuse7/fuse-eap-openshift-
jdk17-rhel8

fuse7/fuse-console-rhel8

fuse7/fuse-console—rhel8-
operator

T8

Spring Boot

Spring Boot

Spring Boot

Spring Boot

Apache Karaf

Apache Karaf

Apache Karaf

Red Hat JBoss Enterprise

Application Platform

Red Hat JBoss Enterprise
Application Platform

Fuse #&H&

Fuse console operator

ZRFEIFIZR

AMD64 H] Intel 64 (x86_64)

AMD64 ] Intel 64 (x86_64)

AMD64 H] Intel 64 (x86_64)

IBM Z & LinuxONE (s390x)

IBM Power Systems (ppc64le)

AMD64 H] Intel 64 (x86_64)

AMD64 H] Intel 64 (x86_64)

AMD64 H] Intel 64 (x86_64)

AMD64 H Intel 64 (x86_64)

AMD64 H] Intel 64 (x86_64)

AMD64 # Intel 64 (x86_64)
IBM Z #0 LinuxONE (s390x)
IBM Power Systems (ppc64le)

AMD64 # Intel 64 (x86_64)
IBM Z #0 LinuxONE (s390x)
IBM Power Systems (ppc64le)


https://access.redhat.com/articles/310603
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Image Fa B2 SRS
fuse7/fuse-apicurito- Apicurito REST R4 K25 AMDG64 # Intel 64 (x86_64)

generator-rhel8

fuse7/fuse-apicurito-rhel8 Apicurito REST API 4wl 2% AMDG64 # Intel 64 (x86_64)
fuse7/fuse-apicurito-rhel8- API Designer Operator AMDG64 #[ Intel 64 (x86_64)
operator
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2 3 2 FUSE STANDALONE

31 XFHEEE

LUz 1TH BER3HF Fuse JRIL 7.13 :
® Spring Boot 2 (standalone)
® Apache Karaf

® Red Hat JBoss Enterprise Application Platform (JBoss EAP)

3.2. FRT i Thee
Fuse JRIIHILL R IheEE RER AN, TE Fuse 7.13 AAZHF ¢

saga EIP

Saga Enterprise Integration Pattern (EIP)@— M3 AT W ThEE, NEF In-Memory Saga BR%5 (F3&
RAFETIME) . FX%FF LRASaga RS, WEF T7THEZ MR, 155/ Apache Camel FFX 18
B'H#A9Saga EIP 254,

3.2.1. Fuse Tooling X #¥ Apache Camel

Fuse T £ Camel N HFE/FFHXL 1T BBFS, FFIDE B/%, 7% Visual Studio Code, Eclipse IDE 77
Eclipse Che B9 Apache Camel 155 % #51 BELHH 1,

Visual Studio Code ZHgE

=
VS Code Apache Camel #/ [BE#t X ZhEE, ZIIETS+FE s

Apache Camel 7 R4 Z 5515 /7 Camel URI 82 ZIEE, 0 TR :
X1 F XML DSL #] Java DSL :

o o LIFE VS Code outline Bk #H-FHiZimsR, H1EGo &gt,; Go to Symbol in File F i E#k #.7#
AL R,

o LIIIART, JitiEEH Camel 1tE. [BIERIE LB ZFRIEHEATT T,
o JEEIREETE Camel 21 LT, HitaEs B MRYTEIEA (FE Apache Camel 5% )
o UG HERT, 4iEaESXT Camel fCH9#1T Apache Camel J71F k42,

o [XE[LIFEFE File - Preferences — Settings —» Apache Camel Tooling - Camel catalog version
FFEE#F EHT Camel Catalog M7,

o EE LU "Quick fix" THEEFEL FEETLZLBT enum (EFIKH] Camel URI ZHEE 1,
XFRXML DSL :

o ZETLI7E VS Code outline Bk #5412 Camel £ FXHEH, FH7FFile SMiEI#k#89 Go &gt;
Go to Symbol #1 # A Camel £ FXFIEH.


https://access.redhat.com/documentation/zh-cn/red_hat_fuse/7.13/html-single/apache_camel_development_guide/index#saga-eip
https://marketplace.visualstudio.com/items?itemName=camel-tooling.vscode-apache-camel
http://camel.apache.org/components.html
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o LITHIARS, Fifiss vEREID, B B . EHHIF SEDA AR EA T T K,
o TELITEATEFTHEI Camel X1 #EE) E#E HIERE BB 2H1EHI5] 1.
X FBY :
o Camel HHBMHRITH
o ZUHf
Z17/7 Apache Camel ZJgERIE S 3 1s, ERTLUFIT— 1% 1N .
Apache Camel 7 B EZ% LIF VS Code 7/ & :
® Apache Camel B9iE 5 3% #F
® (OpenShift Connector
* Java /I EHE
® Spring Boot /I B #E
o [IETIE B IEEE
o XML i5E%H
® AtlasMap Data Transformation 4744 #%
® Didact #7
® Apache Camel K T2
T8, AL AR LR,
Wi THEE Z1FAER, 15 Z LT readme X1 :
® Apache Camel 7 E&H]README
® Visual Studio Code B9 Apache Camel 1% S AR5 25 i B9 README
® README for AtlasMap Data Transformation 4774 #5
Eclipse IDE ZHEE
Apache Camel Eclipse #8915 5 157 Camel URI #&HLL F LIRS :
7E£ XML DSL #]Java DSL HI#/H Eclipse X XJ7ia a8 :
o LTEIAN, Hi#EE87 Camel 21, B IEFIE 1% 1S5 FAERATT TR,
o JFEINE 1FTE Camel A ER], Fitass B MBI (FE Apache Camel AH#ZZ) .

2575/ Apache Camel ZHEERTIES 514, AT LIM Eclipse Marketplace %% Eclipse #itt, #1585 EE
Eclipse IDE B9 Apache Camel 1% SR #5170 XH readme 314,

Eclipse Che Zj5E

Eclipse Che 7 B9 Apache Camel #8915 5 3545 72 XML DSL #] Java DSL Hi#g# Camel URI,


https://marketplace.visualstudio.com/items?itemName=camel-tooling.apache-camel-extension-pack
https://marketplace.visualstudio.com/items?itemName=camel-tooling.vscode-apache-camel
https://marketplace.visualstudio.com/items?itemName=redhat.vscode-openshift-connector
https://marketplace.visualstudio.com/items?itemName=vscjava.vscode-java-pack
https://marketplace.visualstudio.com/items?itemName=Pivotal.vscode-boot-dev-pack
https://marketplace.visualstudio.com/items?itemName=redhat.project-initializer
https://marketplace.visualstudio.com/items?itemName=redhat.vscode-xml
https://marketplace.visualstudio.com/items?itemName=redhat.atlasmap-viewer
https://marketplace.visualstudio.com/items?itemName=redhat.vscode-didact
https://marketplace.visualstudio.com/items?itemName=redhat.vscode-camelk
https://github.com/camel-tooling/vscode-camel-extension-pack
https://github.com/camel-tooling/camel-lsp-client-vscode
https://github.com/jboss-fuse/vscode-atlasmap/blob/0.0.9/README.md
http://camel.apache.org/components.html
https://github.com/camel-tooling/camel-lsp-client-eclipse
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o LWHEIAN], JiaEEY Camel Z1fF. [EIEFIE I4# 16 S ZIEH LTI T AL,
o [FEIPEIZTE Camel ZA1F_ERT, Hitdas B mAAMFRIE 2t (K E Apache Camel ZH#E%)
o (RIZXMERT, 45#a#5X] Camel fCH9#7T Apache Camel 471l k4 2,
gjb Eclipse Che BUiZIL#EHE, HETLUEH "Apache Camel based on Spring Boot" #1547 45 T 1 IX A7
&,
3.3. FUSE 7.13 #9BOM X f#
B JF Maven T FEIE Wy &/ F 5 F8  Fuse 7.13 THE, 15 @&[HX T 70 BOM IR,

3.3.1. BOM X4 /HF Fuse 7.13

ZEF Fuse BN [HFEFHRENER 7.13 1KFITH, 15 %% Maven pom.xml # 24 T2 # 511 #9 BOM F]1
Maven FEHEBIIRA :

Z 3.1. &5 BOM £97.13 B9 Maven BOM Flig ik 7+

BRRY Maven BOM = Plugin Artifact groupld/artifactld Fuse 7.13 Ml ZA

Spring Boot 2 org.jboss.redhat-fuse/fuse-springboot-bom 7.13.0.fuse-7_13_0-00012-
redhat-00001

org.jboss.redhat-fuse/spring-boot-maven- 7.13.0.fuse-7_13_0-00012-
plugin redhat-00001
Apache Karaf org.jboss.redhat-fuse/fuse-karaf-bom 7.13.0.fuse-7_13_0-00012-

redhat-00001

org.jboss.redhat-fuse/karaf-maven-plugin 7.13.0.fuse-7_13_0-00012-
redhat-00001

JBoss EAP org.jboss.redhat-fuse/fuse-eap-bom 7.13.0.fuse-7_13_0-00012-
redhat-00001

BX(EH BOM BIi#lg, &5 T #1E5H.


http://camel.apache.org/components.html
https://access.redhat.com/documentation/zh-cn/red_hat_fuse/7.13/html-single/migration_guide/index
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# 4 F FHHNEREIZhEE
WIREFE(FFER), BEN Fuse 7 HATIFHEH B E X B IEITEEH], 15H% support@redhat.com,

4.1 BFF
Fuse 7.13 HFEH 7 LU FIEE, FH A BEIELUGBIMR A FHE -

. A=
Fuse Online 7 Fuse 7.13 #ifj

X1 iPXE i5{7H#{#] JBoss Enterprise Application Platform (EAP)BI3 15 7 /H

2 Fuse 7 F2024 £ 6 A 30 AZ5REHFI], ZHFFFILER, LR JBoss Enterprise Application
Platform (EAP) B35 #%, 24 Fuse 7 455 ###], Camel ##7~F7 Karaf OSGi Bt JBoss EAP _LZZ3
o

OpenWire X BZF

M Fuse 7.10 744, 1#/H OpenWire ik (AT F## AMQ Broker 5:#)) B/, 52, HAMQ
Broker /&7 7.9.0 /7, OpenWire 11X th#¢F /F.,

wsdl2rest TEE#FH
B Fuse 7.10 &, wsdl2rest in 51T LTEB#FH, VS Code BJWSDL 2 Camel Rest DSL 7/ Bt E#%
FH.,

£F Camel N FFHFH T PHP. Python #lRuby BIZ£iZ5

H Fuse 7.4 &, PHP. Python fIRuby BIZi%#E7F Camel N [FFE/FH#RF/H, HAFTELUSHIHRAFI]
B, M Camel 2.19 745, Camel ?tXBFH PHP, Python #FIRuby (1#&/i CAMEL-10973) , iXi&
B FAFE Fuse Bz5E2 : Apache Karaf., JBoss EAP #]Spring Boot,

HP-UX OS E##H

HP-UX fEIERZ B#FH, [E 7 Fuse 7.2 FINTUEIRIER IS5 FF Al GEATELUTHI Fuse X 1THRA M
B, 152, JBoss EAP 7.2 ZEE LEEH T HP-UX B95#E, [FUEIEITE JBoss EAP 7.2 _Fi57THY
Fuse MRZZBA Sz 51 HP-UX L,

Camel MQTT A B FH

Camel MQTT ZHH7E Fuse 7.0 HEFH, HIFELUSHIFuse Z1THRA B MR, 1 BTLUEH Camel
Paho ZH#t, E&HE7G1THI Eclipse Paho JEF# MQTT JEE8FE 1N,

BT Linux #, Camel LevelDB 4 IEATEIRIER I HEBESFHH

B Fuse 6.3 &, Camel LevelDB (camel-leveldb) 4/ AR 1ER5_EE# 7, 1HRed Hat
Enterprise Linux ff$. &3, Camel LevelDB ZH#{X7F Red Hat Enterprise Linux _L# 5%,

Camel SUMS #H{#H9 BatchMessage £E#/H

Camel SUMS Z1#H7 BatchMessage Z67E Fuse 7 #1#Z#F (B Apache Camel 2.17 & #H) , F#EEE
MEF IR ZHT Apache Camel 7 Fuse FMIE,

4.2. 7£ FUSE 7.11 i

£ OCP 3.11 _LZ % Fuse Online

I ZFEE OCP 3.11 L& Fuse 7E265(15 7,13, 7 OCP 3.11 _EZ%E Fuse Online #9Fuse Online BZ£
Wk,

Hi camel-ftp #] camel-ssh B F3%#F RSA/SHA-1Ciphers

10


mailto:support@redhat.com
https://issues.apache.org/jira/browse/CAMEL-10973
https://eclipse.org/paho/

B 4 = FRAMMBRETHEE

1£ Fuse 7.11 1, camel-ftp 1 camel-ssh 4115735 #F RSA/SHA-1 E19HI TLS, #KR#IF JSch /#HY
R fth Camel 21418 I GER Z £l 71,
WEFZELR, FESHU ZIIEE ] X E,

4.3. Zr FUSE 7.10 &

fabric8-maven-plugin

fabric8-maven-plugin EM Fuse 7.10 221k, HTE X Z(#FH openshift-maven-plugin 77
OpenShift _E# Fuse #FEERIEEE Maven JiH, 1Z#EHH Eclipse JKube 21, © WIEMIEM T 32
By 314,

4.4. 7 FUSE 7.8 #fjj%

Spring Boot 1

Fuse 7.8 735 #5 Spring Boot 1, £ E# A Spring Boot 2.0 iF###5 @ H1H9#5-5 1% Spring Boot v/ /H
FEFLF#E Spring Boot 2,

Fuse Online #189 Camel K 1217/

Fuse 7.8 T7E3#F Fuse Online #1897 Camel K :277Hf (B EZIEE) »
Camel XmlJson Z41{# E7£ 7.8 #iHE

Camel XmlJson (camel-xmljson) 2 ¢ E 7 Fuse 7.8 #1l&.

4.5. 7F FUSE 7.5 2%
Fuse 7.5 iR 7 LU FIEE :

7.5 1EFZE T X5 MS SQL Server 2014 £ HI5#F

MS SQL Server 2014 TELEL N H 355155 Fuse 7.5 58, F1TEWEFEH MS SQL Server RETHR
&, [T iwl-setuptools, #I4I, MS SQL Server 2016 2t 2017,

Camel LinkedIn 2H¥fB1F 7.5 dffjir
7 Fuse 7.5 #ffjliz 7 camel-linkedin 2414,

EZ
HAMFuse 7.5 FffiBR, 18 camel-linkedin 211+ FTEERTELUGBI X THR A F IR E

4.6. 7 FUSE 7.3 #jf&
Fuse 7.3 R 7 LU FIHEE :

Camel YQL #I# B 7.3 F kR
Camel YQL Z#E7E Fuse 7.3 R,
7.3 B MER T openjpa #1 OpenzFCP3 Karaf ZjEE

openjpa ZI5EF] openjpa3 ZEEEM 7.3 #189 Apache Karaf &5 MIBR, X1 F Java Persistence 224
(diag) S£H, 151# /557569 hibernate ZjEE,

7 7.3 R T camel-jetty Karaf ZhEE

1


https://access.redhat.com/solutions/6968780
https://www.eclipse.org/jkube/docs/openshift-maven-plugin
https://github.com/spring-projects/spring-boot/wiki/Spring-Boot-2.0-Migration-Guide
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camel-jetty ZIEEE M 7.3 #1B9 Apache Karaf &5 MR, F 7 EEH Jetty 8, K @& camel-
jetty9 ZigE,

7 7.3 R 7 Pax-jms-oracleaq Karaf ZH&E

pax-jms-oracleaq L5 E M 7.3 #1189 Apache Karaf Bk, H 7 EFEEE =TI 7 Oracle AQ
/‘%‘LAO

f£7.3 #1, camel-elasticsearch ZHffEM EAP _EBJ Fuse H#lJER(Wildfly Camel)

camel-elasticsearch 2H1£E M 7.3 FHIEAP _LAG Fuse (Wildfly Camel) B, K& HEETHI
camel-elasticsearch-rest 214,

4.7. ZF FUSE 7.2
Fuse 7.2 iR 7 LU FIHEE -

Camel XMLRPC i B 7.2 kR
Camel XMLRPC ZH#E7E Fuse 7.2 # Ik,
Camel Netty B 1£ 7.2 FiHEF
Camel Netty ZH#ETE Fuse 7.2 IR, XK H Camel Netty4 21,

4.8. 7£ FUSE 7.0 /%
Fuse 7.0 #ffjR 7 LU FIEE :

7.0 FifjBR 7 %1 Red Hat JBoss Operations Network (JON)B935 #f
E Fuse 7.0 &, Flytron _E#IFuse T7E35# JON, T EIEHEHFS JON i51THERHI JON FEHE,
7.0 iR T kA B9 ActiveMQ fCEE

B Fuse 7.0 2, Fleti LA Fuse M A = ActiveMQ Broker, &b/ B #F 2S5 1FH 7072
FCIE, BXE]ZIEHIAIEREZSE, 155 Red Hat Fuse 1EHIADE I BT HHT " 358 8 [E1542
BRI B4,

7.0 BljBR 7 Fuse £8E
X1 T A A7 FR A 35 75 B Red Hat JBoss BPM Suite #1 Red Hat JBoss BRMS Mt 77 HIZH {41214,

7.0 BB H FF&#: £ E2H Karaf ZEH5E w5

E Fuse 7.0 &, T3%# FHFFB#EEEH Karaf 1Z#IE 05, tHaELEw, T55#LL instance: (Karaf
4.x 1547 FIFTZE 7 admin: (Karaf 2.x 15%) BIEH S 7 5

A=
5 7 Fuse 7.0 GA k7%, instance: &7 & 2R, X271 S5,

7.0 BB 7 SwitchYard

E Fuse 7.0 &, drad Sk, &NiZEZ@&HE Apache Camel, HFEFZISE, 1FZ/#Swoning
Support Plan after Releasing Fuse 7,

7.0 Haffjfg 7 %/ Fabric8 1.x B35 #F
E Fuse 7.0 &, Fabra8 vl E#% OpenShift LHIFuse (LIBT7 Fuse ZkiR%) B, EHERE
Fabric8 v2 #NB92A 1%, OpenShift LA Fuse t# 7 —2HT E#]Docker 5% &, 32#F OpenShift
HERIIRSHIF L. BEEFEE,
& OpenShift LAY Fuse BETRIBIZRF, 1BE/H/E Fabric8 vl ##EA9ERIFE. Bzift., #REE
HEEEK, WEFZIEE, 15504 OpenShift LHIFuse 15/,

12


https://access.redhat.com/articles/310603
https://access.redhat.com/solutions/3063561
https://access.redhat.com/documentation/zh-cn/red_hat_fuse/7.13/html-single/fuse_on_openshift_guide

B 4 = FRAMMBRETHEE

7.0 iR 7 Google App Engine B9 Camel 1

Fuse 7.0 ##f¢ 7 Google App Engine #J Camel Z#£(camel-gae).
£ 7.0 ik 7 Camel jBPM 41

Camel jBPM %4 (camel-jbpm) E7F Fuse 7.0 FH,
7.0 Hijfjlr 7 % Fuse ZZEARF5H9 Tanuki B91TEEF

1 Fuse 7.0 HjfjfiR 7 & F Tanuki B9 wrapper #I7, {&/F wrapper:install Karaf console command iwl-
wagon for 4% Fuse fE MRS %%, ZE 7 Apache Karaf BES LT/ —1TRSS, B IEHK F1EH
bin/contrib 5% H9%7H7 karaf-service indices.sh B,

7£ 7.0 #iffjk 7 Smooks
E Fuse 7.0 &, Smooks HtE W&,
1£ 7.0 HHER T puppetlabs

VirtlO  (ZF Riftsaw HTH) EM Fuse 7.0 HifllR, WREZLFIIETEREFH mvapich, ENEZ/ETBE
211§ JBoss BPM E14,

7.0 HHER T i it i ] i &
Design Time Governance 2t E7£ 7.0 # &,
7.0 FHER 75 1T I E

E Fuse 7.0 &, M# 7 Runtime Governance (RTGov) %114,
£ 7.0 #lJfEk s-RAMP

Fuse 7.0 A& 7 SOA Repository Artifact Model and Protocol (S-RAMP) 4.
bin/patch BIZEX B 7.0 ikt

7£ Fuse 7.0 #ffjji 7 bin/patch 17 bin\patch.bat on Windows O/S).
7.0 F3%#F Spring Dynamic Modules (Spring-DM)

Fuse 7.0 F~35#% Spring XML 5 Apache Karaf #1689 OSGi R /725, Hh %K 7@ Blueprint £
4, (& Blueprint XML T~=[H 1L & FH Spring #EZRHHT Java /% : IRITHRAHI Spring 5 Blueprint
2o

7.0 3% #F Apache Open JPA
Fuse7.0 F35#F Java Persistence API (JPA)H Apache Open JPA SL#f, EEEHEH Hibernate LAY,

4.9. 7£FUSE 7.0 h &t
Fuse 7.0 A& 7 LUFIEE :

7.0 B EH T Geronimo F5H5EFE
7£ Fuse 7.0 /7, Geronimo &#s#H9 Geronimo F%5 E#£3E# Narayana &f1t,
jetty BaSEFE 7.0 g E

F Fuse 7.0 /1, Jetty B#sE# Undertow B, R4, UEHGEFTF Jetty BasBIAIEBEH (4
4, 7£Karaf BasH) . Bt Jetty A el BERTELUS BIIR K F I,

13


http://riftsaw.jboss.org/
https://openjpa.apache.org/
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25 ZFUSE 7.13 AR TR 5E
Red Hat Fuse 7.13 3575 LL FIHEE,

IBM PowerPC #1Z F&_LHI Fuse F35#Fcamel-leveldb H##
2 7E IBM PowerPC Bt IBM Z ‘E & _LZ % Fuse /Y, T35#F Camel LevelDB 2414,

OCP 3.11 73 #¥{&f Operator 2% Fuse Console

T FF&FH Operator Z% Fuse ##&, A&/ F OpenShift Container Platform (OCP) 3.11, £
OCP 3.11 _EZ# Fuse Console BIEEIN Ty /42 & fHE#R.

F35#F Apache Karaf EclipseLink ZHEE

Fuse F3#F Apache Karaf EclipseLink ZJEE, B WULIHBEMCHIF JPA 2.2, [ Fuse 7.2 HjKaraf B#5
JPA 2.1 —%,

I3 #F Apache Aries Blueprint Web £

Fuse 73 #F Apache Aries Blueprint Web %22, £ Apache Camel B9#t XikH 71— 1 &3 Blueprint
Web B9BY (fE BB T EHEH) HAEBS Fuse H1351FILTIRE,

Apache Camel on Apache Karaf 73#f PHP fIZi55

Apache Karaf &#5 £ Camel N R T 351F PHP Bi&i%Z5, B PHP RE:&/HTF PHP £ OSGi
HHHBE, PHP BIZiZ 57 JBoss EAP &#3 /1 Spring Boot &#5 18 Camel N fHEE/F B F /.

Apache Camel on Apache Karaf F3%#f Python BIZ&iZE

Apache Karaf &#5 EHJ Camel WA 73 #F Python fIZ&i%ZS, B7 Python R&:&/HF Python
B OSGi #4584, Python BIZ& %5 7f JBoss EAP &#5#1Spring Boot Z#5#189 Camel N FHFE/FH#%

7.
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F6 = EH L&
LUF Ttk 7k 7.13 H89 B M01HE,

6.1. CVE L% F

fEHE (£ B F A, Fuse AIBERGAZEF=TrHHERK, TEIEAHERR Fuse B9—LL8E = J5 i o] BE
RFEZ LR, KT IR T 5= Fuse 7.13 =G IR Z £ MHEXHICH % L I RZE
(CVE),

CVE-2020-13936 CVE-2020-13936 velocity: 245, it & BEB BRI T EE LS

BILUER Velocity BEREGH 1 & TR ITHE Java 018, SiafrEERG s, BAFNSE1T
Serviet B#FHIK HEla, XEHTFRIFFZEERIE L5/ velocity BEREGN FHEESF, XLk
t&i51T Apache Velocity Engine fk& (8% 2.2) .

Fuse 7.9 (RES/RE) BIHHIT ol (LR = (& FH B LE ML B9 E E BT Velocity ik (2.3). HI-REHIN
FAEEFCIGX] Apache Velocity 2B BIFRIETTIT, FA T EAITGX LK FTTILUE FFIEERR .

CVE-2018-10237 CVE-2018-10237 guava: Unbounded memory allocation in AtomicDoubleArray ]
CompoundOrdering EArFtEE it Z 152 RS [fuse-7.0.0]

Google Guava ik 11.0 F/24.1 27 AtomicDoubleArray KA ENAFELE (46 Java F
FIEFEZIME) T CompoundOrdering 2§ (25f#ifH research FFAIEFFIE) HEREGAR Iz AL, Bl
& oL fif#Ef Guava FIRFIMEFFEIHERER N BEER, MimSFHIEY service iwl-osgi, HFEE
%158, 15Z/§CVE-2018-10237,

ERBEM TN, BTN :

o MEAHETAKRFFIE AtomicDoubleArray 524 CompoundOrdering 541,
o WHEEMH Guava MiF 24 REZIRE (BAERLIGH FLERERHIEE) .

K TEFREBHBIRAH] Guava, Fuse 7.7 (REEMRA) IREBZE AT B & &#AE T Maven Bill of
Materials (BOM)X#t, LIECI#EHF Guava 27, XEEE, WREHE Maven TiHH#F Fuse BOM 254
F/Maven TiHd (17 f% BOM BIFIZNE POM X EH) dependencyManagement £84") , 25
ERGIEE R BIIER T 15E Guava THAIKHIXR, Genava MRAFFE A BOM Hi#5EHIhE
Z, HlFuse 7.7 BOM HjjkZ 27,

B2, ELE—NELBIFEOHS R Apache Karaf (0SGi) &5, TEXFIERT, T lEm

Guava : HTRHEEH) OSGi p/ B Guava fl Swagger, JERVEEH Guava 20, BEHiX2E
Swagger ATEHIRE, TEXBENTBEAFLUL, LIRAHTAE POM X A% L 2 Fi(vulnerable)
Genava 20 /%, Bisk, #FZ T X OSGi G HIBES,

XX OSGi &

OSGi B {TH B BREBAABLIR (KABER + Alhkd/ER) FE# together, LI
exports, FMHABLATLUEZNFA, BEBLFA—NEEZNRAEHHAE, I :

BundleA

+-- BundleB

| +-- BundleCa
+-- BundleCb

H1 BundleA #&#iF BundleB ] BundleCb, i BundleB Jljt&#iF BundleCa, BundleCa ]

BundleCb N HHEIIHAE, WRFZHERBGTAHE, ERIFKRFZ CEFE) 2%, BundleB fE/H(HF4E)
4 BundleA F[EB9£iT kk 4/ ik # BundleC,
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ETEIEAE, LU EREFEHEI Guava Fl Swagger BIETHFR FHf L EBIIER -

org.jboss.qe.cxf.rs.swagger-deployment
+-- Guava 27
+-- Swagger 1.5
+-- reflections 0.9.11
+-- Guava 20

WR BB BT EIE, ERIKENE R org.osgi.framework.BundleException: Uses
constraint violation,

#% £ F Guava 20

HIREHITT B [ & Guava fll Swagger /& (EBE#s(/E#) , #Mi%fF maven-bundle-plugin A&
KX Guava A EFAEAEXRAEEE (HREAREEE) , WA :

<Import-Package>
com.google.common.base;version="[20.0,21.0)",
com.google.common.collect;version="[20.0,21.0)",
com.google.common.io;version="[20.0,21.0)"
</Import-Package>

WHEE R R OSGi W% Z Fl(vulnerable) Garava 20 J#, HUt, TEXFERT, o8
58 RFFFI{E AtomicDoubleArray 4,

CVE-2017-12629 Solr/Lucene -security %17 i i/ ##% - CVE-2017-12629

Apache Solr E—TNRITHIFEEFETFE, S Apache Lucene £F5|2, WIREHIN HEF&H
Apache Solr 5 Apache Lucene (##l, &/ Camel Solr Z#) BjApache Solr BIHA, NHETEERF
W2 LRI, FXM TG R ERIRBIFZFE G F, 155N LR 5.

Fuse 11T/ T E# &/ Apache Solr 8¢ Apache Lucene, REBHLEK N HEFLETX
Ha[a1if & Apache Solr #]Apache Lucene Af (B4, {&fH Camel Solr ZHftHT) , F
RHH LN,

CVE-2021-30129 mina-sshd-core: Zf Apache Mina SSHD fR55 88t 17 B 1B 2 IR 55

Apache Mina SSHD B9 sshd-core HIBG R 1FH it & iR #5-F 3 OutOfMemory 5%, MLIa&
KM Apache Mina SSHD h& % 2.0.0 R EHTh&k &89 SFTP flimd¥ 4 k. E1E Apache Mina
SSHD 2.7.0 Hif#

Apache Mina SSHD #89ULEEH SSHD-1004 SR, EF M 7 H#EMNFERLMESE L, £
JBoss EAP _EHJFuse 7.10 fll Fuse 7.10 H1, XEEFHANEZLILHXHF (HFREHFREHEE) .
H:E, WREFAXLBFHIIELS—, 5NN EE N AEFCEILUERT RS,

ffFuse 7.10 1, Bi\RIMEELCEN, TR :

Fuse 7.9 Fuse 7.10 1E Fuse 7.10 h#FH ?
aes128-ctr aes128-ctr
aes192-ctr
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Fuse 7.9 Fuse 7.10 1E Fuse 7.10 F#FH ?

aes256-c¢ctr

aes128-gcm@openssh.com

aes256-gcm@openssh.com

arcfour128 arcfour128 =
aes128-cbc aes128-cbc

aes192-cbc

aes256-cbc
3des-cbc 3des-cbc =
Blowfish-cbc Blowfish-cbc =

fEFuse 7.10 i1, BIAREHZEHELCEN, WTAF -

Fuse 7.9 Fuse 7.10 £ 7.0 v HEEFTH?
diffie-hellman-group- diffie-hellman-group-

exchange-sha256 exchange-sha256

ecdh-sha2-nistp521 ecdh-sha2-nistp521

ecdh-sha2-nistp384 ecdh-sha2-nistp384

ecdh-sha2-nistp256 ecdh-sha2-nistp256

diffie-hellman-group18-
sha512

diffie-hellman-group17-
sha512

diffie-hellman-group16-
sha512

diffie-hellman-group15-
sha512

diffie-hellman-group14-
sha256
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Fuse 7.9 Fuse 7.10 £ 7.0 hEEFTH?
diffie-hellman-group- diffie-hellman-group- =
exchange-sha1 exchange-sha1

diffie-hellman-group1-sha1 diffie-hellman-group1-sha1 =

6.2. OPENSHIFT _£A9FUSE

A TFUH 7 =LE OpenShift IABE Fuse W HEEFBIIEE, HXNITEB IS S, EFEH
Spring Boot, Apache Karaf LHjFuse 284, LL& JBoss EAP _LHjFuse, OpenShift X {Thk_LHJFuse
BALUF B/ :

ENTESB-21281{#fH add-opens &E#7 FoO {5

7£ Open Shift %% add-opens Fuse %5 jdk17 IEE THE, XElrbLEE )3T, BUEEST
BT FFFRE AR IIEYE X B I BB S B 1TIEZE.

HJava 17 @8, Java FEERRT B, BLm X9, LR, #efLiEHE --add-
opens HEHARFVIIH, IEELRERME, FHATFHEERESRITHF named 44 :

I --add-opens module/package=target-module(,target-module)*

ENTESB-21281[Fuse on Openshift] QS karaf-cxf-rest - JavaDoc &3 #¥jdk17
Red Hat FUSE 7.x Hi89 cxf java2wadl-plugin F:& /3 JDK17,
ENTESB-17895 [ Fuse Console ] #HZi] X E#H Hawtio

f£ Fuse 7.10 H1, HIRZHE {5 Operator i [HiE8 B #7hk 7 7.10 K EH Fuse £Z£#5&, Fuse
Console A1REFE vesion 7.9 £, A& Fuse Console B#5#l pod BE % 7.10, S BAEERHE 7.9 £
&, ElGH IS, EE I WRIARZE] Fuse Z2HI5 FRTHR, HEHTEHIIFuse
Console k7 7.10 £%,

ENTESB-17861Apicurito generator A%k Fuse Camel HiH

f£ Fuse 7.10 H1, #145 API Designer (Apicurito) 17 Apicurito Operator Z#(giving a Invalid Cert
Error) ZRELZIEETIF, Zlh A EE

. HH—TFFZET, ZHA htps:/apicurito-service-generator-apicurito.apps.cluster-
name.openshift.com

(¥ cluster-name.openshift.com B 7 EHE®H. )
2. ERUP,
3. LRI HER, AEAXHET generate .,

ENTESB-17836 [ Fuse Console ] £ Camel FfHi & E nF a5 0985 H

£ Fuse 7.10 #1, ZBZNHEE/F/E, Fuse Console LA Camel FihF 2 E i (bfbH) . #Hall
2L IYET T B BERML [T, X =B EE .

OCP _EHJENTESB-19351FIPS - Jolokia fCEERI 1 & 192 24 5T 2 B /= 51
ZE/S T OCP FIPS #9 Jolokia fCEEHIH Fuse 7.11 a1, B FFHG5 L4037 ol /.,
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OCP _EBYENTESB-19352 FIPS - karaf-maven-plugin assembly Bt AT 5138952 M E

£ Fuse 7.11 &1, HTREBAEEH 74 assembly Bl karaf-maven-plugin, = #7588 &5 7/ /H
7 OCP FIPS Hf %M,

6.3. APACHE KARAF _LAYFUSE
Apache Karaf _LHJ Fuse L FERHE :

ENTESB-16417 £l #7 %20/ &/ PBEWithSHAIAndDESede

OpenJDK 8u292 #] OracleJDK 1.8.0_291 9%+ API BR[O F e BH L L IEREEFIIZK, X=-F
Apache Karaf IS UFFIZKIK (B9 A B9 Z £ RN B FReT/H) . -FHULIAEGHIRAE I EE
https;//bugs.openjdk.java.net/browse/JDK-8249906, Ff T Z A EHHI OpenJDK k7.
OpenJDK 8u282 st & #7H9 OpenJDK k7 OpenJDK 8u302, Ef[REXTEEFFHIIZ,

Windows _FHJENTESB-16526 fuse-karaf & A 1E# THIHE)S : install

7 Windows & _EBJ Apache Karaf B8571:51T patch:install i, ZERLEIEHR T, 7 patch:install &
BRI H B/ Bl A RERBEILL TR -

Red Hat Fuse starting up. Press Enter to open the shell now...
100%

Karaf started in 18s. Bundle stats: 235 active, 235 total

“tmpdir' is not recognized as an internal or external command,

operable program or batch file.

There is a Root instance already running with name ~14 and pid ~13. If you know what you are
doing and want to force the run anyway, SET CHECK_ROOT_INSTANCE_RUNNING=false and
re run the command.

WIREBFL R, RFEFSNEH/E5) Karaf Hiézo

ENTESB-8140 Start K7 2BE B EE A 7 80

M Fuse 7.0 GA JRZEFF#5, T Apache Karaf BasH, HEBEHIFAEHIFIEI BT 80, X AlGE
REHHABETH LG, B EIRZRIIBERNELFIEERE5IR . Bl RS T
A, FERAAEB BN & A SEHS 5, 154 etc/org.apache.felix.fileinstall-deploy.cfg X £#
X felix.fileinstall.start.level i%i&, # AT :

I felix.fileinstall.start.level = 90

ENTESB-7664 ZEHEFZLIFMEALIE karaf

2 Fi# [ --no-auto-refresh F£Hi% % framework-security OSGi ZhaE, ZNILIIEEFFH ] Apache
Karaf &#5, #1401 :

I feature:install -v --no-auto-refresh framework-security

6.4. JBOSS EAP _FHYFUSE
JBoss EAP _EHY Fuse LU FBH/A& :

ENTESB-21314 [EAP _EBYFuse] 35#F jdk17 £t

1£ EAP _E 27 add-opens Fuse %5 jdk17 IEFETE, XLtrd L LB, P EE AT FF
PR aSINEIE X BN H B9 A K B 115 €.
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H Java 17 &, Java FEEIRT ZuE#ln, BLmm Az, LR, £ aLiU#EH --add-
opens ZEHIA VA, ELRERM, HAFEEIERITH named H14E :

I --add-opens module/package=target-module(,target-module)*

7 jdk17 BBk 7 ENTESB-20833 java.security.acl.Group
java.security.acl.Group 7£ jdk14 st Bk A G,
EAP 15z FBENTESB-13168 Camel 2B E A7 Windows LT fF
M Fuse 7.6.0 ##5, X3 JBoss EAP _EHJFuse, £ Windows OS LAyt i A28E Camel FF#

Lo

6.5. SPRING BOOT _LAYFUSE
Spring Boot LA Fuse L FERHS :

ENTESB-21315 [#£ Spring-boot _F{& 35 #F jdk17 £tk

HWIERE BT FF Fuse, JIEZLS jdk17 iIEETE, XLtpdE A3, RULEGTET fFtrd
TINEYE X BB S B 1THEE

HJava 17 &, Java FEEIRY BuEtll, ©XhmXegaE, LR v, #efLi#fH --add-
opens TR, IEEURERME, FHATFHEERESRITHF named 14 :

I --add-opens module/package=target-module(,target-module)*

ENTESB-21421/ENTESB-20842 Spring Boot 2.6 72 iF iEEME&Rii i

Spring Boot 2.6 AJEELEEHTIEEAMERITT, WIREELE Spring Boot Hi{#H XML DSL F526V{E beans
X489 E E X HealthCheckRegistry, JIHER XM,

fE G AR TGS, HEETLUFFB M spring.main.allow-circular-references=true F/1ZY
application.properties.

6.6. FUSE T E
Fuse TEFL TFEAMA& :

ENTESB-20965 [Hawtio] Login failed due: no LoginModules 77 hawtio-domain

Hawtio HEEMH WildFly BIIHZ£% %, WRE & Elytron Z£MERE Hawtio, HERE
T THEER,

11:30:21,039 WARN [io.hawt.system.Authenticator] (default task-2) Login failed due to: No
LoginModules configured for hawtio-domain

ENTESB-19668 24 & Fig il 3 8153 % il #1826, Hawtio EEEIEHE AR1E Ul L B7HS

IR B & Fimiul BRI G E 5 ke, Hawtio HHEFRTEE R ELZFAES, Hawtio (XFFH
TP i 25 B E [ B SR I E, T EaEeE S,

ENTESB-17705 [ Hawtio ] Logout £ %

fEFuse 7.10 d1, ERHFH—1TAZRIE, TRET Logout #HHl, ElmhfBEAX NS, £ el LU
P E—X862.K, Logout FEIN iZEHTI/H,

ENTESB-17839 Fuse + AtlasMap: Unrecognized field "dataSourceType"
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fEFuse 7.11 41, AR/ H8ZEEFH AtlasMap vscode 7, 4 T2 4i&fH 0.0.9 k%, B2 Fuse
7.11 & AtlasMap 2.3.x {&fH, &0, & AtlasMap standalone 2.3.x, {AF{#H vscode-
extension,

6.7. APACHE CAMEL
Apache Camel HLL FERHE :

ENTESB-19361/UNDERTOW-2206 Access logging support by cxf with embedded undertow server
on karaf iR URI

412 DECODE_URL #5i ) true (X2 Fuse 7.11.1 karaf i21TH1H9ECIA(H) , H&FH
HttpServerExchange A5 relativePath fllrequestPath, I requestURI Z# 1R #F i,
SEHE(F XA, B8 async fllerror) D ECEE AR, XFrequestPath firelativeURL, X&5
A B5 B, 1 /some%20thing.,

ENTESB-15343 XSLT #4125 IBM1.8 JDK IE= T fF

ff Fuse 7.8 #1, Camel XSLT H#4E %45 IBM 1.8 JDK IEZETE, HILXNEEGREES, XSLT 8
Apache Xerces LB 3% #F javax.xml.XMLConstants#FEATURE_SECURE_PROCESSING & 1%
(GE& /3 XERCESJ-1654)

ENTESB-11060 [ camel-linkedin ] V1 APl & ##

E Fuse 7.4.0 #8, Camel LinkedIn HHFE£FS LinkedIn RE #4815, B EH LinkedIn Version
1.0 AP| S£f, BEFEE LinkedIn 357%, Camel LinkedIn ZH{{F &£ e LUSH Fuse JkZA &
Version 2 API,

ENTESB-7469 Camel Docker ZHH#EZ1E EAP _F{&EfH Unix EEFF#

B Fuse 7.0 &, camel-docker ZH#f R H REST API i£#3) Docker, A #E11 UNIX EfEFE
#%,

ENTESB-5231PHP BIZ&iZ 5 £ 4IEE TE

Apache Karaf &#5 EBJ Camel N HEEF T 351F PHP BI#i%Z5, B PHP RE:&/HTF PHP B OSGi
A,

ENTESB-5232 Python 155 L4 IEE TE

Apache Karaf &#5-EHJ Camel WA 73 #F Python fIZ&i%ZS, B Python R&:&HF Python
B9 OSGi #i7&.,

ENTESB-2443 Google Mail API - % 288 AlE 2[4

o 2 XH B B E RN, W EE—1ID B Message X R, BIEELZEE T 77— APl IZRIZEERIE
HE, BogEEESHFHIE R 1,

ENTESB-2332 Google Drive APl JSON /ijv /5 F 8 & (o] &5 7T B9 B 8955211 8

Google Drive API JSON Hipy /I 8 & O] B 7 B9 B BG4 iR 11 8, 75l Z R fEiXiE maxResults o]
BEL 2RO — 1 VB PBIAT B 25R, HralpEs Zalnd % N AR KT BAGS5IZ (AITEHE KK
& pageToken) ,

21


https://issues.redhat.com/browse/ENTESB-19361
https://issues.redhat.com/browse/UNDERTOW-2206
https://issues.redhat.com/browse/ENTESB-15343
https://issues.apache.org/jira/browse/XERCESJ-1654
https://issues.jboss.org/browse/ENTESB-11060
https://issues.jboss.org/browse/ENTESB-7469
https://issues.jboss.org/browse/ENTESB-5231
https://issues.jboss.org/browse/ENTESB-5232
https://issues.jboss.org/browse/ENTESB-2443
https://issues.jboss.org/browse/ENTESB-2332

Red Hat Fuse 7.13 Red Hat Fuse 7.13 X4T3¥iC

E7 ZE (55 7 FUSE 7.13 sa89/0/80
LUF/INT3IH T Fuse 7.13 HHEE B9/ -
o F 717 “fEFuse 7.13 HHE RHGFEIR"

7.1. 7£ FUSE 7.13 FHfE #H9%5 17
FZIH T Fuse 7.13 1B EEHTHIEE L,
Z7.1. Fuse 7.13 SEARHY5E1R

fia] Uiy

ENTESB-22629 Fuse 7.12 i KB MR B R

ENTESB-22511 Infinispan-hibernate-cache-commons 7£ fuse 7.12.1 bom R E X

ENTESB-22498 BNSRTE onException HHIZE T "handled true”, NI <doCatch> Hrhi%BHE
FONRTEESIT/E

ENTESB-22490 FTF camel 2x BEMA#HO CAMEL-13092

ENTESB-22375 CAMEL-11750 & B 1E Fuse HE£5LTE

ENTESB-22272 Karaf JE&hHAIRIB9BI4 : java.lang.lllegalStateException: Resource has no uri

ENTESB-22175 camel-openapi-java RestModelConverters.processSchema () 728

Swagger @Schema Efi#

ENTESB-21958 camel-http4 HttpComponent B ERIAB IS AL LT/

ENTESB-21878 L HEFRILRATF WARN 22518, NullPointerException

ENTESB-21874 %I F PollEnrich File ZH44, CamelBatchComplete 4% true
ENTESB-21858 {8 JDK 11.0.20 KSR FF A

ENTESB-21776 Openshift Hif&_EB Fuse {EFAIEE IBAY jmx_prometheus_javaagent.jar
ENTESB-21763 # A toD B camel-http4 JEiATE Karaf L T/E

ENTESB-21757 [UDG-4351][JBMAR-235] camel-infinispan &Z M 2.0.9.Final £ 2.0.11.Final

B9 jboss-marshalling E#.

ENTESB-21756 i JSch ER R &Il E
ENTESB-21752 IRENEE RN AR/ £ TS H L Bean BOEKERTH, TR — DB
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% 7%= &5 T FUSE 7.13 iy a] 5

fia] ik

ENTESB-21742 B Fuse 125 BB E—F B TIALEE TE openshift-service-serving-
signer"iEBieEE

ENTESB-20503 Fa R R FF ;7R "-Dorg.slf4j.simpleLogger.defaultLoglevel=trace" £

ENTESB-22700 CVE-2024-22201jetty: stop #EZEME F ik BIFHTERE [fuse-7]

ENTESB-22698 CVE-2024-22243 springframework: URL Parsing with Host Validation
[fuse-7]

ENTESB-22514 CVE-2024-21733 tomcat : EERIAES IR TUE [fuse-7] RIHEEARHEXHE R IE
X [fuse-7]

ENTESB-22510 CVE-2023-46749 shiro : BZREH it A g 55T [fuse-7]

ENTESB-22509 CVE-2023-50290 solr: : Apache Solr: £#lZ @11 Metrics API [fuse-7] %
,

ENTESB-22385 CVE-2023-6481logback: logback receiver [fuse-7] I T 1L iRIA

ENTESB-22384 CVE-2023-6378 logback: serialization vulnerability in logback receiver
[fuse-7]

ENTESB-22381 CVE-2022-41678 activemq: Apache ActiveMQ: Deserialization vulnerability

on Jolokia, BRFEN FHEUERI A F T RCE [fuse-7]

ENTESB-22379 CVE-2023-46589 tomcat: HTTP i XK@ & A& B trailer 1k [fuse-7]
smuggling
ENTESB-22376 CVE-2023-34055 spring-boot: org.springframework.boot:spring-boot-

actuator K 5 ZIE41ARSS [fuse-7]

ENTESB-22373 CVE-2023-33202 bepkix: be-java: Out of memory while resolve ASN.1
crafted data in org.bouncycastle.openssl.PEMParser class [fuse-7]

ENTESB-22280 CVE-2023-5072 JSON-java: parser;B& & 55 OOM [fuse-7]

ENTESB-22715 CVE-2024-22257 spring-security: Broken Access Control with Direct Use
of AuthenticatedVoter [fuse-7]

ENTESB-22712 CVE-2024-22259 springframework: URL Parsing with Host Validation
[fuse-7]

ENTESB-22719 CVE-2024-28752 cxf-core: Apache CXF SSRF /A {# A Aegis databinding
[fuse-7]
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ENTESB-22356

ENTESB-22164

ENTESB-22877

ENTESB-21854

ENTESB-21956

ENTESB-21953

sk

CVE-2023-36478 http2-hpack: jetty: hpack header & 5B E http/2
[fuse-7] HIE4EARSS

CVE-2023-39410 avro: apache-avro: Apache Avro Java SDK: Memory when
deserialing untrusted data in Avro Java SDK [fuse-7]

CVE-2024-30171 org.bouncycastle-bcprov-jdk18on: BouncyCastle 53
Bleichenbacher (Marvin Attack)[fuse-7] BI&M,

CVE-2023-3223 undertow: OutOfMemoryError due due due to
@MultipartConfig 212 [fuse-7]

CVE-2023-40167 jetty-http: jetty: Improper validation of HTTP/1 content-
length [fuse-7]

CVE-2023-36479 jetty-servlets: jetty: Improper added of quotation marks
to user inputs in CgiServlet [fuse-7]
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