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& A LAKF Red Hat Hybrid Cloud Console & Splunk, ServiceNow, Slack. Slack., EventDriven

Ansible, Microsoft Teams #1 Google Chat &A%, FE4i L MBNRBIIXLE=ANARER, £K
B=ANARFRT BETFIHAIUERZABIER, UEEATUMEELNES(IRRPEENER
RETERISEMS,

ETRELEXBHNNIER, 1HBW Red Hat Hybrid Cloud Console _EAZIEEH] .
SERFEH
o EANMEENNBIARSTIEHENEE AR,

o BHEERSEATEHNAERNENE=ANARFAAHENEENR,
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https://docs.redhat.com/documentation/en-us/red_hat_hybrid_cloud_console/1-latest/html-single/configuring_notifications_on_the_red_hat_hybrid_cloud_console/index
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2 13 /y SPLUNK ZZF1fEdE RED HAT INSIGHTS v HIEF

FAF Splunk B9 Red Hat Insights I AR ¥R & =IEFI A E ML A Splunk, NMARFSREE T
HETEEER, UMEEATUEFRIEALIE Splunk b AREFmIIEIE, SEEREMHERENARER, &
BTEKRE, EAIUM Splunk (URIREFMNEIERS TGS B, MILFITF Red Hat Hybrid Cloud
Console,

BRRHr

INRIETE Red Hat Insights B2 for Splunk IH@EI[R#, X RIAMEIRE . EAILLE R Help
(? icon)> Open acase, B{M ? > Support options EEE % 1t1l, EEMES=EE ST FLIEXZ A
L

Splunk FiREHEEHERR, ZI1EE 2T Splunk B Red Hat Insights b T2,

FERFH
o &% Splunk BXEIL :
o 7 Splunk Cloud Platform £, #&#41E%H Splunk Cloud Administrator sc-admin & &,

o 1f Splunk Enterprise £, #E/EH admin &€, X0/ admin BENESER, 1S
¥ Splunk X FRHAIBRLZLEREIL,

o BHEEREASTIEHANININERE AR,

1.1. 5 SPLUNK Z2%& RED HAT INSIGHTS N HiZF

REFEE Splunk B Red Hat Insights N 2R, LUE Splunk 5BE =IEFIAEMK, LUME Splunk BT
LBAM Hybrid Cloud Console # I E M@, *EBIMEHUTLATES :

o FANMEEANIRIEZEEBMEENABNAFH, TATUFHERFAH, BXFIER
EMELER, HEH BEETEAAIK, FFIREEENH,

e f#f Splunk HEC URL #1 HEC ThE 0% 7 SPLUNK_AUTOMATION BI%SRRK, &R
Splunk,

o £ RHEL 418 LAIB—14%EH SPLUNK_ AUTOMATION_GROUP BT 4., HE8EM
SPLUNK_AUTOMATION Splunk 5 & 4 3% 8 R8I 1E,

o JIHT1T N SPLUNK_AUTOMATION_GROUP A ELAFIARE RIEFIAIRS . XFEHMRT
BIRS & B Splunk, B#I, 1T %L EB Advisor, Policies, Drift, Compliance, Malware
Detection, Patch, #1 Vulnerability IRSSBIE 4,

% Splunk FFEAM Hybrid Cloud Console #HBGRAINT, Sununk {YZ&4REI Red Hat Insights N RRFE R ExR
EHED, BIMRFHAIINEE IS EMEBEE,


https://docs.splunk.com/Documentation/Splunk/9.1.0/Security/Secureyouradminaccount
https://docs.redhat.com/en/documentation/red_hat_hybrid_cloud_console/1-latest/html-single/integrating_the_red_hat_hybrid_cloud_console_with_third-party_applications/index#proc-notif-splunk-manual-config-admin_integrating-splunk
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Dashboard R - |

Operations
New Today Old
Last 24 hours >30 days
Critical recommendations O o 0 o
Recommendations with incidents O o 1 v
Advisor events received Policy events received Drift events received
Last 24 hours Last 24 hours Last 24 hours
18.- M. 95 ...

All events received
Last 24 hours 184

FeRFH
o BHEEREASTIEHANIINERE AR,
e {&H Splunk B xEIE

o Z7E Splunk Cloud Platform E&&ZN AR, EIEHR Splunk Cloud Administrator sc-
admin A,

o ZE1E Splunk Enterprise L Z&ENAERF, EwiiEH admin B, Hx0IE admin B&H
BEER, BB Splunk XA BIEREEEEIL,

o EHINYIARFEMA T HHEORRERF,

AR
1. 4 Splunk Z%& Red Hat Insights M. FATER :
a. &3xE Splunk,
b. XTI L, TELJESIEFESR Red Hat Insights FiEFE
c. R Install, Z&EIFR5EHKE, 2L Install successful 52,
d. EEII L, Hi Settings 3 H (gear EIIT). Apps ILHEFTFF.
e. TEJESRIERHIA Red Hat Insights, AAFHE TR K. NABRFRBEIMEERSE RSP,

f. EE L, BERSAME Apps b8 FH Find more apps. I 24TF Browse More
Apps T,

g. TEiTIESRIEDHIA Red Hat Insights, #AJG#& Enter #, Red Hat Insights & HHIIEIERER
¢°

h. #%# Red Hat Insights,
i. = Install,

. HIASEA Splunk AP &ME, ARBHE Agree fll Install, REIETERE, RITH
Complete *fiFIE,


https://docs.splunk.com/Documentation/Splunk/9.1.0/Security/Secureyouradminaccount
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2. 7} Splunk i%i& Red Hat Insights M AR :
a. 1 Complete X1iEHER, Hii Open the App, L &$TH App configuration TiiH,

b. Hiifi Continue to app setup T, BLIfRFTFH Set up integration with Red Hat Insightsil
M, ZEaE HTTP F4 MRS (HEC)EHMENIATREIFR,

splunk

Set up integration with Red Hat

c. 1f Create Red Hat Default IndexF, = Settings > Index, Indexes TNHAIATE— N FFR% 1T
hITFH,

d. £ Indexes TiMl L, = New Index,

e. £ Name FEHHIAFRSILH (HlM, redhatinsights) .

f. £ Max raw data size#l Searchable retention (X) =FEtrhiiAfH,
g. Rili Save, EAIRMZRSISHIE Indexes FIFXH, BRBEINE M,

h. ZE$— Splunk FE% ™, #E Set up integration with Red HatilmEH, £ HEC name E%
i A HEC 4T (140 redhatinsights) .

i. £ Default index FEHI AN GIEHFREIAHR (B0, redhatinsights) .
. =i Next,
k. 5 Review, ZAJGm Submit, EGIEMK HEC ZEH = HIMAEHEC Name 2/,

|. 2 Next fi|E# HEC URL 1 HEC Token,
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Set up integration with Red Hat

¢ —

Step T: Create HEC  Step 2: Configure Splunk Step 3: Review

chchchch

3. 1 Insights A& Splunk &K :
a. = Copy &%l Splunk Enterprise 1) HEC URL {H,

b. = Next: Configure Splunk integration in Insights Hybrid Cloud Console FEHTHINI %
PRETTHRITH,

RS HER, ERE ST HEC URL =k HEC £188 Copy &4,
c. 7E Hybrid Cloud Console #1, 7 AZl Settings >Integrations,
a. f¥ HEC URL {A#4ll5E Splunk HEC URL=EXH,
MREFEFIREIUEAITH, FENRNSEPEARNEORER.

b. MRFE, HMEKO, Splunk Cloud Platform MIEiA#RO} 443, Splunk Enterprise I
Splunk =R HAKEIAGERO ) 8088,
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Red Hat
Hybrid Cloud Console

Settings

Red Hat Insights application for Splunk @

To finish the Splunk configuration, follow the instructions to start the automation process

My User Access

s \ddress and port .
© step1 (Splunk app) erver Las )@ would apoear here

Creste HEC kserver:8088

splunl

@ step2 Splunk HEC Token
Configure Splunk integration in Insights
my token

c. Al : MNREFEA Splunk Cloud, HJHHZERNGEI Integrations TE A HI Splunk HEC URL=
E%# HEC URL, LIPtEE Splunk Cloud &= :

° Google Cloud Platform (GCP)LAAMIFTA = _L{E A Splunk Cloud Platform BILL 4%
3

I <protocol>:/http-inputs-<host>.splunkcloud.com:<port>/<endpoint>

® £ Google Cloud Platform (GCP)_E Splunk Cloud Platform fEFILATF& -
I <protocol>://http-inputs.<host>.splunkcloud.com:<port>/<endpoint>
BHLLT G6LFF -
e 1Y : http = https.
® Host : 21T HEC B9 Splunk Cloud Platform SLHlf&#R, EEREimvapichcloud.com,
e M : HEC#MOS (7£ Splunk Cloud Platform SEfIchEkiAH443) .

o imm : IMEMFHAM HECm=, ERZBRT, & /services/collector/event ¥ims= T
JSON BAMEH, =KEIIBEHM services/collector/raw ¥,
Bl -

e {#if JSON 7£ GCP L Splunk T4 :

I https://http-inputs.myhost.splunkcloud.com:443/services/collector/event

e Splunk Cloud free trial on AWS {# I RIAZEH -
I https://http-inputs-otherhost.splunkcloud.com:443/services/collector/raw
1. SERIXIETEE :

d. &l Splunk FfJ HEC Tokenf{H, FH{FEH#MliEI Hybrid Cloud Consolelntegrations T £/
Splunk HEC Token=EX,

R Feedback
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e. 1£ Hybrid Cloud Console 1, s Run configuration, REA=IEHAXEER, GBI A, F
¥ Hybrid Cloud Console E# 547 XK. TTAAMNKKEHEBE S EaoX B2 ek,

Red Hat
Hybrid Cloud Console

Settings

Red Hat Insights application for Splunk @

To finish the Splunk configuration, follow the instructions to start the automation process.
My

User Access

Splunk HEC URL * @
O step1(Splunk app) Creating Integration SPLUNK AUTOMATION... OK
https://192.168122.90:8088 @  Creating Behavior Group SPLUNK AUTOMATION GROUP... OK
Associating integration as an action for the behavior group... 0K

Sources Create HEC

Integrations @ step2 Splunk HEC Token * Associating events to the behavior group:

Policies - Policy triggered... ASSOCIATED
8d46d574-a456-4fSe-bcd6-daseaz3lcBec ° Drift - Drift from baseline detected... ASSOCIATED
Advisor - Resolved recommendation... ASSOCIATED
Advisor - New recommendation... ASSOCIATED

@ Next: Review DONE!

Notifications

Red Hat Connector

Applications

Documentation &

]
3
3
3
&
a
2 158 D e R : Review, KRR i SERLHISH 0
f. HiILEKRINTERH, = Next: Review, B [@] Insights SEEAYER Splunk o
Red Hat A
Hybrid Cloud Console Al - L v
Settings Red Hat Insights application for Splunk @
To finish the Splunk configuration, follow the instructions to start the automation process,
My
User Access
@ step 1 (Splunk app)
Sources Create HE Q
Integrations. @ step2
Configure Splunk integration in Insight: Splunk integration in Insights completed
F g P g g P
Notifications Splunk integration in Insights was completed. T hese changes, go back to Splunk application.
@ Step3
Red Hat Connector Revie
Applications
Documentation &
]
3
3
3
&
a

g. = Go back to the Splunk MR XRFFEEEMEI Splunk M Set up integration with
Red Hat F%&.

= Finish set up LLSERX Splunk REYIZE,
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splunk

Dashboard

Set up integration with Red Hat

® Py PY
[ & L
Step 1: Create HEC ~ Step 2: Configure Splunk Step 3: Review
integration in Insights

Splunk Setup Is donel
Thank you! You have completed the steps to set up Red Hat Insights Splunk app!

By clicking ‘Finish set up’ button below, you will be redirected to the main dashboard.

REUT Go to dashboard >

i. = Go to dashboard EEEME Splunk {{F&HK.

splunk A

Dashboard o | soomens- | o - | [EHR >
OPERATIONS

New Today Old
Last 24 hours >30 days

Critical recommendations o o 2 22

Recommendations with incidents 0 o 1 e

Advisor events received Policy events received Drift events received
Last 24 hours Last 24 hours

Last 24 hours

0. 0. 0.

IRFE Insights WETEHHRKEERM, HKRIAIEHF.

1. 7 Splunk {XZkiRk L7 & Hybrid Cloud Console #4513k, 15 Events ETi£, S15H
HBEEERAETIENE,

10
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Events
Timestamp

Alltime

Timestamp +
2022-05-02 15:50:09
2022-05-02 15:50:09
2022-05-02 15:50:09
2022-05-02 15:50:09
2022-05-02 15:50:09
2022-05-02 15:50:07
2022-05-02 15:50:07
2022-05-02 15:50:07
2022-05-02 15:50:05
2022-05-02 15:50:05
2022-05-02 15:50:05
2022-05-02 15:50:01
2022-05-02 15:50:01
2022-05-02 15:50:01
2022-05-02 15:50:01
2022-05-02 15:49:59
2022-05-02 15:49:59
2020-05-02 15:49:58
2020-05-02 15:49:58

2022-05-02 15:49:58

Account Application system
Al - Al o Al
ccount ¢ Application + Event Type ¢ System

seas364  Policies
5685364

s685364

se8s364 D

5685364 Drift
5685364  Drift
5685364 Drift
5685364  Drift
5685364 Drift
5685364  Drift
685364 Orift

5685364 PO

sess36e PO
seasiee P

sess364

seasiee  Policies ol e top

5685364  Policies rhelglaptop

5685364  Drift rhelglaptop
5685364 Drift rhelglaptop
5685364  Drift rhel8laptop

® Splunk Enterprise

e 1f Splunk =ERE L RENARRF

e 1f Splunk Enterprise LE2& HTTP H4 4SS

e 1£ Splunk Cloud Platform L& HTTP 4 IKEES

o ECERF I

e 1f Red Hat Hybrid Cloud Console F & & Al

o ERATEHAK A PFIREEERA

1.2. 5 HEC © 1%
1£ Splunk A AEWCE & =ERE S a1, Ew7/EH HEC S,

FRFH

o BEREASTIEHANIIIER IR,

o 1A Splunk FXEIL :

o 1£ Splunk Cloud Platform L, B A Splunk Cloud Administrator sc-admin &,

o policy policy
Drift detected from Baseline (arch) baseline
Drift detected fron Baseline (kernel) baseline

Drift detected from Test other facts baseline

o 7£ Splunk Enterprise £, #Ei4JiE A admin fifa, XA admin ABMNEZELR, ES
¥ Splunk XL L EREIL

it =

1. #£ Splunk ETTHh, F#iFl Settings.

2. 1%#¥ Data Inputs, A% HTTP Event Collector, HTTP 4 M&ERmE R HEC, H

Token {H. EAEBE L 2 PEFHIN A EREILUKR HEC B,

1


https://www.splunk.com/en_us/software/splunk-enterprise.html
https://docs.splunk.com/Documentation/SplunkCloud/8.2.2112/Admin/SelfServiceAppInstall
https://docs.splunk.com/Documentation/Splunk/8.2.5/Data/UsetheHTTPEventCollector#More_information_on_HEC
https://docs.splunk.com/Documentation/Splunk/8.2.5/Data/UsetheHTTPEventCollector#More_information_on_HEC
https://docs.redhat.com/documentation/en-us/red_hat_hybrid_cloud_console/1-latest/html/configuring_notifications_on_the_red_hat_hybrid_cloud_console/assembly-config-user-access_notifications
https://docs.redhat.com/documentation/en-us/red_hat_hybrid_cloud_console/1-latest/html/configuring_notifications_on_the_red_hat_hybrid_cloud_console/index
https://docs.redhat.com/documentation/en-us/red_hat_hybrid_cloud_console/1-latest/html-single/integrating_the_red_hat_hybrid_cloud_console_with_third-party_applications/index#proc-notif-splunk-manual-config-admin_integrating-splunk
https://docs.splunk.com/Documentation/Splunk/9.1.0/Security/Secureyouradminaccount
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HTTP Event Collector

PRSP e e |
Data Inputs » HTTP Event Collector

1Tokens App: All ¥ filter Q 20 per page *

Name = Actions Token Value < Source Type © Index + Status ¢

rednatinsights Edit Disable 431b66cc-f41b-4017-b8dd-1fcc40ab7b5d

redhatinsights Enabled
Delete

3. mUlEA LM Global Settings, BLE ¥ E 7R Edit Global Settings X i&HE.

Edit Global Settings

All Tokens Enabled Disabled

Default Source Type Select Source Type *

Default Index Default v

Deofault Cutput Group MNone =
Use Deployment Server ||

Enable SSL ]

HTTP Port Number ? 8088

4. %F Enabled, XuljgR&iE T Ed Bo0EKN HEC ShE.

HEC ShEEREIA HTTP im5 8088, MRMEMAREMNERO (40 Splunk =K
w0 443) , & JEH Hybrid Cloud Console Splunk Integration EAPLfg,

HEHR

e X Splunk ZHHH HEC GHEMEZFEE, HSH Splunk XEHEFE Splunk Cloud Platform
LEE HTTP B4 K%,

e BTt Splunk Enterprise RiXEHERA HECINEZ{E R, 1HS Splunk Enterprise XA HH
ZEHEMA Splunk Enterprise L HTTP E4IBES

1.3. £ HYBRID CLOUD CONSOLE tk PR FESEEBEE AH

X —

AT Splunk BBhREMILERZM Red Hat Insights N FRRFEATE Hybrid Cloud Console ik /" d B 5ld
E—TENEEAAGNY, B2, EUFItIRENERA,

FRFH

e {#f Organization Administrator f fa& 3k El Hybrid Cloud Console,

12


https://docs.splunk.com/Documentation/Splunk/8.2.5/Data/UsetheHTTPEventCollector#More_information_on_HEC
https://docs.splunk.com/Documentation/Splunk/8.2.6/Data/UsetheHTTPEventCollector#Configure_HTTP_Event_Collector_on_Splunk_Enterprise

it
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. M Settings > Identity & Access Management

. £ Identity & Access ManagementF, IRIEFEREFF User Access, #RIG1EEE Groups,

= Create group, I I Name #] description T,

. BIAHMERR (80 : mvapich notifgroup) , AR, ARBEHT Next, N RITH Add

roles 1M,
AN Notifications B G fAfh, HEEFREDHIA notif,

MIBREERFIFRAPIEEE Notifications BEEEGI, AREHiT Next, N RITF Add Members 11
H,

EEERMBIAMB S, Eof LU fERERIERREERT,
2l Next, Review Details T1EFTFF.

BREER, ARHT Submit LABIEIZAH,

. M B, Groups TUEIHT .

. ERREPRATAER.
. RAAR, ZANTTEHTIT,

1£ Roles Wik Lk, RiFHREEA Notifications B A,

. M Members Uik, BRIFHRE IS EMHBIK G,

1.4. F5hE2E SPLUNK £

AT Splunk BzhZEEMi%E HEM Red Hat Insights M RRFEABESIECSE Splunk ERFIENEAS =L
wEKF, MREFHREEN, HEAXITE.

FoRFM

it

&8 —41"3¥H Splunk Cloud 5k Splunk Enterprise B HTTP {4 23(HEC) URL,
#5748 Splunk Cloud % Splunk Enterprise 1 HEC 45 h&i.

FERBEMERG A BE KT Hybrid Cloud Console,

£ Hybrid Cloud Console 1, A Z| Settings >Integrations,

. %5 Reporting & Automation ik,

m Add integration,

. WEFE Splunk YERERRCERY, R H T Next,

13
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5. £ Integration name FE I AFTERBAT (HilfN, redhat_mvapich) .

6. £ Endpoint URL ZExH, ZINFEH Splunk HEC %=X URL :

a. XIF Splunk Enterprise, Splunk BRIAfE%RO 8088, M : https://<mvapich-
endpoint>:8088

b. XF Splunk =, Splunk #fERO 443, HX AWS = GCP £ Splunk TNEZER, 1F
S BB A XTI HTTP F4KESR.

ZIRSS & B EhE M &It ;endpoint&gt; ( hitp B&%R). EAREZEFE Endpoint
URL MR Hhaite,

LUFRBIERT A Splunk AR IEHLER OSSR URL,
e EB(Splunk Enterprise) : https:/splunk.company.com:8088

e Splunk Cloud (£ AWS L) : https:/http-inputs-
mycompany.splunkcloud.com:443

® Splunk Cloud (£ GCP L) : https:/http-
inputs.mycompany.splunkcloud.com:443

7. 1E Secret token P, &M Splunk HEC 4 h&EL,
8. mili Next,

9. KREEMIFEFH = Submit,

Hth BHR

e X Splunk TR HEC GHEMEZFEE, HESH Splunk XEHEFE Splunk Cloud Platform
LEE HTTP EH K%L,

o BXJ Splunk TRREHOMNESER, HSIREBIEA XS HTTP FHKES,

e BTt Splunk Enterprise RiIXEH{ERA HECINEZ{E R, 1HS Splunk Enterprise XA
ZEHEM Splunk Enterprise L HTTP E4IBES

1.5. HAtb BTIR
o BXSplunk NEZER, HSH Splunk M,
® 1A% Splunkbase B %52, iES M Splunkbase Mk,
o A% Splunk EFMEEHRIHE, H5E (EA TR A ER HTHEHR,

14


https://docs.splunk.com/Documentation/SplunkCloud/latest/Data/UsetheHTTPEventCollector#Send_data_to_HTTP_Event_Collector
https://docs.splunk.com/Documentation/Splunk/8.2.5/Data/UsetheHTTPEventCollector#More_information_on_HEC
https://docs.splunk.com/Documentation/SplunkCloud/latest/Data/UsetheHTTPEventCollector#Send_data_to_HTTP_Event_Collector
https://docs.splunk.com/Documentation/Splunk/8.2.6/Data/UsetheHTTPEventCollector#Configure_HTTP_Event_Collector_on_Splunk_Enterprise
https://splunk.com
https://splunkbase.splunk.com
https://docs.redhat.com/documentation/en-us/red_hat_hybrid_cloud_console/1-latest/html-single/integrating_the_red_hat_hybrid_cloud_console_with_third-party_applications/index#troubleshooting_integrations
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2 2 = 5 SERVICENOW 5 RED HAT HYBRID CLOUD
CONSOLE X

Red Hat Insights i Ff2F-H9 ServiceNow Flow Templates 5 Insights for Red Hat Enterprise Linux AR
FHEB. BIRIRE ServiceNow i, RATOIRAZIMNER. Hie. REEERINMEMNEPIES, N
AEFaa— 1RO, Sl eRNENIEaE L E.

IR AR AER Hybrid Cloud Console 4% Bll ServiceNow, Red Hat Insights N T2 R
gﬁiﬁéﬁ%ﬂ’af%%ﬁh LUMEEA LR E R H A BURIR —H % X T4 ServiceNow M T2 Fim
BT LS A Red Hat Insights N T2 Flow Templates AL T RA IR SRS hEH -

e Advisor

o EiH

o ETNAEE AR BIEfIHE{h Red Hat Hybrid Cloud Console 4
Insights for RHEL ¥EH4LIETT A —EB 1R 4t, =@t Red Hat Hybrid Cloud Console¥ildl,

BRRHr

MRIRIE Red Hat Insights . FITRFE for ServiceNow Bh@FI[nliE, FHRBIKE R, BaLLET =
Help (? icon)> Open acase, M ? >Support options EE B Sk, BEEMEATIEHETFAERE
] B

ServiceNow S RIZHHPEHERR, Z1I85E2 X3+ ServiceNow B Red Hat Insights N .

2.1. 7 RED HAT INSIGHTS . AR Z & fMfidiE SERVICENOW FLOW

TEMPLATES

1ETT LI A Red Hat Insights N FT2FFM Flow Templates ¥ ServiceNow 5R A =IRHEER, MES
LI ik NEHBIEE ServiceNow Fi. E¥F ServiceNow 5 Red Hat Hybrid Cloud Console £
B, 1Bk ServiceNow IntegrationHub Enterprise Pack Installer {4, EdEHRAHNARFER,

MEABTIEHAENESHBIERE ServiceNow 6, ERNARHfER ServiceNow REST API R4 fill %k 25
BWds.

FoRFM
o BERATEHAMHEER TR,
o EMEE GIFBRTE User Access &,
o BRI, f&AILLiR] Red Hat Hybrid Cloud Console,
o AN PEE T HHEORER.

o B &% ServiceNow IntegrationHub Enterprise Pack Installer #fifk, MRHARE, HM
ServiceNow 15K

o R LLJEI LA ServiceNow fifa :
o admin

o x_rhtpp_rh_webhook.rest
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o sn_appclient.app_client_company installer (REERESLHATEEMNARRE) =
sn_appclient.app_client_user,

e 7f ServiceNow H1, EFERVEBRMEH (BA) UilnIHBR,

o {R{#fH San Diego =B =M ServiceNow M &,

1. ERIEM ServiceNow SEHl,
2. #EA ServiceNow Store ¥ ] #REHEH Flow Templates :
® M ServiceNow Store (FHfFH EHE) %3 Red Hat Insights N AR FRIRER.

a. flIE—4 A, AF ID Mrh_insights_integration,
b. 7 Internal Integration User LL T f@4ENI ¥ BIERAG A /-,
c. MRZMAFA Active,
d. A€ x_rhtpp_rh_webhook.rest S EZ /.
e. NAFERED, SHERKEIRPERANER.

3. EHMIN 288 O AR T 4T F Hybrid Cloud Console,

4. 5% Settings >Integrations, % Reporting & Automationikli£, AREERUTSE :

a. = Add integration,
b. 7% ServiceNow Y NERNRR, ARRH T Next,
c. MIASLRKEATR, M ServiceNow F£4L,

d. 24t Endpoint URL, ¥ &It ;instance.servicenow.com&gt; i &M ServiceNow £

B -
https://<instance.servicenow.com>/api/x_rhtpp_rh_webhook/flow_templates_for_red_
hat_insights

e. JAH SSL WEXIEREKING A,

f. £ Secret token FEH, FhlEEEIE ServiceNow BB MIrh_insights_integration F /46X
B,

g mili Next,
h. KAERKRIFEH R Submit,

5. # A Hybrid Cloud Console > Settings > NotificationsH e TH I :
a. f£3@A T, #%#E Configure Events,

b. EFEENHEESMRAIT NN AERFRADILET K : Red Hat Enterprise
Linux. Console 5% OpenShift,

c. = Behavior Groups ik,
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https://store.servicenow.com/sn_appstore_store.do#!/store/home
https://docs.servicenow.com/bundle/sandiego-application-development/page/build/system-update-sets/task/t_RetrieveAnUpdateSet.html
https://docs.servicenow.com/bundle/tokyo-platform-administration/page/administer/users-and-groups/task/t_CreateAUser.html
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6.

% 23 9 SERVICENOW & RED HAT HYBRID CLOUD CONSOLE 5

d. = Create new group ¥TF Create behavior group %,

e. £ Name FEHPHIAFITHHMNAT, AER Next,

f. XF Actions, MTFHIFIFRAEEE Integration: ServiceNow,

g. *FF Recipient, iHEFE 2 AIBIEM ServiceNow £ (HliN, ServiceNow#EEK) .

s Next, MEHFEITFHF Associate B4R HO,

7. MAIRAEF AT R4RE -

8.

e Advisor FEIL

e FH CVSS >=7.0 W¥FiEHRE

o & (Critical) " EMNR LR
o AZREMNKHRR

o A SHIRRNRER

Hid: Next, ZRIEH 5 Finish LASERi%iE T 2.

WAR, BHERERGFLER (FiM, HREEET Red Hat Insights I #R) , WIR ServiceNow H
BREZREH, ERE Event B, UEBREE5SRMTRNEYL,

¢

IR Insights RETEHHRREERM, HKRIAIEHF.

2.2. Hh 55R

Hth TR

AXi&it ServiceNow Bi#tE, ES%E ServiceNow Flow Designer,
FET# ServiceNow N AR, 1#HSd ServiceNow Store,

BXRZEM ServiceNow Store LN AR FEHESLH Lo BENFE, ESHRE
ServiceNow Store N 2R,

BXTENT ServiceNow S RATEHNAEKEEEBNNIEN, FSET Red Hat Hybrid Cloud
Console 1A EE A,

BXXIRSS Now SR THEHERRENIERS, 1H5E WBRA =IEH A SN THEDER,
£ ServiceNow Store WE %58, 1S ServiceNow Store,

X ServiceNow NEZ{E R, HSH ServiceNow,

17


https://docs.servicenow.com/bundle/sandiego-application-development/page/administer/flow-designer/concept/flow-designer.html
https://store.servicenow.com/sn_appstore_store.do#!/store/home
https://docs.servicenow.com/bundle/sandiego-application-development/page/build/applications/task/t_InstallApplications.html
https://docs.redhat.com/documentation/en-us/red_hat_hybrid_cloud_console/1-latest/html-single/configuring_notifications_on_the_red_hat_hybrid_cloud_console/index
https://docs.redhat.com/documentation/en-us/red_hat_hybrid_cloud_console/1-latest/html-single/integrating_the_red_hat_hybrid_cloud_console_with_third-party_applications/index#troubleshooting_integrations
https://store.servicenow.com/sn_appstore_store.do#!/store/home
https://www.servicenow.com
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5 3 & £ SLACK 5B & =Efl AR

& o] LARS& Hybrid Cloud Console, @M% X R Slack EKBEREMAF &£, Slack R HFAT
ARATHEHERSHENS,

Afil#H Red Hat Enterprise Linux Bi& Slack . £ t&EMAT Red Hat OpenShift
#1 Hybrid Cloud Console E4,

Slack SR ERA{Z AR Webhook I EHHIE. MFH KX Webhook MEZ{ER, HS Slack API 3XH
g % A Webhook %52,

BRI Hr

MREES Slack BEES TIEEFIGRMRILEENE, HECRINSIRERF. Slack FARMSEDHR. 2
BT EATENES Slack £,

& B LT = Help >Open a case, & MHelp >Support ETiHEEB S £, BE#EM Hybrid Cloud
Console T Red Hat Sz in|Eis,

3.1. 7 SLACK #E2E X AR WEBHOOK
R Slack MESEATEHAEER, EWMIE Slack hECE L AB Webhook,

FREH
o XNIFREZRMIEA Webhook B Slack ELHBEBFRAHE S admin LR,

e &4 App Manager FIBRF 8EFF Slack B AR RINBIFE,
o 1REF—4 Slack HE=L A F e BHE AL

it =3
1. & Slack MR :
a. ¥ A Slack API BITIF 52 Create your Slack appi&Hl. iX$FHTIF Create a appXfiFtE,

b. MLFFi5 SR Slack BSi& U1 SEBIEN AR,
c. BiANRARFNAFFEFEERBGERNNIFX,

& -
TAN MREEINFTECEABEMHESR, BET S hidKiti,

d. s Create App LASEBX Slack M FRAEF-RIAIEE,

2. JaRf% AB Webhook :
a. ELEMN S Features i T, Hii Incoming Webhooks,

b. ¥F Activate Incoming Webhooks tl#t 7y On,
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https://api.slack.com/messaging/webhooks
https://api.slack.com/messaging/webhooks

% 3% ¥ SLACK 5 RETIEHIAER

c. m Request to Add New Webhooki%Zfll, MIRFE, HHNEMNERAMA—FER, UET

MR FBR, SRS 1 Submit Request, BIEEFHIAMEC A EHRERE TiX—
=1

WO

3. filEfE AM Webhook :
a. EZEMNS b Settings T, Hif Basic Information,
b. #E Install your app B4, = Install to Workspacei#ii,
c. EFHEE Slack NARFEAMBRANGGE, HEEFELLBANAFENEEHRR,
d. s Allow LMRIFEHL
4. APk : BBB{ER Hybrid Cloud Console SAIMNAZE Slack HHHHL -
a. ATERYE BERER.
b. RIEREREN ARFE®R. KNS RHE.
5. 8l Webhook URL :
a. £ Features T, H.ifiIncoming Webhooks,

b. s Webhook URL 35i/1i4 Copy ###ll, 3 URL IERE=IEHRAhKEERENE 3.27
“#£ Red Hat Hybrid Cloud ¥4 HEd& Slack £,

o {THEHERE T EHPEREM Slack FHEA T, HRELRINT EHRFER.

Hb iR
X Slack # Webhook Byi¥tE, 1HEE A {E AR webhook X £EE,

BXIERBEE, HESH WERTER : Q1B Slack S5 TIER,

BXEHN AREFIENFETE, 152% 7 Enterprise Grid TEX hEE N FAREFHEE
B X Slack W—k#EBh, 1EEE Slack FEBhHID,

3.2. /£ RED HAT HYBRID CLOUD 44 il & SLACK &£ /%

£ Slack HEZE T £ AH webhook J&, #EAILLIF Hybrid Cloud Console Ee& WS S4B MA X R E
B Slack &K

SEREH
o RANIER B Red Hat Hybrid Cloud 514 MEE 5 R,

pi% &2
1. MBKE, A Slack API RTIHERIEBEEM Webhook URL,
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https://api.slack.com/messaging/webhooks
https://slack.com/help/articles/360041352714-Create-more-advanced-workflows-using-webhooks
https://api.slack.com/admins/approvals
https://slack.com/help
https://api.slack.com/messaging/webhooks
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B xfIE Slack Webhook URL B2 38, 1ES 1 55 3.171 "1 Slack HECEZ AR
Webhook",

2. 1t Hybrid Cloud Console #1, # AZl Settings >Integrations,
3. ##¥ Communications ik,
4. = Addintegration,
5. WiFE Slack fFERBRE, ARHRET—4,
6. NENBA—NGF (HlN, My Slack notification) .
7. f$EM Slack EHI89 Slack Webhook URL #lliZll Workspace URL E%, #RIGH. i Next,
8. BERA%KH, HABRMNFHE, ARBER Submit,
9. RIFTERNIIE, LUERIIZFRPE Slack £, M Slack £RINFEFILE Integrations >
Communications T{HEH, fE Last connection attempt ™, IRAN Ready LA R RZERETLIM
Hybrid Cloud Console #3%@Hl,
Sk
BIE—GGRR, DUEIAES I Slack FEFRARIEHE -
1. £ Integrations >Communications T{HE LM Slack M55, sk E R (&&)FHF = Test,

2. f£ Integration Test B, WMAERF = Send, MRFEEEZ, M| Hybrid Cloud Console &
RERICHR.

3. fTFEESEM Slack #iliE, M Hybrid Cloud Console X ZEHH R,

4. 7E Hybrid Cloud Console #1, 3 A Notifications >Event Log, &% Integration: Slack E#2
B T HEGER.

Hth BHR

o AXRERNEEAPRNESER, HSHBRNEPH BERA S Ui SREEEA,

3.3. 7 SLACK &R 01| #1T N4E

fIONHE LT B MRS W BN EFAN,, LB AXRIANEARSS, 40 Slack, EHRTLUHERIZIIER
A EHGRSPROEAERERENT I,

SeREH
o LN MERGSKEABANEEGNBRNAF 5178 %3 Hybrid Cloud Console,

o REBE T Slack E£H.

Y=

1. #£ Hybrid Cloud Console #1, # AFl Settings >Notifications,
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https://docs.redhat.com/documentation/en-us/red_hat_hybrid_cloud_console/1-latest/html/configuring_notifications_on_the_red_hat_hybrid_cloud_console/assembly-config-user-access_notifications
https://console.redhat.com/settings/notifications

S.

10.

1.

% 3% ¥ SLACK 5 RETIEHIAER

18 F, % Configure Events,

ERERENHEESHENT NN ARFHSEEWF - Red Hat Enterprise Linux  Console
g OpenShift,

. # Behavior Groups i &,

m Create new group T FF Create behavior group H5:,
AT HABNER, AB = Next
£ Actions fll Recipients %R, M Actions FhiFIZR % Integration: Slack,

M Recipient FhiFIFRAEREQIBRIERIBFR (W1 My Slack notifications) , RIEH
Nexto

Create behavior group

Name Actions and recipients
Actions and recipients Select action and recipient pairs to assign to your notification events.

. Actions Recipient
Associate event types

. Integration: Slack v My Slack notifications
Review

© Add action

£ XEEAHRR SR, ERBELALBANH—IHZSIELH (M Policies: Policy triggered) ,
RIGH T Next,

BEHRIENTHHXEH R THR. HTTHAL Notifications TEHFIH,

XL S

JCN
p |

i’ b
£ om0

e EU LR AMES TN, FHASBNRSFNEMEMBTS,

PEFE Settings > Integrations 3 f2 Communications &£, ¥ Slack ERERIFNEGLZEE
Slack I5f, Last connection attemptFIR B/ Ready, SR @ABKTHEX Slack, M Last
connection attempt FI& 2 7R Success,
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Y Name v  Filter by name Q Add integration ~ 1-50f5 ~
Name 1 Type Last connection... (® Enabled
> My Google Chat notifications Google Chat @ Success
> My Slack notifications Slack @ Success O

. DIERFEMCE S TIENEBMNSEY. Him, EEMLEIREHNREPIZT insights-client,
. FFNL2E, RBHEA Slack,
. 1£ Slack i, R E Hybrid Cloud #Hl& K@ AL

. 1£ Hybrid Cloud Console 1, 3 A Settings >Notifications >Event Log, F&E ERRE

Integration: Slack =44,
o MBI NEkE, NBRIKI,

. MBRERTEEETE, ERIUEE Slack FEIEMAIE T £ A Webhook ##3%, F+1E Hybrid

Cloud Console fERECE H 7N 7 IEFAHI{E AB) Webhook URL,

MRTREZIFAEFE, FSHBERMEREN E4 B SRR SE TSR
%o

e BX Slack BBEMIFIE, 1HS5F Slack XEABERAE A Webhook KSR
o AXTHANEZER, HHHEERS NG EMT N,
o HXX Slack SR THEHRINER, HSH ESTIEH G SMMEHR.


https://docs.redhat.com/documentation/en-us/red_hat_hybrid_cloud_console/1-latest/html-single/configuring_notifications_on_the_red_hat_hybrid_cloud_console/index#proc-troubleshoot_notifications
https://api.slack.com/messaging/webhooks
https://docs.redhat.com/documentation/en-us/red_hat_hybrid_cloud_console/1-latest/html/configuring_notifications_on_the_red_hat_hybrid_cloud_console/assembly-config-behavior-groups_notifications
https://docs.redhat.com/documentation/en-us/red_hat_hybrid_cloud_console/1-latest/html-single/integrating_the_red_hat_hybrid_cloud_console_with_third-party_applications/index#troubleshooting_integrations
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2 4 = /Y EVENT-DRIVEN ANSIBLE 5 RED HAT HYBRID
CLOUD CONSOLE ££/X

& o] LAUEA Event-Driven Ansible #lF Red Hat Insights SR A =RHIAThEE, LD IEAE R LL
T EIERSMEIL, event-Driven Ansible it HLIIIS 35 45 548 5 IR V615 1,

5 RATIHEBMIRSER #H Event-Driven Ansible kfit % #84E, Sk AR B LEHM/ A
ALK, aTLURIESE R B HITIRE.

BRRHr

MRIEF S Event-Driven Ansible £ IIRE S TIEHIGMNE, HXKRIBRERN. Sl s
Help (? icon)> Open acase, XM ? >Support options EEE T, HEEMEARIEHETHIERR
] EL

4.1. i EVENT-DRIVEN ANSIBLE LI5S 48R A =14 &S £

&I LARCE Event-Driven Ansible, LAEMEH Red Hat Hybrid Cloud Console sk5 =N ARFHNE
@A,

FeREH
e ansible-rulebook CLI B%&%, B&STESH Ansible LI F A &2,
o EENMERASHENEATEHAENETE TR,

pri% =

1. FHRRIFEERES] Red Hat Ansible Automation Hub :

a. 1£ Hybrid Cloud Console /1, # AFI Ansible Automation Platform > Connect to Huk

b. £ BESHE T, & TEHFFHR/RAE 30 XAERKE T, EHZTU TR
puE: i N

c. BZWMEOP, MEE E—SHhEFNFRS,

2. HIALLF 4l Event-Driven Ansible &2 Red Hat Insights &4 :

I $ ansible-galaxy collection install redhat.insights_eda
3. B%R% Red Hat Insights 3K, &L root HF SHIALL TGS :

I # pip3 install -r ~/.ansible/collections/ansible_collections/redhat/insights_eda/requirements.txt
4. WAL TFaaHRiEE TP 258 S redhat.insights_eda :

I $ ansible-galaxy collection list

XA BB B -

# /home/username/.ansible/collections/ansible_collections
Collection Version
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5.

1.

12.

24

ansible.eda 1.3.8
community.general 7.0.1
redhat.insights_eda 1.0.0

ERAXEGHEBUE— YAML XX, HHaE# A Red Hat Insights SR & RITE B Ansible HLI
Fit. Hin, FEALLTRBAIE— & simple-rulebook.yaml FI3CH :

- name: Listen for events from Red Hat Insights
hosts: all
sources:
- redhat.insights_eda.insights:
rules:
- name: Handle Red Hat Insights payload
condition: event.payload is defined
action:
debug:
msg: "Received: {{ event.payload }}"

XANMA H playbook {#F redhat.insights_eda.insights (8 & F iR, MR E X T 74 payload
M4, 1] event.payload MAER Er= I,

ANFMAF T ATFEESEH4HH SR EHEGREMNRR. BX Red Hat Insights Advisor.
Compliance # Vulnerability lRS58IE % &% RH, 7ESH Ansible Automation Hub il
Event-Driven Ansible for Red Hat Insights 344,

BRI B S XE playbook B YAML X4, #ltn, fiEE—4 %) inventory.yaml 3x#, Hbhas
— N EFREER -

I all:

JZ21T ansible-rulebook %4, LAS3) Event-Driven Ansible il 288 MilrFE#. EULTRA
fh, XS SERIAERDO 5000 EAFFEM localhost :

I $ ansible-rulebook --verbose --rulebook simple-rulebook.yml -i inventory.yml

E— N EMNZERE O Pia1T curl 4, LURRIEERM Event-Driven Ansible flilff2F 2 & 2 1EH
BCiE, Bl -

$ curl -H 'Content-Type: application/json’ -d "{\"payload\": \"Test incoming event\"}"
localhost:5000/endpoint

HAXHIH, MREEIER, N EDA HIIRHFEORSHA—ITHER, HRFWT :

I Received: {'payload": 'Test incoming event'}

. 1£ Hybrid Cloud Console 1, 3 AZl Settings >Integrations,

. 5 Reporting & Automation ik,

= Add integration,

%5 Event-Driven Ansible fE NS ER, AR ¥ Next,


https://console.redhat.com/ansible/automation-hub/repo/published/redhat/insights_eda/docs/
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13. 7E Integration name P&, FIABMNER AT (80 My EDA Integration) .

14. 7£ Endpoint URL B i A#R7E Ansible rulebook FECEM) URL, X2#5F Event-Driven
Ansible iy 25 80 52

. Endpoint URL 41 & & http:// =% https:/, #ll
https://<eda_hostname>:5000/endpoint,
_ MAEKE, HERENASNZLERAEELIERES RGN RISER,

15. Bl : MNREE T Secret 5

' secret SIEFT TR R EBIERH SNBUEE X EE, 124 Hybrid Cloud
_ Console 58 =AM ARFERNN ML ER,

16. =il Next,
7. BREENRIFR, AR5 Submit LUS LK.

&9 Event-Driven Ansible £ FI{E{E Integrations > Reporting & Automation I FIH, 7E Last
connection attempt T, K& Ready LR RiFEREnl LA S HI & BO@ Al

Sk
fE— M EGEE, DEIAZEEE Event-Driven Ansible SRS =EHIA -

1. 7£ Integrations > Reporting & Automation i{E_ER Event-Driven Ansible 555711, =%
E#R(HBAC)¥ = Test,

2. ff Integration Test B, WMAERIH = Send, MRFEEEZ, M| Hybrid Cloud Console &
RERICHR.

3. £ Event-Driven Ansible flilr#3%% i+, F M Hybrid Cloud Console ZXHIHER.

4. 7E Hybrid Cloud Console #1, 3 A Notifications >Event Log 2% Integration: Event-
Driven Ansible B2 EFIE T & BIR%,

Hth TR

o FXREBANEERANRMNELZFEE, HSHEEM iR LAfE Red Hat Hybrid Cloud Console
rhEcE @A i BSiE F Ui IR,

o WNFE TME % Event-Driven Ansible E2&{5 2#1 Red Hat Insights #LIFMRB, ESH
Ansible Automation Hub Collections TIHf insights_eda & #f# Documentation T,

4.2. 7 EVENT-DRIVEN ANSIBLE £ 0217 48

LEARSBRIREEH4N, ThAHE BN 4 XRIA5BARSS, M Event-Driven Ansible, fEaJLL
FHEMLIIER & =iEH & RS PB4 ERIIR T A,
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https://docs.redhat.com/documentation/en-us/red_hat_hybrid_cloud_console/1-latest/html-single/configuring_notifications_on_the_red_hat_hybrid_cloud_console/index#assembly-config-user-access_notifications
https://console.redhat.com/ansible/automation-hub

Red Hat Hybrid Cloud Console 1-latest $§ Red Hat Hybrid Cloud ##l& 5 5=74 N AEFERK

SeREH
o LN MERGSHEABANEEGNBRIAF &178 %3 Hybrid Cloud Console,

e & Event-Driven Ansible 5 RA=IEHIEMNERK. BXHEE Event-Driven Ansible 515
B, &M % 417 "Bi@ Event-Driven Ansible LS4 IgR A& =IEHI S ER",

Pk
1. £ Hybrid Cloud Console A, # A Xl Settings >Notifications,
2. f£3@A F, #%#E Configure Events,

3. SR NHEESHENT NN ARFHSIEETF - Red Hat Enterprise Linux Console
= OpenShift,

4. s Behavior Groups ik,
5. = Create new group T FF Create behavior group 1%,
6. BIATTHHMER, ARG Next,

7. 1E Actions #] Recipients &%, M Actions FHIFIFKH%EFE Integration: Event-Driven
Ansible,

8. M Recipient ThiFllZk, KEEMIEMERMNEHR (HlM, My EDA Listenen , fRigHi&i
Next,

9. E XBEHRB $ B, EEBELXBAMN—NHZAIEH (HIM : Advisor: New

recommendations) , ARG = Next,

10. BEEMNTHAIXRE, RS S Finishe FiiTHAHASHILE Notifications TiE A,

. fIBFMALES RS BANES, MF B, ESH Ansible Automation Hub T L

2. ENFCEATIEFIASEMREEMRI, £ Hybrid Cloud Console Hiif A Settings >Notifications >
Event Log, & BRI Integration: Event-Driven Ansible BMZE {4,

Event Application Actions Date.. |

Detected Malware Malware - Red Hat @ Integration: Event-Driven Ansible | @ Integration: ServiceNow 3 minutes

Enterprise Linux agoe

@ Integration: Splunk & Email | @ Integration: Webhook | Show Less

o MRIRFE LK, NBHBZ,

o MRIFERE red, HERIE webhook B2& BIEHANIEFH A FFTE Event-Driven Ansible /1, F1E
Hybrid Cloud Console $ER(BCi& FHBCIE T IEH#RY Webhook URL,

ﬁ E,E
" MBTRESFAGER, FHSHBRAE PR B B ENEBSET TSR,

4.3. MR

26
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https://docs.redhat.com/documentation/en-us/red_hat_hybrid_cloud_console/1-latest/html-single/configuring_notifications_on_the_red_hat_hybrid_cloud_console/index#proc-troubleshoot_notifications

85 4 & ¥ EVENT-DRIVEN ANSIBLE 5 RED HAT HYBRID CLOUD CONSOLE 45

£ Event-Driven Ansible WE %458, 1§51 Event-Driven Ansible 153,

BB EHMfER Event-Driven Ansible #2HI2381¥15, 1H53% Event-Driven Ansible 2§25
{58,

BXRTHEANESZER, HFEHERERS NG RAT N,

MERERG, 550 Red Hat Ansible & H# Red Hat Insights Collection for Event-
Driven Ansible # {#1fd Red Hat Insights - Event-Driven Ansible B3{L S £H,

BXXF Event-Driven Ansible £ THIEHIRNE R, HSMH BES =LA S MEDHR.
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=AM ARRFNE4ER.

FRFM
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4. WEERIPASESE A TR = Set up a connector,

5. WA A Webhook B&FR (BN, #5484 . WAFRRHINIE Microsoft Teams $i&E @1 5X
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A Webhook MEA =IEHI & FEWA A BEAIR,

7. = Create LLSeB I 27~ Webhook URL,

8. 1 URL EHIBNEMEIILIR. ERFE URL EES =G A E®EAL,
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ESATIS
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RERICHR.
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Teams EHEEINW T 5 BIRE
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3. EEENHEESHENT NN ARFHSIEETF - Red Hat Enterprise Linux Console
=% OpenShift,

4. s Behavior Groups ik,

5. = Create new group T FF Create behavior group 1%,

6. BIATHHMER, ARG Next,
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https://console.redhat.com/settings/notifications
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https://console.redhat.com/settings/notifications
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https://docs.redhat.com/documentation/en-us/red_hat_hybrid_cloud_console/1-latest/html-single/integrating_the_red_hat_hybrid_cloud_console_with_third-party_applications/index#troubleshooting_integrations
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