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R AR S5 AT LURSE AL A £ i 4% RHEL ERZRAN 5 IR A XS (CVE) AT, LMERE T T #21E
R KXBMHARYL, HERER,

Wi EEEIRRARSHIEIE, WAl LU IEMBERE RSIF CVE 4, LMUERMEEIE, B ETXER
Gris BEAN RS, AR LAM A CVE RINLE T, THRRIEKEEE, & CVE BREREAELH
FIEMBXZE, SRGHIE Ansible Playbook RIEE M, LURIFIEMESINE L,
FoRFEM
TRRRSERTAMAEXRMN RHEL 6. 7. 8 #1 9 hkA, 7EFERIRAERSRILIIHELLTRE

o FANRGMEIT Insights F/ 4, FEME Insights for Red Hat Enterprise Linux N A2

FF. IR Red Hat Insights for Red Hat Enterprise Linux Al 1B FZRER P inFEMERN R

2
éJL:Q

e M Red Hat Subscription Management (RHSM)# Satellite 6 R Z FHIRAEEMN RHEL R4
REXRFXNEARS. FEREMEMAERRESELR, BT AE RHSM B RHSM s {# A
subscription.redhat.com (B[ THRL) SEMBI RHSM 24, TRESSBUETER,

o FHARSHBHA LR, HAIREXLETE Satellite 5§l Spacewalk i) RHEL RGP IEET
1’E°

o HLNEFEEMIHEERMNEHRIR. BERy, EF5HE CVE MIRAXRKMIIER

2NE(RHSA), UEREFFMEL Red Hat Insights for Red Hat Enterprise Linux £+ T BR&5 HB#IR
B, EE&ESAFUREFIR,

HiBR
o YT DIRARSIRE

1.1 R AR S5 a0 T4E

AR A Insights P IRIER X RHEL REER. EFRREAXRINESR, FRELELEIR
AIRSS

RIE, WHARSEEIE Red Hat CVE B EM L@ AIHEHIE, UREESEEEAAINRTEMR
SEREY CVE, FIRELXLEELLETRILER,

DEIER, BUUEEMEF DRGSR, HEORBRNEMMLESY, RERRTE, HUBRHEHE
Ansible Playbook LMEE B, iWERFSHIE 2 /E AL RHEL EiMiZR PR £ R EERE.

1.2. RED HAT HYBRID CLOUD # 4 & ey F i hE B
IRk 7 B BORR A B P &R AT LU A] Insights for Red Hat Enterprise Linux B K% $08#E.

1.2.1. e X PR HA A
NTEFEEAMAE, IBRETHATE LA —ATHE LA,

1.2.1.1. i E B4
Default access HA S EHIMFMFFER -, REZTIE L ABHOELILAH, AIESB I EH.
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MNRNFEER X Default access HiH 1T T BiR, NEL/MMEEX N Custom default
access H, BABHLIEEH,

Default admin access HIX B S EGHMEEONRME -, XN, BT ERRIAHHIE
FHAR,

1.2.2. KBRS AR TIRIAE
LUFABEBT Red Hat Enterprise Linux %} Insights AR AR 55 ThREBIPR A S 38 5 B9 17 7] -
o REEES. LEM vulnerability-service ¥R,

o EREH R . HEM vulnerability-service ¥RHTIER AT A BYIRIE,
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% 2 & 5 WBURREF AN (CVE)

B ILRANRE(CVE) RELA T A MG S HhinAMNEZ2iRE. CVE HEZR Cybersecurity FFRDC
(NCRYPRRFNFIHE, HEXFEESMBMF L HOHE Mitre AF (M FEEREZEZMER Cyber
Security Z/]) MHEERHKEE, CVE WTEHRIESZE https://cve.mitre.orge

BT R RS CVE XM AFENRRMREMNN CVE, RRRS B E6E, LIEBIAER
£ CVE Xf RHEL IMRH RE KBNS, FERAFERERMBELSRIBNNY, HAEEMREARER
E’\Jl‘iﬂ Hmo

E:2

ARG A EETE https//cve.mitre.org KB IIFRAEEHEN CVE, RBEZME CVE,
TIEA RN E(RHSA)M CVE B EEREIRS H.

TERSSIRA T AR RHEL R4 CVE, RN EMFH A ILEERMA ARX#ENRE, dashbar I
REEIR LU CVE K2 .

o CHNIHRRAF A
o TN

o EMEM

o EEEM

= Red Hat .
= Hybrid Cloud Console All apps and services ¥

Red Hat Insights Filter by tags

Overview

CVEs ®
Inventory . . . . e .
CVEs with known CVEs with security CVEs with critical CVEs with
Advisor exploits rules severity important severity
4 13 Uo U 13
Patch
B4
Vulnerability E
Q
@
CVE . -
> > 0 - Y CVE - Search ID or description Q ~ H 1-130f13 ~ (2
Reports a
Systems Systems  Tor more % Security rules  Has security rule % Reset filters @

Compliance

2.1. ZIE R £ N E(RHSA)

IIERE AT (RHSA)ENRILEK T LB~ AP MR ERE, XERLREDIRE N EMBEERE, Red Hat
Insights for Red Hat Enterprise Linux i@RARSS R 5 A F 45— CVE BN RE KK A ETRARE,

1 CVE Fi%£5¥ Filter by affected systems HiiEREFILER. MRRFAFHLEAE, NI RHSAID K1
Exposed systems ZIFRAHH Advisory JIMREIER BR— N, RSB IFNLE, Q5HIRT
W, HEFIR"TTA


https://cve.mitre.org
https://cve.mitre.org
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UEANRGNANESFER, BRTUAEEAX RHSANESZER, QESHNRAIR, EHTRSH,
FB P AT LR R R S kA8 Ansible Playbook LA FE#h#4,

Red Hat Insights . - Workloads Al warklasds  Clear filters

Patch » Advisories » RHSA-2020:4183

RHSA-2020:4183

The Berkeley Internat Name Domain (BIND} & an implementation of the Domain Name System (DNS) protecoks. BIND includes a DNS Moderate
server (named); a resclver library (routines for applications to use when interfacing with DNS); and tools for verifying that the DNS Learmnmere
server is operating correctly
Security Fix(es):
* bind: truncated TSIG response can lead to an assertion failure (CVE-2020-8622)
For more details about the security ssue(s}, including the impact, a CVSS score, acknowledgments, and other related information, refer
to the CVE page(s) listed in the References section.
Issued: 06 Oct 2020
Medified: 07 Oct 2020
‘iew packages and errata at access redhat.com
Affected systems
[=] 2sclected ~ ystem a 1Mol -
Name Packages Applicable advisories Lastseen |}
|‘_ﬂ RHIQE d602028{-25b3-43c6-87cb-6847d308a%92d.ige-insights-client-plu 398 027 5 20 B0 16 hours ago
gin
[¥  4e6d5545-c506-4599-be95-3565a8815cd3 398 0 27 6 20 &0 16 hours ago
[ RHIQEO0S2a2477-ech0-41dc-8677-d46019019557.ige-insights—client-plugi 398 0 27 % 20 £ 1
n
[ 4500f6d7-0b10-454f-blef-a69d7fGead2d 398 0 o7 % 2o &
] RHIQEEb7500a8-6440-4190-b2c5-f2c2cbasfa2cige-insights-client-plugi 398 [ BEva 3TN )

n

2.2. ZEHIN]

LMY CVE #3k THAMT L, ENNGIESHRBEEREXE, SEERSRE, T
KENE, HBIET SR FADIRE, BEREM DR AN TR B EREEE RHEL 7
B, ixege @MU A VR R EE 4 BBV SE AR PR B,

R MNIE ST RE L IZ(TH RHEL BRAZ S, IREURERINVEL, EHERRSIN, Bt o
Insights 2 S I IEM R A THIERBEEE SRS SR SEMNSN, NERARS ISR E
R &MNIAFRS, NTERRERSRNG, FENZE EaE A,

=

FRRANTF RS LR EMNINZ 2 ERRELEN.

&a, FHIEMBLFLE CVE RSB ATFAEZ CVE XML, RABARETCITFEERESR
SEEE AR A, (BEMIMERAATRERFERY ; fli, FEmOSXM, HEEIEMEZT SELinux.

2.2.1. 1 Insights for RHEL {{ZAk A iR A= 2 HN
FRAUTSREFENEMZBRIYRZEN LN,

it =

1. % Red Hat Insights for Red Hat Enterprise Linux {{Z&#R -

;E I%\

OOV uE

4

5 NTREENL, UTRSS8HPRMEERERFIHEEXRSER,


https://access.redhat.com/articles/2968471
https://console.openshiftusgov.com/insights/dashboard

85 2 & % LASREFIRES (CVE)

Insights

Dashboard 76458 1575 stale system
Syetems reqisteed with nsights 'O 567 aystems 10 be removed m

Latest critical natifications on your systems

" o % Important
Lirux-frmweare: Denial of Service or Friviege Escalation in Bluetocth range =

Wuinerability b Advisory recommendations.
mith high priarity due ta heightened risk

Recommendations by total sk O

Remediations

Subscription Watch utilization summany
CVEs by CV55 scare

V55 score CVE totals Known exploits
® 5010 . N
» 40-70 554 3

Comphance

2. BAETHNRAERFPOSHBIXERBRA, XEZREMENN, HmEMFHD "Important” 2
"Critical", XA RER IR &K HEBYFIRL, T”Wﬁ“ﬁ'ﬁ%‘f'; PTG

a. EBMBEHMMAEN, = Expand I EEHERXM CVE UREMBIHFATFHRGEHEZE,

%ti; N
EE

I ] L A
&w

AEAAMR BRI, BATFTENRL, MR, B
X3 R R 71 CVE, (BR2ANIE A TSR 1L,

Hﬂﬂ

b. EREHMNIKNAFRT, FEHXH CVE F= CVE ID 8,
c. BAEEHNRAMLES RN CVE SN, FtFEM#itEAFIRSRAIE playbook,
3. ETk, HERRE FHFHER.

a. 1H3ER"CVEs with security rulesimpacting systems."f#, XNMHFZEBEFNEDL—NRE
B BRI RSN,

L 5 View CVEs, ZREEMRLMN, BEENOREMN, EHE-NRBLER
HET H o
2.3. B AR A

YIHEHT T Metasploit ##E, UMEREEEAFFIMA CVE, s—1 CVE ELHAFFA, KERS
" BRIRE" SR A RIS 1% %48 CVE,

XA BB VT AT B B AR PR H R E e E RN ER CVE, ZIERWAERARA S EN
H'BEMFR" I EREEEM CVE, HEEXLR,
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B X NRRRSS, EREMSRAPRRERFESHMBN Y CVE, "BMRE TREHT
KX DIRAEEEN RHEL REHEFA ; KRRSFSTRMEZRE.

2.4. B ILRIRAM AR ORI R AR AR E 8E

ARG NIERBERENE WRREMRE(CVE)REE, UREIIXEME Insights BIRGTHIRIIN,
CVE AN FHAELLSRRE = 22, BEFRZIRLSRANTN, AN LLBhERENEERTE
A Security Rule I35 2k B&10 41187 A R 2 F A ™ #& 2478 CVE,

XIRINT B ERETNEE, IRV ELADMRIEHBEAREZRNAG, EEEREBRSHEN, XKELS
ANR BRI FD B ZE BIRRE,

ZENMMEBF BZBLEM CVE RESRFEELZITHY, BEMMLRERABNRE. IMRAFEN
&, BAFEIARXRE,

— N FAEREREN CVE REXRTERBHIKHE, BFE— N FRIEET TR A, FREBEALL
RAFUT —HIROFRERTRE : TRIJIMFIEER, ROANTEEIWRAIRITH BRI
=8

LHNRE— FERERAN RSB, MAE ZRWMNRSSE, BREHIBELHN RS5EHS

RiX IR35% A ETE21THRME M, RVFNREE root I7iH], RS E AR NEARERAE, FE
YEMEER,

MR, RiX Server BHIHFIECERMEILFEEH, BMEZRMHNAHPEERZML, RS B FHHEN
7 2, BFRZIINMRERBENZN, XBKE, Server BAIUERERIFNIIKR, UEATLUE
S A BRY, HIt BRS5EE A FTLMES,

BE

IBRRZSTE Server A AR RSN Server BT T, R ANEBEEZITEENEELRSR
SERIE, RARHRUREMEHETRESSHEEURFEELRSRE,

2.4.1. 7£ Red Hat Insights for RHEL {4 75 2 5148 %89 CVE

EALLUTH %N Red Hat Enterprise Linux (Y ZR#RiRAFIHF Insights FREYE R CVE,

it

1. M % Red Hat Insights for Red Hat Enterprise Linux {{Z&M#R

TR
%% AT EEREN, UTREHEHPHEIMEESLERAEHEEXMIRS TR,


https://console.openshiftusgov.com/insights/dashboard

B 2% EUs9RRANKESL(CVE)

7,648

Latest critical natifications on your systems

g ¥ e = nport »
Linux-frmware: Denlal of Service or Friviege Escalation in Bluetaoth range
Wuinerability b Advisory recommendations. ¥
Red Hat recommends addressing these CVEs mith high prisrity due to heightened ris
associated with these security ssues . .
Recommendations by total sk O 3
18 4
CWEs with security rules VS with known explcits
mparting er mone systems mparting | or mare systemes .
Feetna ! Feeia ! Remediations :
Subscription Watch utilization summany ¥

CVEs by CV55 scare b

V55 score CVE totals Known exploits

801 - ;

»
Comphance »
Fatch »

£ RHE £, 1HIE FEEAREN CVE &I 1 MNEZINRE, UEETRHEE,
= View Known exploits,

# & CVE B JEH Known-exploit CVE 53K,
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33 E BMRERSER
T RBRIEAREE R LT IR S AR, ARSI SRR RENIE, 288

BRIEMEBXRERYL THEMBF-, TN THER T E8EHSA R AT B F A F118 5 45 Re9HE
R 3 IER £ T IhRE,

3.1. CVE-LIST #1 SYSTEM-LIST i j#2s

TIESYE/N CVE MIAEXRFEBIR WEIZR, AIEBNET T T4 E N, [FiEsNAE CVE JIR, LURYE
rrERRESEI NS EET CVE, 0 : EEEEA CVE i, [FitiEss AEI4 MMM RETIR,
LUMEEFFIETE RHEL FARASRIRA,

Wit }\AE@\IUE’JL]ﬁ%E-F?_Lﬁ.]%Z¢5iET$_AEEL]ﬁ%E*;%&;§L]ﬁ%E R Ja M B3 8 Bt T R Bl R ARk
T TR FLERR. FMEITIEERTE Filters R T E/R, @ RS MIIERZIH X RE=H.

CVEs %R E2s

Filter by status v

CVEs @

v
O

v Y CVE v  Search ID or description Q N :

CVE

Systems exposed 1o

Security rules

CVEID shdate |} Severity CVSS base:

Known exploit

> O  ¢VE-20:; c 2021 ¥ Critical 8.8
Severity

> O cve-201 w 2021 Moderate 6.8
CVSS base score

> O Cve-20: ) _ v 2021 ¥ Important 8.1
Business risk

> O  ¢VE-20:; w 2021 V) Important 9.0
Systems exposed

> O ¢cVvE-20: ] w2021 ¥ Important 9.0
Publish date P

> O cve-20: w 2021 ¥ Important 9.0
Status

> O CVE-20z1~z106/ ue yov 2021 L7 Important 9.0

DR EZE LB M CVEs TTEVT IR, 1EFEFE LIRSS, RBTE subfilter HE LS -
e CVE, #3% ID siisih,

o TREHN, NERHHE "Security rule" F1%H) CVE,

10
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BANERERAA, (UERTHE "Known exploit” #1728 CVE,

FrEM, EFE—PHZEAME ¢ Critical. Important, Moderate, Low 2 Unknowns
CVSS HAEL/H, EFE—IHLZNEM : All, 0.0-3.9,4.0-7.9,8.0-10.0, N/A (F&ER)
B RS R FE— 1N Z ME : High, Medium, Low, Not defined,

Systems exposed JEFER B R YIRS CVE, B REHINRTEH RS,

KB M All, Last 7 days, Last 30 X, Last 90 days, Last 90 days, Last year, 3% 1 & LIRT%EREE,

K. EFE—NHZENME : Not review, In review, On-hold, Scheduled for patch, Resolved, No

action - risk accepted, Resolved via mitigation.

NS IIE SRt

Exposed systems

O - Y Operatingsystem ¥  Filterby 05 = Remediate [~ :
Name MName Tags os

O sateny SSCUrty rules RHEL 79
Status

O idmar ® o RHEL 8.4
Advisory

O cap67 L e RHEL 7.9
Operating system

O mhuth RHEL 8.4
Remediation

':I satellitc.ancouv.wmnco cunatcwnm RHEL 7.9

LATF EZ 38257 M CVE IR TTE PRV RS TIRBYTHER U5 7] -

3.1.1.3

L2, BHRETERTEMN], NEREMZWT REXBER, FAEERSLESIITIHA

GIES o8

&%, HiA CVE ID EEHEEM CVE,

REMN, 1R CVEBE—NSEXRENZEMN], NRFEEMRIIESZRA—REMNIBR

Wi, EBERAREEMNRTEIRT

KE. BERFEREHIERENHIRT

AEH ERAEASEEATI CVE IR

BERG. BRZITRE RHEL CR) MREBIRSL

8 ZR Ansible Playbook R EEEIRST. FENMEE RS EE LRI R FHBRT,

137 security-rule CVE

ERUTLSRRES CVENRPHEEMHREMN CVE HAEZ MR

SR

1



Red Hat Insights 1-latest i} FedRAMP #£ RHEL %% LiFf&f L £ER
FE

ERERENTGMRA, BEMIMERGTERMEER ; fl10, HEmOEXH=HEH
T SELinux,

it

1. 3# A Red Hat Insights for Red Hat Enterprise Linux F1#J Security > Vulnerability > CVEs,
2. B TEAMEESRTHIAIR,

a. N Security rules i$E 25,

b. R Has ZEHN Fit 825,

3. BMRHUEFREMN CVE, THEREMNE CVE K ERATF CVE ID T8 security-rule Fi
%

3o

3.1.2. i RHEL R4 LML £MN1E S RKE

BAERLHNE CVE BLIIEMEELM CVE, BAMI1ETFREEIRFNGHIEE, 155X L HE B
FRRFRLRE, BEENASPEEEN L, B EERERS MRS, oL RFEHITI5%
HEHEE— LR BB

o TEATRAZEMNK CVE, BXRZEMNNEZER, HEH 22, Uk FEQAFER
2N RGIIR,

o BE CVEAXEE CVEMESER, 1HS Red Hat Insights IEE 75,

3.1.3. iEE A IR CVE

1A "Known exploit" Fr&8) CVE HZLIEREREHM AXNRE, FRAXNRR, KETLRAFFA
CVE, HESHTHRAFFA CVE, EIt, ROZILEZEESRER CVE #HT IR,

H o
TIETREEBBEIMUREREEOHANA, BITR 2RI AT REN BRI X EH CVE,
FERAUTHEE CVE SIRPME T B CVE :

it =

1. 3# A Red Hat Insights for Red Hat Enterprise Linux F1#J Security > Vulnerability > CVEs,
2. RTEREGRTESE THIIR,

a. M Known exploit i3 7E,

b. N F3 Has a known exploit Fid &,

3. AT™RUEES M AHRF AR CVE 5K,

3.1.4. R AEHEXANER CVE

12


https://console.openshiftusgov.com/insights/vulnerability/cves
https://access.redhat.com/documentation/zh-cn/red_hat_insights/1-latest/html/assessing_and_monitoring_security_vulnerabilities_on_rhel_systems/index
https://access.redhat.com/documentation/zh-cn/red_hat_insights/1-latest/html/assessing_and_monitoring_security_vulnerabilities_on_rhel_systems/index#proc-vuln-filtering-security-rules-cves__vuln-refining-data
https://access.redhat.com/documentation/zh-cn/red_hat_insights/1-latest/html/red_hat_insights_remediations_guide
https://console.openshiftusgov.com/insights/vulnerability/cves

% 3 = B REIR S 4R

AL CVE RBHREXNNE, hfh &%, Xage2R MU TERRRL A :
o CVERXETHMES

o FRRENITARTE CVE FIENIME, ERETRTENIMEREIR (RARMIMEHERN
CVE ATLAE R IME R A E)IX)

o BHRATBLTIRRE

BE
CVEEEBRIIETFT RHEL 6, 7. 8 #19, RHEL 5 RAARARMEMIE R,

XA RENER T LRA CVE ALEREE R RGN REXLERE, UREATLUITLHE
B9 RS ARRIX AN [A]

SNRIEH RHEL IRAEZBATAES, FH4EIN" will not fix", HBEULTRE
o SRAMIEN (UEM)
o RHEL hRAHYE & B HAM B
MRAREERERXANENER TN CVE BEIBE, wJLMEALUTEI -
o TN
o AREDFWLRANEESE (NMRTH) WIZRHTRIRA (HFEF)
o NA—NMEMAR (MREHE)
H At HHR
BEXCVEMEZER, HBH BILRREMNE
AXRENTEETANESER, S0 TR EMITIL
BEXTREGAENEZER, B3N £oEEMEHERE,
BEEF TP WIGREBR— N ZRFEEE, 1§50 55 %R,

3.1.4.1. RSB LER CVE
[BR%AENER CVE ALK 3% CVE ®#IMBIRYE, MEETE Insights AL,

XIS WEIAG A, EREATHN CVE AXTMAHIWIINER. XBHE, BQIERATIESRE
ERHAEERBREN CVE,

=\
ZINEHISRRRE K Insights for Red Hat Enterprise Linux S RAFA S LK. FEMEEH

CVE, XL CVE RERMERMAE,

FoRFM

® 7f Red Hat Insights X ERIME AT IRIAE IR 5 1417

13


https://access.redhat.com/documentation/zh-cn/red_hat_insights/1-latest/html-single/assessing_and_monitoring_security_vulnerabilities_on_rhel_systems_with_fedramp/index#vuln-cves_vuln-overview
https://access.redhat.com/security/updates/classification
https://access.redhat.com/product-life-cycles/update_policies
https://access.redhat.com/support/cases/#/case/list?query= orderBy lastModifiedDate desc&p=1&size=10&searchType=basic
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1. 1£ Red Hat Insights for RHEL {XZk#&x 7, 1 AZEl Security > Vulnerability > CVEs

2. =il More options Elir (FE) , ARF1%EHF Show CVEs without Advisories, A 5FIRSIER
BREM CVE,

3.14.2. ZHE%BNEH CVE
BERERGANSIHEERN CVE, BUHER: Show CVESs without Advisories 1517,
KINBHE T REASETN CVE, BEERUME KSR CVEs BENE,

pay=\

ZINEHIRRRE K Insights for Red Hat Enterprise Linux S RAFA S LK. FEMEEH
CVE, TitiXL CVE BEBHERMAE,

SeRFH
® 7f Red Hat Insights X ERIMRE T IRIAE IR 5 147
o NHEINRITIFEBELEM CVE

it 3

1. 1£ Red Hat Insights for RHEL {X5k#&x 7, 1 Al Security > Vulnerability > CVEs

2. =i More options it (FE) , RF1LEFE Hide CVEs without Advisories,

3143. EFRXEAEH CVE

1E3% %8 Advisories EIIHYIE R T T~ CVE [ s ZH CVE B E., EEEREAEN CVE, &l
&= B3 Show CVEs without Advisories £,

FRFM
o HMEBEEAEREATEINERTFEAT CVE,

it =

1. 1£ Red Hat Insights for RHEL {XZk#x 7, 1 Al Security > Vulnerability > CVEs
2. MBS FRIZE A, 175 Advisory,

3. 7 Filter by Advisory FHIZZ A% Not Available, A&E5IRERAAERENEM CVE,

3.1.4.4. 155 CVE MM REEE NS

CVE HiEMEK BAZATE CVE RMAE RSITIR, ERILUHIERSIIIR, UERE CVE AR
R4 (RPREALSE) .

FRFM
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% 3= IEERIRS SR
o HIMEBEAMEEEASETMNERFERT CVE,

it =

L HEEELEW CVE, BIUBFIERTNNRY, ARXEEBELAEMNER T HA CVEMES
{E/%\, i’%%[ﬁ&i&ﬁﬁ%ﬁfj IEE/R-Fl/E{ J’Fﬁ'ﬁ CVE E,JZF" “Jlo

2. EIFES T CVE B TIEM CVE, T8 CVE B CVE 5 THE, % AH T =% CVE S8
A RS,

a. WNRIEFEESE CVE KR F Filter by Advisory filter and Not Available j£, x5 25
2R BBE CVE 1B TTE.

b. BN, HESME CVE FIBIENT, MITEIIERRLESS ik Advisory, ABILEE
Select Filter by Advisory, REH i Not Available Ei%4E, REIEHMIIK, NETRZFIZ
CVE MRS, MEEAL. Advisory I ERIIKPHEN RAHATH,

3. \k : EEERGHIFEE, BAEFEREEENRSGET. REFBIES L.

3.1.45. EERTIFBERERELEH CVE
REVEIE TIE S D RENRTE RSB CVE FIR, B LS8 CVE FIRE B REEASH CVE,

FeREZH
o HIMEEBAERAANSETMERTEAT CVE,

i

1. 7£ Red Hat Insights for RHEL {{Z&#k A A Security > Vulnerability > Systems LLE % 2
Vulnerability systems Ui,

2. MBIRAESFERS D, BRZREREFIRIE, ZIFIE T &pmERIBFTE CVE,
3. MITETIERAY 1 I8 2% FREHE Advisory,

4. %R Filter by Advisory, #AE1%# Not Available E1%1E, CVE E#HFIR, NEREEAEHN
CVE, Advisory FIiERFIZFRAE CVE B9 Not Available,

5. 83k : EEE CVEIFEE, ENEEEEM CVE % CVEID, E7R CVE BIE4{E B T1E,

2. TR TR EMNBIRGIFIR

I8 CVE IRDRAEEERXBHVBERNGE, EFEAD CVE REFAFRIFIRA T IR AEIZ
o

it

1 EFREMN CVE &, ATRHNE AFHNRGIIR, HFTA2IRFHEIRABARFECVEN
ZEMNZEME, MAUTEES, NEEFERESMNIFERRL,

2. MELJESR THIFIZRA, £ Security rules i1 iE 25,
3. EZHFL RS THIFIRA, %A Has security rule 1E,

15



Red Hat Insights 1-latest i} FedRAMP #£ RHEL %% LiFf&f L £ER
4. EERBET CVE RS, X CVE thFEHEREMNIBISEME,

3.3.INSIGHTS FOR RHEL 4 825

BT R—HRAH TN ERARS S RNINEE, AP REEEMCHBTREANILRS. e
AILARIZTT SAP THEM#H, (@it SAPID) . Satellite EHASKRINE Insights B iwELE X4 E
E TR RS,

AT LAMFERALTF Insights for Red Hat Enterprise Linux B9 Insights v A2 ERHY Filter 458 #E1E Insights
for Red Hat Enterprise Linux A2 FXBEHTIE, MIRFZSEHN service I, HiEFRRSE, TTEEIT
., 182, iZ%IEEE Red Hat Enterprise Linux BREBIARRE Insights 5.

HArt e R RRARERS CVE fMIR5i5IFRFP I,

HEARXEBINRER RELHEED A5 THEE 2B XA FIEE B E U RERER.

3.3 AT IEERMR. CVE MIRGIFIE
fE LT PRI AL IRRRAR S5 CVE MIRYIBIE,

i =
1. 2%l Red Hat Hybrid Cloud Console F &%,
2. #TFF Red Hat Insights for Red Hat Enterprise Linux b FAT2FF.
3. RALTF Insights N AR FEER TTEINERE Filter 455R AEH BT Fk,
4. EFEETIRERENAE,
EBRJRYUEFTAGE, BENHAARENTREIIR, REFIRNEDR, BET View
more,
(’J %)
a. ML SAP TR #,
b. HRIBRFEM SAP ID EERSL,

c. 1%F% Satellite EHNES.

d. e B E LHRETRMRBI RS,
BETRESAXVBBE UIIENER, ESHAXEPH BERERL B2,

5. #HAZRS, AREBRETFEAFNHIHFNRSH CVE,

3.4. 5 CVE & 55 X

BT XNRERS, SR LMERLTETE X CVE BIELXES : High, Medium, Low, 2 Not Defined
(default),

AR CVE IR ETRED CVE B EY, (BB NS AL EAREM (1 TRHERIM BRI CVE 74T
W IXH, ERUERBNEHRERNEENE, FHILEMEEIFERFERE.

EINERT, %€ CVE LSS FEE#HIXE N Not Defined, #EWLSAIEE, &1E CVE 1TH
Security > Vulnerability &gt; CVEs BIFRAA I,
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CVEID

% 3 = B REIR S 4R

Publish d ate Severity CV55 base score Systems exposed Businessrisk  } Status
-2020-T00 20 Apr 2020 O Important 75 260 Madium Resohed
=5 2y
P& ?/HILJE,JZF" “Jlo

B CVEIFBFHHERERNSZNE, EPERTESZERHAIH

Vulnerability * CWEs » CVE-2020-11008

CVE-2020-11008

Businessrisk Status
Medium Ak Resched

3.4.1. NEA CVE B XS
SERUTEHE, NEA CVE XEIS K :

=
;E I%\

% CVE Bk 55 RS TE R BIRN A9AT A R4l LHMZ—H.

i# A Security > Vulnerability > CVEs T{H, HEZEREX,

N

BEILE W5 KEEH CVE,
= CVE 1TA MBI more-actions Elir (ENEER) , AFR Edit business risk,
3 Not defined Not reviewed II'

> =] CVE-2020-5260 14 Apr 2020 U Important 75
Edit business risk

Not defined Nc
Edit status

w

> O CVE-2020-2754 13 Apr 2020 U Low 37

4. EHBIRHNLENSNEGAE, FrkFEmt S XSRS =2,

5. mi Save,

3.4.2. %/ CVE &XEI S X

TR TH IR, HEEFENS A CVE RiXERRBIREILXE :

# A Security > Vulnerability > CVEs FTEHERT &%,
AR E RN EE BRI NS CVE BIKE,

3. BUTEATH RO LSS XS -
a. Bl TEEATES THRAANN BSEE Hir (ZMEEHIIR) , REHT Edit

Business risk,

b. REE MR KE(E, FkFEt BB R ISR Y,

c. mif Save,
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3.5. NRRARSS 2T HERR RS

ARG AVHEMER T HBIREENRS, JATANE, FERSENAFABINITRIRE LHX
MBI E R,

Blan, MREHLUUTIRS22E5] 1 QA. Dev Dev #l Production, FRIBEFRF DT QA IRS=2MRIE,
R AR R X L R S HEBRTE IR AR S HUT RO D i B,

LITHERR RGBS, Insights B MIMARERS LIRFEIZTT, BERENERERARS AR
M. BRI SHEERTIAE 2t Red Hat Insights for Red Hat Enterprise Linux BRZS AR AT L E (£ &A1
FrEMEIE, SLERERMATLUFERTEREE LRGSR,

SERCATE IR, [ATEM RHEL REEMIRTRERRSS 24T P HERR -

ik =
1. # A Security > Vulnerability > Systems &5i£, HEZEREZ,
2. EHREEMRREDTHHRNEN RIS EE,

3. ERSHIRMTIER S TER:PM more-actions E5, REMRHESH %S Exclude

systems,
|g Iselected - Filtar by narm Q = H
Exclude system from wvulnerability analysis
Name Show systems excluded frem vulnerakility anahysis
[« RHIQE41a185ch-fa35-494a-9Che-4e1282a34570 test
[« RHIQEG1fSdcef-aech-4252-a3fa-eb26ee528echtest
|q RHIQE.7455b88e-82a0-4cle-aSb6-09e578f28f3b test

4. A4, ERILLEN R RETHM more-actions K15F%5F Exclude system from vulnerability
analysis SXHEBR— N FFERSL,

|_| RHIQE.41a185cb-fa35-494a-96be-4e1982a3457 0 test 59 Thours age H

Exclude system from analysis

3.6. B R BIHERRBI RS
SHRU TS ERLUE RZBIHIRHN RS :

ik =
1. # A Security > Vulnerability > Systems &£, HEZEREZ,

2. ERGHIRMTNER, #dTEF A more-actions ATR, SAFIEEE Show systems excluded
from analysis,

3. EBHIRE2HTRHERII RS, X aILLE Applicable CVEs FlIl# Excluded FYEF 4TI,
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% 3 = B REIR S 4R

3.7. hR&GmE /B2
SERU TS ERURE RGRESH :

Y=

1. # A Security > Vulnerability > Systems 1&5i€, HEZEREZ,

2. ERGHIRMINER, HdTEF M more-actions ATR, SAFIEEE Show systems excluded
from analysis,

3. EEERAIERH, EPEERERBITHEDNRANEEE,

4. R more-actions KT, 1%#F Resume analysis for system,

3.8. CVE k&

BEINERMN CVE NS —MAE28T1XE CVE RS, BRIRSEBLUT N CVE i%XBIRESMA
&

o NWATBERLIH— CVE HEB— MR,

o VHFE CVE + R0 WBRA.
RSB R preset, FEIFLUTIED :

o RfaE (L)

® in-review

® on-hold

o kT R

o 2R

o FlRfr- MR

o BRI RMR
N CVE RERSEB TR T HEMBRREIFOREE, WRESEE, @it E VRS, BrAEAT R

FHEIFNIRET], EPHRXEN CVE EEEGELR, BN LA ETEARREN VS ERHE KN
@i, CVE RS TERBIRSFIEA CVE R HRBIRRFE CVE XA E I,

3.8.1. A R MIRIRSIH 8 CVE WERS

SRUTHE, 7y CVERERS, FRZRTNABIERMBIRTE RS EH CVE :

it =

1. # A Security > Vulnerability > CVEs &+, HEZSEFREXR,
2. B CVE 174AMM more-actions E#r, AEESE Edit status,

3. EESEYRRE, kMR Justification STAIE R N IRBYRE K A— LB,
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4. MNRELENRGF XD CVE XE TIRESBEERE, NEKE Do not overwrite individual
system status, BN, RERLEHHE, LUFHRER BEICEMBIARE RS0,

5. mi Save,

3.8.2. 7y CVE RGN BN
SERA TSR, 1 CVE MRS ik BIRE

iz
1. # A Security > Vulnerability > Systems %7, FHEFEEN &3,
2. BERAHRGREBIITHE,
3. MBIERAIEFE— CVE, Fi%r CVE ID EilME,

‘jj S
4. M5 TEFAM more-options FiT, AELEFF Edit status,

|g Iselected T CVE - Search |D or description Q @ Remediate B H

Edit status
CVEID Publishdate |} Severity CV55 base score A

Expand allCVEs

» |q @ CvE-2020-10713 25 July 2020 Moderate B2 RHSA-2020:32T7

5. MR, HUTLUTERE
a. 7y CVE MRGIHERS.

% -
MFERT ERAEA CVEREBIE, NTENLERT,

b. (%) NEHRESHBEMA—NEEREER,
c. mif Save,

6. TEFIRHPILE CVE, HEIERBRETRT,

3.9. [FHERIE
RARSHIERINEERTEEAEEFENTTEMN LT,

e CVEs HHEREM T CVEs JIRTIERHN TR, EIXET CVE ik, #5% CVEID ff

T CvE +  Search ID or description Q

o REIM. BFEA FHIRIMEM TR A, #RRHELFH UUID,

nan Q
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3.10. #E¥ CVE 7 REIE
ARSI EERE EEEEN T E L T MR,

iz

1. 1€ CVEs Wik, EalLUSHEFRN AEILLTE :
e CVEID
o LB
o EEMH
e CVSS EARNH
o NFHIRYL
o XS
o RKE

2. 1t Systems &Ik, AILIHEFELUTS
® Name
e EFM CVE
o REEE

3. 7E Systems iETRHIEFERSGE, HETREH CVE SIRAIFLL T BERFLIN
e CVEID
o LB
L=
e CVSS EARDH
o XS

o K&
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B4 E RS EMA

Red Hat Insights for Red Hat Enterprise Linux 5% 2 51 8E % {5 B 4 bR 250 BB B i B R GTH LA KR FE AN R
FHhMRYIH, Hi@id El Insights for Red Hat Enterprise Linux BIR G IR IR A AL, Insights for Red
Hat Enterprise Linux Z##F1R1Ei21T SAP I1’|5)\j32\ Satellite EH4. Microsoft SQL Server TEf# L
KB A root i [FIABRAY B & LR RIT T8RS

xR

M Spring 2022 FHih, EH. AH. aHE. KR, T, FEORBREAMIREIT
ik, HMRSSHEE.

BE

SERMCHEMRS TR, SHERSESMRS Ul FBRFIIRFIXERE. NFEE
28R, WElH SMRS I TR AR it 1825,

f# M global, Filter £53 1EAR#E SAP Iﬂ?)j%ﬂi\ Satellite EH14H. MS SQL Server T{E i #sRNE
Insights %& F imEd & S AR B B & Rt g,

FEIRFA
4 7 {# F Red Hat Insights for Red Hat Enterprise Linux FREIPRICINEE, TR T H R R EMRHE -

o BNRGAEREHIEMT Red Hat Insights & F'iifio

o BMITER root PRSI N BIILRR, FBEAIRER B E L hr%:sk Bk /etc/insights-client/tags.yaml

X5,
4.1. EMARSS PRV H IR IR RS

ARSI PRI AL IR N B B RS S SRR, BEl% B FEA Filter by status THI
B, 5 Insights for Red Hat Enterprise Linux N A2 IR S HEMIRS TR, SRS RIELU
TF/RTJ.LT%JL;E’J?&*E

o XRS5 EMIRSREIRIEKEL,

o XRZi{FH insights-client --compliance 5 & & IR,

HFiXLERMH, compliance-service A A M FEHMERS Ul RRRSITIRM EFRE LIRS K
WBIRE AL RS,

FEAMARS PIRCAAET B ERGTHIR

Filter by status -

Compliance systems

o The list of systems in this view is different than those that appear in the Inventory. Only systems currently associated with or reporting against compliance policies are displayed.

O Oselected~ Y Tags =  Filter by tags - ~ 1-120f12 =

4.2. SAP T {Efi#k
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HBF Linux 7£ 2025 /7 SAP deployments T{E i #8958 H#2E R %4%, Red Hat Enterprise Linux #I
Red Hat Insights for Red Hat Enterprise Linux {71F & Insights for Red Hat Enterprise Linux B> SAP
EEAREFENEERTE,

VE X — L TEM—ER4Y, Red Hat Enterprise Linux B9 Insights & B #hFriCi21T SAP TEf##1 SAP
ID (SID)#RYE, MEAERBEAHITEMBEE L. AP AILUERLS Filter by tags THIK H14E Insights
for Red Hat Enterprise Linux 2 FAF2 R fp 5E A8 5 iEX £ T F £ 2,

4.3.SATELLITE E#1H

Satellite EHL4H7E Satellite FESE, FH Insights for Red Hat Enterprise Linux BZ11R A,

4.4. MICROSOFT SQL SERVER T {Ef#;

{EF L3 Filter by tags IBE, Red Hat Insights for Red Hat Enterprise Linux F J7 & LLEEHZ 1T
Microsoft SQL Server T{E i #HMRTiH,

2019 £ 5 B, Red Hat Insights HIFA N 7E Red Hat Enterprise Linux (RHEL)_EiZ4TH Microsoft SQL
Server Bl3i# T —2H#7 Insights for Red Hat Enterprise Linux E1¥, XIS A H% a8
Microsoft 1 Red Hat i3k I BRVE RGO ER B

XL —NREZ, SITEESNRERS, MAREEBEARST., &AM Insights for Red Hat
Enterprise Linux #1 RHEL 8.5 5| A T Microsoft SQL assessment APl, SQL 1{d API 324t 7 —F#1 %l 3E
Pl MS SQL Server WEBFERRELL T MR EXE. APIIRET — MK, EHEE Microsoft SQL
Server HIPAHEFFRY S AESLER AN, B SAMEHIN S5@  FrhR A ch#, B API I ERRMSETBE LT
T REAERFZR, LAY BTIAERKIAFINIFETOIR,

SQL #{& API B Linux B9 PowerShell 323 (A M Microsoft @) , Microsoft FF & T oI T EF API &Y
PowerShell BIA, FIFHLZERFMH N JSON BB, 7£ RHEL 8.5 F, Insights & FimilfE L% 1Lk
JSON 344, F1E Insights for Red Hat Enterprise Linux Ul AL 5 FIBAEME R B REER,

A% Insights for Red Hat Enterprise Linux 18 SQL Server IMEMEZE R, 1554 SQL Server #iE#
B EESLERINAE BT Red Hat Insights K15,
4.4.1. %1& SQL Server {4

Z ¥ Microsoft SQL 744 API BZ& 71[A Red Hat Insights IRHHER, HIEFEEEAZENTUTSE,

it =

. EmEIHEEEED, FH SQL Authentication 25 SQL Server /&2 & 1 G, UT
Transact-SQL AIE— &, §% <PASSWORD*& gt: &y B3 -

USE [master]

GO

CREATE LOGIN [assessmentLogin] with PASSWORD= N'<*PASSWORD*>’
ALTER SERVER ROLE [sysadmin] ADD MEMBER [assessmentLogin]

GO

2. RN TRAREMATFEENEIE, BRI <*PASSWORD*> E#i N1EHE 1 & FANBL,

# echo "assessmentLogin" > /var/opt/mssql/secrets/assessment
# echo "<*PASSWORD*>" >> /var/opt/mssql/secrets/assessment
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3. BIIBRR A mssql BRI LA RS IE SRR G TEFERMEIE,

# chmod 0600 /var/opt/mssql/secrets/assessment
# chown mssql:mssql /var/opt/mssql/secrets/assessment

4. M microsoft-tools #Ffi# % T & PowerShell, iX5{7E &% mssql-tools #1 mssqlodbc17 44
SAEH SQL Server REEM —ER DI EE B BT # AR

I # yum -y install powershell

5. 5 PowerShell 2% SQLServer &5, HERGTEEG AP,

I # su mssql -¢ "/usr/bin/pwsh -Command Install-Module SqlServer"

6. M Microsoft ;= GitHub 72fi#% F# runassessment #I&, #RE VT mssql FfA FHEHIT,

# /bin/curl -LJO -o /opt/mssql/bin/runassessment.ps1
https://raw.githubusercontent.com/microsoft/sql-server-samples/master/samples/manage/sql-
assessment-api/RHEL/runassessment.ps1

# chown mssql:mssql /opt/mssql/bin/runassessment.ps1

# chmod 0700 /opt/mssql/bin/runassessment.ps1

7. QIEB T Red Hat Insights fEAMBEXH B R, B, EBEREH mssql FiE FH a7,

# mkdir /var/opt/mssql/log/assessments/
# chown mssql:mssql /var/opt/mssql/log/assessments/
# chmod 0700 /var/opt/mssql/log/assessments/

8. MAE, MEAILABIRE— NPl BiFS5 L mssql AT S, LUEESHHERTLUEN
mssql A B INZR 2 M&d cron =X systemd B 51217,

I # su mssql -¢ "pwsh -File /opt/mssql/bin/runassessment.ps1”

9. Insights for Red Hat Enterprise Linux £ FR21TN BB &1L, SHE LA LUET 2T T 6
K E 5 Insights & /71

I # insights-client

4.4.1.1. {EiTH 88 £i% & SQL 1F1h
HF SQL Server IHEAIBEE E 10 98 s B KA A 5EM, FIAEATUEXR BTG EE, RHafER

B, MNREBZITEN], RedHat SQL Server #t XBEOIE T systemd RS FITHT BT, LI T
131;0

e
1. MZLIE/A$ SQL Server #t X FELAT X, LASLER GitHub dhm .

® mssql-runassessment.service
® mssql-runassessment.timer

2. 7£ /etc/systemd/system/ B &R EEIXH A -
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# cp mssql-runassessment.service /etc/systemd/system/
# cp mssql-runassessment.timer /etc/systemd/system/
# chmod 644 /etc/systemd/system/

3. JBRITH 28 :

I # systemctl enable --now mssql-runassessment.timer

4.5. BELRGMC
B E E A EMLN AEERSE, SRS E TSRO MEI &R, RIE Insights for Red
Hat Enterprise Linux N AR HBIRETTE, HEEMMTFTHEXRS., TAMEEE Insights for
Red Hat Enterprise Linux I, MWIHEERAIBME, BEAREHRETHBT RS,
B TR E E XFRZERMEIZ A Insights for Red Hat Enterprise Linux BRS54%, A AT LURINTIE X AIHR
%o BRIARSS AT LAME LI LR ARSI OB BRI, XERGTREFERESXE, HLMPBLFER
SRR LR,
R
EOBEE LHMTIE LHFRE, SRR root HIFRSERIIMNR, FaeRINEIsKEX
/etc/insights-client/tags.yaml 3214,
4.5.1. bREELE
FR% {8 namespace/key=value XTHI4EH,

® namespace, %% [H2 ingestion m( insights-client A&, BIEFN. tags.yaml STHEM
22 A RIRER, 1ELE(ZRIE Insights & imiE Ao

o B, BMIHLURAMAFNEY], BALURRSPHIE LB, EATUERKRE. F8. ¥
F. FESMERBAE,

o i, EXMECHERMHFFERE, BTUERRE. F8. BF. FSHNEEHNES.

ot

AN

y T
@ FAIBR LS SR LI S R AT YA,

4.5.2. f|& tags.yaml EFRMNB E LAE

{& A insights-client --group=<name-you-choose> fi|#3 /7 /etc/insights-client/tags.yaml 1015
%, XRHITLATRE

e {l|# etc/insights-client/tags.yaml 324
e ¥ group= ##0 &It ;name-you-choose&gt; £ INZE] tags.yaml

o [IRGIMF RS E1ZE] Insights for Red Hat Enterprise Linux N T2, UEILENBETIFHIRE LA
RERIFHER

BIEEAIA 4 FRE TS, BidYWiE /etc/insights-client/tags.yaml XA RIBEERIMNZINBIFRE,
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LUFRIRES T {a 62 /etc/insights-client/tags.yaml XX F#0844H, SARIIE Insights for Red Hat
Enterprise Linux & PR B FE LT 5.

BIERRAHNS BT
1. Wroot AF BMZITUL TS, 7E--group= FRINEE LAHELH :

I [root@server ~J# insights-client --group=<name-you-choose>

tags.yaml &= =451
LAF tags.yaml XHRBIERT — N XHEBRRRE), FHAFARMEMITE

# tags

group: eastern-sap

name: Jane Example

contact: jexample@corporate.com

Zone: eastern time zone

Location:

- gray_rack

- basement

Application: SAP

KR AT ARAE VAN

1. 5%l Red Hat Insights > RHEL > Inventory , HRIEFEEE X,
2. B Filter 853 THIZH,
3. IREhIN BT SRS R RIIBE R E LR
4. BEHPREE LU BTt g,

5. WILEHRGREERERIIIRFPHLIR,

RIERSGIR B EcS R
1. 5%l Red Hat Insights > RHEL > Inventory , HRIEFEEE X,
2. #E Name i JESRF AW A RSIATM, BIEEIEHRLG, AELEFE.

3. WIERG AL, VRERFSH darkened, FERCKRAN B ERIREHBERT,

4.5.3. %7’ tags.yaml LUTRINER B R 5
PIEEA T IESRE, RIBEESE /etc/insights-client/tags.yaml BIRE, LURINSIERIRE,

it =

. ERERT, IR EX M THRE.
[root@server ~J# vi /etc/insights-client/tags.yaml

2. RIEFEHREANBTIRMBANE, LUTROER T MMEERRIORINS MR ZHZH
tags.yaml,
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Y

BAER

1

# tags

group: eastern-sap
location: Boston
description:

- RHELS8

- SAP

key 4: value

N
;E I%\

REFEFERNINEZHEN key=value Xf, ERAKXE. F&. ¥F. FSHNEHEHAH
AN

Ho

3. REFERFH KA,

4. (®I%) N Red Hat Enterprise Linux £ E] Insights B9 _E1%,

I # insights-client

4.5.4. FRATIE LR FRZ RS E EHHM Red Hat Insights il M RSB I FIRE R LM

Red Hat Insights il [n] R S5 BN RIFE AL B BN R, BR, BLERAAREELEMREAETRS, HE
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