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RHEL 2L REF B, LEITEONRSEE T YARA X REHEGM LRGNNSR, N
IBM X-Force EEHJ}%”@EIMN’F&&&% BT EREFIN E B E1E.
TEEEHHRMIARSS Ul BB, User Access-authorized & 51 viewers AT LA

o HS[HH RHEL RAIHIIMZERLTIR,

o HS [ Insights & UmH/E A T malware fIBATAE RHEL RFHIC 45 R

o BEZNMNRLEMLGER,

o FEXRGMN L RGETHFEMILE,
XEINRE N LB EEE R 1T BEMNHPAIREERER, LUERIN,

X
LRI RNRS A HEERTSES TRV G4

AT EPH R RBEIUR T EE TSN RAMNMNRSIEFEREI, ENHANT SR
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1.1. YARA MALWARE %%

YARA Z &1l 22 Insights for Red Hat Enterprise Linux malware failliR$5BOE T, YARA Z& 2
malware KRB, UERRT, BN ERE—HFFRMN—NE LN HR/RERARNHN, HiHE
B RHEL RETARIFE— DRSS NRMNT, YARA LR TIZRG LM,

1.2. IBM X-FORCE THREAT INTELLIGENCE %#

Insights for Red Hat Enterprise Linux malware #&:{l|fR 55 @& IBM X-Force Threat Intelligence HIFAFF &
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2 2 = {#H INSIGHTS FOR RHEL MALWARE #:lBR 5%
B BREREEERNRS, BOTHITUTRE, AEZFEMRENRRE,

BEREEERS LB sudo ViIRABR, MEMPEEXREEOAHITIZRERESR
Malware IeMIEE 51 A 8 B9 User Access ZHEIRK H1,

xR 21 REEREKARNRSHRENVIEXK,

B fed FTRs BOALBR

R4 YARA HECE Insights Bk &4 YARA N ATEFEFHHH Insights sudo Vi[A]
& imEe & 5 A G R R AR

%

£ Red Hat Hybrid Cloud Console £ Red Hat Hybrid Cloud Console  £L0gMK - BOH LI B IR 57
FREZE A U7 TR BR > Settings EIFR(PROFILE)>

Identity & Access Management >

User Access > Groups H1, /&

malware f&JIZH, SREFEZH AR

EYHBABHMA
HEGR HSHREETEAAPHRIIIE  HE Malware I EEHRABNA
LER P71 4H AR B A B BEAR

2.1. 2% YARA FECE INSIGHTS & i

HATUUTHIRTE RHEL R EREE YARA AUERIRMIEREIZE, ARE2TAN ST E BRI
H, FEEEIREE Insights for Red Hat Enterprise Linux 2%,

FeREH
o XRYBRIERLGIIRA W Z RHELS 8 RHEL9,

o EEGMIMBERII sudo JjHIHLRR,

[ ]
A
Us

WIRER Insights &P ImEE S, FEME Insights for Red Hat Enterprise Linux,

it =

1. &RE YARA,
IIEE ] ML L3R4 T3E AT RHELS #1 RHELO B9 YARA RPM :

I $ sudo dnf install yara

pa -3
RHEL7 A% #F Insights for Red Hat Enterprise Linux malware &,


https://console.redhat.com/iam/user-access/groups

%5 2% {#f INSIGHTS FOR RHEL MALWARE AR 55

2. MNRILEBATR, EFRESEME Insights for Red Hat Enterprise Linux,

BF

WITERDL L &4 Insights B im S, F1817 Insights 77 Red Hat Enterprise
Linux SEMBIREE, AREFREFERGEYHRNARS .

a. &% Insights &% RPM,
I $ sudo yum install insights-client

b. M5 Insights for Red Hat Enterprise Linux B,

I $ sudo insights-client --test-connection
c. {#H Insights for Red Hat Enterprise Linux JEf %%,
I $ sudo insights-client --register
3. 1217 Insights & ' i R PR EE 25,
I $ sudo insights-client --collector malware-detection
W SE 220t I RDBRIB AT HAT LA T2 4F -
e 7f /etc/insights-client/malware-detection-config.yml = | 8 — AN LR AR BE B ST
o HUTIAI IR FH EEER
XA AR TR Ao R AT IR T NI, MBI EER O T B
IERE, BN LERSTERYHRNRS ESIF, MRKINILTE

i, EXBEBILHFED. MRS RT & ISR RS
Ul A,

4. PUTRERXXHRITIHE,

a. @i /etc/insights-client/malware-detection-config.yml, 15 test_scan JETI%E N
false,

I test_scan: false

E R E TR LA g/ ME T ]

e filesystem_scan_only - (3RS ERE LR R

o filesystem_scan_exclude - BFfR E/E R LR
e filesystem_scan_since - ({fI#HE A&

b. B TR RIS -
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I $ sudo insights-client --collector malware-detection

5. (AIk) AR, SOSEEHEXHRS, RRHBEMAIE, EXHRSHARHETN
[&, 7E Security > Malware HEEFLER,

BF

RS R TEAIHHIR, £ Linux 3455 EH YARA M HRREE—N 1, X
ARER T E N EMRYIMERE, XN RIS TE YARA BN #E HH A fThR A fi#R, {8
BUAEHMHE,

a. EJE 2T, 1E1E /etc/insights-client/malware-config.yml 1% & scan_processes:
true.

I scan_processes: true

p= Y=
EREEGFEMNZEX LS HTREXRBEI : processes_scan_only - RIFHEREE

processess scan_exclude - HEFRFE LA TR #EIT MY processes_scan_since - RTEIT”HE% ]

ThEgE

a. REFEN, REERZITRES.

I $ sudo insights-client --collector malware-detection

2.2. RED HAT HYBRID CLOUD #Z4I& BB i 0 iE

FA P ViR 248 LR T A B AU RI1EHI (RBAC), MU FfER User Access EEBCE A S 1£ Red Hat
Hybrid Cloud Console (##I&) LRILBERIFIHITHIRME

o EIALAA/EMAZHEMNAS DEIREES A~ U R,
o (EAEAERENNIRIA,
o R/ ECAIXES, UERFMESHAREXKIINR,

2.2.1. TE I PR Af A
NTEFEEAMAE, RS T HATE LA —HTHE LA,

2.2.1.1. FilE LB
Default access HEE BN HPMIFAER . RETIE L ABHIELA LA, 8B EH.
Pz )1

MRNFER X Default access Hi# 1T T BiR, NELZKMMEEN N Custom default
access H, BABHLZLIEEHT.


https://console.redhat.com/insights/malware
https://github.com/VirusTotal/yara/pull/1470
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Default admin access HIX B S EGHMEEOANRME -, XNHSBE4E, BT ERRIAHHIE
FHAR,

£ Hybrid Cloud Console &, S:fiiiZl Red Hat Hybrid Cloud Console > Settings &fr(wagon)> Identity &
Access Management > User Access > Groups SRE B BRI AR HETAH, KRR FIIEES,

2.2.1.2. pEeAEMTIE L At

Default access HBEFZENMWA B, HTFENMLPRRER- &2 Default access ZHRIRR 71,
e Tk & DA Z AN AR,

Default admin access HB¥E1F% (BARTEME) REFFHMMBRDIRMTIE LA, LHPHEEE
BN ERA GSEHAF,

£ Hybrid Cloud Console &, Sl Red Hat Hybrid Cloud Console > Settings &lfr(wagon)> Identity &
Access Management > User Access > Roles AEB MK Y FIAR, BIUEEE AR IRE
HEHE, AERFNEERS,

WFEEZIER, 1FEIIET A B FEFIRBAC) B9/ 1o B E 15 .

2.2.2. T [A] A PR

TE LA BREELEGWINRIENREZETIR BEREHE. (FAAF, ERLA A Red Hat Hybrid
Cloud Console > Settings El#r(wagon)> My User Access 7 H Yaidt &M A &N BARRFIR,

INRIE 21K 57] Insights for Red Hat Enterprise Linux Zh8E, HEFTWEBHUTHIRERVGER, TAUR
BEAHITR, BNV B IR A3 User Access B G Bt i X LA PR,

{81/ Red Hat Hybrid Cloud Console Virtual Assistant i [A]"Bt RN BIER", ZBIFATRRIEM
NUFS &3 57 2 32 FL F I

2.2.3. Malware f:MIARSBIA R A&

Red Hat Hybrid Cloud Console BJLL T FIE S A B a L[] Insights for Red Hat Enterprise Linux HHJ
malware filIZHEE :

HE

XTF malware IMIARSS A, %A "default-group” A, B REW & B LE PRI
RS RRBIESIEGIZE, EIIWIREBUTABZ —AFRIHAMKR

o malware Rl EESS

o CEZEHEKMIEER 5
2.3. 7 RED HAT HYBRID CLOUD CONSOLE & & LEEH AR ML R
TERATIEHE MR R,

FRFH

e 7 RHEL R4 EREHEE YARA 1 Insights & i,

o IR E S Hybrid Cloud Console,


https://console.redhat.com/iam/user-access/groups
https://console.redhat.com/iam/user-access/roles
https://access.redhat.com/documentation/zh-cn/red_hat_hybrid_cloud_console/1-latest/html/user_access_configuration_guide_for_role-based_access_control_rbac/index/
https://console.redhat.com/iam/my-user-access?bundle=rhel
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o B2 Malware [4)EFE G Malware 1l & EZA BRI A,

ik
1. # A Security > Malware > Systems ,
2. BAENEGRER, LIREMARBR T EETERINFAR SR RHEL 255

3. ERBERFERGMGER, 1EEA Filter by name 3R XR5¢,


https://console.redhat.com/insights/malware/systems

$ 3 E HihERHHRSHS

3 3 E At ERPHEHRSER

LUTMIIN{E R AL EEH RN AR S FTaERA A,

3.1 R

EARKITHRAR, Malware 1B 5 W RIBEEEE 5 Insights for Red Hat Enterprise Linux malware
KM ARSS I EE 2R, =, B LMERN playbook 21T collector #p 4, SEREMBEAE,

p= Y=
HEWHBNERZEMR LU ; B2, FHEFREEEKREN AT EEIZ1T, EI Red Hat
Enterprise Linux BY Insights &l AR 55 AP 2 1B B2 T R R ARG U 1,

3.1.1 )i'gj] uu_.\i-i;}\{q:*_/k{ml j:El?‘H'

PUTUU RS BRI BRI RN, 95K /E, 7 Insights for Red Hat Enterprise Linux malware
MRS PRk SR, BN HBURTFZ4MRER, SIERELI, EEZTHERERE,

SeRFZH
14T Insights & M imt B % B R SI-£H sudo Vi [RITLAR,

it =

1. 1217 $ sudo insights-client --collector malware-detection,

2. TE Security > Malware HEEFER,

3.2. %A MALWARE £ 4

BEA —LERRBAMBRLEYHES, XHEERVOTHWEE. MidiTRsisrEnE (EEEY4S
(ﬂ' HE%?&”:EF?&”:T & ?1@5’92’2@%5‘1‘:?)})

g0, FER% 4 XFTI_EICAR_AV_Test #1 XFTI_WICAR_Javascript_Test 3kl EICAR Anti Malware
Testfile #1 WICAR Javascript Crypto Miner test malware, B I@BEBEXITHNIXESR, BRRIRLIRH
R, FATUZAXLES L, LUETE Red Hat Hybrid Cloud Console IARIR &5 B {1 CEHIZE
%o

ZRERRE, TEPHRNRSZMESSEFEFMFS Z2E2NNB LR, HAUGHBPIE

B, MREHFEATESR, NERPTMHRNRS SERROTEVEHERNEBPERERESR, HFETE
BB PEEC I,

N BELELASBER 545 AR B0,

FRFH

o RZHA Malware REMIEE 5 A€ B Hybrid Cloud Console User Access ZHBIR 51, REEAFILL
ABENAF FEEZRMENE RS S,

FRAZANSR


https://console.redhat.com/insights/malware
https://www.eicar.org/download-anti-malware-testfile/
https://www.wicar.org/test-malware.html
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1. # A Security > Malware > Signatures o

2. BREERANES,

3. mifi%41 TEFR(HBAC), #RJEM malware analysis H1%F% Disable signature

TAREME

Red Hat Insights
Signatures @

© Mslware detectad on one ormere systems. yeis and investigation is \ security toam

21 analyses run across 21 systems with 3 matches

3
Matched signatures

Active malware matches found!

1t risk o

Last check: 04 Oct 2023

[ Signature name Last status Systems

1-10f1 +|

FAZENERTS R

IR AMERER TEERE S,
1. # A Security > Malware > Signatures o
2. BRI EREANEA.
3. REZAM.

4. EEAIFEIELE, #i Actions THIZH, ABEM malware S HTH%E#E: Disable signature,

= >

Red Hat Insights Filter by t

> XFTLWICAR Javascript Test

XFTI_WICAR_Javascript_Test

Description Matched systems
This rule detects the WICAR Javascript Crypto Miner test malware. oz

Rule categary Intended usage Last match

Not available Testing Never

Author

1BM X-Force Threat Intelligence Malware Team

Affected systems
Q 0-0010 =
Name Lastmatehed Total matches | @
No affected systems

2 Feedback

nnnnnn

BN RSN ES

BRI LB R BN ERITLBERBERAS N ESR, ARERTTIERFEEEIETR(RCU), FM
malware #THi%$E Disable signatures,

10


https://console.redhat.com/insights/malware/signatures
https://console.redhat.com/insights/malware/signatures

$ 3 E HihERHHRSHS

Red Hat Insights

21 analyses run across 21 systems with 3 matches
Dashboard # o

nventory >

Active malware matches found!

Last check: 04 Oct 2023

Y Signature  ~  Filter by signat Q

[<]

[}
©
o

2 Feadback

HEFANLTEIHZA

1. 3# A Security > Malware > Signatures , £ TEIRERBIURIRP EFZEA malware EEZHIHE,
2. wWELIERUERERANESL,

a. BEJIERRESH aEEEERHIThIES.

b. f¥ secondary i1 251X & Disabled %4,

ENCRERYTHER
RRS5 RS AR ANERERNS K,

3.3, LRI AR S 45 R

BERZEIERT, HA YARA ZITERPHRNABE S BUEA LA TE, XBKE, HH2H malware
FRESHBP I EN XL J:l:’i)LET YARA & B HEMEM RN F RSB /REREN BEPERN
AR5 IFiX LE2E R A X B Red Hat Insights, AT UBERROHERERE, FHER4 Insights for Red Hat
Enterprise Linux malware f:{l1AR 55 Ul #R B9 PC BRI,

ﬁﬂ%ﬁﬁﬁ YARA B EEPA RGN E TE, ©f 4 1X5 Red Hat Insights FLECHILE R, BRI LUE

BRI AR 55 UI REINCEREIMIFAER, SEXEMBE., &5 14 XREERREABME L TE
)—EEIEEZKL LUESRa] LURG AR = F X 45 2 ?E{,\,mlgﬁﬁtcé$1¢ﬂﬁflf9\ B, IMRE—NDHEFE
BELITE, BEEEER—RENTRAFEBHE, X eERRIEREH 22 TH A LUG I B H R R
B,

4. BRPH ISR 25 B H A o & i T

/etc/insights-client/malware-detection-config.yml 344 S8 LB B L1

[ sl

e filesystem_scan_only
XERER—NRIFIIFRET, SRALUERPREEETRNXH/ B3, (GIBEENTE, B
D2HANmE, wal@mBslk (5 yaml EEATREVBIR) MK, NRLEETTHZE,
A EERETHEAAE XM/ B3 (BURTFHEABETD) ,

1


https://console.redhat.com/insights/malware/signatures
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-

filesystem_scan_exclude

XEARER— denylist 12651, HAEAILUEEMRN X4/ BRAHHE, T BxREALTH, Bl
1550 TR L B R, XBIEEMUHRGIBR. 190 /proc. /sys. /cgroup. /cgroup. £
BAEBEEMERSL. W0 /mnt # /media WE X, URBNAHENHEME R, eg/dev
/var/log/insights-client (LARFIEBRIER Fik) . EAILIEBEBRIIKERRM (H) X/8B

o

HEE, MR filesystem_scan_only #1 filesystem_scan_exclude RN EE T B—, 0
/home, Il filesystem_scan_exclude 5 'win's tB5t214, /home FAKWHE. H— =M
£ filesysem_scan_only — MR Bk, #I#0 /var, RJG filesystem_scan_exclude EE B ER
3%, #0eg/var/lib #1 /var/log/insights-client, #AJg, /var LS89 /var/lib #1 /var/log/insights-
client I,

filesystem_scan_since

UETR 'since' BIFTHETH, HA since AILLERRRAINESR, =HEB LRXERIHELIK
B"last"& X, #80, system_scan_since:1&xxR~E 1 KETQIESESIMXHE (ERE—XZ
&) , filesystem_scan_since: 7 BENIIHEE 7 RAI0IE/Brxx# (ELAW) ;m
filesystem_scan_since : {{f3# B LR IH I /&R A O /1B STE,

exclude_network_filesystem_mountpoints 1 network_filesystem_types

% & exclude_network_filesystem_mountpoints: true X~ EE TGN ESR A HEE
IR X R GERE R, XERMIAKE, 207 HEEEAEB GRS, MmERFEN
AL FREMEERIENHE, SUANEBMEXH RN XEREIIE
network_filesystem_types i1/, Eith, ZFIRMIFE RIS RS R B WBERIEH
i, X REKR ERINE filesystem_scan_exclude /£ HHR B RAIKRP, MRIEE
T exclude_network_filesystem_mountpoints: false, &{5A7 LUFEH
filesystem_scan_exclude /£ B EE .

network_filesystem_types
TE LA SR GT R R,

scan_processes
=

Scan_process BAAHREF, LRSI REHKEHREI MR, RSN
false B, AEHBEMATRE, FRBELLTH processes_scan 1%,

+ EEP S EESTHRE,

12

e processes_scan_only

X5 filesystem_scan_only K, {BERAFiHTE, HARAIUIEEN LD PID, eg123 5 PID 3B
. eg1000.2000 s #F2&#, 0 Chrome, #1501, LATF{E :123,1000..2000, and Chrome &
AR PID 123, PID M 1000 2] 2000 (SHEXHAME) « URBIEFFFE 'chrome' BiHEH
89 PID,

processes_scan_exclude

X5 filesystem_scan_exclude {8, {B&ER Fi##2, 5 processes_scan_only —#f, #HF2AILUIE
EHNEA PID, PID SBHEHTRET, NRHARRNTHINFE processes_scan_only F
processes_scan_exclude A, Il processes_scan_exclude 4 'win', %2 #HERR,

processes_scan_since
X5 filesystem_scan_since R, BERTFHIE, RBES/HIM since" R HE, HAPEN 9
DRARRRATHEL, ='"last"TRRE LRKINTREHREUE,



$ 3 E HihERHHRSHS

N &

/etc/insights-client/malware-detection-config.yml X4 FMFRE LTt AT AFERIMES 8L E, FH
NETERBREREXMHFE—ETNE MELENATSRE X ETNATMER, BXE, Fim,
Ao & S {457 test_scan @IMEZE TEST_SCAN,

XfF FILESYSTEM_SCAN_ONLY, FILESYSTEM_SCAN_EXCLUDE, PROCESSES_SCAN_ONLY,

PROCESSES SCAN_EXCLUDE, #1 NETWORK_FILESYSTEM TYPES {542, FHALLES DR
FIK, B, BEREAEE T lete. /tmp # /var/lib, EFERUTIELE :

I FILESYSTEM_SCAN_ONLY=/etc,/tmp,/var/lib

EaefThEEE (URERAMKERE) , HER :

$ sudo FILESYSTEM_SCAN_ONLY=/etc,/tmp,/var/lib TEST_SCAN=false insights-client --collector
malware-detection

Resources

BX Insights B ImMELER, 17504 Red Hat Insights BIZ /7 I iE 157 -

3.5. WERYHEMERBEMFEK

YRR THRSENBIZE D —RRBGHBEFER—DNERN, EEILE Red Hat Hybrid Cloud Console £
A RBRARSS R A E B, FERABEMARS A BAMESE Red Hat Insights for Red Hat Enterprise Linux {Y
=ik REBEMR.

flgn, &R LURE M AR S5 BC B VTR B BR SSR I EI AT sE RO BV IR B9 R ST BN AGE A FHIAHS, =X
FERETERS TR EMBIANA ERBE FHMARHE,

PR Y A X FHME RS, ML LURAMARSSECE W A E 5 A X EHEE -
o FRAZT HMIIENE F ik &1 Red Hat Insights API FRERZE (4 #4E
o {HF Webhook E# 4 EREZ AMIERNE=ANAEF
o JHEHS Splunk FN ARFEMREN BRFIRR
malware BRFSBHEIELUTER :
o ZRMRIBIAT
o HERGIREIRPHISZ DN LRITE
e & Red Hat Hybrid Cloud Console BI11& HyHE 1
FRBHRSFTE=ZANETES K :

o Hik, NMMERAKRUE—IER Notifications BEIR A A BB ViR, ABIK A
AINEIHA,

o TR, BNEENNEBNMRSHPNEMLET HAE, THABESMRMNRZNAE, B,
THHT R ER FIMM BB E XM ERF, $ERBENER X,

o &iE, MEHEWAFIMHEMNAARIKERRF &R, WERTTVENE AR IR
FLF R

13


https://access.redhat.com/documentation/zh-cn/red_hat_insights/1-latest/html/client_configuration_guide_for_red_hat_insights/
https://console.redhat.com/insights/dashboard
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HAth B
o BXUMINERNHERZBERNNELER, HSHIE Red Hat Hybrid Cloud Console HEZE
B,

14


https://access.redhat.com/documentation/zh-cn/red_hat_hybrid_cloud_console/1-latest/html-single/configuring_notifications_on_the_red_hat_hybrid_cloud_console/index

LIS R SR 15

KT ZLNE AR A bt
BT R R SO R AT LS. IREERTRESIHAIES, SUBRERRGMAR,

FRFH
o CEMGRIZIEE ML,

iz
ERMERG, HHITUTER

1 RTTLATEERE ¢ Create Issue

2. & Summary SAHE AR ¥ h [A] sk T RE I8 bt

3. 1 Description XAHERIRHEA X 0] # =15 KA 50 B 145 B
4. 7£ Reporter SXAHE AR A MR EY £ R,

5. R Create 1%,

WRERAB—IXHEERE, FREBBEIEHBISHEAIIN, BT ERTER SRR R 5,

15


https://issues.redhat.com/secure/CreateIssueDetails!init.jspa?pid=12333524&issuetype=1&priority=10300&description=URL where issue was found%3A%C2%A0%0A%0ADescription of issue%3A%C2%A0&components=12368952
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