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2 12 INSIGHTS & Pt

Insights % /i (insights-client) 2 Red Hat Insights for Red Hat Enterprise Linux % ik, M&H1Tia
17 insights-client,

1.1. RED HAT INSIGHTS & i 4 %

Insights 22 /5% 8] F§ F LLF Red Hat Enterprise Linux (RHEL)hR7AS,

RHEL ZfThR#& =2 4

RHEL 9 Ti& 41 Insights & i,

RHEL 8 TiiZe % Insights & i, FRIESF RHEL 8 fF /MR
ZE,

RHEL 7 ¥ Insights & /3 RPM 4 S NE{B R & 2%,

RHEL 6.10 R B AR A IR T # Insights B /7i% RPM Bt 8 H R E T,

A=
fEIBhR A L &2k Insights &/ ¥

RHEL 6 1 7 iR AR B TR EM Insights Bk, MREEEP—NRAE, HEELHRIZT
PUFep4s -

I [root@server ~J# yum install insights-client
SRf&, 7E Red Hat Insights for Red Hat Enterprise Linux #EMRE: :

I [root@server ~)# insights-client --register

® Red Hat Insights for Red Hat Enterprise Linux A[]


https://access.redhat.com/products/red-hat-insights/#getstarted

6 2 38 23 INSIGHTS-CLIENT

8 2 T L2 INSIGHTS-CLIENT

& LATEH Red Hat E A2 BB INAE 24T LR % Red Hat Enterprise Linux, A LL7E Red Hat
Enterprise Linux ig/NEE FREE,

& Insights B ImfE, BREIMRG. BEXREIMRANELZER, HEMH BES KL,

2.1. 7£H RED HAT CLOUD ACCESS EIEHIIA 24 L% INSIGHTS &/
i

FERALUTH R EEE Red Hat Cloud Access B3I Red Hat Enterprise Linux _£%§3 Red Hat Insights
for Red Hat Enterprise Linux,

FeREH
o RLBY root A RIFLR,

it =

o MIALLTFMSRE Insights B IR SR L EIRAE :
RHEL hixA& 6 #1 7

I [root@server ~J# yum install insights-client
RHEL hR& 8 R EHTHIAR A

I [root@server ~]# dnf install insights-client
1EIHMRA &2 Insights /7 ik

RHEL 6 ﬂl 7 IRA R B TIREEM Insights B i, MAREBEEAP—NIRE, BEXIHRPIZT
IR :

I [root@server ~J# yum install insights-client

2.2. 7£H RED HAT UPDATE INFRASTRUCTURE EIEHINA R4 L&
INSIGHTS-CLIENT

FEALTUEA, 7E¥A A Red Hat Update Infrastructure (RHUI) EIEEIIIA =M KB Red Hat
Enterprise Linux £ER%& Insights.

FeREH
o ZRLBY root A RIFLR,

it =

o MIALLTFMSRE Insights B IR SR Y EIRAE :
RHEL hixA& 6 #1 7


https://access.redhat.com/documentation/zh-cn/red_hat_insights/1-latest/html/client_configuration_guide_for_red_hat_insights/assembly-client-data-cg-authentication#doc-wrapper
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I [root@server ~J# yum install insights-client
RHEL hR& 8 R EHTHIRR A

I [root@server ~]# dnf install insights-client

2.3.INSIGHTS & /i CLI MlE & XA H#T3x B

Insights & P IRIRIBER AERFEXBEBIZT. BRABERT, BERE 24 /MHET—R, BURBARIZ
1T Mim, I insights-client &4,

HEFIZTR, U EMXERERET

1. M CLI3Z1T insights-client I iRt E RGN BHZ IR BREXHXEN RN XE, BF
insights-client &p 45 PRI EAMEER (A F IR Insights 2 5 im =451,

2. BoEB X4 H9i% & (/etc/insights-client/insights-client.conf # /etc/insights-
client/remove.conf)E = R GIMF IS B,

3. EAIRGIMED E (printenv) EE R 2 CLI 5E - IHER B SUEFHIRZ,

pa -3
. INRITMFEA RHEL 6.9 LB RHRA, client &84 redhat-access-insights,

2.4. 7£ RHEL M/ REE ER % INSIGHTS &/ ik
Insights 2 i AR TE121T Red Hat Enterprise Linux 8 &R/NREM RS B RE,

BRBRNRENEZER, FSMNTTIE RHEL Z& A BEEYFERF.

FRFH
o RHIRIH Ui AR,

it

1. EFEMA Insights B ImRGIER RN LS, EM Anaconda REFRFHHI RHEL Software Selection
1EIF A% Minimal Installation,

2. H{R%d Additional Software for Selected EnvironmentZB4H#) Standard 5i%4E,
Standard iEWifE RHEL &4 H & & insights-client {4 S,

INRIEZ A EFE Standard E1%4E, RHEL REE1E% 4 insights-client BB R TR, MNRKZEX
g, 1EEA dnf install #8/5% % Insights & 7 i,

Hi 5w
o BEEM LS

o H7THrERIRHEL &%

2.5. A{a fi# & INSIGHTS CLIENT/REAL-TIME 1 & 7]


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/performing_a_standard_rhel_9_installation/index
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/performing_a_standard_rhel_9_installation/graphical-installation_graphical-installation#configuring-software-selection_configuring-software-settings
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/performing_a_standard_rhel_9_installation/graphical-installation_graphical-installation#configuring-software-selection_configuring-software-settings
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/performing_a_standard_rhel_9_installation/index

& 2 3 &5 INSIGHTS-CLIENT

Insights & FiRHIT—Law, XLEMTAEERNRSE LRERE, B, BF—PEERS, HCPU
ARSI E BT 30%, XM REEEREXHHE L

insights-client-boot.service: CPUQuota=30%

LEESE AI B LE Insights & P iRTE RS A CPU B8, XA spike AIRER MR Rt LIz 1THIE Mt S
B, BREY, ©rRERE KT RN BRRERD,

MREFREAEHHE, EAILIEA CPU BHIRE. MFRLEEMNNER/N, B2, H Insights &F
Iz Th, CPU EAXARRLERE, MRHIXFMIERHEEIRST_ERE MR S51E M 71 E R0,
THECRIIE R LURG R B,

Hap R
An{aT it BR CPU BLAT,

SRR TP MG BRI E IR ST (A 7


https://access.redhat.com/solutions/7001665
https://access.redhat.com/articles/38363
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B I3IEZREZHRIUE

BF

EXGMREIEEFH. NREAERSHEIUE, SO IESN SRR EZ—,
BXRNAFRMERFDIIES A EFIEREIEMNEZER, 1556 W{aM Basic
Auth BI#E Red Hat Insights B iE$ B9 5 E,

3.1 BRIuE AL

#R#E Red Hat Insights for Red Hat Enterprise Linux #0{a]{& 8 Red Hat Insights, &7 FALLFEUER L
Z—:

o HTiFHHHHISIE(CERT)
E:.FﬂE:EE’J%.LlIEIEgkU\E’J%ﬁ}ELLﬂEﬁ/f L {# F Red Hat Subscription Manager (RHSM)3E %
Gil, SIMHIRLIE Red Hat Satellite RIBBEEN, KEMKIET, BEHrmEEXHRILTE
authmethod=CERT, FEZEHI4ME B HEN.

o HUEML
BRI UE A A FE BRI U RN ID S REGEMBILIEFEERS, 0 RHSM SHE2 EHEE
(RHC),

IR FRENL I BBUES FI7E Red Hat Hybrid Cloud Console B9 Activation Keys TIE A, &7 L&
BUEISE N BRI REUEMELIIEIEERSS, 0 Red Hat Subscription Manager
(RHSMYSZEFZ ENELE(RHC), HIE AR LUNEAS G, JiiaFMpREBsE =,

o [RSSMKF
ARSI P UL R, AR FIARSS, MA RSN ARRBFETEORIE, EUTER T ERARS
I SARIRILE -

o NARFHRFSBEINFE TR,

o NARFHBRFSHBENFIER, mERANFI

o NARFHBRFIBTEMSNMIE N FIR,
IRESK P FE A E TSNS M RIEER 1T AP SR =ARSS. CERT fUBCEIEFERETIES
ENEEEV ETAll
BRMEXG R EIRR 551K 7 LA R B A ERF B UEETT AP 5 RIBIK A B %
ER, BESET RS K% Red Hat Hybrid Cloud Console APl ME AR B30k B B &
F S FB35IE,

BXRMEERRSIKNESER, FSH0IEHEZRFSI,

® 7f Red Hat Hybrid Cloud Console 32 E IEHIE .

® 7f Red Hat Hybrid Cloud Console #{& /5 %% 5

e MM Basic Auth t0#E] Red Hat Insights BYIEF B35 IE

o EiTARS MK ¥ Red Hat Hybrid Cloud Console APl ME A BB KHIE B R TS M BB KIE

o PIBFHIEEERF K


https://access.redhat.com/articles/7040601/
https://access.redhat.com/articles/7036194
https://access.redhat.com/documentation/zh-cn/red_hat_customer_portal/1/html/creating_and_managing_service_accounts/index
https://access.redhat.com/documentation/zh-cn/red_hat_insights/1-latest/html/remote_host_configuration_and_management/index#activation-keys
https://access.redhat.com/documentation/zh-cn/subscription_central/1-latest/html-single/getting_started_with_activation_keys_on_the_hybrid_cloud_console/index#doc-wrapper
https://access.redhat.com/articles/7040601/
https://access.redhat.com/articles/7036194
https://access.redhat.com/documentation/zh-cn/red_hat_customer_portal/1/html/creating_and_managing_service_accounts/index

B 3E RESHRIE

3.2, EREUEIE T B P RIE

BERARHAZ S MRS, ERNAFATLLEMANRERS. SHERT FiE ERMAZEDARA
HMBHHENER, MMRESZEEH BT,

&8 LUE R BUERS A — N UENMPRAR (WM 1D) S/ REGEMBILIIEIEERS, 0 Red Hat
Subscription Manager (RHSM)Z2F2 EHECE (rhe). EBINECEIS ALK ID B RTE Hybrid Cloud
Console BJ Activation Keys T1HE .,

BXRMEAENRSEMEREEHENESER, HSM Red Hat Hybrid Cloud Console FREYAIZFE
HHUEH.

3.3. {#F RED HAT HOSTED SERVICES %4t

R4 Insights B imfE, BEEIMRG. XBENNEE
o (HAIEEEIRS EM, W Red Hat Subscription Manager (RHSM)Zitf2 EHLER&E (rhc).
o [REGUEME Insights B/

BRI Insights B mHEMRENELER, 15SHEEE insights-client,

FRFH
o BNREMEIRHE R FITIFR
o HUERM
e #HltID

it e
RHEL 7 #1 8

1. E3FMHZ1T Red Hat Enterprise Linux M4 7 2k 8 BI%R%E, 15 RBUEL AN 1D FH
RHSM 3E A,

# subscription-manager register --activationkey=_activation_key_name_ --
org=_organization_ID_

RHEL 9

1. B3I MiZ1T RHEL O SKE S RAMI RS, HERBUEIEE rhe B IR EM. NREFTBERS
Fi21T rhe EEARSS, 157 RHEL O R4i{FAS RHEL 7 2% RHEL 8 BRI 5.

I # rhc connect --activation-key example_key --organization

Heth TR
o BXRRE Insights WEZER, 155/ H451¢ /5 Red Hat Insights
o BXrhcBFmMNBEZER, FSIEENEENE

® 7F Red Hat Hybrid Cloud Console #{& /5 %% 5


https://access.redhat.com/documentation/zh-cn/red_hat_insights/1-latest/html-single/remote_host_configuration_and_management/index#activation-keys
https://access.redhat.com/documentation/zh-cn/red_hat_insights/1-latest/html/client_configuration_guide_for_red_hat_insights/assembly-client-configuring-insights-client
https://access.redhat.com/documentation/zh-cn/red_hat_insights/1-latest/html-single/getting_started_with_red_hat_insights/index#doc-wrapper
https://access.redhat.com/documentation/zh-cn/red_hat_insights/1-latest/html/remote_host_configuration_and_management/index
https://access.redhat.com/documentation/zh-cn/subscription_central/1-latest/html-single/getting_started_with_activation_keys_on_the_hybrid_cloud_console/index#doc-wrapper

Red Hat Insights 1-latest Red Hat Insights & FinEd B 5

® 7f Red Hat Hybrid Cloud Console Hr |2 F1E IEHIE .
® RHEL RZZFMAIT

o BXTE Insights B imAEMRAMNELER, 1HSHECE insights-client,

10


https://access.redhat.com/documentation/zh-cn/red_hat_insights/1-latest/html/remote_host_configuration_and_management/index#activation-keys
https://access.redhat.com/documentation/zh-cn/subscription_central/1-latest/html/getting_started_with_rhel_system_registration/index
https://access.redhat.com/documentation/zh-cn/red_hat_insights/1-latest/html/client_configuration_guide_for_red_hat_insights/assembly-client-configuring-insights-client

% 4 %= BL& INSIGHTS-CLIENT

28 4 Z FBZE INSIGHTS-CLIENT

B4 Insights B e, SRR RYEME] Red Hat Insights for Red Hat Enterprise Linux, @id
SEM, B LAER Red Hat Insights for Red Hat Enterprise Linux fR 5.

4.1. FIENRGEME] RED HAT INSIGHTS
&I LAfE A insights-client 5572 Red Hat Insights A3 RS0,

ﬂEjUL 1, SR LIEEM RGN ENDEERET. BRAFRE Insights Ul RFRIARST, INRIEEMR
GRPR B DT RAM, Insights [FHERREHERIAENL,

FeREH
o RIM root L HIFLER,

® Insights &/ im B REEIEHIRYE
iz
1. {8 --register LTI A insights-client 75,
I [root@insights]# insights-client --register
2. Ak, BERERGMNEREN, EES -display-name £, 5130 :

[root@insights]# insights-client --register --display-name ITC-4
System display name changed from None to ITC-4
e f{fiff --status 1%\ insights-client %,

[root@insights]# insights-client --status
System is registered locally via .registered file. Registered at 2019-08-20T12:56:48.356814
Insights API confirms registration.

AE, EA LA EF =8 Red Hat Insights for Red Hat Enterprise Linux AR5,

Hith BT
e 7£H Red Hat Cloud Access BIERIIA RHEL %4i L& E Red Hat Insights
e 7EH Red Hat Update Infrastructure EXEMIIA RHEL %% LEBE Red Hat Insights

® 1f Red Hat Hybrid Cloud 1Z#& | 2 M EEBEE

4.2. {#F INSIGHTS EUBE M EN RS

& BT LUEF Red Hat Insights for Red Hat Enterprise Linux BUEEM BRI RS, LR XFEMET, SRS
S BIARE LZE Insights for Red Hat Enterprise Linux.

1


https://access.redhat.com/documentation/zh-cn/red_hat_insights/1-latest/html/deploying_red_hat_insights_on_existing_rhel_systems_managed_by_red_hat_cloud_access/index
https://access.redhat.com/documentation/zh-cn/red_hat_insights/1-latest/html/deploying_red_hat_insights_on_existing_rhel_systems_managed_by_red_hat_update_infrastructure/
https://access.redhat.com/documentation/zh-cn/red_hat_insights/1-latest/html-single/remote_host_configuration_and_management/index#activation-keys
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FERFH

o XTRBI R BIMRIL A T [P PR

o RBURGIFE Insights for Red Hat Enterprise Linux 3,
ik

1. {E --unregister £ A insights-client 45,

[root@insights]# insights-client --unregister
Successfully unregistered from the Red Hat Insights Service

e {HFH --status Ui A insights-client fn 453,
[root@insights]# insights-client --status
System is NOT registered locally via .registered file. Unregistered at 2021-03-
12T10:36:39.257300
Insights API says this machine was unregistered at 2021-03-12T00:36:39.000Z
4.3. {1 RED HAT INSIGHTS E#TEMIEMR S

EFEHEM Red Hat Insights for Red Hat Enterprise Linux RS, FHIEEFEMEE SR Insights jFH
REHPHEMESE ENFE, HEAMETHZET insights-client a5 FR :

1. --unregister

2. -register

FeREH
o T root K HIFBR,

e Insights & imB REEENRG L,
iz
1. {E --unregister £ A insights-client 45,
I [root@insights]# insights-client --unregister
2. fEF --register iE£Iifi A insights-client fp 4,
I [root@insights]# insights-client --register
E Al

AT A --unregister L insights-client ss SIS EFTEM T, FIRTH --register IR
insights-client s T2 S BLLTER :

12



% 4 %= BL& INSIGHTS-CLIENT

[root@insights]# Successfully uploaded report for <machine name>
View the Red Hat Insights console at https://console.redhat.com/insights/

4.4. B ENEREBFF

SR LAENE GUI BRI ENEREBT. EFREUEMEI Red Hat Insights for Red Hat Enterprise
Linux SEME, HTHER. MREEEMRENEE B L REHM, RedHat Insights for Red Hat
Enterprise Linux f${# F /etc/hostname FHIE,

XML RRRAEN, RTRANENRS, BELESEERETEM.

pa -3
5/ insights-client (e S IX B E R B RILENEM, {BFIZEIT Insights &/ .

INRITERLIEEN A, /etc/hostname F B hostname EZE SERIIE, 2B B
R, LUMEMmeTLURAIEMN, BNME HENB RERGIE,

FRFH
o RHIRZH| Ui AR,

it =

e {#if --display-name %Y A insights-client &85 18 E TR A,

[root@insights]# insights-client --display-name ITC-4
System display name changed from None to ITC-4
o ZAETETRMETREMN, HERANEIS,

[root@insights]# insights-client --display-name "ITC-4 B9 4th floor"
System display name changed from None to ITC-4 B9 4th floor

4.5. BRE kR A
e LUE RE iR iR AT S i N A AR A

SeRFMH
o RBYRG BRI 1 [RIAN PR,
i =
e {HFH --version Wi A insights-client #8455,
[root@insights]# insights-client --version

Client: 3.0.6-0
Core: 3.0.121-1

13
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Hith BTIR
® Red Hat Insights Client Core Changelog

® changelog X4

14


https://access.redhat.com/articles/3829361
https://api.access.redhat.com/r/insights/v1/static/core/changelog.txt

%5 5 2 INSIGHTS &/ i BuEEs

25 5 Z INSIGHTS & F in =
Insights 2 7 im Ay IP Hutit A1 E B IR AR IE, ML IEFE A Python SoS i#12, TEALIE Insights &
I AR, FENRZF P Mt B ATIRENE, ARE, BB EMSEEZEE Red Hat Insights
for Red Hat Enterprise Linux,

& 7] LUTE /etc/insights-client/insights-client.conf B & XX 4 /5 S 2 ARG IR, &0 LUEFER L
BRYEIP ik, A LUEFAEMLIE P it A EN G, EREER N ENREFEMLOE,

BRI R (E, Python SoS # 2R BB EE,

. p= Y=
Red Hat Insights for Red Hat Enterprise Linux & #4#AR 5518 A OpenSCAP TERIFEEMN

ROMEREREMMIRE. & OpenSCAP MIIMERIFEIE S MARSS T 2R BRI T
B0 IP R, A, BENRALESIENBIRREE L, ENERBREE
Insights for Red Hat Enterprise Linux, Red Hat Insights for Red Hat Enterprise Linux &
TR = EHE BB LTI,

A % Red Hat Enterprise Linux #J Red Hat Insights a{Al b BB EURINERIF1E, 155 % Red Hat Insights
Data & Application Security,

5.1. =ML IR IPV4 Hbtik

1E£[M Red Hat Insights for Red Hat Enterprise Linux 23X Z 8, &0 LATE VIS ST AL EE IPv4 E4 i
1k,

LI 1P AR, RSB EN IR Y Python SoS X4 IRIMBIE, EBTERENE
RMUCIEIRMA(E, EHRITEFRSOEFETN P kB —ER D AR L2,

% o
) X IPvA4 ik FF 1P Hh R0,

it =

1. [ERYHESITIF /etc/insights-client/insights-client.conf X4,
2. REIGEUTEEMNIT :

I #obfuscate=False
3. Bk # F+45 False 2H True.

I obfuscate=True

4. R#EF XM letc/insights-client/insights-client.conf {4,

=l
o [RIAEAN IP btk

15


https://cloud.redhat.com/security/insights
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I 192.168.0.24

® 7f Red Hat Insights for Red Hat Enterprise Linux R HBIIAERIB A IP ik

I 10.230.230.1

MBEIER—DRGPEFET IP #htb#&E#, Python SoS HI2IFH P ik 8 h 44 ST 4 A8 R AR
B, AP, FANRIEESER—MERIER IP #ik 10.230.230.1, £ Red Hat Insights for Red
Hat Enterprise Linux GUI #, ERIRERFEIZNEFHER IP kMRS, MmFERE,

5.2. FE#LN R F

1£ % 7% %! Red Hat Insights for Red Hat Enterprise Linux & &1, f&ATE)IR X EAhERILIEEN G, 10
RINIEHRAEDTRT —NENIHENZ, 1 /etc/hostname ) hostname 2757 host0, EHhEH,
ZEERH hostl, host2, EEINRAEBMNENGEE,

BRI LU R BRI BN RS DB R &R, BB EINE Red Hat Insights for Red Hat Enterprise
Linux M. FATEFH., RA /etc/hostname #IERIIE,

iﬁ on
IRBEMALIZEN R, ERTHERIACIE 1P il

FRFM

o MEREMILNIE P thit, MEELFELR, 15BN Obfuscating IPv4 M,

it =

1. {ER%E 24T IF /etc/insights-client/insights-client.conf 214,

2. ¥E/2% obfuscate_hostname 8917,

I #obfuscate hostname=False
3. & # F£55F False 2 True,
I obfuscate_hostname=True

4. R#FEF XM letc/insights-client/insights-client.conf S {4,

5. (") #FR# A --display-name %L1 insights-client S8 S KD BRI B REMH. TR
MARRWERE,

I [root@insights]# insights-client --display-name ITC-4

LIREFEENREME, FRAXEFRR /etc/hostname (B2 Python SoS U1 ERIE, A
&, Red Hat Insights for Red Hat Enterprise Linux i FAf2 & T REERIFI E /4.

=Bl

e [RiA /etc/hostname
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https://access.redhat.com/documentation/zh-cn/red_hat_insights/1-latest/html-single/client_configuration_guide_for_red_hat_insights/index#proc-obfuscating-ipv4-address_insights-cg-obfuscation

%5 5 2 INSIGHTS &/ i BuEEs

I RTP.data.center.01

o IEHILLIE /etc/hostname, ENEHIIE Red Hat Insights for Red Hat Enterprise Linux A

I host0

MREEA—DRALEEEHNARMLE, HLMERBRNEME. 7 Red Hat

Insights for Red Hat Enterprise Linux GUI A1, fEAIgE BRI Z /) EAHEREHNAEHN %
g, MNSEEE.

Hb iR
o 1EHALLIE IPv4 Hhilt

® Python SoS Workflow System ( #* Z54£#%)

17


https://access.redhat.com/documentation/zh-cn/red_hat_insights/1-latest/html-single/client_configuration_guide_for_red_hat_insights/index#proc-obfuscating-ipv4-address_insights-cg-obfuscation
https://vatlab.github.io/sos-docs/

Red Hat Insights 1-latest Red Hat Insights B9% ' inBd B 5 R

2 6 = INSIGHTS & in#uiEE M

Red Hat Insights for Red Hat Enterprise Linux RSP HIEIE, SETESEDATHINE R (PN
iR, ERFLE P (SEMEERIE) WRIKE, HNBABIEEM.

6.1. INSIGHTS & /" im #04E B ot 1
Insights & P iR EUBRLL BIET, BIEEM RHEL kA, BFMIEHISIBEEEMMN AL,
% 6.1 BB E M RHEL hRA

RHEL k< redaction /5%

RHEL 6.9,7.8,8.2, REERAE B &S

remove.conf

RHEL 6.10,7.9, 8.3 F1E# AR A YAML 3
file-redaction.yaml

file-content-redaction.yaml

al

& E,
: 1R 70 remove.conf BB X4 YAML X, BRIAER FTALESN],

Heth BT
e A% Red Hat Enterprise Linux B Red Hat Insights #l{A A R EUIB IR E 1S, 155% Red Hat
Insights Data & Application Security,

6.2. {# FH REMOVE.CONF B35 31 1E

LIRNECE XA TEIBEMN, SXHNRBEREEIMTLEHERER, URINMEERE., KIAEEXH
7y letc/insights-client/remove.conf, {E7— %N, 4R LU Insights & imBC & H AR RS
BB E S

RIFEM redaction BEXHHHEE, EALUEE—THZMUTEE :

o MEBEKEFHMRBREXHREAR

o SHIREEIRSE AR B H

o SHIMSEXTENER

o [FARENFHFEEMLIKIIMN keyword FHFE

Y18 SHPRECE redaction I, ZREREBAEFRICRKEFHX A, redaction BFHTE IS4 AR ER
FERIFUC B EHEINT,

N FFRIBEH, FHAEXMHE Python SoS #2408, AR A XEE Red Hat Insights for Red Hat
Enterprise Linux,
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https://cloud.redhat.com/security/insights

% 6 3= INSIGHTS B imEiBEM

= -
| remove.conf 34 AT #FIE N FRIAR THED,

IR LA ep AT R R B F A S . B, AT LA AR AR S, (BRREE A X R Red Hat
Insights for Red Hat Enterprise Linux, #&AIATEA EFHERIREMBIET BER,

p= =1
LIREHE L XEM DRI, XEERTLES Insights for Red Hat Enterprise Linux

FIMHAT IR, XL BRI BEe 5 B Insights for Red Hat Enterprise Linux F5i% 17 #1)5& A
FIRHI RS 0],

6.2.1. {# F remove.conflit & Insights ZiE Ik S 1 /F
letc/insights-client/remove.conf X412 Insights B InEUIREHIRIE. BUIFohEIE L TE,

INRIKIEFEIZIT Red Hat Enterprise Linux 6.9, 8.8, 8.2 REERKA, EEMAIXA redaction ik,

FRFH
o NHRBIRGTBIRI Vi FIAR,

¥ =
1. {ER%EE2R0IE /etc/insights-client/remove.conf SRR,

[remove]
files=/etc/cluster/cluster.conf,/etc/hosts
commands=/bin/dmesg,/bin/hostname
patterns=password,username
keywords=super$ecret,ultra$ecret+

2. Ak, MRERFHERNAZ Insights &' redaction X4 R BEMTT,
3. REXHFHREWESS.
4. FRAMSTT, BWIER N root REEXE T remove.conf SXEHINR,

[root@insights]# Il remove.conf
-rW------- . 1 root root 145 Sep 25 17:39 remove.conf

6.2.2. RREMX AR
&R LU A remove.conf XHEFRBENFEX M. HEFREATHXXHEREESE/TEIEH,

SoRFEH
e /etc/insights-client/remove.conf X /FE, MREILEEOIE remove.conf X4, 151
BIiZ S,

o HRBIRGTBIRI Vi FIAR,
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JTE
1. E—NREE2SFRFTIF /etc/insights-client/remove.conf X 4,
[remove]
files=/etc/cluster/cluster.conf,/etc/hosts
commands=/bin/dmesg,/bin/hostname

patterns=password,username
keywords=super$ecret,ultra$ecret+

2. 7z files= 1T, MEFRXXHHRINSMPRIEZRBBIXH,

@ "
Y BIXHRER—TMESD . TEEAZER,

3. 'k, MIREFIEM Insights B P imfF BRI, EMBR files= 1T,
4. REFRLM

6.2.3. & T Redacting 945
&R LAE A remove.conf XK BREN M S, LBMSHHBEASEETIEESH,

SoREH
e /etc/insights-client/remove.conf X /FE, MREILEEOIE remove.conf X4, i
BIiZ S,

o SRBRGT BRI 1 [P BR.
it =3
1. E—NREE2SFRFTIF /etc/insights-client/remove.conf X4,

[remove]
files=/etc/cluster/cluster.conf,/etc/hosts
commands=/bin/dmesg,/bin/hostname
patterns=password,username
keywords=super$ecret,ultra$ecret+

2. 7 commands= 174, HRINEEMEESUER redact S, SHEMRERBIEBHDS,

) FERANMNESORE RS, TEERAZER.

3. 'k, MREFIEM Insights B P imfF BRI, EMBR files= 1T,
4. REFRALM

6.2.4. redacting B 4F1E
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% 6 3= INSIGHTS B imEiBEM

& 0] LU remove.conf XA MEFE- X HH EMFENFRFEEL,

MBBHEFEFEERIEE N redact, HFRESEMEEZERNN IR XERRIETT, Fli0, NRFFRE
N2 name, NIZEBEXCEMIE EH4A. XHR. AF4.

% -
AZFIENFRARFBEFTILEC (egrep).

SeREH
e /etc/insights-client/remove.conf X /FE, MREILEEOIE remove.conf X4, 151
BiZ .

o NHRBIRGTBIRE Vi AR,

it

1. E—NREE2ISFRFTIF /etc/insights-client/remove.conf X 4,

[remove]
files=/etc/cluster/cluster.conf,/etc/hosts
commands=/bin/dmesg,/bin/hostname
patterns=password,username
keywords=super$ecret,ultra$ecret+

2. 7t pattern= 179, RINEEMFEXH A redact ERIFRIEERER,

% -
' FERANMESORENFRBER, TEEAZER,
3. "Wk, WMREFBME-XHFEREMER, 1EMER patterns= 17,

4. REFRMLM,

6.2.5. redacting X#=F

&= LUEF remove.conf XX SR B ERI KT, Python SoS FH2F TR SR EHIKER
keyword0, keyword1, keyword2 55 )K=,

SoREH
e /etc/insights-client/remove.conf XX /FE, MREILEEOIE remove.conf X4, 151
BiZ S,

o HRBIRGTBIRL Vi FIAR,

it =

1. E—/NREE2SFRFTIF /etc/insights-client/remove.conf X4,

I [remove]
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files=/etc/cluster/cluster.conf,/etc/hosts
commands=/bin/dmesg,/bin/hostname
patterns=password,username
keywords=super$ecret,ultra$ecret+

2. 7 keywords= TH, RINEEMEF- AP BRERXET,

' FEREMNESHBENERSER, FEHEABER,

3. "Wk, MREFABMERXGHBREMRET, EHIR keywords= 17,
4. REFRALM

6.2.6. 5 1F remove.conf 314

&80T LASSIE remove.conf XX, LUBREELIEM, AEFREMNEAT redaction,

SoREH
e /etc/insights-client/remove.conf XX /FE, MREILEEOIE remove.conf X, 1
BIiZ .

o HRHYRG BRI VT RIARR.
AR
1. {8 --validate L7741 A insights-client fp 5,
I [root@insights]# insights-client --validate

2. BIESS EREMEEIR,

6.3. £/ YAML X {43/£4T REDACTION

LIRS YAML X TF redaction I, PIANSCHEH] redaction 124F :
e file-redaction.yaml
e file-content-redaction.yaml

BRURBEEZATAHBHARR, TR IHZ MM, 4 Python SoS HZIZ{TH, BRAEIIXHH
Wik A ER B ITER L E,

INRIEIZ1T Red Hat Enterprise Linux 6.10, 7.9, 8.3 REFHMIARA, EFEHXAN
redaction A&,

AN

YAML XM ITEAR
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letc/insights-client/file-redaction.yaml 7 HE B BB S, LHARZTH, SRBERIIE
By 43 R SR H Y o

/etc/insights-client/file-content-redaction.yaml & Y42 = redaction # keyword &#t, X FE=X
redaction, HRABEANKENRZER, 5 YAML XHFRIEEMEE., N FXEFER, ARKEEE
B KB EHL @ AR R

6.3.1. 13044 redaction B2 & YAML ® %

letc/insights-client/file-redaction.yaml X #4571 T IR B EHTIER G SHREIIM, & Python SoS i#
RIZTH, EFRRELENEEXGRIETNEMNG D XHNHEE.

FeREH
o IRNEGE YAML EEREMANN, 7B YAML B8 H T lREEH,

o BB AERFHIREH T TR,

it

1. [EAYH2S0IE /etc/insights-client/file-redaction.yaml XX 44,

Nl

# file-redaction.yaml

# Exclude the entire output of commands
# Specify the full command path or the symbolic name in .cache.json

commands:
- /bin/rpm -qa

- /bin/ls
- ethtool i

# Exclude the entire output of files
# Specify the full filename path or the symbolic name in .cache.json

files:

- /etc/audit/auditd.conf
- cluster_conf

2. WIERB RN root MEEIXET file-redaction.yaml STHANER,

[root@insights]# Il file-redaction.yaml
-rW------- . 1 root root 145 Sep 25 17:39 file-redaction.yaml

6.3.2. Bt YAML #ER F1x#F redaction

letc/insights-client/file-content-redaction.yaml XA /3% : pattern redaction #1 keyword &
#i, patternredaction fFAEXCESKENRARICE, FEXEFEH S, Python SoS Hi2E @R
RS RET,

FoRFH
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o RNFRE YAML HERERIAIA, % YAML BH 7 IRESEH,

o R BERGHIRIVFITRR,

Pt =

1. [EFAYH2S0I% /etc/insights-client/file-content-redaction.yaml XX 44,

Nl

# file-content-redaction.yaml

# Pattern redaction per matching line

# Lines that match a pattern are excluded from files and command output.
# Patterns are processed in the order that they are listed.

# Example

patterns:
- "a_string_1"
- "a_string_2"

# Regular expression pattern redaction per line
# Use "regex:" to wrap patterns with regular expressions”
# Example

patterns:

regex:

- "abc.*def"

- "localhost[[:digit:]]"

# Keyword replacement redaction

# Replace keywords in files and command output with generic identifiers
# Keyword does not support regex

# Example

keywords:
-" 14"

- "My Name"
-"a_name"

2. BRR N root FIEHEXE file-content-redaction.yaml SX{&4FIBR,

[root@insights]# Il file-content-redaction.yaml
-rW------- . 1 root root 145 Sep 25 17:39 file-content-redaction.yaml

6.4. 351F INSIGHTS & ik 171y

IS UG IE SRR, BT, B LRI IILE$dE % % 2l Red Hat Insights for Red
Hat Enterprise Linux.

INR{EF obfuscation 3% redaction, BEILAEA EEREIEGFR, MREREE/XE, TUNEKRE
EZRSimH,

24



% 6 3= INSIGHTS B imEiBEM

6.4.1. 7£ L RTINIEFAY

E1E Python SoS BIA S H £ & F Red Hat Insights for Red Hat Enterprise Linux Bife & 74, 15121T
Insights & i, AREERLEXHENIER TREXMH, XAiHEEER M inA X% Insights for Red Hat
Enterprise Linux BI§ 8, HEIFEMEMNKERIEIXE,

VAR ST TZRETE /vartmp/ Bk, 4 insights-client TG, ERERXESE,

FERFH
o MR{EMA redaction, HBRIEMEIE T /etc/insights-client/remove.conf 344,

o MRFEMRE, EMZREMEE T /etc/insights-client/insights-client.conf 3214,

AR
1. ¥ --no-upload 15 A insights-client £8 43,
I [root@insights]# insights-client --no-upload

&N A redaction % obfuscation i, S EEREEMHEE,

WARNING: Excluding data from files

Starting to collect Insights data for ITC-4

WARNING: Skipping patterns found in remove.conf

WARNING: Skipping command /bin/dmesg

WARNING: Skipping command /bin/hostname

WARNING: Skipping file /etc/cluster/cluster.conf

WARNING: Skipping file /etc/hosts

Archive saved at /var/tmp/qsINM9/insights-ITC-4-20190925180232.tar.gz

2. SMBIENFEB S, EHES PERENIEE PRTR.
I [root@insights]# cd /var/tmp/qsINM9/

3. REEYEM tar.gz X1,
I [root@insights]# tar -xzf insights-ITC-4-20190925180232.tar.gz
ZEA Q- & XX HRET E 5

6.4.2. H{EFWIE Insights & ' ifF Y

ZRE—NFHEIER, 7 Python SoS BIAFH £ £ F Red Hat Insights for Red Hat Enterprise Linux &
HATIE, 151517 insights-client, AFHREXXH, XALEEEIER FimA XY Insights for Red Hat
Enterprise Linux BI§ &, HEIHEMEMNKERIEIXE,

FERFH
o MNR{EM redaction, HARIEMEIE T /etc/insights-client/remove.conf 344,

o MRFRRE, EMRREMEE T /etc/insights-client/insights-client.conf 3214,
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iy =

26

1. & --keep-archive LTI A insights-client 6343
I [root@insights]# insights-client --keep-archive
R ERERMER,

Starting to collect Insights data for ITC-4

Uploading Insights data.

Successfully uploaded report from ITC-4 to account 6229994.

Insights archive retained in /var/tmp/ozM8bY/insights-ITC-4-20190925181622.tar.gz

2. #t AZI7E Insights archive retained in 5 B RIGE 1265 B 5%,
I [root@insights]# cd /var/tmp/ozM8bY/
3. fREE4ER tar.gz X
I [root@insights]# tar -xzf insights-ITC-4-20190925181622.tar.gz

ZHA O — S HRIRTE R,



87 & R EMA

B 78 RGuLIEMNAH

Red Hat Insights for Red Hat Enterprise Linux B L& 85 B R BI RO LA R B NBRSS. Insights for Red
Hat Enterprise Linux A SR VFEIRIB= MR IERSTA -

e Z4T SAP IT{Ef#EHmAE
e Satellite E¥LH
o B1E YAML X E X BB E T Ees

. M Spring 2022 748, FH. AE. M. RE. 1T, REMNRESIREHMRET
A i, HAthRSSFHETE,

FRLBEITIESR 4R ERYE SAP TIEME. Satellite ENAZRINE Insights 2 7 UikEc & SR ST
IE2s B0 B E SO LR LI,

FERFH
e Insights B IR BN R L REFHEM.

o X4 EM root HAIFTLRR,

7.1. SAP T{Efi %

BT Linux 7£ 2025 FE M/ SAP deployments TE i #8955 $I#24F %%, Red Hat Enterprise Linux
Red Hat Insights for Red Hat Enterprise Linux {71F & Insights for Red Hat Enterprise Linux B> SAP
EEAREFENEERTE,

VE X — L TEM—ER4Y, Red Hat Enterprise Linux B9 Insights & B #FriCi21T SAP TE i ##1 SAP
ID (SID)MXRY:, MEREEAHITEMBEE L. ZE1E Insights for Red Hat Enterprise Linux i FAT2F I
WXL TG, HEMALR Filter Results THIZEH,

7.2. SATELLITE EM4A

Satellite EHVATE Satellite FEIE, FFH Insights for Red Hat Enterprise Linux BZhiH 5,

7.3. BELRGMC

A LU B A HFME N A REM RS, XA ERAE N RERIN LTSRS, #RIE Insights for Red
Hat Enterprise Linux N AR RRITRZE#HATIE R, FHEREMMET FTHEXRS. TEAMESE Insights
for Red Hat Enterprise Linux i, LtINBERFHIBEME, EEBEREHBENIE TR

BT B E XFRERMEIZ A Insights for Red Hat Enterprise Linux AR5 4%, AR LURINTIE L BIHR
%o BARIARSS AT LM LI LR N IERR IO BRI, XERGTRFERESXE, LNBLRER
SHG k= e O

7.3.1. L ELE

118253 F namespace=value = key=value ¥ BY4EH,
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® namespace, 7 Z2[H]2 ingestion point, insights-client BI&#F, FEBSUXME. tags.yaml
XM ZE (A RIRER, BELERIBEE M imEA.

o B, EALLBRBEYINERRAHNIE LEY, BIUERAKRE, F8. #F. FSNER
HAHE

o i, BALUENBEHHEREFREBE, BAUERAKXE, F&. #F. FSNERNAHE

7.3.2. 0 B E X HF tags.yaml X4

Z B FHRIITZEE /etc/insights-client/tags.yaml, #A --group=<name-you-choose> 7LIH]
insights-client, XM mRIHAT L TRIE -

e {l|# etc/insights-client/tags.yaml 3214
e ¥ group= ## &It ;name-you-choose&gt; (&7 INZE! tags.yaml

o [IRLIMFERY _E1ZE] Insights for Red Hat Enterprise Linux N T2, E#TRZLEIA WL K&
RITMER

FRFM
o HRBIRGTBIRI Vi AR,

it 3
1. Llroot BF B2 T e, HINEE LHATLUKE < name-you-choose> :

I [root@server ~J# insights-client --group=<name-you-choose>

2. ik, BERMEAMITE, 5% /etc/insights-client/tags.yaml XX,
3. i#A Inventory > Systems FEFEN B X,

4. /= Filter by tags FHI3H, LA UUEAERIEMAFMEINE RN —E2, UEEREFE
BTG =R & N DE 40N

5. A kA TRENFIFRU BRI

6. HHRZE LG E kTS,

7. BIEENRARBELERIIIIRPHER,
a. #tA Inventory > Systems FHIE B BT B,
b. BUE Name [ FIERFHFRHIA RS LT, BIEEIEHNRE, REEFEE,
c. MERSE—ITRE, EBINHFERNANEBIREH,

7.3.3. YmlH tags.yaml LUR NS B iR
BIRAH X R, Er LY tags.yaml BIREE RIS RIRE,

LUFRARESR T W{a %W 4R /etc/insights-client/tags.yaml X4, SAE3IE Red Hat Insights > RHEL >
Inventory FETEIZIRE .
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https://cloud.redhat.com/insights/inventory/
https://cloud.redhat.com/insights/inventory/
https://console.redhat.com/insights/inventory

B7ERE

&N
=

AN
fm

hj‘ Jﬁ*ﬂ

FRFM
o NHRBIRGTBIRI Vi FIAR,

i =
1. SR SRPIT SRS B X4 tags.yaml,

I [root@server ~J# vim /etc/insights-client/tags.yaml

2. FHEXERARSRMZIN B key=value X, HIRFE, RINZIHNH key=value X, FAKXE.
FHE. HF. FENERNAE, UTROLERT MAER RIS MR HA
tags.yaml,

# tags

group: _group-name-value_
location: _location-name-value
description:

- RHELS

- SAP
key 4: value

3. REFERFH KA,

4. N Red Hat Enterprise Linux &£ E(Z %! Insights B 1%,
I [root@server ~]# insights-client

5. i#A Inventory > Systems FEF BN &K,

6. 7 Filter Results {1, KA TFE-LFEFEF—NLIESR, HEHATIESRHRTHILEFEE,

A LhET tag ESEEHTER.

7. EERPERBHRG,

8. WL RSB EWFIRT, FHERRRREN ARNITESRRENETF.
7.4. BRATE LHRGAIREING B A RED HAT INSIGHTS il [H] AR 55 21X
HiREREM
Red Hat Insights Bii[AIAR S5 2 IR LB BN RS, BR, LRSI TRFSELHEMRGELRS, &
FEREMLHERER T, FRTRIMEE LIRERINEES, Red Hat Insights for Red Hat Enterprise Linux
R T IE LB, AERSLATRARNTRFERES K INRSOIZBIREIL

FIRFFRITIE LR RR 2 Mg RIFIEERE, BRFELENE., BER, /S
AR5 RARYEE B T IEBRSHE I ™ B M E M4 s iR At 1L,
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EEEBILZ, 1EEH /etc/insights-client/tags.yaml LU A RIRICH BTUE YIRS RS:, E7
BEfE A & RATI0 inventory BRSSHRBIRYE, TilRE B9 =6 AR T 08 E UrE R key=value 45
IERER, FRSHET Red Hat-predefined tags BIIFHIE R,

R 7.1 ZR9TIE PRSI
# A &

=z normal (Bti\) /strict A normal (BN) H, A%
RS R RGHINEERBEERS M
RHEL S#ThRABFIAERE U K 25
BEANEXNMRIAEE AT
B, XRUBFHER. AHEEM
ERRRI, EA ™ E, A%
RS HRGM N LLEE, MS
BEEEIERAEBIELZL, &
EFRERE R RHEL RE&EH T
NEW.

network_performance null (Bi\) /R / HH=E BEIEML R (IRIBEMLSEXR
MIERHKELE) SRNEIREH
NERSHEEH™E N,

TE XS HEMWARE. MREEHERAXE e, BESEB—FEERHE,
BARKAEENRIFEREN., MREMNINE key=value SHA—NMIE #ER, F&
ERNEWEN, Hlm, WREE—1 key=value of security: high, EBHENFREE ML
1B E PR, MREBERIAE— key=value %I security: strict, N&EEHRY
B FREEES,

Lth BT R
o FBRRLAIERRT RREMLEN

\

o FUBIRZE Red Hat Insights Advisor 1Y B i Hth IR AR IR B EN 1

o BHIERIGNC

7.4.1. BRETIE LR

& 7] LU# A Red Hat Insights for Red Hat Enterprise Linux ii[A] AR 55 BT E Y725 SRV ZE R LB IAT
H, LMEYT BREHEFIEENFEENEE, Ea LRI N HRERBETIE LR,

SoREH
o TXIRYH root LBV AIFLR
o &% Insights B/
o RBTE Insights & imaEM T R4t

o MBEAIRT tags.yaml X, ES [ 0/ tags.yam! XEFFHRME E LA
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https://access.redhat.com/articles/6981482
https://access.redhat.com/documentation/zh-cn/red_hat_insights/1-latest/html-single/assessing_rhel_configuration_issues_using_the_red_hat_insights_advisor_service/index#con-insights-tagging-custom-system-tagging_insights-tagging
https://access.redhat.com/documentation/zh-cn/red_hat_insights/1-latest/html-single/assessing_rhel_configuration_issues_using_the_red_hat_insights_advisor_service/index#proc-insights-client-creating-custom-group-tags-yaml-file_insights-tagging

87 & R EMA

Y=

. FERSSITHMEELENES, T /etc/insights-client/tags.yaml, (UL FRBIER Vim, )

I [root@server ~J# vi /etc/insights-client/tags.yaml

2. 4w’ letc/insights-client/tags.yaml 32, NHRZERINTIE LB key=value X}, ABIESR T WA
7510 security: strict 71 network_performance: latency 1%,

# cat /etc/insights-client/tags.yaml
group: redhat

location: Brisbane/Australia
description:

- RHEL8

- SAP

security: strict
network_performance: latency

3. REFEENEN,
4. XKH9mEEES,

5. B[ : j217 insights-client #8554 X Ell Red Hat Insights for Red Hat Enterprise Linux B9 Ef%,
HEF F—DNAEM Red Hat Insights Ef%,

I [root@server ~J# insights-client

HiATiE LRSI IS4 = X h
A EZE] Red Hat Insights (& F—NMAEM Insights %) &, &RILLRAT VIR Red Hat
Insights > RHEL > Inventory SREKIMEREEETIMER, ERENRAHERRUVRNIGE, BR
Bl — ERBIEK -

® Name

o H

o FRZEIR (540 insights-client) .

THERT BRI ERESRHERNT.

31


https://console.redhat.com/insights/inventory

Red Hat Insights 1-latest Red Hat Insights & FinEd B 5

Q 1-60f6 ~
Name Value Tag source
group redhat insights-client
location Brisbane/Australia insights-client
security strict insights-client
description RHEL8 insights-client
description SAP insights-client
network_performance latency insights-client
1-60f6 ~ 1 of 1

Rz R il X BOHR2E e RO Ul

LUTFAERRS 58 B~ TECE T network_performance: latency 75 B R4,
Recommendations Pathways ®

> Y Name - L Q &

Systemsimpacted 1ormore X Status Enabled X Name NICson Azure VMs % Reset filters

Different
“Total Risk”
Name Meodified Category Totalrisk | risk of change Syste...
> NICs on Azure VMs encounter high network latency 24 days ago 4 Performance # Important Moderate 1
issue due to a known issue in the NETVSC driver
> NICs on Azure VMs encounter network performance 2 years ago 4 Performance = Moderate Moderate 1

issue due to a known issue in the NETVSC driver

1-20f2 ~
Remediation
@ Playbook i
@ Playbook i

ROLEREBEEN Total Risk 245 Important B9E1, %% network_performance: latency 155589 %

HEARFLNG, ERLURE RSN ESHEAE,
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25 8 Z BA X INSIGHTS-CLIENT 1 &

1EZ_JL/L?"§FH JE B FIETRIEE] Insights B IRAIIZITHEE. BIMVERT, Insights B 24 Iz
—R, BIAFHERBIHNBEFRAR, ELRERABRRNZTESNE,

8.1. 2/ INSIGHTS &/ im i E
MR EFmAE, REFEEEREIAM Insights B ImXEHUIBRHEE,
1% AR 2 A insights-client & B2 BREUR F B Red Hat Enterprise Linux 1% /7 iithR Ao
Hith BT
o XTFHIREE UHEMNKCS X&E

® XTF cronHJ KCS &
8.1.1. M Client 1.x 2 F RHEL 7.4 REBIRANE F inh i E
I8
% PR 1x B,
% fE Client 3.x RE =M AH EF H --no-schedule %77,

FoRFH
o NHRBIRGTBIRI Vi FIAR,

ik
1. fEF --version £ A insights-client 345 LUK IER F im kAR

[root@insights]# insights-client --version
Client: 1.0.2-0
Core: 1.0.76-1

2. {# --no-schedule j%£1i%i A insights-client S8 S UZRE M IHHE, sl
/etc/cron.daily FRIRF S8,

I [root@insights]# insights-client --no-schedule

3. {EAY%IESRTFF /etc/insights-client/insights-client.conf X RN T1T

I no_schedule=True

8.1.2. {8/ Insights & F'if 1.x 2 RHEL 7.5 RZ EBIMRANE F i HE
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' A=
Insights 2 F i 1.x NEB# X .
A=
l --no-schedule L7 Insights & i 3.x REERAFEFH,

FRFH
o NHRBIRGTBIRI Vi FIAR,

it 3
1. {5/ --version %Ik A insights-client #p 5 LUSIER iR AR A,

[root@insights]# insights-client --version
Client: 1.0.2-0
Core: 1.0.76-1

2. {# --no-schedule %1% A insights-client S8 S UIZRE IR HE,

I [root@insights]# insights-client --no-schedule

8.1.3. ZFH RHEL 6. RHEL 7 Rz EMIMRAMNE FimiHiE, {#MA Client 3.x

-
1E Client 3.x RE&ERAF EFH A --no-schedule 1%,

PR 1x B,

FRFH
o HRBIRGTBIRL Vi FIAR,

ik
1. fEF --version £ A insights-client &34 LUK IER F im kR AR,

[root@insights]# insights-client --version
Client: 3.0.6-0
Core: 3.0.121-1

2. {#f --disable-schedule /£ A insights-client S8 S UZ AR M imHE,

I [root@insights]# insights-client --disable-schedule

8.2. 2 A INSIGHTS & i E

34



&5 83 HM INSIGHTS-CLIENT

BE—RBEREFHAEN, eRERERINKEZRIT. MREERTHE, NILERAXLERE,
LIEMEBSITIZTT insights-client f5, Insights B iR ERE N ZRIEREN L EIZT, BT RAE
HLZIT AR, eeERRINKE.

8.2.1. 7£ RHEL 7.4 S E B A5 A Insights B IR AE, &/ 1.x

EHMUERE mAE, EEAEKNKELZIT. MREERTRNAERE, NERIEFERMLE
$10

SeRFMH
o HRBYRG BRI VT RIFRR.
o EFIRARERER,
o (ENk) BT BIAFE,
i =
1. BRIEE P IRRA, 15# A --version i£1#i A insights-client £845,
[root@insights]# insights-client --version

Client: 1.0.2-0
Core: 1.0.76-1

2. {EAYREEERFTTT letc/insights-client/insights-client.conf X, fFLATFATHRMNE ST, 0R
IR E X245 E%A no_schedule B91E, EEERH False,

I no_schedule=False
3. {5 --register /%1% A insights-client 455 LIS & i,
I [root@insights]# insights-client --register

8.2.2. 7 RHEL 7.5 S\ E &R AFE Fim 1.x L5 A Insights & P imi &

EHMUERE AR, EEAEKNKELZIT. MREERTRNAERE, NERIXERERMLE
$10

PR 1x BRI,

FoRFM
o NHRBIRGTBIRL Vi FIAR,
o EmAEMER.
o (W) BT RUIAME.

it =
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1. BERUFRFIRARA, E# R --version £ A insights-client i34,

[root@insights]# insights-client --version
Client: 1.0.2-0
Core: 1.0.76-1

2. fE/ —-register JET4i A insights-client &5 L R AR HFE,

I [root@insights]# insights-client --register

8.2.3. 7 RHEL 7 i E S kA L /5 F Insights &R 1AE, &/ ik 3.x

BEHUERE A mAE, EEAERKKELZIT. MREERTRANAERE, NERXEREEMLE
$10

FRFM
o HRBIRGTBIRI Vi AR,

o EIImAEIRER,
o (Ak) EERTBIAAE,
i =
1. BERUFRFIRARA, E# R --version £ A insights-client i34,
[root@insights]# insights-client --version

Client: 3.0.6-0
Core: 3.0.121-1

2. {#f --enable-schedule %14 A insights-client &35 LUS A& IR HE,

I [root@insights]# insights-client --enable-schedule

8.3. IEEX INSIGHTS & i HE

ZEW Insights B P iwAN 21T, HESQAE. BERMNAEIURTREHSITH RHEL ZITHRATIE F i
R Ao

RS M RHEL AR ACERRRE,
® XIF Red Hat Enterprise Linux 7.4 RERIRA, {EMA cron ENRETAE,

e ¥fF Red Hat Enterprise Linux 7.5 R E#HIARA, FE# systemd XEF insights-client-timer
X,

8.3.1. M croni & Insights & /i

% E,E
- X Fi51T RHEL 7.4 lRA BB RIRAE Fikhi A 1x RS, ERALRRE,
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L EPE X REREE.

EBERZ1T insights-client ENIAAE, EEFH RS cron X5,

1 Red Hat Enterprise Linux A, /etc/crontab X EMEL N F B R EBHITHIA,

/etc/cron.hourly
/etc/cron.daily
/etc/cron.weekly
/etc/cron.monthly

SeRFH
o XTRBI R BRI A 15 AN PR
® Insights &/ imAE#REE A,
it =3
1 EFE—NTRFLE cron, LUEE EHUT insights-client,
2. SEREE, 5 insights-client JFfE,
Heth BT
e % crontab (1) #1 cron (8) B man page, LT ## cron {Kifiii1il,

o {+4.2 cron LLRIN{AI{ERAE ?

8.3.2. {# /3 systemd %iE A E insights-client

A W FIE1T RHEL 7.5 RZ ERIRARIRY:, A Client 3.x

1A LUE T BT RYT systemd % & # insights-client.timer XX {43 E 21T insights-client #92X L
.
SeRFH

o NHRBIRGTBIRI Vi FIAR,

i =
1. E%iHH insights-client.timer XL E, EHIA systemctl edit S8 HHIX 4 H,
I [root@insights]# systemctl edit insights-client.timer
SR VRIS T T B RN RS R 2R O 22 X4
2. AT R REREDAE, KOHHHER systemd BIRINKE,
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[Timer]
OnCalendar=daily
RandomizedDelaySec=14400

3. A insights-client i &,

I [root@insights]# insights-client --enable-schedule

Heth BT
e #FE systemctl (1). systemd.timer (5) #1 systemd.time (7) #J man page LA 7 fi# systemd

o {+4.2 cron LLRIN{AI{ERAE ?

8.3.3. M Red Hat Satellite BN R SRIFHHE%EF

Insights JI{EIRHE A1) --build-packagecache 43, LAEH Satellite BIEHIRE: LIS FAMEHiRHIE
WEIRE., XANETTN insights-client £2 yum/dnf 4 8%F, FHRGVIBERMERIIEK,

ERILAF 2T N RILNER VG ST, NEET UREE kA & X4+ (fetc/insights-
client/insights-client.conf), EERRIE Insights I BEhERYH % F.

Hith BTIR
e HFXINZT --build-packagecache S B LIER, 175/4/&/H Remediation Playbook HJ:%
ZFh T

e 75X --build-packagecache i ELER, 1HSHLLT KCS XE
https://access.redhat.com/solutions/7041171

® HXT1T Red Hat Satellite PEEENEMNBEZER, FS/IEEAZ,
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88 9FE J INSIGHTS 5 MZR 8N EH

2 9E N INSIGHTS JE B AZRA a5 E#H

BIAERT, Insights BRBIIEREHMNIER, BlgER P inkREX 4 RERElHEHFEZREN

9.1. 7 INSIGHTS 2R B8 sh#ll BT

%A LA Red Hat Insights for Red Hat Enterprise Linux 2R B sh&EAMNIEH, MR XA, TER
T B HIN B S ST RS, T A R RS ST B IE B

FRFM
o NHRBIRGTBIRL Vi FIAR,
o SRBENHNIER.

it

1. {ER%E 21T IF /etc/insights-client/insights-client.conf 214,
2. HEEENIT

I #auto_update=True
3. MR # 3% True 2h False,

I auto_update=False

4. R#EF XM letc/insights-client/insights-client.conf {4,

9.2. 7 INSIGHTS &5 A B sh#l I & 5

NRIBZAIZERAT B, ETLLEHE A Red Hat Insights for Red Hat Enterprise Linux B9 B 215 & #11)
Bi. BINERTEABHNIESR.

FoRFH
o NHRBIRGBIRI VAR,
o BIMNEEHER.

it =

1. {ER%E2R4TIF /etc/insights-client/insights-client.conf 214,

2. HEIEENT
I auto_update=False
3. ¥ False i True,

I auto_update=True
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4. R1FF %M letc/insights-client/insights-client.conf X {4,
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5510 = QIR 2 A&k

510 E QBB SR HF

INREFELIEZFHINNEE), SRR HLZICM B S, X RS rIE B SR A HERR
insights-client #9r] &,

10.1. Q|2 B &
AT LD — AT B Sk 5 i FPA =,

FRFM
o NHRBIRGTBIRL Vi FIAR,

i =
1. M --support ;5% A insights-client g8 43,
I [root@insights]# insights-client --support
F'F' T E@UL;?#K#FETJLT{E /%\{I:I ITho

Collecting logs...

Insights version: insights-core-3.0.121-1
Registration check:

status: True

unreachable: False

Copying Insights logs to archive...
Support information collected in /var/tmp/H_Y43a/insights-client-logs-20190927144011 .tar.gz

2. BIBHE PIENZFMER fir, SMEIESE,
I [root@insights]# cd /var/tmp/H_Y43a
3. fREE4ER tar.gz ST,
I [root@insights]# tar -xzf insights-client-logs-20190927144011 .tar.gz

/% tar.gz XHEREN— NS EAEXHHFTE R, NREE, BLUT tar.gz XH5ZHFHEIPA

H=,
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B> A. INsIGHTS-CLIENTRA D 45 125 1171

ERNEE root HIMRSEE A, EALUER insights-client f5 & HETIIZEHI 25 LB Insights B
Fimig{E, &N insights-client.rpm BYEF#iZK L Insights for Red Hat Enterprise Linux FREYRITH {45
#, FRAFEM I REAR 13 insights-client IR HTE 2.

BREI insights-client fa i, & im#l s BEHIEH NG E L EE Insights for Red Hat Enterprise
Linux,

f# A insights-client --display-name %% E E R & AIILEIER, {EFZ1T Insights &
F o

A.1. INSIGHTS & - i 15 20

£ Al insights-client user #4551

T fitish
--help DRFEER

-h

--register &/ /etc/hostname FHYER, FHEVEME Red

Hat Enterprise Linux. ¥ BzIEA®A cron £55, B
Jk% & T --disable-schedule,

--unregister M Insights for Red Hat Enterprise Linux A1 EHE SE A}
FH,
--display-name=DISPLAY_NAME £ GUI FIXEHEREN T REM. MREFE—D

5 /etc/hosthame FEIMEZHAR, N5 --
register —i&£fE A EEMENN%E display_name,

--group=GROUP TEEMHR ]S EHLARINEI GROUP, HAEFMRTE
/etc/insights-client/tags.yamls &

--retry=RETRIES WBEIREFHRE. BOAEN 1. ERARN 180
#, X2 Insights B imfE E il L E AT EFRIN ),

AR mHAERRFH, EUREDN 3.

--validate 351 /etc/insights-client/remove.conf SC{FE9%E
4,

--quiet e H Bif %2 console,

--silent RioxEH A,
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i}

--enable-schedule

--disable-schedule

--conf=CONF

-c=CONF

=-compressor

--no-upload

--offline

--logging-file=LOGFILE

--diagnosis

--compliance

--payload=PAYLOAD

--content-type=TYPE

--check-results

--show-results

--output-dir=DIR

M A. INSIGHTS-CLIENTRIA 4%

sk

FERELAE. BAERT, Insights EFIHER. =
BRFRIZTT.

ER  REFEMA Client 1x, 15 --register £
5 R,

RRASEFILAE,

FERABE LEEXH CONF, mAERIAR
/etc/insights-client/insights-client.conf x4,

AR AR AL E R A 4588, W LT EE gz,
bz2, xz. none. L7 gz, none L& AIE—
A& B EYER tar X

TR, (BRRSEME LT Red Hat Insights
for Red Hat Enterprise Linux 8, CMSfR web /2
FF. VI#47FE7E /var/tmp/ B % . insights-client
TERERERXMHE,

ERERAMSIIBERER T2T& Fif. &7~ --no-
upload,

NHHEBERHERIEERN LOGFILE, BRABEXHH
/var/log/insights-client/insights-client.log.

M APIIKERIZEE B, 7E(EF --diagnosis Z&i, &%
SUEMAZED EE— KRR,

A OpenSCAP RS F LIERE.

FHFERITERY PAYLOAD X4 E1%El Red Hat
Insights for Red Hat Enterprise Linux, #&% ==
content-type.

4 PAYLOAD X% & content-type, type AJLLZE
gz. bz2. xz # none, TYPE & /5 BT PAYLOAD
#J --compressor ITfg,

M Red Hat Insights for Red Hat Enterprise Linux 16
TROMHR,

& --check-results FFEN D45 R,

REAFAEENBR, MARLE.
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T s
--output-file=FILE REESEAEENEE, MARLE,

insights-client 5 %8 JL/ANE VA HIRVEIT B B R9IET,

% A.2. insights-client 5%

--version it insights-client & 7 i # Core BIAR AN,

--test-connection M= Z Red Hat Insights for Red Hat Enterprise Linux
AR S5 B0

--force-reregister XMETEFA. EEFEMENRT, HS0HER

Red Hat Insights E3TEMERIRSL,

--verbose A i D SR BERFI A,

--no-upload EATE R, AR EEEN, IMEEE
/var/tmp/ B, insights-client E&E&ETRX
"4,

--keep-archive EEEREFH,

--support NZFFEM I A K.

--status ERENEMRT

--net-debug 0N R & BIR 25 H
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Bfi % B. REDACTION Bgi& X4 f5E 15

Bt 5% B. REDACTION FE2i& ST 435k 7

BEiE X {4 /etc/insights-client/remove.conf 12l Insights for Red Hat Enterprise Linux 2/ im0 e E 37
TE S HHE,

£ RHEL RHEL 6.10, 7.9, 8.3 M1 = MIkk A&, {£EFH remove.conf B#FH, FHEMNT
YAML X#HER,

Insights Z& FimiR#E remove.conf RS X FRXHHITEIRF, EERGFHEXHFFIHELIXE Red
Hat Insights for Red Hat Enterprise Linux fR%5 2 fll, RREZEMIRIEEIERL E,

B.1. INSIGHTS % /i REDACTION {48935 T

XHBHIE

BEILHEZFR A /etc/insights-client/remove.conf i F redaction BEEX . EIEA root FRF BED
B, ©ARKREN Insights B IHE BN —E 2 B Eh0IE,

/etc/insights-client/insights-client.conf 2 & 3 {415 % redaction 2 & LRI Z FRFIAL
&,

remove.confBI 3 EitR
LLF 2 remove.conf XA RFIER :

[remove]
files=/etc/cluster/cluster.conf,/etc/hosts
commands=/bin/dmesg,/bin/hostname
patterns=password,username
keywords=super$ecret,ultra$ecret+

o —MRBEERINES, BIMHWANERD T,
o FREGSEREATEENT.

o AZHFIENFAAFBEFTILEC (egrep).
o FBEZEHXDKNE,

% B.1. remove.conf B & £

T fihish
[remove] XA remove.conf XIS —1T,
files= B SR SR RERED,
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T s
commands= EAN B B B S B R S B RIRRE R, B9

Ve Sep I =S Ea R 2 i e ST O

patterns= VAR SRR T IR S — NMFE T2 HER S IEED
=L 3] N
keywords= fEAEFr8 keyword #1— M FEH: keyword,

Blan, MRIEE LT WA KB

F : keywords=host,domain, host ¥&NEHI#ER
K F R E keyword0 &, domain BI&EASLFIER
915 keyword1 &, & LHENMINKHEFEE
g E XBEFn B,
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Bfi>%k C. REDACTION Egi& YAML STHFRYET

Bt >x C. REDACTION E2i& YAML 344 H927E T

A=
_ M RHEL RHEL 6.10,7.9, 8.3 MIERMIRATIE, Insights B/ im{ERA YAML XHRECE
redaction, ERHEIMRAA, remove.conf XHHIRFIEEERE.

C.1. REDACTION EZi& YAML X {4r455%10

A=
M RHEL RHEL 6.10, 7.9, 8.3 Ml mMIARA T, Insights & imfEA YAML SX{4RECE
' redaction, TEEEARAA, remove.conf SCHEIEHIEEE,

5 C.1. file-redaction.yamIff 3 {4 redaction
nE s

AEXHBBI AR,
# file-redaction.yaml

/bin/rpm -qa #1 bin/ls BYE N HH A BIEIETEX

‘ # Exclude the entire output of commands e,

# Specify the full command path or the . ) )
symbolic name in .cache.json £ .cache.json XX {4, 5EE4n< /sbin/ethtool -i

BRET B RF S HEEE AT ethtool_i,

commands:
- /bin/rpm -qa
- /bin/Is

- ethtool_i

NFRENXHE, XHENXHERBRSEEITEXI
# Exclude the entire output of files e,

# Specify the full filename path or the .
symbolic name in .cache.json £ .cache.json x4/, FTEEXHREE

/etc/cluster/cluster.conf B & B FF = 5% 12
files: cluster_conf,

- /etc/audit/auditd.conf
- cluster_conf

% C.2. file-content-redaction.yamIfJA A redaction 7~fl
NE fik

SEXHBBIAEER,

I # file-content-redaction.yaml
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48

# Pattern redaction per matching line

# Lines that match a pattern are excluded from files

and command output.

# Patterns are processed in the order that they are

listed.
# Example

patterns:
- "a_string_1"
- "a_string_2"

#

# Regular expression pattern redaction per line
# Patterns with regular expressions (regex) are
wrapped with "regex:"

# Example

patterns:

regex:

- "abc.*def"

- "localhost[[:digit:]]"
#

# Lines matching these regular expressions are
excluded
# from output.
patterns:
regex:
- "\.conf"
- "\include"

# Replace keywords in files and command output with
generic identifiers by the Python soscleaner module

keywords:
-"1 111"

- "My Name"
-"a_name"

sk

LN 585 a_string_13a_string_2
BETICES, EISMMXHa S
H AR, SR FREBRES IS,

EMFARWITE N EEMFRAR, &7
LI A egrep #p &R 7 BT ENIFRIAR
(regex). FFEMFRIARBESITH,

egrep XA ABISHEE, UBEREMRA
A EMZRA X F R

TEAHIF, MREMAFFESE .conf,
FEEMITL include 7k, M MEFS
R IERTT .

keywords: #2HRB9F R R SLFT value
KT MBFEH,

BN, F&E1.1.1.1 e SSEIERE
7y keyword0, =F#f& My Name B9FFE
SHIER W E ) keyword1l, a_name &
#h keyword3, & B A0 R
FHEBHIEE XEFn, Bt KB
=N BIEH Python SoS IR E B T i%
B,

&% keywords: A HE LHFRFEX
PRNE,



Mi3% D. INSIGHTS-CLIENTHI#p 1555

Bff < D. INsiGHTS-CLIENTHA i 55175 1111

& LU#E A /etc/insights-client/insights-client.conf E2 & X4 BN B EE X Insights B IHIERS £
IR,

D.1. INSIGHTS & /7 if it & 3448455 70

UEIE SN CLI AR UBET, S A insights-client &8558T, JFH4T CLIET, HiEERREZ
TR RN, FHUTEE ST LT,

% E,E
R IR BN TR & A%, True #1 False {FEA¥BAEFRR,

EEAREXHFREAEMNET, MERITHHNE—NFRT#, FHLETRE—ME. FiE TRAERN
Z{THTEEI insights-client 3 & £ 3%,

£ D.1. insights-client.conf Bgi& %7

gz fihish

[insights-client] REEXHARINE—1T, BEENEF IR EXHE
T B BIAL & =X % FRo

#loglevel=-DEBUG B AR, 1EIEHE : DEBUG. INFO,

WARNING, ERROR. CRITICAL, BERiAE N
DEBUG, BINAEXHAIED /var/log/insights-
client/insights-client.log.

#auto_config=True ZIMFE A Satellite RS2 BESIECE. EATLURZ True
(2kiA) = False,

% auto_config=True (BiL)
&, FRABERIUER AN CERT,

#authmethod=CERT WEFMRIUEAE. BRETH CERT, BRUINMER
CERT,

#username= 2 authmethod 7 BASIC I{EHRMAF&. AP 4&
IVGER g N

#password= LIGIER BASIC FH{ERK password, g LIBAST
B EE,

#base_url=cert- APl B9EX URL,

api.access.redhat.com:443/r/insights
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50

#auto_update=True

#obfuscate=False

#obfuscate_hostname=False

#display_name=

#cmd_timeout=120

#http_timeout=120

#remove_file=/etc/insights-client/remove.conf

sk

IR URL, 7~
{5l : http://user:pass@192.168.100.50:8080

B EFISEE, NREREEHER, R
True &% False,

BRIANER IPv4 ek, BRIAMEH False, B h True
LUE At iR AR A 2

BHENS, Enili%E obfuscate=True EEEE
W&, MMER IPv4 bt iE#, ST RERIGCIEE
i

DREME R, BIAEHEA /etc/hostname. E
= : X‘ME5 insights-client --display-name %

SHITRE, NREFER CLI B E &, BER

BXHFRERATTARANERET, NEREHER

ERRRFIZ1T Insights 27 I ik & ZIEC B STHHE,

WOEEABFZTHBN I E, LI HEAL, LB
IEDASIN, SRR RaReLLL,

HTTP Vi BB I (A], AR BT

redaction XHRINIE

Insights & F7 i AT g 2 PH LE A R2 AT WD 8R4 LT R B,


http://user:pass@192.168.100.50:8080
https://access.redhat.com/solutions/7001665

LIS R SR 15

K ZLNE AR A bt
BT R R SO R AT LS. IREERTRESIHAIES, SUBRERRGMAR,

FRFH
o CEMGRIZINEE ML,

e
ERMERG, HHITUTER

1 RTTLATEERE ¢ Create Issue

2. & Summary SAHE AR ¥ h [A] sk T RE I8 bt

3. 1 Description XAHERIRHEA X Al # 215 KA 50 9145 B
4. 7£ Reporter SXAHE AR A MR EY £ R,

5. =m Create 1%,

WRERAB—IXHEERE, FREBBEIEHBISHEAIIN, BT ERTER SRR R 5,

51


https://issues.redhat.com/secure/CreateIssueDetails!init.jspa?pid=12333524&issuetype=1&priority=10300&description=URL where issue was found%3A%C2%A0%0A%0ADescription of issue%3A%C2%A0&components=12368952

	目录
	第 1 章 INSIGHTS 客户端概述
	1.1. RED HAT INSIGHTS 客户端发布

	第 2 章 安装 INSIGHTS-CLIENT
	2.1. 在由 RED HAT CLOUD ACCESS 管理的现有系统上安装 INSIGHTS 客户端
	2.2. 在由 RED HAT UPDATE INFRASTRUCTURE 管理的现有系统上安装 INSIGHTS-CLIENT
	2.3. INSIGHTS 客户端 CLI 和配置文件如何进行交互
	2.4. 在 RHEL 的最小安装上安装 INSIGHTS 客户端
	2.5. 如何解决 INSIGHTS CLIENT/REAL-TIME 调度问题

	第 3 章 配置身份验证
	3.1. 身份验证方法
	3.2. 使用激活码进行身份验证
	3.3. 使用 RED HAT HOSTED SERVICES 注册系统

	第 4 章 配置 INSIGHTS-CLIENT
	4.1. 将您的系统注册到 RED HAT INSIGHTS
	4.2. 使用 INSIGHTS 取消注册您的系统
	4.3. 使用 RED HAT INSIGHTS 重新注册您的系统
	4.4. 更改主机显示名称
	4.5. 显示客户端版本

	第 5 章 INSIGHTS 客户端数据模糊
	5.1. 模糊处理 IPV4 地址
	5.2. 模糊处理主机名

	第 6 章 INSIGHTS 客户端数据重做
	6.1. INSIGHTS 客户端数据重做选项
	6.2. 使用 REMOVE.CONF 来掩盖数据
	6.2.1. 使用 remove.conf配置 Insights 数据恢复操作
	6.2.2. 特定的文件内容
	6.2.3. 特定于 Redacting 的命令
	6.2.4. redacting 字符串特征
	6.2.5. redacting 关键字
	6.2.6. 验证 remove.conf 文件

	6.3. 使用 YAML 文件进行 REDACTION
	6.3.1. 为文件 redaction 配置 YAML 命令
	6.3.2. 配置 YAML 模式和关键字 redaction

	6.4. 验证 INSIGHTS 客户端存档
	6.4.1. 在上传前验证存档
	6.4.2. 上传后验证 Insights 客户端存档


	第 7 章 系统过滤和组
	7.1. SAP 工作负载
	7.2. SATELLITE 主机组
	7.3. 自定义系统标记
	7.3.1. 过滤结构
	7.3.2. 创建自定义组和 tags.yaml 文件
	7.3.3. 编辑 tags.yaml 以添加或更改标签

	7.4. 使用预定义的系统标签获得更准确的 RED HAT INSIGHTS 顾问服务建议并提高安全性
	7.4.1. 配置预定义的标签


	第 8 章 更改 INSIGHTS-CLIENT 调度
	8.1. 禁用 INSIGHTS 客户端调度
	8.1.1. 使用 Client 1.x 禁用 RHEL 7.4 及更早版本的客户端调度
	8.1.2. 使用 Insights 客户端 1.x 禁用 RHEL 7.5 及之后的版本的客户端调度
	8.1.3. 禁用 RHEL 6、RHEL 7 及之后的版本的客户端调度，使用 Client 3.x

	8.2. 启用 INSIGHTS 客户端调度
	8.2.1. 在 RHEL 7.4 或更早版本启用 Insights 客户端调度，客户端 1.x
	8.2.2. 在 RHEL 7.5 或更高版本和客户端 1.x 上启用 Insights 客户端调度
	8.2.3. 在 RHEL 7 或更高版本上启用 Insights 客户端调度，客户端 3.x

	8.3. 修改 INSIGHTS 客户端调度
	8.3.1. 使用 cron调度 Insights 客户端
	8.3.2. 使用 systemd 设置调度 insights-client
	8.3.3. 为由 Red Hat Satellite 管理的系统刷新软件包缓存


	第 9 章 为 INSIGHTS 启用和禁用自动规则更新
	9.1. 为 INSIGHTS 禁用自动规则更新
	9.2. 为 INSIGHTS 启用自动规则更新

	第 10 章 创建诊断日志来支持
	10.1. 创建诊断日志

	附录 A. INSIGHTS-CLIENT的命令选项
	A.1. INSIGHTS 客户端的选项

	附录 B. REDACTION 配置文件的选项
	B.1. INSIGHTS 客户端 REDACTION 文件的选项

	附录 C. REDACTION 配置 YAML 文件的选项
	C.1. REDACTION 配置 YAML 文件的选项

	附录 D. INSIGHTS-CLIENT的命令选项
	D.1. INSIGHTS 客户端配置文件的选项

	对红帽文档提供反馈

