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2.1 TEHTIRG
AU TSR FEIT IR :

it =

1. # AE Security > Vulnerability > Reports &£TF, HEZER &R,
2. 1E executive I €L, #i Download PDF,
3. Hif Save File, HH i OK,
1. 48F PDF X4 2 G 1E/EH Downloads X4 Rk H g EME.
2.2. FRARRERS APl FEHITIRG
IR LM A RIERR S APl FEEITIR G,
® iE3K URL : https://console.openshiftusgov.com/api/vulnerability/vl/report/executive

e curl :


https://console.openshiftusgov.com/insights/vulnerability/reports
https://cloud.redhat.com/docs/api/vulnerability
https://console.openshiftusgov.com/api/vulnerability/v1/report/executive

curl -X GET "https://console.openshiftusgov.com/api/vulnerability/vi1/report/executive” -H
"accept: application/vnd.api+json”
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RN, NERHFEREMNIIRER CVE,

eAEEfIAE, ERFEERFIA (knownn exploit) I1%:H CVE,

FrEM, EFE—PHZEME ¢ Critical. Important., Moderate, Low 2 Unknown,
CVSS BEANT, HHE—PHEMEM : Al 0.0-3.9,4.0-7.9,8.0-10.0, N/A (FER)
B RS R FE— 1 Z /ME : High, Medium, Low, Not defined,

KB, EFE—NHZLME : Notreview, In review, On-hold, Scheduled for patch, Resolved, No
action - risk accepted, Resolved via mitigation.

%% BHA.M All, Last 7 days, Last 30 X, Last 90 days, Last 90 days, Last year, 3 1 8 LRI,
BEATERERS., ZFEESEMEENRSH RHEL SRR,
WEEFEIMCNRAH, BRREMRAEHBNELZER, HS8H [P EMA

NEEFRETRETREXRNAE (errata), RAE CVERANE, A CVE,

CVE IR&E5H T CVE, HENHEES Red Hat CVE #UEFE BN CVE TiE, UEEAUTHELZE
XEMER, ZHIREIEH CVE MAHRBEERE, URFIRINEREH LA CVE,
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https://access.redhat.com/documentation/zh-cn/red_hat_insights/1-latest/html/assessing_and_monitoring_security_vulnerabilities_on_rhel_systems_with_fedramp/insights-system-tagging_vuln-overview
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Insights Vulnerability CVE Report

This is a summary of CVES identified by Red Hat that may impact your Red Hat Enterprise Linux (RHEL) systems.
This report includes CVES with a CVSS base score of 0.0 - 10.0; published anytime.
These CVES apply to systems in your inventory tagged with satellite:activation_key=RHEL8_AK.

The vulnerability service identified 625 CVES within this criteria that impact at least one of your 17 analyzed RHEL systems.
Of the identified CVEs, 4 CVEs have a known exploit.

CVE ID Publish date CVSS base score Severity Systems exposed Business risk Stats

CVE-2019-18218 25 Aug 201% 9.8 Moderate 4 Mot defined Mot reviewed
CVE-2019-25038 10 Dec 2019 9.8 Moderate 4 Mot defined Nat reviewed
CVE-2019-25032 10 Dec 2019 9.8 Moderate 4 Mot defined Mot reviewed
CVE-2019-25036 10 Dec 2019 9.8 Moderaie 4 Mot defined Mot reviewed
CVE-2019-25042 10 Dec 2019 9.8 Moderate 4 Mot defined Nat reviewed
CVE-2019-25039 10 Dec 2019 9.8 Moderate 4 Mot defined Mot reviewed
CVE-2019-25034 10 Dec 2018 9.8 Moderate 4 Mot defined Mot reviewed
CVE-2019-25035 10 Dec 2019 9.8 Moderate 4 Mot defined Nat reviewed
CVE-2020-9850 09 July 2020 9.8 Moderate 3 Mot defined Mot reviewed
CVE-2020-9895 28 July 2020 9.8 Moderate 3 Mot defined Mot reviewed

Known exploit: This CVE is identified with a “Known exploit” label because Red Hat has determined this CVE has a public exploit. This CVE is unpatched on your system. CVEs with this label should be addressed
with high priority due to the risks posed by them. “Known exploit” does not mean we have taken steps to determine if the CVE has been exploited in your environment.
Security rule: Indicates a security rule associated with this CVE. Security rules are written by Red Hat to help you configure your systems.
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FRFH

o RWIEF Red Hat Hybrid Cloud Console

Pt =

1. # X Insights for Red Hat Enterprise Linux N FAf2R89 Security > Vulnerability > Reports T .
2. £ CVE *H, =R Create report,

3. M FRHRIREREITIER


https://console.openshiftusgov.com/
https://console.openshiftusgov.com/insights/vulnerability/reports
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Report by CVEs X

Report title

Insights Vulnerability CVE Report

Filter CVEs by

Security rule: All - = Known exploit: Al + Severity: All = CVSS base score: All -+

Business risk: All - = Status: All ~ Publish date: All = Applies to OS: Any =

Applying to systems in your inventory meeting these criteria

Tags: All -

CVE data to include

All columns Choose columns

Sort CVEs by

CVSS base score: High to Low (Default) +

User notes (optional)

Export report

(Anik) BE UREIRE,

o

b. 7£ Filter CVEs by T, HEHiEMNIIEsR PRI A FHEFE—ME.
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1LHE Tags REBIEFICHRGAHFRBIRS,

d HEEEH CVEHIET, BUABUE Choose 5, AWEBUHIAFEETBEENG. RENFR
BEIRERNGRE, R All column R ERFIERSA,
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4. = Exportreport, FHARVFNARFE—DEMRNS
WEITFSRTF PDF X (MIREHIRIERTER) , RRHREHAE.
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B X NRRARSS, R LUTE RHEL BRI RS S i CVE MR, EREIRS L AT IESE %
BEE—HRYEN CVE HXRGE, BRI REEX LIS H R,

IX LR &R LR IS Red Hat Insights for Red Hat Enterprise Linux N F2FF151R], FASHFTEH N
.csv. .json % PDF XX {4,

4.1. \MiRERSS 5 H CVE #4E
HATU TS BRMIRARS 5 HEFE8E,

T
1. # A Security > Vulnerability > CVEs T, HEEER &R,

2. NALESRHFHERAENIITERR T aER B ER CVE,

3. £ CVE FIRMTIESRF H AN, = Export KR N . FF%EFE Export to JSON, Export to
CSV =k Export as PDF, RIEEM T ERIFLE Export to JSON, Export to CSV 5 Export as
PDF.
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https://console.openshiftusgov.com/insights/vulnerability/cves
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o FRZT BMPIIULME iR 1 Red Hat Insights API FREXE4E1E

o {#fH Webhook fFEM A ZEIEZ AILERNE=ANBRRF

o IHEAS Splunk FLN ARFEERENARFURR
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https://access.redhat.com/documentation/zh-cn/red_hat_hybrid_cloud_console/1-latest/html/integrating_the_red_hat_hybrid_cloud_console_with_third-party_applications/index
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® Automation Toolkit > Remediations
® Red Hat Insights for Red Hat Enterprise Linux 314
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https://access.redhat.com/documentation/zh-cn/red_hat_insights/1-latest/html/assessing_and_monitoring_security_vulnerabilities_on_rhel_systems/index
https://console.openshiftusgov.com/insights/remediations
https://access.redhat.com/documentation/zh-cn/red_hat_insights/1-latest
https://access.redhat.com/products/red-hat-insights/#whatsnew
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1 RETLATEERE ¢ Create Issue

2. £ Summary SAHE AR ¥ h [A] sk T RE 8 bt

3. 1 Description XAHERIRHEA X 0] # =15 KA 50 B 145 B
4. 7£ Reporter SXAHE AR A MR EY £ R,

5. R Create 1%,
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https://issues.redhat.com/secure/CreateIssueDetails!init.jspa?pid=12333524&issuetype=1&priority=10300&description=URL where issue was found%3A%C2%A0%0A%0ADescription of issue%3A%C2%A0&components=12368952
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