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13 A API &Eiff

E1E F API &
RERS RIFIER— PN REMRGEE S Insights for Red Hat Enterprise Linux 5& ¥ AT B E b RETH
AT, SRYEER REST AP HIARSEE, AIRMEEEE, FHROFLEUREERS,
RIA ] LU IEE LIRS RIE R CSV fith,
==

® 3% Red Hat Enterprise Linux API XA R EL At Insights for Red Hat Enterprise
Linux BR%%, EZ A https://cloud.redhat.com/docs/api-docs,

o HREHTH OpenAPI A& X1, 1EZ 4 OpenAPI fli%,

1.1 &R

API ifj[a)@5 HTTPS, #M https://access.redhat.com/documentation/zh-cn/red_hat_insights/1-
latest/html/system_comparison_api_documentation/# root URL iJj[A] [ RZLEH APl X1, FRiEEIEER
L JSON M 4 X F1 318, JSON X H4aE -

drift-openapi.json
historical-system-profiles-openapi.json
system-baseline-openapi.json

1.2. EXE5HIUF (BASIC AUTHENTICATION)
B MBLEEEED HTTP iRk —&% 1%,

Request (iEXK)

$ curl --user username:password -i https://cloud.redhat.com/api/drift/v1/comparison_report?
system_ids[]=<UUID>

o

I $ curl --user username:password -i https://cloud.redhat.com/api/system-baseline/vi/baselines

1.3. #HiAg

1.3.1. REST APl A=

REST API @it {£F /api URL BIZZ AT B, 7ERRSS 2R ITINE, WTAR :

I "/api/drift/v1"

1.3.2. HTTP A%

Bal APl iERZHEHB HTTP A& =2 GET #1 POST,

1.3.3. HUERE


https://cloud.redhat.com/docs/api-docs
https://swagger.io/specification/
https://access.redhat.com/documentation/zh-cn/red_hat_insights/1-latest/html/system_comparison_api_documentation/
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Bk R ik

B BHE

FREB JSON F#F &

Array HAHPFE items XHEF, items BIEZ bR ELH I

B R BRI, BAATLURE,

D 53 True =X False BY{E
Timestamp ISO8601 1% =X KK 7] B

1.3.4. HTTP R 5 HS

e ] X* Uiy

200 faE 5858

400 HIRIF K HRTFHERER, RSBITEERITR,

500 MERAR S5 2R 1% EE_’;E%%EEUT%%%#, XRFEIEEHR
HR,



B 2% LLEHRE API

5 2 & LIRS AP

HEIRENENERNERNRGRIRAREXH, WEFRSHIRIMASE, AEMXEELEHT
Bhs, MIRERAFTERDNRGNEELETTEELRER, EHUUEREERFR AP

pa -

BEl, @it Web B SRESK API LEIE RGN &H 45 NREIRE], — RIS 45 MR
ZBERATRER S H 400 BiR, HEZRIERATRES AR AP B ZRF) 1% & BOFBAT FR I,

Nl

LUF RIS comparison_report API S5 AEMBIREGIRE, LUMEA GET AELRREGERE, iF
REALSERS D BIS B RS PBIE RSN RIRE, FHEKRLEIRE.

request:

GET
I api/drift/vi/comparison_report?system_ids[]=<UUID>&system_ids[]=<UUID>

openapi: 3.0.1
info:
version: "1.0"

title: Drift Backend Service
description: Service that returns differences between systems.
license:

name: Apache 2.0

url: https://www.apache.org/licenses/LICENSE-2.0.html

servers:
- url: "/api/drift/v1"

paths:
/comparison_report:
parameters:
- $ref: '#/components/parameters/rhldentityHeader’
get:
summary: fetch comparison report
description: "Fetch a comparison report for given system IDs. This will only fetch the most current
system state using data from inventory service."
operationld: drift.views.v1.comparison_report
parameters:
- name: system_ids][]
in: query
schema:
type: array
items:
type: string
format: uuid
required: true
description: list of system IDs to generate report for

MR, =
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'200":
description: a comparison report for the given system IDs
content:
application/json:
schema:
$ref: "#/components/schemas/ComparisonReport"
examples:
jsonObject:
summary: A sample comparison report
externalValue: "https://qgit.io/fhQ00"
'400":
$ref: '#/components/responses/BadRequest’
'500":
$ref: '#/components/responses/InternalServerError'

Nl

LURRBIER comparison_report API 535 L AEMII RS R B, @it it JSON XEEH POST A ikk
lﬂ%tbi}(%duﬁaﬁo

- BT AP @ POST ARG 3% 8 RTBRH,

request:

$ curl -k -u username:password -X POST --header "Content-Type: application/json"
https://cloud.redhat.com/api/drift/vi/comparison_report -d @/directory/example-uuid-file.json
TEZ—1 JSON XHRERMA.

I {"system_ids": ["'UUID1", "UUID2", "UUID3"]}

2.1 (NRFEREE M
IRAETLME A APl BN RGIRE -

GET
api/drift/vi/comparison_report?system_ids[]=55e47a1d-05d7-4abb-963
a-bab513a0a57ad&system_ids[]=....

2.2. R ME LR E &
B LUFER AP EHREMEERES -

GET
api/drift/vi/comparison_report?system_ids[]=55e47a1d-05d7-4abb-963
a-ba513a0a57ad&baseline_ids[]=79032¢c7b-8284-44d0-b820-ebbb6d25c5e2

2.3. RGN B RGBS A1)
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BRI LAE R AP ZIHRSTFIN R R SBC BRI -

GET
api/drift/vi/comparison_report?system_ids[]=55e47a1d-05d7-4abb-963
a-ba513a0a57ad&historical_system_profile_ids[]=5d7dd2e9-18e5-412e-8f25-efa8a96a4289

2.4. %%, BN LRABE XGRS EH
RETLMER AP| B RS5. ELERT R B IR -

GET

api/drift/vi/comparison_report?system_ids[]=55e47a1d-05d7-4abb-963
a-ba513a0a57ad&baseline_ids[]=79032c7b-8284-44d0-b820-ebbb6d25c5e2
&historical_system_profile_ids[]=5d7dd2e9-18e5-412e-8f25-efa8a96a4

289

2.5. SRS API

BRI LMERLL Bk E API S IHAERS. E2EMF LRAREXH 1D WENLERERL, mMEFLIE
. MHPEEAESEE, RS (REFX) MFEE, URENHECSV)ERBIE.

request:

$ curl -X GET 'https://username:password@cloud.redhat.com/api/drift/v1/
comparison_report?baseline_ids[]=UUID1&system_ids[]=UUID2&system_ids[]=UUID3'
-H 'accept: text/csVv'

2.6. 3E A
TEER AP, e EEAREERR

GET
api/drift/vi/comparison_report?reference_id=UUID1&system_ids[]=
55e47a1d-05d7-4abb-963a-ba513a0a57ad&baseline_ids[]=79032c7b-
8284-44d0-b820-ebbb6d25c5e2&historical_system_profile_ids[]=
5d7dd2e9-18e5-412e-8f25-efaB8a96a4289

reference_id ZHZ LR, EEWHPREER—1EIA ID, EAIUELLKERFFHEE

ENEAERNSH : 250 ID. B4 D HIERGREXH ID, HEFERSE DR,
RS RWINRPWTE RS, LM LR E X HHITHE.
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2 3 = BASELINES API
HEEE—HAALUER AP 0B EEMESL,

AR SITRBRTR T IR EE AP QIZMEBEME, EELIMLFFARGREE, HEMRGIEFS D
SHl. MEAE D IR RRGECE M ID £,

3.1 ML TR B BT B
faT UMK FFaa G R 3 B,

create.json X RN :

{

"baseline_facts": [

{

"name": "fact name 1",
"value": "fact value 1"
1,

{

"name": "fact name 2",
"value": "fact value 2"
2

{

"name": "category 1",
"values": [
{
"name": "sub fact name 1",
"value": "sub fact value 1"
}
]
}
1,

"display_name": "demo baseline"

}
PTFRBIZERTER POST &5 JSON #IEAEMLFFIACIEFEER CURL %,

request:

$ curl -u username:password
https://cloud.redhat.com/api/system-baseline/v1/baselines -X
POST -d @create.json -H "content-type: application/json"

response:

{

"account": "[account number]",
"baseline_facts": [
{
"name": "category 1",
"values": [

{

"name": "sub fact name 1",



"value": " sub fact value 1"

}
]
b

{:context: {parent-context}
"name": "fact name 1",
"value": "fact value 1"

}
{

"name": "fact name 2"
"value": "fact value 2"

}
1,
"created": "2020-05-18T20:25:36.328741Z",
"display_name": "demo baseline",
"fact_count": 3,

"id": "9565f205-5816-43b4-953e-a29fed8b40ec”,
"updated": "2020-05-18T20:25:36.328745Z"

3.2. EHIIA RGO I B
SRR AR AP SHIBIAE RO RET R A,

—* create-from-inv.json {4 RBIAITF :

{"inventory_uuid": "<UUID>",
"display_name": "from-inv1"}

request:

$ curl -k -X POST -d @create-from-inv.json
https://username:password@cloud.redhat.com/api/system-baseline/vi/baselines
-H 'content-type: application/json'’

response:

AR, —ERLEMIN MR, URE AR,

{

[

{

"Name": "number_of sockets",
"Value": "1"

2

{

"Name": "cores_per_socket",
"Value": "1"

2

{

"Name": "number_of _cpus",
"Value": "None"

2

{

& 33 BASELINES API
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"Name": "system_memory",
"Value": "488.35 MiB"

}

P
"Created": "2019-08-27T15:34:38.504298Z2",

"Display_name": "from-inv1",

"Fact_count": 20,

llIdll: IIUUIDII’

"Updated": "2019-08-27T15:34:38.504298Z"

}

3.3. ERIIAEELOIERTEE
RET LAMEF GET #1 POST AES SIIIAME 4, LUEA AP QIR FTHIE#,
1. @i GET ARERINAEAE ID 5K :

$ curl -X GET https://username:password@cloud.redhat.com/api/system-
baseline/vi/baselines-H ‘content-type: application/json’

2. ERRIRESHIEAE D OB ELE,

3. @it POST 0%, fERAPMEAEE ID OIBIFEAL, BRIRMFNETRER ; S, eREX
400 %o

$ curl -X POST https://username:password@cloud.redhat.com/api/system-
baseline/vi/baselines/<ID>?display_name=copied-from-baseline-name

3.4. EH R RS ER MR EHE
ERT S HIPI SRR EE, LB AP QTR AL,

—* create-from-hsp.json X RFIAT :

{"hsp_uuid": "<UUID>",
"display_name": "from-hsp1"}

request:

$ curl -k -X POST -d @create-from-hsp.json
https://username:password@cloud.redhat.com/api/system-baseline/vi/baselines-H 'content-type:
application/json'’

response:

AR, —ERLEMIN MR, URE AR,

{
[
{

"Name": "number_of sockets",
llValuell: ll1 "

b

10
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{

"Name": "cores_per_socket",
llValuell . ll1 "

}
{

"Name": "number_of _cpus",
"Value": "None"

}
{

"Name": "system_memory",
"Value": "488.35 MiB"

}

P
"Created": "2019-08-27T15:34:38.504298Z2",

"Display_name": "from-inv1",

"Fact_count": 20,

"HSP_uuid": "UUID",

"Updated": "2019-08-27T15:34:38.504298Z"

}

3.5. HiFEE
IRE LLE L AN order_by #1 order_how 2%, fEF API GET A &N B AHTHER.

e order by Z#IEZ LT : display_name. create_on FE#H

e order_how SIS FIERX G RIEITHERF : ASC (F+F) #1 DESC ([FFF)
BNERT, ERERBRETEH ENFRINEHTHR.

request:

$ curl -X GET https://username:password@cloud.redhat.com/api/system-baseline/vi/baselines?
order_by=created_on&order_how=DESC

3.6. JiHEHE
AT LAMER curl 54w AP FOEA,

I $ curl -u username:password https://cloud.redhat.com/api/system-baseline/v1$/baselines/[uuid]

3.7. FHEH
B LUER API GET AR NEHAETH N CSV i,

$ curl -X GET https://username:password@cloud.redhat.com/api/system-baseline/vi/baselines -H
‘accept: text/csv’

3.8. MR E A
REI LIS API IR E .

1
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ERLLT curl €845, Bid APIHIBRE A,

I $ curl -u username:password https://cloud.redhat.com/api/system-baseline/vi/baselines/[ID] -X
DELETE

12



B 4E TP RGEESE API

BA4ERRGEESE API

[77 58 R LB X ER Insights for Red Hat Enterprise Linux 5§ RSB BRI A R, BESEIRO
BFERGEEERTIR.,

IR RAREREN D EESE
o RLGIAE
o MELSE

41. G A%
system FKIREETE uuid SHHIEEMREBMME T £ RSB EXHFIR,
FEELLTF curl (5 KER ST uuid BIRRA T R RSB & S,

I $ curl -u username:password https://cloud.redhat.com/api/historical-system-profiles/v1/system/[ID]

NFBANERESE, RFERR
e captured_date-- I§F A RSIEC B R MR IR IKH B HB
e id mvapich-wagon 2E2 & X uuid,
e system_id-- system uuid, ©5EKkhIEEMASTER,

DT 2IEFTLETIM Systems 773K HBER D R A

{
"data": [

{

"profiles": [

{
"captured_date": "2020-10-28T06:23:25+00:00",

"id": "35054dcf-da10-489e-b383-8580511c8c10",
"system_id": "563f782e-6266-41f0-a761-0e0eab29463b"

"captured_date": "2020-10-27T18:43:28+00:00",
"id": "472ad292-e2b1-40ac-b514-502df11df765",
"system_id": "563f782e-6266-41f0-a761-0e0eab29463b"

"captured_date": "2020-10-27T06:14:13+00:00",
"id": "89235117-e9f5-4a2c-86d4-c3e908a392a7",
"system_id": "563f782e-6266-41f0-a761-0e0eab29463b"

"captured_date": "2020-10-26T07:34:17+00:00",
"id": "6652ba31-f5e5-45c6-ae59-8f8d51181358",

13
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"system_id": "563f782e-6266-41f0-a761-0e0eab29463b"
2

{
"captured_date": "2020-10-25T06:40:18+00:00",

"id": "b66e8bb8-916c-409b-96d8-93119944e71d",
"system_id": "563f782e-6266-41f0-a761-0e0eab29463b"

b

{
"captured_date": "2020-10-24T06:23:19+00:00",

:context: {parent-context}
"id": "b7dadf95-90ec-4289-b50a-6¢c8d19124ccf",
"system_id": "563f782e-6266-41f0-a761-0e0eab29463b"

b

{
"captured_date": "2020-10-23T06:34:14+00:00",

"id": "3c9ce38d-22da-4d06-876d-35133eb5959¢",
"system_id": "563f782e-6266-41f0-a761-0e0eab29463b"

b

{
"captured_date": "2020-10-22T05:59:09+00:00",

"id": "18cd803d-3f1f-4ce7-9bbf-6a6585dc9c03",
"system_id": "563f782e-6266-41f0-a761-0e0eab29463b"

}

42 BEEEHE

fe B i FORERTE uuid SHPIEENBNEESR D WREEREERER. APIER—IMHENLULES S
BREV S RSB EXH ID, FREEA id WRAEEEER.

AL curl s RiREFES DRSS EIEN N BRI EX 4

I $ curl -u username:password https://cloud.redhat.com/api/historical-system-profiles/v1/profiles/[ID1],
[ID2]

LT RETLAFERIM Profiles 75 &M i B9ER 3 - 451

{
"data": [
{
"account": "ACCOUNTID",
"captured_date": "2020-10-27T18:43:28+00:00",
"created": "2020-10-27T718:43:48.340185+00:00",
"display_name": "dsmith-rhel82kvm",
"id": "472ad292-e2b1-40ac-b514-502df11df765",
"inventory_id": "563f782e-6266-41f0-a761-0e0eab29463b",

"system_profile": {

"arch": "x86_64",
"bios_release_date": "04/01/2014",

14
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"bios_vendor": "SeaBIOS",

"bios_version": "1.12.0-2.fc30",

"captured_date": "2020-10-27T18:43:28+00:00",
"cores_per_socket": 2,

"cpu_flags": [],
:context: {parent-context} "display_name": "dsmith-rhel82kvm",

"dnf_modules": [],

"enabled_services": [],

"fqdn": "dsmith-rhel82kvm",

"id": "472ad292-e2b1-40ac-b514-502df11df765",
"infrastructure_type": "virtual",
"infrastructure_vendor": "kvm",
"insights_client_version": "3.0.12-0",
"insights_egg_version™": "3.0.162-1",

"installed_packages": [],
"installed_products”: [
"installed_services": [ ],

"kernel_modules": ],
"last_boot_time": "2020-05-01T02:11:28",

"network_interfaces": [ ],
"number_of cpus": 8,
"number_of sockets": 4,
"os_kernel_version": "4.18.0",
"os_release": "8.2",

"running_processes": [],
"satellite_managed": false,
"selinux_config_file": "enforcing",
"selinux_current_mode": "enforcing",
"system_memory_bytes": 1914204160,

"tags": [ ],
"tuned_profile": "virtual-guest",

"yum_repos": [ ]

15
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KT ZLNE AR A bt
BT R R SO R AT (LS. IREERTRESIHAIER, SUBRERREAR,

FRFH
o CEMGRIZIEE ML,

i
ERMERIG, HPITUTER

1 RTTLATEERE © Create Issue

2. & Summary SAHE AR ¥ h (7] sk T RE 8 bt

3. 1 Description XAHERIRHEA X 0] # =15 KA 50 BOiF (5 B
4. 7£ Reporter SXAHE A A fREY £ R,

5. R Create 1%,

HERERAB-—IXEERE, FREBBEIESBISHEAIIN, BT ERTER F SRR R 5,
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