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1= 4T (PATCH) IRSHER

E1Z 4T (PATCH) BRSS#a
TR AL EERENMET AR, NEFRBIES =M Red Hat Enterprise Linux (RHEL) %%t/ A
—HHHNT TER. CERMESMERIRE T EALSHISEME, TLE12 Red Hat Satellite. #£E
B Red Hat Subscription Management (RHSM)iA @ A H =,
8/ Insights T ARSS

o BXIHE Insights B RHEL %%, 1HEEA A &AM Red Hat # Extra Packages for Enterprise
Linux (EPEL) A %5,

o AT playbook M —PHENREMRIHETHT,

o HBN L RRGKMELRP A AN HSEIHMIELETGCE, BHOENYFEREIZIT Red
Hat Enterprise Linux (RHEL) 7. RHEL 8.6+ 8% RHEL 9, B4 #H yum/dnf £&1%,

® 7£ Red Hat Hybrid Cloud Console > Settings FIFRHECE Role Based Access
Control (RBAC)> Identity & Access Management > User Access > Users,

o BXUINEE FAITBIFLIFIEZIER, 15512 F A ERIIHZERRBAC)BIFE i
I BDIE 16 .

1.1 4N T FRR B R B bR

T IRFME S TR, NERSOBER LM ARERIRR, Insights B IRESMEEFUIELL
TEE -

o REMPHIIR, SIELM. epoch. ARA. KIThHRFIZERMI(NEVRA)
o JSARESFIR(RHEL 8 REHTHIARA)
o FRAMHHCEIIR
e yum updateinfo -C 5 dnf updateinfo -CH%ij
o [FERMAHENRALITHRA
o RLIZRH (5130 : x86_64)
T4, Insights for Red Hat Enterprise Linux ML TSR INE TTHUE -
e 3£ Red Hat Content Delivery Network (CDN)R LR = S 17 /7 o 0 7o 53R
e Extra Packages for Enterprise Linux (EPEL)#4 6 2B T8
o TIEFFMIRBEFITELIES (OVAL)IR

Insights for Red Hat Enterprise Linux f$ Rt #IEE & 5 WENENRTRE T8I LT, UEHED
ROER—HANER, XLEEHRITFTGSEHR. LIEENRRUKRE ILREIKE(CVE),

HAth BER
BXRENRBMRBCVEMNESER, HSHUTHIR


https://console.openshiftusgov.com/iam/user-access/users
https://access.redhat.com/documentation/zh-cn/red_hat_hybrid_cloud_console/1-latest/html/user_access_configuration_guide_for_role-based_access_control_rbac/index/
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® 7 RHEL R4 _FiFIG I 2

® Security > Vulnerability > CVEs

1.2. BT IEE R PRER NSRS

R U EERAEERMA SRR Red Hat Insights for Red Hat Enterprise Linux BIRGTH 4 E,

it =

1. 7£ Red Hat Hybrid Cloud Console £, # AZ| Content > Advisories,
2. IWIAATLME AR R A MR R A S, FHETUTHETIEAE :

a. type - Security, Bugfix, Enhancement, Unknown

b. X HH - &E7 X, 30 R, 90 X, ®a—FF1FLUA

3. §finZEl Content > Patch > Systems UEFEAILMEREA A S THZEMRIITIFR, EiETLL
FREREERFEERS.

4. SfnEl Content > Packages A\EFBINMEF B HEHFNPTHE IR, FLo] LUFEFERIELER R
A,
1.3. {#FH INSIGHTS 18 & PLAYBOOK BG4 T

BUFHURER T Red Hat Insights for Red Hat Enterprise Linux A Content > Advisories TIE BN T T
ER -

it =

1. 7£ Red Hat Hybrid Cloud Console £, # AZ| Content > Advisories,

2. RIEENBEZEMRENAE, BNEINEMM, /£ access.redhat.com REFHH2F
EnRpEERE, URSRIMREMNIIR, 74, T2ABDNREEREMEIMER RS (Security,
Bugfix, enhancement) =84,

3. EFREE N E A playbook BIRYE, R # i Remediate,

4. IBELLEFEINA Playbook A3 %t Playbook, #EN#, MTHIZIZKHIEFE Existing
Playbook # playbook &%, fAGH T Next, (¥, 1L#F Create new Playbook Fi A&
playbook B9&#R, RS = Next,

5 EZEMSMA, = Remediations,

6. i playbook ZH#LLEE playbook 115, ERF LS, AFHT Download playbook,

1.4. B RED HAT SATELLITE BB RS B EiE

Insights for Red Hat Enterprise Linux iR R AN R ENTH S, FiEZEMERTTEEBNER,
Insights FHX LR EE FiRllHEELSE, FHRERNEREEFEERER.

RYIKGE Red Hat Insights BT 5N EHEXHIEIE
o ERENHHGS


https://access.redhat.com/documentation/zh-cn/red_hat_insights/1-latest/html/assessing_and_monitoring_security_vulnerabilities_on_rhel_systems/index
https://console.openshiftusgov.com/insights/vulnerability/cves
https://console.openshiftusgov.com/
https://console.openshiftusgov.com/insights/patch/advisories
https://console.openshiftusgov.com/insights/patch/systems
https://console.openshiftusgov.com/insights/patch/packages
https://console.openshiftusgov.com/insights/patch/advisories
https://console.openshiftusgov.com/
https://console.openshiftusgov.com/insights/patch/advisories
https://cloud.redhat.com/insights/remediations

1= 4T (PATCH) IRSHER

o HRMEHOE
o o RREIR

o HHAIRK, FFimfEA dnf updateinfo -C fp5KME, LhinsEEHRIELLIBIGE G EMEHE
SEH

Insights {8 X MR IR RIT B R STRE A E#.

B, Insights ®1TEH Red Hat Satellite BEIEMIRIFEAER, FIRSTEMWMLGR, R B
A RIEE -

® |Insights ‘B RIIATE Satellite BN R AP REN AT REFI,

e |Insights RS TREIMZENABTEMNEAESN, BERIHIMERONER. HRA
T T BER &M RHEL B O ER, SEILXFER.

Insights IMFEIR M T — DALMY check-in 885, BTN Satellite BEEHRS LIS AN EHFIREEBRIIR
Ho XMMEITMERE yum/dnf 42 5%EF, FAHRGOIBEHMNERIIZK,

p= 5=\
, Satellite BEIEMRYTER A A KL A Red Hat Insights REER.

o XRGIMEIR YU IR
i =
o EMMDITERYNMHART, HWAUTHS :
I # insights-client --build-packagecache

R EHEM dnflyum 2277, FM Satellite IWEHE XTI RERIRK. AT, Insights -client 24K RIFT
BB FIRFF G E A EE Insights,

AR
. SRR EFHFTIERZERT dnf updateinfo list €35 BY%IH.

1.4.1. 7 insights-client BB E B 50 &

1A LUmiE R4 £ B insights-client BC & XX #£ (/etc/insights-client/insights-client.conf), LE&ERX%
/JL}/\;'KEIJ |n5|ghts ET g KJJELZF/\#F@@%T

i =
1. EXAYREEIZFIT I /etc/insights-client/insights-client.conf XX 4,

2. BRI HRLITER

I #Set build_packagecache=True to refresh the yum/dnf cache during the insights-client check-
in
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3. EEBEERIMUTT :
I build_packagecache=True

4. REFENIREFREIERR,
LR TRIRE Satellite I, insights-client R7EE R F im M4 895 H AITHA4T yum/dnf Z7ZRIFT.

A&, Insights FEFmHARIHRE VT RERNEH. RESLHE CONWRR, FHEHERENE
FAEH,

Hith BHR

e 75X --build-packagecache LM ELER, 1HSHLT KCS XE
https://access.redhat.com/solutions/7041171

® B X7E Red Hat Satellite FEERENIRNELFER, 1HSH
https://access.redhat.com/documentation/zh-
cn/red_hat_satellite/6.15/html/managing_content/managing_errata_content-management,

1.5. J5 @ AN F0 R Ak

& A LAFE Red Hat Hybrid Cloud Console £/F F@ANARSS, LMETERN T BRSSO EY [n] R FH 4 A A 5 5 &% 1%
B, {FABARS A BAMEE Red Hat Insights for Red Hat Enterprise Linux {34,

flgn, 1EE U@ MRS BCE NN T ARG E R A & B8 Z XA FEMEE R
FRBMRSFTE=ANTELSIHK :

o EHi, NIBEASNE—DEH Notifications-administrator & &H User Access 4H, SAEI9k
PR LA INE A A,

o TR, BMBEENNEBNMRSHPNEMLET HAE, THABESMBRMNRZNAE, B,
TRAHR LR ER FHMEBEE A XEMARF, HBENLZEEIIERA,

o &iE, MEHEWAFIMHEMNAARIKERRFEET, WERTTVENEAEIR IR
FLF R

PR T ZOEFRLFHMEE RS, LA LR EBARS, MERS T SBRIEMNE Fin K EE4EIER T
Red Hat Insights API,
Hith BTIR

o HRIMANHTAEXREBEBMMNELER, 175/@H FedRAMP 7 Red Hat Hybrid Cloud
Console _EAZ B EH],


https://access.redhat.com/solutions/7041171
https://access.redhat.com/documentation/zh-cn/red_hat_satellite/6.15/html/managing_content/managing_errata_content-management
https://access.redhat.com/documentation/zh-cn/red_hat_hybrid_cloud_console/1-latest/html-single/configuring_notifications_on_the_red_hat_hybrid_cloud_console_with_fedramp/index

%5 2% ff RED HAT HYBRID CLOUD CONSOLE /Xt RGN BN T

% 2 &= £ RED HAT HYBRID CLOUD CONSOLE A%} %25 N BN
T

Red Hat Insights M T M AFRF AR T B, SRR M TER, ElliliMEhER—4
R4, FHERB—FNTEREERE MR HRIRS

21 AN THERB TIE AR

Red Hat Insights M T M AFRF AR T B, SRR TER, ElliliMEhER—4
R0, FHERB—HNTEREERE MR RRS

AT RRE ARG ERFERIN A ECHEIFM. Hlm, BT MRRCRE RS T A
HEBAXHHEAAS. CBERRE, ERBSRINRIFIEFEGTRHENBE, TRRERMEHTE
WE, EALMESRMERSENETRENS,

MRRABLENATHTER, NARENTERKBENENER, RE—RRER - TER,
BXRINENESER, 1ES M Red Hat Insights IEE 757 .

N TERN ARIEABENRGE, BAREHERTXERFENZELBHAE, FH
Red Hat Hybrid Cloud Console @1 LABRIE T 2 o] BER N IR ERIZR M BT A A &,

& % Red Hat Hybrid Cloud Console RESBRINE ZER, 155/4#H FedRAMP 7£ Red
Hat Hybrid Cloud Console _EEZi&E A,

HTERA2EMEN LM yum/dnf 24, BENIRTFEIIE Red Hat Insights B9 TSR E. &7
LA P8R T S A9 T RER Q318 8 playbook,

2.2. QAN T #E4R

IR LA — N TR ERFSERA TERGMAETEE, Fl0, S B Y TEABESEELZ RN

N

SeREH
o LIHFEE 5 B 15 & % B Red Hat Hybrid Cloud Console,

it

. FAEENZRASHME Content > Patch > Templates.,

2. /= Create a template, Create patch template @5 %377 3 E7~ Create content template 71
M,

3. R BHRRLER Patch iR B, patch EHRIF A HEFMEBHMNAL, = Next.
4. 1f Name FE& i A SR BIME— B FR,
5. A% : 7E Description FEX AR HIENR AN ®

6. m Next, XN Z Apply to systems T,


https://access.redhat.com/documentation/zh-cn/red_hat_insights/1-latest/html/red_hat_insights_remediations_guide
https://access.redhat.com/documentation/zh-cn/red_hat_hybrid_cloud_console/1-latest/html-single/configuring_notifications_on_the_red_hat_hybrid_cloud_console_with_fedramp/index
https://console.openshiftusgov.com/insights/patch/templates
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7. Wk EEEESBEAERIRSIH R Next, Review HESR .
8. EBIRER. AR, Hili Submit,

HORTRERGE, RASEHFETREQEIR, BHHEIRTFENZERHIRIHE,

Hth BHR

o BXHIMMELIER, ESM Red Hat Insights IEE 75/

2.3. JHI AN T AR
SR T BRI E ST TR d, AT — M TEMAERBY, REFNSMBRRL.

FTRFH
o BELIRTHTRIR,

o LIHFEE G B 15 & % B Red Hat Hybrid Cloud Console,

%=
1. EAEMFESMHE Content > Patch > Templates, i & FRA B THERHFIRK,
2. HEERIREHHNT RR,
3 RiESEERTAMMREARH, KB IHEED,
4. %% Edit template, X&ITFF Edit template @5, 3 &7~ Edit content template T,
5. ®IE : G THERB . s Next, A E R Edit template 5T,
6. Bl : JRiEAEAR A AR, s Next, iXHHF R Apply to systems T,
7. WIS R R ERIFREE, REHE T Next, Review HHER TR,
8. MEBMMEIRIER. RAERRE, Hifi Submit,
NSRBI T+ T AR B s MR R ISR 2 Be B9 R 5, MIRGARIE/LA M EEHH T REN ST
Ko BHITHBRTFENREPHNRIEHE,
2.4. MK T MR IS bR R 5T
BRI RGBT R MENR PR RS, 1E M Edit template A5,

FRFH
o BELIRTHTRIR,

o LINFEE 5 B )& % F Red Hat Hybrid Cloud Console,

ik =
1. FARENZASHME Content > Patch > Templates., IH & BRA A TERAFIR,


https://access.redhat.com/documentation/zh-cn/red_hat_insights/1-latest/html/red_hat_insights_remediations_guide
https://console.openshiftusgov.com/insights/patch/templates
https://console.openshiftusgov.com/insights/patch/templates
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2. BEREEREIH T IR,

3 RITEEERITAEMBIR FIRH, RSB IHHED,

4. %4 Edit template, X&3TFF Edit template ®5, #FEZ7= Edit content template 71

5. Bk : 4t Patch &R B,

6. = Next, LENFER Edit template 15 T,

7. Bl JiEARAR A AR R,

8. M Next, XK/ EZ R Apply to systems T H.

9. WMMSMFRDELERIRLE, AREH L Next, Review HESR 7R,

10. REEMWRRER. RETRE, Hii Submit,
ROELDHEEMEATRENRETIR, BHN AR TFENRERHORIHE,

2.5. ARV T RAR N A BIFTE RS
ST BB B0 T AR KL P EI MBS b M OIS R

FRFM
o BELIRTHTERIR,

o LIHFEE G B 15 & %3 Red Hat Hybrid Cloud Console,

ik =
. FEAEAENZHFEAZ Content > Patch > Systems ., Ef & BRI BAREGFHIR,

2. BRI TERN BRI RS R,

3. = Remediate $&#1#0 Export El$1551189 More options 3 #.,

4. %5 Assign to a template, LB Z R Apply template X1E4E,
5. i Select an existing template, fAJE M TFHIFIR P IEFEER,
6. = Apply template, FiE#R S A EIFTE RS,

FTERSIE/LD P E R, BN IR TFENZERHIRGHE,

2.6. Ml R T 1 AR

MREE/FRAFRADRA TR TER, HEEHFERSEWPR AT T &R R A 012 B Ha0Hh
THIES, EATREREMBRI T HER,

FRFM
o BELIRTHTERIR,

o BEIRDEA R,


https://console.openshiftusgov.com/insights/patch/systems
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o LIHFEE G B 15 & %3 Red Hat Hybrid Cloud Console,

% =3
1. EAEMNFESMHE Content > Patch > Templates, i & FRAT B THERAIFIRK,
2. BEZRZEMBRBI T AR,
3 RiESEERTAMMREARM, KRB EED,
4. 7% Remove patch ik,

MRERELDHE, RASEFHATREATIIR, EHNABURTFENREFRIKE,

2.7. FHHTEOHN T AR N A BRI R
MEIRAEFEANRIUE, BRSO — MR TRUR AR AEIAR £ R

FRFH
o BELIRTHTRIR,

o LINFEE 5 B 15 & % B Red Hat Hybrid Cloud Console,

ik =
. FEAEAENZ AT Content > Patch > Systems ., MEf & BRI RAREGFHIR,

2. EFEEBENEAUEFH T ER RN R S,
3. = Remediate $&#1#0 Export El#1551189 More options (three dots)Hz .,
4. 1% Assign to a template, BLAHFE 7R Apply template X 1E1E,

5. )= Create #&%ll, Create content template M-S TH, HE~ Define template content Tl
[i518

6. mBEEIR, EEFE—NBEUNBZEPARTHNMAETRENSE, AES Next, SRR
Details T1E.,

7. 7£ Name FE&H i AMEMRBIME— & 7R,
8. ®lik : 1 Description R MR,

9. = Next, LLEf&HIN Apply to systems T, FEREEFHRTTIR,

% E,E
MRZE LB DI TER, N TRIREESZATEIER.

10. = Next, Review MHEZAE R,
. REBRER, ESTRE, % Submit,
FMERRE/NL DI EEH. BHAEEBURTFENRETHNRARE,

10


https://console.openshiftusgov.com/insights/patch/templates
https://console.openshiftusgov.com/insights/patch/systems
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2.8. MATE RS R BR# T 184
BRI LAMBIRAIERE RS, FMIXLE RS IR BRI TR, MR MIBRER A & MR ENR,

SERFEH
o MBAIRETHTEMR,
e patch BEiRE N A EEREFHRI R,

o LIHFEE 5 B )& %3 Red Hat Hybrid Cloud Console,

Y=

1. FEREAENZHFEAZ Content > Patch > Systems ., & B RABRGHIR, FIFRHAH
Template 7l {2 R BN B T AR B9 R T A R ABER B9 & FR.

2. EFIRE N EARI T RIRE BRI RS
3. = Remediate &1 Export E#7551189 More options (three dots) 3,
4. MEER % Remove, X} Z R Remove systems from a patch templateXiE4E,
5. = MHBRIREL, LERS & HIUARIhHE R,
FFIERGIIE Template 571 7= No template IR, BHE HBURFENREFNRERE,

1


https://console.openshiftusgov.com/insights/patch/systems
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KT ZLNE AR A bt
BT R R SO R AT LS. IREERTRESIHAIES, SUBRERRGMAR,

FRFH
o CEMGRIZIIEE ML,

i
ERMERIG, HHITUTER

1 RETLATEERE ¢ Create Issue

2. £ Summary SAHE AR ¥ h [A] sk T RE 8 bt

3. 1 Description XAHERIRHEA X 0] # =15 KA 50 B 145 B
4. 7£ Reporter SXAHE AR A MR EY £ R,

5. R Create 1%,

WRERAB—IXHEERE, FREBBEIEHBISHEAIIN, BT ERTER SRR R 5,

12


https://issues.redhat.com/secure/CreateIssueDetails!init.jspa?pid=12333524&issuetype=1&priority=10300&description=URL where issue was found%3A%C2%A0%0A%0ADescription of issue%3A%C2%A0&components=12368952
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