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% 2= A4 JAKARTA RESTFUL WEB SERVICES WEB R%%

Jakarta RESTful Web BRS5 2 RESTful Web BRS5HY Jakarta EE APl, BRI FERR TR SER S FEAE
FE"REST"19% Web BRSHIZHF, XLEFRE L T Java X RILFTEI Web FHRBIT T2,

RESTEasy 24108 JBoss VN S 7 SLHE Jakarta RESTful Web fRS5., JBoss EAP 7.3 RE S RARF
|:| & Jakarta ). Web Services 1.4 #1 Jakarta RESTful Web Services 2.1 Jakarta EE #1538, B 14 AMSER
7 B RIThEE,

EFFIA{E A Jakarta RESTful Web fR%S, &S H4118 JBoss W FAES 7 BEKiE helloworld-rs.
jaxrs-client # Kitchen sink 1®& A,

p= Y=
' JBoss EAP 132 #f resteasy-crypto. resteasy-yaml-provider # jose-jwt &=k,

2.1. JAKARTA RESTFUL WEB SERVICES i/ FH

TE QIR Web BURAS, EalLMERUTHSRERE]
e i web.xml X8 javax.ws.rs.core.Application B7R BT 5.
o {#HF web.xml 3X#.

e T2 javax.ws.rs.core.Application Fi24t B E X L.

2.1.1. Simple Subclassing javax.ws.rs.core.Application

IR LAfE A javax.ws.rs.core.Application KR O ERIX LRTZFE T Web FIRII TR, HERH
JBoss EAP BEMi#) RESTEasy /iR,

= Z(# [ javax.ws.rs.core.Application EL & FURSIRMEF, REUE—NT BEREFRM
@ApplicationPath ;¥ %,

=~ - NAERFRR

import javax.ws.rs.ApplicationPath;
import javax.ws.rs.core.Application;

@ApplicationPath("/root-path")
public class MyApplication extends Application

{
}

2.1.2. {#F web.xml

&, MREFELEY B javax.ws.rs.core.Application B2, EaLUSFLL TARRINEER web.xml
X

B - web.xml

<web-app version="3.0" xmIns="http://java.sun.com/xml/ns/javaee"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"


https://jakarta.ee/specifications/enterprise-ws/1.4/
https://jakarta.ee/specifications/restful-ws/2.1/
https://access.redhat.com/webassets/avalon/d/red_hat_jboss_enterprise_application_platform/7.4/javadocs/javax/ws/rs/core/Application.html

Red Hat JBoss Enterprise Application Platform 7.4 FF % Web RSN R

xsi:schemalocation="http://java.sun.com/xml/ns/javaee http://java.sun.com/xml/ns/javaee/web-
app_3_0.xsd">
<servlet>
<servlet-namesjavax.ws.rs.core.Application</servlet-name>
</serviet>
<servlet-mapping>
<servlet-namesjavax.ws.rs.core.Application</servlet-name>
<url-pattern>/root-path/*</url-pattern>
</servlet-mapping>

</web-app>

2.1.3. A B E XL F 3K javax.ws.rs.core.Application

1EF 2 javax.ws.rs.core.Application i, e LUEE MEMRIIA AFREEE LLHE, getClasses #l
getSingletons 75;%iR B — R I & S7E 4 F ) Jakarta RESTful Web Services [ FAF2 R Fr A 25 5% 22451
AN

Ho

e 1R getClasses I getSingletons ;&[T FZ2& &, I Jakarta RESTful Web Services K Fi A
HE R FX LT EAH),

e 1R getClasses #1 getSingletons #f ;RO —NEEE, Nl Web MARITE #9A7EF R FTIREF

IRFEFE A S £ Jakarta RESTful Web Services N H, RESTEasy KIS B 5h & IiX L %
o

2.2. JAKARTA RESTFUL WEB IR& & i

2.2.1. Jakarta RESTful Web Services & i API

Jakarta RESTful Web Services 2.0 BI AT — N HTHIR P AP, AT HTTP &K & % E)LFE RESTful
Web RS, XR2— A7 HIEKRIIE API, @83 1MFEEX

o E i
e Web B##
o MR

B 0O 2 Web BITSLHIMIEESS. WebTarget KRB THEF IR Web BIrsiBIERMARE
URL 2% URL #&E#k,

AILLGES R A AR Fim - PrEA, X{EFA ResteasyClientBuilder £,
ResteasyClientBuilder KL R 2 B1RH#t 7 — LN NEEIRRF A /A REEERNE F i,

ResteasyClientBuilder K12 {tiX LEEEBNFRF 5%, (BIZER4SET JBoss EAP AP, MNREFIN ARET
BEFRS 2R, BT EFIENFATEF. ResteasyClientBuilder K& F RESTEasy, FEEFaTH
R

ARE P EHEITE 5 ER &8 Jakarta RESTful Web BRZ5#0 Jakarta EE API #1355, BI{E Jakarta
RESTful Web AR5 SEHERRFEHE,


https://access.redhat.com/webassets/avalon/d/red_hat_jboss_enterprise_application_platform/7.4/javadocs/javax/ws/rs/core/Application.html
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FHBIR Jakarta RESTful Web Services N R #54EM, 15818 Jakarta EE API #13E,
FEAREMIE R FE A Jakarta EE API N, NSRBI E Jakarta EE API, Y
F AR ETF JBoss M API,

TEAE X L AE 1) BT LAES Bha A N ST R B E b AR 55 23 3k #TBY Jakarta EE 32 A JBoss SLHEHRS
ATREHH Y IF] i &2,

FEARESEOIRE iR
UTFRAIERT ORE iR A R —

I Client client = ClientBuilder.newClient();

=

A4, ERILMER S — M EROIRE iR, WTRBIRTE ¢

Client client = ClientBuilder.newBuilder().build();
WebTarget target = client.target("http://foo.com/resource");
Response response = target.request().get();

String value = response.readEntity(String.class);
response.close(); // You should close connections!

{81/ ResteasyClientBuilder XA % i
LT RABIER T 5 ResteasyClientBuilder 25308 % i -

ResteasyClient client = new ResteasyClientBuilder().build();
ResteasyWebTarget target = client.target("http://foo.com/resource");

Wit Jakarta RESTful Web Services 2.1, 188 LL[A ClientBuilder 250w FiBH A%, B AEEFS
&A%, EaILMEREl], mAEA RESTEasy Ak,

LAF ClientBuilder #li& 3 A A5 EE# 7 — LB A RESTEasy A& :

e connectTimeout 5;5&#: T create ConnectionTimeout /5%,
connectTimeout 7551 E 7 B P IR EF 1TH R S5 e B AT M F F IR K,

e readTimeout 5;5&#: T socketTimeout /5%,
readTimeout /55 R E T & im0 5535 B AR 55 25 BYW N BO R K,

LATFREIETRT connectTimeout #l readTimeout 753% BIIEE(H :

import javx.ws.rs.client.ClientBuilder;
import javax.ws.rs.client.Client;

Client client = ClientBuilder.newBuilder()
.connectTimeout(100, TimeUnit. SECONDS)

.readTimeout(2, TimeUnit. SECONDS)
Juild();

HER, readTimeout EH TIAEEE L EHITINEK,

ﬁ o
Y & timeout SR EIRE N TR FBRFSHITRIEFR,
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RESTEasy Bziin#—HENIAIR TR, HP a5 META-INF/services/javax.ws.rs.ext.Providers {4
RIIHMARESR, F4, ETLLUET /%A Client.configuration () REMEEN RFEEMEMIR
Higr, IESRMEESR, BURE, BUlXErRREENEERMK.

B Web Bir B3E—MERELS, BHETERXLHIMAAATIEYE, XALENENBIRHRILE
REEMBCEIRT, BHlam S EMEL,

HEeKR

e 1NFEA X ResteasyClientBuilder ERHEAENELZER, 1ES N Class
ResteasyClientBuilder,

{81/ RESTEasy & /i
R RESTEasy & FimBI LU FRFIITARINE] Maven pom.xml SC4H

<dependency>
<groupld>org.jboss.resteasy</groupld>
<artifactld>resteasy-client</artifactld>
<version>VERSION _IN_EAP</version>
</dependency>

B X{EMH RESTEasy B 'imdk WI e, #HS ) JBoss EAP Hi#i7# jaxrs-client #] resteasy-jaxrs-
client tRIEA| T,

&P 1838
P inER WML IERS

ClientRequestFilter

ClientRequestFilter 72i@11 2 B&4F HTTP 153K % X EIAR %588 Z R1i21T. ClientRequestFilter 1845/t
VPR E SR AT HIRBUEEIRINA N, MBI LR & EIAR S5 25,

ClientResponseFilter

ClientResponseFilter £ MR 528 K EINTN [Fi21T, BEBUEIEE N IESZ
Al. ClientResponseFilter B LTRSS % i3 BN AT Z v T8, LR RALNERT X
Lo

// execute request filters
for (ClientRequestFilter filter : requestFilters) {
filter filter(requestContext);
if (isAborted(requestContext)) {
return requestContext.getAbortedResponseObject();

}
}

// send request over the wire
response = sendRequest(request);

// execute response filters
for (ClientResponseFilter filter : responseFilters) {
filter filter(requestContext, responseContext);

}

RE i 828 EMBIE P miE K
LA RBUETR T afa i 2 P i R AR A B & imiE K

10


https://docs.jboss.org/resteasy/docs/3.9.3.Final/javadocs/org/jboss/resteasy/client/jaxrs/ResteasyClientBuilder.html
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client = ClientBuilder.newClient();
WebTarget base = client.target(generateURL("/") + "get");
base.register(ClientExceptionsCustomClientResponseFilter.class).request("text/plain").get();

B im%E
RESTEasy BE X IBER M ink 7. Lb&RFAEIKBEARSS 2N & B cache-control 113k, #05R cache-
control Bk E R VFE RSB FIN, RESTEasy RN EEFEAMAES,

ResteasyWebTarget target = client.target(generateBaseUrl());
target.register(BrowserCacheFeature.class);

Gt

RESTEasy W% /i API fRHEEIH RN KA/FH RA P AERIZNEE. FTLLBE IR ARIERE KHA/4%
HIE, MTAE

o {RATLLET org.jboss.resteasy.client.jaxrs.ResteasyWebTarget o & 7 LA XK HAER & E /A 1H
X :

ResteasyClient client = new ResteasyClientBuilder().build();
ResteasyWebTarget target = client.target("http://localhost:8081/test");
target.setChunked(b.booleanValue());

Invocation.Builder request = target.request();

A, BT LU R RE S RECE IR R &K

7
ResteasyClient client = new ResteasyClientBuilder().build();
ResteasyWebTarget target = client.target("http://localhost:8081/test");
ClientinvocationBuilder request = (ClientinvocationBuilder) target.request();
request.setChunked(b);

5 javax.ws.rs.client.Invocation.Builder 25

@, org.jboss.resteasy.client.jaxrs.internal.ClientinvocationBuilder 2 RESTEasy &,

PSR A EIERKMBE N EUR FRE G HZ. R, BBUR TR ERM
org.jboss.resteasy.client.jaxrs.ClientHttpEngine :#5C1E, BRI, RA
ApacheHttpClient43Engine #1Z 7]/ ApacheHttpClient4Engine FIBA I\ SE ez 15 X
R, XFHNEAIT org.jboss.resteasy.client.jaxrs.engines XH4-ah, MEFZE
2, 1ESH @id HTTP &/ iR L e RESTEasy 843,

2.2.2. A HTTP &/ im=L it RESTEasy

FINERT, £ RESTEasy AR FimHliRS5 282 FIKIM45EE. ©E A Apache Http Components
Y5 B Y Http Client. RESTEasy & FimtEZRFIM%LE 2 (A3 H ClientHttpEngine #OE .

RESTEasy Bapftb#E OB POFh-CHE - BRILSEHER ApacheHttpClient43Engine, LtSCHE(E A Apache 4.3,
ApacheHttpClient4Engine 2 —Ff{# ALt Apache 4.3 BEREMARARLI, LRREEEERBME.
RESTEasy #R#& Apache iRAHEN B 5% X 4 ClientHttpEngine St~ —. InMemoryClientEngine
B—MEHE KD BERIR— JVM RBIAR S5 295 HE, T URLConnectionEngine NIl 2%
java.net.HttpURLConnection #9—#h5C f,

& FImHIT 2R o LA 45 R E R ClientRequest :

1
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ResteasyClient client = new

ResteasyClientBuilder().httpEngine(engine).build();
RESTEasy # HttpClient ff{ {2 BKVCRRLAFE AR FintESR, MEFS|FA HttpClient, (B2, EFLEN A
i, FTRERERAEE HttpClient 141 S. ApacheHttpClient43Engine 7l
ApacheHttpClient4Engine 7] L1i2{it org.apache.http.client.HttpClient #1
org.apache.http.protocol.HttpContext 8945, 1 &4 BIE B 418 2L HZ HitpClient 2, I
m, FREIETLARENT ¢

// Configure HttpClient to authenticate preemptively
// by prepopulating the authentication data cache.

// 1. Create AuthCache instance
AuthCache authCache = new BasicAuthCache();

// 2. Generate BASIC scheme object and add it to the local auth cache
AuthScheme basicAuth = new BasicScheme();
authCache.put(new HttpHost("sippycups.bluemonkeydiamond.com"), basicAuth);

// 3. Add AuthCache to the execution context
BasicHttpContext localContext = new BasicHttpContext();
localContext.setAttribute(ClientContext. AUTH_CACHE, authCache);

// 4. Create client executor and proxy

HitpClient httpClient = HttpClientBuilder.create().build();

ApacheHttpClient4Engine engine = new ApacheHttpClient4Engine(httpClient, localContext);
ResteasyClient client = new ResteasyClientBuilder().httpEngine(engine).build();

HttpContextProvider @ RESTEasy {R#t#y#% 0, EALAFERE N Apache Http Client43Engine #1
ApacheHttpClient4Engine SCHEfR it B % X Http Context,

TR MO XA R FINEGEEER., BERERTUERMNA, XHHEE
- SERAETR, EEITEER.

RESTEasy TE& B @MBIER FEBUERE, ME—BITHEERAIZNNZ InputStream L6, BoITE R K
[ﬂo

—AmE, MRFARELERZ Response SLfl, NIw,7ifEE A Response .close () AARBERIER,

7
WebTarget target = client.target("http://localhost:8081/customer/123");
Response response = target.request().get();
System.out.printin(response.getStatus());
response.close();

ISR LAE— AN ST R ., BRERERETRAT A —Ri%. eB8BTFXHEET.
INRGET EAFMERES, ApacheHttpClient4Engine.finalize () FXIHE—BEFERAHN

HttpClient, &5 JDK M finalize () #A%&%£., 1R HttpClient %%
ApacheHttpClientdExecutor, F/ W ixHE#, TR :

HitpClient httpClient = new HittpClientBuilder.create().build();
ApacheHttpClient4Engine executor = new ApacheHttpClient4Engine(httpClient);

12
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httpClient.getConnectionManager().shutdown();

N3 ApacheHttpClient4Engine /3 T B 289 HttpClient 2241, NITTHEEFH finalize ()
KT HEET, ClientHttpEngine #OEHA—1 close () AEXREIX—BH,

/G, R javax.ws.rs.client.Client X2 85103512, 15 Client.close(). XM AR FEESM
EETIEE,

2221 HTTP &EM

ETF Apache H ttpClient 9 ClientHttpEngine S£fEXX 5 HTTP EEM, BINER FTEAKKIR, &7
119 setFollowRedirects 5 51X true kG A LhIheE, W TFAR :

ApacheHttpClient43Engine engine = new ApacheHttpClient43Engine();
engine.setFollowRedirects(true);
Client client = new ResteasyClientBuilder().httpEngine(engine).build();

2.3. JAKARTA RESTFUL WEB R % 1& Sk 4b I8

2.3.1. % HTTP &R0

SHIFRLEAVHEERIERERM AT HRLIERED HTTP IR, WRFE, tLAILERRILEIZFLL
EEO

EIE AJAX IR Z i, EEAEFMNEFIHMRS SHEZFAE, WY RESFIRERSSHNEZEF L
KAEIRELE, FRFAPER. MRES HTTP 48 (HARSSSEE ARG HE AL LEZE) , e
NEFmEEER D RBIARE, XFIERGERIUERE T KERFNE RHSRE TR,

S NEDREREEZIMERCERE, eoRMITENLGRE  —PRTEIXZmEE; 5—1TAT
A IBREFERBYIRIE, EXMERP, RENITHELFIWOT -

1. ENRAREREFiniEE, XE2ERE.

.
2. %

3
o
ot

FHERR B IBLRZ, BT,
3. &fE, ERBEREEESEIE.

L5RE worker ZZRBAEOE ik, FL, BFmEDEEREFR, MMRERSHHELEMNATT &
'I‘io

2.3.1.1. %% NIO &K HE

RESTEasy BIBKIA 74 51 Z LS 2 ApacheHttpAsyncClient4dEngine, ©7E Apache Http
Components B Http AsyncClient /98, F&EERAIEEZE 10 EE A2 EIEK,

& eI L@ 1 FA ResteasyClientBuilder 25 useAsyncHttpEngine 7554 % 4 51 8% B MBS ]
B .

g

I Client asyncClient = new ResteasyClientBuilder().useAsyncHttpEngine()
.build();

13
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Future<Response> future = asyncClient
target("http://locahost:8080/test").request()
.async().get();

Response res = future.get();

Assert.assertEquals(HttpResponseCodes.SC_OK, res.getStatus());

String entity = res.readEntity(String.class);

2.3.1.2. R B R LN AR

HERS &R, FRLLESREGERBIEKRERE, HAETRNELREPEINEREE, FEEBEBRBRS SRR
AR, DEREMEARER,

2.3.1.2.1. AsyncResponse API

Jakarta RESTful Web Services 2.1 #3BE A AN EE LB S HTTP X5 : @Suspended SEFEH]
AsyncResponse #,

% AsyncResponse E NS HUE AEI Jakarta RESTful Web Services /5%, 327~ RESTEasy ¥ HTTP 14
RN G HRTHITHERE S B, XIFTRERSIIEERRZIXB IR,

AsyncResponse 2EAN R, FHRAEP—Drestore () Hik WREESBNAZERE i, FHEXK
1L HTTP iR, UTEFHLERYRA

import javax.ws.rs.container.Suspended;
import javax.ws.rs.container.AsyncResponse;

@Path("/")
public class SimpleResource {
@GET
@Path("basic")
@Produces("text/plain”)
public void getBasic(@Suspended final AsyncResponse response) throws Exception {
Thread t = new Thread() {
@Override
public void run() {
try {
Response jaxrs = Response.ok("basic").type(MediaType. TEXT_PLAIN).build();
response.resume(jaxrs);
}
catch (Exception e) {
e.printStackTrace();
}
}
b
t.start();

2.3.1.3. Asyncinvoker Client API

B, E&FimE, RSCEAHILEIEERERE, RITTRIEN AIFRRBIRSSH/BMN, M, K
HIE R AT LI A A REA M. MRERWEILFFEN, A RAMN AR Z IR,

2.3.1.3.1. &k

14
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ETEMRIE RS, get ) AR async () AELFER, MARIEK. X HABANFIMRESLS EH
H®EF, async () FHEFRBESIN, MeRE—D 5K BWNR, L& FH get 0 FEN, HARARK
FELE, BRI EELE, U AR, fRE if.get () Fiko

import java.util.concurrent.Future;
import javax.ws.rs.client.Client;

@Test
public void AsyncGetTest() throws Exception {
Client client = ClientBuilder.newClient();
Future<String> future = client.target(generateURL("/test")).request().async().get(String.class);
String entity = future.get();
Assert.assertEquals("get”, entity);

}

2.3.1.3.2. {#[ InvocationCallback

T Asyncinvoker #00, RFILUE R4 I A & 17 A0 3R AR B FA B9 R, InvocationCallback %
ORAt T HF A% : completed () #0 failed ) , HAIERTHSER I BWSIMMNES, &FHH
completed () A&, HR, BHIERLERKING, VA failed () Hi%.

import javax.ws.rs.client.InvocationCallback;

@Test
public void AsyncCallbackGetTest() throws Exception {
Client client = ClientBuilder.newClient();
final CountDownLatch latch = new CountDownLatch(1);
Future<Response> future = client.target(generateURL("/test")).request().async().get(new
InvocationCallback<Response>() {
@Override
public void completed(Response response) {

String entity = response.readEntity(String.class);
Assert.assertEquals("get”, entity);
latch.countDown();

}

@Override
public void failed(Throwable error) {
}
};
Response res = future.get();
Assert.assertEquals(HttpResponseCodes.SC_OK, res.getStatus());
Assert.assertTrue("Asynchronous invocation didn't use custom implemented Invocation
callback", latch.await(5, imeUnit. SECONDS));

}

2.3.2. H%E X RESTEasy Annotations

MFFTEPRNTSREH, EFBREEUTIRPEESHAET : @ PathParam,
@QueryParam. @Form Param. @CookieParam. @HeaderParam. @HeaderParam 7
@MatrixParam, Hlt, BEEE AL value ST B4 S R IHLEI 2B R BVET AR, MRTLL
REBLUT RSN

15
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1. 5 A org.jboss.resteasy.annotations.jaxrs F# &, LAEH: Jakarta RESTful Web AR5 #IA&
BOERE

2. BEMERSL, UEFTHAILRAESEEN,
Maven A/ AT LLET F maven.compiler.parameters i% & 7y true SEEFZ T IERERICKAES
- E IR

<properties>
<maven.compiler.parameters>true</maven.compiler.parameters>
</properties>

3. MRBMS RN ZENRIRCE, NIHEREARE,

% -
BRI LERERNAEZSHONEMEN, UREENFERSN JavaBean B,
plgn, HEEUTRE

import org.jboss.resteasy.annotations.jaxrs.”;

@Path("/library")
public class Library {

@GET
@Path("/book/{isbn}")
public String getBook(@PathParam String isbn) {
// search my database and get a string representation and return it

}
}

INRIEVIENLZENES path SHARE, BAILUEERM, WTFHR:
import org.jboss.resteasy.annotations.jaxrs.”;

@Path("/library")
public class Library {

@GET
@Path("/book/{isbn}")
public String getBook(@PathParam("isbn") String id) {
// search my database and get a string representation and return it

}
}
2.4. & %& RESTEASY i &

& LUE M jaxrs F3R%: B read-resource R{EREF T RESTEasy im M5t , TEIZHET
EIE CLI SN THHRLE RERHI

/deployment=DEPLOYMENT_NAME/subsystem=jaxrs/rest-
resource=org.jposs.as.quickstarts.rshelloworld.HelloWorld:read-resource(include-runtime=true)

{

16
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"outcome" => "success",
"result" => {
"resource-class" => "org.jboss.as.quickstarts.rshelloworld.HelloWorld",
"rest-resource-paths" => |
{
"resource-path" => "/hello/json",
"consumes" => undefined,
"produces" => [
"application/json",
"text/plain”
1,
"java-method" => "java.lang.String
org.jboss.as.quickstarts.rshelloworld.HelloWorld.getHelloWorldJSON()",
"resource-methods" => [
"POST /wildfly-helloworld-rs/rest/hello/json",
"GET /wildfly-helloworld-rs/rest/hello/json"

]

"resource-path" => "/hello/xml",

"consumes" => undefined,

"produces" => ["application/xml"],

"java-method" => "java.lang.String
org.jboss.as.quickstarts.rshelloworld.HelloWorld.getHelloWorldXML(@QueryParam java.lang.String
name = 'LGAQ")",

"resource-methods" => ["GET /wildfly-helloworld-rs/rest/hello/xml"]

}
1,

"sub-resource-locators" => [{
"resource-class" => "org.jboss.as.quickstarts.rshelloworld.SubHelloWorld",
"rest-resource-paths" => |
{
"resource-path" => "/hello/subMessage/",
"consumes" => undefined,
"produces" => undefined,
"java-method" => "java.lang.String
org.jboss.as.quickstarts.rshelloworld.SubHelloWorld.helloInSub()",
"resource-methods" => ["GET /wildfly-helloworld-rs/rest/hello/subMessage/"]
13
{

"resource-path" => "/hello/subMessage/subPath",

"consumes" => undefined,

"produces" => undefined,

"java-method" => "java.lang.String
org.jboss.as.quickstarts.rshelloworld.SubHelloWorld.subPath()",

"resource-methods" => ["GET /wildfly-helloworld-rs/rest/hello/subMessage/subPath"]

}
1,

"sub-resource-locators" => undefined

1
!
1
ELBIF, HHERE resource -class 24, F1R#E resource-path H1THER :

e resource-path 21 7if s B9t

17
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e resource-class & if s E L HIE,

e rest-resource-paths EIEE L FIREZE. HTTP A%k, HEMERITE =M Java Ak,

e java-method 157 Java AEMEBIRRE S, B©1AEE TF Jakarta RESTful Web Services 7
B (B2EY) : @PathParam. @HeaderParam. @MatrixParam. @ CookieParam.
@FormParam #1 @DefaultValue,

N, mETLUFEARE X rest -resource 3 read -resource &/, HIKBNAXFAEHRSMESR, WM
THIFF -

/deployment=DEPLOYMENT_NAME/subsystem=jaxrs:read-resource(include-
runtime=true,recursive=true)

2.5. {5 REGISTRYSTATSRESOURCE % %& RESTEASY =

& LAM RegistryStatsResource R IKERN FIRY RESTEasy b sRAI{E Ro

it =

1. B EN ARFRERERIRF web.xml STHAFRINLLT XML F B 3F A
RegistryStatsResource :

<context-param>
<param-names>resteasy.resources</param-name>
<param-value>org.jboss.resteasy.plugins.stats.RegistryStatsResource</param-value>
</context-param>

2. BENFAR RESTEasy ifims :
e {HFHCLI:
o FREX XML H9L5R -

I $ curl http://localhost:8080/{APPLICATION_PREFIX_URL}/resteasy/registry

o JKHY JSON By4%

$ curl http://localhost:8080/{APPLICATION_PREFIX_URL}/resteasy/registry -H
"Accept: application/json"

o {#HFH Web 125 :
I http://localhost:8080/{APPLICATION_PREFIX_URL}/resteasy/registry
2.6. &F URL
2.6.1. B BIRSTBINT R E

teze pim (A0 5E28) Foi%ME R Accept Hl Accept -Language Frok RER TN FRBHIES,
RESTEasy AT LU X4 & BB BIN FRBMES, UL AR,

18
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Z(H web.xml STHFN R EMSFEISTEHT B, EFEERI resteasy.media.type.mappings £ X
param FBRESFIRAE ) param-value, ZFIRFES DT, HEASSC)RLBXHT BEAFEAER

m,
web.xml BRI ST BRARHIEIT FiRE

<context-param>

<param-name>resteasy.media.type.mappings</param-name>

<param-value>html : text/html, json : application/json, xml : application/xmi</param-value>
</context-param>

TEXRBIH, BREF http:/localhost:8080/my-application/test FILL T URL 2544 :
e http:/localhost:8080/my-application/test.html
e http:/localhost:8080/my-application/test.json

e http:/localhost:8080/my-application/test.xml

2.6.2. BFY EBRMHENES

teze pim (A0WN5E28) Foi%MEF Accept Hl Accept -Language Frok RHER TN R R BHIES,
RESTEasy ATLUS & R P BIN FTRBAIES, LALELRE, REBUTSE, £ web.xml 3T
RIS ST IS BB,

Z(H A web.xml STHFN R EMHF R SHT R, EFEER resteasy.language.mappings £ X
param FBRESFIRAE ) param-value, ZFIRFES D, HEASSC)XLIBXHT BEMETE
-):F:I:uo

web.xml BRI SLET BRRHIZHES KR

<context-param>
<param-name>resteasy.language.mappings</param-name>
<param-value> en : en-US, es : es, fr : fr</param-name>
</context-param>

TEAHBIG, BRET http:/localhost:8080/my-application/test BLL T URL 254k :
e http:/localhost:8080/my-application/test.en
e http:/localhost:8080/my-application/test.es

e http:/localhost:8080/my-application/test.fr

2.7. AR D MRERERF

2.7.1. MR N IR 2RI Jakarta RESTful Web RSB 5
RESTEasy A LB ENIEEMBEH LN FESE R IES,

xR 2.1 RN R Java KR
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NERE Java K#

application/* +xml text/* +xml application/* jakarta XML Binding SE g2
+json,application/* +fastinfosetapplication/

atom+*

application/* +xml text/* +xml org.w3c.dom.Document

*/* java.lang.String

*/x java.io.lnputStream

text/plain BT HHERIE, javalang.String EA String it

23 EE A valueOf(String) 3R BE I 2K BY

*/x javax.activation.DataSource
*/* java.io.File

WA byte
application/x-www-form-urlencoded javax.ws.rs.core.MultivaluedMap

271 XEARN R NFRE

RIE Jakarta RESTful Web IRSSHISE, B NN, SEREMALEEN ARHNFRETHRE. WREE
HNARFEEFHE, XENARBFEET IEFNFRE, NERyJIER UTF-8 FRE,

MR, BIEHTTP MSE, XHAKEBHER charset BET, 15 A& BEWEAFRIE U HEBERIL
B charset {H 1SO-8859-1, 1SO-8859-1 s H F& LI FIF RIS B EIE L1 {F FE 2B charset {HiF1T
*l“]_iiac

MEEERT RS R A LIS ENTRE, RESTEasy i UTF-8 BEIAREARBIMFRIE, 5
Itb, RESTEasy &4F—MNBAFARY charset ZEURINEI R B 2 BN PR A,

ERERBTH, HP UTF-8 BFXANTRE, ERMMER charset B8, 1HF LTXSH
resteasy.add.charset % & false, IttSHEIERIME N true,

MANFRBE L :
o REV 3CAK FMEMAFREBINTTREL.

e REVY) application F1FRE (LA xml FLMIN K EY) X EFE application/xml-
external-parsed-entity #1 application/xml-dtd.

2.7.2. {5 @Provider XEAA

20
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Jakarta RESTful Web BRF5SHSERFZHEA B SHIIF R/ IE X 1L FEE, Hit, ETLUYERL
@Provider, B JiLEERIEE @Produces KA @Consumes K&, EiL i /isE
MessageBodyReader/Writer #.

5/ @Provider iM% S IRIRFEFE N Jakarta RESTful Web Services B 2312 1TH HIENE i
SEBIER, LAMGIEER, AT EARAREENET SR NEEMBIINGE, RSEM
resteasy.client.providers.annotations.disabled 27 H @Provider T1EBI% - im it N i RI BRI L
I,

RESTEasy ServletContextLoader & H 5hid##ii1/8 @Provider #9258 WEB-INF/lib #1 class B3, &
& A LATE web.xml SR FHEE S

2.7.3. IR FELARRFER

javax.ws.rs.ext.Providers @ —ME R FEARE, SRITFEE MessageBodyReaders, Writers,
ContextResolvers #1 ExceptionMappers., ©*f FEfEik A XMENANBLENSToREREFIIAS
REEBEHA,

public interface Providers {

<T> MessageBodyReader<T> getMessageBodyReader(Class<T> type, Type genericType,
Annotation annotations[], MediaType mediaType);

<T> MessageBodyWriter<T> getMessageBodyWriter(Class<T> type, Type genericType, Annotation
annotations[], MediaType mediaType);

<T extends="" throwable=""> ExceptionMapper<T> getExceptionMapper(Class<T> type);

<T> ContextResolver<T> getContextResolver(Class<T> contextType, MediaType mediaType);

}

Providers =258 LUE A E| MessageBodyReader % Writers & :

@Provider
@Consumes("multipart/fixed")
public class MultipartProvider implements MessageBodyReader {

private @Context Providers providers;

2.7.4. BRi& 345t il

XML R4 fRHT 2352 B XXE(XML eXternal Entity) i, HEi BASLESSBNEARAR 20X, Fl
m, LUFXHEaRES S BUNE: /etc/passwd ST :

<!l--?xml version="1.0"?-->

<IDOCTYPE foo

[<!IENTITY xxe SYSTEM "file:///etc/passwd">]>
<search>

<user>bill</user>

<file>&xxe<file>

</search>

ZINER T, org.w3c.dom.Document X#4#) RESTEasy W& unmarshaller A BAEREME, B EA]

B NZEFRE, EOLUGHE B WA ER) DTD RE LAE, XA LU TE web.xml XX
¥F resteasy.document.expand.entity. references = FXSEILE N true 5L,
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Bl : %iB resteasy.document.expand.entity.references £ XS

<context-param>
<param-name>resteasy.document.expand.entity.references</param-name>
<param-value>true</param-value>

</context-param>

5 —FhERR P BIM A AR EEE DTD, RESTEasy BRIAXFEM, AT LRI
resteasy.document.secure.disableDTDs £ FXX S4B ) false KB ULLIT 1.

Al : Xi& resteasy.document.secure.disableDTDs Context Parameter

<context-param>
<param-name>resteasy.document.secure.disableDTDs</param-name>
<param-value>false</param-value>

</context-param>

W R AR SRBRISR AL BMSN, Xtha2R R K74 Denial BRFK i1 BOEH, a0, 0K
DTD /& X T U TFEER, NI &foo6 BT BE 531,000,000 foos,

<I--ENTITY foo 'foo'-->

<I--ENTITY foo1 '&foo;&foo;&foo;&foo;&foo;&foo;&foo;&foo;&foo;&foo;'-->

<I--ENTITY foo2 '&foo1;&foo1;&foo1;&foo1;&foo1;&foo1;&foo1:&foo1;&foo1 ;&foo1;"-->
<I--ENTITY foo3 '&foo2;&foo2;&foo2;&fo02;&foo2;&foo2;&foo2;&foo2;&foo2;&foo2;"-->
<I--ENTITY foo4 '&foo3;&f003;&fo03;&f003;&f003;&f003,;&f003;&f003;&f003;&f003;"-->
<I--ENTITY foo5 '&foo4;&foo4;&foo4;&foo4;&foo4;&foo4,;&foo4;&foo4;&foo4 ;&foo4;"-->
<I--ENTITY foo6 '&foo5;&foo5;&fo05;&f005;&f005;&f005,;&f005;&f005;&f005;&f005;"-->

BIANERT, RESTEasy REIEMNLENT BREMBEMERE. BYNTHEBRTFTEZ@ETSE. LRI
resteasy.document.secure.process.feature £ FXSELE N false % [FI R,

Al : Xi& resteasy.document.secure.process.feature Context Parameter

<context-param>
<param-name>resteasy.document.secure.processing.feature</param-name>
<param-value>false</param-value>

</context-param>

2.7.5. {ff MapProvider

&0 LU{E F MapProvider 5 3R 0] Jakarta RESTful Web Services %R S,

B - BIREESZ HLR IR G

@Path("manipulateMap")
@POST
@Consumes("application/x-www-form-urlencoded")
@Produces("application/x-www-form-urlencoded")
public MultivaluedMap<String, String> manipulateMap(MultivaluedMap<String, String> map) {
//do something
return map;

}

22
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A AT LME R B 7 i &% FNHEIR map B Jakarta RESTful Web BRSS %R,

7l : Client

MultivaluedMap<String, String> map = new MultivaluedHashMap<String, String>();
//add values to the map...

Response response = client.target(generateURL("/manipulateMap"))
.request(MediaType.APPLICATION_FORM_URLENCODED_TYPE)
.post(Entity.entity(map, MediaType.APPLICATION_FORM_URLENCODED_TYPE));

String data = response.readEntity(String.class);

//handle data...

2.7.6. BETFFRBBVIMEH NN R

Jakarta RESTful Web Services @*Param %%, SiF

@QueryParam, @MatrixParam. @HeaderParam. @PathParam #1 @FormParam, 7E[R8 HTTP
BRPURFREEART, NRXLENTREA valueOf(String) 855K R — String S804
25, IXEEFE AMISERIRH T R,

INREEYRK T valueOf () HEHFRBIERAFEHTEE HTTP 3EXK, Jakarta RESTful Web BRSS
f$1R 1 javax.ws.rs.ext.ParamConverterProvider #[1 javax.ws.rs.ext.ParamConverter, LEBIHE S
SEUEEH NN BB E X Java 228, ParamConverterProvider 4 /75&17 %7#2 5 R 1E Jakarta RESTful
Web Services iz fTH3EM, 4155 @Provider jE%, LAMEEIR AN B H Jakarta RESTful Web
Services iz 1T BB A I,

Bla0 - LTS ESER T MAGIEBRE L POJO WR, MEESHIE (M1 @QueryParam,
@PathParam. @MatrixParam. @HeaderParam #5175y POJO *f § BV 2 3&11 5L e
ParamConverter Provider 205218,

1. BIEBBE N POJO %,

public class POJO {
private String name;

public String getName() {
return name;

}

public void setName(String name) {
this.name = name;

}
}

2. BB E Y. POJO Converter 2%,

public class POJOConverter implements ParamConverter<POJO> {
public POJO fromString(String str) {
System.out.printin("FROM STRNG: " + str);
POJO pojo = new POJO();
pojo.setName(str);
return pojo;
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}

public String toString(POJO value) {
return value.getName();
}
}

3. A& B E X POJO Converter Provider 2%,

public class POJOConverterProvider implements ParamConverterProvider {
@Override

public <T> ParamConverter<T> getConverter(Class<T> rawType, Type genericType,
Annotation[] annotations) {
if (IPOJO.class.equals(rawType)) return null;
return (ParamConverter<T>)new POJOConverter();
}
}

4. BIEBEE X MyResource 3,

@Path("/")
public class MyResource {
@Path("{pojo}")
@PUT
public void put(@QueryParam("pojo") POJO q, @PathParam("pojo") POJO pp,
@MatrixParam("pojo") POJO mp,
@HeaderParam("pojo") POJO hp) {

}
}

¥ B ParamConverter BIZhEE
£ Jakarta RESTful Web ARS51E X &, ParamConverter 554K AN RGAENFEFFER, RESTEasy §-

BiE X, LUfoiF ParamConverter @7 Z N ROFEFBE R, FEMK List<T>, Set<T>. Sorted
Set<T>. ¥4 SEAEMZEEIELSEM,

plgn, HEEUTHIR :

@Path("queryParam")
public static class TestResource {
@GET
@Path(™)
public Response conversion(@QueryParam("q") List<String> list) {
return Response.ok(stringify(list)).build();
}
}

private static <T> String stringify(List<T> list) {
StringBuffer sb = new StringBuffer();
for (T s : list) {
sb.append(s).append(',);
}
return sb.toString();

}
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RBBIN TR~ TestResource, FAERTE :

@Test
public void testQueryParamStandard() throws Exception {
ResteasyClient client = new ResteasyClientBuilder().build();
Invocation.Builder request = client.target("http://localhost:8081/queryParam?
g=20161217&0=20161218&0q=20161219").request();
Response response = request.get();
System.out.printin("response: " + response.readEntity(String.class));

}
SRR 1 20161217,20161218,20161219.

MRBEAAESOFHRTIE, EAT LR :

public static class MultiValuedParamConverterProvider implements ParamConverterProvider
@SuppressWarnings("unchecked")
@Override
public <T> ParamConverter<T> getConverter(Class<T> rawType, Type genericType, Annotation(]
annotations) {
if (List.class.isAssignableFrom(rawType)) {
return (ParamConverter<T>) new MultiValuedParamConverter();
}
return null;
}
}

public static class MultiValuedParamConverter implements ParamConverter<List<?>> {
@Override
public List<?> fromString(String param) {
if (param == null || param.trim().isEmpty()) {
return null;

}

return parse(param.split(","));

}

@Override
public String toString(List<?> list) {
if (list == null || list.isEmpty()) {
return null;
}

return stringify(list);

}

private static List<String> parse(String[] params) {
List<String> list = new ArrayList<String>();
for (String param : params) {

list.add(param);

}
return list;

}

}

WE, EaL3RINT AR AR TestResource:

25



Red Hat JBoss Enterprise Application Platform 7.4 FF % Web RSN R

@Test
public void testQueryParamCustom() throws Exception {
ResteasyClient client = new ResteasyClientBuilder().build();
Invocation.Builder request = client.target("http://localhost:8081/queryParam?
0=20161217,20161218,20161219").request();
Response response = request.get();
System.out.printin("response: " + response.readEntity(String.class));

}
118 EE : 20161217,20161218,20161219.

EAHIF, MultiValuedParamConverter.fromString () E#&0EFRE aArrayList, UEATUEE
TestResource.conversion () IhgE :

@Path("queryParam")
public static class TestResource {

@GET
@Path("™)
public Response conversion(@QueryParam("q") ArrayList<String> list) {
return Response.ok(stringify(list)).build();
}
}

A4, AFTEE MultiValuedParamConverter LU [E] LinkList, TestResource.conversion () ##j
SHFIRATLLE List 3 LinkedList,

&iE, HER, WRBERATHRA, i,

public static class Foo {
private String foo;
public Foo(String foo) {
this.foo = foo;
}
public String getFoo() {
return foo;

}
}

public static class FooArrayParamConverter implements ParamConverter < Foo[] > {
@Override
public Foo[] fromString(String value) {
String[] ss = value.split(",");
Foo[] fs = new Foo[ss.length];
inti=0;
for (String s: ss) {
fs[i++] = new Foo(s);
}

return fs;

}

@Override

public String toString(Foo[] values) {
StringBuffer sb = new StringBuffer();
for (int i = 0; i < values.length; i++) {
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sb.append(values|i].getFoo()).append(",");

}

if (sb.length() > 0) {
sb.deleteCharAt(sb.length() - 1);

}

return sb.toString();

}
}

@Provider
public static class FooArrayParamConverterProvider implements ParamConverterProvider {
@SuppressWarnings("unchecked")
@Override
public < T > ParamConverter < T > getConverter(Class < T > rawType, Type genericType,
Annotation[] annotations) {
if (rawType.equals(Foo[].class));
return (ParamConverter < T > ) new FooArrayParamConverter();
}
}

@Path(")

public static class ParamConverterResource {

@GET
@Path("test")
public Response test(@QueryParam("foos") Fool[] foos) {
return Response.ok(new FooArrayParamConverter().toString(foos)).build();

}
}

java.util.Optional Parameter Types
RESTEasy #&#t 7 Z#%i4 89 java.util.Optional 4K 1Y, XLESHRBFUITERFIREL, ©1]
AR EAEERESE, FHEF Optional.orElse () Z5RBUHEATA null IR E,

@Path("/double")

@GET

public String optDouble(@QueryParam("value") OptionalDouble value) {
return Double.toString(value.orElse(4242.0));

}

£ 55" T OptionalDouble AT FA{ES#KE, MR @QueryParam FRIZHI(E, NHHREIFRKIME, X
TSHRBZTFAESE :

e @QueryParam
e @MatrixParam
e @FormParam

¢ @HeaderParam

e @CookieParam

2.7.7. Serializable Provider
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MAZEERRIRN Java NRHATFINLERFAREM, AL, MINERTERE
org.jboss.resteasy.plugins.providers.SerializableProvider, i1\ {# FHILRERRF,

2.7.8. JSON i2{it&

2.7.8.1. RESTEasy Jackson2 Hf] JsonFilter 2 #F

JsonFilter B K750 @JsonFilter 35, MmEH IS g, UTFRABIE LT M nameFilter 2884
BRI JEERSLI, ARBTENSEAIFEFER] JSON # T IE bean B,

@JsonFilter(value="nameFilter")
public class Jackson2Product {
protected String name;
protected int id;
public Jackson2Product() {
}
public Jackson2Product(final int id, final String name) {
this.id = id;
this.name = name;
}
public String getName() {
return name;
}
public void setName(String name) {
this.name = name;
}
public int getld() {
return id;
}
public void setld(int id) {
this.id = id;
}
}

@JsonFilter EREFIRH, LUTIEH AN JSON MR RFEFERIE Y, HERHTIESS ID F1EHI, &
WRAIEE T — Jackson 2, F4F 1D AL IESEFIBRGSRILEZE, 0 TFBIHATR.

public class ObjectFilterModifier extends ObjectWriterModifier {
public ObjectFilterModifier() {

}

@Override

public ObjectWriter modify(EndpointConfigBase<?> endpoint,
MultivaluedMap<String, Object> httpHeaders, Object valueToWrite,
ObjectWriter w, JsonGenerator jg) throws IOException {

FilterProvider filterProvider = new SimpleFilterProvider().addFilter(
"nameFilter",
SimpleBeanPropertyFilter.filterOutAllExcept("name"));

return w.with(filterProvider);

}
}

FELAEABTOIFR, HEmod () MTTTIER name BHABIFMERYE, AEBEARN, EXILLE

B, RESTEasy Wi/ T fRILAREHME B, &R LUTE Writerinterceptor =X serviet 1323 X BMEAHE R,
THIRTR,
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il : EH Writerinterceptor i%i& ObjectFilterModifier

@Provider
public class JsonFilterWriteInterceptor implements Writerlnterceptor{

private ObjectFilterModifier modifier = new ObjectFilterModifier();
@Override
public void aroundWriteTo(WriterInterceptorContext context)
throws IOException, WebApplicationException {
//set a threadlocal modifier
ObjectWriterlnjector.set(modifier);
context.proceed();

}
}

2Bl : (£ Servlet Filter iXi& ObjectFilterModifier

public class ObjectWriterModifierFilter implements Filter {
private static ObjectFilterModifier modifier = new ObjectFilterModifier();

@Override
public void init(FilterConfig filterConfig) throws ServletException {

}

@Override
public void doFilter(ServletRequest request, ServletResponse response,
FilterChain chain) throws IOException, ServletException {
ObjectWriterInjector.set(modifier);
chain.doFilter(request, response);

}

@Override
public void destroy() {

}
}

II1E, RESTEasy AJLAM ThreadLocal 222 5XEX ObjectFilterModifier, F7£5 AN AT EHAE HIEEX
ObjectWriter,

2.7.8.2. JSON B 5L FIF ST [a] X R

{8/ RESTEasy 5L A1 F04FLEAT A4 &R, 40 LocalDateTime. LocalDate =%
Duration £, MEHEE Jackson2 N AR S B R,

RESTEasy X ##{# F Jackson2 #EN MR FUML A (B FOFFELAT (B %F . AR RABIETR 7 20 ELE Jackson2
N ERBEREAE

=P : HFEFIEECE Jackson2 HER S
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import javax.ws.rs.Produces;

import javax.ws.rs.core.MediaType;
import javax.ws.rs.ext.ContextResolver;
import javax.ws.rs.ext.Provider;

import com.fasterxml.jackson.databind.ObjectMapper;
import com.fasterxml.jackson.databind.json.JsonMapper;

@Provider
@Produces(MediaType.APPLICATION_JSON)
public class JacksonDatatypeJacksonProducer implements ContextResolver<ObjectMappers> {

private final ObjectMapper json;

public JacksonDatatypedacksonProducer() throws Exception {
this.json = JsonMapper.builder()
findAndAddModules()
.build();

}

@Override
public ObjectMapper getContext(Class<?> objectType) {
return json;

}
}

2.7.8.3. JSON Binding

RESTEasy Az #F Jakarta JSON Binding #1 Jakarta JSSON %028, #RIEHMSE, jakarta JSON Binding B4
LR REEIL A TRIAEREMEA (JsonValue REFHREFRA) B Jakarta JSSON Processing.

resteasy-json-binding-provider =% JsonBindingProvider B Jakarta JSON Binding 2%
. N TR Jakarta RESTful Web Services 2.1 3K, JsonBindingProvider {27 (i 5t F H M 57
SRANER JSON #ifer, REAl2 Jackson BRUM o

T TR A, Jackson #1 Jakarta JSON Binding &£ L HEHH) JSON M ATt 2 BrFFAE. HIit,

NTREBAGEERSMY, EALUY resteasy.preferdJacksonOverdsonB E FXEMILE N true, F Lm0l
ERE A JsonBindingProvider ECiE.

JBoss EAP ¥ @i WERAMRGE MR N resteasy.preferdacksonOverdsonB £ T X E TR EEKIA

i, MNREENETXNRGBMIZXEME, I Jackson SEAEM Jakarta RESTful Web Services &8
E, FEHRIEMXETRREMILED true,

2.7.9. Jakarta XML Binding Providers

2.7.9.1. Jakarta XML Binding #1 XML Provider

RESTEasy i XML 24t Jakarta XML Binding #t N B #.

@XmlHeader #ll @Stylesheet
RESTEasy 24t{# f @org.jboss.resteasy.annotations.providers.jaxb.XmlHeader ;T &% & XML 15

=~ : (A @XmlHeader I f&
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@XmIRootElement
public static class Thing {
private String name;

public String getName() {
return name;

}

public void setName(String name) {
this.name = name;

}
}

@Path("/test")
public static class TestService {

@GET
@Path("/header")
@Produces("application/xml")
@XmlHeader("<?xml-stylesheet type="text/xsl' href="${baseuri}foo.xsl' ?>")
public Thing get() {
Thing thing = new Thing();
thing.setName("bill");
return thing;

}
}

@XmlHeader £ XML HiHEH XML HERRRL,
RESTEasy EB A B RIRL TR,
=Pl : A @Stylesheet 3 fi#

@XmIRootElement
public static class Thing {
private String name;

public String getName() {
return name;

}

public void setName(String name) {
this.name = name;
}
}

@Path("/test")
public static class TestService {

@GET

@Path("/stylesheet")

@Produces("application/xml")
@Stylesheet(type="text/css", href="${basepath}foo.xsl")
@Junk

public Thing getStyle() {
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Thing thing = new Thing();
thing.setName("bill");
return thing;
}
}

2.7.9.2. Jakarta XML Binding #1 JSON Provider

RESTEasy RIF S8 JSON 1RMHIZF 1T Jakarta XML 4 EFRE N POJO FHM JSON H3ERE, IHiR{Hig
T8 7T Jackson JSON FELERIELES . BEBET Java Bans BUREIFN API, ZE{UF Jakarta XML
Binding,

Jackson B8 & Jakarta RESTful Web fR%5%EK, EEBEH RESTEasy § B, EENECEESEENIIE
i, REEFH Maven K,

Jackson B Maven #Ki5i5

<artifactld>resteasy-jackson2-provider</artifactld>
<version>${version.org.jooss.resteasy}</version>
<scope>provided</scope>

<dependency>
<groupld>org.jboss.resteasy</groupld>
</dependency>

EAP i B75F. MREDAEMA Jackson! IRHEFRF, M/ BAIAERT Maven 4Rk
IRENE,

AE
| RESTEasy F9ZkiA JSON R#F2F 2 Jackson2, R EARAB) JBoss EAP & & Jacksonl
JSON R#tEF, AXHIMANBM Jackson IRIEBIBMEZ EMER, ES 4 JBoss
LUETAR A #9 JBoss EAP A RESTEasy FJ2ki\ JSON 1R{tFER = Jettison, {BINETE JBoss
. EAP7 ¥ H, METHRELIFMER, ES JBoss EAP iFZ 757,

JSON 1Rt Rl

@XmIRootElement
public static class Thing {
private String name;

public String getName() {
return name;

}

public void setName(String name) {
this.name = name;

}
}

@Path("/test")
public static class TestService {
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@GET

@Path("/thing")

@Produces("application/json")

public Thing get() {
Thing thing = new Thing();
thing.setName("the thing");
return thing;

}

}

2.7.9.2.1. Java 8 By Jackson & #F

AR Maven KEIH, FRERRUAERD Jackson IR EE Java 8 BT IAERSEM T 3 Java 8
IHREFFEE MY Jackson A1, Jackson #&EIHLEHE :

e Java 8 HUERA
e Java 8 BHA/H}H]

ININLLT Maven KA :

<dependency>
<groupld>com.fasterxml.jackson.datatype</groupld>
<artifactld>jackson-datatype-jdk8</artifactld>

</dependency>

<dependency>
<groupld>com.fasterxml.jackson.datatype</groupld>
<artifactld>jackson-datatype-jsr310</artifactld>

</dependency>

& A LUE A findAndRegisterModules () =k ObjectMapper.registerModule () ##EIFEMATERE
B, TR

ObjectMapper mapper = new ObjectMapper();
mapper.findAndRegisterModules();

ObjectMapper mapper = new ObjectMapper()
.registerModule(new ParameterNamesModule())
.registerModule(new Jdk8Module())
.registerModule(new JavaTimeModule());

B - RS R BEER R

@GET
@Path("/duration")
@Produces(MediaType.APPLICATION_JSON)
public Duration getDuration() {

return Duration.ofSeconds(5, 6);

}
R~ - AEBEERR

I @GET
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@Path("/optional/{nullParam}")

@Produces(MediaType.APPLICATION_JSON)

public Optional<String> getOptional(@PathParam("nullParam") boolean nullParameter) {
return nullParameter ? Optional.<String>empty() : Optional.of("info@example.com");

!
1,/ ContextResolver BB E Y 55HE, FHETE RESTEasy X LE Jackson 1k,

@Provider
@Produces(MediaType.APPLICATION_JSON)
public class JacksonDatatypeJacksonProducer implements ContextResolver<ObjectMappers {
private final ObjectMapper json;
public JacksonDatatypedacksonProducer() throws Exception {
this.json = new ObjectMapper()
findAndRegisterModules()
.configure(SerializationFeature. WRITE_DATES_AS_TIMESTAMPS, false)
.configure(DeserializationFeature.FAIL_ON_UNKNOWN_PROPERTIES, false);
}
@Override
public ObjectMapper getContext(Class<?> objectType) {
return json;
}
}

2.7.9.2.2. tIHEIAK) Jackson 1R{tEE

JBoss EAP 7 @& Jackson 2.6.x i E =ik A, LLX resteasy-jackson2-provider, 1T EEIAR
Jackson 124,

EEHE| JBoss EAP E—X TR E & MBI resteasy-jackson-provider, & BEMRITIRHIREFFH1E
jboss-deployment-structure.xml 1 F3 %0 2 b 7F ST AR R0 L 12 BEF2 e ROk 1

<?xml version="1.0" encoding="UTF-8"?>
<jboss-deployment-structure>
<deployment>
<exclusions>
<module name="org.jboss.resteasy.resteasy-jackson2-provider"/>
</exclusions>
<dependencies>
<module name="org.jboss.resteasy.resteasy-jackson-provider" services="import"/>
</dependencies>
</deployment>
</jboss-deployment-structure>

2.7.10. % Jakarta XML Binding Decorators

RESTEasy H Jakarta XML Binding #t R/ iRt 7 — el iR 8975 X R AL SEFF] Unmarshaller 52451, &
A LA — AN E AR S i B —SLHIsk Unmarshaller S2451, XA A F #2155 5%,

{81/ RESTEasy filE Jakarta XML Binding Decorator
1. 8% Processor %,

a. fI/E—/ 531 DecoratorProcessor<Target, Annotation> B92%, BFrR2 Jakarta XML
Bindinglser 3% Unmarshaller 2%, ZERRIESE 2 £ HOIR,
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b. 45%Irt @DecorateTypes, B = BAfFID2R N ARIGH MIME K8,
c. MEMRMEHEFIEERMENHE.

2% : Processor Class

import org.jboss.resteasy.core.interception.DecoratorProcessor;
import org.jboss.resteasy.annotations.DecorateTypes;

import javax.xml.bind.Marshaller;

import javax.xml.bind.PropertyException;

import javax.ws.rs.core.MediaType;

import javax.ws.rs.Produces;

import java.lang.annotation.Annotation;

@DecorateTypes({"text/*+xml", "application/*+xml"})
public class PrettyProcessor implements DecoratorProcessor<Marshaller, Pretty> {
public Marshaller decorate(Marshaller target, Pretty annotation,
Class type, Annotation[] annotations, MediaType mediaType) {
target.setProperty(Marshaller.JAXB_FORMATTED_OUTPUT, Boolean.TRUE);

}
}

2. BIEEEAR,
a. BJE— A @Decorator SEEHEE VIO,

b. 7B @Decorator JF I IEERF B r. LIBEREE 1S A, BIRE Jakarta XML
Binding’ er 5k Unmarshaller 3£,

Rl : 178 @Decorator SFEMEE X IEO

import org.jboss.resteasy.annotations.Decorator;

@Target({ElementType.TYPE, ElementType.METHOD, ElementType.PARAMETER,
ElementType.FIELD})

@Retention(RetentionPolicy. RUNTIME)

@Decorator(processor = PrettyProcessor.class, target = Marshaller.class)

public @interface Pretty {}

3. FE 2 TP OIBRBCERIRME —NERE, DUETEA IR fy A S ot 1T AR

IRIIEBOIE T Jakarta XML Binding decorator, ®ILATE Jakarta RESTful Web AR5 A R .

2.7.11. Jakarta RESTful Web RS Z D IRHH

IS MIME XA F R BRAER—EEHPHRRENTR, 9 MIME BRXH—PNREI2
multipart/form-data MIME K8, UBEE Web N A HTML REXHHRE, BERFLE X, It
MIME R EBEN B B 5 HMSBIEXER, FRAZAOEFENRNRHNABEEE XK.

RESTEasy f31F multipart/form-data #1 multipart/* MIME 258), RESTEasy ;MR T BE XL API, BF
HRMBEALESRE, UREEERE X (EASEHSEE) 1 Map ((RZEME/EHIE) MR
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BF

BIFZHERE T JERRNZEER (W Seam HH org.jboss.seam.web.MultipartFilter )
# Spring H89 org.springframework.web.multipart.MultipartResolver B #5#17% &9
M. B2, FANZEDIERRRERBENT—R, FEHAZESH RESTEasy A MR
£ RESTEasy JREUR Z BTN XA

2711 ZEHEIREA

E%%E Jakarta RESTful Web ARS5HY, RESTEasy 2t
org.jboss.resteasy.plugins.providers.multipart.Multipartinput %0, LUEEETUEEAZED MIME
R A 1TILEY,

package org.jboss.resteasy.plugins.providers.multipart;

public interface Multipartinput {

List<InputPart> getParts();
String getPreamble();

// You must call close to delete any temporary files created
// Otherwise they will be deleted on garbage collection or on JVM exit
void close();

}

public interface InputPart {

MultivaluedMap<String, String> getHeaders();

String getBodyAsString();

<T> T getBody(Class<T> type, Type genericType) throws IOException;

<T> T getBody(org.jboss.resteasy.util.GenericType<T> type) throws IOException;
MediaType getMediaType();

boolean isContentTypeFromMessage();

}

Multipartinput 2—MEERE, LG RSHBEENENETS. ENE2EEBE— InputPart &0
R, BIROBE—HEHXBMRL, EALLRT AREF—/ getBody () FHiRFERRIFILER

4. genericType ZH T LIZ null, BRILE type S8, RESTEasy fHRIEER D AU (A B DU R 1B 1%
HHIRBE B & MessageBodyReader.

27111 ZEHLRERA

Al : Unmarshalling 4

@Path("/multipart")
public class MyService {

@PUT
@Consumes("multipart/mixed")
public void put(Multipartinput input) {
List<Customer> customers = new ArrayList...;
for (InputPart part : input.getParts()) {
Customer cust = part.getBody(Customer.class, null);
customers.add(cust);

}
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input.close();

}
}

. EBHRE B KIRE Jakarta XML Binding,

AN, EETRER BRI E AR M T RIBBURNEXE S, EXMIERT, B LUMER
org.jboss.resteasy.util.GenericType 35,

Pl : FF Type Sensitive Unmarshalling a Generic Type Metadata

@Path("/multipart")
public class MyService {

@PUT
@Consumes("multipart/mixed")
public void put(Multipartinput input) {
for (InputPart part : input.getParts()) {
List<Customer> cust = part.getBody(new GenericType<List<Customer>>() {});

}

input.close();

}
}

FEEH GenericType, ENEREZITHIREUERREE RIME—TTEK,

2.7.11.1.2. %84 /mixed Hl java.util. Listhii A

MRENXTHAREG—M, BRBFIBEENED, ERFRM java.util.List ERHERHASE., B
B G List REYEBARY generic SR,

Pl - BE BPoI&

@Path("/multipart")
public class MyService {

@PUT

@Consumes("multipart/mixed")
public void put(List<Customer> customers) {

}

v pa -3
' EBHRE B EKIRE Jakarta XML Binding,

2.7.11.1.3. {8/ multipart/form-datafi A

£ E Jakarta RESTful Web fRS5HT, RESTEasy 2t T —/NR@E, RUFEE ZEHAAEBUIE MIME %
RIchiEY, S AEEUE BEE Web N HTML RE XX HET, BEBTFLEXH, form-data
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BASHMSHBOBIER, TRZLETFENINARNATHERXKNELH. BTFRAERANRE
71 org.jboss.resteasy.plugins.providers.multipart.MultipartFormDatalnput.

Al : MultipartFormDatalnput Interface

public interface MultipartFormDatalnput extends Multipartinput {

@Deprecated

Map<String, InputPart> getFormData();

Map<String, List<InputPart>> getFormDataMap();

<T> T getFormDataPart(String key, Class<T> rawType, Type genericType) throws IOException;
<T> T getFormDataPart(String key, GenericType<T> type) throws IOException;

}

EWIEAXS siEfERs Multipartinput ZA48E,

2.7.11.1.4. #7& multipart/form-dataff] Java.util.Map

ERARAERIEN, MREXBIEZLS—H, EXLFN2RENHOMENERD, ERF java.util.Map
ENEIASEIRM, SRREYIS List REFEAR generic ZHAETT,

B : R BF SRE9BRGT

@Path("/multipart™)
public class MyService {

@PUT
@Consumes("multipart/form-data")
public void put(Map<String, Customer> customers) {

}
}

al

LHIfBE B X558 Jakarta XML Binding.

2.7.11.1.5. ZEIHAEREA

148 E Jakarta RESTful Web ARS5HF, RESTEasy {2t T —AN5m, APFEAE Z2EH/HHX MIME
RBhH T, ZEHAEX ATFREIFNAMEEHERS, MEFABIMNRAN—E2, #H RFC
2387 & L.
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3 MAXN ROIAERAZTERZHB PGNP, 81 $HL/MEX BRBE—
root/start &84, %8B 5| BRI EMERD, XLEERS @ H Content-ID trskinil. FAFHEXHARSE
M7 org.jboss.resteasy.plugins.providers.multipart.MultipartRelatedinput,

{5l : MultipartRelatedinput Interface

public interface MultipartRelatedIinput extends Multipartinput {

String getType();

String getStart();

String getStartinfo();

InputPart getRootPart();

Map<String, InputPart> getRelatedMap();

CHIEARS Multipartinput XBH8RE,

2.7.11.2. (FAZ MO BB S

RESTEasy 1Rt T —/ & 109 API ki S8 28U

package org.jboss.resteasy.plugins.providers.multipart;
public class MultipartOutput {

public OutputPart addPart(Object entity, MediaType mediaType)

public OutputPart addPart(Object entity, GenericType type, MediaType mediaType)

public OutputPart addPart(Object entity, Class type, Type genericType, MediaType
mediaType)

public List<OutputPart> getParts()

public String getBoundary()

public void setBoundary(String boundary)

}

public class OutputPart {

public MultivaluedMap<String, Object> getHeaders()
public Object getEntity()

public Class getType()

public Type getGenericType()

public MediaType getMediaType()
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EEHBZMAOBIE, BEEQE— MultipartOutput ¥ &RF 1AM addPart () 73%. RESTEasy
¥ BshE MessageBodyWriter SRIEEERBLEXN K. 5 Multipartinput K8, FNETRERBRE
ARBNTBIRBURMIEE, EXHERT, #H GenericType, &%, FENRKkE MediaType Mi%
E_%o

=P RO ZRLES KR

@Path("/multipart™)
public class MyService {

@GET
@Produces("multipart/mixed")
public MultipartOutput get() {

MultipartOutput output = new MultipartOutput();

output.addPart(new Customer("bill"), MediaType.APPLICATION_XML_TYPE);
output.addPart(new Customer("monica"), MediaType.APPLICATION_XML_TYPE);
return output;

al

LHIBE & XKi54F Jakarta XML Binding.

2.7.11.2.1. {1 java.util. Listt9% #8535t

MRIEXBHREG—W, ERVFIHEEESIRS, EESNEBS, EEHEMA MultipartOutput Xf
o EEILURH java.util.List, ZRBMIEFEAIRABARE, FHET List XBABAK generic
B, EALWFFER @PartType FBA S ERINE, IEEENBOMEEKRR,

il 2 REl B R Ik

@Path("/multipart™)
public class MyService {

@GET

@Produces("multipart/mixed")
@PartType("application/xml")
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public List<Customer> get(){

}
}

al

LHIHBRE & XKi54F Jakarta XML Binding.

2.7.11.2.2. %A multipart/form-dataffi

RESTEasy 124t T —/ A 819 API £t multipart/form-data,

package org.jboss.resteasy.plugins.providers.multipart;
public class MultipartFormDataOutput extends MultipartOutput {

public OutputPart addFormData(String key, Object entity, MediaType mediaType)

public OutputPart addFormData(String key, Object entity, GenericType type, MediaType
mediaType)

public OutputPart addFormData(String key, Object entity, Class type, Type genericType,
MediaType mediaType)

public Map<String, OutputPart> getFormData()

}

ZHit multipart/form-data, &% 41012 —4 MultipartFormDataOutput X5 3+
addFormData () 7%k, RESTEasy f$H#1%E MessageBodyWriter EIEE M LHEN R, 5
Multipartinput K4, BN EFTEERANBARBENTRIEBERNIEE. EXWMERT, A
GenericType., B%, ZH#NRKH MediaType FiZRE#,

{9l : 3R[E] multipart/form-data Format

@Path("/form™)
public class MyService {

@GET
@Produces("multipart/form-data™)
public MultipartFormDataOutput get() {

MultipartFormDataOutput output = new MultipartFormDataOutput();

output.addPart("bill", new Customer("bill"), MediaType.APPLICATION_XML_TYPE);
output.addPart("monica"”, new Customer("monica"),
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MediaType.APPLICATION_XML_TYPE);
return output;
}
}

al

LHIBE EF X558 Jakarta XML Binding.

2.7.11.2.3. {2/ java.util.Map#) Multipart FormData Output

NRIEXEBDRG—H, BERBFHIEES 2 =EA MultipartFormDataOutput X%, ERH
R#t— java.util.Map, ZREWINERIEAMFERH Map XBEBAK generic SHBHERARR, EiLA I
{# @PartType FB4AAZERE, LUERE N EBOAIEARRE,

B RE BSOS REBRG

@Path("/multipart™)
public class MyService {

@GET
@Produces("multipart/form-data™)
@PartType("application/xml")

public Map<String, Customer> get() {

}

al

LHIfBE B X558 Jakarta XML Binding.

2.7.11.2.4. %8 o BB

RESTEasy 1Rt T —/ME 8 API, AFHH 250 /4H%.
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package org.jboss.resteasy.plugins.providers.multipart;
public class MultipartRelatedOutput extends MultipartOutput {

public OutputPart getRootPart()

public OutputPart addPart(Object entity, MediaType mediaType,
String contentld, String contentTransferEncoding)

public String getStartinfo()

public void setStartinfo(String startinfo)

EHH multipart/ #8X, EXF10E—1 MultipartRelatedOutput X} &M addPart () 7k,
AN E—N D BAE 2L AEXHEENRES, RESTEasy 2 HBIE K MessageBodyWriter KiEE
EMSEAXT R, 5 Multipartinput K48, BN ERTEEREYHEARBNTRIBBENIEE. EXHER
T, f#M GenericType., &%, ZENRKE MediaType Fi% B,

B : A ZEDAEX B ER Bk

@Path("/related")
public class MyService {

@GET
@Produces("multipart/related")
public MultipartRelatedOutput get() {

MultipartRelatedOutput output = new MultipartRelatedOutput();
output.setStartinfo("text/html");

Map<String, String> mediaTypeParameters = new LinkedHashMap<String, String>();
mediaTypeParameters.put('charset"”, "UTF-8");
mediaTypeParameters.put("type", "text/html");
output.addPart(
"<html><body>\n"
+ "This is me: <img src="cid:http://example.org/me.png’ />\n"
+ "<br />This is you: <img src="cid:http:/example.org/you.png’ />\n"
+ "</body></html>",
new MediaType("text", "html", mediaTypeParameters),
"<mymessage.xml@example.org>", "8bit");
output.addPart("'// binary octets for me png",
new MediaType("image", "png"), "<http://example.org/me.png>",
"binary™);
output.addPart("// binary octets for you png", new MediaType(

"image"”, "png"),
"<http://example.org/you.png>", "binary");
client.putRelated(output);
return output;
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al

LHIBRE & XKi54F Jakarta XML Binding.

2.7.11.3. &R ARFE POJO

MRENZEBARABIBRBIBSERAN T &, EaLUFSiIMER POJO KM POJO EHi#T
Mgt Xi@id org.jboss.resteasy.annotations.providers.multipart.MultipartForm ¥
(@MultipartForm)#] Jakarta RESTful Web Services @FormParam B, ik, EEEHERAE
HP—APABRINFERE L POJO, FH{EH @FormParams AHFEM/ZEM R E. NREECIEHE, B
Z{E A org.jboss.resteasy.annotations.providers.multipart.PartType( @PartType)bricix
@FormParam s,

Bl FEHAREBRHNT POJO

public class CustomerProblemForm {
@FormParam(""customer”)
@PartType("application/xml")
private Customer customer;
@FormParam("problem")
@PartType("text/plain™)
private String problem;
public Customer getCustomer() { return customer; }
public void setCustomer(Customer cust) { this.customer = cust; }

public String getProblem() { return problem; }
public void setProblem(String problem) { this.problem = problem; }

HEEXT POJO K5, EaLMERAERERT S0 /MEABURE,

P : 3 CustomerProblemForm

I @Path("portal”)
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public interface CustomerPortal {

@Path("issues/{id}")
@Consumes("multipart/form-data")
@PUT
public void putProblem(@MultipartForm CustomerProblemForm,
@PathParam("id") int id);
}

// Somewhere using it:

{

CustomerPortal portal = ProxyFactory.create(CustomerPortal.class, "http://example.com");
CustomerProblemForm form = new CustomerProblemForm();

form.setCustomer(...);

form.setProblem(...);

portal.putProblem(form, 333);

@MultipartForm 3B & A RESTEasy X R EH @FormParam, FHMNYMPEE, EiLalLUERH
E[SISE $ 23 E PR e R

=H : BEW E - ProblemForm

@Path("portal”)
public class CustomerPortalServer {

@Path("issues/{id})
@Consumes("multipart/form-data")
@PUT
public void putlssue(@MultipartForm CustomerProblemForm,
@PathParam("id") int id) {
... write to database...
}
}

2.7.11.4. XML-—##I{E{L$T 2 (XOP)

MREAE—4 Jakarta XML Binding ¥75¥ T POJO, FHEtha@ES— L #HERNE, EafLUAREFNHEL
ERARELUEMAR (M base64 si+75i# M) N HHFTHIG, XaH@T XOP 528, MinfEhAsE A
FH{ER POJO BRI hR % fnk B
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RESTEasy 7 1T#f XOP SARITEN LE5/HEX.

Z/E XOP, EHER[E I AME POJO B Jakarta XML Binding.

afl : jakarta XML Binding POJO

@XmlRootElement
@XmlAccessorType(XmlAccessType.FIELD)
public static class Xop {

private Customer bill;
private Customer monica;

@XmIMimeType(MediaType.APPLICATION_OCTET_STREAM)
private byte[] myBinary;

@XmIMimeType(MediaType.APPLICATION_OCTET_STREAM)
private DataHandler myDataHandler;

// methods, other fields ...

4

al}

@XmIMimeType 58 Jakarta XML 45 Z#HIAEH mime K8, XFREEHIT
XOP {Ta, {(HMRMEAEMHUINRE, NEIGTHHIFTRE.

£ L@/ POJO myBinary 1 myDataHandler &, 403G SR, mEEAD XOP M RIFEH
XML %3, KB #, FXERESIA, javax.activation.DataHandler 2& & ANRE, MRE
% java.io.InputStream 2k javax.activation.DataSource, RFZE{EH DataHandler, Java.awt.Image
#1 javax.xml.transform.SourceSome th el Fi,

=l : 5 XOP ME i A X i HRE

// our client interface:
@Path("mime")
public static interface MultipartClient {
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@Path("xop")

@PUT
@Consumes(MultipartConstants.MULTIPART_RELATED)
public void putXop(@XopWithMultipartRelated Xop bean);

}

// Somewhere using it:
{
MultipartClient client = ProxyFactory.create(MultipartClient.class,
"http://www.example.org");
Xop xop = new Xop(new Customer("bill""), new Customer("monica"),
"Hello Xop World!".getBytes("UTF-8"),
new DataHandler(new ByteArrayDataSource("Hello Xop World!".getBytes("UTF-8"),
MediaType.APPLICATION_OCTET_STREAM)));
client.putXop(xop);

4

al}

LHIBE & XKi54F Jakarta XML Binding.

@Consumes(MultipartConstants.MULTIPART_RELATED) fi T &% RESTEasy, EE %% %58
AKX FHE, XRFRE XOP HENARKER. @XopWithMultipartRelated T RESTEasy,
R ELH XOP EE.

~fl - AFEW XOP By RESTEasy Server

@Path("/mime")
public class XopService {
@PUT
@Path("xop")
@Consumes(MultipartConstants.MULTIPART_RELATED)
public void putXopWithMultipartRelated(@XopWithMultipartRelated Xop xop) {
// do very important things here
}
}

@consumes(MultipartConstants.MULTIPART _RELATED) FiF &1 RESTEasy, E#HLiLH %
i /4% 2. @XopWithMultipartRelated T 5% RESTEasy 2520l XOP JHE. &EalLUF

47



Red Hat JBoss Enterprise Application Platform 7.4 FF % Web RSN R

RESTEasy ARS8 BCE I LARBIA R ER XOP #H, FHEZAM @Produces B FHRELEHHRE,

2.7.11.5. ZHEREERINBLRASTRE

KIAMERT, MRES XA&/plain FFRFFLE Content-Type #5k ; charset=us-ascii F{EEIR. XH
MIME RFC E X, {HZE, ¥ Web X/ in (MTFZN%aR) mIEERNXHEBH 4% Content-Type th
%, BFREATF 282 BABIE FHRPHMAFER. XSS BRSSP RS HIUH R
%, RESTEasy B PreProcesslinterceptor £l eI A FHIEI[HE, ErILIEAEIENERHE
i X 5H—1 ¥ RFC A BLR(HE,

=Pl : 5 */ *; charset=UTF-8 i%i& N EKiA Fallback

import org.jboss.resteasy.plugins.providers.multipart.lnputPart;

@Provider
@Serverinterceptor
public class ContentTypeSetterPreProcessorinterceptor implements PreProcessinterceptor {

public ServerResponse preProcess(HttpRequest request, ResourceMethod method)
throws Failure, WebApplicationException {
request.setAttribute(iInputPart. DEFAULT_CONTENT_TYPE_PROPERTY, "*/*;
charset=UTF-8");
return null;
}
}

2.7.11.6. ZWMOEHENARRRES

di = #EZSH InputPart. DEFAULT_CONTENT_TYPE_PROPERTY Eff, &alLLiXEEIAK
Content-Type, &l LU 14
org.jboss.resteasy.plugins.providers.multipart.InputPart.setMediaType () 7EEMALBOPES
Content- Type.

=l : Z35 Content-Type

@POST

@Path("query")

@Consumes(MediaType.MULTIPART_FORM_DATA)
@Produces(MediaType.TEXT_PLAIN)

public Response setMediaType(Multipartinput input) throws IOException {
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List<InputPart> parts = input.getParts();

InputPart part = parts.get(0);
part.setMediaType(MediaType.valueOf("application/foo+xmli"));
String s = part.getBody(String.class, null);

2.7.11.7. W&o HEZE = Fallback charset

EREERT, ZHHEBNEHTEEESR Content-Type t7LHi% A charset S8, MREZBET
InputPart.DEFAULT_CONTENT_TYPE_PROPERTY [Eft, 3B {5874 charset 33, NG SH#bH0
BI;%% charset Z2H9314A Content-Type #rkeh,

AR LIER B8
InputPart.DEFAULT_CHARSET_PROPERTY(resteasy.provider.multipart.inputpart.defaultCharset)
1EEBIAM char set.

a6l : I5EEKIA charset

import org.jboss.resteasy.plugins.providers.multipart.lnputPart;

@Provider
@Serverinterceptor
public class ContentTypeSetterPreProcessorinterceptor implements PreProcessinterceptor {

public ServerResponse preProcess(HttpRequest request, ResourceMethod method)
throws Failure, WebApplicationException {
request.setAttribute(InputPart. DEFAULT_CHARSET_PROPERTY, "UTF-8");
return null;
}
}
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al}

MR E T InputPart.DEFAULT_CONTENT_TYPE_PROPERTY #
InputPart.DEFAULT_CHARSET_PROPERTY, Ml
InputPart.DEFAULT_CHARSET_PROPERTY H{Hf$%& 35 InputPart.DEFAULT_CONTY
AR I{EfT charset,

2.7.11.8. A RESTEasy &/ i A %% Lk
BRTEEZBIREERFA, ELTLIERE RESTEasy &/ ik A XS o BIR.

i RESTEasy &/ #mJ
EhHEMNARFETREA RESTEasy /- imK, I Maven KB INEITIH K POM 32,

= : Maven ki

<dependency>
<groupld>org.jboss.resteasy</groupld>
<artifactld>resteasy-client</artifactld>
<version>${version.org.jboss.resteasy}</version>
<scope>provided</scope>

</dependency>

<dependency>
<groupld>org.jboss.resteasy</groupld>
<artifactld>resteasy-multipart-provider</artifactid>
<version>${version.org.jboss.resteasy}</version>
<scope>provided</scope>

</dependency>

{8 RESTEasy & in & X% B0 8z

EERESHAIBUE, BB E5SRE RESTEasy £ i, FFHER—
org.jboss.resteasy.plugins.providers.multipart.MultipartFormDataOutput 3 R £ & SEMN LA
B, ARG, EaLEAZ S &mZ MultipartFormDataOutput X &R4EH
javax.ws.rs.core.GenericEntity A%,

{5 : RESTEasy Client

I ResteasyClient client = new ResteasyClientBuilder().build();
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ResteasyWebTarget target = client.target("http://foo.com/resource”);

MultipartFormDataOutput formOutputData = new MultipartFormDataOutput();
formOutputData.addFormData("part1", "this is part 1", MediaType.TEXT_PLAIN);
formOutputData.addFormData("part2", "this is part 2", MediaType.TEXT_PLAIN);

GenericEntity<MultipartFormDataOutput> data = new
GenericEntity<MultipartFormDataOutput>(formOutputData) { };

Response response = target.request().put(Entity.entity(data,
MediaType.MULTIPART_FORM_DATA_TYPE));

response.close();

2.7.12. RESTEasy Atom X #F

RESTEasy Atom API fliZ{t#2F 2 RESTEasy & X hfi&k Atom MR X REER, APl BETERAL
F org.jboss.resteasy.plugins.providers.atom ¥+ &H, RESTEasy {#f Jakarta XML Binding 3k
FEEMEE API, REERFET Jakarta XML Binding, FBETF{#H XML %% Atom X%, RESTEasy
BES 4 Atom API fIftNipa (218 JSON) ESFIAMAA Jakarta XML Binding 1R Et125.

import org.jboss.resteasy.plugins.providers.atom.Content;
import org.jboss.resteasy.plugins.providers.atom.Entry;
import org.jboss.resteasy.plugins.providers.atom.Feed;
import org.jboss.resteasy.plugins.providers.atom.Link;
import org.jboss.resteasy.plugins.providers.atom.Person;

@Path("atom™)

public class MyAtomService {

@GET
@Path("feed")

@Produces("application/atom+xml")

public Feed getFeed() throws URISyntaxException {
Feed feed = new Feed();

feed.setld(new URI("http://example.com/42"));
feed.setTitle("My Feed");

feed.setUpdated(new Date());

Link link = new Link();

link.setHref(new URI("http://localhost"));
link.setRel("edit");

feed.getLinks().add(link);
feed.getAuthors().add(new Person("John Brown"));
Entry entry = new Entry();

entry.setTitle("Hello World");

Content content = new Content();
content.setType(MediaType.TEXT_HTML_TYPE);
content.setText("Nothing much");
entry.setContent(content);
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feed.getEntries().add(entry);
return feed;
}
}

2.7.12.1. ¥ Jakarta XML #8555 Atom Provider $2#cfEF

org.jboss.resteasy.plugins.providers.atom.Content K fS & #3311 marshal Jakarta XML
Binding F R NRE EHBNR,

Bl - SEPHTHRA

@XmlRootElement(namespace = "http:/jboss.org/Customer)
@XmlAccessorType(XmlAccessType.FIELD)
public class Customer {

@XmlElement

private String name;

public Customer() {

}

public Customer(String name) {
this.name = name;

}

public String getName() {
return name;
}
}

@Path("atom™)
public static class AtomServer {
@GET
@Path("entry")
@Produces("application/atom+xml")
public Entry getEntry() {
Entry entry = new Entry();
entry.setTitle("Hello World");
Content content = new Content();
content.setJAXBObject(new Customer("bill"));
entry.setContent(content);
return entry;
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Content.setJAXBObject () JAARIFE % XEl Jakarta XML Binding RN RABR s E T
marshal, MREFHAS XML FRMEFRER, B application/atom+json, M Jakarta XML

Binding X RSLMHREMIEN marshalled. MR EH Atom XHEERFIA, EBAILMER Content.
getJAXBObiject(Class clazz) /EMIIAHIREX Jakarta XML Binding X%,

Bl BHSCEIRIE SR

@Path("atom™)

@PUT

public static class AtomServer {
@Path("entry")

@Produces("application/atom+xml")
public void putCustomer(Entry entry) {
Content content = entry.getContent();

}

Customer cust = content.getJAXBObject(Customer.class);
}

2.7.13. YAML £tR/#5

g

==
[=]

A% ¥F resteasy-yaml-provider 3R, FEi#EMH, HE5 RESTEasy FATFHUH
JEEM SnakeYAML EREFER2ME,

RESTEasy i {#ifll SnakeYAML FEfJEER YAML 2§,

1£ JBoss EAP 7.1 2 EifNhkArd, YAML ZE#tERFXEERINGH, ERFZEHN YAML E2iE Maven &
i, BpeIfEn A, B JBoss EAP 7.1, BENABERT, YAML IRBEF22AN, NAGSHm
BAffAS A YAML 124t12 R,
B A YAML 124t

BEENARFPREMA YANL fthf, HRBUTSRIT
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BB H A ) javax.ws.rs.ext.Providers B3,

RUUTATREME X -

I org.jboss.resteasy.plugins.providers.YamlProvider

B4 3l WAR =% JAR 324489 META-INF/services/ X #3rh,

YAML Provider Maven {&##i5i

BN AREREDh A YAML #th, S5 snakeyaml JAR KTz TN BEFKTE POM
X,

% : YAML B9 Maven K5

<dependency>
<groupld>org.jboss.resteasy</groupld>
<artifactld>resteasy-yaml-provider</artifactld>
<version>${version.org.jboss.resteasy}</version>
<scope>provided</scope>

</dependency>

<dependency>
<groupld>org.yaml</groupld>
<artifactld>snakeyami</artifactld>

<version>${version.org.yaml.snakeyaml}</version>
</dependency>

YAML Rt RS R
YAML SRR = mime K& :

text/x-yaml

text/yaml
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application/x-yaml

LUF R MfAIE SR AR YAML 8RB,

P - BTR4ER YAML

import javax.ws.rs.Consumes;
import javax.ws.rs.GET;
import javax.ws.rs.Path;
import javax.ws.rs.Produces;

@Path("/yaml")
public class YamlResource {

@GET

@Produces("text/x-yaml")

public MyObject getMyObject() {
return createMyObject();

}

2.8. {8 JAKARTA JSON 4+

Jakarta JSON #b¥7E Jakarta JSON ZHEE 1.1 #isEdhE L,

Jakarta JSON ZEE5E Y FHF 4L JSON B9 API, JBoss EAP 2§
javax.json.JsonObject. javax.json.JsonArray I javax.json.JsonStructure £ }i& K iR L&,

k

N
p 3
;

il

Jakarta JSON M 5§ Padding(JSONP)# JSON [,

al

IR Jakarta JSSON 2N EBAI FRI—1EERZR L, MARE Jackson #H22,
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EHEfIE JsonObject, iH@id A Json.createObjectBuilder () FFiJE JSON IR EHH
JsonObjectBuilder,

=~ : fiE javax.json.JsonObject

I JsonObject obj = Json.createObjectBuilder().add(""name", "Bill").build();

2fl : javax.json.JsonObject# Corresponding JSON

{

"name":"Bill"

}

EE0E JsonArray, iHidEHMA Json.createArrayBuilder () FHyE JSON 4 ¥kEM
JsonArrayBuilderBuilder,

=l : fE javax.json.JsonArray

JsonArray array =
Json.createArrayBuilder()
.add(Json.createObjectBuilder().add("name", "Bill").build())
.add(Json.createObjectBuilder().add("name", "Monica").build()).build();

2l : AF javax.json.JsonArrayfJ Corresponding JSON

[
{

"name":"Bill"
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|3
{
"name":"Monica"
}

]

JsonStructure ;& JsonObject flJson Array B3,

Pl - filEE javax.json.JsonStructure

JsonObject obj = Json.createObjectBuilder().add(""name", "Bill").build();

JsonArray array =
Json.createArrayBuilder()
.add(Json.createObjectBuilder().add("name", "Bill").build())
.add(Json.createObjectBuilder().add("name", "Monica").build()).build();

JsonStructure sObj = (JsonStructure) obj;
JsonStructure sArray = (JsonStructure) array;

R A LAfE Jakarta RESTful Web Services HiEHiE#f#HEH JsonObject. JsonArray #l
JsonStructure,

=Bl : A Jakarta JSON Z-HEfY Jakarta RESTful Web AR5 ¥R

@Path("object")
@POST
@Produces("application/json™)
@Consumes("application/json")
public JsonObject object(JsonObject obj) {
// do something
return obj;

}

@Path("array")

@POST
@Produces("application/json™)
@Consumes("application/json")
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public JsonArray array(JsonArray array) {
// do something
return array;

}

@Path("structure")
@POST
@Produces("application/json™)
@Consumes("application/json")
public JsonStructure structure(JsonStructure structure) {
// do something
return structure;

}

18540l LU % P imBY Jakarta JSON Processing €% 3% JSON,

Pl : 8 Jakarta JSON ZCFRINZS P i

WebTarget target = client.target(...);
JsonObject obj = Json.createObjectBuilder().add(""name", "Bill").build();
JsonObject newObj = target.request().post(Entity.json(obj), JsonObject.class);

2.9. RESTEASY/JAKARTA ENTERPRISE BEANS 55X

F19 RESTEasy 5 Jakarta 2. Beans &/, i5f¥ Jakarta RESTful Web BRS5 B RMBIEELFF
7y Jakarta RESTful Web Services #fisif] Jakarta £/ Beans ., K Aa[LI% bean Bk 555N A
AR, BRMAELUET bean {E v sUBUE -

{1/ web.xml 3244 :

{85/ javax.ws.rs.core.Application.

ZE{§ Jakarta 1) Beans By Jakarta RESTful Web Services %8, i&{#f Jakarta RESTful Web
Services IBRATIREEL1E @Remote = @Local #EOVRE :
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@Local
@Path("/Library")
public interface Library {
@GET
@Path("/books/{isbn}")
public String getBook(@PathParam("isbn™) String isbn);
}
@Stateless
public class LibraryBean implements Library {

AR, Libri #0O SEALRERFSIMA, 1 LibraryBean @ & H AR L FRES]

K5, A RESTEasy web.xml X resteasy.jndi.resources Lt FXEZ¥F 51§ A RESTEasy
JEMt Jakarta Enterprise Beans :

<web-app>
<display-name>Archetype Created Web Application</display-name>
<context-param>
<param-name>resteasy.jndi.resources</param-name>
<param-value>java:module/LibraryBean!org.app.Library</param-value>
</context-param>
<listener>
<listener-class>org.jboss.resteasy.plugins.server.servlet.ResteasyBootstrap</listener-class>
</listener>
<servlet>
<servlet-name>Resteasy</servlet-name>
<servlet-class>org.jboss.resteasy.plugins.server.servlet.HttpServletDispatcher</serviet-
class>
</servlet>
<servlet-mapping>
<servlet-name>Resteasy</servlet-name>
<url-pattern>/*</url-pattern>
</servlet-mapping>
</web-app>

&89 LUK resteasy.jndi.resources L FXSHEIEESZ 4 Java tp [ HIBx#FEOAFR, B Jakarta
Enterprise Beans (AE3S%H) .

$F Jakarta EE FrAEGE 7y RESTEasy s Jakarta EE FrAE k2 A
javax.ws.rs.core.Application, X®ILLET$F Jakarta Enterprise Beans LR @S 1EN K
getClasses () AERBINEESHRLI, WAHEFFTER web.xml XHPIEEEMAZR.
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INFE -~ RESTEasy 5 Jakarta Enterprise Beanss f5% i) RESTEasy £/, 155 JBoss EAP
B89 kitchensink. helloworld-html5 #1 managed-executor-service R A 1,

2.10. SPRING £5%

4

al}

RN ARRE S EAMAMN Jakarta XML Web IR IRSHIE P imEcE.

RESTEasy 5 Spring 4.2.x £k

Maven A &7 {#F resteasy-spring ##F, b4, JAR 1Y) JBoss EAP iR,

RESTEasy 77 B © M Spring ContextLoaderListener, H3FM T —NEFEM
BeanPostProcessor, '©1f BeanFactory flli BeanFactory K4 Jakarta RESTful Web Services
IR, XEBE RESTEasy Bzhid# Bean 2 LM @Provider #1 Jakarta RESTful Web Services iR
TR, el EM N Jakarta RESTful Web Services %R,

1£ web.xml SXHHRZIMLLFAZRLLUS A RESTEasy/Spring SEBIHEE -

<web-app>
<display-name>Archetype Created Web Application</display-name>
<listener>
<listener-class>org.jboss.resteasy.plugins.server.serviet.ResteasyBootstrap</listener-class>
</listener>
<listener>
<listener-class>org.jboss.resteasy.plugins.spring.SpringContextLoaderListener</listener-
class>
</listener>
<listener>
<listener-class>org.springframework.web.context.request.RequestContextListener</listener-
class>
</listener>
<servlet>
<servlet-name>Resteasy</servlet-name>
<servlet-class>org.jboss.resteasy.plugins.server.servlet.HttpServletDispatcher</serviet-
class>
</servlet>
<servlet-mapping>
<servlet-name>Resteasy</servlet-name>
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<url-pattern>/*</url-pattern>
</servlet-mapping>
</web-app>

1f ResteasyBootstrap fFFIH S ##A{LH ServietContext EiE/E, W 7i7H SpringContext
LoaderListener,

A% RESTEasy 5 SpringEasy £ Web M AT #ERAI, iES ) JBoss EAP Ki7Fay
Spring -resteasy tR&EA 1,

2.11. JAKARTA Lt F3CHUKIESE A £

RESTEasy # Jakarta Contexts #l Dependency Injection 2 [A|fIERH resteasy-cdi &t i24t,

Jakarta RESTful Web AR55#1 Jakarta £ XX HI&EF ARSGERSIA T B2AAER, &F
Jakarta £ FXXCHEKHEAFREPREANRIGH R —HEARRS, X Jakarta £ FICHEKHFEA
Ban, 2T {# Java Bl Jakarta RESTful Web RS54, FEMHH @Path 5 @Provider BAffiA B
1809 Java 2K, MEEAERNRTE, FREAEA Jakarta Contexts #1 Dependency Injection Bjection
Bjection Bjection BR &S BEEIREE R, 3 H Jakarta RESTful Web Services 4144 H Jakarta
Contexts #1 Dependency Injection B, resteasy-cdi EHRE— 1M, ©FiF RESTEasy ZbEEM
Jakarta Contexts #1 Dependency Injection 223K EXIZE 341,

1 Web IRS5HFAHAE], resteasy-cdi #3[ Jakarta Contexts 1 Dependency Injection =23iia]
Jakarta RESTful Web Services H#FHIEESLHl. AE, HEHINF%#E RESTEasy, MEZELHIRA
FMEREARTH, FlmMEBETIE bean TEEFFH JAR X4, RESTEasy 2REISLHEREX S,

A, Jakarta L TFXHEHEARS (MEA. EHREHEE. =4, REMNEESRHEE) aTlTF
Jakarta RESTful Web Services ZH4,

2.11.1. BiAsEH

EIAMERT, KBAME SGEEIM Jakarta Contexts #1 Dependency Injection bean, XF{hsEE =k
#& Bean BEWERN EATEAR Bean A MmEN, FEEHAREGESRAMRIEE, SHEE (81&F
K. RIEHPMARR) Bi&& Jakarta RESTful Web [RE5414F, Hilb, resteasy-cdi RS TAR
BRIV SEESEH -

I Jakarta RESTful Web Services root %iERERXE GEHE, R EIEKSEH,
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ME Jakarta RESTful Web RSS2 3k javax.ws.rs.Application FFKERE 5B
H, e ERINAsEE,

g

H
[=]

T A RAASEEM bean #8H resteasy-cdi HHEN, RLXthE&TMBEE
i Bean, AL, MREMSEEIEXLEAHH @RequestScoped I BB TIRE
21 Bean SHHIRSEH,

WM&k EHzR, Rk, EERATRESRTE Bean Al
i, SRERHHESCEH, USHRAFP ] sE S MERX N EK,

resteasy-cdi #35 JBoss EAP i E—i2, Att, FEEHRMTEHERIRIMEMBNHEE.
B %{#H Jakarta Contexts fl77 & Jakarta RESTful Web IRSS %R HE A Bean BT {ERHI,
%] JBoss EAP Mt TEA,

'E'aéﬁ

=

2.12. RESTEASY FILTERS #1 INTERCEPTORS

Jakarta RESTful Web Services BN FARIMNEEHSBS - TiERMEEHS, JERTEATEXE
AhEB{E AL HIE SRR L SR bRk, ST KA R 8 2 sl 2 BT,

2.12.1. RS St iEds

RS o, EBAENMRERRMNTIES  Container RequestFilters #

ContainerResponseFilters, ContainerRequestFilters f£Ji Jakarta RESTful Web Services HiR
}EZHIETT. ContainerResponseFilters £ Jakarta RESTful Web Services ¥R A A EiZ1T.

4, BEF#HEER ContainerRequestFilters : TIPCEZHIGICHAS, Filltic

ContainerRequestFilters 1 @PreMatching FE4E5%E, F+1f Jakarta RESTful Web Services B{iR7
ESE A HTTP i KIEE 2 aitiiT. PCEd/S ContainerRequestFilters H @PostMatching SFBi5%E,
F#7£ Jakarta RESTful Web Services ¥R AES5Z A HTTP ik EEEHTT.

Accept #7k, ContainerRequestFilters BT LU i
WY, ERaEREdIE,

Tk ie ot 83 R E AT EUUHFKEYS, UEReSHEREREAENLEAX, M strip .xml FZ0
ContainerRequestContext.abortWith(Response) SE#1EiFEK, FliM, MRTIER LR T BE XS HE

PITHRZE AkE, Jakarta RESTful Web Services j21T/i ContainerResponseFilters, &idiX
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ot i8as, SR MBI A X BIE M iz AE % R,

- RS ESR

public class RoleBasedSecurityFilter implements ContainerRequestFilter {
protected String[] rolesAllowed;
protected boolean denyAll;
protected boolean permitAll;

public RoleBasedSecurityFilter(String[] rolesAllowed, boolean denyAll, boolean permitAll) {
this.rolesAllowed = rolesAllowed;
this.denyAll = denyAll;
this.permitAll = permitAll;

}

@Override
public void filter(ContainerRequestContext requestContext) throws IOException {
if (denyAll) {
requestContext.abortWith(Response.status(403).entity(""Access forbidden: role not
allowed").build());
return;
}
if (permitAll) return;
if (rolesAllowed != null) {
SecurityContext context =
ResteasyProviderFactory.getContextData(SecurityContext.class);
if (context != null) {
for (String role : rolesAllowed) {
if (context.isUserInRole(role)) return;
}
requestContext.abortWith(Response.status(403).entity("Access forbidden: role not
allowed").build());
return;
}
}
return;
}
}

Pl : Response Filter

public class CacheControlFilter implements ContainerResponseFilter {
private int maxAge;

public CacheControlFilter(int maxAge) {
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this.maxAge = maxAge;

}

public void filter(ContainerRequestContext req, ContainerResponseContext res)
throws IOException {
if (req.getMethod().equals("GET")) {
CacheControl cc = new CacheControl();
cc.setMaxAge(this.maxAge);
res.getHeaders().add("Cache-Control", cc);

}
}
}

2.12.2. B it g e

BXAZFmTIEBRNEZER, HSHAIEEM Jakarta RESTful Web Services Client API Z43,

2.12.3. RESTEasy Interceptors

2.12.3.1. &} Jakarta RESTful Web Services Invocations

RESTEasy mILAi#; Jakarta RESTful Web Services JiF, 35&@id 28T il 23005 Rt FTREH.

BRI IESHMESUE KRR bRk, MESHRSLEERIEN, FEHBESHNNNEINENE A8
R AR HEIT. Readerinterceptors F5itiiT MessageBodyReaders $T&.Writerinterceptors
FH5EHIT MessageBodyWriters 318, S lATF LR EMATSHG. Sl TATERBFEER, =
FEREAIFIZEAMETLIE Java X REE,

Readerinterceptors #1 Writerinterceptors A F FIRS5 &R HE Fim. EiilinE @Provider, L&k
@Serverinterceptor 5 @Clientinterceptor, LA RESTEasy A& 2 &N i lAmB=#EaR5xk+,

XL 2 S A MessageBodyReader.readFrom () =k MessageBodyWriter.writeTo () i
718, eilTRTHRE &l X HA .

2l : Interceptor

@Provider
public class BookReaderInterceptor implements Readerinterceptor {
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@Inject private Logger log;
@Override
@ReaderinterceptorBinding
public Object aroundReadFrom(ReaderinterceptorContext context) throws IOException,
WebApplicationException {
log.info("*** Intercepting call in BookReaderInterceptor.aroundReadFrom()");
VisitList.add(this);
Object result = context.proceed();
log.info("*** Back from intercepting call in BookReaderInterceptor.aroundReadFrom()");
return result;
}
}

2823 MessageBodyReader =% Writer fE—/ AR Java A FA#EE
Fd. ReaderinterceptorContext.proceed () =k WriterinterceptorContext.proceed () #AAdF#H A
T EES  MRESEEFANESSSE, NAAES 28() = writeTo () Ak . ITSARTENRE
ik Reader =k Writer ZBIHERN R, SABTE continue () REIGEHITEER,

LUFRBIRRSS SR mi=8Es, BRI —M Rk {E,

@Provider
public class BookWriterlnterceptor implements Writerlnterceptor {
@Inject private Logger log;

@Override
@WriterInterceptorBinding
public void aroundWriteTo(WriterInterceptorContext context) throws IOException,
WebApplicationException {
log.info("*** Intercepting call in BookWriterinterceptor.aroundWriteTo()");
VisitList.add(this);
context.proceed();
log.info("** Back from intercepting call in BookWriterinterceptor.aroundWriteTo()");
}
}

2.12.3.2. I/ Interceptor

Z#E N AT RESTEasy Jakarta RESTful Web Services 2#i23, i5f¥©%I7E context-param
7t5&M resteasy.providers ZH T web.xml X#eh, =HELIRSHITRIATE Application.
getClasses () = Application.get Singletons () 7k EHH,

<context-param>
<param-name>resteasy.providers</param-name>
<param-value>my.app.Customlinterceptor</paramvalue>
</context-param>
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package org.jboss.resteasy.example;

import javax.ws.rs.core.Application;
import java.util.HashSet;
import java.util.Set;

public class MyApp extends Application {

public java.util.Set<java.lang.Class<?>> getClasses() {
Set<Class<?>> resources = hew HashSet<Class<?>>();
resources.add(MyResource.class);
resources.add(MyProvider.class);
return resources;

}
}

package org.jboss.resteasy.example;

import javax.ws.rs.core.Application;
import java.util.HashSet;
import java.util.Set;

public class MyApp extends Application {

protected Set<Object> singletons = new HashSet<Object>();

public MyApp() {
singletons.add(new MyResource());

singletons.add(new MyProvider());

}

@Override
public Set<Object> getSingletons() {
return singletons;
}
}

2.12.4. GZIP 46 545

H

RESTEasy X #f GZIP 4@ :46. T ¥ GZIP 48, & imtESR =k Jakarta RESTful Web
Services IRF5 & HIRESEA gzip Content-Encoding BERIEX, FHTRLIATI Accept-
Encoding t73ki%iE N gzip, EWERBFIixEIR L, HEXRF GZIP 145, MREFWERIEREXL
EiER, HHRSBEELE—TIR ( Content-Encoding t1:ki%l gzip ) , RESTEasy &H4if%H
B, oIl @org.jboss.resteasy.annotation.GZIP 3 3ki%i& Content-Encoding 7k,

LUFRBIPRCHE HE R IEX 34T gzip 48R,

=~ : GZIP 45
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@Path("/")
public interface MyProxy {

@Consumes("application/xml")
@PUT
public void put(@GZIP Order order);

}

7Bl - GZIP 4RSS 28 R FRas

@Path("/")
public class MyService {

@GET
@Produces("application/xml")
@GZIP

public String getData() {...}

}

2.12.4.1. B & GZIP 45 MR 48

k

N
p o
;

il

RESTEasy BXIASH GZIP E45Hf#H4s, LABhIEX AlRE K {E BT HEEGFH A
X BIAR 55 2 S AR R 48

B=A5 GZIP R4 MR L4 XA =82S -

org.jboss.resteasy.plugins.interceptors.GZIPDecodinginterceptor : #lI5f Content-
Encoding ¥k EEFF B 7 gzip, GZIPDecodinginterceptor $%23% % [ ZEHIR £ IE STAO%IA

=
ko

org.jboss.resteasy.plugins.interceptors.GZIPEncodinginterceptor : #lI5f Content-
Encoding k& FF B 7 gzip, GZIPEncodinginterceptor %22k [ ZEHIR 4 IE SCHOHiHH

=
Nibo
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org.jboss.resteasy.plugins.interceptors.AcceptEncodingGZIPFilter : #15R Accept-
Encoding ¥k 77, Accept EncodingGZIPFilter &7 IN{& gzip 89 Accept-Encoding #r
k. MR Accept-Encoding trkFEEBFR T E gzip, AcceptEncodingGZIPFilter =725 15kt
IiZE gzip.

JB A GZIP %R L4537 A i T AcceptEncodingGZIPFilter #2331
itk

JE A GZIP 468 o] LU M 4638 2 1E X 1REXE GZIPDecodinglinterceptor BT 8% & LR,
2XABR{E N 10,000,000,

2.12.4.2. [R%5%3im GZIP BB &

IR OEIT R BR R £ javax.ws.rs.ext.Providers X#h @S Ei MR EHECAEESR, 2E X
X409 ERR{EA Web M E XS resteasy.gzip.max.input JHTiXE, MNRIEIRS 2imiET X R
#l, GZIPDecodingInterceptor RO — i HKRE ) 413 ML - Request Entity Too Large A&k 35
E LBRIHER.

2.12.4.2.1. B/ GZIP ECiE

ReI LA GZIP 2823 MBI F/im =k WebTarget E/5 M GZIP £2# 33, 0 :

Client client = new ResteasyClientBuilder() // Activate gzip compression on client:
.register(AcceptEncodingGZIPFilter.class)
.register(GZIPDecodinglnterceptor.class)
.register(GZIPEncodinglnterceptor.class)
build();

BT LGEE I B A% EHM GZIPDecodinglinterceptor SEfISkAE B X ST _LBR -

Client client = new ResteasyClientBuilder() // Activate gzip compression on client:
.register(AcceptEncodingGZIPFilter.class)
.register(new GZIPDecodinglnterceptor(256))
.register(GZIPEncodinglnterceptor.class)
build();

NRAEZE i E#8id T EBR, GZIPDecodinginterceptor ¥ 81X ProcessingException, ¥ Ex=iE
E ERREGE R,
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2.12.5. IR¥TIR AT B3R Interceptors

A, SFETIESHEEROGHIFERRAKZT. ETLGESRAHFRNE X TIHERF -

SCHe DynamicFeature 0,

{5 @NameBinding %,

SCHe DynamicFeature Interface

DynamicFeature R &[ElH 4%, Bi&(Resourcelnfo resourcelnfo, FeatureContext
context), EHSEHXTEREM Jakarta RESTful Web Services 75:%i 17, Resourcelnfo £¥a8s
BXYAIEBEM Jakarta RESTful Web Services /iAH{S 2. FeatureContext & aIACE HOMY &,
B LAME AL SHM register () FEAEEBES B WA RN IERMEEE.

=fl - EAZSThREEO

@Provider
public class AnimalTypeFeature implements DynamicFeature {
@Override
public void configure(Resourcelnfo info, FeatureContext context) {
if (info.getResourceMethod().getAnnotation(GET.class) != null)
AnimalFilter filter = new AnimalFilter();
context.register(filter);
}
}
}

£ LBish, %A AnimalTypeFeature FMHIRHEFHILRER— N EO, AFIEM T HHEH
LUF#O2z —B4LN 7 AnimalFilter : ContainerRequestFilter. Containerinterceptor. Reader
Interceptor. Writerinterceptor =k Feature, 7EiX#M&E5R T, AnimalFilter f5 ARIMARE GET F#
RS, 1FEHESH oS TheEstE,
f£F @NameBinding I f#

@NameBinding M T{F/A 5 Jakarta Contexts #1 Dependency Injection -#23IEFEHEEL, &E
F @NameBinding #FBE SCER, RBNZAE SCEREN AR ESRMTERA X,

ol : 1 @NameBinding
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@NameBinding
public @interface Dolt {}

@Dolt
public class MyFilter implements ContainerRequestFilter {...}

@Path("/root")
public class MyResource {

@GET

@Dolt
public String get() {...}

}

#5152 4 NameBinding 3744,

2.12.6. HE

B RS B KA @Priority FEERSERHEF.

2.12.7. AT ERNEEHRT B RS

B iE SR a@R XKMBIA T LAER FimiR S Bk £, EF i, S0IERHPERENE
% : javax.ws.rs.client.ProcessingException I
javax.ws.rs.client.ResponseProcessingException, MRMARSS A EE Rzl HIL T #%, NSE
Eims| X javax.ws.rs.client.ProcessingException, MEACERARSS 23BN N FFAEES R, MK
iwf¥ 814 javax.ws.rs.client.ResponseProcessingException,

ERS 38vm, HTESRSEERNHENRELESR53A Jakarta RESTful Web Services 3%
Hith RELAEBHNER, ZAERZRAERSILARE NRE. AXUAI{E Jakarta RESTful Web Services
HEPLBRENEZSIFHAER, HS W FIALE B,

2.13. B#&iC3x RESTEASY PROVIDERS 1 INTERCEPTORS

RESTEasy it5k DEBUG H&ILRI P ARMEFNESES, EaLEAUTER CLI 45
A5 RESTEasy #XMImAE B&ES0 -
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/subsystem=Ilogging/console-handler=CONSOLE:write-attribute(name=level,value=ALL)
/subsystem=Ilogging/logger=org.jboss.resteasy:add(level=ALL)
/subsystem=Ilogging/logger=javax.xml.bind:add(level=ALL)

/subsystem=Ilogging/logger=com.fasterxml.jackson:add(level=ALL)

2.14. RELE

2.14.1. SIEHIAN B2

FEBRSNSENRRANEESCAY, THRAMHEREHMEREN HTTP BRL

EOIBR S EMASREN, SS0I8—NrE @Provider SEBEH 5Ll ExceptionMapper #0O/3K,

THR—IFERNERTRH :

@Provider
public class EJBExceptionMapper implements ExceptionMapper<javax.ejb.EJBException> {
public Response toResponse(EJBException exception) {
return Response.status(500).build();

}
}

HEIM7EMEISR, TI7E resteasy .providers context-param FFEFIHFE web.xml 3cEd, =
HLmR A ET ResteasyProviderFactory 233,

2.14.2. EEABHEHIH
& 2.2. AT

/17, 8 HTTP 5 ek

BadRequestException 400 HRER KRB RIER, &
ARFR IR KA A B B0 ] R

UnauthorizedException 401 RN INREMER RESTEasy &F
AEEREREM, N5IxkeHE
RE,

InternalServerErrorException 500 PHERAR 55 2R 1.
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4 HTTP X85 fed

MethodNotAllowedException 405 RSB GEEAN HTTP ##/E8
Jakarta RESTful Web Services /5
%o

NotAcceptableException 406 %A Jakarta RESTful Web
Services /A A LLAE X Accept B
LA FI AR SR B,

NotFoundException 404 %% Jakarta RESTful Web

Services AR IEHEREE R/ T

N
Wivo

ReaderException 400 M MessageBodyReaders 8| % #]
FIEREHELAIANIE, MR
REEHTHEREN
ExceptionMapper, HEFIHTZ
WebApplicationException, |2k
WER T, RESTEasy £3&[E 400
K,

WriterException 500 MessageBodyWriters 5| 4 FIFF &
BIAHERGIANSLE, NRER
ERTHEREN
ExceptionMapper, HEHFIHTZ
WebApplicationException, |2k
IR, RESTEasy 23K[E 400
K,

JAXBUnmarshalException 400 Jakarta XML Binding 122 %
(XML #0 Jackson) HiHXAF
=, EHEIaTr
JAXBExceptions, LLIRFET BT
ReaderException,

JAXBMarshalException 500 Jakarta XML Binding 1R {12
(XML #1 Jackson) TEE ARHiH
LbRE, XagEaiia
JAXBExceptions, LRI BT
WriterException.

ApplicationException N/A AR EMNARERH R
H, HzirhAxs
InvocationTargetException #8
B, MRE—TATHEREMH
A4, AT EEIE K,

R N/A MEB RESTEasy iz Rl 3K,
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HiI5 HTTP X85 fed
LoggableFailure N/A REE RESTEasy 1% B0 K.
DefaultOptionsMethodException N/A MEAF R HTTP OPTIONS

F B %% Jakarta RESTful Web
Services 755%, RESTEasy &
b= SRR HEINIT A,

UnrecognizedPropertyException 400 % JSON #iEHE LN
Handler i, RESTEasy Jackson iR{tF2FF

5% — R 8,
2.15. &% JAKARTA RESTFUL WEB k%5 WEB IR%5

RESTEasy %z #¥ Jakarta RESTful Web IR55 7% LB @RolesAllowed. @PermitAll #1 @DenyAll
B, B2, Eu0AETAGRKRSYE, FeelihixXeFE,

2.151. BAETABANESY

BRUTSRECE web.xml XX, DSAETAGBKREZSHYE,

g

H
[=]

RN AEMA Jakarta Enterprise Beans, N AZRERTABNRZ LM,
Jakarta Enterprise Beans & 23 {$12#t2hsE, mIE RESTEasy,

77 RESTEasy Jakarta RESTful Web [R&5ERAETAGRNZ Y

1.
ARG AR T FF R AR web.xml XX,

£ < web-app> FRZERFFLLT <context-param > ZNELZ X4 eh,

<context-param>

<param-names>resteasy.role.based.security</param-name>
<param-value>true</param-value>
</context-param>
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{5/ <security-role> 17278 RESTEasy Jakarta RESTful Web Services WAR {4 {&
ANFAAR.

<security-role>
<role-name>ROLE_NAME</role-name>

</security-role>

<security-role>
<role-name>ROLE_NAME</role-name>

</security-role>

BAT A fa faiy Jakarta RESTful Web Services iz {7 4NRMIFRA URL #E4Ti510],

<security-constraint>
<web-resource-collection>
<web-resource-name>Resteasy</web-resource-name>
<url-pattern>/PATH</url-pattern>
</web-resource-collection>
<auth-constraint>
<role-name>ROLE_NAME</role-name>
<role-name>ROLE_NAME</role-name>
</auth-constraint>
</security-constraint>

LR R GE L ERECE.

<login-config>
<auth-method>BASIC</auth-method>
<realm-namex>jaxrs</realm-name>
</login-config>

ETAGNREMEENARERA, aa—4dENAR,

=~ ETFARNREEE

<web-app>

<context-param>
<param-names>resteasy.role.based.security</param-name>
<param-value>true</param-value>

</context-param>

<security-constraint>

<web-resource-collection>
<web-resource-name>Resteasy</web-resource-name>
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<url-pattern>/security</url-pattern>
</web-resource-collection>
<auth-constraint>
<role-name>admin</role-name>
<role-name>user</role-name>
</auth-constraint>
</security-constraint>
<login-config>
<auth-method>BASIC</auth-method>
<realm-namex>jaxrs</realm-name>
</login-config>
<security-role>
<role-name>admin</role-name>
</security-role>
<security-role>
<role-name>user</role-name>
</security-role>

</web-app>

2.15.2. A EREY" Jakarta RESTful Web RS

EEMEFBRY Jakarta RESTful Web RS, iH5eR U T4 -

FRETABHNERENE.

[ Jakarta RESTful Web Services Web IR A INEZ £33 %, RESTEasy LU TF# -

@RolesAllowed

X PR Bu LU Hi% k. A fa#BNE web.xml SXHHE L.
@PermitAll

FoVF web.xml X#-HE XBIFTA A B UL &,
@DenyAll

B % I R Ui,
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LT 2 A @RolesAllowed EFEIEE admin A LR Web IRSSHIRAI -

@RolesAllowed("admin")
@Path("/test")
public class TestService {

}
2.15.3. XEHEREMH

Jakarta RESTful Web [R5 & —1TATREARREHRNRZEERNHE
API, javax.ws.rs.core.SecurityContext SREA — A ERMEHTRE HTTP FAMAANEH. ©
ARTERENRIAFRERTEA AR :

public interface SecurityContext {

public Principal getUserPrincipal();
public boolean isUserlnRole(String role);
public boolean isSecure();

public String getAuthenticationScheme();

}

eI LLET FIA @ Context BN EEAFER. setter Hiksk BB AES kiR SecurityContext
£,

@Path("test")

public class SecurityContextResource {
@Context
SecurityContext securityContext;

@GET
@Produces("text/plain")
public String get() {
if (IsecurityContext.isUserlnRole("admin™)) {
throw new
WebApplicationException(Response.serverError().status(HttpResponseCodes.SC_UNAUTHO
RIZED)
.entity("User " + securityContext.getUserPrincipal().getName() + " is not
authorized").build());
}
return "Good user " + securityContext.getUserPrincipal().getName();
}
}

2.16. 5 ¥F LIRSS RESTEASY
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RESTEasy R& LIRSS BN HTTP hGRMEH 118, HTTP 2EF Y, BRMERS A,
HTTP 1.1 AR AXHES 202 Accepted R RIRSS 3R B AN kAR, B RTRKR,. B
BRSEIRS.

2.16.1. G AR S EERSS

1£ web.xml X5 RS EIERSS -

<context-param>
<param-name>resteasy.async.job.service.enabled</param-name>
<param-value>true</param-value>

</context-param>

2.16.2. BEEERF1Flk

A1 B A RESTEasy MR F LM E NS ERH,

g

H
[=]

ETAGHNREUTEESSHFLRSPER, EeTEgiEsiE. mRER
SHEVRS, NMNARFZEMZIURT web.xml STHHH) XML 7 EASRSCH,

B

HJR GET. DELETE fl PUT AAalLlRS A, {HXHIF T XEHEN HTTP 1146
A, BAXEFRMESXFEAR, TEILERSFTERENRE, BeilEsxERN IR
SRRSO FELEE,

asynch HiHSHATHEREG2THAA, FHERO 202 #32 s, URAERRL, H URLIERESEHS
SRR R AT B,

I POST http://example.com/myservice?asynch=true

EmEBRALRE T 202 #3% MR, BRE—MIERSL, H URL IEREGEAENRMNAIE, AL
BB RBIIN TR

77



Red Hat JBoss Enterprise Application Platform 7.4 FF % Web RSN R

HTTP/1.1 202 Accepted
Location: http://example.com/asynch/jobs/3332334

URI EALLTER :
I /asynch/jobs/{job-id} ?wait={milliseconds}|nowait=true

GET. POST #1 DELETE #{E"ILAfEt URL EH4T,

GET REME MmN, (MNR/EN5eR) MM Jakarta RESTful Web Services iR A%,
R¥ENALZAETKR, GET f:&[E] 202 Accepted MRS, JAA GET AMER{EL, HEitarLl
% R,

POST kMR BETEEAR, FFAEYFIL ST EMBRAF L,

Vi DELETE FzhFE{ELEASI,

k

N
p
;

il

HElEATIE R, ERBIIMREPRREFNFL, mEFHM DELETE,

L

GET #1 POST ##{F ¥ 2 wait 1 nowait EHSERE LEKFHFH A, MRKIEE wait S,
THRVFRENATY nowait=true, SRR, WIRFREFR, wait SBUZHNEAE L,

I POST http://example.com/asynch/jobs/122?wait=3000
RESTEasy ¥ ¥ mEHSBCk A HisiclElk.

I POST http://example.com/myservice?oneway=true

L miRAFRE 202 Accepted iR, {H:&AGIEEIL,
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al

FH R IRSHNECE S B A EM XM RESTEasy Asynchronous Job Service
Configuration Parameters Z4 d$kE!,

2.17. RESTEASY JAVASCRIPT API

2.17.1. XF RESTEasy JavaScript API

RESTEasy aJLA4BX JavaScript API, ©{#H AJAX AR Jakarta RESTful Web IRS5124F.
81 Jakarta RESTful Web Services FilRKXEBIF £ &5 m AR SO MRS JavaScript ¥R,
JavaScript XIR B &84 Jakarta RESTful Web Services % EEH.

@Path("foo")
public class Foo {

@Path("{id}")
@GET
public String get(@QueryParam("order") String order, @HeaderParam(""X-Foo") String
header,
@MatrixParam("colour") String colour, @CookieParam(""Foo-Cookie") String cookie) {

}

@POST
public void post(String text) {

}
}

LLUF JavaScript X5 A _EHIdh R Jakarta RESTful Web ARSS API :

var text = Foo.get({order: 'desc’, 'X-Foo': 'hello’, colour: 'blue’, 'Foo-Cookie': 123987235444});
Foo.post({$entity: text});

f8— JavaScript APl A AN RAER—SH, HbhE/ EHESE—1 Cookie. k. BERE.
BHRKRESH (RIBATS API SBUEHIRR) . X API SBEMMIEE, 1§50 RESTEasy
Javascript APl 3 K%,

2.17.1.1. J5 A RESTEasy JavaScript API Servlet

RESTEasy JavaScript API BKIAE [, RBLUTSE, @EidHEH web.xml XHEFHE,

FEX A G2 T TR A web.xml 3T,
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1£ web-app PRZEARRMELTFACE -

<servlet>
<servlet-name>RESTEasy JSAPI</serviet-name>

<servlet-class>org.jboss.resteasy.jsapi.JSAPIServiet</servlet-class>
</servlet>

<servlet-mapping>
<servlet-name>RESTEasy JSAPI</serviet-name>

<url-pattern>/</url-pattern>
</servlet-mapping>

2.17.1.2. Y48 AJAX #if
RESTEasy JavaScript APl s I FFIfa81E K. LU TFRILT NI —ERE :
=Pl : T &= RESTEasy JavaScript APl &)/ i REST &R

// Change the base URL used by the API:
REST.apiURL = "http://api.service.com"”;

// log everything in a div element
REST.log = function(text) {

jQuery("#log-div").append(text);
b

REST XMRBESUTEEREY :

apiURL : BiLi%i&} Jakarta RESTful Web Services root URL, FEiERiE KAt
JavaScript &/ im APl ThagfE,

log : X&) ThaE (FRFE) , LUEREM RESTEasy &/ APl HiE. MRERAE i

APl R EBSHATUERENNME, XREM.

Pl : i REST.Request () AEMERE UHEKME
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var r = new REST.Request();
r.setURI("http://api.service.com/orders/23/json");
r.setMethod("PUT");
r.setContentType("application/json");
r.setEntity({id: "23"});
r.addMatrixParameter("JSESSIONID", "12309812378123");
r.execute(function(status, request, entity) {
log("Response is " + status);

h;

2.18. AFEU R TBIER RESTEASY SPI

JBoss EAP 12t RESTEasy RS54t 0O(SPI), AT &R ResourceBuilder SIEMFRI T
BiE. EAEE Jakarta RESTful Web ARS5EBE T, RESTEasy {1 ResourceBuilder Jy Jakarta
RESTful Web RS FRAIBTTEIE, LETBIBRERHH S org.jboss.resteasy.spi.metadata H1i) 5o
#IE SPI E X, %2 ResourceClass #0 :

package org.jboss.resteasy.spi.metadata;

public interface ResourceClass

{String getPath();
Class<?> getClazz();
ResourceConstructor getConstructor();
FieldParameter[] getFields();
SetterParameter[] getSetters();

ResourceMethod[] getResourceMethods();

ResourcelLocator[] getResourceLocators();

RESTEasy fiifiid 124t ResourceClassProcessor O MR E & X TBIBER. UTFRHETR
TiXA SPI A -

package org.jboss.resteasy.test.core.spi.resource;

import org.jboss.logging.Logger;

import org.jboss.resteasy.spi.metadata.ResourceClass;

import org.jboss.resteasy.spi.metadata.ResourceClassProcessor;

import javax.ws.rs.ext.Provider;
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@Provider
public class ResourceClassProcessorimplementation implements ResourceClassProcessor {

protected static final Logger logger =
Logger.getLogger(ResourceClassProcessorimplementation.class.getName());
@Override
public ResourceClass process(ResourceClass clazz) {
logger.info(String.format('ResourceClassProcessorimplementation#process method
called on class %s",
clazz.getClazz().getSimpleName()));
String clazzName = clazz.getClazz().getSimpleName();
if (clazzName.startsWith('"ResourceClassProcessorEndPoint")
|| clazzName.equals("'ResourceClassProcessorProxy")
|| clazzName.equals("'ResourceClassProcessorProxyEndPoint")) {
return new ResourceClassProcessorClass(clazz);

}

return clazz;

}

{81/ ResteasyProviderFactory K FEMH B R E IR IRIEFNEHL Jakarta RESTful Web
R55 R, EIRVFERTATFEMEESRNEE RAREFRTBIESE, il :

[ B IR AR I E Ath BT IR AR E AL AR,

B HTTP .

&2t @Produces 3t @Consumes xR,

2.19. MICROPROFILE REST & /i

B

MicroProfile REST & i (UF AT MR, BATIhEET IRELNE LIRSS
ZoNH (SLA) wh, BHIpEEWREHFTE. AL, TEFRIEETHEHERTS
file XERATGEIIEEALER P RBIXARNIIE, HENKEFLAMBRMRGE
lleO

MB B X BATTIIEEFSEE BER, WSHAEE, T MishaB A IhEE
XFER,

JBoss EAP 7.4 2¥f MicroProfile REST &£ i 1.4.x, BT Jakarta RESTful Web Services
2.1 E/um API, LURELE T HTTP YA RESTful lRSHERIL £ 755%,. MicroProfile 258! Safe REST
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ZPimsE Y Java #O., FIF MicroProfile REST £/, el LMEA A HUTRIZHEBER Fimh A,

MicroProfile REST B/ i/5 M :

BEWAIER

S RaRER I AR

BRI AR

PRk A BRAAR

HRSS A LBk

ResponseExceptionMapper

Jakarta £ FSCHUKEUE AR

2.19.1. BWBEE

MicroProfile REST & Fim/5 oA f@fEh4, ©ih{ CORBA. Java zizrHE R (RMI).
JBoss L2 k%3 B M RESTEasy H5CiE, Hlin, EEHEIR :

@Path("resource")
public class TestResource {
@Path("test")
@GET
String test() {
return "test";
}
}

ijjln] TestResource 3 Jakarta RESTful Web fRESE4 AR E -
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Client client = ClientBuilder.newClient();
String response = client.target("http://localhost:8081/test").request().get(String.class);

{82, Microprofile REST &/ im@it B test () AERIIFEEMBEE :

@Path("resource")

public interface TestResourcelntf {
@Path("test")
@GET
public String test();

}

TestResourcelntf service = RestClientBuilder.newBuilder()
.baseUrl(http://localhost:8081/))
.build(TestResourcelntf.class);

String s = service.test();

£ EHId, il TestResource EMFATEEA TestResource Intf KNZESEARS, MFARH

service.test () A&,

LITFRHIZ TestResourcelntf 2R FEAIRRA -

@Path("resource")
public interface TestResourcelntf2 {
@Path("test/{path}")mes("text/plain")
@Produces("text/html")
@POST
public String test(@PathParam("path") String path, @QueryParam("query") String query,
String entity);
}

JiH service.test("p", "q", "e") HERTE—IT LKL TH HTTP ER -

POST /resource/test/p/?query=q HTTP/1.1
Accept: text/html

Content-Type: text/plain

Content-Length: 1

e

2.19.2. LR EaR9RR M
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TestResourcelntf service = RestClientBuilder.newBuilder()
.baseUrl(http://localhost:8081/))
.register(MyClientResponseFilter.class)
.register(MyMessageBodyReader.class)
.build(TestResourcelntf.class);

2.19.3. HLN/RER9FE BESERR

185401 LB 72 B bR O H N org.eclipse.microprofile.rest.client.annotation.RegisterProvider
T, £BFrEOSRN org.eclipse.microprofile.rest.client.annotation.RegisterProvider 3 f#, LA
AR MR -

@Path("resource")
@RegisterProvider(MyClientResponseFilter.class)
@RegisterProvider(MyMessageBodyReader.class)
public interface TestResourcelntf2 {
@Path("test/{path}")
@Consumes("text/plain")
@Produces("text/html")
@POST
public String test(@PathParam("path") String path, @QueryParam("query") String query,
String entity);
}

fEAEE: /=83 MyClientResponseFilter 2:H1 MyMessageBodyReader kIR A
RestClientBuilder.register () 7%,

2.19.4. Headers /= BAHIAE

IELUERLLT AR HTTP i RIgENRk -

B PRERP—NHRAESH

7 HA{E M org.eclipse.microprofile.rest.client.annotation.ClientHeaderParam 3%,

LFRBIETR T &iEbRk, AERHEAZER @HeaderValue HHAM— N ETRAESBERMAR -

@POST

@Produces(MediaType.TEXT_PLAIN)

@Consumes(MediaType.TEXT_PLAIN)

String contentLang(@HeaderParam(HttpHeaders.CONTENT_LANGUAGE) String
contentLanguage, String subject);
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LUFR#IE R T /M org.eclipse.microprofile.rest.client.annotation.ClientHeaderParam ;&% &
PRk

@POST

@Produces(MediaType.TEXT_PLAIN)

@Consumes(MediaType.TEXT_PLAIN)
@ClientHeaderParam(name=HttpHeaders.CONTENT_LANGUAGE, value="{getLanguage}")
String contentLang(String subject);

default String getLanguage() {
return ...;

}

2.19.5. fER 553 L1E IRk

org.eclipse.microprofile.rest.client.ext.ClientHeadersFactory BISCHIMIREGE, TUMEEHEA
bRk BIfE HiEK. BRIASEHI
org.eclipse.microprofile.rest.client.ext.DefaultClientHeadersFactorylmpl fhR[E— g, XLk
S HES2RNEEREY org.eclipse.microprofile.rest.client.propagateHeaders H5IHK, LUFR5E
#l{t ClientHeadersFactory £ O1898] :

£ Jakarta RESTful Web [R55i&Khif I ClientHeadersFactory LB B #iE A bR
@Context =B AE,

H1 Jakarta Contexts #1 Dependency Injection E## ClientHeadersFactory S:fl s 7 {&
A& 41 Jakarta Contexts #1 Dependency Injection BEEHLHI, BIEBTZIF @Inject 3
Ao

org.eclipse.microprofile.rest.client.ext.ClientHeadersFactory O E X IIF :

public interface ClientHeadersFactory {

/**

* Updates the HTTP headers to send to the remote service. Note that providers

* on the outbound processing chain could further update the headers.

* @param incomingHeaders - the map of headers from the inbound Jakarta RESTful Web
Services request. This will

* be an empty map if the associated client interface is not part of a Jakarta RESTful Web
Services request.

* @param clientOutgoingHeaders - the read-only map of header parameters specified on the

* client interface.

* @return a map of HTTP headers to merge with the clientOutgoingHeaders to be sent to

* the remote service.

*/
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MultivaluedMap<String, String> update(MultivaluedMap<String, String> incomingHeaders,
MultivaluedMap<String, String> clientOutgoingHeaders);

}

X ClientHeadersFactory # OB %{5 2, S ClientHeadersFactory Javadoc,

2.19.6. ResponseExceptionMapper

org.eclipse.microprofile.rest.client.ext.ResponseExceptionMapper X2 Jakarta RESTful Web
Services HE X M javax.ws.rs.ext.ExceptionMapper KM% i, thai 214, Exception
Mapper.toResponse () 7 EfFRS RimbEE A 5] % 8 Exception K¥#75 Response 3, Hl
ResponseExceptionMapper.toThrowable () 75Ef&E i LIEIH Response Kt h Exception
xX.

EA LA mFe sk A EA 5 RS ResponseExceptionMapper 2%, SR & A MM
ResponseExceptionMapper 3, ZRiAf ResponseExceptionMapper K& HEIMIL. BE R —4
WebApplicationException %,

2.19.7. Jakarta £ T SCHIKIE A SR

1£ MicroProfile REST &/ ih, &4 @RegisterRestClient 2 h{F )y Jakarta T SCHIKH
7 A Bjection Bjection Bjection Bjection Bjection Ban bR {EfaiEO, i :

@Path("resource")
@RegisterProvider(MyClientResponseFilter.class)
public static class TestResourcelmpl {

@Inject TestDataBase db;

@Path("test/{path}")
@Consumes("text/plain")
@Produces("text/html")
@POST
public String test(@PathParam("path’) String path, @QueryParam("query")
String query, String entity) {
return db.getByName(query);
}

}
@Path("database")

@RegisterRestClient
public interface TestDataBase {

@Path("")
@POST
public String getByName(String name);

}
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It4t, MicroProfile REST %/ ii<CHe )y TestDataBase ZXIRSS BIBR— 1%/ i, ik
TestResourcelmpl KB ER N, HE, B©ARAIEBAX TestDataBase K ELMEHEMNER, KERT
LIH T % @Reg- isterProvider 23 baseUri 124t :

@Path("database")
@RegisterRestClient(baseUri="https://localhost:8080/webapp")
public interface TestDataBase {

@Path("")

@POST

public String getByName(String name);

}

XA eI LLiji[n] TestDataBase BY=CE), Huhk 79 hitps:/localhost:8080/webapp, #£i48I LA 4
BIRHLUTREZEER -

I <fully qualified name of TestDataBase>/mp-rest/url=<URL>

i, LUFaSRAELRIGITF https:/localhost:8080/webapp i
com.bluemondiamond.TestDatabase Z895CHE :

I com.bluemonkeydiamond.TestDatabase/mp-rest/url=https://localhost:8080/webapp
2.20. %} COMPLETIONSTAGE X RIZ#F

Jakarta RESTful Web Services 2.1 #3632 $¥F#173 &[0 CompletionStage M @Suspended I
kFERRSHRRA

BATRAEREEITHA CompletionStage I, HREBRE{E. KRBT CompletionStage K&y
CompletionStage R F 2k EiFHkK :

fRiTaME, AR ERREE,
SESRUERER, SERENA ARG TRA AW —F,

LI T2 CompletionStage =% A ERA :

public class SimpleResource

{
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@GET
@Path("basic")
@Produces("text/plain")
public CompletionStage<Response> getBasic() throws Exception
{
final CompletableFuture<Response> response = new CompletableFuture<>();
Thread t = new Thread()
{
@Override
public void run()
{
try
{
Response jaxrs = Response.ok("basic").type(MediaType.TEXT_PLAIN).build();
response.complete(jaxrs);
}
catch (Exception e)
{
response.completeExceptionally(e);
}
}
b
t.start();
return response;
}
}

2.21. J"[& RESTEASY X #7 4 iH K4 REACTIVE RETURN K&

B

7B RESTEasy S {UFARATRM, BATGIIREF SIRELIE LRSS
i (SLA) w, BHINEEWEEHF7E. Hlt, AEFBRUEEIMEPEREN. X
BT AT LUE A P R BIXAFHIThE, FENSEFXMBRIRHRIGEEN

MBJAX FATGSEE e E WER, ESHAIEE T P MibthE AT ThEE
X R,

2.21.1. "l N R R
Jakarta RESTful Web Services 2.1 aI§ &, mIZ¥& &z, RESTEasy ML=k resteasy-

rxjava2 ZRFLUTFH#HEIEE -

io.reactivex.Single : 5 CompletionStage f8l, R NEHEZH—IBEAE.
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io.reactivex.Flowable : Implements io.reactivex.Publisher.

io.reactivex.Observable : 5 Flowable £{l, RREAFZRFKRESE, 1T6ETLLE HE
Subscription.request () SR3ZHIM &= FWEIH 773K,

MRS A resteasy-rxjava2, Ea]LLMIRSS 2ximbBHR G R BIX EHEHREY, HERF inhmEe
el

resteasy-rxjava2 BERZRLLT =K 2715 % Fim—MIA9 Singles. Oservables #1 Flowables :

org.jboss.resteasy.rxjava2.SingleRxInvoker

org.jboss.resteasy.rxjava2.FlowableRxInvoker

org.jboss.resteasy.rxjava2.0ObservableRxInvoker

2.21.2. HhERR RN &

RESTEasy SCHEHEZR, ZRFEHMBEIRNT R, RS SRm, HFiIRAERD CompletionStage KX
B, RESTEasy {#H org.jboss.resteasy.core.AsyncResponseConsumer EiJ{B, %
CompletionStage seBfa, ©2 VA CompletionStageResponseConsumer.accept () , ERNER
& BIEIE F .

RESTEasy & T %} CompletionStage M3z, Ffi1aILLUBT 1Rt —FfS B Se R EX RO
i, FZFYRE B K, f£ resteasy-rxjava2 I H, org.jboss.resteasy.rxjava2.SingleProvider
SCHfE org.jboss.resteasy.spi.AsyncResponseProvider<Single<?>> #0124t HLH -

public interface AsyncResponseProvider<T> {
public CompletionStage toCompletionStage(T asyncResponse);

}

B34 SingleProvider 3%, RESTEasy AILLHE—4 H %, FEi# CompletionStage
ResponseConsumer, Ai5{8f CompletionStageResponseConsumer ¥4 ¥ SR4&H, K4l
#h, L¥EAFRROFRNESNZE (40 Flowable ) B, RESTEasy iIH©, BEBBIRTHRAFFHLXE
& i, AsyncResponseConsumer B4 XHE, EHLRFEMHER,
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fitn, AsyncResponseConsumer.Async GeneralStreamingSseResponseConsumer 2B E LR
# SSE %, T3 A org.reactivestreams.Publisher.subscribe () Sef, HILEE—FhLEIZE
fRm X B, f : thgi 2%, M org.jboss.resteasy.spi.AsyncStreamProvider<Flowable>
BSEH, HE X AsyncStreamProvider, #I A :

public interface AsyncStreamProvider<T> {
public Publisher toAsyncStream(T asyncResponse);

}

£ resteasy-rxjava2 #dh, org.jboss.resteasy.FlowableProvider & Flowable 12 #tX 4L,

XENE, EIRSHm, EaLl@id Aiisk AsyncResponse Provider £ OABAXT Fisk
AsyncResponseProvider # O/ @ Provider BRI Htb o R BIM R, AWM EOBE—1
hik, ARENEEIRE S BN Publisher 2% CompletionStage (i) =HHAMA.

£& /i, Jkarta RESTful Web Services 2.1 12 T AN s R M=K -

¥ #F CompletionStage {5 javax.ws.rs.client.CompletionStageRxInvoker 3 CHSE
HE.

EEM SRR SN R T R -

public interface RxlnvokerProvider<T extends RxInvokers {
public boolean isProviderFor(Class<T> clazz);
public T getRxinvoker(Syncinvoker syncinvoker, ExecutorService executorService);

}

M RxIinvokerProvider J5, #&EaILL@d M javax.ws.rs.client.Invocation.Builder 753315k
RxInvoker :

I public <T extends RxInvoker> T rx(Class<T> clazz);
ERILAME R RxInvoker #HTHMA, LUREIE HMEsHK, Hiin

FlowableRxInvoker invoker =
client.target(generateURL("/get/string")).request().rx(FlowableRxInvoker.class);
Flowable<String> flowable = (Flowable<String>) invoker.get();
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RESTEasy J45Cj# RxInvokers IREt88 5 % FF, Hla, EMEIRFIM SingleProvider yA5EHE T
org.jboss.resteasy.spi.AsyncClientResponseProvider<Single<?>>, He
AsyncClientResponseProvider £ X CHLLTHEA :

public interface AsyncClientResponseProvider<T> {
public T fromCompletionStage(CompletionStage<?> completionStage);

}

2.21.3. #5hE i API

RESTEasy & X %7 RxInvoker B AERE, LAIRRBNEIN LR, &H
CompletionStageRxInvoker, CompletionStageRxInvoker S:ife Java 8 HI5RH SeEEX. ILEEORBA
TRELRITRATERERSHTENGE,

2.21.4. 4% 1iEdHR

MRBAEEHTLIRRENARERRTA, EURELRNRSTIESR. XHNEFRESTRE
xR B B IR T R S BA S i BB AR AR B A T AT S

BT IBRIPITR S, AT cast :

ContainerRequestContext to SuspendableContainerRequestContext AT pre #1 post
HRT i8R

ContainerResponseContext ¥4ty F F it g as B9
SuspendableContainerResponseContext,

X RO RALLEE A suspend () HEFHANTIESNIGTREOIRS . R R, TR
LR, RAEELTXNRPHRAUTEERZ —EFTRKE :

abortWith(Response) : & 1T 5235, A EM Response ;RO ik, XREATF
ContainerRequestFilter,

restore () :@ETFHAT—ANTiERERE T IERFERNTT,

Restore (AIJiE) :@d#tH%AERERPIEPITITIESRE. XBT VMG IERERS

0, FE=ATGHNRE.
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2.21.5. (K

LI 2 RESTEasy ' [&, ZiIFEMMAmEXIE, AfETMANEOJFHHRIMER Jakarta
RESTful Web ARS5VARE A, CIBHERY B HEHE CompletionStage #1 RxJava2 K& Single.
Observable 1 Flowable, LA TRHIEZRTY RESTEasy fCERAN{AI T4F -

=~ 1

@Path("")
public interface RxCompletionStageResource {

@GET

@Path("get/string")
@Produces(MediaType.TEXT_PLAIN)

public CompletionStage<String> getString();

}

@Path("")
public class RxCompletionStageResourcelmpl {

@GET

@Path("get/string")
@Produces(MediaType.TEXT_PLAIN)

public CompletionStage<String> getString() { ... }

}

public class RxCompletionStageProxyTest {

private static ResteasyClient client;
private static RxCompletionStageResource proxy;

static {
client = new ResteasyClientBuilder().build();
proxy = client.target(generateURL("/")).proxy(RxCompletionStageResource.class);

}

@Test
public void testGet() throws Exception {
CompletionStage<String> completionStage = proxy.getString();

Assert.assertEquals("x", completionStage.toCompletableFuture().get());

}
}

=~ 2:

public interface Rx2FlowableResource {
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@GET

@Path("get/string")
@Produces(MediaType.TEXT_PLAIN)
@Stream

public Flowable<String> getFlowable();

}

@Path("")
public class Rx2FlowableResourcelmpl {

@GET

@Path("get/string")
@Produces(MediaType.TEXT_PLAIN)
@Stream

public Flowable<String> getFlowable() { ... }

}

public class Rx2FlowableProxyTest {

private static ResteasyClient client;
private static Rx2FlowableResource proxy;

static {
client = new ResteasyClientBuilder().build();
proxy = client.target(generateURL("'/")).proxy(Rx2FlowableResource.class);

}

@Test
public void testGet() throws Exception {
Flowable<String> flowable = proxy.getFlowable();
flowable.subscribe(
(String o) -> stringList.add(o),
(Throwable t) -> errors.incrementAndGet(),
() -> latch.countDown());
boolean waitResult = latch.await(30, TimeUnit. SECONDS);
Assert.assertTrue("'Waiting for event to be delivered has timed out."”, waitResult);
Assert.assertEquals(0, errors.get());
Assert.assertEquals(xStringList, stringList);
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% 3= F% JAKARTA XML WEB RS

Jakarta XML Web BR555%E X 7 WSDL #1 Java Z [A|B9BREE, LA FiGR Web RS H X HBEiIHE,
JBossWS SCHE Jakarta XML Web fR%5 2.3, P Al ASE XRS5 AT RS HN BT XN Web IRS
FAEK.

3.1. {#1fl JAKARTA XML WEB fR55TE

LAF Jakarta XML Web Services 51T LESS1E JBoss EAP &Z1Thie : X T HelAF R553
M ErwmFL,

2 3.1. Jakarta XML Web Services fs 517 TE

Lo 50

wsprovide 4K Jakarta XML Web RS EHERTH, HRHHMEER, BTEEFAL.
wsconsume FRMRER (WSDL IR HE) , FARSSHBNE A HERLE, BTFE LM
THEFIHFXL.

AXEAXETENEZFHESE, 1§56 Jakarta XML Web Services TE,

3.1.1. fRS5 350U FF &% Skbg

RS J/IRFF & Web IR 6m=l, BRILLEREM Java 815 (Foh E&BHF %) = WSDL iR, BE
ESIEMARSS, #h Ll FHFX, MRXZ2—MHRSS, MEANAER, NTELMNAERRRIE
% BREAXFN— LIRS IMETRS. B2, MREEFLXRSHNEELTAR, ABL
M FRAESREME R, ERZTREAILUEE RN E,

R A L ARA -

8 471£M Jakarta Enterprise Beans 3 bean f2y Web RSS2 FF.

REGANERSS, FREFENEERSRH,

ETERAREA :
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BIA Web IRS5HCHE, EREBRIAFS AR iROFREYE.
AFHEB=AIEESRNIRSS, AN REEREHRBESE L

BB HETSCTF & B9 XML Z249F] WSDL BIBR%S.

{81/ wsprovide BIELZBHEEE

EZ5RI5 BN IENIRS A Java 15, AEEEHA Jakarta XML Web RS FBHITIRE. XL
TATFAEE CHENIRSERNER, FlM, EalBESuRELIREMFBEERNNEMAS. B2,
BARSMEAHENEIAE, HERFE @WebService FF,

XELRBIRR AAR— R -

package echo;

@javax.jws.WebService
public class Echo {

public String echo(String input) {
return input;
}
}

AL ERA RN EE, X217 JBossWS LEFEMME— Java K15, ESREN, SNEER WSDL
A HfM Java 1, # N wrapper 3£,

wsprovide TERNFEMR 24 MR I#4#E Jakarta XML Web Services T, b4, ©thaATHE
IRk S51R 4t WSDL 3X#, XelLL@it A -w i A wsprovide 3EIKEX :

$ javac -d . Echo.java
$ EAP_HOME/bin/wsprovide.sh --classpath=. -w echo.Echo

& WSDL £ 55— 4%} EchoService MARS :

<wsdl:service name="EchoService">
<wsdl:port name="EchoPort" binding="tns:EchoServiceSoapBinding">
<soap:address location="http://localhost:9090/EchoPort"/>
</wsdl:port>
</wsdl:service>

96


https://jakarta.ee/specifications/xml-web-services/2.3/

& 33 FF & JAKARTA XML WEB RS

MPHARIBEE, ZIRSRE L —1RE, echo:

<wsdl:portType name="Echo">
<wsdl:operation name="echo">
<wsdl:input name="echo" message="tns:echo">
</wsdl:input>
<wsdl:output name="echoResponse" message="tns:echoResponse">
</wsdl:output>
</wsdl:operation>
</wsdl:portType>

HEREN, EFAFEZTHIR., ERFENRFSERTBETHIMR SR,

AITE R B89 web.xml X#-H 5 ERE AR POJO s :

<web-app xmins="http://java.sun.com/xml/ns/j2ee"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://java.sun.com/xml/ns/j2ee http://java.sun.com/xml/ns/j2ee/web-
app_2_4.xsd"
version="2.4">

<servlet>
<servlet-name>Echo</servlet-name>
<servlet-class>echo.Echo</servlet-class>
</serviet>

<servlet-mapping>
<servlet-name>Echo</servlet-name>
<url-pattern>/Echo</url-pattern>
</servlet-mapping>
</web-app>

web.xml fF1#4 Java KIETLL AT OIE WAR :

$ mkdir -p WEB-INF/classes

$ cp -rp echo WEB-INF/classes/

$ cp web.xml WEB-INF

$ jar cvf echo.war WEB-INF

added manifest

adding: WEB-INF/(in = 0) (out= 0)(stored 0%)

adding: WEB-INF/classes/(in = 0) (out= 0)(stored 0%)

adding: WEB-INF/classes/echo/(in = 0) (out= 0)(stored 0%)

adding: WEB-INF/classes/echo/Echo.class(in = 340) (out= 247)(deflated 27%)
adding: WEB-INF/web.xml(in = 576) (out= 271)(deflated 52%)

RIEPTLLE WAR 2#8EFI JBoss EAP, X&TEMERHA wsprovide, Xf$4F WSDL., #REBE K
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Th, FEBEEFEARAXE, BNAEEERERGHAIA,

k

N
p 3
;

il

X FRIBHER Jakarta XML Web BRS5ERE, RILUAINZ AT4E BT 22FKEIERE
*0

{5/ wssume B8 TR

B Em TR L RBMZIRS MR EEFHE, HhaiE WSDL XHEMNSIMHSIEEXHE, ARG,
£ wssume TEJGEFENMERE, £RCEMM Java K, DURE L el ERR,

k

N
p 3
;

il

ws Consume TREATE Unix RZith HILAFS B 0] 5,

FRES AR WSDL 324, eTL RGBT IR SSHIET Java SEhE, Kk %50 {5555 ws Consume
LUREE &£ Java 8304, mAR{UR#Et Java K -

I $ EAP_HOME/bin/wsconsume.sh -k EchoService.wsdl

TRERTBMNERBXHAIAR :

5 3.2. BT
File 32073
Echo.java AR immiEO
EchoResponse.java FAF e R 5H 2 B9 wrapper bean
EchoService java {4t Jakarta XML Web RSS2 /7 im {3
Echo_Type.java AT 1EKE 2 H wrapper bean
ObjectFactory.java Jakarta XML Binding XML Registry
package-info.java Jakarta XML Binding ¥4 & X @09 E A
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RAERS = QLR RLLES EAhFMEHRPERSE, BelHEIR—&8R,

@WebService(targetNamespace = "http://echo/", name = "Echo")
@XmlSeeAlso({ObjectFactory.class})
public interface Echo {

@WebMethod
@RequestWrapper(localName = "echo", targetNamespace = "http://echo/", className =
"echo.Echo_Type™")
@ResponseWrapper(localName = "echoResponse", targetNamespace = "http://echo/",
className = "echo.EchoResponse™)
@WebResult(name = "return”, targetNamespace = "")
public java.lang.String echo(
@WebParam(name = "arg0", targetNamespace = "")
java.lang.String arg0
);
}

BRTTaz AR eIME—ER A 2L HeR, MERLUEA LRREHE.,

package echo;

@javax.jws.WebService(endpointinterface="echo.Echo")
public class Echolmpl implements Echo {
public String echo(String arg0) {
return arg0;
}
}

3.1.2. B/ I A SRR

HEFAHRE P al, SUET R Web IRSSHODBHIES. Web REFFERZESAEB RPC iR
55, BMEXERRS AT LALLXFAREM, AEFNEARTLUEELX—=, 2 CORBA 1 RMI, Web RS
TR BERERENEI R, FHEHRIESS Web IRSZXEME AR TEMAENLSE, &
ERENRERS LIZTT, FEEAEANEREESHE. Rit, RS REEmARS S LRES
BE, - NMNYEANHMRMKRESRAE L. NMRETEARRA, ENRETER/ILEE, BLER
NfER Web BR%5. BT LA, BIERAA LM FNAEFAE in, BER A iRER—RS S Lz
fTth2mit,

{5/ wssume B8 TR
ATEE TIREHB[HLT—THNHERE, HeERATEEHEMN WSDL, X277 soap :address (01T

=) RRIEMIE, ZEESSBNITHE, MAKE, W% WSDL PFsh%iXME, BEL/NLRE
IETARIRE TR,

=~fl : BEFE WSDL i soap:address
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<wsdl:service name="EchoService">
<wsdl:port name="EchoPort" binding="tns:EchoServiceSoapBinding">
<soap:address location="http://localhost.localdomain:8080/echo/Echo"/>
</wsdl:port>
</wsdl:service>

81/ ws Consume HEBEH WSDL 4B Java %,
I $ EAP_HOME/bin/wsconsume.sh -k http://localhost:8080/echo/Echo?wsdl

7R EchoService.java XM {Fif MAIREX WSDL HIfIE.

@WebServiceClient(name = "EchoService",
wsdlLocation = "http://localhost:8080/echo/Echo?wsdl",
targetNamespace = "http://echo/")

public class EchoService extends Service {

public final static URL WSDL_LOCATION;

public final static QName SERVICE = new QName("http://echo/", "EchoService");
public final static QName EchoPort = new QName("http://echo/", "EchoPort");

@WebEndpoint(name = "EchoPort")
public Echo getEchoPort() {
return super.getPort(EchoPort, Echo.class);

}

@WebEndpoint(name = "EchoPort")
public Echo getEchoPort(WebServiceFeature... features) {
return super.getPort(EchoPort, Echo.class, features);
}
}

WEAR W, MAERREIZET BT Jakarta XML Web Services javax.xml.ws.Service FEEEZR Fim A
OR. BRAEALEREER RS, BXERYSS, BRI ERUEERER. A8
getEchoPort () A%, BRERBIFNRSSWm=EONSES, KRG, wILLGEA R EIREEOJE R A&k
FA{EfT Web BRI,
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B

AES| B4 M ABREE WSDL URL, X2SBEREHIE Service SR %%
/0, R, FERAEEEFNABIA LN T8, sEEAHESRMN URL RAKIZHtEn
WSDL firi&,

MBI EE i

import echo.*;
public class EchoClient {
public static void main(String argsl]) {
if (args.length !'=1) {
System.err.printin("usage: EchoClient <message>");

System.exit(1);
}

EchoService service = new EchoService();

Echo echo = service.getEchoPort();
System.out.printin("Server said: " + echo.echo(args0));

& el L@t 1% & ENDPOINT_ADDRESS_PROPERTY, 7E2{Th BEoUR{FMimmitbht, TR :

EchoService service = new EchoService();
Echo echo = service.getEchoPort();

/* Set NEW Endpoint Location */

String endpointURL = "http://NEW_ENDPOINT_URL";

BindingProvider bp = (BindingProvider)echo;
bp.getRequestContext().put(BindingProvider.ENDPOINT_ADDRESS PROPERTY,
endpointURL);

System.out.printIn("Server said: " + echo.echo(args0));

3.2. JAKARTA XML WEB Bk 55 st

3.2.1. =F Jakarta XML Web BR%5 %2

Jakarta XML Web Services Web RSS2 Web IRSMIRS B[ A#H., B imfE M Web RS #
RN AT RVTAML(SOAP)M XML iES@d HTTP Ml 5 H@EE., inmAFEET JBoss EAP &%
i,
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ALLEF L FH AR 2z — 08 WSDL #i5RFF -
FhYRE WSDL R %F.

[ Jakarta XML Web BR55:3%:, B0 WSDL #dbff, X208 WSDL b fris 5
AAE,

IS ST A Jakarta XML Web Services SFEHIBERIRS . IRSB[IBENEMRFFATH WSDL #
XWMRER, HE iREA. A marshalling fl unmarshalling ¥9ZkZE Jakarta XML Binding iR
%o

mmA BT aER Plain Old Java Xf & (POJO)sk Jakarta EE Web N, #EiAaILUfER Jakarta
Enterprise Beans 3 TIKAR1E Bean AFimm. ©ITEK Web & (WAR)XH. T Sim=lHISEE
Jakarta Web Services JtEIBHE 2.1 thiE X,

Pl : POJO s

@WebService
@SOAPBiInding(style = SOAPBinding.Style.RPC)
public class JSEBean {

@WebMethod

public String echo(String input) {

}..
}

Bl - Web BRS5 =

<web-app ...>
<servlet>
<servlet-name>TestService</servlet-name>
<servlet-class>org.jboss.quickstarts.ws.jaxws.samples.jsr181pojo.JSEBean01</servlet-class>
</servlet>
<servlet-mapping>
<servlet-name>TestService</servlet-name>
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<url-pattern>/*</url-pattern>
</servlet-mapping>
</web-app>

LLUF Jakarta Enterprise Beans 3 TIRA K1 Bean fLf2EO0 LA THENAZE, MU Kkinaig
k.

@Stateless
@Remote(EJB3Remotelnterface.class)

@WebService

@SOAPBiInding(style = SOAPBinding.Style.RPC)

public class EJB3Bean implements EJB3Remotelnterface {
@WebMethod
public String echo(String input) {

}
}

R 354 = RO

Jakarta XML Web BR55:@ & SCHE Java fRS5 G =8 O(SEl), ©RILAM WSDL imOKR (G
FEE) Mgt bk SEI R T — ALK, RBET Java S REHE XML Rz RINFEHER.

b R RO

HEFERBERT, Jakarta XML Web IRS5SREREBE XML HBZ LEF, hx REERF REALHE
B Web ARS5i=#LIEThEE.
= Rl =

#E Web IR/, ErLMER WSDL fIBHHEFR, XE2NARFNEG, A5, SRR AL
[ ¥ s SR FF B TAF o

3.2.2. AL HITRE Jakarta XML Web BR 55 =2

Jakarta XML Web fR55inm 2 — IR [imALE, mipskB Jakarta XML Web RS5%E F imiiE 3K,
H B E %% WSDL & X

AXM{aIFF % Jakarta XML Web Services imm N ARFETIESRD, EES MW JBoss EAP MiHrEILL
THEAI :

103



Red Hat JBoss Enterprise Application Platform 7.4 FF % Web RSN R

[ ]
jaxws-addressing
[ ]
jaxws-ejb
[ ]
jaxws-pojo
[ ]
jaxws-retail
[ ]
wsat-simple
[ ]
wsba-coordinator-completion-simple
[ ]
wsba-participant-completion-simple
FFRER

Web RS w7 B Jakarta XML Web Services API 1 Jakarta Web Services JcEIEHISE 2.1 Hi5E
MEK,

© 83 javax.jws.WebService T,

A A ESEHROIEEERS Jakarta XML Binding 2.3 #1538 #2&.

LUF 2l RiX EEKE Web BRS55CHERH.

=Pl : Web ARSS Ll

package org.jboss.quickstarts.ws.jaxws.samples.retail.profile;

import javax.ejb.Stateless;

import javax.jws.WebService;

import javax.jws.WebMethod;

import javax.jws.soap.SOAPBinding;
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@Stateless

@WebService(
name = "ProfileMgmt",
targetNamespace = "http://org.jboss.ws/samples/retail/profile",
serviceName = "ProfileMgmtService")
@SOAPBiInding(parameterStyle = SOAPBinding.ParameterStyle.BARE)
public class ProfileMgmtBean {
@WebMethod
public DiscountResponse getCustomerDiscount(DiscountRequest request) {
DiscountResponse dResponse = new DiscountResponse();
dResponse.setCustomer(request.getCustomer());
dResponse.setDiscount(10.00);
return dResponse;

}
}

LUF2 L ProfileMgmtBean bean fEF# DiscountRequest Xxfl, FRASEAN, &
&%, Jakarta XML Binding WENAERIEMM, FEEEE.

7$l : DiscountRequest

package org.jboss.test.ws.jaxws.samples.retail.profile;

import javax.xml.bind.annotation.XmlAccessType;
import javax.xml.bind.annotation.XmlAccessorType;
import javax.xml.bind.annotation.XmiType;

import org.jboss.test.ws.jaxws.samples.retail.Customer;

@XmlAccessorType(XmlAccessType.FIELD)
@XmIType(
name = "discountRequest",
namespace="http://org.jboss.ws/samples/retail/profile",
propOrder = { "customer™ }

)
public class DiscountRequest {

protected Customer customer;

public DiscountRequest() {

}

public DiscountRequest(Customer customer) {
this.customer = customer;

}
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public Customer getCustomer() {
return customer;

}

public void setCustomer(Customer value) {
this.customer = value;

}

TaiRE

KRB JAR BEP, IEATRHEMTTBIRE ML e HIIRSS = B O BRI, EaTLL
FAEE CLI HNEELFASEE JAR, 3 H HTTP iama B30I,

T&REXRT Jakarta Enterprise Beans Web fR55H JAR B &M -

$ jar -tf jaxws-samples-retail.jar
org/jboss/test/ws/jaxws/samples/retail/profile/DiscountRequest.class
org/jboss/test/ws/jaxws/samples/retail/profile/DiscountResponse.class
org/jboss/test/ws/jaxws/samples/retail/profile/ObjectFactory.class
org/jboss/test/ws/jaxws/samples/retail/profile/ProfileMgmt.class
org/jboss/test/ws/jaxws/samples/retail/profile/ProfileMgmtBean.class
org/jboss/test/ws/jaxws/samples/retail/profile/ProfileMgmtService.class
org/jboss/test/ws/jaxws/samples/retail/profile/package-info.class

3.3. JAKARTA XML WEB SERVICES WEB SERVICE % /i

3.3.1. A7 Jakarta XML Web BR%5 Web RS

IR T Web BRSSUmR (FEIZfEMA Jakarta XML Web ARS5EH) J&, &EaILLAH WSDL. It
WSDL s H T RIS Web IRS5BFEMEXRE M mNA. MAZTmE WSDL 45K Java fUISHIE 2O
Fi Web R35893 8, XELLTFHBALE :

Bl E P imta .
2.
FIRIRSS AR,
BIRE P m T
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HEUREmIT4E, EREQE WSDL SR, LT WSDL SRATFATHKER DR800,

LUFRBIHKI ProfileMgmtService.wsdl X#shEH It WSDL 5[,

<definitions
name="ProfileMgmtService'
targetNamespace='http://org.jooss.ws/samples/retail/profile
xmins="http://schemas.xmlsoap.org/wsdl/
xmlns:ns1='http://org.jboss.ws/samples/retail’
xmins:soap='http://schemas.xmlsoap.org/wsdl/soap/'
xmins:tns='http://org.jboss.ws/samples/retail/profile’
xmins:xsd='http://www.w3.0rg/2001/XMLSchema'>

<types>

<xs:schema targetNamespace="http://org.jboss.ws/samples/retail’
version="1.0' xmIns:xs="http://www.w3.0rg/2001/XMLSchema'>
<xs:complexType name='customer'>
<xs:sequence>
<xs:element minOccurs='0' name='creditCardDetails' type="xs:string'/>
<xs:element minOccurs='0' name='"firstName' type='xs:string'/>
<xs:element minOccurs='0' name='lastName' type='xs:string'/>
</xs:sequence>
</xs:complexType>
</xs:schema>

<xs:schema
targetNamespace='"http://org.jposs.ws/samples/retail/profile’
version='1.0'
xmlns:ns1='http://org.jboss.ws/samples/retail’
xmlns:tns='http://org.jposs.ws/samples/retail/profile’
xmlins:xs='"http://www.w3.0rg/2001/XMLSchema'>

<xs:import namespace='http://org.jboss.ws/samples/retail’/>
<xs:element name='getCustomerDiscount’

nillable='true' type='tns:discountRequest'/>
<xs:element name='getCustomerDiscountResponse’

nillable='true' type='tns:discountResponse'/>
<xs:complexType name='discountRequest'>

<xs:sequence>
<xs:element minOccurs='0' name="customer' type='ns1:customer’/>

</xs:sequence>
</xs:complexType>
<xs:complexType name='discountResponse'>
<xs:sequence>
<xs:element minOccurs='0' name="customer' type='ns1:customer’/>
<xs:element name='discount' type='xs:double'/>
</xs:sequence>
</xs:complexType>
</xs:schema>
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<fypes>

<message name='ProfileMgmt_getCustomerDiscount'>
<part element="tns:getCustomerDiscount' name='getCustomerDiscount'/>
</message>
<message name='ProfileMgmt_getCustomerDiscountResponse'>
<part element='tns:getCustomerDiscountResponse’
name='getCustomerDiscountResponse'/>
</message>
<portType name='ProfileMgmt'>
<operation name='getCustomerDiscount’
parameterOrder='getCustomerDiscount'>

<input message='tns:ProfileMgmt_getCustomerDiscount'/>
<output message="tns:ProfileMgmt_getCustomerDiscountResponse'/>
</operation>
</portType>
<binding name='ProfileMgmiBinding' type="tns:ProfileMgmt'>
<soap:binding style='document’
transport="http://schemas.xmlsoap.org/soap/http'/>
<operation name='getCustomerDiscount'>
<soap:operation soapAction="/>
<input>

<soap:body use=iteral/>
</input>
<output>
<soap:body use=iteral/>
</output>
</operation>
</binding>
<service name='ProfileMgmtService'>
<port binding="tns:ProfileMgmiBinding' name="ProfileMgmtPort'>

<!-- service address will be rewritten to actual one when WSDL is requested from running
server -->
<soap:address location="http://SERVER:PORT/jaxws-retail/ProfileMgmtBean'/>
</port>
</service>
</definitions>

k

N
p 3
;

il

NREAEF Jakarta XML Web BRS5EBREOIE Web IRSSm=, NSB3h4ER WSDL
&R, RAEEH URL, EaLLE T S E Runtime. EESEAMIRS . 1%EEE Web IR
%5, REkFFE meckFik URL,

wsconsume.sh = wsconsume.bat TEfAF#EHAMKXASRE(WSDL), FHERFHEN Java RHIE LS
Mm%, % TEAT EAP_HOME/bin/ B#,

I $ ./wsconsume.sh --help
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WSConsumeTask is a cmd line tool that generates portable JAX-WS artifacts from a WSDL file.

usage: org.jboss.ws.tools.cmd.WSConsume [options] <wsdl-url>

options:
-h, --help Show this help message
-b, --binding=<file> One or more JAX-WS or Java XML Binding files
-k, --keep Keep/Generate Java source

-c --catalog=<file> Oasis XML Catalog file for entity resolution

-p --package=<name> The target package for generated source

-w --wsdlLocation=<loc> Value to use for @WebService.wsdlLocation
-0, --output=<directory> The directory to put generated artifacts

-s, --source=<directory> The directory to put Java source

-t, --target=<2.0|2.1|2.2> The JAX-WS target

-q, --quiet Be somewhat more quiet

-v, --verbose Show full exception stack traces

-l, --load-consumer Load the consumer and exit (debug utility)

-e, --extension Enable SOAP 1.2 binding extension

-a, --additionalHeaders  Enable processing of implicit SOAP headers
-n, --nocompile Do not compile generated sources

LUFep4 M ProfileMgmtService .wsdl 3X#F4 Btk h 51 Y source. java X#F, RERKESHE
KGN, ZEEREE -p SBUERE.

[user@host bin]$ wsconsume.sh -k -p org.jboss.test.ws.jaxws.samples.retail.profile
ProfileMgmtService.wsdl
output/org/jboss/test/ws/jaxws/samples/retail/profile/Customer.java
output/org/jboss/test/ws/jaxws/samples/retail/profile/DiscountRequest.java
output/org/jboss/test/ws/jaxws/samples/retail/profile/DiscountResponse.java
output/org/jboss/test/ws/jaxws/samples/retail/profile/ObjectFactory.java
output/org/jboss/test/ws/jaxws/samples/retail/profile/ProfileMgmt.java
output/org/jboss/test/ws/jaxws/samples/retail/profile/ProfileMgmtService.java
output/org/jboss/test/ws/jaxws/samples/retail/profile/package-info.java
output/org/jboss/test/ws/jaxws/samples/retail/profile/Customer.class
output/org/jboss/test/ws/jaxws/samples/retail/profile/DiscountRequest.class
output/org/jboss/test/ws/jaxws/samples/retail/profile/DiscountResponse.class
output/org/jboss/test/ws/jaxws/samples/retail/profile/ObjectFactory.class
output/org/jboss/test/ws/jaxws/samples/retail/profile/ProfileMgmt.class
output/org/jboss/test/ws/jaxws/samples/retail/profile/ProfileMgmtService.class
output/org/jboss/test/ws/jaxws/samples/retail/profile/package-info.class

java B X#HHIE SR .class XHEBEREIEZT B BXh Kt/ BxXh,

5 3.3. wsconsume.sh | T # ik
File £

ProfileMgmt.java AR S5im O,
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File ik

Customer.java BE L BHERE.

discount.java BE L BHERE.
ObjectFactory.java Jakarta XML 487 XML M.
package-info.java Jakarta XML Binding ¥ & 3F .
ProfileMgmtService.java ARSI

wsconsume 4 ERATA BE X EIEER (Jakarta XML Binding SERM2) . RS iR =EOMR
FIT K, XETHRATFHE Web IR E L.

&R Stub

Web IR55 % F i fE AR SS PR RIZAULEE Web IRSSTHARIFAER. X FE MM, Web IRFH
RROTFHAREMEMLSSHE, EXFERT, RSm=EORSSEN, RST KT etvi
MRS R,

LUFRGIE LB —1 R WSDL fiEfMIRSAHMIRS T, #ETk, ©fFEH wsconsume i
BRSSO R RIR S FR. =G, rTLUREMEML S5O —FERFR,

#ERILATE JBoss EAP EER{EHIA h BRI 289 WSDL URL, #ERILLGE T SMiE] Runtime, i
ERMERS. EF Web IRSS, AEER kB URL,

import javax.xml.ws.Service;

[...]

Service service = Service.create(

new URL("http://example.org/service?wsdl"),
new QName("MyService")

);

ProfileMgmt profileMgmt = service.getPort(ProfileMgmt.class);
// Use the service stub in your application
3.3.2. A& Jakarta XML Web [R55%& Fimi 2R
E G Jakarta XML Web RS imsuBEFER T, KimaiBEL Java IR 7 B3$. AXT

iR MK, AEMEMLEFEANER, HEE JBoss EAP 1851 Javadocs I BMEXER L.
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Bl

IR35 B—Fih%k, L& WSDL R%5. WSDL IRSZ2MEXImOANES, &HASBEAERIREHUHHRO
KRBV E B s itk

WE, HMNIIAH WSDL SREMERAHGFRE, RFSEM. ATLLRETEREMNLER =M WSDL
URL 3RHEX WSDL &f&, thalLAfEf EAP_HOME/bin/ B3%H8 wsprovide T B M s J R B,

XHRBRZEEHR ESAA. EXFERT, EZOIE Service RESLHI, ©IEHAH stubs 2
— I,

1RA I LUEF Service.create AiEFoIOIEIRS . X#AEIARA,

A
G NG

Jakarta XML Web Services EFmIESAHREEESH WSDL §F. XaILL@E T HE T REERR,
& LI Jakarta XML Web Services Ui s {8 FHIERfR Jakarta XML Web Services 3 f#4 .

HEERHBEIR, AR EAP_HOME/bin ha &M wsconsume TE, TEJF WSDL URL XX
HECASH, FHERSANXHE, ILEXHEHE—NBxRWh, KKRERN RSH RBNEXHED N eEN
_Service.java 1 _Service.class,

ATERRLCEEEERNM A HEESR, —NEESH, F—1TEERISE. IHIMSELIIREK
WSDL f{ifi&( java.net.URL)#1fR 55 % #R( javax.xml.namespace.QName),

no-gument fJEREREFHAN, EXMERT, WSDL AiEMRSS AFFAE WSDL h#Fl, &1l
M @WebServiceClient BRI E, ZEBERA TR ERNE,

@WebServiceClient(name="StockQuoteService",
targetNamespace="http://example.com/stocks",
wsdlLocation="http://example.com/stocks.wsdl")
public class StockQuoteService extends javax.xml.ws.Service
{

public StockQuoteService() {

super(new URL("http://example.com/stocks.wsdl"), new

QName("http://example.com/stocks”, "StockQuoteService™"));

}

public StockQuoteService(String wsdlLocation, QName serviceName) {
super(wsdlLocation, serviceName);
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B 4] MR 553K B O LA K el 75 1% im0 £ R R 4ERNEYS, 15554 Dynamic Proxy, &Xu{oi&E
B XML B30 Ei=k AR SOAP HEM XML RRMiFTE, 1555 Dispatch,
shA A

EHASERT, F2E4ER stubs, kR, Web IRSS%E M nmfEiA Service.create 753%3E & IRSS
SCfl, LATFARHES A BB T it iR,

URL wsdlLocation = new URL("http://example.org/my.wsdl");
QName serviceName = new QName("http://example.org/sample”, "MyService");
Service service = Service.create(wsdlLocation, serviceName);

A IBF2F Resolver
Jakarta XML Web Services J3H2A0EER (AL EER) RERFHBHIER, XLEOEEREY
BT Jakarta XML Web [R55:21T0 REiMIThEE. Service SEfli@id—*f getHandler Resolver #

setHandlerResolver 7 3%&124t% Handler Resolver BIiji[a], Si1aIMESMRS. S0 mOHHIUER
ERE R E —HABER.

LIRSS CHItIECE Sk Dispatch SN, HaEiFEMELRZRSHAEBEF BTSSR ERE
8%, X4 Service SLHIEcEMN M SR EITAR N ELL B RAA 22N 2 sl i S, Dispatch 261 LAY
ERFRRE,

iR

BRSS SEHIRTLAfEF java.util.concurrent.Executor B2, Executor ViR i KEERIZS O]
. setExecutor #l getExecutor JArILUER MK FR MRS ECER Executor.
PR

hARBREMER RS PIRENEF—1 getPort ik MEFIRLESLHl, portName 5ERSERK
WSDL i OM&FR, serviceEndpointinterface 15 SIS AR B L HIZ HMNIR S im0,

public <T> T getPort(QName portName, Class<T> serviceEndpointinterface)
public <T> T getPort(Class<T> serviceEndpointinterface)

RS mBEO@EFEA ws Consume TEAR, ZTE fi#r WSDL FMAGIE Java 3K,

RS T RO O typed ik, XEFHEHRSREISCHE SEI MEhERE, HSLUTRA.
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@WebServiceClient(name = "TestEndpointService", targetNamespace =
"http://org.jboss.ws/wsref",
wsdlLocation = "http://localhost.localdomain:8080/jaxws-samples-webserviceref?wsdl")

public class TestEndpointService extends Service {

public TestEndpointService(URL wsdlLocation, QName serviceName) {
super(wsdlLocation, serviceName);

}

@WebEndpoint(name = "TestEndpointPort")
public TestEndpoint getTestEndpointPort() {
return (TestEndpoint)super.getPort(TESTENDPOINTPORT, TestEndpoint.class);
}
}

@WebServiceRef

@WebServiceRef I BB T X Web [RESHI51H. ©&E#E JSR 250 fE XK
javax.annotation.Resource FE AT R FTIERER, 5iX8FMXINA Jakarta EE #1F Jakarta
Annotations 1.3 #35,

&0l LME R B3k B SR B £ B Service KB, EAHIH, type #l value TtHREBEI
4K Service KKRY, b4, MRS ARB ol LLE Pk A BAHERT, WHZGERRNN A
B, MRBHETRAEEES Object.class MEIAE, BARRHTMN, MEILEHEER, NE
s ERIEBIAEETE type Ttk

Ee L ERTRE KRR SEI MEIH, EXFERT, mEAILMERNFERS AR
WS MR EL, N type stRaTHER (BAREE) FRARIAME. B2, value TTHRUIMIRAELE
HIIRERMIRSEER, X2 javax.xml.ws.Service BIFKE, wsdlLocation TTHRIFESR
5| AIRS KM @WebService SEBEHIEERN WSDL fiiEEE.

public class EJB3Client implements EJB3Remote

{
@WebServiceRef

public TestEndpointService service4;

@WebServiceRef
public TestEndpoint port3;

}

Sic

XML Web BRS5fF XML 38 S Eim R HEM R Fimz A TR{E, Zin=aiBEE Jakarta EE B33
i, XML HEfFEH % Simple Object Access Protocol(SOAP)H XML i5S. Jakarta XML Web fRS5
APl HNim s ME Fimid 4t T aE S & XM SOAP EEMHLE. marshalling 2% Java X ®ik#h
SOAP XML HEMI T2, 2R SOAP XML H2F#HE Java M RITE,
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HERERAT, ERFEVINIRE SOAP HEAXE, MARKMMNLER, Dispatch KiZ#titThae, 2#c

DpMpERER—z1T, BUTE—FEEH -

=]

BHERERSHEFEA TR, S 2—MRAX, RMEMEENHEB S0 RAR M SR AN H.

[}
javax.xml.ws.Service.Mode.MESSAGE - it 15R% - um N FH B 3 AR e T Ui B95H
B4, 5 SOAP thilAE—AR, ZrimiMARFERES SOAP HRESTIE.
[}

javax.xml.ws.Service.Mode.PAYLOAD - It & FimsE s B EA A S, flm, mR
5 SOAP thilAEREMHER, ZFimhNAEFGLE SOAP EXHMANE, MAZEA SOAP H

/Cho

S B2—MESS API, EXREFIRISHEHEREIET XML, FH 88T &ML R H

Service service = Service.create(wsdIURL, serviceName);
Dispatch dispatch = service.createDispatch(portName, StreamSource.class, Mode.PAYLOAD);

String payload = "<ns1:ping xmins:ns1="http://oneway.samples.jaxws.ws.test.jboss.org/'/>";
dispatch.invokeOneWay(new StreamSource(new StringReader(payload)));

payload = "<ns1:feedback xmins:ns1="http://oneway.samples.jaxws.ws.test.jboss.org/"/>";
Source retObj = (Source)dispatch.invoke(hew StreamSource(new StringReader(payload)));

SS A

BindingProvider # O FRIZHE Fim el A AN EN A S, ©HAESCHEE, 8 Dispatch

NE/N:R

BindingProvider ScHInRERIR It H 2 EThRE. R REFMAEFAR S BindingProvider S£6i4

B, BEEARABEHWN LT, 8Kk, L Response £ O # HIRENME T3,

public void testinvokeAsync() throws Exception {

URL wsdIURL = new URL("http://" + getServerHost() + ":8080/jaxws-samples-asynchronous?
wsdl");

QName serviceName = new QName(targetNS, "TestEndpointService");

Service service = Service.create(wsdIURL, serviceName);

TestEndpoint port = service.getPort(TestEndpoint.class);

Response response = port.echoAsync("Async");

// access future

String retStr = (String) response.get();

assertEquals("Async", retStr);

}

@O0Oneway Invocations

@Oneway FEERRATE Web HEFARMAHER, BFRROEMHHEES, @%, @Oneway HiLfE

AT AR AL, FHERIZAER BRI AR A,
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@WebService (hame="PingEndpoint")
@SOAPBinding(style = SOAPBinding.Style.RPC)
public class PingEndpointimpl {

private static String feedback;

@WebMethod

@Oneway

public void ping() {
log.info("'ping");
feedback = "ok";

}

@WebMethod

public String feedback() {
log.info("'feedback");
return feedback;

}
}

i AciE
FF AR EMEES HTTP E RGBTV FFHEBCE R NE P i@, B—1=2

javax.xml.ws.client.connectionTimeout, 4 IllZ javax.xml.ws.client.receiveTimeout, EA~LL

EWHRMRT, EREEN TR

public void testConfigureTimeout() throws Exception {
//Set timeout until a connection is established
((BindingProvider)port).getRequestContext().put("javax.xml.ws.client.connectionTimeout",
HGOOO");

//Set timeout until the response is received
((BindingProvider) port).getRequestContext().put("javax.xml.ws.client.receiveTimeout",
"1000");
port.echo("testTimeout");
}
3.4. Bidi& WEB [R5 FXRE5E

JBossWS H#E4FE Web IRS5imm0E, 3Bt webservices FR5iivfit?s JBoss EAP, F%%:
TG E A 0 0 st i R SR IR R

AR 3523 A A A E S PR EL T BB Web IRS5 T3R50, ©EE LM TUE X< HE P imicE.

<subsystem xmins="urn:jboss:domain:webservices:2.0">
<wsdl-host>${jboss.bind.address:127.0.0.1}</wsdl-host>
<endpoint-config name="Standard-Endpoint-Config"/>
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<endpoint-config name="Recording-Endpoint-Config">
<pre-handler-chain name="recording-handlers" protocol-bindings="##SOAP11_HTTP
##SOAP11_HTTP_MTOM ##SOAP12_HTTP ##SOAP12_HTTP_MTOM">
<handler name="RecordingHandler"
class="org.jboss.ws.common.invocation.RecordingServerHandler"/>
</pre-handler-chain>
</endpoint-config>
<client-config name="Standard-Client-Config"/>
</subsystem>

3.44. mmEkE

JBossWS il XA K S s L e XSG B EREBUE, Tl Mk =& AT Jakarta
XML Web Services & Fim#l Jakarta XML Web Services ik &, bmmAcE o LL2#E Jakarta XML
Web Services {MBEREME/HEMFH. IhEERE T —MEENAR, IRLOEERRNE Web IR
Simm ik Ed JBossWS 1 Apache CXF ARG /(EE M,

&I LL@T webservices FREIE X B EMmRRBERIEES. B Rk BEFRENRNEGHE
—B&#R. ARG, TLLEA org.jboss.ws.api.annotation.EndpointConfig S it s AciE o AcZA R E
BN S g Jakarta XML Web Services 55, BX SEkin=fiE MEZER, FSHIRERE,

2XA JBoss EAP ECE A H M FlE X Mk = ACE :

[
standard-Endpoint-Config & F %8 £ 2 Bo 8 s Ao & B s Be i,
[
Record-Endpoint-Config 2 — 1B E UinREEH, Hbaa—NiixoEiER.
Ay I Pt

A LMEAERE CLI ANHFinRAiE,

I /subsystem=webservices/endpoint-config=My-Endpoint-Config:add
BBt mACE

ERILMEAER CLI vin <A ERME/ EEMREA.

/subsystem=webservices/endpoint-config=Standard-Endpoint-
Config/property=PROPERTY_NAME:add(value=PROPERTY _VALUE)

A LU X iR micE M EEFRE EER.
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T B i s B i

B LMEAERE CLI lktm <A &,

I /subsystem=webservices/endpoint-config=My-Endpoint-Config:remove
3.4.2. BB

B mmBERH TS PRE s POST A BEFH#E XK. SMNMIERFETREEHE Jakarta XML Web
RS5FRANERR, MHBIUTHANGE, X TFHGES, FEEMARHE Jakarta XML Web BRS5 (41
@HandlerChain ¥¥) MiinEim=eEMLEREF I, YT PRE CEBEFELERE, POST 43
BEFECEBEEFAEGROCERFEIIT. NTAWHES, K224,

AR 55 25 HuhH 2

I Endpoint --> PRE Handlers --> Endpoint Handlers --> POST Handlers --> ... --> Client

IRS52BRAINHR

I Client --> ... --> POST Handlers --> Endpoint Handlers --> PRE Handlers --> Endpoint

IR

B LMERALUTER CLI s 4¥¥ POST A EBEFHERNEm R ECE S :

I /subsystem=webservices/endpoint-config=My-Endpoint-Config/post-handler-chain=my-post-handler-
chain:add

B LMEALTERE CLI 44 PRE A EEFHERMNEGREED :

I /subsystem=webservices/endpoint-config=My-Endpoint-Config/pre-handler-chain=my-pre-handler-
chain:add

BN EERFE
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{81/ protocol-bindings B X &% BRS8N,

/subsystem=webservices/endpoint-config=My-Endpoint-Config/post-handler-chain=my-post-handler-
chain:write-attribute(name=protocol-bindings,value=##SOAP11_HTTP)

MBFAXNEEFHEELERFIER, HS N handlers 4,

TR ERAR 5
IR LMERAERE CLI MR EERR5E,

/subsystem=webservices/endpoint-config=My-Endpoint-Config/post-handler-chain=my-post-handler-
chain:remove

3.4.3. A BEEF

Jakarta XML Web Services M BREFFMBIGCEREFHED, HEELBEEFENTLRESRT. BE
R, S8 5IABENER—MLEMNLH, BERMEEH
org.jboss.as.webservices.server.integration £HH K NEFRF A EER INE G EBER X,

AXTHALBERNSIZX, ESEH Handler Javadocs,

A ERER
A LERAUTER CLI s T EEFR MBI BERGE - EXIIRMEEEFNEETR,
/subsystem=webservices/endpoint-config=My-Endpoint-Config/post-handler-chain=my-post-handler-

chain/handler=my-
handler:add(class="com.arjuna.webservices11.wsarj.handler.InstanceldentifierinHandler")

AELEER
EaLMEAEE CLI Bt EEFNE,

/subsystem=webservices/endpoint-config=My-Endpoint-Config/post-handler-chain=my-post-handler-
chain/handler=my-handler:add(class="org.jboss.ws.common.invocation.RecordingServerHandler")

MR

BRI LAMEREE CLI MR EE R
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/subsystem=webservices/endpoint-config=My-Endpoint-Config/post-handler-chain=my-post-handler-

I chain/handler=my-handler:

3.4.4. XMyl sttt

THEES WSDL il dh % ik <soap:address> jt3&, WIHAERT AT A ENMERASAE

FimiaAR S5 2a ik,

TR T A thhaEAic ERIE -

Name

sk

modify-wsdl-address

wsdl-host

wsdl-path-rewrite-rule

wsdl-port

wsdl-secure-port

XANR/REREAHERMIEES IhEE,

% Et-wsdl-address % & 7 true £, <soap:address>HARRZ—1
AMH URL, JBossWS f& A ws dl-host #l wsdl- port =% wsdl- secure-
port {EEE URL,

% El-wsdl-address % & ) false B <soap:address> AR Z— 1A
H) URL I, JBossWS ~&2EE 1% URL, f#F <soap:address> URL,

¥4 <soap:address> BINE T2 —NEWH URL if, JBossWS REE
B, kit El-wsdl-address B4 B R4, MR EK-wsdl-address
% Htrue, 3B wsdl-host &&7E L SBAMBIZE N
jbossws.undefined.host, l{#MH <soap:address> URL IR A,
JBossWS £ EE <soap:address> Hi {15 K& EN.,

Y &t-wsdl-address % & E X JBossWS i, BRiA{E N true,

FFEE <soap:address> XA & IP ik, MR wsdl-host %E
jbossws.undefined.host, JBossWS 7£EE <soap:address> i {# &
KEHEN. RE XL wsdl-host I, JBossWS fFEFHBIME
jbossws.undefined.host,

L RIERTE LT SED &#idn 4w, 10 s/regexp/replacement/g, Bl
JBossWS #1%fBR S5 23 FF 4 T B9E <soap:address> URL BIREE R4
17, MEZRAEE L wsdl-path-rewrite-rule, JBossWS &R&EB &N
<soap:address> URL MIRIAEEZ A4, 4 EcK-wsdl-address % &N
false Iif, LtITRIGHEZARE,

HEBHUERE VISHATFEE SOAP it HTTP O, &N, @t
B O LW HTTP EESRNREIRMH HTTP im A,

BB LR E ISHETEE SOAP it HTTPS 50, &
M}, HTTPS i OH@d BB REMN HTTPS 25K EIRA,
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Name ik

wsdl-uri-scheme E MR % BREFEE <soap:address> B URI A3, B#{E ) http
0 https., BNEIRE T FHIRIE, HEBHRESE I CEHSITENS
%, wsdl-port #1 wsdl-secure-port s EERIAEEIRIBIE TS RE AR
HB9(E,

ER LERAEE CLI EimXEEd, A :

I /subsystem=webservices:write-attribute(name=wsdl-uri-scheme, value=https)
3.4.5. EHZITHER

5— Web IR mulid {2 #tn m L iRRRE AT, B NmRAIMEVSBERRENR. 81 Web RS
binsEE —1 Web £F32#1 WSDL URL, #ErILIMERAER CLI StERIEHIG U X LETNER.

LUTFEH CLI 85 £ T jaxws-samples-handlerchain.war & TestService s BFEA{E

J/Cho

/deployment="jaxws-samples-handlerchain.war"/subsystem=webservices/endpoint="jaxws-samples-
handlerchain:TestService":read-resource(include-runtime=true)
{
"outcome" => "success",
"result" => {
"average-processing-time" => 23L,
"class" => "org.jboss.test.ws.jaxws.samples.handlerchain.Endpointimpl"”,
"context" => "jaxws-samples-handlerchain”,
"fault-count" => OL,
"max-processing-time" => 23L,
"min-processing-time" => 23L,
"name" => "TestService",
"request-count" => 1L,
"response-count” => 1L,
"total-processing-time" => 23L,
"type" => "JAXWS_JSE",
"wsdl-url" => "http://localhost:8080/jaxws-samples-handlerchain ?wsdl"
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1z read -resource e include-runtime=true fra&, 455 RPRELETHEE
iHER. B2, BEiIAEH Web [RS5m=KE, EaILIERUTER CLI 457 Web IR
FmmiaRASiHE R,

I /subsystem=webservices:write-attribute(name=statistics-enabled,value=true)

IEA AT UM EEREE RS Runtime £ R EE Web IRF iR RBZ{TNER, AERAEREHANR
5548, EFE Web IRS5, REEFR.

3.5. P BeE P i HliE A E

AILLEE AT AR S BRSSP il R ACE -
A ERE (mR) =X API HEAZR RS E.
MEA R T B 515 EcAciE.

BEIAEERSRNEE.

3.5.1. EX\AE S C

BfMECE 2 EER F RIS Hin a B milF LA G, EERXRBNASES ISt
7, HEHSTETE webservices FREGiH,

3.5.1.1. B EEPERBRF

AILAE & Jakarta XML Web HR55% F e R SCHER) Jakarta EE A AT LAE & Tl B9 ZS /- vl
meEkERH, SEFENMARKRSNE S imE E S AE— N EBEWMB R SR, X2
alf£ EAP_HOME/docs/schema/schema/jbossws-jaxws-config_4_0.xsd i BIER e, aTUFE
BEWBF XA E TSR E M mhicE. 5 REVEREREN ARG SaPHE—NEH, &
B AR N AN MR RS E S w5 .

Bl AN RSB R
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<?xml version="1.0" encoding="UTF-8"?>
<jaxws-config xmIns="urn:jboss:jbossws-jaxws-config:4.0"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlins:javaee="http://java.sun.com/xml/ns/javaee"
xsi:schemalocation="urn:jboss:jbossws-jaxws-config:4.0 schema/jbossws-jaxws-config_4_0.xsd">
<endpoint-config>
<config-name>org.jboss.test.ws.jaxws.jbws3282.Endpoint4lmpl</config-name>
<pre-handler-chains>
<javaee:handler-chain>
<javaee:handler>
<javaee:handler-name>Log Handler</javaee:handler-name>
<javaee:handler-class>org.jboss.test.ws.jaxws.jows3282.LogHandler</javaee:handler-
class>
</javaee:handler>
</javaee:handler-chain>
</pre-handler-chains>
<post-handler-chains>
<javaee:handler-chain>
<javaee:handler>
<javaee:handler-name>Routing Handler</javaee:handler-name>
<javaee:handler-class>org.jboss.test.ws.jaxws.jbws3282.RoutingHandler</javaee:handler-
class>
</javaee:handler>
</javaee:handler-chain>
</post-handler-chains>
</endpoint-config>
<endpoint-config>
<config-name>EP6-config</config-name>
<post-handler-chains>
<javaee:handler-chain>
<javaee:handler>
<javaee:handler-name>Authorization Handler</javaee:handler-name>
<javaee:handler-
class>org.jboss.test.ws.jaxws.jbws3282.AuthorizationHandler</javaee:handler-class>
</javaee:handler>
</javaee:handler-chain>
</post-handler-chains>
</endpoint-config>
</jaxws-config>

R, ATLERRRFRIEESR M iRhcE, XimR LA LR -

<?xml version="1.0" encoding="UTF-8"?>
<jaxws-config xmIns="urn:jboss:jbossws-jaxws-config:4.0"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:javaee="http://java.sun.com/xml/ns/javaee"
xsi:schemalocation="urn:jboss:jbossws-jaxws-config:4.0 schema/jbossws-jaxws-config_4_0.xsd">
<client-config>
<config-name>Custom Client Config</config-name>
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<pre-handler-chains>
<javaee:handler-chain>
<javaee:handler>
<javaee:handler-name>Routing Handler</javaee:handler-name>
<javaee:handler-
class>org.jboss.test.ws.jaxws.clientConfig.RoutingHandler</javaee:handler-class>
</javaee:handler>
<javaee:handler>
<javaee:handler-name>Custom Handler</javaee:handler-name>
<javaee:handler-
class>org.jboss.test.ws.jaxws.clientConfig.CustomHandler</javaee:handler-class>
</javaee:handler>
</javaee:handler-chain>
</pre-handler-chains>
</client-config>
<client-config>
<config-name>Another Client Config</config-name>
<post-handler-chains>
<javaee:handler-chain>
<javaee:handler>
<javaee:handler-name>Routing Handler</javaee:handler-name>
<javaee:handler-
class>org.jboss.test.ws.jaxws.clientConfig.RoutingHandler</javaee:handler-class>
</javaee:handler>
</javaee:handler-chain>
</post-handler-chains>
</client-config>
</jaxws-config>

3.5.1.2. NARFRSSEE

JBoss EAP St ¥F1{E webservices FREiHhAH JBossWS &F /- imHIRSS R FilE X AdiE, Hik, ®ILL
FIERMEID ERRL A ERENE N RN in iR iRSS 23 E F R EER,
FrAERCE

IS RT, 4R JBoss EAP LHlflimm hizTHE M intk o B ERE,. BRIEXET AR
BiE, SNNFEARKIAME. X, ERARUIHNEF mHlin s bic EHERALIEEFE. webservices
FREHDFEANEKIAE A milnaEiENZTRZ Standard-Client-Config #1 Standard-Endpoint-
Config,
IRRRRR

ERERSFLCHLERERN, CEEFRBFEEIE ws BBERMBZERIZMt, Hit, "THEH
ERERS ETE LR ENERE P E EMMETREKH T, RESEDIERE T EREREKBR—f
ERSRBITTANB 2 S EERFRNESR G, Hh—NMEREBIIRENEMERE, M
org.jboss.ws.spi,

BCERH

=Bl A FRAKE
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<subsystem xmins="urn:jboss:domain:webservices:2.0">
<l-..-->
<endpoint-config name="Standard-Endpoint-Config"/>
<endpoint-config name="Recording-Endpoint-Config">
<pre-handler-chain name="recording-handlers" protocol-bindings="##SOAP11_HTTP
##SOAP11_HTTP_MTOM ##SOAP12_HTTP ##SOAP12_HTTP_MTOM">
<handler name="RecordingHandler"
class="org.jboss.ws.common.invocation.RecordingServerHandler"/>
</pre-handler-chain>
</endpoint-config>
<client-config name="Standard-Client-Config"/>
</subsystem>

ERERE ws-security i i BERIECE S :

<jaxws-config xmIns="urn:jboss:jbossws-jaxws-config:4.0"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:javaee="http://java.sun.com/xmi/ns/javaee" xsi:schemalocation="urn:jboss:jbossws-jaxws-
config:4.0 schema/jbossws-jaxws-config_4 0.xsd">
<endpoint-config>
<config-name>Custom WS-Security Endpoint</config-name>
<property>
<property-name>ws-security.signature.properties</property-name>
<property-value>bob.properties</property-value>
</property>
<property>
<property-name>ws-security.encryption.properties</property-name>
<property-value>bob.properties</property-value>
</property>
<property>
<property-name>ws-security.signature.username</property-name>
<property-value>bob</property-value>
</property>
<property>
<property-name>ws-security.encryption.username</property-name>
<property-value>alice</property-value>
</property>
<property>
<property-name>ws-security.callback-handler</property-name>
<property-
value>org.jboss.test.ws.jaxws.samples.wsse.policy.basic.KeystorePasswordCallback</propert
y-value>
</property>
</endpoint-config>
</jaxws-config>
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JBoss EAP B\ BB BN N ENA Y SOAP B & schema-validation on:

<subsystem xmins="urn:jboss:domain:webservices:2.0">
<l ... >
<endpoint-config name="Standard-Endpoint-Config">
<property name="schema-validation-enabled" value="true"/>
</endpoint-config>
<l ... >
<client-config name="Standard-Client-Config">
<property name="schema-validation-enabled" value="true"/>
</client-config>
</subsystem>

3.5.1.3. EndpointConfig Annotation

BEEBaATAENA, IR org.jboss.ws.api.annotation.EndpointConfig 3T f#3¥ 2 Bdli mACE
F Jakarta XML Web Services s CiE, LHES A webservices FREHPE X NWEER, EBRIFER
ERERAN, HNESERNAPEHERER, REEREHERRFENEREMNERE R,

Ml : EndpointConfig i f#

@EndpointConfig(configFile = "WEB-INF/my-endpoint-config.xml", configName = "Custom
WS-Security Endpoint™)
public class Servicelmpl implements Servicelface {
public String sayHello() {
return "Secure Hello World!";
}
}

3.5.1.4. Jakarta XML Web BR%5ThiE

AT LLE A org.jboss.ws.api.configuration.ClientConfig ThaEIXiE ECiE, %ECEE JBossWS
2489 Jakarta XML Web ARS5THEED B,

import org.jboss.ws.api.configuration.ClientConfigFeature;
Service service = Service.create(wsdIURL, serviceName);
Endpoint port = service.getPort(Endpoint.class, new ClientConfigFeature("META-INF/my-

client-config.xml", "Custom Client Config"));
port.echo("Kermit");
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IR A LA %% true 153845 ClientConfigFeature H& 83Kk B i EARBMNEM,

Endpoint port = service.getPort(Endpoint.class, new ClientConfigFeature("META-INF/my-
client-config.xml”, "Custom Client Config"), true);

EFAYAIEE L TXCRMBEFSHBIT ARG, JBossWS i T {5 EMECE X
#. EAP_HOME/docs/schema/jbossws-jaxws-config_4 0.xsd X E Y dHFAE, HEEE
jbossws-spi 3,

MRNBEE ML null, MFMNLFIIAREREDEZINEE (MRTH)

Endpoint port = service.getPort(Endpoint.class, new ClientConfigFeature(null, "Container
Custom Client Config™));

3.5.1.5. APl BAffi%E
&, JBossWS API i ol F FEMEE F i 4 i ic Bz &K,

LA IRFRRE
Jakarta XML Web RS54 EEFEEMNE FinlcE P, MR :

import org.jboss.ws.api.configuration.ClientConfigUtil;
import org.jboss.ws.api.configuration.ClientConfigurer;

Service service = Service.create(wsdIURL, serviceName);
Endpoint port = service.getPort(Endpoint.class);
BindingProvider bp = (BindingProvider)port;

ClientConfigurer configurer = ClientConfigUtil.resolveClientConfigurer();

configurer.setConfigHandlers(bp, "META-INF/my-client-config.xml", "Custom Client Config");
port.echo("Kermit");

&2 eI LU ClientConfigUtil St R XBLBER.

I ClientConfigUtil.setConfigHandlers(bp, "META-INF/my-client-config.xml", "Custom Client
Config");

2K\ ClientConfigurer SEHEE/F A L EIZLE L TFXCRMBEFNTERRNG, SEimiEENkE
X#. EAP_HOME/docs/schema/jbossws-jaxws-config_4 0.xsd B E X TH#AFFHNE, S5#H
jbossws-spi 3,
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MR FEE XL null, MFMNYaIERRERESREREE (NMRTA) .

ClientConfigurer configurer = ClientConfigUtil.resolveClientConfigurer();
configurer.setConfigHandlers(bp, null, "Container Custom Client Config");

Properties

K, BHEME S mACEH N, WTFAE :

import org.jboss.ws.api.configuration.ClientConfigUtil;
import org.jboss.ws.api.configuration.ClientConfigurer;

Service service = Service.create(wsdIURL, serviceName);
Endpoint port = service.getPort(Endpoint.class);

ClientConfigUtil.setConfigProperties(port, "META-INF/my-client-config.xml", "Custom Client

Config");
port.echo("Kermit");

&2 eI LU ClientConfigUtil SLARFEREZEBRENY.

ClientConfigurer configurer = ClientConfigUtil.resolveClientConfigurer();
configurer.setConfigProperties(port, "META-INF/my-client-config.xml", "Custom Client
Config");

2K\ ClientConfigurer SEHEE/F A L EIZLE L FXCRMBEFNTERRNG, SEimEENkE
X#. EAP_HOME/docs/schema/jbossws-jaxws-config_4 0.xsd B E X TH#AFHNE, S5#H
jbossws-spi 3,

MR FEEXXHLE null, MFMNYaIERERESREREE (NMRTA) .

ClientConfigurer configurer = ClientConfigUtil.resolveClientConfigurer();
configurer.setConfigProperties(port, null, "Container Custom Client Config");

3.5.2. MBIl FF B DBCiE

EREEERT, MAFALZARTEFANEREATHE M mfllmaSRiicE, EHMERT, a6
% JBossWS API MEREA, AN BRMFNEEKEIXR. AN XFERNERY, JBossWS RITFHE
HRBXhBENANEIAE P im. jaxws-client -config.xml #] #izs= jaxws-endpoint -config.xml, £
RiEERENXHATN, XLERERT KNGS,

I <config-file>WEB-INF/jaxws-endpoint-config.xml</config-file>
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MPERIEERERT, JBossWS 2EHHNEKELH NEE :

i LR SE L2 R ELFR(FQN), &MF Jakarta XML Web Bk 55 .o

RS u O/ FQN, FF Jakarta XML Web Services & F i,

%A Dispatch B Fimit 5 B shBcE &R,

Flm, —ANE=SCHES org.foo.bar.Endpointimpl (G&H ERXXETE XMWEE) &5 JBossWS
1ER FERE M9iR Bk rh & jaxws-endpoint-config.xml ##&FFh org.foo. bar.Endpointimpl, R
¥, EZFuh, SCHe org.foo.bar.Endpoint #OMZE FimfCEEfFM jaxws-client-config .xml #h fFh 4
7y configuration B org.foo.bar. Endpoint #4Ti% & HL,

3.5.3. MRS BTSN ERE

EREMEAREHF BRI ERT AT AN A S SHEXEER, JBossWS FEHRNMAEIFIKANTIE X
BB, T hERAIZMA T Jakarta XML Web Services 2 /i fli sk @ FA 24, H el ik
MTFHRENNHAERAS.

JBossWS iiln E R i ZAECEM webservices FR51, EHANEKIAERERZIRA :

i LR SE LR ELTR, EMATF Jakarta XML Web AR5 .o

RS5mmBEONSTEBELM, EMT Jakarta XML Web Services & /i,

Al BrmASBATRE, NEEXEHRIAEAU ELFRTEKEE, I Standard-Client-Config I
Standard-Endpoint-Config Bci& 4 7| A F &/ i flif s,

3.6. 73 WEB PR 55 B S E B R AR5

JBoss EAP Web IRS5 LA —HEBERFMERFH AR, @E org.jboss.as.webservices.* Fl
org.jboss.ws.* iR, BN IZABEBSUHILELR,
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f£f JBoss EAP B}, RIEER{ER JBossWS SLHEZR, BRIEFFHHI X RBAM X E N M AR, &
o LA BAR B AN EIER B dh A9 01,

HZEH webservices FRZiAIH, #BEABIH JBossWS APl, Ea[LUEA B IMHA X b o
BRI,

3.6.1. {1/ MANIFEST.MF

HEREEEKET, HREEeil&AME MANIFEST.MF X4+, #ilin :

Manifest-Version: 1.0
Dependencies: org.jboss.ws.cxf.jpossws-cxf-client services export,foo.bar

It MANIFEST.MF 3= BAX org.jboss.ws.cxf.jpossws-cxf-client 1 foo.bar =R H KifixRk, B
X7E MANIFEST.MF X#HEIEHIXRNELEL (21 S8 MRS £9) , FS05 JBoss EAP 7
X #5857 7 MANIFEST.MF Zhn{kisittic &,

1Eim M2 R L AERN, 10 Apache CXF G fIMRRER, E1EE B X4 P RINERRER
s, MREBTHS R, ENIRAIBER, H B2,

3.6.1.1. [ Jakarta XML Binding

BEAEABRPZTNE s =R ThE A Jakarta XML Binding L3¢, i5i%i& Jakarta XML
Binding SXfE, #il#, &L TR0

I Dependencies: com.sun.xml.bind services export
3.6.1.2. {81/ Apache CXF

FE{#M Apache CXF API fIsCHER, THIHKEIIIZMEl org.apache.cxf (APIEEIRE,
org.apache.cxf.impl (SEfE) &, #iln :

I Dependencies: org.apache.cxf services

HKitE 42 Apache CXF, &AG{E{ JBossWS BHE XMy B. Ak, EFrmRasEiia A
FIECTRER ENFAA Web AR S5 #KHHi1,
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3.6.1.3. /il Web IRFSRABIR

LIZEFEAMA Web IRS5THEEMZhEERS, o LURHKIBOISE ) ERNE A iR, Fiin :
I Dependencies: org.jboss.ws.cxf.jpossws-cxf-client services

= E services EULET INE JBossWS KEMZE K/ A JBossWS Thig, £/
org.jboss.ws.cxf .jpossws-cxf #l org. apache.cxf BEH KL RIS, JLTEHRAEE services T,
PETEEE BRSS AP N, XR2BATFERKXZH JBossWS 4H4F Apache CXF B4 BRIE,

3.6.1.4. @

N FIRSS 85 SRR RB I I &R E iy Jakarta XML Web BR$53m =, NETAREBEHRMRE
B Web Bk imsit, M4E web.xml 51 AT, EEA B REKET, MEEE XK
%, EBMmSSEZE, RAellFAaE5H webservices FREMH ERFEE,

I Dependencies: my.org annotations
3.6.2. {#1f jboss-deployment-structure.xml

EXEEERT, £ MANIFEST.MF 3 dhix BRI RERE A AR RIER. flm, EMS
EEPUKI 5 AN S BEEREN, £ MANIFEST.MF X4k B i X RN BEEE T, X

fERT, 1 jboss-deployment-structure.xml b FFXXHRMBNEHERE S, FHEHPZBEEREKIG
T

~O

B %A jboss-deployment-structure.xml EZ{E 8, 1ES JBoss EAP X #5AT i [
jboss-deployment-structure.xml ZINKIACE.

3.7. Bdi& HTTP &8

HTTP i8I E L HTTP EHAL 9 AT W B, ROvisefF A&,
HTTP 180 ol LURIE L SR LA F AL E T RCE -

Application (FFTEF)

fERI L@ PRI TECE, ENAK web.xml BEEXHHE X HTTP SiEE8H : X
MELA BN B4,

130


https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/development_guide/#add_dependency_jboss_deployment_structure

& 33 FF & JAKARTA XML WEB RS

<session-config>
<session-timeout>30</session-timeout>
</session-config>

MREERT WAR X, IHFEHBENA, MRENET WAR X, NFBEH—HHE
¥E, B9 JBoss EAP ARUHEREF EHEBEN A,

2.
Server
A LMEALTERE CLI %, £ undertow FRZEHiXEEIAN HTTP &5 : XME
LASy 8 AT,

/subsystem=undertow/servlet-container=default:write-attribute(name=default-session-
timeout,value=30)

2k
EIAM HTTP 158K 30 98h,

3.8. {#" JAKARTA XML WEB RS

WS-Security 124t 7 —#753%, sILURTEMIRSSEBREZEIM, M HTTPS, @t REIRAE, W
WS-Security brAerhE X8Rk, #ERILL -

[ ]
RS Al 3 SRR
[ ]
mEHBHHREBD .
[ ]
FTEHR
[ ]
R BSH .

WS-Security#fI 7 2AMBAME. EAAHANBN, AFPHE N 2AMMBHA. SEEEHAXEE
EHSN—XEThEEERNRM.,
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XERARF LRAXN, BFEERRE, B XEEH, FTATTMEES, f0, MR Scott 28
£F Adam XZEHE, eI LMERMBAATMBEER. ARG Adam AILMERAMBNAARELER. RE
Adam AILIBEIHES, B2 —BEARHARNHES,

A LXSE B TSR, X, o LAAEHEMNES Y, ME Adam 2BE[E Scott K E—FH
B, Scott FEMfREKHE Adam, Adam "ILUERAMNFIAAZSEZLER,. ARG, Scott afLUEAMbKA
HAEIBHRERE¥XH Adam,

3.8.1. B Web AR55Z £t (WS-Security)

Web [RFXZFFITLRE WS KLDIEENESLY R, XEYRSFEZ2MMER, @it X509 iEH3%
¥, @i A A5 TR R RIERRIL, L% WS-SecurityPolicy HSEE=MATA WS-Security &2
%0

X FEHAM WS-* ThiE, WS-Security ThEERB0ET Apache CXF 5242 4t, b4, JBossWS £Ek
HARMT —LEiESmThEE, LUR{b/S H WS-Security s ik &,

3.8.1.1. Apache CXF WS-Security S:HE

Apache CXF EFX# % #iciE B % T1 B# WS-Security £,

RERT ABRLLIZFEEIRY Apache WSS4J A9£-# 25, AILLEE ARMNARREHSS, T
Wit Spring B X s E#:{EF Apache CXF &%/ i APl BdiE 2 E35.

EIThRAM Apache CXF 5| A T WS-SecurityPolicy B2 H, 4 EEE T RSB OLE
EERERSARD, UMEEZFEBMNZH PN EAIUELEEE. X, AFFAREFHLEmMS
PEHBNEEM L ; Apache CXF WS-Policy 5IZERPEELE,

3.8.1.2. WS-RE2BURFF

WS-SecurityPolicy #iik T 545 %E WSDL &R A SRS HITREBEFRHNEE. WSDL &
fMi2{ESIAH WS-Policy FE¥ 5 5RSZBEMELZLERK, WS-SecurityPolicy 3B -8 E & MNIEX #RF
ST, RAERMHTTPS)HTME. WEBOHILNEBRLSL. EEEAENHEE. BEHRAKE
A HA A,

{B2 WS-SecurityPolicy FE=—LnEMNERETRR, BAEINFRATFHHE L hilnSRB—E
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&35

2. HphaEBAEMMEURANEMEBIEENS. Apache CXF @it Spring XML $5d 7=k f

&P APl SUERERRCE X EIT3R.

x 3.4. TRFRCERM

REREM

ws-security.username

ws-security.password

ws-security.callback-handler

ws-security.signature.properties

ws-security.encryption.properties

ws-security.signature.username

ws-security.encryption.username

ws-security.signature.crypto

ws-security.encryption.crypto

ws-security.enable.streaming

3.8.2. ws-Trust

ik
FF UsernameToken KB BiES09FE 4.

BT UsernameToken Kl ¥rS w0, NREE
BE, NEFEREEGERRE,

WSS4J 24 [EiflHandler, ©i%AFRRBHEE
AP ESENED,

SERATERESLABHIFMAMENRE WSS4J B
MR file/%f Ro

22 ATREMRBZHFERMNE R WSS4J 8
MR file/%f Ro

EEANSEBRYFEMPNBRIINAI 2R 4. W
RREE, SHERABEXHHIXERNIRINGG, W0
RRBEWEZEYH, FEABAE#ENIEZ—TEBY,
MR R Z =,

EERANMEBHEEPNEANR &34, m
RREE, SNEABEXHREZBRHRIE, M
REERBIZEH, FEABAGEHNEE—IEH,
TEHERIZ B, T Web BRS51R4#

i, useReqSigCert X#EFRIATEZ (%) &
ARAFEETIRSWETEHPNE K (FEws-
security.encryption.properties € %) .

XAl LS ST EE ) WSS4J Crypto R, MARIEE
FRBEM, XA BRI N E B TR
&,

XAl LS ST EE M) WSS4J Crypto KR, MARIEE
NEEM, XA LA R NS BT o2 e
&

J5 R WS-Security SHEBUREH (BT StAX) 4.

WS-Trust 22— Web IRSSHSE, AT E KT WS-Security MY B. CRESHARG DL RLSH
B—RRIEZ, ZERETEDRAL L SIRSS(STS), ZRSEEBRIEE MR T S&5MEHRIEMN
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BRABIRN SR, ZASEHE T ATREMSEASE. STHRAMEIERNH. LUTFHAEE WS-Trust 22t
BREZRAR :

WS-SecurityPolicy 1.2

SAML 2.0

AP&SIREESR

X.509 ShEECEE

SAML ShRRdESE

Kerberos SIS ESE

WS-Trust " BiiliR T BES N AR EXZREBYINNARFNER, XaLuBdREE TR
IS5 =7 Web BR55(STS)SRVHE Web BR551HKEH Web IRSFIRHRGZ IS X R, HWERIEEST
RU@LEENERMUE, HETREENERORSEHHME, STS BiFKEMEHEFMNPRFFHE
MERESEIE AR R,

WS-Trust #HSEB=A"FEHH -

AT L. ETHRIERESENRE SRS (STS).

RS REE RN R EH 2K,

BT HAL

TEIEO T EXEN WS-Trust IR, AXBRIIR, HEH 5% WS-Trust 5.

3.8.2.1. 5 : K WS-Trust
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EAXTh, BAHRMT —ANEEXHN WS-Trust 7 256l, BE8&—1 Web IRSS1EKSS (ws-
requester). Web [RZ512 L (ws-provider) 1R £ S EIRSS(STS),

ws-provider EEMIEEM STS A/l SAML 2.0 5hEH ws-requester S HIE HHBES I, XLk
WIESERIE ws-provider B WSDL thEB, STS B3k ws-requester &1 M #4FE#E WSS
UsernameToken &R i5Khidft, R4tk H STS MMM EE SAML 2.0 58, X@BFERAE STSH
WSDL #7Hd,

ws-requester % ws-provider F{EHAH WSDL, HEHRILZLSBELBEERE, ws-
requester RIIEEFHACE STSClient, FHASERERERAMBHER.

2.
STSClient 5 STS BtRHHfEAHE WSDL, 4XIE£ %K., STSClient fllFH A XEREY
SR G HEIEEK,
3.
STS BiFER.
4,
YERmARL, STS ZX T —ARESK, TRt ws-requester @it STS 7B ARIEMIIE
BH,
5.
STSClient [ ws-provider 2 —XZ 25 hER.
6.
ws-provider BF SR EH STS FA&, HEILUERA ws-requester 235t STS B IhEUE T
ohE,
7.

ws-provider HifTiE KRS, FIFLRRE R ws-requester,

3.8.2.2. Apache CXF ¥

Apache CXF 22—, ThREL MM Web IRFSIESR. JBossWS FiETIH JBoss Web
Services(JBossWS)H##: 5 Apache CXF Wi B HRE&ERL, LAR#t WS-Trust f1H ftb Jakarta XML Web
RS55ThiE. XFEMRBBITHMERE Apache CXF STS 5L, Apache CXF API 4124t STSClient S£f
2R, LIUhBh Web BRS51ERkESH STS @(5.

3.8.3. 2GRS (STS)
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RETHARSS(STS)2 WS-Trust SEERNE D, ER—METIRENLIENRZEWLE. STS 2EAT S
B, EREAHEEDFRE WS-Trust BEEATF LB, THRABNIERESE—FLk, STSE—
1 Web IR35, FTHAEHE=7, LMCE Web IR357EREM Web IRSSIRMAEZ FINEHEXR. ERIFEK
ENRUBEENEREAR, TRETERFNRZESH,. SREETIEREMNHNEZ FEEXRNE
K. STS ABITHABEHMNFRAFEZANERFYE, BHVeRETIENSHRIEG,

STS 19 WSDL &REX T Hft N ARFHHENMA S 2ZE, Ril2, WSDLEXT WS-Trust Hl
WS-Security 5Rl&, HRKEUIETFXLRIET 8ES STS M =BIN&EE. Web IRS51EKE[EA STS
B WSDL, FH7E STSClient SLHBEFHNFEBIT, E£RFSAS AR ERIEIHRIE K HERZR
STS #ii. STS REIHERFIFREIE 2 B0 K,

3.8.3.1. iti& PicketLink WS-Trust 245 2R % (STS)

PicketLink STS 12#itf9E Apache CXF L2 GRS CeAIER A RIET, EArILARA
PicketLink 2 Web . FE2i& SAML SSO. A X{#H PicketLink E¢i& SAML SSO HEZHER, &
B AT SAML v2 i#i& SSO,

EfFNRRERFLES PicketLink WS-Trust STS, #ZHYTLATHE -

7 WS-Trust STS M ARRF IR 2,

2.
N WS-Trust STS N ARERFEE web.xml X,
3.
N WS-Trust STS N EEFEE F B K IEES.
4,
75H8 WS-Trust STS N ARSI .
5.
BECiE WS-Trust STS N ARERFH web-service #49.
6.

79 WS-Trust STS R FHGIEHIBSE picket link.xml 32,
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3.8.3.1.1. Jy STS fljE% 21

STS RIFEMMNTIRLE T AN SHEIE, FHREBESRZXHBEMNRESE. XEKEIREEHRE
BiaEiE. SIRLZSEMSHEHNKE—EREHSERE LT SHRIEHREWIE, XEkE, "L
ARATSTRNSBER (NEMSH. BIEEM LDAP) LUIRENXRKMNE BRI HF STS MNA,
MBPEXRRELEBMNESZEE, HSH JBoss EAP Z2% XA+ MERE #8450,

HELUTRBIG, HA—AE$E UsersRoles BxER, ZEHR A SR IRSHEMHS .

BATFtBLZLEM CLI s

I /subsystem=security/security-domain=sts:add(cache-type=default)

I /subsystem=security/security-domain=sts/authentication=classic:add

/subsystem=security/security-domain=sts/authentication=classic/login-
module=UsersRoles:add(code=UsersRoles,flag=required,module-options=
[usersProperties=${jboss.server.config.dir}/sts-
users.properties,rolesProperties=${jboss.server.config.dir}/sts-roles.properties])

I reload

4 XML

<security-domain name="sts" cache-type="default">
<authentication>
<login-module code="UsersRoles" flag="required">
<module-option name="usersProperties" value="${jboss.server.config.dir}/sts-users.properties"/>
<module-option name="rolesProperties" value="${jboss.server.config.dir}/sts-roles.properties"/>
</login-module>
</authentication>
</security-domain>
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ERMNER CLI /5B EEMLIZ]T JBoss EAP BHlIRS ™. BXNEHE CLIATF
JBoss EAP ZEEMNE ZFMER, SN JBoss EAP 2 CLI 157,

B4

UsersRoles login E35FI Bk &M A /ZBHAF /ARER. BX UsersRoles EIRINEA
%i¥tE, ESM JBoss EAP EREHEZ, HAGIh, BUXHIELUTRE

Pl : sts-users.properties X4

Eric=samplePass
Alan=samplePass

Pl : sts-roles.properties File
Eric=All
Alan=

B

EAREUNRATERNNBERESENETFME. BE picket link.xml STHHHF
eI B,

3.8.3.1.2. Jy STS Eci& web.xml ¥

STS B9 web.xml XHNEB S THEA :

—4 <servlet>, FF/SF STS IhEEM <servlet-mapping> 3k BHE URL,

138


https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/management_cli_guide/
https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/login_module_reference/#usersroles_login_module

& 33 FF & JAKARTA XML WEB RS

[}

B < web-resource-collection> 9 <security-constraint >, E@&—4 <url-
pattern>, BMUNBIZL2XIEM URL X, 54, <security-constraint> BRI L& S <auth-
constraint> 3k R ATTHAE,

[}
73 BASIC §{34%51F B2 <login-config>,
[}

WIRTE <auth-constraint> RIEE T EMA R, XLEMABRNTE <security-role> H5E X,

web.xml X4 :

<web-app>
<!-- Define STS servlet -->
<servlet>
<servlet-name>STS-servlet</serviet-name>
<servlet-class>com.example.sts.PicketLinkSTService</servlet-class>
</servlet>
<servlet-mapping>
<servlet-name>STS-servlet</serviet-name>
<url-pattern>/*</url-pattern>
</servlet-mapping>
<I-- Define a security constraint that requires the All role to access resources -->
<security-constraint>
<web-resource-collection>
<web-resource-name>STS</web-resource-name>
<url-pattern>/*</url-pattern>
</web-resource-collection>
<auth-constraint>
<role-name>All</role-name>
</auth-constraint>
</security-constraint>
<!-- Define the Login Configuration for this Application -->
<login-config>
<auth-method>BASIC</auth-method>
<realm-name>STS Realm</realm-name>
</login-config>
<!-- Security roles referenced by this web application -->
<security-role>
<description>The role that is required to log in to the IDP Application</description>
<role-name>All</role-name>
</security-role>
</web-app>

3.8.3.1.3. 7 STS Edi& Authenticator
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SRR N TR AN HRIEBRZTNRIERS 5. SHRRNIEESEET E LR AR IERBA 4
FEANREEHI{TEE,

jboss-web.xml XHNEFLUTAREA :

<security-domain>, ATFIEEATSGEIEHRNNERLE,

Bl : jboss-web.xml 3T#

<jboss-web>
<security-domain>sts</security-domain>
<context-root>SecureTokenService</context-root>
</jboss-web>

3.8.3.1.4. /5B STS M Necessary K75

Web M HFEY STS EK#E jboss-deployment-structure.xml SX44-rhie KT, LUEREHHEI
org.picketlink 38, HF JBoss EAP 1R#tFiA %R M org.picketlink MIHHX3E, NARFHESRA K
wimEN R EA S 1.

=Pl : /A jboss-deployment-structure.xml i#4T Declare 55

<jboss-deployment-structure>
<deployment>
<dependencies>
<module name="org.picketlink"/>
</dependencies>
</deployment>
</jboss-deployment-structure>

3.8.3.1.5. Bdi& STS i Web-Service im0

Web R fZE STS EREE L —1 Web IRS5, #tE mAMRRKMHARZESHE, XEREHE
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WSDL H3E L —4~ %7 PicketLinkSTS BIRS5%#R, LLKk$N PicketLinkSTSPort i, {HE, &0
LU SOAP Hbit 3k 88 iF ith fz AR 04 B B BIAEE,

7 : PicketLinkSTS.wsdl 32 #F

<?xml version="1.0"?>
<wsdl:definitions name="PicketLinkSTS" targetNamespace="urn:picketlink:identity-federation:sts"
xmins:tns="urn:picketlink:identity-federation:sts"
xmlins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:wsdl="http://schemas.xmlsoap.org/wsdl/"
xmins:wsap10="http://www.w3.0rg/2006/05/addressing/wsdl"
xmins:soap12="http://schemas.xmlsoap.org/wsdl/soap12/">
<wsdl:types>
<xs:schema targetNamespace="urn:picketlink:identity-federation:sts"
xmins:tns="urn:picketlink:identity-federation:sts"
xmins:xs="http://www.w3.0rg/2001/XMLSchema"
version="1.0" elementFormDefault="qualified">
<xs:element name="MessageBody">
<xs:complexType>
<xs:sequence>
<xs:any minOccurs="0" maxOccurs="unbounded" namespace="##any"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:schema>
</wsdl:types>
<wsdl:message name="RequestSecurityToken">
<wsdl:part name="rstMessage" element="tns:MessageBody"/>
</wsdl:message>
<wsdl:message name="RequestSecurityTokenResponse">
<wsdl:part name="rstrMessage" element="tns:MessageBody"/>
</wsdl:message>
<wsdl:portType name="SecureTokenService">
<wsdl:operation name="IssueToken">
<wsdl:input wsap10:Action="http://docs.oasis-open.org/ws-sx/ws-trust/200512/RST/Issue"
message="tns:RequestSecurityToken"/>
<wsdl:output wsap10:Action="http://docs.oasis-open.org/ws-sx/ws-trust/200512/RSTR/Issue"
message="tns:RequestSecurityTokenResponse"/>
</wsdl:operation>
</wsdl:portType>
<wsdl:binding name="STSBinding" type="tns:SecureTokenService">
<soap12:binding transport="http://schemas.xmlsoap.org/soap/http"/>
<wsdl:operation name="IssueToken">
<soapi2:operation soapAction="http://docs.oasis-open.org/ws-sx/ws-trust/200512/RST/Issue"
style="document"/>
<wsdl:input>
<soap12:body use="literal"/>
</wsdl:input>
<wsdl:output>
<soap12:body use="literal"/>
</wsdl:output>
</wsdl:operation>
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</wsdl:binding>
<wsdl:service name="PicketLinkSTS">
<wsdl:port name="PicketLinkSTSPort" binding="tns:STSBinding">
<soap12:address location="http://localhost:8080/SecureTokenService/PicketLinkSTS"/>
</wsdl:port>
</wsdl:service>
</wsdl:definitions>

W4, B web IRSSRE—FKRkfER WSDL :

76l : PicketLinkSTS X

@WebServiceProvider(serviceName = "PicketLinkSTS", portName = "PicketLinkSTSPort",
targetNamespace = "urn:picketlink:identity-federation:sts", wsdlLocation = "WEB-
INF/wsdl/PicketLinkSTS.wsdI")
@ServiceMode(value = Service.Mode.MESSAGE)
public class PicketLinkSTService extends PicketLinkSTS {

private static Logger log = Logger.getLogger(PicketLinkSTService.class.getName());

@Resource
public void setWSC(WebServiceContext wctx) {
log.debug("'Setting WebServiceContext = " + wctx);
this.context = wetx;
}
}

3.8.3.1.6. 7y STS filHIALE picketlink.xml 32#

picketlink.xml 32 5 B35 UESR TR, FHEN ARG A,

JBoss EAP Z2 GRS E X E MR BaMEO, AILME i ALK, FETUFARE S
LEMIEERINE, 5 W %ER A SAML v2 £ SSO #id IDP ] SP BEd&K 4, P STS ECEZBIELR
FEMN M picketlink.xml X#HigE. LLFREAILME picket link.xml X#HEEMITRE :
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HUTXEH, RFEHBESIAFTERE M EHTRESEM Web RS,

<PicketLinkSTS> : XERFE. BENT foF STS EEAREUTEMN—LEHY :

STSName : {EXEZE SRS AN FR R, MEREIEE, NEAZKIAK
PicketLinkSTS {#.

TokenTimeout : FE4MEAME (U HEA) , MREAEE, NEARKAME
3600 (—/Mif) o

EncryptToken : {E 2B EME LGS /REH. EIAED false,

<KeyProvider> : itk EHMA FukE A FAE PicketLink STS AFZAMME S8
HEHAEWE. AThEREEBAFEMLE. BEURES (BH) HaNEnEREMN.

<TokenProviders> : & 1#§%E TokenProvider 3L, 7 AXMBEHMERNEZELS
1, ERfh, BIAFHMNIEER - 4 SAMLV1.1 XERK4SRE, —/GE SAMLV2.0 K5
4%k, WSTrustRequestHandler i/ STSConfiguration i
getProviderForTokenType(String type) /%, LUKEXXHERH TokenProvider B95|F,

<ServiceProviders> : A TTEEBNRSIRHFELIFERANSHERE, IRERLSHEMN
Web fR%5. % WS-Trust iF KA ESHEEBIN, WSTrustRequestHandler #7518 FA IR 5512 44
b SRR S UL SRR,

#RCiE PicketLink i, EER POST HE, R HheiRMtBmNEZEY, BFRHE
URL S8R #MiN,

Pl : picketlink.xml B2i& {4

I <!DOCTYPE PicketLinkSTS>

143



Red Hat JBoss Enterprise Application Platform 7.4 FF % Web RSN R

<PicketLinkSTS xmlIns="urn:picketlink:federation:config:2.1"
STSName="PicketLinkSTS" TokenTimeout="7200" EncryptToken="false">
<KeyProvider
ClassName="org.picketlink.identity.federation.core.impl.KeyStoreKeyManager">
<Auth Key="KeyStoreURL" Value="sts_keystore.jks"/>
<Auth Key="KeyStorePass" Value="testpass"/>
<Auth Key="SigningKeyAlias" Value="sts"/>
<Auth Key="SigningKeyPass" Value="keypass"/>
<ValidatingAlias Key="http://services.testcorp.org/provideri"
Value="servicel"/>
</KeyProvider>
<TokenProviders>
<TokenProvider

ProviderClass="org.picketlink.identity.federation.core.wstrust.plugins.saml.SAML11TokenProvider"
TokenType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV1.1"
TokenElement="Assertion" TokenElementNS="urn:oasis:names:tc:SAML:1.0:assertion"/>

<TokenProvider

ProviderClass="org.picketlink.identity.federation.core.wstrust.plugins.saml.SAML20TokenProvider"
TokenType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV2.0"
TokenElement="Assertion" TokenElementNS="urn:oasis:names:tc:SAML:2.0:assertion"/>

</TokenProviders>
<ServiceProviders>
<ServiceProvider Endpoint="http://services.testcorp.org/provider1”
TokenType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-
1.1#SAMLV2.0"
TruststoreAlias="service1"/>
</ServiceProviders>
</PicketLinkSTS>

AERT, optetlink.xml 3X#AIF STS Web ) WEB-INF/classes B3, PicketLink fd
Bt M RGNS, EMXHEREIINE PicketLink Be& 3 #, IS E#4N picket link-
sts.xml, FH{IT ${user.home}/picketlink-store/sts/ Bk,

3.8.3.2. AW AZEIm WS-Trust 25 hEIRSS5(STS)

LHEREIHERENM STS KL L5h, EEEFEM
org.picketlink.identity.federation.api.wstrust.WSTrustClient J LR STS HiERE X She,

B, BRELHUCE b

7P : BE WSTrustClient
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WSTrustClient client = new WSTrustClient("PicketLinkSTS", "PicketLinkSTSPort",
"http://localhost:8080/SecureTokenService/PicketLinkSTS",
new Securitylnfo(username, password));

BET¥k, BEEMFH WSTrustClient SEERIZ#t45 88, 40 SAML S :

6l : @5 Assertion

org.w3c.dom.Element assertion = null;

try {
assertion = client.issueToken(SAMLULtil.SAML2_TOKEN_TYPE);

} catch (WSTrustException wse) {
System.out.printin("Unable to issue assertion: " + wse.getMessage());
wse.printStackTrace();

}

SR, TLLEEHMARSCARE FHEiT SOAP MK :

ZFumal LA SAML2 Assertion #EXZEI#E org.picketlink.trust.saml.assertion TH
SOAP MessageContext /1, #l# :

bindingProvider.getRequestContext().put(SAML2Constants.SAML2_ASSERTION_PRO
PERTY, assertion);

SAML2 Assertion f£2£2 ETXH ¥l JAAS FHH—E 124, ME JAAS 5
PicketLink STS & XERMIEAHTTREH, NSHIER.

3.8.3.3. STS & /st
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g

==
[=]

JBoss EAP "3 STS &/ st Ih e,

STS HFFimth R —MAVHEHEIRS 25 LECIE STS HFFumhAIThaE, MIHERT STS HimfIEErIaE
MRS, it AFRE STS T imkikI SAML RIEMERER, afF :

org.picketlink.identity.federation.core.wstrust.auth.STSIssuingLoginModule

org.picketlink.identity.federation.core.wstrust.auth.STSValidatingLoginModule

org.picketlink.trust.jpossws.jaas.JBWSTokenlssuingLoginModule

FNEFEYRNGh B\ R P iR E & A initiaINumberOfClients & SFEHLETHH TS,

org.picketlink.identity.federation.bindings.stspool.STSClientPoolFactory 3 IR #E% / ii
FhThEE,
{$iF STSClientPoolFactory

STS Z /Mm@t H STSClientConfig BEE{F ABEARIFtb, T STS B A AR T, &5

FIKEX STSClientPool 3:fl, AGERIEARENHBEFL. (FE) ETUAEDBRERNIEE STS E i
HEnEE, HEETLUKBEIAG S,

=Bl : §F STS ZFimid A Subpool

final STSClientPool pool = STSClientPoolFactory.getPoolinstance();
pool.createPool(20, stsClientConfig);
final STSClient client = pool.getClient(stsClientConfig);
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FATE FwmE, EaLLGET A returnClient () A& EREIRG],

Bl : §F STS Z/ #miR[C1E] Subpool

I pool.returnClient();

P RERERERASEREREFLESHFR

if (! pool.configExists(stsClientConfig) {
pool.createPool(stsClientConfig);

}

MRGAT picketlink-federation F%%:, N ABEVNBRNAAER b BEICEBRE RSB
. FohHzth

=~ - FohE T

I pool.destroyPool(stsClientConfig);

3.8.4. {& SRR U &5 5% Jakarta Enterprise Beans F3R5:0

webservices FREIB S — &R, ATFERCE Elytron 2 LUFE AT EEE MR FRT Web
IR S5im R 2,

J5 A Elytron 22t g, =1 JAAS T8k F&H#EX T Apache CXF s SecurityContext, 54
it SR RAER 3% i85 Jakarta Enterprise Beans &23.
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UTFRmEfsEA Apache CXF g9 5IEE 2 X #3 Jakarta Enterprise Beans &2 fl,

public class PropagateSecuritylnterceptor extends WSS4dJininterceptor {
public PropagateSecuritylnterceptor() {
super();
getAfter().add(PolicyBasedWSS4JIninterceptor.class.getName());
}
@Override
public void handleMessage(SoapMessage message) throws Fault {

final Endpoint endpoint = message.getExchange().get(Endpoint.class);
final SecurityDomainContext securityDomainContext =
endpoint.getSecurityDomainContext();
//push subject principal retrieved from CXF to ElytronSecurityDomainContext
securityDomainContext.pushSubjectContext(subject, principal, null)
}
}

3.9. JAKARTA XML WEB IR BEICTE

Ea] LA Jakarta XML Web Services 20 ##2F-5k Apache CXF BSICF-E SR b A shF g
SHEMBR,

3.9.1. {1 Jakarta XML Web R$4MRIEFE

fRa] LIECE Jakarta XML Web Services AN 2R, LULRGHATCTHER, WhHEBHE, H Bt

BEFE L& {# A @HandlerChain Jakarta XML Web IR55 3FBSGIZ AR RMBIFAENE P im G
=1

N0

Tl X HE FimHlin BRI AR RN A RICKOBREFRANBEAE Fiafln R d e, HFEN
ANBBAEFiwmilins. EEUARIEROCERFRNBIELEE Finsitne, M
@EndpointConfig F¥H1 JBossWS API,

org.jboss.ws.api.annotation.EndpointConfig Ff#H T £ Ecim < AciE F Jakarta XML Web
Services iR LhE, £ E webservices FREIME XHEER, (UEERERM. E2ENAHRE L
HECERS, WAHEEIBE D RFREX IREMAE AR,

3.9.2. [ Apache CXF Logging Interceptors

Apache CXF & HIC K28R, ATRATICRERIERG. FrimB S 4iksSs%aE
#, XEEHHFTLLET SHARNRMBET 1w, WRfE%h, afF :
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REEM

$ org.apache.cxf.logging.enabled REiEH XiE N true RSV BAKICKEBSRHFME
JVM _EOIBREM SR Hdh, EhalLF system BEi%E N com, LU HiligX RIFH XML
Hith, EALIERALTERE CLI a9 EXBRRGEY :

I /system-property=org.apache.cxf.logging.enabled:add(value=true)

FEhiZEas

o] LI Apache CXF 3B @org.apache.cxf.interceptor.Ininterceptors #l
@org.apache.cxf.interceptor.Outinterceptors, AEEHFAKFICKESEERTMIRR. EF
Fim—0hEid RS AR P R S LRI E B &0 K 83 L OISR SR RS R

3.10. 2 Fd WEB fR%5 -1 (WS-ADDRESSING)

Web BR5551Esk WS-Addressing 124t 7 —#AR{EZEH G S HE Web RS EHBEXHE, BESH
WS-Addressing, /15 @Addressing SEBERINE Web RS =, ARERER wmEHTUIFL,

LT RAIBEEMN FAEAIIAR Jakarta XML Web RS IRSHMZ FimicE. A XTEN TR,
&2 W JBoss EAP Mt #4 jaxws-addressing R Al ],

¥ @Addressing JEERMEIN AR Jakarta XML Web Services i s 5,

~fl : 7 @Addressing Annotation B9 Jakarta XML Web Services Endpoint

package org.jboss.quickstarts.ws.jaxws.samples.wsa;
import org.jboss.quickstarts.ws.jaxws.samples.wsa.Servicelface;

import javax.jws.WebService;
import javax.xml.ws.soap.Addressing;

@WebService(
portName = "AddressingServicePort",
serviceName = "AddressingService",
wsdlLocation = "WEB-INF/wsdl/AddressingService.wsdl",
targetNamespace = "http://www.jboss.org/jbossws/ws-extensions/wsaddressing”,
endpointinterface = "org.jboss.quickstarts.ws.jaxws.samples.wsa.Servicelface")
@Addressing(enabled = true, required = true)
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public class Servicelmpl implements Servicelface {
public String sayHello() {
return "Hello World!";
}
}

B Jakarta XML Web Services & imfli3, LIECE WS-Addressing.

Pl : 5 WS-Addressing E2i&/ Jakarta XML Web BRS5 & ik

package org.jboss.quickstarts.ws.jaxws.samples.wsa;

import java.net.URL;

import javax.xml.namespace.QName;

import javax.xml.ws.Service;

import javax.xml.ws.soap.AddressingFeature;

public final class AddressingClient {
private static final String serviceURL =
"http://localhost:8080/jaxws-addressing/AddressingService";

public static void main(String[] args) throws Exception {
// construct proxy
QName serviceName =
new QName("http://www.jboss.org/jbossws/ws-extensions/wsaddressing”,
"AddressingService");
URL wsdIURL = new URL(serviceURL + "?wsdI");
Service service = Service.create(wsdIURL, serviceName);
org.jboss.quickstarts.ws.jaxws.samples.wsa.Servicelface proxy =
(org.jboss.quickstarts.ws.jaxws.samples.wsa.Servicelface)
service.getPort(org.jboss.quickstarts.ws.jaxws.samples.wsa.Servicelface.class,
new AddressingFeature());
// invoke method
System.out.printin(proxy.sayHello());
}
}

& Pl R FE A WS-Addressing #HTiE(E.

3.11. J3f WEB RS eI SE09H 2%
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Web RS SERERIEH (WS SJ5EHB15%) 1E Apache CXF PIEBCHiE, A8 5 ISERERE
B EHES A BRI E,

BiGH WS- SERGER L, ERRU TSR — -

£/ WSDL 5/, #EEIEHE WS aISErH S5 HRIEMAH, ME,

FEhE I E AT Sep0H RIF B8R,

{Em[E CXF Spring XML H# 3k fFih4E i ol SER0SH 215 250,

{E % CXF Spring XML &k fFh355E Apache CXF "I SERYH 2151 ThEE,

E—MAERME— IR R, BB Apache CXF WS-Policy 512, Hfh&HAERIFX WS
AISERYH BRSPS U EE TR ARG E.

3.12. ¥55& WEB R 588

Web [R5 5B& (WS-Policy)#&ifiT Apache CXF WS-Policy #E2R, XMERFFSLUTHAE :

Web RS H5E1.5 - Framework

Web RS BUR 1.5 - Bt

BRI LA RS A E AR, aff :

£ WSDL SR ZHINKIEHS, FiLzTh SRRk S HaR T,

{5 F CXF E MR Thae s e i s SREEH AN,
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{5/ Apache CXF SRESHEZRE X A E XM S H e H S5,

3.13. APACHE CXF £5%

JBossWS 7t JBoss EAP HiZ{tf9ATAA Jakarta XML Web BR553haE Haua @it i$ JBossWS H#ik 5
K% Apache CXF Tji B &R {7 IE WS Rk 12 i,

Apache CXF 22— FRIRSESR. BRAITFHEATmmE APl (215 Jakarta XML Web fR55) kiag:
MAF LIRS, XEERRSS @ HTTP #1 Jakarta Messaging S & # & HifiFl SOAP #1 XML/HTTP i
W,

JBossWS #1 Apache CXF Z RIMSEKZFERTF :

fiF1E JBoss EAP _L{gAIRAE Web IRSS API, &3% Jakarta XML Web RS ; :X2EARE
FIF Apache CXF $if7, THERAFAE ;

FoVFfE JBoss EAP Lf#ifl Apache CXF &ZiZhaE (23E WS-) , MEFHFLE., KBS
KEELRERPETARNERTE.

HTZFRHXERR, JBossWS 5 Apache CXF £z #F JBossWS i EB B HEl, F+1E Apache
CXF £ LRt % #PaER e HIThEE.

X Apache CXF ZRHgJMERA S, 1HSH Apache CXF B A XH,

3.13.1. [RE523imEE R H E X

JBossWS k55385 Apache CXF BimsEp A R HEH9 Web IR B EE N ERAIRIEFHE Apache
CXF 4if4, MRBEIEZNinm, NEiESEETR— Apache CXF B4, X5 HMEBERESLE
B9 ¥,

F 3R JBossWS MRS BimMAZ H Apache CXF BCE AT E THAEMNEIAE, BRSO THEEFEM
VN HERE OB EZSEH ; jboss-webservices.xml ik & ol A FERER A EE L.

3.13.1.1. Deployment Descriptor Properties
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jboss-webservices.xml R 7ol A FiRGtEHE,

<webservices xmlns="http://www.jooss.com/xml/ns/javaee" version="1.2">
<property>
<names...</name>
<value>...</value>
</property>

</webservices>

JBossWS 5 Apache CXF ki —H i irdEHE &R, LULEH Apache CXF NER,

3.13.1.2. WorkQueue E¢i&

Apache CXF {#fd WorkQueue SCfIsRAME—LE424E, B0 @Oneway iF3kKAt
I, WorkQueueManager 37t S ERT BA, FFAVFRMSMHBREATILL R 22 HIZLA BIPA S,

1EfR %234, "ILMEM jboss-webservices.xml il cxf.queue.<queue-names.* B2 R 7,
fln, fEaILl{EEfA cxf.queue.default.maxQueueSize B KACEZKIN THEAFTIKRAATIK /N, TEER
Zff, JBossWS (AT AutomaticWorkQueuelmpl B EHIZINE Y AifcE MY
WorkQueueManager #, LA FEMHEATIEES AutomaticWorkQueuelmpl 145538 S8 -

3 3.5. AutomaticWorkQueuelmpl Constructor Properties

Bt IAH
cxf.queue.<queue-name>.maxQueueSize 256
cxf.queue.<queue-name>.initialThreads 0
cxf.queue.<queue-name>.highWaterMark 25
cxf.queue.<queue-name>.lowWaterMark 5
cxf.queue.<queue-name>.dequeueTimeout 120000

3.13.1.3. SRR E R LS

Apache CXF RB&5 | ZZ A RIMRIE G BERER AR, JBossWS R L FIZIAN
MaximalAlternativeSelector, {B{ftiFfEMA jboss-webservices.xml X cxf.policy.
alternativeSelector B3 iE R EMEFR L HE,
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3.13.1.4. MBean &1

Apache CXF R FEEELET JBoss EAP MBean IR552:8 MBean X R, #EalLLfid jboss-
webservices.xml 3X#F#i cxf.management.enabled B, 7EEPBEM LS AILThEE. EiA eI LR
cxf.management.installResponseTimelnterceptors B3 i2H CXF miRA R ERM%E, £5H
MBean BIEN, XEEBARIWEIARN, BEFLEER TURAREXEEHE.

Bl : jboss-webservices.xml X#FHH) MBean &8

<webservices xmlns="http://www.jooss.com/xml/ns/javaee" version="1.2">
<property>
<name>cxf.management.enabled</name>
<value>true</value>
</property>
<property>
<name>cxf.management.installResponseTimelnterceptors</name>
<value>false</value>
</property>
</webservices>

3.13.1.5. ZEH9580F

Apache CXF @2 7 & P inHiR S5 SFimEEZ AM{L HH SOAP SR MThaE. TuEF k= WSDL
AR (RS5Hm) IATHRRSNKE (Frm—M) S8 WSDL & REFa9EXER T,

ol LUEAMUTFE—ARE A schema Ktk -

[ ]

JBoss EAP fR558BiE -

Hin, LUTFEE CLI &5 HEIAM Standard-Endpoint-Config i sAcE 5 2R F95SIIE,
/subsystem=webservices/endpoint-config=Standard-Endpoint-Config/property=schema-
validation-enabled:add(value=true)

[ ]

HTUE L B9% i s B E SR,

e[ LA S| AN BdE 4 schema-validation-enabled BiEi%i& ) true, 8%
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PIETTHRE MR RNE P inS JBossWS il X BSiE XKEK.

[}
LDgmE AR im—m.
& i, BalgmRAXNEREIARE, fim -
I ((BindingProvider)proxy).getRequestContext().put("schema-validation-enabled", true);
[}

1EfR %5 2R mfE A @org.apache.cxf.annotations.SchemaValidation 3%,

EIRSS 3, RAILUEMA @org.apache.cxf.annotations.SchemaValidation 3%, #ii0 :

import javax.jws.WebService;
import org.apache.cxf.annotations.SchemaValidation;

@WebService(...)
@SchemaValidation
public class ValidatingHellolmpl implements Hello {

}

3.13.1.6. Apache CXF Interceptors

jboss-webservices.xml R FFAI35E cxf.interceptors.in #l cxf.interceptors.out Bif., XLtEH
RVFERFRAEER MBI IR E M OEMN S2& L6,

Bl : jboss-webservices.xml 3C{

<?xml version="1.1" encoding="UTF-8"?>

<webservices
xmlns="http://www.jooss.com/xml/ns/javaee"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
version="1.2"
xsi:schemalocation="http://www.jboss.com/xml/ns/javaee">

<property>
<name>cxf.interceptors.in</name>
<value>org.jboss.test.ws.jaxws.cxf.interceptors.Businterceptor</value>
</property>
<property>
<name>cxf.interceptors.out</name>
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<value>org.jboss.test.ws.jaxws.cxf.interceptors.BusCounterinterceptor</value>
</property>
</webservices>

BRI LMERALU T AR —ARIREEES -

s ERER A, 10 @org.apache.cxf.interceptor.Ininterceptor 5%
@org.apache.cxf.interceptor.Outinterceptor.

#8iZ org.apache.cxf.interceptor.InterceptorProvider O EREEZRimfE A AP,

JBossWS Hih fF{di /.

HF JBoss EAP FRARFHZHF Spring £k, HEit JBossWS &Rk jaxws-endpoint-config.xml
R, LUB RN SERE P inSiin S TR, EaLETE LME P il R B E P AR E
2%, RN cxtinterceptors. in #l cxf.interceptors. out BtEigE - ER R AR,

Bl : jaxws-endpoint-config.xml 3C{

<?xml version="1.0" encoding="UTF-8"?>
<jaxws-config xmIns="urn:jboss:jbossws-jaxws-config:4.0"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlins:javaee="http://java.sun.com/xml/ns/javaee"
xsi:schemalocation="urn:jboss:jbossws-jaxws-config:4.0 schema/jbossws-jaxws-config_4_0.xsd">
<endpoint-config>
<config-name>org.jboss.test.ws.jaxws.cxf.interceptors.Endpointimpl</config-name>
<property>
<property-name>cxf.interceptors.in</property-name>
<property-
value>org.jboss.test.ws.jaxws.cxf.interceptors.Endpointinterceptor,org.jboss.test.ws.jaxws.cxf
.interceptors.Foolnterceptor</property-value>
</property>
<property>
<property-name>cxf.interceptors.out</property-name>
<property-
value>org.jboss.test.ws.jaxws.cxf.interceptors.EndpointCounterinterceptor</property-value>
</property>
</endpoint-config>
</jaxws-config>
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4

al}

BMMEEMNESSIRNILARRMB SR 7T XRENE P Rzitne, EESERUM
BE/EXSEESR.

3.13.1.7. Apache CXF ZhgE

jboss-webservices.xml #RFF A E cxf.features B, WEM R EFAEMMBIET HIRS S
E0IERH 52 SCEIR 5 =,

Bl : jboss-webservices.xml 3C{

<?xml version="1.1" encoding="UTF-8"?>

<webservices
xmlns="http://www.jooss.com/xml/ns/javaee"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
version="1.2"
xsi:schemalocation="http://www.jboss.com/xml/ns/javaee">

<property>
<name>cxf.features</name>
<value>org.apache.cxf.feature.FastinfosetFeature</value>
</property>
</webservices>

ERTLMER LT ARz — R EAThEE -

[

sk _ ERSEREASE, 10 @org.apache.cxf.feature.Features.
[

38317 org.apache.cxf.feature.AbstractFeature KMy BEEER S imE A AP,
[

JBossWS Hhih fF{di /.
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HTF JBoss EAP hARHEH Spring 5k, Hitt JBossWS 7NN T Bis ok &, BIET
jaxws-endpoint-config.xml X#E A, LUBHRASEFRE Fimsiin RIS TER. EaTLL@TiEE
cxf.features BHEMTHEER BIRFIKR, TETE XMIEF inHlin = icE A EAThEE,

Bl : jaxws-endpoint-config.xml 3C{

<?xml version="1.0" encoding="UTF-8"?>
<jaxws-config xmIns="urn:jboss:jbossws-jaxws-config:4.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:javaee="http://java.sun.com/xml/ns/javaee"
xsi:schemalocation="urn:jboss:jbossws-jaxws-config:4.0 schema/jbossws-jaxws-config_4_0.xsd">
<endpoint-config>
<config-name>Custom Fl Config</config-name>
<property>
<property-name>cxf.features</property-name>
<property-value>org.apache.cxf.feature.FastinfosetFeature</property-value>
</property>
</endpoint-config>
</jaxws-config>

al

BNEETEERIF LARRNE SRR ENE P imziins. RERUFIEETLTSH
FI5E2R.

3.13.1.8. Bt% - &5 Bean fllE

Apache CXF Interceptors #l Apache CXF IhaE SR @ 7 Ml & - inskif s il E X AciE sk
jboss-webservices.xml R FFrh B A CXF & 23 MThae, @it (OIS EThae 8RRk 4
o, BRZAEARRAEESRME bean LHl, XSXNThEgN-EHERE XERK, BRIFRHLT vanilla
CXF XMBENY B, HESRAERBRIEESZahEdRANEES L ERY.

FfERIEE, JBossWS ENREMEMENHEER ¥ Bean EXEMHHHE. BETLIES
bean 5|, R # FLNFHFE, BHSIHRATIEE bean REFHEZ N BEHENIE.

i, UTEMSSBUHERRIEN I IEELH
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cxf.features ##foo, ##bar

##foo org.jboss.Foo

##foo.par 34

##bar org.jboss.Bar

##bar.color Blue
LIS AT B M RBEE SR -

import org.Bar;
import org.Foo;

Foo foo = new Foo();
foo.setPar(34);

Bar bar = new Bar();
bar.setColor("blue");

XHHHIRERZEGIEM getter () # setter () A3k B9 be an, BIRERE X, AR
BN EENERIE R, thelLIASE#RER Bean,
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M A. SERH

A.1. JAKARTA RESTFUL WEB SERVICES/RESTEASY ANNOTATIONS

# A.1. Jakarta RESTful Web Services/RESTEasy Annotations

a3 2

cache

ClientInterceptor

ContentEncoding

£FX

CookieParam

DecorateTypes

decorator

DefaultValue

fifl B

DoNotUseJAXBProvider

encoded

xH

N

160

f=H

B zhi% &, Cache-Control #r:k,

&R N E iR EER.

oA, ATREEETREEREEN AN
Content-Encoding.

RVFEIEE javax.ws.rs.core.HttpHeaders,
javax.ws.rs.core.Urilnfo,
javax.ws.rs.core.Request,
javax.serviet.HttpServietRequest,
javax.servlet.HttpServietResponse, I
javax.ws.rs.core.SecurityContext X £.

RVFEESRFHERIEE HTTP 153K cookie SN R
N

W #E DecoratorProcessor 25 £, LUEES X
FFRRE,

¥ meta-annotation BB fk A4 FRIDHY 5 — N E R
.

A5 Hith @*Param SEREESER, UEHTTPIE
KI5 B RAEER E X ERIAE,

RIRAENN HTTP DELETE % K H93E%,

LIRFFEME A Jakarta XML Binding
MessageBodyReader/Writer i, fSHEBALKSK
S L, BEEAERKMREREFREEZRE,

AIATR, AEHSH. BRABERT, FA
@PathParam #1 @QueryParams {3415, &t
il @Encoded E5, XY params BY{E AL
NiR .

X E] AR R A/ 1% 15 3K /HE B B (B &R

FEREH TR XML #i, X2— Jakarta
XML Binding Decorator,



IgnoreMediaTypes

ImageWriterParams

AR &Y

MultipartForm

noCache

NoJackson

PartType

5
Hx

PathParam

POST

L5ER

R_—UYE

PUT

QueryParam

Serverlinterceptor

StringParameterUnmarshallerBinder

Mk A. SERE

&

RARAENN HTTP GET i RB9ER,

BMEERE, Ak SRIFERLE, EH Jakarta
RESTful Web Services 74§ Jakarta XML Binding
provider FAFHFEINT KB

YORA R AT RS E4 I0lmageProvider #93F

JSONConfig.

XA F4E multipart/form-data MIME BB (& A /1%
K/ R B (B X &R

1%1& nocache #j Cache-Control i #7k,

YIRAFLEMA Jackson IRMHIZFER!, BRI,
S, FERIFHE,

B List 5 Map 1Eh %8845 /* RBIN, SH5%ER
9 N E—iREA,

XMMEETFRIFRGER. IRNEHBEE,
T B3I 75 SR AR BB R B R AN /5 AR SR X,

AR E URI BB KRS ARV,
RIRFAENN HTTP POST i :kp05E B,

AT ERERRNIFEERE, ERTAREEE
BEHRTEBNLENR.

TERNEIHINER, L Ie9dE Frid 7 Jakarta
RESTful Web Services 21T E MR AR,

RRAENN HTTP PUT i RBOERE,

RYHES URI TR S SHE URL RS 5
S5 K.

RO IR S #Rim = s

EMA B —EM LM meta-annotation, RS
4 StringParameterUnmarshaller N FAE|E T
FRBHERE A,
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p=3 .3 e
RAgR BE XML FERRIR k.
wrapped EEBEIEE SR E Jakarta XML Binding W RES

SRS, FIERERESISHP.

WrappedMap LR BILE ST Jakarta XML Binding X SR AR
W, MEBAFERSHEAF,

XmlHeader R EIFI SRS B XML Rk,

XmINsMap JSONToXml.

XopWithMultipartRelated HEBATATAE/ E6FA/FHIXOPEER (T8
hEE /M%) Bl/dB Jakarta XML Binding JEf#
BT &R,

A.2. RESTEASY EB&ES#

*F A2. Tk

prRIE i - WINE] b

resteasy.servlet. mapping.prefix =L NN MR Resteasy servlet-mapping #J URL-
pattern & /%,

resteasy.scan false i @Provider #1 Jakarta RESTful
Web Services HigE3E (41 @ Path.
@GET. @POST) Ezhf1# WEB-
INF/lib JARs #1 WEB-INF/classes B
X, FRHITIEM.

resteasy.scan.providers false i @Provider £ FH3EMeEA( 1.

resteasy.scan.resources false {134 Jakarta RESTful Web Services %R
x.

resteasy.providers =L NN LUE SN RMTIR, HEhasEsE T
K52 FRE @Provider &7,

resteasy.use.builtin.providers true EEEZFMMIANNE @Provider 2.

resteasy.resources =L NN REFMATTLRER Jakarta RESTful
Web Services HIRFE A FRHES 2FR5I
=
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resteasy.jndi.resources

javax.ws.rs.Application

resteasy.media.type.mappings

resteasy.language.mappings

resteasy.document.expand.entity.referen
ces

resteasy.document.secure.processing.fea

ture

resteasy.document.secure.disableDTDs

resteasy.wider.request.matching

resteasy.use.container.form.params

LS WINE]

BZ=EINN

BZEINN

BZ=EINN

BAERIA

false

true

true

true

true
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sk

MLLGESHFRM JNDI 251K, BIAM
B3N Jakarta RESTful Web Services
FRBIHT &R,

LA spec AIRSHEM A RGN ARRFE KB 55
2REZFFE bootstrap,

Mty B4 (W.xmlsk.ixt) BRSTE
MRER, B Accept TikMIER, &
FimFsiEE A Accept TRk sRiiFERRE

(pvigs) o A LAE WEB-
INF/web.xml > ¢ {&
resteasy.media.type.mappings 7
resteasy.language.mappings EZiE Lt
T,

Nx#H&I B (30, ensk.fr) BREE)E
&, TBFE Accept-Language 1k,
Y& T AEA Accept-Language i

ISRIEFIEE (REER) R,

EART BASIE, fREe&HNE
FRE, 1E JBoss EAP A, BB
false, FiteHE(1BHNEFZFE,

7£40 22 org.w3c.dom.Document 3244
# Jakarta XML Binding %} R &= HEDN
L2 PR,

1 org.w3c.dom.Document 3Z#4H
B DTDs #01 Jakarta XML Binding ¥f &
o

%4 Jakarta RESTful Web Services #13&
FE N BREFRARXTIE, MEREESD
Jakarta RESTful Web Services 773%M58
BRIAATE,

EdaE
HttpServietRequest.getParameterM
ap O FAERRDKRESH, MREE
serviet I3 iEZR AR L A AN FE T 18R
PUHFERIAR, 15 ERX D0,
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iR BAE ek
resteasy.add.charset true IR FIREAFRE T XA/ = M AR

Fe/xml* 28, BEEER

charset, RESTEasy =% charset=UTF-
8 AMELREIMABRREIRLAP, HiE
B, charset fELLIE R FEIAH UTF-8,

M F S HBEE,

il

XS WEB-INF/web.xml X EdiE,

B

1£ Servilet 3.0 3, web .xml X resteasy.scan. * B E#H 2L, B
Jakarta RESTful Web Services ;T f#H4H H-& 4 # B 5 Hh.

ftn, javax.ws.rs.Application SEZ1E serviet B2& M init-param FEEM :

<servlet>
<servlet-name>Resteasy</servlet-name>
<servlet-class>org.jboss.resteasy.plugins.server.serviet.HttpServietDispatcher</servlet-class>
<init-param>
<param-names>javax.ws.rs.Application</param-name>
<param-value>org.jboss.resteasy.utils.TestApplication</param-value>
</init-param>
</serviet>

fim, resteasy.document.expand.entity.references 7t context-param HFHECE :

<context-param>
<param-name>resteasy.document.expand.entity.references</param-name>
<param-value>true</param-value>

</context-param>

164



BLLF RESTEasy SR IMET8ER 5 RESTEasy N ARRFEZE XXE I
tHEaR -

A.3. RESTEASY JAVASCRIPT API &#

xR A3 SHEH

Bt

$entity

$contentType

$accepts

$callback

$apiURL

$username

$password

A.4. RESTEAS.REQUEST kB 5

5 A.4. resteas.Request

g

==
[=]

Mk A. SERE

resteasy.document.expand.entity.references

resteasy.document.secure.processing.feature

resteasy.document.secure.disableDTDs

LS WINE]

*/*

fed
#52h PUT % 3%m9554k, POST iF3K.

{E77 Content-Type #73k & X HY IE TR H) MIME £
£, B @Consumes I RE.

EZ M MIME 2EE ) Accept TRk 4%, H
@Provides JEERE.

KEAHRS HRANRH

(httpCode. xmiHttpRequest. value) . MIRFR
=iE, NWHRFRY FHREE,

%8 ) Jakarta RESTful Web Services i s B EL R
URl, MAEFERE— MR,

MFKET A AMEN, eiATERNER.

MFXET A AMEN, elATERNER.
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B 5 ek

execute(callback) FER YR RPIXBNAERE RHUTIER, ZEGE
BESHEE, FRE,

setAccepts(acceptHeader) & Accept 15K IRk, BRIMERN */*,

setCredentials(username, password) WEIFEKREIE,

setEntity(entity) WEIE KR,

setContentType(contentTypeHeader) % i& Content-Type & k17:k,

setURI(uri) WEBIEK URl, XNIZZLEXT URI,

setMethod(method) WEBIHFKAE. BIMESN GET,

setAsync(async) ZHEREE RS, BIMEN true,

addCookie(name, value) PUTIE KRS, 1ZB YIS ARAER Cookie, IXRTE
W 2R PR ATFTE,

addQueryParameter(name, value) NERNSERME URI EIHEBD

addMatrixParameter(name, value) S (BBRESE) RmMENEK URIMWsE—
BBR A ER,

addHeader(name, value) AIERIR k.

addForm (&#F, {H) IR,

addFormParameter(name, value) NI

A.5. RESTEASY RH R LIRS ECESE

TRIEHMANE T S EVIRS TR E context-params, FILLE web.xml X i@ X TS,

= AL BRESH

BH ek

resteasy.async.job.service.max.job.results EAEEN AT ERFERREFOEERE. BNMES
100,

resteasy.async.job.service.max.wait BFmEEEREWE, SEKEFHE, BHIMERN
300000,
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BH ek
resteasy.async.job.service.thread.pool.size BT M ERZEERKN, FIMEH 100,
resteasy.async.job.service.base.path WEEI URI BIEARERR, BONMES
/asynch/jobs,
<web-app>

<context-param>
<param-name>resteasy.async.job.service.enabled</param-name>
<param-value>true</param-value>

</context-param>

<context-param>
<param-names>tresteasy.async.job.service.max.job.results</param-name>
<param-value>100</param-value>

</context-param>

<context-param>
<param-names>tresteasy.async.job.service.max.wait</param-name>
<param-value>300000</param-value>

</context-param>

<context-param>
<param-names>testeasy.async.job.service.thread.pool.size</param-name>
<param-value>100</param-value>

</context-param>

<context-param>
<param-name>resteasy.async.job.service.base.path</param-name>
<param-value>/asynch/jobs</param-value>

</context-param>

<listener>
<listener-class>
org.jboss.resteasy.plugins.server.servilet.ResteasyBootstrap
</listener-class>
</listener>

<servlet>
<servlet-name>Resteasy</servlet-name>
<servlet-class>
org.jboss.resteasy.plugins.server.servlet.HttpServletDispatcher
</servlet-class>
</servlet>

<servlet-mapping>
<servlet-name>Resteasy</servlet-name>
<url-pattern>/*</url-pattern>
</servlet-mapping>

</web-app>

A.6. JAKARTA XML WEB fR%5TE
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wsconsume

ws Consume 2Bf JBoss EAP I2#tM&51TTE, ©ffH WSDL FH A rI#4ER Jakarta XML
Web AR S5HRSSHIZE Fim T4,

A

wsconsume T Ef7F EAP_HOME/bin B¥h, AL TIEE :

I EAP_HOME/bin/wsconsume.sh [options] <wsdl-url>

k

N
p o
;

il

£+ wsconsume.bat B{iZ&FF Windows,

BRIk -

M Example.wsdl WSDL 3 {sh4pX Java K30 :

I EAP_HOME/bin/wsconsume.sh Example.wsdl

M Example.wsdl WSDL ¥4 B Java SRS -

I EAP_HOME/bin/wsconsume.sh -k Example.wsdl

1£ Example.wsdl WSDL 32#4-#89 my.org B8 4R Java SBHIZE S -

I EAP_HOME/bin/wsconsume.sh -k -p my.org Example.wsdl

RS EXHER Java RHRH -

EAP_HOME/bin/wsconsume.sh -k -b schema-binding1.xsd -b schema-binding2.xsd
Example.wsdl

1£ JAVA_OPTS I iEZ2HECE -Dlogdj Bk, LLATF wsconsume.sh I :

I BAE L ARAIZERRTA S V0 A= A 2 A 0 E T HEE EG A LSRRI
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BUHUIELJUV] A EIXE"I A A AHIHIICM VU A TT 1 b X IELLLTTIITEIITHI - ICNX ) o

BHABBRICRKACE M, EfEA -Dlogdj.configuration=file:log4j.prsoperties = -
Dlog4j.configuration=file:log4j.xml, 0 FHIfTD :

JAVA_OPTS="-Dlog4j.configuration=file:log4j.properties" ./bin/wsconsume.sh
<WSDL URL>

Heh, < WSDL_URL > RFRENRABNZEERK WSDL 4R,

£/ --help SBHEF TRPAMATH ws Consume 7T BI51K,

& A.6. wssume £

-a, --additionalHeaders JEANFE SOAP Tk #sb i,

-b, --binding=<file> — AN % Jakarta XML Web Services 5 Jakarta XML Binding 483 3 4
-c --catalog=<file> FAF SR BRI Oasis XML B kX4,

-d --encoding=<charset> FAF AR ARRY charset Fwfid,

-e, -—extension JEF SOAP 1.2 #FET B,

-h, --help DRIEEBER.

-j --clientjar=<name> HERBIFIEBIR— JAR X, LU Web AR,
-k, --keep {REB/HERK Java .

-1, --load-consumer mEEREHBRE (HiLAER) .

-n, --nocompile NEwiFE 4 B HTIR

-0, --output=<directory> FAF I8 A BRI TR B Ko

-p --package=<name> 4 BRI B RS,

-gq. --quiet BREE,

-s, --source=<directory> BT HE Java BRI B .
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-t, --target=<2.1|2.2> Jakarta XML Web BR S5 #1355 B #7.

-v, --verbose ETRERENREHLIRER,

-w --wsdlLocation=<loc> &, BT @WebService.wsdlLocation,
wsprovide

wsprovide 2k JBoss EAP REtMGHITTE, wINIRSSin = SCiE4 M AI#4E Jakarta XML Web AR
Sk, e BARERK WSDL STHIEDIL,

A

wsprovide TEfF EAP_HOME/bin B, FRATHE. :

I EAP_HOME/bin/wsprovide.sh [options] <endpoint class hame>

k

N
P 3
;

il

+ wsprovide.bat filZ<FHF Windows,

IRk -

# Rl BV TBETIHERITaRRFX,

I EAP_HOME/bin/wsprovide.sh -0 output my.package.MyEndpoint

1£ Hitd BXeh4pk wrapper 251 WSDL,

I EAP_HOME/bin/wsprovide.sh -o output -w my.package.MyEndpoint

1£ fitd BXrh B AR JAR 89l =45 wrapper 2,

EAP_HOME/bin/wsprovide.sh -0 output -c myapplicationi.jar:myapplication2.jar
my.org.MyEndpoint
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1£ JAVA_OPTS 52 EhidE -Dlog4dj Ett, LIAT wsprovide.sh BiiA :
ILESE S VR IR AT B 2 M B &IC R XX R E N AR A EL.

BHEABBRICKACE XM, & A -Dlogdj.configuration=file:log4j.properties = -
Dlog4j.configuration=file:log4j.xml, M TFHIFTS :

I JAVA_OPTS="-Dlog4j.configuration=file:log4j.properties" ./bin/wsprovide.sh

{5 --help SBEHEEB TxRH A RTH wsprovide TSI,

5 A.7. wsprovide £

-a, --address=<address> WSDL H &R im0 soap:address,
-¢, --classpath=<path> DB RHERRE,

-e, -—extension JEF SOAP 1.2 4P ET B,

-h, --help DRIEEBER.

-k, --keep {REE/HE K Java .

-1, --load-provider MERERERFRE (HARR) .
-0, --output=<directory> FAF I8 A BRI TR B Ko

-gq. --quiet BREE,

-r, --resource=<directory> AFRE TR EHNE %,

-s, --source=<directory> BT HRE Java BRI B .

-t, --show-traces ERRENEBHRIRER,

-w, —-wsd| o FB WSDL U84 RK.

A.7. JAKARTA XML WEB BR55# M APl 3%
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Web BR555n R MIZE Fim A= L4 Jakarta XML Web [R5 A 8IS, HhSELEBEFER. ER
ETFSCHIER A,

AIBERFIESR
AEEFERETER mafTh ma (IRSS23R44) 2R Jakarta XML Web Services T3 ESE

fg. fCIEH Dispatch SLEISIH SR EMNFE, FALHEE A DU EFELMRINERNER R EL T
i’j(o

HErmAiRS SRt ERFAFAR— N EFNIIR, FOVLGERFE, SRAXIWECHRN, BEHA
RAEEFEPNLERER, ACHSHRLERFLE, ARHERMEFLEESI], HiERERAER
HEFLAEEHIEBEFLE,

W HE ETFOARLERR, REUIFTESABMBIERNGE, UREE-HEN, HE2LT
XEMAMTEMNMERFZFEEE, URGEERFSEFRHRS Sk AEE. TRRXBEKLE
ErFdid ARRBENHE L TOAM,

P ERR

PHABERE{IOTER L TXEHME R AU A ENITEREF. ZHRABERZMI FHH, K
RENH R R PR Y. BHAERESF RO javax.xml.ws.handler.LogicalHandler.

Ut

U ER RN E R L T X BN E FHiAE R HETERF. U BEERSE TR ERND
W, AR ESCE SRR M A . UGBS RYE A javax.xml.ws.handler.Handler
ME{f#EO, {8 javax.xml.ws.handler.LogicalHandler.

MR35t = AL ER R

HERS RS E, LHEBEFEFIA @HandlerChain IBEE X, MHBEEFEFHEXHMNABERLIE
externalForm 4%t java.net.URL, thal LUR 3k BB SCHF SR ST RIAEAT R =R

@WebService
@HandlerChain(file = "jaxws-server-source-handlers.xml")
public class SOAPEndpointSourcelmpl {

}

IR35% P imit Bz

1£ Jakarta XML Web Services &P L, AEERF @S A @HandlerChain 338 ( MRS ik
) ={EH Jakarta XML Web Services APl hAE X,

I Service service = Service.create(wsdIURL, serviceName);
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Endpoint port = (Endpoint)service.getPort(Endpoint.class);

BindingProvider bindingProvider = (BindingProvider)port;
List<Handler> handlerChain = new ArrayList<Handler>();
handlerChain.add(new LogHandler());

handlerChain.add(new AuthorizationHandler());
handlerChain.add(new RoutingHandler());
bindingProvider.getBinding().setHandlerChain(handlerChain);

£ £ setHandlerChain A%,

HBLETX

MessageContext S22 Jakarta XML Web Services jH2 L FXHBE A H,. Sl FANA
EMEEY R’ Map<String,Object> SR EER—AHEY, SUHBEEFFEPNCEREFREBHZMRCRE. H
m, MEBEFATEMSER put AN BEBAREELETXHR, 25, tEEFHEHHN—IHZNLERE
FalfEf get AERBUER,

[EtE4E APPLICATION s HANDLER BR7E. A EMER vl T i = B3H 2 3 R X (MEP) 324
HrELERER, fiin, MR ZHLEERS BYEBAGER ETFXH, ZEMthaI AT MEP SLHIHTHA
()&% dh BRI U B IR R

4 HBZHARA (MEP)RRTTHE HTTP EEIG 7 XA ZXMBERCER. S LB HEF
R ETFxHhRERHMBENRESAE.

{EATF APPLICATION 50 EHEth ol B F & ims AMR S im = SC . Bt NEVAERE 2
HANDLER,

ZHH SOAP HEEATEN ETX,

PHHEEETX

FAZHRABEERN, BiIRBEIREN LogicalMessageContext H3HE LT
X, LogicalMessageContext i FAIKENFIESCE 2B M EM LT B MessageContext, B 1R
EEE BRI A B AR, PR E E Gl 2 HE B £ TRl LUK G HE S R LEAH 4,
SOAP 4 hERE T A E ST LU W] SOAP IEXMAZE, {BA#EEV R SOAP tik., B5—A
@, XML/HTTP #EE GEHAAERRER T LU [FH R REA XML B i,

SOAPHE ETX
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M SOAP 4 EEEEFH, TfilfFEl SOAPMessageContext, SOAPMessageContext {#i %X
I HHEN SOAP HEB MM EM ALY B MessageContext,

R

N AR A RSB 4 SOAPFaultException SiRFE TN ARFHNAFRE. HTFEE, MEEIHER
BHEMN—IRY, WIEZTHERFENHEIT 22K Bean,

public void throwSoapFaultException() {

SOAPFactory factory = SOAPFactory.newlnstance();

SOAPFault fault = factory.createFault("this is a fault string!", new QName("http://foo",
"FooCode"));

fault.setFaultActor("mr.actor");

fault.addDetail().addChildElement("test");

throw new SOAPFaultException(fault);

}

public void throwApplicationException() throws UserException {
throw new UserException("validation”, 123, "Some validation error");

}
Jakarta XML Web R 3E

Jakarta XML Web Services API {Z#t933 84t Jakarta XML Web Services Specification 2.3 #i5E
2.3 A3E e X, XEEFBALTF javax.xml.ws B,

JWS API 12t 83F f#4F Web Services Metadata H7E X, #1& Jakarta Web Services Metadata #f.
6 2.1 Bl5E, XEEFBALTF javax.jws K2,

A8. ®% WS-TRUST =

A.8.1. 5= : SAML Holder-Of-Key Assertion 53

WS-Trust BEBIERRHLZL DM, SAML fiSERLESHEMKE, £ Holder-Of-Key /&, STS
fIE— N aEFFmAHN SAML £, FEAHIAN SAML SEES. BFmalE SAML 51, ¥
EREFARZ HEN soap FEHERL web IRS5. Web ARS5%KUE SOAP EEF SAML ©1%,

Lty RBEUTHEA :

WA WA Holder-Of-Key E/&iffiiA %R SAML 551, LUMELEMIF TR, EAZSEIE
AT, Holder-Of-Key ©h#5 HTTPS 4G BUABS LRI T HE. XEBRERLRIRER
sp:TransportBinding #1 sp:HttpsToken,
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Holder-Of-Key G5 HXBKMMBHZEREH, HLIZIF sp:lssuedToken of
SymmetricKey =% PublicKey keyType FiF sp:SignedEndorsingSupportingTokens,

A.8.1.1. Web ARS51RitRE

A5 T SAML Holder-Of-Key 56 Web fR55tR. XLEHHDIE -

°
Web fR551= it WSDL
°
SSL Eci&
°
Web fR551RfitmRO
°
Web AR551R fitma e
°
BB AFEE
°

20\ MANIFEST.MF

A.8.1.1.1. Web R551R4tF8 WSDL

Web RS IRHtEER— 1M ARSE—imm. HolderOfKeyService.wsdl WSDL H1/5BARATA WS-trust
MLLRE, EXHERT, FE—1 ws-requester 3i2ft SAML 2.0 $i&## SymmetricKey
keyType (HI5EM STS A7) . STS HibbfF WSDL FiRfit. ARG ERIE. XFEEFIANEAR
#M% 4, SignedEndorsingSupportingTokens,

LUR AR iRt T RS ERTFH R :

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<definitions targetNamespace="http://www.jboss.org/jbossws/ws-

extensions/holderofkeywssecuritypolicy"

name="HolderOfKeyService"

xmins:tns="http://www.jboss.org/jpossws/ws-extensions/holderofkeywssecuritypolicy"
xmlins:xsd="http:// www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmlns="http://schemas.xmlsoap.org/wsdl/"
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xmlns:wsp="http://www.w3.org/ns/ws-policy"

xmlns:wsam="http://www.w3.0rg/2007/05/addressing/metadata”
xmins:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
xmlins:wsaws="http://www.w3.0rg/2005/08/addressing"
xmins:wsx="http://schemas.xmlsoap.org/ws/2004/09/mex"
xmins:sp="http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702"
xmins:t="http://docs.oasis-open.org/ws-sx/ws-trust/200512">

<types>
<xsd:schema>
<xsd:import namespace="http://www.jboss.org/jpossws/ws-
extensions/holderofkeywssecuritypolicy”
schemalocation="HolderOfKeyService_schema1l.xsd"/>
</xsd:schema>
<fypes>
<message name="sayHello">
<part name="parameters" element="tns:sayHello"/>
</message>
<message name="sayHelloResponse">
<part name="parameters" element="tns:sayHelloResponse"/>
</message>
<portType name="HolderOfKeylface">
<operation name="sayHello">
<input message="tns:sayHello"/>
<output message="tns:sayHelloResponse"/>
</operation>
</portType>
<!--
The wsp:PolicyReference binds the security requirements on all the endpoints.
The wsp:Policy wsu:ld="#TransportSAML2HolderOfKeyPolicy" element is defined later in
this file.
-_—>
<binding name="HolderOfKeyServicePortBinding" type="tns:HolderOfKeylface">
<wsp:PolicyReference URI="#TransportSAML2HolderOfKeyPolicy" />
<soap:binding transport="http://schemas.xmlsoap.org/soap/http" style="document"/>
<operation name="sayHello">
<soap:operation soapAction=""/>
<input>
<soap:body use="literal"/>
</input>
<output>
<soap:body use="literal"/>
</output>
</operation>
</binding>
<!--
The soap:address has been defined to use JBoss's https port, 8443. This is
set in conjunction with the sp:TransportBinding policy for https.
-—>
<service name="HolderOfKeyService">
<port name="HolderOfKeyServicePort" binding="tns:HolderOfKeyServicePortBinding">
<soap:address location="https://@jboss.bind.address@:8443/jaxws-samples-wsse-policy-trust-
holderofkey/HolderOfKeyService"/>
</port>
</service>
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<wsp:Policy wsu:ld="TransportSAML2HolderOfKeyPolicy">
<wsp:ExactlyOne>
<wsp:All>
<!--
The wsam:Addressing element, indicates that the endpoints of this
web service MUST conform to the WS-Addressing specification. The
attribute wsp:Optional="false" enforces this assertion.
—-_—
<wsam:Addressing wsp:Optional="false">
<wsp:Policy />
</wsam:Addressing>
<!--
The sp:TransportBinding element indicates that security is provided by the
message exchange transport medium, https. WS-Security policy specification
defines the sp:HttpsToken for use in exchanging messages transmitted over HTTPS.
-_—>
<sp:TransportBinding
xmins:sp="http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702">
<wsp:Policy>
<sp:TransportToken>
<wsp:Policy>
<sp:HttpsToken>
<wsp:Policy/>
</sp:HttpsToken>
</wsp:Policy>
</sp:TransportToken>
<!--
The sp:AlgorithmSuite element, requires the TripleDes algorithm suite
be used in performing cryptographic operations.
-
<sp:AlgorithmSuite>
<wsp:Policy>
<sp:TripleDes />
</wsp:Policy>
</sp:AlgorithmSuite>
<!--
The sp:Layout element, indicates the layout rules to apply when adding
items to the security header. The sp:Lax sub-element indicates items
are added to the security header in any order that conforms to
WSS: SOAP Message Security.
-_—>
<sp:Layout>
<wsp:Policy>
<sp:Lax />
</wsp:Policy>
</sp:Layout>
<sp:IncludeTimestamp />
</wsp:Policy>
</sp:TransportBinding>

<!--
The sp:SignedEndorsingSupportingTokens, when transport level security level is
used there will be no message signature and the signature generated by the
supporting token will sign the Timestamp.

-
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<sp:SignedEndorsingSupportingTokens
xmins:sp="http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702">
<wsp:Policy>
<!--
The sp:IssuedToken element asserts that a SAML 2.0 security token of type
Bearer is expected from the STS. The
sp:includeToken="http://docs.oasis-open.org/ws-sx/ws-
securitypolicy/200702/IncludeToken/AlwaysToRecipient"s
attribute instructs the runtime to include the initiator's public key
with every message sent to the recipient.

The sp:RequestSecurityTokenTemplate element directs that all of the
children of this element will be copied directly into the body of the
RequestSecurityToken (RST) message that is sent to the STS when the
initiator asks the STS to issue a token.
-
<sp:lssuedToken
sp:IncludeToken="http://docs.oasis-open.org/ws-sx/ws-
securitypolicy/200702/Include Token/AlwaysToRecipient">
<sp:RequestSecurityTokenTemplate>
<t:TokenType>http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-
1.1#SAMLV2.0</t:TokenType>
<!--
KeyType of "SymmetricKey", the client must prove to the WS service that it
possesses a particular symmetric session key.
-
<t:KeyType>http://docs.oasis-open.org/ws-sx/ws-
trust/200512/SymmetricKey</t:KeyType>
</sp:RequestSecurityTokenTemplate>
<wsp:Policy>
<sp:RequirelnternalReference />
</wsp:Policy>
<!--
The sp:Issuer element defines the STS's address and endpoint information
This information is used by the STSClient.
-
<sp:lssuer>
<wsaws:Address>http:/@jboss.bind.address@:8080/jaxws-samples-wsse-policy-
trust-sts-holderofkey/SecurityTokenService</wsaws:Address>
<wsaws:Metadata
xmins:wsdli="http://www.w3.0rg/2006/01/wsdl-instance"
wsdli:wsdlLocation="http://@jboss.bind.address@:8080/jaxws-samples-wsse-policy-trust-
sts-holderofkey/Security TokenService ?wsdl">
<wsaw:ServiceName
xmins:wsaw="http://www.w3.0rg/2006/05/addressing/wsdl"
xmins:stsns="http://docs.oasis-open.org/ws-sx/ws-trust/200512/"
EndpointName="UT_Port">stsns:SecurityTokenService</wsaw:ServiceName>
</wsaws:Metadata>
</sp:lssuer>

</sp:lssuedToken>
</wsp:Policy>
</sp:SignedEndorsingSupportingTokens>
<!--
The sp:Wss11 element declares WSS: SOAP Message Security 1.1 options
to be supported by the STS. These patrticular elements generally refer
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to how keys are referenced within the SOAP envelope. These are normally handled by
Apache CXF.
-
<sp:Wss11>
<wsp:Policy>
<sp:MustSupportReflssuerSerial />
<sp:MustSupportRefThumbprint />
<sp:MustSupportRefEncryptedKey />
</wsp:Policy>
</sp:Wss11>
<!--
The sp:Trust13 element declares controls for WS-Trust 1.3 options.
They are policy assertions related to exchanges specifically with
client and server challenges and entropy behaviors. Again these are
normally handled by Apache CXF.
-
<sp:Trust13>
<wsp:Policy>
<sp:MustSupportlssuedTokens />
<sp:RequireClientEntropy />
<sp:RequireServerEntropy />
</wsp:Policy>
</sp:Trust13>
</wsp:All>
</wsp:ExactlyOne>
</wsp:Policy>

</definitions>

A.8.1.1.2. SSL idi&

It Web BRS5{EA HTTPS, Hb»%iiS JBoss EAP RSS2 ECi®E 97 undertow FR5rrhig4it
SSL/TLS ¥,

BRMMN Web N ARFBCE HTTPS KiHE, WESEUMRIRE RS i £ M09 HREFIE EIE
XK SSL/TLS,

A.8.1.1.3. Web BR5512 it E0O

Web AR5 124t## 0 HolderOfKeylface 2 —Ma A9 Web ARSS E X

package org.jboss.test.ws.jaxws.samples.wsse.policy.trust.holderofkey;

import javax.jws.WebMethod;
import javax.jws.WebService;

@WebService
(

targetNamespace = "http://www.jboss.org/jbossws/ws-
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extensions/holderofkeywssecuritypolicy”
)
public interface HolderOfKeylface {
@WebMethod
String sayHello();

}

A.8.1.1.4. Web BRZ51R6tR8 5 e

Web [R5 1Rt CHE HolderOfKeylmpl K2 —4 A H1H9 POJO, E{EAIRER WebService FEK
E RS ms. 4, BB A Apache CXF ;if#, Ed pointProperties 1 EndpointProperty T3
Apache CXF i21THAC B ik m. XEEFFERE B Apache WSS4J T H, %5WiH 5 Web IRS51R#L T = WS-
Security t7AE8) Java SCiE, XESFRLUERA R BinsAmnE. A8 Apache CXF B, XiEE
M@ %A Spring BAEHM <jaxws:properties&gt; TR TIEE, XEFEARTFERBIEERM,

WSS4J f§i[ Crypto £ MRKEVAFE AR /ASIFMBAMIES, 20 WSDL NIbIRFZHE
3K, HolderOfKeylmpl 24t WSS4J BdiE{S 2T Crypto B9 Merlin 5Ci,

HlZxEE—4 EndpointProperty ifA12H T XN EARZLEEXH 1.1 HEHHE. T—
EndpointProperty i@ & & (Merlin)Crypto BdE{S B H Java B XX, &/EH EndpointProperty
A7 B STSHolderOfKeyCallbackHandler S5, © A FIRIVEHEME XA P UEBREL,

package org.jboss.test.ws.jaxws.samples.wsse.policy.trust.holderofkey;

import org.apache.cxf.annotations.EndpointProperties;
import org.apache.cxf.annotations.EndpointProperty;

import javax.jws.WebService;

@WebService
(
portName = "HolderOfKeyServicePort",
serviceName = "HolderOfKeyService",
wsdlLocation = "WEB-INF/wsdl/HolderOfKeyService.wsdl",
targetNamespace = "http://www.jboss.org/jbossws/ws-
extensions/holderofkeywssecuritypolicy",
endpointinterface =
"org.jboss.test.ws.jaxws.samples.wsse.policy.trust.holderofkey.HolderOfKeylface"
)
@EndpointProperties(value = {

@EndpointProperty(key = "ws-security.is-bsp-compliant”, value = "false"),

@EndpointProperty(key = "ws-security.signature.properties”, value =
"serviceKeystore.properties™),

@EndpointProperty(key = "ws-security.callback-handler"”, value =
"org.jboss.test.ws.jaxws.samples.wsse.policy.trust.holderofkey.HolderOfKeyCallbackHandler
")

b
public class HolderOfKeylmpl implements HolderOfKeylface {
public String sayHello() {
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return "Holder-Of-Key WS-Trust Hello World!";

}
}

A.8.1.1.5. InE EHM B HEHE 4

WSS4J 1 Crypto i@t @& Crypto BEERIEM Java B RMEBMEE, XHIIFET
SLherEY, MBHAEMME. B, RAN&E. XTNAEFHEA Merlin 52
e, serviceKeystore.properties X SILER.

servicestore.jks X #2 Java KeyStore(JKS)Ff#E. B3 myservicekey #l mystskey A%
ZANS N

org.apache.ws.security.crypto.provider=org.apache.ws.security.components.crypto.Merlin
org.apache.ws.security.crypto.merlin.keystore.type=jks
org.apache.ws.security.crypto.merlin.keystore.password=sspass
org.apache.ws.security.crypto.merlin.keystore.alias=myservicekey
org.apache.ws.security.crypto.merlin.keystore.file=servicestore.jks

A.8.1.1.6. 2XiA MANIFEST.MF

N AEFEE N org.joboss.ws.cxf.jpossws-cxf HiZ4LH JBossWS #1 Apache CXF
API, dependency i&a{EIRS S EaBE R REtE1 1.

Manifest-Version: 1.0
Dependencies: org.jboss.ws.cxf.jpossws-cxf-client

A.8.2. 7= : SAML Bearerions

WS-Trust EERHR LS, SAML iSERESHIRR, 7 SAML Bearer 5, IRS51RHLRE
SERSFIESEAEBHEMEL AR SOAP iEKER SAML ThEHE XM I,

Lt ARBEHRUTEK :

i 8 Bearer Ui\ AN SAML SREATIZERY, LUESHEFREHIIE, EXZHE
RF, bearer 5h&#5 HTTPS 454 BLBSIE"HEI N IKESHE. XEKEEH sp:
TransportBinding #1 sp: HttpsToken BZ& £5KH1%,

bearer ThE& B S 2 XKEKNMEHZ 2 EH, Ht bearer keyType B sp:lssuedToken i
LT sp:SupportingToken =% sp:SignedSupportingTokens,
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A.8.2.1. Web ARS51RitRE

AT SAML Bearer 3758 Web IRSS5 T3k, XEEHBEIE -

bearer Web Service Provider WSDL

SSL Aci&

bearer Web [R$5124t/EE:0O

bearer Web R S512 /G-l

nZ BB PFE

20\ MANIFEST.MF

A.8.2.1.1. bearer Web Service Provider WSDL

Web [RFSIRHEBR— IS RE—ins, WS-SEMLZLKRIZIE BearerService.wsdl WSDL F17Ed,

EXERT, Wer-requester S ERSLHIEEN STS X7 # SAML 2.0 Bearer 1%, STS Myithhlt £
WSDL ik, HTTPS. f&i4FxEH HitpsToken 5RB& A TR ws-requester 1 ws- provider Z il
RERHEM SOAP IEX, R RETFHME RELLTIIRBE ERRHE -
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<definitions targetNamespace="http://www.jboss.org/jpossws/ws-extensions/bearerwssecuritypolicy

name="BearerService"
xmins:tns="http://www.jboss.org/joossws/ws-extensions/bearerwssecuritypolicy”
xmlins:xsd="http:// www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmlns="http://schemas.xmlsoap.org/wsdl/"

xmlns:wsp="http://www.w3.org/ns/ws-policy"
xmlns:wsam="http://www.w3.0rg/2007/05/addressing/metadata”
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-

xmins:wsaws="http://www.w3.0rg/2005/08/addressing"
xmins:wsx="http://schemas.xmlsoap.org/ws/2004/09/mex"
xmins:sp="http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702"
xmins:t="http://docs.oasis-open.org/ws-sx/ws-trust/200512">

<types>
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<xsd:schema>
<xsd:import namespace="http://www.jboss.org/jpossws/ws-extensions/bearerwssecuritypolicy”
schemal.ocation="BearerService_schemai.xsd"/>
</xsd:schema>
<fypes>
<message name="sayHello">
<part name="parameters" element="tns:sayHello"/>
</message>
<message name="sayHelloResponse">
<part name="parameters" element="tns:sayHelloResponse"/>
</message>
<portType name="Bearerlface">
<operation name="sayHello">
<input message="tns:sayHello"/>
<output message="tns:sayHelloResponse"/>
</operation>
</portType>

<!--
The wsp:PolicyReference binds the security requirments on all the endpoints.
The wsp:Policy wsu:ld="#TransportSAML2BearerPolicy" element is defined later in this
file.
-
<binding name="BearerServicePortBinding" type="tns:Bearerlface">
<wsp:PolicyReference URI="#TransportSAML2BearerPolicy" />
<soap:binding transport="http://schemas.xmlsoap.org/soap/http" style="document"/>
<operation name="sayHello">
<soap:operation soapAction=""/>
<input>
<soap:body use="literal"/>
</input>
<output>
<soap:body use="literal"/>
</output>
</operation>
</binding>

<!--
The soap:address has been defined to use JBoss's https port, 8443. This is
set in conjunction with the sp:TransportBinding policy for https.
-
<service name="BearerService">
<port name="BearerServicePort" binding="tns:BearerServicePortBinding">
<soap:address location="https:/@jboss.bind.address@:8443/jaxws-samples-wsse-policy-trust-
bearer/BearerService"/>
</port>
</service>

<wsp:Policy wsu:ld="TransportSAML2BearerPolicy">
<wsp:ExactlyOne>
<wsp:All>
<!--
The wsam:Addressing element, indicates that the endpoints of this
web service MUST conform to the WS-Addressing specification. The
attribute wsp:Optional="false" enforces this assertion.
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=-—>>
<wsam:Addressing wsp:Optional="false">
<wsp:Policy />
</wsam:Addressing>

<!--
The sp:TransportBinding element indicates that security is provided by the
message exchange transport medium, https. WS-Security policy specification
defines the sp:HttpsToken for use in exchanging messages transmitted over HTTPS.
-
<sp:TransportBinding
xmins:sp="http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702">
<wsp:Policy>
<sp:TransportToken>
<wsp:Policy>
<sp:HttpsToken>
<wsp:Policy/>
</sp:HttpsToken>
</wsp:Policy>
</sp:TransportToken>
<!--
The sp:AlgorithmSuite element, requires the TripleDes algorithm suite
be used in performing cryptographic operations.

-
<sp:AlgorithmSuite>
<wsp:Policy>
<sp:TripleDes />
</wsp:Policy>
</sp:AlgorithmSuite>
<!--

The sp:Layout element, indicates the layout rules to apply when adding
items to the security header. The sp:Lax sub-element indicates items
are added to the security header in any order that conforms to
WSS: SOAP Message Security.
-
<sp:Layout>
<wsp:Policy>
<sp:Lax />
</wsp:Policy>
</sp:Layout>
<sp:IncludeTimestamp />
</wsp:Policy>
</sp:TransportBinding>

<!--
The sp:SignedSupportingTokens element causes the supporting tokens
to be signed using the primary token that is used to sign the message.
-
<sp:SignedSupportingTokens
xmins:sp="http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702">
<wsp:Policy>
<!--
The sp:IssuedToken element asserts that a SAML 2.0 security token of type
Bearer is expected from the STS. The
sp:IncludeToken="http://docs.oasis-open.org/ws-sx/ws-
securitypolicy/200702/IncludeToken/AlwaysToRecipient"s
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attribute instructs the runtime to include the initiator's public key
with every message sent to the recipient.

The sp:RequestSecurityTokenTemplate element directs that all of the
children of this element will be copied directly into the body of the
RequestSecurityToken (RST) message that is sent to the STS when the
initiator asks the STS to issue a token.
-
<sp:lssuedToken
sp:IncludeToken="http://docs.oasis-open.org/ws-sx/ws-
securitypolicy/200702/IncludeToken/AlwaysToRecipient">
<sp:RequestSecurityTokenTemplate>
<t:TokenType>http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-
1.1#SAMLV2.0</t:TokenType>
<t:KeyType>http://docs.oasis-open.org/ws-sx/ws-trust/200512/Bearer</t:KeyType>
</sp:RequestSecurityTokenTemplate>
<wsp:Policy>
<sp:RequirelnternalReference />
</wsp:Policy>
<!--
The sp:Issuer element defines the STS's address and endpoint information
This information is used by the STSClient.
-_—>
<sp:lssuer>
<wsaws:Address>http:/@jboss.bind.address@:8080/jaxws-samples-wsse-policy-
trust-sts-bearer/SecurityTokenService</wsaws:Address>
<wsaws:Metadata
xmins:wsdli="http://www.w3.0rg/2006/01/wsdl-instance"
wsdli:wsdlLocation="http:/@jboss.bind.address@:8080/jaxws-samples-wsse-policy-trust-
sts-bearer/SecurityTokenService ?wsdl">
<wsaw:ServiceName
xmins:wsaw="http://www.w3.0rg/2006/05/addressing/wsdl"
xmins:stsns="http://docs.oasis-open.org/ws-sx/ws-trust/200512/"
EndpointName="UT_Port">stsns:SecurityTokenService</wsaw:ServiceName>
</wsaws:Metadata>
</sp:lssuer>

</sp:lssuedToken>
</wsp:Policy>
</sp:SignedSupportingTokens>
<!--
The sp:Wss11 element declares WSS: SOAP Message Security 1.1 options
to be supported by the STS. These particular elements generally refer
to how keys are referenced within the SOAP envelope. These are normally handled by
Apache CXF.
-
<sp:Wss11>
<wsp:Policy>
<sp:MustSupportReflssuerSerial />
<sp:MustSupportRefThumbprint />
<sp:MustSupportRefEncryptedKey />
</wsp:Policy>
</sp:Wss11>
<!--
The sp:Trust13 element declares controls for WS-Trust 1.3 options.
They are policy assertions related to exchanges specifically with
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client and server challenges and entropy behaviors. Again these are
normally handled by Apache CXF.
=-—>>
<sp:Trust13>
<wsp:Policy>
<sp:MustSupportlssuedTokens />
<sp:RequireClientEntropy />
<sp:RequireServerEntropy />
</wsp:Policy>
</sp:Trust13>
</wsp:All>
</wsp:ExactlyOne>
</wsp:Policy>

</definitions>

A.8.2.1.2. SSL idi&

It Web RS {#A HTTPS, A4S JBoss EAP RS Bfdi& H7E undertow FR5irhi24t SSL
T

By Web N REFEE HTTPS BiH1E, ESEMNMNEE K20 HfEFIE AR
A= SSL/TLS,

A.8.2.1.3. bearer Web ARS51RtrRO

Bearerlface Bearer Web fRS51R 4t O K2 — & 51 Web RS E Lo

package org.jboss.test.ws.jaxws.samples.wsse.policy.trust.bearer;

import javax.jws.WebMethod;
import javax.jws.WebService;

@WebService
(

targetNamespace = "http://www.jboss.org/jbossws/ws-extensions/bearerwssecuritypolicy"

)

public interface Bearerlface {
@WebMethod
String sayHello();

}

A.8.2.1.4. bearer Web Service Providers SZfis

Bearerimpl Web [RSSR L CER B — A 1 POJO, BN WebService JEB 3 E iR
Simm, M4, £AEHA Apache CXF ;Ef#, Ed pointProperties 1 EndpointProperty AT H
Apache CXF 21Tl AC B ik m. XEEFFERE B Apache WSS4J TiH, %51H 5 Web IRSS51R#L T = WS-
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Security FrAER Java SCHE, XEEERLUREA R A SRINEYE, HAEE Apache CXF i, X8
@ E M Spring BBEHRM <jaxws:properties&gt; JTHRH T4 E. XEFBEATFERBEDEERM.

WSS4J f[ Crypto #OREVA FE A OB /ASIFMBEAMUET, 0 WSDL MRS HE
3. Bearerimpl {2£tH9 WSS4J BciE{S 2 AT Crypto B9 Merlin S£1E,

BT Web IRS5IRHHBEEIIEERB SAML SRERE HEFHE A SOAP iEK, AL SAImMNRG
FAR[E, Crypto CallbackHandler XHZE LA AR EZiE K. BR, NTRIBHEER, MATE
B3 (Merlin)Crypto ESiE{S 28 Java B,

package org.jboss.test.ws.jaxws.samples.wsse.policy.trust.bearer;

import org.apache.cxf.annotations.EndpointProperties;
import org.apache.cxf.annotations.EndpointProperty;

import javax.jws.WebService;

@WebService
(
portName = "BearerServicePort",
serviceName = "BearerService",
wsdlLocation = "WEB-INF/wsdl/BearerService.wsdl",
targetNamespace = "http://www.jboss.org/jbossws/ws-extensions/bearerwssecuritypolicy",
endpointinterface = "org.jboss.test.ws.jaxws.samples.wsse.policy.trust.bearer.Bearerlface"
)
@EndpointProperties(value = {
@EndpointProperty(key = "ws-security.signature.properties”, value =
"serviceKeystore.properties™)
b
public class Bearerlmpl implements Bearerlface {
public String sayHello() {
return "Bearer WS-Trust Hello World!";
}
}

A.8.2.1.5. MZBREHMBHEFE M

WSS4J 1 Crypto i@t @& Crypto BBERIEM Java B RmMEBMEE, XHIIFET
SLherEY, MBHEMME. #9. RiAG&%F. WY HAEFIEREHEMA Merlin 52
e, serviceKeystore.properties X SILER.

servicestore.jks X #2 Java KeyStore(JKS)Ff#EE. ©E 3 myservicekey #l mystskey A%
ZANS N
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k

N
p 3
;

il

BERIEHAESHE HERER,

org.apache.ws.security.crypto.provider=org.apache.ws.security.components.crypto.Merlin
org.apache.ws.security.crypto.merlin.keystore.type=jks
org.apache.ws.security.crypto.merlin.keystore.password=sspass
org.apache.ws.security.crypto.merlin.keystore.alias=myservicekey
org.apache.ws.security.crypto.merlin.keystore.file=servicestore.jks

A.8.2.1.6. BXi\ MANIFEST.MF

WEN, HLNARFEEE R org.jboss.ws.cxf.jpbossws-cxf.jpossws-cxf-client 121
JBossWS #1 Apache CXF APl, dependency i& A RIRSBRIEERIRESA].

Manifest-Version: 1.0
Dependencies: org.jboss.ws.cxf.joossws-cxf-client

A.8.2.2. bearer Z25IIRSS

AP T 174t SAML Bearer SRR £ SRS THRERN R BITR, XEHHTHE -

[ ]

Tl
[ ]

STS WSDL
[ ]

STS LR
[ ]

STSBearerCallbackHandler Class
[ ]

e BB A EME S
[ ]

20\ MANIFEST.MF

AB8.2.2.1. Z4i5
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STS REACE JBoss ©218, jboss-web.xml {7 B KR LI IBossWS-trust-st,
H#RS AT SHRUE. WREFEFENNTEHEXH, F1E JBoss EAP [R5 HBREXHhiRML s
HBO

EXHERT, HEEGQSH alice. BIE clarinet I Bk, EESELLTXT jbossws-
users.properties fl joossws-roles.properties #9513k : b4, SAUFLLT XML ZINEIAR S5 2380 & S
#£hi JBoss security FREiH :

k

N
p o
;

il

#"SOME_PATH"&H# N ESHMER.

<security-domain name="JBossWS-trust-sts">
<authentication>
<login-module code="UsersRoles" flag="required">
<module-option name="usersProperties" value="/SOME_PATH]/jpbossws-users.properties"/>
<module-option name="unauthenticatedldentity" value="anonymous"/>
<module-option name="rolesProperties" value="/SOME_PATH]/jbossws-roles.properties"/>
</login-module>
</authentication>
</security-domain>

Bl : jboss-web.xml X#

<?xml version="1.0" encoding="UTF-8"?>

<IDOCTYPE jboss-web PUBLIC "-//JBoss//DTD Web Application 2.4//EN" ">

<jboss-web>
<security-domain>java:/jaas/JBossWS-trust-sts</security-domain>

</jboss-web>

Pl : jbossws-users.properties ¥

# A sample users.properties file for use with the UsersRolesLoginModule
alice=clarinet
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Bl : jbossws-roles.properties X

# A sample roles.properties file for use with the UsersRolesLoginModule
alice=friend

A.8.2.2.2. STS WSDL
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<?xml version="1.0" encoding="UTF-8"?>
<wsdl:definitions

targetNamespace="http://docs.oasis-open.org/ws-sx/ws-trust/200512/"
xmins:tns="http://docs.oasis-open.org/ws-sx/ws-trust/200512/"
xmlins:wstrust="http://docs.oasis-open.org/ws-sx/ws-trust/200512/"
xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/"
xmins:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmins:wsap10="http://www.w3.0rg/2006/05/addressing/wsdl"
xmins:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
xmlins:wsp="http://www.w3.org/ns/ws-policy"
xmlns:wst="http://docs.oasis-open.org/ws-sx/ws-trust/200512"
xmins:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:wsam="http://www.w3.0rg/2007/05/addressing/metadata">

<wsdl:types>
<xs:schema elementFormDefault="qualified"
targetNamespace="http://docs.oasis-open.org/ws-sx/ws-trust/200512'>

<xs:element name='"RequestSecurity Token'
type='wst:AbstractRequestSecurityTokenType'/>

<xs:element name='"RequestSecurityTokenResponse'
type='wst:AbstractRequestSecurityTokenType'/>

<xs:complexType name='AbstractRequestSecurityTokenType'>
<xs:sequence>
<xs:any namespace="##any' processContents='lax' minOccurs='0'
maxOccurs='unbounded'/>
</xs:sequence>
<xs:attribute name='Context' type='xs:anyURI' use='"optional'/>
<xs:anyAttribute namespace='##other' processContents='lax'/>
</xs:complexType>
<xs:element name='"RequestSecurityTokenCollection'
type='wst:RequestSecurityTokenCollectionType'/>
<xs:complexType name='"RequestSecurityTokenCollectionType'>
<xs:sequence>
<xs:element name='"RequestSecurity Token'
type='wst:AbstractRequestSecurityTokenType' minOccurs="2'
maxOccurs='unbounded'/>
</xs:sequence>
</xs:complexType>
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<xs:element name='"RequestSecurityTokenResponseCollection'
type='wst:RequestSecurityTokenResponseCollectionType'/>

<xs:complexType name='"RequestSecurityTokenResponseCollectionType'>

<xs:sequence>

<xs:element ref='wst:RequestSecurityTokenResponse' minOccurs="1"
maxOccurs='unbounded'/>

</xs:sequence>

<xs:anyAttribute namespace="##other' processContents='lax'/>
</xs:complexType>

</xs:schema>
</wsdl:types>

<!-- WS-Trust defines the following GEDs -->
<wsdl:message name="RequestSecurityTokenMsg">
<wsdl:part name="request" element="wst:RequestSecurityToken"/>
</wsdl:message>
<wsdl:message name="RequestSecurityTokenResponseMsg">
<wsdl:part name="response"
element="wst:RequestSecurityTokenResponse"/>
</wsdl:message>
<wsdl:message name="RequestSecurityTokenCollectionMsg">
<wsdl:part name="requestCollection"
element="wst:RequestSecurity TokenCollection"/>
</wsdl:message>
<wsdl:message name="RequestSecurityTokenResponseCollectionMsg">
<wsdl:part name="responseCollection"
element="wst:RequestSecurityTokenResponseCollection"/>
</wsdl:message>

<!-- This portType an example of a Requestor (or other) endpoint that
Accepts SOAP-based challenges from a Security Token Service -->
<wsdl:portType name="WSSecurityRequestor">
<wsdl:operation name="Challenge">
<wsdl:input message="tns:RequestSecurityTokenResponseMsg"/>
<wsdl:output message="tns:RequestSecurityTokenResponseMsg"/>
</wsdl:operation>
</wsdl:portType>

<I-- This portType is an example of an STS supporting full protocol -->
<!--
The wsdl:portType and data types are XML elements defined by the
WS _Trust specification. The wsdl:portType defines the endpoints
supported in the STS implementation. This WSDL defines all operations
that an STS implementation can support.
—-_—
<wsdl:portType name="STS">
<wsdl:operation name="Cancel">
<wsdl:input
wsam:Action="http://docs.oasis-open.org/ws-sx/ws-trust/200512/RST/Cancel"
message="tns:RequestSecurityTokenMsg"/>
<wsdl:output
wsam:Action="http://docs.oasis-open.org/ws-sx/ws-trust/200512/RSTR/CancelFinal"
message="tns:RequestSecurityTokenResponseMsg"/>
</wsdl:operation>
<wsdl:operation name="Issue">
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<wsdl:input
wsam:Action="http://docs.oasis-open.org/ws-sx/ws-trust/200512/RST/Issue"
message="tns:RequestSecurityTokenMsg"/>
<wsdl:output
wsam:Action="http://docs.oasis-open.org/ws-sx/ws-trust/200512/RSTRC/IssueFinal"
message="tns:RequestSecurityTokenResponseCollectionMsg"/>
</wsdl:operation>
<wsdl:operation name="Renew">
<wsdl:input
wsam:Action="http://docs.oasis-open.org/ws-sx/ws-trust/200512/RST/Renew"
message="tns:RequestSecurityTokenMsg"/>
<wsdl:output
wsam:Action="http://docs.oasis-open.org/ws-sx/ws-trust/200512/RSTR/RenewFinal"
message="tns:RequestSecurityTokenResponseMsg"/>
</wsdl:operation>
<wsdl:operation name="Validate">
<wsdl:input
wsam:Action="http://docs.oasis-open.org/ws-sx/ws-trust/200512/RST/Validate"
message="tns:RequestSecurityTokenMsg"/>
<wsdl:output
wsam:Action="http://docs.oasis-open.org/ws-sx/ws-trust/200512/RSTR/ValidateFinal"
message="tns:RequestSecurityTokenResponseMsg"/>
</wsdl:operation>
<wsdl:operation name="KeyExchangeToken">
<wsdl:input
wsam:Action="http://docs.oasis-open.org/ws-sx/ws-trust/200512/RST/KET"
message="tns:RequestSecurityTokenMsg"/>
<wsdl:output
wsam:Action="http://docs.oasis-open.org/ws-sx/ws-trust/200512/RSTR/KETFinal"
message="tns:RequestSecurityTokenResponseMsg"/>
</wsdl:operation>
<wsdl:operation name="RequestCollection">
<wsdl:input message="tns:RequestSecurityTokenCollectionMsg"/>
<wsdl:output message="tns:RequestSecurityTokenResponseCollectionMsg"/>
</wsdl:operation>
</wsdl:portType>

<!-- This portType is an example of an endpoint that accepts
Unsolicited RequestSecurityTokenResponse messages -->
<wsdl:portType name="Security TokenResponseService">
<wsdl:operation name="RequestSecurityTokenResponse">
<wsdl:input message="tns:RequestSecurityTokenResponseMsg"/>
</wsdl:operation>
</wsdl:portType>

<!--
The wsp:PolicyReference binds the security requirments on all the STS endpoints.
The wsp:Policy wsu:ld="UT_policy" element is later in this file.
—-_—
<wsdl:binding name="UT_Binding" type="wstrust:STS">
<wsp:PolicyReference URI="#UT_policy"/>
<soap:binding style="document"
transport="http://schemas.xmlsoap.org/soap/http"/>
<wsdl:operation name="Issue">
<soap:operation
soapAction="http://docs.oasis-open.org/ws-sx/ws-trust/’200512/RST/Issue"/>
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<wsdl:input>
<wsp:PolicyReference
URI="#Input_policy"/>
<soap:body use="literal"/>
</wsdl:input>
<wsdl:output>
<wsp:PolicyReference
URI="#Qutput_policy"/>
<soap:body use="literal"/>
</wsdl:output>
</wsdl:operation>
<wsdl:operation name="Validate">
<soap:operation
soapAction="http://docs.oasis-open.org/ws-sx/ws-trust/200512/RST/Validate"/>
<wsdl:input>
<wsp:PolicyReference
URI="#Input_policy"/>
<soap:body use="literal"/>
</wsdl:input>
<wsdl:output>
<wsp:PolicyReference
URI="#Qutput_policy"/>
<soap:body use="literal"/>
</wsdl:output>
</wsdl:operation>
<wsdl:operation name="Cancel">
<soap:operation
soapAction="http://docs.oasis-open.org/ws-sx/ws-trust/200512/RST/Cancel"/>
<wsdl:input>
<soap:body use="literal"/>
</wsdl:input>
<wsdl:output>
<soap:body use="literal"/>
</wsdl:output>
</wsdl:operation>
<wsdl:operation name="Renew">
<soap:operation
soapAction="http://docs.oasis-open.org/ws-sx/ws-trust/200512/RST/Renew"/>
<wsdl:input>
<soap:body use="literal"/>
</wsdl:input>
<wsdl:output>
<soap:body use="literal"/>
</wsdl:output>
</wsdl:operation>
<wsdl:operation name="KeyExchangeToken">
<soap:operation
soapAction="http://docs.oasis-open.org/ws-sx/ws-trust/200512/RST/KeyExchangeToken"/>
<wsdl:input>
<soap:body use="literal"/>
</wsdl:input>
<wsdl:output>
<soap:body use="literal"/>
</wsdl:output>
</wsdl:operation>
<wsdl:operation name="RequestCollection">
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<soap:operation
soapAction="http://docs.oasis-open.org/ws-sx/ws-trust/200512/RST/RequestCollection"/>
<wsdl:input>
<soap:body use="literal"/>
</wsdl:input>
<wsdl:output>
<soap:body use="literal"/>
</wsdl:output>
</wsdl:operation>
</wsdl:binding>

<wsdl:service name="SecurityTokenService">
<wsdl:port name="UT_Port" binding="tns:UT_Binding">
<soap:address location="http://localhost:8080/Security TokenService/UT"/>
</wsdl:port>
</wsdl:service>

<wsp:Policy wsu:ld="UT_policy">
<wsp:ExactlyOne>
<wsp:All>
<!--
The sp:UsingAddressing element, indicates that the endpoints of this
web service conforms to the WS-Addressing specification. More detail
can be found here: [hitp://www.w3.0rg/TR/2006/CR-ws-addr-wsdI-20060529]
-_—
<wsap10:UsingAddressing/>
<!--
The sp:SymmetricBinding element indicates that security is provided
at the SOAP layer and any initiator must authenticate itself by providing
WSS UsernameToken credentials.
-_—
<sp:SymmetricBinding
xmins:sp="http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702">
<wsp:Policy>
<!--
In a symmetric binding, the keys used for encrypting and signing in both
directions are derived from a single key, the one specified by the
sp:ProtectionToken element. The sp:X509Token sub-element declares this
key to be a X.509 certificate and the
IncludeToken="http://docs.oasis-open.org/ws-sx/ws-
securitypolicy/200702/IncludeToken/Never"
attribute adds the requirement that the token MUST NOT be included in
any messages sent between the initiator and the recipient; rather, an
external reference to the token should be used. Lastly the WssX509V3Token10
sub-element declares that the Username token presented by the initiator
should be compliant with Web Services Security UsernameToken Profile
1.0 specification. [ http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-
username-token-profile-1.0.pdf ]
-_—
<sp:ProtectionToken>
<wsp:Policy>
<sp:X509Token
sp:IncludeToken="http://docs.oasis-open.org/ws-sx/ws-
securitypolicy/200702/IncludeToken/Never">
<wsp:Policy>
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<sp:RequireDerivedKeys/>
<sp:RequireThumbprintReference/>
<sp:WssX509V3Token10/>
</wsp:Policy>
</sp:X509Token>
</wsp:Policy>
</sp:ProtectionToken>
<!--
The sp:AlgorithmSuite element, requires the Basic256 algorithm suite
be used in performing cryptographic operations.
-_—
<sp:AlgorithmSuite>
<wsp:Policy>
<sp:Basic256/>
</wsp:Policy>
</sp:AlgorithmSuite>
<!--
The sp:Layout element, indicates the layout rules to apply when adding
items to the security header. The sp:Lax sub-element indicates items
are added to the security header in any order that conforms to
WSS: SOAP Message Security.
-_—
<sp:Layout>
<wsp:Policy>
<sp:Lax/>
</wsp:Policy>
</sp:Layout>
<sp:IncludeTimestamp/>
<sp:EncryptSignature/>
<sp:OnlySignEntireHeadersAndBody/>
</wsp:Policy>
</sp:SymmetricBinding>

<!--
The sp:SignedSupportingTokens element declares that the security header
of messages must contain a sp:UsernameToken and the token must be signed.
The attribute IncludeToken="http://docs.oasis-open.org/ws-sx/ws-
securitypolicy/200702/IncludeToken/AlwaysToRecipient”
on sp:UsernameToken indicates that the token MUST be included in all
messages sent from initiator to the recipient and that the token MUST
NOT be included in messages sent from the recipient to the initiator.
And finally the element sp:WssUsernameToken10 is a policy assertion
indicating the Username token should be as defined in Web Services
Security UsernameToken Profile 1.0
-_—
<sp:SignedSupportingTokens
xmins:sp="http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702">
<wsp:Policy>
<sp:UsernameToken
sp:IncludeToken="http://docs.oasis-open.org/ws-sx/ws-
securitypolicy/200702/Include Token/AlwaysToRecipient">
<wsp:Policy>
<sp:WssUsernameToken10/>
</wsp:Policy>
</sp:UsernameToken>
</wsp:Policy>
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</sp:SignedSupportingTokens>
<!--
The sp:Wss11 element declares WSS: SOAP Message Security 1.1 options
to be supported by the STS. These particular elements generally refer
to how keys are referenced within the SOAP envelope. These are normally
handled by Apache CXF.
-_—
<sp:Wss11
xmins:sp="http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702">
<wsp:Policy>
<sp:MustSupportRefKeyldentifier/>
<sp:MustSupportReflssuerSerial/>
<sp:MustSupportRefThumbprint/>
<sp:MustSupportRefEncryptedKey/>
</wsp:Policy>
</sp:Wss11>
<!--
The sp:Trust13 element declares controls for WS-Trust 1.3 options.
They are policy assertions related to exchanges specifically with
client and server challenges and entropy behaviors. Again these are
normally handled by Apache CXF.
-_—
<sp:Trust13
xmins:sp="http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702">
<wsp:Policy>
<sp:MustSupportlssuedTokens/>
<sp:RequireClientEntropy/>
<sp:RequireServerEntropy/>
</wsp:Policy>
</sp:Trust13>
</wsp:All>
</wsp:ExactlyOne>
</wsp:Policy>

<wsp:Policy wsu:ld="Input_policy">
<wsp:ExactlyOne>
<wsp:All>
<sp:SignedParts

xmins:sp="http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702">

<sp:Body/>

<sp:Header Name="To0"
Namespace="http://www.w3.0rg/2005/08/addressing"/>

<sp:Header Name="From"
Namespace="http://www.w3.0rg/2005/08/addressing"/>

<sp:Header Name="FaultTo"
Namespace="http://www.w3.0rg/2005/08/addressing"/>

<sp:Header Name="ReplyTo"
Namespace="http://www.w3.0rg/2005/08/addressing"/>

<sp:Header Name="MessagelD"
Namespace="http://www.w3.0rg/2005/08/addressing"/>

<sp:Header Name="RelatesTo"
Namespace="http://www.w3.0rg/2005/08/addressing"/>

<sp:Header Name="Action"
Namespace="http://www.w3.0rg/2005/08/addressing"/>

</sp:SignedParts>
</wsp:All>
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</wsp:ExactlyOne>
</wsp:Policy>

<wsp:Policy wsu:ld="Output_policy">
<wsp:ExactlyOne>
<wsp:All>
<sp:SignedParts
xmins:sp="http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702">
<sp:Body/>
<sp:Header Name="To"
Namespace="http://www.w3.0rg/2005/08/addressing"/>
<sp:Header Name="From"
Namespace="http://www.w3.0rg/2005/08/addressing"/>
<sp:Header Name="FaultTo"
Namespace="http://www.w3.0rg/2005/08/addressing"/>
<sp:Header Name="ReplyTo"
Namespace="http://www.w3.0rg/2005/08/addressing"/>
<sp:Header Name="MessagelD"
Namespace="http://www.w3.0rg/2005/08/addressing"/>
<sp:Header Name="RelatesTo"
Namespace="http://www.w3.0rg/2005/08/addressing"/>
<sp:Header Name="Action"
Namespace="http://www.w3.0rg/2005/08/addressing"/>
</sp:SignedParts>
</wsp:All>
</wsp:ExactlyOne>
</wsp:Policy>

</wsdl:definitions>

A.8.2.2.3. STS *:fek

Apache CXF i STS SecurityTokenServiceProvider 2 #F& WS-Trust #5EE XA HMIFNThEER
Web fR551R6t. SEAEHULRY, HAHTRES TS, ChNEERG TS AakhEe. &
"I L@t M SecurityTokenServiceProvider " RHBEHZRINZERBE X HSM STS.

SampleSTSBearer STS SLE 2 M SecurityTokenServiceProvider 7 &# POJO,

4

il

SampleSTSBearer J:{#ifl WebServiceProvider ;B3 E X, mA2HH
WebService 38, HABRRSEHET REEFMNESR, B©XFmEERL N
Web IR 5% R, BRIZHAERNE XML XX
1. SecurityTokenServiceProvider 2 javax.xml.ws.Provider O —#=CiE, Bz
T, WebService 3B E X ETFRSmRBEONGS, X2 ER SOAP FHH1TH
B3,

i Bearerlmpl ZErhArfIE9IR4E, WSS4J ;& EndpointProperties #l EndpointProperty 5
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Apache CXF iz {712 itim =Bl &, FIRPHE—1 EndpointProperty iZAEBHAT AT HEHEEAMAF
&, eERHAEETRENGET, ATFRIAFZEIEBHTAH. BETRMHEAN
EndpointProperty i& A& B @ 5 (Merlin)Crypto ECE{S 2 M Java B>, EABIH, AFELHM
BHE, WSS4J itHut ¥, URHEBAEMBNER. &EM EndpointProperty &A1/
STSBearerCallbackHandler 55K, © A FIRINEHEME SH P UE BN,

ExFeches, BAIBENSEACE. SEEIEREFSEENEF.

StaticSTSProperties A FiXERATE STS FEE FURMNET, XERFGEHER WSS4J FBH1T
KiBES., AR, BXENTESEHEAR, Rty Em s sRELE .

setlssuer HEREE, HNECHE—HIRAT ZTM STS, EAEFZTHRBRAT KGNS, T8
WERIEE, STS RREZAEFFTHRE, Ak, FHELU—BMNARFEAZLEFRHSR, LUE STS alLL
5% IS hE,

setEndpoints AR VHZN R —H ARG EERE, HiHEEN reg-ex B,

TokenlssueOperation EF—MEHYLE K, XARTFHIEE AT HEATEHEAE D, EXRHIGR,
FA149Z& = SecurityTokenServiceProvider BKiA{TH 34T SAML Th%40#, Apache CXF 1Rt T
SAMLTokenProvider —#hCiE, ©rIATFmAZ0E SAMLTokenProvider.

package org.jboss.test.ws.jaxws.samples.wsse.policy.trust.stsbearer;

import org.apache.cxf.annotations.EndpointProperties;

import org.apache.cxf.annotations.EndpointProperty;

import org.apache.cxf.sts.StaticSTSProperties;

import org.apache.cxf.sts.operation.TokenlssueOperation;

import org.apache.cxf.sts.service.ServiceMBean;

import org.apache.cxf.sts.service.StaticService;

import org.apache.cxf.sts.token.provider.SAMLTokenProvider;

import org.apache.cxf.ws.security.sts.provider.SecurityTokenServiceProvider;

import javax.xml.ws.WebServiceProvider;
import java.util.Arrays;

import java.util.LinkedList;

import java.util.List;

@WebServiceProvider(serviceName = "SecurityTokenService",
portName = "UT_Port",
targetNamespace = "http://docs.oasis-open.org/ws-sx/ws-trust/200512/",
wsdlLocation = "WEB-INF/wsdl/bearer-ws-trust-1.4-service.wsdl")
//dependency on org.apache.cxf module or on module that exports org.apache.cxf (e.g.
org.jboss.ws.cxf.jbossws-cxf-client) is needed, otherwise Apache CXF annotations are
ignored
@EndpointProperties(value = {
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@EndpointProperty(key = "ws-security.signature.username”, value = "mystskey"),

@EndpointProperty(key = "ws-security.signature.properties”, value =
"stsKeystore.properties™),

@EndpointProperty(key = "ws-security.callback-handler”, value =
"org.jboss.test.ws.jaxws.samples.wsse.policy.trust.stsbearer.STSBearerCallbackHandler")

)

public class SampleSTSBearer extends SecurityTokenServiceProvider {

public SampleSTSBearer() throws Exception {
super();

StaticSTSProperties props = new StaticSTSProperties();
props.setSignatureCryptoProperties("stsKeystore.properties");
props.setSignatureUsername('mystskey");
props.setCallbackHandlerClass(STSBearerCallbackHandler.class.getName());
props.setEncryptionCryptoProperties("stsKeystore.properties");
props.setEncryptionUsername("myservicekey");
props.setlssuer("DoubleltSTSIssuer");

List<ServiceMBean> services = new LinkedList<ServiceMBean>();

StaticService service = new StaticService();

service.setEndpoints(Arrays.asList(
"https://localhost:(\\d)*/jaxws-samples-wsse-policy-trust-bearer/BearerService",
"https:/A\[::1\\]:(\\d)*/jaxws-samples-wsse-policy-trust-bearer/BearerService",
"https:/A\[0:0:0:0:0:0:0:1\\]:(\\d)*/jaxws-samples-wsse-policy-trust-bearer/BearerService"

);

services.add(service);

TokenlssueOperation issueOperation = new TokenlssueOperation();
issueOperation.getTokenProviders().add(new SAMLTokenProvider());
issueOperation.setServices(services);
issueOperation.setStsProperties(props);
this.setlssueOperation(issueOperation);

A.8.2.2.4. STSBearerCallbackHandler Class

STSBearerCallbackHandler 2 WSS4J Crypto API [l B2FE, © R TFERHEE DRI
TARERS, Lt {E Apache CXF R RA T HEZ AN AED.,

package org.jboss.test.ws.jaxws.samples.wsse.policy.trust.stsbearer;
import org.jboss.wsf.stack.cxf.extensions.security.PasswordCallbackHandler;

import java.util.HashMap;
import java.util.Map;

public class STSBearerCallbackHandler extends PasswordCallbackHandler {
public STSBearerCallbackHandler() {
super(getinitMap());
}

199



Red Hat JBoss Enterprise Application Platform 7.4 FF % Web RSN R

private static Map<String, String> getinitMap() {
Map<String, String> passwords = nhew HashMap<String, String>();

passwords.put("'mystskey", "stskpass");
passwords.put("alice”, "clarinet");
return passwords;

}
}

A.8.2.2.5. INE EHMBEHAEHE 4

WSS4J 1 Crypto i@t @& Crypto BBERIEM Java B RmMEBMEE, XHISFET
SherEYE, MBAFEMME. BE. RAGE%F, LNAERFEERSER Merlin 52
I, stsKeystore.properties X#aZER.

servicestore.jks X #2 Java KeyStore(JKS)Ff#E. B3 myservicekey #l mystskey HE%
EANS N

N
4

BERILEBFESEETHREPEA.

org.apache.ws.security.crypto.provider=org.apache.ws.security.components.crypto.Merlin
org.apache.ws.security.crypto.merlin.keystore.type=jks
org.apache.ws.security.crypto.merlin.keystore.password=stsspass
org.apache.ws.security.crypto.merlin.keystore.file=stsstore.jks

A.8.2.2.6. i\ MANIFEST.MF

N AEFEEV N org.jposs.ws.cxf.jpossws-cxf HiZ4EH JBossWS #1 Apache CXF AP, it
#=Z org.jboss.ws.cxf.sts EIRIE SampleSTS Hi&d i STS Edi&. dependency EaltERIRS 28
ESRERREt e,

Manifest-Version: 1.0
Dependencies: org.jboss.ws.cxf.jpossws-cxf-client,org.jooss.ws.cxf.sts

A.8.2.3. Web Service Requester
ATTEMNGE T WAL R 2R Web IRS5HIXE TR, M SAML Bearer Rk, HEH
HHatE -

Web BRS517 K& L
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ClientCallbackHandler

Iz EHEMEREME

A.8.2.3.1. Web R551E K&

ws-requester (F/m) AT IESEREANES Web IRESMBIH, W RHERRZEEKR, Web
RSHER ETFOERE THAERMENGEE. k4, 5 STS@{SM STSClient thEdiE T K EIAME,

k

N
p 4
;

il

M a it BASBNBHF R XLEREMRICHET STSClient, PIEB Apache CXF
RIS B o R R AR S5 VA F B 5h B STSClient,

B —#i%E STSCLient M5k, A/ aILURE4EE 2H STSClient S5fl, Apache CXF S5t
SR, FAER—MNTR. LLXFHRIRHE STSClient i, A/ w41 hHIZ 4t org.apache.cxf.Bus,
EEEAFESR it . XAATF ActAs Hl OnBehalfOf ~fi,

String serviceURL = "https://" + getServerHost() + ":8443/jaxws-samples-wsse-policy-trust-
bearer/BearerService";

final QName serviceName = new QName("http://www.jboss.org/jbossws/ws-
extensions/bearerwssecuritypolicy"”, "BearerService");

Service service = Service.create(new URL(serviceURL + "?wsdlI"), serviceName);
Bearerlface proxy = (Bearerlface) service.getPort(Bearerlface.class);

Map<String, Object> ctx = ((BindingProvider)proxy).getRequestContext();

// set the security related configuration information for the service "request"
ctx.put(SecurityConstants.CALLBACK_HANDLER, new ClientCallbackHandler());
ctx.put(SecurityConstants.SIGNATURE_PROPERTIES,
Thread.currentThread().getContextClassLoader().getResource(
"META-INF/clientKeystore.properties"));
ctx.put(SecurityConstants.ENCRYPT_PROPERTIES,
Thread.currentThread().getContextClassLoader().getResource(
"META-INF/clientKeystore.properties"));
ctx.put(SecurityConstants.SIGNATURE_USERNAME, "myclientkey");
ctx.put(SecurityConstants.ENCRYPT_USERNAME, "myservicekey");

//-- Configuration settings that will be transfered to the STSClient

// "alice" is the name provided for the WSS Username. Her password will

// be retreived from the ClientCallbackHander by the STSClient.
ctx.put(SecurityConstants.USERNAME + ".it", "alice™);
ctx.put(SecurityConstants.CALLBACK_HANDLER + ".it", new ClientCallbackHandler());
ctx.put(SecurityConstants.ENCRYPT_PROPERTIES + ".it",
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Thread.currentThread().getContextClassLoader().getResource(
"META-INF/clientKeystore.properties"));
ctx.put(SecurityConstants.ENCRYPT_USERNAME + ".it", "mystskey");
ctx.put(SecurityConstants.STS_ TOKEN_USERNAME + ".it", "myclientkey");
ctx.put(SecurityConstants.STS_TOKEN_PROPERTIES + ".it",
Thread.currentThread().getContextClassLoader().getResource(
"META-INF/clientKeystore.properties"));
ctx.put(SecurityConstants.STS_TOKEN_USE_CERT_FOR_KEYINFO + ".it", "true");

proxy.sayHello();

A.8.2.3.2. ClientCallbackHandler

ClientCallbackHandler 2 WSS4J Crypto APl MOl ERERF, ©RATEFRAEMPRIAANE
5. BLXK{E Apache CXF REBIRA T HEZANAF %Y,

k

N
P 3
;

il

XBRET A/ alice MEWH, WERFEVKS)BEHAEIM D, MEELZLEPRH,
©1E jpossws-users.properties X7,

package org.jboss.test.ws.jaxws.samples.wsse.policy.trust.shared;

import java.io.lOException;

import javax.security.auth.callback.Callback;

import javax.security.auth.callback.CallbackHandler;

import javax.security.auth.callback.UnsupportedCallbackException;
import org.apache.ws.security.WSPasswordCallback;

public class ClientCallbackHandler implements CallbackHandler {

public void handle(Callback[] callbacks) throws IOException,
UnsupportedCallbackException {
for (inti = 0; i < callbacks.length; i++) {
if (callbacks[i] instanceof WSPasswordCallback) {
WSPasswordCallback pc = (WSPasswordCallback) callbacks]i];
if ("myclientkey".equals(pc.getldentifier())) {
pc.setPassword("ckpass");
break;
} else if ("alice".equals(pc.getldentifier())) {
pc.setPassword("clarinet”);
break;
} else if ("bob".equals(pc.getldentifier())) {
pc.setPassword("trombone");
break;
} else if ("myservicekey".equals(pc.getldentifier())) { // rls test added for bearer test
pc.setPassword("skpass");
break;
}
}
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A.8.2.3.3. INE EHM B HEHE 4

WSS4J 1 Crypto i@t @& Crypto BEERIEM Java B RMEBMEE, XHIIFET
SherEY, MBHEMME. 75, RiAH&%E. LN HAEFIEREHEA Merlin 52
I, clientKeystore.properties XS IELR.

clientstore.jks 3X#2 Java KeyStore(JKS)FiiE, © 33 myservicekey #l mystskey HB% 4
U,

% AZZIE B REATEEHIERER,

org.apache.ws.security.crypto.provider=org.apache.ws.security.components.crypto.Merlin
org.apache.ws.security.crypto.merlin.keystore.type=jks
org.apache.ws.security.crypto.merlin.keystore.password=cspass
org.apache.ws.security.crypto.merlin.keystore.alias=myclientkey
org.apache.ws.security.crypto.merlin.keystore.file=META-INF/clientstore.jks

A.8.3. 3% : OnehalfOf WS-Trust

OnBehalfOf ThEE A TFHEANREERNER, EXMERT, FrmEEER)W STS, Mm@t
HEXtmaE. KNEMXEIEAAS, HARENGERBA RequestSecurityToken (RST)H
OnBehalfOf ;t&RH, LATAE, £ENSHNEESKEBE A mEXNER, SERENTARSREN
BWERT2EH,

OnBehalfOf A {\2 RST has¥iFiosk. BHES STS SN RHAXRBFHAENTNE
2. OnBehalfOf TREERASEHA, HEHFH (NEH. AGRNRINKRE) #ErmiinksS.

OnBehalfOf AREEA WS-Trust I 2MT R, f£EAHIF, OnBehalfOf IRF5HKA A ws-
service, NEFXZRMKEELLTE, &INT OnBehalfOf Web RSS2 #traF O A4 212
F¥. OnBehalfOf Web RS589 WSDL £ T 5 ws-provider RN Z 2%
%, UsernameTokenCallbackHandler @5 ActAs £ZMS K. © 7 OnBehalfOf TtRERA
A, &g, STS thihZHinT 1, OnBehalfOf #l ActAs 1= T HENKIE,

A.8.3.1. Web AR5 12 4tra
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AR EEHFIEE WS-Trust 2K Web IRSS5TtR, LU#HR OnBehalfOf =il ER, XLt
HEHaE -

°
Web ARS5H2fitr WSDL
°
Web fR551R it O
°
Web AR551R fitma e
°

OnBehalfOfCallbackHandler Class

A.8.3.1.1. Web IR551= {4t WSDL

OnBehalfOf Web AR 5512 #t@E# WSDL 2 ws-provider B WSDL B4 52f&, wsp:Policy #4 24ER
M, IR% =, target Namespace. portType. FE Z#H RS HT T BH.

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<definitions targetNamespace="http://www.jboss.org/jbossws/ws-
extensions/onbehalfofwssecuritypolicy” name="OnBehalfOfService"
xmins:tns="http://www.jboss.org/jpossws/ws-extensions/onbehalfofwssecuritypolicy"
xmlins:xsd="http:// www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmlns="http://schemas.xmlsoap.org/wsdl/"
xmins:wsp="http://www.w3.org/ns/ws-policy"
xmlns:wsam="http://www.w3.0rg/2007/05/addressing/metadata”
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-
1.0.xsd"
xmlns:wsaws="http://www.w3.0rg/2005/08/addressing"
xmins:sp="http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702"
xmins:t="http://docs.oasis-open.org/ws-sx/ws-trust/200512">
<types>
<xsd:schema>
<xsd:import namespace="http://www.jboss.org/jpossws/ws-
extensions/onbehalfofwssecuritypolicy"
schemalocation="OnBehalfOfService _schema1l.xsd"/>
</xsd:schema>
<fypes>
<message name="sayHello">
<part name="parameters" element="tns:sayHello"/>
</message>
<message name="sayHelloResponse">
<part name="parameters" element="tns:sayHelloResponse"/>
</message>
<portType name="OnBehalfOfServicelface">
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<operation name="sayHello">
<input message="tns:sayHello"/>
<output message="tns:sayHelloResponse"/>
</operation>
</portType>
<binding name="0OnBehalfOfServicePortBinding" type="tns:OnBehalfOfServicelface">
<wsp:PolicyReference URI="#AsymmetricSAML2Policy" />
<soap:binding transport="http://schemas.xmlsoap.org/soap/http" style="document"/>
<operation name="sayHello">
<soap:operation soapAction=""/>
<input>
<soap:body use="literal"/>
<wsp:PolicyReference URI="#Input_Policy" />
</input>
<output>
<soap:body use="literal"/>
<wsp:PolicyReference URI="#Output_Policy" />
</output>
</operation>
</binding>
<service name="0OnBehalfOfService">
<port name="0OnBehalfOfServicePort" binding="tns:OnBehalfOfServicePortBinding">
<soap:address location="http://@jboss.bind.address@:8080/jaxws-samples-wsse-policy-trust-
onbehalfof/OnBehalfOfService"/>
</port>
</service>
</definitions>

A.8.3.1.2. Web ARS51R #ftmaH

OnBehalfOfServicelface Web RS51Z AR 2 — 1 ME 89 Web RSSE o

package org.jboss.test.ws.jaxws.samples.wsse.policy.trust.onbehalfof;

import javax.jws.WebMethod;
import javax.jws.WebService;

@WebService
(
targetNamespace = "http://www.jboss.org/jbossws/ws-
extensions/onbehalfofwssecuritypolicy”
)
public interface OnBehalfOfServicelface {
@WebMethod
String sayHello();

}

A.8.3.1.3. Web RSS2t Ra L e

OnBehalfOfServicelmpl Web IR55 1R it Cie R 2 — R #1119 POJO, EEAIRER WebService

AR E RS m M4~ Apache WSS4J %, EI EndpointProperties #1 EndpointProperty,
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F4 Apache CXF izfTiEd B, REtM WSS4J BeiE{S BT WSS4J B Crypto Merlin 5L,

OnBehalfOfService Impl XXM Servicelmpl, setupService AEHITRENEEIXE,

package org.jboss.test.ws.jaxws.samples.wsse.policy.trust.onbehalfof;

import org.apache.cxf.Bus;

import org.apache.cxf.BusFactory;

import org.apache.cxf.annotations.EndpointProperties;

import org.apache.cxf.annotations.EndpointProperty;

import org.apache.cxf.ws.security.SecurityConstants;

import org.apache.cxf.ws.security.trust.STSClient;

import org.jboss.test.ws.jaxws.samples.wsse.policy.trust.service.Servicelface;
import org.jboss.test.ws.jaxws.samples.wsse.policy.trust.shared.WSTrustAppUltils;

import javax.jws.WebService;

import javax.xml.namespace.QName;
import javax.xml.ws.BindingProvider;
import javax.xml.ws.Service;

import java.net.”;

import java.util.Map;

@WebService
(

portName = "OnBehalfOfServicePort",

serviceName = "OnBehalfOfService",

wsdlLocation = "WEB-INF/wsdl/OnBehalfOfService.wsdl",

targetNamespace = "http://www.jboss.org/jbossws/ws-
extensions/onbehalfofwssecuritypolicy",

endpointinterface =
"org.jboss.test.ws.jaxws.samples.wsse.policy.trust.onbehalfof.OnBehalfOfServicelface"

)

@EndpointProperties(value = {

@EndpointProperty(key = "ws-security.signature.username”, value = "myactaskey"),

@EndpointProperty(key = "ws-security.signature.properties”, value =
"actasKeystore.properties"),

@EndpointProperty(key = "ws-security.encryption.properties”, value =
"actasKeystore.properties"),

@EndpointProperty(key = "ws-security.callback-handler"”, value =
"org.jboss.test.ws.jaxws.samples.wsse.policy.trust.onbehalfof.OnBehalfOfCallbackHandler")

)

public class OnBehalfOfServicelmpl implements OnBehalfOfServicelface {
public String sayHello() {

try {

Servicelface proxy = setupService();
return "OnBehalfOf " + proxy.sayHello();

} catch (MalformedURLException e) {
e.printStackTrace();

}
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return null;

}

/**
* @return
* @throws MalformedURLEXxception
Y/
private Servicelface setupService()throws MalformedURLException {
Servicelface proxy = null;
Bus bus = BusFactory.newlnstance().createBus();

try {
BusFactory.setThreadDefaultBus(bus);

final String serviceURL = "http://" + WSTrustAppUtils.getServerHost() + ":8080/jaxws-
samples-wsse-policy-trust/SecurityService";

final QName serviceName = new QName("http://www.jboss.org/jbossws/ws-
extensions/wssecuritypolicy", "SecurityService™);

final URL wsdIURL = new URL(serviceURL + "?wsdI");

Service service = Service.create(wsdIURL, serviceName);

proxy = (Servicelface) service.getPort(Servicelface.class);

Map<String, Object> ctx = ((BindingProvider) proxy).getRequestContext();
ctx.put(SecurityConstants. CALLBACK_HANDLER, new OnBehalfOfCallbackHandler());

ctx.put(SecurityConstants.SIGNATURE_PROPERTIES,
Thread.currentThread().getContextClassLoader().getResource(
"actasKeystore.properties" ));
ctx.put(SecurityConstants.SIGNATURE_USERNAME, "myactaskey" );
ctx.put(SecurityConstants. ENCRYPT_PROPERTIES,
Thread.currentThread().getContextClassLoader().getResource(
"../...META-INF/clientKeystore.properties” ));
ctx.put(SecurityConstants.ENCRYPT_USERNAME, "myservicekey");

STSClient stsClient = new STSClient(bus);
Map<String, Object> props = stsClient.getProperties();
props.put(SecurityConstants.USERNAME, "bob™");
props.put(SecurityConstants.ENCRYPT_USERNAME, "mystskey");
props.put(SecurityConstants.STS_ TOKEN_USERNAME, "myactaskey" );
props.put(SecurityConstants.STS_TOKEN_PROPERTIES,
Thread.currentThread().getContextClassLoader().getResource(
"actasKeystore.properties" ));
props.put(SecurityConstants.STS_TOKEN_USE_CERT_FOR_KEYINFO, "true");

ctx.put(SecurityConstants.STS_CLIENT, stsClient);

} finally {
bus.shutdown(irue);

}

return proxy;

}
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A.8.3.1.4. OnBehalfOfCallbackHandler Class

OnBehalfOfCallbackHandler  WSS4J Crypto API Ml 2. © AT ERHEHERIKIE
HAMET, X Apache CXF BB KRATHEZANAFEEL, WXBHEH, ROIRSHE
@ myactaskey #1 OnBehalfOf fif~ alice,

package org.jboss.test.ws.jaxws.samples.wsse.policy.trust.onbehalfof;

import org.jboss.wsf.stack.cxf.extensions.security.PasswordCallbackHandler;
import java.util.HashMap;
import java.util.Map;

public class OnBehalfOfCallbackHandler extends PasswordCallbackHandler {

public OnBehalfOfCallbackHandler() {
super(getinitMap());
}

private static Map<String, String> getinitMap() {
Map<String, String> passwords = new HashMap<String, String>();

passwords.put("'myactaskey", "aspass");
passwords.put("alice”, "clarinet");
passwords.put("bob", "trombone");
return passwords;

}

A.8.3.2. Web Service Requester

ATHHNET WS -Trust =P8 ws-requester o3k, XETTHREEH, LUHE OnBehalfOf ;=
Bl ER, XA -

OnBehalfOf Web IR551E K25k

A.8.3.2.1. OnBehalfOf Web BRS5iE KBk

% Fiim OnBehalfOf ws-requester f RS BRAEAIPATT R AIERNT Web IRSSHIBIH, HilERmaR
2ER, Web IR550E K ETXMH BindingProvider i@, &id HIREUEEERAIRNER., LES
7B T OnBehalfOf A/ alice, FE STSClient 124t
callbackHandler. UsernameTokenCallbackHandler, FiF 4B OnBehalfOf JHEITHRMAR., FEAX
Fich, FGIE—  STSClient R, FHIRMARENERLETX, 5—AERRMHEE it BENE,
MEEXYGEE NP AHTHIEE -, OnBehalfOf FEM@id stsClient.setOnBehalfOf i /7%
TRE. F—#AERE properties MR key
SecurityConstants.STS_TOKEN_ON_BEHALF_OF f#1—/H.,

I final QName serviceName = new QName("http://www.jboss.org/jbossws/ws-
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extensions/onbehalfofwssecuritypolicy", "OnBehalfOfService");
final URL wsdIURL = new URL(serviceURL + "?wsdI");

Service service = Service.create(wsdIURL, serviceName);
OnBehalfOfServicelface proxy = (OnBehalfOfServicelface)
service.getPort(OnBehalfOfServicelface.class);

Bus bus = BusFactory.newinstance().createBus();
try {

BusFactory.setThreadDefaultBus(bus);
Map<String, Object> ctx = proxy.getRequestContext();

ctx.put(SecurityConstants. CALLBACK_HANDLER, new ClientCallbackHandler());
ctx.put(SecurityConstants.ENCRYPT_PROPERTIES,
Thread.currentThread().getContextClassLoader().getResource(
"META-INF/clientKeystore.properties"));
ctx.put(SecurityConstants.ENCRYPT_USERNAME, "myactaskey");
ctx.put(SecurityConstants.SIGNATURE_PROPERTIES,
Thread.currentThread().getContextClassLoader().getResource(
"META-INF/clientKeystore.properties"));
ctx.put(SecurityConstants.SIGNATURE_USERNAME, "myclientkey");

// user and password OnBehalfOf user

// UsernameTokenCallbackHandler will extract this information when called
ctx.put(SecurityConstants.USERNAME,"alice");
ctx.put(SecurityConstants.PASSWORD, "clarinet");

STSClient stsClient = new STSClient(bus);

// Providing the STSClient the mechanism to create the claims contents for OnBehalfOf
stsClient.setOnBehalfOf(new UsernameTokenCallbackHandler());

Map<String, Object> props = stsClient.getProperties();
props.put(SecurityConstants.CALLBACK_HANDLER, new ClientCallbackHandler());
props.put(SecurityConstants.ENCRYPT_PROPERTIES,
Thread.currentThread().getContextClassLoader().getResource(
"META-INF/clientKeystore.properties"));
props.put(SecurityConstants.ENCRYPT_USERNAME, "mystskey");
props.put(SecurityConstants.STS_TOKEN_USERNAME, "myclientkey");
props.put(SecurityConstants.STS_TOKEN_PROPERTIES,
Thread.currentThread().getContextClassLoader().getResource(
"META-INF/clientKeystore.properties"));
props.put(SecurityConstants.STS_TOKEN_USE_CERT_FOR_KEYINFO, "true");

ctx.put(SecurityConstants.STS_CLIENT, stsClient);
} finally {

bus.shutdown(irue);

}
proxy.sayHello();

A.8.4. 7= : ActAs WS-Trust

209



Red Hat JBoss Enterprise Application Platform 7.4 FF % Web RSN R

ActA THEERTREESERNER, EREATZERGH, HPNNARKEXAFHARKRS, =X
HRFSRRERE RS A EMRRS.

actionas U2 RequestSecurityToken (RST)hMFFitsk. ©ES STS iR REtAXER
WHARENGNMER. ActAs THREEXAGKHNER, HSMFHE (NafHF. AGHRIUE) #Er
Y17 [ AR 55

ActA FRREAEX WS-Trust IR R, T&HFId, ActAs IRSSKFAF A ws-service, HfEZA
Yt IUE L #M TR, &INT ActAs Web RS5IR#tmEI A 2R, ActAs Web ARS5H9 WSDL
XA T5 ws-provider tHRMKZ LK. UsernameTokenCallbackHandler 2— ML ARRF, @H
ActAs TTHREBRRNE. &G, STS hiRinT —EAEEH ActAs iEK.

A.8.4.1. Web BRZ5124t0E

ATHEANE T EBHIEEK WS-Trust =i Web BRF5TR, LUKRE ActAs il IR, X

HYaE -

actas Web Service Provider WSDL

actas Web fRS5i—#tiaEE0O

actas Web IRS5I—HtRG-ClE

ActAsCallbackHandler Class

UsernameTokenCallbackHandler

nzEEHEMERFME

20\ MANIFEST.MF

A.8.4.1.1. Web [R551R4tF8 WSDL
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ActAs Web fR551R#t#a00 WSDL 2 ws-provider 89 WSDL i 52f&, wsp:Policy 34 21BN, IR
Stm. target Namespace. port Type. B5E &#H IRSS MAHN,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<definitions targetNamespace="http://www.jboss.org/jpossws/ws-extensions/actaswssecuritypolicy"
name="ActAsService"
xmins:tns="http://www.jboss.org/joossws/ws-extensions/actaswssecuritypolicy”
xmlins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmlns="http://schemas.xmlsoap.org/wsdl/"
xmlns:wsp="http://www.w3.org/ns/ws-policy"
xmlns:wsam="http://www.w3.0rg/2007/05/addressing/metadata”
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-
1.0.xsd"
xmlns:wsaws="http://www.w3.0rg/2005/08/addressing"
xmins:sp="http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702"
xmlins:t="http://docs.oasis-open.org/ws-sx/ws-trust/200512">
<types>
<xsd:schema>
<xsd:import namespace="http://www.jboss.org/joossws/ws-extensions/actaswssecuritypolicy”
schemal.ocation="ActAsService schema1l.xsd"/>
</xsd:schema>
<fypes>
<message name="sayHello">
<part name="parameters" element="tns:sayHello"/>
</message>
<message name="sayHelloResponse">
<part name="parameters" element="tns:sayHelloResponse"/>
</message>
<portType name="ActAsServicelface">
<operation name="sayHello">
<input message="tns:sayHello"/>
<output message="tns:sayHelloResponse"/>
</operation>
</portType>
<binding name="ActAsServicePortBinding" type="tns:ActAsServicelface">
<wsp:PolicyReference URI="#AsymmetricSAML2Policy" />
<soap:binding transport="http://schemas.xmlsoap.org/soap/http" style="document"/>
<operation name="sayHello">
<soap:operation soapAction=""/>
<input>
<soap:body use="literal"/>
<wsp:PolicyReference URI="#Input_Policy" />
</input>
<output>
<soap:body use="literal"/>
<wsp:PolicyReference URI="#Output_Policy" />
</output>
</operation>
</binding>
<service name="ActAsService">
<port name="ActAsServicePort" binding="tns:ActAsServicePortBinding">
<soap:address location="http:/@jboss.bind.address@:8080/jaxws-samples-wsse-policy-trust-
actas/ActAsService"/>
</port>
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</service>

</definitions>

A.8.4.1.2. Web BR&51R246tRaE:0O

ActAsServicelface Web RSS1ZELE R IR E — 4N B8 Web IRSSE Lo

package org.jboss.test.ws.jaxws.samples.wsse.policy.trust.actas;

import javax.jws.WebMethod;
import javax.jws.WebService;

@WebService
(

targetNamespace = "http://www.jboss.org/jbossws/ws-extensions/actaswssecuritypolicy”
)
public interface ActAsServicelface {

@WebMethod

String sayHello();

}

A.8.4.1.3. Web RSS2t Ra L e

ActAsServicelmpl Web IR551R#tEaCERE—ME A9 POJO, EEARER WebService FEE
£ XRS5 =B 1 Apache WSS4J 3% (Ed pointProperties #1 EndpointProperty ) , FTH
Apache CXF iz1THEcElimm. =489 WSS4J BB S 2 AT WSS4J 89 Crypto Merlin X1,

ActAsServicelmpl {3k i Servicelmpl, setupService AEH T ENERRE IXE,

package org.jboss.test.ws.jaxws.samples.wsse.policy.trust.actas;

import org.apache.cxf.Bus;

import org.apache.cxf.BusFactory;

import org.apache.cxf.annotations.EndpointProperties;

import org.apache.cxf.annotations.EndpointProperty;

import org.apache.cxf.ws.security.SecurityConstants;

import org.apache.cxf.ws.security.trust.STSClient;

import org.jboss.test.ws.jaxws.samples.wsse.policy.trust.service.Servicelface;
import org.jboss.test.ws.jaxws.samples.wsse.policy.trust.shared.WSTrustAppUltils;

import javax.jws.WebService;

import javax.xml.namespace.QName;
import javax.xml.ws.BindingProvider;
import javax.xml.ws.Service;

import java.net.MalformedURLException;
import java.net.URL;

import java.util.Map;
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@WebService
(
portName = "ActAsServicePort",
serviceName = "ActAsService",
wsdlLocation = "WEB-INF/wsdl/ActAsService.wsdl",
targetNamespace = "http://www.jboss.org/jbossws/ws-extensions/actaswssecuritypolicy",
endpointinterface =
"org.jboss.test.ws.jaxws.samples.wsse.policy.trust.actas.ActAsServicelface"

)

@EndpointProperties(value = {

@EndpointProperty(key = "ws-security.signature.username”, value = "myactaskey"),

@EndpointProperty(key = "ws-security.signature.properties”, value =
"actasKeystore.properties”),

@EndpointProperty(key = "ws-security.encryption.properties”, value =
"actasKeystore.properties"),

@EndpointProperty(key = "ws-security.callback-handler"”, value =
"org.jboss.test.ws.jaxws.samples.wsse.policy.trust.actas.ActAsCallbackHandler")

)

public class ActAsServicelmpl implements ActAsServicelface {
public String sayHello() {

try {
Servicelface proxy = setupService();
return "ActAs " + proxy.sayHello();

} catch (MalformedURLException e) {
e.printStackTrace();

}

return null;

}

private Servicelface setupService()throws MalformedURLException {
Servicelface proxy = null;
Bus bus = BusFactory.newlnstance().createBus();

try {
BusFactory.setThreadDefaultBus(bus);

final String serviceURL = "http://" + WSTrustAppUtils.getServerHost() + ":8080/jaxws-
samples-wsse-policy-trust/SecurityService";

final QName serviceName = new QName("http://www.jboss.org/jbossws/ws-
extensions/wssecuritypolicy", "SecurityService™);

final URL wsdIURL = new URL(serviceURL + "?wsdI");

Service service = Service.create(wsdIURL, serviceName);

proxy = (Servicelface) service.getPort(Servicelface.class);

Map<String, Object> ctx = ((BindingProvider) proxy).getRequestContext();
ctx.put(SecurityConstants. CALLBACK_HANDLER, new ActAsCallbackHandler());

ctx.put(SecurityConstants.SIGNATURE_PROPERTIES,

Thread.currentThread().getContextClassLoader().getResource("actasKeystore.properties™ ));
ctx.put(SecurityConstants.SIGNATURE_USERNAME, "myactaskey" );
ctx.put(SecurityConstants. ENCRYPT_PROPERTIES,

Thread.currentThread().getContextClassLoader().getResource("../../META-

INF/clientKeystore.properties™ ));

=
LA
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ctx.put(SecurityConstants. ENCRYPT_USERNAME, "myservicekey");

STSClient stsClient = new STSClient(bus);

Map<String, Object> props = stsClient.getProperties();
props.put(SecurityConstants.USERNAME, "alice™);
props.put(SecurityConstants.ENCRYPT_USERNAME, "mystskey");
props.put(SecurityConstants.STS_ TOKEN_USERNAME, "myactaskey" );
props.put(SecurityConstants.STS_TOKEN_PROPERTIES,

Thread.currentThread().getContextClassLoader().getResource("actasKeystore.properties™ ));
props.put(SecurityConstants.STS_TOKEN_USE_CERT_FOR_KEYINFO, "true");

ctx.put(SecurityConstants.STS_CLIENT, stsClient);

} finally {
bus.shutdown(irue);

}

return proxy;

}

A.8.4.1.4. ActAsCallbackHandler Class

ActAsCallbackHandler ;2 WSS4J Crypto API WEA4ERER, ©HATFEBRAEMPIRIIANE
5, BLX{E Apache CXF BEBIRATFHEZANAFA A%, XBEH, LLUROLIRSHED, B
myactaskey #1 ActAs FiJ alice,

package org.jboss.test.ws.jaxws.samples.wsse.policy.trust.actas;

import org.jboss.wsf.stack.cxf.extensions.security.PasswordCallbackHandler;
import java.util.HashMap;
import java.util.Map;

public class ActAsCallbackHandler extends PasswordCallbackHandler {

public ActAsCallbackHandler() {
super(getinitMap());
}

private static Map<String, String> getinitMap() {
Map<String, String> passwords = nhew HashMap<String, String>();

passwords.put("'myactaskey"”, "aspass”);

passwords.put("alice”, "clarinet");
return passwords;

}
}

A.8.4.1.5. UsernameTokenCallbackHandler

RequestSecurityToken K ActAs §1 OnBeholdOf FoR4iE X WSSE UsernameTokens,
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SRR R IERR R LT R,

package org.jboss.test.ws.jaxws.samples.wsse.policy.trust.shared;

import org.apache.cxf.helpers.DOMUtils;

import org.apache.cxf.message.Message;

import org.apache.cxf.ws.security.SecurityConstants;

import org.apache.cxf.ws.security.trust.delegation.DelegationCallback;
import org.apache.ws.security.WSConstants;

import org.apache.ws.security.message.token.UsernameToken;
import org.w3c.dom.Document;

import org.w3c.dom.Node;

import org.w3c.dom.Element;

import org.w3c.dom.ls.DOMimplementationLS;

import org.w3c.dom.ls.LSSerializer;

import javax.security.auth.callback.Callback;

import javax.security.auth.callback.CallbackHandler;

import javax.security.auth.callback.UnsupportedCallbackException;
import java.io.lOException;

import java.util.Map;

/**

* A utility to provide the 3 different input parameter types for jaxws property

* "ws-security.sts.token.act-as" and "ws-security.sts.token.on-behalf-of".

* This implementation obtains a username and password via the jaxws property
* "ws-security.username' and "ws-security.password" respectively, as defined
*in SecurityConstants. It creates a wss UsernameToken to be used as the

* delegation token.

Y/

public class UsernameTokenCallbackHandler implements CallbackHandler {

public void handle(Callback[] callbacks)
throws IOException, UnsupportedCallbackException {
for (inti = 0; i < callbacks.length; i++) {

doc);

if (callbacks][i] instanceof DelegationCallback) {
DelegationCallback callback = (DelegationCallback) callbacksli];
Message message = callback.getCurrentMessage();

String username =
(String)message.getContextualProperty(SecurityConstants.USERNAME);
String password =
(String)message.getContextualProperty(SecurityConstants.PASSWORD);
if (username != null) {
Node contentNode = message.getContent(Node.class);
Document doc = null;
if (contentNode != null) {
doc = contentNode.getOwnerDocument();
}else {
doc = DOMUtils.createDocument();

}

UsernameToken usernameToken = createWSSEUsernameToken(username,password,

callback.setToken(usernameToken.getElement());
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}
} else {
throw new UnsupportedCallbackException(callbacks[i], "Unrecognized Callback");
}
}
}

/**
* Provide UsernameToken as a string.
* @param ctx
* @return
/
public String getUsernameTokenString(Map<String, Object> ctx){
Document doc = DOMUtils.createDocumenty();
String result = null;
String username = (String)ctx.get(SecurityConstants.USERNAME);
String password = (String)ctx.get(SecurityConstants.PASSWORD);
if (username != null) {
UsernameToken usernameToken = createWSSEUsernameToken(username,password,
doc);
result = toString(usernameToken.getElement().getFirstChild().getParentNode());
}

return result;

}

/**
* @param username
* @param password
* @return
Y/
public String getUsernameTokenString(String username, String password){
Document doc = DOMUtils.createDocument();
String result = null;
if (username != null) {
UsernameToken usernameToken = createWSSEUsernameToken(username,password,
doc);
result = toString(usernameToken.getElement().getFirstChild().getParentNode());
}

return result;

}

/**
* Provide UsernameToken as a DOM Element.
* @param ctx
* @return
*/
public Element getUsernameTokenElement(Map<String, Object> ctx){
Document doc = DOMUtils.createDocumenty();
Element result = null;
UsernameToken usernameToken = null;

String username = (String)ctx.get(SecurityConstants.USERNAME);
String password = (String)ctx.get(SecurityConstants.PASSWORD);
if (username != null) {

usernameToken = createWSSEUsernameToken(username,password, doc);

result = usernameToken.getElement();
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}

return result;

}

/**
* @param username
* @param password
* @return
Y/
public Element getUsernameTokenElement(String username, String password){
Document doc = DOMUtils.createDocumenty();
Element result = null;
UsernameToken usernameToken = null;
if (username != null) {
usernameToken = createWSSEUsernameToken(username,password, doc);
result = usernameToken.getElement();

}

return result;

}

private UsernameToken createWSSEUsernameToken(String username, String password,
Document doc) {

UsernameToken usernameToken = new UsernameToken(irue, doc,
(password == null)? null: WSConstants.PASSWORD_TEXT);
usernameToken.setName(username);
usernameToken.addWSUNamespace();
usernameToken.addWSSENamespace();
usernameToken.setID("id-" + username);

if (password != null){
usernameToken.setPassword(password);

}

return usernameToken;

private String toString(Node node) {
String str = null;

if (node != null) {
DOMIimplementationLS Isimpl = (DOMImplementationLS)
node.getOwnerDocument().getimplementation().getFeature("LS", "3.0");
LSSerializer serializer = Isimpl.createLSSerializer();
serializer.getDomConfig().setParameter("xmi-declaration", false); /by default its true, so
set it to false to get String without xml-declaration
str = serializer.writeToString(node);

}

return str;

}
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A.8.4.1.6. crypto BB AL T4

ActA IR IREtEH TR, BIEHLEN actasKeystore.properties B34 actasstore.jks
BT,

org.apache.ws.security.crypto.provider=org.apache.ws.security.components.crypto.Merlin
org.apache.ws.security.crypto.merlin.keystore.type=jks
org.apache.ws.security.crypto.merlin.keystore.password=aapass
org.apache.ws.security.crypto.merlin.keystore.alias=myactaskey
org.apache.ws.security.crypto.merlin.keystore.file=actasstore.jks

A.8.4.1.7. BXi\ MANIFEST.MF

N AEFEEN org.jpboss.ws.cxf.jpossws-cxf HiZ4EH JBossWS #1 Apache CXF API, £
4hE8 ActAs #1 OnBehalfOf I BHEf, AFE org.jboss.ws.cxf.sts &k, dependency EaIERIRS 2
ELRBRHREEA .

Manifest-Version: 1.0
Dependencies: org.jboss.ws.cxf.joossws-cxf-client, org.jposs.ws.cxf.sts

A.8.4.2. L SBIRS

ATHEANET WS-Trust X RHPE) STS SthREHRE ActAs mHINFER, XEHHHE -
STS sEhEk

STSCallbackHandler Class

A.8.4.2.1. STS sChe

Wi ity B vrs el A BAREESE ActAs bl OnBehalfOf ik, hlitigE ) reg-ex £
ﬁo

TokenlsueOperation Zki2#t UsernameToken 523 Kk EUE OnBehalfOf AR, FHiRft
UsernameTokenDelegationHandler 3%, LI OnBehalfOf i) ActAs IS IEEIKIE K,

package org.jboss.test.ws.jaxws.samples.wsse.policy.trust.sts;

import java.util.Arrays;
import java.util.LinkedList;
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import java.util.List;
import javax.xml.ws.WebServiceProvider;

import org.apache.cxf.annotations.EndpointProperties;

import org.apache.cxf.annotations.EndpointProperty;

import org.apache.cxf.interceptor.Ininterceptors;

import org.apache.cxf.sts.StaticSTSProperties;

import org.apache.cxf.sts.operation.TokenlssueOperation;

import org.apache.cxf.sts.operation.TokenValidateOperation;

import org.apache.cxf.sts.service.ServiceMBean;

import org.apache.cxf.sts.service.StaticService;

import org.apache.cxf.sts.token.delegation.UsernameTokenDelegationHandler;
import org.apache.cxf.sts.token.provider.SAMLTokenProvider;

import org.apache.cxf.sts.token.validator.SAMLTokenValidator;

import org.apache.cxf.sts.token.validator.UsernameTokenValidator;

import org.apache.cxf.ws.security.sts.provider.SecurityTokenServiceProvider;

@WebServiceProvider(serviceName = "SecurityTokenService",
portName = "UT_Port",
targetNamespace = "http://docs.oasis-open.org/ws-sx/ws-trust/200512/",
wsdlLocation = "WEB-INF/wsdl/ws-trust-1.4-service.wsdl")
//dependency on org.apache.cxf module or on module that exports org.apache.cxf (e.g.
org.jboss.ws.cxf.jbossws-cxf-client) is needed, otherwise Apache CXF annotations are
ignored
@EndpointProperties(value = {
@EndpointProperty(key = "ws-security.signature.username”, value = "mystskey"),
@EndpointProperty(key = "ws-security.signature.properties”, value =
"stsKeystore.properties™),
@EndpointProperty(key = "ws-security.callback-handler"”, value =
"org.jboss.test.ws.jaxws.samples.wsse.policy.trust.sts.STSCallbackHandler"),
@EndpointProperty(key = "ws-security.validate.token", value = "false") /to let the JAAS
integration deal with validation through the interceptor below
b
@InInterceptors(interceptors =
{"org.jboss.wsf.stack.cxf.security.authentication.SubjectCreatingPolicylnterceptor"})
public class SampleSTS extends SecurityTokenServiceProvider {
public SampleSTS() throws Exception {
super();

StaticSTSProperties props = new StaticSTSProperties();
props.setSignatureCryptoProperties("stsKeystore.properties");
props.setSignatureUsername('mystskey");
props.setCallbackHandlerClass(STSCallbackHandler.class.getName());
props.setlssuer("DoubleltSTSIssuer");

List<ServiceMBean> services = new LinkedList<ServiceMBean>();

StaticService service = new StaticService();

service.setEndpoints(Arrays.asList(
"http://localhost:(\\d)*/jaxws-samples-wsse-policy-trust/SecurityService",
"http:/A\[::1\\]:(\\d)*/jaxws-samples-wsse-policy-trust/SecurityService",
"http:/A\\[0:0:0:0:0:0:0:1\\]:(\\d)*/jaxws-samples-wsse-policy-trust/SecurityService",

"http://localhost:(\\d)*/jaxws-samples-wsse-policy-trust-actas/ActAsService",

"http:/A\[::1\\]:(\\d)*/jaxws-samples-wsse-policy-trust-actas/ActAsService",
"http:/A\\[0:0:0:0:0:0:0:1\\]:(\\d)*/jaxws-samples-wsse-policy-trust-actas/ActAsService",
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"http://localhost:(\\d)*/jaxws-samples-wsse-policy-trust-onbehalfof/OnBehalfOfService",
"http:/A\[::1\\]:(\\d)*/jaxws-samples-wsse-policy-trust-onbehalfof/OnBehalfOfService",
"http:/A\\[0:0:0:0:0:0:0:1\\]:(\\d)*/jaxws-samples-wsse-policy-trust-

onbehalfof/OnBehalfOfService"

));

services.add(service);

TokenlssueOperation issueOperation = new TokenlssueOperation();
issueOperation.setServices(services);

issueOperation.getTokenProviders().add(new SAMLTokenProvider());

// required for OnBehalfOf

issueOperation.getTokenValidators().add(new UsernameTokenValidator());

// added for OnBehalfOf and ActAs

issueOperation.getDelegationHandlers().add(new UsernameTokenDelegationHandler());
issueOperation.setStsProperties(props);

TokenValidateOperation validateOperation = new TokenValidateOperation();
validateOperation.getTokenValidators().add(new SAMLTokenValidator());
validateOperation.setStsProperties(props);

this.setlssueOperation(issueOperation);
this.setValidateOperation(validateOperation);

A.8.4.2.2. STSCallbackHandler 3%

7 ActAs R=BIFGIMA . alice MIX M ETE,

package org.jboss.test.ws.jaxws.samples.wsse.policy.trust.sts;

import java.util.HashMap;
import java.util.Map;

import org.jboss.wsf.stack.cxf.extensions.security.PasswordCallbackHandler;

public class STSCallbackHandler extends PasswordCallbackHandler {
public STSCallbackHandler() {

}

}

super(getinitMap());

private static Map<String, String> getinitMap() {

}

Map<String, String> passwords = hew HashMap<String, String>();

passwords.put("'mystskey", "stskpass”);

passwords.put("alice”, "clarinet");
return passwords;

A.8.4.2.3. Web Service Requester
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ATHEMANET WS-Trust FEERBIEE WS -Trust 5 H ws-requester Tt3k, XETHREER
HHRE ActAs Bl MEXR, ZHHN :

actas Web Service Requester Lk

A.8.4.2.4. Web BR51H K& e

e R P ActAs ws-requester {8 IV BT AIPA{THR IR Web BRSSH951H,. HNiliRBinm®
2ER, Web IRSMiERK _ETFXXEE A BindingProvider SRR B ERAEMNE R, ActAs A/
myactaskey fEttE4 s ABA, UsernameTokenCallbackHandler FiF [ STSClient 124t ActAs jt5k
BIARE. 4, [FOE—4 STSClient Xf%, FRHENKEMIE K ETX, Hn—MAERRMETH
it BN, MEXYREF P THRE—. ActAs B & FIA
SecurityConstants.STS_TOKEN_ACT_AS #HEMMSFEHTEE, H—fAE2ER
STSClient.setActAs Ak,

final QName serviceName = new QName("http://www.jboss.org/jbossws/ws-
extensions/actaswssecuritypolicy", "ActAsService");

final URL wsdIURL = new URL(serviceURL + "?wsdI");

Service service = Service.create(wsdIURL, serviceName);

ActAsServicelface proxy = (ActAsServicelface) service.getPort(ActAsServicelface.class);

Bus bus = BusFactory.newinstance().createBus();

try {
BusFactory.setThreadDefaultBus(bus);

Map<String, Object> ctx = proxy.getRequestContext();

ctx.put(SecurityConstants. CALLBACK_HANDLER, new ClientCallbackHandler());

ctx.put(SecurityConstants.ENCRYPT_PROPERTIES,
Thread.currentThread().getContextClassLoader().getResource(
"META-INF/clientKeystore.properties"));

ctx.put(SecurityConstants. ENCRYPT_USERNAME, "myactaskey");

ctx.put(SecurityConstants.SIGNATURE_PROPERTIES,
Thread.currentThread().getContextClassLoader().getResource(
"META-INF/clientKeystore.properties"));

ctx.put(SecurityConstants.SIGNATURE_USERNAME, "myclientkey");

// Generate the ActAs element contents and pass to the STSClient as a string
UsernameTokenCallbackHandler ch = new UsernameTokenCallbackHandler();
String str = ch.getUsernameTokenString("alice™,"clarinet");
ctx.put(SecurityConstants.STS_TOKEN_ACT_AS, str);

STSClient stsClient = new STSClient(bus);
Map<String, Object> props = stsClient.getProperties();
props.put(SecurityConstants.USERNAME, "bob™");
props.put(SecurityConstants.CALLBACK_HANDLER, new ClientCallbackHandler());
props.put(SecurityConstants.ENCRYPT_PROPERTIES,
Thread.currentThread().getContextClassLoader().getResource(
"META-INF/clientKeystore.properties"));
props.put(SecurityConstants.ENCRYPT_USERNAME, "mystskey");
props.put(SecurityConstants.STS_TOKEN_USERNAME, "myclientkey");
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props.put(SecurityConstants.STS_TOKEN_PROPERTIES,
Thread.currentThread().getContextClassLoader().getResource(
"META-INF/clientKeystore.properties"));

props.put(SecurityConstants.STS_TOKEN_USE_CERT_FOR_KEYINFO, "true");

ctx.put(SecurityConstants.STS_CLIENT, stsClient);
} finally {
bus.shutdown(irue);

}
proxy.sayHello();

FIF 2024-02-08
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