& RedHat

Red Hat JBoss Enterprise Application
Platform 7.4

B E H D EE

{5 F LDAP BRFMEMF P FEEIRR 7 U218 JBoss )MV N &I EA.

Last Updated: 2024-02-11






Red Hat JBoss Enterprise Application Platform 7.4 #0{Afd & & 1) & 12

{53 LDAP B RFIEth H R FhEEIER 717 £1H8 JBoss MV M A F & B EA.



RSN
Copyright © 2024 Red Hat, Inc.

The text of and illustrations in this document are licensed by Red Hat under a Creative Commons
Attribution-Share Alike 3.0 Unported license ("CC-BY-SA"). An explanation of CC-BY-SA is
available at

http://creativecommons.org/licenses/by-sa/3.0/

. In'accordance with CC-BY-SA, if you distribute this document or an adaptation of it, you must
provide the URL for the original version.

Red Hat, as the licensor of this document, waives the right to enforce, and agrees not to assert,
Section 4d of CC-BY-SA to the fullest extent permitted by applicable law.

Red Hat, Red Hat Enterprise Linux, the Shadowman logo, the Red Hat logo, JBoss, OpenShift,
Fedora, the Infinity logo, and RHCE are trademarks of Red Hat, Inc., registered in the United States
and other countries.

Linux @ is the registered trademark of Linus Torvalds in the United States and other countries.
Java @ is a registered trademark of Oracle and/or its affiliates.

XFS @ is a trademark of Silicon Graphics International Corp. or its subsidiaries in the United States
and/or other countries.

MySQL @ is a registered trademark of MySQL AB in the United States, the European Union and
other countries.

Node.js ® is an official trademark of Joyent. Red Hat is not formally related to or endorsed by the
official Joyent Node.js open source or commercial project.

The OpenStack ® Word Mark and OpenStack logo are either registered trademarks/service marks
or trademarks/service marks of the OpenStack Foundation, in the United States and other
countries and are used with the OpenStack Foundation's permission. We are not affiliated with,
endorsed or sponsored by the OpenStack Foundation, or the OpenStack community.

All other trademarks are the property of their respective owners.

BE

AIEENZE ) A{FER LDAP BXxMEM B/ 1FEME, LLEAT JBoss EAP EEEOMEZ L, Aigm
J"BT JBoss EAP Z2ZE1 5P iR IS, EEE N LDAP BEARMIHLL K JBoss EAP FfY
ZEMBE TR THRRE, NHATHRE,



REBX JBOSS EAP STRIBIRIBL ..o
1 B o =
SB1EIDENTITY MANAGEMENTBER ...

BB 2 B ELYTRON R ittt ittt e e e e e e e
2 FERETFTXHRGEN BB EMEE B {PIIE
22. FRETXHMNESE D EHEE S DRI

23. EAETFHREN G D EEEE B IIE
2.4. EHAET LDAP BB FIEEE FD%E
2.5 AP EE FREIE

2.6. ERAZNFPIRSEE S5 IEFIIRL
27. BENANSHEIFRE

2.8. N&% REALMS K EB%E

290. BN ARFUFERSREEMNERER
2.10. {# F BEARER G hEECE & 1245 IEFN %Y

B 3 R B R T R L oottt

31 BEERELUER LDAP

32 BB L LU FERAKEE

33. REBREEHUERBE M

34. BEEREFHUFEAEFIETHNEHEIE
35. BERLEBMNSZE

B AT N R B .. ittt
4. BeE& WEB N BRZELUFERE ELYTRON sES RS M H1T BRI IF
42 1A ELYTRON B/ IRE B R - im0 %Ik

43 BREFAEREER

B Sl LDAP R B R L] .. o ittt e e e e

5.1. 1 ELYTRON

52 FRESROEEFMNIIE
5.3. LDAP #1 RBAC

54. [5R%E

B O E R B R I

5B 7 & BHIRSSFNZERPAIRSS BRERE

B A BB B

A.1. WILDFLY-CONFIG.XML 7%l
A2 BREFREM
A3 ETHBRE 25

65
65
66
67



Red Hat JBoss Enterprise Application Platform 7.4 Wl{afic & & {3 &1




12HtH X JBOSS EAP X #SM R i

IR E X JBOSS EAP X #4HY = I

EREHEIRHBOA X, 1EEFE Red Hat JIRA K P HIRRZ A, M1RERHE Red Hat Jira k7, &
RRIERIE—NK

% =3
1 BT aEE DUOIEE ticket,
2. I8 & X URL. ETiHwS FHbmE,
3. 1£ Summary /i A [A] Y R A2 Hk.
4. 1% Description FRIRHEFI @IS AEIR 30 B9 IE 4R, SIE—NMEME L A URL,

5. 5= Submit QI[AIH, F R R RIES B E5E S B SR ETRA


https://issues.redhat.com/secure/CreateIssueDetails!init.jspa?pid=12316621&summary=(userfeedback)&issuetype=13&description=[Please+include+the+Document+URL,+the+section+number+and +describe+the+issue]&priority=3&labels=[ddf]&components=12391723&customfield_10010
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EFREZESZ

INEAIE BB IR, XM IIEEREERGMIES., BITMXIENARIEFFS © master.
slave. blacklist #1 whitelist, XLEBSFERI LTI K ITARZH L, 1FI15EEE CTO Chris
erght {EI%\Q


https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language

% 13 IDENTITY MANAGEMENT 185k

25 1Z IDENTITY MANAGEMENT #t

2148 JBoss VN YA (JBoss EAPYR S5 1577124 T 1A E G 17 FIFRY I AZE WERER
EEHR. FEERAENENRNEESHEMEE (XHRSH LDAP) RN ARFNEE, £
FLEERT, BAALUSELESHEM (A0 LDAP) BERIERIL, X FEANEMABIYFIER U
TFE7E LDAP BkH, AFEREAt JBoss EAP fE SRS EITIA R JBoss EAP A,

A=
ﬁﬁmﬁﬁFﬁmeE%%ﬂ%#%ﬁ%i%%%ﬁﬁ%?%ﬁﬂ%ﬁ%ﬁﬂﬁﬂ?E

MERERINE, BN A EREHE T BN JBoss EAP SEf5 iz [8] BOEUHE Uy (A1 #1015 Fi =T BE 0 SR HE
FMRPGE R REFZ


https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/security_architecture/
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2 2= ELYTRON F%4;

2. FARETXHRENE B EHEERE S DI
1. 7£ JBoss EAP e E X5 19 -

/subsystem=elytron/filesystem-realm=exampleFsRealm:add(path=fs-realm-users,relative-
to=jboss.server.config.dir)

INREHBERALT jboss.server.config.dir 24, NIFEEEN BN BE 1 AR

2. //J\\DDFHF
£ A filesystem-realm i, &I LUFERERE CLIFRIMA .

/subsystem=elytron/filesystem-realm=exampleFsRealm:add-identity(identity=user1)
/subsystem=elytron/filesystem-realm=exampleFsRealm:set-password(identity=user1, clear=
{password="password123"})
/subsystem=elytron/filesystem-realm=exampleFsRealm:add-identity-attribute(identity=user1,
name=Roles, value=["Admin","Guest"])

3. /N simple-role-decoder :
I /subsystem=elytron/simple-role-decoder=from-roles-attribute:add(attribute=Roles)

Lt simple-role-decoder M Roles BRI EFMNA G, MRENABERENBEMES, EATLL
BN E,

4. B2i& security-domain :

/subsystem=elytron/security-domain=exampleFsSD:add(realms=
[{realm=exampleFsRealm,role-decoder=from-roles-attribute}],default-
realm=exampleFsRealm,permission-mapper=default-permission-mapper)

5. ff undertow F%ZiFBCE application-security-domain :

/subsystem=undertow/application-security-domain=exampleApplicationDomain:add(security-
domain=exampleFsSD)

A=
Al L@ §inEl Configuration —» Subsystems —» Web(Under tow )—»

Application Security Domain, AEEZEHISEE undertow FXREHH
application-security-domain,

6. BN FZFER web.xml 7 jpboss-web.xml :
f8H) web.xml 1 jboss-web.xml %/ B3 1 R ETE JBoss EAP FEZER] application-
security-domain, 540, & Web I AREFEE NEMA Elytron SHESZRZ 2 H 1T EREIE,

BB AR F I FERE T X RN F R F T F 0 I5IE,

22. ERETXHNERER D EFHEEES D 5LIE



% 2Z= ELYTRON F%&5¢

1. BIBEMESHF -
A OIEM AN B - —MATEAFAREETY, 5—MEAFRARNER, BE, XL
XA F jboss.server.config.dir B/, FHEER&LIE *-users.properties F *-
roles.properties, Bt EILAEAHEMAIBEFNATR, *-users.properties XL AT S EXS
properties-realm B3|, EEET—FHOE :
#SREALM_NAME=YOUR_PROPERTIES_REALM _NAME$

BT ERB - example-users.properties

#$REALM_NAME=examplePropRealm$
useri=password123
user2=password123

AR : example-roles.properties

useri=Admin
user2=Guest

2. 7E JBoss EAP A& properties-realm :

/subsystem=elytron/properties-realm=examplePropRealm:add(groups-
attribute=groups,groups-properties={path=example-roles.properties,relative-
to=jboss.server.config.dir},users-properties={path=example-users.properties,relative-
to=jboss.server.config.dir,plain-text=true})

properties-realm B9 & #57y examplePropRealm, © T example-users.properties X4 HH
E—%dh, A, MREMEBMEIHEHALIT jboss.server.config.dir 244, EABN hE BEE
0 HERHE,

3. Egi& security-domain :

/subsystem=elytron/security-domain=exampleSD:add(realms=
[{realm=examplePropRealm,role-decoder=groups-to-roles}],default-
realm=examplePropRealm,permission-mapper=default-permission-mapper)

4. 7E undertow FRIIHHECE application-security-domain :

/subsystem=undertow/application-security-domain=exampleApplicationDomain:add(security-
domain=exampleSD)

A LLE T S E Configuration » Subsystems —» Web(Under tow )—
Application Security Domain, FRAERZEHSEE undertow FRIIHH
application-security-domain,

5. ECiE N FATEFE R web.xml ] jboss-web.xml :
f&H) web.xml 1 jboss-web.xml %/ B3 1 E R ETE JBoss EAP FEZERY application-
security-domain, 40, ¥ Web W ARRFEE N{EA Elytron SifESiL M7 5B 5010k,

BN AIEGERETXHNESE SR FHEIIITEHORIL.
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BF

B (RS =D B ER, RS SR AR MBERA - (F313fEA add-user
BX) BMEEEFMERS 2R, LLEFMEELTMEE CLIIZTT reload a5 RTH,

I reload

2.3. ERETHREENS NFHECE S P RIE

L WERSA. BEANABHEEERR
EERSNFHEINEEERRIESMIIL, TRERER 4. BENASNEEMEZEEE
., AL, WIERFAEUTREABENSNE

username password roles
userl password123 Admin
user2 password123 guest

2. BBEHIER :
EEM JBoss EAP HEEHIEE, EXJCHMESYNMEERRRR, FERETHER. &5
JER T N PostgreSQL EREBIRENFEFEFTE JBoss EAP HEZEHIER :

deploy /path/to/postgresql-9.4.1210.jar

data-source add --name=examplePostgresDS --jndi-name=java:jboss/examplePostgresDS --
driver-name=postgresql-9.4.1210.jar --connection-
url=jdbc:postgresql://localhost:5432/postgresdb --user-name=postgresAdmin --
password=mysecretpassword

3. 1£ JBoss EAP Afigi& a jdbc-realm:

/subsystem=elytron/jdbc-realm=exampleDbRealm:add(principal-query=[{sql="SELECT
password,roles FROM eap_users WHERE username="?",data-
source=examplePostgresDS,clear-password-mapper={password-index=1},attribute-
mapping=[{index=2,to=groups}]}])

pa -3

EFRRT M EA ERERRDBENAR, IREFTESNHEWRIKINA
BFAANFBEIERFBINER, EHBATLL M attribute-mapping /& 1% 81247
A-B9 principal- query,

AXXIFNBHMNEFIIR, 50 BHRANRER,
4. B2i& security-domain :

/subsystem=elytron/security-domain=exampleDbSD:add(realms=
[{realm=exampleDbRealm,role-decoder=groups-to-roles}],default-
realm=exampleDbRealm,permission-mapper=default-permission-mapper)


https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/how_to_configure_identity_management/index#password-mappers

% 2Z= ELYTRON F%&5¢

5. ff undertow F%ZiFBCE application-security-domain :

/subsystem=undertow/application-security-domain=exampleApplicationDomain:add(security-
domain=exampleDbSD)

pa -

A L@t §inEl Configuration —» Subsystems —» Web(Under tow )—»
Application Security Domain, AEEZEHSEE undertow FREIHH
application-security-domain,

6. BN FZFEH web.xml 7 jpboss-web.xml :
&1 web.xml # jboss-web.xml /77 B H {FE R EIE JBoss EAP HEZER application-
security-domain, B0, & Web N RREFEE H#EA Elytron StERZRE2MEEITHHINIE,

2.4. FFEET LDAP B D EEECE B 0%k

. AERF 4. BIEMAGH LDAP K :
EF [ LDAP RS BIXBENEMENIILE, BEEBRERIE. BEMARNEREAR. EX
fBlr, FAMERLATSEM -

dn: de=wildfly,dc=org
dc: wildfly
objectClass: top
objectClass: domain

dn: ou=Users,dc=wildfly,dc=org
objectClass: organizationalUnit
objectClass: top

ou: Users

dn: uid=jsmith,ou=Users,dc=wildfly,dc=org
objectClass: top

objectClass: person

objectClass: inetOrgPerson

cn: John Smith

sn: smith

uid: jsmith

userPassword: password123

dn: ou=Roles,dc=wildfly,dc=org
objectclass: top

objectclass: organizationalUnit
ou: Roles

dn: cn=Admin,ou=Roles,dc=wildfly,dc=org
objectClass: top

objectClass: groupOfNames

cn: Admin

member: uid=jsmith,ou=Users,dc=wildfly,dc=org

2. B2i& a dir-context:
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=z

£ EM JBoss EAP i£#% %I LDAP IR 2%, MEERE— dir-context, ©i2#t URL LKA TF%
ERSS SR ER,

/subsystem=elytron/dir-

context=exampleDC:add(url="ldap://127.0.0.1:10389",principal="uid=admin,ou=system",credeni
ial-reference={clear-text="secret"})

ToiEEH Jakarta BIE NREGME 2% LDAP EiF, K, sLUETa{aERE
1B FhEsREIENE, 0 4017 % JBoss EAP FDERRS £8 R MR,

3. 7£ JBoss EAP HECE Idap-realm:

/subsystem=elytron/ldap-realm=exampleLR:add(dir-context=exampleDC,identity-mapping=
{search-base-dn="ou=Users,dc=wildfly,dc=0rg",rdn-identifier="uid",user-password-mapper=
{from="userPassword"},attribute-mapping=[{filter-base-

dn="ou=Roles,dc=wildfly,dc=org" filter="(&(objectClass=groupOfNames)(member=
{Oh)",from="cn",to="Roles"}]})

Digk

H
[=]

MR 3| mE LDAP BB ASENAIM, NIATHA S5 JBoss EAP BB L
i java.lang.OutOfMemoryError £515%,

4. 7shn simple-role-decoder :
I /subsystem=elytron/simple-role-decoder=from-roles-attribute:add(attribute=Roles)
5. BZiE security-domain :

/subsystem=elytron/security-domain=exampleLdapSD:add(realms=[{realm=exampleLR,role-
decoder=from-roles-attribute}],default-realm=exampleLR,permission-mapper=default-
permission-mapper)

6. 7£ undertow TR HECE application-security-domain :

/subsystem=undertow/application-security-domain=exampleApplicationDomain:add(security-
domain=exampleLdapSD)

A LLE T S E Configuration » Subsystems —» Web(Under tow )—
Application Security Domain, FRAERZEHSEE undertow FRIIHH
application-security-domain,

7. BCEN FAT2FH web.xml #1 jboss-web.xml :

10


https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/how_to_configure_server_security/#credential_store
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f&H) web.xml ] jboss-web.xml %/ B3 1 R ETE JBoss EAP FEZER] application-
security-domain. 540, ¥ Web W AREFEE N{EM Elytron SifESi L 21T S50 9010,

BF

INR elytron FXREifE A LDAP iR%5 288 K HUTHMEIE, JBoss EAP JFiR[E 500 s AERAR
FaRtEiR, HIRIZ LDAP RSSEBRFEEVN, NLEREEERK, T hEMERES
security T R4iMIBAR JBoss EAP ANE, EEEHERMNEG TIRE 401 SRBABE RS
3,

2.5. ERIEHECE &Ik

BF

RSB B WA SSL, REFREXBEFIEPHEMIIE, BXEEMNAE SSL AEE,
BBE (WY LERSES <4755 ) BIElytron Subsystem BB%, b/ /S FHRIE
SSL/TLS,

1. BCiE BHIFFEE.
I /subsystem=elytron/key-store-realm=ksRealm:add(key-store=twoWayTS)

BRANZINEERE—NEEE M IRIEBNEEEH. FHRIETIREREFIRAENA SSL EF
HARHR AL RIE .

2. HIEERY2R,

IREEQE—/ x500-attribute-principal-decoder EZILEMIEH PRSI ER, LUTRAIE
RIESE— CN (EXT EFFHITERID,

/subsystem=elytron/x500-attribute-principal-
decoder=CNDecoder:add(oid="2.5.4.3",maximum-segments=1)

BN, NR5TE DN A
CN=client,CN=client=certificate,DC=example,DC=jboss,DC=org, CNDecoder &% E &
RIS B m, WERFDERFE M4 1H, FT1E ksRealm FEEENEEFEHEILIES,

“ o
EfFEN A MUST ZEERSHEEFERHE A IRIEHXEN H& E.
o A4, EBAHLUERIEERLHT REEE—MLEMRENS, UWHETUBERETAAFEE

*. MBESER, FBW WHHERS & £ERBFEIX509 iEFEE HH X &REH
7" RR X509 ik,

3. NIMATFLEAEBN BEE2A AN,
540, {EA constant -role-mapper 5 B0 245 ksRealm B ER, B LUEREM AL,

I /subsystem=elytron/constant-role-mapper=constantClientCertRole:add(roles=[Admin,Guest])

4. BiE 2.

1


https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/how_to_configure_server_security/#elytron_two-way_ssl_apps
https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/how_to_configure_server_security/#configuring-evidence-decoder-for-x-509-certificate-with-subject-alternative-name-extension
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/subsystem=elytron/security-domain=exampleCertSD:add(realms=[{realm=ksRealm}],default-
realm=ksRealm,permission-mapper=default-permission-mapper,principal-
decoder=CNDecoder,role-mapper=constantClientCertRole)

5. 7£ undertow ¥ HECE application-security-domain,

/subsystem=undertow/application-security-domain=exampleApplicationDomain:add(security-
domain=exampleCertSD)

pa -3
A LLE T S E Configuration » Subsystems —» Web(Under tow )—

Application Security Domain, FRAERZEHSEE undertow FRIIHH
application-security-domain,

6. BE# server-ssl-context.

/subsystem=elytron/server-ssl-context=twoWaySSC:write-attribute(name=security-
domain,value=exampleCertSD)
/subsystem=elytron/server-ssl-context=twoWaySSC:write-attribute(name=authentication-
optional, value=true)

reload

7. BCEN FAT2FH web.xml #1 jboss-web.xml,
f&H) web.xml 1 jboss-web.xml %/ B3 1 R E7E JBoss EAP FEZER) application-
security-domain, 0, & Web N AFRFEE N EMA Elytron &5 S MEHTE R0 1E,

b4, MEEER web.xml, LUER CLIENT-CERT fE W H BB EIER .

<login-config>
<auth-method>CLIENT-CERT</auth-method>
<realm-name>exampleApplicationDomain</realm-name>
</login-config>

2.6. ERZ N BDIRSEE F DI UL
MREHETR S HHIZ S HEIE, NI#6EMA aggregate-realm % S HEIMMEE ¥ R 21 Ll
T BB TR,

2.6.1. 7£ Elytron 32 4& Realm

BT RAE, TAUER— ML TEREIE, BAUERS—1MLELERESIREE, MM
Elytron T HRI0IE, BN, ERILURFREEEE HERBEMEERITHMEIE, FHER JDBC kK
AT AR IIE,
ARENRES I ENENREEF, KOUE—IHH, MTHAE:

o MENBRNRENENREEHNEMLE,

o MREZMRIEHENLTEMY, NERABEMSE—REIBE.

UTFREANER T MEES M RIS S 2HEE S B M E L2545,

12



Nl

B4 realm BRiE :

authentication-realm=properties-realm,
authorization-realms=[jdbc-realm,|ldap-realm]

e M JDBC HIRERBIE A :

e-mail: user@example.com
groups: Supervisor, User

e M Idap BIREXHIEMHE :
e-mail: administrator@example.com
phone: 0000 0000 0000

AR B BRI &7

e-mail: user@example.com
groups: Supervisor, User
phone: 0000 0000 0000

% 2Z= ELYTRON F%&5¢

ERBIG, FANEBUSHERE LT e-mail B, JDBC B E WHWERTERMNREE TN HFIRE B
%, RARESEEE NREENUS, B authorization-realms=[jdbc-realm,ldap-realm].

2.6.2. [FRARBIEEE B9 % IEF R

ZHEARAEYRESHEIEMEN, HHE-IRE

SR
o MEERANEZEH,

1, HREREHNNAZREEHUGAREE,

BXREBERDEMIFE, E5%E WHHES 7 EE BT Elytron subsystem,

o REZAREEHMHEMANAGHENS,

BXRAGEIEIRINIEE, ESNH WEIERS 7% 15RPMAIE Elytron Role Decoder,

it
1 GIRRAY
o FER—IHRIUEHLZERSH :

/subsystem=elytron/aggregate-realm=exampleAggregateRealm:add(authentication-

realm=__ SECURITY_REALM_FOR_AUTHENTICATION__,
realm=__ SECURITY_REALM_FOR_AUTHORIZATION

o SIBREAZNMRIEHRE

authorization-

/subsystem=elytron/aggregate-realm=exampleAggregateRealm:add(authentication-

realm=__ SECURITY_REALM_FOR_AUTHENTICATION__,
[ SECURITY_REALM_FOR_AUTHORIZATION_1__

authorization-realms=
~_SECURITY_REALM_FOR_AU

THORIZATION_2__,..., SECURITY_REALM_FOR_AUTHORIZATION_N__])

13
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2. E2i& security-domain :

/subsystem=elytron/security-domain=exampleAggregateRealmSD:add(realms=
[{realm=exampleAggregateRealm,role-decoder=__ ROLE-DECODER__}],default-
realm=exampleAggregateRealm,permission-mapper=default-permission-mapper)

3. 1£ undertow F%ZiFBECE application-security-domain :

/subsystem=undertow/application-security-
domain=exampleAggregareRealmApplicationDomain:add(security-
domain=exampleAggregateRealmSD)

4. EEEN FATEFEH web.xml ] jboss-web.xml :
&1 web.xml # jboss-web.xml /77 B M FEREIE JBoss EAP HEZER) application-
security-domain, 540, & Web W AREFEE NEMA Elytron SHESR M H T EREIE,

2.6.3. Aggregate Realms 7=~f3|

HAPNRPUER SR
EARBIF, s properties-realm BF &340, aj dbc-realm FAF AL

IR RS E LA T i
® properties-realm named examplPropertiesRealm

® jdbc-realm named exampleJdbcRealm

FRAUTHSUE—INREE

/subsystem=elytron/aggregate-realm:exampleSimpleAggregateRealm:add(authentication-
realm=examplPropertiesRealm,authorization-realm=exampleJdbcRealm)

BEFRMREEENR A6
EAXRBIH, properties-realm BT & {7451k, F+H Idap-realm #] jdbc-realm HIR & B FHEIL
IR MECE LA T -

® properties-realm named examplPropertiesRealm

® jdbc-realm named exampleJdbcRealm

e |dap-realm named exampleLdapRealm

FRAUTHSUE—INREE

/subsystem=elytron/aggregate-realm:exampleSimpleAggregateRealm:add(authentication-
realm=examplPropertiesRealm,authorization-realms=[exampleJdbcRealm,exampleLdapRealm])

2.7. BEN AN B KK IIERE

14
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AR LAMEF7E JBoss EAP RECEBRIN F, BENAMSMRIIEEEBE, EMEIX—K, #A undertow F
%%y application -security-domain 84 H# override- deployment-configuration &% :

/subsystem=undertow/application-security-domain=exampleApplicationDomain:write-
attribute(name=override-deployment-config,value=true)

A LLE T FAnE Configuration » Subsystems —» Web(Under tow )— Application
Security Domain, {#FAEEEHASHEE undertow FR4iHH application-security-
domain,

B0, N ABEE NER FORM &4%1IE X H jboss-web.xml 1) exampleApplicationDomain,

jboss-web.xml< 6l

<login-config>
<auth-method>FORM</auth-method>
<realm-name>exampleApplicationDomain</realm-name>
</login-config>

WA BRBERCE, EALIOIE— N http-authentication-factory, LUEERBEBIFDEIEN
#l, 20 BASIC =k DIGEST,

http-authentication-factory <l

/subsystem=elytron/http-authentication-factory=exampleHttpAuth:read-resource()

{

"outcome" => "success",
"result" => {
"http-server-mechanism-factory" => "global",
"mechanism-configurations" => [{
"mechanism-name" => "BASIC",
"mechanism-realm-configurations" => [{"realm-name" => "exampleApplicationDomain"}]

ik

"security-domain" => "exampleSD"

}
}

XSG EEN B jboss-web.xml F7E LB FHEIENE, F2Ei{fER BASIC AZ FORM 5k o

2.8. h &% REALMS X E%1F

Elytron Rt 7 — &, RIFENREESEEREERNLR. fli, ERLEREIEE LDAP 5
HiEENFIERESZE, UMReELEEINA k.

caching-realm {8 LRU =% Least Recently Used %175kl K% 77 PasswordCredential £if, %K
Vil B A Bl A S B B H =5,

BRI ZEFERATUT 221

o filesystem-realm

15
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e jdbc-realm
e |dap-realm

o BHENREH

INRIETE JBoss EAP AAERX R IRETHN, NXLEFRREAERZLEIEIFN F2EHEE JBoss
EAP &171E, #5572 Idap-realm X #{ii0fr, {8 Idap-realm PiFIEMENYE (10 At ) T,

NBREFHEAERNA I BESE, BUEEIRFEMARENERERRRENA B, 3HE,
B m LU B RRZ A

BF

B EEEHT R B OUF A RARTUERGE . ORI TIRET SR LI & 7 IR S5 I
L (SLA) &, BHINGEREHFTE. Fit, LEFBRIEEIMERERE], X
LERORTI B ZheE R LA A iR R R #TeIThEE, HANSEF LM BRIRHRE L.

MFA X BTG FFEE MER, HEHIEE 7 Mus PSR T T RS i

BCEFER &FE -

16

. SIRIANR SN,

BRE-—NNENREER BFEEE, Hl, SAUAE— RUFERETFXHRS e
DT MEECE SR 90 IE B9 F RIS R 5T e

filesystem-realm 7=l

/subsystem=elytron/filesystem-realm=exampleFsRealm:add(path=fs-realm-users, relative-
to=jboss.server.config.dir)

/subsystem=elytron/filesystem-realm=exampleFsRealm:add-identity(identity=user1)

/subsystem=elytron/filesystem-realm=exampleFsRealm:set-password(identity=user1, clear=
{password="password123"})

/subsystem=elytron/filesystem-realm=exampleFsRealm:add-identity-
attribute(identity=user1,name=Roles,value=["Admin","Guest"])

/subsystem=elytron/simple-role-decoder=from-roles-attribute:add(attribute=Roles)

. DI &L

BEEERFENIIEERE, 0/B— 1 5IATH ZFE.
{#1 exampleFsRealm B2 {7 igi < fl

I /subsystem=elytron/caching-realm=exampleCacheRealm:add(realm=exampleFsRealm)

. R %L

2 &7 E, EalGEAEthReg—HERLREFTERE. FiM, ETUERRMES
A XHRGE, B ETXHREN SRS ERES D LR R ARG,

{#f cache-realm B¢ &~ HI
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% 2Z= ELYTRON F%&5¢

/subsystem=elytron/security-domain=exampleFsSD:add(realms=
[{realm=exampleCacheRealm, role-decoder=from-roles-attribute}], default-
realm=exampleCacheRealm, permission-mapper=default-permission-mapper)
/subsystem=elytron/http-authentication-factory=example-fs-http-auth:add(http-server-
mechanism-factory=global, security-domain=exampleFsSD, mechanism-configurations=

[{mechanism-name=BASIC, mechanism-realm-configurations=[{realm-
name=exampleApplicationDomain}]}])

& B LUEF caching- realm B9 maximum-entries 1 maximum- age /&M & 12622 17 K/ F15071 B i # ST
lEﬂ BRXLEEMRENE, 1HSN WHTHERSEZ 246 Elytron Subsystem 5% — 77,

&R L&A clear-cache sn GiBRIIALE, BHREFREHIEEARAREENEFBIELITES,

I /subsystem=elytron/caching-realm=exampleCacheRealm:clear-cache

29.FREN AR LU ERASSREENE R B

fBA LL@TT Elytron FORM BAR5SE 7535 JBoss EAP BREE NGRS BB m & %Fﬁ FRE, X
BT BRRIE—R, Fih] FORM BR5UE A RIFMEMTTERE, mMEEEHmIHETEHEIL,

FELLTFERT, HENESERSIETLN :
o REAWMHAMEAIE,
o MM FEH,

5

REXELFIEERP, A UERRB JBoss EAP SLHI LB A2 FERERE
2:%0

1. SIR BmHEE,
=R ﬁ%#ﬁ% U#EZE5 SSO E’JTHHE%%&ZIEHEE%tcéﬁ{nﬁLQ It 388 AT 3 B R S
RRERRENZENEHIPER, 2518 KT,

E £ elytron FREFCIE B 08, 1§58 LB Java KeyStore, #ITFFIR :

keytool -genkeypair -alias localhost -keyalg RSA -keysize 1024 -validity 365 -keystore
keystore.jks -dname "CN=localhost" -keypass secret -storepass secret

02 Eflstore.jks X5, HITLATEIR CLI 6pH7E Elytron AE BHERE E XL -

/subsystem=elytron/key-store=example-keystore:add(path=keystore.jks, relative-
to=jboss.server.config.dir, credential-reference={clear-text=secret}, type=JKS)

2. RINKk £,
HRANTERE CLI R iBX 4RSI, IZASAERMXHRAHEENS D ERE

I /subsystem=elytron/filesystem-realm=example-realm:add(path=/tmp/example-realm)

17
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3. FAUTERCL i p0E ReHE -

/subsystem=elytron/security-domain=example-domain:add(default-realm=example-
realm,permission-mapper=default-permission-mapper,realms=[{realm=example-realm,role-
decoder=groups-to-roles}]

A=
5 SSO KN AN L{FH HTTP FORM S455F, R el @EEE A 1R
FR UM,

4. 7£ undertow FRGHOIEN BRZEHE,

' INRIEETE undertow FREHRENLT appllcatlon security-domain, RF[HE

RTFHENNAERARESR, EAUBNIX—%,

/subsystem=undertow/application-security-domain=other:add(security-domain=example-
domain)

g BIANERT, WRENAERE ]bOSS -web.xml XX E AR ENR £,
Rz AR5 234 DL Hofth & AR — 1

5. E#T undertow F%%4t, UEARIBERFFERABEHAGTE -
B A& E AT undertow F RIS E application-security-domain & X, EETFEREN
FAH9RR 55 28 w4 7 {5 FAAE R MO B B

%F‘ﬁi$5 &, RFEEN undertow 7RI HHIIA application-security-domain, #0TFf

|_|

/subsystem=undertow/application-security-domain=other/setting=single-sign-on:add(key-
store=example-keystore, key-alias=localhost, domain=localhost, credential-reference={clear-
text=secret})

pa -3
A LLE T S E Configuration » Subsystems —» Web(Under tow )—

Application Security Domain, {FREELEHARE undertow FREIHFH
application-security-domain,

MEAKXRSSO BEREENHNELZER, HSHARERENE WSEHE,

6. BCELN FH web.xml #1 jboss-web.xml 3214,
f8H) web.xml 1 jboss-web.xml %/ B3 1 R ETE JBoss EAP FEZER] application-
security-domain, B0, & Web N RREFEE HEMA Elytron StERZRE2MEHITHHBIIE,

JBoss EAP 7 {8 undertow #1 infinispan 7RISR FIFESREE SSO REFFENAMNXZ .
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2.10. {#/ BEARER Gh2EC & & 195 IE AR

2.10.1. bearer &2 & {355 0UF
Ea LUF A BEARER_TOKEN S W IEHLHRAAZ EEI N BRRFH HTTP 1EK, £ Web T2 E R
imEN FAREF A 3% HTTP 5K fE, BEARER_TOKEN #&I55IE1E K BIIRAL HTTP 1k h R B FTE bearer

ThE.

Elytron Z## F bearer 2 (% OpenID Connect ID 548) sXFlA OAuth2 ERARRIURSS B A FHTRS
BiS REHAT SR JEIE, 1E B H A YERER D,

LUFRHIE R Authorization HTTP #1248 & mF_9.B5f-4.1JqM bearer $5h% :

GET /resource HTTP/1.1
Host: server.example.com
Authorization: Bearer mF_9.B5f-4.1JgM

BEARER_TOKEN #l#IZE eI LR EX bearer SHEFRFE, FHHE (%% El token-realm SEFELLHITISIE,
IR SEFEAINGIE bearer k&, Elytron HIRESEAKRNERVE—INLEMLETX, NARLUERL
ZE2EFTFCREBUERENER. RE, BALLEBTREIFEREN HTTP BRI RRRE S H R
ijﬁaio

HNEBiE K E T2t bearer 4%, BEARER _TOKEN #4148 @ 401 HTTP R A, Hit0 :

HTTP/1.1 401 Unauthorized
WWW-Authenticate: Bearer realm="example"

INERIERE TN A% )R, BEARER_TOKEN #%/45%:8 [E 403 HTTP RS/,

I HTTP/1.1 403 Forbidden

Heth BT
o Bx JWT KIErIFIE, 1HSHECE JSON Web THE(JWT) B35,
o X OAuth2 WiFRIEE, 1ESEFARE OAuth2 BIRS 28 A S HEERE &P IIT,

o HXTHT token-realm WEMNEZER, ESH WHHLERSHLE I8EH Bk
A.93 token-realm Attributes,

2.10.2. Egi& JSON Web S HE(JWT) B P 51IE
ERTLLBITE elytron F%R4% shigE S h% 183k AT JWT B2 5,
1f token-realm &, EZRILUEERB MM jwt ShEFIESS. Elytron SERA TR :
o HITHARE exp ABAF nbf FAEARIEERIE,
o Tk RBPUTAEZ —RREHAHHAITERLKRE ¢
o M A IEH B
o fRAW B AFMEAMRE.
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o {#F client-ssl-context B M jku claim F1EER URL 132 JSON Web BEA(JWK),

o ML : RRE JWT, MBREREE f ZFHE aud BB, EALUERA TX ENEMAE Bt
EHITXERE,

THIiETRT token-realm /EhZ 215, M principal-claim /EAEM. principal-claim B E X elytron
AT KN EAFRRIFIFEBRMN G, jwt TTRIEE SRS IREIES IJWT,

EdiE M token-realm7= {5l

<token-realm name="${token_realm_name}" principal-claim="${principal_claim_key}">
<jwt issuer="${issuer_name}"
audience="${audience _name}"
<public-key="${public_key in PEM_format}'/>
</token-realm>

ER UM IERY token-realm TE BB, A, &0 LUERT RN RIGUER & H i irix L
BN, Elytron MERHRER— & B&F RIE, FERM B ATRIE,

o MR JWT hARTE1E #%F 5BH, | token-realm & jwt B9 public-key /& 14 Ah15 & BO{E I8 E
%%O

o MR IWT RAEFE*HF 78, HEEHKREE 25, N token -realm FHEShE KW,

4 token-realm Bo & &AM & <61,

<token-realm name="${token_realm_name}" principal-claim="${principal_claim_key}">
<jwt issuer="${issuer_name}" audience="${audience _name}">
<key kid="${key ID_from _kid _claim}" public-key="${public_key_in_PEM_format}"/>
<key kid="${another_key ID from_kid_claim}" public-key="${public_key_in_PEM_format}"/>
</jwt>
</token-realm>

ik
1. M keytool BB BRI,

{5 keytool BB ZEHEHE BIRAI -

keytool -genkeypair -alias <alias_name> -keyalg <key_algorithm> -keysize <key size> -
validity <key_validity in_days> -keystore <key store path> -dname <distinguished_name> -
keypass <key password> -storepass <key_store password>

ETFk, 7 elytron FRE BRI BHAEM € L
1£ elytron FRE AN BEHER E LA :

/subsystem=elytron/key-store=<key store_name>:add(path=<key_store path> , credential-
reference={clear-text=<key_store_password>}, type=<keystore_ type>)

2. 7t elytron T4 03 token-realm, F 7{&H token-realm 15 E B jwt TR IESR,

£ elytron FREHOIE $hgs BRI -

20
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/subsystem=elytron/token-realm=<token_realm_namex>:add(jwt={issuer=
[<issuer_name>],audience=[<audience_name>],key-
store=<key_store_name>,certificate=<alias _name>},principal-claim=<principal_claim_key>)

SR
o EHNABRFEESMEIE, HSHHNARFEESHRIL.

i |

o

L fth BER
o 5 token-realm jwt BEMELER, BB WHHEMRSZZE IBEH IR A94. token-
realm jwt Attributes,
2.10.3. EFAF S OAuth2 HIIEIAR S5 88 4 RIS R ELE {295 E

Elytron Z3FH OAuth2 EEMRIIRS 283 4 a0 bearer 5hE, B LABCE SRR, LUEHHFiE XL HY
oauth2-introtion i IS IE 45 k&,

P2

iz
1. QS EE,
{8 elytron RS OISR -
/subsystem=elytron/token-realm=<token_realm_name>:add(principal-
claim=<principal claim_key>, oauth2-introspection={client-id=<client_id>, client-
secret=<client_secret>, introspection-url=<introspection_URL>})
LUFRABIERT token - realm JtRHIEEM oauth2-introspection T3k, b hEEECE HE XS
TiiE X B oauth2-introtion I RIS IE 4%, oauth2-introspection ifi = client-id # client -
secret /&M 15 E R E R IR T & i,
token -realm Jt&H M oauth2-introspection JTtFHR R :
<token-realm name="${token_realm_name}" principal-claim="${principal_claim_key}">
<oauth2-introspection client-id="${client id}"
client-secret="${client _secret}"
introspection-url="${introspection_URL}"
host-name-verification-policy="${hostname_ verification_policy value}"/>
</token-realm>
RS R

o EHNABRFEESMEIE, HSHHNARFEESHRIL.

Heth TR
o MEAXRSHENARRMNELZER, 1ES1Y Table A95, token-realm oauth2-introspection
Attributes,

2.10.4. H N AR FEE bearer SRR F 5
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IRAT LU A UWT MR bearer 5F% (40 OpenlD Connect ID $558) K& OAuth2 ERIRIURS 25
R A B 45 R SR BL B L R B AR SIE,

SeRF M
o RFEBFENEFMIIUETSE, THRUTH IR —EA/E token-realm :
o FgE& JSON Web SHE(JWT) B2 5IE,
o (A OAuth2 RERNIRS & X M S EECE 195,
i =
1. 7f elytron FREFPUER L, BRETLZELEPEEENTER L,

£ elytron F RGP UIER 2B RH.

/subsystem=elytron/security-domain=<security _domain_name>:add(realms=
[{realm=<token_realm_namex>,role-decoder=<role_decoder_name>}],permission-
mapper=<permission_mapper_name>,default-realm=<token_realm_name>)

2. /%A BEARER_TOKEN #1%/# http-authentication-factory,

Bl http-authentication-factory Bz4.
/subsystem=elytron/http-authentication-factory=<authentication_factory name>:add(security-
domain=<security_domain_namex>,http-server-mechanism-factory=global,mechanism-
configurations=[{mechanism-name=BEARER_TOKEN,mechanism-realm-configurations=
[{realm-name=<token_realm_name>}1}])

3. 7£ undertow ¥ ZHECE application-security-domain,
1£ undertow FRGiHhECE application-security-domain IR :

/subsystem=undertow/application-security-
domain=<application_security domain_name>:add(http-authentication-
factory=<authentication factory _name>)

4. ELELN AR web.xml #1 jboss-web.xml XX, EIFRIRN AZFH web.xml i5E
BEARER_TOKEN S {2551k A%, 4, 1R jboss-web.xml R ETE JBoss EAP HEZER
application-security-domain,

Hith BTR

e %% BEARER TOKEN SHBIilHMHNESER, H5 Bearer SISHHIL,

e A token-realm jwt BB ZER, EBM WEHHLERSHLE EmP 893k A94. token-
realm jwt Attributes,

o BXHHATF OAuth2 BEmRMBEMMNEZER, FSH Table A95, token-realm oauth2-
introspection Attributes,

o BXEENREFH webxml #l jboss- web.xml WEZER, ESH WL ESHEHE S
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3% BRATRY:
BIEIHREFRA

N BEZR LI LER LDAP

LA ESE A E A LDAP RS E/HATEMEIEMFTAL, AERERAEREL, JBoss EAP ZLZE
R NET BN E FEREMIN, LdapExtended 25 LDAP RS 25 (&3F Active Directory)
SERIEEE AL, B UEREML LDAP ERiE&EL, 5I2, Ldap. Adap #l AdvancedAdap
ERBEHNTRATRELSEBLUER LDAP, KRTIER LdapExtended & EIR SRR N 012 F
LDAP #4T BARIEFIRIN R 21, Bt e LAEREAM LDAP ERiEH, BXHM LDAP BREHRME
ZIFMER, BB JBoss EAP ERIEHNSZE,

8%

INREG BRE FRYER LDAP HE%%E%M?% MIGAE, fNSRi% LDAP RSS2’ 3L Al
, JBoss EAP f$i&[E] 500 sk NERIR S B ttiin. AT NS ZBIARAR JBoss EAP &A[E, &
EZHEMEBNEMGTRE 401 SRBIAEE ﬁﬁﬁ%o

3.1.1. LdapExtended Login &1k

LdapExtended(org.jboss.security.auth.spi.LdapExtLoginModule) & — MN& R, ©EAEREE
% LDAP fRZ525 LI bind AP MIMEXAR, AELLSITAXEIR DN, LNESEABLEN, T
LDAP S&£IG B A HA RS EIERH, NEA LdapExtended EREER, ﬁﬁ'JzEXT:.F# Active
Directory B9 LDAP 3, A% LdapExtended login #EHED B 1L TISE IR, 1§S W JBoss EAP &
i sZThp LdapExtended login &4 ,

Kb RRmT -

1. {#H bind DN #1 bindCredential ;£ I5CIIR LDAP AR5 285BI¥IA4TE, bindDN 22— LDAP
FF, BeREINTiE32 baseCtxDN #1 rolesCtxDN # L LA P flA RiEZR, E&# A baseFilter Bt
8 E M ESR A IREN HH T H R IIEAI R DN,

2. B9 DN @R DN £ InitialLdapContext I11% L TF
3C.SECURITY_PRINCIPAL 41 £ 2| LDAP %5233k %1E, Context.SECURITY_CREDENTIALS
B 1% E M EH N IRFR FIRERRY String B 65,

311l EEZLEL#EA LdapExtended Login ik
HIERB (LDIF #&=X)

dn: uid=jduke,ou=Users,dc=jboss,dc=0rg
objectClass: inetOrgPerson

objectClass: person

objectClass: top

cn: Java Duke

sn: duke

uid: jduke

userPassword: theduke

dn: uid=hnelson,ou=Users,dc=jboss,dc=org
objectClass: inetOrgPerson

objectClass: person

objectClass: top

cn: Horatio Nelson

sn: Nelson
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uid: hnelson
userPassword: secret

dn: ou=groups,dc=jboss,dc=org
objectClass: top

objectClass: organizationalUnit
ou: groups

dn: uid=Idap,ou=Users,dc=jboss,dc=org
objectClass: inetOrgPerson
objectClass: person

objectClass: top

cn: LDAP

sn: Service

uid: Idap

userPassword: randall

dn: ou=Users,dc=jboss,dc=org
objectClass: top

objectClass: organizationalUnit
ou: Users

dn: dc=jboss,dc=org
objectclass: top
objectclass: domain
dc: jboss

dn: uid=GroupTwo,ou=groups,dc=jboss,dc=0rg
objectClass: top

objectClass: groupOfNames

objectClass: uidObject

cn: GroupTwo

member: uid=jduke,ou=Users,dc=jboss,dc=org
uid: GroupTwo

dn: uid=GroupThree,ou=groups,dc=jboss,dc=org
objectClass: top

objectClass: groupOfUniqueNames

objectClass: uidObject

cn: GroupThree

uid: GroupThree

uniqgueMember: uid=GroupOne,ou=groups,dc=jboss,dc=0rg

dn: uid=HTTP,ou=Users,dc=jboss,dc=0rg
objectClass: inetOrgPerson

objectClass: person

objectClass: top

cn: HTTP

sn: Service

uid: HTTP

userPassword: httppwd

dn: uid=GroupOne,ou=groups,dc=jboss,dc=0rg
objectClass: top

objectClass: groupOfUniqueNames
objectClass: uidObject



cn: GroupOne

uid: GroupOne

uniqgueMember: uid=jduke,ou=Users,dc=jboss,dc=0rg
uniqgueMember: uid=hnelson,ou=Users,dc=jboss,dc=0rg

FAF 70 LdapExtended Login B89 CLI g%

/subsystem=security/security-domain=testLdapExtendedExample:add(cache-type=default)
/subsystem=security/security-domain=testlL dapExtendedExample/authentication=classic:add

/subsystem=security/security-domain=testLdapExtendedExample/authentication=classic/login-
module=LdapExtended:add(code=LdapExtended, flag=required, module-options=[
("java.naming.factory.initial"=>"com.sun.jndi.ldap.LdapCtxFactory"),
("java.naming.provider.url"=>"ldap://localhost:10389"),
("java.naming.security.authentication"=>"simple"),
("bindDN"=>"uid=Idap,ou=Users,dc=jboss,dc=0rg"), ("bindCredential"=>"randall"),
("baseCtxDN"=>"ou=Users,dc=jboss,dc=0rg"), ("baseFilter"=>"(uid={0})"),
("rolesCtxDN"=>"ou=groups,dc=jboss,dc=org"), ("roleFilter"=>"(uniqueMember={1})"),
("roleAttributelD"=>"uid")])

reload

ERIEE CLI 5 R @Td_:iiﬁ JBoss EAP 4IRS 28, ARSI CLI AT JBoss
EAP REME L IFMELR, 155 I JBoss EAP B2 CLI 15/,

31111 BB R 2ELEA LdapExtended Login 51T Active Directory

% F Microsoft Active Directory, BILA#EFA LdapExtended &RER,

LR RBIERT BN Active Directory ERERIELE., FLE Active Directory BL B AJ e EE iR 0 3268 LT
%I Global Catalog #1T#3R, MAEE&EMImO 389, XRAIEERRE 7 Active Dlrectory Mg EsEN
iEYO

AT BRI\ AD ECEM LdapExtended Login & idE = Hl

/subsystem=security/security-domain=AD_Default:add(cache-type=default)
/subsystem=security/security-domain=AD_Default/authentication=classic:add

/subsystem=security/security-domain=AD_ Default/authentication=classic/login-
module=LdapExtended:add(code=LdapExtended,flag=required,module-options=|
("java.naming.provider.url"=>"ldap://Idaphost.jboss.org"),("bindDN"=>"JBOSSsearchuser"),
("bindCredential"=>"password"), ("baseCtxDN"=>"CN=Users,DC=jboss,DC=org"), ("baseFilter"'=>"
(sAMAccountName={0})"), ("rolesCtxDN"=>"CN=Users,DC=jboss,DC=o0rg"), ("roleFilter"=>"
(sAMAccountName={0})"), ("roleAttributeID"=>"memberOf"), ("roleAttributelsDN"=>"true"),
("roleNameAttributelD"=>"cn"), ("searchScope"=>"ONELEVEL_SCOPE"),
("allowEmptyPasswords"=>"false")])

reload
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LURRAIFE Active Directory FRECHEIE IR BEZR, ARBISHEIA Active Directory ¥l 18]I £ 22 X 7| 1£
F, AGEREHEER, LUERBFH DN 3R member BlE, Afg, ERENERAAGH DN EEHKIX
HPrIEHI4.,

{5 HEFRFHITENIA AD ECEM LdapExtended Login BB E R fl

/subsystem=security/security-domain=AD_Recursive:add(cache-type=default)
/subsystem=security/security-domain=AD_Recursive/authentication=classic:add

/subsystem=security/security-domain=AD_Recursive/authentication=classic/login-
module=LdapExtended:add(code=LdapExtended,flag=required,module-options=
[("java.naming.provider.url"=>"ldap://Idaphost.jboss.org"), ("java.naming.referral"=>"follow"),
("bindDN"=>"JBOSSsearchuser"), ("bindCredential"=>"password"),
"baseCixDN"=>"CN=Users,DC=jboss,DC=o0rg"), ("baseFilter"=>"(sAMAccountName={0})"),
"rolesCixDN"=>"CN=Users,DC=jboss,DC=o0rg"), ("roleFilter"=>"(member={1})"),
"roleAttributelD"=>"cn"), ("roleAttributelsDN"=>"false"), ("roleRecursion"=>"2"),

(
(
(
("searchScope"=>"ONELEVEL_SCOPE"), ("allowEmptyPasswords"=>"false")])

reload

3.2. BB R £ LUEAEIEE
5 LDAP {5, RS HPTLIEE i A SURAEIT BRI T SRR

3.2.1. BEEE SRR

Database B RAEHRZ JDBC ERAER, XFHMINIEMAERS, MRAFE. BENAREEEHEE
RRBIEEH, NERALLERER,

XA PO UTTEIS R AP ERME|I A, aaXAAat. fim :

I Table Principals(PrincipallD text, Password text) Table Roles(PrincipallD text, Role text, RoleGroup
text)

Principals X5/ PrincipallD 58 & XxEX, PrincipallD /8 PrincipallD 5 &5 X8k,
BT A PRI A &% /TE S 1E Roles #9 RoleGroup FIEAI— 1T,

RRIZHEN, AP TR EEREYFERAN SQL i, H—ERE java.sql.ResultSet 25 S HIEH#
ik#9 Principals #1 Roles RAERBIZHLEN, RMIIMELFrEIRTER, R NRIEFZRSIHLER,

T UBRLES, 1EEBE—1NEEEFENESE (Principals #1 Roles ) HI#IEZE, UTIEGFERAUT
HIRER

e PrincipallD java, 7f Principals R+ %35 echoman
e PrincipallD java, fAf7E Roles %k ##J RolesRoleGroup ## Echo

e PrincipallD java, f3f27E Roles &k #J CallerPrincipalRoleGroup 25 %/ caller -java #J
At

A X Database B REHEE LETHTEFR, 5SS JBoss EAP B Ri&EH Z2Z 149 Database & 5742
HER Sy o
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BEIFIAREFRS

3.2.1.1. BRE R £ LU BRI SR EIR
R R EHEE M Database BERER 7T, WITIERERERIER,
HKXTE JBoss EAP UM ERIEBRMNESLER, HS I JBoss EAP FE/EAFHIHIERERE 2,

ERRETHIERGE, TLUSRESEERE HEM Database EREH, UTRABECCIET &N
MyDatabaseDS RO #EIR, FERLUTEIEZEHTT EMEE :

CREATE TABLE Users(username VARCHAR(64) PRIMARY KEY, passwd VARCHAR(64))
CREATE TABLE UserRoles(username VARCHAR(64), role VARCHAR(32))

FF A INBEE S ERE CLI 55

/subsystem=security/security-domain=testDB:add
/subsystem=security/security-domain=testDB/authentication=classic:add
/subsystem=security/security-domain=testDB/authentication=classic/login-
module=Database:add(code=Database,flag=required,module-options=
[("dsdndiName"=>"java:/MyDatabaseDS"),("principalsQuery"=>"select passwd from Users where

username=""),("rolesQuery"=>"select role, 'Roles' from UserRoles where username="7")])

reload

33. BEZLE L ERBE Mt
S It BT AR B N SO RAVE N SRS, Bt fE B AT B B R,

3.3.1. UsersRoles &5 1&EHR

UsersRoles 2 — ] LAY B SRAER, M Java BEXGNMBNZNEAMBAF A6, hERERNE
ZRHREMNANABENBEEXHE, BERNIKZMAFTNARHRERE. RIANAFZE B S
%7 users.properties, BRINKFAF R EA GBS X4 4 Z roles.properties,

% o
B FER SRR, BEBNMREFHEIERFA,

B XA EB IR ERIBIE A EELRE LT XXCRMERERF, XREREXLESCHRTLUMRAE Jakarta EE
EHMEAREELE (B0, B WAR 77447 # WEB-INF/classes XX #43%) iR 23R BE LMEMBR
¢Q

B X UsersRoles login BIREE B LK SEEE SR, 1ES M JBoss EAP Login EHEZE #1(7 UsersRoles
login LR

3.3.1.1. BB EL LI LLUEMA UsersRoles & Tk
UTFRAMRIZAE T AT XX, HENBREFHNRBEETA :
® sampleapp-users.properties

o sampleapp-roles.properties
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FAF 71N UserRoles &M CLI i85

/subsystem=security/security-domain=sampleapp:add
/subsystem=security/security-domain=sampleapp/authentication=classic:add
/subsystem=security/security-domain=sampleapp/authentication=classic/login-
module=UsersRoles:add(code=UsersRoles,flag=required,module-options=
[("usersProperties"=>"sampleapp-users.properties"),("rolesProperties"=>"sampleapp-

roles.properties")])

reload

34. BEEREBUERETFIE PG R IE
JBoss EAP iLERENS @ IT T2 FE A E T IUE BB DKIEFFRT Web N B Jakarta )l Beans,

BF

FEREEEFIEPNEMEIEZR, BREEFAHFEE BTN AN Way SSL/TLS, XEE
7 JBoss EAP SEfI LA K i [n] Web RSN R 215 {R17HY Jakarta Enterprise Beans B2 &
X509 iEH5,

FERRE TIER, FEFEHENE SSL/TLS &7, B URSEEFEREFIEBNEHBIIERN
Zal, BENAERZZEE, FRE RRENERE mIES.

341 ERETIENHNEMNRIEM R RS
EORGEAETFIEBNIHRILNR L, BREREGFEEEUR D BRERIH TR,

truststore WM B E BT EHBIEMEMATERFHIES, HEVTNESBETF HIEFIHNIEREZIER
WA NFIBIET, login BT 5B BB EMNE T EMELIEE P IR EAIE S, BNRLE DR
H—MAK, FAEETENRILENACKRNEIER, IEPERERAERASHEMNAGCERMEEIE
1K, BHATER—NERERESFER, 7384, IEPERERHHNFE ( CertificateRoles
DatabaseCertificate ) 12t T HEABRKIEENABMHEBFAEMAE, UTREERT 0{FEH
CertificateRoles B XEH N R LB ER Tk RIS DL,

Digk

H
=
FEHTEMIIER, RRERERE P IRAERIINGE SSL/TLS RHRAtRERIES,

Hit, &FFimesEAERR BOTH XM SSL/TLS IEH, HERNARFSR
Jakarta Enterprise Beans #1T & F Uk I &35 1E,

ERAE TIPS BRI T 2R

/subsystem=security/security-domain=cert-roles-domain:add

/subsystem=security/security-domain=cert-roles-domain/jsse=classic:add(truststore=
{password=secret, url="/path/to/server.truststore.jks"}, keystore={password=secret,
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url="/path/to/server.keystore.jks"}, client-auth=true)
/subsystem=security/security-domain=cert-roles-domain/authentication=classic:add

/subsystem=security/security-domain=cert-roles-domain/authentication=classic/login-
module=CertificateRoles:add(code=CertificateRoles, flag=required, module-options=[
securityDomain="cert-roles-domain", rolesProperties="${jboss.server.config.dir}/cert-
roles.properties”,password-stacking="useFirstPass",
verifier="org.jboss.security.auth.certs.AnyCertVerifier"])

==
LEBIERA CertificateRoles login #H R AR H 055 UEF 15 A BB 2 2200 SR 5IERI E

X, ©i@BLfE rolesProperties B1E5|AEMESH, WXHERUTEIINETRHIA
At :

useri=roleA
user2=roleB,roleC
user3=

HFREMIES A&/ 5 DN 2R, 5/#0 CN=valid-client. OU=JBoss. O=%£L
#8. L=Raleigh. ST=NC. C=US, EAIIEMFE BB R FER, =M%=
%

A EM A
I CN\=valid-client,\ OU\=JBoss,\ O\=Red\ Hat,\ L\=Raleigh,\ ST\=NC,\ C\=US=Admin
EEFILFHIDN :

$ keytool -printcert -file valid-client.crt
Owner: CN=valid-client, OU=JBoss, O=Red Hat, L=Raleigh, ST=NC, C=US

342 BENALUERFTETFIEPHNE M IR 21

SN ARENEREMTRAFMNINIENREEAY, BFERNEMREE jboss-web.xml F1 web.xml
X1,

%I F jboss-web.xml, HINFENEFIEFHNEMRRILEEN T 205 A,

jboss-web.xml =6l

<jboss-web>
<security-domain>cert-roles-domain</security-domain>
</jboss-web>

%I F web.xml, ¥ <login-config> Y <auth-method > B4 1%&# CLIENT-CERT, EiLHFEE L
<security-constraint> 1 <security-roles>,

web.xml =%l

I <web-app>
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<!-- URL for secured portion of application-->
<security-constraint>
<web-resource-collection>
<web-resource-name>secure</web-resource-name>
<url-pattern>/secure/*</url-pattern>
</web-resource-collection>
<auth-constraint>
<role-name>All</role-name>
</auth-constraint>
</security-constraint>

<!I-- Security roles referenced by this web application -->

<security-role>
<description>The role that is required to log in to the application</description>
<role-name>All</role-name>

</security-role>

<login-config>
<auth-method>CLIENT-CERT</auth-method>
<realm-namex>cert-roles-domain</realm-name>
</login-config>
</web-app>

3.43. BEER iR

B P EE LR ETIE B SRR IR BT SARIE, BB ES JBoss EAP SIHIfY
EEEERESNE SIS, fin, MBERNERYFNE, B/ RS aEiiss AT e
(EEE S,

3.5 . BEREEMNEE
@ﬂuﬁiéﬁﬁi%ﬁ,um&%ﬁ%EEEO%M%HT,iéﬁﬁﬁﬁ%%mwﬁﬁ%ﬁot|

KINEFERRA 1000 MEEM Least Recently Used(LRU) & 77, &, EBALUGREENE NHFER
Infinispan %277, HETELEA%F.

351 hREHNELREFLRE

SeRFZ M
o MRBFLZLIFEE NER Infinispan %&7F, EBIIELOIE— BN security B Infinispan & 1%
Ay, HPOELL2EBMERAMNRIAEE.
BT

IRRREE X —NRAT L2 Infinispan ZFEBE. RABITUEZSMER
Infinispan MR LI, BENREFEEM Infinispan K FEEE S OIEEB D 8I%
peasu N

BX UBEEFARGFNESER, ESM JBoss EAP IIEFE
A A RAEEEHAHNERE CLI RIXBEREEHMEFRE,
o HATEEEHSA :
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1. 5%l Configuration - Subsystems —» Security(Legacy),
2. MAIRFPIEFER LY, ARHET View,
3. B Edit, SAE7E Cache Type &A% default 3% infinspan,
4. = Save,
o EFHEECLI, EFERAUTSHS

/subsystem=security/security-domain=SECURITY_DOMAIN_NAME:write-
attribute(name=cache-type,value=CACHE_TYPE)

BN, F Hith RE%ENER Infinispan 247 :

/subsystem=security/security-domain=other:write-attribute(name=cache-
type,value=infinispan)
3.5.2. SIHF AR EF
i Cache H M Principal
A LMERUTERE CLI R EEFHAELTESEEFPMER -
I /subsystem=security/security-domain=SECURITY_DOMAIN_NAME:list-cached-principals
MZZ1FHhi528 Principal
MRFE, BITUMREFMNEFREEER,
o ZRIFHFENEME, HEEAUTEECL &% :

/subsystem=security/security-domain=SECURITY_DOMAIN_NAME:flush-
cache(principal=USERNAME)

o EMZEHBERAAEENE, HERUTEE CLIMS :

I /subsystem=security/security-domain=SECURITY_DOMAIN_NAME:flush-cache

3.53. KRR EENLE
A EAEBIEHENERE CLI W REBZER%E,
o [FATEIEIEHIE :
1. 5%l Configuration - Subsystems —» Security(Legacy),
2. MIIRAIEFER S, REHRTL View,
3. =il Edit, Hi%# Cache Type 9% B 1H,
4. = Save,

o EFfAEECLI, HHEAUTHS :
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/subsystem=security/security-domain=SECURITY_DOMAIN_NAME:undefine-
attribute(name=cache-type)
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RA4ENAREFEE

4.1. B2i& WEB N FHTZ2FLUFEH ELYTRON S {E 5 22 1T 5955 E
EEE T elytron =% X4 ®RE FREUHATENEILE, BEEFNARENERE.

1. BeERN ARFR web.xml,
1589 web.xml EERE NFREUNEMEIEAE. FH elytron FREE, XEECIEN
http-authentication-factory & ¥, EfEHIH £2 FREN, XBRFENEFERUREE
REN S RIIERE,

{5 BASIC H{3%UEH) web.xml =6

<web-app>
<security-constraint>
<web-resource-collection>
<web-resource-name>secure</web-resource-name>
<url-pattern>/secure/*</url-pattern>
</web-resource-collection>
<auth-constraint>
<role-name>Admin</role-name>
</auth-constraint>
</security-constraint>
<security-role>
<description>The role that is required to log in to /secure/*</description>
<role-name>Admin</role-name>
</security-role>
<login-config>
<auth-method>BASIC</auth-method>
<realm-name>exampleApplicationDomain</realm-name>
</login-config>
</web-app>

2. BEMNARE N ERRSSE.,
R LABCE N 2B jboss-web.xml, LUEEBRZERTFHMEIEMNEZ L, #FH elytron TX%
Gilr, XTEfENIE application-security-domain B Y, EFERES RE FREN, X2F5%
T2 BT,

jboss-web.xml< 6l

<jboss-web>
<security-domain>exampleApplicationDomain</security-domain>
</jboss-web>

&/ jboss-web.xml, ERIUMCHEANN AREBERZ S, &, EHA#EA undertow FRETH
FRIENREERINRZ L : X, e lERER jboss-web.xml EEE &N HHNEZEE,

/subsystem=undertow:write-attribute(name=default-security-domain,
value="exampleApplicationDomain")
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BF

1 undertow FR4iHi%E default-security-domain 5T frA M. R
WE T default-security-domain, 3 E N FTE jboss-web.xml XHHIEE T ZE
15, I jposs-web.xml FEEBEFE S undertow T2 default-security-
domain,

Jakarta Enterprise Beans B9Z& 21, 7f Jakarta Enterprise Beans BREAE X (7£
ejb3 FXRZiA) . jboss-ejb3.xml X{HAHH) Jakarta )l Bean FUfERRF, SH{E
F3 @SecurityDomain ;¥ F%,

MEBEZER, HSMHF XL Jakarta ) Bean N ATZFIEE M Jakarta 221/
Beans N [BfEfF 2,

#2X BASIC H2%5E

TZRI LU elytron BCiE HilAT#REAEY BASIC H3551E, ERBREMNNIEE, TRETRAFEFUYF
% Web M, BNERS—MEMIIENE, MRAFBIERSEFNGRL, NEA BASIC 255 IEN
%IJO

EE A% BASIC Z5%1F, 155F auth-method BHRMEXE HUTHEA :
I <auth-method>BASIC?silent=true</auth-method>

1£ Parallel 1 {# [ Elytron ISR £ F 25

KA LUTE elytron #1IH B2 FREPE L EMRKIUE, FHTEREl]. MNRETE undertow FREHE
Fi jboss -web.xml #1 default-security-domain, ] JBoss EAP f$ &7 ILEE elytron FREHPEE
M eiE, INRAHKBICED, I JBoss EAP L2545 et FREPRENTLET
Bd. #0R elytron 15457 ®RE FREKZBEGLMERMNEZLE, NERA elytron 213,

MREFEA—DREYE LT Web servlet, FHEM 7 —NEM Jakarta Enterprise
Beans FFER LM 7 — EAR EH A Jakarta Enterprise Beans, NIAIgESHILLT
B — :

e N3 WAR #0 Jakarta Enterprise Beans BT EIREH Elytron 221, ERER
BRARKAELRLE, UEESFHM—IRESEEE T EEE, RIEXHE
i, EN—BMEF5L Jakarta Enterprise Beans, 25 NENELHH. B*
M EMRRITRERESGMMNESER, HFSHEEREL2EMR,

e N5 WAR # Jakarta Enterprise Beans 8| T AEIMNZR£E L, BT RE
R/ Elytron 2215, NElIWEMREEE, MEITHEHAANSE,

RN, SIFPEIBENNARR, TEVHAMER Jakarta Enterprise Beans 1 WAR, &
B FHITEMA elytron FIBIR B2 FXR5. BXRMENINAEZEIER Elytron WEZ(F
8, 1H5 JBoss EAP 3E#%3Em Y Migrating to Elytron,

4.2. {5 ELYTRON & FiREC & & - im & p ik
%1% JBoss EAP B9 i (30 Jakarta Enterprise Beans) BILA# A Elytron B/ w7 &2 501E,

Elytron B i@ —ME P IntESR, Hif@s P imeels A Elytron #1TH5%1UE, Elytron Client BLLF
Hig -
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BAaENAERFEE

SRR E

SRRILRESSFMTILER, MAFA. B, fVF SASL G, LUREMES DI IEERIZEE
AiZeE, FHRILEREPEENEEERRBER4IM £ TXH PROVIDER_URL Fi5EHEM
{E.

MatchRule
RN AT REEFERNSHBIIERE.
SR%UE £
A FEILEEMN — AN F AR E,
BILEER, BEFRERSHEIEETX, LEHEIE ETXEERTENEInEENZ A TR BRI
M, a0, EeILATEEE server 2 W B A% server! I {ER—FE KB IERENIN, URS—15F

PRIEEE, BRIt ETXEE—HE MR IFEEM—HMAN, BT E L IEEILERENINIEEE 1,
BRIIF E T et e LAB| F ssl-context, A5 #IPTEE,

HERILFEMNORERREERNE i
BIR—AHE B PRI E.

i GIRALNF] Sp IS LR E X O B p 9k £ T X,

NI EELBR—ENETT,

FERENEMEIE LT SOETIEMANLETT,

LIMBEIERENS, Elytron B i ER S IE E T XRHN—HANES G FIER R EERNERS
PR E LR,

BRI UAERLE P imEEN R T AR —

BF

L {#F M Elytron Client 34T Jakarta Enterprise Beans VAR, {E{afB4miL TR &0 55 E
{2 (%07 javax .naming.InitialContext Hi%i& context. SECURITY_PRINCIPAL ) #f
£B % Elytron BN IHRECE,

421 REXHTTE
REXHHAESEERENSHRILEE. S0k T XFTEMN G XML X,

APl : custom-config.xml

<configuration>
<authentication-client xmins="urn:elytron:client:1.2">
<authentication-rules>
<rule use-configuration="monitor">
<match-host name="127.0.0.1" />
</rule>
<rule use-configuration="administrator">
<match-host name="localhost" />
</rule>
</authentication-rules>
<authentication-configurations>
<configuration name="monitor">
<sasl-mechanism-selector selector="DIGEST-MD5" />
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<providers>
<use-service-loader />

</providers>

<set-user-name name="monitor" />

<credentials>

<clear-password password="password1!" />

</credentials>

<set-mechanism-realm name="ManagementRealm" />
</configuration>

<configuration name="administrator">
<sasl-mechanism-selector selector="DIGEST-MD5" />
<providers>

<use-service-loader />
</providers>
<set-user-name name="administrator" />
<credentials>
<clear-password password="password1!" />

</credentials>
<set-mechanism-realm name="ManagementRealm" />

</configuration>

</authentication-configurations>
</authentication-client>
</configuration>

RE, BALLETEZTE PR RERSIEMY, EF RS HE| B,

I $ java -Dwildfly.config.url=/path/to/custom-config.xml ...

BT
MREER W2 HE, oNEEEMREMEEH, BIEIZET wildfly.config.url 25%
E'I‘ic

QAL SAUEREHSEH (0 EHA. wO . 7K user-name) B LA, Javadocs H
1=t T MatchRule FYTEIETSIR, MNIRRECEMITF 1T,

MMM PR BT ECEXE, NEMINCREFEFESORIRE, MRANPEESPTRLE, T
AT U B 1S E #R i i PR e oF BB FE B D I E BT i

& 4.1 AP

Bt ik
match-local-security-domain A name Bk 5B Ath i 256,
match-host HEAA name BHEK 5 ECEMNEN G, Bl : EH

127.0.0.1 ¥ 5 http://127.0.0.1:9990/my/path LAIITEL,

match-no-user ICEC% A BB URL,
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BAaENAERFEE

4.3 W

match-path AN name B ki E BICRMERE, 0 : BBE /my/path/
LA http://127.0.0.1:9990/my/path.,

match-port EUEA name Bk 52 BEMHO. 30 : %0 9990
5 http://127.0.0.1:9990/my/path LAIITES,

match-protocol EUEA name B4R {52 BREMTHL, 50 : 1 hitp 7£
http://127.0.0.1:9990/my/path L [TE,

match-urn EUA name BHEE {5 EZECEH URN,

match-user A name BYEE s E s A,

wildfly-config.xml X4 RBIRTTE =~ wildfly-config.xml 3 E], & xMEE wildfly-config.xml X
HHELZER, ESHMERA wildfly-config.xml XX #H1TE FIRECE,

4.2.2. wiEHE
U2 AR P AL R BB AT Elytron B/ IEEE

//create your authentication configuration
AuthenticationConfiguration adminConfig =
AuthenticationConfiguration.empty()
.useProviders(() -> new Provider[] { new WildFlyElytronProvider() })
.setSasIMechanismSelector(SaslMechanismSelector.NONE.addMechanism("DIGEST-MD5"))
.useRealm("ManagementRealm")
.useName("administrator")
.usePassword("passwordi!");

//create your authentication context
AuthenticationContext context = AuthenticationContext.empty();
context = context.with(MatchRule.ALL.matchHost("127.0.0.1"), adminConfig);

//create your runnable for establishing a connection
Runnable runnable =
new Runnable() {
public void run() {
try {
//Establish your connection and do some work
} catch (Exception €) {
e.printStackTrace();
}
}
|8

//use your authentication context to run your client
context.run(runnable);
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1 AuthenticationConfiguration #1 Authentication Context N INECEIF BN, BNAFABEEIR
BlZAT REVFTSES, Fla0, MREEFEATEENZEENFERLMORE, BRI LHUTLATIRE -

//create your authentication configuration
AuthenticationConfiguration commonConfig =
AuthenticationConfiguration.empty()
.useProviders(() -> new Provider[] { new WildFlyElytronProvider() })
.setSasIMechanismSelector(SaslMechanismSelector.NONE.addMechanism("DIGEST-MD5"))
.useRealm("ManagementRealm");

AuthenticationConfiguration administrator =
commonConfig
.useName("administrator")
.usePassword("passwordi!");

AuthenticationConfiguration monitor =
commonConfig
.useName("monitor")
.usePassword("passwordi!");

//create your authentication context

AuthenticationContext context = AuthenticationContext.empty();

context = context.with(MatchRule.ALL.matchHost("127.0.0.1"), administrator);
context = context.with(MatchRule.ALL.matchHost("localhost"), monitor);

& 4.2.:@FEHN

Ul ik

matchLocalSecurityDomain(String name) X5 BEi& X475 7E+#) match-domain t8E,

matchNoUser() X5 &A% P match-no-user 18[,
matchPath(String pathSpec) X5 BEiE A match-path 18R,

matchPort(int port) X5 BLES 7 EF R match-port R,
matchProtocol(String protoName) X5 BEE X iEH ) match-port 2R,

matchPurpose (String B#J) BIR—FHN, eELANER, BtR5%4%E BT,
matchUrnName(String name) X5 BEE XA match-urn A,

matchUser(String userSpec) X5 BEEX 4% BB match-userinfo [,

A, f&aJLUEA captureCurrent () MYUFIREMEE IR, MABMES DL IR EF A,

7
//create your authentication configuration
AuthenticationConfiguration commonConfig = AuthenticationConfiguration.captureCurrent();
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B 4ENMNARFEE

&/ captureCurrent () fFHHEREMZAIBRILIMNEHREIE LT, FEEREENHEMEE. @ A
Arun () BELIELETXE, MBI ETX, R4 captureCurrent () , FELFIEEE
RETX, eFEERARKIAEIE (MRATA) . B UEUTEOREE XL ENELSIFHAESR :

o MEXHAE

o BINBLEAE

o I Elytron B w5 EREE JBoss EAP & FimfEBCfE

AuthenticationConfiguration.empty () N ZH{XA{EE LHREENEM, FNBTER. BR#T—
MNERE, BEA JVMEEEMIRMRZRFHE R E R FHEIE,

1 AuthenticationConfiguration.empty () EE LIEERHEFN, EALEERE LIIK, BRZH
A3 7 {8 B WildFlyElytronProvider () REtR2R,

EOEEMIIUE LT XN, £ context.with(...) FOIE— M T LETX, ZETXRFHFILETXHBH
A SRR E SR E A S M RITREESF. REMINANSNE I IEEN EREHSILETX
FHEE.

423. FNEBRE R E
BIAEC B BT M T Elytron Client IREtMECE :

//create your runnable for establishing a connection
Runnable runnable =
new Runnable() {
public void run() {

try {
//Establish your connection and do some work

} catch (Exception e) {
e.printStackTrace();

}
}
1

// run runnable directly
runnable.run();

FIREBIAELE, Elytron B RS B 50 & IS4 %41 L8 wildfly-config.xml 32, ©AIFLLTRAL
B

e M wildfly.config.url LB MR S iR X BERLE,
e classpath fRB %,
o KPR LB META-INF B 3%,
o HEIAFMERN,
o YFITIEE R,
15 A] LU A LU R BIVE & i wildfly-config.xml SXHHIE AR E,

Basic wildfly-config.xml
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<configuration>
<authentication-client xmins="urn:elytron:client:1.2">
<authentication-rules>
<rule use-configuration="default" />
</authentication-rules>
<authentication-configurations>
<configuration name="default">
<sasl-mechanism-selector selector="#ALL" />
<set-mechanism-properties>
<property key="wildfly.sasl.local-user.quiet-auth" value="true" />
</set-mechanism-properties>
<providers>
<use-service-loader/>
</providers>
</configuration>
</authentication-configurations>
</authentication-client>
</configuration>

= -3

ANONYMOUS ##AXZ# FFER A BRI, XEKE set-authorization-name 1]
FAF Elytron & FinEd & X4+ H set-anonymous, &k, NREEE set-
authorization-name, LT NIRINED1E7E set-user-name,

4.2.4. %% Elytron B Fin 55 E 2] JBoss EAP W& FiniSHcE A

ERZE E| JBoss EAP MIZ F A o] LA A Elytron & Fifi. AuthenticationContext 2 H M JBoss EAP
Bci& A default-authentication-context X E T A1, WK% EEE default-authentication-
context, BENERZE RIS wildfly-config.xml 32, =kfEMA wildfly.config.url REIB X E
wildfly.config.url 2ZiE %, Il AuthenticationContext & B 5 MiZ {42 FT A0 01 &,

B BOERA B RRIE E T

/subsystem=elytron/authentication-context=AUTH_CONTEXT:add
/subsystem=elytron:write-attribute(name=default-authentication-context,value=AUTH_CONTEXT)

= EESRENMEBEE M, EALUFERH parseAuthenticationClientConfiguration(URI) /5%, It 5%
1% [E] AuthenticationContext, ERILIER i 5% EE A HAREHRFERE,

s, EFEmLREM elytron FREIREME FinbcE B o0l

AuthenticationContext, elytron FX4iHME FinBc &L A LAFIFA elytron FRETHE LR EMAH,
NEREEWE, NREIREERN BEEM elytron FREIRME, NIER elytron FRTMECE.

REAZR G5 E-context % elytron FRIIHIEINMERS, FEEMEH elytron FR4H
7Y AuthenticationContext,
4.2.5. {# [ wildfly-config.xml X4 ELE Jakarta EIEE ik

M JBoss EAP 7.1 FF4A, aI{# A wildfly-config.xml SX4HECE Jakarta BEEEE i, ©3% JConsole, 1E/F
5 Jakarta BIRE SR, EALUE R -Dwildfly.config.url R4 B M E R B X H- I SXTEBRE,
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BAaENAERFEE

I -Dwildfly.config.url=path/to/wildfly-config.xml

-

p= Y=
A JConsole i, -Dwildfly.config.url RZTEMEMAI0LE -J BIZE, #l40 :

I -J-Dwildfly.config.url=path/to/wildfly-config.xml

MEESZELR, 155 JBoss EAP A X457 HHE A wildfly-config.xml L4175 7 inEd B

4.2.6. {F A ElytronAuthenticator X1 & 1%

Digk

==
[=]

BT Java 8 i EMIBEIEIRE], TR JBoss EAP /g

ElytronAuthenticator, 7EfE LR EEF M, HERLUTIRA
e MT Java 8 ITHIRREI, ZLHMEHEREATHARAZEY serviet
o AREEARSS 2 LA ElytronAuthenticator, %0 Jakarta Enterprise Beans,

o EREGFARATIMEEMIIZ K JVM HRERA,

JBoss EAP 7.18| A T ElytronAuthenticator 28, B YaIRL LT XEHITENE
I, org.wildfly.security.auth.util.ElytronAuthenticator &2 java.net.Authenticator SLHE,

o T©HE—/igs ElytronAuthenticator () , BTy EHELA,
o ©HE—/Ai% getPasswordAuthentication () , ©iR[E PasswordAuthentication £,
UTREFHNRERG, S0+ EA ElytronAuthenticator KBRS EIEHH -

Pl : {§A ElytronAuthenticator {415

// Create the authentication configuration
AuthenticationConfiguration httpConfig = AuthenticationConfiguration.empty().useName("bob");

// Create the authentication context

AuthenticationContext context = AuthenticationContext.captureCurrent().with(MatchRule.ALL,
httpConfig.usePassword(createPassword(httpConfig, "secret")));

String response = context.run((PrivilegedExceptionAction<String>) () -> {
Authenticator.setDefault(new ElytronAuthenticator());

HitpURLConnection connection = HitpURLConnection.class.cast(new URL("http://localhost:" +
SERVER_PORT).openConnection());

try (InputStream inputStream = connection.getlnputStream()) {
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return new BufferedReader(new InputStreamReader(inputStream)).lines().findFirst().orElse(null);

}
hE

43. EREREER

SNFEMRLFER, BARDIBEILITRE5D. TELEBFAR, Secureldentity 5 RIHIZFEXIX,
X FE—% 21 F getCurrentSecurityldentity () BIELLAA, FHREIXBHNEZAD,

EN RS ERF, FIAE % SecurityDomain LI F AN AL TE. 81 SecurityDomain X431
#R A LL S AR Securityldentity Xk, TR ZR LM getCurrentSecurityldentity () 757,
[HROERNELEHR,. SBERUEERGERARFABEMIBE, B—8E5H1NR2EXHK, NRHAA
HEEFEAERNR LS, NHAIRESMNNE—RL2EMBMAELE, B, B—HMEHBTLEIAE
oZ2E,

AUNESREEXBENREF VARSI &EE, MR,

SAREHH

ENREHSAREGHE T —1 &2, WKRLENEZL51D, B=MLERRE

HRANR S
ZEFRARALUSABEHNEE5),. AXMERT, REFKRAEEES.

Common Security Realm

ESALRHR, REEMASANZESHPRIER, B HE B AR FISRN 355,
HHERFIZREEHHRNEH., MRELVRIONEZEEHERERNEZ S, Ne(#ERER
NEZEMNXFEF, FESALEER,

AEREE

IMRSFMPRINTN, ERARANEZSE, NEFNHLESANZSE, UEECREEERENE
£, WMRXFEE, NERSA,

§§§§ s
: ZEBRRINEETLESANREEH, ZE2EHENTEBTEEE.

b 3
L

ZEYAURENAINERESNHHE MR,

FArEEP, MREBIREFNHATIEAR, NEREHREEIER, HENETEHSEARES
2

WEAEEEFARAAREEXHMENZ RAA, Fli0, XU Web NAFERABRAZEEHBAENTEDN
Jakarta 1)V Beans i,
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% 5% {#f LDAP & &EHEEN

55 5 E {1/ LDAP (RIFEEZEDO

EIREOR LY LDAP IRSS2: (8FE Microsoft Active Directory) #1TEH%IE, X@id R LDAP
B3 iFes kT, LDAP B IFs B @it BT S5ini2 B R IRS BAEE (FRHIL LDAP EE) &
7. AE, BRERAFEDRASMNIIEREGMA S AHTIEER, LA LDAP I RN TRRER 24
FR(DN). BNRERTH, fFEAFA B DN ENEIEM R P IR BTG R ORISR, MR E ZNEREM
LDAP ARZS 230 B35 IEREH, T DN #55IE A+ B S5 IER S,

/A LDAP RIFEEZE NS M IEMEERR N BASIC/Plain, BRINERT, 25HA
FRAMBIEE RS FITRINE &%, JUEHIGEE EfAA SSL/TLS EmFELFRE, F
W R ERAS R A EE R,

BF

MREGLREER LDAP RS EHITHMEIUE, HIINFER LDAP RIFEEE

M, JBoss EAP J$R[E] 500 s{NERARSS 25515, WNSR1%Z LDAP RSB TE15A, NRE]
SR, BT NS ZAIRAR JBoss EAP RNE, FEEMRMNSEM TRE 401 KT
BYEHRAC D,

5.1. {5 ELYTRON

IRAT LS A LDAP # elytron FRAREFEEED, EARSEREMNZHDEEER. BXFEHDEHE
AT elytron FREREUNER, EB N (NRER LERFSHZLMIIF S HFIE) HIZ L SR
[7, 50, {EF LDAP {RIF S IBILsE -

s

R JUBoss EAP BR%5 255 A LN RIS HIANR, FIa0{FE A Active Directory LDAP fRS5 2%
B, T|EEE LK LDAP i3 FiEERUE X E W true, LEMRIFIEREE LDAP RS 25
EHETEUE, TIE JBoss EAP IR 23,

LDAP &3k 55261

/subsystem=elytron/dir-
context=exampleDC:add(url="ldap://127.0.0.1:10389",principal="uid=admin,ou=system",credential-
reference={clear-text="secret"})

/subsystem=elytron/Idap-realm=exampleLR:add(dir-context=exampleDC,identity-mapping={search-
base-dn="ou=Users,dc=wildfly,dc=org",rdn-identifier="uid",user-password-mapper=
{from="userPassword"},attribute-mapping=[{filter-base-dn="ou=Roles,dc=wildfly,dc=0rg" filter="(&
(objectClass=groupOfNames)(member={0}))",from="cn",to="Roles"}]})

/subsystem=elytron/simple-role-decoder=from-roles-attribute:add(attribute=Roles)
/subsystem=elytron/security-domain=exampleLdapSD:add(realms=[{realm=exampleLR,role-
decoder=from-roles-attribute}],default-realm=exampleLR,permission-mapper=default-permission-
mapper)
/subsystem=elytron/http-authentication-factory=example-ldap-http-auth:add(http-server-mechanism-

factory=global,security-domain=exampleLdapSD,mechanism-configurations=[{mechanism-
name=BASIC,mechanism-realm-configurations=[{realm-name=exampleApplicationDomain}]}])
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/core-service=management/management-interface=http-interface:write-attribute(name=http-
authentication-factory, value=example-ldap-http-auth)

reload

5.1.1. 5 Elytron F§F ik LDAP £/ E SSL/TLS

f#F LDAP RIFEIBEON, Ea LU HIE LDAP EERE N EANME SSL/TLS, Mk, HGIE—
ssl-context, FFEARINEIEH Idap -realm EFAMIdir- context 1, EINAIER AERSHEZ LM B
Elytron Subsystem 385 7 /e AR E] SSL/TLS #1723 T GY&E AR/ SSL/TLS.

Digk

H
[=]

STIRE I F A SSLv2. SSLv3 K1 TLSVIO, LUBIERTS S B sg e SR e
FH TLSVI.1E% TLSVI1.2,

5.2. [FRESMOER MR
E{F [ LDAP B RIRGSBENFEAIH RE FRABEBEEONEHEIDR, BIHITUTSE !
1. 85 LDAP RS eI L5,
AL LDAP EEMNBEMER T LS (1 JBoss EAP 525) 375 LDAP IRS SsH9E RS,
XRUTF O EHIERUA T L2158+ 8 Database & k&L,

LDAP HitiFEAITFUTEMN -

Bt WA Rk
url = BRARS5 2589 URL bk,
search-dn s W HIT RN A N2 24

FR(DN),

iy

search-credential

BHITEROA N EE, bR H
HEMS :

o store - NI EBEFMHHISIA, LUK
I RER,

o alias- 5| AFEHEHPHEIETA,

o type - EMEIFFHRIBIEIE
KRB LIRE LA,

e clear-text - ~3|AEREM, L
EBa BT EREXEE,
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Bt

initial-context-factory

security-realm

51H

always-send-client-cert

handles-referrals-for

7|

7|

7|

7|

85 5 & i LDAP RiFEH#EN

sk

BIiFEN EERANMGB ETXI .
LN
com.sun.jndi.ldap.LdapCtxFacto
ry.

Z5|ANREY, LUKENTEEILE RN
ZEANEEE SSLContext,

EEEIMITHERNNER5| AR BT .
BHpETE$E IGNORE, FOLL
Oow #1 THROW,

o IGNORE : BiAiET, B85
o

e FOLLOW : #zFZiIi2aF 5%
i, fEFAR DirContext {2t %
FEZBI A, XRIZERNERELE
HEFEEE —5R%5%, F$A5

F R TR # i1,
e THROW : DirContext [+
=4

LdapReferralException, Llig
TRESA., RN EHZ
PR ERTIANENRIERE,

RNBERT, WA ERN T %
RSBME FIEIFS, MNRIEE N
true, TRIBLHALE,

BEEZEATEMNEI A, WRIEE URI
R, BIINYAEEI T, XRIFE
EERNAEILEREEIANEXNERS
EEEMMNEE, IRFEFRAMNER
FHEN B IR SS ERIHFIT R IDRIE, HE
AR5 28R [ T55% M JBoss EAP Zeit i
B9 | AREFE, FEAUEHER
ik, XIEEER,

search-dn #1 search-credential 58 HEA P LMEEFRE, LM REMEERESR
[T FTE JBoss EAP SLIF0 LDAP BRZ5 28 2 [E| BB ST #NMR 15, B 14 JBoss

\\\\\

R, BeEHTHHRAE, FEMBIHIREMNBMATFEIRFEREFHEIEREN

FRER — N,

RIELLT B LDAP fRS53, LT 2R TFEREH LDAP EEMNEE CLI#% ¢
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%< 5.1. LDAP BR55 26l

Bt

url
search-credential

search-dn

FF A s CLI

{B

127.0.0.1:389

myPass

cn=search,dc=acme,dc=com

/core-service=management/ldap-connection=ldap-connection/:add(search-
credential=myPass,url=ldap://127.0.0.1:389,search-dn="cn=search,dc=acme,dc=com")

reload

pa -

IXETE JBoss EAP SLfBIF0 LDAP BRSS 28 2 8] BB R INE B EE, BXEH
SSL/TLS BB EZIFENE, 15SZE X Hi LDAP ###H SSL/TLS,

2. QIB— IS A LDAP &R 21,

DL LDAP E#E, D/I0IE— IS LDAP MRS REEAE.

LDAP Z£BEBLUTEERM :

Bt

T

base-dn

el

user-dn

allow-empty-passwords

username-attribute

46

23U

FTE# LDAP BRI IhE P E L REIE S
ﬂ‘o

BT FiaE3RA M #_ETXH DN,

RN IEEA LDAP Bpihibld, MR ER
IBEM LT, BIMED false,

S22 DN EY. XbEERTFNEA Y
STERBIF AL, FIMEN to dn,

EMHERSESERM, BINMED false,

BERRAFANBEMERT, il IESRIITE R
®, HPHAFWANBARSEENEELE,



88 5% ([ LDAP R &N

=43 sk

advanced-filter BATRIBRENA N ID BERAFNEEE GTE
25, LWEMEESIE LDAP EEhptjEds &
i, TIERBTEESUTEANEE : {0}, 2
B, ZERFREMBAFEER. IFESIF
4145 B #1 advanced-filter =%, &S 414
LDAP #1 RBAC for Authorization 284>

Digk

&
BRTRITE LDAP BIEFEEE, RNER—N"ENRENE, FRIFN

ERRRET N, BUERERARTEEN, FH alow-empty-
passwords #R#H false,

LUF 2 A TFEA Idap-connection Hii; LDAP E#ZECE X #F LDAP L LIHHEE CLI 5,

/core-service=management/security-realm=Idap-security-realm:add
/core-service=management/security-realm=Idap-security-
realm/authentication=Idap:add(connection="ldap-connection", base-
dn="cn=users,dc=acme,dc=com",username-attribute="sambaAccountName")

reload

3 ABEREGSIRFNREE. QIRREEF AL LDAP EERE, EEEOLIBIAFNE
£,

/core-service=management/management-interface=http-interface/:write-
attribute(name=security-realm,value="ldap-security-realm")

ETHEE CLI S BEMRIIZTT JBoss EAP BHIRS SR, BXGEE CLIATF
JBoss EAP BB ZIFMER, 1ES N JBoss EAP B2 CLI 15/,

5.2.1. f 3 [A SSL/TLS A F ik LDAP %1%
IRBU TS OB R SSL/TLS R L LDAP 5 -
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Digk

==
[=]

N8I EREF SSLv2, SSLv3 #1 TLSVI.0, LMELEFRA 2220 {4 & Fh BRfR 2L

X 37

FH TLSV1.18 TLSV1.2,

. BBEEFEAMNEIL LDAP EENRZ L,

RPN F B E—PNBIATENE, BBA JBoss EAP REGSBISAFMRE B S LDAP RSB 2 A8
ENRPENE, WBRAFEELYF JBoss EAP SLIRIE LDAP IRSBNIEEB S, TE2BANI
S E8E LDAP RS ZRIUEPHIEEEE, =& BETEE LDAP RS 2/UE P RIIE B UL LA B9IE
., BREETHAFEHNEEEMEURVBERCIINT SR , 1525/ JBoss EAP Z{dH]
BER##%E I8m PRI E SSL/TLS,

2. {3 SSL/TLS URL f1Z 20— H ik LDAP i£#,

BEFERES O EE SR BE X HHFERE, NOJEHIL LDAP %%, B2 SSL/TLS
URL BT LDAP fR5528#0 SSL/TLS 215,

7 LDAP BRSS25 0122 ik LDAP yE$H SSL/TLS 2, EEFAIZE BRI HIE LDAP %
%,

{8 SSL/TLS URL Zint ibhiFE#EH CLI =Bl

/core-service=management/Idap-connection=Idap-connection/:add(search-
credential=myPass, url=ldaps://LDAP_HOST:LDAP_PORT, search-
dn="cn=search,dc=acme,dc=com")

fff SSL/TLS ik BRmE 2=

/core-service=management/Idap-connection=Idap-connection:write-attribute(name=security-
realm,value="CertificateRealm")

reload

3 Q- IMNEREE, EEMAH LDAP EEHEEEOFA,

RIR O/EFTLDAP FAZ 2 WK, FIRIE @ACT B EES7 1l P ES | EE 57
BT BIFT % 1

ETHEE CLI S BEMRIIZTT JBoss EAP BHIRS S, BXNEE CLIATF
JBoss EAP S EMEZIFMER, 1ES I JBoss EAP B2 CLI 15/,

5.3. LDAP #1 RBAC

RBAC (ETAGNUINEF) 2—MABERAIEE—HIR (AR) B, XRTFAFRETEN
EETE, MEFATFMIITE. FRBEIBIVTAHIR. BX RBAC BiElE, 1HSH JBoss EAP ZE£R
1 755 PBVEL T A SR R HEH N,

RBAC (XTI, BHWIFEHAMAIE, BT LDAP I AFEMEIFFIZA, Rt {FERAULTARE
& JBoss EAP :
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85 5 & i LDAP RiFEH#EN

o ¥ RBAC AT, FE{US LDAP stEMHLHIFAF H 2%k,
e A RBAC #1 LDAP I EIEFRE M RIUREK,

5.3.1. J37{# A LDAP #1 RBAC

JBoss EAP R ER 21 AR EL B B2 T IEF RN, X1, " LUF LDAP BL& N B4 % IEHL &) #0
RBAC, FHEIE NIBIAHLEH, NRLLXFHAREE, AFZinEBRme, NEkEREEERN LDAP
RS IHITH ML, RN, NBFNAGIHEEN RS (UER RBAC, MAZEE LDAP IRSSERHH
EIAE R,

XS RBAC FESIEEONBINASINE S HIE R, E5 M 407 JBoss EAP FERF 2 RE
M, HXEE LDAP LUEASEENHTENRITMELFAEL, E8N E—77,
5.3.2. 2H& LDAP #1 RBAC i#17#%4Y

73 LDAP RSS2 E B MMt T H M IENA I URA A HM . BAEREZT oS — 1=
ZPRAANERIRE, RBAC IURENERLAFEE VAP 2RARIFAE - NEBHHHR.

LDAP B8 & Ak fEMNFKE, @I EMR5IH. 1RIE LDAP IRSSERECE, PSSR mT LABLST A
13877 memberOf BB TR ; H3MATLUET uniqueMember [B 14557 & BI4H & KBR 5T E T 1% -
#2H, B @i LDAP lRGSEBRRINBBEIEE, MHUTHEREME ZR A HWARF R, RIBFERMWERR
%28, HAERAFEAH SN (BEREMEIEHFERMNAFAR) , FELFEAERHPHEAFSEM DN i
1T, I LDAP & B W& L h iR EIN, SEEHEZR(group-search) AR A M4 a7 (B
F&%ldn) 2B #9BRET,

M LDAP BRZ52:F8E R F M 51 AR IE 2, 972 RBAC BCEH M RBER ~EFNLAE, It
BRETIRECIE ) BRTA & 2 HRRA LU R B,

A EEIIRS RNF RIS RIRK L L E, RINIERAFE, RSFFMER8

Ho FMIIESTRIROCE IRE BMFRERE LDAP IRS5%88. REEE T NWAMEL RE
SAASMIEIEEER TR,

5.3.2.1. @ group-search
BRAM A FRE RN T FERAFHRRMNER  HETFH, 4 W Principal, HNEXREBRHEE,

HaEFH memberOf BN HFATBHMSI B, 4HE Principal EE4HMNEZE, HEBEENBTEK
GMAFMEIA (EA uniqueMember BME) .

==
JBoss EAP X #4H LUK E B2 F A (Principal) 23, BRI Principal 2h

Principal, #IRGEAEZERH, NALLBTERENX S AMTHNEEEREMNEHAER, M
TRHITHEMIERR, HE Principal TR RENEFRFIAAIAAESI AR~ 4H,

Principal | Group #1 Group to Principal £ group-search, ©8 LU TEMX :

Bt sk
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=43 sk

group-name tEEMRTFIREN LA TENAFmBANRIRER
HEMER, XATRAZNH AN, BaIEd
Bal 2 TR, IREXDBHBLEN, THLEYE
1% & DISTINGUISHED_NAME. ZIMEN
SIMPLE.

R EEATERERER-MELR, SthNiIZRE
HREEHR, RABLXLEHMBIAE, MRERAT %
RER, CRFSIRINEER H bE B 2k
FERGIRYZH, BRINMETY false,

group-dn-attribute EEMEZES, BHERHASMMET. BIMEN to
dn,
group-name-attribute FEHMZBYH, BERHEE AL, LK uid,

% i
cyclic AR A FMAZ M, FMEBESEMERICTE, UL EERNABRKER.

BF

AEEEREREFR, AXEBFESHIFEER. RE, ERERAERABAME

H, MRAERAFHE. BTFRXEIANEEETISEREAELLR, NFTEBELX
_E\\Q

HIRFRMIZH F 4K (memberOf)

Blan, — N RBIE Group One IR 51, M GroupOne X2 GroupFive B 71, MK 5 H 0@ 1EMK
G120 518 F memberOf Bt TR, iXEBKZE, TestUserOne &% memberOf E4£i%E N GroupOne
B thedn, Ri¥3, GroupOne £¥F memberOf Bt % &} GroupFive 8 The dn,
EFRXMARMNESR, [ principal-to-group TR ANINZE] group-search st :

H. memberOf. ECEF{A

/core-service=management/security-realm=Idap-security-realm:add
batch

/core-service=management/security-realm=Idap-security-
realm/authorization=Idap:add(connection=Idap-connection)

/core-service=management/security-realm=Idap-security-realm/authorization=Idap/group-
search=principal-to-group:add(group-attribute="memberOf" iterative=true,group-dn-attribute="dn",
group-name="SIMPLE",group-name-attribute="cn")

run-batch
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BE
TENRABEEREE LT Idap-connection, FIAEERE A 1 aiHE HENEPIIEN
%IJQ

;EE group-attribute B 5 group-search=principal-to-group —i2{# R, {EhS%E :

3 5.2. principal-to-group
=43 sk

group-attribute BrA&ELE5RAFMBAENT 2 LT RENEER
5. FIAEH memberOf,

preference-original-connection XMERTFRAESI AN ZEANAEFER. 8Rm
HEEN, RBENHEK R TR A SR E W
H, BRMEBBMEN, BALUERRERE—XEIA
BIRIAEESERE, BIAMER true,

Group to Principal, uniqueMember, group Search

ZE 5 Principal HHEMRHI, H user TestUserOne 2 GroupOne IR 51, M GroupOne X2
GroupFive BIpK i, Ait, EXMIERT, A F&E@RITEAS A EiXER uniqueMember &4k
IR, iXZEBKE GroupFive 2% uniqueMember iXi& /) GroupOne 4 The dn, i3k, GroupOne &
¥ uniqueMember 1% & Test UserOne HI{H,

BH AR EIMIERR, 7E group- search JtF&RHZIN group-to- principal 7t :

Group to Principal, uniqueMember, Configuration

/core-service=management/security-realm=Idap-security-realm:add
batch

/core-service=management/security-realm=Idap-security-
realm/authorization=Idap:add(connection=Idap-connection)

/core-service=management/security-realm=Idap-security-realm/authorization=Idap/group-
search=group-to-principal:add(iterative=true, group-dn-attribute="dn", group-name="SIMPLE", group-
name-attribute="uid", base-dn="ou=groups,dc=group-to-principal,dc=example,dc=org", principal-
attribute="uniqueMember", search-by="DISTINGUISHED_NAME")

run-batch

BT
TENRABEREE LT Idap-connection, FIAEERE A 1 aiHE HENEPIIEN
%IJQ

3= principal-attribute B8 T group-search=group-to-principal. Group-to-principal T & 1
AER3IAA&BMA, M principal-attribute AT E X 3B EAFMNHEZE,

ENB%E
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5 5.3. group-to-principal

Bt fed

base-dn AT R RN 2 LT X B,

I EEMERF LT, BIMEN false,

search-by BRHPEANABRTINFEN. B3E SIMPLE f

DISTINGUISHED_NAME. Filh
DISTINGUISHED_NAME.,

preference-original-connection XMERFERESI AN ZERANAEFR. B8R
HEAN, RBENHEK R TR AR E W
H, BRMEBBMEN, #HALMERRERE—XEIA

% 5.4. membership-filter
352 sk
principal-attribute B|AAF&EMNAZRE LW BERATR. BIAH
member,

5.3.2.2. fE A fto-dn
A LAERAGER D R E N, A FE SRR R N E 934, username-to-dn JT3R15 E #01A
TR ZEtE| LDAP BRAZE MR AR, XNtk 2k, REEUTHERHEN T E
=

o  BRISUEFNIRAGE TET ST R EH LDAP BRS525.

o HEBRMEMA DA,

A=

INREHNIT LDAP HRIIE, ATLAEFR F D5 IEHRR A &L HB DN, XERA TR LR
A LDAP # Kerberos 3 HIEL K Kerberos 7 2245 #9545,
CERLUTEM :

3R 5.5. username-to-dn

=43 2P0

force % force BMIXE N false Ff, ERAGEINHEATX
DAMRPFHAF EHNERSBRE, HEBNER
HFESEA, YimEh true i, MEAR TR
HRBRHITHER, XBSERRRSHHIITEHE
UEFIIRAU 0T
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ERUTAEC—EE AF&Edn :

username-is-dn

PR B P AR P &2 PR E 9 R R,

username-is-dn =4l
/core-service=management/security-realm=Idap-security-realm:add
batch

/core-service=management/security-realm=Idap-security-
realm/authorization=Idap:add(connection=Idap-connection)

/core-service=management/security-realm=Idap-security-realm/authorization=Idap/group-
search=group-to-principal:add(iterative=true, group-dn-attribute="dn", group-name="SIMPLE",
group-name-attribute="uid", base-dn="ou=groups,dc=group-to-principal,dc=example,dc=org",
principal-attribute="uniqueMember", search-by="DISTINGUISHED_NAME")

/core-service=management/security-realm=Idap-security-realm/authorization=ldap/username-to-
dn=username-is-dn:add(force=false)

run-batch
XREE Y1 RS, FEERBUNANEE.
username-filter
MERIEERBMESIREM R & CE,

username-filter 7=l

/core-service=management/security-realm=Idap-security-realm:add

batch

/core-service=management/security-realm=Idap-security-
realm/authorization=Idap:add(connection=Idap-connection)

/core-service=management/security-realm=Idap-security-realm/authorization=Idap/group-
search=group-to-principal:add(iterative=true, group-dn-attribute="dn", group-name="SIMPLE",
group-name-attribute="uid", base-dn="ou=groups,dc=group-to-principal,dc=example,dc=org",
principal-attribute="uniqueMember", search-by="DISTINGUISHED_NAME")

/core-service=management/security-realm=Idap-security-realm/authorization=ldap/username-to-
dn=username-filter:add(force=false, base-dn="dc=people,dc=harold,dc=example,dc=com",
recursive="false", attribute="sn", user-dn-attribute="dn")

run-batch
B Hah
base-dn BB R AT 08 £ T SXH TR,

53



Red Hat JBoss Enterprise Application Platform 7.4 Wil{afic & & {3 &1

Bt 3T

I BRETT BETFLTX. BIMES false,

attribute ArR&ENEYE, UEAMTERANEF . R
A uid,

user-dn-attribute %%H}lﬂ’aﬁﬁuﬁﬁxﬁﬁﬁﬂﬁlﬁ%%m EOAES
todn,

advanced-filter

eI A B R SO iR AR SR E A P YR 2 B AR,

advanced-filter 7~

/core-service=management/security-realm=Idap-security-realm:add
batch

/core-service=management/security-realm=Idap-security-
realm/authorization=Idap:add(connection=Idap-connection)

/core-service=management/security-realm=Idap-security-realm/authorization=Idap/group-
search=group-to-principal:add(iterative=true, group-dn-attribute="dn", group-name="SIMPLE",
group-name-attribute="uid", base-dn="ou=groups,dc=group-to-principal,dc=example,dc=org",
principal-attribute="uniqueMember", search-by="DISTINGUISHED_NAME")

/core-service=management/security-realm=Idap-security-realm/authorization=ldap/username-to-
dn=advanced-filter:add(force=true, base-dn="dc=people,dc=harold,dc=example,dc=com",
recursive="false", user-dn-attribute="dn" filter="sAMAccountName={0}")

run-batch

X F5 username-filter =Hrh BWFFLEE M, HE YMBRIUEHER, 28— 1MEHAREME :

Bt fed
filter BTFERAFFENEE LTRSS, B &[1E {0}
H AL FFRE R,

BF

XWATELIERE LERFEN, UEREREMFRFA (&) HRRERERN
%, Bl M PR 0 M FR

5.3.2.3. F LDAP A{S E M5 E| RBAC fAfa
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QIS5 LDAP IRF58FNEEF ENRE THMERE, FTEE LDAP M RBAC AR [H LIEMRET, LR
WNAUZEEN, WM MHs, FEEBRERFMARSTEEIERERS—IHSIAE,

Digk

==
[=]

INRHAREE RBAC, IHTEXHEMATBREIRE, HH| 2B 0/ER LDAP T,
ERAEREER - MAENIERTER RBAC HREESSBEE A TEE T JBoss
EAP TIERME.,

k

=

ETREE CLI 5 @Ei:ﬁ JBoss EAP 4IRS 28, BAXHEE CLI AT JBoss
EAP REWME L IFMER, 155 I JBoss EAP B2 CLI 15/,

ffRE /S AHECiE RBAC
ERLUMER LDAP #1 RBAC A& 2 [RIBYRETRI, RBAC 78 AFHYIIRECE,

I /core-service=management/access=authorization:read-attribute(name=provider)

BN EUL TR

I { "outcome" => "success", "result" => "rbac" }

BXERMECE RBACHESER, 1HSM 401/77% JBoss EAP BLERF # L £ 1% Y EF B B[R
%IJ o

Burii A Ak
{58 read-children-names 2 {/F i ENEC BRI A B TEFIK :

I /core-service=management/access=authorization:read-children-names(child-type=role-mapping)

XNIZRFE—N AR

X
| "outcome" => "success",

"result" =>
[ "Administrator”, "Deployer", "Maintainer", "Monitor", "Operator", "SuperUser" ]

}
4, AUREAGRFAEIARE

resource(recursive=true)

"outcome" => "success",

7
I /core-service=management/access=authorization/role-mapping=Administrator:read-
‘ "result" =
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{

"include-all" => false,
"exclude" => undefined,
"include" => {
"user-theboss" => {
"name" => "theboss",
"realm" => undefined,
"type" => "USER"
b
"user-harold" => {
"name" => "harold",
"realm" => undefined,
"type" => "USER"
}

roup-SysOps" => {
"name" => "SysOps",
"realm" => undefined,
"type" => "GROUP"

}
}

}

}

Bidi& Role-Mapping %&H
R A EIT%EE Role-Mapping 8, NIEZEE—, F40 -

I /core-service=management/access=authorization/role-mapping=Auditor:read-resource()

{

"outcome" => "failed",
"failure-description” => "WFLYCTL0216: Management resource '[ (\"core-service\" =>
\"management\"), (\"access\" => \"authorization\"), (\"role-mapping\" => \"Auditor\") ]' not found"

}

AN EBRRAY

I /core-service=management/access=authorization/role-mapping=Auditor:add()

{

"outcome" => "success"

}
IS -

I /core-service=management/access=authorization/role-mapping=Auditor:read-resource()

{

"outcome" => "success",
"result” => {
"include-all" => false,
"exclude" => undefined,
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"include" => undefined

}
}

FHZIEI Role for Inclusion #1 Exclusion
ATLURINE L S &M A B HER,

! HERREIR ST RA LA B 2 RET,

NEBERMA :

/core-service=management/access=authorization/role-mapping=Auditor/include=group-
GroupTolnclude:add(name=GroupTolnclude, type=GROUP)

NBERRANINA -

/core-service=management/access=authorization/role-mapping=Auditor/exclude=group-
GroupToExclude:add(name=GroupToExclude, type=GROUP)

/core-service=management/access=authorization/role-mapping=Auditor:read-
resource(recursive=true)

{

"outcome" => "success",
"result" => {
"include-all" => false,
"exclude" => {
"group-GroupToExclude" => {
"name" => "GroupToExclude",
"realm" => undefined,
"type" => "GROUP"
}
2
"include" => {
"group-GroupTolnclude" => {
"name" => "GroupTolnclude",
"realm" => undefined,
"type" => "GROUP"
}
}
}
}

MR, EHITEHRRHEBEHE RBAC AAfEd
MBEHRIFRA :

/core-service=management/access=authorization/role-mapping=Auditor/include=group-
GroupTolnclude:remove
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EMIPRA, HHERR -

/core-service=management/access=authorization/role-mapping=Auditor/exclude=group-
GroupToExclude:remove

5.4. 5 H%EF
T REFIMR T FHRIEMANEZETF LDAP B4 RNIEE, XARLEBERTRITFTRBAES N E
R AEBEEFEATRENNGR, AIIREENHNARATBER. B=ENMTENEE, BMEEHZ
RS IE FFMILIZT

o HBUIE

® group-to-principal

® username-to-dn

5.4.1. R 1FECE
REZBIFMILIMII, BFRE=MEENEBARBIER, SMEEHRELTREBET

=43 sk

type XE N T R EEIIKERERES, £ by-access-
time #1 by-search-time, by-access-time £ Rij
M4t T — N [H /5 M FRIXRRIIE, fRIE3RN
[\ REEIEZFHIT AN FE (el LRy
[FIANBR AN SXBRITIE .

eviction-time RIBRES, X ATFIEREEE] (R A AL
cache-failures XE—NMERME, UEB/Z2RKIERNEE. X8

A HERI L LDAP RS8R — KIRRES Ui, 18
WEARELFFEALFEHERTEFENRS, 1t
RENFEBRIERZFELNEE,

max-cache-size XEENEENEAKN (TEHK) , LRAESER
7 B i FFaa sk ER. [HUTE MEREHRIXER, LUESR

FEMPIIEMERBEHZEE, XEKZE max-cache-
size A& PR IEFHI H50IE i S IE 3R,

5.4.2. 75l
a3
IRBIBREE QI T &7 LDAPRealm MR 213, ©iEEEIMAH LDAP RS %, HECE

WHHTHRRIEREN, AT LRYE BENGSSEENILNAT BES, A0
fEF LDAP MZ S HMES SR, WEHER AR EES BT,

EXECETH
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"core-service" : {
"management" : {
"security-realm"” : {
"LDAPRealm" : {
"authentication" : {

"ldap” : {
"allow-empty-passwords" : false,
"base-dn":"...",

"connection” : "MyLdapConnection",
"recursive” : false,

"user-dn" : "dn",
"username-attribute" : "uid",

"cache" : null
}
2
"authorization" : {
"ldap” : {

"connection” : "MyLdapConnection",
"group-search" : {
"group-to-principal” : {
"base-dn":"...",
"group-dn-attribute” : "dn",
"group-name” : "SIMPLE",
"group-name-attribute” : "uid",
"iterative" : true,
"principal-attribute” : "uniqueMember",
"search-by" : "DISTINGUISHED_NAME",
"cache" : null
}
b
"username-to-dn" : {
"username-filter" : {
"attribute" : "uid",
"base-dn":"...",
"force" : false,
"recursive” : false,
"user-dn-attribute” : "dn",
"cache" : null

ERAEI "cache": null WXigA, AU E—NERF :

BH8IE
SPILIEHERE, FERALLE LAIA A WA, FEIEEER LDAP RS SHLILESNES
FRIX LR R SL I,

group-search & X
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BHERE N, EAHF, ER2ERNRR, ENELENTHEESR, € WEN true. B, il
THRRUEHRAFRUTEERANRESN : 2fE, BHUEMEITHER, DBREElIR2S5H A
B BTG, ARk, ERRNEEASI AL HATE FEREMLA,

sk P9 BB dn E

HERRIURTRPNAT DML AL, FTHTERTHRERBR, BRLENEZRZHRA N
RANA 2N, SXFEZMENIERN (WAMSMHIIE) B, XTRRER, EEHAL

RUEM.
5.4.2.1. [{3E Current Cache fidi&

AT MBS/ R {ERAM CLI 945 LDAPRealm fE L& AT, XN YEHL N IE
TEEC B A LT I & R,

R H AR FECIER CLI 675
I /core-service=management/security-realm=LDAPRealm:read-resource(recursive=true)

ﬁll:l:llo

{

"outcome" => "success",
"result" => {
"map-groups-to-roles" => true,
"authentication" => {
"ldap" => {
"advanced-filter" => undefined,
"allow-empty-passwords" => false,
"base-dn" => "dc=example,dc=com",
"connection" => "ldapConnection",
"recursive" => true,
"user-dn" => "dn",
"username-attribute" => "uid",
"cache" => undefined
}
b
"authorization" => {
"ldap" => {
"connection" => "ldapConnection",
"group-search" => {
"principal-to-group" => {
"group-attribute" => "description”,
"group-dn-attribute" => "dn",
"group-name" => "SIMPLE",
"group-name-attribute” => "cn",
"iterative" => false,
"prefer-original-connection” => true,
"skip-missing-groups" => false,
"cache" => undefined
}
3

"username-to-dn" => {
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"username-filter" => {
"attribute" => "uid",
"base-dn" => "ou=Users,dc=jboss,dc=o0rg",
"force" => true,
"recursive" => false,
"user-dn-attribute" => "dn",
"cache" => undefined

}
}
b
"plug-in" => undefined,
"server-identity" => undefined

5422 BR%E

ATHES ¢ﬁ¢ﬁﬁmﬁﬁcumnﬁaéﬁmﬁﬁhﬁﬂﬁ¢mﬁ%ﬁ,ﬁﬁﬁ%m

authentication=Idap/, ZIUERD AR FH A LUE BHTen D RER B LRI A R iE1T
%o

ATERZENEE CLI &%

/core-service=management/security-realm=LDAPRealm/authentication=Ildap/cache=by-access-
time:add(eviction-time=300, cache-failures=true, max-cache-size=100)

MR NEIERID by-access-time 2277, FRIF A 300 # (5 98F) , &ARZEFARNN 100 DI
o WA, DRERFERUNER, #HH, BEILIEE by-search-time %17 :

iX

=]

/core-service=management/security-realm=LDAPRealm/authentication=Idap/cache=by-search-
time:add(eviction-time=300, cache-failures=true, max-cache-size=100)

5423 . KREWELE
ATFREVUEZEMNERE CLIhD

/core-service=management/security-realm=LDAPRealm/authentication=ldap/cache=by-access-
time:read-resource(include-runtime=true)

{

"outcome" => "success",

"result" => {
"cache-failures" => true,
"cache-size" => 1,
"eviction-time" => 300,
"max-cache-size" => 100
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include-runtime B0 cache-size, ©EREFFNEAITEY, EELANKHAZ 1.

5.4.2.4 Wik HEBEHRE
ATFNAHNEEEASNERE CLI &4

/core-service=management/security-realm=LDAPRealm/authentication=ldap/cache=by-access-
time:contains(name=TestUserOne)

{

"outcome" => "success",
"result" => true

}

iXZKBA TestUserOne M B FETEREFF.

5.4.2.5. 5% 1F
B UMEERBREENIE, HEBEENEE,

AT FEAGNEE CLI %

/core-service=management/security-realm=LDAPRealm/authentication=Idap/cache=by-access-
time:flush-cache(name=TestUserOne)

FAF & Entire Cache WEHE CLI %S

/core-service=management/security-realm=LDAPRealm/authentication=Idap/cache=by-access-
time:flush-cache()

5.4.2.6. MRS #=
ATFHB®REENEE CLI&4%

/core-service=management/security-realm=LDAPRealm/authentication=Idap/cache=by-access-
time:remove()

reload
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36 E TEMARNEEE

LIMARSIHRINL LR, XARVFEESBRIESEN L ERHEFMRIERFEINER, BEERE
ERLE I AR RZ B,

ZANBEREERNELLMS, WEE K5, KRB FMHEXESLI,
=Pl - B CLI %, AT SimpleRoles &G AINEIIA M E 215

/subsystem=security/security-domain=sampleapp/mapping=classic:add

/subsystem=security/security-domain=sampleapp/mapping=classic/mapping-
module=SimpleRoles:add(code=SimpleRoles,type=role,module-options=[("useri"=>"specialRole")])

reload

code FEX 255 &¥F, 40 SimpleRoles. PropertiesRoles. DatabaseRoles =% £ ST &R LYK L R,

type FEXIEHBEIRHATHIBRET B, RUFMIE N F&, role. B = Filk.

HinBR
o BXREMHEMELER, ESH JBoss EAP YR £BRGT,
o BEXARAREMHFERKHEEIETNHTEIR, HSM JBoss EAP FHEIR £BRETELR,

63


https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/security_architecture/#security_mapping
https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/login_module_reference/#security_mapping_modules

Red Hat JBoss Enterprise Application Platform 7.4 Wil{afic & & {3 &1

B 7 E FHRSSHMNZEE PRS2 XS F I

{5 LDAP fR%52% (8¥E Microsoft Active Directory) WEB N EBEAR LECERNRSSPHER, £
EATZEGBPHRS . BE, XUEATHAZEEBNZEEEBEASHERFMHE.

S mEmiiEI%E—FE, MIIEREFEE standalone.xml Xk, SEHMEEENITEE
domain.xml 1 host.xml 324,
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A.1. WILDFLY-CONFIG. XML 7=

wildlfly-config.xml X {4 2% Fif{E A Elytron Client I—H75%, ©RIFE M IHIEIEREE JBoss EAP K {#
AL2ER.

APl : custom-config.xml

<configuration>
<authentication-client xmins="urn:elytron:client:1.2">
<authentication-rules>
<rule use-configuration="monitor">
<match-host name="127.0.0.1" />
</rule>
<rule use-configuration="administrator">
<match-host name="localhost" />
</rule>
</authentication-rules>
<authentication-configurations>
<configuration name="monitor">
<sasl-mechanism-selector selector="DIGEST-MD5" />
<providers>
<use-service-loader />
</providers>
<set-user-name name="monitor" />
<credentials>
<clear-password password="password1!" />
</credentials>
<set-mechanism-realm name="ManagementRealm" />
</configuration>

<configuration name="administrator">
<sasl-mechanism-selector selector="DIGEST-MD5" />
<providers>
<use-service-loader />
</providers>
<set-user-name name="administrator" />
<credentials>
<clear-password password="password1!" />
</credentials>
<set-mechanism-realm name="ManagementRealm" />
</configuration>
</authentication-configurations>

<net-authenticator/>

<!I-- This decides which SSL context configuration to use -->
<ssl-context-rules>

<rule use-ssl-context="mycorp-client">

<match-host name="mycorp.com"/>

</rule>
</ssl-context-rules>
<ssl-contexts>

<default-ssl-context name="mycorp-context"/>
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<ssl-context name="mycorp-context">
<key-store-ssl-certificate key-store-name="store1" alias="mycorp-client-certificate"/>
<!I-- This is an OpenSSL-style cipher suite selection string; this example is the expanded form of
DEFAULT to illustrate the format -->
<cipher-suite selector="ALL:!IEXPORT:ILOW:laNULL:!leNULL:!SSLv2"/>
<protocol names="TLSv1.2"/>
</ssl-context>
</ssl-contexts>
</authentication-client>
</configuration>
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