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1 BT aEE DUOIEE ticket,
2. I8 & X URL. ETiHwS FHbmE,
3. 1£ Summary /i A [A] Y R A2 Hk.
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EFREZESZ

RN FERINRIE, SXEF Web BHERBFERMBIES. HINMXEDAREFFS : master,
slave. REAMARE, ATHRITTF+2RE, XEFSFEBHEHNNDZTREDES LK, B
KXESZIFE, FEHBINNERERAE Chris Wright 12#tF5E S,


https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language

B1E RPRSHEREED

B1E RIFIRS s R EEZEO

1.1, Fy R

111 EOMEEFHE

JBoss EAP @ AEEHAEEO, #0inet-address #1 nic, UURAT Web N HRFREETERTEIEETH
A, XL O OET JBoss EAP IR interfaces #1 socket-binding-groups W& 17 LB &,

A XNMAEE LB E interfaces 1 socket-binding-groups B %58, %54 JBoss EAP A&7 A+
HEEFHEET,

~H - 80O

<interfaces>
<interface name="management">
<inet-address value="${jboss.bind.address.management:127.0.0.1}"/>
<finterface>
<interface name="public">
<inet-address value="${jboss.bind.address:127.0.0.1}"/>
<f/interface>
</interfaces>

APl : Socket Binding Group

<socket-binding-group name="standard-sockets" default-interface="public" port-
offset="${jboss.socket.binding.port-offset:0}">
<socket-binding name="management-http" interface="management"
port="${jboss.management.http.port:9990}"/>
<socket-binding name="management-https" interface="management”
port="${jboss.management.https.port:9993}"/>
<socket-binding name="ajp" port="${jboss.ajp.port:8009}"/>
<socket-binding name="http" port="${jboss.http.port:8080}"/>
<socket-binding name="https" port="${jboss.https.port:8443}"/>
<socket-binding name="txn-recovery-environment" port="4712"/>
<socket-binding name="txn-status-manager" port="4713"/>
<outbound-socket-binding name="mail-smtp">
<remote-destination host="localhost" port="25"/>
</outbound-socket-binding>
</socket-binding-group>

1.1.2. Elytron ¥ % %%

11.2.1. 5 ABIRS 2 Elytron %

A LUE I E R AR TEIR S5 85 18] /2 FE Elytron, JBoss EAP 7.1 8| AT —/NRAIEERIZA, B Elytron
EhREHENE, WHATERERS SR TEPB EAP_HOME/docs/examples B3k A,

HATUU T a4, UE AR 2 H Elytron 2214,

I $ EAP_HOME/bin/jboss-cli.sh --file=EAP_HOME/docs/examples/enable-elytron.cli


https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/configuration_guide/#socket_bindings
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1.1.2.2. BJE Elytron 221
elytron FREFNL LB ESRLESEHEA, URBATENAHITROERSHIIL,

BF

HMEMNRTEENBEHRFEHR— Elytron 28, WE, THFESNERESENERT
LUER A Elytron Z2 R MK,

FRAEE CLIAMZLE

/subsystem=elytron/security-domain=domainName:add(realms=[{realm=realmName,role-
decoder=roleDecoderName}],default-realm=realmName,permission-
mapper=permissionMapperName,role-mapper=roleMapperName,...)

FRAEEENSRMEZLE
1 VinEREHE, BXEZER, 5 JBoss EAP E/EFHFRHERIEHIEERD .
2. 5#nZE Configuration » Subsystems — Security(Elytron) —» Other Settings, B View,

5
3. %% SSL - Security Domain F & Add IRHIEEEFTHR L E,

1.1.2.3. il Elytron Security Realm

elytron FREFHR LM SR LEGEAN, TRAFZOEESHEIELRS N AHTHBEIE,
REBHRBEE D EHEITEIEA, 510 jdbc-realm. filesystem-realm #lproperties-realm £
%O

FRAEE CLIANZLE

I /subsystem=elytron/type-of-realm=realmName:add(....)

AL E— BRI E ARG, 10 jdbe-realm. filesystem-realm 1 properties-realm,
FRAEEENSRMEZLE
1 VinEEREHE, BXELER, 5 JBoss EAP ZE/EFHFRERIEHIEERD .

2. S5fin%l Configuration » Subsystems — Security(Elytron) — Security Realms, B =il
View,

3. M Security Realm iETI £ EFE LM R L LR, REHT Add LEEFHLZ L,

1.1.2.4. fi|E Elytron Role Decoder

AERDENREERUNSMEML NAE, ARRIESHT IIRBEINEHITHEA, 1 empty-
role-decoder. simple-role-decoder # custom-role-decoder.

FAEHE CLIAMA BE&E
I /subsystem=elytron/ROLE-DECODER-TYPE=roleDeoderName:add(....)

R EE RGN A BB


https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/configuration_guide/#management_console_overview
https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/configuration_guide/#management_console_overview
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1 R ERBEH S, BXESIER, 1HS JBoss EAP AIE/A AR EEIEG 582,

2. 5fin%l Configuration » Subsystems — Security(Elytron) —» Mappers / Decoders, Bsifi
View,

3. = Role Decoder, EfFEUMABREIDERER, RER Add EREF A GRS,

1.1.2.5. §¥ source-address-role-decoder xINE elytron F3R&5:

S LUERAEE CLI Sk EE1EH]5 ¥ source-address-role-decoder B & #1523 7R INZEI elytron FR4E
f, B 7E mappers STRARE LA GBAIDER, ERIUEMEBRPURZEN FIRZE Fimi 1P ik,

source-address-role-decoder 21REXE Fimf IP #hilt, FHIER TS pattern L=k source-address

BHERIEERN IP it tEe, NRE IR IP it SE—BHERIEED IP ik PLES, FBZ elytron EF
roles B A BIELR,

ORT2FEAEE CLI Y source-address-role-decoder 7 INZE] elytron R4

P mappers JTRH, MREGREREHATRILES, FSIM 7R BB R,

FeRFMH
o LTRSS ARE IR IP ik,

it

1. £ elytron FR4iH, FERAEIE CLI AN source-address-role-decoder, *fF source-
address-role-decoder, &I HAFEE— IP itMED—P AR,

¥+ source-address-role-decoder ZsIME| mappers Ttk :

/subsystem=elytron/source-address-role-decoder=decoderi:add(source-
address="10.10.10.10", roles=["Administrator"])

TR ER T —/NECEH source-address-role-decoder, & decoder1, %/ imFiiERE
FIAR S5 230, elytron F R4 source-address-role-decoder 1% & 7 imH IP Hitt B
pattern B4 source-address BMEARIEER IP it PCES, 1E£ LB, source-address-role-
decoder &G ERE FIHA IP #iE2E 4 10.10.10.10, FNRE iR IP #hik>h 10.10.10.10,
elytron {3/ roles Bt Administrator & &SES B,

-
R e LAFZ & source-address-role-decoder, [FiEEMNABLRAZTEMNTREM
LREBNLEEMRE T,

2. 7% security-domain 1, 5| role-decoder BH*HHEAE source- address- role-decoder,
XA F{R Elytron R IIE M H IZIURSRETE F source-address-role-decoder,

1 role-decoder B3| AACEM source-address-role-decoder. f&iEr1 B9RAI :

/subsystem=elytron/security-domain=domainName:add(role-decoder=decoder1,default-
realm=realmName,realms=[{realm=realmName}])


https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/configuration_guide/#management_console_overview
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Hth BHR
o BXEAEEZEHERNNABRILENIERE, 1H5%E Elytron subsystems,
e BX elytron TREWFEIR, 155E LL£FMARREFH Elytron T3R5,

1.1.3. ECi& elytron T % 4iH) aggregate-role-decoder

aggregate-role-decoder B "2 N A BRID M, &I LUE#ER aggregate-role-decoder i[5 M
B AGRRNIRRENAER,

FERFH
e 7f elytron FREHFREED WA GRS,

Pk
. VA ERIDERRINE aggregate-role-decoder & & fZ1H 23,

¥+ decoder1 #l decoder2 #FINE aggregate-role-decoder fi & fi#iH 28 FHIRH :

/subsystem=elytron/aggregate-role-decoder=aggregateDecoder:add(role-decoders=
[decoder1, decoder2])

Heth TR
e FEXxelytron FRUIHMFI AAGBRINBNGER , FS/L 23R I Elytron FRITHIR,
o BxXUIgMABMRILBIITEIE, 1553 Elytron subsystem,

1.1.3.1. fi]& Elytron Rolemapper

A BN Z R ARG R H AL A @FHQ&%‘J%@ BN, EWEAENE, AELAMIMEEPRINIMIREE
At, AGMAREFDLIRETIEELTHA, HI10 add-prefix-role-mapper. add-suffix-role-mapper L
X constant-role-mapper.

Infa R IRINE MR A
I /subsystem=elytron/ROLE-MAPPER-TYPE=roleMapperName:add(...)
EREEREHGRNA GRNER

1 iR ERBEH S, BXESIER, 1HS JBoss EAP AIE/A AP EEIEG S8 2,

2. 5fin%l Configuration » Subsystems — Security(Elytron) —» Mappers / Decoders, Bsifi
View,

3. Hiili Role Mapper, HFESELMNABRMRFRERFRE, AREHTL Add LEEHNAGRNER.

1.1.3.2. B Elytron f{PRE
BREE AT B F 1 515 2 BN BR.

FRAETE CLI RMPRE


https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/how_to_configure_server_security/#elytron_subsystem
https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/security_architecture/#elytron_subsystem
https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/security_architecture/#resources_in_the_elytron_subsystem
https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/how_to_configure_server_security/#elytron_subsystem
https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/configuration_guide/#management_console_overview
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/subsystem=elytron/permission-set=PermissionSetName:add(permissions=[{class-name="...",
module="...", target-name="...", action="..."}...])

permissions S#H—HMNRAERK, BEMURBEFLUTEMS !
e class-name RN RMTLREEH L, XEH—HEZWTRE .
e module 2 —EERLR, BFMENR.
e target-name 2 —/MEMROIEM (£ 1B AN BRI — AT 1L B AR &R

e action 2L BEIMR (LHRK) BIRTIERLE,

1.1.3.3. filE Elytron H{BRBRETIZRE

BRT DEESSHAESN, BAIUSEMNR, PN RMSEFGINRD IS F15. RN TEFHRIEETD)
BEA T4 RIS, 10 logical-permission-mapper. & #.-permission-mapper L% custom-
permission-mapper,

FERAEE CLI AR

I /subsystem=elytron/simple-permission-mapper=PermissionMapperName:add(...)

HREEEHERMOBRRAER
1 UiREEEHR G, BXESER, ESM JBoss EAP ALEEFHHE LTI GE S,

2. 5fin%l Configuration » Subsystems — Security(Elytron) —» Mappers / Decoders, Bmsifi
View,

3. = Principal Decoder, #iFEEHMEARARIERRE, RER Add RECERTH ARG,

11.3.4. Q12 SRt A iE
SRt ES 2 E RN ZEFEANEIE. NREXENRIFEEMNESER, HSH JBoss EAP B How
to Configure Identity Management F#J Configure Client Authentication with Elytron Client,
RET LU Elytron ZE2BEE AHFERVIFIAANER, MAREEEFWE. fimn, Rega5
Kerberos &5& @A, LUIEE A, R BE Elytron subsystem FREYUIER : 47/71&

JH Kerberos 77 JBoss EAP i%i& SSO, #{E Kerberos 2T HiXi& get-kerberos-
ticket=true,

AN

FEAEE CLIAMS 35 IERE

/subsystem=elytron/authentication-
configuration=AUTHENTICATION_CONFIGURATION_NAME:add(authentication-
name=AUTHENTICATION_NAME, credential-reference={clear-text=PASSWORD})

FREEEFHSRNSHRIERE
1 UiREEEH G, BXESER, ESM JBoss EAP AHEFFHHEEIZHI GES .

2. S5fin%l Configuration » Subsystems — Security(Elytron) —» Other Settings, B /=i View,


https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/configuration_guide/#management_console_overview
https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/how_to_configure_identity_management/index#elytron_client_authentication
https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/how_to_set_up_sso_with_kerberos/#elytron_http_auth_app
https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/configuration_guide/#management_console_overview
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3. M= Authentication » Authentication Configuration, = Add EEEHFNWEDRILEE,

A X authentication-configuration B ISR SIKR, ESH Elytron FRAEHSE,

11.3.5. QI HpRIE £ X

Uk E T X EE—HAN K FAREBILEEMI IR ES SSL £ T, BXFIEETXHELZER, &
£ %] JBoss EAP BJ How to Configure Identity Management FHJ Configure Client Authentication with
Elytron Client,

FEAEE CLIAMEB3IE T3
ALERUTER CLI RIS MINIEETX

I /subsystem=elytron/authentication-context=AUTHENTICATION_CONTEXT_NAME:add()

BE, BiIFETFSas—d3NUREIFREEBS SSL E T3, LT CLI 58 xR 7 a1 E XANIEEMN
% localhost BB ThBERI B P35 1E_E T 3L,

/subsystem=elytron/authentication-context=AUTHENTICATION_CONTEXT_NAME:add(match-
rules=[{authentication-configuration=AUTHENTICATION_CONFIGURATION_NAME, match-
host=localhost}])

FEAEREHERMEFAEUE LT
1 UiREEEHG. BXRESER, HSM JBoss EAP B AT EEZH SERD.
2. S5fin%l Configuration » Subsystems — Security(Elytron) —» Other Settings, B /=i View,
3. = Authentication - Authentication Context, AfF=ili Add EEEFHFHFHRIUE LT,

&% authentication-context B EHI5EE IR, 1HSH Elytron FRIHEGSE,

1.1.3.6. il Elytron 3K UET

SHREIET 2B FRERIENHIBIINIEREE, ORI R1EFHBEIUENE, 10 hitp-
authentication-factory. sasl-authentication-factory #l kerberos-security-factory.

FREE CLIAMEBEIUET
I /subsystem=elytron/AUTH-FACTORY-TYPE=authFactoryName:add(....)
FHERERNSRME BT

1 R EREH S, BXESIER, HS JBoss EAP AIE/A AP EEIEG 582,

2. S5fin%l Configuration » Subsystems — Security(Elytron) - Factories / Transformers, B
i View,

3. B HTTP Factories. SASL = Other factorsies, &AM K8, REH T Add EE
BRI,

1.1.3.7. Bl Elytron Keystore
key-store 2B AFMREEFMNE L, SEBAFMRE, HABURATVIMEHER.,

10


https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/how_to_configure_server_security/#using_client_ssl_context
https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/how_to_configure_identity_management/index#elytron_client_authentication
https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/configuration_guide/#management_console_overview
https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/configuration_guide/#management_console_overview
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ZERAT elytron TRV REIBHEE, EERALLTHS :

$ keytool -genkeypair -alias localhost -keyalg RSA -keysize 1024 -validity 365 -keystore keystore.jks
-dname "CN=localhost" -keypass secret -storepass secret

FREE CLI MBI EE
I Elytron E X B|BFHBAEFMEN key-store, ATHITUTERE CLI &% : tHSIEESIRMHXHE
RERBEXNBHEERR. BT UNEHEENESES BURFEHEMERE,

/subsystem=elytron/key-store=newKeyStore:add(path=keystore.jks,relative-
to=jboss.server.config.dir,credential-reference={clear-text=secret},type=JKS)

P b4 {FF relative-to 25| B BHAEMXENME, HE, EhaliEE BREDMN &
AN TERER, A5 relative-to,

FEREREHERMBHEE
1 VinEEREHE, BXEZER, 5 JBoss EAP ZE/EFHFRERIEHIESERD .
2. S5fin%l Configuration » Subsystems — Security(Elytron) —» Other Settings, B /=i View,

3. = Stores —» Key Store, Hm Add K E—MNEHHBRAFLE,

1.1.3.8. |2 Elytron Key Manager

key-manager 5|F key-store, 5 SSL L X456,

FEREE CLIAMEYEES
UTaaEEES ANEZRIFM. MntBEEaiERNEERURRBTINEZRIAFMEFRSR
BHEESIA.

/subsystem=elytron/key-manager=newKeyManager:add(key-store=KEY _STORE,credential-
reference={clear-text=secret})

BF

ISR AIEE E—®5S P algorithm B, EH Elytron FRG#E A
KeyManagerFactory.getDefaultAlgorithm () EgEHE%, B2, EATLUEE
algorithm @M. E8%E algorithm B, EHEBHMERFEAL JIDK R THILXHEIESR
Bk, B, R SunJSSE B9 JDK 3245 T PKIX #1 SunX509 &%,

FEL—ood, EHTLUEE SunX509 fFh B ERSRREERBM,

ERAEEENSRMBEHEERS
1 VinEEREHE, BXELER, 5 JBoss EAP ZE/EFHFRERIEHIEERD .
2. S5fin%l Configuration » Subsystems — Security(Elytron) —» Other Settings, B /=i View,

3. R SSL - Key Manager # = Add RECEHMNEIAEIESS.

1


https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/configuration_guide/#management_console_overview
http://docs.oracle.com/javase/8/docs/technotes/guides/security/jsse/JSSERefGuide.html#SupportClasses
https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/configuration_guide/#management_console_overview
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1.1.3.9. ]2 Elytron Truststore
E1E Elytron ROIREEREM, EHUTUT CLIHS

/subsystem=elytron/key-store=default-trust-store:add(type=JKS, relative-to=jboss.server.config.dir,
path=application.truststore, credential-reference={clear-text=password})

B INHIT L dr 4, W I1E EAP_HOME/standalone/configuration B k& —1
application.truststore X, MRimmIETE CAZR, NEERFHNLINTE G iHRSUEHHERFB
W,

IRV RERBS R, BRIERT, IETENEA CAESR, BHERFHNEIEREKEN ROOT
Feh A CA BYIEF5E,

1.1.3.10. il Elytron Trust Manager

EIE Elytron FE EEEES, HHITUUT CLI &% :
I /subsystem=elytron/trust-manager=default-trust-manager:add(key-store=TRUST-STORE-NAME)

XERE XNEEFHRE NN RRSHEEHIERIR.

11.3.11. E A FFFEEP M Elytron ZH#
JBoss EAP {2t —2H7E elytron FRFAECERIZRIA Elytron 2H4, EAI LIE 2 F5HARRM Out of Box
BB AR IR BB KX L i S Be B RO ZE HFRIEAE B
1131 R EERED
&R LAEB Y 5 F JBoss EAP S{F I FFFEEN AR Elytron 4RI @1 Elytron SO FHNEEREORTE
ERmEBFEAE R,
11312 &R NARE
elytron F%%iy http-authentication-factory 121t application-http-authentication, EXi\ 7 F{R
M. BXMAEE application-http-authentication WEZ(E R, HE W ZL /75 -PHITTFEEN FER
ﬁj\o
EIY N AEFEE {8 A application-http-authentication, E& % ( THE S H EHEER) FH" i
& Web W FATERF"E A Elytron 5% Legacy &£ #THPRIUE, EL I LUER JBoss EAP THES 17 E
HIEF AR B SN AN S G E Bo PSR RBE A N AT .
11.3.11.3. 8 SSL/TLS
JBoss EAP [ AE MO EE ST IEREEIAB H [ SSL/TLS BLi&, BT elytron FREiH1R
i, WA LELLTFER D IR EIB X E M elytron FREIEE SSL/TLS WEZFHER, URUTERS
BN AR -

e f{HFH Elytron subsystem NEE#EEOfEH ¥ M SSL/TLS

e f{HFH Elytron subsystem N &EEEO S AP SSL/TLS

e {§fH Elytron subsystem N FATER/5 A A SSL/TLS

e {#F Elytron subsystem A A& RF/5 M4 SSL/TLS
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11.3.1.4. ¥ Elytron 55t FRrG R ERA
BRT IR N RRENEEREA, Elytron 5 JBoss EAP R E M FRFTE K.

batch-jberet

R LU#E A Elytron Z£1%ELE batch-jberet FRUTKIZITHLIBIEN, MNERLER, BSHELE
AR LB B R 2,

datasources
IR LU A IEF A SR Elytron REFAERIBRE LHRESNEIEER. IFEZER, HBNLE
ERRREBIERZ 2 M,

ejb3
IR LATE ejb3 FREIAH N Elytron REF OIS, HEESIH, NEELZER, BH5H #X
Jakarta Enterprise Beans N.FAFRRIE A EJB FRUTEM .

iiop-openjdk
&I LAfE A elytron FR4i{E M iiop-openjdk FREIEE FinflARSS 23 FIECE SSL/TLS, MBEEZE
8, &N IEAEAREE IIOP & H1E Elytron FRIIHER SSL/TLS,

jca
& LA#E A elytron-enabled B4 TEEESR/E A Elytron 2, BXEZER, HSHERE /£
B HREIECE JCA FRYE,

jgroups

& LB SYM_ENCRYPT #1 ASYM_ENCRYPT 1 325| F elytron FR4iHhE LB AT SE
EBIH. MEEZER, HBHLEEFTHRTER,

mail

B LEREREFEE B FRANRS S EXFRBEFNIILER. NBEERLER, HSHLESE
ARHEREREFERE,

messaging-activemq

& LRI 5 messaging-activemq 7RI FEANTRREENRTE, MERZER, 5N LEH
SRME Elytron FRE 2D

modcluster

IREl LUE Elytron &7 ssl-context 5{# f SSL/TLS M E & RE. MEFRZER, ESH
Elytron & ModCluster subsystem £ o

remoting

IR B LATE remoting F RGP ECE ATRA H Uk E#E, LS| elytron FRETHE L HSIE ETFX, SAS
FPIIUET M SSL LT, AXEBEEMEELIUNTEIFE, 1§55 M Elytron 5 Remoting
subsystem &

resource-adapters

IREI LUER Elytron (RIPEITTRIER AR HERE, ERXT/FHIEEESRPUTE, BaSARZLMN
inflow B R22REiE, MBERLER, ESNLEEFPMIEE FRER 2 LUER Elytron F3R50,

undertow

ReI LUEF elytron FR4ECE SSL/TLS FIM A BB KIE, BXEEN ARFEMEIIMNESER,
BB ATEE S 1 EEERRERR SSL/TLS FECE Web N ATERFLAER Elytron 58 N REFER
B4 Security 73250,

1.1.3.12. G FAHIZEH Elytron T3R5
elytron FXZifEABIN JBoss EAP EE & X LUK X580 Security FRETIEERE,

J I L B - —_— e Lt e T e N T - - Lo V7 . e - - —_——— r 1
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FURIEAHRARBCE elytron FRGIBVBCIESR, A LUEILZRIN elytron § EF/5 M elytron FREUKAR

me.

N0 elytron FREIFAER elytron & :
I /extension=org.wildfly.extension.elytron:add()
1 JBoss EAP H/5 F elytron 74 :

/subsystem=elytron:add

reload

1£ JBoss EAP 2 [ elytron T4 -

/subsystem=elytron:remove

reload
BT

AR, NE5) JBoss EAP ETAEEJ’EEBQO

11.4. HZEF 3245

1141 FARETRE
1&A] LB A TIHER T R GTHIIR VE K22 JBoss EAP FHY security T3R5,

it =

® 7f JBoss EAP FE [ Security ¥R :

I /subsystem=security:remove

BF

AafER, NE5) JBoss EAP ETAE iR,

11.4.2. ] GRARETFRE
II_;\TLJ\IE %}‘L?ﬁ’?%/)hﬁ’] add } 1"5 E JBOSS EAP EF'FFH &ﬁ ?%/)bo

i

e 7f JBoss EAP A5 Security 7Rt :

I /subsystem=security:add

14
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11.5. [BZ 218
JBoss EAP f AR 2183k & Y S35 EAISHALE], A LDAP B, AEMEEEDGA,

Bl ket

<security-realms>
<security-realm name="ManagementRealm">
<authentication>
<local default-user="$local" skip-group-loading="true"/>
<properties path="mgmt-users.properties" relative-to="jboss.server.config.dir"/>
</authentication>
<authorization map-groups-to-roles="false">
<properties path="mgmt-groups.properties" relative-to="jboss.server.config.dir"/>
</authorization>
</security-realm>
<security-realm name="ApplicationRealm">
<authentication>
<local default-user="$local" allowed-users="*" skip-group-loading="true"/>
<properties path="application-users.properties" relative-to="jboss.server.config.dir"/>
</authentication>
<authorization>
<properties path="application-roles.properties" relative-to="jboss.server.config.dir"/>
</authorization>
</security-realm>
</security-realms>

BRT EEIMBER LS, JBoss EAP M RIFEOIBRIIR 2, 7 LuEd B EH A 1)
gk es, FRdEE CLIARUTHS

I /core-service=management/security-realm=<new_realm_name>:add()

MROBFHNREE, FAHFEFERBUEXHHTEMIIESRN, N2 — 1 HnE
M, RIRTHNEREE. JBoss EAP AEEHARMBREHFERANIENXH, BT
HEEHREENHXYE MRENFERE) .

o BXRLWMELER, 15BN Security Realms,

1.1.6. ERASGEIENEREFHERRITEEREATA

IR ET LUfE A socket-binding. http-authentication-factory #1 http-upgrade 920 & /R # F elytron
FREMNEEREDO, B4, EILTLE socket-binding 5 security-realm & # AR EFERIBZROE
EHMEIEMNERED, TATUEREEEN, FHEONBFREENHETENA BN IR,

FIANER T, JBoss EAP TE LT — http-interface K EIERME,

it =

o BRRFSHEBEOKNE :

15
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[standalone@localhost:9990 /] /core-service=management:read-resource(recursive=true)

{

"outcome" => "success",
"result" => {
"access" =>{...},
"ldap-connection" => undefined,
"management-interface" => {"http-interface" => {
"allowed-origins" => undefined,
"console-enabled" => true,

"http-authentication-factory" => "management-http-authentication”,

"http-upgrade” => {
"enabled" => true,

"sasl-authentication-factory" => "management-sasl-authentication"

|3
"http-upgrade-enabled" => true,

"sasl-protocol" => "remote",
"secure-socket-binding" => undefined,
"security-realm" => undefined,
"server-name" => undefined,
"socket-binding" => "management-http",
"ssl-context" => undefined

1

"security-realm" => {...},

"service" => undefined

1.2, sfafRIF E B R O

IR/ NAT AT SR JBoss EAP BIRE O X FREME XN E TR,

ETHEE CLI S B EMRIETIZIT JBoss EAP HHARS 28, BxJ) JBoss EAP &
EREE CLI MiFE, 155 & JBoss EAP E# CLI 15/,

fEAEE CLI £ Elytron

AILAEFSR B elytron FREIMFTRRFRIFEERER®E, EAXSHNEZ2EER,

HHEER) SSL BECERB U T E
o RETF CLIBEHHIEM SSL BBE.
o HINMRTAFEZRSRIEHHNEILSSL EE.
® java REIEMH.

A& A wildfly-config.xml XAHE N E IR ELE,

ﬁ E,E
" A0SR E -Dwildfly.config.url B, 787 iiER AT U5 FRE R STtk

16
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1.2.1. B iE Bk M im0

RIEENWEE, B JBoss EAP BB NERAZMMAEOMIKO, XS JBoss EAP BEF IR AR R
EM. PILFIREKEERK,

Hh iR
o Hx JBoss EAP FEAMBIMMIHEOMNEZER, URNMAEKE XL XE, 1§54 JBoss EAP
B 7ER I /G OB E 2o
1.2.2. ZHEEEHAS

HhZ g (40 JBoss 125 M%) /e A HTTP EOREIE JBoss EAP, H T 4k4{H F X AR S5
BERZHAET Web WEBIEHI AR S, XA LLEY S console-enabled E1E1%E ) false E5EK.

b =
e 1f JBoss EAP HERAET Web HEIBIZHIA :

/core-service=management/management-interface=http-interface/:write-
attribute(name=console-enabled,value=false)

1.2.3. 2N JMX BYIZF2 15 7]
BT jmx FRE, TLURRRAEL JDK FN AREE R,

pi% =
o TIf JBoss EAP FEE ARG ] JMX, iEMIER jmx F RGP BN ERESS

I /subsystem=jmx/remoting-connector=jmx/:remove

1.2.4. silent S35 1E

JBoss EAP RN R R B EAMERE CLI B NREFMIIEA R, IATEMAFERETRP AHE
M HHBEAERER T EE CLI, AILUSALIhE, UEXBAFETTEESHRIENER TETEE
CLIFIA, ERMAN—TERIEE, R AtiEEE iR gwRnt(]8SnA A FERE
BRZE2NHE,

AERERANL LGNSR TERBREMRIE, X LLE S MPRESE X 4/ security-realm Bt
FE] local TTREEM, X&ERTFIRIIELHMRES,

H .
KRBTEXS JBoss EAP SERIRSIM K HECBE#RST AN, FRHITAR I TRMR,

ik =
1. fEF elytron T3R5 M FREREK B DL

[standalone@localhost:9990 /] /subsystem=elytron/sasl-authentication-factory=managenet-
sasl-authentication:read-resource

{

17
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"outcome" => "success",
"result" => {
"mechanism-configurations" => |

{
"mechanism-name" => "JBOSS-LOCAL-USER",
"realm-mapper" => "local"

"mechanism-name" => "DIGEST-MD5",
"mechanism-realm-configurations” => [{"realm-name" => "ManagementRealm"}]
}
],
"sasl-server-factory" => "configured",
"security-domain" => "ManagementDomain"

}
}

[standalone@localhost:9990 /] /subsystem=elytron/sasl-authentication-factory=managenet-
sasl-authentication:list-remove(name=mechanism-configurations, index=0)

[standalone@localhost:9990 /] reload

2. HRAIBZ £ BRI S D ITIE -

I /core-service=management/security-realm=<realm_name>/authentication=local:remove

1.2.5. [ Elytron 7R T EBEORNHE R SSL/TLS
1£ JBoss EAP 1, fRETLUER JBoss EAP EIE CLI B4 & hEEEOE A H®ME SSL/TLS,
EEE CLI A, FJLUB AR SAHEM SSL/TLS :
o HARLGS.
o {#F elytron FREiM45,
EERERGIAT, ALUUEASME SSL/TLS, TR :
o HAEEZEHA

1.25.1. AL LM SERAER SSL/TLS

security enable-ssl-management ap 57 LA SR BB O 5 A # M SSL/TLS,

iz
e 7£ CLI F#i A security enable-ssl-management --interactive 4%,
Nl
security enable-ssl-management --interactive
Please provide required pieces of information to enable SSL:

Key-store file name (default management.keystore): keystore.jks
Password (blank generated): secret
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What is your first and last name? [Unknown]: localhost
What is the name of your organizational unit? [Unknown]:
What is the name of your organization? [Unknown]:

What is the name of your City or Locality? [Unknown]:
What is the name of your State or Province? [Unknown]:
What is the two-letter country code for this unit? [Unknown]:
Is CN=Unknown, OU=Unknown, O=Unknown, L=Unknown, ST=Unknown, C=Unknown
correct y/n [y]?

Validity (in days, blank default): 365

Alias (blank generated): localhost

Enable SSL Mutual Authentication y/n (blank n): n

SSL options:

key store file: keystore.jks

distinguished name: CN=localhost, OU=Unknown, O=Unknown, L=Unknown, ST=Unknown,
C=Unknown

password: secret

validity: 365

alias: localhost

Server keystore file keystore.jks, certificate file keystore.pem and keystore.csr file

will be generated in server configuration directory.

Do you confirm y/n :y

2 3

cak

o HiTR NG, BIE CLIREMNMEMRSSRHETMEREZIRS .
o KA LUFEH disable-ssl-management &5 N EEZEOZA ¥ M SSL/TLS,
I security disable-ssl-management

Lt SRR Elytron iR, ©IFREIECE 7 {#EFH ApplicationRealm legacy
security realm #4TH SSL &,

1.2.5.2. ¥ Elytron FREip S /B A% M SSL/TLS
IR LS A elytron FROtee S hBIEREE O /S A %M SSL/TLS,

it =

1. BB BEHEE.

/subsystem=elytron/key-store=httpsKS:add(path=keystore.jks,relative-
to=jboss.server.config.dir,credential-reference={clear-text=secret},type=JKS)

Ll Eas 5 relative-to k5| AR XHRME. I, BHITLIEE BE
i) BIEHETEIRE, 4 relative-to.
INRBAFEXHERFE, W LUER T 51653k E SR B BN

I /subsystem=elytron/key-store=httpsKS:generate-key-

19
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pair(alias=localhost,algorithm=RSA key-size=1024,validity=365,credential-reference={clear-
text=secret},distinguished-name="CN=localhost")

/subsystem=elytron/key-store=httpsKS:store()
2. /& key-manager #[I server-ssl-context,

/subsystem=elytron/key-manager=httpsKM:add(key-store=httpsKS,credential-reference=
{clear-text=secret})

/subsystem=elytron/server-ssl-context=httpsSSC:add(key-manager=httpsKM,protocols=
["TLSv1.2")

HE

ISR AIRE E—®5S P algorithm B, E Elytron FRG#E M
KeyManagerFactory.getDefaultAlgorithm () EgEHE%, B2, EATLUEE
algorithm B, ZEI87E algorithm B, BEBEHERERAR JDK R4 7k x
EEAREL, B0, FR SunJSSE B9 UDK 124t T PKIX #1 SunX509 &%,
ELE—sH, EALUEE SunX509 /Fh B HEESREEB I,

A EEBEBEZFHHTTPS hill, LEMRFIMSER TLSv1.2,

IR AT LAE A cipher-suite-filter {5 E %9 E M, fEM-cipher-suites-order Sk

BERS R BRBEMINF. use-cipher-suites-order BHEZINKE N true, X5
|HEY security FRATHAE, BRINNBEE N IHELEGIF,

3. EERBFREPSHE HTTPS,

/core-service=management/management-interface=http-interface:write-attribute(name=ssil-
context, value=httpsSSC)

/core-service=management/management-interface=http-interface:write-
attribute(name=secure-socket-binding, value=management-https)

4, EINE JBoss EAP 5L,

I reload

MAENESEFRESHET #Mm SSL/TLS,

BF

INRIE FHE LT security-realm # ssl-context, JBoss EAP f{# fH ssl-context $21i
B9 SSL/TLS Boi&.

Hith BHR

20

® key-store B4
® key-manager B4

® server-ssl-context B%


http://docs.oracle.com/javase/8/docs/technotes/guides/security/jsse/JSSERefGuide.html#SupportClasses
https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/how_to_configure_server_security/#key-store-attributes
https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/how_to_configure_server_security/#key-manager-attributes
https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/how_to_configure_server_security/#server-ssl-context-attributes

B1E RPRSHEREED

1.2.5.3. AEEEEHE S AHM SSL/TLS
IR LA IR LSS B SSL mS h BRSSP EANEERERS A SSL.

i =
1 R EREH S, BXESIER, 1HSH JBoss EAP AIE/A AR EEIEG 582,
2. #AE| Runtime, & HRIARSS 28 &,
3. KRR ARBIELH View,
4. = HTTP Manageme... A$TFF HTTP Management Interface E2i& I M.

5. =EH SSLUFsmAS,
[ SR USSR T RPERA SSL

o ERBEOUBILHFMHALEKRBERIET,

o MEFEM Let BIMBUEFIA HUAIREVE S,

o FMEMILERFMAXMGRSH, BRABHFHRE,

o TMELMBRAANILEPFMNBHFMEE.,
ERAMAS, ERLUEFEMEMY mutual FIESBEERFE.

1.2.6. {# [ Elytron FREHITEREOMNE SSL/TLS
1£ JBoss EAP i, AJLUEAZREMSEER elytron FREMSEABETFEEZEOMNMNE SSL/TLS,
ESAMFAE SSL/TLS, EHREQIURISERSE F it T, EalLURBLU T RIZERE P IHIED
o HERESIHIETR
ARBREAUERAUTAEZ — N EEEDEANE SSL/TLS :
o FARESMAEAMASSL/TLS

e {§fH Elytron FREian S5 MM SSL/TLS

1.2.6.1. ERE F iwiE
BB LATE CLI B {#E A keytool 85 MR E  iRIE P,

it
1 ERREFIRIES

$ keytool -genkeypair -alias client -keyalg RSA -keysize 1024 -validity 365 -keystore
client.keystore.jks -dname "CN=client" -keypass secret -storepass secret

2. SHEBEFIHIES

$ keytool -exportcert -keystore client.keystore.jks -alias client -keypass secret -storepass
secret -file /path/to/client.cer
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1.2.6.2. AR LS EANME SSL/TLS

security enable-ssl-management ap 5 7] LA SR BB O /5 FAMA SSL/TLS,

FRFM
BEEE T B imBHE,

it

22

U TR EERERIEL S, MREEATELS, WA TR T TG
B BRI

BESH T RSB/ EEFHEILS,
MBEZER, HSHERE RIS,

£ CLI #%i A security enable-ssl-management --interactive 45,

Nl

security enable-ssl-management --interactive

Please provide required pieces of information to enable SSL:

Key-store file name (default management.keystore): server.keystore.jks
Password (blank generated): secret

What is your first and last name? [Unknown]: localhost

What is the name of your organizational unit? [Unknown]:

What is the name of your organization? [Unknown]:

What is the name of your City or Locality? [Unknown]:

What is the name of your State or Province? [Unknown]:

What is the two-letter country code for this unit? [Unknown]:

Is CN=Unknown, OU=Unknown, O=Unknown, L=Unknown, ST=Unknown, C=Unknown
correct y/n [y]?

Validity (in days, blank default): 365

Alias (blank generated): localhost

Enable SSL Mutual Authentication y/n (blank n):y

Client certificate (path to pem file): /path/to/client.cer

Validate certificate y/n (blank y): n

Trust-store file name (management.truststore): server.truststore.jks
Password (blank generated): secret

SSL options:

key store file: server.keystore.jks

distinguished name: CN=localhost, OU=Unknown, O=Unknown, L=Unknown, ST=Unknown,
C=Unknown

password: secret

validity: 365

alias: localhost

client certificate: /path/to/client.cer

trust store file: server.trustore.jks

trust store password: secret

Server keystore file server.keystore.jks, certificate file server.pem and server.csr file will be


https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/how_to_configure_server_security/#proc_generating-client-certificates_assembly_two-way-ssl-tls-for-the-management-interfaces-using-the-elytron-subsystem
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generated in server configuration directory.

Server truststore file server.trustore.jks will be generated in server configuration directory.

Do you confirm y/n:y

o HiTermiE, B CLUNEMINERS SHZXEREEZRS .
FESTRAE SSL/TLS Fp45IE, BREEFRSFIUED AR inEEFE
B, FRENEFIREE N ERE A IRIE.

o XA LIEA disable-ssl-management 4 N EBEOZENEA SSL/TLS,

I security disable-ssl-management

Lt SRR Elytron iR, BN R4EE H#EA ApplicationRealm
legacy security realm #4TH SSL B2&.

1.2.6.3. {8/ Elytron FR5iep /5 MM SSL/TLS
IR LS A elytron FREtee 5 h B IR R O /5 MM SSL/TLS,

FRFH
o MESHTRFSHEEFMHEIILES,
MBEZER, HSHERE RIS,
it

1. RIS E B HE R,
1E JBoss EAP FRfE A i [A SSL/TLS =i, WAk ENE £ RIS M ERNRHEME. SEFEME
FMIEP, EEER—ABRAFME. truststores FIIEPRIRA, BI{FERALUTHS :

a. FRiE BHER

/subsystem=elytron/key-store=twoWayKS:add(path=server.keystore.jks,relative-
to=jboss.server.config.dir,credential-reference={clear-text=secret},type=JKS)

/subsystem=elytron/key-store=twoWayKS:generate-key-
pair(alias=localhost,algorithm=RSA key-size=1024,validity=365,credential-reference=
{clear-text=secret},distinguished-name="CN=localhost")

/subsystem=elytron/key-store=twoWayKS:store()

Ll Eas 5 A relative-to k5| B AFMXHHME, &, EHATLUEE
BEPH BEHENTERE, 4 relative-to.

b. SHEMARSS BRIUEP.

EL

=7
/subsystem=elytron/key-store=twoWayKS:export-
certificate(alias=localhost,path=/path/to/server.cer,pem=true)
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c. NIRFREE 7 QIRZ— DRI, FRESWMILEDSAZRSSHEEEMED,

pa -

LUT R EIR A ERFENRIEED, MREHEATEIES, NERE RGNS
TRLASHER P RiES,

/subsystem=elytron/key-store=twoWayTS:add(path=server.truststore.jks,relative-
to=jboss.server.config.dir,credential-reference={clear-text=secret},type=JKS)

/subsystem=elytron/key-store=twoWayTS:import-
certificate(alias=client,path=/path/to/client.cer,credential-reference={clear-
text=secret},trust-cacerts=true,validate=false)

/subsystem=elytron/key-store=twoWayTS:store()

2. NARSS I BEAFME truststore EZE key-manager. trust-manager # server-ssl-context,

/subsystem=elytron/key-manager=twoWayKM:add(key-store=twoWayKS,credential-
reference={clear-text=secret})

/subsystem=elytron/trust-manager=twoWayTM:add(key-store=twoWayTS)

/subsystem=elytron/server-ssl-context=twoWaySSC:add(key-
manager=twoWayKM,protocols=["TLSv1.2"],trust-manager=twoWayTM,want-client-
auth=true,need-client-auth=true)

BF

ISR A ERIEM S S FIERE algorithm B, K Elytron FREEA
KeyManagerFactory.getDefaultAlgorithm () #1
TrustManagerFactory.getDefaultAlgorithm () RMWEEX, BE, ETLUIE
ZE algorithm /B, E1E7E algorithm B4, TEEMEEEAR JDK =4t T HpLe
K EERE L, B0, {FH SunJSSE B JDK 124t T PKIX #1 SunX509 &%,

FEE—amdh, ERILUETE SunX509 fF R EIRGEIEREMY, ¥ PKIXEEH
EEEERBEEREM.

A EEREBERFHHTTPS hill, LEMRFIMSER TLSv1.2,
IR AT LAE A cipher-suite-filter {5 E %9 E M, fEM-cipher-suites-order %k

BERS R BRBEMINF,. use-cipher-suites-order BHEZINKE N true, X5
|HBY security FRATHAE, BRINNBEEFIHELEGIF,

3. EEBFREP/SHE HTTPS,

/core-service=management/management-interface=http-interface:write-attribute(name=ssl-
context, value=twoWaySSC)

/core-service=management/management-interface=http-interface:write-
attribute(name=secure-socket-binding, value=management-https)

4, EEINE JBoss EAP SE4l,


http://docs.oracle.com/javase/8/docs/technotes/guides/security/jsse/JSSERefGuide.html#SupportClasses

13 RZFRSSEERHEEAO
I reload

FEFTHME SSL/TLS BHRIE, BHFERRSHIEDSARE " IREEEES,
FHHENE FiRECE N BT IRIET,

5. MIEMZEFIRRE NEREmIES.
BREBEREFAIREE N ARSHRRERTEZRIES, LSEKIA SSL/TLS &35k, a0,
REANYEE, BREFITFEIESS AN GHZNEEFEP.

X SHERFINE SSL/TLS HFAEIE, MARFRRSHEIER RS HEE,

MREFRFRBEMIIULAE, 1HE JBoss EAP B How to Configure Identity Management
B Configure Authentication with Certificates &84

MAENESEFESGHE T WE SSL/TLS,

BF

INRIE FHE LT security-realm # ssl-context, JBoss EAP f#{# f ssl-context $21i
B9 SSL/TLS Boi&E.

® key-store Bk
® key-manager B1%
® server-ssl-context B

® trust-manager B

1.2.7. 6 CLI Z2 45 T8 #E O SASL Bp%iE

e LAFE A CLI security e S N EREFRE /G AIZR SASL H4%0E, LRI LMER S SASL HlHE
E3jEz (=

JBF SASL %k

1£ JBoss EAP /1, {#fH ertron SASL B35S IERER (fE A elytron SASL &2 %IET ) =IEA security
enable-sasl-management i % /5 A EIERE. WS 0REEZ G IEFENMEIFNETR. HILE
R, aSSaam SASL I 5 http-interface 8% 5,

=Bl : JEH SASL 5%k

security enable-sasl-management

Server reloaded.

Command success.

Authentication configured for management http-interface
sasl authentication-factory=management-sasl-authentication
security-domain=ManagementDomain
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k

% Elﬁ
HiTe S E, EIE CLIEFRMERS SR EREEZRS 3.

J0R SASL T B, NI fE#HuEM --mechanism SHE CBIHLH.
MB/SHINR, BESHRNEZESH,

£/ SASL HA%IE
EMPRIED) SASL SPIIET, HEAUTHS

I security disable-sasl-management
T8, BMIERR SASL FHREIET ARIHBREEMNE], HERUTHS :
I security disable-sasl-management --mechanism=MECHANISM

BHPERE SASL HlLHI
TE X SASL #HI BN E AR 55 28 AT 5 18 KA 1T BRI IE, FFIRMEE — DN ITEHLFIA ZE BT i,

B LR HE S 2T H%4A &L reorder-sasl-management &4 e 25X MR, F140 -

I security reorder-sasl-management --mechanisms-order=MECHANISM1,MECHANISMZ,...

o

Lth B
o RERNSH

1.2.8. A CLI Z& M DX BB OEIT HTTP F1p 51k
ReI LMER CLI security S A EEARE /S AMZER HTTP &858,

JB HTTP %

1£ JBoss EAP /1, mi@ it Z4 enable-http-auth-management %4, HEEZEOSH HTTP B1H%
ik, XD REEN http-interface fE N B15, FEEBHMESHE, EHhESWHTTP SMEIET #5
b O XL,

=B ERHTTP S45%0F

security enable-http-auth-management

Server reloaded.

Command success.

Authentication configured for management http-interface
http authentication-factory=management-http-authentication
security-domain=ManagementDomain

k

% Elﬁ
HiTmeE, B2 CLINEFMERS B HEFT EHE LIRS .

IR HTTP T B4, NI SEH i # R --mechanism SHUE L A#HLE
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B1E RPRSHEREED

MBESEIIR, HEHARNELE2SH,

£/ HTTP S35IE
EMFRESIRI HTTP BRFIETI, HFEAUTHS.

I security disable-http-auth-management
HE, EBALMERALUTHSMERB HTTP Sk AR E N,
I security disable-http-auth-management --mechanism=MECHANISM

Lth BT iR
o BNRESH

\

1.2.9. FREIBNAKE RN H. A SSL/TLS e B B B O

FEMA ¥ E SSL/TLS MIBESECE JBoss EAP EEEOFMUREESMNRZ LM, B iRNEEREAH
FIEMSHREEMENEN, XBETRESXEXES, tindE AR,

ELiI 2, A5 JBoss EAP SEHIMRMEZEE, RBERTHIIRSHNZELRRKE, TT2E
B, FRAEVEFMENEE CLISRIZ, Hl0 : /host=master,

BF

AEEEREFEAER SSL/TLS WF L, FRIFBARET, BNREEMMEEE. X
ARSI EEEERE .,

. QIRBPEMERERTEEEO,
MF\EZER, HEHUREIFMERFTEERE.

2. BIREEEOHNESI HTTPS,
MERLER, BESHBRESEZEOYER HTTPS,

3. Ak - SIEEE L socket-binding-group.
MEEZELR, HSHBE X socket-binding-group.

4. QIR EHE,
MFBEZER, BFEHLERNZEE,

5. BEEEEEEOUERFNE S,
MERLHER, BFEHLREEERAUGRAZES,

6. EEEEEEOLUERBHAFM,
MTBRLER, HHHREEEEOUGABRYEN,

7. B3 jboss-cli.xml,
MEELER, BESHER jboss-clixml 34,

1.2.9.1. BB HEME EFR T EEEO
DIRBY M RRTEEEO,

AR IR JKS 18X, ENEEENS JCEKS BANBEHAFHRIRES,
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iy =

o FERALLT CLI R OIBRHAEM :
SR AIE (10 514 keypass keystore storepass #1 dname ) & MBI IERA(E,

$ keytool -genkeypair -alias appserver -storetype jks -keyalg RSA -keysize 2048 -keypass
password1 -keystore EAP_HOME/standalone/configuration/identity.jks -storepass password1
-dname "CN=appserver,0U=Sales,0=Systems Inc,L=Raleigh,ST=NC,C=US" -validity 730 -v

@ "
. S validity I EBHBERHIRE. 730 FTHE.

1.2.9.2. IAREBEOSER HTTPS
FCi& JBoss EAP LUIBIREIBRELH ES HTTPS,

lﬂﬂﬁ

it =3
o ZITMIIARSSEBRITHIELE
EWEREERFEOHER HTTPS, E705001 management-https B2 & F# & management-http
EE%O

ERALT CLI &%, SEREOSEE HTTPS :

/core-service=management/management-interface=http-interface:write-
attribute(name=secure-socket-binding, value=management-https)

/core-service=management/management-interface=http-interface:undefine-
attribute(name=socket-binding)

o ZITZEENMEE
W1t 7NN secure-port F1iH BRim O &2 & 5k Bt management-interface & 14 #Y socket TR,

FERUTHSHEREOHAEES HTTPS :

/host=master/core-service=management/management-interface=http-interface:write-
attribute(name=secure-port,value=9993)

/host=master/core-service=management/management-interface=http-interface:undefine-
attribute(name=port)
1.2.9.3. A% X socket-binding-group

INREFEHBEE L socket-binding-group, &R E Y. T management-https 417, BRIAYLE i
M 9993, &R LLMARS 2308 X {41 socket-binding-group B4k AEE CLI JiFX — 5= :

/socket-binding-group=standard-sockets/socket-binding=management-https:read-
resource(recursive=true)

{

"outcome" => "success",
"result" => {
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"client-mappings" => undefined,

"fixed-port" => false,

"interface" => "management”,

"multicast-address" => undefined,

"multicast-port" => undefined,

"name" => "management-https",

"port" => expression "${jboss.management.https.port:9993}"

1.2.9.4. QIEHR 215
BRI R £,

ELtdF2d, R HTTPS (ManagementRealmHTTPS) HI#T R £ realm &EANMT
EAP_HOME/standalone/configuration/ B3k 8% 5 https-mgmt-users.properties H[E 14 S {43k 17
i P & F B,

it

1. QBRATFEER - &IBEREME S,
AILBERAXXGHRRINA S 2T, BNEREECE—1 %N https-mgmt-
users.properties W24, HFHEREFIZME, UTRAIEZRER touch &4, BHETLUE
FREMNE, NXARGRER,

Bl : {EH touch e HBIEB— N2

I $ touch EAP_HOME/standalone/configuration/https-mgmt-users.properties

2. X, FRUTEE CLI #5045 ManagementRealmHTTPS M2 21 :

/core-service=management/security-realm=ManagementRealmHTTPS:add

/core-service=management/security-
realm=ManagementRealmHTTPS/authentication=properties:add(path=https-mgmt-
users.properties,relative-to=jboss.server.config.dir)

3. MAFRMEIBEMESHF,
LR, MEAR— N ReE, FRHEEENFERBRMESXHTEMEIE. E, BoiiER
add-user I A P RMBIBMESUE, XML T EAP_HOME/bin/ Bk, 7£iz21T add-user
BIARRS, BianER -up M -r i ZUiEERM X AL L, EAE, add-user HIAGLUE
PARNRREWMAR - RMNEBER, LUEFEMETE https-mgmt-users.properties X,

$ EAP_HOME/bin/add-user.sh -up EAP_HOME/standalone/configuration/https-mgmt-
users.properties -r ManagementRealmHTTPS

Enter the details of the new user to add.
Using realm 'ManagementRealmHTTPS' as specified on the command line.

Username : httpUser

Password requirements are listed below. To modify these restrictions edit the add-
user.properties configuration file.

- The password must not be one of the following restricted values {root, admin,
administrator}
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- The password must contain at least 8 characters, 1 alphabetic character(s), 1 digit(s), 1
non-alphanumeric symbol(s)
- The password must be different from the username

Password :
Re-enter Password :
About to add user 'httpUser' for realm 'ManagementRealmHTTPS'

Is this correct yes/no? yes

Added user 'httpUser' to file 'EAP_HOME/configuration/https-mgmt-users.properties’

Is this new user going to be used for one AS process to connect to another AS process?
e.g. for a slave host controller connecting to the master or for a Remoting connection for

server to server EJB calls.
yes/no? no

BF

AREFEABMXHFEA - 2NBENE LN, BUESIMEBER—IMT5H
s =R REE M M4

1.2.95. B EEHEOLUFERZ LI
A MERAEIE CLI A NSBEORB MEARLE,

pi% &2
o FRHLUTEECL % :

/core-service=management/management-interface=http-interface:write-
attribute(name=security-realm,value=ManagementRealmHTTPS)

1.2.9.6. EEEBEOLGHRHAEE
FIASE CLI &4, SEEEOREB HERBAEE,

it =

1 EAUTEE CLI&®%, NEEEOREHVERRIFE
NFSHXH, BEMRELERRBUR-IEBAEFEERRTEEEOZESIK,

/core-service=management/security-realm=ManagementRealmHTTPS/server-
identity=ssl:add(keystore-path=identity.jks,keystore-relative-
to=jboss.server.config.dir,keystore-password=password1, alias=appserver)

pa =
EEMBAFEENY, HEAUT CLI&MS :

/core-service=management/security-realm=ManagementRealmHTTPS/server-
identity=ssl:write-attribute(name=Kkeystore-password,value=newpassword)
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2. EFEHARSSZNEE :
I reload
EFBARSHEER, BENEEUTHE, REEXKI R TEIMRSH#E !

13:50:54,160 INFO [org.jboss.as] (Controller Boot Thread) WFLYSRV0061: Hitp
management interface listening on https://127.0.0.1:9993/management

13:50:54,162 INFO [org.jboss.as] (Controller Boot Thread) WFLYSRV0052: Admin console
listening on https://127.0.0.1:9993

EREOMAENTIRO 9993, XEINTIRE B,

- o
SRS, CLIFHrFERE, FERImOAE S ERETEER T,
ML —4, LIEH jboss-clixml X, LISIFEIE CLI EfnE.

1.2.9.7. 8% jboss-cli.xml 32

MRFEAEE CLIHUTERERE, B/ E 3 EAP_HOME/bin/jboss-cli.xml 3 {4,

ik
e H ¥ EAP_HOME/bin/jboss-cli.xml &, I TFFrx :

o ¥ <default-protocol> FI{EE#7/ https-remoting.
o £ <default-controller> 1, ¥ <protocol> HI{EE#/ https-remoting.

o 7 <default-controller> &, ¥ <port> FI{EE#TH 9993,

ol : jboss-cli.xml

<jboss-cli xmIns="urn:jboss:cli:2.0">
<default-protocol use-legacy-override="true">https-remoting</default-protocol>
<!I-- The default controller to connect to when 'connect' command is executed w/o
arguments -->
<default-controller>
<protocol>https-remoting</protocol>
<host>localhost</host>
<port>9993</port>
</default-controller>

TREASE CLIEEIEERAN, A0Sz IRS2RIET FH1ETE ManagementRealmHTTPS 22133
HIT BRI :

B EEZRF BB SR ILIE

$ ./jboss-cli.sh -c
Unable to connect due to unrecognised server certificate
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Subject - CN=appserver,OU=Sales,0=Systems Inc,L=Raleigh,ST=NC,C=US
Issuer - CN=appserver, OU=Sales, O=Systems Inc, L=Raleigh, ST=NC, C=US
Valid From - Tue Jun 28 13:38:48 CDT 2016

Valid To - Thu Jun 28 13:38:48 CDT 2018

MD5 : 76:f4:81:8b:7e:c3:be:6d:ee:63:c1:7a:b7:b8:f0:fb

SHA1 : ea:e3:f1:eb:53:90:69:d0:¢9:69:4a:5a:a3:20:8f:76:c1:6:66:b6

Accept certificate? [N]o, [T]lemporarily, [Plermenantly : p
Authenticating against security realm: ManagementRealmHTTPS
Username: httpUser

Password:

[standalone@localhost:9993 /]

BF

INRIE FHE LT security-realm # ssl-context, JBoss EAP & ssl-context $21i
B9 SSL/TLS Boi&.

1.2.10. HER AR O EESH I EEEDXENE SSL/TLS

A SSL/TLS Hpiuit (BFN F 81750 0F ) R SSL/TLS IERRIER ~infliRS5 R, X5 N
[ SSL/TLS BPEEEEED TR, HEhHE A RMRSSHBEILS, IRETHRIE FAUETEHR
%ér, MARFIHERTERMT 2.

AT{EALUTEG) :
HOST1
JBoss AR5 2R EN%&. B0 : jboss.redhat.com,
HOST?2
EAESIRNAT. FI0 0 myclient, HEE, XA—ER2LRHENS.
CA_HOST1

FAF HOST1iEF#I DN (K& %) . flil : cn=jboss,dc=redhat,dc=com,
CA_HOST2

FAF HOST2 ik DN (K4#&#8) . 54l : cn=myclient,dc=redhat,dc=com,
p= Y=
INREEA T B vault REFEHEBRIAGTHMNEEFMEED, TN Y EL0BEH vaulte BX

. BILENEZER, 2 Red Hat JBoss Enterprise Application Platform 7 Z£22/4/#5
A B A9 Password Vault 88493 LA K Password Vault System #8432,

Digk

==
[=]

BRIV B R ZEA SSLv2, SSLv3 #1 TLSVI.O, LAMETERRA =2y (4 & rh AR 2E
FH TLSV1.18 TLSV1.2,

Y=
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B1E RPRSHEREED

. ERBHEM,

$ keytool -genkeypair -alias HOST1_alias -keyalg RSA -keysize 1024 -validity 365 -keystore
HOST1.keystore.jks -dname "CA_HOST1" -keypass secret -storepass secret

$ keytool -genkeypair -alias HOST2_alias -keyalg RSA -keysize 1024 -validity 365 -keystore
HOST2.keystore.jks -dname "CA_HOST2" -keypass secret -storepass secret

2. SHUEF,

$ keytool -exportcert -keystore HOST1.keystore.jks -alias HOST1_alias -keypass secret -
storepass secret -file HOST1.cer

$ keytool -exportcert -keystore HOST2.keystore.jks -alias HOST2_alias -keypass secret -
storepass secret -file HOST2.cer

3. FEBSARIMIEEEFMEP.

$ keytool -importcert -keystore HOST1 .truststore.jks -storepass secret -alias HOST2_alias -
trustcacerts -file HOST2.cer

$ keytool -importcert -keystore HOST2.truststore.jks -storepass secret -alias HOST1_alias -
trustcacerts -file HOST1.cer

4. TESUEH,
RS 2% (host.xml % standalone.xml) HIBCE A E X CertificateRealm, FFEORHEZR
%583, XA LLUBE LTRSS TR !

/core-service=management/security-realm=CertificateRealm:add()

/core-service=management/security-realm=CertificateRealm/server-
identity=ssl:add(keystore-path=/path/to/HOST1.keystore.jks, keystore-
password=secret,alias=HOST1_alias)

/core-service=management/security-

realm=CertificateRealm/authentication=truststore:add(keystore-
path=/path/to/HOST1 .truststore.jks,keystore-password=secret)

5. f¥ http-interface #J security-realm BN ETH CertificateRealm,

/core-service=management/management-interface=http-interface:write-
attribute(name=security-realm,value=CertificateRealm)

6. N CLI#IN SSL/TLS BLi&.

BF

BR T ANANIRE SSL/TLS 4, A/ EREORE N EER HTTPS, HiE1ESH
EVENER IR OB SHIIER HE SSL/TLS Rl BB EEON NS IEE
O (nM%EOE) 2B HTTPS,

i CLI AN SSL/TLS E2i&, %ECE A EAP_HOME/bin/jboss-cli.xml /F 1% & X 4
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ZRBHAFENEEFEBEBE A A EFE, 15%E EAP_HOME/bin/jboss-cli.xml {5
L ERE L ERI SSL/TLS EeE :

A~ : jboss-cli.xml FHEFEHEMEH Truststore Passwords (BASIER)

<ssl>
<alias>HOST2_alias</alias>
<key-store>/path/to/HOST2.keystore.jks</key-store>
<key-store-password>secret</key-store-password>
<trust-store>/path/to/HOST2.truststore.jks</trust-store>
<trust-store-password>secret</trust-store-password>
<modify-trust-store>true</modify-trust-store>

</ssl>

ZHEAEMEENERNBAEENGEEFEENY, BFEEN vault BEFE S/ vault [ERME
EAP_HOME/bin/jboss-cli.xml & :

APl : jboss-cli.xmltoring Keystore # Truststore Passwords (BASCIE)

<ssl>
<vault>
<vault-option name="KEYSTORE_URL" value="path-to/vault/vault.keystore"/>
<vault-option name="KEYSTORE_PASSWORD" value="MASK-5WNXs80Ebrs"/>
<vault-option name="KEYSTORE_ALIAS" value="vault"/>
<vault-option name="SALT" value="12345678"/>
<vault-option name="ITERATION_COUNT" value="50"/>
<vault-option name="ENC_FILE_DIR" value="EAP_HOME/vault/"/>
</Nault>
<alias>HOST2_alias</alias>
<key-store>/path/to/HOST2.keystore.jks</key-store>
<key-store-password>VAULT::VB::cli_pass::1</key-store-password>
<key-password>VAULT::VB::cli_pass::1</key-password>
<trust-store>/path/to/HOST2.truststore.jks</trust-store>
<trust-store-password>VAULT::VB::cli_pass::1</trust-store-password>
<modify-trust-store>true</modify-trust-store>
</ssl>

BF

INRIE FHE LT security-realm # ssl-context, JBoss EAP f#{# fH ssl-context $21i
B9 SSL/TLS Boi&E.

1.2.11. HTTPS Listener &%

MNERTETF HTTPS iIF 2B MERTE IR, 155 W JBoss EAP A&7 H) Undertow FRGEMHE

N,

1.2.11.1. %XF Cipher Suites

BRI UREAFIMBEMIIR, MF JSSEiEE, BUMAESHFHIIR, X F OpenSSLiEE, E
WU E S ORISR, BEREA—MEE. BN JIVM BiL,
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B1E RPRSHEREED

- o
FEABBHE—TEARENG, BXRMBEMBINIST B, ESH NIST 55,

BXFH OpenSSL #iG55R, 1HEE OpenSSL X#4, 1HIR, FTXHUTHREA :
® @SECLEVEL
e SUITEBI28
e SUITEBI280ONLY
e SUITEBI92
A% Tl JSSE BEAIZR, ES M Java ST,

ZRHFEANENEGNIIR, 15T undertow FRITHEA HTTPS il 2889 enabled-cipher-suites &
'I‘EQ

Ml : BH Enabled Cipher Suites FIRKEE CLI 45

/subsystem=undertow/server=default-server/https-listener=https:write-attribute(name=enabled-
cipher-
suites,value="TLS_RSA_WITH_AES_ 128 CBC_SHA,TLS_RSA WITH_AES 256 _CBC_SHA")

‘%“’g xE
f XA TEIRFIH AN TR ET, ERGTAITERERES.

1.2.12. {5 F OpenSSL # N /A X TLS 1.3 il #F

1R A] L@ T £ ssl-context EZ& FEZE cipher-suite-names B4, @13 TLS BREXT TLS 1.3 hilggx
B, EFEUTAERZ—S JBoss EAP BEi& /{8 OpenSSL TLS #ENE -

® I Elytron FRAEE M EA OpenSSL TLS LM,

o [Zi& server-ssl-context {41 provider E1E, =¥ client-ssl-context 24 EZ & ) {F
OpenSSL TLS # .,

BF

5 TLS1.2 #8tk, 7E{EF JDK 113217 TLS 1.3 IR el aE A5 R KR M BE, Y& P inAAR
53 AHARE TLS 1.3 1E R SHILXFER, RAFRBNEHHH JDK iRATLURS
g, EAEHIEDRE AR, EH TLS 1.3 MREAILE 2 B I e TR A,

SR
o HNATRRR/EE®M SSL/TLS s M SSL/TLS,

i =
1 EFEUT—#A%2 —I% JBoss EAP 7.4 SEBIECE H {8 OpenSSL TLS AENE -
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a. J¥ elytron FRSEE HEA OpenSSL TLS #t M, EMELX—m=, MERIKIAL final-
providers Bdi&, BREMA2BIEMBIELEGEFM OpenSSL TLS #E1N .,

I /subsystem=elytron:undefine-attribute(name=final-providers)
reload

BTR, EFELRIMBENERTDEM OpenSSL TLS #E1F.
I /subsystem=elytron:write-attribute(name=initial-providers, value=combined-providers)

b. BZiE server-ssl-context =k client-ssl-context 9 providers &% L {F OpenSSL TLS
N o

J14H serverSSC BIIIA server-ssl-context iXi& providers B HHIRA,

/subsystem=elytron/server-ssl-context=serverSSC:write-
attribute(name=providers,value=openssl)
reload

2. B : RIS ssl-context BB J{EF TLS 1.3 LA I, EiA%ITE ssl-context FERE
protocol BHEMEH I E TLS1.3 X :

I /subsystem=elytron/server-ssl-context=serverSSC:write-attribute(name=protocols,value=
[TLSv1.3])

3. @it 1E ssl-context & & FECE password -suite-names B4, /5T OpenSSL AN ER TLS
13 MR, LU
TLS_AES_ 256 _GCM_SHA384:TLS CHACHA20 POLY1305 SHA256:TLS_AES 128 GCM_
SHA256 % {& Jy password -suite-names B M HI(H :

/subsystem=elytron/server-ssl-context=serverSSC:write-attribute(name=cipher-suite-
names,value=TLS_AES 256 _GCM_SHA384:TLS_CHACHA20_POLY1305_SHA256:TLS_AE
S_128_GCM_SHA256)

4, EHH A JBoss EAP 5L :

I reload

5. &7 MRS BT LAER TLS 1.3 BhilFN TLS 1.3 BB EMTh SRS 2R & SSL in& %, FA
curl ETEREREMMH L :

I curl -v https://<ip_address>:<ssl_port>
57K TLS_AES_256_GCM_SHA384 i TLS 1.3 iR Y SSL R H =6,

SSL connection using TLSv1.3/ TLS_AES_256_GCM_SHA384

* ALPN, server accepted to use h2

* Server certificate:

* subject: C=Unknown; ST=Unknown; L=Unknown; O=Unknown; OU=Unknown;
CN=localhost

* start date: Oct 6 14:58:16 2020 GMT

* expire date: Nov 5 15:58:16 2020 GMT
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* issuer: C=Unknown; ST=Unknown; L=Unknown; O=Unknown; OU=Unknown;
CN=localhost

* SSL certificate verify result: self signed certificate (18), continuing anyway.
Hith BHIR

o BXNNARFEEHEHME SSL/TLS MM SSL/TLS MER, 1EZ W (£ Elytron subsystem
RS A #E SSL/TLS,

e 75X client-ssl-context H1¥15152% £/ client-ssl-context,

e 5 server-ssl-context Bi¥(&E1E5% (#F server-ssl-context,

1.2.13. FIPS 140-2 Compliant Cryptography
Al LU FE—AATE Red Hat Enterprise Linux EEZE FIPS 140-2 &N,
o (HMHHE NSS #IEZER SunPKCST )

e {HF% =7 BouncyCastle 1
1.2.13.1. 7£ Red Hat Enterprise Linux 7 R Z 8 krA# 7 SSL/TLS J5 A FIPS 140-2
Cryptography
IR BT LU Undertow BB M4¥ FIPS 140-2 RAMZE A F SSL/TLS, WEERFIBSER{{FRF Red Hat
Enterprise Linux 7 R Z EHIRRA, 1E FIPS XA Mozilla NSS JE,
HE
R4 M) Red Hat Enterprise Linux il BAEE NS FIPS140-2, MEFEEZER, S

FEIFRE ) How can make RHEL 6 2% RHEL 7 FIPS 140-2 BYfBR AR (FELIIEZR ] Wik
f),

H
[=]

>

FELLFIPS =217 A TLS 1.2 Pl FT8E & 53 NoSuchAlgorithmException.
BXRUINFNEZFEMAER, ESHIEN NoSuchAlgorithmException: no such
algorithm: SunTlIs12MasterSecret, AL FLLIER 1 Mk,

At, FETEFIPS EXPEE HTTP/2, BN HTTP/2 ZE TLS1.2 i, FIPS#&
R (PKCSIXHF TLS1HI TLS 111, LAEEATLUER -

® Oracle/OpendDK : TLS 1.1

® [BMjava: TLS1

% Undertow EZE& Jy Xt SSL/TLS f#F FIPS 140-2 #AME, ESMHITIL TR

o fZiE NSS #iEE,
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e JySSL/TLSBCE FIPS 140-2 3 BMBEHEE CLI,

¢ fF undertow FREECE N{ER Elytron 3 (B D EEH 05115,

OpenSSL N FAERE— MRV, BFEM PKCSI ZHEF R, FIPS RAYEM FIPS

RAMMBBERSHRNBHNEH, Hik, F elytron FREFMIBNZR LM, EFIPSE
R TR OpenSSL #EAT TLS.

A& NSS B
. QRBEHNASANER, ERNSS B,

B8 NSS BUE % B <86 5wl

$ mkdir -p /usr/share/jboss-as/nssdb
$ chown jboss /usr/share/jboss-as/nssdb
$ modutil -create -dbdir /usr/share/jboss-as/nssdb

o DBM X##E=, RHEL 7 REBERRANBRINBIFEZEERR IR, NSS T
FIAER SQL,

e jboss AP RE— A, EREERS LHERA - B#fERIZ1T JBoss
EAP,

2. B NSS BLEXX {4 : /usr/share/jboss-as/nss_pkcesll_fips.cfg.
CIIERE

o —NER
e NSS FEFEME &
o —4 IR NSS BIRFEMNE T

2Bl : nss_pkesll_fips.cfg

name = nss-fips

nssLibraryDirectory=/usr/lib64
nssSecmodDirectory=/usr/share/jboss-as/nssdb
nssDbMode = readOnly

nssModule = fips

p= =1
INRIERBIZTT 64 (IMRAH Red Hat Enterprise Linux 6, #BZ%
nss1028Directory 1% /ust/lib, A2 /usr/lib64,

3. Y Java REMEBE XM, WEEEXHRIMED JVM, HAFERAUTE—ARHITE L.
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e JDK EI:'?Eﬁi\T?(XU\m%K#java security, MIREXBHEERMREEEINHF, NEMALLX
. BREXHNAE, FEE JDK SN EBISHE,

o ENBHEN Java REBEXH, FHEHM-
Djava security.properties=/path/to/java.security.properties 5|fH, LUXFARE|A
i, ERBEMNREXHHINKE, EREFALLKENE —ENLZITHNEZA JVM
i, Jttﬁjlﬁ{ﬁﬁ A,
EEM Java REELEXHFHRRMTIT

: java.security

security.provider.1=sun.security.pkcs11.SunPKCS11 /usr/share/jboss-
as/nss_pkcesll_fips.cfg

Eﬂﬁ

% i
4T IEEH nss_pkesll_fips.cfg F2 B X142 £ — % BT,

BAFEMUT A ERHRE G HRILLTHEE

ES

security.provider.5=com.sun.net.ssl.internal.ssl.Provider

security.provider.5=com.sun.net.ssl.internal.ssl.Provider SunPKCS11-nss-fips

BF

ST R B E b security.provider.X 17 (%0 security.provider.2) #Ri
IRINE X BI(E, LARBRIL provider BB L5,

4. EEE E—S ORI NSS #HE% B & £i24T modutil 485 LUS A FIPS &3,
I modutil -fips true -dbdir /usr/share/jboss-as/nssdb

LERHEATRE R B — DR EEFEIR, BRENELE NSS HEXNREIFEMEE
%o

5. 7£ FIPS $hhi; %mfﬁ
SR TR AT NSS FIPS 140-2 Certificate DB,

I modutil -changepw "NSS FIPS 140-2 Certificate DB" -dbdir /ust/share/jboss-as/nssdb

BF

FAF FIPS ThEMNEBLIZ FIPS RBE, MRBERWE, MAIERBIE
% 1 ERROR: Unable to change password on token "NSS FIPS 140-2 Certificate
DB",
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6. A NSS TEA&ZIEH,

~BleeH

$ certutil -S -k rsa -n undertow -t "u,u,u" -x -s "CN=localhost, OU=MYOU, O=MYORG,
L=MYCITY, ST=MYSTATE, C=MY" -d /usr/share/jboss-as/nssdb

ETLLTES, 1iFE JVM 2F aTLAM PKCST BREHEAELENFAH -

$ keytool -list -storetype pkcs11

BF

B FIPS I3, EEIRERTE/E5N JBoss EAP & EILL TR ¢

10:16:13,993 ERROR [org.jboss.msc.service.fail] (MSC service thread 1-1)
MSCO000001: Failed to start service
jboss.server.controller.management.security_realm.ApplicationRealm.key-manager:
org.jposs.msc.service.StartException in service
jboss.server.controller.management.security_realm.ApplicationRealm.key-manager:
WFLYDMO0O018: Unable to start service

at
org.jboss.as.domain.management.security.AbstractKeyManagerService.start(AbstractKe
yManagerService.java:85)

at
org.jposs.msc.service.ServiceControllerimpl$StartTask.startService(ServiceControllerimg
l.java:1963)

at
org.jboss.msc.service.ServiceControllerimpl$StartTask.run(ServiceControllerimpl.java: 18
96)

at

java.util.concurrent. ThreadPoolExecutor.runWorker(ThreadPoolExecutor.java:1142)

at

java.util.concurrent.ThreadPoolExecutor$Worker.run(ThreadPoolExecutor.java:617)

at java.lang.Thread.run(Thread.java:745)

Caused by: java.security.KeyStoreException: FIPS mode: KeyStore must be from
provider SunPKCS11-nss-fips

at
sun.security.ssl.KeyManagerFactorylmpl$SunX509.enginelnit(KeyManagerFactorylmpl. |
ava:67)

at javax.net.ssl.KeyManagerFactory.init(KeyManagerFactory.java:256)

at
org.jboss.as.domain.management.security.AbstractKeyManagerService.createKeyMana
gers(AbstractKeyManagerService.java:130)

at
org.jboss.as.domain.management.security.AbstractKeyManagerService.start(AbstractKe
yManagerService.java:83)

... 5 more

MREEERE T EMNAENRHEESS, NEROBEGMNEIEFMNERINBRHERES R
£/ FIPS140-2 1n%) , NP ERIEHER.

74 FIPS 140-2 Compliant Cryptography BEdEEH CLI
RS JBoss EAP B CLI BEZE NIE/Z B 7 SSL/TLS B FIPS 140-2 3B MBEREHESR T/E, BIAE
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AT, MREZAELRIMERERERE CLI, NaBUTRE :
org.jboss.as.cli.CliProcessException: java.security.KeyManagementException: FIPS 3 : R&E
i/ SunJSSE TrustManagers.

o MREEAELM security TR :
BT jboss-cli.sh X HH javax.net.ssl.keyStore #] javax.net.ssl.trustStore ZR%iE M, 0T
i

JAVA_OPTS="$JAVA_ OPTS -Djavax.net.ssl.trustStore=NONE -

Djavax.net.ssl.trustStore Type=PKCS11"

JAVA_OPTS="$JAVA_OPTS -Djavax.net.ssl.keyStore=NONE -
Djavax.net.ssl.keyStoreType=PKCS11 -Djavax.net.ssl.keyStorePassword=P@ssword123"

o MMRIEEA elytron FXRE5: :
1. ERAUTRENEE CLI A8 XML BE S :

Pl - cli-wildfly-config.xml

<configuration>
<authentication-client xmlns="urn:elytron:client:1.2">
<key-stores>
<key-store name="truststore" type="PKCS11">
<key-store-clear-password password="P@ssword123"/>
</key-store>
</key-stores>
<ssl-contexts>
<ssl-context name="client-cli-context">
<trust-store key-store-name="truststore"/>
<cipher-suite selector="${cipher.suite.filter}"/>
<protocol names="TLSv1.1"/>
</ssl-context>
</ssl-contexts>
<ssl-context-rules>
<rule use-ssl-context="client-cli-context"/>
</ssl-context-rules>
</authentication-client>
</configuration>

. WP IBMJIDK, 555 IBM B2 CLIRERA U T RAFSNEHEE.
2. [BENEEE CLIHKS, {E/ -Dwildfly.config.url B[R B (L B4 EIE CLIBIA, a0 :
I $ jboss-cli.sh -Dwildfly.config.url=cli-wildfly-config.xml

Bdi& Elytron #l Undertow F3R4E

1. AI0FIPS140-2 % BIMEH5H 6. key-manager 7 ssl-context,

/subsystem=elytron/key-store=fipsKS:add(type=PKCS11,provider-name="SunPKCS11-nss-
fips",credential-reference={clear-text="P@ssword123"})

41



Red Hat JBoss Enterprise Application Platform 7.4 {AitBIRS BREk 24

/subsystem=elytron/key-manager=fipsKM:add(key-
store=fipsKS,algorithm="SunX509",provider-name=SunPKCS11-nss-fips,credential-
reference={clear-text="P@ssword123"})

/subsystem=elytron/server-ssl-context=fipsSSC:add(key-manager=fipsKM,protocols=
["TLSv1.1"))

2. E#H undertow FX%%:, LUEE#HH ssl-context,

pa -3
https-listener EFEIRABLE T security-realm =X ssl-context, 1EHMECE Z [A]
B, S AE N — AR RINT, TR

batch

/subsystem=undertow/server=default-server/https-listener=https:undefine-
attribute(name=security-realm)
/subsystem=undertow/server=default-server/https-listener=https:write-attribute(name=ssi-
context,value=fipsSSC)

run-batch

reload

£ elytron F3&%i#, OpenJDK #1 Oracle JDK (#£ FIPS B A1) SRFMEMETREBE L
KeyManager =% TrustManager SIS ThaEE A, U TEERMT EERS S LT -

® server-ssl-context.security-domain
e trust-manager.certificate-revocation-list

FERESIOER A K IR E Undertow
F4, AR LUERESENZOEESHREIEMARE elytron FREI5EHKFT SSL/TLS B FIPS 140-2 3
BMBTEE :

1. BZi& Undertow LAfEFE SSL/TLS,

LT e S NIRRT IZ1T, HEER ss/ BRF5HZF D EEHMERSS
Zro FHIFRER T HLERR,

batch
/core-service=management/security-realm=HTTPSRealm:add

/core-service=management/security-realm=HTTPSRealm/server-identity=ssl:add(keystore-
provider=PKCS11, keystore-password="strongP@ssword1")

/subsystem=undertow/server=default-server/https-listener=https:add(socket-binding=https,
security-realm=HTTPSRealm, enabled-protocols="TLSv1.1")

run-batch
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HNFRE SSL/TLSER AN T 3% Undertow EZE& H SSL/TLS BIEARE B,

2. BZ& Undertow ERAMMBEEH,
BB T SSL/TLS |a, EBHFEN https IIFREFMNREEBEE N EE TR ENELEY :

ArRlmEEYS

SSL_RSA_WITH_3DES_EDE_CBC_SHA, SSL_DHE_RSA_WITH_3DES_EDE_CBC_SHA,
TLS_RSA_WITH_AES_128 CBC_SHA, TLS_DHE_DSS_WITH_AES_128_CBC_SHA,
TLS_DHE_RSA _WITH_AES_128 CBC_SHA, TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_DHE_DSS_WITH_AES_256_CBC_SHA,
TLS_DHE_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDH_ECDSA_WITH_3DES_EDE_CBC_SHA,
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_3DES_EDE_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDH_RSA_WITH_3DES_EDE_CBC_SHA,
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA,
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDH_anon_WITH_3DES_EDE_CBC_SHA,
TLS_ECDH_anon_WITH_AES_128_CBC_SHA,
TLS_ECDH_anon_WITH_AES_256_CBC_SHA

XFH https MRS AMBEGNEMMIA, HESHXTINEESH. 7 https WIS EERE
EEH

1£ Https Listener £j5 M Cipher Suites Bfp 5~

/subsystem=undertow/server=default-server/https-listener=https:write-
attribute(name=enabled-cipher-
suites,value="SSL_RSA_WITH_3DES_EDE_CBC_SHA,SSL_DHE_RSA_WITH_3DES_EDE_
CBC_SHA,TLS_RSA_WITH_AES_128_CBC_SHA,TLS_DHE_DSS_WITH_AES_128_CBC_S
HA,TLS_DHE_RSA_WITH_AES_128_CBC_SHA,TLS_RSA_WITH_AES_256_CBC_SHA,TLS

_DHE_DSS_WITH_AES_256_CBC_SHA,TLS_DHE_RSA_WITH_AES_256_CBC_SHA,TLS_
ECDH_ECDSA_WITH_3DES_EDE_CBC_SHA,TLS_ECDH_ECDSA_WITH_AES_128_CBC_
SHA,TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA,TLS_ECDHE_ECDSA_WITH_3DES_
EDE_CBC_SHA,TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,TLS_ECDHE_ECDSA_
WITH_AES_256_CBC_SHA,TLS_ECDH_RSA_WITH_3DES_EDE_CBC_SHA,TLS_ECDH_R
SA_WITH_AES_128_CBC_SHA,TLS_ECDH_RSA_WITH_AES_256_CBC_SHA,TLS_ECDHE

_RSA_WITH_3DES_EDE_CBC_SHA,TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,TLS_
ECDHE_RSA_WITH_AES_256_CBC_SHA,TLS_ECDH_anon_WITH_3DES_EDE_CBC_SHA
,TLS_ECDH_anon_WITH_AES_128_CBC_SHA,TLS_ECDH_anon_WITH_AES_256_CBC_S
HA")

3. ARG ERBEES.

1£ Security Realm L5 Cipher Suites Bfp 4=l

/core-service=management/security-realm=HTTPSRealm/server-identity=ssl:write-
attribute(name=enabled-cipher-suites, value=[SSL_RSA_WITH_3DES_EDE_CBC_SHA,
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SSL_DHE_RSA_WITH_3DES_EDE_CBC_SHA, TLS_RSA_WITH_AES_128_CBC_SHA,
TLS_DHE_DSS_WITH_AES_128_CBC_SHA,

TLS_DHE_RSA _WITH_AES_128 CBC_SHA, TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_DHE_DSS_WITH_AES_256_CBC_SHA,
TLS_DHE_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDH_ECDSA_WITH_3DES_EDE_CBC_SHA,
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_3DES_EDE_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDH_RSA_WITH_3DES_EDE_CBC_SHA,
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA,
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDH_anon_WITH_3DES_EDE_CBC_SHA,
TLS_ECDH_anon_WITH_AES_128_CBC_SHA,
TLS_ECDH_anon_WITH_AES_256_CBC_SHA])

1.2.13.2. ff Bouncy Castle J3 F FIPS 140-2 Cryptography for SSL/TLS

IR BT LU Undertow BB M4¥ FIPS 140-2 RAMZE A F SSL/TLS, WEERFIBSER{{RF Red Hat
Enterprise Linux 7 REFHIARA, ZLIEARIRHL Bouncy Castle JARs, B @WA/iEREM Bouncy Castle 3k
B,

SeREH
o H{RIZAIINIE EEE N {EH BouncyCastle 127,

o fRrZ535 LJIAFTE Bouncy Castle BEF M. MARFFE, EalLUERUTHSOIE,

$ keytool -genkeypair -alias ALIAS -keyalg RSA -keysize 2048 -keypass PASSWORD -
keystore KEYSTORE -storetype BCFKS -storepass STORE_PASSWORD

[ Elytron 2} FIPS 140-2 Cryptography Ed @& CLI
IRATRF JBoss EAP &1 CLI BB & NIE/G T SSL/TLS B FIPS 140-2 RAMERIAHE A TIE,

1. FARAUTRENEIE CLI A|E XML Bi& St :

Pl - cli-wildfly-config.xml

<configuration>
<authentication-client xmlns="urn:elytron:client:1.2">
<key-stores>
<key-store name="truststore" type="BCFKS">
<file name="${truststore.location}" />
<key-store-clear-password password="${password}" />
</key-store>
<key-store name="keystore" type="BCFKS">
<file name="${keystore.location}" />
<key-store-clear-password password="${password}" />
</key-store>
</key-stores>
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<ssl-contexts>
<ssl-context name="client-cli-context">
<key-store-ssl-certificate algorithm="PKIX" key-store-name="keystore">
<key-store-clear-password password="${password"} />
</key-store-ssl-certificate>
<trust-store key-store-name="truststore"/>
<trust-manager algorithm="PKIX">
</trust-manager>
<cipher-suite
selector="TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA,TLS DHE_DSS_WITH_AES 128
CBC_SHA,TLS_DHE_DSS WITH_AES 128 CBC_SHA256,TLS_DHE_DSS WITH_AES 25
6_CBC_SHA,TLS DHE_DSS WITH_AES 256 _CBC_SHA256,TLS ECDHE_ECDSA WITH_
3DES_EDE_CBC_SHA,TLS_ECDHE_ECDSA_WITH_AES_ 128 CBC_SHA,TLS_ECDHE_EC
DSA_WITH_AES_ 128 CBC_SHA256,TLS ECDHE_ECDSA WITH_AES 256 CBC_SHA,TL
S_ECDHE_ECDSA WITH_AES 256 _CBC_SHA384,TLS_ECDHE_RSA_WITH_3DES_EDE_
CBC_SHA,TLS_ECDHE_RSA_WITH_AES_ 128 CBC_SHA,TLS_ECDHE_RSA_WITH_AES_
128_CBC_SHA256,TLS ECDHE_RSA WITH_AES_256_CBC_SHA,TLS RSA WITH_3DES
_EDE_CBC_SHA,TLS_RSA WITH_AES 128 CBC_SHA,TLS RSA WITH_AES 128 CBC_
SHA256,TLS_RSA WITH_AES 256 _CBC_SHA,TLS_RSA WITH_AES 256 _CBC_SHA256,
TLS _RSA WITH_AES 256_CCM,TLS_RSA_WITH_AES_128_CCM"/>
<protocol names="TLSv1.2"/>
</ssl-context>
</ssl-contexts>
<ssl-context-rules>
<rule use-ssl-context="client-cli-context"/>
</ssl-context-rules>
</authentication-client>
</configuration>

2. JBEhEH CLIK, {EF -Dwildfly.config.url B EE S LA SR CLIBIA, i

I $ jboss-cli.sh -Dwildfly.config.url=cli-wildfly-config.xml

Bdi& Elytron #l Undertow F%4:

1. FH0 FIPS140-2 XA MBBHE] 765, key-manager 7 ssl-context, 7£E X BEAF MRS, KR
Wi BCFKS,

/subsystem=elytron/key-store=fipsKS:add(path=KEYSTORE,relative-
to=jboss.server.config.dir,credential-reference={clear-
text=STORE_PASSWORD},type="BCFKS")

/subsystem=elytron/key-manager=fipsKM:add(key-store=fipsKS,algorithm="PKIX",credential-
reference={clear-text=PASSWORD})

/subsystem=elytron/server-ssl-context=fipsSSC:add(key-manager=fipsKM,protocols=
["TLSv1.2"],cipher-suite-filter="TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA,
TLS DHE_DSS WITH_AES 128 CBC_SHA,

TLS _DHE_DSS_WITH_AES 128 CBC_SHA256,

TLS DHE_DSS _WITH_AES 256 _CBC_SHA,

TLS _DHE_DSS_WITH_AES_ 256 _CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_3DES_EDE_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES 128 CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES 128 CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES 256 _CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES 256_CBC_SHA384,
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TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA,

TLS_ECDHE_RSA WITH_AES 128 CBC_SHA,

TLS_ECDHE_RSA WITH_AES 128 CBC_SHA256,
TLS_ECDHE_RSA WITH_AES 256 _CBC_SHA, TLS _RSA_WITH_3DES_EDE_CBC_SHA,
TLS_RSA WITH_AES 128 CBC_SHA, TLS_RSA WITH_AES_128 CBC_SHA256,
TLS_RSA WITH_AES 256 _CBC_SHA,

TLS_RSA_WITH_AES 256 _CBC_SHA256,TLS_RSA_WITH_AES_256 CCM,TLS_RSA WIT
H_AES_128 _CCM")

2. E#H undertow FX%%:, LUERE#HH ssl-context,

pa -3
https-listener EEIAABLE T security-realm =X ssl-context, EHMECE Z [A]
B, @ AE N — AR RINT, TR

batch

/subsystem=undertow/server=default-server/https-listener=https:undefine-
attribute(name=security-realm)
/subsystem=undertow/server=default-server/https-listener=https:write-attribute(name=ssi-
context,value=fipsSSC)

run-batch

reload

1.2.14. 1BM JDK _EH FIPS 140-2 Compliant Cryptography

1£ IBM UDK Lk, IBM Java Cryptographic Extension(JCE)IBMJCEFIPS #t/7#] IBM Java Secure
Sockets Extension(JSSE) FIPS 140-2 Cryptographic & (IBMJSSE2)1Z# FIPS 140-2 3R = IN%,

B % IBMJCEFIPS M E %S R, 1557 IBM Documentation for IBM JCEFIPS #1 NIST
IBMJCEFIPS - Security Policy, BX IBMJSSE2 ME%{E R, ESH 1 FIPS B #2517 IBMJSSEZ,

1.2.14.1. BHEE

IBM JCE MMRMBAEME. BHEFEMEAEITENL, TaEFEYEAR. MREBEHELIINEBTENLE
%,

1L FIPS HAER TIZ1T keytool, EEN S H{EMA -providerClass %L1, TR :

keytool -list -storetype JCEKS -keystore mystore.jck -storepass mystorepass -providerClass
com.ibm.crypto.fips.provider.IBMJCEFIPS
1.2.14.2. €8 CLI K&

EIE IBMJUDK L5 FIPS 140-2 #FAMBEREEE CLI, BWIER%TI BT IBM JIDKEE CLI BZEX
%, IFFE :

Pl - cli-wildfly-config-ibm.xml

<configuration>
<authentication-client xmins="urn:elytron:client:1.2">
<key-stores>
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<key-store name="truststore" type="JKS">
<file name="/path/to/truststore"/>
<key-store-clear-password password="P@ssword123"/>
</key-store>
</key-stores>
<ssl-contexts>
<ssl-context name="client-cli-context">
<trust-store key-store-name="truststore"/>
<cipher-suite selector="${cipher.suite.filter}"/>
<protocol names="TLSv1"/>
</ssl-context>
</ssl-contexts>
<ssl-context-rules>
<rule use-ssl-context="client-cli-context"/>
</ssl-context-rules>
</authentication-client>
</configuration>

1.2.14.3. 17 FIPS Rt EE R

EREIRS 2REAK IBMJCEFIPS HIfE R, 1Hi@iT ¥ -Djavax.net.debug=true /1% standalone.conf
=% domain.conf X435 ARG BE. BHX FIPS N FEHE R0k E server.log X4, 40 :

04:22:45,685 INFO [stdout] (http-/127.0.0.1:8443-1) JsseJCE: Using MessageDigest SHA from
provider IBMJCEFIPS version 1.7

04:22:45,689 INFO [stdout] (http-/127.0.0.1:8443-1) DHCrypt: DH KeyPairGenerator from provider
from init IBMJCEFIPS version 1.7

04:22:45,754 INFO [stdout] (http-/127.0.0.1:8443-1) JsseJCE: Using KeyFactory DiffieHellman from
provider IBMJCEFIPS version 1.7

04:22:45,754 INFO [stdout] (http-/127.0.0.1:8443-1) JsseJCE: Using KeyAgreement DiffieHellman
from provider IBMJCEFIPS version 1.7

04:22:45,754 INFO [stdout] (http-/127.0.0.1:8443-1) DHCrypt: DH KeyAgreement from provider
IBMJCEFIPS version 1.7

04:22:45,754 INFO [stdout] (http-/127.0.0.1:8443-1) DHCrypt: DH KeyAgreement from provider
from initiIBMJCEFIPS version 1.7

1.2.15. & JVM T£ FIPS X iz T H 512 &l (Managed Domain)
B EAENREISA TS, LUEA SSL/TLS #HTB1E.

FoRFMH
FEFIR B, EREERS TR TRRRME.

o MEXRET —IMREH,
BAXREEZEHNITIE, 1H5%E JBoss EAP B HH HEIRER .

o MERET FIPS,

BXBE FIPS M1, 1§35 7 Red Hat Enterprise Linux 7 R Z eIk A -/ SSL/TLS |5 H
FIPS 140-2 Cryptography,

o MEOIETMAREMNILS, FREHEHSFIILHES AR M ERSRNEEFED,
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Digk

==
[=]

ISR BATAZE A SSLv2, SSLv3 #1 TLSVI.0, MARHEFES
TLSVI1,

RPN 4 EHEN

. TEEBEERIES L, QIEB—SSL/TLS ©28, 1ZEEE H{FE A NSS BUEZE/E - PKCS #t5
i,
B RS MR e eSS

<security-realm name="HTTPSRealm">
<server-identities>
<ssl>

<engine enabled-protocols="TLSv1.1"/>

<keystore provider="PKCS11" keystore-password="strongP@ssword1"/>
</ssl>

</server-identities>
<authentication>

<local default-user="\$local"/>

<properties path="https-users.properties" relative-to="jboss.domain.config.dir"/>
</authentication>
</security-realm>

EENENZRZH, GIB—MER SSL/TLS EEEMH AT EMRIIENR £,
R~ - BANENEEHIZ LR 2 Realm

<security-realm name="HTTPSRealm">
<authentication>

<truststore provider="PKCS11" keystore-password="strongP@ssword1"/>
</authentication>
</security-realm>

EBNENLES TR,

FRENIF AL, R master BIEHIZE ER HTTP 0.,
6l HTTP 0

<management-interfaces>

<http-interface security-realm="HTTPSRealm">
<http-upgrade enabled="true"/>

<socket interface="management" port="${jboss.management.http.port:9990}"/>
</http-interface>
</management-interfaces>

4. FERENEVILHEISS LM SSL/TLS EHE R E Ei%HI25.
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BT ST EIERRNR L, ERSERERTH, BREVIEHSRNEEXH, W0
host.xml = host-slave.xml,

B ENBRIFRSECE XM

<domain-controller>
<remote security-realm="HTTPSRealm">
<discovery-options>
<static-discovery name="primary" protocol="${jboss.domain.master.protocol:remote}"
host="${jboss.domain.master.address}" port="${jboss.domain.master.port:9990}"/>
</discovery-options>
</remote>
</domain-controller>

5. BB MRS SR INMEEREHE E L2,
=~ : RSSFRECE

<server name="my-server" group="my-server-group">

<ssl ssl-protocol="TLS" trust-manager-algorithm="PKIX" truststore-type="PKCS11"
truststore-password="strongP@ssword1"/>
</server>

6. EZEPBEENA SSL/TLS,
ZFAMMA SSL/TLS, & master 1Hi%HI2RHI SSL/TLS ZEFHRIMEERFHE I MEIEAE, 15
HATUTEE CLI 6% -
/host=master/core-service=management/security-
realm=HTTPSRealm/authentication=truststore:add(keystore-provider="PKCS11" keystore-
password="strongP@ssword1")

reload --host=master

TR EERBDCENERENRZLEEESE SSLIRS B HD, HHITUTEE CLI &%
/host=host1/core-service=management/security-realm=HTTPSRealm/server-
identity=ssl:add(keystore-provider=PKCS11, keystore-

password="strongP@ssword1",enabled-protocols=["TLSv1.1"])

reload --host=host1

H o
BAREBRFGENENILS S AZISEFISRNEEFEP.

1.2.16. ERALLIE . R ERRITEEEHE
Rt "I LAE A Red Hat Single Sign-On SRR E A elytron FR4iH) JBoss EAP EIREHI&
p= =1

BIZTHRNMRS RN, IeEF A, BEZITZEENAZRHILINEE., TXiHEA
Red Hat Single Sign-On {RIF&EE CLI,
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FERAUTH L E Red Hat Single Sign-On AR JBoss EAP EBIEHIEUER - B17.
1. BB EFTF JBoss EAP EI2H Red Hat Single Sign-On fR%5 25
2. £ JBoss EAP %% Red Hat Single Sign-On & im& A28 o
3. BCi& JBoss EAP L&A Red Hat Single Sign-On ,

4 JBoss EAP EHE L& Red Hat Single Sign-On k5533

1. FEFHRE Red Hat Single Sign-On fR%538. BXEAXUiIMA, 1ES 4 Red Hat Single Sign-On A
/' T#5 .

2. J33/ Red Hat Single Sign-On AR5 25
XS RIS FE AR O m 100 /5 51AR 55 28

I $ RHSSO_HOMEI/bin/standalone.sh -Djboss.socket.binding.port-offset=100

3. BRALTF http://localhost:8180/auth/ B Red Hat Single Sign-On &EI2HIA.
MRXBEE—RILIE R REREREHE, RANRIEOUBRBEER,

4. BIB—/1%E N wildfly-infra BYETE,

a. MIBZRZNMITHIZEHERH, = Addrealm, £ Name FEAHiiA wildfly-infra, RE=
Create,

5. 84 wildfly-console BY% i N TR,

HE
& Fim N R & 5 24472 wildfly-console,

a. 1%# Clients 3 /2 Create,
b. 7E Client ID FE&H#i A wildfly-console, #A/5 = Save,
c. TEHINM Settings BEH, & Access Type ZEH public, f$Valid Redirect URIs &N
http:/localhost:9990/console/*, Web Origins 1%/ http:/localhost:9990, #AJ5H.;
Save,
6. fllE% 7} wildfly-management BI% ' im N FRE .
a. 1%# Clients 3 52 Create,
b. £ Client ID FE&H#i A wildfly-management, A5 Save,
c. TEHIIH Settings BEH, fF Access Type % &/ bearer-only 3 Save,
7. BIEABEETF JBoss EAP EIREHIE BT IR,

a. 1% Roles, B i Add Role,

b. 7E£ Role Name FEx/fii A ADMINISTRATOR, A5~ Save,
SRR ADMINISTRATOR fafa, EXFHMAR, MFEEZER, 1ESM JBoss EAP
LELZRBET A SR [ EHIER D
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8. BIE—/1 AP, F il E ADMINISTRATOR A,
a. 1%E#% Users 75 Add user,

b.

1 Username FEXH i A jboss, AF = Save,

. 1% Credentials 1T £H X MNA R B,

. 1%%¥ Role Mappings £, % ADMINISTRATOR F# = Add selected AL Fi0A

&,

1£ JBoss EAP %% Red Hat Single Sign-On Client Adapter

1. M B TFETIE, T% JBoss EAP 7 B Red Hat Single Sign-On & /' i & Bt 25

2. XL YEE] JBoss EAP RERIRE KA,

3. #i4T adapter-elytron-install-offline.cli Bl A& 2 & & #) JBoss EAP %,

$ EAP_HOME/bin/jboss-cli.sh --file=adapter-elytron-install-offline.cli

B

LEEI A keycloak 74t LK elytron #1 undertow F =%t R E Atk BT IRARINE!
standalone.xml, MIREFEZFATRMWEE XM, FIREZEEBLHIAR,

Bi& JBoss EAP LAf# Red Hat Single Sign-On

1. £ EAP_HOME/bin/ BEx#, OIESELLTHAR X protect-eap-mgmt-services.cli,

# Create a realm for both JBoss EAP console and mgmt interface
/subsystem=keycloak/realm=wildfly-infra:add(auth-server-
url=http://localhost:8180/auth,realm-public-key=REALM_PUBLIC_KEY)

# Create a secure-deployment in order to protect mgmt interface
/subsystem=keycloak/secure-deployment=wildfly-management:add(realm=wildfly-
infra,resource=wildfly-management,principal-attribute=preferred_username,bearer-
only=true,ssl-required=EXTERNAL)

# Protect HTTP mgmt interface with Keycloak adapter
/core-service=management/management-interface=http-interface:undefine-
attribute(name=security-realm)
/subsystem=elytron/http-authentication-factory=keycloak-mgmt-http-
authentication:add(security-domain=KeycloakDomain,http-server-mechanism-factory=wildfly-
management,mechanism-configurations=[{mechanism-name=KEYCLOAK,mechanism-
realm-configurations=[{realm-name=KeycloakOIDCRealm,realm-mapper=keycloak-oidc-
realm-mapper}l}])
/core-service=management/management-interface=http-interface:write-attribute(name=http-
authentication-factory,value=keycloak-mgmt-http-authentication)
/core-service=management/management-interface=http-interface:write-attribute(name=http-
upgrade, value={enabled=true, sasl-authentication-factory=management-sasl-
authentication})

# Enable RBAC where roles are obtained from the identity
/core-service=management/access=authorization:write-attribute(name=provider,value=rbac)
/core-service=management/access=authorization:write-attribute(name=use-identity-
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roles,value=true)

# Create a secure-server in order to publish the JBoss EAP console configuration via mgmt
interface
/subsystem=keycloak/secure-server=wildfly-console:add(realm=wildfly-infra,resource=wildfly-
console,public-client=true)

# reload
reload

2. EARXH, & REALM_PUBLIC_KEY & h N ARE, BREUX/ME, E &% Red Hat
Single Sign-On EIE#EHIA, 1LHE wildfly-infra realm, 5%l Realm Settings —» Keys, AER
i Public key.

3. /B35 JBoss EAP,

I $ EAP_HOME/bin/standalone.sh

BF

INRAERE Red Hat Single Sign-On & Fim&icasifE AR standalone.xml LL4:
MELE XX, T{EEK adapter- elytron-install-offline.cli 1A 3 14 EC & j5 5
JBoss EAP,

4. 4T protect-eap-mgmt-services.cli A,

I $ EAP_HOME/bin/jboss-cli.sh --connect --file=protect-eap-mgmt-services.cli

WIE, BERIALLTF http://localhost:9990/console/ B JBoss EAP EIBZRHIBES, EWMEEME Red
Hat Single Sign-On ML X, RBEMRINBIEEEHFEEME] JBoss EAP EEILHIA,

1.3. NIBREHEEREH &%

IEATLAE A audit #BHRE LR security FRETFHIEM, BiTERRHEFER, BE CLBHE R E
EEMS,

WEREHRE, audit RREBEABEXH, EEAEFEM@, S0EEREMATIEH TTLH,

EREERFA N REEREREFRXE.

AR
1. = Configuration £,
# A Subsystems — Security(Legacy).
3 EF AR EEH R View,
HEHE Audit TR, AR Add SRIRINFTBIEH TSR,
5. NEERIXELM, FHERHNBERNELTMEE Code FK,
6. Ak JRiEARSFIE Module Options FEX FRRINEE /(BT SRININAE BRI, 3R Enter BERINFT
{H, $RIE¥% Backspace fHEEIIAE.
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1.4. {8 ELYTRON #H{T &2

R LAMER Elytron A A BHA EMREH K, REFKIBENEMAES, MEABE, LN RN
SpgaikZit,

AEH EHITHNREFITRBEIURTENREHERE,

1.4.1. Elytron Hit B&idx

EFEA elytron FREGFAHEITAERICKE, BT ENBRS2:FI0% Elytron B4R IEFRINEH,
Elytron 7£ JSON FZEfiEH 1T HESRE, ATFEMEENEHS SIMPLE BT AR XA R,

EIytron & 1—1‘ H /b\lﬂ%%ﬁf&%ﬁu E’J FH 1—1‘ H IL;\T/EQZKLT[—.I ﬁl] JBoss EAP {iﬁ% = E’J FH VI‘ H IL,\T«E%o

Elytron gkl)\**ﬁﬁ FH ﬂ‘ E n_.\ﬂ% _.H'/ll_ IH Elytron BeELL MM B S EBRRFE RS REITERIL R,

o XXHHEITEKILE

o EHRRE XM ITEKICK
o KR/MNRERN M REIDT
e syslog it B&RILK

o HENHITARILHE

& A LUE F aggregate-security-event-listener 558, N&RLEHLEEES BN, MEEKICE
28, aggregate-security-event-listener FiR AT EF 4 XX RE MIFEE LPIEENARE RITER,

BRI LMER audit BREEZIBR£ENEN. BALUEREEREF S NAREEREREFKZKXE.

HiBR
o EXHRAIAZERLEEFITHIFE, FEEN HREE KELXEFH K,
o EXEEAEFINATILTATNESZRER, WEHEEAFFHNEEFITHEILT,
o AXXMHHITHFICKMNESER, E50HHAXXHFITEEILT,
o AXEHREXHHITARICRNESZER, HSHERRLXHFITASIL R,
o BXANNREXHHITETICRNESER, HSMH KNREXXHFITEEILT,
e A syslog HitBEHILKNESER, 1H5H syslog #HiTHE&EILF,

o AXHEXHITARILXNEZER, HHME Elytron FEABE L REFHEITERF,

1.4.2. B RAMXHHITEEILE
IReI LUER elytron T2 0 BENLR S ee sk T B AR 5535 /0 A SUE H T BB IC R,

XHHE I ABRICREE XA RGP AN GRFEFEITEEER. MIMERT, Elytron ¥ local-
audit I8 € W XHHITEEKIC K, EXTEE local-audit, LUEE A LU Elytron it BEE A HHLAR
%593 £#) EAP_HOME/standalone/log/audit.log, =& A T2 EEM
EAP_HOME/domain/log/audit.log.
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iz
1. ﬁIJLi{q: FH T—I— E Tho

{8 elytron FREOIEXHH 1T BEMRA :

/subsystem=elytron/file-audit-log=<audit _log_name>:add(path="<path to log_file>", relative-
to="<base for _path_to log file>", format=<format_type>,
synchronized=<whether_to_log immediately>)

2. 'l‘.fi{q: FH TI“ H /b\//J\\jJDE”ﬁém
EREEDRMXHHITT B SN a6

/subsystem=elytron/security-domain=<security _domain_namex>:write-
attribute(name=security-event-listener , value=<audit _log _name>)

HiBR
o AXXHHITHRILKRBUNESER, HSMH XHFITEKICREREME,

1.4.3. |5 RERRE XM HITBERICR
BRI LAE R elytron F R4 H A\ AR S5 83 S Eidsl P AR 55 83 1 AR EHARC H st ¢ AT i B RSIE %

RIFERENRE, ERREXAHITERICKEREHEITARS, ERREX4HITERIC RSN
XHHEITAERICERL, BESREXHFITERILREE—MNNEY | B,

suffix BMEMEZE —MEA java.time.format.DateTimeFormatter {5 N5 EHIBHE, 0 .yyyyy-MM-
dd. Elytron R BEIMESHRHMETTERRELMATE, elytron FREVFEEMINEIHEXX G RTFHEKRE.

iz
1. @ULZEHE???&#F FH T—I— E Tho

£ elytron T3RRGO E AR X4 H 1T B HB9RH

/subsystem=elytron/periodic-rotating-file-audit-

log=<periodic_audit log name>:add(path="<periodic_audit log filename>", relative-
to="<path_to_audit _log directory>", format=<record format>,
synchronized=<whether_to_log immediately>,suffix="<suffix_in_DateTimeFormatter_format>

")
2. HEHE?\%Y#F FH T—I— H /b\lﬂ%%ﬁuj\\DDEUﬁém
EREEPRNERRE X 1T B&RiLRKRH

/subsystem=elytron/security-domain=<security _domain_namex>:write-
attribute(name=security-event-listener, value=<periodic_audit _log name>)

Hith BHIR
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o BXEMHREXHHITHRILKEBMMIER, ESM periodic-rotating-file-audit-log
Attributes &,

1.4.4. FRAKRNBEEEHITTEEICK
ReI LUE elytron F24¢ 7 BENLAR 5 e sisi R AR 5538 )5 A KNS B ST H 1T B & IE 3R,

L HEXHARIRERI MR, KN4 BoREFITREX S, KNREXHHEITERICR
SEOARSXHHEITAERICTERL, BREXHFHITETILRETHNHEML,

L HEXEKR/NE rotate-size BMEE L HIFRFINS, Elytron RFEZ 1 MBI HFISXHERNERE, ™
Elytron = QI #HTHIHE &4, EIytron MIE BEXHEE G2, 5190, Elytron R audit_log.1 Efm& N
audit_log.2, Elytron k23810, BEHEXHHEAEKRABENXHE, B max-backup-index E X,

LB & T max-backup-index BRI, Elytron *#ERI1Z304F, HI40 audit_log.99, ENEit FRHIHIST
{¢O

iz
1. @IJLj(/J\ZE/\yl:i#F FH Tl‘ E Tho

{1 elytron FRE BN T A BRI -

/subsystem=elytron/size-rotating-file-audit-log=<audit_log_name>:add(path="
<path_to_log_file>" relative-to="

<base_for_path_to_log_file>",format=<record format>,synchronized=<whether_to log imme
diately>,rotate-size="<max_file_size before _rotation>",max-backup-
index=<max_number_of backup_files>)

2. MRNREFEITEEIC R GSRNEIZ2E,
5[ elytron FXREEE AKX/ 4 1T B &SRR -

/subsystem=elytron/security-domain=<domain_size logger>:write-attribute(name=security-
event-listener, value=<audit _log_name>)

Hih 5w
o AXKNNMREXMHITHSERMMESR, 1§56 XNNREXAHITHEREM Ko

1.4.5. |3 A syslog # 1t B &0k

IReI LUER elytron 724 EALAR 5525 s R BOBR 5535 /5 F syslog # it B&1C5k. £ syslog & if
BHEIDEE, BENBERICRERLIET syslog R5523, CRETHERIAMTERESHREIETL,

syslog AN IBF2F 8 E A Ti%# syslog RS 2:8953, 0 syslog ARZ523HIEN B LL K syslog AR 552510
T89S O, A LLE X %4 syslog 4872, FHERGEEEN.

XEFHH SR 21 RFC5424 71 RFC3164, R HP L EHE UDP, TCP A1 TCP (fEMA SSL) .

HIEH B —DLBITE XL syslog Fif, BFEFILKEFRMA syslog k558 %% —1 INFORMATIONAL =]
syslog AR%52%, M THIFRT :

I "Elytron audit logging enabled with RFC format: <format>"
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<formats IEME N HITEEREIC KL EREEN RFC KR, BEILN RFC5424 {H

iz

. ¥NiN syslog 4 EEFERE,

{5/ elytron FREi7N syslog L EBEFRA -
/subsystem=elytron/syslog-audit-log=<syslog audit log name>:add(host-
name=<record_host_name>, port=<syslog_server_port_number>, server-
address=<syslog_server _address>, format=<record formats,
transport=<transport_layer _protocol>)

RIAE LB TLS I AE L *E| syslog RSS2 :

it TLS A% BB syslog BeE Rl
/subsystem=elytron/syslog-audit-
log=<syslog_audit log _name>:add(transport=SSL_TCP,server-
address=<syslog_server _address>,port=<syslog_server_port_number>,host-
name=<record_host_name>,ssl-context=<client_ssl_context>)

2. 'l_.f' SySIOg EF’lTE/L.\TE%%E/d\\)JDEUKéﬁ

1 syslog audit logger RN ZL 28R HI
/subsystem=elytron/security-domain=<security _domain_namex>:write-
attribute(name=security-event-listener, value=<syslog_audit_log_name>)

Hith BTIR

e A& syslog-audit-log BMERIFIE, EEE syslog-audit-log Attributes &,
o HXBiTIXE ssl-context BB B/ X TLS X IHMEZEE, S H £ client-ssl-context,
L E* RFC5424 E"]E%{%I%\v ﬁ%élﬁ] SyS|Og T’jj‘-i’j(o

e BX RFC3164 WEZ{ER, ES [ BSD syslog i,

1.4.6. 7 Elytron RERBE X REEHHITERF

A LMEA Elytron B X BE L EHLEIFRERF. BEXEHETHREERANZEES, BTNRE4E
IFREF AT EELHITARICE, thERESLITER R RS MEERIER .
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BF

{5 module BIE CL| fp S ERIMFIMIBREL, UENFEATIEIRE. module 85 F5&
BT ESEEHRER, KBTS LREEE CLIHHTEERNER, BUWAEETINERFD
AN pRAE S,

ZL0ET" AR S FR ML (SLA) A FORTI NI TRE, BHINBERTREFH T e, HILIERE
WHREFIMNERFERE ], XERATGERLUERFRBARHNIIE, HENRE
FFA M BRI W,

MF AR BTG FPEE NER, HEHIEE 7 Mg PSR T RS #7F

it

1 A—1ETE
java.util.function.Consumer<org.wildfly.security.auth.server.event.SecurityEvent> & O
X, B, SYAFRIKEBEIERBET, UTRERER—FER.

PIBEREEEON Java FKxRpl -

public class MySecurityEventListener implements Consumer<SecurityEvent> {
public void accept(SecurityEvent securityEvent) {
if (securityEvent instanceof SecurityAuthenticationSuccessfulEvent) {
System.err.printf("Authenticated user \"%s\"\n",
securityEvent.getSecurityldentity().getPrincipal());
} else if (securityEvent instanceof SecurityAuthenticationFailedEvent) {
System.err.printf("Failed authentication as user \"%s\"\n",
((SecurityAuthenticationFailedEvent)securityEvent).getPrincipal());

}
}
}

IR Java RETER P RIS KR I FTEHIE R

2. 0 JAR, BISEE LB IR JBoss EAP BHHRAL,
UTEEE CLIHSHRA, BEFERE LHEHERERERNY Elytron S,

{85/ module fp ¥ B E XL EHRITREFENEIRZME Elytron BRHI -

/subsystem=elytron/custom-security-event-
listener=<listener_name>:add(module=<module_name>, class-name=<class_name>)

3. ERE2EFSIAEENEHRIRER,
1£ ApplicationDomain #15| A B & X EH L IREFHRE :

/subsystem=elytron/security-domain=<domain_namex>:write-attribute(name=security-event-
listener, value=<listener_name>)

4. EFRS %R

I $ reload
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EHETRFMNEENREHEREEEH,

Hith BHR

o BXELEFINEHFINRMIMMERBIEE, §SE ( LMEEFH) P FH0IE 8E VR
FMFEhHIRR B E ARIR,

o HXARNIMBENEZHLITRRFFENEIIFESE, 15S5E1E Elytron FHINE E LHM,
1.5. W N FARFEE H mEFINE SSL/TLS

1.5 HANBREFHNEEE LU T EE
FERESRR LN, JBoss EAP Rt T BEIEKRBEZIEPLURFF LB,

Bl : RSSHETEREZRIEPAE

15:26:09,031 WARN [org.jboss.as.domain.management.security] (MSC service thread 1-7)
WFLYDMO0111: Keystore /path/to/jboss/standalone/configuration/application.keystore not found, it will
be auto generated on first use with a self signed certificate for host localhost

15:26:10,076 WARN [org.jboss.as.domain.management.security] (MSC service thread 1-2)
WFLYDMO0113: Generated self signed certificate at /path/to/jboss/configuration/application.keystore.
Please note that self signed certificates are not secure, and should only be used for testing purposes.
Do not use this self signed certificate in production.

SHA-1 fingerprint of the generated key is
00:11:22:33:44:55:66:77:88:99:aa:bb:cc:dd:ee:ff:00:11:22:33

SHA-256 fingerprint of the generated key is
00:11:22:33:44:55:66:77:88:99:00:aa:bb:cc:dd:ee:ff:00:11:22:33:44:55:66:77:88:99:aa:bb:cc:dd:ee

BUEF 2N B RO, RORSNARFEAN HTTPS #0, WMRXHEERIF HTTPS #O
NAEE, NERSEIEBHIBEHAEF,

=~ - FRBEZERAIETEIA ApplicationRealm

<security-realm name="ApplicationRealm">
<server-identities>
<ssl>
<keystore path="application.keystore" relative-to="jboss.server.config.dir" keystore-
password="password" alias="server" key-password="password" generate-self-signed-certificate-
host="localhost"/>
</ssl>
</server-identities>

</security-realm>
A~ BOAHTTPS EOEE

<subsystem xmins="urn:jboss:domain:undertow:10.0">

<server name="default-server">
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<https-listener name="https" socket-binding="https" security-realm="ApplicationRealm" enable-
http2="true"/>
<host name="default-host" alias="localhost">

MREZABFRIEHUE, NREMRSSEBEHFHEE %R generate-self-signed-
certificate-host="localhost", generate-self-signed-certificate-host B4R TN £ B
ERIEBHENS.

Digk

H
[=]

tBEZEZIEBNBFNRXEN, TNEETUEDFER, BXFER Elytronon N A
RFEE SSL/TLS MESER, 1ESHER Elytron subsystem N 2R 5N
M SSL/TLS MA R NEA Elytron F%%: BN FAEAMNE SSL/TLS, BXEREAR
M NN RRFERE SSL/TLS WEZER, EHSH NARRE BRARRA
SSL/TLS, URFERESILEM Realms NN ARRRF /8B AE SSL/TLS, MUkER
Legacy Security Realms B9 FIF2 7 /= FA M@ SSL/TLS #R4

1.5.2. £ Elytron

1.5.2.1. {81 Elytron subsystem AN FTEF/E A $ M SSL/TLS

1£ JBoss EAP A1, A LUFEF JBoss EAP BIE CLI i EEiLHIA N E BN ARFEAER
SSL/TLS,

EEE CLI A, aJLUB AR SAHEM SSL/TLS :
o HRHREMD.
o {#F elytron FRTiM04.

FRAREGS
security enable-ss|-http-server es SR T HEEBERIN AREFF B H M SSL/TLS,

=Bl - AR
security enable-ssl-http-server --interactive

Please provide required pieces of information to enable SSL:

Key-store file name (default default-server.keystore): keystore.jks

Password (blank generated): secret

What is your first and last name? [Unknown]: localhost

What is the name of your organizational unit? [Unknown]:

What is the name of your organization? [Unknown]:

What is the name of your City or Locality? [Unknown]:

What is the name of your State or Province? [Unknown]:

What is the two-letter country code for this unit? [Unknown]:

Is CN=Unknown, OU=Unknown, O=Unknown, L=Unknown, ST=Unknown, C=Unknown correct y/n
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[yl?

Validity (in days, blank default): 365

Alias (blank generated): localhost

Enable SSL Mutual Authentication y/n (blank n): n

SSL options:

key store file: keystore.jks

distinguished name: CN=localhost, OU=Unknown, O=Unknown, L=Unknown, ST=Unknown,
C=Unknown

password: secret

validity: 365

alias: localhost

Server keystore file keystore.jks, certificate file keystore.pem and keystore.csr file

will be generated in server configuration directory.

Do you confirm y/n: 'y

HiTee e, B CLISEHMERRS SR,

HEN AR /SR T $ME SSL/TLS,

{85/ Elytron FREi&%
1 JBoss EAP &, f&RILAEF elytron FX%4i#1 undertow 743k h B ERI N ARRF/S R LB
SSL/TLS,

60

1. 7£ JBoss EAP FER & B5A1E (%,

/subsystem=elytron/key-store=httpsKS:add(path=/path/to/keystore.jks, credential-reference=
{clear-text=secret}, type=JKS)

INRBAFEXHETFE, WA LUER T 5655k E R BB

/subsystem=elytron/key-store=httpsKS:generate-key-
pair(alias=localhost,algorithm=RSA key-size=1024,validity=365,credential-reference={clear-
text=secret},distinguished-name="CN=localhost")

/subsystem=elytron/key-store=httpsKS:store()

2. BBE—1 key-manager, ©35|HEH key-store,

/subsystem=elytron/key-manager=httpsKM:add(key-store=httpsKS,credential-reference=
{clear-text=secret})

BF

ISR AR E E—®5S P algorithm B, EH Elytron FRG#E M
KeyManagerFactory.getDefaultAlgorithm () EgEHE%, B2, ETLUEE
algorithm B, ZEI87E algorithm B, BEEHETERAR JDK R4 7Lk x
EEAREL, B, FR SunJSSE B9 UDK 124t T PKIX #1 SunX509 &%,

FEL—ood, EHTLUEE SunX509 fF A BHERSRREERBM,



http://docs.oracle.com/javase/8/docs/technotes/guides/security/jsse/JSSERefGuide.html#SupportClasses
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3. E2E&ES|BIEH key-manager #J server-ssl-context.

I /subsystem=elytron/server-ssl-context=httpsSSC:add(key-manager=httpskKM, protocols=
["TLSv1.2")

BF

BEERTEEERZFFH SSL/TLS hill, EEBIREIGHSHER TLSV1.2, &ALUE
FA cipher-suite-filter I8 E R TIFLBHILEM, {#MA-cipher-suites-order &
R BEIRS BZBILEMINF. use-cipher-suites-order EIHEERINILE T true,
X 5|88 security FREITHARE, BRINNEBRE S iREEEGIRF,

Digk

==
[=]

TR B R A SSLv2, SSLv3 #1 TLSV1.0, LUMBERTA =M 4ta
FRBAFAZEFE TLSvI1 3% TLSVI.2,

4. KEFHEE https-listener 25 EERE NFEMIBR LT SSL BB E.

/subsystem=undertow/server=default-server/https-listener=https:read-
attribute(name=security-realm)

{

"outcome" => "success",
"result" => "ApplicationRealm"

}

M L4 5= https-listener #XE2 & 715 ApplicationRealm £4i% £ realm T H SSL & &,
Undertow 5k REN B| A& ZiB% 215 H Elytron R ssl-context, K LLIE BRI Z £ 1
#I51 .

% o
MREER KENL, NWAFEE TSR RLH895H,
5. WX IHR 2B 8, FEF https-listener LLE Elytron A1) ssl-context,

. https-listener EEAAHECE T security-realm = ssl-context, EFHNEZE 2 [A]
. BN, SR IEN— I REOIRSEHIT, TR

batch

/subsystem=undertow/server=default-server/https-listener=https:undefine-
attribute(name=security-realm)
/subsystem=undertow/server=default-server/https-listener=https:write-attribute(name=ssi-
context, value=httpsSSC)

run-batch
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6. EFMEMRS R

I reload

WAEN RRRRFER T #HME SSL/TLS,
&I LAfE A disable-ssl-http-server a5 B EBERIN FAZF R M SSL/TLS,
I security disable-ssl-http-server

Lthes SR RMIBR Elytron iR, ©IFRSIECE MM ApplicationRealm legacy security
realm #1TH SSL EEiE,

FREEEHES
B LFEAEEEH AR SSL mFE & undertow FXR5%, NN AR SSL,

VilalmE S
1 UiREEEHG. BXRESER, HSM JBoss EAP B AT EELH GERD.
2. 5fin%l Configuration » Subsystems - Web(Undertow) — Server,
3. B ERBEMRSSHRNE,
4. R View,
5. SfinZE| Listener » HTTPS Listener,

6. MEFEFA SSL MIEIFRERE, AE=BHH SSLUEBES,
BS A LB BIEEU TS B SSL :

o ERBEOUBILHFMHALEKRBERIES,

=

IMBEM Let BIMNBIUEF A MU IREIE S
o MESHEPHFEHMIEXHRGH, EEREFRAFEMREE.,
o MELAHABFERANILBEFENBHEMEE.
FRAS, ERLLEREMEMS mutual BIEOIBEERFE,

1.5.2.2. f1[ Elytron subsystem N ARG AR A SSL/TLS
1. RERSRAE IR P im BB F R

$ keytool -genkeypair -alias client -keyalg RSA -keysize 1024 -validity 365 -keystore
client.keystore.jks -dname "CN=client" -keypass secret -storepass secret

2. SHEBEFIRIES

keytool -exportcert -keystore client.keystore.jks -alias client -keypass secret -storepass
secret -file /path/to/client.cer
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3. HEEENN ARRRFEBEXE SSL/TLS,
£ JBoss EAP B, AJLUERZR LGS HEA elytron FRE G5 E AERE N FHEFHNE
SSL/TLS,

a. FHZEGD.
security enable-ss|-http-server e SR T A B EBEBIN AREFE AN M SSL/TLS,

TR RBEEFEENTIEES, MREERAGIES, NEEBRHBIER
TR SRR P imiE .,

=P : mS{EA

security enable-ssl-http-server --interactive

Please provide required pieces of information to enable SSL:

Key-store file name (default default-server.keystore): server.keystore.jks
Password (blank generated): secret

What is your first and last name? [Unknown]: localhost

What is the name of your organizational unit? [Unknown]:

What is the name of your organization? [Unknown]:

What is the name of your City or Locality? [Unknown]:

What is the name of your State or Province? [Unknown]:

What is the two-letter country code for this unit? [Unknown]:

Is CN=Unknown, OU=Unknown, O=Unknown, L=Unknown, ST=Unknown, C=Unknown
correct y/n [y]?

Validity (in days, blank default): 365

Alias (blank generated): localhost

Enable SSL Mutual Authentication y/n (blank n):y

Client certificate (path to pem file): /path/to/client.cer

Validate certificate y/n (blank y): n

Trust-store file name (management.truststore): server.truststore.jks
Password (blank generated): secret

SSL options:

key store file: server.keystore.jks

distinguished name: CN=localhost, OU=Unknown, O=Unknown, L=Unknown,
ST=Unknown, C=Unknown

password: secret

validity: 365

alias: localhost

client certificate: /path/to/client.cer

trust store file: server.trustore.jks

trust store password: secret

Server keystore file server.keystore.jks, certificate file server.pem and server.csr file will
be generated in server configuration directory.

Server truststore file server.trustore.jks will be generated in server configuration
directory.

Do you confirm y/n:y
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Gk

HiTeeRE, B CLI B MERRS SR,

FESTRAE SSL/TLS Fp45IE, BREFRSSFIUED AR~ inEEFE
B, FRENE IR E N BT IRIET,

P

b. £ elytron FRYin
£ JBoss EAP /1, 1L EILAEF elytron F3%4i#0 undertow F%%:, HEEEMNAEMA

@ SSL/TLS,
i. IRENSKAE B HEE.
1£ JBoss EAP FR/E MM SSL/TLS 2 &, Bk BNEk 4 IS 1T R 5E - B 2 8120
EEEEFIED,

A QIRRRS SR BYIEME

/subsystem=elytron/key-

store=twoWayKS:add(path=/PATH/TO/server.keystore.jks,credential-reference=
{clear-text=secret},type=JKS)

/subsystem=elytron/key-store=twoWayKS:generate-key-
pair(alias=localhost,algorithm=RSA key-size=1024,validity=365,credential-
reference={clear-text=secret},distinguished-name="CN=localhost")

/subsystem=elytron/key-store=twoWayKS:store()

Iy =
=

Ll SR T RIBmAFMENARE, HE, ETLUER relative-
to BMERIEELMB XL E, UKk path f5EHENEEE,

store=twoWayKS:add(path=server.keystore.jks,relative-
to=jboss.server.config.dir,credential-reference={clear-

/subsystem=elytron/key-
text=secret},type=JKS)

B. SHARFSERIULTS :

/subsystem=elytron/key-store=twoWayKS:export-
certificate(alias=localhost,path=/path/to/server.cer,pem=true)

i. NRSFSREEFMEURRIAFM, FRETWILEDSAZRSSHEEEFED,

LT REIEBFEENIIEER, MREERAEILES, NERE RGN
BR T LAIER P e,

/subsystem=elytron/key-

store=twoWayTS:add(path=/path/to/server.truststore.jks,credential-reference={clear-
text=secret},type=JKS)
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/subsystem=elytron/key-store=twoWayTS:import-
certificate(alias=client,path=/path/to/client.cer,credential-reference={clear-
text=secret},trust-cacerts=true,validate=false)

/subsystem=elytron/key-store=twoWayTS:store()

ii. BZ& key-manager, ©35|AEMEHEN key-store,

/subsystem=elytron/key-manager=twoWayKM:add(key-store=twoWayKS, credential-
reference={clear-text=secret})

BF

ISR AIEE E—®5S P algorithm B, EH Elytron FRG#E M
KeyManagerFactory.getDefaultAlgorithm () EHEHEX, BZE, &
AT LUIETE algorithm B, EIETE algorithm B, EHEEMEEERK
JDK 1Rt T L X BB AR E A,

fHlgn, R SunJSSE B JDK 124t T PKIX #1 SunX509 &%,

FEL—ood, EITLUEE SunX509 fFhBEHERSRREERBM,

iv. BBE— trust-manager, ©5|REMEEFN key-store,

I /subsystem=elytron/trust-manager=twoWayTM:add(key-store=twoWayTS)

BF

ISR AEELE— NS HIERE algorithm B, KW Elytron FREEA
TrustManagerFactory.getDefaultAlgorithm () kBEHEX, HE, &
AT LUIETE algorithm B, EIETE algorithm B, EHEEMEEERK
JOK Rt THFLLEEEIRRE L, AN, FMA SunJSSE B9 UDK 1Rt T
PKIX #1 SunX509 &%,

FEL—ooh, EEILUEE PKIX FHEEEERSGEEREM,

v. BEE— server-ssl-context, ©35|FEH key-manager. trust-manager 7#/5H%&
i SR IS

/subsystem=elytron/server-ssl-context=twoWaySSC:add(key-manager=twoWayKM,
protocols=["TLSv1.2"], trust-manager=twoWayTM, need-client-auth=true)

BF

MEEMEBEIR SSL/TLS thil, EEMRAIEGSER TLSV1.2,

IR LAME R cipher-suite-filter S5 E AR ITIILE RIS EMH, fEA-cipher-
suites-order SHREER SR B L EHINF, use-cipher-suites-order
BHRINKE N true, X5IHM security FREITHRRE, BEINHE
BE iR EEGINE,
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Digk

==
[=]

TR E A SSLv2, SSLv3 #1 TLSVI.O, LAMBERTA Z &0

Py
B4 ERIAEE A TLSVI1 8K TLSv1.2,

vi. IREFHEEF https-listener 25 EEE N E A IBREEH1T SSL BBiE.

/subsystem=undertow/server=default-server/https-listener=https:read-
attribute(name=security-realm)

{

"outcome" => "success",
"result" => "ApplicationRealm"

}

Pl b4 iR https-listener #ECE N1 ApplicationRealm %4 %4 realm FFH SSL
fiE. Undertow ToiARNT 5| elytron FREIFBIE SR 215 ssl-context, Fit,
IR FE BRI HR 235851 A,

A=
% INREER RKEX, NAFEET T AR 2L,
vii. THERSIRZ L5/, FE# https-listener LUE A Elytron 189 ssl-context,
A=

https-listener EEAAHECE T security-realm = ssl-context. £/
BCE iz (Al BR T, e AfE N — AR RINAT, TFATR.

batch

/subsystem=undertow/server=default-server/https-listener=https:undefine-
attribute(name=security-realm)

/subsystem=undertow/server=default-server/https-listener=https:write-
attribute(name=ssl-context, value=twoWaySSC)
run-batch

viii. EFINERSS 25,
I reload

FESTRAE SSL/TLS HpiE, BREFRSHILEPFAREIREE
g, FRENE A IRRE N DRE P imiES,

$ keytool -importcert -keystore client.truststore.jks -storepass secret -
alias localhost -trustcacerts -file /path/to/server.cer
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ix. FHENE iR E I ERE S IRIET,

BREREAIREE NARSSHRRETEZTIRIETS, LSEKRNAE SSL/TLS H355IE,

plgn, MREAWEEE, BREFAEILED AN GHRNEEFMEP.
e AR 5 BN A SSL/TLS, {BREN AR FHRIRIIES %,

MREFRRBEMIIUESE, 1ES 1 JBoss EAP B How to Configure Identity
Management H1#J Configure Authentication with Certificates Z843

AEN BERFE A T WE SSL/TLS,

& LA#E A disable-ssl-http-server fp 5 EEBERI N AEFZ AN SSL/TLS,
I security disable-ssl-http-server

Lt S R &MBR Elytron HiRE, ©EREGEE H#EA ApplicationRealm legacy security
realm #1TH SSL EEiE,

1.5.3. 1 Elytron i f CRL E & ik H18EH
BeER /5 ANA SSL/TLS MEEEESs, LUHIEBRIEHSIZR(CRL)ATF Elytron FBIIE B H#IEH,

FeREH
o SEEEBHWEE NFEBMNFA SSL/TLS,
o (EAEEFTEHTREHEPEE BN,
pi% &2
. BEBEEEES, LMERAMIEPHEIBEME S REM CRL,

I /subsystem=elytron/trust-manager=twoWayTM:write-attribute(name=certificate-revocation-
list,value={})

2. BEMIEBHZIARNAZHRPIREB CRL.

/subsystem=elytron/trust-manager=twoWayTM:write-attribute(name=certificate-revocation-
list.path, value=intermediate.crl.pem)

3. EZi& trust-manager, LUER CRL #HTIEHIEH,

o MMRRNWAIEHHIHEE 7T OCSP M 2%, EEEEERPRMEN true BN
ocsp.prefer-crls, LUHIEH#EAER CRL :

/subsystem=elytron/trust-manager=twoWayTM:write-attribute(name=ocsp.prefer-
crls,value="true")

o RSB NIEPMEEE OCSP MM R, NEETEM.

HeER
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o INFE CRL BHMITETIRK, 1ESH trust-manager Attributes,

1.5.4. 1E Elytron FECEEF OCSP BIIAUEEEH

EERTFEANME SSL/TLS MEEEESS, MUERELIETREHIL(OCSP)MIRFEFE Tk B,
OCSP 7&£ RFC6960 H7E 3,

LR UER S ERE OCSP NN 2FEF1 CRL B, MIZRIAJEE OCSP N 2R,

FeREH
o EEEEBWEE NFEANM SSL/TLS,

i =
1 HEEEESFEE NERIEH A E LK OCSP NN A2 5 ATIEH #EH,
I /subsystem=elytron/trust-manager=twoWayTM:write-attribute(name=ocsp,value={})

2. BRIUEHHE LB OCSP MR R,

/subsystem=elytron/trust-manager=twoWayTM:write-
attribute(name=ocsp.responder,value="http://example.com/ocsp-responder")

HEls

T

=]
TN

o EHXEMMTEIRK, 155 online-certificate-status Attributes,
1.5.5. E BRI Z £ Realms

B

VE RS REZAME, NOE SSL/TLS MBEBAINE P FSEREETRME FKH, 4, 1B
NAT LAV R BTG 2 BB ERXRER, URMENELEYS, AXEM SSL/TLS &
AFMEP ARG, ESZEHNEBEDQ WENE SSL/TLS AMEiH N B, B HTTPS i
ey (BEBEEH) WEZER, 1S HTTPS Listener Reference E43,

1.5.5.1. NfEFAIHZ £ Realms BN S A ¥ M@ SSL/TLS

FHURERI770# identity.jks EEFIFIRS HEREB X, HFEARETHENEN. EEANIZABS
BRBIEEREN],

ETHNEE CLI S B EMRIETIZIT JBoss EAP HHARS 28, B X JBoss EAP &1,
EREE CLIMEls, 1E&%& JBoss EAP B2 CL| 15[,

. BERMAEE HTTPS 2218, BLE HTTPS Z£8/a, E5|HALZ2£EM undertow F3R4: g
i& https-listener :

batch
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/core-service=management/security-realm=HTTPSRealm:add
/core-service=management/security-realm=HTTPSRealm/server-identity=ssl:add(keystore-
path=identity.jks, keystore-relative-to=jboss.server.config.dir, keystore-password=password1,
alias=appserver)

/subsystem=undertow/server=default-server/https-listener=https:write-
attribute(name=security-realm, value=HTTPSRealm)

run-batch

gk

==
[=]

TRV R SSLv2, SSLv3 #1 TLSV1.0, LUMBEFAE =M 4a
FRBAFAZEFE TLSvI1 3K TLSVI.2,

2. EJE JBoss EAP L5 LA B AR,

1.5.5.2. WA IHZ 2 Realms B 5 AR E SSL/TLS

FIN R XENE SSL/TLS EfE N BEE O ZBEWE SSL/TLS Fi9F% HESE. BEANNRARRFIX
BWE SSL/TLS, EEEHITLUTERE :

1. AEFiRFARSS 85 BRAF i

2. FHEFIRMRSSFAVIES

3. FHEB S ABIMIEEEFEF

4. EERARSHFNBHEFERETEMBRSSFLE LREH, 0 CertificateRealm
5. E# undertow 73R4T, LUERZREEHERE A IHILIE

NEEEOILENE SSL/TLS FNA T I IE,

BE
NRARSS 2 MAREFME, R NRMT HFHLLE, EOWNEFMNERS 2, AEHITT
_-Ili:Q

B Undertow F%&%5:

BIRT MEME. LD, EEFENREEE, BRFR[ HTTPS Milr2s 7R 0% undertow F%%:,
BOENEREHHATEE A IRINIE

/subsystem=undertow/server=default-server/https-listener=https:write-attribute(name=security-realm,
value=CertificateRealm)

/subsystem=undertow/server=default-server/https-listener=https:write-attribute(name=verify-client,
value=REQUIRED)
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- s
B /M EFINEMRSS 2R, UEIXLEEREM.

B

ERMAERT M@ SSL/TLS 8% FimE R JBoss EAP SKAIERA A1 7 & /- i
IEPHBAEME, MZLHEEERSHEEFEPNEIRRAFED, WREFIRE
A5 154 JBoss EAP SLfl, 1R ERZIEBHBHAEMS AR EARIEHEE R
I:F'o

P& T A SSL/TLS #IN I E SSL/TLS —i#2, 1551 JBoss EAP 7/ B EZL 4
BUEREFIEEME MBI —TT RN ESERENARERETIE BN EQEIE B

Z8
A /tho

1.6. £/ CLI Z& S AN RREFRERH HTTP ik

£ JBoss EAP 1, 5&@;T &£ enable-http-auth-http-server 454, 5 undertow Z215/EH HTTP
SR%IE. BRIANERT, WHSFEEHTTP I S5i8EMR I KK,

Al : 7 Undertow Z2i L5 HTTP S45%1E

security enable-http-auth-http-server --security-domain=SECURITY_DOMAIN

Server reloaded.

Command success.

Authentication configured for security domain SECURITY_DOMAIN
http authentication-factory=application-http-authentication
security-domain=SECURITY_DOMAIN

Gk

ﬁ HuTeeE, B CLINEFNMEMRSSHRHENEZE LIRS R
IR HTTP I B7, NI SEH I # R --mechanism SHUE L A#HLE

HRRAEHE R TR N BB R EZA HTTP ik,

it =
o EHIFRENM HTTP BAWIET, EFEBAUTdS,

I security disable-http-auth-http-server --security-domain=SECURITY_DOMAIN

o IE, MALMERUTaSMED SASL FRISIUET A HBREEEBIMLE -

security disable-http-auth-http-server --mechanism=MECHANISM --security-
domain=SECURITY_DOMAIN

70


https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/how_to_configure_identity_management/index#cert_based_auth_security_domain

B1E RPRSHEREED

1.7. SASL Ep %kl

EA FHRENSHEUEZ 22 (SASL) BIENEIRE LEA elytron FXR4%IES JBoss EAP BR 552 H:E
BERINLE, DARATERIRS RN iR, & imaLLEEAM JBoss EAP 525, tHFLAZ Elytron &/
I, JBoss EAP HB SASL R4 kN s EZE A F Elytron 5 Remoting subsystem 5o

1.7.1. %3¢ SASL S2 55 UEH &

AR JBoss EAP # Elytron & Fim RI LB & Fh SASL SR FIENEI, (BB IFBRSIFFUT
Mil. BX SASL FIEN GBS FIGEEF LR,

IR FrEE A BSIEN SIBUR FIEBIEAE AT RN BB RIE AR, UTRIIRELS T —L 271 SASL S0k
HIRER -
Ef
KEB BRI Im ],
DIGEST-MD5
A HTTP ZE BB UEVE N SASL AL,
EXTERNAL
FEREIH K E TR BB, B0 : IPsec 3¢ TLS A %IE,
M GSTFEERIHLEI
{8 [ Kerberos i#1T &2 951k,
JBOSS-LOCAL-USER

B E iR B A 51217 JBoss EAP ARSS 25 A A - 48[ B9 ST 17 [A) SR IR B D I IE, XN TER
—IiTEN L2178 E b UBoss EAP SLIE .

OAUTHBEARER
A OAuth 1REtEI B KIELE Ty SASL #LH,
PLAIN
AR P AHEN B QKL
LL SCRAMTT L B9
B ERFITHEER salt BRI ALE (SCRAM)
LI -PLUSSS RRIHLHI
RTFEF DRI FISER E LA, HIEZEEER SSL/TLS B, EAIZERIXLERE,

BXEND SASL SMRRIENEINESER, HSH IANA SASL HLEIZIRFTEDHLE memos.

1.7.2. 7EBR S5 4 SE E RBCE SASL S35 LA
TEAR S5 SRimBCE SASL BuEHLEI R R SASL BARIET T,
FEMNMHEE

o IBEEHMEIEHLEH sasl-authentication-factory.

e Tw[idi&-sasl-server-factory, FFERE— 1% sasl-authentication-factory, FHEENLFIE
M, FREEME R T TR AR SRS SR R R LS UL S,
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LU RBIER T Q18— #H configurable-sasl-server-factory #1 sasl-authentication-factory, ©{#
FA DIGEST-MDS5 {Eh B 25 F imBd SASL S350 IEALE,

/subsystem=elytron/configurable-sasl-server-factory=mySASLServerFactory:add(sasl-server-
factory=elytron)

/subsystem=elytron/sasl-authentication-factory=mySASLAuthFactory:add(sasl-server-
factory=mySASLServerFactory,security-domain=ApplicationDomain,mechanism-configurations=
[{mechanism-name=DIGEST-MD5,mechanism-realm-configurations=[{realm-
name=ApplicationRealm}}])

1.7.3. E&E P 5 FHEE SASL FpI8 MLl

= PR R SASL S IEH &)@ 1T sasl-mechanism-selector 5, BRI LIS ERE S imEENRS 5
NFFHEA A SASL S5 TEN &,

sasl-mechanism-selector 7EE2 & 7 {95 1EH Elytron BBERHE X :

e 7f elytron F%%4i, iXZ authentication-configuration F/E M, 40 :

/subsystem=elytron/authentication-configuration=myAuthConfig:write-attribute(name=sasl-
mechanism-selector,value="DIGEST-MD5")

EEE SSL =k f# M elytronfy TLS A, AILLEEE S5k 5 sasl-mechanism-selector A EL
{5/ BB,

® XIF Elytron Client, BIEE FiflicE X {48 authentication- configuration s E2& T3 TIE7E,
WEIN wildfly-config.xml, 520 :

<configuration>
<authentication-client xmins="urn:elytron:client:1.2">

<authentication-rules>

<rule use-configuration="default" />
</authentication-rules>
<authentication-configurations>

<configuration name="default">

<sasl-mechanism-selector selector="#ALL" />

</configuration>
</authentication-configurations>
</authentication-client>
</configuration>

BXEA Elytron EFIRRER P inSMINIENESER, ESHWHLESH EZE,

SASL-mechanism-selector Grammar
sasl-mechanism-selector )%t 33 FRFE B HRFER grammar,

ERERERS, EIFENHEEMENET (AEEom) RIEEEMIEHE, #a0, I DIGEST-
MD5. SCRAM-SHA-1#1 SCRAM-SHA-256 8% N A FHISIENLE], EFERLUTER S : DIGEST-MD5
SCRAM-SHA-1 SCRAM-SHA-256,

X grammar B % &N AEARMER L TRR D

e #ALL : FREHH,
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B1E RPRSHEREED

#FAMILY(NAME): Mechanisms BT iEEMGIR5, $i0, RIUALLZ DIGEST. EAP. GS2.
SCRAM & IEC-ISO-9798,

#PLUS: RS ES ERINE, H40 : SCRAM-SHA-XXX-PLUS 5 GS2- XXX-PLUS.

#MUTUAL: Mechanisms A EF AR IEIRSS 25, BIANFERRSS 2EE TS IEBRAR S5 28 HE 14 5
i3, #MUTUAL 23E %75, 0 #FAMILY(SCRAM) 1 #FAMILY(GS2).

#HASH(ALGORITHM): fE Rt i % BIARIALEINLEL, BN, FIERTLLZ MD5. SHA-I
SHA-256. SHA-384 = SHA-512,

M E SRR oI LU F LU EF] predicates :

- RAEALE
I R
&&:

I|: =%
=%F
?.cifif

#TLS: £ TLS A FIEEIR ST 2 true, BN false,

LLIF 2 sasl-mechanism-selector ZRF R K EHE Y H—LERH :

#TLS && WMUTUAL : 2 TLS 42 FiEERRERS, A REHEE S G LIERNEH.

#ALL -ANONYMOUS : R ANONYMOOUS LAARIRT A ML,

SCRAM-SHA-1 SCRAM-SHA-256 : &I/ 75 s o F Ll

(SCRAM-SHA-1 || SCRAM-SHA-256) : #R¥#E{t 5 8 AR 55 85 1R A B9 B 28 A0 i FaTL il
#HASH(MDS5). 7~ {# F§ MD5 5% &AM E AL,

#FAMILY(DIGEST) : {EfaIfEZ#4l,

1.7.4. BL & SASL S5 itNLEIE M
(RAT LATEBR S5 SRR AN 1 i ER B SR IEHLEI B M,

1ERRS5 %%, (A LLTE configurable-sasl-server-factory & L FA LN EIBIE, LU TRHAI
E Y. T com.sun.security.sasl.digest.utf8 B, {Hi% ) false,

/subsystem=elytron/configurable-sasl-server-factory=mySASLServerFactory:map-
put(name=properties,key=com.sun.security.sasl.digest.utf8,value=false)

HE P, ERUER PR SR E  E IS IENLEIE M

o 7t elytron FX4im, E X SRKIEEERIEIENG Bit. UTREIELT
wildfly.sasl.local-user.quiet-auth B4, {Hi%% true,
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/subsystem=elytron/authentication-configuration=myAuthConfig:map-
put(name=mechanism-properties,key=wildfly.sasl.local-user.quiet-auth,value=true)

o XfF Elytron B i, SHBEIENGIBHEEE F inkc & X4+ 8 authentication-
configuration s Bt B TR T18E, BHE & wildfly-config.xml, B0 :

<authentication-configurations>
<configuration name="default">
<sasl-mechanism-selector selector="#ALL" />
<set-mechanism-properties>
<property key="wildfly.sasl.local-user.quiet-auth”" value="true" />
</set-mechanism-properties>

</configuration>
</authentication-configurations>

ERILAE Java STRY thB BIFE Java SASL BiFH 4B 5% . Eith JBoss EAP 55 H] SASL S3%IE
WMAEB S SR 5I15Z b,
1.8. ELYTRON 5 MODCLUSTER FX& 55X

elytron FRELATFHEHA—NRELINEERE I ssl-context, AT A E modcluster FR4LA#E A
SSL/TLS S & T Er8a@ 15,

ERT N BIRSS 2 F A EH 0t 2R 2 FRRER, BEEE L —1F 7 in ssl-context, LUE :
o FEVIRFIFPHEMNEEEME, ZHESBATFRIENEESNIES,
o TENEETIER, N MEMERIEBEHITIIE,

1.8.1. & X & Pl SSL £ FXFHECE ModCluster subsystem
UTFREEXRREETFHANGEERS. BXUEXLENIEE, 1HSHEAIE Elytron Truststore

Create a Elytron Trust Manager,

1. BIEE i SSL E X,
TEfEF SSL/TLS 3 1 # 5%7850F, modcluster FREIF AL SSL EFX -

/subsystem=elytron/client-ssl-context=modcluster-client-ssl-context:add(trust-
manager=default-trust-manager)

2. BRALUT®ETZ —5| BA#HOIEMZE Fig SSL ETFX -

o EJIXE ssl-context B E modcluster 3245,

/subsystem=modcluster/mod-cluster-config=configuration:write-attribute(name=ssl-
context, value=modcluster-client-ssl-context)

e EiTE X mod-cluster i1 E2:HY ssl-context BIEKEE undertow F%%i,

74


https://docs.oracle.com/javase/8/docs/api/javax/security/sasl/Sasl.html#field.summary

B1E RPRSHEREED

/subsystem=undertow/configuration=filter/mod-cluster=modcluster:write-
attribute(name=ssl-context,value=modcluster-client-ssl-context)

3. BIMEARS R
I reload
ZEE modcluster 73R4 FEANAE S ML, ITHEREEEES.
1. QB

/subsystem=elytron/key-store=twoWayKS:add(path=/path/to/client.keystore.jks, credential-
reference={clear-text=secret},type=JKS)

2. BEEEBYIEESR,

/subsystem=elytron/key-manager=twoWayKM:add(key-store=twoWayKS,
algorithm="SunX509", credential-reference={clear-text=secret})

3. BIBEFim SSL LT

/subsystem=elytron/client-ssl-context=modcluster-client-ssl-context:add(trust-
manager=default-trust-manager, key-manager=twoWayKM)

Iy =
I

&D%f&? BEZE M SSL LT, EeLRBLIT AEAN key-manager SRINEIE

/subsystem=elytron/client-ssl-context=modcluster-client-ssl-context:write-
attribute(name=key-manager, value=twoWayKM)

4. EFMEARS 25

I reload

1.9. ELYTRON 5 JGROUPS FX& 455K

1£ jgroups TR E LR MBE NS, TaER5IA elytron FREANAM, AXEEXLNIH
SRR, 1ES I I EE AP RIRIT R,

1.10. ELYTRON 5 REMOTING SUBSYSTEM £

1.10.1. Elytron S UE 2R 5L X

FNBUEREERE SASL SMRIET . EREFHEMAIERN SSL L FXEE. 8, EEFNEM
T

sasl-authentication-factory
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X SASL HAEAET M5IH, BRI N ERESRTIEEK, BXUBZBRIT WELSER, ESH
# Elytron Authentication Factory.,

socket-binding
SEEFHENSIE, AR T EEISRNIZ IR E AE RBEOMRO,
ssl-context

Ity AR BIBR 55 85 im SSL E T XML A, SSL L T X BEEMERANRSHEHEESNET
BB, NIEFRE SSL BEA LTE L,

Bian, FILURINERESR, WIFATR, SASL_FACTORY_NAME 2E4E LS HRHIET
[~, SOCKET_BINDING_NAME 2IEWNEZFHE,

/subsystem=remoting/connector=CONNECTOR_NAME:add(sasl-authentication-
factory=SASL_FACTORY_NAME,socket-binding=SOCKET_BINDING _NAME)

WRFE SSL, wLUF A ssl-context BMEK5|FHTIBER server-ssl-context, TR,

/subsystem=remoting/connector=CONNECTOR_NAME:add(sasl-authentication-
factory=SASL _FACTORY_NAME,socket-binding=SOCKET_BINDING _NAME,ssl-
context=SSL_CONTEXT_NAME)

110.1.1. A #i [ SSL/TLS f§ [ elytron FREEHB oIS
BAF SASL ML ZRAE S EBIANERR L8, 0 SSL/TLS :

e (GS2-KRB5-PLUS

® SCRAM-SHA-1-PLUS

® SCRAM-SHA-256-PLUS

® SCRAM-SHA-384-PLUS

® SCRAM-SHA-512-PLUS

BRG], ETLEEBE L SASL I, SUEBWMTIE LB SASL BB RIERRE —, BLE
% P A SASL AL 25 SRAEE & B0 SASL AL,

FRFM
o BCLET BHIFH.

e figi& 7 key-manager,

e [2& T server-ssl-context, ©5|FAE X key-manager

it

1. NiE#EZROEZ socket-binding, LA TG E LT EinO 11199 LilF# oneWayBinding 4§
Eo

I /socket-binding-group=standard-sockets/socket-binding=oneWayBinding:add(port=11199)

2. QI25IA SASL HpINIET . ZAIGIRMEREFHEM SSL £ FXRERESR.
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/subsystem=remoting/connector=oneWayConnector:add(sasl-authentication-
factory=SASL_FACTORY,socket-binding=oneWayBinding,ssl-context=SSL_CONTEXT)

B

NRIE FH/E LT security-realm #[ ssl-context, JBoss EAP f${#f ssl-
context {289 SSL/TLS BL &,

3. BEE S IRLMEERSZRIET, Elytron Client Side One Way Example 1T — MBI RAIZE
i, IXANRBIERZE % trust-store EELE ssl-context.

Hith BTR
e key-store
® key-manager

® server-ssl-context

1.10.1.2. G M ME SSL/TLS [ elytron FREGIEH B oIEESS

LU SASL Al B E EIS ER R £ 4738, #0SSL/TLS :

GS2-KRB5-PLUS

SCRAM-SHA-T-PLUS

SCRAM-SHA-256-PLUS

SCRAM-SHA-384-PLUS
® SCRAM-SHA-512-PLUS

BRG], ERTLIEEBE L SASL I, SEMTIE LB SASL BB TIERRZ — LURHHX
LEHEl, STLAER FinfE A SASL HlHIRIEEE H /9 SASL M,

SeRF M
o NEFIHMARS LT EE F A key-store ZH 1,
e /1iR552% key-store FEiE T — > key-manager.
e 1fR552% trust-store BZi& T —1 trust-manager.

e F2i& T server-ssl-context, ©5|A T & X H key-manager #I trust-manager.

AR

1. kR0 socket-binding. LA Fe47E L T ilfrim O 11199 B9 twoWayBinding 8 7E.
I /socket-binding-group=standard-sockets/socket-binding=twoWayBinding:add(port=11199)

2. OI25IH SASL HRINIET . ZAIGIRMEREFHEM SSL £ FXRERESR.
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/subsystem=remoting/connector=twoWayConnector:add(sasl-authentication-
factory=SASL_FACTORY,socket-binding=twoWayBinding,ssl-context=SSL_CONTEXT)
B5E

NRIE FH/E LT security-realm #[ ssl-context, JBoss EAP f${#f ssl-
context {289 SSL/TLS BLi&.

3. FENEFIGEE N EERSIIED, FHEIEPIREARS .
IMEERE FIBRE ARG SIRHTEER A IIE, LISERMA SSL/TLS B55%F, #iin, 0
REAYWEEE, BEBEFAGIEDS AN TRERNEEEEF, Elytronon Client Side Two way
Example @3 T — 1N EHMRBIZE Fif, X REIEAZ iR trust-store 1 key-store SRECE
ssl-context,

IITE, 7E remoting connector LA T WA SSL/TLS,
Heth TR

e key-store

® key-manager

e trust-manager

trust-store

server-ssl-context

SASL ##%EEE2s

110.2. Elytron S+ U HTTP 21285 B
@1t 51 A undertow FRIIHBNERESRF] elytron FRETHE LB SASL HAWIET [ RIEEILE HTTP

HRE, HTTP EESNET HTTP AR RUEESRIREERE, FiEEE &Y connector-ref B IEigER
HTTP HIF2RF.

http-connector FIEMH1T :

connector-ref
XTRE L) undertow fiilfr23#9381 A,
sasl-authentication-factory

Xf SASL A IET M5, AFmEXMERESREIEER, BXUBKI WESER, 1H5HA)
# Elytron Authentication Factory.,

40, TTLAZAN http-connector, &1 CONNECTOR_NAME 5| f undertow il
%2 SASL_FACTORY_NAME £ elytron FRZHEAE LT HERRIFT,

/subsystem=remoting/http-connector=HTTP_CONNECTOR_NAME:add(connector-
ref=CONNECTOR_NAME,sasl-authentication-factory=SASL_FACTORY_NAME)

1.10.2.1. £ remoting HTTP i #E23h /3 ¥ SSL

LA SASL Al B E EISER R £ 4708, #0SSL/TLS :

78



B1E RPRSHEREED

GS2-KRB5-PLUS

SCRAM-SHA-T-PLUS

SCRAM-SHA-256-PLUS

SCRAM-SHA-384-PLUS

SCRAM-SHA-512-PLUS

EEA R EMNE, ATUREBE XL SASL I, HEALUEREH—DHE LB SASL HH%EIERZR
SEIRBEX LM, AT LAER P imfE A SASL AL LRSS RIEEE LB SASL L.

FRFH

it =

1.

& T BEHGFME.
Bdi& T key-manager,

BCiE 7 server-ssl-context, ©5|f 7 & X # key-manager.

& https-listener 2L EEE NHEAIHR215:#1T SSL BBE.

/subsystem=undertow/server=default-server/https-listener=https:read-
attribute(name=security-realm)
{

"outcome" => "success",

"result" => "ApplicationRealm"

}

M L4 5= https-listener #XE2 & 7145 ApplicationRealm %4i% £ realm T H SSL EEi&.
Undertow F5;5RF B £ 5% 2150 Elytron I8 ssl-context, R I E iRy IHZR 215
ERE]D:E

% o
. MRGER KEL, NAFEET MR =295,

2. HERXTIHRZ 2B H, FEF https-listener LLEA Elytron A1 ssl-context,

- pa -3
https-listener EFEIRABLE T security-realm =X ssl-context, EHMNECE Z [A]
B, S AE N — AR RINT, TR

batch

/subsystem=undertow/server=default-server/https-listener=https:undefine-
attribute(name=security-realm)
/subsystem=undertow/server=default-server/https-listener=https:write-attribute(name=ssi-
context, value=SERVER_SSL_CONTEXT)

run-batch
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3. QB HTTP &3S kB | HTTPS [iIF2s#0 SASL B KETT .

/subsystem=remoting/http-connector=ssl-http-connector:add(connector-ref=https,sasl-
authentication-factory=SASL_FACTORY)

4. EFMEARS 25

I reload

5. EEEEMImAEERSSHFIED. i, MRERNYEES, EHFERAGIESZARNERNEE
FEhE.

Hith BTIR
e key-store
® key-manager
® server-ssl-context

e HENSASLI

1.10.2.2. £ remoting HTTP & #2353 MM SSL/TLS
LU SASL #0084 & BN B R 248, 91 SSL/TLS
e (GS2-KRB5-PLUS
® SCRAM-SHA-1-PLUS
® SCRAM-SHA-256-PLUS
® SCRAM-SHA-384-PLUS
® SCRAM-SHA-512-PLUS

EEA R EMNE, ATUREBE X SASL I, HEALUEREH—DHE LB SASL HHEIERR
SEIRBEX LS, AT LATER P imfE A SASL AL LRSS RIEE S LB SASL L.

SeRF M
o NEFIHMARS LT EE FMA key-store ZH1,
e 1iR552% key-store Fi& T — > key-manager.
o JfR%5%s trust-store ECi& trust-manager,

e F2& T server-ssl-context, E5IA T E LK key-manager #I trust-manager.

it =3
1. 127 https-listener & 2B & N # A IHR 215717 SSL BB &,

/subsystem=undertow/server=default-server/https-listener=https:read-
attribute(name=security-realm)
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{

"outcome" => "success",
"result" => "ApplicationRealm"

}
ML L4 5= https-listener #XE2 & 714 ApplicationRealm %47 % £ realm AT H SSL & &,

Undertow ;%R 8| S BZ 25 Elytron ] ssl-context, F L& w77 HIBa N 1A% £ 15
BIBIF,

% o
, MREER KENL, NWAFEE TSR RLH8951H,
2. HERXTIHRZ 2B 8, FEF https-listener LLEA Elytron 1] ssl-context,

https-listener EFEIRABLE T security-realm =X ssl-context, 1EHMECE Z [A]
B, S AE N — AR RINAT, TR

batch

/subsystem=undertow/server=default-server/https-listener=https:undefine-
attribute(name=security-realm)
/subsystem=undertow/server=default-server/https-listener=https:write-attribute(name=ssl-
context, value=SERVER_SSL_CONTEXT)

run-batch

3. QI HTTP &3S kB | HTTPS [iIF2s#0 SASL B BETT .

/subsystem=remoting/http-connector=ssl-http-connector:add(connector-ref=https,sasl-
authentication-factory=SASL_FACTORY)

4. EFMEARS 25

I reload

5. ISENE S HRENEERSBIES, FHREIEBREARSS,
B P SERE VARG B M TIEE S HIED, SERONA SSL/TLS SH%IE, fifm, MR
RN, EREENTEIESZARNEBNOEEEES,

HITE, 1E remoting HTTP iE#2s E/E A T A ME SSL/TLS.

HE
INRIE /FHE LT security-realm # ssl-context, JBoss EAP & ssl-context $21i
B9 SSL/TLS Boi&.
Heth TR
e key-store

® key-manager

81



Red Hat JBoss Enterprise Application Platform 7.4 {AitBIRS BREk 24

e trust-manager
® trust-store

® server-ssl-context

BE Y SASL I

1.10.3. Elytron 5z H it E 2R SR X

IR EER T M EEF EMSIE E FXIEE. ikt E FTXRBEEEMENEREER. B2
remote-outbound-connection B MHINT :

o HItEREF-binding-ref - HIEEREFHENELH, BAFHEEENBIRBIEMREO,

e authentication-context - 55k E FXMFIA, ZETXEEWIEEEBEMNE XA SSL ETFX
(MNREFE, NHEEERE) . BXENEIE ETXWIFEE, §8E 0BS5S HNIF E T,

fBlgn, AILURHIN remote-outbound-connection, EA OUTBOUND_SOCKET_BINDING_NAME 2B%

E Y # HikERES-binding #1 AUTHENTICATION_CONTEXT_NAME, B7E elytron FRGEEBHE XL
89 Bk E T3,

/subsystem=remoting/remote-outbound-
connection=OUTBOUND_CONNECTION_NAME:add(authentication-
context=AUTHENTICATION_CONTEXT_NAME, outbound-socket-binding-
ref=OUTBOUND_SOCKET_BINDING_NAME)

Hth B

o QEFMIIUEET

1.11. FBF SSL/TLS B9%i4 ELYTRON “H{4

LUFNE 7T BB M SSL/TLS A SSL/TLS MEAES :
e {#f Elytron subsystem i N T2 /A A # M SSL/TLS
e {#f Elytron subsystem i N B2 /A AR ME SSL/TLS
e f# Elytron subsystem HEEEOF A H M SSL/TLS
e {#F Elytron subsystem AEE#EO /5 AMNME SSL/TLS

Elytron MR FEZE SSL/TLS By—Le E h2H {4,

1.11.1. 58 Idap-key-store

Idap-key-store ST EAFETE LDAP BRS5EBRAFIBAEM. EoLURERBAEFEME—IFER Idap-
key-store ,

Tk Jakarta Management ObjectName 2% LDAP &iE, &k, STLEREILE
SRR EIE, BXREIUFEMIEE, H5%E Elytron REEIEFRE,
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T FHF A Idap-key-store :

1. Edi& dir-context.

M JBoss EAP £ E| LDAP fRS53:, BEERE— dir-context, B4t URL IR BT E#E

AR 55 2R B E 4K,

7P : dir-context

/subsystem=elytron/dir-context=exampleDC:add(url="ldap://127.0.0.1:10389",
principal="uid=admin,ou=system", credential-reference={clear-text="secret"})

2. ECiE Idap-key-store,
LIKESE Idap-key-store I, REZIEE M T%# LDAP iR5583# dir-context, AR HN{AIE i
ZHE1E LDAP RS SJRFPHFTAEM. £, XFEMEIEE search-path,

Al : Idap-key-store

/subsystem=elytron/ldap-key-store=ldapKS:add(dir-context=exampleDC, search-
path="ou=Keystores,dc=wildfly,dc=0rg")

3. £ Idap-key-store.
E X T ldap- key-store &, EAIUERUFERRAFEMME—MCEFERE. fl, EaTERN
N FRRRFEE H[[ SSL/TLS FIX A SSL/TLS Kf{E A Idap-key-store,

B X Idap-key-store F1E Atk Elytron HHBI5EEFIFR, 1HSH Elytron subsystem HHSE,

1.11.2. & filtering-key-store
&8 filtering- key-store , MAILIMINBEAFRE P LAFHZMFE, HREER—CERR BffF
fi5, a0, MRZAFHESS alias1. alias2 71 alias3, {BIERAE/ATF alias1 71 alias3, N filtering-
key-store AT LU MR IRI L MR EA
fI|% filtering-key-store :

1. BCiE BHIFEE,

/subsystem=elytron/key-store=myKS:add(path=keystore.jks, relative-
to=jboss.server.config.dir, credential-reference={clear-text=secret}, type=JKS)

2. Boi& filtering-key-store,
LIREE filtering-key-store I, EAILMEEZ I JERIH(EFI A T2 I8 key - store Y| &Y
key-store, 1FiESRAMEAMUTRAZ—IEE :
e alias1,alias3, BR—TLLES2MREIIA|EZTIZR,

e ALL:-alias2, EAFEHAFEPIFREN G, FRTIIHMRIEZHN,

e NONE:+alias1:+alias3, ZBAFEMP A AT BHAFMPIF G, H—HERERR.
XN RBIERES D RITIEREA T alias1 #1 alias3.

/subsystem=elytron/filtering-key-store=filterKS:add(key-store=myKS, alias-
filter="alias1,alias3")
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—

alias-filter EEXHA/NE, HFEARARAKAGHE (40

elytronAppServer ) FIEET A E LEFAFMIRBEER AT, RLBER
INBH|4, 0 elytronappserver.

3. {# A filtering-key-store,
E T filtering-key-store f5, ERILUERI LMEABHFEN R—6E AT, HlM, EBTE
N FRRRFEE H[A SSL/TLS fMAE SSL/TLS i, {#H filtering-key-store.

B filtering-key-store F1EAth Elytron ZH4HISEEEFIKR, 5S04 Elytron subsystem HHSE,

1N.3. EFINETAEFEE

ER LAMERE CLI EFNE JBoss EAP FECEME A, SN BRARFMEBIBI9ILEHHT T EWA,
XREA.

BRI

I /subsystem=elytron/key-store=httpsKS:load

1.4, EFRIEBRHEERSS

IR LUMEIR CLI EFT#IIA1LTE JBoss EAP FRECER key-manager, 4 E7E B A FHRIREAIEH o
HITTEN, HFEEHFEERERRSHZNER TR ERLN ARIFM SSL EEN, XIEEHFR.

==
INR key-store E T, NAIEEEHAT,

I /subsystem=elytron/key-store=httpsKS:load()

ZEHAAIL key-manager:
I /subsystem=elytron/key-manager=httpsKM:init()

1.1.5. EFAnLEEEER

IRAl LUMEIE CLI KB IR A EHWIA1LTE JBoss EAP FREZER) trust-manager, 41X BHAEME R
TRIREHIE P FTENF EREEAEG RS HFNIER T ERN AR SSL HEN, XHHEEER
ﬁc

MEH CLI EFH#I431E Trust Manager
INR key-store EF 3, NAITELEEHAT,
I /subsystem=elytron/key-store=httpsKS:load()

ZEEHAAIL trust-manager :
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I /subsystem=elytron/trust-manager=https TM:init()
MERZHAEFRMIIE Trust Manager
1. SMBIEELEHES, FHE L Runtime LR,
2. £ monitor 51/, = Security(Elytron),
3. 1f Security Ff, = SSL - View,
4. ESMMEEH, = Trust Manager,

5 HEREALAM Initialize LEF#IA{L trust-manager,

1.11.6. Keystore Alias

alias RNFHEARFEMHH secret SEIE, MREFEA key-store HE [ elytron FREVRIMBEAFE, &
AILUERA S key-store ER{EEXMFISA,

BRI RIRIFELE -

e read-alias - ME A IE LA B,

e read-aliases - MBHFH LI &,

e remove-alias - MEHEE MR &,
g, FEEEIA -

I /subsystem=elytron/key-store=httpsKS/:read-alias(alias=localhost)

1.11.7. /£ client-ssl-context

% JBoss EAP SLAIGIERE N FimBY SSL 78 (#0fEF SSL) B, {# client-ssl-context 12/ SSL £
-FKO

fl|# client-ssl-context :

1. RIBEE, 0 key-store. key-manager # trust-manager {4,
INREIINEA SSL/TLS £, EEENEFIHMRS /L 2 5 02 FMA key-store 28, —
4 key-manager i F& it key-store, —4* trust-manager i TR 5525 key-store, =&, #l
RIBEHITHM SSL/TLS %%, NFE N RSF[UEHHSIA ©H trust-manager 0/ HE
fi. f#F Elytron Subsystem N AR /HFME SSL/TLS EB9AHEIE T & keystores
truststores 7R/l

2. fi|# client-ssl-context,
A1 client-ssl-context, B|FEZBEYEE, truststores LLR AR H fib i BRECE 1L,

Pl : client-ssl-context

/subsystem=elytron/client-ssl-context=exampleCSC:add(key-manager=clientKM, trust-
manager=clientTM, protocols=["TLSv1.2"])

3. 5|H client-ssl-context,
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A client-ssl-context FIE M Elytron AHHIEMHRISEEFIIR, 15S0H Elytron subsystem HAHSE,

1.11.8. {# [ server-ssl-context

server-ssl-context Fl TiR#tARSS230m SSL E X, BRTEBEM SSL L FXEEN, A7 LB ERIABY
TWH, WMBEBEHFNNIL, SSL E TFTXANEREBMAREMmITaELE,

1. RIBEE, 0 key-store. key-manager # trust-manager 44,
NREIINEA SSL/TLS £, EEENE I IHMRS 2RIEH 2 5 0 FMA key-store 4, —
4 key-manager Fi FAR 5525 key-store, —A* trust-manager Fi FAR 5525 trust-store, =HFE,
INRIEEHAITHR SSL/TLS %8, NHEE N IRSIJ/UETHSIHE €89 key-manager /2% HEF
fiio f#F Elytron Subsystem N AR /S FEME SSL/TLS EB9HEIE T & keystores #
truststores B4,

2. filE& server-ssl-context,
EETEERMETZ—, B/E—1 server-ssl-context, B|FEZHiAEIESR, SESIERNEHM
ArEMEE LT,

FRAEE CLI AMARS 2 SSL L TFX

/subsystem=elytron/server-ssl-context=newServerSSLContext:add(key-
manager=KEY_MANAGER,protocols=["TLSv1.2"])

BF

REEREMIFIL HTTPS i, LEAIRFIMSER TLSv1.2, E=ILUEA cipher-
suite-filter SHUIE E R FIMEFRILE M, FM-cipher-suites-order SHBEIRSS ZH
MEMHIEF, use-cipher-suites-order BHERINIKE N true, I X5|IHH security FR4:
THRRE, EBRINEREE N HEGEGIE,

FEREREHARMIRSS 3 SSL LT3
1 iR ERBEH S, BXESIER, 1HSM JBoss EAP AIE/A AP EEIZEG 582,
2. S5fin%l Configuration » Subsystems — Security(Elytron) —» Other Settings, B =i View,
3. mili SSL - Server SSL EFX, HRifi Add REERTHIARF 2 SSL £ T3,

A% server-ssl-context FHfh Elytron AHBIEMERITETIZK, 1ES M Elytron subsystem A5,

1.11.9. {# [ server-ssl-sni-context

server-ssl-sni-context F§ TiR4tAR S5 23 1mBY SNI ITEE, ©IRME T EEMHN], BAFHENSELRS SSL £TF
XREL, MRBNREENZEARLHE, N HEIAE, SSLSNI ETFXXal UM E R ERS 28 SSL LT3,
AN7E undertow ¥R G HE X £ FXXHT,

1. RIEEE, 0 key-store. key-manager. trust-manager #1 server-ssl-context &, W7
E M —ARZS 8% SSL £ T3k 6 server-ssl-sni-context,

2. A& — server-ssl-sni-context, /) server-ssl-context TTHREMTHER, WI{FEH

default-ssl-context EMEIEEBIA SSL LT, MREXEHBICEMNENS, NIRHERZLET
X, host-context-map #EZLUESOMRAIENRIIK, DALEEF SSL LT,
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/subsystem=elytron/server-ssl-sni-context=SERVER_SSL_SNI_CONTEXT:add(default-ssl-
context=DEFAULT_SERVER _SSL CONTEXT,host-context-map=
{HOSTNAME=SERVER_SSL CONTEXT,...})

DLTREBETFE LB serverSSL SSL £ XX H server-ssl-sni-context, 3%
www.example.com F{% AiE K5 REISSL £ FCITEL,

/subsystem=elytron/server-ssl-sni-context=exampleSNIContext:add(default-ssl-
context=serverSSL,host-context-map={www\\.example\\.com=exampleSSL})

% \

FHMERNEEERFENRAN, RIEEHEE LATFRESZHNENDR().

cak

I AEEEHSEE server-ssl-sni-context

L R EREH S, BXESIER, 1HS JBoss EAP AIE/A AR EEIEG 582,

2. S5fin%l Configuration » Subsystems — Security(Elytron) —» Other Settings, B =i View,

3. = SSL - Server SSL SNI L FXEERTER ssl-sni-context,

B X Elytron HEMEMIIR, 15BN Elytron subsystem HHESE,

1.11.10. BH7E X SSL 4H4

£ elytron FREHEE SSL/TLS B, EAILURMHA AL THMRBEE LK

e key-store

® key-manager

e trust-manager
e client-ssl-context

® server-ssl-context

Digk

==
[=]

TEUH trust-manager UABMEMAGREBE XL, MELHE 7 Java BE2E
BT R (JSSE).

BF

LEAFIPS K, TEAEREE VEAEESRIBHEESS, ENFIPS FEXLEERER
AE| UDK R, AT LLE SEMELSIE X509 1IEHER SecurityRealm SEFIZE T A,
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TEOIR Elytron HERESIL L, I BIREENBTHEMER, BRIVEMBRNERE, FEE
JBoss EAP Z£42M AR HIIINEE S ZoRER Y. B NHMARICEIFIBERE JDK St ERM,

1.11.10.1. 7£ Elytron RN B & L AHH
LUF S8R T 1E Elytron FRME E X HM,

1 FGEFBE AR REZFN JAR EHEIRINE JBoss EAP H1, FEREMFZERKWII, 0
javax.api :

module add --name=MODULE NAME --resources=FACTORY JAR --
dependencies=javax.api, DEPENDENCY _LIST

BF

%/ module BIE CLI 3 5 U VBRI IR EAMMBREIR, ST ERTHE
SEFRERE, NELLREEDEE CLINER, EEFINERNFIRINESR
HBRESR, MEREZER, HSH JBoss EAP ZEEFHHNIF0IEBEE UK
R FHMPR B E SRR

BRARTEThEERN BIEELMEE RS LI (SLA) H, BHINEEREFH 5T
&, A, EFBEEFIMERERE ], XERARTIETRETUER SRR
HAFNEE, HAENSEFLMBRR‘RBEE L.

INFJAE X BATTIREZFSEE MER, ESHLIEE 1 Mk BRI
RESFHEH,

2. HHEMRME elytron FREET, java.util.ServiceLoader ST 4 MIZIRERFE, FH4, AU
WL E X provider-loader SRR IREFEF NS A, CBIMEBERNAEZENM, BNHGEREE
SEHE—

e JE%E X provider-loader i B3| 1% ETER ¢

/subsystem=elytron/provider-loader=LOADER _NAME:add(class-names=
[CLASS NAME],module=MODULE NAME)

e 7£ META-INF/services/java.security.Provider @ S EEFHEIH, 1E
org.kohsuke.metainf-services ¥ i @MetalnfServices JXfZif, <BIIGIEILEIH, %
FERXANAER, KA provider-loader EEF FZ&EN, TR :

I /subsystem=elytron/provider-loader=LOADER NAME:add(module=MODULE_NAME)

3. MEELAHBRME Elytron WECEH, EREHNTRFFINMEIREME LBRERERF,

I /subsystem=elytron/COMPONENT NAME=NEW _COMPONENT:add(providers=LOADER N
AME,...)

B, Bx LEEEESR, FTEMFMA trust-manager 7Tk, MRS :

B B e EEEERS

/subsystem=elytron/trust-
manager=newTrustManager:add(algorithm=MyX509,providers=customProvider,key-
store=sampleKeystore)
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4. EXrE, AUMEMTRSAIZHE,

HinBR

o MT/ELHER, BESIRRAEMII,

1.11.10.2. Z£B & X Elytron H#EhBESH
INREHI LS #ak A%, BaLEEE AT ESE, M.

I void initialize(final Map<String, String> configuration);

LEAERTBELREE L ER—HEEFREL, BilEE LAHENEA configuration BEZ %, i
n, LURRBIE LT %5 myAttribute BIEMY, (H% 7 myValue,

/subsystem=elytron/ COMPONENT_NAME=NEW_COMPONENT:add(class-
name=CLASS NAME,module=MODULE_NAME,configuration={myAttribute="myValue"}

1.11.10.3. A7 A Elytron WEAE X EEEEHR

B SERE Y EEEESS, TLTE Undertow 8 HTTPS B BIEFIE. £ dir-context Ry
LDAPS 4% Elytron FiF SSL E#MEMAMAE, AHEE T HRSRMBEERE, mINBUEEFER
B E X ASEE RS LI X Lo S e,

8%

LEMA FIPS I, TAFERABEEEEESR, FEh FIPS ZRFIHEESRERAZI JDK F,
AT LU LML IE X509 1EERY SecurityRealm SR ELTH,

X E S EERBNER
HRBEEEEESN, RIEHUATRR

e LIl X509ExtendedTrustManager & O TEESS.
e ¥ & TrustManagerFactorySpi H{S T BT,
o EEFEBI MHENMA,

HIRHMEFLINEETE JAR XHH, FEERMEI JBoss EAP H, {ESEMERELIE NRRB ST
JBoss EAP H1,  RNEE—MERFEE, ATLAMERKIITNE,

Kl
UTRANERT —MEMER, SiEBEVEEEESEI IM RS,

78 : Provider

import org.kohsuke.MetalnfServices;
import javax.net.ssl.TrustManagerFactory;
import java.security.Provider;

import java.util.Collections;

import java.util.List;

import java.util. Map;
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@MetalnfServices(Provider.class)
public class CustomProvider extends Provider {

public CustomProvider() {
super("CustomProvider", 1.0, "Demo provider");

System.out.printin("CustomProvider initialization.");

final List<String> emptyList = Collections.emptyList();
final Map<String, String> emptyMap = Collections.emptyMap();

putService(new Service(this, TrustManagerFactory.class.getSimpleName(),"CustomAlgorithm",
CustomTrustManagerFactorySpi.class.getName(), emptyList, emptyMap));

}

UTFRBIERT — T EELEEEER. XNMEEEERLEATRET " hXRSHEEEENTE
Al : TrustManager

import javax.net.ssl.SSLENngine;

import javax.net.ssl. X509ExtendedTrustManager;
import java.net.Socket;

import java.security.cert.CertificateException;
import java.security.cert.X509Certificate;

public class CustomTrustManager extends X509ExtendedTrustManager {

public void checkClientTrusted(X509Certificate[] x509Certificates, String s, Socket socket) throws
CertificateException {
// Insert your code here

}

public void checkServerTrusted(X509Certificate[] x509Certificates, String s, Socket socket) throws
CertificateException {
// Insert your code here

}

public void checkClientTrusted(X509Certificate[] x509Certificates, String s, SSLEngine sslEngine)
throws CertificateException {
// Insert your code here

}

public void checkServerTrusted(X509Certificate[] x509Certificates, String s, SSLEngine sslEngine)
throws CertificateException {
// Insert your code here

}

public void checkClientTrusted(X509Certificate[] x509Certificates, String s) throws
CertificateException {
// Insert your code here

}

public void checkServerTrusted(X509Certificate[] x509Certificates, String s) throws
CertificateException {
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// Insert your code here

}

public X509Certificate[] getAcceptedissuers() {
// Insert your code here

}
}

LT RAIRTFREEEEEHFHLA,

APl : TrustManager factorySpi

import javax.net.ssl.ManagerFactoryParameters;

import javax.net.ssl.TrustManager;

import javax.net.ssl.TrustManagerFactorySpi;

import java.security.InvalidAlgorithmParameterException;
import java.security.KeyStore;

import java.security.KeyStoreException;

public class CustomTrustManagerFactorySpi extends TrustManagerFactorySpi {

protected void enginelnit(KeyStore keyStore) throws KeyStoreException {
// Insert your code here

}

protected void enginelnit(ManagerFactoryParameters managerFactoryParameters) throws
InvalidAlgorithmParameterException {
// Insert your code here

}

protected CustomTrustManager[] engineGetTrustManagers() {
// Insert your code here

}
}

AngE X EEEES
@IJL*IEM tEMEEEESRE, BIEREEE L HERME ElytrOﬂ EFE"]%%?I@I%ET”/I]\\}JDEU elytron F%

i)

1.11.11. Ek1\ SSLContext

HRERFERAFZ ETRREE SSL BB HTe @B, XEERFERARG I TREE. MREXE
RAEE, NXHHIREREIA SSLContext,

#XiL SSLContext LA AE AR :
I javax.net.ssl.SSLContext.getDefault();

FINERT, X4 SSLContext FHARSIEMFITAE. HE, 7E elytron TXREIA, TLUEEWLRE
B9 ST R F R RRIAE,

BEAXINEE, HFERREMRR SSLContext, A/, FIEMA T4 RIEELN L SSLContext
ERRMES
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I /subsystem=elytron:write-attribute(name=default-ssl-context, value=client-context)

LINARSMIE T LT X ERIZIZENIA SSLContext 5, SEEFHIMEFBLUIBREZEEHERNNE T HIA
SSLContext,

I reload

IR default-ssl-context B2 N RE X, NIRAE API A IREEMNEIEIKREBINE, EXFER
T, BEEH/T Java i,

/subsystem=elytron:undefine-attribute(name=default-ssl-context)

{

"outcome" => "success",

"response-headers" => {
"operation-requires-restart” => true,
"process-state” => "restart-required”

}
}

1112, FARUEPEEETIR

INREBARBIUEBEEHFIFR(CRL)IGUEIE T, ERILUEA elytron FREOTHHIEEEIEERD certificate-
revocation-list B REES. 40 :

/subsystem=elytron/trust-manager=TRUST_MANAGER:write-attribute(name=certificate-revocation-
list,value={path=/path/to/CRL_FILE.crl.pem}

BEXEEEERTHEMENESLELR, 1HSMH trust-manager BE3*,

BEEFEMLMEEIL T, UEEEIEBEEHIIRMIETNAER Y. EEFEERNIZ
SEZIEUES, REEUEPIENFI A ELES,

&8 LI{# B reload-certificate-revocation-list £ {Fig REEBIESREHH AL PHEENTIR,

I /subsystem=elytron/trust-manager=TRUST_MANAGER:reload-certificate-revocation-list

1113, FRIEP A N EBERIED

& LUE A JBossEAPﬂﬁﬁcu MEBIEHSRERMEREZ AL, X, SR lEZEM CLI iZH&
HIBEZRIET, AENESARMBENBHAEMED,

AT RIFS MSEE — N AER staging 231, REER SN ERIEBIA NN EE
URL, iX/MEERIAN false, EEMEININ, EEIMERRNZEALLSE,

BCiE Let OINZEM
H JBoss EAP 7.4 {2, Let N BME—ZIFRIEB AN, BEEBEZZIUET, XK o ZfE B iE i
AHORE, FHREUTER :
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o SEIUEPBM AN~ B HBH] 2B E A,

o IEBMANMEG R, MREEBRFFEPRBERENG G, NEE—-D, HENRARER
o

e THE URL FUSR, fOFL-FHRAIMNE, UEFIUE WAL R LATEAEAR] [m] &R B R,

/subsystem=elytron/certificate-authority-account=CERTIFICATE_ACCOUNT:add(key-
store=sKEYSTORE,alias=ALIAS,contact-urls=[mailto: EMAIL_ADDRESS])

{5 R UE WU HLAS B ZR K
BTG, TLLBLRARERS IR, ERIEBMANIOEZIK.

/subsystem=elytron/certificate-authority-account=CERTIFICATE_ACCOUNT :create-account(agree-
to-terms-of-service=true)

18 F 5 A0U& AV B i
HEF A& HLiEK P £ ] LA AR update-account @345 B .

/subsystem=elytron/certificate-authority-account=CERTIFICATE_ACCOUNTupdate-account(agree-
to-terms-of-service=true)

B S IAUENE KI5
AILAEF change-account-key @ 43 B X 5-UE F il & ML AHK F REXBIZE £H.,

I /subsystem=elytron/certificate-authority-account=CERTIFICATE_ACCOUNT:change-account-key()

51 FE B % MU BGEBUERK
MRFBEZEMKS, N{EA deactivate-account 655 BUEEUE IZIK

I /subsystem=elytron/certificate-authority-account=CERTIFICATE_ACCOUNT deactivate-account()

by EERINTI | RiAP S :7R: SpTve = € 53
K BT HIE @IS get-metadata S &I, XRETUTER :

o ARZSSFRA URL,

o IEBIA ML URL,
o IEBALMIMKFFIR,
o EEFENEIKS.

I /subsystem=elytron/certificate-authority-account=CERTIFICATE_ACCOUNT get-metadata()

ERAERILEHEERE Let INEEIK
FEREEIEHSEE Let BY Encrypt Tk -

1 Ui E RS
BXEZER, 155 JBoss EAP ZE/E AT HIE EILHI 559,

2. 5%l Runtime - Host » Security(Elytron) - SSL 3= View,

3. = Certificate Auth... ¥T 7 iEBIAHFIK T TUmE,
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4. (R LR B IR BRI SR OV AR

o filE
R F AU A QIR

o HUHREUE
BCH /%&/E_Fﬁ' IIE:EjJﬁZi*ﬂWjﬂ]KF

e Update (E#r)
{5 FRUE R0 & AL BRIk

o REUTEURE
BEEBRIERMANIIRIBLUTER

o

o

o

o

o

REKHY 5 %
UEFINA WS B FR
BRRHFIE

BT hER TR
RN MU IS

o WK/ EH

o

{5 R UEF A 4 AL BB e SR XA B

1.11.14. Keystore Manipulation Operations

HBHITUTERE :

BT LEREE CLI B IEEHIATE Elytron key-store TR _E T &M BRAEMEERME

EFH*’*IE CLI B2 F 12 1F
B ERERE CL, aTUHUTUTRHAEMEIRE -

o MBI,
generate-key-pair i S ER BN, FHFERNQHAREEZBL B X509 iEHid, 4RRHIFATH
#0 E K%IIE:FJJ{'//J\\DDEU%‘%Hﬁﬁ%qJ

/subsystem=elytron/key-store=httpsKS:add(path=/path/to/server.keystore.jks,credential-

reference={clear-text=secret},type=JKS)

/subsystem=elytron/key-store=httpsKS:generate-key-pair(alias=example,algorithm=RSA key-
size=1024,validity=365,credential-reference={clear-text=secret},distinguished-
name="CN=www.example.com")

o EMIETERZIFR,
generate-certificate-signing-request &%
WERELER, ERMIERELERNEARSXEF,

SEABFAFME T PrivateKeyEntry 4 PKCS #10

/subsystem=elytron/key-store=httpsKS:generate-certificate-signing-
request(alias=example,path=server.csr,relative-to=jboss.server.config.dir,distinguished-
name="CN=www.example.com",extensions=
[{critical=false,name=KeyUsage,value=digitalSignature}],credential-reference={clear-
text=secret})
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o S AUEFEIEFEE
import-certificate #5534 R RYIE P SKIE P S A BIBRAFEMEABIEE F.

/subsystem=elytron/key-store=httpsKS:import-
certificate(alias=example,path=/path/to/certificate_or_chain/file,relative-
to=jboss.server.config.dir,credential-reference={clear-text=secret} trust-cacerts=true)

o SHiEF,
export-certificate A5 [ FiE P MBAEMHEPIIZE FHEISXE.

/subsystem=elytron/key-store=httpsKS:export-
certificate(alias=example,path=serverCert.cer,relative-to=jboss.server.config.dir,pem=true)

o F&,
change-alias & $ AN B A Z BB EFBA 4.

/subsystem=elytron/key-store=httpsKS:change-alias(alias=example,new-
alias=newExample,credential-reference={clear-text=secret})

o TFREX BT IEATIBIE L.
store &y TR BN & 10 B F MR S AT MBI R T B 2R

I /subsystem=elytron/key-store=httpsKS:store()

FERERZRHSEERTIRFRE
EREEEGAHITERE

1 Ui E RS,
BXEZER, 155 JBoss EAP E/E AT HIE LG S8 9.

2. 5%l Runtime - Security(Elytron) - Stores, AEmifi View,
3. 5= Key Store LT A EHEMEE L TTHE.

4. RFFREBHFELTT.
& DA i 7 B R BRSOV A B B AT AT 84

® Load
INEEREFINE B AFN,

® Store

MRS R B F R ST K AR,

o HREHIXT
RN, NSRS R X509 I, FSFAHINIE B RINE ZAEME R,

o SAIEH
FHUEFBEM S-S AR BT,

o KIX
MIEBMAZ HRERZE ZIUES, FHREFHERAFEED,

1.11.14.1. BHEMUE B A WA R E
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ERCE Let MNEIKF G, e EBPFM LHATLL TR,

AT L N EAE — DAL staging S8, AR SR ERIEBIA ML F
URL. X/ MEFRIATY false, ETEMBINIK, EEIMERRNIZE RIS,

HRER CLI BRI NATIRIF
Bt EAEE CLI, AT T BHEMEE BN ERE -

o RENVERIES,

NEREMEE L TIUERMA NI E, S LUER get-certificate fr HIRINE R IEHHFHE
EERPAFER, MREFIEPDANEBIKS REE, NEeRWAI0IE,

/subsystem=elytron/key-store=KEYSTORE:obtain-certificate(alias=ALIAS,domain-names=
[DOMAIN_NAME],certificate-authority-account=CERTIFICATE_ACCOUNT ,agree-to-terms-
of-service=true,algorithm=RSA,credential-reference={clear-text=secret})

o REHZERILTH,
revoke-certificate #p &S IE P 1 & HLK & T RYIET,

/subsystem=elytron/key-store= KEYSTORE:revoke-certificate(alias=ALIAS,certificate-
authority-account=CERTIFICATE_ACCOUNT)

o MELRIUETEREE T LT,
should-renew-certificate S EIL B R EERBREEL], MRIEH T EIEE D FIBER
#, N€p5IiRES true, TN false,

DR SRR HEEEETRN 7 REidH,

/subsystem=elytron/key-store= KEYSTORE:should-renew-
certificate(alias=ALIAS,expiration=7)

HREREH SR AFHEIEBIA VIR
S REREH A HITERE :

1 UinE RS,
BXEZER, 155 JBoss EAP ZE/E AT HIE EILGEI 559,

2. 5%l Runtime - Security(Elytron) - Stores, AEmifi View,
3. 5= Key Store LT A EHEMEE L TTHE.
4. RATEBHEMEATREINB Aliases,

5. RFArF&H B,
BB LR AR BRI SR Pt ! B AT LA TR 4F -

o HUI#A
G e =1l

o SHUEH
FEAFME SR B PRIES S B,
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B1E RPRSHEREED
o 4R CSR
EMRIEFERIEK,

o JHERH &
MBHEE P IIBRATIE R B

o ¥t
HE S B RKBIEHHIE,

® Revoke

B 5 5| 2 KERBYIE,
o IOUFZET

T E KEXBYIEH 2RI HRLET,
1.11.15. {8 Subject Alternative Name Extension 7 X.509 iF fifig& Evidence
Decoder
BINBERT, 5 Elytron f1 X509 iF PBREMEFBIEHRMETELEH, 5 X509 iEHHEHEXBENERR
PR —MEPMEMER, EALIECE X509-subject-alt-name-evidence-decoder 7£ X.509 ik
RER SR BRI ER,

X.509 IEFHF] X.509 iEHHER X - & A E MY BAARTE RFC 5280 H7E Lo

FRFM
o BIEZEFMIRIEPHAEINN, HEBEF L HERMATRA,

gz

. REERANEEERATT R,

INRIEWE FimiE BIEAM, FTLER keytool s T EF XU EHEMT & :

I keytool -printcert -file /path/to/certificate/certificate.cert

subject alternative name " BN :

SubjectAlternativeName |
DNS:one.example.org
IP Address:127.0.0.1

]

2. BIE— x509-subject-alt-name-evidence-decoder LA {# FA 15 & B9 3 il 75 FH & F5
/subsystem=elytron/x509-subject-alt-name-evidence-decoder=exampleDnsDecoder:add(alt-
name-type=_ EXTENSION_TO_USE_ )

o E[FMAILIEMITER, 15TE security-domain FEIHTE :
/subsystem=elytron/security-domain=__Security_Domain_Name__:write-
attribute(name="evidence-decoder",value="exampleDnsDecoder")

H At BT iR
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® x509-subject-alternative-name-evidence-decoder Attributes

1.11.16. fid & Aggregate Evidence Decoder

ERLIEERANILERMSEREH NI ES MRS, IHEREFREENIFNA, BRHILER
MERREIIENll EfF, HEZERAELSREMEGSE T LI,

FRFH

o NEREMMEILIRIITERE,
AXRBEBILEANLIIHEE, 15ESEF A Subject Alternative Name Extension 4 X.509 iE e
i& Evidence Decoder,

AR
1. MILERREESR LI BRR AR

/subsystem=elytron/aggregate-evidence-decoder=aggregateDecoder:add(evidence-
decoders=[  DECODER_1__, DECODER_2_ ..., DECODER_N_])

o EFMILEMANE, HEREEPSIAE :
I /subsystem=elytron/security-domain=__ SECURITY_DOMAIN__ :write-

attribute(name="evidence-decoder",value="aggregateDecoder")

1.11.17. Bgi& X.500 Subject Evidence Decoder

Bici& x500-subject-evidence-decoder, LUAMIEFEER S —ANIE AR IRENE R,

it
o Al x500 EHRARITES

I /subsystem=elytron/x500-subject-evidence-decoder=exampleSubjectDecoder:add()

1.11.18. {EFH B & X Evidence Decoder £

& ET L@ 1E Elytron R F B & X org.wildfly.security.auth.server.EvidenceDecoder L3}, 7Ai%2
FERINS JBoss EAP BIREIR,

AR
1 B E EERRITE 0 Java A (JAR).

2. RINESEIEH JAR By JBoss EAP,
BRARIERE] UBoss EAP MIi¥1E, 1552 HEEFHTNOEETE LERED,

3. MEE ISIFERIE2RRIE Elytron:
/subsystem=elytron/custom-evidence-

decoder=myCustomEvidenceDecoder:add(module=_ MODULE_NAME__, class-
name=__FULLY_QUALIFIED_CLASS_NAME_ )
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B 2E FRITEEE
AT BUR Y S B RIS 5 B AR5 7801,

2.1. {# FH ELYTRON 1332 | 23 BC B B3 15 B 12 55 1iE

IREEIG A P NINE 4128, LUEMIZEIZREENE LA P B0 T B RIE, MBS 28 2t E gz
HISSH HTTP #EOH T H M RIE,

ik
1. 1E master I 12HI2R ERMA T, #A add-user LARERMNAA 4. BEMEMEE, NR
HTTP #O:@:3 ManagementRealm Elytron BRI, NI mA -~ E
ManagementRealm,
INRIERE T XHRIAR A FH SRS, 52317 EAP_HOME/bin/add-
user.sh i,
{5/ add-user LAEFRMAFERRE, REBIFEEXHNRNELRGFERNRE
B, R, RFFKANCESNFHBIUEER EBMESHHERBINT F], FRIE B H
ITEFME, XEKE add-user LA ATHBIAT A B e ER = I BN A EE AT E
EIZITHIAR 5525
SR ENEIL T ManagementRealm, 2 add-user SZFATEFIRTHIA
AR, e yiEzZEAES ; B, RMRIEEEINEI TR,
2. EMEZERIBRRIN— P FDRIERE. U TRAET T ERAF slave #1 password1! SE7RIN—
& slave BT HHRIEERE :
/host=slave/subsystem=elytron/authentication-configuration=slave:add(authentication-
name=slave, credential-reference={clear-text=password1!})

3. TEMIZHI2Z A0 authentication-context, 0 FAIFFR :
/host=slave/subsystem=elytron/authentication-context=slave-context:add(match-rules=
[{authentication-configuration=slave}])

4. 187 MBIEH 27 P A% HI2S I E ] authentication-context, BRI :
<domain-controller>

<remote protocol="remote" host="localhost" port="9990" authentication-context="slave-
context"/>
</domain-controller>
H At BT iR
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o EXXEHIFRANBIMEMEENIEE, HS%E JBoss EAP LIEEAHHIHEE 2o,
o BXEBEERFIHNER, 1S JBoss EAP LEEFHHHEER -85,

2.2. R IAM RN E IR UL 52l SR EC B & Y & D S0 ik

ZiIAEMR T, Red Hat JBoss Enterprise Application Platform Bt & F 151628, B3R MIEEE I 5355 25
B MBI H 2R3 1T SR 4E,

EREHHE

b =
1. {8 add-user BIAF A RN E F 1532625,

a. REAFREEHRMEIE—NMEAF, master ARRIFEETERE, R
ManagementRealm,

100

TIUEFCE MIE 12 25

b. &DLLL'FU_'WJFE‘.T', WIN—M (slave) BF. WNF &I TFHHF—1TAS AiEEHE

—NAS HFE, IFEE yes ?
$ EAP_HOME/bin/add-user.sh

What type of user do you wish to add?

a) Management User (mgmt-users.properties)

b) Application User (application-users.properties)
(a): a

Enter the details of the new user to add.

Using realm 'ManagementRealm' as discovered from the existing property files.
Username : slave-user

Password recommendations are listed below. To modify these restrictions edit the add-
user.properties configuration file.

- The password should be different from the username

- The password should not be one of the following restricted values {root, admin,
administrator}

- The password should contain at least 8 characters, 1 alphabetic character(s), 1 digit(s),
1 non-alphanumeric symbol(s)

Password :

Re-enter Password :

What groups do you want this user to belong to? (Please enter a comma separated list,
or leave blank for none)[ [

About to add user 'slave-user' for realm 'ManagementRealm'

Is this correct yes/no? yes

Added user 'slave-user' to file 'Yhome/user/EAP-7.4.0/standalone/configuration/mgmt-
users.properties'

Added user 'slave-user' to file '/home/user/EAP-7.4.0/domain/configuration/mgmt-
users.properties'

Added user 'slave-user' with groups to file 'home/user/EAP-
7.4.0/standalone/configuration/mgmt-groups.properties'

Added user 'slave-user' with groups to file 'home/user/EAP-
7.4.0/domain/configuration/mgmt-groups.properties’

Is this new user going to be used for one AS process to connect to another AS process?
e.g. for a slave host controller connecting to the master or for a Remoting connection for
server to server EJB calls.


https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/configuration_guide/#domain_management
https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/configuration_guide/#management_users

B 28 RIEEH

yes/no? yes
To represent the user add the following to the server-identities definition <secret
value="ABCzc3dv11Qx" />

BE
RINBAE, BASKEH— <secret> TH, T F—%H, BEEFEHELT
%O

2. MEMBIEHIRUERIZER, EXHERSL0ERIE, BOIEFHFENMMEILHE, UE
EFNMEEXHHRERIZEIE, Bl40, host.xml = host-slave.xml,
PURRAIER T I EIEH 2360 E P A < remotedgt; TTRARME &, BH, ®OAERT I
<secret> HINEIE TR <remote> TTHEMEH server-identities .

% E,E
: - FA P &0 &It secret& gt; 9@t £ £ —4 @ master R HI2R R0 A 7 RIKEL

<security-realm name="ManagementRealm">
<server-identities>
<I-- Replace this with either a base64 password of your own, or use a vault with a vault
expression -->
<secret value="ABCzc3dv11Qx"/>
</server-identities>

<domain-controller>
<remote security-realm="ManagementRealm" username="slave-user">
<discovery-options>
<static-discovery name="primary" protocol="${jboss.domain.master.protocol:remote}"
host="${jboss.domain.master.address}" port="${jboss.domain.master.port:9990}"/>
</discovery-options>
</remote>
</domain-controller>

Hith BHR

o AXREFHIFRANBSMEMEENIFE, HSE JBoss EAP IEAEAHHIEERE 82,

o BXEBEERFHNER, S JBoss EAP LEEFHHHEER -85,

2.3. {fH ELYTRON iz HI 25 & SSL s TLS

ESEEMEE JBoss EAP 5261, LUTE master BRI S M ENILHIR 2 (EEREN, GRRLEES
JZ(SSL) sk & Hi/Z(TLS),

BE

LR SSL X TLS BeBE WAEZ B+ JBoss EAP 5Lz 8] & A, ’P;&WJ‘ILXE%TE
F’ nHRSERA R, BARATRE, XSEMA VRS, WikGRE,
R, BEHERRZFENA SSL 2 TLS.

101


https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/configuration_guide/#domain_management
https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/configuration_guide/#management_users

Red Hat JBoss Enterprise Application Platform 7.4 {AitBIRS BREk 24

FRFH

o ERHEETFIAELEMIEPHNRAEK, ENEBEOSBENAESSL/TLS, ESHEREZEMm
SERAME SSL/TLS, A Elytron FR5i 452 AMAE SSL/TLS,

BAMRZFELERE SSL X TLS, EFEE N EIEHI SR E — EHEH S £
FMECEIE BB AFE.

Ao, ERAF master HIEHIRRBIUE T S AR ENEFISBHEM S, L
A, READENERISFIE S S AR R H SRR AEE D,

EEES

AR

1. 7E master H12HI2: ERINA 7, MREEFHEAEFXHNRFNHSGBRIENS], 15217
EAP_HOME/bin/add-user.sh A&, &5, HNMAF4A. BEMEMEE,

EIEA P ENEIA T ManagementRealm, 2§ add-user SZFATEFIRTHIA
AN, EeiiEsRiAgE ; B, MRIEEUIMEIRRE,

R/ TE A R BRI,  LUMEMIZSI R IE1T F 095k,

RS BIBUEXHHRABREEFERNES, BER, REBINEFDIEFMNILILFERE
BMEHETRBIRS (], FFAEEH AR EFnE. Hit, add-user LARRFHIE
AR ILEIN AR IEEEIZTHARSS 25,

2. FEEHEHFISREENFER SSL = TLS, UTREIERT NIRS SRBIAGFHMNEEFHEEII%H
23 5. key-manager. trust-manager 1 server-ssl-context H% 4,

/host=master/subsystem=elytron/key-
store=twoWayKS:add(path=/path/to/server.keystore.jks,credential-reference={clear-
text=secret},type=JKS)

/host=master/subsystem=elytron/key-
store=twoWayTS:add(path=/path/to/server.truststore.jks,credential-reference={clear-
text=secret},type=JKS)

/host=master/subsystem=elytron/key-manager=twoWayKM:add(key-
store=twoWayKS,credential-reference={clear-text=secret})

/host=master/subsystem=elytron/trust-manager=twoWayTM:add(key-store=twoWayTS)
/host=master/subsystem=elytron/server-ssl-context=twoWaySSC:add(key-

manager=twoWayKM,protocols=["TLSv1.2"],trust-manager=twoWayTM,want-client-
auth=true,need-client-auth=true)
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/host=master/core-service=management/management-interface=http-interface:write-
attribute(name=ssl-context, value=twoWaySSC)

BF

ISR A ERIEM S S HRIERE algorithm B, K Elytron FREEA
KeyManagerFactory.getDefaultAlgorithm () #1
TrustManagerFactory.getDefaultAlgorithm () RMWEEX, BE, ETLUIE
ZE algorithm /B, E1E7E algorithm B4, TEEMEEEAR JDK 24t T HpLe
KHEERE L, B0, {FH SunJSSE B JDK 124t T PKIX #1 SunX509 &%,

FEE—aod, ERILUEE SunX509 1F B EIEGEEREMY, & PKIXEEH
EEEERBEEREM.

4, BEEREEEXZIRMN HTTPS hil. WRIEFHRAIER TLSV1.2,
& AT LAE A cipher-suite-filter f§ E %9 E M, fEM-cipher-suites-order 3k

BERS R BRBEMINF. use-cipher-suites-order BHEZINKE N true, X5
|BHBY security FRATHAE, BRINHNBEE N IHELEGIF,

3. AENME NG LRE S ML E T XA EHSUE. UTRAERESLTT localhost
R EROI I 25,

: L BN S ER SR . BRI R B,

/host=slave1/subsystem=elytron/authentication-context=slaveHostSSLContext:add()

/host=slave1/subsystem=elytron/authentication-
configuration=slaveHostSSLConfiguration:add()

/host=slave1/subsystem=elytron/authentication-
configuration=slaveHostSSLConfiguration:write-attribute(name=sasl-mechanism-
selector,value=DIGEST-MD5)

/host=slave1/subsystem=elytron/authentication-
configuration=slaveHostSSLConfiguration:write-attribute(name=authentication-
name,value=slave)

/host=slave1/subsystem=elytron/authentication-
configuration=slaveHostSSLConfiguration:write-
attribute(name=realm,value=ManagementRealm)

/host=slave1/subsystem=elytron/authentication-
configuration=slaveHostSSLConfiguration:write-attribute(name=credential-reference,value=
{clear-text=passwordil})

/host=slavei/subsystem=elytron/authentication-context=slaveHostSSLContext:write-

attribute(name=match-rules,value=[{match-host=localhost,authentication-
configuration=slaveHostSSLConfiguration}]
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/host=slave1:write-remote-domain-
controller(host=localhost,port=9990,protocol=remote,authentication-
context=slaveHostSSLContext)

4. MEMMBEENIEHISFEE NER SSL =X TLS, U RS NIRSSB[BAGTHMNETEHEEEBEME
FEHIEH 25 key-store. key-manager. trust-manager. client-ssl-context #1 authentication-
context, t4, RBIFERT —E localhost L FIERIIIZEHIZS,

A=

RN IR BI AR 18 T IE A AUl 23 (L B

/host=slavei1/subsystem=elytron/key-
store=twoWayKS:add(path=/path/to/client.keystore.jks,credential-reference={clear-
text=secret},type=JKS)

/host=slaveil/subsystem=elytron/key-
store=twoWayTS:add(path=/path/to/client.truststore.jks,credential-reference={clear-
text=secret},type=JKS)

/host=slavei/subsystem=elytron/key-manager=twoWayKM:add(key-
store=twoWayKS,credential-reference={clear-text=secret})

/host=slave1/subsystem=elytron/trust-manager=twoWayTM:add(key-store=twoWayTS)

/host=slavei1/subsystem=elytron/client-ssl-context=twoWayCSC:add(key-
manager=twoWayKM,protocols=["TLSv1.2"],trust-manager=twoWayTM)

/host=slave/subsystem=elytron/authentication-context=slaveHostSSLContext:write-
attribute(name=match-rules,value=[{match-host=localhost,authentication-
configuration=slaveHostSSLConfiguration,ssl-context=twoWayCSC}])

BF

ISR B ERIEM S S HRIERE algorithm B, R Elytron FREEA
KeyManagerFactory.getDefaultAlgorithm () #1
TrustManagerFactory.getDefaultAlgorithm () RMEEX, B2, ETLUE
ZE algorithm /@M., E1E7E algorithm B4, TEEMEREEAR JDK 24t T HpLL
K EERE L, B, {FRH SunJSSE B JDK 124t T PKIX #1 SunX509 &%,

FEE—amdh, EAILUEE SunX509 fF h B EIRGEIERMY, & PKIXEEH
EEEERBEEREM.

4, BEEREEEZRFM HTTPS hil. WRIEFHRAIER TLSV1.2,
IR AT LAE A cipher-suite-filter f§ E %9 E M, fEM-cipher-suites-order %k

BERS R BRBEMINF. use-cipher-suites-order BHEZINKE N true, X5
|HEY security FRATHAE, BRIUNNBEEFIHELEGIF,

5. BEMEESEEFPREA JBoss EAP £,

Hi 5w
o AEXXEHIFRANBIMEMNEENIERE, HS%E JBoss EAP IIEEAHHIEHEE o,
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B2ERREE
o EXBEEAIMER, 1SN JBoss EAP FE/ERATRREIEAEB5,

2.4. {5 ELYTRON 7Eig&E R P HidE SSL
1E JBoss EAP 7.1 S B mhli A, EAILUEF Elytron fEEER HESE SSL,

FRFM

e JBoss EAP 7.1 S E S hRAs.

® FElytron

ff

L=

S

1. BIEEERIERLEE SSL :

keytool -genkey -alias jboss -keysize 2048 -validity 365 -keyalg RSA -sigalg
SHA256withRSA -keystore jboss.jks -storepass jboss@123 -keypass jboss@123 -dname
"CN=example.com, OU=JavaEE, O=Red Hat, C=IN"

2. FRAEE CLIOIEEHEM. key-manager # ssl-context,

#Configure a keystore

/profile=<profile-name>/subsystem=elytron/key-
store=httpsKS:add(path="${jboss.home.dir}/ssl/jboss.jks", credential-reference={clear-
text=jboss@123}, type=JKS)

#Create a new key-manager
/profile=<profile-name>/subsystem=elytron/key-manager=httpsKM:add(key-
store=httpsKS,algorithm="SunX509",credential-reference={clear-text=jboss@123})

#Configure new server-ssl-context reference with protocol and ciphers
/profile=<profile-name>/subsystem=elytron/server-ssl-context=httpsSSC:add(key-
manager=httpskKM,protocols=["TLSv1.2"])

3. EZi& undertow FX%%t, LABLET Elytron ssl-context :

batch
/profile=<profile-name>/subsystem=undertow/server=default-server/https-
listener=https:undefine-attribute(name=security-realm)
/profile=<profile-name>/subsystem=undertow/server=default-server/https-
listener=https:write-attribute(name=ssl-context,value=httpsSSC)
run-batch

4. | : {&¥" management-interface LL{& R — ssl-context :
host-*.xml X4 SR HEI SR ENILFIBRWERE, ZRBESIEERED., ZHRSSLEEK
o, B AR ENEBRE X ssl-context,

#Configure a keystore on the master DC host
/host=<host-name>/subsystem=elytron/key-
store=httpsKS:add(path="${jboss.home.dir}/ssl/jboss.jks", credential-reference={clear-
text=jboss@123}, type=JKS)

#Create a new key-manager on the master DC host
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/host=<host-name>/subsystem=elytron/key-manager=httpsKM:add(key-
store=httpsKS,algorithm="SunX509",credential-reference={clear-text=jboss@123})

#Configure new server-ssl-context reference with protocol and ciphers on the master DC host
/host=<host-name>/subsystem=elytron/server-ssl-context=httpsSSC:add(key-
manager=httpskKM,protocols=["TLSv1.2"])

#Configure the secure-port and ssl-context for management-http interface on the master DC
host
/host=<host-name>/core-service=management/management-interface=http-interface:write-
attribute(name=ssl-context,value=httpsSSC)

/host=<host-name>/core-service=management/management-interface=http-interface:write-
attribute(name=secure-port,value=9993)

5. ARIERRECE T EEFM, BT HIEH SR EIT SSL R ERIEEFS. MERSER,
ZA{E A Elytron ECEBIF EHLIZHIZRZ [AIBY SSL/TLS,

6. EFMHARSHBUBREREN :
I reload --host=<host-name>

o (FANYIERHTE Red Hat Enterprise Linux & {THFT FFSSL KIIE TLS %4 -
I openssl s_client -connect host:8443
HiH rp B RERIEBAERRN TLS IRARER.

SSL-Session:
Protocol: TLSv1.2

2.5. NIBMOE RIS UENLEIECE SSL 8¢ TLS

EZEPEE JBoss EAP S, LIFE master BiiEHIss A EN LG SR FAAELBEN, FRLL2ERERF
JZ(SSL) sk & /2 (TLS),

BF

LT SSL X TLS BeE WAEZ B JBoss EAP L2 8] & AT, /l\*WJ_JL,LEEE
F’ nHRSERA R, BARATRE, XSEMAEVERSMERGIER. WikGRE,
R, BHERRZFRENA SSL 2 TLS.

FoRFH

o 4AWNHEETAMAELEMIERMBIAEM, ENEBZEOSBANE SSL/TLS, ESHMERIE %O
BE MU EEEORENE SSL/TLS,
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B 28 RIEEH

pa -3
BAMRFILERE SSL X TLS, EFEEH EIEHI & — EHEH S £
%Dﬁﬂ%fl:%%ﬂ%%ﬂﬁﬁ%o

Ao, ERAF master IHIEHIRRBIE T S AR ENEFISBHEM . L
A, READENERISFIES S AR R E R R AEE D,

it

1. S EEIEFI2RECE N SSL =X TLS, AT RAIFfIR. YEEE TrEIEBRHAEEE,
REERRBEZESBLUMERNE SSL/TLS, B LLE T NEEEEE N FER SSL/TLS EAZLtHE
B, EENREEHRT A TEEILG S EEieH%s < FLEENEEEO,

FEHCEBERXFRS IR LIZTUU TR, R ss/ RF5BFDE, B BN
HARSS 8. LRARRBIRAILIL O EERETT,

batch

/host=master/core-service=management/security-realm=CertificateRealm:add()
/host=master/core-service=management/security-realm=CertificateRealm/server-
identity=ssl:add(alias=domaincontroller,keystore-relative-to=jboss.domain.config.dir,keystore-
path=domaincontroller.jks,keystore-password=secret)
/host=master/core-service=management/security-
realm=CertificateRealm/authentication=truststore:add(keystore-relative-

to=jboss.domain.config.dir,keystore-path=domaincontroller.jks,keystore-password=secret)

/host=master/core-service=management/security-
realm=CertificateRealm/authentication=local:add(default-user=\$local)

/host=master/core-service=management/security-
realm=CertificateRealm/authentication=properties:add(relative-
to=jboss.domain.config.dir,path=mgmt-users.properties)

/host=master/core-service=management/management-interface=http-interface:write-
attribute(name=security-realm,value=CertificateRealm)

run-batch

2. [FrE ENIEHIZRECE VER SSL =K TLS, TR :
batch
/host=instance1/core-service=management/security-realm=CertificateRealm:add()
/host=instance1/core-service=management/security-realm=CertificateRealm/server-
identity=ssl:add(alias=instance1,keystore-relative-to=jboss.domain.config.dir,keystore-

path=instance1.jks,keystore-password=secret)

/host=instance1/core-service=management/security-
realm=CertificateRealm/authentication=truststore:add(keystore-relative-
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to=jboss.domain.config.dir,keystore-path=instance.jks,keystore-password=secret)

/host=instance1/core-service=management/security-
realm=CertificateRealm/authentication=local:add(default-user="\$local")

/host=instance1/core-service=management/security-
realm=CertificateRealm/authentication=properties:add(relative-
to=jboss.domain.config.dir,path=mgmt-users.properties)

/host=instance1/core-service=management/management-interface=http-interface:write-
attribute(name=security-realm,value=CertificateRealm)

run-batch

3. BETEEF TSR FERANRZEE, LRGSR EITH, BT EN T SE B SXEFHT
XANEEH, F, host.xml = host-slave.xml,

<domain-controller>
<remote security-realm="CertificateRealm" username="slave-user">
<discovery-options>
<static-discovery name="primary" protocol="${jboss.domain.master.protocol:remote}"
host="${jboss.domain.master.address}" port="${jboss.domain.master.port:9990}"/>
</discovery-options>
</remote>
</domain-controller>

Hith 5w
o AXREFHIFRANBSMEMEENIFE, ESE JBoss EAP IEAEAHIEERE 82,

o HXWEMWMSSL =X TLS Mt BIIFE, ESE" HERSHLE "BrmPER (tHRREE
BHpEIEXEBNME SSL/TLS BMER.
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#B3E FRIRSHOAS REERR®E

BIEFRPRSNAAREEERRRE
3.1. {5 ELYTRON #47H - 1955 Uk

3L BB E
B\IERT, JBoss EAP IR (5@ (4 D B I8 S I IF TR,

=~ - BARE

/core-service=management/management-interface=http-interface:read-resource()
{
"outcome" => "success",
"result" => {
"allowed-origins" => undefined,
"console-enabled" => true,
"http-authentication-factory” => undefined,
"http-upgrade" => {"enabled" => true},
"http-upgrade-enabled" => true,
"sasl-protocol" => "remote",
"secure-socket-binding" => undefined,
"security-realm" => "ManagementRealm",
"server-name" => undefined,
"socket-binding" => "management-http",
"ssl-context” => undefined

JBoss EAP 7 elytron F%%4; #1124t management-http-authentication #1 management-sasl-
authentication, LURITEEEO,

B3 JBoss EAP LU FEKIA Elytron ZH4 -

1. i%i& http-authentication-factory LA{#F management-http-authentication :

/core-service=management/management-interface=http-interface:write-attribute(name=http-
authentication-factory, value=management-http-authentication)

2. Xi& sasl-authentication-factory LL{& i management-sasl-authentication :

/core-service=management/management-interface=http-interface:write-attribute(name=http-
upgrade.sasl-authentication-factory, value=management-sasl-authentication)
3. BUHRE X security-realm :

/core-service=management/management-interface=http-interface:undefine-
attribute(name=security-realm)

4. BHINE, JBoss EAP LIME R AR :

I reload

BIEEOWEMER elytron FREIREHIBINAEEHAITRIF,
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3.1.1.1. B\ Elytron HTTP KiFACE

L@ http ViR EEFREN, BINEEAET Web EEIEHI AR, JBoss EAP f}{EH
management-http-authentication http-authentication-factory,

/subsystem=elytron/http-authentication-factory=management-http-authentication:read-resource()
{
"outcome" => "success",
"result" => {
"http-server-mechanism-factory" => "global",
"mechanism-configurations" => [{
"mechanism-name" => "DIGEST",
"mechanism-realm-configurations" => [{"realm-name" => "ManagementRealm"}]
s
"security-domain" => "ManagementDomain"
}
}

management-http-authentication http-authentication-factory BZi& 7 {#F ManagementDomain &£

/subsystem=elytron/security-domain=ManagementDomain:read-resource()
{
"outcome" => "success",
"result" => {
"default-realm” => "ManagementRealm",
"permission-mapper" => "default-permission-mapper",
"post-realm-principal-transformer” => undefined,
"pre-realm-principal-transformer" => undefined,
"principal-decoder" => undefined,
"realm-mapper" => undefined,
"realms” => [
{
"realm" => "ManagementRealm",
"role-decoder" => "groups-to-roles"

"realm" => "local",
"role-mapper" => "super-user-mapper"
}
1,

"role-mapper" => undefined,
"trusted-security-domains" => undefined

}
}

ManagementDomain Z £ 13 ManagementRealm Elytron 2215, ©R2ETEMEMNIE,
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BF

ETEMMIEERS 2GS LA, RS SR EIERINNEREAS (F35EA add-
user fIA) EEREFHINERSZF. LEFMEH BT MERE CLIIZT reload 43K 5T
308

I reload

/subsystem=elytron/properties-realm=ManagementRealm:read-resource()
{
"outcome" => "success",
"result" => {
"groups-attribute” => "groups",
"groups-properties” => {
"path" => "mgmt-groups.properties”,
"relative-to" => "jboss.server.config.dir"
b
"plain-text" => false,
"users-properties” => {
"path" => "mgmt-users.properties”,
"relative-to" => "jboss.server.config.dir"
}
}
}

3.1.1.2. 2K\ Elytron B CLI B4%1E
KINERT, B CLI(jboss-cli.sh)LE 7@ 1T remote+http #1715,

Bl : B jboss-cli.xml

<jboss-cli xmIns="urn:jboss:cli:3.1">
<default-protocol use-legacy-override="true">remote+http</default-protocol>

<I-- The default controller to connect to when 'connect' command is executed w/o arguments -->
<default-controller>

<protocol>remote+http</protocol>

<host>localhost</host>

<port>9990</port>
</default-controller>

D@ HTTP BIri%sE, FHEA HTTP AU BE I ER Remoting, HTTP A2 E#ETE hitp-
interface B http-upgrade 84 #{&fH sasl-authentication-factory i#17 7 {R %,

~p - EREAHGRE

/core-service=management/management-interface=http-interface:read-resource()
{
"outcome" => "success",
"result" => {
"allowed-origins" => undefined,
"console-enabled" => true,

m
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"http-authentication-factory" => "management-http-authentication”,
"http-upgrade” => {

"enabled" => true,

"sasl-authentication-factory" => "management-sasl-authentication”
b
"http-upgrade-enabled" => true,
"sasl-protocol" => "remote",
"secure-socket-binding" => undefined,
"security-realm" => undefined,
"server-name" => undefined,
"socket-binding" => "management-http",
"ssl-context" => undefined

FRIABY sasl-authentication-factory 72 management-sasl-authentication,

/subsystem=elytron/sasl-authentication-factory=management-sasl-authentication:read-resource()
{
"outcome" => "success",
"result" => {
"mechanism-configurations" => |
{
"mechanism-name" => "JBOSS-LOCAL-USER",
"realm-mapper" => "local"

"mechanism-name" => "DIGEST-MD5",
"mechanism-realm-configurations” => [{"realm-name" => "ManagementRealm"}]

}
],

"sasl-server-factory" => "configured",
"security-domain" => "ManagementDomain"

}
}

management-sasl-authentication sasl-authentication-factory &% JBOSS-LOCAL-USER #1
DIGEST-MD5 #1l,

ManagementRealm Elytron %2215 (£ DIGEST-MD5 {#Ri%) 5 management-http-
authentication http-authentication-factory H & realm 8 [E.,

7Bl : JBOSS-LOCAL-USER Realm

/subsystem=elytron/identity-realm=Ilocal:read-resource()
{
"outcome" => "success",
"result" => {
"attribute-name" => undefined,
"attribute-values" => undefined,
"identity" => "$local"
}
}

Zith Elytron e AT EAM A BE R DI,
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3.1.2. EREFE M EEETFEEEO

1 NIEMSHEFHEIERSEURMEMNZFNREE,. RiDRMHER,
JBoss EAP B Z{aA0IE B 19 EFEFE A Elytron subsystem ZROHNA T S F2, 0, MR
EHEAETXHRENGHERRITEEZD, NEEEBRERETXHRENENEFE BES
P55IE RBIE R,

2. fl|# http-authentication-factory = sasl-authentication-factory,

Al : http-authentication-factory

/subsystem=elytron/http-authentication-factory=example-http-auth:add(http-server-
mechanism-factory=global, security-domain=exampleSD, mechanism-configurations=
[{mechanism-name=DIGEST, mechanism-realm-configurations=[{realm-
name=exampleManagementRealm}]}])

Al : sasl-authentication-factory

/subsystem=elytron/sasl-authentication-factory=example-sasl-auth:add(sasl-server-
factory=configured, security-domain=exampleSD, mechanism-configurations=[{mechanism-
name=DIGEST-MD5, mechanism-realm-configurations=[{realm-
name=exampleManagementRealm}]}])

3. ¥ pattern-filter NZE| EBSEM configurable-sasl-server-factory /.

2Pl : £ Configured configurable-sasl-server-factory 751 GSSAPI

/subsystem=elytron/configurable-sasl-server-factory=configured:list-add(name=filters, value=
{pattern-filter=GSSAPI})

XEBANAS IR, BEFIREIEER HTTP BEEON, JBoss EAP &| HTTP IR & E—4MK
S 401 Unauthorized, LUK —HFIHEZRHI4UENEI (40 Digest. GSSAPI %) bRk, 40
FESER, S JBoss EAP KL EFHR A ATER Hin S ik ET,

4. BIFEEEOLUER http-authentication-factory = sasl-authentication-factory.

A~ : B http-authentication-factory

/core-service=management/management-interface=http-interface:write-attribute(name=http-
authentication-factory, value=example-http-auth)

reload
il : BHr sasl-authentication-factory

/core-service=management/management-interface=http-interface:write-attribute(name=http-
upgrade.sasl-authentication-factory, value=example-sasl-auth)

reload
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EERIENZROERSHIIER, MREEFER R —FRRDIRET http B
A, Xl HTTP #1 SASL BEE IR —mIBZR &8 H, #H elytron T3R5
i, &AL SRECE http-authentication-factory #1 sasl-authentication-
factory, MIMEAARENZLIRMFET http EERFREM HTTP 1 SASL #ll,

INRERRREMH Elytron RO FIEABLLROMNTREYE, NEESEREHMNEE

Elytron #HXBE, Bl#0, AR |HZEZLH Elytron B security-realm i#1T TEC&E, NIH
http-authentication-factory Bdi& 4 R & RKIE,

LEERMBEN @5 http-authentication-factory =k sasl-authentication-factory (BT
HTTP #0) LLX% security-realm, FH ssl-context [E14:% A # F ssl-context BT,
F95351ERA Elytron 2038, FFH SSL HIBMZR 215 IE,

LEERMBEN @5 security-realm #[ ssl-context i/, LA http-authentication-

factory =¢ sasl-authentication-factory B+ HTTP #0O/, REA HTTP #EONSHE
IERS, HBIHZSIEH SSL A8,

3.1.3. 70 Silent 1935 1UF

ZIANBR T, JBoss EAP IR FKIENLE, @it E it 2eEkENBRENEILE, BELER
1HZ A Silent SR 2849,

B BRI ITARINE sasl-authentication-factory F,

1EIEH sasl-authentication-factory iR INEHFER H DL ¢

/subsystem=elytron/sasl-authentication-factory=example-sasl-auth:list-add(name=mechanism-
configurations, value={mechanism-name=JBOSS-LOCAL-USER, realm-mapper=local})

reload
fE A silent {295 UE 032 %T sasl-server-factory :

/subsystem=elytron/sasl-authentication-factory=example-sasl-auth:add(sasl-server-
factory=configured,security-domain=ManagementDomain,mechanism-configurations=[{mechanism-
name=DIGEST-MD5,mechanism-realm-configurations=[{realm-name=exampleManagementRealm}]},
{mechanism-name=JBOSS-LOCAL-USER, realm-mapper=local}])

reload

==
L EHRBIEAIIA R ManagementDomain 221, BEtAUOIEIFEREthL S

18, EAILATE JBoss EAP 01FH01E 514 &2 $67HY Elytron subsystem 3 R B E L 4
B 2R,
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#B3E FRIRSHOAS REERR®E

BF

WNRFEA T Elytron 2, FHESMEIEZIHAZH{ER JBOSS-LOCAL-USER SASL #,
H % 5 LR DA LR FRIIEETR, FHORIERKI

L5 security FR4i7, AL JBOSS-LOCAL-USER iEFHE XA/ %, 5%
BT BRI R S R IAE,

3.1.4. Authenticated Management f J' B84 515

A elytron FRERTEBZEON, ERUVET SRR~ SORMN ‘LS, XRFLLHHD
FER A P EEREEEREN B RESNEM.

NARFRSHFSAFESNEERE. SMEOMTUS MINSHRIERE, AR IZEOBNSHIIIE

NHIRPDURR, HRIREFHMNREHRT, RENREFHRIEZR 2 HE LA RS FTR S
fic.

EXRZHIERT, BARESBATMEESE ; T NEBEEOMTHMHIUE, LARIKEA
FEIARNRZE M, EXEERT, R&B5EREOMNSHEIET EXE, #E
AEETE LEMFFAR access=identity,

ARLEBRT, KERTANZEERRKERIURRIEM. WLE LT access=identity
TR, e8a8NREEN5IA, LURERINBE %,

LT RAREEEEH exampleSD Elytron TR T BEEN, FREATFH
exampleManagementRealm,

ZE L FMIRE, HF BOER RSINEEERE,
B - Fn SHER

I /core-service=management/access=identity:add(security-domain=exampleSD)

N FRER E, UNEERENRRENLT SMIIENR NS D. MERZRERN identity 5TE,
NEARTFEHRIENZ 2N S,

B0, NRELL usert BREFREIR CLI, BB FHERIT.

Bl : MEBEHE CLI 57 Authenticated User 53

:whoami

{

"outcome" => "success",
"result" => {"identity" => {"username" => "user1"}}

}

B

IMRAFMT identity ¥UE, HEFERIHLZEERERFEERE, S50 EIEMAFSA
KEHESA 1P, MR identity FURE, B IBRLEITENEAFSHIELHED.
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BERENBRIUAAFERARLY, ©f access=identity FIEERIE, MRKIEE, NXZRATFEHBEIE
Big, (EAA B IRAA TR LT,

HRTIHEKY identity RS EMA Elytron BBERE—HAR, FHE., BEMAET RBAC WA GBS E
MR, identity FRIA BRENAFBRAEE AR LUK HRTERNEEA G,

* 3.1 BFAESENEHEIE

%A access=identity &  access=identity 5|

X Elytron security-

domain

@M IBH security-realmfy HTTP B0 kBEENER, TZHHER ST,

{# M security-domain ## elytron HTTP B3 kB EEMNEH, INSR AL {E A security-

BUET 3T HTTP BN domain, NIkB5IAH
security-domain B9 &
2

FR4EEE, giF@d HTTP 7%, #FRIEHN REEENS, FZHHELFD.

security-realm ##0

FEEE, SFE T HTTP A4, EA elytron SASL RBEENED, IR Th{E A security-
35 iF N security-domainz #F#iEN0 domain, NIkE5IHAM
security-domain B9 &
2.
pa -3

SR identity FRPERANZLEREERBEFHNRILNREYE, NXERERSM.

LM EBERERNZEEN, FRER PEANREEAFREEREFNRILINRS

AIER A2 L i,
INRAKRE X access=identity 75iE, N{FEA N EBEOSMHEILTEREINGRD, EXMHERT, &
1f remoting TR sk AN AR FE AEREIN S D,
INRE T access=identity 75iE, BEEZEOFAMNRZLEARE, BRIEHIIRF, FREIHD.
HERESREILIRRAERINGHZR inflow, £ remoting subsystem k{8 FA N FAFE - 2 1 B 7% 1%
BN MRARLUXFH AR E,
5T
MREEZROMGRIBNRDIEATRP, HEBOREITEEFARANRZ 22 F#HIZH, EiX

MIERT, TRE X access=identity %R, Fit, ATUESHRIETIEPEINSFHE
B, FEit, identity BRATFHER PicketBox RIFBIN AR,

3.1.5. @5 E# CLI {# A Elytron &/

AT LU EE CLI BCiE 9 fE A Elytron B IR EF#E] JBoss EAP B RItR2E 1.,



#B3E FRIRSHOAS REERR®E

1. £/ Elytron RIFEEREO,
¥ Elytron B InS5EE CLI BEER, S 7iER Elytron RIFEERE, ERILUMER
Elytron 7£ A 7 B35 Elytron {%TF‘me%DE’Jﬁ?HHn =W

2. fI# Elytron & /7 imEC & X 4,
BHREOZE— Elytron B IREEXH, ZXM4HEEENFRTILEEU R ERIZEERNMN
M, f&RILAE JBoss EAP Z01ECIE 517 B #E BRI E XX 75 E— TR EINZ S M1t ERN
E %‘[;F‘éﬂﬂ {I:I /CNO

APl - custom-config.xml

<configuration>
<authentication-client xmlns="urn:elytron:client:1.2">
<authentication-rules>
<rule use-configuration="configuration1">
<match-host name="localhost" />
</rule>
</authentication-rules>
<authentication-configurations>
<configuration name="configuration1">
<sasl-mechanism-selector selector="DIGEST-MD5" />
<providers>
<use-service-loader />
</providers>
<set-user-name name="user1" />
<credentials>
<clear-password password="password123" />
</credentials>
<set-mechanism-realm name="exampleManagementRealm" />
</configuration>
</authentication-configurations>
</authentication-client>
</configuration>

3. BT EE CLI BIA#E A Elytron & RS E S

I $ ./jboss-cli.sh -c -Dwildfly.config.url=/path/to/custom-config.xml

3.2. i ELYTRON # 7 & E ML L

3.21 R AR KRRERIIER

JBoss EAP 7.1 B| A T BB B AR S5 23 F00. FARUTHEE, UL 2B MNE iR B EIIRS BRUEFB A
A, AT UERBIRSSREYE, WMBEEAERFNELEBHRIZIT,

AT HRIRGETR TR A RE2 5 EIE. ©REFHINRELESH] Jakarta Enterprise Beans (£ 1& |
TLFE Jakarta Enterprise Bean, BiRE—NFRE, HASEH HEFE Jakarta Enterprise Beans By
Principal 2 Ak A A ENABER. REIBUTHEEHRK,

o LM Jakarta Enterprise Beans @& H— A%, AIHMERSVIN, BEERLOEXFABENR
E R

o EHFH—EMAE Jakarta Enterprise Beans, B #IFLi2iEEE, FHiHAZREY Jakarta
Enterprise Beans B9 /5%,
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o i H Jakarta Enterprise Beans BRI & F im0 A
e META-INF/wildfly-config.xml XX, EFa3ERFEMREIEMNERER.

B E BT BBERSSRREARE S5, TR AEHEA WildFlylnitialContext
onnectionFactoryy & ?ﬂz#ﬂﬁﬁ 7LF2 Jakarta Enterprise Bean FI/RfIR A2 A,

NREREECERS S

1. ¥ ejb3 FREGBCE N{EA Elytron ApplicationDomain,

/subsystem=ejb3/application-security-domain=quickstart-domain:add(security-
domain=ApplicationDomain)

24 LLUF application-security-domain ECERINE ejb3 FR45: :

<appI|cat|on security-domains>
<application-security-domain name="quickstart-domain" security-
domain="ApplicationDomain"/>
</application-security-domains>

X
<subsystem xmins="urn:jboss:domain:ejb3:5.0">
</subsystem>

. %S00 PLAIN SPIIERE, UAXMAX AR RHEN, URATHIEEZENEIEETY, X
XF B EENOIGISIR, BEHXFRE BHEEINFTIR.

/subsystem=elytron/authentication-configuration=ejb-outbound-configuration:add(security-
domain=ApplicationDomain,sasl-mechanism-selector="PLAIN")
/subsystem=elytron/authentication-context=ejb-outbound-context:add(match-rules=
[{authentication-configuration=ejb-outbound-configuration}])

X1 elytron FRETHRMELT authentication-client B2 &,

AR
<subsystem xmlns="urn:wildfly:elytron:4.0" final-providers="combined-providers" disallowed-
providers="OracleUcrypto">
<authentication-client>
<authentication-configuration name="ejb-outbound-configuration" security-
domain="ApplicationDomain" sasl-mechanism-selector="PLAIN"/>
<authentication-context name="¢ejb-outbound-context">
<match-rule authentication-configuration="ejb-outbound-configuration"/>
</authentication-context>
</authentication-client>

</su bsystem>

Tei2 B a9t H it EEF 4 E R INE standard-sockets EEFHE .,

/socket-binding-group=standard-sockets/remote-destination-outbound-socket-binding=ejb-
outbound:add(host=localhost,port=8080)

XERMLLT ejb-outbound H i EEF4IE I standard-sockets EEF4IEH,

I <socket-binding-group name="standard-sockets" default-interface="public" port-

18
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offset="${jboss.socket.binding.port-offset:0}">

<outbound socket-binding name="ejb-outbound">
<remote-destination host="localhost" port="8080"/>
</outbound-socket-binding>
</socket-binding-group>

4, NI FEHIERE, FE HTTP EiESsiLE SASL SR WIUET,

/subsystem=remoting/remote-outbound-connection=ejb-outbound-connection:add(outbound-
socket-binding-ref=ejb-outbound, authentication-context=ejb-outbound-context)
/subsystem=remoting/http-connector=http-remoting-connector:write-attribute(hame=sasl-
authentication-factory,value=application-sasl-authentication)

XL http-remoting-connector #1 ejb-outbound-connection EZiE 7 INE| remoting %%
Gio

<http-connector name="http-remoting-connector" connector-ref="default" security-
realm="ApplicationRealm" sasl-authentication-factory="application-sasl-authentication"/>
<outbound-connections>
<remote-outbound-connection name="ejb-outbound-connection" outbound-socket-
binding-ref="ejb-outbound" authentication-context="ejb-outbound-context"/>
</outbound-connections>

<subsystem xmlns="urn:jboss:domain:remoting:4.0">
</subsystem>

5. ¥ Elytron SASL &85 1B &~ PLAIN #LEl,

attribute(name=mechanism-configurations,value=[{mechanism-name=PLAIN},{mechanism-
name=JBOSS-LOCAL-USER,realm-mapper=local},{mechanism-name=DIGEST-

/subsystem=elytron/sasl-authentication-factory=application-sasl-authentication:write-
MD5,mechanism-realm-configurations=[{realm-name=ApplicationRealm}}])

£ LLF application-sasl-authentication E2 &R INZE] elytron FR4; :

<subsystem xmlns="urn:wildfly:elytron:4.0" final-providers="combined-providers" disallowed-
providers="OracleUcrypto">

<sasl>

<sasl-authentication-factory name="application-sasl-authentication" sasl-server-
factory="configured" security-domain="ApplicationDomain">
<mechanism-configuration>
<mechanism mechanism-name="PLAIN"/>
<mechanism mechanism-name="JBOSS-LOCAL-USER" realm-mapper="local"/>
<mechanism mechanism-name="DIGEST-MD5">
<mechanism-realm realm-name="ApplicationRealm"/>
</mechanism>
</mechanism-configuration>
</sasl-authentication-factory>
</sasl>

</subsystem>
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RS5NEERENERUTRAINBARFHNREMELE.

BHENARFRIERMGI(pagates a Security Identity)

ERSHEEREAT L2 %EERE, Jakarta Enterprise Beans & /i A AT LA{E
WildFlylInitialContextonnectionFactory y ki f Jakarta Enterprise Beans fX32, Jakarta
Enterprise Beans Vi NEE P imnflR B IERA P, TR, U TFEEREREIRE JBoss EAP
7.4 M7 B9 ejb-security-context-propagation Quickstart, HXREBPEBHTETIETA, 155
REA T,

Z ¥ Jakarta Enterprise Beans fE N EMA A, EALUE L TXEMFEE
Context.SECURITY_PRINCIPAL #1 Context.SECURITY_CREDENTIALS,

P LR i
public class RemoteClient {

public static void main(String[] args) throws Exception {
// invoke the intermediate bean using the identity configured in wildfly-config.xml
invokelntermediateBean();

// now lets programmatically setup an authentication context to switch users before invoking the
intermediate bean
AuthenticationConfiguration superUser =
AuthenticationConfiguration.empty().setSasIMechanismSelector(SasIMechanismSelector. NONE.addMe
chanism("PLAIN")).
useName("superUser").usePassword("superPwd1!");
final AuthenticationContext authCtx = AuthenticationContext.empty().
with(MatchRule.ALL, superUser);

AuthenticationContext.getContextManager().setThreadDefault(authCtx);
invokelntermediateBean();

}

private static void invokelntermediateBean() throws Exception {
final Hashtable<String, String> jndiProperties = new Hashtable<>();
jndiProperties.put(Context.INITIAL_CONTEXT_FACTORY,
"org.wildfly.naming.client. WildFlyInitialContextFactory");
jndiProperties.put(Context. PROVIDER_URL, "remote+http://localhost:8080");
final Context context = new InitialContext(jndiProperties);
IntermediateEJBRemote intermediate = (IntermediateEJBRemote) context.lookup("ejb:/ejb-
security-context-propagation/IntermediateEJB!"
+ IntermediateEJBRemote.class.getName());
// Call the intermediate EJB
System.out.printin(intermediate.makeRemoteCalls());

}
}

2Pl : Intermediate Jakarta Enterprise Beans

@Stateless

@Remote(IntermediateEJBRemote.class)
@SecurityDomain("quickstart-domain")

@PermitAll

public class IntermediateEJB implements IntermediateEJBRemote {
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@EJB(lookup="ejb:/ejb-security-context-
propagation/SecuredEJBlorg.jboss.as.quickstarts.ejo_security _context_propagation.SecuredEJBRemot
ell)

private SecuredEJBRemote remote;

@Resource
private EJBContext context;

public String makeRemoteCalls() {
try {

StringBuilder sb = new StringBuilder("** ").
append(context.getCallerPrincipal()).
append(" * *\n\n");

sb.append("Remote Security Information: ").
append(remote.getSecuritylnformation()).
append("\n");

return sb.toString();
} catch (Exception €) {
if (e instanceof RuntimeException) {
throw (RuntimeException) e;
}
throw new RuntimeException("Teasting failed.", e);
}
}
}

2l : Example: Secured Jakarta Enterprise Beans

@Stateless

@Remote(SecuredEJBRemote.class)
@SecurityDomain("quickstart-domain")

public class SecuredEJB implements SecuredEJBRemote {

@Resource
private SessionContext context;

@PermitAll
public String getSecuritylnformation() {
StringBuilder sb = new StringBuilder("[");
sb.append("Principal=[").
append(context.getCallerPrincipal().getName()).
append("], ");
userinRole("guest”, sb).append(", ");
userinRole("user", sb).append(", ");
userinRole("admin", sb).append("]");
return sb.toString();

Pl : wildfly-config.xml X

<?xml version="1.0" encoding="UTF-8"7>
<configuration>
<authentication-client xmins="urn:elytron:client:1.2">
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<authentication-rules>
<rule use-configuration="default"/>
</authentication-rules>
<authentication-configurations>
<configuration name="default">
<set-user-name name="quickstartUser"/>
<credentials>
<clear-password password="quickstartPwd1!"/>
</credentials>
<sasl-mechanism-selector selector="PLAIN"/>
<providers>
<use-service-loader />
</providers>
</configuration>
</authentication-configurations>
</authentication-client>
</configuration>

3.2.2. FRAFBNEEAER

BT EIFE %5, Elytron TXRENSRZ AERSH, EUTERTREA,
o ERE, BETFBITLIERELEBED,
o BHRIFREFZHEIFLL,
o IMEEERSINL RO A LRI IR HE K,

BEFABNILR, BEEE RARSH LEESMHRIEE AR, RER BWRRSSHEE HEZMOER
Mo

TR A RS SR LERESHRIEE i
ERRATRNGLR, BYUFERLZRSHREEPRESNDIILE M IRKGE,

UTEE CLISERTRINNSNEIEEFiRE, WERIMRIEEL, MRFE, BT UREEN
= R EET MBI,

Bl : EE CLI fp BRI R PR IEE P inkc &

/subsystem=elytron/authentication-configuration=forwardit:add(authentication-
name=theserver1,security-domain=ApplicationDomain,realm=ApplicationRealm,forwarding-
mode=authorization,credential-reference={clear-text=thereallysecretpassword})
/subsystem=elytron/authentication-context=forwardctx:add(match-rules=[{authentication-
configuration=forwardit,match-no-user=true}])

XL 5 LLT authentication-configuration #1 authentication-context E2&E R INZE| elytron F%45;
th

B - BRI iR E

<authentication-client>
<authentication-configuration name="forwardit" authentication-name="theserveri" security-
domain="ApplicationDomain" forwarding-mode="authorization" realm="ApplicationRealm">
<credential-reference clear-text="thereallysecretpassword"/>
</authentication-configuration>
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<authentication-context name="forwardctx">
<match-rule match-no-user="true" authentication-configuration="forwardit"/>
</authentication-context>
</authentication-client>

WL LIRSS 2B RIBARSS 230, NMERERINNETHMNIIEMA M RMEIE, SERTIE LIRS SHRE
4 theserverl KEIIEEXR,

EERARSS 22 EEREBIRPUL K
B LARINTR, BEFRSERARSSREENANTBNEBERRSSREE, TXMERT, B
KRS 2R EERE R theserver1 B H{EAEBHIER,

KL AITE elytron FRGHECE "RunAs I RERES, LUSSIFMER A BRSS 25 (%18 H0 serverl 289541
#, BXIRMSMNESIER, 155 40/7% JBoss EAP FBERF 255214 B0 — Elytron F{FRMR
52,

TEHGSHRIM—14% 7 auth-forwarding-permission-mapper #J simple-permission-mapper, ©&
BUTEE,

e [/ anonymous FIFERIRET, LA SR BEINER, X eI LARS IEE & LLE K,

o [/ theserver1 BUFNERBRET, LA #2E T * B RunAsPrincipalPermission F(fR, X1k
AP 2BARIE AN EMS12i121T,. MRERE, ERTLUEFARREREENZD,

o FTEHM A BITRBREY,

Bl : B CLI 50 Simple Permission Mapper

/subsystem=elytron/permission-set=run-as-principal-permission:add(permissions=[{class-
name="org.wildfly.security.auth.permission.RunAsPrincipalPermission",target-name="*"}])

/subsystem=elytron/simple-permission-mapper=auth-forwarding-permission-mapper:add(permission-
mappings=[{principals=["anonymous"]},{principals=["theserver1"],permission-sets=[{permission-
set=login-permission},{permission-set=default-permissions},{permission-set=run-as-principal-
permission}]},{match-all=true,permission-sets=[{permission-set=login-permission},{permission-
set=default-permissions}]}]

Lth#n S LLF simple-permission-mapper B2 &R 10Z] elytron 73455 :
Bl - T A PR EC &

<mappers>
<simple-permission-mapper name="auth-forwarding-permission-mapper">
<permission-mapping>
<principal name="anonymous"/>
<!-- No permissions: Deny any permission to anonymous! -->
</permission-mapping>
<permission-mapping>
<principal name="theserver1"/>
<permission-set name="login-permission"/>
<permission-set name="default-permissions"/>
<permission-set name="run-as-principal-permission"/>
</permission-mapping>
<permission-mapping match-all="true">
<permission-set name="login-permission"/>
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<permission-set name="default-permissions"/>
</permission-mapping>
</simple-permission-mapper>
</mappers>
<permission-sets>
<permission-set name="login-permission">
<permission class-name="org.wildfly.security.auth.permission.LoginPermission"/>
</permission-set>
<permission-set name="default-permissions">
<permission class-name="org.wildfly.extension.batch.jberet.deployment.BatchPermission"
module="org.wildfly.extension.batch.jberet" target-name="*"/>
<permission class-name="org.wildfly.transaction.client. RemoteTransactionPermission"
module="org.wildfly.transaction.client"/>
<permission class-name="org.jboss.ejb.client. RemoteEJBPermission" module="org.jboss.ejb-
client"/>
</permission-set>
<permission-set name="run-as-principal-permission">
<permission class-name="org.wildfly.security.auth.permission.RunAsPrincipalPermission" target-
name="""/>
</permission-set>
</permission-sets>

o P2y~
' Z\BC B A B 77 7E login-permission # default-permissions (R,
EREBENEEAEREIRENR, XERREFHSER RN ER PN A,

3.2.3. fl|# case-principal-transformer LA 58 2 F {4 i 7 44 B 0] 731 B 2 F

elytron 741 & ¥E case-principal-transformer 4L HIERF, &0 LUE XA E A #2309 48R
FE&BEHNKEHNEF,

case-principal-transformer E {A%%#:238 21EEINILE S true B upper-case Ef%.

Z &K case-principal-transformer BB, 15E [RGB RN HE E AR EIL L1, realm
mapper RIEME W ERER, LURFIZ2EHFNEEEDRZ— BHRRIENH B 1% 2E post-realm BR
S RS A E RN R, ME, BIENEISEIES ML TEMREIE, BaL{#EA case-principal-
transformer I {R%%H 28 AL HLBR Gt F AR FRFRNEAR I,

R RBIhER 218 £ XX E A case-principal-transformer, &34 A LATE LA T35 ik 5B o 58 FA P BX
F IR HER

e http-authentication-factory
e sasl-authentication-factory
e ssl-context

® aggregate-realm

1. ¥ case-principal-transformer J~1NZE elytron %%, REEERF GHFERKRNE,
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a. ENEMSBNAFEERNKREFH, FTERIRINN KB BiEE,

BRHIME elytron FREiHHM <transformer_name > =fl, FHEXLTERIAN XEB B
Hi%iE :

/subsystem=elytron/case-principal-transformer=<transformer_name>:add(upper-
case="true")

gE, EMALEGSEEUERRIAN XE BIHE :
I /subsystem=elytron/case-principal-transformer=<transformer_name>:add()

b. BREHERNAF RN NNEFR, FiF upper-case EMHi%E N false,

BRAME elytron FREiHM <transformer_names =, 3§F upper-case BHi%
BN false :

/subsystem=elytron/case-principal-transformer=<transformer_namex>:add(upper-
case="false")

2. #E £ elytron FRAEE AR EHIR. UTRAEE T — N EAREHIZEIEA elytron ¥R
GiiR A2 1A ApplicationDomain E2i&. Elytron FEAIAHY ApplicationDomain EZi&E & FH E|
pre-realm-principal-transformer :

/subsystem=elytron/security-domain=ApplicationDomain:write-attribute(name=pre-realm-
principal-transformer,value=<transformer_name>)

ﬁ

=3
XA LAY post-realm-principal-transformer B2 & N LB ETIEE RN T 2215
&/ ApplicationDomain EZi&.
Hth BHR

e 75X upper-case BMEMIFIE, 1HEE 3k A.26 case-principal-transformer 4%,

3.24. KMEREZEEREIE

EXEERT, PARBBERATOLARNSRE, A, @ HTTP S WER, UTRARTT
AR SR RESE

import org.wildfly.security.auth.server.ldentityCredentials;
import org.wildfly.security.auth.server.SecurityDomain;

import org.wildfly.security.auth.server.Securityldentity;

import org.wildfly.security.credential.PasswordCredential;
import org.wildfly.security.password.interfaces.ClearPassword;

Securityldentity securityldentity = null;
ClearPassword password = null;

// Obtain the SecurityDomain for the current deployment.
// The calling code requires the
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/- org.wildfly.security.permission. ElytronPermission("getSecurityDomain") permission
//if running with a security manager.
SecurityDomain securityDomain = SecurityDomain.getCurrent();
if (securityDomain != null) {
// Obtain the current security identity from the security domain.
// This always returns an identity, but it could be the representation
// of the anonymous identity if no authenticated identity is available.
securityldentity = securityDomain.getCurrentSecurityldentity();
// The private credentials can be accessed to obtain any credentials delegated to the identity.
// The calling code requires the
/- org.wildfly.security.permission. ElytronPermission("getPrivateCredentials")
/' permission if running with a security manager.
IdentityCredentials credentials = securityldentity.getPrivateCredentials();
if (credentials.contains(PasswordCredential.class)) {
password =
credentials.getCredential(PasswordCredential.class).getPassword(ClearPassword.class);
}
}

3.2.5. X FEREF ML ENE
LUF SASL I F AR e 517 ¢
e PLAIN
e OAUTHBEARER
e GSSAPI
e GS2-KRB5

IR HTTP MBI B R £ 517

e FORM'
e BASIC
e BEARER_TOKEN

e SPNEGO

" FORM &3 5FAREH Web W28 B Eh4AME, AL, TiETE HA E£BEFZ/THER FORM 513 5ER
Web N FTR2FE(E#E, Hit#l%l, 40 BASIC i1 SPNEGO, 7 HA £ IMERTHSHEE,

3.3. {#ifFF ELYTRON #1753t #k

3.3.1. 1£ Server-to-server Jakarta Enterprise Beans i F§  t#t & {7
BIANERT, HEXEREEIN RS 23/ Jakarta Enterprise Beans #HTiii2 BN, BFEMKIINS
BERRSERFEANGHIER, ERLERT, BUEBREEFARASGHNERL L TXHIZTERES

Jakarta Enterprise Beans,

IR BT LUE R Elytron API JF server-to-server Jakarta Enterprise Beans ViR S Q0,4 EIXEEM
i, RATE AP RARREIEENS®D, @i EE RIS RKIERFTE KT,
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LU RB)ER 7 7E0F2 Jakarta Enterprise Beans EHI#t AT S5 &

2. securityDomain.authenticate () 7 ;%% % H remoteUsername # remotePassword S 2B T

B iR 55 28 L 1T BRI IER B9 E Ik,
A : £ Server-to-server Jakarta Enterprise Beans i st &5

SecurityDomain securityDomain = SecurityDomain.getCurrent();
Callable<T> forwardldentityCallable = () -> {
return AuthenticationContext.empty()
.with(MatchRule.ALL,
AuthenticationConfiguration.empty()
.setSasIMechanismSelector(SaslMechanismSelector.ALL)
.useForwardedldentity(securityDomain))
.runCallable(callable);

1

securityDomain.authenticate(remoteUsername, new
PasswordGuessEvidence(remotePassword.toCharArray())).runAs(forwardldentityCallable);

3.4. FREGKOEREFMRILIITRS SHRIE

341 RNABFEE

JBoss EAP HFTEEIEFR AN R EM, A AUURMARNAXVIFEN] « AtthEOMTieiE
M. JBoss EAP %24 2214753 19" B\ T2MH JBoss EAP" ERO N T 3X W Fh B9 38 UE AL B9 B Al N
Ho BRINEMRT, £ Management Realm & HEEN XLEOANIN, &¥, AZEOBHER, &
ZVjIFiE1T JBoss EAP LB ENITTEMN. thEA TRV, HEENERETXHNEHFE B
INMERT, ©fEHA mgmt-users.properties X4 EF %A & %Y, mgmt-groups.properties E77
fiti B FHAE B

{8 EAP_HOME/bin/ Bx#H 8 included adduser FIARINEXLE ST,

&7 adduser FIARINA - -

A

1. T add-user.sh = add-user.bat 55,

=
2. EFRERNERAF N AREFRRS.

CEFRRPERNEE, BAERT, H—AAMNEZE ManagementRealm 7l
ApplicationRealm, WIRAFMNT BE W, NIETLAFshim A &FR,

3

4. RAHNFIAMEBENAS S, BUMMLEAR, ERREAINREENENEEXHH,

3.4.2. 81T LDAP SN B a5 F

JBoss EAP M #{FF LDAP B3 K RERIFEERHE, LDAP RETFRES JBoss EAP BIE 4]
W, A LDAP R EEFRmMER LDAP LARIELLIE JBoss N AR 7 ZLFPHER 1
ManagementRealm #4383 LDAP BIERIAIH, BXNMFEA LDAP K RIFEEREEONESE
B, 153 JBoss EAP Al E G # EHE {5 MR LDAP RIFEEED 40,

3.4.3. {# A JAAS EERIEBRAE
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JAAS B—HEBAMER S API, # JBoss EAP AFERERZ2M. AX JAAS IFERRLMNESIFIENE
£1ER, H5 W Red Hat JBoss Enterprise Application Platform &£ 22115 R 84 Declative Security
and JAAS #8493,

% JUBoss EAP SEAIEZE 7y LA ADMIN_ONLY #ERE 1T, ANZEER JAAS RRFEHE

#O, B% ADMIN_ONLY B EZEE, ES % JBoss EAP AJiE#5E HHT
ADMIN_ONLY Mode — 7 #2117 JBoss EAP,

EFA JAAS X EBEOHTEMKIE, WIHITUTEIE

1. SIRZREH,
XA B, A UserRoles E-RERAIE T — P REH, B UERREMERER

/subsystem=security/security-domain=UsersLMDomain:add(cache-type=default)
/subsystem=security/security-domain=UsersLMDomain/authentication=classic:add
/subsystem=security/security-domain=UsersLMDomain/authentication=classic/login-

module=UsersRoles:add(code=UsersRoles, flag=required,module-options=
[("usersProperties"=>"users.properties"),("rolesProperties"=>"roles.properties")])

2. AIBREHR JAAS /R IR LI,
/core-service=management/security-realm=SecurityDomainAuthnRealm:add

/core-service=management/security-
realm=SecurityDomainAuthnRealm/authentication=jaas:add(name=UsersLMDomain)

3. B http-interface B2 H, UERAFIHRLIE,

/core-service=management/management-interface=http-interface/:write-
attribute(name=security-realm,value=SecurityDomainAuthnRealm)

4. |k : DEAR R F.
[E 1% assign-groups REEREHAMEBA KA TRERRSATREEFNAENE. Hix
B true I, XMADERATFETAGBRIIRESI(RBAC),

/core-service=management/security-
realm=SecurityDomainAuthnRealm/authentication=jaas:write-attribute(name=assign-
groups,value=true)

3.5. BT A B

ETAGHVIREZERIMNEMBINKET ETAGHNIREES], LIRS RBAC /RINE| JBoss EAP 22495
FER A IR R EER D,

351 FREETA BRI IRIES

KINBER TERAETABNVINIEHE(RBAC) RS, ©@it I provider E MM simple 2 rbac /5
F. provider 2 management Jt3%H access-control JTRME M, X a@T EIE CLI SRR S 358
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#B3E FRIRSHOAS REERR®E

B XML X (IRRFH/EL) M. HEZITHIRS = ERRASEMA RBAC K, o/l EHMEARS 2
B BB,

Digk

==
=

TEREN RSN rbac 27, HAFREHWEBEERAMSNEIEH— RBAC ABHA
P, RFHEZEL—1 Administrator 5% SuperUser B8, FRxFFH 4% XML B
B4, BNENLREZGTEEE, MREHEA JBoss EAP M BI— M XML BB &
[E50, $local F/f$ME1Z] SuperUser B, FENEHAAMEMDIIEAR, XF
RVFFAFES JBoss EAP #RMERAMFRLSI LIZ1T CLI, EERENEENR, i
CLI AP #1ET Web WEEIEHIA B R EIR,

BITEHR M F S rbac 2 Bl, EVME—DES, MAE Slocal, AL
175 rbac IRIEFXAEMAAAEE, ENFERMHEERE LB simple,

JFRE, REE#HESR Administrator 5% SuperUser AEHAFZH, BIABERLT, WMREE CLI 5RS
RER—ITEN L2417, NIEH SuperUser A& 21T,

J&F RBAC i CLI
ZFEAEE CLI /5 A RBAC, B FIRAE IR write-attribute 2 1EF provider B4 i% & rbac,

/core-service=management/access=authorization:write-attribute(name=provider, value=rbac)
{
"outcome" => "success",
"response-headers" => {
"operation-requires-reload" => true,
"process-state" => "reload-required"

}
}

reload

AEREEH, VNEHEERETEENNEEN—Y, RitiHRbiS EdER, EEE CLIEEEE
A 25

/core-service=management/access=authorization:write-attribute(name=provider,value=rbac)
{
"outcome" => "success",
"response-headers" => {
"operation-requires-reload" => true,
"process-state" => "reload-required"
b
"result" => undefined,
"server-groups" => {"main-server-group" => {"host" => {"master" => {
"server-one" => {"response" => {
"outcome" => "success",
"response-headers” => {
"operation-requires-reload" => true,
"process-state” => "reload-required”

}
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1
"server-two" => {"response" => {
"outcome" => "success",
"response-headers” => {
"operation-requires-reload" => true,
"process-state” => "reload-required”

n
}

reload --host=master

SENRS R, FEEFMEHECTRERTRENR. EXEEHD, HFHMAEN
MRS MBEENMENER, B EEEHRITSE,

EH CLIfp 5 LAZA RBAC
ZHFEAEE CLI ZM RBAC, HEAVIRAUFIRR write-attribute 2 1EfF provider BHIXE N
simple,

I /core-service=management/access=authorization:write-attribute(name=provider, value=simple)

FAF/5 A= H RBAC i XML Bdi&
MNBRSB|/EL, MY XML BEBBLUE A2 M RBAC, Mitt, &% management JT3RBY access-
control Jt3RM provider B4, HE1% N rbac LUFF, ™ simple 1%E& 7 disable,

=P : BEAsEA RBAC Y XML ECiE

<management>
<access-control provider="rbac">
<role-mapping>
<role name="SuperUser">
<include>
<user name="$local"/>
<f/include>
</role>
</role-mapping>
</access-control>
</management>

3.5.2. BINPRA B REK

WIRHS R AEMABRER M RENBRZIMNAR, Xa%E N permissive 5% reject, BRIAEN
permissive,

HXE N permissive i, MEAFMEMABOEAERIFE—BRIENAS, NRTFIZEE.

BN IBE B, MRAERDRFDESETAR, NIFRE, XIBKE, SRR ENELASIRAS
i, MR- IAR, HRETENELN, BESIACMNAFNTEERAEERFIENEE CL,

FUBRZH & SRB& @11 1% permission-combination-policy Bt i% & 71 permissive =X rejecting 31T
B, Xa@EidEE CLI SRS SREE XML X4 (INRIRSHFBEL) TH. permission-
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combination-policy E4 & access-control ;Tt&H—&84>, T access-control 7t5 A7 management
TTHRPHE

WETRAH SR

158 B V5 (]3RSR BY write-attribute #24EHF permission-combination-policy B 4% B N T BRI &
o

/core-service=management/access=authorization:write-attribute(name=permission-combination-
policy, value=POLICYNAME)

BUHIEIE & T2 reject #] permissive,
B B RA SR ER CLIfpp

/core-service=management/access=authorization:write-attribute(name=permission-combination-
policy, value=rejecting)

INRRSI[IBEL, WLUGRHE XML BB LB RHERIEE. Mit, &% access-control 7t5&H
permission-combination-policy E1%.

A~ - B4R A& SRIEH XML Bd &

<access-control provider="rbac" permission-combination-policy="rejecting">
<role-mapping>
<role name="SuperUser">
<include>
<user name="$local"/>
</include>
</role>
</role-mapping>
</access-control>

353. EEAR

EREFAENRRGE(RBACH, fFHLEERrmEBEF2BENAGRE, JBoss EAP 7 £ &
BI%%: includes # excludes, B©E TR MAEMR I TR EBER " FIBNAE,

MRAPBAA—1AER, NAFREIRIESAE
o JIHNECEEABPHAS, FE
o JFEABHIHILR,
MRAPAZE, WAPBRI RS REAE :
o SIIMABHTHRINAS, HE
o JIHABHRBFREHBIAK A,
HRREVILERE T,
ALEAEEEGHAFMEE CLIBEER M MANA RS S MPHRLE,

7% SuperUser 5 Administrator A& &R FREFUTILEE.
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353 L FHASHE CLIRERAfARSE

A P AAEMR S B A BMECERLT : /core-service=management/access=authorization £/ role-
mapping Jt3.

7% SuperUser 5 Administrator A& &R FREFUTILECE.

AEAGSKEEE
{5 :read-children-names 2 /EIREXEC BRI B B AT SR -

/core-service=management/access=authorization:read-children-names(child-type=role-mapping)
{
"outcome" => "success",
"result" => [
"Administrator"”,
"Deployer",
"Maintainer",
"Monitor",
"Operator”,
"SuperUser"
]
}

4B E role-mapping HJ read-resource EEIREVF E B B TEIEIE ¢

/core-service=management/access=authorization/role-mapping=ROLENAME :read-
resource(recursive=true)
{
"outcome" => "success",
"result" => {
"include-all" => false,
"exclude" => undefined,
"include" => {
"user-theboss" => {
"name" => "theboss",
"realm" => undefined,
"type" => "USER"
b
"user-harold" => {
"name" => "harold",
"realm" => undefined,
"type" => "USER"
2
"group-SysOps" => {
"name" => "SysOps",
"realm" => undefined,
"type" => "GROUP"
}
}
}
}

AINFHAe
LERARE R T A0 A BRI role-mapping 8. X% IEEE A ERISEK.

ﬁﬁq add j: {’F%/d\\ﬂuﬁ?% @.@E%
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I /core-service=management/access=authorization/role-mapping=ROLENAME:add

ROLENAME 23RSy A BRIEFR, 20 Auditor,

~fl - EECLIG S LU TH A RKE
I /core-service=management/access=authorization/role-mapping=Auditor:add

AinfAatahaElAs
LRAEER TR AP RINE a2 A BdlRE,

MBERBEHTEMNABEE, NoMEENTABRINEE,
£F add BEFEBEABIRBMAARE,

/core-service=management/access=authorization/role-
mapping=ROLENAME/include=ALIAS:add(name=USERNAME, type=USER)

o ROLENAME ZFrEd BRI A BILFR, 10 Auditor,

o ALIAS BIZMGTHIME— B TR, LMV ar R AN A F 54, 40 user-USERNAME ({5140 user-
max) .

® USERNAME 27#INE include FIRABA M BETR, %0 max,

B AEhESNASEE CLI 6%

/core-service=management/access=authorization/role-mapping=Auditor/include=user-
max:add(name=max, type=USER)

RAFZmNEAahedRRAF
BESRARIR R T A0MRI AR NI B A R B BRRR TR A,

MBERBEHITEMNABEE, NoMEENTABRINEE,
73 add #/ER A~ R BRINEIA B excludes FIRH,

/core-service=management/access=authorization/role-
mapping= ROLENAME/exclude=ALIAS:add(name=USERNAME, type=USER)

o ROLENAME RECEMIAENLTR, %0 Auditor,

o USERNAME 2% MNE exclude FIKRFHAFHELHE, 0 max.

o ALIAS BIZMLGTHIME—Z TR, LMV ar R AN A F 54, 40 user-USERNAME ({5140 user-
max) .

=~ E—AathREEE CLIGSA,

/core-service=management/access=authorization/role-mapping=Auditor/exclude=user-
max:add(name=max, type=USER)

MR AtaSkE
LSRAEER T AR AR e & A ERNRE,
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5/ remove BR/ERMIFRIZEE,
I /core-service=management/access=authorization/role-mapping=ROLENAME/include=ALIAS:remove

o ROLENAME ZFrEd BRI A BILFR, 10 Auditor,

o ALIAS BIZMGHIME— B TR, LMV ar R AN A F 54, 40 user-USERNAME ({5140 user-
max) .

B : MR AGKNEE CLIGSESE

I /core-service=management/access=authorization/role-mapping=Auditor/include=user-max:remove

M includes FURHMFRA T R MRZIHRRRA S, BRRIEZABTROESZA.
128 B w] B AR B AR O T A& SR 2 B,

THERF 7 f e BIRCE
LSRR T A0fRI A B BR A R I PR AR - BERR SR B

5 remove RIEEMIBRIZZB.

/core-service=management/access=authorization/role-
mapping=ROLENAME/exclude=ALIAS:remove

o ROLENAME ZFrEdER A BILTR, 40 Auditor,

o ALIAS BIZMGHIME— B TR, LMV e R AN A F 54, 40 user-USERNAME ({5140 user-
max) .

I /core-service=management/access=authorization/role-mapping=Auditor/exclude=user-max:remove

M excludes SIRFMBRA P AEMRGHRIERA T, BARIEZABFE2ELZAE7,
A B BEMASIRIEHR A FEHERR,

3.5.4. {# [ Elytron subsystem BB A " A B O EC

FRTEEVAPRINA GRS, N EEAE BoFE, HILTUEERBAC A, UEHEM elytron
FRORHH 12 IKEL.

BB RBAC RETLUEF elytron FRIRHENAE -

I /core-service=management/access=authorization:write-attribute(name=use-identity-roles,value=true)
BE
WIS B RBAC SEfERIXNIhEE, FHEEALITEE RBAC AR,
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3.55. ABMBAIH

AARHAR—MERNE, I2RA—1MHEITAF, GREEZEOMTEMNIIEN, RRFEEEFENM
RIAF, M elytron ?%abﬁ&/b\mfiﬁ{ﬁ‘hfkqﬂﬁ@ﬂfﬁ RBAC R4 AR & AR SEAL (I FrEEY A
HEFNAFADEAR. BETREHRAFTEMEBFERAF,

3.5.6. HAEE CLIEEEHARDE
AEEREHSMER CLIF, ALUEAGRHISIHMRNAE. ATUNEREREE CLL

NAFMAMNEAENEBM TEE API &, Hitth : /core-
service=management/access=authorization £’y role-mapping 7t.

7% SuperUser 5 Administrator A& &R FREFUTILECE.

BEHAGOEERE
£ read- Child-names #Z{FHRENECERN A BHITETIRK :

/core-service=management/access=authorization:read-children-names(child-type=role-mapping)
{
"outcome" => "success",
"result" => [
"Administrator"”,
"Deployer",
"Maintainer",
"Monitor",
"Operator”,
"SuperUser"
]
}

AT role-mapping f read-resource & /EFREVE E A B TEIFE

/core-service=management/access=authorization/role-mapping=ROLENAME :read-
resource(recursive=true)
{
"outcome" => "success",
"result" => {
"include-all" => false,
"exclude" => undefined,
"include" => {
"user-theboss" => {
"name" => "theboss",
"realm" => undefined,
"type" => "USER"
|3
"user-harold" => {
"name" => "harold",
"realm" => undefined,
"type" => "USER"
|3
"group-SysOps" => {
"name" => "SysOps",
"realm" => undefined,
"type" => "GROUP"
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}
}
}
}

IlIE: Ty RE)
HESTRARE R T AN B BRI role-mapping B, XY EECE & BRIT

5/ add B#IERARMNHF A BEE,

I /core-service=management/access=authorization/role-mapping=ROLENAME:add

A tahaiEed
WRRER T NAEABESNRFIRINAH,

MBERBEHITENABEE, NoMEENTABRNEE,
M add B#FEa22ABIIKRBMARE.

/core-service=management/access=authorization/role-
mapping=ROLENAME/include=ALIAS:add(name=GROUPNAME, type=GROUP)

o ROLENAME ZFrEc BRI A BILTR, 40 Auditor,
® GROUPNAME Z7INE include FIRHBIAHBIEAFR, #0 investigators,

o ALIAS BZBREBIME— T, LLIBRICHERAIAERMZHMN, 10 group-GROUPNAME ({5l
0 : group-investigators) .

P FAHRMEARPNER CLI#S

/core-service=management/access=authorization/role-mapping=Auditor/include=group-
investigators:add(name=investigators, type=GROUP)

FHARME A ERERA
LERARER T A A BHRRIIR A RN,

MRFBEHTERNAGEE, Noiaki/R2AGRIRNEKE,
M add B IFRIESKBRNEI A BB excludes IR,

/core-service=management/access=authorization/role-
mapping= ROLENAME/exclude=ALIAS:add(name=GROUPNAME, type=GROUP)

o ROLENAME ZFIECERIABRIELTR, 0 Auditor,
® GROUPNAME Z7#INE! include IR ABYZHRI AR, 40 supervisors,

o ALIAS BZBREBIME— T, LLIBRICHERAIAERM LN, 10 group-GROUPNAME ({5l
0 : group-supervisors) .

B FHAHRMEARPNER CLI#S

/core-service=management/access=authorization/role-mapping=Auditor/exclude=group-
supervisors:add(name=supervisors, type=GROUP)
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MErHAEaSkKE
HESRARIER T ANfrI B S HE A BRI B,

5/ remove BR/ERMIFRIZEE,
I /core-service=management/access=authorization/role-mapping=ROLENAME/include=ALIAS:remove

o ROLENAME ZFrEd BRI A BILFR, 40 Auditor,

o ALIAS BZBRITHIME— BT, ZLIEEVCHERAILEAe&HN], M group-GROUPNAME (5
0 : group-investigators) .

B : MR HACRKNEE CLInSaSkE

/core-service=management/access=authorization/role-mapping=Auditor/include=group-
investigators:remove

M includes BIRAHFRAT EMRE AL, EFARIEZABTROERSALATRA
Fo ZABARMNARRRARAHFPIAF.

fiHB& User Group Exclude Entry
LSRR T A04a] M A S B AR I PR HEBR SR B

{5 remove Z{ELMIFRIZZE.

/core-service=management/access=authorization/role-
mapping=ROLENAME/exclude=ALIAS:remove

o ROLENAME 2R BRI A ERLFR, 0 Auditor,

o ALIAS BZBREBIME— T, LLIBRVCHERAIAERAM LN, 10 group-GROUPNAME ({5l
0 : group-supervisors) .

/core-service=management/access=authorization/role-mapping=Auditor/exclude=group-
supervisors:remove

M excludes FIRAHPHERER MR PHIRE, EHERRILIZA SRR BLAHBIMK 5,
A BRI BEMASIRIEHR A FEHERR,

3.5.7. &)1 LDAP {#F RBAC

N4A 7T RBAC 5 LDAP HBEEREMANN, LAKRINMIYF JBoss EAP 5 LDAP 2B {# F RBAC [HiR7E
JBoss EAP A iIE B 17 E 5/ #67 |_LDAP #1 RBAC E4

35.8. 5CHAR®
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BIFABABERAIAEXHNAR, ARFER—MNEABRIER, BT JBoss EAP ZEHHHI—1
FEMEENRSFAKENER T, BIEFREAR, TURFEERER A FIRER T REIBRL (N FEEDR
LEAR 55 28 H S EHLBITRR,

8%

A 4 T Administrator 5 SuperUser A& HUIEEREA R,

EfRANMFEE XL :

o ME—RIER,

o EEETHINEARE,

o MREEMFRFSHFHIEM.

o (UPRFHIARSSBRHHENBITIR,

o MRAMARFWKAIEE, BINMED false,
tIESEHMNARRE, TURRSIVEABHERNAR SRS A4,

SELSEEABRARTE LR, BEREAGRERTEEREERNNAINEAGHIER, Flam, &
PAETF restricted Bl MRS 234189 Deployer & B AIESEEMAE,

ABREERFILLTHEH -

FHEERNAE
FENERENA G ZEBHIBRRE N —1NHE N EN. XEKRE, ALVIREXH host=*/ FIR
B, (BRFE FH A ENH T RS,

server-group-scoped fif&
Bl server-group SEE M A B 1ZABMABRRE N — P =L MRS 23RE, LA, ABIBRHERTES

187 server-groups XEEHY profile, EEFHEH. RSBEEBNRS 2RI HIR. EM@5 server-group
HBEBFFREA X B e 1,

BF

BLTRTLIEMH server-group #1 host SEHE A BIREFCMEERNE, URESATAM, X
SR EBTUMTERAR, MR ESEEIE,

AF ENEERNAR, XERENRE(NSABKEENRSSHHTR, NEEEIHH
/host="* &R 5> FEYBLRAF A= W,

% F server-group scoped A, XEKE BEBEXH FHKIR. socket-binding-
group. ZBE. Deployment-overlay. server-group. server-config 1 server {4 (40
RENABIEENRSSRATX) HLEER,

3.5.8.1L T EH CLIRESEHAR

HE
7% SuperUser 5 Administrator A& &R FREFUTILEE.

AIFHRSEREA G
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ERMFESEENAR, LIPITUUTERE

I /core-service=management/access=authorization/role-mapping=NEW-SCOPED-ROLE:add

/core-service=management/access=authorization/server-group-scoped-role=NEW-SCOPED-
ROLE:add(base-role=BASE-ROLE, server-groups=[SERVER-GROUP-NAME])

5 NEW-SCOPED-ROLE, BASE-ROLE #1 SERVER-GROUP-NAME &1} IEHARIE B,

HEF G H A AR
FHRAUTHEAUEEECHNARIERE, KA :

/core-service=management/access=authorization/role-mapping=NEW-SCOPED-ROLE:read-
resource(recursive=true)

FAIEFARE B & NEW-SCOPED-ROLE,

BREAERENARITEE, TLUER write-attribute 845, #140 :

/core-service=management/access=authorization/role-mapping=NEW-SCOPED-ROL E:write-
attribute(name=include-all, value=true)

FHIEFBRE B & NEW-SCOPED-ROLE,

MHBRSEH

I /core-service=management/access=authorization/role-mapping=NEW-SCOPED-ROLE:remove

/core-service=management/access=authorization/server-group-scoped-role=NEW-SCOPED-
ROLE:remove

FHIEFBR(E B & NEW-SCOPED-ROLE,

H -
MRDETRAPHAE, WEEMRAEEENAR, BEMRARIE, AEMRE,

A AR A
ESE A BRIMAMERE P 5 AR AL A S B REE.

3.5.8.2. MNEBIEHRSEE R AR

HE
7% SuperUser 5 Administrator A& &R FREFUTILECE.

ALUEE TS REEEEH P HEFREAGEE
1 BERIEEEHA,

2. B Access Control i1,
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3. Hii Roles LIEEFMEAR, TIECHAE,
LURR2HR 7 o h B SE B A B TR B 5.
AINFAEHAR

1 BREEEEH S,

2. R Access Control j&Ti+,

3. #%#¥ Roles, = Add (+) iR,

4. EEEFVEHARS RSFHCHAR,

5. EELUTHE :

e Name : ¥ scoped B EBHMHE—RZ R,
o HXAE : WAGKNHEHNRIFTEMMNAEE,
® Host =X Server Groups : RIBRMASEFEAGERE, AEREIMWENIRSHRATR, &

LLEFES N RB.
e Include AlL It ERIZBSIEEMBERF. BIMEH OFF,

6. = Add LUOIES AR,
GEsEHE AR

1. BRBIBEITHIA,

2. R Access Control £TI &,

3. REMB Roles FH,

4. RFIESEEMA GRS, RER Wi,

5. BHFRIEHEURSRF RS RERH,
HESCHABRA

1 BFRBIBRIEHIA,

2. R Access Control T,

3. RAEMB Roles FH,

4. BEEEENAR, UEESESMPRIIAKA.
HpEHEAR

1 BREEEIEHE,

2. R Access Control T,

3. REMB Roles FH,

4. RFTREEMAE, MTHSIRF RL Remove,
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5. = Yes LR &R EFFE DB,

A AR A
[E3E [ A& SR AR R 2 SR MAN R ES BRI RER, ERMAANEREASR

1 BRIEEEHE,
2. B Access Control i1,
3. REMIE Roles ¥, BRETLEHAR,

4. HFF Plus(+)IREH, FHEEMAKEHE GBS ()R,
3.5.9. B¢ EfR

3.5.9.1. BeEBUEPRHII

BBURELREE LT —HR N BT TR, #UEH FIRBENIZZE secret (AIEFY) AR 2R
BIERMBEIR, MRN%. JVMEESREBEM. ViNEGEIRARSHEN R, FHRBURERS
TR BRI IRE. B AR E IR,

sensitivity 2J5RECE 7 /core-service=management/access=authorization/constraint=sensitivity-
classification,

AEEERAD, SMRBRENRGBEIINDR, REDRBEORFTEARLE, 800REHE MAS T
&, EEOREEEANKREENIIR,

ZEREEBURELIR, EFEM write-attribute #2{Fi1XE configured-requires-read. configure-requires-
write ¢ configured-requires-addressable B, EFIZIZERIBURE, HHBENEXED true, &
MY EIEBURMERE S false. BUNBERT, XLEBHEHEARRMWNE, FHMEA default-requires-

read. default-requires-write 7 default-requires-addressable #I{E, X BEBMNEME, ©SEHERZ
EmMAERIME. TERHRRIME,

B LERCRGUR M O U R

/core-service=management/access=authorization/constraint=sensitivity-
classification/type=core/classification=system-property:write-attribute(name=configured-requires-
read,value=true)

P : Result

/core-service=management/access=authorization/constraint=sensitivity-
classification/type=core/classification=system-property:read-resource

{

"outcome" => "success",

"result" => {
"configured-requires-addressable" => undefined,
"configured-requires-read" => true,
"configured-requires-write" => undefined,
"default-requires-addressable" => false,
"default-requires-read" => false,
"default-requires-write" => true,
"applies-to" => {
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"/core-service=platform-mbean/type=runtime" => undefined,
"/system-property=""=> undefined,
"/" => undefined
}
}
}

AEURENEEHIITHN NRFERRTEMNEE, TRELMT

# 3.2. Sensitivity Constraint Configuration Outcomes

A requires-read requires-write requires-addressable

true B, RA BEASHREMN, RE FUEHEM, RE
Auditor T Administrator Auditor 1
i1, SuperUser =T LLisk SuperUser AILE A, i1, SuperUser o LLih
BY, 1k,

false HERHFAHE, EAEE BT8R RE FUHFBRE, EREE
FA P R AT LU ER, Maintainer, FA P #R AT AR R,

Administrator [
SuperUser FIUE, 8

BHR LTLUREERRE
N R KR,

3.5.9.2. Fll H U=k BR
e LMERLTEIE CLI 4, BEEM JBoss EAP EIRERI b E 27 A BUNE REIFIEK :

/core-service=management/access=authorization/constraint=sensitivity-classification:read-
resource(include-runtime=true,recursive=true)

3.5.9.3. EiE N R SRR &

BMNAFTRARSE LT —HR. BEENERE, Sl@F5NERFHNRSHERRX, SNARER
JRBRHI#%/5 A Deployer & BHIEIRA I, SWEHET X TR BRI TR AR,

N AfEFZRECENR T /core-service=management/access=authorization/constraint=application-
classification/,

BN ARF HRREEEIIA N 2R, REDEBRDRTRANKE, SM0KE8A NAR TR, E
DREEEANRERIIIER,

BRNBERT, M—ERENNARERRDER core, DBIEHME, HEBSMBERME.

ZRRAMN ﬁﬁﬂ%*ﬁﬁ {3 write-attribute #2/F¥ 258 configured-application Elti% & true, &
ZHNARFTR, HRLEEXEDS false, BMINER TAXEXLREN, FEMEA default-
application EBM48IEH, TEREHRIME,

Bl : J5RABRIL RSB AERF R
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#B3E FRIRSHOAS REERR®E

/core-service=management/access=authorization/constraint=application-
classification/type=Ilogging/classification=logging-profile:write-attribute(name=configured-
application,value=true)

P : Result

/core-service=management/access=authorization/constraint=application-
classification/type=Ilogging/classification=logging-profile:read-resource

"outcome" => "success",
"result" => {
"configured-application” => true,
"default-application" => false,
"applies-to" => {"/subsystem=Ilogging/logging-profile="" => undefined}

}

BF

NARFHRREERTHEE E’JFﬁﬁmi,\o Blan, FiE¥%F Deployer F Fijja]— Nk
?Eﬁmﬁ, EEN U?l'ﬂjj—/\@l?%/ J'_ll Mo ﬁD%%ﬁ—%ﬁ*ﬂE%ﬁ%‘J, UIIJEUZEZ:EE"JHE%
HAPREETR, FHENHOUEFRMSEH Deployer A,

3.5.9.4. 51 N AR HRE
A LMFERALTEIR CLI 6%, BEEEM JBoss EAP BIEHEEIhE DT N ARRE RIRESI TR :

/core-service=management/access=authorization/constraint=application-classification:read-
resource(include-runtime=true,recursive=true)

3.5.9.5. Bdi& Vault KiAR Ak

BIAERT, EIAEA vault RIAXNZHBURIRIE, EE vault RIARLRAT RVFRHX LR E P DM RIF
HRENIEHRER, BULARTULESHABIELE vault RiAR.

vault RiZRARALTF /core-service=management/access=authorization/constraint=vault-
expression,

ZRE vault RIAXLR, 15# A write-attribute #2/F1X & configured-requires-write #1 configured-
requires-read %/ true =X false HIEM. BUABRT, FxBEXLiXE, FHEFEH default-requires-
read # default-requires-write F91H., T EENERIME.

Pl - {8 Vault RiIAR BN FEBURIRVF

/core-service=management/access=authorization/constraint=vault-expression:write-
attribute(name=configured-requires-write,value=false)

4 : Result

I /core-service=management/access=authorization/constraint=vault-expression:read-resource
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{

"outcome" => "success",

"result" => {
"configured-requires-read" => undefined,
"configured-requires-write" => false,
"default-requires-read” => true,
"default-requires-write" => true

}
}
ABEURN N vault RiIAR, EIFEEEERMEA, XERTEUNEKE, FTRELMT

# 3.3. Vault Expression Constraint Configuration Outcomes

{E requires-read requires-write
true EIRERBRM, RE BEANRERBBN, RE
Auditor, EH5i f1SuperUser  Administrator #1 SuperUser
AT LA ER, ALUE A,
false ERETHR, FIATERASEHT BARERESR, B EEA
LUSEEY, M BLAEFALLE A, Deployer
A LB A vault RiARTEN T2
FEHIRA,
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B 4T RIENRLEH

B 45 FIENLEF0HE

JBoss EAP RVFHERCEX A S BURF RFRITINE ., XEFRHBAUFHEERIAFMES, RERTLA
MISIERSL, BBRFRHRAUFEHEEUATE—E :

® Credential Store - £ JBoss EAP 7.1 13| A, B IBEMHEIFEHEXGD, SEEMETULSH
RIPRRBRILA X AFEHE, B JBoss EAP REBEHEATUE S SN EREEE,

® Password Vault - @EEIHEBHRFEH, 269 vault A Java BHAEZERIZMEEDE ST RO BUR
FRE, 51 JBoss EAP [R5 BEREEE S — 1B vault,

EAP_HOME/standalone/configuration/ 1 EAP_HOME/domain/configuration/ B A Bl & X {4-&R o]
PIBRINEEER, sZIB ISR ENAXBREEEEREXHS, M XEERBE SIEEWE HE B9 vault
¢O

INRIEREFA X ARBE BRI ES -, NXRZRA XL H, E4, 21T JBoss EAP 7 BIA
Pk P BB LB,

4.1. EUEFMEIE ELYTRON

4.1.1. Elytron {REtRYEIEFE
Elytron 2N PNEONEIERE, BRI LIEREREFEHEIL : KeyStoreCredentialStore #
PropertiesCredentialStore, fEAILMEA JBoss EAP BIE CLI B EIREFME, B LUEM WildFly Elytron

TEEEC(IRNERE, BRTHMRIAFERESA, TLaLlgR, EFRMNEEGECHEE L EREF
,ﬁ’%o

4.1.1.1. KeyStoreCredentialStore/credential-store

IS LUARA Elytron EIER B HETE KeyStoreStore A, elytron R4 KeyStore B BTIREFR A
credentials-store, KeyStoreCredentialStore fF Java Development Kit(JDK)H B KeyStore SLH$2 4
B HI SRR I IR SEIIE,

TEEE CLI Fif17] KeyStoreCredentialStore, 1R :

I /subsystem=elytron/credential-store

Hth B
e FElytron FRYEIEREY
o f{#f JBoss EAP EE CLI HIEIRFIHIRIE
o {HF WildFly Elytron TE 1T EILTFMEIRE
® KeyStore Javadoc

e credential-store Bt

4.1.1.2. PropertiesCredentialStore/secret-key-credential-store

T EFED), JBoss EAP ZEMMEHRMUIE LR LHR, [ secret-key-credential-store 12
b E BHR BT LN BRARSS 2R TR, LA LAE R PropertiesCredentialStore 171
SecretKeyCredential, B©X#HEHESHMBIFE(AES)secret B, A XHREIUBR LR HIHERE
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Bial, BARRRT, EEAZRENARSSREF VIR, LRSIV ERFE,
PropertiesCredentialStore B elytron TSR BTIR &5 2 secret-key-credential-store, &7 LURER
ITFATREEE CLI iR e :

I /subsystem=elytron/secret-key-credential-store

BXROBMREAABHANGER, ESMH [ JBoss EAP IRIEAAB AR R £ 5R, 74, BLAILL
MAEREIRIREX master BB, BXMAMFRIREMNER, HSH KRB AR ERER
fE B9 B,

Hith BHiR
e CElytron ABYEIEREY
e {3 JBoss EAP &I CLI EREF MR
e {#F WildFly Elytron TEH#{TEIFEIRIE

e secret-key-credential-store Attributes

4.1.2. Elytron HRYEIEREY

Elytron 2t T U T =ZMEILRBERHRENEMHREF K, BAHXLEEREFMEE Elytron ERF
I:F'o

PasswordCredential

FERXMNMEIRE, ETUREMEMAXRHRMBENERL, S FHEEREH JBoss EAP HIR, 1H
{E 15[ PasswordCredential M A =2 XA B ILH B | A K 4EF B ID IR,

R RIBUE 8RBl

I data-source add ... --user-name=db_user --password=StrongPassword

EXNTROIEREEER S, EALERIENY : StrongPassword, iXEKEH i ABATLATERSS
RELEXHHEER,

EEEEATRANSEE -F2] k¢ HER NN

data-source add ... --user-name=db_user --credential-reference=
{store=exampleKeyStoreCredentialStore, alias=passwordCredentialAlias}

LEAFTIESIAMA R EEISEEN, REREFREEXHFNFILEIA, MAZENEH

KeyPairCredential

IR AT LARF Secure Shell(SSH)#1/2%A Cryptography Standards(PKCS)# %A% FIE KeyPairCredential,
BEAN SEHRZNAMRE A ER P FARBFAEA,
& 2 BEE A WildFly Elytron TE&E KeyPairCredential,

SecretKeyCredential

SecretKeyCredential @ &M INEAAE(AES)#HH, BT AT Elytron RAIEIMBRIAR. BXRINE
RIERIENE, 1552 Elytron ARMNBRIAR,
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B 4T RIENRLEH

Hith BHIR
e Elytron IRFBIFEILTF K
o FILFMERIFILRE
e Elytron FRMNEARIAR

4.1.3. Elytron EIEFE S FFRFEIEREY
TR T WA BRI AT

KeyStoreCredentialStore/crede PropertiesCredentialStore/secr

ntial-store et-key-credential-store
PasswordCredential = S
KeyPairCredential = S
SecretKeyCredential = =
Heth TR

e CElytron ABYEIEREY

e Elytron IR IEFNE

4.1.4. {$F JBoss EAP E1E CLI WiEIRFEiE/F

FIE)21THY JBoss EAP RSS2 E IR JBoss EAP E1E, 1B RIRMHIERR CLI #1F, EaLUFER JBoss
EAP E1Z CLI &I PasswordCredential 1 SecretKeyCredential,

Gk

% R BN AHE R EIEF T IX LR, FTEEREWRERI AN,

4.1.4.1. IR PR 5523 0E KeyStore/credential-store

HEXERAMER B KR E N BHARS 2312 1TH JBoss EAP | —4 KeyStoreStore, N&E#E N
RAARRAF LIRSS E#NE %,

FRFH

o REDRMXTIZIT JBoss EAP BIA Fik 1 B9 KeyStoreCredentialStore B9 B sk Y1/ AR,

/i

73

lﬂﬂﬁ

BT RES L1214 FD secret-key- credential- store Y& #ER, FE N 1LHEHERN
Elytron IjJ : org.wildfly.security.credential-store.

s}
e
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o HALITEIRECLI %, fE— KeyStoreCredentialStore :

Wk

/subsystem=elytron/credential-

store=<name_of credential_store>:add(path="<path to store file>", relative-

to=<base path_to_store_file>, credential-reference={clear-text=<store password>},
create=true)

Nl

/subsystem=elytron/credential-
store=exampleKeyStoreCredentialStore:add(path="exampleKeyStoreCredentialStore.jceks",
relative-to=jboss.server.data.dir, credential-reference={clear-text=password}, create=true)
{"outcome" => "success"}
Hith BTR
e {3 JBoss EAP &I CLI EREF MR

e credential-store Bt

4.1.4.2. hZEELIE KeyStore/credential-store

IEAI LAIE R EE B 0132 KeyStoreCredentialStore, {BIIESE R WildFly Elytron TEAH#ER R
KeyStoreCredentialStore, SAR—NZEBAEL N ENIRGIER, HEFEUTEDZ— :

o TEFNEMNIZHIZZF /I KeyStoreCredentialStore, FH &1 KeyStoreStore FiNEIL,
o [HEFM KeyStoreStore M— PN EHIRIERF EHIEIFTA Hth EHLIEHIZS
e J¥ KeyStoreCredentialStore X RTFEIMLE SXHRG(NFS)H, ARRMZ XA TFEUENRE

KeyStoreCredentialStore ¥R,

&, EELUE R ENZHI2S EREIEQE KeyStoreCredentialStore X4, M EE R WildFly Elytron
I8,

=z

BARBEBERSS S LE L—1 KeyStore HiR, ANRA—EEEFHNEERSRBISE
B KeyStoreCredentialStore X, &R LATERR 5535 BUE B #H 2
KeyStoreCredentialStore 3X§, #H%f-to=jboss.server.data.dir.

8%

IR BE S EILTE 1 secret-key- credential- store B9&#HEE, R WEi1LEBRLN
Elytron ZhgE : org.wildfly.security.credential-store,

PUFRIEE 7 a0e{E R NFS mTE N2 25124t KeyStoreCredentialStore XX 14,
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1. 2 WildFly Elytron TE i KeyStoreCredentialStore FE X4, BXIINHHEZER, F
278 A WildFly Elytron TE FhE#4E,

2. DEEMEXE, B0, EF scp RN EOELEBNEVILHZE, NEMEEMEENFSH, FH
S E A F A KeyStoreCredentialStore iR,

T HRF-BME, SFEANERMENIRERSE AN KeyStoreStore X4, &
WA RIS A KeyStoreStore, 744, 1HHR NIEH KeyStoreStore X417
YT B 1R

Wk

/profile=<profile_name>/subsystem=elytron/credential-

store=<name_of credential_store>:add(path=<absolute_path to store keysto
re>,credential-reference={clear-
text="<store_password>"},create=false,modifiable=false)

=pl

/profile=full-ha/subsystem=elytron/credential-
store=exampleCredentialStoreDomain:add(path=/usr/local/etc/example-cred-
store.cs,credential-reference={clear-
text="password"},create=false,modifiable=false)

3. G NREEEERBEFRTE XL credential-store ¥R, iH{#E BEE X HROEETIE,

Wk

/profile=<profile_name>/subsystem=elytron/credential-
store=<name_of credential_store>:add(path=<path_to_store _file>,credential-reference=
{clear-text="<store_password>"})

=pl

/profile=full-ha/subsystem=elytron/credential-
store=exampleCredentialStoreHA:add(path=/usr/local/etc/example-cred-store-ha.cs,
credential-reference={clear-text="password"})

. Bk RENIERIZR O3 KeyStoreStore HR,
Bk

/host=<host_controller_name>/subsystem=elytron/credential-
store=<name_of credential_store>:add(path=<path_to_store _file>,credential-reference=
{clear-text="<store_password>"})

=pl
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/host=master/subsystem=elytron/credential-
store=exampleCredentialStoreHost:add(path=/usr/local/etc/example-cred-store-host.cs,
credential-reference={clear-text="password"})

Hith BTR
® KeyStoreCredentialStore/credential-store
e {3 WIidFly Ely Ely Ely Elytron T EFFTEIEZEIEME

e credential-store Bt

4.1.4.3. Iy RSS2 BIE PropertiesCredentialStore/secret-key-credential-store

EREIE CLI A% PropertiesCredentialStore, {Ef|# PropertiesCredentialStore 5/, JBoss EAP 2Kk
4 secret key, ERRMIBRANATNE key, EK/INH 256 fiL,

FRFH

o BE/MNRMEKTIZIT JBoss EAP BIF Sk I BY PropertiesCredentialStore B B sk BY 1L/ BAURR,

it =

o FALTMS, FHSE CLI G PropertiesCredentialStore :

Wk

/subsystem=elytron/secret-key-credential-
store=<name_of credential_store>:add(path="<path to the credential_store>", relative-
to=<path _to_store_file>)

=pl

/subsystem=elytron/secret-key-credential-
store=examplePropertiesCredentialStore:add(path=examplePropertiesCredentialStore.cs,
relative-to=jboss.server.config.dir)
{"outcome" => "success"}
Hith BTR
® PropertiesCredentialStore/secret-key-credential-store

o {#M8 JBoss EAP &IE CLI HEIREiEiR/E

e secret-key-credential-store Attributes

4.1.4.4. FEEZIERIME] KeyStoreStore/credential-store
FARLEFEE — PasswordCredential El| KeyStore BYHTIE \,,J\\DDQUEXUF$H LB E X L

B, AhE, ,.,\_IL/LE‘nlﬁiﬁT?ﬁ%E’J FULR VT F XL TR, MERAFENBEL,
SeRFMH
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o REAIET KeyStoreStore,

B XA KeyStore BIiFE, ES M HIRILARSS 25 0/ KeyStoreCredentialStore/credential-
store,

o [43HY PasswordCredential 7 I1Z!I KeyStoreCredentialStore :
Bk

/subsystem=elytron/credential-store=<name_of credential_store>:add-alias(alias=<alias>,
secret-value=<secret-value>)

Bl

/subsystem=elytron/credential-store=exampleKeyStoreCredentialStore:add-
alias(alias=passwordCredentialAlias, secret-value=StrongPassword)
{"outcome" => "success"}

o KHLUTaSLUIIE PasswordCredential /& B 7 INE KeyStoreCredentialStore A :
Wik
I /subsystem=elytron/credential-store=<name_of credential_store>:read-aliases()

Pl

/subsystem=elytron/credential-store=exampleKeyStoreCredentialStore:read-aliases()

{

"outcome" => "success",
"result" => ["passwordcredentialalias"]

}

Hith BTR
® KeyStoreCredentialStore/credential-store
e 7t JUBoss EAP BCi& A A EE IS EIE

e credential-store Bt

4.1.4.5. 7 KeyStoreStore/credential-store 4K SecretKeyCredential

1£ KeyStoreCredentialStore 4 X SecretKeyCredential, BRINER T, Elytron B/ 256 fi%H, R
FERENKD, EAILUE key-size BHEAIETE 128 15X 192 A1,

FRFH

o REAIET KeyStoreStore,
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AKX UEZE KeyStore IR, HSH NIRILHR S5 45 02 KeyStoreCredentialStore/credential-
store,

iz
. FALTERE CLI 64, 7E KeyStoreCredential 4K SecretKeyCredential :

Wik
/subsystem=elytron/credential-store=<name_of credential_store>:generate-secret-
key(alias=<alias>, key-size=<128_or_192>)

Nl
/subsystem=elytron/credential-store=exampleKeyStoreCredentialStore:generate-secret-
key(alias=secretKeyCredentialAlias)

o KLHUITa4, LUSIE Elytron 48 SecretKeyCredential #Ff#7E KeyStoreCredentialStore
==

Wik

I /subsystem=elytron/credential-store=<credential_store>:read-aliases()
Nl

/subsystem=elytron/credential-store=exampleKeyStoreCredentialStore:read-aliases()

{

"outcome" => "success",
"result" => [
"secretkeycredentialalias”

]
}

Hith BTR
® KeyStoreCredentialStore/credential-store
e T Elytron FOIRIMEMIRIAR

e credential-store Bt

4.1.4.6. 7£ PropertiesCredentialStore/secret-key-credential-store 4R
SecretKeyCredential

1E PropertiesCredentialStore 4K SecretKeyCredential, ERIAER T, Elytron fljE 256 fiI#%H, #0
REERRBIKNND, EETLUE key-size BIEFEE 128 A5k 192 i,

LIRE K SecretKeyCredential B, Elytron £ — NHTEIBEN] secret BHH, FHFHEREN
SecretKeyCredential, &R LAE A PropertiesCredentialStore £ export #{EXEFEZILHAR,
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B 4T RIENRLEH

BF

IR IEAIEE PropertiesCredentialStore. SecretKeyCredential S{&BI#=12, FE} JBoss
EAP oA FR 5 KM Elytron &4E,

&R LAE A PropertiesCredentialStore £ export ##{E3R KA SecretKeyCredential B{E, ABEALL
X MERGFENED. MEEZER, 1HSHM PropertiesCredentialStore/secret-key-credential-store
5 H SecretKey Credential,

FRFM

o KB AT PropertiesCredentialStore,
B *1IE PropertiesCredentialStore BI1¥1E, 1HEE ARS8 018

PropertiesCredentialStore/secret-key-credential-store,

Pt =

o (FALITEL CLIM4, 7E PropertiesCredentialStore 4R SecretKeyCredential :
Wik

/subsystem=elytron/secret-key-credential-
store=<name_of the properties_credential_store>.generate-secret-key(alias=<alias>, key-
size=<128 or_192>)

Nl

/subsystem=elytron/secret-key-credential-store=examplePropertiesCredentialStore:generate-
secret-key(alias=secretKeyCredentialAlias)
{"outcome" => "success"}

o KHLITaSLUIE Elytron /8 T SecretKeyCredential:

Wk

/subsystem=elytron/secret-key-credential-
store=<name_of the properties_credential_store>:read-aliases()

Nl

/subsystem=elytron/secret-key-credential-store=examplePropertiesCredentialStore:read-
aliases()
{
"outcome" => "success",
"result" => [
"secretkeycredentialalias”,
"Key"
]
}
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FS 1 oL mnn

4.1.4.7. ¥F SecretKeyCredential 5 A%l PropertiesCredentialStore/secret-key-credential-

® PropertiesCredentialStore/secret-key-credential-store
e 7E Elytron AREEMBEMIFRIAR

e secret-key-credential-store Attributes

store

ol

LIY$4E PropertiesCredentialStore Z 4l 82H) SecretKeyCredential 5 Al Elytron

PropertiesCredentialStore f, BIZEM A —NEIEFHE P FHE T —1 SecretKeyCredential, {1

a0,

FR

154

De-jaxba KeyStoreStore, f&RILUFHE T AR PropertiesCredentialStore,

eSS

o MBI T PropertiesCredentialStore,
B Xl PropertiesCredentialStore BYI¥1E, HE5Z AR 25012

PropertiesCredentialStore/secret-key-credential-store,

o MBS H T — SecretKeyCredential,
B X5 H SecretKeyCredential WE R, 1HBHM PropertiesCredentialStore/secret-key-
credential-store A5 H SecretKey Credentials,

| FAUTHSESE CLIFEABGSERT

BF

=i,

I history --disable
2. ERUTER CLI M55 A secret BH :
Bk

/subsystem=elytron/secret-key-credential-store=<name_of_credential_store>:import-secret-
key(alias=<alias>, key="<secret_key>")

Pl

/subsystem=elytron/secret-key-credential-store=examplePropertiesCredentialStore:import-

secret-key(alias=imported,
key="RUxZAUs+Y1CzEPw0g2AHHOZ+0TKhT90sSabWQtoxR+0O+42011g==")

3. BRALTEE CLI A4S EFREARSERE

I history --enable

B VEer e

MNRAEZRZ%E, NELLGIRERE CLI il SEHER AE T LLEE secret
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B 4T RIENRLEH

HmBR
® PropertiesCredentialStore/secret-key-credential-store

e secret-key-credential-store Attributes

4.1.4.8. 55 KeyStoreStore/credential-store FEFEIE
E & KeyStoreCredentialStore FEMIFTA X, Bl LUERERE CLISIHE],

iz
o (FHALITEIE CLIM%, FIHEME KeyStoreStore HEYREILE :
Wik
I /subsystem=elytron/credential-store=<name_of credential_store>:read-aliases()
=Bl
/subsystem=elytron/credential-store=exampleKeyStoreCredentialStore:read-aliases()
{
"outcome" => "success",
"result" => [
"passwordcredentialalias”,
"secretkeycredentialalias”
]
}
Hith BTR

® KeyStoreCredentialStore/credential-store

e credential-store Bt

4.1.4.9. 54 PropertiesCredentialStore/secret-key-credential-store I IE

FHE PropertiesCredentialStore RFEIFMIAEENE, BRI LUEAEE CLI 5 X LEIE,

Pt =

o (FHALITEIE CLIM%S, FIHEFEMETE PropertiesCredentialStore FRBYREIE :
Wik
I /subsystem=elytron/secret-key-credential-store=<name_of_credential_store>:read-aliases()
Nl

/subsystem=elytron/secret-key-credential-store=examplePropertiesCredentialStore:read-
aliases()

{

"outcome" => "success",
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"result" => [
"secretkeycredentialalias”,
llkeyll

]

!

Heth BT
® PropertiesCredentialStore/secret-key-credential-store

e secret-key-credential-store Attributes

4.1.4.10. M KeyStoreCredential/credential-store 5t SecretKeyCredential

&R LAM KeyStoreCredential S HIIAE M SecretkKeyCredential, LUFE R SecretKeyCredential 5% £l
SecretKeyCredential B9£15,

SERFEH

o MBAEM T —1 SecretKeyCredential ¥E -/ KeyStore,
B X 7E KeyStoreCredential 4 R SecretKeyCredential BIE R, HE 1L
KeyStoreCredentialStore/credential-store A4 X SecretKeyCredential,

Az
o FERLITEE CLI M4, M KeyStoreCredential 5H SecretKeyCredential :

Wik
/subsystem=elytron/credential-store=<name_of _credential _store>:export-secret-
key(alias=<alias>)

Nl
/subsystem=elytron/credential-store=exampleKeyStoreCredentialStore:export-secret-
key(alias=secretKeyCredentialAlias)

{
"outcome" => "success",
"result" => {"key" =>
"RUxZAUui+8JkoDCE6MFyA3cCIbSAZaXqg5wgYejj1scYgdDqWiw=="}
}
Hith BTR

® KeyStoreCredentialStore/credential-store

e credential-store Bt

4.1.4.11. M PropertiesCredentialStore/secret-key-credential-store 5:H{
SecretKeyCredential

f&AILLM PropertiesCredentialStore 5t IIA R SecretkKeyCredential, LA#EF SecretKeyCredential 5%
I3 SecretKeyCredential BJ#& 15,
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B 4T RIENRLEH

FRFH

e {R1f PropertiesCredentialStore 4R T — SecretKeyCredential, SFHF A,
B K7L PropertiesCredentialStore 4K SecretKeyCredential BIf§ &, 1ESHIE
PropertiesCredentialStore/secret-key-credential-store FI4E K SecretKey Credentials,

B X ¥ SecretKeyCredential 5 AE| PropertiesCredentialStore BIfE &, ESHFA
SecretKeyCredential to PropertiesCredentialStore/secret-key-credential-store

o (FALITEL CLIM4, M PropertiesCredentialStore 5H SecretKeyCredential :

Wk

/subsystem=elytron/secret-key-credential-store=<name_of_credential_store>:export-secret-
key(alias=<alias>)

Nl

/subsystem=elytron/secret-key-credential-store=examplePropertiesCredentialStore:export-
secret-key(alias=secretkeycredentialalias)

{

"outcome" => "success",
"result" => {"key" => "RUxZAUtxXcYvz0aukZu+odOynlrOByLhC72iwzlJsi+ZPmONgA=="}

}
Hith BT
® PropertiesCredentialStore/secret-key-credential-store

e secret-key-credential-store Attributes

4.1.4.12. M KeyStoreCredentialStore/credential-store Hfff|BRFEiE

BRI LA BN EIE R BIEETE KeyStoreStore B, {BECGNERT, HEMBREIER!, Elytron RIBEER
PasswordCredential, fAREMIFREMZTILRE, E1E entry-type BHEFIEEE.,

ff

L=

S

o HALITEME CLI®H, M KeyStoreStore HfiFREILE :
Wik

/subsystem=elytron/credential-store=<name_of _credential_store>:remove-
alias(alias=<alias>, entry-type=<credential _type>)

BRI R A

/subsystem=elytron/credential-store=exampleKeyStoreCredentialStore:remove-
alias(alias=passwordCredentialAlias)

{

"outcome" => "success",
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"response-headers" => {"warnings" => [{
"warning" => "Update dependent resources as alias 'passwordCredentialAlias' does not
exist anymore",
"level" => "WARNING",
"operation" => {
"address" => [

("subsystem" => "elytron"),
("credential-store" => "exampleKeyStoreCredentialStore")

1,

"operation" => "remove-alias"

1
}

fHB& SecretKeyCredential 7=l

/subsystem=elytron/credential-store=exampleKeyStoreCredentialStore:remove-
alias(alias=secretKeyCredentialAlias, entry-type=SecretKeyCredential)
{
"outcome" => "success",
"response-headers" => {"warnings" => [{
"warning" => "Update dependent resources as alias 'secretKeyCredential Al
ias' does not exist anymore",
"level" => "WARNING",
"operation" => {
"address" => [
("subsystem" => "elytron"),
("credential-store" => "exampleKeyStoreCredentialStore")
1,
"operation" => "remove-alias"
}
i
}

o KHLITaELUSIE Elytron MIBR T 4&EIE -
Wik
I /subsystem=elytron/credential-store=<name_of credential_store>:read-aliases()
ANl

/subsystem=elytron/credential-store=exampleKeyStoreCredentialStore:read-aliases()

{

"outcome" => "success",
"result" => []

}

M BREVEIET 2RI H,

=
=

i
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B 4T RIENRLEH

® KeyStoreCredentialStore/credential-store

e credential-store Bt

4.1.4.13. M PropertiesCredentialStore/secret-key-credential-store HfffilB& & ik

1R R BEST SecretKeyCredential XEUIZHETE PropertiesCredentialStore B, iXEIKE, HIEM
PropertiesCredentialStore FHIFREIERS, EARLIETE entry-type,

ff

L=

S

o (FHALITM4, M PropertiesCredentialStore Ffffif# SecretKeyCredential :

Wk

/subsystem=elytron/secret-key-credential-store=<name_of_credential_store>:remove-
alias(alias=<alias>)

=pl

/subsystem=elytron/secret-key-credential-store=examplePropertiesCredentialStore:remove-
alias(alias=secretKeyCredentialAlias)
{
"outcome" => "success",
"response-headers" => {"warnings" => [{
"warning" => "Update dependent resources as alias 'secretKeyCredentialAlias' does not
exist anymore",
"level" => "WARNING",
"operation" => {
"address" => [
("subsystem" => "elytron"),
("secret-key-credential-store" => "examplePropertiesCredential St
ore")
8
"operation" => "remove-alias"
}
i
}

o KHLITaELUSIE Elytron JHIBR T 4&EIE -
Wik
I /subsystem=elytron/secret-key-credential-store=<name_of_credential_store>:read-aliases()
AN

/subsystem=elytron/secret-key-credential-store=examplePropertiesCredentialStore:read-
aliases()

{
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"outcome" => "success",
"result" => []

}
M BREVEIUET 2R TIH,

Heth BT
® PropertiesCredentialStore/secret-key-credential-store

e secret-key-credential-store Attributes
4.1.5. {F A WildFly Elytron TEH#{TEIEFEIRIE

4.1.5.1. [ WildFly Elytron TEfl|E KeyStore/credential-store

1E Elytron &, &R LLBIEE—A KeyStoreCredentialStore, A FEH P REFMAZILRE,

i =
o fERLATM4, fEF WildFly Elytron TEAIEE—1 KeyStoreStore :
Wik
$ EAP_HOME/bin/elytron-tool.sh credential-store --create --location "<path_to_store_file>" --
password <sfore_password>
=Bl
$ EAP_HOME/bin/elytron-tool.sh credential-store --create --location "../cred_stores/example-
credential-store.jceks" --password storePassword
Credential Store has been successfully created
MREFAEFEHBEEESERDHR, HEBZSH, ARERTATFIMABN, L
=R WildFly Elytron TEA R ER#KEH. BXERFRBEHIEE, HSEER WildFly
Elytron TB 4 B FRBINNE F R/ &,
Hith BTIR

® KeyStoreCredentialStore/credential-store

o {3 WildFly Elytron TE4 R ERRBIINZEF 7 &

4.1.5.2. {8/ Bouncy Castle #t NI KeyStoreStore/credential-store

{8 M Bouncy Castle #t | — 1 KeyStoreCredentialStore,

FRFH

o TARMHIMEEEE HEMA Bouncy Castle,
MEFLELR, FEREETMIMELUER Bouncy Castle Provider,
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B 45 FIENL LM

IR BE S EIE TR secret-key- credential- store B9&#HEE, E WEi1LEERLN
Elytron IjJ : org.wildfly.security.credential-store,

Pt

1. % X Bouncy Castle FIPS A7 i#(BCFKS)ZHF i, FIPS RKREFERIEINE, MNRES
B, HRET—%,

$ keytool -genkeypair -alias <key pair_alias> -keyalg <key_algorithm> -keysize <key_size>
-storepass <key pair_and_keystore_password> -keystore <path _to_keystore> -storetype
BCFKS -keypass <key pair_and_keystore password>

BF

IR H7E % keypass # storepass BMEHER. AREH, elytron FRETHFH
BCFKS BHFMHERTIEE LE .

2. i KeyStoreCredentialStore 4 X secret B%H,

$ keytool -genseckey -alias <key_alias> -keyalg <key_algorithm> -keysize <key_size> -
keystore <path to_keystore> -storetype BCFKS -storepass <key and_keystore password> -
keypass <key and_keystore password>

3. FERUTMaS, FH WildFly Elytron TERE X KeyStoreCredentialStore :

$ EAP_HOME/bin/elytron-tool.sh credential-store -c -a <alias> -x <alias_password> -p

<key _and_keystore password> -| <path _to_keystore> -u
"keyStoreType=BCFKS;external=true;keyAlias=<key alias>;externalPath=<path_to_credenti
al_store>"

Hi 5w

® KeyStoreCredentialStore/credential-store

e WildFly Elytron T& KeyStoreCredentialStore/credential-store ##/E
4.1.5.3. f§5F WildFly Elytron TEfl|& PropertiesCredentialStore/secret-key-credential-
store

£ Elytron &1, {ZATLLAIEE— PropertiesCredentialStore B4, EAIUEHFRE
SecretKeyCredential S2f,

ff

L=

S

o FHLITM4, fEMH WildFly Elytron TE6|%# PropertiesCredentialStore :

Wk

$ EAP_HOME/bin/elytron-tool.sh credential-store --create --location "<path_to_store_file>" --
type PropertiesCredentialStore
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Nl

$ bin/elytron-tool.sh credential-store --create --location=standalone/configuration/properties-
credential-store.cs --type PropertiesCredentialStore
Credential Store has been successfully created

Heth BT
® PropertiesCredentialStore/secret-key-credential-store

e WildFly Elytron T& PropertiesCredentialStore/secret-key-credential-store ##{F

4.1.5.4. WildFly Elytron TE KeyStoreCredentialStore/credential-store {F

& el LUER WildFly Elytron TEHAT & KeyStore B9fESS, HAPaE :

AMEBESEIUE
IRAT LA A LLT WildFly Elytron TESI$E S Credential AINZE KeyStoreStore A :
Bk

$ EAP_HOME/bin/elytron-tool.sh credential-store --location "<path_to_store_file>" --password
<store_password> --add <alias> --secret <sensitive_string>

Nl

$ EAP_HOME/bin/elytron-tool.sh credential-store --location "../cred_stores/example-credential-
store.jceks" --password storePassword --add examplePasswordCredential --secret
speci@|_db_pa$$ 01

Alias "examplePasswordCredential" has been successfully stored

MNRIEARIELT secret RIERDT, FEBIZSE, ARBEIRTIFNHIA secret,

4R SecretKeyCredential

&R LAE A LUT WildFly Elytron TE#4F SecretKeyCredential #xN%E KeyStoreCredentialStore
==

Wk

$ EAP_HOME/bin/elytron-tool.sh credential-store --generate-secret-key=example --
location=<path to the credential_store> --password <store_password>

Pl

$ EAP_HOME/bin/elytron-tool.sh credential-store --generate-secret-key=example --location
"../cred_stores/example-credential-store.jceks" --password storePassword
Alias "example" has been successfully stored

NRIERIET secret RIEBSH, HEBIZSE, ARBERTHFEINHIA secret,

RiINBERT, HIEIE JBoss EAP 83 SecretKeyCredential B, &R LABIE— 256 i secret B
B, MBERRAND, ETLUEE --size=128 = --size=192 235/ 018 128 15X 192 £,
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B 45 FIENL LM

5 A SecretKeyCredential
&R LAE A LR WildFLy Elytron TE #3455 A SecretKeyCredential :
Bk

$ EAP_HOME/bin/elytron-tool.sh credential-store --import-secret-key=imported --
location=<path _to credential_store> --password=<store _password>

Nl

$ EAP_HOME/bin/elytron-tool.sh credential-store --import-secret-key=imported --
location=../cred_stores/example-credential-store.jceks --password=storePassword

BIANBES AR secret BH,

IR A SKUE
IEAT LAME A LLT WildFly Elytron TE#&4S5IH KeyStore RBYEILE :
Bk

$ EAP_HOME/bin/elytron-tool.sh credential-store --location "<path_to_store_file>" --password
<store_password> --aliases

fign -

$ EAP_HOME/bin/elytron-tool.sh credential-store --location "../cred_stores/example-credential-
store.jceks" --password storePassword --aliases
Credential store contains following aliases: examplepasswordcredential example

RERSHFANA
FERUTHRSRERILEFHHRRSHFENE
Wik

$ EAP_HOME/bin/elytron-tool.sh credential-store --location "<path_to_store_file>" --password
<store_password> --exists <alias>

Nl

$ EAP_HOME/bin/elytron-tool.sh credential-store --location "../cred_stores/example-credential-
store.jceks" --password storePassword --exists examplepasswordcredential
Alias "examplepasswordcredential" exists

5 SecretKeyCredential
&R LAE A LU 345 M KeyStoreCredential 5 H SecretKeyCredential :

Wk

$ EAP_HOME/bin/elytron-tool.sh credential-store --export-secret-key=<alias> --
location=<path _to credential_store> --password=storePassword
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Nl

$ EAP_HOME/bin/elytron-tool.sh credential-store --export-secret-key=example --
location=../cred_stores/example-credential-store.jceks --password=storePassword
Exported SecretKey for alias
example=RUxZAUtBiAnoLP1CA+i6DtcbkZHfybBJxPeSIMIVOmMEYwjjmEA==

THIBRSEUE
AR T S M IEAZ (R IR SR -
Wik

$ EAP_HOME/bin/elytron-tool.sh credential-store --location "<path_to_store_file>" --password
<store_password> --remove <alias>

Nl

$ EAP_HOME/bin/elytron-tool.sh credential-store --location "../cred_stores/example-credential-
store.jceks" --password storePassword --remove examplepasswordcredential
Alias "examplepasswordcredential" has been successfully removed

Hith BTIR
® KeyStoreCredentialStore/credential-store

e FElytron FRYEIEREY

4.1.5.5. WildFly Elytron TE PropertiesCredentialStore/secret-key-credential-store 4F
&R LAE A WildFly Elytron TB7 SecretKeyCredential $i#TEL T PropertiesCredentialStore #2{F :

4R SecretKeyCredential
I&AT LAE A LT WildFly Elytron TETE PropertiesCredentialStore 4 SecteKeyCredential :

Wk

$ EAP_HOME/bin/elytron-tool.sh credential-store --generate-secret-key=example --location
"<path_to _the credential_store>" --type PropertiesCredentialStore

Pl

$ EAP_HOME/bin/elytron-tool.sh credential-store --generate-secret-key=example --location
"standalone/configuration/properties-credential-store.cs" --type PropertiesCredentialStore
Alias "example" has been successfully stored

& A SecretKeyCredential
&R LAME A LUT WildFLy Elytron TE #3455 A SecretKeyCredential :
Bk
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$ EAP_HOME/bin/elytron-tool.sh credential-store --import-secret-key=imported --
location=<path_to_credential_store> --type PropertiesCredentialStore

Nl

$ EAP_HOME/bin/elytron-tool.sh credential-store --import-secret-key=imported --location
"standalone/configuration/properties-credential-store.cs" --type PropertiesCredentialStore

IR A SKUE
&R LAE A LUR WildFly Elytron TE#4 51U PropertiesCredentialStore ARAJEIIE :

Wk

$ EAP_HOME/bin/elytron-tool.sh credential-store --location "<path_to_store_file>" --aliases --type
PropertiesCredentialStore

Nl

$ EAP_HOME/bin/elytron-tool.sh credential-store --location "standalone/configuration/properties-
credential-store.cs" --aliases --type PropertiesCredentialStore
Credential store contains following aliases: example

S SecretKeyCredential
&R LAE A LU 345 M PropertiesCredentialStore F1 5 H SecretKeyCredential :

Wk

$ EAP_HOME/bin/elytron-tool.sh credential-store --export-secret-key=<alias> --location
"<path_to_credential_store>" --type PropertiesCredentialStore

Nl

$ EAP_HOME/bin/elytron-tool.sh credential-store --export-secret-key=example --location
"standalone/configuration/properties-credential-store.cs" --type PropertiesCredentialStore
Exported SecretKey for alias
example=RUxZAUt1EZM7PsYRgMGypkGirSel+5Eix4aSgwop6jfixGYUQaQ==

R EIE
BRI T S M EAZ (R IR SR -
Wik

$ EAP_HOME/bin/elytron-tool.sh credential-store --location "<path_to_store_file>" --remove
<alias> --type PropertiesCredentialStore

Bl
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$ EAP_HOME/bin/elytron-tool.sh credential-store --location "standalone/configuration/properties-
credential-store.cs" --remove example --type PropertiesCredentialStore
Alias "example" has been successfully removed

Heth BT
® PropertiesCredentialStore/secret-key-credential-store

e FElytron FRYEIEREY

4.1.5.6. {4 WildFly Elytron TEAIBMEEEFEZRME] JBoss EAP IRS5%
&/ WildFly Elytron TEAIE T EEFME, B LUFERINEELIZITH JBoss EAP iRZ5 289,

FRFH

o REfHMA WildFly Elytron TE6IE T EEEFHE,
MEELELR, ESHER WildFly Elytron TE i KeyStoreCredentialStore/credential-
store,

o HALITEECL %, NEILEFMRINEELIZITH JBoss EAP RS2 :
/subsystem=elytron/credential-

store=<store_name>:add(location="<path _to_store _file>",credential-reference={clear-
text=<store_password>})

a0 -

/subsystem=elytron/credential-store=my_store:add(location="../cred_stores/example-
credential-store.jceks",credential-reference={clear-text=storePasswordy})

[HERFHEARIE JBoss EAP ERE ST, A LUMER credentials -reference B 5| B EFHEE B F /Y
BB TR R,

MEFLER, EEA EAP_HOME/bin/elytron-tool.sh credential-store --help €5 K15 & ALY
MEFR,

Hh iR
e 1f JBoss EAP BRi& {F B IS EUE

e credential-store Bt

4.1.5.7. WildFly Elytron TEBAN EREREF

A LA LA T S 8RR (F elytron-tool.sh SRAMEEIRF M, BIaNEM A EEIEFE R FERFEHA
o

4 BB IR

e — - - - A A ANlm A Bt e iy T NU AU I - 0 G S S NT R Sy 0= el —— g
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B 4T RIENRLEH

12 generate-Key-pair fpoUlE—TEHN, ANEE A LMERUEFERIG] % MEEEHN . LA byl
LR T OIR RSA BHX, HEoBKANN 30721, FHEENERFHEEENME, RSB
#& example,

$ EAP_HOME/bin/elytron-tool.sh credential-store --location=<path_to_store_file> --generate-key-
pair example --algorithm RSA --size 3072

SABHN
{5/ import-key-pair 8 S IA B SSH BN FART HIEEHNRNWERFEH, UTFRASA—

NN, HFIE example £H /home/user/.ssh/id_rsa X1, ZXHEEFE OpenSSH & HIFA
B

$ EAP_HOME/bin/elytron-tool.sh credential-store --import-key-pair example --private-key-location
/home/user/.ssh/id_rsa --location=<path _to_store file>

BT

& /3 export-key-pair-public-key a5 ERBFAN BIAH. NHEAR OpenSSH & XNHITEEH B, LA
TREIERT 5 FEARRH -

$ EAP_HOME/bin/elytron-tool.sh credential-store --location=<path_to_store_file> --export-key-
pair-public-key example

Credential store password:

Confirm credential store password:

ecdsa-sha2-nistp256
AAAAE2V]ZHNhLXNoYTIltomlzdHAYNTYAAAAIbmIzdHAYyNTYAAABBBMfncZuHmMR7uglbOM96ieAr
RFtp42xPn9+ugukbY8dyjOXoi

cZrYRyy9+X68fyIEWBMzyg+nhjWkxJIJ2M2LAGY =

14 Hi export-key-pair-public-key fi 535, RIENEHANEIEFHEBILEIE, MRFT
FHAEBNEIE, HEHRREZE,

4.1.5.8. 1t Elytron Bei& X b8 A ER B THXT "B

BN EEM NI, BICE, MEEH  AHNBY, CREEFIEFEEREFRBTN, RETRE
elytron BECEXXHHBIRBIAXS, R, ERILURMN Git BT RIARR, UEBERHAHRS SRER
?EO

LUFRBISIET elytron EZESX4H <credential-stores> st EILEFE R EEM. <credential> 7t
FEIAEILFERNE, BTFEMEEHA,

<?xml version="1.0" encoding="UTF-8"7>
<configuration>
<authentication-client xmlns="urn:elytron:client:1.6">

<credential-stores>
<credential-store name="${credential _store_name}">
<protection-parameter-credentials>
<clear-password password="${credential _store password}"/>
</protection-parameter-credentials>
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<attributes>
<attribute name="path" value="${path_to credential _store}'/>
</attributes>
</credential-store>
</credential-stores>

<authentication-rules>
<rule use-configuration="${configuration_file_name}"/>
</authentication-rules>

<authentication-configurations>
<configuration name="${configuration_file_namej}">
<credentials>
<credential-store-reference store="${credential_store _name}" alias="${alias_of key pair}"/>
</credentials>
</configuration>
</authentication-configurations>

</authentication-client>
</configuration>

BLiE elytron BEEX /G, AN AT SSH Bp551E,

Hi 5w

e WildFly Elytron TEBAX SRR

4.15.9. {1 WildFly Elytron T B4 R#kMINE 2/

BB LUE R WildFly Elytron TEE4 S PicketBox AM MASK B F/& &, MAERERGFMHILAL
XA,

ff

L=
o BAMFMHFRB, HEAUTHS, I salt MERITHIRME -

S

$ EAP_HOME/bin/elytron-tool.sh mask --salt <salt> --iteration <iteration_count> --secret
<password>
4N -

$ EAP_HOME/bin/elytron-tool.sh mask --salt 12345678 --iteration 123 --secret
supersecretstorepassword

MASK-8VzWsSNwBaR676g8ujilDdFKwSjOBHCHgnKf17nun3v;12345678;123

MNRIEARIETE B PIRM secret, TLUEIZSE, REHRREERRER AKIA secret,

ME\EEZER, 15# B EAP_HOME/bin/elytron-tool.sh mask --help 4 3K EX AT 1A TR R4 B3R,

4.1.6. Elytron FEIII B FRIA
ZREWBRFTHENRENE, EOUERSHEEXHHERAMNBERAAMFEBRFTRS,
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B 4T RIENRLEH

MBHWRERRER, MINBEZFES SecretKeyCredential #1711, AENTSERIEEIZGA RIS
ZMEFH. RIBRIZEH Elytron RIARZ—MNBHNRAR. BHRENBERAXRFEEEEE XS
B SecretKeyCredential,

Elytron FHY expression=encryption FiR{E A MNP RIA KB EEELTHN ANMEFRFS, BiLER
BEXHHREANBERAIAAMARRBRFTHEAREG, BILURIFFHENRE., NMBERAIAFAUTER :

{5 R E MR AT SR BOIE R

I ${ENC::RESOLVER_NAME:ENCRYPTED_STRING}

ENC 2RTINBFRAXBIEIL,

RESOLVER_NAME ZfZ# T2 F R B MBI F R &,

Nl

I ${ENC::initialresolver:RUxZAUMQE +L5zx9LmCRLyh5fjdflt WM7IhfthKjeoEU+x+RMi6s=}

INREERIART RO ZNBRAK, WTFAR:
{5 FAER A AT SR BOE R

I ${ENC::ENCRYPTED_STRING}
Nl
I ${ENC::RUxZAUMQE+L5zx9LmCRLyh5fjdfl1 WM7IhfthKjeoEU+x+RMi6s=}

EXMIERT, Elytron FRETE expression=encryption ¥R E LI\ RITESR KRR RER, ET
DEXHENEMRREEREANZEREN. EREETNEEHEREXRMERER, 5#FH read-
resource-description /E, &40 :

£ X mail/mail-sessionfY read-resource-description 2l

/subsystem=mail/mail-session="*/:read-resource-description(recursive=true,access-control=none)

{

"outcome"=>"success",
"result"=>[{

"from"=>{
"expression-allowed"=>true,

-
}

EABIH, B from IEFMBEREAX, XRKE, BALLEINBERARNE from FERAPIEREGHEF
HISES: b

Hith 5w
® 7f Elytron FRABZMBHIRIARN
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e expression=encryption 4%

4.1.7. 7% Elytron R AIZEMBERIRIAN

MBIREFFFEF] SecretKeyCredential QI IN#RAR, FERALMERARTA S EEREPRBRTFR
& - RSBECEXXM, M BRFRBIREMN,

FRFH

o MEBTE—LEILFMPEMT secret B,
B X7t KeyStoreCredentialStore H | secret BEAKE R, 1HSHE
KeyStoreCredentialStore/credential-store 4 X SecretKeyCredential

B X1E PropertiesCredentialStore I/ secret BEANER, HSWE
PropertiesCredentialStore /secret-key-credential-store F4E X SecretKey Credential

ik
. FAUTEE CLI ;%, B NEKIEFMHEFSIAIAE SecretKeyCredential B951| % BIARHT
75
Bk

/subsystem=elytron/expression=encryption:add(resolvers=[{name=<name_of the resolver>,
credential-store=<name_of _credential_store>, secret-key=<secret_key_alias>}])

=pl

/subsystem=elytron/expression=encryption:add(resolvers=[{name=exampleResolver,
credential-store=examplePropertiesCredentialStore, secret-key=key}])

MR ETSEEHRBRMERES, HHEA list-add BFMAE add, 0T :

Wk

/subsystem=elytron/expression=encryption:list-add(name=resolvers, value=
{name=<name_of the resolver>, credential-store=<name_of_credential_store>, secret-
key=<secret_key alias>})

=pl

/subsystem=elytron/expression=encryption:list-add(name=resolvers,value=
{name=exampleResolver, credential-store=examplePropertiesCredentialStore, secret-
key=key})
{
"outcome" => "success",
"response-headers" => {
"operation-requires-reload" => true,
"process-state" => "reload-required"
}
}

2. FALTEIECLIMSEFHARSS :
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I reload

3. HEE CLI B EE®SSEF

BF

MNBRAEZRZ%E, NELAGRER CLI il G ER AE T LLEE secret
=,

I history --disable

4. FRAUTEE CLI R —Pm@mRiA

Wk

/subsystem=elytron/expression=encryption:create-expression(resolver=<existing _resolvers,
clear-text=<sensitive_string to_protect>)

Nl

/subsystem=elytron/expression=encryption:create-expression(resolver=exampleResolver,
clear-text=TestPassword)
{

"outcome" => "success",

"result" => {"expression" =>
"${ENC::exampleResolver:RUxZAUMQgtpG70oFIHR2j1Gkn3GKIHff+HR8GCcMX1QXHvx2uGur
I=}ll}

}
${ENC::exampleResolver:RUxZAUMQgtpG7oFIHR2j1Gkn3GKIHff+HR8GcMX1QXHvx2uGu
ri=} REEEEERPERANMBERAN, MARAEEEEEPER TestPassword,

IIREETRBALEERBRBLE A, NERERMERRAXTMARILAE RIS ARTER
KEEXMHS. HENR—UAXEEER -, BALLREE-#IFRLR, Eh
Elytron Jy& M1 R {fE MME— B b R &,

B ERATRNMBERAR, BoIBRFFBEPH—DPNBERAXZIEMEZENRE, BF
TERZMERMEMNBER AR BATRER TS ERNFRES,

5. AL TEE CLI Y EHEARSEE :

I history --enable

Heth BT
o FAMMBERIANFFRI KeyStore/credential-store

e expression=encryption E %

4.1.8. 7£ JBoss EAP Bgi& {FE R B EiE
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E5|HEFEEEE I FEPESSEURFT TS, 5% A JBoss EAP BdiE A credentials-reference |
%, fRALUEA credential-reference {E 7 7E JBoss EAP B E R KL M BiRE BRI HthHURF TS
B RIEFE,

FeREH

o REfF PasswordCredential 7 INE!I KeyStoreStore,
BXRIGEGCredential AINE KeyStoreStore BIIFIE, 1553 Adding PasswordCredential to a
KeyStoreCredentialStore,

e 7f credential-reference B+ 5| A KeyStore #l PasswordCredential B95/4 :
Wik
I credential-reference={store=<store_name>, alias=<alias>}

Nl

data-source add --name=example_data_source --jndi-name=java:/example_data_source --
driver-name=h2 --connection-url=jdbc:h2:mem:test;DB_CLOSE_DELAY=-
1;DB_CLOSE_ON_EXIT=FALSE --user-name=db_user --credential-reference=
{store=exampleKeyStoreCredentialStore, alias=passwordCredentialAlias}

16:17:23,024 INFO [org.jboss.as.connector.subsystems.datasources] (MSC service thread
1-2) WFLYJCAO0001: Bound data source [java:/example_data_source]

EXRBIF, fFH KeyStoreCredentialStore exampleKeyStoreCredentialStore F 9% %
passwordCredentialAlias B#9— 2 F7E# PasswordCredential, MA2#EABEXHERANEIL,
IXFE R LA SRR AR BT,

Hith 5w
o MAERRIRIKEVERF MBI,

e FElytron FRYEIEREY

4.1.9. ERAMEFRENFRMRT KeyStore/credential-store
e LUFE AN RIA KR KeyStore,

FRFH

o FELIBRTMENREAR,
BXRUBIMBRARNBIERE, 1ESET Elytron ROEMERIAH,

o B —1 KeyStoreCredentialStore, BfRMBEFRANIEH BAX :

Wk
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B 4T RIENRLEH

/subsystem=elytron/credential-
store=<name_of credential_store>:add(path=<path_to the credential store>, create=true,
modifiable=true, credential-reference={clear-text=<encrypted_expression>})

Pl

/subsystem=elytron/credential-
store=secureKeyStoreCredentialStore:add(path="secureKeyStoreCredentialStore.jceks",
relative-to=jboss.server.data.dir, create=true, modifiable=true, credential-reference={clear-
text=${ENC::exampleResolver:RUxZAUMQgtpG70oFIHR2j1Gkn3GKIHff+HR8GcMX1QXHvx2u
Gurl=}})

{"outcome" => "success"}

Hth BHR

e expression-encryption Bk

e credential-store Bt

4.1.10. By EHE I FHEEEIEEFEEH
IMREEEIEEW, WABERNEIENEFHINEEIE, REFEMNEIIEBIAEIESIAE]. Elytron £
SRR B M, EEEIESI A, EREE store #1 clear-text B, Elytron &7E store Eitig
EMEIEFHEPERNKEFEIE. B4, KLATLIEE alias B,
Elytron EHTEIEF#E, TR :
o MREIEET A :
o MREFEHEBNEKE, UEZILRFERIEEMNHXELEL,
o MRHBHNREAELE, NIEREENBRMIKE, URBAXEM,
o MMREKBIEEH S, Elytron ER—DAIE, FEREKBIH BMIEENRAXXHERMNFEE.
LEIEEER BT, clear-text BIES MEIREE Ffffifk,
PURRBIER T amE G2 A skiEE store, clear-text, ¥ alias BMHERIEIESI A :

/subsystem=elytron/key-store=exampleKS:add(relative-to=jboss.server.config.dir,
path=example.keystore, type=JCEKS, credential-reference=
{store=exampleKeyStoreCredentialStore, alias=myNewAlias, clear-text=myNewPassword})
{
"outcome" => "success",
"result" => {"credential-store-update" => {
"status" => "new-entry-added",
"new-alias" => "myNewAlias"
1}
}

ER LME R LA T 634545 myNewAlias 5k B BYEIERINEI 2 5IE LB FEIEFMEH -

/subsystem=elytron/key-store=exampleKS:write-attribute(name=credential-reference.clear-
text,value=myUpdatedPassword)
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"outcome" => "success",
"result" => {"credential-store-update" => {"status" => "existing-entry-updated"}},
"response-headers" => {

"operation-requires-reload" => true,

"process-state" => "reload-required"

}
}
p= )1
INREE credentials-reference SEANRIERIN, NIARKL EBEIEFEMEER

HH credentials-reference B 415 EHERE AN,

ot

4.1.11. & XL FIPS 140-2 # B E UL 174

TR LUME ML L 2RSS (NSS)8UIEE, =k{F M Bouncy Castle 124#& & LELFRE RO ERIR A
(FIPS)140-2 AR ZEIUEF I,

4.1.11.1. 5/ NSS BURFERE X FIPS 140-2 3R Xk 6E
BIRGERIRE B EBIE(FIPS)RABHEN, 1EEA Sun PKCS#11 (PKCS RAHBEH

Cryptography Standards) RV AIMERZ 2RSS (NSS)EEE ., BRENBIEBENLSE, ESHEE
NSS #E %,

Pk
. BIBREERBEEMEPERM secret B,

E(F keytool S8 IEH TE, 1 nss_pkesll_fips.cfg X, RN
nssDbMode B4 B 7 readWrite.

$ keytool -keystore NONE -storetype PKCS11 -storepass <keystore password> -genseckey
-alias <key_alias> -keyalg <key_algorithm> -keysize <key_size>

2. QIBAEREREM., NEBEREME PKCSHN BIAEMEPEE— secret BY, HERLE—5
RE A BT LB E . RE, ZEAEME B TR Java Cryptography Extension
Keystore(JCEKS)ZHEMERIIEIR. PR T credential-store B4, Elytron & credential-
store KeyStore LI E M SR BL & 4 BB IR FF 1

/subsystem=elytron/credential-store=<store_name>:add(modifiable=true, implementation-
properties={"keyStoreType"=>"PKCS11", "external"=>"true", "keyAlias"=>"<key_alias>",

externalPath="<path_to JCEKS_file>"}, credential-reference={clear-
text="<keystore_password>"}, create=true)

3. GG, FIEFETUESFMEN S,

/subsystem=elytron/credential-store=<store_name>:add-alias(alias="<alias>", secret-
value="<sensitive_string>")
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B 4T RIENRLEH

4. NEIEFAEFIREL, fBILSMRIRIG %,

I /subsystem=elytron/credential-store=<store_name>:read-aliases()

Hb iR
o FBCE NSS #iE/%
e credential-store Bt

e credential-store KeyStoreCredentialStore Il [EE

4.1.11.2. {1 Bouncy Castle #tNEE X FIPS 140-2 kA K UEGFHE
{8/ Bouncy Castle N E L ELFRE BBV (FIPS)140-2 B EIUEEHE.

FRFM

o TARMEHIMEEEE /11# A BouncyCastle £t/ ,
MEFZELR, HSHEE EIMELER BouncyCastle Provider

ff

L=

S

. BIBREERBEEMEPERM secret B,

$ keytool -genseckey -alias<key_alias> -keyalg <key_algorithm> -keysize <key_size> -
keystore <path to_keystore> -storetype BCFKS -storepass <key and_keystore password> -
keypass <key and_keystore _password>

BE
BEATFHER keypass #1 storepass W 7#E[R, FHETE elytron FREIHE XL FIPS
FUETFEE,

2. DIBAEREREM, AEREREFEE BCFKS BRAEMPRENERY, FERL—FSHhE LN
AERLEERHEWE, RE, ZBRHAEERTRE JCEKS BiAEMPMEIE, credential-store
KeyStoreCredentialStore implementation properties Fi FE B4 SR ERZHE.

/subsystem=elytron/credential-store=<BCFKS_credential _store>:add(relative-
to=jboss.server.config.dir,credential-reference={clear-
text=<key_and_keystore_passwords>},implementation-properties=

{keyAlias=<key alias>,external=true,externalPath=<path to credential_store>,keyStoreType
=BCFKS},create=true,location=<path _to_keystore>,modifiable=true)

3. GRE, FIEFETUESFMEN S,

/subsystem=elytron/credential-store=<BCFKS_credential_store>:add-alias(alias="<alias>",
secret-value="<sensitive_string>")

4. MEIEFRA#FILER, HRIABRZhRIG B,

I /subsystem=elytron/credential-store=<BCFKS_credential_store>:read-aliases()
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Hh e
e credential-store Bt

e credential-store KeyStoreCredentialStore “CI1 /& 1%

41.12. EREIEFEERN B E LI
R EIRE AR E E S,

ff

L=

S

1. GI8—1¥ & Service Provider Interface(SPI) CredentialStoreSpi 52K,
2. AIESCHE Java Security Provider 893, ZIRMREF L IUE B E LERFHERRM MRS

3. (RS EERFHEMIRHEERENER, FERMEl JBoss EAP F1, FHKIHF
org.wildfly.security.elytron, 40 :

module add --name=org.jboss.customcredstore --
resources=/path/to/customcredstoreprovider.jar --dependencies=org.wildfly.security.elytron --
slot=main

4. NIEHHN R R R — M I EAE R, B0

/subsystem=elytron/provider-loader=myCustomLoader:add(class-names=
[org.wildfly.security.mycustomcredstore.CustomElytronProvider],module=org.jboss.customcreds
tore)

5. FRBE LRI EREEE.

HAIRIEE E#B) providers # type €. type BIEZHNEIRPERE, ©HHRM
BE L EREHERRIM VRS

o -

/subsystem=elytron/credential-
store=my_store:add(providers=myCustomLoader,type=CustomKeyStorePasswordStore,locatio
n="cred_stores/my_store.jceks" relative-to=jboss.server.data.dir,credential-reference={clear-
text=supersecretstorepassword},create=true)

HE, MREQIRT LM, EAILUER other-providers B9 — MR N EFEFRIEE
HAEN R, X AL TR B EIE A AR SCH, X EfREREM AN A LT E LERE
i #00a4E 7% BB, F0 Provider[] 88, fi40 :

/subsystem=elytron/credential-store=my_store:add(providers=myCustomLoader,other-
providers=myCustomLoader2,type=CustomKeyStorePasswordStore,location="cred_stores/my_
store.jceks",relative-to=jboss.server.data.dir,credential-reference={clear-
text=supersecretstorepassword},create=true)

4.1.13. MAERSRIFIRER UL T B O B A
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B 4E FIENLLEM

BRI LU R ORI RIR A B, AW LABA AR AR B 1Y,
ST LASE R LA R R S B0 IR

EXT

&/ java.lang.Runtime#exec(java.lang.String) FIA 3B an 5, & LUE A E& D REFRFEIRS
RRESE, ARSI ARBRERGMEMATHITH, W shell BIARSL AT HUAT Y Z 6304,
Elytron MIZIZ1TBI 60 43 B Fi ARt B 7Y

Pl

credential-reference={clear-text="{EXT}/usr/bin/getThePasswordScript.sh par1 par2",
type="COMMAND"}

CMD

& java.lang.ProcessBuilder I 8R6p & A AT LAME R LLE S 2 RNFRIB IR N DIRHESE. 4
S5 AR BIRERZMEM AT HITXH, 10 shell BIASK AT HATHI Z#HHISC 4, Elytron MIEIZETT
B9 6 5 RO PR Fr AR L ER R 1Y

Nl

credential-reference={clear-text="{CMD}/usr/bin/getThePasswordScript.sh pari,par2",
type="COMMAND"}

A2
£ PBE SiETHEMNNEFREN. ELMRAUTERN, HEFPaHE SALT # ITERATION {4 :

I credential-reference={clear-text="MASK-MASKED_VALUE;SALT;ITERATION"}
~pl

I credential-reference={clear-text="MASK-NgMznhSbL3IwRpDmyugLBW==;12345678;123"}

BF

EXT. CMD #1 MASK Rt S RUEABEMEHNE N T2 EFANRGEREM. T
MASK, Zw/7ifmALlEg, &1E SALT # ITERATION &,

AR LMERA T 5 — I E RN B L N FF EREENEL,
{3k H Another Credential Store BIZZ L Al B A UE R

/subsystem=elytron/credential-store=exampleCS:add(location="cred_stores/exampleCS.jceks",
relative-to=jboss.server.data.dir, create=true, credential-reference={store=cred-store, alias=pwd})

Lth BEIR

e °/j UBoss EAP 1Rt {2 TR

\
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4.1.14. ) JBoss EAP 1R ¥R B HUR B Z £ ¥R

LR, —L JBoss EAP HH4A S PasswordCredential in KeyStore {37, It KeyStoreStore
FETE JBoss EAP BRI secret BEAIHITIRT. iXFF N master B5H, JBoss EAP fE/35idfi8F @A
N EBH R KeyStoreCredentialStore, LUIKEXNIEAETE KeyStoreCredentialStore FHH
PasswordCredential,

& Bl LUE A Elytron AEJ PropertiesCredentialStore 3124t master B, 74, EL A LAMAER RIRIR
EX master BHHH B, BXRMAEBRIKINBEMER, 1HSH RECE B A 8RR EREFHERE D,

4.1.14.1. IR S5 23 0]EE PropertiesCredentialStore/secret-key-credential-store

fFEAEIE CLI 0] PropertiesCredentialStore, 7Efl]# PropertiesCredentialStore fif, JBoss EAP 2RIk
4 secret key, ERRMIBRANATRE key, EK/INH 256 fiL,

FRFH

o REMRMIHZEIT JBoss EAP BYF Pk ' BY PropertiesCredentialStore B9 B sk Y1/ BABR,

o FHRLITMS, FHEIE CLI A PropertiesCredentialStore :

Wk

/subsystem=elytron/secret-key-credential-
store=<name_of credential_store>:add(path="<path to the credential store>", relative-
to=<path_to_store_file>)

Nl

/subsystem=elytron/secret-key-credential-
store=examplePropertiesCredentialStore:add(path=examplePropertiesCredentialStore.cs,
relative-to=jboss.server.config.dir)

{"outcome" => "success"}

Heth BT
® PropertiesCredentialStore/secret-key-credential-store
e {3 JBoss EAP &I CLI EREF MR

e secret-key-credential-store Attributes

4.114.2. 7£ Elytron FRIEMEFEHFIAR

MEUEF 78R SecretKeyCredential BIBMBRZAR, FRALMBRAIXNTAR2EEER hWHRTH
& - RS BEBEXM, FTBERFTHFENEREM,

SeRFH

o METE—LEIEFMPEMT secret B,
B X7t KeyStoreCredentialStore # | secret BEANE R, 1HSHE
KeyStoreCredentialStore/credential-store 4 X SecretKeyCredential
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B 4T RIENRLEH

B X7E PropertiesCredentialStore | secret BHHMIE R, HSHE
PropertiesCredentialStore /secret-key-credential-store A4 X SecretKey Credential

ik =5
. ERUTEE CLI &%, B NEESIEFEWEFSIBIAE SecretKeyCredential B9 71| & BIfEHT
75
Bk

/subsystem=elytron/expression=encryption:add(resolvers=[{name=<name_of the resolver>,
credential-store=<name_of _credential_store>, secret-key=<secret_key_alias>}])

Nl

/subsystem=elytron/expression=encryption:add(resolvers=[{name=exampleResolver,
credential-store=examplePropertiesCredentialStore, secret-key=key}])

MRETEESHREXWETOER, 15HER list-add RFMAZ add, TR :
Wk

/subsystem=elytron/expression=encryption:list-add(name=resolvers, value=
{name=<name_of the resolver>, credential-store=<name_of_credential_store>, secret-
key=<secret_key alias>})

=fl

/subsystem=elytron/expression=encryption:list-add(name=resolvers,value=
{name=exampleResolver, credential-store=examplePropertiesCredentialStore, secret-
key=key})
{
"outcome" => "success",
"response-headers" => {
"operation-requires-reload" => true,
"process-state" => "reload-required"
}
}

2. FRAUTEE CLI S EHMEARSS !
I reload
3. EBECLIHERM®SERT :

BF

MNRAZRZ%E, NELAGRERE CLI il SEHER AE T LLEE secret
%%ﬂo

I history --disable
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4. FRAUTEE CLI R —Pm@mRiAN

Wk

/subsystem=elytron/expression=encryption:create-expression(resolver=<existing _resolvers,
clear-text=<sensitive_string to_protect>)

=pl

/subsystem=elytron/expression=encryption:create-expression(resolver=exampleResolver,
clear-text=TestPassword)
{

"outcome" => "success",

"result" => {"expression" =>
"${ENC::exampleResolver:RUxZAUMQgtpG70oFIHR2j1Gkn3GKIHff+HR8GcMX1QXHvx2uGur
I=}"}

}
${ENC::exampleResolver:RUxZAUMQgtpG7oFIHR2j1Gkn3GKIHff+HR8GcMX1QXHvx2uGu
ri=} REEEEEMDERANMBERAN, MAREEEEEPER TestPassword,

IREETRBALEERBRBLE A, NERERMERNRAXTMARILALE RIS ARTER
REEXIMHT. BENA-MXAEER—aAN, ETLURGEE-—#MTRLSER, B
Elytron Jy&E M R MME—r#imb R &,

B ERATRNMBERAR, BoIBRFFBEPH—DPNBERAXZIEMEZENRE, BH
TELZMERMEMNER AR BTS2 ERNFRES,

5. BAUTEE CLI e REFERASREE -

H Al B

I history --enable

i

o fFERMEFKIANERI KeyStore/credential-store

e expression=encryption 4%

41.14.3. FERMERENFERY KeyStore/credential-store
AT LUE AN FRIA KR KeyStore,

FRFH

180
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BXRUBIMBFRARNBIERE, ESET Elytron ROEMERIAH,

Bl —1 KeyStoreCredentialStore, E©fBAMBERANIEN BAX

Wk
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B 4T RIENRLEH

/subsystem=elytron/credential-
store=<name_of credential_store>:add(path=<path_to the credential store>, create=true,
modifiable=true, credential-reference={clear-text=<encrypted_expression>})

Nl

/subsystem=elytron/credential-
store=secureKeyStoreCredentialStore:add(path="secureKeyStoreCredentialStore.jceks",
relative-to=jboss.server.data.dir, create=true, modifiable=true, credential-reference={clear-
text=${ENC::exampleResolver:RUxZAUMQgtpG70oFIHR2j1Gkn3GKIHff+HR8GcMX1QXHvx2u
Gurl=}})
{"outcome" => "success"}
Heth BT
e expression-encryption Bt

e credential-store Bt

ERAMEFRIARNIRI KeyStoreCredentialStore f&, &R LLTE KeyStoreCredentialStore A X
SecretKeyCredential, F#{#F secret BHROUESH —MMBREAR, AfF, ERILUMERXNMNERE
AMAREEENANERTRES - RFSF[EEMH, EoIUUBRBNMEIEFMEELIRE RSN, XIFHE
Al DALV F TR, EANFREIRBUTARETHR

o FE—NIITEKXIARX N KeyStoreCredentialStore IR £,

o F—NMMBREXRITBRFRE,

o ERIEHRFRE, BEERBMNEBENRILN,

EEMBRAXNELERK, BRHRRFHERILF/HEERE,

4115, B R N IR TR

f&el LUER WildFly Elytron TESE vault B N ERBEM,. BRBEERSE NVERGEH, BFEE0
#A1E vault B8 AR vault E,

EFRHRET vault I, HTEUEE AP BS] & ARIE DAVEE RS vault SRANEHE & ey
% : zAULT _BLOCK ::ATTRIB UTE_NAME.

4.1.15.1. {8 [ WildFly Elytron T2 BN B EF A EIRGEH
& A WildFly Elytron TEFEANBD vault Fi# N SR F .

AR
o FRALUTRGEEN vault HHy EIEFE -

$ EAP_HOME/bin/elytron-tool.sh vault --keystore "<path_to_vault file>" --keystore-password
<vault_password> --enc-dir "<path _to_vault _directory>" --salt <salt> --iteration
<iteration count> --alias <vault _alias>
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flgn, BT LAERA --location S8 s EFH FILFHEBIX 4L HALE :

$ EAP_HOME/bin/elytron-tool.sh vault --keystore ../vaults/vault.keystore --keystore-password
vault22 --enc-dir ../vaults/ --salt 1234abcd --iteration 120 --alias my_vault --location
../cred_stores/my_vault_converted.cred_store

G

.
=

\
=
>

AT LAME A --summary 8GR AT R ER CLI e SRR, HE8, BEER
ANAB, ethaERERLhRER. ERAKIAN salt 1 £ H, RIFEESTHIE

&

o

4.115.2. {81/ WildFly Elytron TE#tS/EH vault FHE N EUEFH#E
2L DB EL N ERFE,

ff

L=
1 EERO R B ERFEER AU TR

S

keystore:<path to vault file>
keystore-password:<vault_password>
enc-dir:<path_to_vault_directory>

salt:<salt> ﬂ

iteration:<iteration _count>

location:<path_to_converted cred_store> 9

alias:<vault_alias>
properties:<parameteri>=<value1>;<parameter2>=<value2>; 6

ﬂ INRIEN vault IRELSCA RN, N LA salt 71 iteration,
Q BB EITEMIOMAEN XG4,

© T BEUSSOIRWTESHIIE. NRTRSHMONE, ESH
EAP_HOME/bin/elytron-tool.sh vault --help.

o -

keystore:/vaults/vault1/vault1.keystore
keystore-password:vault11

enc-dir:/vaults/vault1/

salt:1234abcd

iteration:120
location:/cred_stores/vault1_converted.cred_store
alias:my_vault

keystore:/vaults/vault2/vault2.keystore
keystore-password:vault22

enc-dir:/vaults/vault2/

salt:abcd1234

iteration:130
location:/cred_stores/vault2_converted.cred_store
alias:my_vault2
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2. A LSt X aTH 2GS
I $ EAP_HOME/bin/elytron-tool.sh vault --bulk-convert vaultdescriptions.txt

ME\EELZELR, 15#EH EAP_HOME/bin/elytron-tool.sh vault --help 345 15 ER ] AR5 3R,

4.1.16. [ Elytron & S imRYEIEF R~ 51

E#%E| JBoss EAP (# Jakarta Enterprise Bean) HI% Al LA#E A Elytron & P imit 1T B350k, ik
A IEFEIZ2 1780 JBoss EAP AR5 2589 A /T LUE A WildFly Elytron TEGSIEIEREREM, RAEES
i e] LAM§E A Elytron & P im i [0 B F i AR BURF RIS,

LA /R BE R 7 404RIFE Elytron & kB E XX 4 R R R T 1.

i 8 Credential Store B custom-config.xml 7=

<configuration>
<authentication-client xmlns="urn:elytron:client:1.2">

<credential-stores>
<credential-store name="my_store"> ﬂ
<protection-parameter-credentials>
<credential-store-reference clear-text="pass123"/> 9
</protection-parameter-credentials>
<attributes>
<attribute name="location" value="/path/to/my_store.jceks"/> 6
</attributes>
</credential-store>
</credential-stores>

<authentication-configurations>
<configuration name="my_user">
<set-host name="localhost"/>
<set-user-name name="my_user"/>
<set-mechanism-realm name="ManagementRealm"/>
<use-provider-sasl-factory/>
<credentials>
<credential-store-reference store="my_store" alias="my_user"/> ﬂ
</credentials>
</configuration>
</authentication-configurations>

</authentication-client>
</configuration>

F3F7E Elytron &/ UmBe & X 4 A EIEF 2.
ERFHERIEN.

LT ST BIER
FHEEREEFEPNBRRFRFRNERES A,

- -
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Hith BHR

e {#fH Elytron Client BBE & /i

e &1L WildFly Elytron TEAIEBNIEREREFE.

4.2. B4 VAULT

FCE JBoss EAP FIHEXNAFEEENHRESR, WA BNEE, BERUAXAFAFHEREX
e, ALMEREN vault IEERREREEE R REFHEEMNBNBAEME S, BEEFEHEZE, E5
AEESEEE CLI s S ERZEE] UBoss EAP BN A H,

B Java BHAFMFENEEMENG. REZEAMDBIENK  FHEMBHAEME. Java BHFHA
FEMBH, ZBHARTE Vault FiEP B REEBURF RS,

BF

It B eh 8 7 8 Java Runtime Environment(JRE)1Z4tH keytool #2., #ZF Red Hat
Enterprise Linux EXHHEKE, E©= /usr/bin/keytool,

JCEKS BHFMHEEIES Java N FIBIARE, F it/ H SR E AR JDK #A R
B keytool L FARZ R E BB SAME S, EFTE JDK £iZ1THI JBoss EAP 7 S5l dp — MR
B DK £ BHAEHESBULTRE  java.io.lOException:
com.sun.crypto.provider.provider.provider.provider.SealedObjectForKeyProtectorc
tor

4.2.1. REZH Vault

REBUT LS RXEMERBEN Vault,

184

. SRR TEEBRHEENEANZEENER.

\
/-
b
&
X
at

HREHE KO BEB L2 EAP_HOME/Nault, BFZEFSaSBRER, Al
RRA 1A, E4AMZ4T JBoss EAP MR itk A &1 E 1|7,

. BEES keytool BRF—EFEAMSHL

RELTSHEE -
alias
7B R B ESBAFE R F RN EMEIENE —INRR, HETFTEIKRNE,
storetype
storetype I8 EFHEMARE, BIUFEH jceks 1H,
keyalg
ATFmBENEE, A JRE MRERENXEREFTIL R BE
keysize

MBBRFANKDETNNBIT brute FERBVEE, AXELNENER, HEFMEM keytool 2
& #a 9 3XH4,

storepass

storepass MI{H 2 A TR BAEMIIITEMIIEMEL, UETLULEUZRA, BIERSMED
76 NFERF, BRI BN RS, REBLSE, WHUTZeaSRRRERHEA
keytool F2F%,

keypass
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keypass BIE R AT i54F ERHMWEN, BWIE storepass SHBIETAL,

B L
BMENERBHAERMNA R (AR EA) .
keystore

BIAGHNEREEMBHEMNEN X HREN X HA, BRBERNECHN BB HEE

X, MEFEAIEMIIXHRE DA : FiTF Red Hat Enterprise Linux F1ELUIRIERZH /
(EERHMT) , \ (RBMHL) AF Windows Server,

keytool 2B % Htikl, NFETMELIFHER, 155H JRE SIRIERTHISHY,

3. JZ1T keytool #845, 1R keypass 1 storepass & ZHRMIE.

i
$ keytool -genseckey -alias vault -storetype jceks -keyalg AES -keysize 128 -storepass
vault22 -keypass vault22 -keystore EAP_HOME/vault/vault.keystore

X4 R B 1E EAP_HOME/vault/vault.keystore FEIRMABAEF . SEM—INEH, L
Fvault, ENBTEEINZEFEFSE (0%FE) LLAF JBoss EAP,

4.2.2. {IR1E %S Vault

B vault ILUARE A XA, EFSRTESNSHNE, HEFRXEANNT, EHmMESHE
BeeER BITPRA. SMAEHRILIARNGR, RETUERERE—.

FELUTSH :

Keystore URL(KEYSTORE_URL)

AN SUFBI ST RS BR R 2K URI, =fIfEA EAP_HOME)/vault/vault.keystore,
keystore password (KEYSTORE_PASSWORD)

FF 5 B EAE R BB Y,
Salt (SALT)

salt HR— T HENFRE, BfEANNFRURERITBCRNBRAFENRE,
keystore Alias (KEYSTORE_ALIAS)

EMBHFMER .
Iteration Count (ITERATION_COUNT)

MBEFRZTHIRE,
RAFEF#EME 4B XK (ENC_FILE_DIR)

EFMHMBHRXHNRR, XEEROSREENER, BRAE, BARERFIINMENEERFH

ESFAFEMHERNME, 1ZE RN REERRHIAFinl, 4217 JBoss EAP 7 A Ak A &1k

Bijnl, ZEAFMNA FEIZER vault AN BRF, 1HIR, BSEEERALRENRBMT
HIERHT, HEMF B IEBISEREDMRAT - AF Red Hat Enterprise Linux FIZR LR ERSHI / (IE
#4T) , \ (RBAT) FBTF Windows Server,

Vault Block(VAULT_BLOCK)
TEBRTS JE RiRH4E LRI B 7R,

EHE(ATTRIBUTE)
BB MR BT,

ZL2EM(SEC-ATTR)
TFIETE B R R BE 1,
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ZUFRBANZITBEFESS, EAP_HOME/bin/ E vault BIZA R A XE RHSERAA -

$ vault.sh --keystore KEYSTORE_URL --keystore-password KEYSTORE _PASSWORD --alias
KEYSTORE_ALIAS --vault-block VAULT_BLOCK --attribute ATTRIBUTE --sec-attr SEC-ATTR --
enc-dir ENC_FILE_DIR --iteration ITERATION_COUNT --salt SALT

=B : BB Vault

$ vault.sh --keystore EAP_HOME/vault/vault.keystore --keystore-password vault22 --alias vault --
vault-block vb --attribute password --sec-attr OpenS3sam3 --enc-dir EAP_HOME/vault/ --iteration 120
--salt 1234abcd

Bl - i

JBoss Vault
JBOSS HOME: EAP_HOME

JAVA: java

Nov 09, 2015 9:02:47 PM org.picketbox.plugins.vault.PicketBoxSecurityVault init
INFO: PBOX00361: Default Security Vault Implementation Initialized and Ready
WFLYSECO0047: Secured attribute value has been stored in Vault.

Please make note of the following:

Vault Block:vb

Attribute Name:password

Configuration should be done as follows:

VAULT::vb::password::1

hhkkkkkkkkkkhhhkkkhkhkhkhhhhkhkhkhkhkhhhkkhhhhhhhkkkhkk

WFLYSECO0048: Vault Configuration in WildFly configuration file:

hhkkkkkkkkkkhhhkkkhkhkhhhhkkhkhkkhkhhhkkhhhkhhhhkkkhkhixk

</extensions>
<vault>
<vault-option name="KEYSTORE_URL" value="EAP_HOME/vault/vault.keystore"/>
<vault-option name="KEYSTORE_PASSWORD" value="MASK-5d0aAVafCSd"/>
<vault-option name="KEYSTORE_ALIAS" value="vault"/>
<vault-option name="SALT" value="1234abcd"/>
<vault-option name="ITERATION_COUNT" value="120"/>
<vault-option name="ENC_FILE_DIR" value="EAP_HOME/vault/"/>
</vault><management> ...

hhkkkkkkkkkkhhhkkhkhkhkhhhhkhkhkhhhhhkkhhhkhhhhkhkhkhhik

ZLUEHARZT vault 8%, FEHITUTESIEK :

1. IR EBH A R/AE) password vault f54,
1 Red Hat Enterprise Linux #1R LR E RS KEAP_HOME\bin \vault.bat _tizfT EAP_HOME
/bin/vault. sh, A 0 (F) BHiFHWRERARIE,
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2. SERIRTEE,
RBRTHIAMENSH,

3 LR ERMNEEER.
FEREE. salt MIERBIHTEEIE R, ARENMEICTKEN]. ElFR/RFERME
Password Vault 1, i[RI B, XLEERTREAFRGE RSB Vault REURE R8IV
IR RR

4. BRHERXBEAZHS
A2 (W) LLRERRBEREFE,

A~ - E AT

Please enter a Digit:: 0: Start Interactive Session 1: Remove Interactive Session 2: Exit
0

Starting an interactive session

Enter directory to store encrypted files:EAP_HOME/vault/

Enter Keystore URL:EAP_HOME/vault/vault.keystore

Enter Keystore password: vault22

Enter Keystore password again: vault22

Values match

Enter 8 character salt:1234abcd

Enter iteration count as a number (Eg: 44):120

Enter Keystore Alias:vault

Initializing Vault

Nov 09, 2015 9:24:36 PM org.picketbox.plugins.vault.PicketBoxSecurityVault init
INFO: PBOX000361: Default Security Vault Implementation Initialized and Ready
Vault Configuration in AS7 config file:

hhkkkkkkkkkhkhhhkkkhkhkhkhhhhkhkhkhkhkhhhkkhhhhhhhkkkhik

</extensions>
<vault>
<vault-option name="KEYSTORE_URL" value="EAP_HOME/vault/vault.keystore"/>
<vault-option name="KEYSTORE_PASSWORD" value="MASK-5d0aAVafCSd"/>
<vault-option name="KEYSTORE_ALIAS" value="vault"/>
<vault-option name="SALT" value="1234abcd"/>
<vault-option name="ITERATION_COUNT" value="120"/>
<vault-option name="ENC_FILE_DIR" value="EAP_HOME/vault/"/>
</vault><management> ...
Vault is initialized and ready for use
Handshake with Vault complete

+ BREMBHERER, URTEEXHMBE, WA, ESBAmeHaTHfER,

4.2.3. FAEY Vault
EA LRI ERREANEMEURE LR, W%k T ## JBoss EAP 7 FHEHIEZ e I H I E,

LU A JBoss EAP 7 BC& J{# S vault

/core-service=vault:add(vault-options=[("KEYSTORE_URL" => PATH_TO_KEYSTORE),
("KEYSTORE_PASSWORD" => MASKED _PASSWORD),("KEYSTORE_ALIAS" => ALIAS),("SALT"
=> SALT),("ITERATION_COUNT" => ITERATION_COUNT),("ENC_FILE_DIR" => ENC_FILE_DIR)])
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/core-service=vault:add(vault-options=[("KEYSTORE_URL" => "EAP_HOME/vault/vault.keystore"),
("KEYSTORE_PASSWORD" => "MASK-5dOaAVafCSd"),("KEYSTORE_ALIAS" => "vault"),("SALT"
=> "1284abcd"),("ITERATION_COUNT" => "120"),("ENC_FILE_DIR" => "EAP_HOME/vault/")])

INREF Microsoft Windows Server, HEXHBRERERAN DKL), MABER—
1. 40 : C:\\data\\vault\\vault.keystore, XZHE N HENRFBTFERF\)BFRFFE L,

4.2.4. 1£ Password Vault RFEBRAF £

RANAEEXHHESRBEMAMBRFREFERE NG, FXEFFFEFFE Password Vault
LRRERel, RETUEREXHFSIAEN], EREFKRNPVAEE CLIaSFHMARR.

BRERFETLULUBR N ARFMIE Password Vault 71, EFTESRRENSHNE, NEBEIEXEMAE
MEITHIREFASHEE., EWAEHaEIERMNER, RETUERESRE—D, XF#MHAEEEE
F vault B4 5,

BPIERH ARIZIT vault 945, vault flAx (fiIF EAP_HOME/bin//) w]LUFERAERXEBHNSEE A
A :

$ vault.sh --keystore KEYSTORE_URL --keystore-password KEYSTORE _PASSWORD --alias
KEYSTORE_ALIAS --vault-block VAULT_BLOCK --attribute ATTRIBUTE --sec-attr SEC-ATTR --
enc-dir ENC_FILE_DIR --iteration ITERATION_COUNT --salt SALT

@ o
. BB Eo A XA RY, MR FEHRIE,

$ vault.sh --keystore EAP_HOME/vault/vault.keystore --keystore-password vault22 --alias vault --
vault-block vb --attribute password --sec-attr OpenS3sam3 --enc-dir EAP_HOME/vault/ --iteration 120
--salt 1234abcd

Bl -

JBoss Vault
JBOSS HOME: EAP_HOME

JAVA: java

Nov 09, 2015 9:24:36 PM org.picketbox.plugins.vault.PicketBoxSecurityVault init
INFO: PBOX00361: Default Security Vault Implementation Initialized and Ready
WFLYSECO0047: Secured attribute value has been stored in Vault.

Please make note of the following:

Vault Block:vb

Attribute Name:password

Configuration should be done as follows:
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VAULT::vb::password::1

hhkkkkkkkkkhkkhhhkkkhkhkhkhhhhkkhkhkhkhhhkkhhhhhhhkkhhixk

WFLYSECO0048: Vault Configuration in WildFly configuration file:

hhkkkkkkkkkkhhhkkhkhkhkhhhhkhkhkhhhhhkkhhhhhhhkhkhkhhikk

</extensions>

<vault>
<vault-option name="KEYSTORE_URL" value="../vault/vault.keystore"/>
<vault-option name="KEYSTORE_PASSWORD" value="MASK-5dOaAVafCSd"/>
<vault-option name="KEYSTORE_ALIAS" value="vault"/>
<vault-option name="SALT" value="1234abcd"/>
<vault-option name="ITERATION_COUNT" value="120"/>
<vault-option name="ENC_FILE_DIR" value="../vault/"/>

</vault><management> ...

hhkkkkkkkkkhkkhhhkkkhkhkhkhhhhkhkhkhkhkhhhkkhhhkhhhhhkkhhkk

HHRA vault lIXfE, HESEIUERHPITNIIOERLY, E5vault 3R, BYHRMH, FRFRBUK
RERAEXRFHENREIN, AREVMUEICTKIER. TOHHARINT

Vault Block:vb

Attribute Name:password

Configuration should be done as follows:
VAULT::vb::password::1

ZLUEHARBT vault 8%, FEHITUTESIEK :

1. WX B AHREH) Password Vault #5845,
BERERG 1T E, 3217 EAP_HOME/bin/vault.sh (7£ Red Hat Enterprise Linux #]2&
LIRIERS) = EAP_HOME\bin\vault.bat (£ Microsoft Windows Server £) , ##A 0 (F)
JAEhFTMR BRI,

2. SERIRTEE,
RBRTHAMBENSHE, XLEELMSOREH Vault B 2B,

% o
: BB Eo A X AR, mA2FEHRIE,

3. ERAE XBRFRFENRETEH.
BN 0 (F) FaFBURFRS, BRIETHMAMENSH.

4. LB RERMFHENES.
FOHRHTERIb ORI, ER vault 3R, BHRM, FRFHHRUREERERFRBNE
Wo EREMMUEICRKLER. THHKHRIMAT :

Vault Block:ds_Example1

Attribute Name:password

Configuration should be done as follows:
VAULT::ds_Example1::password::1

5. BREZEREH A,
A2 (F) BHREXEZH A,

A~ AT
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JBoss Vault
JBOSS HOME: EAP_HOME
JAVA: java

*kkkkkkkkkkhkhkhhhkhkkhkhkhkhhhhkkkhkhhhkhkxx

werx JBogg VaUlt *reereesssssies
Please enter a Digit:: 0: Start Interactive Session 1: Remove Interactive Session 2: Exit
0

Starting an interactive session

Enter directory to store encrypted files:EAP_HOME/vault/

Enter Keystore URL:EAP_HOME/vault/vault.keystore

Enter Keystore password:

Enter Keystore password again:

Values match

Enter 8 character salt:1234abcd

Enter iteration count as a number (Eg: 44):120

Enter Keystore Alias:vault

Initializing Vault

Nov 09, 2015 9:24:36 PM org.picketbox.plugins.vault.PicketBoxSecurityVault init

INFO: PBOX000361: Default Security Vault Implementation Initialized and Ready

Vault Configuration in AS7 config file:

*hkkkkkkkkkkhkhhkhkkkkhkhkhhhkkhkhhhhhkhkhkhhkhkhhhkkkhrixk

</extensions>
<vault>
<vault-option name="KEYSTORE_URL" value="EAP_HOME/vault/vault.keystore"/>
<vault-option name="KEYSTORE_PASSWORD" value="MASK-5d0aAVafCSd"/>
<vault-option name="KEYSTORE_ALIAS" value="vault"/>
<vault-option name="SALT" value="1234abcd"/>
<vault-option name="ITERATION_COUNT" value="120"/>
<vault-option name="ENC_FILE_DIR" value="EAP_HOME/vault/"/>
</vault><management> ...
Vault is initialized and ready for use
Handshake with Vault complete
Please enter a Digit:: 0: Store a secured attribute 1: Check whether a secured attribute exists 2:
Remove secured attribute 3: Exit
0
Task: Store a secured attribute
Please enter secured attribute value (such as password):
Please enter secured attribute value (such as password) again:
Values match
Enter Vault Block:ds_Example1
Enter Attribute Name:password
Secured attribute value has been stored in vault.
Please make note of the following:
Vault Block:ds_Example1
Attribute Name:password
Configuration should be done as follows:
VAULT::ds_Example1::password::1
Please enter a Digit:: 0: Store a secured attribute 1: Check whether a secured attribute exists 2:
Remove secured attribute 3: Exit
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4.2.5. TEECiE R {5 R N B U T 1T &
{EAE N BB R AR T LU RO XA FRE S NEE CLI ®S, MiR#RER,

ZRIREFRENREAITRIER, HNZFRILGEITUTER CLI R
I /subsystem=SUBSYSTEM:read-resource-description(recursive=true)

EZTH RSP, B expressions -allowed S8MIE, MNRIXE true, BRLATHELFRAEEH
HERx *To

FERUTERREMAXAFREE R BETR.
I ${VAULT::VAULT_BLOCK:ATTRIBUTE_NAME::MASKED_STRING}

P : {5 Masked Form RS IEERIRE X

<subsystem xmins="urn:jboss:domain:datasources:5.0">
<datasources>
<datasource jndi-name="java:jboss/datasources/ExampleDS" enabled="true" use-java-
context="true" pool-name="H2DS">
<connection-url>jdbc:h2:mem:test;DB_CLOSE_DELAY=-1</connection-url>
<driver>h2</driver>
<pool></pool>
<security>
<user-name>sa</user-name>
<password>${VAULT::ds_ExampleDS::password::1}</password>
</security>
</datasource>
<drivers>
<driver name="h2" module="com.h2database.h2">
<xa-datasource-class>org.h2.jdbcx.JdbcDataSource</xa-datasource-class>
</driver>
</drivers>
</datasources>
</subsystem>

42.6. ENHAREFHERNEHRTRT S

TFAETERR S vault FEIINEF /BT N AR FRIRKIE P ER, TRAIZ serviet BRASEIIRER,
VIBAERIERE L hEREMNEY, MARANAEN, ANKRAETEE, UEEEITRNE

B - {8 Vault BIEH Servlet

@DataSourceDefinition(
name = "java:jboss/datasources/LoginDS",
user = "sa",
password = "VAULT::DS::ithePass::1",
className = "org.h2.jdbcx.JdbcDataSource",
url = "jdbc:h2:tcp://localhost/mem:test"
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/*old (plaintext) definition
@DataSourceDefinition(
name = "java:jboss/datasources/LoginDS",
user = "sa",
password = "sa",
className = "org.h2.jdbcx.JdbcDataSource",
url = "jdbc:h2:tcp://localhost/mem:test"
)"/
4.2.7. e EBRFFFEZ ST Password Vault F
EXAFESER BN Vault FRBURRFER S ZAI, HEBINERE 27,
WREATUREARNTHK, EPRTAFGABNSHNE, HEFRREANM’T, HIHAESHHESR
ENITHERET, EMAERSHNBRMNGR, FETUERAERE—D, XA EITEA
vault 1A A,

HRARFEAEREREABESEIE. BXMASKMEDE, 55 Initialize the Password Vault,
ZUFRBANZITBEFESS, EAP_HOME/bin/ E vault BIZ R A X E RHSERAA -

$ vault.sh --keystore KEYSTORE_URL --keystore-password KEYSTORE _PASSWORD --alias
KEYSTORE_ALIAS --check-sec-attr --vault-block VAULT _BLOCK --attribute ATTRIBUTE --enc-dir
ENC FILE DIR --iteration ITERATION_COUNT --salt SALT

B EER S M E. KEYSTORE URL. KEYSTORE PASSWORD #1 KEYSTORE._ALIAS BI{H %47
5|22 vault I IR 4tA(E PR,

% BAFEB DA AT R M, M2 RIS,
MRBBRFRBFHEEIETE vault e, MIKERUTHER -

I Password already exists.

IMREEBEFEERERD, N2ERUTER

I Password doesn't exist.

ZLEHARBT vault 8w, BEHITUTEIK :

1. IR B AR G5) password vault fpf,
11T EAP_HOME/bin/vault.sh (1£ Red Hat Enterprise Linux 12X EURERYE) =K
EAP_HOME\bin\vault.bat (7£ Windows Server £) , #A 0 (&) BT ERRIE,

2. TRIRTESH, BRETAAMENEMHIIESHE, XEELNS 0 BB EN R B9 TE,

% -
REAFDEALR, BAFEBEBILAEX AT IR, MA2REEBTER,

o HA1 (—) EFRERSHFAEREEM.
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o HIATFEBURFRBH vault TREIAFR,
o HIAZNMENBRFRHRNAM,
INRBURF R R FRETESEE vault BRAp, RELITARABBIMHYCE RS

I A value exists for (VAULT_BLOCK, ATTRIBUTE)
IRBMBRFABRERERD, REUUTRBICERFHHAMT -
I No value has been store for (VAULT_BLOCK, ATTRIBUTE)

=B RESRFRFSRUEERA

JBoss Vault
JBOSS HOME: EAP_HOME
JAVA: java

khkkkkkkkkkkkhhkhkkkhkhkhkhhkkkhkhdhkhhkkx

werx JBogg VaUlt **rereesssesies
Please enter a Digit:: 0: Start Interactive Session 1: Remove Interactive Session 2: Exit
0

Starting an interactive session

Enter directory to store encrypted files:EAP_HOME/vault

Enter Keystore URL:EAP_HOME/vault/vault.keystore

Enter Keystore password:

Enter Keystore password again:

Values match

Enter 8 character salt:1234abcd

Enter iteration count as a number (Eg: 44):120

Enter Keystore Alias:vault

Initializing Vault

Nov 09, 2015 9:24:36 PM org.picketbox.plugins.vault.PicketBoxSecurityVault init

INFO: PBOX000361: Default Security Vault Implementation Initialized and Ready

Vault Configuration in AS7 config file:

*hkkkkkkkkkkhkkhhkhkkkhkhhhhkkhkkhhhhhhhkhkhhhhhkkkhrixk

</extensions>
<vault>
<vault-option name="KEYSTORE_URL" value="EAP_HOME/vault/vault.keystore"/>
<vault-option name="KEYSTORE_PASSWORD" value="MASK-5d0aAVafCSd"/>
<vault-option name="KEYSTORE_ALIAS" value="vault"/>
<vault-option name="SALT" value="1234abcd"/>
<vault-option name="ITERATION_COUNT" value="120"/>
<vault-option name="ENC_FILE_DIR" value="EAP_HOME/vault/"/>
</vault><management> ...
Vault is initialized and ready for use
Handshake with Vault complete
Please enter a Digit:: 0: Store a secured attribute 1: Check whether a secured attribute exists 2:
Remove secured attribute 3: Exit
1
Task: Verify whether a secured attribute exists
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Enter Vault Block:vb

Enter Attribute Name:password

A value exists for (vb, password)

Please enter a Digit:: 0: Store a secured attribute 1: Check whether a secured attribute exists 2:
Remove secured attribute 3: Exit

4.2.8. M Password Vault il i8R F B £

HFEEEE, REFETEFTEEN Vault B ME Vault FHFREVRFRIER, HlM0, RN ARFEHRES
A, EBIREIRE LRI RF AN R EHER,

BR
ENFOREM, IEFEMER Vault RIHFREVRF IR, HIBILNETE JBoss EAP MECE A (&
Ho

LRI URBEANTN, EFRFAFMASNSHMNE, BEXBEHRHT, EFmMESHIES
KEMTITHIRE, BEHAEREHNERNGR, R MERERE—, XWFHAEHERFEA
vault A E B,

FERIFREAE—REREMESHNE, BXFIESHMER, 1ES0 Initialize the Password Vault,
EPIERXH ANIBIT vault i85, vault BiA (fiLF EAP_HOME/bin//&) ®ILUERAMER(E BHSEEH
==

$ vault.sh --keystore KEYSTORE_URL --keystore-password KEYSTORE _PASSWORD --alias
KEYSTORE _ALIAS --remove-sec-attr --vault-block VAULT _BLOCK --attribute ATTRIBUTE --enc-dir
ENC FILE DIR --iteration ITERATION_COUNT --salt SALT

R EER S HE. KEYSTORE URL. KEYSTORE PASSWORD #1 KEYSTORE._ALIAS BI{HE 47
5|22 vault IR 4tA(E PTEZ,

ﬁ BAFMEB RIS AT R ME, M2 RIS,

SNRAIOMIRR T BURRF R, NKERREIITHRIMER

I Secured attribute [VAULT_BLOCK::ATTRIBUTE] has been successfully removed from vault

IR EEMPRBURFRS, NEERELINTHER -

I Secured attribute [VAULT_BLOCK::ATTRIBUTE] was not removed from vault, check whether it exist
AN IR T

$ ./vault.sh --keystore EAP_HOME/vault/vault.keystore --keystore-password vault22 --alias vault --
remove-sec-attr --vault-block vb --attribute password --enc-dir EAP_HOME/vault/ --iteration 120 --salt
1234abcd

JBoss Vault
JBOSS HOME: EAP_HOME
JAVA: java
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Dec 23, 2015 1:54:24 PM org.picketbox.plugins.vault.PicketBoxSecurityVault init
INFO: PBOX000361: Default Security Vault Implementation Initialized and Ready
Secured attribute [vb::password] has been successfully removed from vault

L3z B M ERBUZ String
ZLUBRYARBITEMN vault 8%, FEHITUTHHE

1. URBARF5) password vault 655,
iz1T EAP_HOME/bin/vault.sh (TE4L1E{ Linux FIRLUSERS L) =X
EAP_HOME\bin\vault.bat (7 Microsoft Windows Server £) . #A 0 (&) BFHMXER

=it

2. TRIRTHIZE,
RBRTHAMBHEMIIESH, XEERIS 0B BHEENRHETE.,

% -
. R T EMEILR, DAMAX AR REBRAEERN, MA2FKEER,

o A2 (W) , EFMIRMRTHEME,

o HIATFEBURFRBH vault REIAFR,

o HIAZMBRAIBURFRFRBIA R,
SNRAHIHER 7 B R FF &R, IR EREUNTRBIMESR -

I Secured attribute [VAULT_BLOCK::ATTRIBUTE] has been successfully removed from vault
IR EEMRBURFRSR, NEERELIMTHER -
I Secured attribute [VAULT_BLOCK::ATTRIBUTE] was not removed from vault, check whether it exist

Pl -

kkkkkkkkkkkhkhhhkhkkkkkhkhhhkkkkhkkhkhhkkkx

werx JBogg VaUlt *rrereesssesies
Please enter a Digit:: 0: Start Interactive Session 1: Remove Interactive Session 2: Exit
0

Starting an interactive session

Enter directory to store encrypted files:EAP_HOME/vault/

Enter Keystore URL:EAP_HOME/vault/vault.keystore

Enter Keystore password:

Enter Keystore password again:

Values match

Enter 8 character salt:1234abcd

Enter iteration count as a number (Eg: 44):120

Enter Keystore Alias:vault

Initializing Vault

Dec 23, 2014 1:40:56 PM org.picketbox.plugins.vault.PicketBoxSecurityVault init

INFO: PBOX000361: Default Security Vault Implementation Initialized and Ready

Vault Configuration in configuration file:
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*hkkkkhkkkkkkhkhhkhkhkkhkhhhhhkhkhhhhhhkhhkhhhhhhkkkhrixk

</extensions>
<vault>
<vault-option name="KEYSTORE_URL" value="EAP_HOME/vault/vault.keystore"/>
<vault-option name="KEYSTORE_PASSWORD" value="MASK-5d0aAVafCSd"/>
<vault-option name="KEYSTORE_ALIAS" value="vault"/>
<vault-option name="SALT" value="1234abcd"/>
<vault-option name="ITERATION_COUNT" value="120"/>
<vault-option name="ENC_FILE_DIR" value="EAP_HOME/vault/"/>
</vault><management> ...
Vault is initialized and ready for use
Handshake with Vault complete
Please enter a Digit:: 0: Store a secured attribute 1: Check whether a secured attribute exists 2:
Remove secured attribute 3: Exit
2
Task: Remove secured attribute
Enter Vault Block:vb
Enter Attribute Name:password
Secured attribute [vb::password] has been successfully removed from vault

4.2.9. ii & Red Hat JBoss Enterprise Application Platform &, LU#EAZEE Vault 19
B E L HE

BR T S AR MO BRI TD B S FEAY, IR T LA X SecurityVault BB & S SLHE,

BE
ENRIRS, ERRCIBEEIEZE, MERLZELR, 1ESH Initialize the Password
Vault,

SRS B SLHE ¢

1. BIE—LHEREEO SecurityVault B925,

2. QIBE—1NEE L —P i RpEL, FHIEEE Ol SecurityVault B org.picketbox FIK i x
Ro

3. BRI vault TTRELUTEM, 7E JBoss EAP ELE /= A B E LB A
e code - L SecurityVault B2 RE X &,
e module - @& BE KRR EFR,
(AI3%) vault-options A B FABL BIEER B E LK,
A : A vault-options SE AL B E XK

/core-service=vault:add(code="custom.vault.implementation.CustomSecurityVault",
module="custom.vault.module", vault-options=[("KEYSTORE_URL" => PATH_TO_KEYSTORE),
("KEYSTORE_PASSWORD" => MASKED PASSWORD), ("KEYSTORE_ALIAS" => ALIAS),("SALT"
=> SALT),("ITERATION_COUNT" => ITERATION_COUNT),("ENC_FILE_DIR" => ENC_FILE DIR)])
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4.2.10. \AERE IR ER B A 0 BR A
A 7E vault B2 A {8 EXT, EXTC, CMD, CMDC = CLASS 7% 3&7KH Java BAHEME 31,

I <vault-option name="KEYSTORE_PASSWORD" value="METHOD_TO_OBTAIN_PASSWORD'"/>

JIERER A

{EXT}...

EMEATINGS, Hi ... 2HUN®S, B0 : {EXT)usr/bin/getmypassword --section 1 --
query company iz 1T /usr/bin/getmypassword 4%, SR EMERE L ERED, FHCRE
Security Vault WEAFHENBY, GG, aoEAMNET @ 5§ 13845 0 --query company,

{EXTC[:expiration_in_millis]}...

BHRATINGS, Hi ... 2%7%% Runtime.exec(String) =M IR ST, UPHITESS S,

BEHHENE—TRERE, EXTC Z{K%TF expiration_in_millis 2B, ERIAZFRIHAN AN

0 = infinity, #4120 : {EXTC:120000}/usr/bin/getmypassword --section 1 --query company % 4%

EFR=AESE /usr/bin/getmypassword fitt, MRS EHL, RAEEHFER. NREFIEHE,

HiofT S EEREIEEFERE. EAGF, ZEFEE29METH, Z%F N 120000 E#,
{CMD3}... or {CMDC[:expiration_in_millis]}...

EMeSEA (comma)PRIFREH, HPE—Mo2Lres, mMEMBLINRTSH., ESALU
REMT, FEEeih SEN—4%2, #l0 : {CMD}/usr/bin/getmypassword,--section,1,--
query,company,

{CLASS[@]jboss_module_spec]}classname[:ctorargs]
Hrh [:ctorargs] RAUT2REMELEFRE : (BF) HRAMEHEILRLTE . ctorargs 2—
MLES AR FRIETIR, a0
{CLASS@org.test.passwd}org.test.passwd.ExternamPassworProvider, 1E4<{5l
&, org.test.passwd.ExternamPassworProvider 252 M org.test.passwd =R NE K, FHER

toCharArray() 5% KBV %S, R toCharArray () A~dH, NMI{#EA toString () A
%, org.test.passwd.ExternamPassworProvider 252/ B8 ERiIABIFI1E 2R,
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F5E JAVA ZLEIESS

BT E X Java RERE, BRAILIECE Java REEEIFREE Java B (IVM)BIAERIA S,

5.1. xF JAVA £ &8s

Java ZE2EHEHBEEE Java EUN(IVMDEAERAFTEIE, 26 JVM RHFTEAEINE S JVM 458
BRI E, BUE Java TLBIEEN, Java APl 25XLBEBNEREHAE, AEBHITAREREMN
FAREERMF, Java REEEHFEALTLRIERBER AL BB ERRE,

5.2. %F JAVA Z2FE

Java ZE2 KRB N A RREMAHE LH—HNR, Java REEEFFGN ARFHRIRES L LKE
PHTHR, MRRBAFENEE, NRELEEFFRTFPITIZEF. MRRBARFZEE, NREE
AR IR IZIRAF,

BE

B RRRAHE JBoss EAP {ERAERSI#4E 3L T k&, 40 EAP_HOME/bin/server.policy.
JBoss EAP 7 @I Fif AR E X T Java LK : security-manager %55, UREAN
EHEFRM XML X, security-manager FR4E L ALL BREMREMZ AR, m
XML XHNFEE &N EREBE KPR,

5.21. X TR LB FRI A E LK

security-manager FREAR VT NAAEEEE LHZHE WINR, XALURT E L R/NFIRATRE R
S, FRAESEMREELER/IIRFE LHAENR, MNRHBERZIEK TBEIRANRERE LB
TUBRAIIN PR, EBE 1L F24T KW

B - BTFEHR/IRENEE CLI 5

/subsystem=security-manager/deployment-permissions=default:write-attribute(name=minimum-
permissions, value=[{class="java.util.PropertyPermission", actions="read", name="*"}])

B EHRAPRENEE CLI 65

/subsystem=security-manager/deployment-permissions=default:write-attribute(name=maximum-
permissions, value=[{class="java.util.PropertyPermission", actions="read,write", name="*"},
{class="java.io.FilePermission", actions="read,write", name="/-"}])

MRKRE LEEARINRE, NE(EERINN java.security.AllPermission,

Hth BHR

o REILATE JUBoss EAP AiE75 H 1% El security-manager T RGN TESE,

5.2.2. XTHERREHE LR

1£ JBoss EAP 7 /i, (R LATEERE A7 10 META-INF/permissions.xml, XX iF 88 E S EFFHHY
PR
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%55 JAVA ZLETHR

SNSR1E security-manager FREIHE L T &=/MUBR, FE % META-INF/permissions.xml 7 I1ZE f&#Y
HEF, NEHRFXLENRMELES, 1R permissions.xml FiE RKEIHRHRT security-manager 7%
GiFRE LR AREE, HEBFMILEMI, 1R META-INF/permissions.xml 1 META-INF/jboss-
permissions.xml #8 ZRIEEREH, NI R$%F META-INF/jboss-permissions.xml F115 K BIFIER,

ZASEHLE permissions.xml JHE T EANN AN LS EERL, MREBEHFHREE LRFEMNR, &
LUFEFE JBoss EAP %5 E 8 META-INF/jboss-permissions.xml, ©X*f5 permissions.xml 52 £ HREH
B, FENNREFREEBEER,

Al : Sample permissions.xml

<permissions version="7">
<permission>
<class-name>java.util.PropertyPermission</class-name>
<name>*</name>
<actions>read</actions>
</permission>
</permissions>

Lth BT IR

e JSR 342 META-INF/permissions.xml 32 {4,

\

5.2.3. R TR A E LR

& LIRS 7 module.xml ST RN <permissionss TR ERFIERBIER, <permissions> TTHE
BENHEZ D <grant> TR, BENLTEFTIZERNIR, 81 <grant> TRISLLTEM -

HURR
ERFHINRHI SRR,
name
AR KE 25 R BB RR & 7R,
B
KL RABMEN (k) BIEIR,

Pl : HHE EKE module.xml

<module xmIns="urn:jboss:module:1.5" hame="org.jboss.test.example">
<permissions>
<grant permission="java.util.PropertyPermission" name="*" actions="read,write" />
<grant permission="java.io.FilePermission” name="/etc/-" actions="read" />
</permissions>

</module>

INRTFIE <permissions> o3k, NIIZEHIFREI A BRI HMIAPR, NREE <permissions> Tk, NIE
RAERS,

5.3. [ JAVA Z4£E1825:21T7 JBOSS EAP

BRI LB AR ARNER Java R M EIEIRI21T JBoss EAP : 21T Java R BEGRNAEEM
o
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o FAWABIEBHAN -secmgr 1775,
o HAEIERENH.

BF

Z HIFRABY JBoss EAP ft¥F{# f -Djava.security.manager Java R BMM B E X &2
EHSR, JBoss EAP 7 AR FHXHHE, A, Java ZLEIRRRISIIIETE security-
manager T RGHE X, XEKE JBoss EAP 7 N ERRBE STEAD -
Djava.security.policy Java 2RI E M.

BF

R Java R BIESMIE R T/E5) JBoss EAP 2B, REZEHF security-manager
FREAENLTIE LR,

5.3.1. AW HE OB AR -secmgr Fri&.

ISR LB A Java R MEEERIZ1T JBoss EAP, ilt, 1H7E/S 5N secmgr 17£771,

AR

e JHEh JBoss EAP LR, B& -secmgr fTi&.

WA B S -secmgr Fric MR A1

I ./standalone.sh -secmgr

5.3.2. ERETIECEX 4

RAI AR Java REMEEERIZIT JBoss EAP, Mitt, B iEE shEd & XX 4,

BE
g EEECE X 2 BT, wlSEE2E b HALR S 5.

INREERZEFHEMA JBoss EAP, NN 15 rR B E NI E M EFITAT T I K,

it =

o (FMAEHECE X5 M Java Security Manager, EFEE 47 standalone.conf 5 domain.conf
X, BEFBURFEZT—NMRIILFIZE, 0R7E Windows FizfT, N h{EMA
standalone.conf.bat 5 domain.conf.bat 3Z{4,

EEREXHFHEUEERE SECMGR="true" 1T :

standalone.conf & domain.conf =l

# Uncomment this to run with a security manager enabled
SECMGR="true"
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standalone.conf.bat & domain.conf.bat =%l

rem # Uncomment this to run with a security manager enabled
set "SECMGR=true"

5.4. MZBTHIRR AT ERRIBE RS

N M JBoss EAP BIIRIRAR EE /S A Java R EIEE3 21T JBoss EAP 7 i, IREE T R u0{a] &
N EEBE LA JBoss EAP ECEMEREMMENEE, UTREN XL T RIS ¢

e TERHIM JBoss EAP hRAH, SREBIEAERECE A E L, £ JBoss EAP 7 H1, {3 security-
manager 725U R EEFR T EH permissions.xml =X jboss-permissions.xml £ & X K&,

e 7t JUBoss EAP MERHkRAH, f&FLIfEA -Djava.security.manager #1 -Djava.security.policy
Java REIBM. BN RBHIHE, MN{EA seemgr Ii&EE A JBoss EAP 5 Java R B8

® JBossEAP 7 AXHFHEHENLZEEIEL,

Hh iR
o E N Java BZLEE.

o EI{FEF Java B MEEZRIZ1T JBoss EAP,
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2

fisk A. SE BTE

A.1. ELYTRON FXZiHiE 5%

5 A.l. add-prefix-role-mapper Attributes
23:2 ik

prefix ZRMEENAENIL,

5 A.2. add-suffix-role-mapper Attributes
2352 5P

suffix ERMEZEINAENESR.

# A.3. aggregate-http-server-mechanism-factory Attributes

23:2 sk
http-server-mechanism-factories EREGMHTTP RSS2 I K,

# A.4. aggregate-principal-decoder Attributes

Rt i

principal-decoders ERANEHMBEIEERTIR,

# A.5. aggregate-principal-transformer Attributes

352 ek
principal-transformers ERENEREHEBTIR,

5 A.6. aggregate-providers Attributes
s feid

providers ZRAMEI A Provider[] %iRIFIE.

3 A.7. aggregate-realm Attributes

B Rk
authentication-realm S EATEMRILSENTSE, XA TFHRESEIEEIL,
02



Mk A. SERE

B Rk
authorization-realm 5 AT MERNE RN RHNL 25,
authorization-realms AL, UREHATMERNGENED,

BRERS MG, HBE WHIES ) EEERHF
MER S S AR E S HRIERRIL,
xR

authorization-realm #1 authorization-realms B4 28 KM, EEHE X H DB A
B—1,

3 A.8. aggregate-role-mapper Bt

B ek
role-mappers ZRENABIRINIERIIR,

# A.9. aggregate-sasl-server-factory Attributes

B ek
sasl-server-factories ERABSASL iR eI SR,

X A0. FpEIERRER Y

Bt 3T

E# MRV true ERHHEIE, BINE D false,
authentication-name EEANS R IIERR,

authorization-name E fE AR A,

credential-reference BT SR EIERER, XAUEEX, Ll FHEEEE

fiEsh ey B A,

extends T RHINE BB RIERE.

EM EERBEN.

kerberos-security-factory SE AT IR GSS kerberos ZIEH) Kerberos 2T,
mechanism-properties SASL BREIENHINE BB M.
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Bt 3T

port ZEAN®A,

protocol SFEARL

realm EEARE,

sasl-mechanism-selector SASL #lElL 2 F R/, B X sasl-mechanism-selector fit

FEM getmmar WEZER, 5B JBoss EAP IERE £ &
£ Mpysasl -mechanism-selector Grammar,

security-domain 5| AR LUREVES & 17

# A.1. authentication-context @Bt

B Hah
extends By BHINE BHRRIE LT,
match-rules FET e B R 3E £ T3S PRECHIHIN,

2 A.12. authentication-context match-rules Attributes

Bt 3T

authentication-configuration 5| AR FARIhICE R F2 55 IEEE &,
match-abstract-type ZLEAHR AR,
match-abstract-type-authority L ICERA I R KB R
match-host Z TR EM,
match-local-security-domain ZLEH AR i,
match-no-user RN true, NIFRE TR AERA .
match-path ZLEAHHT,

match-port ELREAIRO,

match-protocol ZEEATHIL

match-urn FEPLECHT URN,
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Mk A. SERE

B ek
match-user ELEHAE .
ssl-context 3| A AT EIHEEH ssl-context.

& A.13. cache-realm Bt

Bt 3T

maximum-age BB AELFRRENNE (Z2F) . -1 KRITREBRETE.
AR -1,

maximum-entries EREEFHREVEAFZELR. BRINMEH 16,

realm MR RENZE2EH5I/M, 10 jdbc-realm. Idap-

realm. system-realm s(BE (&£,

5 A.14. case-principal-transformer Bt

B ik

upper-case ALEEME, MERMBHEMEHAREFR (XEH true) ,
XRRINEE. & BUHILEN false, 5 EFEHBNATRLIHR
NINEFFF,

& A15. certificate-authority-account Attributes
352 Uiy

alias BRI B IA MUK P B HM A &, IRBIAFER SR
FEA%&, NeBhERIEBIANMAKSAEH, FREFEED
%14 T8 PrivateKeyEntry.,

certificate-authority ZEANIEBI AN, BIMEH LetsEncrypt.
contact-urls UEBIATENAE BT ARE S5 i 7 48 SR B [m] EER SR B9 URL 53R,
credential-reference D7 [RIE A0 & AR K - B 58 F Y 4 TiE

key-store SEIEB LI BB,

# A.16. chained-principal-transformer [Et%
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4.3 Wi

principal-transformers BIBER E EAHLER ISR,

& A.17. client-ssl-context Bt

4.3 Wi

cipher-suite-filter EN AR IERRIEE R ANELNES, hiIIERMLUES. &
SHRERDRHITE IR, FNUIEATLLZ OpenSSL HAKE
MEHRFR, T SSL/TLS BHEHAM, Al ZXEF, m
TLSv1.2 5 DES., TEMXEFIIRUROIETIERIIFE,
5% CipherSuiteSelector #) Javadoc 1, BRIAMEH
DEFAULT, exNFE%E NULL MBEMENBEES, #
R E&E SHRIEN BN ES.

key-manager 5| SSLContext #{#F# key-manager.

73R ERB, FOFRET
SSLv2, SSLv3. TLSvi, TLSv1.1. TLSv1.2. TLSv1.3.
2K\ ~NE A TLSv1, TLSv1.1, TLSv1.2, #§1 TLSv1.3,

DIk

==
[=]

(THEERI G 222 SSLv2. SSLv3 Al

TLSV1.0, LUMETEFRE =42 Be
FAZEA TLSVI1 3% TLSVI.2,

provider-name EEANHENENETR. MRKREE, NRBRHEFHAMER
W2 BRI 15 E] SSLContext,

providers ERENE T 0% SSLContext #9 Provider[] HI1R T2 FE & #5,

session-timeout SSL & 1EBIEB I [H],

trust-manager 5| SSLContext #{# A # trust-manager.

5k A.18. Concatenating-principal-decoder Attributes

43 ek
joiner FF A principal-decoders Bt R {EMFF SR,
principal-decoders BN T EMRLERIIR,
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= A19. Al Bdi& -http-server-mechanism-factory Bt

=43 sk

SOl ZENAIERSIR, LMERBRIMEARZANE.
http-server-mechanism-factory BIHEQLEM http RS I .

=13 BB HTTP BRSS B ITT HAMBE LUEM,

£ A.20. A EC& -http-server-mechanism-factory it 23 Btk

B ek

pattern-filter EFENRAXERX TR

f5 FA RA true, NIMRAEITE, WEASIESR. HIMERN
true,

F A.21. Al id& -sasl-server-factory B4

=3 ok

Uit BRI AR IESRIIR, FERM or.

Bt £ SASL RS 8=I HANBE LEK.
protocol QMBI PhESBTI,
sasl-server-factory SEE QLN SASL RFSERI.

server-name ORI (5555 T BBRS5 23 & .

& A.22. Al igi& -sasl-server-factory it k2R Bt

Bt fed

f& A Ry true, NIRRT EES, MSERATIES. BRIMED
true,

predefined-filter AT LIEN G B AR TIE SO JEdR. RITHIESR

HASH_MD5. HASH_SHA. HASH_SHA 256, HASH_SH
A_384, HASH_SHA 512, GS2. SCRAM. DIGEST.
IEC_ISO_9798. EAP. MUTUAL. BINDING 71
RECOMMENDED.

pattern-filter EF ENRIAX NG & a9t 528,
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2

*F A23. fBET RIS B

4.3 Wi

permission-sets PEER LI Z 2 BRI RS, FUBRE R AT H H5 2 ERAR,
permission-set AT LUESZ LI TEM :

e permission-set

T RREERIBI F,
A=
permissions B 2% M, E# permission-
sets &1L,
5 A.24. constant-principal-decoder Attributes
=43 Uiy
N F ARG AZCR BB E (H,

5 A.25. constant-principal-transformer Attributes

43 Wi

B XN ERE B RARIREBIEE [E,

3k A.26. constant-realm-mapper Attributes
23:2 Uiy

realm-name R B BRI | .

& A.27. constant-role-mapper Attributes
EtE ik

roles RO A @R,

K A.28. credential-store Bt

Bt fed
create EBERIEFHESNERFEN IRFEM, BIAEN false,
08



Mk A. SERE

=43 sk

credential-reference XTI R SHNERENSI A, XA ERX, el LUEN
EHEEREEPN ERENSIA,

SLHEE M EIRMR S F I8 E T LR E M.
modifiable BEREREILFME. BIMEN true,
other-providers EREVEN IR, EEIEFEMEPOEMTER Jakarta

Connectors R, XREFEATFETHEHEMNEREEME, MNRX
B8E, WS hEREBENEIIR,

path EIEEFER S B,

provider-name FAF=Lf11t CredentialStoreSpi iR ETEF AT, MEEHIE
TR, NIGEAHEIRE— el 01 E XK B SL BN,
ﬁo

providers EIRIBEN AT, UERTIEMEEEEELRE, MRR

fEE, NEoyERERHENETIR,

relative-to IR B R AR F RO R AR R,
type EREEMEEE, 1 KeyStoreCredentialStore.

% A.29. credential-store %%

Bt ik
entry-type FHESEFHEPHNEIERBRE,
secret-value secret {H, %0 password,

3 A.30. credential-store KeyStoreCredentialStore L&t
352 sk

cryptoAlg BFmENSEE ENZENBRLERLT, LEENEERT
external i 5%, BIMEN AES,

external BEHERSFEHRNBEMEFFH keyAlias %, EKUED
false,
externalPath IBERNEREFHEREZR, LLEMEMNERBT external FfE%,
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4.3 Wi

keyAlias ERFEPNNERH S, BTEEBTNESBEELERN
A,

keyStoreType BiAFMERE, MPKCS11, Bilh

KeyStore.getDefaultType().

3 A.31. custom-credential-security-factory Attributes

Bt Fhk
class-name THEEENREI BNELTR,
o &

BENREI[ WA EEMERE.

module

RTFmEBE L EET] BER,

K A.32. custom-modable-realm Bt

Bt fed

class-name ERBERN i EEY N
& BE s r ik ERE.
module

R inE B & SUHEER,

# A.33. custom-permission-mapper Attributes
EtE ik

class-name

T BRBR S 25 B SE L BRE R AT,

BciE U BRBR S 25 B AT L SE R (EEC B

module

F3F IS BR AR & AR B RR R 7R,

5 A.34. custom-principal-decoder Attributes

4.3 Wi

class-name

FARERNTERERL.

BciE AR AR B AL A EACE.

N
—

0
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4.3 Wi

module FAF Dk 3 44 AR 1Y 25 BOAR LR 4 7R

# A.35. custom-principal-transformer Attributes

Bt fed

class-name F AR RRER B,
& F AR BRI A EACE.
module BT HAEEELHAREIRAT,

& A.36. custom-realm Bt

Bt fed

class-name BE L EHNTEREE A,
& BE s r kR E.
module FTFInE B & SRR Z R,

% A.37. custom-realm-mapper Bt

Bt fed

class-name HREREFHNTERES A,

BciE HBRE R B AT LR (EHEC B,
module FAF hn#EL realm BREYERBIEIR B R,

2 A.38. custom-role-decoder Attributes

Bt fed

class-name ABRERNTERERL.
BciE A BRI SRR AL A EACE.
module FAF N/ & iR iY 25 BORR LR B 75

# A.39. custom-role-mapper &t
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Bt fed

class-name ABRNEFHNTEREES.
BciE ABRNEFH AR AERE,
module FATFInE A G RR G i F BORR IR B 75,

& A.40. dir-context Bt

B Hah

authentication-context HRENA F %3 LDAP [RS8 EREENE ML LT, R
authentication-level 2 none, NIFATLI&AEE, XERTERZRS
RUIE,

authentication-level BFEANBEMEIERS, BTS20 B R RIENE, ST

SECURITY_AUTHENTICATION =k
java.naming.security.authentication ¥ iZEEM., SITFHIHE
7 none, simple # sasl_mech &=, sasl_mech &= =2 SASL #l

i 2 IR IR D FRFIR,

connection-timeout LAZR J AL LDAP BRSS 22 R#BR),

credential-reference AFH#H TSR IEHEES] LDAP RSB ERESIA, R
authentication-level 2 none, NIALEKE, XERTES
Ba%E,

enable-connection-pooling MREAT true iE#Et, BIMEN false,

module FE AR & F5,

FE UEFEER LDAP AR5 3MIE(R, 0R authentication-level

7y none NIX 22, XEFRTERFMILIL,

Bk DirContext H&IAE B .
read-timeout LDAP 2 {ERILEREBRT (U= NEAL) o
referral-mode ATHERENERESIBAERX, RIFKER FOLLOW,

IGNORE #1 THROW. 21\ fE~ IGNORE,
ssl-context BATL£%EE LDAP RS 2389 SSL £ R XHI & FR,

url %## URL,

5 A.41. expression=encryption Bt

212
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4.3 Wi

default-resolver ALEMN. BERENERAXNERT, EFEANMBITESRME
. B, MEEE "exampleResolver” XiE N ERIAKIRITEE
F, HEOETERS
/subsystem=elytron/expression=encryption:create-
expression(clear-text=TestPassword) ¥in#& &A=, N
Elytron {# /3 "exampleResolver"{E iZINBRIA R HEITIRF.

prefix @A P ERNEIS, IV ENC, NAREELE L
ENC tuiE hiRftitiEBiE. FRIESEE LMENC BIZHR, &
A B BB SUX ME.

FRHT 25 EXBIFENERTIR. BTRBEUTELE

e name - AT 5| AERNIRIIEERRTT,

e credential-store - X @& LR T2 E Y secret BEA
ML ES A8 B,

o secret-key - M EFIEFMEPER secret M A,

% A.42. filesystem-realm B

B sk

It SR BB ENIA M BR R F 505 (Base32).
% ENANERBIIBE. BRIAER 2,

path LEFHHHRE,

relative-to 5 path —2FERTE AR ERE, Flan

jboss.server.config.dir.

5 A.43. filtering-key-store B

Rt i
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Bt b
alias-filter TN AZIM key-store ;R EIH 7| & BT E2%. BRINEEZSSD
fREYZ %, ATFIROEsSL TR Z—
e ALL:-alias1:-alias2

o NONE:+alias1:+alias2

alias-filter B4R 2K NE, HATFFERARERM
HAEH|% (40elytronAppServer) mAE
EWELRIAGFEEREER AT, FHLENER
NB4, tlelytronappserver,

key-store X E 1t g key-store BI5| .

3 A.44. generate-key-pair BtE

2352 Uiy

BiE IEEMZEL, M RSA. DSAS EC, BHIMEN RSA,

size LAGL A BATHE ERVHRI RN, BN KB BOAKRAMEIM T -

RSA 7 2048 ; DSA 772048, i EC /7256,

5 A.45. HTTP-authentication-factory Bt

=43 Tk

http-server-mechanism-factory HttpServerAuthenticationMechanismFactory 5:ix4 %R
KHK,

mechanism-configurations HEFIFINEETIR.

security-domain 5 IR R R 21,

3 A.46. HTTP-authentication-factory mechanism-configurations E1%

43 i

credential-security-factory A FIREN I ZRRIVE I 2 HA R,
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Bt 3T

final-principal-transformer R F A EISER & e — 1 E B L8R,

host-name MBS E N A EBEN A,

mechanism-name WEE N AEREERMBINE, MREAELEYE, Ne/T
B AR ATL I £ 75

mechanism-realm-configurations HUEIERARRY realm BFFRYE AR,

pre-realm-principal-transformer TEIRFR 7 BRI N A E 3R,

post-realm-principal-transformer WIS R B N AR E ARG 2R,

protocol IS & & A BTl

realm-mapper ML A realm mapper.

& A.47. HTTP-authentication-factory mechanism-configurations mechanism-realm-
configurations B

Bt 3T

final-principal-transformer R F A EIER & e — > E B L8R,
post-realm-principal-transformer WIS R B N R AL 2R,
pre-realm-principal-transformer TEIRFR T BRI N A E L3R,
realm-mapper ML 5 A A realm mapper.
realm-name EIRNE BRI AT,

5 A.48. identity-realm B4

B sk

attribute-name S4B REBIEME R,
attribute-values 5 identity BMREXBIEIIR,
identity REFPREBFD.

5 A.49. import-key-pair Bt
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Bt ek

key-passphrase kBN, KBRLEIEEEBRH,

private-key-location SERFANXHMERR, RBEEERIETE private-key-string B
MR TE,

private-key-string MAHEE N FRE. REMERHAKIEE private-key-location

B, FiEE.

public-key-location INRFHAF A OpenSSH UAMIEMRIER, NIFZHT, Sa2
PR IR, RBEEEARIETE public-key-string BT #5
Eo

public-key-string INRFHAF A OpenSSH UAMIEMRE R, NIFEZ T, HAH
KENFERH, RBEEEKRIETE public-key-location B1%, F
BE,

3 A.50. jaspi-configuration Bt

23:2 sk

application-context EN BB SEME AuthConfigFactory i {& /., AT LIERSLSR
Vr@ R R CEL,

description FAF ™ AuthConfigFactory 124k,

JZ EN BB SEME AuthConfigFactory i {& M, AT LIERSLSR
Vr@ R R CEL,

name RFEEEER 5| T IRIIE TR,

# A.51. jaspi-configuration server-auth-module Attributes

Bt 3T

class-name ServerAuthModule 52 £ R EIH .

flag e RIS AN e 5 H AR AR AR K B9 PR BRI,

module MAn#; ServerAuthModule #9#E

options EMAIERE (%3 ServerAuthModule FECE £,

% A.52. JDBC-realm Btk
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4.3 Wi

principal-query AFRBRERAREIERF SN S MREIEERTIR,

< A.53. JDBC-realm principal-query Bt

=3 ik

attribute-mapping FHXAFRE LB BRI SR,

berypt-mapper TERETES, ATIM SQL EiREIAFIRSTE Berypt #2%
i

clear-password-mapper BHBRTEFINM SQL EifREIMFIBLH BB HHAE, R

& password-index Fitk, XEINAKRKAFBHEHSHE
IEEIRIFRE],

data-source AT REENHIRRN AR,
salted-simple-digest-mapper FEAMESER, AT RM SQL EifiREHIF ST E Salted

Simple Digest ##$8,

scram-mapper BHSTER, ATIUM SoL EilREMSI S E] SCRAM
KA,

simple-digest-mapper HEBRETIRET M SQL iR EAYFI R & H Digest K H,

sql TR E B RIIMZHAN SQL B4R, FERHERRN H T
FTRRST,

3 A.54. jdbc-realm principal-query attribute-mapping Bt

4.3 Wi
index 51153 | ch & RS BMEB 7514,
ES MM SQL 135 B — 5B SH 8 515 TR M 49 75,

# A.55. JDBC-realm principal-query berypt-mapper Bt

i Hah
iteration-count-index FIRB|RRRBIEHERITE (WMRTZH) .
password-index MK TRA B S B IIEE RS,
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4.3 Wi

salt-index FIMAR R salt B HIIETHNNZES] (NMREZXHE) .

5 A.56. JDBC-realm principal-query salted-simple-digest-mapper B

Rt i

g% HEBLHRAMSBRMNEE, RITHERE password-salt-
digest-md5 password-salt-digest-sha-1,password-salt-
digest-sha-256 password-salt-digest-sha-

384 password-salt-digest-sha-512 salt-password-
digest-md5, salt-password-digest-sha-1,salt-password-
digest-sha-256, salt-password-digest-sha-384, #1 salt-
password-digest-512.2{i\ 5y password-salt-digest-

md5,
password-index FIMK TR A BN B IEERNZRS],
salt-index FIMKERB salt WEHIIFERNNEES (MR2HE) .

# A.57. JDBC-realm principal-query simple-digest-mapper &tk

Rt i

=B HEBLEAMSBRNEL, RITHER simple-digest-
md2. simple-digest-md5. simple-digest-sha-
1. simple-digest-sha-256. simple-digest-sha-384 I
simple-digest-sha-512, F{iA{E’H simple-digest-md5,

password-index MR A BRI IEE RS,
3 A.58. jdbc-realm principal-query scram-mapper Bt
B Uiy

g% ERERAMNSRNEE, RIFH{ES scram-sha-1 1
scram-sha-256, Ei\fE 5 scram-sha-256,

iteration-count-index JFRB|RRRBIEERITE (MRZIE) .
password-index FIMK TR B S B IIEERNERS],
salt-index FIMAR R salt B HIIETHNNZRS] (MREZXHE) .

3 A.59. Kerberos-security-factory BtE
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Bt Rk

debug NN true, NIFKEVEIEH JAAS $ B9S2 A debug BRI E.
ZNE N false,

mechanism-names ERENFERBNE LT, LIEEE R OID, #5 mechanism-

oids BBy OID —&fF A,

mechanism-oids EEAE N 2 AT 5 A RIALE OID %13k,
minimum-remaining-lifetime EEFOVREEFEILA, RFEZIERINE (MR H AL .
obtain-kerberos-ticket 1R KerberosTicket th#% kBN FH S X IUEHEREL, ERNERER

LRSS ERES, TEMBLLEX.

options Krb5LoginModule £ 5571,

path ZINE keytab BIERER, LUREVEIE,

EiF keytab fRFRBIER,

relative-to & keytab FIFEXTBE1R,

request-lifetime N AIERNEIRER S D E A,

required LRSS DN, HEBYUMERN keytab XK BRBRERFE.
server R true, NLEXMRFRATF Kerberos $iFHIAR S 25iHK. MR

i false, BNBETE iIf. BRIAMEH true

wrap-gss-credential BEERNIZHAT GSS EIFLRFIE AR Y #E A,

% A.60. key-manager BtE
s sk

=B BTt EZ# KeyManagerFactory B9 ;£ &, X2 JDK
RIA, Fg0, A SunJSSE B JDK 124 T PKIX #1
SunX509 &%, B SunJSSE WiF4ER, ESMH Java 24
EEFY B(JSSE)BERRE.

alias-filter ERTMNBHEMREING 2T EER. XA UREES 2 REH
BIxR, BTREFHEUTFEAZ—

e ALL:-alias1:-alias2

o NONE:+alias1:+alias2
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B b

credential-reference AFREERAFEETENERES I H. XX EXEE,
A LAE A GETE credentials -store REYEIE MBI, XARHE
FHEMERIEE S,

key-store xfFAF#k{LEZ KeyManageronnectionFactory # key-
store H95| A,

provider-name BTt EZ# KeyManagerFactory #9455 4 i,

providers S LUK E/Z KeyManagerFactory B Z{F R

Provider[].

5 A.61. key-store Bt

= ek
alias-filter BN AR RAEMRLOIM A ERTESS, ATUEES S RIIIA
FIFR, AILLUREISKU TRz —
e ALL:-alias1:-alias2

o NONE:+alias1:+alias2

x

alias-filter B4R 2 X/NE, ATFERRERM
HAEH|% (40elytronAppServer) mAE
ERFELERAFMRERER AN, FHEUER
NB5|4, telytronappserver.

cak

credential-reference BT BAEEN RS, XA iEE, healll/ER
TFHE1E credentials -store FBYEIE BB A,

path BT SRR R
provider-name AT mEmAEERHLERT, RELEENERERATLUL

BIEERENBAEMNE —MREHER,

providers o N% R SRAKE R SRR P LI TSR BB . SNSRAKIERE, I
SoERERMANEIIR,
relative-to XD EFREEN TRERER, XA TEBESTIE LA

%, tnjboss.server.config.dir.

required MR true, NIZHEFEMERS BN EEEZES| BMBRAFEME X
#, EMEN false,

220



Mk A. SERE

4.3 Wi

type BHAEMEREE, 1 JKS,

*x
T BAGMHER R BERIE

cal

o JKS
JCEKS

e PKCS12
e BKS

e BCFKS
e UBER

R FohisE Hth B AT ERE,
1£ JDK 8 B Java Cryptography Z2F4 5 Algorithm Name 3X#4

RHEITENBRAFMERRTIR,

5 A.62. key-store-realm B
2352 ik

key-store 5| A F X RI RS ERIAFIE,

5 A.63. LDAP-key-store Bt

Bt 3T

alias-attribute FHET B 7 & 1 LDAP BHBI& R,
certificate-attribute FHEIEPH LDAP BHMETR,
certificate-chain-attribute BEREIE 4589 LDAP BN BT,
certificate-chain-encoding UEHEER R,

certificate-type IEHRYRE,

dir-context FF5 LDAP 55281589 dir-context B &R,
filter-alias F 120 2K B A7 i h B9 T B B9 LDAP 1 825
filter-certificate FFRIEIEPIRER B P F 0L PRV B B9 LDAP 13823,
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Bt 3T

filter-iterate AFERBRAFHERTA T EB LDAP i 885,
key-attribute ZHEBEIM LDAP B MM ZFR,

key-type LU FIME AR RIFTE LDAP BHEAREAFHERE, fl

i, JKS. 7£ JDK 8 B Java Cryptography Z2FfgFr 4 Algorithm
Name XA EIZENBHFHRIIIR,

new-item-template AFORIMBEMEE. X5 E L OIBHBHFEHETN LDAP &
B &k,

search-path FHER B HFE I LDAP VR R,

search- recursive N5 LDAP #3=R1% 1,

search-time-limit M LDAP FREXBAE 5T B WA FIRR(E (ZF) . BRUMER
10000,

% A.64. LDAP-key-store new-item-template Attributes

=43 Uiy

new-item-attributes T OIEMT B4 BRI LDAP B, XER—i AR FRAE N B
=PIIE S

new-item-path REFE OB AFETR LDAP RRERE,

new-item-rdn ORI B #I LDAP RDN &R,

2R A.65. LDAP-realm Bt

i Hah

allow-blank-password BB B HEAFEBERELEIE, B, ZEBEZGHIE
s,

dir-context FF %% LDAP AR%52:89 dir-context FI& R,

direct-verification MR true, XMEZFRHE T BiEEEET LDAP /E N B2 5%IE

BOK T SRISIEESR ; B, ZISM LDAP IRSS 2310 3RF1E JBoss
EAP FRIGHE, WEREH, JBoss EAP RS 28 A RETS ME PRI
H4lie A, XZEE PLAIN SASL 5 BASIC HTTP #l&li# 1T 515
ik, BAIAE N false,

identity-mapping TE N E A INAIRLET B EE LDAP ARSS 25 Fh B9% M 5% B MIBC Bk
i,
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& A.66. LDAP-realm SN Bt

Bt

attribute-mapping

filter-name

iterator-filter

new-identity-attributes

otp-credential-mapper

new-identity-parent-dn

rdn-identifier

search-base-dn

use-recursive-search

user-password-mapper

x509-credential-mapper

Mk A. SERE

30

XA BRE LB RS,
RTINS 289 LDAP idE25.
AFERE S 1289 LDAP iFiiE2s,

HOBENEMHEMEIR, BPH modifiabiity BE., X244
FRAE X R 0TI,

OTP EiER LS,
FOEMFHBIR A B DN, %158 modifiability B Z LI,

BT M LDAP £ B7REXE /& DN B9 RDN 34, XTE QIR S DAt
tHERE,

BATFEREDIESR DN,
RN true BpEFRERZIHEITN, ERINE N false,
5 userPassword R EIERYEIERLET,

RUFER LDAP 55 X509 EiFME G E, NRKRE X -from
FEM, NItEBNEZAE, MRE LT S -from FEMH, N
PR ISR & L BIFR A ITEL,

% A.67. LDAP-realm identity-mapping Bt

Bt

extract-rdn

filter

filter-base-dn

from

reference

role-recursion

U

F{EEMRI(ERY RDN ##, LI X500 #&RAKTHE.

R FIRER S E B MR ([E R IE AR,

PATZId 82580 £ T 3L &R,

BRETEI F DB MR LDAP BRI RTF, MRRAEN, NEAS
H# DN,

BEEMPREVERNZE DN # LDAP B,

BIAABSENRXRE, /A 0kEFEEIH, FIAMEHN 0,
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4.3 Wi

role-recursion-name AEAREBZEN LDAP B, EEZRAGAEN, Zfilter-
name F&i# "{01",

search- recursive IR true B LDAP B3R E 1 i#H, BRAE Htrue,

= MEEE LDAP BB E DB ETR. IR&ERE, B
HHEZHS from FHE AR, MR from EERE X, NIERE
dn,

5 A.68. LDAP-realm identity-mapping user-password-mapper [EtE

Bt 3T

from BRATEI P B MR LDAP B ER, MBRAE N, NMEASR
B8 DN,

verifiable R true BHIEAARRIFAS, FKIMEH true,

writable INREHR T true BiG, BRIAE false,

% A.69. LDAP-realm identity-mapping otp-credential-mapper Attributes

Bt ek

algorithm-from OTP &% LDAP B &R,
hash-from OTP hash Zh#ER) LDAP BRI &R,
seed-from OTP seed B9 LDAP BRI A TF,
sequence-from OTP F3ISH#] LDAP BIHAA R,

# A.70. LDAP-realm identity-mapping x509-credential-mapper Bt

Bt ik

certificate-from MRET RN ZRAZEI AR FIE B R LDAP BMEREFR, INREEEN, M
AR EIRIGENES,

digest-algorithm WEEX, BRFINE, BTFHERSEPEE, (MEEXLT

digest-from K {F A,
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B Hh

digest-from MATEIF P IEBIEER LDAP BHMEHR, MEEEEN, R
SR EILPEE,

serial-number-from MRET R IE BRI ESI S8 LDAP BIEM AT, INRAKE X, M
TR ERIS,

subject-dn-from Bk &2 A IE BB ER DN B LDAP BHMEFR. fIRKE X,

A &1 & E & DN,

F A71. ZHVRMANERF B

Bt Ei::3T1Y

left HSERTRIEEZNBTRRAER.

ZEEIME B TFHATRIRG BRE BT R E, SLUFRY(E D and, or, xor, #
unless,

right HSERTRIEANBTRRARER.

5 A.72.logical-role-mapper Bt

Rt 70

left N EERFENERNA GRS SRE A,

ZEEIME B0 A BMSTHTIT IR, RITHES - M. BE. =M
Xor,

right NEEREANERA BRI FHEIA,

# A.73. mapped-regex-realm-mapper @t

Bt fed

delegate-realm-mapper IR EAER R AR R,

pattern EMNFARK, MELEE—NHRAET BEMBFRPIRIUL,
realm-map 15 A3 1E U S SR ER B30 4 AR R TE S RYIE

3 A.74. mechanism-provider-filtering-sasl-server-factory Attributes
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=43 sk

I=):2! R true X A/E BHENEMERNG, BRIFESHP—TIESRT
fd, ERAMED true,

ORI HERERFINGIN ZN AT IESRTIR. SFEEEESIE
FIRHAZ X LRSS, ELRARITE.,

sasl-server-factory S E L HRES SASL fRS52: T #95|F,

% A.75. mechanism-provider-filtering-sasl-server-factory i1 £33 Bt

Bt 3T

mechanism-name Ity e85 5 SASL HLEIR & FRITES.

provider-name b 7o 25 P EE B 45 1 7 4 R

provider-version AR A2 B M AN N 5 FR RO AR A

version-comparison TG MR AR E AN RFRE, RITHIEN less-than #

greater-than, 2XiA{E’} less-than,

& A.76. online-certificate-status-protocol Attributes

=13 ik
responder E = MIE B RHTHI OCSP Responder URI,
responder-certificate IR K E X responder-keystore, iR ik &S EE

responseer-keystore = trust-manager & Z i,

responder-keystore R EIEPHERBEHEWE, ©HE L responder-
certificate,

prefer-crls LENESE OCSP # CRL &I, <ESVHA OCSP M, %
15 prefer-crls %4 true £, & %A CRL HlH,

xR A77 PBREETREY

i Rk
action o AN PR B B 1% 58 25 AU BR RO 4E o
class-name IR 2R EE A,
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Bt ik
module FAF InEAN BRAEE SR
target-name I8 R E RSB A T RBI BT E .

3 A.78. periodic-rotating-file-audit-log Attributes
=43 sk

autoflush BEBNHITEHEREMERTERF., NREEE LEH,
Il synchronized #91E H BIAE.,

B 1/ SIMPLE #17 AR B AR R, HEMHEA JSON =ik
BANEMH,

path E N BEXXHHAE,

relative-to ALEEM. £ X BEXHHME,

suffix LGN, EREAERRINBSHES. BuIifER
java.time.format.DateTimeFormatter %=, #/&0.yyyy-
MM-dd.

SE7 NE R true, BEXHERREBNHITEHERS,

& A.79. properties-realm Btf
23:2 sk

groups-attribute ik [O#) Authorizationldentity FHIEME R, BN EEHHH
H AR BEHRE R

groups-properties SERFREHNBEME S,

users-properties SERF REBEHE M,

% A.80. properties-realm Fl /7 -properties Bt

B ek

digest-realm-name MRBEUEHEHRRLZ, AFREBLEHIBIA realm B,

path SERAF REEEN XHEER, ZXHNEE realm BFFE
EHO
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plain-text RN true, NIBMEE RIS AT X FE. ORH
false, Bilfitai#tTR&ELE, &= HEX( MD5(
username \":\" realm \":\" password))). Zi\{E" false,

relative-to ERRARNT FRITIRE R R,

# A.81. properties-realm groups-properties Attributes

path aE A REANXXHRRE.

relative-to BRRARNT FRITIRE R R

% A.82. provider-http-server-mechanism-factory Attributes

providers ATFEMARMENE. NRKEE, FEALBEEMOENRE

ﬁu %o

5 A.83. provider-loader Attributes

S Y% Provider LA E (%8 S,

class-names EMEMNENENTEREREIIIR, XESERSMEEZA
MRV EINE, FEGImmEEEEHUE,

& B ERHEFVEMNERE, UMKLEE.
module B M INEHR A2 FF BRI A TR,

path BT IR IR AR R B ST ER 1R

relative-to BB XX B E AR,

% A.84. provider-sasl-server-factory Attributes

providers AT EMRRNHENE, WMRKREE, FHEREREMEMHL
IS
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5 A.85. regex-principal-transformer Attributes

pattern AFEMESEHMBIERDBIENFRIARN

replace-all INFR N true, [FEMAARIMEXCE, R 7 false, MY
BiE—NHEIR, RKINMES false,

B RFEHIE.

5 A.86. regex-role-mapper B

pattern AFLEABWIENRKAR, NRERBESHPHER B RIS
A, ERLMERARK. flm, EEAE (30 "app-admin,
"batch-admin" EHBEEMIKFERR) , HEAER .*~([a-
z]")$,

i BMTERETMERFS, EUUMEABEEFEEHR, HEIAM
pattern BB ENENRANHIKAH, Flg0, ELEAE
XA, AT LAEA $1 kIBRE— NI group the group the
the string "admin", A5 "app-admin” #1 "batch-admin",

keep-non-mapped FHEX N true LURE 5 pattern B 15 EMENIRA R RITE
A,

# A.87.regex-validating-principal-transformer Attributes

MRH true, ZEAMNII 54 EBRR CE F BEMIISIE, RN
false, Z&MMINSAEERRCEF BEKIITIE, BRIMERN
true,

pattern FHEHBRFERAMENRER,

3 A.88. SASL-authentication-factory Bt

mechanism-configurations HEFIFINEETIR.
sasl-server-factory SASL AR5 385X HHR K,
security-domain 5 iR R R 215,
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3 A.89. SASL-authentication-factory mechanism-configurations Bt

Bt fid
credential-security-factory A FIREN I ZRRIEIENE L2 AR,
final-principal-transformer R F HAEIER & e — 1 E B L8R,
host-name tEEN AEBEN .
mechanism-name WEE XN AEREERMBINE, MREARLEYE, Ne/T
BCAEAIHL I & 75,
mechanism-realm-configurations HUEIERARRY realm BFFRYE AR,
protocol IS & & A BTl
post-realm-principal-transformer WA R B N AR AL 2R,
pre-realm-principal-transformer TEFE T 3iA N A E i R,
realm-mapper ML A B realm mapper.

# A.90. SASL-authentication-factory mechanism-configurations mechanism-realm-
configurations Bt

B fik

final-principal-transformer N FHAEIER & e — 1 E B L85,
post-realm-principal-transformer WS R B N AR AL 2R,
pre-realm-principal-transformer TEIEFE T A R A ARG 435,
realm-mapper ML AR realm mapper.
realm-name E RN DRI B R,

& A.91. secret-key-credential-store Attributes

s s

create INREARFHE ELytron QIREARETE, NFEK ) false, BRIAE
7 true,

default-alias BOAE BB A2 2. BINED key,
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=43 Uiy

key-size ERBHBIKRN, BRINKIND 256 fit, ERILUFEIZ AT Z
e 128
o 192
e 256

path EIFFHERERR,

populate NREIEEFAEE default-alias, NILEMIER Elytron 2%

Rz, BILMEZ true.

relative-to MR EIE XK ENEI A, LB BEAETT.

& A.92. server-ssl-context Bt
B ik

authentication-optional MPN REFEERFWHIES, WAKEHLEERE, XF, S22
AR P iRIE B, BEEREIGAEMIGIENS, MREEFR,
XRETEKBEREEN T REM. KINEH false,

cipher-suite-filter ZENATIERIEESANELES, WiTIEERAUESS
R, ESHNERIRITEIIR, B IE A LUZE OpenSSL ##
KUBHEEMHRR, bk SSL/TLS BRILEHLH, thallExh
F, W TLSv1.25k DES, STEHXHEFIIRUK GIRTIELRH
#15, 1§8% CipherSuiteSelector 2/ Javadoc ., ZRIAE
7 DEFAULT, et FrA%E NULL BB inEs, FHiF
BRi%AE BRI AIMEES.

final-principal-transformer R F A EIER & e — > E B L8R,

key-manager £%7E SSLContext F{EAMEZEEIR,
maximum-session-cache-size BIRFHRK SSL/TLS RIGHE.

need-client-auth Ry true, 7£ SSLEFHFERIRILT, BRBEAEEIRIE

PHNERRIES, BINED false,

post-realm-principal-transformer WIS R B N AR E AL 2R,
pre-realm-principal-transformer TEIRFR 7 BRI N A E L3R,
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Bt

P

provider-name

providers

realm-mapper

security-domain

session-timeout

trust-manager

use-cipher-suites-order

want-client-auth

wrap

Py

=
CN

sk

B RN, RYreEmia SSLv2, SSLv3, TLSvi1,
TLSv1.1, TLSv1.2, TLSv1.3. Zi\Jy=F TLSv1,
TLSv1.1, TLSv1.2, #1 TLSv1.3,

DIk

H
=

Mg T A A SSLv2, SSLv3 #1

TLSV1.0, LUMETEFRE =42 Be
FAZEA TLSVII 3% TLSVI.2,

ZEANHRNVENAN. MRREE, NREREEFNAMER
HI2FER %4 2 SSLContext.

ERENE T 0% SSLContext #9 Provider[] HI1Z T2 FE & #5.
FAF SSL W iEr i a2,

£ SSL/TLS RiFEI I BHAFHMIIENR L,

SSL/TLS i8I,

% SSLContext FfE FARY trust-manager 895 .

R true, NIFEARS 2P ELHNBEBEHITF, MRN
false, FHEAZE - IRRHNBBESIUF, FIAED true,

MR H true, MEEE SSL EFHIEREIHILEPBERENE
B, WMRB|IRALeEIFXiE X509 iFHE, NEBESHEHKLE R
true, %i%& T need-client-auth i, X&#H 2, ZIAMEN
false.

A true, NREH SSLEngine. SSLSocket 1
SSLServerSocket S tRERE, LS —F Bk, BIAE
 false,

server-ssl-context #J realm mapper f1E B2 23 BMHEGERA T SASL EXTERNAL #1
#l, HAPWIEEREEEESREIE, HTTP CLIENT-CERT B KIEIXETE http-
" authentication-factory HEC &,

5 A.93. service-loader-http-server-mechanism-factory Attributes
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4.3 Wi
module FI T IKER N0 M S AR, NSRRI R BN FORM %
IERIE T OESIE e

# A.94. service-loader-sasl-server-factory Attributes

s fed
module FFIRERINER R N BRI, IR B IR EEME TR
INEANEE R INEIR.

% A.95. simple-permission-mapper Bt
=3 ok

mapping-mode EZ A TECIIR N FE ARSI ER . fUFRI(E N are, and, or,
xor, unless, fifirst, BIAEZE B—1

U BRBR & TE BT BRBR AT SRR

5 A.96. simple-permission-mapper f{BR Bt
Bt ik

permission-sets IEER ZE A BRI RS, TURER AT H B 2EIR,
permission-sets AT LIRALLTEN :

e permission-set

T RREERIBIF,
BE
permissions B 2% M, 3# permission-
sets i,
EL7N TEBRI TR F LI EARTIR, MREFPERSTIRPEMRM—

MBS, NIELEBBIERIIR,

roles FERSTRAT BN A BIIR, MRHBDEIIRPENTRE
B 5 L,

5 A.97. simple-regex-realm-mapper Bt
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=3 ik
delegate-realm-mapper MREEFER EXCENESRNER,
pattern ENFRZER, BEL>BE—NRRET EM AT IREUR,

% A.98. simple-role-decoder Attributes
s fik

attribute SMEEERNEABNELERT.

2 A.99. source-address-role-decoder Attributes

Bt 3T

pattern BER i P it s E AR R S in 1P iR IENIZRIA .,
source-address BER IR IP il

roles RHUELEAAFANAEIIR, NREF R IP it 5 pattern

B M= source-address B 418 ERI{EITHED,

k

Y
p
:

R 71 source-address B %Sk pattern B EDIEE—DIP ik, BN, EEER
BESIHRN P ik M RPCRE,

¢l

% A.100. syslog-audit-log B

Bt TR
B HITEHRIZICFAIE R
SRHE
e JSON
e SIMPLE
EIME -
e SIMPLE
host-name EER AL £ E syslog RS BWAME S HHHEN A,
port syslog AR5 28 L9 IR O,
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4.3 Wi

reconnect-attempts Elytron $F7E X £ E T 2A syslog AR 5588 A % EELH BHIREL
ERR, REFEAMELHETIZ UDP I, LLEMMEFEY.

XFEFHE

o {Ef IEEEHK (K,

o -1 RREREIEZEZ I,
ROAE -

e 0

server-address syslog fRS5 259 IP itk sk — AT B Java B9
InetAddress.getByName() 75 %2894 7.

ssl-context FEREE syslog FRSS BRFTEAM SSL LT, RATE Fh XE N
SSL_TCPH, FEZIEM,

syslog-format FAFHER 1T E 4R RFC 48,
LRI
e RFC3164
e RFC5424
BRINE :

e RFC5424

{4 AT E syslog FR% B HIIEHEL
SR -
e SSL_TCP
e TCP
e UDP
BRI :
e TCP

xR A0l XHHITTAKICKEBY

Rt i
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=43 sk

autoflush BEBNMHITEHEREMERTERF., NREEE LEH,
I synchronized #9{E N BRINE,

B 249\ {85 SIMPLE, £/ SIMPLE #17 A K Al i st AR =,
FHEFEAH JSON EFiEHEN EMH,

path E X BEXHHALE
relative-to mikEM., € XHEXHEHAMAE
k7 ZINE N true, BEXHHRFTESNHITEHEERS,

F A102. KM BB

=43 sk

autoflush BEBNHITEHEREMERTERF., NREEE LEH,
I synchronized #9{E N BRINE,

B 249\ fE% SIMPLE, £/ SIMPLE #17 A K Al i St AR =,
FHEFEA JSON FiEENEMH,

max-backup-index RN EONRRER. BRIMER 1,

path E X BEXHMALE,

relative-to EEM, X AEXHNME,

rotate-on-boot KINERT, HEEHSOIRSEERN, Elytron FROUEHFIEEK

X, fFHEMRE true UERSBEFN L HEE,

rotate-size BEXHEREBERA RN &ERAKD, BRIMESN 10m, 10
MB, fEAALMER k. g bt HTE X AENRAKN, &
PDEXBES/NEFFFHIEE BAL,

suffix EEM, EREASRRNBHER, EuER
java.text.format.DateTimeFormatter 1=, #l40.yyyy-
MM-dd-HH.

SE7 EINE R true, BEEXHERREBNHITEHERS,

2 A.103. token-realm EtE

236



Mk A. SERE

Bt fed
jwt BT SETSENESEHERMNSRRIIESS, ZERE

JWT/IWS TR IR R 25 hE,

oauth2-introspection BFE5EETSENESEEANSEEIESE, 123503 OAuth2
Vil 45k, FEAS RFC-7662 OAuth2 % ## Introspection #1358
A B9 R ATHIE,

principal-claim R iZ SR E R BN EBR . Bilh AP 4.

# A.104. token-realm jwt Bt

=43 sk

SRS AR ESFHITRNFRFRIR, FERUE JWT GRS, 2T
BF—1aud 58, EPESLEXHEZ—,.

certificate A RAMNBAFEMEBIER R, ZBHFEEB key-store
BHEE Lo
client-ssl-context AT JSON Web BHH(JWK) B9 SSL £, XALE#ER

jKu (JSON Key URL)TLkSE# URL FRER T hEISIERI A EH,

host-name-verification-policy —NRBg, AT ENIEFERIZFE JSON Web Keys B an{ar 4 ik 3
M BBIZERE, BB RBEU T EZ—
e ANY, ZHFHLBEIE,

e DEFAULT, ©ErRLUE4EMIEHFEREENEIBIEST
PCECHYIE R,

issuer RRMEBLZFNES L ENEFTRIIR, ERUE IJWT ShEE, %
MBAE—1iss B, HEbhaStiE LHEz—.

key-store R MER NS B R HBIEB B HEME. LB K certificate
Bt AE 2H NERER.

public-key PEM AR R, ERILIRRHD, MREHRT LW, BRETLE
MR A B (ESRRIEE 2

S, EAILUE L —BEHEE AL REBAH, XE
REFRREZE KD (9 ID) FEANIER FRIESHE.

& A.105. token-realm oauth2-introspection Attributes
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Bt 3T

client-id OAuth2 AR 5528 £ BIZ FImBI PR IR AT,

client-secret B ImBIE,

client-ssl-context MRAAIHREA HTTPS, NIHEA SSL £ X,

host-name-verification-policy E N AEHER HTTPS B a0k N AR, S LUNBMEEE
LI E~Z— :

e ANY, ZEREMAKIL,
e DEFAULT, B LUE4MIEBFIEREENFBIESRT

Ui P
introspection-url SN ARSI URL,
5 A.106. trust-manager B
B ek
BiE BT 012 EZ TrustManager factory BIBEEZ R, X2 JDK

248, Ft0, A SunJSSE B UDK 124t T PKIX #1
SunX509 &%, B* SunJSSE BIEAIE R, EE M Java 22
EEFY B(JSSE)ZEKE,

alias-filter ERTMRAEMERLDIM A ERIES. XA LUEES DR
#H%k, AFRESUTERZ—
e ALL:-alias1:-alias2

o NONE:+alias1:+alias2

certificate-revocation-list EREEEEST LR EMIEPHEEEYIR, certificate-
revocation-list WE A :

e maximum-cert-path - IFBREFAIFEMRAIES
EE"JEP IEJ:LIE:HO %ki}\fﬁﬂﬁ 50 (Eﬁ}zﬁo E tl’USt-
managder+ {#FH maximum-cert-path,

o path - BFHRILIRHRZFRIECE X HHIERE,

o relative-to - iE HHIHTIR TR EARIRE,

MFRZER, FHAERILBREESIR,

key-store xf A F#R{LEZ TrustManagerFactory i key-store #95]
F.
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Mk A. SERE

4.3 Wi

maximum-cert-path INEER R ] LAIFER R RIS L BHEIEH. BIAMES 5.

LEEMEE M JBoss EAP 7.3 4 trust-manager HH)
certificate-revocation-list # %l trust-manager . 1 T7H
ERE, BUtASHIIE certificate-revocation-list 1, T—
#, 7% trust-manager #{&f maximum-cert-path,

1f trust-manager =X certificate-revocation-
list 3% H E L HE HH maximum-cert-

path,
only-leaf-cert REEMIEBEHRS, X2/ ahtEHE. BKiIAMES false,
provider-name AF 02 %2 TrustManager factory BIHER BG & FR.
providers S LURIEEE)Z TrustManagerFactory i Z & R
Provider[].
soft-fail LiZE N true I, #BZHERMBEAREMIES, XR—NH%E

B, EINEH false,

& A.107. x500-attribute-principal-decoder Attributes

B Hah
attribute-name FEIRHRI X.500 BHENETR. XA {FEA oid BHEEE .
convert LIKE N true B, INRFARERIGERDRE S EEREH A

X500Principal, =AM LT AR, MREHK
W, REAERRIEER.

joiner MARFRER, BIAMERNTR ()

RAHES EMHHNBEENRAHE, BRINMEH 2147483647,

oid ERRETHY X.500 B OID, Xt A& attribute-name B4

required-attributes FHRPRIFENBERIRIR

required-oids FHRPRITFEREMER OID 5%k,

reverse IR M true, NIEMERHZRERITELEHRE., BRIAES
false.
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=43 sk

start-segment REMPEMER Tk, XERETFTEMES], BIMEN O,

# A.108. x509-subject-alternative-name-evidence-decoder Attributes

Bt 3T
alt-name-type FUERBMEE, WIRUTEFABEREHRZ— !

o directoryName
e dNSName

e iPAddress

e registeredID
o rfc822Name

uniformResourceldentifier

ERNBBIE,
2124 . e
o EF 0 WIMTE &P AIIHTI,

o MRATERBESANTUET, NEALEME. FINED O,

A.2. FRiE R FIEL1E LU {6 FH BOUNCYCASTLE LN

IR LS JBoss EAP REFAZE 78 A BouncyCastle i85, ZLI§FRIRMt Bouncy Castle JARs, &/l
E1#M Bouncy Castle KEY,

BE
L3157 BouncyCastle IRE N, W/ifEHH Java 8, E BouncyCastle APl REEIAIE
y Java 8,

1. 7EEBY UDK B classpath @& BouncyCastle JARs, LA be-fips #1 betls-fips FF2k, XIF Java
8, IX@itfF JAR XHRTE $JAVA_HOME/lib/ext A3 =L,

2. FRUTE—FZE, EEB Java REEE XA 21E BouncyCastle 1/ 7F :

o DK HiZE T — 1 BUIABLE X {4 java.security, F R E#H N E S BouncyCastle 12412 %.
MR SBEEERAMRLEEXE, NIFEALXH. BXREXHNAMAE, FEE JOK HNEN
=P

o EVHEN Java REFEBEXXH, F@iLHM-
Djava.security.properties==/path/to/java.security.properties R EMH X5 HE,
FERANNESSIAN, RAKEWRES, FEIUEASIAXHHE L WRHERER, FH—
NESH, #07E -Djava.security.properties=/path/to/java.security.properties 71—+, ]
RUEFMMBIINREXHF, EEFEREIMDXGRIEERAN LR H, £F
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ETRZERENR—ENLZTHS JVM B, ETRER.
THERT —PEGXERHEFRBIECE .

Pl : BuncyCastle Z£%KB&

# We can override the values in the JRE_HOME/lib/security/java.security

# file here. If both properties files specify values for the same key, the

# value from the command-line properties file is selected, as it is the last

# one loaded. We can reorder and change security providers in this file.
security.provider.1=org.bouncycastle.jcajce.provider.BouncyCastleFipsProvider
security.provider.2=org.bouncycastle.jsse.provider.BouncyCastleJsseProvider fips:BCFIPS
security.provider.3=sun.security.provider.Sun
security.provider.4=com.sun.crypto.provider.SunJCE

# This is a comma-separated list of algorithm and/or algorithm:provider
# entries.

#

securerandom.strongAlgorithms=DEFAULT:BCFIPS

BF

INREBHFHBOABE XXM, N4 BIFTE HAth security.provider.X 17 (40
security.provider.2) WIiREHE XMWE, UBRZEHEEFESMLEN. M
N B I BB ME— L5

3. J¥ elytron FRSEE 7y 5@ H BouncyCastle IR#ti2F, RIMERT, REEE NEH
elytron 1 openssl 212, FNiASFE— TLS BUSCHN, EIZEERA OpenSSL 1 LAAF
{8 Bouncy Castle BY TLS £,

I /subsystem=elytron:write-attribute(name=final-providers,value=elytron)

4. BFTINEARSS 28 LUE R R AR,

I reload

A.3.SASL BRI iENLHISE

A.3.1. ¥ SASL B a5 ENLHIB 0 H

£ XRER P23 32

Ef X

DIGEST-SHA-512 BT XF, BEBIREM IANA &R,
DIGEST-SHA-256 BT ¥, EBERIRZM IANA &FF,
DIGEST-SHA BT 3F, BEBIREM IANA &R,
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BFR XRER P23
DIGEST-MD5 xH
EXTERNAL xH
GS2-KRB5 <Hr
GS2-KRB5-PLUS xH
GSSAPI xHr
JBOSS-LOCAL-USER X XFE, (BERTREAM IANA £ 75,
OAUTHBEARER <H
oTP 3 Hr
PLAIN xH
SCRAM-SHA-1 3Hr
SCRAM-SHA-1-PLUS xHr
SCRAM-SHA-256 <H
SCRAM-SHA-256-PLUS xH
SCRAM-SHA-384 X
SCRAM-SHA-384-PLUS xHr
SCRAM-SHA-512 <Hr
SCRAM-SHA-512-PLUS xH
9798-U-RSA-SHAI-ENC 3 Hr
9798-M-RSA-SHAI-ENC xHr
9798-U-DSA-SHAI S
9798-M-DSA-SHAI 3 Hr
9798-U-ECDSA-SHAI 3 Hr
9798-M-ECDSA-SHAI 3 Hr
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TERILAE Java XX# BT Java SASL FEALE B MHEFIZR . TRAFIE T EHAit JBoss EAP T H

SASL SpEIENLEIE M,

5% A.109. SASL Bt SASL MLz E 3t 2 A

o

/iR ik

com.sun.security.sasl.digest.realm

com.sun.security.sasl.digest.utf8

wildfly.sasl.authentication-timeout

wildfly.sasl.channel-binding-
required

wildfly.sasl.digest.alternative_protoc
ols

wildfly.sasl.gssapi.client.delegate-
credential

wildfly.sasl.gs2.client.delegate-
credential

wildfly.sasl.local-user.challenge-
path

wildfly.sasl.local-user.default-user

Server

client, server

Server

client, server

Server

& i

& i

Server

Server

FLE SASL HLEIER (8 K% Oracle JDK 1RHEHY
DIGEST-MD5 &%) Ml ER AT sERIAR 55 2515451
R, B realm LR IAEEZHRZRF(U+0020)9 .

F L SASL HlHIFERE, S3EAKZ % Oracle JDK 121HY
DIGEST-MD5 &%, LUEBRE RRHMLEM UTF-8
FRFRILTIFEERIABY Latin-1/1SO-8859-1 Fifd, BRI
&} true,

BR S5 22 N TE % K Rl R L B R 36 IF it Bt R (1A
MWhEAL) . BRIAMEN 150 #,

R EX FIEHENNE. E)true RFRM
EHE, FAECEIRDINEYE, RTITIEEM
EHE,

RN RRIIRK, XL ATEMNE P iRE
YRBgri N R, FIRAT AR ZEME,. &5, HIRFH
L9 FFEO%R1T.

187 GSSAPI I R EXZ/HEIEERE. WMRKEEN
true, NIEREBMENIHERA RS 25,

INR{# M javax.security.sasl.credentials E %12
it GSSCredential, NItLEMEBRILS true, T,
EIME T false,

EBE GS2 FI BB FEIERIR. MRFXEN true,
SR ME F im s AR 55 25

R {# A CredentialCallback 12t

GSSCredential, NJLLEHEEINS true, TN, 2K
INE ) false,

BERS SREEPERFIASEHNE T, BIMERD
java.io.tmpdir 25 E %,

T silent B3 5IERI A F £,
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/MRS

a

wildfly.sasl.local-user.quiet-auth B FAMAE A silent B2501E, ERIME N true,

HER, MRRPHARE LLBEEFBEE P mERE P
ETEVHNIEESRS A%, Jakarta Enterprise Beans
B MRS SRR ABHRA SR,

wildfly.sasl.local-user.use-secure- Server BERS B/ECEUAN 2EFERARENENETFE
random B35, BRIAMEDN true,
wildfly.sasl.mechanism-query-all client, server ERANGREIFF A A RE X FFRIMLEI 2 FR, TR EHFE
HAE T E M.
LE MRS
SaslServerFactory#getMechanismNames(Ma
o

SaslClientonnectionFactoryy#getMechanism
Names(Map) i/, *fF Elytron-provided SASL T

I

wildfly.sasl.otp.alternate-dictionary B ) OTP SASL HlflfR it T8, BNFHRNITAZ
B2 (U+0020) 2 FE.

wildfly.sasl.relax-compliance Server SASL MEIRHIEERELITH, HFEIBZITHEMER

By ERR, HE5HE SASLNFIRER, Hp—LE
KGR, RILEBMEI true, NIEH T
&, EASEERAERAR., FILED false.

wildfly.sasl.scram.min-iteration- client, server ~ FiF SCRAM BI&/NMERTTEL. BRIME S 4096,
count

wildfly.sasl.scram.max-iteration- client, server  FiF SCRAM Mg KER T8, BIMEH 32786,
count

wildfly.sasl.secure-rng client, server  EfEF# SecureRandom LEHE LA, FERAL

BT LIRS RE.

wildfly.security.sasl.digest.ciphers client, server  BE#[RHI SASL HHIZFHHHILERNEZ S 2R,

& AN0. B RIEIEER SASL Bt

B ii/BRS5

o

wildfly.sasl.principal B SBEMI SASL B Fimds ik F s Fim E A,
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& P/ BRSS
=
wildfly.sasl.security-identity Server SDETEMIN SASL RS BRIHF D FILE AL LS
2

A.4. ZE2TFINSE

JBoss EAP i £ sh SIS HHE LHHELIRE, SMHEBEETRNEME, BIUER tab thEk0
HE X HINFIR S MHER,

R A1, Universal 28

=43 30

--mechanism EED ARG, BET, SX¥F SASL SMNIEHHIZFF
SASL #l#l 575=%1 BASIC. CLIENT_CERT.
DIGEST. DIGEST. DIGEST-SHA-256 1 FORMHTTP &7
FrEAL A

--no-reload MRIEE, RESB[IAXERLHDTHRIEEFME.

RETHIHNESE
UTREHNAERENS : el RIEEDESHEITA.

& A112. key-store Realm

=43 sk

--key-store-name EEFEEHNIAEBAFENSET. W0R --key-store-realm-
name F~fF EXTERNAL SASL #1#s% CLIENT_CERT HTTP
M, MsIEEE.

--key-store-realm-name EEBHENIEBEIEENETR. SR -key-store-name
RFF EXTERNAL SASL #1415 CLIENT_CERT HTTP #]
4, MBFIRES.

--roles E XS HAIF M RKBLLE S AR A BIIRN LS, MR
RAENAACRNEFESEEAGIR, NIFERHFH2E—T
ABRRNER.

F AN3. XHRSE Realm

B ek
--exposed-realm AFEE RS,
--file-system-realm-name SSRGS B R,
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=43 sk

--user-role-decoder AFMAFE#EFERRACHNAGRILDSENENR, REEEET -
-file-system-realm-name i, tbEMF2FEMA,

R AN4. Realm BT

B ek

--exposed-realm NFERPRE, XNMERTS R BM X E L realm-
name [tfg,

--groups-properties-file 2B 3E groups B (K FERERME) Sroles (XfF undertow
AR 55 28 BB M ST RO BR AR o

--properties-realm-name A B IS F5,

--relative-to % --group-properties-file 1 --users-properties-file #J

BE, GEMENTFREBME,

--users-properties-file SERA BN IR R,

xR ANG. HiEtd

2352 fask

--management-interface AFEEEESMRIFMSHNEEZD, il http-
interface.

--new-auth-factory-name BFERESMBEIET &M, MREEEN, NEHES
o

--new-realm-name FFIEE R MY realm FHRMEH, REBEEL, NBESHH
AR,

--new-security-domain ATFEEREENET. NREEENL, NBhIELM,

--super-user fERB AP RECEAA -, =AF JBOSS-LOCAL-
USER #1%1,

A.5.ELYTRON CLIENT SIDE ONE WAY 7=
BEMRS 2 SSL L X /E, MRARE, FSURNIAEE. Elytron &k SSL £ XA MREEE X4

i, REMNEHE CLIHIT, MMmeERNIHRSSHREE, XESRBESTHRSHMLE, FERSHE
EFmE (MmELE) .
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1 MRRFSHRAFHESHERE, WAZET—F ; S, QRS FBRAFME.

$ keytool -genkeypair -alias localhost -keyalg RSA -keysize 1024 -validity 365 -keystore
server.keystore.jks -dname "CN=localhost" -keypass secret -storepass secret

2. MREBLESHTIRSSHIES, NWHET—F ; BN, FHRSSHIES.

$ keytool -exportcert -keystore server.keystore.jks -alias localhost -keypass secret -
storepass secret -file server.cer

3. FRFF/IULT S ARE P IHRIEEFME S,

$ keytool -importcert -keystore client.truststore.jks -storepass secret -alias localhost -
trustcacerts -file server.cer

4. 7£ example-security.xml A7 & Pk SSL LT3, EEEXHEE—1 Elytron
authentication-client, ©7E& 7 AT HILERN MU SSL BEE, T XHERTELE
P SSL £ FXHBHEN -

<?xml version="1.0" encoding="UTF-8"7>

<configuration>
<authentication-client xmins="urn:elytron:client:1.2">
<key-stores>
<key-store name="clientStore" type="jks" >
<file name="/path/to/client.truststore.jks"/>
<key-store-clear-password password="secret" />
</key-store>
</key-stores>
<ssl-contexts>
<ssl-context name="client-SSL-context">
<trust-store key-store-name="clientStore" />
</ssl-context>
</ssl-contexts>
<ssl-context-rules>
<rule use-ssl-context="client-SSL-context" />
</ssl-context-rules>
</authentication-client>
</configuration>

5 FREECL, 5IBEFHUBHXEHFHZHIG RS S, U TeSREERB@HINIT whoami
AN

Mo

$ EAP_HOME/bin/jboss-cli.sh -¢ --controller=remote+https://127.0.0.1:9993 -
Dwildfly.config.url=/path/to/example-security.xml :whoami

A.6. ELYTRON & fim 5 AR5l

EMRS 2 SSL L X /E, MRARE, FSURNIAEE. Elytron &k SSL £ XA MRAEEE X4
i, REMNEHE CLIHIT, MMmeERIIHRSSHREE, XESRBESTHRSHHLE, FERSHE
EFmE (mELE) .

1 MRRFSHHNE A IRBAEMEEE, WRET—F ; BN, CIRRSHFMNEimBHEN,
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$ keytool -genkeypair -alias localhost -keyalg RSA -keysize 1024 -validity 365 -keystore
server.keystore.jks -dname "CN=localhost" -keypass secret -storepass secret

$ keytool -genkeypair -alias client -keyalg RSA -keysize 1024 -validity 365 -keystore
client.keystore.jks -dname "CN=client" -keypass secret -storepass secret

2. MREBLESHTIRFSSMBEAWIES, NALET—F ; B, FHRSHFHNE RIS,

$ keytool -exportcert -keystore server.keystore.jks -alias localhost -keypass secret -
storepass secret -file server.cer

$ keytool -exportcert -keystore client.keystore.jks -alias client -keypass secret -storepass
secret -file client.cer

3. FERFSF/IULET S ARE P IHRIEEFME S,

$ keytool -importcert -keystore client.truststore.jks -storepass secret -alias localhost -
trustcacerts -file server.cer

4. FEAIWIED S ARIRSHJNOEETFHEP.

$ keytool -importcert -keystore server.truststore.jks -storepass secret -alias client -
trustcacerts -file client.cer

5. 7t example-security.xml 7% & Fik SSL LT3, WEEXHEE—1 Elytron
authentication-client, ©7E 7 AT HILERN MU SSL BEE, T XHERTELE
P SSL £ FXHBHEN -

<?xml version="1.0" encoding="UTF-8"?>

<configuration>
<authentication-client xmins="urn:elytron:client:1.2">
<key-stores>
<key-store name="clientStore" type="jks" >
<file name="/path/to/client.truststore.jks"/>
<key-store-clear-password password="secret" />
</key-store>
</key-stores>
<key-store name="clientKeyStore" type="jks" >
<file name="/path/to/client.keystore.jks"/>
<key-store-clear-password password="secret" />
</key-store>
<ssl-contexts>
<ssl-context name="client-SSL-context">
<trust-store key-store-name="clientStore" />
<key-store-ssl-certificate key-store-name="clientKeyStore" alias="client">
<key-store-clear-password password="secret" />
</key-store-ssl-certificate>
</ssl-context>
</ssl-contexts>
<ssl-context-rules>
<rule use-ssl-context="client-SSL-context" />
</ssl-context-rules>
</authentication-client>
</configuration>
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6. FAEE CLI, 5|BHUBMNXHHZATRRS 2R, U TamaiinERAmFHNIT whoami &
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