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IR E X JBOSS EAP X #4HY = I

EREHEIRHBOA X, 1EEFE Red Hat JIRA K P HIRRZ A, M1RERHE Red Hat Jira k7, &
RRIERIE—NK

% =3
1 BT aEE DUOIEE ticket,
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28 13 4 KERBEROS DEEPER DIVE FJ SSO

1.1. SSO #1 KERBEROS &1+ 4. 7
JBoss EAP 2Ry #53 B # s B S (SSO)H Kerberos R RHE T Hi s B 5% (SSO)H Kerberos BE A

A=
B o

1.2. KERBEROS 4 {4

Kerberos & & & —F L&Y, BiTEA secret-key MNEE NE Fim/IRSS 25N AR B BB EHKIL,
Kerberos @& AT XM S EE T HM%IE, B@dFERA—LHEMTE, eaBFXE T
Web R BB ERIIEFH —2H Web N FIRAE SSO, XEFR EATEHESEML BT HHNKIENBAF T
BEif|A] Web N ARRFHMLZ LR, MEEEHRMSMEIL. KBS ANETFEEMW SSO, RNEAF2E
AEFEEMNSMRIFNEHTEHREIE, FH Web NAEEFAESHNRIFSEIZIE, X5H#M
SSO Ml (WEFHEERE SSO) AR, FBE @I IR UER P %54 ShE,

Kerberos MY E X T BE SR IEFRIN R ER LAY -

=ik
ticket B—MRETEMN, Kerberos AT X EE L FEMDLIERIFLUREK,
HHRUEARSS

BRIIARF(AS)EERERERMANFEE R, FNRIERS NI REAXRERFRETCT), X2R
ERER T RS MREE 77 R ARSS F BRI TR R Y,

ticket % F RS

ZERFRS (TCS) M Tt A ERMMA125{ i M BIrR S S A HIRS ZRMFENRIEHER. XETH
FHRRHBN TCT MBMMER. AR, BRALRSFFENKEEDEISBIMAZER, FHUiRIMERN
K@ﬂﬁ%_ﬁm Iﬁo

RS X il

KD X A0 (KDC)RRFTAE, TGS # AS B92H#F, KDC URE M imsEELURIRS BRHL 2RSS ZH
1T Kerberos B0 UEFFER=PERD

ticket I FEE

RFPEHE(TCT)Z AS MEKRLHNERERE, TCT Bl HRA LB AS BIhi# T T RIEEHK
BT TGT, TGT HEFmAEAMLRE, BLINERE, REKDC AUENEHBEFIHTEL, X7
¥ AS 7E TCT R £FMIRNBEMAEMESR, #TCS &AM, FHik TGS s A LLEIEMHRIUR
Ko

Service Ticket

FZHE (ST)RET TGS B TCT M B rtthm AL HARERE, Ty TGS =R TGT FFH]
E E’Jiﬂa TGS I E AR E T LURSE TCT FERAEIED; W B89th, MRMIN, TGS R ANFimH B
HpRS5 3R (BIE2ARRTRSHHRARS ) BEAMAH ST, XRFEFmA B IRIRS 28915 AL
PR, ST HE A InMRSR%ET, FETHEARMRSSHEER, HEa8SRTE M IHMNRSHREEBEN

RIHER.
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Kerberos SM%5E) DNS KB Z A XBHIKR R, FlN, HEFAIWRRECATZITHIENN
B KDC B, RHE LRI, Rib, SUEIEBEERR Kerberos IXEZ S HIFTA
DNS iXi&, LAARE IR ERE,

1.3. HthH 4

FRT Kerberos ZH{&4, EEHMLANTIEF/S B JBoss EAP B Kerberos SSO,

1.3.1. SPNEGO

4 B Z R 1789 GSSAPI 1#E## (SPNEGO)IRM 7 —F#lEl, AT FY BET Kerberos BYH s &KL
18, #tWeb NAREEHERA,

SPNEGO 2% Fimh A A FRRSHFINIER FHEMIIEA R, BE - imhAMNRS S Z{EREE
i, AIEAX—RA, BERBTHERLSTFNFHEIENIL. SPNEGO HBER - inh ARF RS %
Z [ABE A GSSAPI Hlil, RENEDEEMAAEREEF.

YURFPIRITENENNA (30 Web JI'%2%) 10 Web BRSS 25 ERIZRIPTUENS, ARSS 28T BN 1%
B, RS, NMARRFEM Kerberos KDC KRS ZE. HKINEEE, NARRMEURI{EH SPNEGO
FIERITE, FEIMEERNEAZDE Web N A, Z21TE8ZBH Web N AR Web B 23 14615 K F 2t
S EFEFITEMIE, BRRIERE, IR UiRIR,

SPNEGO 5B REIM Kerberos IRt & 1E, SFELLIER ) Linux FEE B Kerberos fRS5# Kerberos
RS2 (E112 Microsoft Active Directory IS ERIIZERLERSD)

1.3.2. JBoss Negotiation

JBoss Negotiation & JBoss EAP B —NMEZR, REFHEIERRFF Jakarta SIS UEESRER, L
¥ JBoss EAP I SPNEGO, JBoss (NS4 BE FREMIBMRZOERE S ML —EER,

B X Jakarta BMRFRIEERERNEZER, 1HSW JBoss EAP B2 1B H HIF L LI/ 2+
HET,

{8 JBoss Negotiation {#F LN A (40 REST Web BR%S) B, AIBERTEBHTET A RG]
B—MHZENRNEGFHRFIT RS, SESmAHIERE, B 30 98, X5FERER
BREIEHRIF N ANTHEIT AR, EEFARB TEMITHANATE, K JBoss E2TE
FERKTERAEF I EENRE, BRI ERIERTEMNIT N,

1.4. KERBEROS %%

Kerberos 58 1% Red Hat Enterprise Linux % Linux & 1ThRIERTFZIRIER TR, Kerberos th2
Microsoft Active Directory BISEEEH IR, FZEIZLIE B kARG ZFHFLLIE IDM BIZ ¥,

1.5. KERBEROS #la°}y JBOSS EAP 12t SSO ?

Kerberos @17 A& FimfliR %S 2s 4 H KDC 248, REETFTEMEA SSO, JBoss EAP AJLLENEE O E
REEMBICRIEHERABRNER, SREINERRE. £ T JBoss EAP I E S A X EER

ZHI, EIFFEEIMNFMM T A HIXEERNAR, URAFER JBoss EAP B SSO 5 Kerberos BE& &
B B4 B E FNIRAY


https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/security_architecture/#declarative_security_and_jaas
https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/security_architecture/#security_domains
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1.5.1. T EF = mEH SSO F{# A Kerberos 1T &35 EFIIZAL

NIRBEFPEAEMIRAL, Kerberos kFEEB =75 KDC A TiRIARSS B F imiR Bt F R I IEFIRPOR K, X
LERED N=DHIHE

1. BRI
BEEFEVIFIMSHZ X WREFHRSH, TRERRERFRBTCHN, MiEmimEd
HEUEN SPIRIEARSS (AS) T BRIk, AS RIBECE N F D FHENIE A FIRHBI SR,
wERhEd FMNIEE, EERFAH TCT, HEAR%ERF. TCT LE8E8—LERIEER, MMERIL
f$RE PRl KDC Z FMBER L.

2. EEBF IR
ZRANRBTCT |/, EIHZuliRIZERFMRS TR, FARAEEREIM A FIRS
(TGS), &M KDC &M TGT, HEEBMhiERIRSENR(ST), TGS i mHEAIRAEN
TGT, HEIEEIREERVIMIERNTRIZE LR, W0RKIN, TGS AW ST HEMAVH
VAFE B, TGS M AFFIHMBNRSSHREUEBRIFEER, UARTHEZANZEEBE, ke
THEREHEIMMBER, XHEEFImARS 2 REEER KDC RRRENKBEFHEMREELE NS
HER, BZAINES, TGS ME®E ST NNE Fin, % ST @&8% M imfliRSSRARIERE

/CNO

3. RIAR S5 28
MEEERBELLIRS ST URSZRSBIATELEBENNG, B HINIERT U EEHZH
Vi ZEPTER. BHimE sl ST Z SR BIriRS 3. ST 2EMIZBERHM TGS K EIR
AGERMRSBAHM., BESBZHAFEAEB KDC WK EBRHMBRE P iRt ks emaitiE R,
MR, B HERIERITIRS BHSHEAE, FHEIZRS BB I E T S 5%
ik, LU, ERFIRFIARSS 282 AL T EF o LIRS T @ E,

RERERNEFHLF ETEER TCT, BERBEMITERS AS KMHRIERE, FRI
K TGCT, IANAHRRAER TEESENNERK, MELRBERZRNBIE =K
TCT Mge7, LUAERAHFAEN], FlinctRRLIa8ass Hxd,

1.5.2. Kerberos #1 JBoss EAP

JBoss EAP AT LUE R INEHIE T Kerberos £MEM SSO IMtE, FvFiXLEiERIMZEIESAIEEE JBoss
EAP 5L B9 Web N, FESRBVAIZEH, JBoss EAP SLAISECE HERES RE FRY elytron
FXRYiEE SPNEGO B Kerberos &1p551E, ECiE&E M A SPNEGO H{25uERI N A B EBE E JBoss EAP
S, AAEREE (B Kerberos BIE) , #5 KDC R EMREIERE, R, BAEAEEGEH
Web I 57285 [ ER B RN AR £ %R, JBoss EAP iR BB F 821 A R ITTBIFIR. Web J%
SIRENFE M TGT EiE, ABFHUTEFHIZINE KDC 3HMERE, LUSTER P HIRS 248, 9 ST
IREEN EERE, B2 SPNEGO &XRIE KGR ST, BIfEXEEl JBoss EAP LiZ1TH Web N,
JBoss EAP M fi# L4 SPNEGO &K, FHEAES L FXREEK elytron FREHUTE M EIE, 10K
BRIUERTN, NS&%F A5 2R R AR
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2.1 Fr BRI+

TE N7 A Kerberos B SSO & JBoss EAP K, fEER U THM
o IFIARCER Kerberos IR
® JBoss EAP Sl

o Web N AR

211.%F JBoss T ES

JBoss Negotiation Toolkit @—MAIXTE, wIEFEBIA RSN ARFES|I AL Z i FINS & 050
MEl, EFAZXR/NIE, BIFEEH, BN SPNEGO BHMEH Web N ARRFEE.

& A LLM JBoss Negotiation Toolkit 771i%/% T #; JBoss Negotiation Toolkit BT WAR X1, &N
% T E5 JBoss EAP R EIER JBoss Negotiation R AMEILEZHY JBoss Negotiation Toolkit iR 7S, £l
o, MRIEEEFEER JBoss Negotiation 3.0.4.Final-redhat-1 & JBoss EAP 7.1, NN {# M jboss-
negotiation-toolkit-3.0.4.Final.war, &I &&
EAP_HOME/modules/layers/base/org/jboss/security/negotiation/main/module.xml, &7 LUHE IE
TEE AR AH JBoss Negotiation,

2.2. KERBEROS 1%
il Kerberos 1A 5 JBoss EAP 124t SSO mpfil, Kerberos {&ifiF KDC &= 7 FI1Z M F 035 UF F1 24T

RE, XABRESW (AONEER) , FEEBEEEENLUS KDC #HTEHREIE, AEEEEMNET
INMAIECE JBoss EAP R EIEE Web N HER, EILEIE KDC # Kerberos A TE AR BT 183EE 2 N,

= -
MafEER 2R i% KDC # Kerberos 18,825 B FH ERELE.

2.3.FdE|HiR A JBOSS EAP B9 [E
JBoss EAP 7.2 Sk B hRAME B A [8]8 — LB BB X 5 :

e jboss-web.xml HFHEFEZE NegotiationAuthenticator valve, {H web.xml H7E Y #
<security-constraint> # <login-config> TTRMEFEE. T 1R REWL TTREZ IR,

e <login -config> &R # M auth-method TTHRILEE— N HES 2 FHIFIZR, SPNEGO #9841t
EIFEE, FENEEIRETIZIIRFA, NREENT FORM FHEIEENELR, N #7918
& SPNEGO,FORM,

o {#M elytron FRUH, ~FE jboss-deployment-structure.xml 3214,

2.4. fid & JBOSS EAP L4

AR LU ER B 2 UBoss EAP BN FECE N E A elytron =% (441 &% FR4:, BETEMECERENERAMN
%O


https://github.com/wildfly-security/jboss-negotiation/tree/master/jboss-negotiation-toolkit
https://repository.jboss.org/nexus/content/groups/public/org/jboss/security/jboss-negotiation-toolkit/
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2.4.1. Bt & Elytron F3%%%

BE
DTS RBEERBEEBERIER L/ERN KDC. Kerberos AN %25

1. E2i& kerberos-security-factory.

/subsystem=elytron/kerberos-security-factory=krbSF:add(principal="HTTP/host@REALM",
path="/path/to/http.keytab", mechanism-oids=[1.2.840.113554.1.2.2, 1.3.6.1.5.5.2])

2. BC& Kerberos IRGTB M.
BIBEEHWITEEEAR, BEEXEUTHSRGBM.

£ ek

java.security.krb5.kdc KDC By EHLFo
java.security.krb5.realm 19 F5,
java.security.krb5.conf BoiE krb5.conf STHEHIRR R,
sun.security.krb5.debug INRH true, N&ERAFAER,

S CLI £ JBoss EAP FECERLIEM :
I /system-property=java.security.krb5.conf:add(value="/path/to/krb5.conf")

3. B2 Elytron Z2F U2 B A B,
B imi Kerberos ShHIFRM TR, BEFSE AT ZEHAMHF TN ANAR, LIX—H
A EE S, BARFICET XHERSrealm, B HRINEIE Kerberos 4k H I A PTEC A8,
F, FEABSESIZAF,

/subsystem=elytron/filesystem-realm=exampleFsRealm:add(path=fs-realm-users, relative-
to=jboss.server.config.dir)

/subsystem=elytron/filesystem-realm=exampleFsRealm:add-identity(identity=user1 @REALM)

/subsystem=elytron/filesystem-realm=exampleFsRealm:add-identity-
attribute(identity=user1 @REALM, name=Roles, value=["Admin","Guest"])

1. #in simple-role-decoder,
I /subsystem=elytron/simple-role-decoder=from-roles-attribute:add(attribute=Roles)

Lt simple-role-decoder M Roles BRI EFMNAE, MRENABERENEMES, EALL
BN E,

2. BLiE 2.
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/subsystem=elytron/security-domain=exampleFsSD:add(realms=[{realm=exampleFsRealm,
role-decoder=from-roles-attribute}], default-realm=exampleFsRealm, permission-
mapper=default-permission-mapper)

3. ECi& http-authentication-factory, Ef#F kerberos-security-factory.

/subsystem=elytron/http-authentication-factory=example-krb-http-auth:add(http-server-
mechanism-factory=global, security-domain=exampleFsSD, mechanism-configurations=
[{mechanism-name=SPNEGO, mechanism-realm-configurations=[{realm-
name=exampleFsSD}], credential-security-factory=krbSF}])

4. 7E undertow FRIIHECE application-security-domain :

/subsystem=undertow/application-security-domain=app-spnego:add(http-authentication-
factory=example-krb-http-auth)

242 . RBELLEFRE

JBoss EAP M7 7% Kerberos ({#f SPNEGO #1 JBoss Negotiation) FATBEEBER I SSO FrEHIFR
BHG, BFEEHITUTERERXR :

BRMERE CLI fa SR EBILIZ1T JBoss EAP HHLARS 88, B XMHEE CLI BT JBoss
" EAP REBHMELIFAER, 1§55 JBoss EAP Z# CLI 5,

1. BEERS R FDHENREH,
RS FRBATFMRILE KDC, EREMMEBRER, ZERIEIHSETZNG, EHE
FRRFAASEIEE, UTRAIGERSESIAHSIAEEEREN keytab XM,

Bl : QIERSFH DR

/subsystem=security/security-domain=host:add(cache-type=default)
/subsystem=security/security-domain=host/authentication=classic:add()
/subsystem=security/security-domain=host/authentication=classic/login-
module=Kerberos:add(code=Kerberos, flag=required, module-options=[storeKey=true,
refreshKrb5Config=true, useKeyTab=true, principal=host/testserver@MY_REALM,

keyTab=/home/username/service.keytab, doNotPrompt=true, debug=false])

reload

INERFEMA IBM UDK, Kerberos #HHETSBHFRA
A, jboss.security.disable.secdomain.option RIFIBMEMIULE N true, MFEFLZER, 15
S EEEXRIGEME, 4, BFRERNEBENT :

74 : 1IBM JDK

/subsystem=security/security-domain=host:add(cache-type=default)

/subsystem=security/security-domain=host/authentication=classic:add()

10


https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/management_cli_guide/
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/subsystem=security/security-domain=host/authentication=classic/login-
module=Kerberos:add(code=Kerberos, flag=required, module-options=
[principal=host/testserver@MY_REALM, keyTab="file:///root/keytab", credsType=acceptor])

reload

B KESE Kerberos & XIERHTELTIFIZR, 1ES I JBoss EAP ERELISE,

. BiE Web N AR 21,

Web NAZREHATRIEANAIE KDC, FREVA—PEFRISKEIEAF 59, LB
DEERBENVAIAINAR, XALLETFSARNGHRLIN, HIINARMN <mapping> 3k F
AP REIAR, RMB-_NERERERNAIIAE, FF5,

UTFERT— Web N AZREIRHA :

Bl : QIRIRFSFH DR

/subsystem=security/security-domain=app-spnego:add(cache-type=default)
/subsystem=security/security-domain=app-spnego/authentication=classic:add()

/subsystem=security/security-domain=app-spnego/authentication=classic/login-
module=SPNEGO:add(code=SPNEGO, flag=required, module-options=
[serverSecurityDomain=host])

reload

BRECE SPNEGO ERERMFTTEIRIITIK, HSH JBoss EAP ERENSE,

. ECBHRXRTBE L.
JBoss EAP 1RILEC B 5% # Kerberos fR S5 238X IRFBIEHITHEE, #RHE KDC. Kerberos 15#
MERE, UTRABUTRELTEARARVEMN :

<system-properties>
<property name="java.security.krb5.kdc" value="mykdc.mydomain"/>
<property name="java.security.krb5.realm" value="MY_REALM'/>
<property name="java.security.krb5.conf" value="/path/to/krb5.conf"/>
<property name="jboss.security.disable.secdomain.option" value="true"/>
<property name="sun.security.krb5.debug" value="false"/>
</system-properties>

Bt ek

java.security.krb5.kdc KDC B9 EHLFo
java.security.krb5.realm 19 F5,
java.security.krb5.conf BciE krb5.conf ST HIRR R,

1


https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/login_module_reference/#kerberos_login_module
https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/login_module_reference/#spnego_login_module
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=43 50

jboss.security.disable.secdomain.option LiZE N true I, [FER BN
jboss.security.security_domain & gEH %
W, LB SRE2EPERIER, £EAI1BMJDK
AR E T true,

sun.security.krb5.debug RN true, N&ERAFAER,

RNBERT, R2EHPE LHWENEFESE B 50RM
jboss.security.security_domain &=L, TS5BS SRAR SR H I R]#,

X EARIR IO LUA R R E L T BXIBET, I1BM Kerberos & RiEH
com.ibm.security.auth.module.Krb5LoginModule 2/ —/M&EH, FE/FE5)
JBoss EAP i, ALLELF jboss.security.disable.secdomain.option R4 B
KB true 3k BRARINBEREIRIT N, XALLBIIEE <system-
properties>. {FAEIE CLI KEEZHE, =HEN -

Djboss.security. dlsable.secdomaln.optlon=true WINENS Sh S BURE L,

BEXEBERLBMENESZER, 55 JBoss EAP Z# CL| 15/,

2.5. fd & WEB N B2

BERLZEEE, WIN Web NREEB NERXLERELE, FHE/SH Kerberos B35 1E, BXTRN Bi#FT
THEH, EANEEREE JBoss EAP L4, FHEER Kerberos #H1TH 9 %IIE,

WA T LA R BT

1. E2i& web.xml LUEF SPNEGO E1p%E A%,
web.xml XENBEUTHEA :

e 17F < web-resource-collection> K <security-constraint >, EF3E—4 <url-
pattern>, EIRGEIZLXIFEH URL =X, 7%, <security-constraint> tieI AT &
<auth-constraint> 3 &R A IFHA R,

e IR <auth-constraint> RIEE 7T EMAR, XLEAENTE <security-role> H7E L,

e &% <auth-method> M <login-config >, & ##t7{& 5y SPNEGO.

BF

<auth-method> TR EE— N LLES RIS EESIR, EF SPNEGO 519
BIF#EIERECE, SP NEGO /i HHINTE <auth-methods TR, NEEH
M, 7248 FORM &E5I0°H Fallback RiTiE & HEHM BRI IFRE,

<security-constraint> 1 <security-role> ;T3 A/ 1L B G11RHE URL BT A B IXEZ R
FEREOXIE, XAVFRT IR ZHRITBHIR,

=B - web.xml 324

I <web-app>
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<display-name>App1</display-name>
<description>App1</description>
<I-- Define a security constraint that requires the Admin role to access resources -->
<security-constraint>
<display-name>Security Constraint on Conversation</display-name>
<web-resource-collection>
<web-resource-name>exampleWebApp</web-resource-name>
<url-pattern>/*</url-pattern>
</web-resource-collection>
<auth-constraint>
<role-name>Admin</role-name>
</auth-constraint>
</security-constraint>
<!I-- Define the Login Configuration for this Application -->
<login-config>
<auth-method>SPNEGO</auth-method>
<realm-name>SPNEGO</realm-name>
</login-config>
<!I-- Security roles referenced by this web application -->
<security-role>
<description>Role required to log in to the Application</description>
<role-name>Admin</role-name>
</security-role>
</web-app>

2. ECi& jboss-web.xml LUE AR BN L 215,
jboss-web.xml XHNEBUTHEA :

e <security-domain>, ATFIEERTEHBRIEFRNNREE,

e (T%k) <jacc-star-role-allows, TI7E web.xml F# role-name TTHEFHEHESFHFRIT
[Nk

2Bl : jboss-web.xml X4

<jboss-web>
<security-domain>app-spnego</security-domain>
<jacc-star-role-allowstrue</jacc-star-role-allow>
</jboss-web>

3. f¥ UBoss Negotiation fREITIRINEIL ST RE FREGMEE .

BF

INRIEREF elytron FR45, ERLBKITX—%,

{8 SPNEGO #0 JBoss Negotiation B Web [ FAf2F & £ 1E jboss-deployment-structure.xml
thE RIS X R, LUERENSH T UBoss Negotiation 28, HITF JBoss EAP 124t T A L EK
JBoss th@#ExE, NMARENEFRNERSIIRERGIHENE,

{81/ jboss-deployment-structure.xml #1T Declare #&i5i1

<jboss-deployment-structure>
<deployment>

13
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<dependencies>
<module name="org.jboss.security.negotiation"/>
</dependencies>
</deployment>
</jboss-deployment-structure>

H4h, HELLE META-INF/MANIFEST.MF 3244 E XX AMERHFIA -

{81 META-INF/MANIFEST.MF E 47 {4

Manifest-Version: 1.0
Dependencies: org.jboss.security.negotiation

2.6. ACTIVE DIRECTORY W E M T =ETiH

AT NEIMAESE JBoss EAP 7E Microsoft Windows AR552% (Active Directory BiF9—E84) LiZfTH9
SPNEGO &2 iEFm Bk .

EARTAH, BFLLHOST_NAME B HF RSS2 EN LT HOST_NAME, 15%55 REALM, %15
%) DOMAIN, & JBoss EAP LIRSS 23#5 - MACHINE_NAME, Bft>%.

2.6.1. it & Microsoft Windows 15

1. BRI IR DS EARBRET,
£ Microsoft Windows M%% £, [SEIGIE— LS, HERE0IEMNME, NIRSIZHNE DR
SERS A, LUEEMRETHE, ZRGHER iR EN LM Web I 2388 S ERS B HE
i SPNEGO, Z&/imit EHE i EiRHI 28855 UL HTTP/HOST_NAME ER 1789 BR&Y,

LUTF ZMHIBRILA R G B4 5%
AL T4, FIHEERTHEHIEEM AR

I setspn -L MACHINE_NAME
{EALLT e S BRI BRET
I setspn -D HTTP/HOST_NAME MACHINE_NAME
I setspn -D host/HOST_NAME MACHINE_NAME

2. QIZENA KRS,

iR EN RS MACHINE_NAME A [H,

HERTHERBIH, ENEIENXS USER_NAME,

3. X USER_NAME #] HOST_NAME :Z [F|EIBREY,
BT T 6 5 REE RS ERBRET -
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ktpass -princ HTTP/HOST_NAME@ REALM -pass * [-kvno 0] -mapuser
DOMAIN\USER_NAME -out jboss.keytab -ptype KRB5_NT_PRINCIPAL -crypto all

HIRREY, BIARP 2B,

IBATLA T e RS UERRST - sets pn -L USER_NAME.

ISR 7K1S KrbException: IERANESRA JRE el A (5%, EAAREE
Key Version i%i&H 0: -kvno 0, EFE, REALM FELBUKRKERK, ™
HOST_NAME N H/INE, b4, HOST_NAME w752 FQDN, /2 a fEHfreg A
= AAAA it3k, MA=Z CNAME it%,

5 -crypto fGERATF Windows Server 2008 REEIRA, *fF Windows Server
2003, Bt EHTIMIZE,

4. ERLEHRE LERK,
FAEALUE elytron (%5 BE FREHE LHEHFZE HTTP/HOST_NAME@REALM,

B
NRAEXT A P TSR (BIAIESUATI EBY) , B EHERK
keytab,
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e~y T N
5 3 F HithThae

3.1. 730 FORM & /£ FALLBACK

JBoss EAP R EEZBHIN AL T LB E FORM E R B UENE], LLAELLR, XATFNARFERT
1E Kerberos/SPNEGO HEMIIE R T R RERTEMHATEM KL, tEDIIEMIIF Kerberos H%:
1T, FEik, RIEFORM EREEMEE AN, A/ RS E RN EIERBT A EHITENE
i,

IR AIFIE SPNEGO =k NTLM 514, si&E7F7E SPNEGO ©h2, {BkBHM KDC, N
LUEREHRE| FORM &3,

31 BN ARER
J9 FORM BRBENARFFNER, REITUTSRE :

1. ¥ JUBoss EAP #1 Web N FAEZE N{#F A Kerberos #1 SPNEGO.
BHXBLE JBoss EAP 1 Web N FLUE Kerberos #1 SPNEGO #1752 4 I F FN1RIN T ER E
B, HSHMMAER Kerberos K& SSO.

2. AINE SRR TIE,
EfEH FORM &3, {EERMERTE, XEXXHRNE Web NAH, HESHBIILTEH
s F.

Al : login.jsp File

<html>
<head></head>
<body>
<form id="login_form" name="login_form" method="post" action="]_security_check"
enctype="application/x-www-form-urlencoded">
<center> <p>Please login to proceed.</p> </center>
<div style="margin-left: 15px;">
<p> <label for="username">Username</label> <br /> <input id="username" type="text"
name="|_username"/> </p>
<p> <label for="password">Password</label> <br /> <input id="password"
type="password" name="j_password" value=""/> </p>
<center> <input id="submit" type="submit" name="submit" value="Login"/> </center>
</div>
</form>
</body>
</html>

Al : Error.jsp File

<html>
<head></head>
<body>
<p>Login failed, please go back and try again.</p>
</body>
</html>
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3. {&2X web.xml,
[ Web N A ARRINE KA IRTIEGE, Y8 H web.xml, LUFXLETHATF FORM &R, #
1749 {E FORM /7 INEI <auth-method> jt%& ., E} <auth-method> FEE—1AES D
5K, FTLL <auth-methods> #9447 {Ew /i E %7 SPNEGO,FORM, %4, <form-
login-config> TR AR INEI <login-config> &, LUREH <form- login-page> #1 <form-
error-page&gt; JTR1EE B KR F N IR T E,

=PI : BEHH web.xml 324

<web-app>
<display-name>App1</display-name>
<description>App1</description>
<!I-- Define a security constraint that requires the Admin role to access resources -->
<security-constraint>
<display-name>Security Constraint on Conversation</display-name>
<web-resource-collection>
<web-resource-name>examplesWebApp</web-resource-name>
<url-pattern>/*</url-pattern>
</web-resource-collection>
<auth-constraint>
<role-name>Admin</role-name>
</auth-constraint>
</security-constraint>
<!I-- Define the Login Configuration for this Application -->
<login-config>
<auth-method>SPNEGO,FORM</auth-method>
<realm-name>SPNEGO</realm-name>
<form-login-config>
<form-login-page>/login.jsp</form-login-page>
<form-error-page>/error.jsp</form-error-page>
</form-login-config>
</login-config>
<!I-- Security roles referenced by this web application -->
<security-role>
<description> role required to log in to the Application</description>
<role-name>Admin</role-name>
</security-role>
</web-app>

3.1.2. B Elytron FR%4:

1. 7£ http-authentication-factory 30 FORM BR%KHIE #lHl,
IR LU AR N E T kerberos H 255 IEESERIILA http-authentication-factory, LAK&FATF
FORM SREIE BYEI S ML,
/subsystem=elytron/http-authentication-factory=example-krb-http-auth:list-
add(name=mechanism-configurations, value={mechanism-name=FORM})
2. ANIEABIEIR EE,
ETF kerberos ME RIS IEHINEEEN BEE T REH, AT EMAM kerberos 45 hE RS K

BMAeE, EaEIZERNETER S M IENEMB T, F0, MREFANR filesystem-
realm, REQE—NEGELUAEBNIFTA, :

I /subsystem=elytron/filesystem-realm=exampleFsRealm:add-identity(identity=falloackUser1)
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/subsystem=elytron/filesystem-realm=exampleFsRealm:set-password(identity=fallbackUser1, clear=
{password="password123"})

/subsystem=elytron/filesystem-realm=exampleFsRealm:add-identity-attribute(identity=falloackUser1,
name=Roles, value=["Admin","Guest"])

313. BF AR EF R
SNRITER JBoss EAP HfEST RS FREL, B/ EHRSLUAITEIR F BT,
Web &R EHM B E I X FFEHRE R, XFEUTHH

1 ARINFNELE, UFREERFHEIEAZE,

2. EEAERIEH Web bR £157 0 usernamePasswordDomain R i% 7,

B : ERAOHREEHERER S

/subsystem=security/security-domain=app-fallback:add(cache-type=default)
/subsystem=security/security-domain=app-fallback/authentication=classic:add()
/subsystem=security/security-domain=app-fallback/authentication=classic/login-
module=UsersRoles:add(code=UsersRoles, flag=required, module-options=
[usersProperties="file:${jboss.server.config.dir}/fallback-users.properties",
rolesProperties="file:${jboss.server.config.dir}/fallback-roles.properties"])
/subsystem=security/security-domain=app-spnego/authentication=classic/login-
module=SPNEGO:add(code=SPNEGO, flag=required, module-options=
[serverSecurityDomain=host])
/subsystem=security/security-domain=app-spnego/authentication=classic/login-
module=SPNEGO:map-put(name=module-options, key=usernamePasswordDomain, value=app-
fallback)

/subsystem=security/security-domain=app-spnego/authentication=classic/login-
module=SPNEGO:map-put(name=module-options, key=password-stacking, value=useFirstPass)

reload

3.2. {1/ KERBEROS & &1

MR T £ L 28 iR Kerberos 255 IFA, JBoss EAP iM 2 {EF Kerberos 1R & B O MITHEE,

3.2.1. {§ A Elytron & Kerberos # M EE#EO

FHTTP EEEOBE Kerberos HR5IE :

1. 1RER NN AESE Kerberos H12495 1 BITBAAIRINIT Kerberos &A% 1E M http-authentication-
factory.,
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BF

FREEEORE Kerberos BRKIER, SNEBRYIRE N JBoss EAP EEEHIAR
FEM, LUK KDC #H1TE PRI, RS E 1A A service-name/hostname
R, EENET Web By ERIEHI & H1THRKIER, JBoss EAP 3k HTTP
e HRRS5 &R, M HTTP/localhost, #5 BIE CLIKIARSS L (40
remote/localhost ) .

2. EIEE HTTP # 0O, LUEFA http-authentication-factory.

/core-service=management/management-interface=http-interface:write-attribute(name=http-
authentication-factory, value=example-krb-http-auth)

HNEI CLI EEE SASL H2951ER Kerberos &R 95 E -
1. &R NN ABCE Kerberos S{p451E LLOE &R £15F] kerberos-security-factory 48R i AR,

2. ¥ GSSAPI 7102 eIfidi&-sasl-server-factory.

/subsystem=elytron/configurable-sasl-server-factory=configured:list-add(name=filters, value=
{pattern-filter=GSSAPI})

3. fiJ#— sasl-authentication-factory, Efff & £15 kerberos-security-factory.

APl : sasl-authentication-factory

/subsystem=elytron/sasl-authentication-factory=example-sasl-auth:add(sasl-server-
factory=configured, security-domain=exampleFsSD, mechanism-configurations=
[{mechanism-name=GSSAPI, mechanism-realm-configurations=[{realm-
name=exampleFsSD}], credential-security-factory=krbSF}])

4. BB SASL #M0, LUEA sasl-authentication-factory.

5l : B3 sasl-authentication-factory

/core-service=management/management-interface=http-interface:write-attribute(name=http-
upgrade.sasl-authentication-factory, value=example-sasl-auth)

reload

3.22. FREAKOEE S MU A Kerberos (R EIE#EO
EFAENROEESMNBILEEEEZEOSS A Kerberos B2501E, WHITUTEIER :

ERMEIE CLI SR EMILIZ1T JBoss EAP HAARS 28, BAXIYEE CLI BT JBoss
EAP REWME L IFMER, 155 I JBoss EAP B2 CLI 15/,

. BEEXHNREEML,
W E—TaErd, BREATERN JBoss EAP RTEME, LUZERE Kerberos BRSS25,

2. ¥ Kerberos fR55 23 F 1 RMNEI L2 :
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ELZEEP I LUFER Kerberos BR5IERZ BT, SAKERINS Kerberos fRSS 2380158, LT RAI
R T AR Kerberos RSS2 B RMEIIN BN ER, EHEEN service-name,
hostnamef]l MY-REALM & #t 75& Y BY1{H.

PRS2 F D RMBIZ SN CLI R~HI

/core-service=management/security-realm=ManagementRealm/server-
identity=kerberos:add()

/core-service=management/security-realm=ManagementRealm/server-
identity=kerberos/keytab=service-nameVhostname@MY-
REALM:add(path=/home\usernameVservice.keytab, debug=true)

reload

BF

FREEEORE Kerberos BRKIER, SNEBRYIRXRE N JBoss EAP FREHIAR
FEMR, LUK KDC #H1TEMPFIE. RS E 1A A service-name/hostname
R, EENET Web By ERIEHI & H1THRKIUER, JBoss EAP E3k HTTP
e RS54 MR, M HTTP/localhost, #5 BIE CLIKIARSS L (40
remote/localhost ) .

3. BRSPS BEIESE.
IEMECE T Kerberos [R50 E, FREENRZLEFNFHNIIEAEURRE,

=~ - EREE DA Kerberos 255 E

/core-service=management/security-
realm=ManagementRealm/authentication=kerberos:add()

reload

BF

RIFEAEREEPE LN FHDIIENGIBINT, JBoss EAP £ B O
FIIRZITE R R 717 B n 45k,

4. @iT Kerberos {RIFIXH N EO.
IR IEAE RN FE B Kerberos {RFETF Web WEIBILHISMEE CLI, NEBENE Kerberos Bt
& Kerberos [R%58: 810, BHERMEMEHD, __HEFHLX-F e

/core-service=management/security-realm=ManagementRealm/server-
identity=kerberos/keytab=remote\Vhostname@MY-
REALM:add(path=/homeVusernameVremote.keytab, debug=true)

reload

3.2.3. A EIIEEEO

EERAFENSEEOZH, BEEHS— AWM Kerberos ZE, MNR LT E @it Kerberos % 1iE A
F, EEAERLLBRAAEN, BSZiR#A <authentications TR EMEMA AL UEF
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o elytron FREMITHEERREBAAREL, MR Kerberos BRIUEHFILI, HHEIERFELR
NEERPEEFREMNESMIIET RE X HEAEMIE, BF, DIGEST 5 BASIC HEEIR,

LEERAN T AREERET Web WEREHI AN, R AETZREMTEMILIE.

HETIEE CLIE, BEZEF A -Djavax.security.auth.useSubjectCredsOnly=false %, XX fiF
GSSAPI SEHER IR E RN BN SR, BIRFERBIMENXEANERALUTSE
-Djava.security.krb5.realm=REALM_NAME

18 7E realm &R,
-Djava.security.krb5.kdc=KDC_HOSTNAME

157 KDC BIfLiE,
--no-local-auth

ZRAMBSWIE NRIE 2 E R T HANRE— I+ EY L2178 JBoss EAP 524, XIEEAEH.
po il

I $ EAP_HOME/bin/jboss-cli.sh -c¢ -Djavax.security.auth.useSubjectCredsOnly=false --no-local-auth

Digk

&

MREFIHMRS R EER HTTP KRB, MAIGEE RN ARS T 550 %IER
B it ER—RS 2 Z FINET FA IR ERE, MRAETT, MRS ERA LU
MERLEM ETXREKIRER. EMREER T imEIARS 285 M EIE S EEMRIEME
RIBR HTTP MRz AR 2 P i 2t Proxy-support: Session-Based-

Authentication HTTP 1k, &/ inm 74 @il K SPNEGO HTTP B35 1E,
Fl, FRIERIBIRAtk BARS 2389 401 Unauthorized FliN,

3.3. HFiEA M KERBEROS {245 IF&ERK

BR T {8 A Kerberos (RIFEIRFEA Web N ARREA, EiAal U@ iR 1 R BIRRSSECE Kerberos &
{2951, 30 Jakarta Enterprise Beans,

INFEEBE Kerberos IRGIEM., MEBRZELR, 551 EE Elytron F3250,

3.3.1. FRE S Z 2117 Kerberos 125 IEERK
ERLE Kerberos S%FE, MEBHITLUUTIRE :
1. £/ remoting #1 RealmDirectft & &R 213
BEERELTSE, MR NMRSER, tR2LI18EZERB{FEA Remoting login &
#1 RealmDirect & 5%f&1k, I RealmDirect =% RealmUsersRoles, &Jii £, BN Y5 EBI\IRH
MM 22 EIEFEEL., BXENEFERNEARERELTMNIFE, HEE JBoss EAP o7&
HEE,

Pl WHEEIEH RealmDirect EFiEH MR 2i5

I /subsystem=security/security-domain=krb-remoting-domain:add()
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/subsystem=security/security-domain=krb-remoting-domain/authentication=classic:add()
/subsystem=security/security-domain=krb-remoting-domain/authentication=classic/login-
module=Remoting:add(code=Remoting, flag=optional, module-options=[password-
stacking=useFirstPass])
/subsystem=security/security-domain=krb-remoting-domain/authentication=classic/login-
module=RealmDirect:add(code=RealmDirect, flag=required, module-options=[password-
stacking=useFirstPass, realm=krbRealm])
/subsystem=security/security-domain=krb-remoting-domain/mapping=classic:add()
/subsystem=security/security-domain=krb-remoting-domain/mapping=classic/mapping-
module=SimpleRoles:add(code=SimpleRoles, type=role, module-options=

['testUser"="testRole"])

reload

2. N Kerberos B35 iEEC B & £15.
B XHH Kerberos M FIFEBL L WER, 155" 81 Kerberos (R EEED "—717,

ol : Security Realm

/core-service=management/security-realm=krbRealm:add()
/core-service=management/security-realm=krbRealm/server-identity=kerberos:add()
/core-service=management/security-realm=krbRealm/server-
identity=kerberos/keytab=remoteVlocalhost@JBOSS.ORG:add(path=\pathVtoVremote.keytab,
debug=true)

/core-service=management/security-realm=krbRealm/authentication=kerberos:add(remove-
realm=true)

reload

3. HILFE TR PRGE HTTP JE32,
4, MEETLREF RS PEIE HTTP s, UEAMUENTESE,

Bl - MERFRE

/subsystem=remoting/http-connector=http-remoting-connector:write-attribute(name=security-
realm, value=krbRealm)

4. BB RFHNR LM,
R B A2 B O R B AR 55 KL A TRY, (X RRS M. A, X F Jakarta
Enterprise Beans, &AL @SecurityDomain 1 @RolesAllowed ¥ 7%,

3.3.2. f£ [ Elytron #17 Kerberos &34 F &K
AT LA Kerberos 8 GSSAPI SASL SR 3 IEE X Elytron &2 18K i 17 B2 %k,

1. EXEMNFNEHS OB RS, ERTFoERAR,
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/path=kerberos:add(relative-to=user.nome, path=src/kerberos)

/subsystem=elytron/properties-realm=Kkerberos-properties:add(users-properties=
{path=kerberos-users.properties, relative-to=kerberos, digest-realm-name=ELYTRON.ORG},
groups-properties={path=kerberos-groups.properties, relative-to=kerberos})

2. NIRS 2B E X Kerberos &2 T,

/subsystem=elytron/kerberos-security-factory=test-server:add(relative-to=kerberos,
path=remote-test-server.keytab, principal=remote/test-server.elytron.org@ELYTRON.ORG)

3 ENZREE, LKk SASL BBEIET,

/subsystem=elytron/security-domain=KerberosDomain:add(default-realm=kerberos-
properties, realms=[{realm=kerberos-properties, role-decoder=groups-to-roles}], permission-
mapper=default-permission-mapper)

/subsystem=elytron/sasl-authentication-factory=gssapi-authentication-factory:add(security-
domain=KerberosDomain, sasl-server-factory=elytron, mechanism-configurations=
[{mechanism-name=GSSAPI, credential-security-factory=test-server}])

4. £ FEFRYH, FANIEK sasl-authentication-factory & /2 LU T IR A IE,

CLI fp 5l

/subsystem=remoting/http-connector=http-remoting-connector:write-attribute(hname=sasl-
authentication-factory, value=gssapi-authentication-factory)
5. BLiE RRFMIREM,
IMRIEEIA T Jakarta Enterprise Beans IR 215, RATIIEEMET ] Elytron 221
application-security-domain, 3, &;J Jakarta Enterprise Beans, #&a]LA{#
@SecurityDomain %,

CLI fp 54l

/subsystem=ejb3/application-security-domain=KerberosDomain:add(security-
domain=KerberosDomain)

¥ Jakarta B RIEN RAF R REABEZF. HELUREHXNER Jakarta Enterprise Beans i
#) Kerberos MR F i E# H+ B % # F AuthenticationConfiguration API, 0 TFFf7R :

// create your authentication configuration

AuthenticationConfiguration configuration = AuthenticationConfiguration.empty()
.useProvidersFromClassLoader(SecuredGSSCredentialClient.class.getClassLoader())
.useGSSCredential(getGSSCredential());

// create your authentication context
AuthenticationContext context = AuthenticationContext.empty().with(MatchRule.ALL, configuration);

// create a callable that looks up an Jakarta Enterprise Bean and invokes a method on it
Callable<Void> callable = () -> {

}
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// use your authentication context to run your callable
context.runCallable(callable);

I AuthenticationConfiguration K1 fi {#fGSSCredential (getGSSCredential () ) . BEAH
PilA] Jakarta Authentication Subject B9Z i i% AT LU A RS # LUK EX GSSCredential, 30 FAf7R :

private GSSCredential getGSSCredential() {
return Subject.doAs(subject, new PrivilegedAction<GSSCredential>() {

public GSSCredential run() {

try {
GSSManager gssManager = GSSManager.getinstance();

return gssManager.createCredential(GSSCredential.INITIATE_ONLY);
} catch (Exception e) {
e.printStackTrace();

}

return null;

BE#F2024-02-09
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