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12HtH X JBOSS EAP X #SM R i

IR E X JBOSS EAP X #4HY = I

EREHEIRHBOA X, 1EEFE Red Hat JIRA K P HIRRZ A, M1RERHE Red Hat Jira k7, &
RRIERIE—NK

pi% &2
1. B LUTFHERE LIGIEE ticket,

2. 7£ Summary HHiA (A BIB TR KE fe .
3. 7 Description FiRft[A] @K ThaE @ i B IEA it , BIF—DaRXE R URL,

4. 52 Submit G AR, FHIFAEES R 2SS 89S HRA.
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EFREZESZ

RN FERINRIE, SXEF Web BHERBFERMBIES. HINMXEDAREFFS : master,
slave. REAMARE, ATHRITTF+2RE, XEFSFEBHEHNNDZTREDES LK, B
KXESZIFE, FEHBINNERERAE Chris Wright 12#tF5E S,


https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language

FE NEEAMANHAERGR$R SSL/TLS

EN1E NEEREMNBAREFERHERA SSL/TLS
SSL/TLS SifFMERL(TLS)RETFIETMR LMY, RAFHRIF @ RLZEERIF DR Z R R E R (%

.

fREI LN JBoss EAP B FRE A JBoss EAP EEEBHN BRFEAHAME SSL/TLS, NFELER, F5
B LU 505

o NEERMEEAHM SSL/TLS,

e 7E JBoss EAP LERERIN ARF/E A HMA SSL/TLS,

1.1 A EEREG A E M SSL/TLS
FEBRES BB SSL/TLS, LUME JBoss EAP BEEOMEEONE P ik FBEEREM,
EHEEAmMERSME SSL/TLS, ERaLUERUTSE !

o HHMATNEEEOGARRSSL/TLS : FRKREHEAET CLIMMAFHREIXZE SSL/TLS.,
Elytron RIB &I 5 89%0 A O R 5 TR,

o FHFRUGHNEEEOSHNRASSL/TLS : FRLLLREEELENTIR, UFEHA
SSL/TLS, FIEE IR LR EiFithiRFIARSS SR E,

B, EEALMER 2205 2HSSL/TLS BEEEANS T, NEMEEOZME SSL/TLS,

L. FERRSHNEEEOS B HMA SSL/TLS

Elytron 122 7T — 1B FRIFEIZE SSL/TLS, EATLUFERASESIEPTHNINERHENE, SEBHERRSERK
HRAEMEIN B S RIUETEE A SSL/TLS, &4 " LAEF --lets-encrypt 1£17AM Let B9 Encrypt iE 570
ZHRERFNERIES, BX Let's Encrypt B9i¥1E, 1HEE Let IINEE XX,

HERARSERNBEERIETREM SSL/TLS, NATFMHMA LB, X FEIME, HAERIERM
RZHFG(CA)ZEBIES,

' -
AEREFIMNERERABZRIES. UERIEBIA N (CA)ZRBIIES,

mSERENEEREOFA SSL/TLS R THIR
e key-store
® key-manager
e server-ssl-context
e SAI5, server-ssl-context ;FHZE| http-interface.

Elytron f$ &N TR & 7 resource-type-UUID, 513, key-store-9e35a3be-62bb-4fff-afc2-
2d8d141b82bc, &FAME— R (UUID) A B T8t 5 HHR A & TR 2,

FRFH

e JBoss EAP IEfEiz21T,


https://letsencrypt.org/
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it
o TEECLIFMALUTSXRENAS, NEBEOBRBERR SSL/TLS,

Wk
I security enable-ssl-management --interactive

RN BMAFTRER.
{5/ --lets-encrypt ETTM Let B9 Encrypt IE-HB & ML A9 TR EXFD /3 FIE R,

MEESENEER@EAT SSL/TLS, MSEEE, HFETUTER
I SSL is already enabled for http-interface

EERNINAERE, BHEZEMNEEZEOMNSSL/TLS, REVEHEKE., X hEEZEOZHA
SSL/TLS B9i¥1E, HSEFER a5 HEEREOZR SSL/TLS,

EE A SSL/TLS, EHEIRTE A SSL #E &2 30IER i A n = blank, Xi&
mutual B P55 IER] 5 AR A SSL/TLS,

DE AR ERRSRA
I security enable-ssl-management --interactive
BFRRE AT

Please provide required pieces of information to enable SSL:

Certificate info:

Key-store file name (default management.keystore): exampleKeystore.pkcs12
Password (blank generated): secret

What is your first and last name? [Unknown]: localhost

What is the name of your organizational unit? [Unknown]:

What is the name of your organization? [Unknown]:

What is the name of your City or Locality? [Unknown]:

What is the name of your State or Province? [Unknown]:

What is the two-letter country code for this unit? [Unknown]:

Is CN=localhost, OU=Unknown, O=Unknown, L=Unknown, ST=Unknown, C=Unknown
correct y/n [y]?y

Validity (in days, blank default): 365

Alias (blank generated): localhost

Enable SSL Mutual Authentication y/n (blank n):n //For one way SSL/TLS enter blank or n
here

SSL options:

keystore file: exampleKeystore.pkcs12

distinguished name: CN=localhost, OU=Unknown, O=Unknown, L=Unknown, ST=Unknown,
C=Unknown

password: secret

validity: 365
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alias: localhost
Server keystore file exampleKeystore.pkcs12, certificate file exampleKeystore.pem and
exampleKeystore.csr file will be generated in server configuration directory.

Do you confirm y/n 1y

BAyE, RSFFEFME. WREEETBELRIULT, FEAASRKEKBEZRIENIEE
T Java EHHL(WWM)BERIIES, BIE CLI KR TEEZ RS FIRMAVIES,

Unable to connect due to unrecognised server certificate

Subject - CN=localhost,OU=Unknown,O=Unknown,L=Unknown,ST=Unknown,C=Unknown
Issuer - CN=localhost, OU=Unknown, O=Unknown, L=Unknown, ST=Unknown,
C=Unknown

Valid From - Mon Jan 30 23:32:20 IST 2023

Valid To - Tue Jan 30 23:32:20 IST 2024

MD?5 : b6:e7:f0:57:59:9e:bf:b8:20:99:10:fc:e2:0b:0f:d0

SHA1 : 9¢:f0:92:de:c1:11:df:71:0b:d7:16:02:c8:7e:c9:83:ab:e3:0c:2e

Accept certificate? [N]o, [T]lemporarily, [P]lermanently :

BN T 2 P LARELERE,

IR BLA TR -
Server reloaded.
SSL enabled for http-interface
ssl-context is ssl-context-a18ba30e-6a26-4ed6-87c5-feb7f3e4dff1
key-manager is key-manager-a18ba30e-6a26-4ed6-87c5-feb7f3e4dff1
key-store is key-store-a18ba30e-6a26-4ed6-87c5-feb7f3e4dff1

o (FHAEIE CLI B imiEEERiiE SSL/TLS,
A LUBIL S Elytron & i SSL E FXRAREXHH, AEEAEE CLIEERIRS =3I
FAES & STkt SSL/TLS.

a. FIFSEBHAEMXHNBR, AR, BHFMEXH exampleKeystore.pkes12 £k %5
239 standalone/configuration B kA 4K,

Example
I $ cd JBOSS HOME/standalone/configuration

b. RS ZRIUET 02 E ik trust-store,

Wk

$ keytool -importcert -keystore <trust_store _name> -storepass <password> -alias
<alias> -trustcacerts -file <file_containing_server_certificate>

Example
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$ keytool -importcert -keystore client.truststore.pkcs12 -storepass secret -alias localhost
-trustcacerts -file exampleKeystore.pem

MREFEATBRRIER, RAKRTEEEIES,
c. EXHHENE ik SSL £, 0 example-security.xml,

Wik
<?xml version="1.0" encoding="UTF-8"7>

<configuration>
<authentication-client xmins="urn:elytron:client:1.2">
<key-stores>
<key-store name="${key-store_name}" type="PKCS12" >
<file name="${path_to_truststore}"/>
<key-store-clear-password password="${keystore_password}" />
</key-store>
</key-stores>
<ssl-contexts>
<ssl-context name="${ssl|_context_name}">
<trust-store key-store-name="${trust_store_name}" />
</ssl-context>
</ssl-contexts>
<ssl-context-rules>
<rule use-ssl-context="${ssl_context_name}" />
</ssl-context-rules>
</authentication-client>
</configuration>

Example

<?xml version="1.0" encoding="UTF-8"7>

<configuration>
<authentication-client xmins="urn:elytron:client:1.2">
<key-stores>
<key-store name="clientStore" type="PKCS12" >
<file
name="JBOSS HOME]/standalone/configuration/client.truststore.pkcs12"/>
<key-store-clear-password password="secret" />
</key-store>
</key-stores>
<ssl-contexts>
<ssl-context name="client-SSL-context">
<trust-store key-store-name="clientStore" />
</ssl-context>
</ssl-contexts>
<ssl-context-rules>
<rule use-ssl-context="client-SSL-context" />
</ssl-context-rules>
</authentication-client>
</configuration>
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HEERIR S ABRFH A HE R,

Example

$ EAP_HOME/bin/jboss-cli.sh -¢ --controller=remote+https://127.0.0.1:9993 -
Dwildfly.config.url=<path_to_the configuration _file>/example-security.xml :whoami

Ttk

"outcome" => "success",
"result" => {"identity" => {"username" => "$local"}}

}

o {HANYEERIIIUE SSL/TLS,

a. F A https:;//localhost:9993,
MREFERATBERIED, WERRER—1NES, RTHRSHFERIERKRA,

b. MEIUET, FILIEN AP B RHNEAERESRAFMEPRNERRELITE, ERUERU
TS EFRENRILS :

Wik
I /subsystem=elytron/key-store=<server_keystore _names>:read-alias(alias=<alias>)
Example

/subsystem=elytron/key-store=key-store-a18ba30e-6a26-4ed6-87c5-feb7f3e4dff1:read-
alias(alias="localhost")

& 0] LA S 895 H R ERN R HF B R, 5140 "key-store T key-store-al8ba30e-6a26-
4ed6-87c5-feb7f3e4dff1",

i tH o Bl

"sha-1-digest" => "48:e3:6f:16:d1:af:4b:31:8f:9b:0b:7f:33:94:58:af:69:85:c
0:ea",

"sha-256-digest" => "8f:3e:6b:b5:56:€0:d1:97:81:bc:f1:8d:¢8:66:75:06:db:7d
:4d:b6:b1:d3:34:dd:f5:6¢:85:ca:c7:2b:5b:c7",

EZRSRIEDE, RRTEHASTREIL. ERLMERIA JBoss EAP ABIA P EIEE
QZKLQ
IIFEH JBoss EAP BEFRME/AA T SSL/TLS,
Hth BT
e key-manager [E %

e key-store Bt


https://localhost:9993
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e server-ssl-context Bt

1.1.2. £ F subsystem fp 5 N EEEO/SHH M SSL/TLS

5/ elytron FREiep5@id SSL/TLS 1R JBoss EAP B,

HFNAAMA LB, EUUEREERIES. BUUERASIEPNINABRHENH, NEEL/E key-
store B{RAE M Elytron £RBIBPFME, W FETIMNE, REERIEBIAN(CA)ERIES,

' -
AEREFIMNERERABZRIES. UERIEBIAH(CA)ZRBIIES,

FoRFM

e JBoss EAP IEfEiz21T,

it =

1. BEEBRHFHELUFHIES,
BRI LRI EBHFMENRE, flN, 88 CATZRIEPHEBE, IEFRUHZLBNBYE
fEBIER1E,

/subsystem=elytron/key-store=<keystore _name>:add(path=<path to_keystore>, credential-
reference=<credential_reference>, type=<keystore_type>)

Example

/subsystem=elytron/key-store=exampleKeyStore:add(path=exampleserver.keystore.pkcs12,
relative-to=jboss.server.config.dir,credential-reference={clear-text=secret},type=PKCS12)

2. MRBAFEFSEEMMIED, HEEER LEANSTROIBBEAFME, N ERIEH FHRHE
BEBEXHEF.

a. EEYIEMHERERBYIN

Wk

/subsystem=elytron/key-store=<keystore name>.generate-key-
pair(alias=<keystore_alias>,algorithm=<algorithm> key-
size=<key_size>,validity=<validity in_days>,credential-

reference=<credential _reference>,distinguished-name="<distinguished_name>")

Example

/subsystem=elytron/key-store=exampleKeyStore:generate-key-
pair(alias=localhost,algorithm=RSA key-size=2048,validity=365,credential-reference=
{clear-text=secret},distinguished-name="CN=localhost")

b. LB,

Wk

10
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I /subsystem=elytron/key-store=<keystore _namex>:store()
Example
I /subsystem=elytron/key-store=exampleKeyStore:store()

3. EdiE5|F key-store #J key-manager.
Wik

/subsystem=elytron/key-manager=<key-manager_name>:add(key-store=<key-
store_name>,credential-reference=<credential_reference>)

Example

/subsystem=elytron/key-manager=exampleKeyManager:add(key-
store=exampleKeyStore,credential-reference={clear-text=secret})

BF

IIE% B8R algorithm [EtE, E 7 elytron FRUiEMA
KeyManagerFactory.getDefaultAlgorithm () RERINBEEZE. (R, B
187 algorithm B4,

T8 algorithm B, MEZHEEFEHB Java Development Kit (JDK) IR
LRAEESREE, i, A Java REEEFT B(SunJSSE)H) JDK 12T
PKIX #1 SunX509 &%,

EmS, EALUEE SunX509 /F4 key-manager EiLE 1%,

4. EZiES|F key-manager BJ server-ssl-context,

Wk

/subsystem=elytron/server-ssl-context=<server-ssl-context_name>:add(key-manager=<key-
manager_name>, protocols=<list_of protocols>)

Example

/subsystem=elytron/server-ssl-context=examplehttpsSSC:add(key-
manager=exampleKeyManager, protocols=["TLSv1.2")

1
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12

IR EE
CN

5
SEMEBEIFH SSL/TLS i, =AIGSER TLSVI.2,

FF TLSVI.2 RERRRA, & cipher-suite-filter 435 E AW L BT
=,

XTF TLSv1.3, & cipher-suite-names S5 E R IFILERIBEMS,
TLSVI.3 BUAZE A, MREEEH M protocol BHIEE Y, HEREMWES
& TLSv1.3, EESE cipher-suite-names /5 A TLSvI.3,

{# M use-cipher-suites-order Z# R EER S 2R EIEHIF. use-cipher-
suites-order BB INKE N true, iX5IBH security FREATHAR, ©HIA
NEEEFHBEEGIE.

5. BEHEERME, LUFEAEER server-ssl-context,

Wk

/core-service=management/management-interface=http-interface:write-attribute(name=ssl-
context, value=<server-ssl-context_name>)
/core-service=management/management-interface=http-interface:write-

attribute(name=

Example

secure-socket-binding, value=management-https)

/core-service=management/management-interface=http-interface:write-attribute(name=ssl-
context, value=examplehttpsSSC)
/core-service=management/management-interface=http-interface:write-

attribute(name=

6. EEFMEARS 25,

MREFEAEZLILBEASSL/TLS, B CLI SR REEZIRS SFIRMUMNIES,

secure-socket-binding, value=management-https)

XA

S
P22

Unable to connect due to unrecognised server certificate

I reload

BBHAFEMERIIES,

i =B
Subject - CN=

localhost

Issuer - CN=localhost
Valid From - Mon Jan 30 23:47:21 IST 2023

Valid To - Tue

MD5 : a1:00:84:

Jan 30 23:47:21 IST 2024
78:a6:46:a4:78:4d:44:c8:6d:ba:1f:30:6a

SHA1 : a4:e5:c1:34:ad:e0:91:18:6f:f6:57:09:91:ae:17:8d:70:f0:1a:7d

Accept certificate? [N]o, [T]lemporarily, [Plermanently :

BN T 2% P LAgRELE

i,
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o BEIYEFUmIEEREIE SSL/TLS,
IRET LB E RSB U R AE Elytron 2778 SSL £ 32kt SSL/TLS, ARFEREIREREX
BB CLI FEEZIRSS 25,

a. FIFSEBHAERMXHNER, AP, BEHFME XY exampleserver.keystore.pkcs12
1EAR %5231 standalone/configuration B4 M,

Example
I $ cd JBOSS HOME/standalone/configuration
b. SHRFSIRIES, UEFESADEREEFER,

$ keytool -export -alias <alias> -keystore <key_store> -storepass <keystore password>
file <file_name>

Example

$ keytool -export -alias localhost -keystore exampleserver.keystore.pkcs12 -file -
storepass secret server.cer

c. [FRAIRSZFIET O/ ZE in trust-store,

Wk

$ keytool -importcert -keystore <trust_store _name> -storepass <password> -alias
<alias> -trustcacerts -file <file_containing _server_certificate>

Example

$ keytool -importcert -keystore client.truststore.pkcs12 -storepass secret -alias localhost
-trustcacerts -file server.cer

MREFEATBRRIER, RAKRTEEEIES,
d. FEXHHENE iR SSL £, %0 example-security.xml,

Wik
<?xml version="1.0" encoding="UTF-8"7>

<configuration>
<authentication-client xmins="urn:elytron:client:1.2">
<key-stores>
<key-store name="${key-store_name}" type="PKCS12" >
<file name="${path_to_truststore}"/>
<key-store-clear-password password="${keystore_password}" />
</key-store>
</key-stores>
<ssl-contexts>
<ssl-context name="${ssl|_context_name}">
<trust-store key-store-name="${trust_store_name}" />
</ssl-context>

13



Red Hat JBoss Enterprise Application Platform 8.0 £ JBoss EAP Hhf¢i& SSL/TLS

</ssl-contexts>
<ssl-context-rules>
<rule use-ssl-context="${ssl_context_name}" />
</ssl-context-rules>
</authentication-client>
</configuration>

Example

<?xml version="1.0" encoding="UTF-8"7>

<configuration>
<authentication-client xmins="urn:elytron:client:1.2">
<key-stores>
<key-store name="clientStore" type="PKCS12" >
<file
name="JBOSS HOME]/standalone/configuration/client.truststore.pkcs12"/>
<key-store-clear-password password="secret" />
</key-store>
</key-stores>
<ssl-contexts>
<ssl-context name="client-SSL-context">
<trust-store key-store-name="clientStore" />
</ssl-context>
</ssl-contexts>
<ssl-context-rules>
<rule use-ssl-context="client-SSL-context" />
</ssl-context-rules>
</authentication-client>
</configuration>

e. EREBIRFSRIF R HT,

Example

$ EAP_HOME/bin/jboss-cli.sh -¢ --controller=remote+https://127.0.0.1:9993 -
Dwildfly.config.url=example-security.xml :whoami

Ttk

{

"outcome" => "success",
"result” => {"identity" => {"username" => "$local"}}

}

o (HERAMHEEREIE SSL/TLS,

a. # A https;//localhost:9993,
MREFERATBERIED, WESFRER—NES, JRTRSHFERIER KR,

b, REILS, FIIEN R LRIELURE 5B iR L BRvRELITR, ETUERLL
RS EEEMMIED :

Wk

14
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I /subsystem=elytron/key-store=<server_keystore _names>:read-alias(alias=<alias>)
Example
I /subsystem=elytron/key-store=exampleKeyStore:read-alias(alias="localhost")

it B

"sha-1-digest" => "48:e3:6f:16:d1:af:4b:31:8f:9b:0b:7f:33:94:58:af:69:85:c
0:ea",

"sha-256-digest" => "8f:3e:6b:b5:56:€0:d1:97:81:bc:f1:8d:¢8:66:75:06:db:7d
:4d:b6:b1:d3:34:dd:f5:6¢:85:ca:c7:2b:5b:c7",

BEZRSHRIEDE, RRTEHASREIL, ERLMERIAE JBoss EAP ABIA P EIEE
QZKLO
I1EN JBoss EAP BEEERME/GM T SSL/TLS.
HAeth BHR
e key-manager [E %
e key-store Bt

e server-ssl-context Bt

11.3. FA%e R N EEEOZEM SSL/TLS

M security fp W ERREEM SSL/TLS, BRI RLEHITILIRF, NAE SSL/TLS ECE R TS
BERARE SSL/TLS BELiE.

B mHSEA SSL/TLS AR Elytron %R, S REBUHEE X http-interface management-
interface %JRM secure-socket-binding #1 ssl-context B 4.

FRFH

e JBoss EAP IEfEiz21T,

AR
o {EEIE CLI H{# disable-ssl-management 4,
I security disable-ssl-management
AR 55 25 15 A3 LA T i tH EE S N
Server reloaded.

Reconnected to server.
SSL disabled for http-interface

15
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WA LMERUT AR — RS HREREOFGA SSL/TLS :

o FAMSTNEEEOSAMRMRSSL/TLS : FALREFERAET CLI WA SFIRRIXE SSL/TLS,.
Elytron RIB &M 5 89%0 A O R 58 TR,

o FEAFRUGHNEEEOCARMSSL/TLS : FRLBELRELENTIR, UFINER
SSL/TLS. FHHEcE KR a1 &FE 47 iR H R 55 2R E B

1.2. J7E JBOSS EAP L ERER N AfEFF A M SSL/TLS

7 JBoss EAP EEREHIN AR A 8| SSL/TLS, HIk Web Y 2EN S B iR AINBERRSE
B,

F /1L JBoss EAP LEREMN AR/ /S M SSL/TLS, ErRILERUTEIE !

o FHBDN £MMNBESZIETH HNEBRESESSL/TLS  (XMEFLXFNHAIFE R ERLRR, I
RIARA R BEIRE NN BRRFEE R SSL/TLS, MEEHTEMEE,

o (HEMS N JBoss EAP EEREH N RS #ME SSL/TLS : FRARFERET CLInES
FlRZEXE SSL/TLS, Elytron RIBE MR S 895 A OB E KR,

o HAFRUIGSNMBIEFEAYMESSL/TLS  HRALAERBFRERRUEEA
SSL/TLS. FHHECE KR a1 EFE 47 iR H iR 55 2R E B

A, ETLER 2emSEH SSL/TLS ME ¥,  JBoss EAP EERERN BIEFZEA SSL/TLS,

1.2.1. Elytron FRBRIA SSL X

T EEBIFF R AR NN BERREILE HE SSL/TLS, elytron FREEEEMHME SSL/TLS A%
R, BRUCESEF AN IMERER,

BRUIREHLLT IR -
e £/ applicationKS #J key-store,
e key-manager, % applicationKM, 3| key-store,
e %} applicationSSC Y server-ssl-context, 5|F key-manager,

A TLS EZiE

<tls>
<key-stores>
<key-store name="applicationKS">
<credential-reference clear-text="password"/>
<implementation type="JKS"/>
<file path="application.keystore" relative-to="jboss.server.config.dir"/>
</key-store>
</key-stores>
<key-managers>
<key-manager name="applicationKM" key-store="applicationKS" generate-self-signed-
certificate-host="localhost">
<credential-reference clear-text="password"/>
</key-manager>
</key-managers>
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<server-ssl-contexts>
<server-ssl-context name="applicationSSC" key-manager="applicationKM"/>
</server-ssl-contexts>
</tls>

£\ key-manager applicationKM @& —* generate-self-signed-certificate-host B%, (E
localhost, generate-self-signed-certificate-host B3R~ % {# Atk key-manager FREXAR 55 25 1E 15
B, tRZHFH key-store IXXHFARTEIE, N key-manager MIZBZIEKRBZERIUET, 31 localhost
R BAAIR, £RMBEZRIEBEMEXR key-store B4,

BT RERSBITZIFBNIA key-store I, REMRSERAIE https BREERBZERIET, F AN

RAREFEAER SSL/TLS. MEELER, HSHERENERNBZEZIET NN ARFESA
SSL/TLS,

Heth BT
e key-manager [E %
e key-store Bt

e server-ssl-context Bt

1.2.2. FHEBESERMBEE R N BRERFEB SSL/TLS

LRSS E—RINE HTTPS 1E KA}, JBoss EAP 2B BhEKB % ZIE+, _elytron FRELDETEF
&R EAE R F ) key-store. key-manager # server-ssl-context 7T/R, Fltt, 4 JBoss EAP 4
BRBEZRIEDE, NRAREFHRREAIERHTERT.

- -
AEREFINERERABZRIES. UERIEBIA N (CA)ZRBIIES,

FRFMH

e JBoss EAP IEfEiz21T,

it

o SEIiRO 8443 LAIARSS2F URL, fAI#0 https://localhost:8443,
JBoss EAP RN EI L E KIS B B R IEH. BXRIIETIIFEE, BIUERRSSREE.

P2 EEMCNARE, ANERMIEBE2EZRAM,
1. 2 RMIIED JBoss EAP 5 K285 AR 55 28 H & AR BYIE 1T BB
fR5523% H&ERHI

17:50:24,086 WARN [org.wildfly.extension.elytron] (default task-1) WFLYELY01085:
Generated self-signed certificate at /nome/user1/Downloads/wildflies/wildfly-
27.0.1.Final/standalone/configuration/application.keystore. Please note that self-signed
certificates are not secure and should only be used for testing purposes. Do not use this self-
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signed certificate in production.

SHA-1 fingerprint of the generated key is
11:2f:e7:8¢:18:b7:2c:c1:b0:5a:ad:ea:83:€0:32:59:ba:73:91:e2

SHA-256 fingerprint of the generated key is
b2:a4:ed:b0:5c:c2:a1:4c:ca:39:03:e8:3a:11:e4:¢5:¢4:81:9d:46:97:7¢:e6:6f:0c:45:f6:5d:64:3f:0d:
64

B0 %23 2 R B UE 5 = 1

SHA-256 Fingerprint B2 A4 ED B0 5C C2 A1 4C CA 39 03 E8 3A 11 E4 C5
C4 819D 46 97 7C E6 6F 0C 45 F6 5D 64 3F 0D 64

SHA-1 Fingerprint 11 2F E7 8C 18 B7 2C C1 B0 5A AD EA 83 E0 32 59
BA 7391 E2

2. WNRfELICES, MR, A LARELIE AL TUE,

FR AR E R SSL/TLS,

Hth BHR

e key-manager [E %

key-store Bt

server-ssl-context Bt

1.2.3. M S/ JBoss EAP EERERIN ATEFE A8 M SSL/TLS

Elytron 122 7T — 1B FRIFEIZE SSL/TLS, EATLUFERSEIEFHNINERHENE, SEBHEHERRSERK
HBAEMEIN B S RUETEE A SSL/TLS, &4 7 LAEF --lets-encrypt 1£17AM Let B9 Encrypt iE 570
ZHRERFNERIES, BX Let's Encrypt B9i¥1E, BEE Let IINE XX,

HERARSERNBEERIETREM SSL/TLS, (NATFMHMALZBE, X FEFIME, HAERBIERM
RZHFG(CA)ZEBIES,

H -
AEREFIMNERERABZRIES. UERIEBIA NI (CA)ZRBIIES,

| SECE NN AR A SSL/TLS &ML R HIR -
e key-store
® key-manager
e server-ssl-context
o SAI5, server-ssl-context 5 FAE| Undertow https-listener,

Elytron f$ &N TR & 7 resource-type-UUID, f5IH, key-store-9e35a3be-62bb-4fff-afc2-
2d8d141b82bc, &FAME— R (UUID) A B T8t 5 R & TR 2,

FRFM
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it =

FE NEEAMANHAERGR$R SSL/TLS

e JBoss EAP IEfEiz21T,

o TEECLIFMALUTMSREASTEANNBARFEBERR SSL/TLS :

Wik

I security enable-ssl-http-server --interactive

RN ARHRE R

{5/ --lets-encrypt ETM Let B9 Encrypt IE-B& M F9 TR EXFD (3 FIE R,

IR server-ssl-context EF7E, MSSEH, HERUTER

An SSL server context already exists on the HTTPS listener, use --override-ssl-context option
to overwrite the existing SSL context

elytron FRERINBE— ) BEEN server-ssl-context TR, HLt, EAIE
LI RERE—REIA SN A --override-ssl-context £,

MEBELZER, ESM Elytron FEERIA SSL LT3,

INRIEBZIAD server-ssl-context, Elytron FEAMS G2 server-ssl-context /5 A
SSL,

B A MM SSL/TLS, EERTE A SSL #E Bp 3 IER i A n 3 blank, #
mutual B P55 IER] 5 AR E SSL/TLS.

I

JABIRS 2Bl
I security enable-ssl-http-server --interactive --override-ssl-context
A SR a5 A Bl

Please provide required pieces of information to enable SSL:

Certificate info:

Key-store file name (default default-server.keystore): exampleKeystore.pkcs12
Password (blank generated): secret

What is your first and last name? [Unknown]: localhost

What is the name of your organizational unit? [Unknown]:

What is the name of your organization? [Unknown]:

What is the name of your City or Locality? [Unknown]:

What is the name of your State or Province? [Unknown]:

What is the two-letter country code for this unit? [Unknown]:

Is CN=localhost, OU=Unknown, O=Unknown, L=Unknown, ST=Unknown, C=Unknown
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20

correct y/n [y]?y

Validity (in days, blank default): 365

Alias (blank generated): localhost

Enable SSL Mutual Authentication y/n (blank n):n //For one way SSL/TLS enter blank or n
here

SSL options:

keystore file: exampleKeystore.pkcs12

distinguished name: CN=localhost, OU=Unknown, O=Unknown, L=Unknown, ST=Unknown,
C=Unknown

password: secret

validity: 365

alias: localhost

Server keystore file exampleKeystore.pkcs12, certificate file exampleKeystore.pem and
exampleKeystore.csr file will be generated in server configuration directory.

Do you confirm y/n y
WAyRE, RSFEAUTHEEREA

Server reloaded.

SSL enabled for default-server

ssl-context is ssl-context-4cba6678-c464-4dcc-90ff-9295312ac395
key-manager is key-manager-4cba6678-c464-4dcc-90ff-9295312ac395
key-store is key-store-4cba6678-c464-4dcc-90ff-9295312ac395

. # A https://localhost:8443,

MREERTBELILD, WHESKRET—1MES, KRTRFSHHREIEBRA.

CREIES, FHEIENYESES ERAEARE S BHEMEPRILPRESIE, ERILUERL T

DEFENBIIES :

Wik

I /subsystem=elytron/key-store=<server_keystore _names>:read-alias(alias=<alias>)
Example

/subsystem=elytron/key-store=key-store-4cba6678-c464-4dcc-90ff-9295312ac395:read-
alias(alias="localhost")

&0 LAM A 5895 B R IR A EE B, B30 "key-store 7 key-store-4cba6678-c464-
4dcc-90ff-9295312ac395",

it Bl

"sha-1-digest" => "48:e3:6f:16:d1:af:4b:31:8f:9b:0b:7f:33:94:58:af:69:85:c
0:ea",

"sha-256-digest" => "8f:3e:6b:b5:56:€0:d1:97:81:bc:f1:8d:¢8:66:75:06:db:7d
:4d:b6:b1:d3:34:dd:f5:6¢:85:ca:c7:2b:5b:c7",


https://localhost:8443

FE NEEAMANHAERGR$R SSL/TLS

HITE, 1 JBoss EAP LEREBERIN ARERF/AA T SSL/TLS,
Heth BT

e key-manager [E %

e key-store Bt

e server-ssl-context Bt

1.2.4. {8 subsystem a5 NN FATER/S FHH M SSL/TLS
5/ elytron FREi%4, {8 SSL/TLS R JBoss EAP LEREMIN A,

HFNXAMAL BN, EUUEREERIES. BUUERESIEPNINABRHENH, NEEL/E key-
store B{RAE M Elytron £RBIBHFME, W FE7IMNE, REERIEBIANI(CA)ZERIES,

H .
AEREFINERERBZRIES. UERIEBIA N (CA)ZRBIILES,

SR

e JBoss EAP IEfEiz21T,

it =

1. BEEBRHFHELUF LS,
R LRMEINEBHFMENRE, flN, 88 CATZRILPHEBE, IEFRUHZLBNBYE
fEBIERE,

/subsystem=elytron/key-store=<keystore _name>:add(path=<path to_keystore>, credential-
reference=<credential _reference>, type=<keystore_type>)

Example

/subsystem=elytron/key-store=exampleKeyStore:add(path=exampleserver.keystore.pkcs12,
relative-to=jboss.server.config.dir,credential-reference={clear-text=secret},type=PKCS12)

2. MRBAFEFSEEMMIED, HEEER LENSTROIBEIAFME, N ERIEH FHRHE
BEHEEXHEF.

a. EEVIEMHERERBYIN

Wk

/subsystem=elytron/key-store=<keystore name>.generate-key-
pair(alias=<keystore_alias>,algorithm=<algorithm> key-
size=<key_size>,validity=<validity in_days>,credential-

reference=<credential _reference>,distinguished-name="<distinguished_name>")

Example
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/subsystem=elytron/key-store=exampleKeyStore:generate-key-
pair(alias=localhost,algorithm=RSA key-size=2048,validity=365,credential-reference=
{clear-text=secret},distinguished-name="CN=localhost")

b. LB,

Wik
I /subsystem=elytron/key-store=<keystore _namex>:store()
Example

I /subsystem=elytron/key-store=exampleKeyStore:store()

3. EdiE5|F key-store #J key-managetr.

Wk

Example

/subsystem=elytron/key-manager=<key-manager_name>:add(key-store=<key-
store_name>,credential-reference=<credential_reference>)

/subsystem=elytron/key-manager=exampleKeyManager:add(key-
store=exampleKeyStore,credential-reference={clear-text=secret})

BF

IIE% B8R algorithm @i, E 7 elytron FREiEMA
KeyManagerFactory.getDefaultAlgorithm () REINBEEZE, B, &L
187 algorithm B4,

FIBTE algorithm B, MEZEXEEFEHB Java Development Kit (JDK) IR HHE
LRAEESREE, i, A Java REEEFT B(SunJSSE)H) JDK 12T
PKIX #1 SunX509 &%,

EmSr, EALUEE SunX509 /F4 key-manager EiLE 1%,

4. EZiES|F key-manager BJ server-ssl-context,

Wk

/subsystem=elytron/server-ssl-context=<server-ssl-context_name>:add(key-manager=<key-
manager_name>, protocols=<list_of protocols>)

Example

22
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B1E NERREANAEFEHAS R SSL/TLS

BR
EREHEEEFFN SSL/TLS ik, wHIaHEM TLSVI2,

o XIF TLSVI2 REERKA, i&EEH cipher-suite-filter S35 E fo r L B 15
=,

e ¥F TLSv1.3, {#FH cipher-suite-names S5 E R IFILERILEM,
8& TLSvI1.3, iHECE cipher-suite-names /5 TLSv1.3,
{# M use-cipher-suites-order SHK:BER S 2R EDEMHIF, use-cipher-

suites-order BMEERINKE N true, iX5IBH security FREATHAR, ©HIA
HEEE P ImBEESIE.,

5. BE#H Undertow, LAEFBER server-ssl-context.

Wk

/subsystem=undertow/server=default-server/https-listener=https:write-attribute(name=ssi-
context, value=<server-ssl-context_name>)

Example

/subsystem=undertow/server=default-server/https-listener=https:write-attribute(name=ssl-
context, value=examplehttpsSSC)

6. EHFMEARS 25,

I reload

1. # A https://localhost:8443,
MREFERATBERIED, WERRER—1ES, RRRSF[ERAIERRA,

2. REUES, FHEIEN ST ERHNEARESBNFMEPRIEBREAITE, SR UERU TG
TEEERIES :

Wik
I /subsystem=elytron/key-store=<server_keystore _names>:read-alias(alias=<alias>)
Example

I /subsystem=elytron/key-store=exampleKeyStore:read-alias(alias=localhost)

it Bl

"sha-1-digest" => "cc:f1:82:59:¢7:0d:f6:91:bc:3e:69:0a:38:fb:48:be:ec:7f:d
4:bd",

TLSVI.3 BOIAEE R, IREEEE protocol BHIEE hill, HEIEEMNES
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"sha-256-digest" => "c0:f3:9:8b:3c:f1:72:17:64:54:35:a6:bb:82:7e:51:00:78
:30:¢cb:68:ef:04:0e:f5:2b:9d:62:ca:a7:f6:35",

I7E, 7£ JBoss EAP EEREBMIN FARFE/HA T SSL/TLS,

Heth BT
e key-manager [E %
e key-store Bt

e server-ssl-context Bt

1.2.5. {8/ security a5 N AR SSL/TLS

& security fn 5/ JBoss EAP LERERIN FATEFEEA SSL/TLS, #H R EMA SSL/TLS AR
Elytron ¥R, 5 {UFARSS 224 ssl-context KB EE A 1H applicationSSC,

FRFH

e JBoss EAP IEfEiz21T,

it =

o {EEIE CLI H{# security disable-ssl-http-server @4,
I security disable-ssl-http-server

AR 55 85158 AR LA T Ml EH R #T AN :

Server reloaded.
SSL disabled for default-server

BT LMER LT R Z — H1E JBoss EAP LERE M FAFERF S A SSL/TLS :

o FHBDN £MMNBESZIET HNEBERESESSL/TLS  (XEFLXFNHAIFE R ERLRR, 1
R AR BIRIRE NN BREFEE R SSL/TLS, MEEHTEMEE,

o (HEMS N JBoss EAP EEREH N RS #ME SSL/TLS : FRARFERET CLINES
FIRFEXE SSL/TLS, Elytron RIBE MM S 895 A G B E FHR,

o HAFRLIGSNMBIEFEAYMESSL/TLS  HALAERBFRERRUFEER
SSL/TLS. FHHEcE KR a1 &F 47 iR H iR 55 2R E B

Heth TR
e key-manager [E %
e key-store Bt

e server-ssl-context Bt
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F2E NEEFEANARERFRANME SSL/TLS

SSL/TLS S HZERE(TLS)BETILHME LMY, AT R @ MEHREMIFH LRz R EEEE
B, MBREHFLERS /RIS AEE M ImEER, EFERWE SSL/TLS,

WA SSL/TLS IR TEZ2INEE -

=4/ EAT

EHE SSL/TLS A, BRSSBAEFRRAIEBLSIERB S, M@ SSL/TLS B, B imtmARS
RRMUEHREIER Fim, Eib, XA SSL/TLS Wy mutual H94IE,

REs
EE P ImMARSS 8 A LR BRI,
iR BN

TLS IR EE L L IEHFINREMNEIETEY, BT EHEREMRRIERIE(MAC)ITE, A LUFER SSL
T CHGRM cipher-suite- filter 1 cipher-suite -names B 14 4% 55 H S S E R ELE R H Y
e,

MEFEZER, 55 server-ssl-context B4,

IRET LUE R E SSL/TLS 127 JBoss EAP &1 O fEREM N AR,

EFEAWNME SSL/TLS RIFEEZEND, 1EFERUTRE :

o MEFIREVERMA NI (CAREUE S, F4h, NFIREFINE, EATLRRUTHREKREE
BUEH © EREFIHIES,

o NEFIRIEHEBEBEEFHEMETEER

o NANAE SSL/TLS EeBAR S 2L .

o figi& SSL ETFXLUMEMA SSL/TLS R JBoss EAP BB
EERME SSL/TLS fRI7E JBoss EAP EEREBMN AR, 1HEALUTRE :

o MEFIREVERMA NI (CAIREUE S, F54h, NTFIREINE, EATLRRUTHREKREE
BUEH + EREFIHIES,

o NEFIRIEHEBEEEFHEMNGETEER

o NANAE SSL/TLS ELEAR S 23 IEPH

o FZiE SSL T3¢, LAFER SSL/TLS {R#F1E JBoss EAP LEREBHIN FATER
IRATLUREBTE Elytron FECEIE P EEH R E rh RS IR KA B IE DR T,
2.1 ERE P imiES
1£ CLI A {#FH keytool SR BZE R R IHIES, LUMRKFF 4 @ SSL/TLS EiE.

- .
AEREFIMNERERABZRIES. UERIEBIA N (CA)ZRBIILES,
it =
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1 EREFIRIE,

Wk

$ keytool -genkeypair -alias <keystore_alias> -keyalg <algorithm> -keysize <key_size> -
validity <validity in_days> -keystore <keystore_name> -dname "<distinguished_name>" -
keypass <private_key password> -storepass <keystore_password>

Example

$ keytool -genkeypair -alias exampleClientKeyStore -keyalg RSA -keysize 2048 -validity 365
-keystore exampleclient.keystore.pkcs12 -dname "CN=client" -keypass secret -storepass
secret

2. MEFWRIES S HEIXH,
Wk

$ keytool -exportcert -keystore <keystore_name> -alias <keystore alias> -keypass
<private_key password> -storepass <keystore password> -file <file_path>

Example

$ keytool -exportcert -keystore exampleclient.keystore.pkcs12 -alias exampleClientKeyStore
-keypass secret -storepass secret -file EAP_HOME/standalone/configuration/client.cer

Certificate stored in file <EAP_HOME/standalone/configuration/client.cer>

BITE, (EPTLMEMEMME P IRIEBIER S B RERS BEAEHEEERS. NBESER, 15
hE LS R B AN TR,

2.2. hEFmIEHEREEEEENEEEES

HAE I DAEEERRREBIEEEH H5IMIEEEMH, WEE TLS BRMIEKITEE HiEH.

FTRFH

o MERENFAEM T B IRIES.
MBEZER, HSHERE RIS,

e JBoss EAP IEfEiz1T,

b =
. FREE CLIERE MR PEEBETEH.
a. QIBIRSRETEM, UEHEEENE M IHILT,

Wk

/subsystem=elytron/key-
store=<server_trust _store_name>:add(path=<path_to_server_trust_store_file>,credential
-reference={<password>})
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Example

/subsystem=elytron/key-

store=exampleServerTrustStore:add(path=example TLSServer.truststore,relative-
to=jboss.server.config.dir,credential-reference={clear-text=secret})

{"outcome" => "success"}

b. BILEERIWIERH R, MEFWLESSFARRS SEEFET. RARURSHEEE
S ERNE BT F im T BEE EE EIAR 55 8%,

MR ERBESZIEPERENAE SSL/TLS, &1 validate % & false, EJy
W3R B S,

MBEBEFR CAZLWIEEEEIMNEREENE SSL/TLS, & validate
WIE N true,

Wk

/subsystem=elytron/key-store=<server_trust _store _namex>:import-
certificate(alias=<alias>,path=<certificate_file>,credential-reference={<password>},trust-
cacerts=<true_or_false>,validate=<true_false>)

Example

/subsystem=elytron/key-store=exampleServerTrustStore:import-
certificate(alias=client,path=client.cer,relative-to=jboss.server.config.dir,credential-
reference={clear-text=serverTrustSecret} trust-cacerts=true,validate=false)
{"outcome" => "success"}

c. WEFIHIES S HEMEEFEXHEH,
Wik
I /subsystem=elytron/key-store=<server_trust _store_namex>:store()

Example

/subsystem=elytron/key-store=exampleServerTrustStore:store()

{

"outcome" => "success",
"result" => undefined

2. BEEEEERES, W TLS BF IR NIEE A imik$,
Wk

/subsystem=elytron/trust-manager=<frust_manager_name>:add(key-
store=<server _trust_store_name>)
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Example

/subsystem=elytron/trust-manager=example TLSTrustManager:add(key-
store=exampleServerTrustStore)
{"outcome" => "success"}

REEMEEFEPIE FiRIEH B FRIEE A iRE SRS TLS BF 8 BRB9iE+,
HiBR

o FRILPHEIIIREEILPBEFRE

® 7f Elytron & OCSP BLEIE B #ER &

e key-store Bt

e trust-manager Eff

2.3. A SSL/TLS ERBARSS 231F+
BLERRSSZRIET, ©RIE TLS BFHEHRHLE R F in.

FRFH

e JBoss EAP IEfEiz21T,

it

1 ERATFIAMNA L BB ERRSSHIED. MRESMIEBIAZ N (CAREUES, 1EBT
X—%,

H -
AEREFINERERABZRIES. UERIEBIA N (CA)ZRBIIES,

a. QIBATEMRSSH/IEPHEAFE,

Wk

/subsystem=elytron/key-store=<key store name>:add(path=<path>,credential-
reference={<passwords>}type=<key store type>)

Example

/subsystem=elytron/key-
store=exampleServerKeyStore:add(path=server.keystore.pkcs12,relative-
to=jboss.server.config.dir,credential-reference={clear-text=secret},type=PKCS12)
{"outcome" => "success"}

b. FEBEPFMEF LRSS FRIET,

Wk
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/subsystem=elytron/key-store=<key store name>:generate-key-
pair(alias=<alias>,algorithm=<algorithm>,key-
size=<key_size>,validity=<validaity in_days>,credential-reference=
{<password>},distinguished-name="<distinguished_name_in_certificate>")

Example

/subsystem=elytron/key-store=exampleServerKeyStore:generate-key-
pair(alias=localhost,algorithm=RSA key-size=2048,validity=365,credential-reference=
{clear-text=secret},distinguished-name="CN=localhost")

{"outcome" => "success"}

c. FWEAFEFERXHEH,
Wik
I /subsystem=elytron/key-store=<key_store _namex>:store()
Example

/subsystem=elytron/key-store=exampleServerKeyStore:store()

{

"outcome" => "success",
"result" => undefined

d. SHIBRSSERIET,
Wik

/subsystem=elytron/key-store=<key_store _namex>:export-
certificate(alias=<alias>,path=<path_to_certificate>,pem=true)

Example

/subsystem=elytron/key-store=exampleServerKeyStore:export-
certificate(alias=localhost,path=server.cer,pem=true,relative-to=jboss.server.config.dir)
{"outcome" => "success"}

2. Q25| ARSHFBAFMHNRIEES,

Wk

/subsystem=elytron/key-manager=<key manager_namex>:add(credential-reference=
{<password>},key-store=<key store_name>)
Example

/subsystem=elytron/key-manager=exampleServerKeyManager:add(credential-reference=
{clear-text=secret},key-store=exampleServerKeyStore)
{"outcome" => "success"}
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LE A SSL/TLS i, BRSSB/MEE T im G RIEbIET,
3. RS BIEPS AR IHHEEFEMED, LUER BT LUE SSL IBFH R IFRSS S IFH,

Wk

$ keytool -import -file <server_certificate _file> -alias <alias> -keystore
<client_trust_store_file> -storepass <password>

Example

$ keytool -import -file EAP_HOME/standalone/configuration/server.cer -alias server -
keystore client.truststore.p12 -storepass secret

Owner: CN=localhost
Issuer: CN=localhost
Serial number: 52679016fbb54f46
Valid from: Fri Sep 30 18:25:29 IST 2022 until: Sat Sep 30 18:25:29 IST 2023
Certificate fingerprints:
SHA1: 4B:68:24:9E:2A:2D:01:4E:23:69:94:C8:9A:1C:8F:A5:D4:27:CB:98
SHA256:
CO0:AF:74:12:90:66:25:B2:65:4E:6B:4B:89:81:2D:6B:D5:2A:F4:04:BC:85:DA:1C:AB:26:6D:57:9
F:9F:EE:15
Signature algorithm name: SHA256withRSA
Subject Public Key Algorithm: 1024-bit RSA key (disabled)
Version: 3

Extensions:

#1: Objectld: 2.5.29.14 Ciriticality=false

SubjectKeyldentifier [

Keyldentifier [

0000: 5913 DC 6A 81 B927 18 6E 7217 OE 67 FC 9F 8F Y.j..nr..g...
0010: 04 01 74 8F L

]

]

Warning:

The input uses a 1024-bit RSA key which is considered a security risk and is disabled.

Trust this certificate? [no]:
B yes, IR FBLLTHIL :
I Certificate was added to keystore
RS TE
o EFMNMAE SSL/TLS RIFEEED, HRBUTSRIIT

o Figi& SSL ETFXLAERA SSL/TLS &% JBoss EAP # 0

o E(HFH SSL/TLS RIFEREZI JBoss EAP BN AR, iHIRBU TS BT :
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BoiE SSL £ FSCLAMER SSL/TLS #R177E JBoss EAP LERBHIS TR

Heth BT
e key-store Bt

key-manager Eff

2.4. Fgi& SSL LT LAMFEF SSL/TLS &1 JBOSS EAP EiE#0

A SSL/TLS R JBoss EAP BN, LUERBRMRFSHFEEMILHHE A imT s EEIRS
R EETE,

FRFH

it =

JBoss EAP IE1EI&1T,

BENEFImIEPERE T RSSHETFEENEEEES.
ME\ERLER, HEHNEFHIEPERESEFHNEEEES,

REERE T IRSERIE,
MEELER, 1ESM N SSL/TLS BoERSS 2L

o ERRSS 8% SSL £ R XL A ™A SSL,

Wk

/subsystem=elytron/server-ssl-context=<server_ssl_context_name>:add(key-
manager=<key_manager_namex,trust-manager=<trust_manager_name>,need-client-
auth=true)

Example

/subsystem=elytron/server-ssl-context=exampleServerSSLContext:add(key-
manager=exampleServerKeyManager,trust-manager=example TLSTrustManager,need-
client-auth=true)

{"outcome" => "success"}

FINERT, SSL ETFXER TLSVI.2, &R LU protocol Bt BeE NEM TLSV1.3, fATFR
I~

Wik
/subsystem=elytron/server-ssl-context=<server-ssi-context-name>:add(key-

manager=<key_manager_namex,trust-manager=<trust_manager_name>,need-client-
auth=true,protocols=[TLSv1.3])

NI T http EXE R EM SSLContext B95| A,

Wk
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/core-service=management/management-interface=http-interface:write-attribute(name=ssi-
context, value=<server_ssl_context_name>)

Example

/core-service=management/management-interface=http-interface:write-attribute(name=ssl-
context,value=exampleServerSSLContext)

{

"outcome" => "success",

"response-headers" => {
"operation-requires-reload" => true,
"process-state" => "reload-required"

}
}

3. EXATFHTTPS ERENERFTHNERFHERE.

Wk

/core-service=management/management-interface=http-interface:write-
attribute(name=secure-socket-binding, value=<socket_binding>)

Example

/core-service=management/management-interface=http-interface:write-
attribute(name=secure-socket-binding, value=management-https)

{

"outcome" => "success",

"response-headers" => {
"operation-requires-reload" => true,
"process-state" => "reload-required"

}
}

4. EHFMEARS 25

reload

A-ccept certificate? [N]o, [T]emporarily, [Plermanently :
AT = P LA AR 55 28I Sk AR HERYIE S,
EIE CLIMT 2, EHeEREREE A IRIED.
o HIFEEIEHIAREZIRT.
a. R CLISILE :

Wk
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$ curl --verbose --location --cacert <server_certificate> --cert
<client_keystore>:<password> --cert-type P12 https://localhost:9993

Example

$ curl --verbose --location --cacert server.cer --cert
EAP_HOME/standalone/configuration/exampleclient.keystore.pkcs12:secret --cert-type
P12 https://localhost:9993

<HTTP/1.1 200 OK

b. {8 N W 2R AT R,
L BE S ImIED S ARERN IR, ERE S imuE T A2 OB R GIIE S #5
exampleclient.keystore.pkcs12, LUKATF S ACHRBIZELZ secret,
BRFBUEHF AN TRER, 1HSHN RIS,

i. FENBEERHITFF hitps://localhost:9993,
Wi 2R N R B R 5 AR 5 2 ME R B9IE

iii. EFEFABINEERMIET, B0 : exampleclient.keystore.pkcs12,
MREFERABZRIED, WHNRRER—NES, RRRSF[ERIESRA,

iv. REUES, FRIENHEEH ERRENRE S BYHFMEPIIEPAiELSTE, ErRILIER
UTaaEBRHEHEPEEILS

Wik
I /subsystem=elytron/key-store=<server_keystore _names>:read-alias(alias=<alias>)
Example

/subsystem=elytron/key-store=exampleServerKeyStore:read-alias(alias=localhost)
"sha-1-digest" => "5e:3e:ad:c8:df:d7:16:63:38:05:e2:a3:a7:31:07:82:¢8:c8:94:47",
"sha-256-digest" =>

"11:b6:8f:00:42:e1:7f:6¢c:16:ef:db:08:5e:13:d9:b8:16:6e:a0:3c:2e:d4:e5:fd:cb:53:90:88:
d2:9c:b1:99",

BZRSHFIETE, SEREMAEREIL, S LMERIA JBoss EAP B I UEE K,
o IGUFEIR CLI BB ZERY,
o FRALUTAAAESH wildfly-config.xml :

Example

<?xml version="1.0" encoding="UTF-8"7>

<configuration>
<authentication-client xmins="urn:elytron:client:1.7">
<key-stores>
<key-store name="truststore" type="PKCS12">

33


https://localhost:9993

Red Hat JBoss Enterprise Application Platform 8.0 £ JBoss EAP Hhf¢i& SSL/TLS

<file name="${path _to_client_truststorej}/client.truststore.p12"/>
<key-store-clear-password password="secret" />
</key-store>
<key-store name="keystore" type="PKCS12">
<file name="${path_to client truststorej/exampleclient.keystore.pkcs12"/>
<key-store-clear-password password="secret" />
</key-store>
</key-stores>
<ssl-contexts>
<ssl-context name="client-context">
<trust-store key-store-name="truststore"/>
<key-store-ssl-certificate key-store-name="keystore">
<key-store-clear-password password="secret" />
</key-store-ssl-certificate>
<providers>
<global/>
</providers>
</ssl-context>
</ssl-contexts>
<ssl-context-rules>
<rule use-ssl-context="client-context" />
</ssl-context-rules>
</authentication-client>

</configuration>
v p= Y=
& a] LAfE key-store-clear-password Jt3= F {5 F RO B 15 SRS BB st
EEO

o JRITIRME FumikH KRB CLL

$ ./jboss-cli.sh --controller=remote+https://127.0.0.1:9993 -
Dwildfly.config.url=/path/to/wildfly-config.xml --connect

FFE g - B Web W W2 FEIE CLI, SERS SIS, HERSSEEXIHNE K, B/
TR AR 55 25 2 (A B9 @B {5 @id SSL/TLS,

Hth BHR

e server-ssl-context Bt

2.5. 2 & SERVER-SSL-CONTEXT LAfEFH SSL/TLS #71E£ JBOSS EAP LEREH
N FRRERF
Elytron 1244/ applicationSSC FI2k1A server-ssl-context, ®FFECE SSL/TLS, H4, ERILUIE

Elytron FAIEB 2R SSL £ TFX, LUTFRIEET T HEAEIAR SSL £ - applicationSSC & 77 F
fRRFESE SSL/TLS,

FRFM

e JBoss EAP IEfEiZ1T,
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o MENEFIRIEPEE T RS FETFHIEETEESRS,
ME\ERLER, BEEHNFFHIEPERESEFHNEEEES,

o RBEEETIRS LS,
MEFLER, 1ESMH N SSL/TLS BoERSS &1L

pri% =
1. EEBERIIRSS 2R SSL L FTLUE WA SSL,

/subsystem=elytron/server-ssl-context=applicationSSC:write-attribute(name=need-client-
auth,value=true)

{

"outcome" => "success",

"response-headers" => {
"operation-requires-reload" => true,
"process-state" => "reload-required"

}
}

FINERT, SSL ETFXER TLSVI.2, &R LU protocol Bt BSE NEM TLSV1.3, fATRFR
I

/subsystem=elytron/server-ssl-context=applicationSSC:write-
attribute(name=protocols,value=[TLSv1.3])

2. PRS2 SSL L T X R ERFEEESR.

Wk

/subsystem=elytron/server-ssl-context=applicationSSC:write-attribute(name=trust-
manager,value=<server_trust_manager>)

Example

/subsystem=elytron/server-ssl-context=applicationSSC:write-attribute(name=trust-
manager,value=exampleTLSTrustManager)

{

"outcome" => "success",

"response-headers" => {
"operation-requires-reload" => true,
"process-state" => "reload-required"

}
}

3. EBEARSSEs SSL £ T XM EHEIESR,

Wk

/subsystem=elytron/server-ssl-context=applicationSSC:write-attribute(name=key-
manager,value=<key _manager_name>)

Example
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/subsystem=elytron/server-ssl-context=applicationSSC:write-attribute(name=key-
manager,value=exampleServerKeyManager)

{

"outcome" => "success",

"response-headers" => {
"operation-requires-reload" => true,
"process-state" => "reload-required"

}
}

4. EHFMEARS 25

I reload

o ISIUFERILAYTA] JBoss EAP X T HE.
a. &R CLIIE :
Wik

$ curl --verbose --location --cacert <server_certificate> --cert
<client_keystore>:<password> --cert-type P12 https://localhost:8443

Example

$ curl --verbose --location --cacert server.cer --cert exampleclient.keystore.pkcs12:secret
--cert-type P12 https://localhost:8443

<h3>Your Red Hat JBoss Enterprise Application Platform is running.</h3>

b. {F M %25 FITIIE,

i BEFImIED S ARERN TR, ERE S imuE T A2 OB R GIIE S #5
exampleclient.keystore.pkcs12, LUKATF S ATCHRBIZELZ secret,
BRFBUEHF AN TRER, 1HS N RIS,

i. TEWYE2SHFTFF https://llocalhost:8443,
W AR R IE B RS IR 55 2348 R MIE T,

iii. EFEFABINEERIET, B0 : exampleclient.keystore.pkcs12,
MREFERABZRIED, WHNBRRER—1NES, RTARSF[ERIERRA,

iv. REUES, FRIENHEEH BRSNS SBYFMEFIIEPRiESTE, ErRILUER
UTaaEBRHEERESILS

Wik
I /subsystem=elytron/key-store=<server_keystore _names>:read-alias(alias=<alias>)

Example

36
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/subsystem=elytron/key-store=exampleServerKeyStore:read-alias(alias=localhost)
"sha-1-digest" => "5e:3e:ad:c8:df:d7:16:63:38:05:e2:a3:a7:31:07:82:¢8:c8:94:47",
"sha-256-digest" =>

"11:b6:8f:00:42:e1:7f:6¢c:16:ef:db:08:5e:13:d9:b8:16:6e:a0:3c:2e:d4:e5:fd:cb:53:90:88:
d2:9c:b1:99",

BZRSF|IUEDE, MATLLIA JBoss EAP (M T

AE RN BRRFEE 7 A SSL/TLS,

Hth BHR

e server-ssl-context Bt
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% 3 2= 7£ ELYTRON A& iF B m &
FHAERTE Elytron 3% Elytron & P im AMEEHE T 81 B #i 2 5 A HUE T 0UA ALM (CAYBESRIIE T, 1EBCEIE

FREERE, &9 LUERIEBIEETI3R(CRL)SRE LI PRSI (OCSP)I N 2 i 4T s e &,
NREAHETEHEA CRL, HEA OCSP,

31 ERIEFREIREE L BRERE

& Elytron {SEE R HBIEBREFIR(CRLBEIE BN E, BFEAMMA SSL/TLS, LUMER
Elytron MEEIEF A WL (CA) 2 B&E IS A HIEH IR AL (CA)BEHBYIE T,

FRFH

e JBoss EAP IEfEiz21T,

o FETIEEEES.
ME\ERLER, HEHNEFHIEPERESEFHNEEEES,

it
1 ERUTSR —EEEERFEEVEMR CRL :
o FEEEEES, LMEAMIEBHEIAMNSHRIKEE CRL,
Wk

/subsystem=elytron/trust-manager=<trust_manager_name>:write-
attribute(name=certificate-revocation-lists,value=[])

Example

/subsystem=elytron/trust-manager=exampleTLSTrustManager:write-
attribute(name=certificate-revocation-lists,value=[])

o EEZEMIEH A5 AN [IKERH CRL,
Wik
/subsystem=elytron/trust-manager=<trust_manager_namex>:write-

attribute(name=certificate-revocation-lists,value=[{path="<CRL-file-1>"},{path="<CRL-
file-2>"},... {path="<CRL-file-N>"}])

Example

/subsystem=elytron/trust-manager=exampleTLSTrustManager:write-
attribute(name=certificate-revocation-lists,value=[{path="intermediate.crl.pem"}])

2. EEEFAEEES, MUER CRLTIERRERE

o MNRENIEFHHHGERE T OCSP MNIER, lﬁEEE%fiéﬁqﬂmdmﬁﬁ true HIEM
ocsp.prefer-crls, LA#EF CRL #H4TIEHHEHG

Wk
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/subsystem=elytron/trust-manager=<trust_manager_name>:write-
attribute(name=ocsp.prefer-crls,value="true")

Example

/subsystem=elytron/trust-manager=exampleTLSTrustManager:write-
attribute(name=ocsp.prefer-crls,value="true")

o MREBNIEPBMERERE OCSP MNZRF, NEES5EHK,

Hth BHR

e trust-manager EfE

3.2. 7£ ELYTRON #{§F§ OCSP BERE i P#EHfa &

BB T /B ENE SSL/TLS MEEERESS, UMERELIET RSN (OCSP)IN N IR FH T IE TR
%, OCSP 1£ RFC6960 H5E Y,

W B AL B R OCSP NN F2FEH CRLES, BERALiEA OCSP NN 2R,
FeREH
e JBoss EAP IE1Ti21T.

o FETIEEEES.
MEELELR, BEHNR Rt PEEGSEFHEMEEEES.

it =
o FRAUTE—#W, R OCSPREFEERES :
o HEEEMIBRECE HEMILTHE LB OCSP MM 2 F T IE PR A,

Wk

/subsystem=elytron/trust-manager=<trust_manager_name>:write-
attribute(name=ocsp,value={})

Nl

/subsystem=elytron/trust-manager=exampleTLSTrustManager:write-
attribute(name=ocsp,value={})

o EBHRIULTHTE LK OCSP NN R,

Wk

/subsystem=elytron/trust-manager=<trust_manager_name>:write-
attribute(name=ocsp.responder,value="<ocsp_responeder_url>")

Nl
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/subsystem=elytron/trust-manager=exampleTLSTrustManager:write-
attribute(name=ocsp.responder,value="http://example.com/ocsp-responder")

Hth BHR

e trust-manager Eff

3.3. £ ELYTRON &~ imA{# F CRL ECEIE B RGEHIG A

A3 Elytron & FimHB9IEBEFIR(CRLEBILHERE, UEERZFRANEEREIHBHAEL
HUEB IR A (CA)BEHBYIE T,

SoREH
e KB Elytron B im A T wildfly-config.xml {4,

A
e 7 wildfly-config.xml SX##8] &It ;ssl-context > TTRARMUTARA :
Bk
<certificate-revocation-lists>
<certificate-revocation-list path="${path_to_cri}"/>
</certificate-revocation-lists>
Bl
<certificate-revocation-lists>
<certificate-revocation-list path="/server/ca/crl/revoked.pem"/>
</certificate-revocation-lists>
HibFiR

e trust-manager B

3.4. 7 ELYTRON E Fins 6 OCSP B EiE PiE &

£ Elytron B imERAESIE PRSI (OCSP)BEIE BRENE, UEEE M mAETE B
BIER A HIEB UL MU (CABEHIIE P, HFER OCSP MNZFER, EARBLTHEA CRL,

SoRFEMH
e {REN Elytron B im A 7 wildfly-config.xml {4,

iz
o 7 wildfly-config.xml #1#4 < ssl-context > TTRARIMUTAE :

Wk
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<ocsp responder="${ocsp_responder_uri}" responder-
certificate="${alias _of ocsp_responder _certificate}’ responder-
keystore="${keystore for ocsp responder_certificate}’ />

Nl
I <ocsp />
Hith BTIR

e trust-manager EfE
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5 4 % £ JBOSS EAP E /- imA{#HE ELYTRON & imERiA
SSLCONTEXT & LNV g

ZF Java EHINL(IVM)EH Elytron & FimEc & KIRHEAIAHY SSLcontext, f&a LU{FE
WildFlyElytronClientDefaultSSLContextProvider, {5 IR 2 E R im ETE IS K BIAM
SSLContext il B3f# A Elytron & kL &,

4. ELYTRON &/ ix B\ SSL E TR LN

Elytron & Fimigtt T —1 Java REMHN
org.wildfly.security.auth.client.WildFlyElytronClientlytronClientDefaultSSLContextProvider, &=
LMEAEREM Java BIIFL(IVM)SERIRIBRIA SSL £ T3,
WildFlyElytronClientDefaultSSLContextProvider 122 TEARMTF -

e Y SSLContext.getDefault () 7ERNf, IRHEBFRLEMIE SSLContext, SSLContext M
MUTALE 2 —RERB &2 551 £ FSXUE3) -

o Elytron &/ IRBCE X HFHSEIL BARMER,

o XHXRLiFRBENAI wildfly-config.xml X4, MMEFEERLZER, 1HSH RINEEHE,
E NS LB LIREEFRNE IR E X EF L

e i SSLContext.getDefault () &N, JVM RiREOIZHRFEHI1ER SSLContext,
BT Elytron &/ im Al MEEE £~ SSL £ T3, EEHNIAF R ERELFE— SSL E T, #iA
SSL E X RIEERAAEMNIA SSL LT3, 1REFEFRELEIN SSL £,

% E,E
RSB EE N SSLContext, SEXBEE, A ZIREERF.

L 45E M WildFlyElytronClientDefaultSSLContextProvider 12152, FrAEERA
SSLContext.getDefault () 75AMZE Fin/FEER Elytron B IRECE, MEFEREHER Elytron
& Fii AP,
SFMENE, WU LU THRINE AT R
e wildfly-elytron-client

e wildfly-client-config

B UER IR UREEA R, HUFRS A RTE java.security X FSEMIRERIEF, YEBEHSR
TEfF AL N AR, 15 ERMWEEM.

g A MR
BRI LR A RER P ImA A RN, WA

Security.insertProviderAt(new
WildFlyElytronClientDefaultSSLContextProvider(CONFIG_FILE_PATH), 1);

&S AR ML N R
& B] LATE java.security X AEAMER R, TR ¢
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% 4% £ JBOSS EAP B/t {#fH ELYTRON K iimBRi\ SSLCONTEXT R fthi

security.provider.1=org.wildfly.security.auth.client. WildFlyElytronClientDefaultSSLContextProvider
<CONFIG_FILE_PATH>

L fth BE R
o DIEMEEIN SSLContext & Fim Rl

\

4.2. BN SSL £ XHIE P ikl
LT RBER T LARF2 A = EAM WildFlyElytronClientDefaultSSLContextProvider 1R{£52%, F#MH

SSLContext.getDefault () 75;%5KEY Elytron &/ im#0I8168 SSLContext, %Rl RAE ST ik
B NIRERFISEUR .

4.2.1. 7y JBoss EAP &/~ imfl|# Maven T B
EHEEE JBoss EAP BN OB E Fim, 15— NBEAFrEAIIH B X498 Maven TiH,

FRFH

o MERET Maven, MMFERZER, 1ESH T4 Apache Maven,

it

1. M mvn @9 IXE Maven T H, ZaSAIRUIENE R4 K% pom.xml & X4,

$ mvn archetype:generate \
-Dgroupld=com.example.client \
-Dartifactld=client-ssl-context \
-DarchetypeGroupld=org.apache.maven.archetypes \
-DarchetypeArtifactld=maven-archetype-quickstart \
-DinteractiveMode=false

2. HMEINARFRER,

I $ cd client-ssl-context

3. FAERNB pom.xml SXHHRBEEH ALK :

<?xml version="1.0" encoding="UTF-8"?>

<project xmlns="http://maven.apache.org/POM/4.0.0"

xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://maven.apache.org/POM/4.0.0

http://maven.apache.org/xsd/maven-4.0.0.xsd">
<modelVersion>4.0.0</modelVersion>
<groupld>com.example.client</groupld>
<artifactld>client-ssl-context</artifactld>
<version>1.0-SNAPSHOT</ersion>

<name>client-ssl-context</name>

<properties>
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<project.build.sourceEncoding>UTF-8</project.build.sourceEncoding>
<maven.compiler.source>11</maven.compiler.source>
<maven.compiler.target>11</maven.compiler.target>

</properties>

<repositories>
<repository>
<id>jboss-public-maven-repository</id>
<name>JBoss Public Maven Repository</name>
<url>https://repository.jboss.org/nexus/content/groups/public/</url>
<releases>
<enabled>true</enabled>
<updatePolicy>never</updatePolicy>
</releases>
<snapshots>
<enabled>true</enabled>
<updatePolicy>never</updatePolicy>
</snapshots>
<layout>default</layout>
</repository>
<repository>
<id>redhat-ga-maven-repository</id>
<name>Red Hat GA Maven Repository</name>
<url>https://maven.repository.redhat.com/ga/</url>
<releases>
<enabled>true</enabled>
<updatePolicy>never</updatePolicy>
</releases>
<snapshots>
<enabled>true</enabled>
<updatePolicy>never</updatePolicy>
</snapshots>
<layout>default</layout>
</repository>
</repositories>

<dependencies>

<dependency> ﬂ
<groupld>org.wildfly.security</groupld>
<artifactld>wildfly-elytron-client</artifactld>
<version>2.0.0.Final-redhat-00001</version>

</dependency>

<dependency> 9
<groupld>org.wildfly.client</groupld>
<artifactld>wildfly-client-config</artifactld>
<version>1.0.1.Final-redhat-00001</version>

</dependency>

</dependencies>

<build>
<plugins>
<plugin>
<groupld>org.codehaus.mojo</groupld>
<artifactld>exec-maven-plugin</artifactid>
<version>1.4.0</version>
<configuration>
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<mainClass>com.example.client. App</mainClass>
</configuration>
</plugin>
</plugins>
</build>
</project>

‘D wildfly-elytron-client BRI,

9 wildfly-client-config B9 ffi 17,

4. MIFR src/test B %,

I $ rm -rf src/test/

o HENARFRERH, WALUTHS:

I $ mvn install

BRBRRUMTRIHIL

[INFO]
[INFO] BUILD SUCCESS
[INFO]
[INFO] Total time: 1.682 s

[INFO] Finished at: 2023-10-31T01:32:17+05:30
[INFO]

BESR
o O AEIN SSLContext FIZ i

4.2.2. 0| FH A BRI\ SSLContextMI & i

NEREE| JBoss EAP HIN FAIE—1N & Fif, LAERA SSLContext.getDefault ()
SSLContext,

TELIFEH, <application_home> 15A S &N FATEF pom.xml B2 iE 4B B %,

FRFH

o EIYWETLS, MERIEREEI JBoss EAP BN A,
EMEX—=, HRBUTSENT

o HEMEFIHIET,
o NEFIMILEPEEEEFHENETEERS

o NI[A SSL/TLS BELBARSS 231F

HiEINE
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o FEZE SSL £, LUMFER SSL/TLS R¥7E JBoss EAP EERERIN FHIEF

BB 02T — Maven T H,
MEFELER, 550N JBoss EAP & F x| Maven W H ,

JBoss EAP IE1Ei&1T,

. BIB—1ETFEM Java XHME X,

$ mkdir -p <application_home>/src/main/java/com/example/client

. BUERTE 5
I $ cd <application_home>/src/main/java/com/example/client

. ERUTARBCIE Java X4 App.java :

package com.example.client;

import java.io.lOException;

import java.net.URI;

import java.net.http.HttpClient;

import java.net.http.HttpRequest;

import java.net.http.HttpResponse;

import java.net.http.HttpResponse.BodyHandlers;
import java.security.NoSuchAlgorithmException;
import java.security.Security;

import java.util.Properties;

import javax.net.ssl.SSLContext;

import org.wildfly.security.auth.client. WildFlyElytronClientDefaultSSLContextProvider;

public class App {

public static void main( String[] args ) {
String url = "https://localhost:8443/", ﬂ
try {
Security.insertProviderAt(new WildFlyElytronClientDefaultSSLContextProvider("src/wildfly-
config-two-way-tls.xml"), 1); g
HitpClient httpClient = HttpClient.newBuilder().sslContext(SSLContext.getDefault()).build();
HttpRequest request = HitpRequest.newBuilder()
.uri(URl.create(url))
.GET()
.build();
HttpResponse<Void> httpRresponse = httpClient.send(request,
BodyHandlers.discarding());
String sslContext = SSLContext.getDefault().getProvider().getName();

System.out.println ("\nSSL Default SSLContext is: " + sslContext);

} catch (NoSuchAlgorithmException | IOException | InterruptedException €) {
e.printStackTrace();

}



% 4% £ JBOSS EAP B/t {#fH ELYTRON K iimBRi\ SSLCONTEXT R fthi

System.exit(0);
}
}

F X JBoss EAP E T URL,

1]

Q SEMLZEENE, 18 IIRERFII AR B SEMRERER, BRI LUE java.security
A RINREFER  security.provider
.1=org.wildfly.security.auth.client.WildFlyElytronClientDefaultSSLContextProvider <
PATH> / <TO>/wildfly-config-two-way-tls.xml

© FEEimssL ETX.

4. 1% < application_home> /src B &I E N "wildfly-config-two-way-tls.xml" BIZ S IR EC & XX
14,

<?xml version="1.0" encoding="UTF-8"?>

<configuration>
<authentication-client xmins="urn:elytron:client:1.7">
<key-stores>
<key-store name="truststore" type="PKCS12">
<file name="${path _to_client_truststorej}/client.truststore.p12"/>
<key-store-clear-password password="secret"/>
</key-store>
<key-store name="keystore" type="PKCS12">
<file name="${path_to_client_keystorej/exampleclient.keystore.pkcs12"/>
<key-store-clear-password password="secret"/>
</key-store>
</key-stores>
<ssl-contexts>
<ssl-context name="client-context">
<trust-store key-store-name="truststore"/>
<key-store-ssl-certificate key-store-name="keystore"
alias="exampleclientkeystore">
<key-store-clear-password password="secret"/>
</key-store-ssl-certificate>
</ssl-context>
</ssl-contexts>
<ssl-context-rules>
<rule use-ssl-context="client-context"/>
</ssl-context-rules>
</authentication-client>
</configuration>

¥ holder [EEH#L 7 SEFRERAR -
® $ipath_to_client_truststore}
® $ipath_to_client_keystore}

1. # A < application_home> B 3%,
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2. 1IN FEERF.
I $ mvn compile exec:java
Ll N

INFO: ELY00001: WildFly Elytron version 2.0.0.Final-redhat-00001

SSL Default SSLContext is: WildFlyElytronClientDefaultSSLContextProvider
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5.1. KEY-MANAGER [& %
Re LT X B B RECE key-manager.
3 5.1. key-manager Bt

=43 25U

algorithm BTt EZ KeyManagerFactory FE L &5, X2 JDK 12
#e9, BN, EA SunJSSE B9 JDK 124t 7 PKIX #1 SunX509
Hix., MFEELER, 15SH Oracle Wit EMZREEMEO,

alias-filter NEREIMFAEE RO G ESRR. XA URLLES 2 RH
A&FK, ATLLRESKATERZ— :
e ALL:-alias1:-alias2

o NONE:+alias1:+alias2

credential-reference AFEERAFEETENERES I . XX EXIEE, =
YE M %I 2 1E1E credential-store Y EIEMBIH, XARBHE
BRI,

generate-self-signed-certificate-host MRZFBAFEMNXHAFE, FERETHEYE, NahiE

EENBER—TBEZRIER. FPEEETIMERRELEY.

key-store xfFAF#R{LEZ KeyManageronnectionFactory # key-
store H95| A,

provider-name BTt EZ KeyManagerFactory #9454 i,

providers REVIE B/ K Z KeyManagerFactory i Z /£ 1 Provider[]
RTINS

5.2. KEY-STORE &%
fme Lt ixE B M RECE key-store,

5 5.2. key-store Bt

Bt
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Bt

alias-filter

credential-reference

path

provider-name

providers

relative-to

required

ok
ENAEMNEHEMHREN 2B ESS, TUEES DR
#FHIFR, ATLLURESKA g — :

e ALL:-alias1:-alias2

o NONE:+alias1:+alias2

alias-filter B4R 2K NE, ATFFERARESER

K AEFRH|4 (40 elytronAppServer) &

RETTE M LB AFME M AR, EIEIE
. H/NE5|4, t0elytronappserver,

BFihnBAFEMENELE, XeTUMUBEXHERIEE, SHIEAINE
ik credential-store FHYEIEREIF,

B SRR R

AT mEBmAFEERRMARER B WELLEMEE, R
BIEERENBHEMHIE — M EHRER.

*f A FIRER R SREV N A L AP RBVIR B FB5 | . IR
BiEE, NERAERMANEIIR,

XNFEEN FRERRE, XATUZTEBREXIE LEE,
1N jboss.server.config.dir.

MERFEN true, MBI HNBHAEMESELTERFEMIRS S
Shif1E7E, BRAME ) false,



4.3 W

type B HRRE, 1 JKS,

LT BAFHERE B RIE
e JKS
JCEKS

e PKCS12
e BKS
e BCFKS

e UBER

BN F s E LB HEMERE,

BREAFMRENTREIR, 1ESH Oracle JDK XA HH) JDK
1189 Java Cryptography Architecture Standard Algorithm Name
X1,

5.3. SERVER-SSL-CONTEXT [& 4
EA LB r B HE M R ERS 2 SSL LT XX server-ssl-context,

3K 5.3. server-ssl-context Btk
B ik

authentication-optional INER N true, NRSIFIEHE FiRIE B ARME L EE, YR
BLUR FIRIERE, XA EARMSHBRIENE], mRAF
Fo XNEKBREHENFEM, BIAEN false,

cipher-suite-filter BFEERANEHEEHRTIESR. LIESRDUES. 5%
ORI E SR, B NEALE OpenSSL HXWBELE
&R, VR SSL/TLS BIEMHAM, e UZXEF, 0
TLSv1.2 5 DES, SEEIXEEFHIRURK ORI IERHIEE,
5% CipherSuiteSelector #) Javadoc #, BRIAEH
DEFAULT, ©XFrA&%E NULL MEHFREIMEE S5
FIEMBEHEEHNENEHEER,

cipher-suite-names FFH TLSVI.3 85 BB EHR T IEER.
final-principal-transformer R F LB & e — > E A EL 2R
key-manager 5| SSLContext H{EAMNHHEES,
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B ek
maximum-session-cache-size BREFMR K SSL/TLS RiIGHE.
need-client-auth MRIZEN true, N SSL BFHREZ—IE A miEH, RBEAE

&P IRIE P R E AR IR, BOAE D false,

post-realm-principal-transformer W R BN AR E AL 2R,

pre-realm-principal-transformer TR 2 R N FR B R BL 1 25,

protocols JARBITL, FSFBETTA
e SSLv2
e SSLv3
e TLSv1
e TLSv1.1
e TLSv1.2
e TLSvi1.3

FIAN/E A TLSv1, TLSv1.1, TLSv1.2, #1 TLSv1.3,

Digk

H
[=]

A TLSVI1.2 2% TLSVI.3 AR 2 SSLv2,

SSLv3 #1 TLSv1.0, @ SSLv2, SSLv3
B TLSVI.0 RS ERE X, FEIEEXI
BRMZREEA,

mERAEEEMNY, BEE cipher-suite-names 15 P B{E %
BN TLSv1.3,

provider-name EEANMHNENET. MRKREE, NkBIRHEFNAE 1R
HER #51%%5 SSLContext,

providers ERENA T 0% SSLContext #9 Provider[] H91R 52 FE & #5,
realm-mapper FAF SSL/TLS Hp5 RIS AR,
security-domain 1£ SSL/TLS RiEFEILT I2RATF SR EIEN L 21,
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=43 sk

session-timeout SSL S iEHEBIRIS (A (BAF AL .
{H -1 $87K Elytron {# 8 Java EFIHL(JVM)ERIA(HE,
5 0 R-FIEHI,
EOMED -1,

trust-manager 5| F7E SSLContext A {EM R trust-manager.

use-cipher-suites-order INRKE S true, NIEARSSFHE LHNBHEGINE, NRIK
& false, NIEAEFImRENBLESINF. BKIMEH
true,

want-client-auth MRXEN true, NEEE SSLBFRIEREHIES, BFE
B, NRB|IALLEFXE X509 iFE, N want-client-auth &
Bi%E N true, LHi%iE 7 need-client-auth & Z88©, 2
IME false,

wrap NER - true, NiREH SSLEngine. SSLSocket #1
SSLServerSocket SLHl&#aE, UBiEF—F BN, BIME
7 false,

server-ssl-context #J realm-mapper # principal-transformer 4 R 5&FHF SASL

EXTERNAL #&l, EPIFHEHEFEESILIE, HTTP CLIENT-CERT BRI X ETE
http-authentication-factory &,

5.4. TRUST-MANAGER /& 1%
Re LB X B H B MR ECE S B 2R trust-manager.

% 5.4. trust-manager Bt

=43 sk

algorithm BT 62K Z TrustManagerFactory &% &5, X2 JDK
R, BN, {EMA SunJSSE # JDK R4 T PKIX #0
SunX509 &%, B SunJSSE WiF4I{ER, 1ESH Oracle XX
B Java B2EEFY B(USSE)SE5m Al LR
A,
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B ok
alias-filter NEREIMBHEE RS G ESR. XA URLLES 2 RH
A&FFK, ATLLRESKATERZ— :
e ALL:-alias1:-alias2

o NONE:+alias1:+alias2

certificate-revocation-list EEEESESTERIEPRETIREE, BREFALBEME X
BN CRL B2, EEXZ1 CRL BE, i5#H certificate-
revocation-lists, certificate-revocation-list B4 Z :

e maximum-cert-path - IFBE R FAIEENRAIESE
REIHRENES, BRIAEHR B, WEMEFMH, 7 trust-
manager F{#F maximum-cert-path.

o path - IEBHEIIRHIERE,

o relative-to - iE-B#EFIRXHFRIEAREEE,

certificate-revocation-lists FERZMEBRETRINREEEEESDEBIEBREY
%, certificate-revocation-list HEMZ :

o path - iEBHETIRMERE,
o relative-to - iE-B#EHIIRCHFRIEAREEE,

key-store *fFAF#R{LEZ TrustManagerFactory i key-store #95]
F.
maximum-cert-path INFER R AP A FENRAIEZ LB HREER. BIMES 5.

LEEME M JBoss EAP 7.3 Hr#Y trust-manager HH)
certificate-revocation-list # %l trust-manager /., 7 THA
ERZE, BHtASHINE certificate-revocation-list 1, T—
¥, A trust-manager #8 maximum-cert-path,

1£ trust-manager =X certificate-revocation-

list 3% & L& maximum-cert-
. path,
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Bt

OCsP

only-leaf-cert

provider-name

providers

ik
EEEEESEPERAELILBREDI(OCSP)RE, ocsp ME
MR

e responder - &&= MIEHEEHTHI OCSP Responder
URI,

e responder-certificate - 1R K7E X responder-
keystore =k trust-manager 5 1% fif #8928 1E
B9 Alias,

e responder-keystore - N[ 23 1F F 89 & BB HEE.
WIE X responder-certificate,

o prefer-crls - BRERINEZE T OCSP # CRL #LEIR, &
BH5HA OCSP M, % prefer-crls %77 true i, &
S CRL #L,

KRB EMEBHBEHRS, X2— 1 itEM. BIMEN false,
AT 6/ EZ TrustManagerFactory 8945 7 & 5,

IKENBIE K Z TrustManagerFactory i 2 {f 1R F2F /5|
H.
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