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pi% &2
1. B LUTFHERE LIGIEE ticket,

2. 7£ Summary HHiA (A BIB TR KE fe .
3. 7 Description FiRft[A] @K ThaE @ i B IEA it , BIF—DaRXE R URL,

4. 52 Submit G AR, FHIFAEES R 2SS 89S HRA.


https://issues.redhat.com/secure/CreateIssueDetails!init.jspa?pid=12316621&summary=(userfeedback)&issuetype=13&description=[Please+include+the+Document+URL,+the+section+number+and +describe+the+issue]&priority=3&labels=[ddf]&components=12391723&customfield_10010

Red Hat JBoss Enterprise Application Platform 8.0 {£#' JBoss EAP FRIEIL {7 &

EFREZESZ

RN FERINRIE, SXEF Web BHERBFERMBIES. HINMXEDAREFFS : master,
slave. REAMARE, ATHRITTF+2RE, XEFSFEBHEHNNDZTREDES LK, B
KXESZIFE, FEHBINNERERAE Chris Wright 12#tF5E S,
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%12 ELYTRON HHEiF 74

1.1. ELYTRON Rt EIEFF 2R B
Elytron 32 PNEONEIERE, BRI LIEREREFEHEIL : KeyStoreCredentialStore #
PropertiesCredentialStore, fEALUEMA JBoss EAP B8 CLI kBB EIREFME, HEETLUER WildFly

Elytron TRERHEEE]. BRTMMHBIAFHERESN, LU0, FRMEREBECSHNEE LER
FEho

1.1.1. Elytron A #J KeyStoreCredentialStore/credential-store

IS LUFFRA Elytron EIER B HETE KeyStoreStore A, elytron 73R4 KeyStore BIBTIREFR A
credentials-store, KeyStoreCredentialStore {8 Java Development Kit(JDK)F# KeyStore SEIf$R {#
BOALE SRR IRA L,

EEIE CLI Fif[] KeyStoreCredentialStore, #1TFARR :

I /subsystem=elytron/credential-store

Hith BTR
o JMIIARS5EROIE— credential-store
o HWZEHOE— credential-store
e {&F WildFly Elytron TEf|Z—4 credential-store
e &M Bouncy Castle #tNF2F | —1 credential-store

e credential-store Bt

1.1.2. Elytron H#J PropertiesCredentialStore/secret-key-credential-store

T EFED), JBoss EAP BEWMEHRMUELLL TR, HFH PropertiesCredentialStore 12X
NG secret AKX LN EMIRRSS 28 FTIR. AR LUE A PropertiesCredentialStore 77 i
SecretKeyCredential, ©X#HEEEHMBIFE(AES)secret B, A XHREIURRRRHIHEREE
Bifin], EAEERT, BROZRANARSSRZF IR, BRSNS tER R,

PropertiesCredentialStore B elytron FXRZiRHIHRE AT 2 secret-key-credential-store, &I LIEE
B CLIHyjHe, WA :

I /subsystem=elytron/secret-key-credential-store
Hith BTIR
o NIMIIARS 2R 0IEB—1 secret-key-credential-store

e {HF WildFly Elytron TEf|3E—/ secret-key-credential-store

e secret-key-credential-store EE

1.2. ELYTRON gy fE iR 8y
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Elytron 2t 7 U T =M EILRBERHRENEMHREF K, EAIXLEEREMEE Elytron ERF
H,

PasswordCredential

FERXANMEIERE, EoUREEEAXASRKNBNEL, S TFEERIGBHN JBoss EAP %R, &
{8 PasswordCredential A R4 X ARG S| k4L B ILR T,

HEEERIBUR R RA
I data-source add ... --user-name=db_user --password=StrongPassword

EXNROIBUEE EEMS S, BB EIFEY : StrongPassword, X EKEEHM Ath T UERS
HEBXHFFERT,

{§i PasswordCredential ZFEERIEUEZEM <51

data-source add ... --user-name=db_user --credential-reference=
{store=exampleKeyStoreCredentialStore, alias=passwordCredentialAlias}

LEAFTIESIAMA R EEIBEEN, AMARBEIREXHHNEILSIA, MARENE
e

KeyPairCredential

80T LU Secure Shell(SSH)F1ASHBR ISR AE (PKCS) B EAXT FAE KeyPairCredential, BiAN GFEHRE
HAHM R A% E A fERN T,
1% QA REME A WildFly Elytron TE&E KeyPairCredential,

SecretKeyCredential
SecretKeyCredential 2 &M INEIRAEAES)EHH, = FATFIE Elytron REIBINEHRAR,

Hith BTR
e Elytron IR IEFRE
o ETIFFHFRYEILRE

1.3. ELYTRON EiFFE ST EIR s Y
TR T ME AR A KA

KeyStoreCredentialStore/crede PropertiesCredentialStore/secr

ntial-store et-key-credential-store

PasswordCredential = S

KeyPairCredential = S

SecretKeyCredential = =
HbBER
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e Elytron FRYEIEREY

e Elytron IRFBIFEILTF K

1.4. {FFH JBOSS EAP B2 CLI N ERFEIRE

FIE)21THY JBoss EAP RS2 E IR UBoss EAP E1E, 1B RIRMIERR CLI 1F, EaLUFER JBoss
EAP E1Z CLI &I PasswordCredential 1 SecretKeyCredential,

=

ﬁ o
AN ERBEXN TMEREIEF M TIX IR F, PR ERFMERER OV AER,

1.4.1. FIRITRR S5 2501 — 1 credential-store

jﬂfiﬁ:%dhiﬁ’]{f = B E MRS 28217 JBoss EAP filE#— credential-store, &2 #2
0, REARAFF LG SEEIE T,

FRFH

o ENIEHTIZTT JBoss EAP A Pk ' E DR T X8 & KeyStoreCredentialStore B3R/
B R,

credential-store 11 secret-key-credential-store 7EER %, ENE(1LIMERER Elytron
IhgE : org.wildfly.security.credential-store.

iy =

o HRALITERECLI %, fE— KeyStoreCredentialStore :

Wk

/subsystem=elytron/credential-

store=<name_of credential_store>:add(path="<path to store file>", relative-

to=<base path_to_store_file>, credential-reference={clear-text=<store_password>},
create=true)

Nl

/subsystem=elytron/credential-
store=exampleKeyStoreCredentialStore:add(path="exampleKeyStoreCredentialStore.jceks",
relative-to=jboss.server.data.dir, credential-reference={clear-text=password}, create=true)
{"outcome" => "success"}

Heth BT
® Elytron A KeyStoreCredentialStore/ credential-store
o {$if JBoss EAP B CLI EIREFHEIRIE

e credential-store Bt
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1.4.2. W2 B0 — credential-store

BRI AEZ B A 02— credential-store, B E o WildFly Elytron TR #E & &R
KeyStoreCredentialStore, JARTEENZEHHE LN ENIEHIZS, HEFUTETZ— :

o EFNEMNMIEHIZPOE— credential-store, FEE— credential-store FHMNEIE,
o [HEFH credential-store M— N EAIRH 25+ VL EIFRA H b EHIEHIZS,

e ¥ credential-store LA RFEMLLHRLGI(NFS)H, ARBEXNEOIEMFTA credential-store
GRS

&, EALEENIEHE SR LQE— N A EIEH credential-store X4, M FE A WildFly Elytron T
R

<o

2 3

BRNEFARRSERLE L — credential-store 7R, FENE—EEXH LHENRS
#RER T B RHY credential-store 3 {4, f&AILATEARS52:HY data B3k relative-
to=jboss.server.data.dir 3% Z| credential-store 314

Gk

BF

credential-store 11 secret-key-credential-store 7EEE %, ENE(1LIMERER Elytron
IhgE : org.wildfly.security.credential-store.

PUF SRR 7 a0m{E R NFS EmETE ENI2H 25124 credential-store 3014,

Y=

1. A WildFly Elytron TE3A|E#— credential-store Z(E X, BXILLABTHESER, ES
% WildFly Elytron T& credential-store $&1F,

2. DEEMXM., BN, £/ scp MAENEOEAETNENILHER, HENEFMHEENFS B, &
HAETF A credential-store %R,
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pa =

TR, STFZ2ANERMENIEH R ERNEEHEE NFS 89 credential-
store x4, BIERIEER TEA credential-store . H4, 1EHRE N
credential-store SXHIR ML T —NEFTER1E,

Wk

/profile=<profile_name>/subsystem=elytron/credential-

store=<name_of credential_store>:.add(path=<absolute_path to store keysto
re>,credential-reference={clear-
text="<store_password>"},create=false,modifiable=false)

Nl

/profile=full-ha/subsystem=elytron/credential-
store=exampleCredentialStoreDomain:add(path=/usr/local/etc/example-cred-
store.cs,credential-reference={clear-
text="password"},create=false,modifiable=false)

3. 7 NREEEERBERTE X credential-store ¥R, iH{E BEE X HROETIE,

Wk

/profile=<profile_name>/subsystem=elytron/credential-
store=<name_of credential_store>:add(path=<path_to_store _file>,credential-reference=
{clear-text="<store_password>"})

Example

/profile=full-ha/subsystem=elytron/credential-
store=exampleCredentialStoreHA:add(path=/usr/local/etc/example-cred-store-ha.cs,
credential-reference={clear-text="password"})

4. gk @ HENIEFIZROEE credential-store TR,
Bk
/host=<host_controller_name>/subsystem=elytron/credential-

store=<name_of credential_store>:add(path=<path_to_store _file>,credential-reference=
{clear-text="<store_password>"})

Example

/host=master/subsystem=elytron/credential-
store=exampleCredentialStoreHost:add(path=/usr/local/etc/example-cred-store-host.cs,
credential-reference={clear-text="password"})

Hth BHR

® Elytron A KeyStoreCredentialStore/ credential-store
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o {EHF WIidFly Elytron TEF{TEIEEMEIRIE

e credential-store Bt

1.4.3. NIRITAR S5 25 01/ — 1 secret-key-credential-store

FAZE CLI 8 —1 secret-key-credential-store, =% f]i& secret-key-credential-store 5/, JBoss
EAP BRIARER— secret B, EMHBEHNEZIZ key, HK/IH 256 fiL,

FRFH

e JBoss EAP IEfEiz21T,

o T NTEHTIZIT JBoss EAP MU ik P EMEM T X & & secret-key-credential-store #E &

893/ AR,
it =3
o HRHLTHS, HAEE CLIERAE— secret-key-credential-store :
Wik

/subsystem=elytron/secret-key-credential-
store=<name_of credential_store>:add(path="<path to the credential store>", relative-
to=<path _to_store_file>)

Example

/subsystem=elytron/secret-key-credential-
store=examplePropertiesCredentialStore:add(path=examplePropertiesCredentialStore.cs,
relative-to=jboss.server.config.dir)

{"outcome" => "success"}

1.4.4. [A] credential-store 71— PasswordCredential

NERLEFEE G EIL/E N PasswordCredential BU¥JR, [ credential-store iR II—MNBAX L, LUETE
BB X HHIEEIZEE, RE, BRI LS| RIZEEEIERDTFLIXLTTR, mMARSEENERLE,

FRFH

o RE | T — credential-store,
A X2 credential-store BJ1¥1E, 1HSE NHIMIIIRS 2R 0/E—1 credential-store ,

it

o [¥3rAY PasswordCredential F/NZ! credential-store & :
&k

/subsystem=elytron/credential-store=<name_of credential_store>:add-alias(alias=<alias>,
secret-value=<secret-value>)

10
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Nl

/subsystem=elytron/credential-store=exampleKeyStoreCredentialStore:add-
alias(alias=passwordCredentialAlias, secret-value=StrongPassword)
{"outcome" => "success"}

o KHLITE4HELIE PasswordCredential 27 B NZ! credential-store & :
Wik
I /subsystem=elytron/credential-store=<name_of credential_store>:read-aliases()
Nl
/subsystem=elytron/credential-store=exampleKeyStoreCredentialStore:read-aliases()
{
"outcome" => "success",
"result" => ["passwordcredentialalias"]
}
Hith BTIR

® Elytron A KeyStoreCredentialStore/ credential-store

e credential-store Bt

1.4.5. 7E credential-store 4 — > SecretKeyCredential

1 credential-store 4 K — SecretKeyCredential, BRIAIER T, Elytron B8 256 A1 %HH, INRFE
ERRMK/D, EALUE key-size BIHEFIEE 128 firsk 192 (i FHH,

FRFH

o XE N T — credential-store,
A %12 credential-store HJi¥1E, 1HSE MMk 2 0/E—1> credential-store ,

it =

o FALITEHE CLI%H4, 7f credential-store 4 — SecretKeyCredential :

Wk

/subsystem=elytron/credential-store=<name_of credential_store>:generate-secret-
key(alias=<alias>, key-size=<128_or_192>)

Nl

/subsystem=elytron/credential-store=exampleKeyStoreCredentialStore:generate-secret-
key(alias=secretKeyCredentialAlias)

1
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o RHLUUTEHELUEIEMEA SecretkeyCredential 25 71#1E credential-store 71 :
Wik
I /subsystem=elytron/credential-store=<name_of credential_store>:read-aliases()

Nl

/subsystem=elytron/credential-store=exampleKeyStoreCredentialStore:read-aliases()

{

"outcome" => "success",
"result" => [
"secretkeycredentialalias”

]
}

Heth TR
® Elytron A KeyStoreCredentialStore/ credential-store

e credential-store Bt

1.4.6. 1E secret-key-credential-store 7 4 i — > SecretKeyCredential

1f secret-key-credential-store 4 B — 1 SecretKeyCredential, ERIANIER T, Elytron BJE 256 (1%
B, MRFERRBKDN, ETLUE key-size BHEFIEE 128 fiIsk 192 LB,

LIRE K SecretKeyCredential B, Elytron £ — NHTHIBEN] secret B, FHF/EZREN
SecretKeyCredential, &7 LU secret-key-credential-store {f FH export /FEEFZIEHAE,

BF

BIRIEGIEE T —1 secret-key-credential-store, SecretKeyCredential B2 K/ & Y
#17, EN JBoss EAP AR E S0 RE KB Elytron ik,

& A LI%S secret-key-credential-store {1 FH export ##{ERIKEX SecretKeyCredential B{H. SABEERILL
X MERTF N G0

FoRFM

o MBI T —/ secret-key-credential-store.
A X2 secret-key-credential-store Fyi1E, 1HE5E IRIIARS 202 — 1 secret-key-
credential-store ,

Pt =

o FRHLUTERE CLI M4 7E secret-key-credential-store 74— SecretKeyCredential :

Wk

12
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/subsystem=elytron/secret-key-credential-
store=<name_of the properties_credential_store>.generate-secret-key(alias=<alias>, key-
size=<128 or_192>)

Nl

/subsystem=elytron/secret-key-credential-store=examplePropertiesCredentialStore:generate-
secret-key(alias=secretKeyCredentialAlias)
{"outcome" => "success"}

o LHUUTESLUIE Elytron B8 T SecretKeyCredential:

Wk

/subsystem=elytron/secret-key-credential-
store=<name_of the properties_credential_store>:read-aliases()

Nl

/subsystem=elytron/secret-key-credential-store=examplePropertiesCredentialStore:read-
aliases()

{

"outcome" => "success",
"result" => [
"secretkeycredentialalias”,
llkeyll
]
1

Hith BHR
e Elytron H18Y PropertiesCredentialStore/secret-key-credential-store

e secret-key-credential-store Bt

1.4.7. ¥ SecretKeyCredential 5: A E| secret-key-credential-store

IR LU E secret-key-credential-store A 2H) SecretKeyCredential 5 AEl Elytron secret-key-
credential-store 1, BRXEMA—NEIEFHFFHT — SecretKeyCredential, 40, &7 LU
credential-store 5: A £l secret-key-credential-store &,

FRFH

o MBI T —1 secret-key-credential-store.
B XOIE secret-key-credential-store Byi£1E, 1HE5E HIRIIARS 2032 — 1 secret-key-
credential-store ,

o MBS H T — SecretKeyCredential,
B X5 H SecretKeyCredential 18, 155% M secret-key-credential-stored 5:
SecretKeyCredential,

13
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Pk =
1 ERAUTHSESE CLI PEAMGNESF ¢

BF

MNBRAEZRZE, NELAGRER CLI il SUEHEM AE T LLEE secret
=,

I history --disable

2. FRUTEE CLI S5 A secret BHH :

Wk

/subsystem=elytron/secret-key-credential-store=<name_of_credential_store>:import-secret-
key(alias=<alias>, key="<secret_key>")

Nl

/subsystem=elytron/secret-key-credential-store=examplePropertiesCredentialStore:import-
secret-key(alias=imported,
key="RUxZAUs+Y1CzEPw0g2AHHOZ+0TKhT90sSabWQtoxR+0O+42011g==")

3 FERAUTEECLIGSEFRERMGRER -
I history --enable
Hth TR
e Elytron 1B PropertiesCredentialStore/secret-key-credential-store

e secret-key-credential-store EE

1.4.8. %l Hcredential-store Y4 IE

E & E credential-store FEFEHEMFAEEIE, B FERERE CLIFIHEN],

ik 3
o FEALITERE CLI 55 HEHTE credential-store FHYEIE -

Wik
I /subsystem=elytron/credential-store=<name_of credential_store>:read-aliases()
ANl

{

"outcome" => "success",
"result" => [

14
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"passwordcredentialalias”,
"secretkeycredentialalias”

]
}

Heth TR
® Elytron A KeyStoreCredentialStore/ credential-store

e credential-store Bt

1.4.9. M credential-store 1 5 i SecretKeyCredential

I&ATLAM credential-store 5 I —MNHA B SecretKeyCredential, L& SecretKeyCredential 5%
B — SecretKeyCredential BI%15.

FRFH

e fRE7E credentials-store 4R T — SecretKeyCredential,
£ X7E credential-store 4K SecretKeyCredential BIE 8, 15577t credential-stored 4
X SecretKeyCredential,

i =
o FALITEI CLIM4, M credential-store F5H SecretKeyCredential :

Wik
/subsystem=elytron/credential-store=<name_of credential_store>:export-secret-
key(alias=<alias>)

ANl
/subsystem=elytron/credential-store=exampleKeyStoreCredentialStore:export-secret-
key(alias=secretKeyCredentialAlias)

{
"outcome" => "success",
"result" => {"key" =>
"RUxZAUui+8JkoDCE6MFyA3cCIbSAZaXqg5wgYejj1scYgdDqWiw=="}
}
Hith BTIR

® Elytron A KeyStoreCredentialStore/ credential-store

e credential-store Bt

1.4.10. M secret-key-credential-store F7 5: i SecretKeyCredential

IR B LAM secret-key-credential-store 15t — M IH B SecretKeyCredential LAE M
SecretKeyCredential, 8| —1 SecretKeyCredential I 1%,

15



Red Hat JBoss Enterprise Application Platform 8.0 {£#' JBoss EAP FRIEIL {7 &

SeRFH
e [RE 7t secret-key-credential-store F 4 T — SecretKeyCredential, & ESMNEFATH
M.,

B X7z secret-key-credential-store 4 — > SecretKeyCredential BIf§ R, 51T secret-
key-credential-stored & i — ™ Secret KeyCredential,

B *JF SecretkeyCredential & A%l secret-key-credential-store FHIE B, 1HSHT
SecretKeyCredential 5 AE| secret-key-credential-store A,

it =

o FRALITEL CLI 4% M secret-key-credential-store 7 5t — 1 SecretKeyCredential :

Wk

/subsystem=elytron/secret-key-credential-store=<name_of_credential_store>:export-secret-
key(alias=<alias>)

Nl

/subsystem=elytron/secret-key-credential-store=examplePropertiesCredentialStore:export-
secret-key(alias=secretkeycredentialalias)

{

"outcome" => "success",
"result" => {"key" => "RUxZAUtxXcYvz0aukZu+odOynlrOByLhC72iwzlJsi+ZPmONgA=="}
!

HAth 5T
e Elytron H18Y PropertiesCredentialStore/secret-key-credential-store

e secret-key-credential-store EE

1.4.11. M credential-store P itIfR—NEUE

& AT LATE credential-store HEEENRIERE, BERINVERT, SEMEREIEE, Elytron RIBEER
PasswordCredential, fAREMIFREMZILRE, E1E entry-type BHEFIEEE.,

pi% &2
o FHALITEIE CLI%%, M credential-store Ffffifa—NMEIF :
Gk

/subsystem=elytron/credential-store=<name_of_credential_store>:remove-
alias(alias=<alias>, entry-type=<credential_type>)

& PasswordCredential B34

/subsystem=elytron/credential-store=exampleKeyStoreCredentialStore:remove-
alias(alias=passwordCredentialAlias)

{

16
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"outcome" => "success",
"response-headers" => {"warnings" => [{
"warning" => "Update dependent resources as alias 'passwordCredentialAlias' does not
exist anymore",
"level" => "WARNING",
"operation" => {
"address" => [
("subsystem" => "elytron"),
("credential-store" => "exampleKeyStoreCredentialStore")

1,

"operation" => "remove-alias"

il
}

& SecretKeyCredential BIR %

/subsystem=elytron/credential-store=exampleKeyStoreCredentialStore:remove-
alias(alias=secretKeyCredentialAlias, entry-type=SecretKeyCredential)
{
"outcome" => "success",
"response-headers" => {"warnings" => [{
"warning" => "Update dependent resources as alias 'secretKeyCredential Al
ias' does not exist anymore",
"level" => "WARNING",
"operation" => {
"address" => [
("subsystem" => "elytron"),
("credential-store" => "exampleKeyStoreCredentialStore")

1,

"operation" => "remove-alias"

}
o LHUUTaHREIE Elytron 2E MR T FiE -
Wik

I /subsystem=elytron/credential-store=<name_of credential_store>:read-aliases()
ANl

/subsystem=elytron/credential-store=exampleKeyStoreCredentialStore:read-aliases()

{

"outcome" => "success",
"result" => []

}

M BREVFEIET 2R TIH,

17



Red Hat JBoss Enterprise Application Platform 8.0 {£#' JBoss EAP FRIEIL {7 &

Hith BT
® Elytron A KeyStoreCredentialStore/ credential-store

e credential-store Bt

1.4.12. M secret-key-credential-store F iR — N EIE

IR R BEST SecretKeyCredential KE#Z % 7E secret-key-credential-store F1, XEKE, KM secret-
key-credential-store R —MNEILR!, EARUIEE— entry-type.

it

o FALLT®4, M secret-key-credential-store Fllii&— SecretKeyCredential :

Wk

/subsystem=elytron/secret-key-credential-store=<name_of _credential_store>:remove-
alias(alias=<alias>)

Nl

/subsystem=elytron/secret-key-credential-store=examplePropertiesCredentialStore:remove-
alias(alias=secretKeyCredentialAlias)
{
"outcome" => "success",
"response-headers" => {"warnings" => [{
"warning" => "Update dependent resources as alias 'secretKeyCredentialAlias' does not
exist anymore",
"level" => "WARNING",
"operation" => {
"address" => [
("subsystem" => "elytron"),
("secret-key-credential-store" => "examplePropertiesCredential St
ore")
1,
"operation" => "remove-alias"
}
il
}

o LHUUTaSERIE Elytron 2EMR T &
Wik
I /subsystem=elytron/secret-key-credential-store=<name_of_credential_store>:read-aliases()
ANl

/subsystem=elytron/secret-key-credential-store=examplePropertiesCredentialStore:read-
aliases()

18
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{

"outcome" => "success",
"result" => []

}
IEHBRBY IR R T H
Heth BT
e Elytron H18Y PropertiesCredentialStore/secret-key-credential-store

e secret-key-credential-store Bt

1.5. fF WILDFLY ELYTRON T E#{TEIEFERE
AT LU WildFly Elytron TEGHEIFF 4TS MR,

1.5.1. {8 WildFly Elytron TE{/Z— credential-store

1E Elytron A, & LUIERGFAMAZIEREMMAEZ 02— credential-store ,

i =
o FHALIT®S, 1#EA WildFly Elytron TEGE— credential-store :
Wik
$ EAP_HOME/bin/elytron-tool.sh credential-store --create --location "<path_to_store_file>" --
password <sfore_password>
Nl
$ EAP_HOME/bin/elytron-tool.sh credential-store --create --location "../cred_stores/example-
credential-store.jceks" --password storePassword
Credential Store has been successfully created
IMREFBFEEBHIEERDP, HEABRZSY, ABERTHTNFIMARB, SELaLL
fEFE WildFly Elytron TEARMEFRKEH. BXERFRBLIES, 1H5E ER WildFly
Elytron T B4 B FRBINNE F R/ &,
Hith BTR

® Elytron A KeyStoreCredentialStore/ credential-store
o fH WildFly Elytron TE 4 B FE#BIINEE F R/

e WildFly Elytron TE credential-store 1&{F

1.5.2. {8 Bouncy Castle IR{tF2F 0/ — credential-store

£ Bouncy Castle 122 & | —1 credential-store,
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SeRFZH
o ARIEMIMEEESE I {EMA Bouncy Castle,

p= =1
credential-store 11 secret-key-credential-store 7EER %, ENE(1LIMERER Elytron
IhgE : org.wildfly.security.credential-store.

ik

1. % X Bouncy Castle FIPS 515 #%(BCFKS) B F i, FIPS KTRELFBESLEIAE, MMRED
BN, ERET—%,

$ keytool -genkeypair -alias <key pair_alias> -keyalg <key_algorithm> -keysize <key_size>
-storepass <key pair_and_keystore_password> -keystore <path _to_keystore> -storetype
BCFKS -keypass <key pair_and_keystore password>

BF

BIR T E % keypass 1 storepass BMHEHER, WMRFZIXIE, elytron FREE
8 BCFKS keystore S TEE L EA 1,

2. 7 credential-store &£ % — ™ secret %A,

$ keytool -genseckey -alias <key_alias> -keyalg <key_algorithm> -keysize <key_size> -
keystore <path to_keystore> -storetype BCFKS -storepass <key and_keystore password> -
keypass <key _and_keystore _password>

3. ERUTMaS, FH WildFly Elytron TERE X credential-store :

$ EAP_HOME/bin/elytron-tool.sh credential-store -c -a <alias> -x <alias_password> -p
<key_and_keystore _password> -| <path to_keystore> -u
"keyStoreType=BCFKS;external=true;keyAlias=<key alias>;externalPath=<path_to_credenti
al_store>"

Heth TR
e Elytron 18 KeyStoreCredentialStore/ credential-store

e WildFly Elytron TE credential-store ##{F

1.5.3. {2 /3 WildFly Elytron TE | — secret-key-credential-store

1E Elytron &, &B]LUITE{RTFE SecretKeyCredential SL51893th 5B 4 02 — 1 secret-key-credential-
store .

Y=

o FHALITM4, #A WildFly Elytron TEfJ# PropertiesCredentialStore :

Wk
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$ EAP_HOME/bin/elytron-tool.sh credential-store --create --location "<path_to_store_file>" --
type PropertiesCredentialStore

Nl

$ bin/elytron-tool.sh credential-store --create --location=standalone/configuration/properties-
credential-store.cs --type PropertiesCredentialStore
Credential Store has been successfully created

Hith BT
e Elytron A9 PropertiesCredentialStore/secret-key-credential-store

e WildFly Elytron TE secret-key-credential-store #&/F

1.5.4. WildFly Elytron T & credential-store & {F
&\ LUE A WildFly Elytron TE#H{T&# credential-store {155, HAa$E :

7IN—A PasswordCredential
IEAT LAME A LLT WildFly Elytron TE#4[E credential-store 55— PasswordCredential :

Wk

$ EAP_HOME/bin/elytron-tool.sh credential-store --location "<path_to_store_file>" --password
<store_password> --add <alias> --secret <sensitive_string>

Nl

$ EAP_HOME/bin/elytron-tool.sh credential-store --location "../cred_stores/example-credential-
store.jceks" --password storePassword --add examplePasswordCredential --secret
speci@|_db_pa$$ 01

Alias "examplePasswordCredential" has been successfully stored

WNRIERIET secret RIEBSH, HEBRIZSE, ARBERTHFEINHIA secret,

4 — SecretKeyCredential
IRE LUER LUF WildFly Elytron TE @4 credential-store 71— SecretKeyCredential :

Wk

$ EAP_HOME/bin/elytron-tool.sh credential-store --generate-secret-key=example --
location=<path to the credential_store> --password <store_password>

Nl

$ EAP_HOME/bin/elytron-tool.sh credential-store --generate-secret-key=example --location
"../cred_stores/example-credential-store.jceks" --password storePassword
Alias "example" has been successfully stored

NRIEARIELT secret MIERDT, HEBIZSE, ARBEIRTIFNHIA secret,
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RINBERT, HIEIE JBoss EAP F8J# SecretKeyCredential B, EAILABIE— 256 fi secret B
., MNMREBFRRK/D, EALUETE --size=128 5 --size=192 2 7618 128 1% 192 I H,

& A SecretKeyCredential
I&A LUE A LLT WildFLy Elytron TE#& 5 5 A SecretKeyCredential :
Wik

$ EAP_HOME/bin/elytron-tool.sh credential-store --import-secret-key=imported --
location=<path _to credential_store> --password=<store _password>

Nl

$ EAP_HOME/bin/elytron-tool.sh credential-store --import-secret-key=imported --
location=../cred_stores/example-credential-store.jceks --password=storePassword

i ANRES AW secret B,

SRR
&R LAE A LUT WildFly Elytron TE#4 %14 credential-store AR EIIE
Bk

$ EAP_HOME/bin/elytron-tool.sh credential-store --location "<path_to_store_file>" --password
<store_password> --aliases

fign -

$ EAP_HOME/bin/elytron-tool.sh credential-store --location "../cred_stores/example-credential-
store.jceks" --password storePassword --aliases
Credential store contains following aliases: examplepasswordcredential example

RERSHFANA
FERUTHRSRERILEFHHRSHFENE
Wk

$ EAP_HOME/bin/elytron-tool.sh credential-store --location "<path_to_store_file>" --password
<store_password> --exists <alias>

Nl

$ EAP_HOME/bin/elytron-tool.sh credential-store --location "../cred_stores/example-credential-
store.jceks" --password storePassword --exists examplepasswordcredential
Alias "examplepasswordcredential" exists

S SecretKeyCredential
R LUER LT 45 M credential-store 1 5: tH — 1 SecretKeyCredential :

Wk
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$ EAP_HOME/bin/elytron-tool.sh credential-store --export-secret-key=<alias> --
location=<path_to credential_store> --password=storePassword

Nl

$ EAP_HOME/bin/elytron-tool.sh credential-store --export-secret-key=example --
location=../cred_stores/example-credential-store.jceks --password=storePassword
Exported SecretKey for alias
example=RUxZAUtBiAnoLP1CA+i6DtcbkZHfybBJxPeSIMIVOmMEYwjjmEA==

MR —ANEE
IEAT LU A LU T 8 M SEEAZ T e RR — AN -
Wik

$ EAP_HOME/bin/elytron-tool.sh credential-store --location "<path_to_store_file>" --password
<store_password> --remove <alias>

Nl

$ EAP_HOME/bin/elytron-tool.sh credential-store --location "../cred_stores/example-credential-
store.jceks" --password storePassword --remove examplepasswordcredential
Alias "examplepasswordcredential" has been successfully removed

Heth TR
® Elytron A KeyStoreCredentialStore/ credential-store

e FElytron FRYEIUEREY

1.5.5. WildFly Elytron T & secret-key-credential-store & {F
& A LU#E A WildFly Elytron T & SecretKeyCredential #14TELF secret-key-credential-store $#21F :

4 —1 SecretKeyCredential

&AM LLT WildFly Elytron TE A4 1E secret-key-credential-store A4 X —
SecteKeyCredential :

Wk

$ EAP_HOME/bin/elytron-tool.sh credential-store --generate-secret-key=example --location
"<path_to_the credential_store>" --type PropertiesCredentialStore

Nl

$ EAP_HOME/bin/elytron-tool.sh credential-store --generate-secret-key=example --location
"standalone/configuration/properties-credential-store.cs" --type PropertiesCredentialStore
Alias "example" has been successfully stored
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& A SecretKeyCredential
&R LAE A LT WildFLy Elytron TE #3455 A SecretKeyCredential :
Bk

$ EAP_HOME/bin/elytron-tool.sh credential-store --import-secret-key=imported --
location=<path_to credential_store> --type PropertiesCredentialStore

Nl

$ EAP_HOME/bin/elytron-tool.sh credential-store --import-secret-key=imported --location
"standalone/configuration/properties-credential-store.cs" --type PropertiesCredentialStore

SRR
&R LAE A LUR WildFly Elytron T 2% H secret-key-credential-store I :

Wk

$ EAP_HOME/bin/elytron-tool.sh credential-store --location "<path_to_store_file>" --aliases --type
PropertiesCredentialStore

Nl

$ EAP_HOME/bin/elytron-tool.sh credential-store --location "standalone/configuration/properties-
credential-store.cs" --aliases --type PropertiesCredentialStore
Credential store contains following aliases: example

S SecretKeyCredential
IR LUER LT 64 M secret-key-credential-store /5 5 i —4™ SecretKeyCredential :

Wk

$ EAP_HOME/bin/elytron-tool.sh credential-store --export-secret-key=<alias> --location
"<path_to_credential_store>" --type PropertiesCredentialStore

Nl

$ EAP_HOME/bin/elytron-tool.sh credential-store --export-secret-key=example --location
"standalone/configuration/properties-credential-store.cs" --type PropertiesCredentialStore
Exported SecretKey for alias
example=RUxZAUt1EZM7PsYRgMGypkGirSel+5Eix4aSgwop6jixGYUQaQ==

IR — NI
R UG PR L % AN A7 5 R I P — AN -
Wik

$ EAP_HOME/bin/elytron-tool.sh credential-store --location "<path_to_store_file>" --remove
<alias> --type PropertiesCredentialStore
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Nl

$ EAP_HOME/bin/elytron-tool.sh credential-store --location "standalone/configuration/properties-
credential-store.cs" --remove example --type PropertiesCredentialStore
Alias "example" has been successfully removed

Hith TR
e Elytron A9 PropertiesCredentialStore/secret-key-credential-store

e FElytron FRYEIUEREY

1.5.6. 1 F{&F WildFly Elytron TE {1328 credential-store 7N NE| JBoss EAP fR553%
1EfEF WildFly Elytron TEAIZ T credential-store [5, &a LU ERINEIEEZ1THI JBoss EAP RS
%§¢O

SR

o REfHMA WildFly Elytron TE6IE T EEEFHE,
MEERZER, BB EA WildFly Elytron TEQE—1 credential-store ,

AR
o FRAUTEECLI &%, NEILFHRINEELZITH JBoss EAP IR :

Wk

/subsystem=elytron/credential-
store=<store_name>:add(location="<path _to_store file>",credential-reference={clear-
text=<store_password>})

Example

/subsystem=elytron/credential-store=my_store:add(location="../cred_stores/example-
credential-store.jceks",credential-reference={clear-text=storePasswordy})

SHEUFFMERINE] JBoss EAP ECiE T, & A LAEF credential-reference B3| BEMEEESIEEHEPH
CATEE RNk

MEFLEL, EfEA EAP_HOME/bin/elytron-tool.sh credential-store --help € K15 & ALY
MHFR,

Hth TR

e credential-store Bt

1.5.7. WildFly Elytron TEZ5A% S IBR/F

RO LUER LTS IR IE elytron-tool.sh, EABEREEFME, FIINER— NI EEIEEEHI—NF4
TEEBIFT AN
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ER— B

{5 generate-key-pair 8 S OIE—PNEHN . REEITLUSFRANEEERIEFEHEHN—NHET. U
TRAIERT IABIE— RSA BN, HAHSEHKRNG 3072461, FHEENEIEEIEEENNE
. REAEBEANHR]EZ example,

$ EAP_HOME/bin/elytron-tool.sh credential-store --location=<path_to_store_file> --generate-key-
pair example --algorithm RSA --size 3072

SA—PEHT

{5/ import-key-pair 8 S IE B SSH B F AR EBEBEHNRWEIEFEF, UTFRASA—
NN, HFI4 example £H /home/user/.ssh/id_rsa X1, 1Z XS EFE OpenSSH # I HIFA
B

$ EAP_HOME/bin/elytron-tool.sh credential-store --import-key-pair example --private-key-location
/home/user/.ssh/id_rsa --location=<path _to_store file>

FH—EPXY

& /3 export-key-pair-public-key % L RBFANBIAH. DHEE OpenSSH &I EN B, LA
TREIERT 54 example B

$ EAP_HOME/bin/elytron-tool.sh credential-store --location=<path_to_store_file> --export-key-
pair-public-key example

Credential store password:

Confirm credential store password:

ecdsa-sha2-nistp256
AAAAE2V]ZHNhLXNoYTIltomlzdHAYNTYAAAAIbmIzdHAYyNTYAAABBBMfncZuHmMR7uglbOM96ieAr
RFtp42xPn9+ugukbY8dyjOXoi

cZrYRyy9+X68fyIEWBMzyg+nhjWkxJIJ2M2LAGY =

14 Hi export-key-pair-public-key fi 535, RIENEHANEIEFEHBLEIE, NMRFT
FHREBGEIE, HEHRREZE.

1.5.8. 7£ Elytron & X {4 H {5 F3 FF i B B E XS A5

BREA MR, (BEERINEBHAER - KT, £ elytron EEEXHH 5 BB /I, &
FENBANEHERIEFES, RE, ELURMRT Git B9URIANER, RERERMIIRS SHECEL
*EO

LUFRBISIET elytron EZESX4H <credential-stores> st EILEFE R EEM. <credential> 7t
FEIAEILFERNE, BTFEMEEHAN,

<?xml version="1.0" encoding="UTF-8"7>
<configuration>
<authentication-client xmins="urn:elytron:client:1.6">

<credential-stores>

<credential-store name="${credential _store_name}">
<protection-parameter-credentials>
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<clear-password password="${credential _store password}"/>
</protection-parameter-credentials>
<attributes>
<attribute name="path" value="${path_to credential_store}'/>
</attributes>
</credential-store>
</credential-stores>

<authentication-rules>
<rule use-configuration="${configuration_file_name}"/>
</authentication-rules>
<authentication-configurations>
<configuration name="${configuration_file_namej}">
<credentials>
<credential-store-reference store="${credential_store _name}" alias="${alias_of key pair}"/>
</credentials>
</configuration>
</authentication-configurations>

</authentication-client>
</configuration>

BLiE elytron BEEX /G, BIAN AT SSH &858k,

Hth BHR

e WildFly Elytron TEBRAXN ERRE

1.5.9. {# A WildFly Elytron TE 4% RE#HIINE F TS5
& e LAE A WildFly Elytron TERERA T EIEFEENIMBNFTRE, mMASMEARXEL,

it
o EAMFMHFRB, HEAUTHS, 3 salt Miteration BIRMI(E :

$ EAP_HOME/bin/elytron-tool.sh mask --salt <salt> --iteration <iteration_count> --secret
<password>

o -

$ EAP_HOME/bin/elytron-tool.sh mask --salt 12345678 --iteration 123 --secret
supersecretstorepassword

MASK-8VzWsSNwBaR676g8ujilDdFKwSjOBHCHgnKf17nun3v;12345678;123

MNRIEAREEDSPIRM secret, ATUEAKRZSE, RELFRREFEBIER AR A secret,

MEEZER, 15# B EAP_HOME/bin/elytron-tool.sh mask --help 4 3K EX AT A TR R4 B3R,

1.6. BEIEHFEIEFEERIEFEH
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MREEEIEEWE, WEMNSIESIBSIAEl1ZEl, BRRRINEIESEHRFMEMEIL, Elytron B3k
TERR, BEEILSI AN, iEREE store #1 clear-text Eit, Elytron &7 store Bt EMEIL
FHEPEDIRMEFHEIE. A4, EERLUETE alias B,

Elytron B EIEF#E, WTFRAIT
o MREIBET —MA :
o MRHFMEHBMEE, WANEIFSWEIEENAXHLERR,
o MRFIBHWEKBEREFIE, NFKBMPAXHIDFHANE BBIEE N &HWEIEFE,

o MREZRBIEEN S, Elytron RER—THI%R, FHRHHRENEEHNHXXEERNEETENRN
7| BB E U,

LAENFEFEEETRN, clear-text BEAS MEIEER IR,

LURRBIER T amE G2 k15 E store, clear-text, ¥ alias BMHRIEIESI A :

/subsystem=elytron/key-store=exampleKS:add(relative-to=jboss.server.config.dir,
path=example.keystore, type=JCEKS, credential-reference=
{store=exampleKeyStoreCredentialStore, alias=myNewAlias, clear-text=myNewPassword})
{
"outcome" => "success",
"result" => {"credential-store-update" => {
"status" => "new-entry-added",
"new-alias" => "myNewAlias"
1}
}

R LME R LA T 6 B B3R INE 2 B E LB EIEFF % B myNewAlias 5k B BEIE

/subsystem=elytron/key-store=exampleKS:write-attribute(name=credential-reference.clear-
text,value=myUpdatedPassword)
{
"outcome" => "success",
"result" => {"credential-store-update" => {"status" => "existing-entry-updated"}},
"response-headers" => {
"operation-requires-reload" => true,
"process-state" => "reload-required"
}
}

-
IR EBE credentials-reference SHEHNIRIERIN, NASXEBEILEFEEEHR.

FH credentials-reference B 415 EMEREE RSN,

1.7. 2 ELYTRON & FimBy UL F i =~ B
E#E JBoss EAP (%0 Jakarta Enterprise Bean) A% Fim el LA§EF Elytron &P imif T & B 5IE, Tk

A IEFEIZ2 1T JBoss EAP AR5 2589 A /T LUE A WildFly Elytron TEGIEIEREILEFL, AREES
i el UE A Elytron &7 im 5 R UETE MG R BV R &,

28



LA /R BiE R 7 404RIE Elytron & UREC & XX 4 A R EIEF 1.

it 8 Credential Store B custom-config.xml 7=

<configuration>
<authentication-client xmins="urn:elytron:client:1.7">

<credential-stores>
<credential-store name="my_store"> ﬂ
<protection-parameter-credentials>
<credential-store-reference clear-text="pass123"/> 9
</protection-parameter-credentials>
<attributes>
<attribute name="location" value="/path/to/my_store.jceks"/> 6
</attributes>
</credential-store>
</credential-stores>

<authentication-configurations>
<configuration name="my_user">
<set-host name="localhost"/>
<set-user-name name="my_user"/>
<set-mechanism-realm name="ManagementRealm"/>
<use-provider-sasl-factory/>
<credentials>
<credential-store-reference store="my_store" alias="my_user"/> ﬂ
</credentials>
</configuration>
</authentication-configurations>

</authentication-client>
</configuration>

£ Elytron & /7 UinBC & 3 4 5 B E L7 B & 75,
ERF BN,
FULTF i S BIER

0009

FHERILFEPRERFRFRNEIES A,

Hith BHR

e {#F WildFly Elytron TRIHFITEIEFMHIRME.

1.8. B|E FIPS 140-2 R EIF 17

%5 13 ELYTRON HhiyEiFfEfE

IR T LATE Elytron RECEBECHRE B ERIRE(FIPS) 140-2 RREILFRE, FIPS140-2 RHEERFANITE
MREIE, BT TEALSIEMBRERNTE, FIPS 4% (235 140-2) "7 URL FIREl :

http://csrc.nist.gov/publications/PubsFIPS.html
BB LMEA AR RBEERFETE Elytron FREZE FIPS 140-2 RBFEIEFAE ¢

® SunPKCSFeature 1212 M L% 2 £ AR 55 (NSS) BUHEZE,
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WMFBEZER, HESHER SunPKCS Features 1EtEEF1 NSS #UE/E 0# FIPS 140-2 %# B &
FhE,

e BouncyCastle 1Rt 12fF.
INBELIER, WS BouncyCastle R AIE FIPS 140-2 RAZILFHE .

BF

JBoss EAP A& kK45t FIPS A, JBoss EAP FBY FIPS #2452 JBoss EAP AT FF
FIPS IAIERIINER SEH, 280 M A9 5L e & BouncyCastle 1 SunPKCS facilities,

1.8.1. { @ SunPKCS demonstrates {5 FF1 NSS #3EZE 0 FIPS 140-2 R UL FE

NSS BXFBETARENE A imRflRS =N ARFHN—4HE, RILIE JBoss EAP FfEf SunPKCS 12
HEF NSS ZERLI FIPS140-2 ZBAME . BHX NSS HFIE, EEE Mozilla X4 - MEELARSS
(NSS). X SunPKCS powerful #tNERIIFIE, 155%E PKCS featured 5E 185 .

1.8.1.1. FTEfF A SunPKCS Features #tN/fa#1 NSS #UIEZER 73 FIPS B9 JDK

FIEFRA Java FFLZEH(IDK)HNEEZ FFERAMSE LIRS (NSS) S (B NSS FELH) , Mk
FME BB (FIPS) 140-2 SRR HIM A R 2R 55 (NSS) i S hEi# TE B, £ JBoss EAP HfsEf
SunPKCS Features N FEH] NSS iR ZEBE FIPS Z 8, EHRREN JDK ZHFE.
LA 2 JBoss EAP X5 UDK 53R, ZHFHECE SunPKCSCapabilities 221 :

® OpendDKT

® OpenJdDK17

Heth BT
e {3 FIPS 1£ RHEL EAZE OpenJDK 1

e {3 FIPS 1£ RHEL EAZE OpenJDK 17

1.8.1.2. #£/3 A T FIPS B RHEL B {#Fl SUNPKCSPKCS provider #1 NSS BUEZEBIE FIPS 140-
pE ¥ 3Anwcard

M Red Hat Enterprise Linux 8.4 FF18, #IR&ES A TEFHE R IEIE(FIPS) RESE R B INE KRS, ML
BB Java B FIPS, A LUER I\ MLE T LIRS (NSS)EIRE KA FIPS 140-2 3R EILEFE,

EI 3 2H, $JAVA_HOME 3R JDK REE, Ll root A BDZ1TIHRZRHM S,

FRFH

e RHEL H/5H 7T FIPS,
eI LERU TSR ERESRAT FIPS :

I # fips-mode-setup --check

BX7E RHEL /2 FIPS B9i%lE, IEEBUTEE !

o 7f Red Hat Enterprise Linux X#4FLL FIPS B, RERSL,
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o 7£ Red Hat Enterprise Linux X4/ 55 24t 2l FIPS 25,

B&L&HENSS TE,
£ Red Hat Enterprise Linux &, fERTLAEA DNF GO EERRENSS TE, MR :

I # dnf install -y nss-tools

fRH Java FF A B (JDK) 2R NSS FEELE PKCS vary,
BXRLF FIPS B9 JDK B9i1E, 15S%E ¥ FIPS B9 JDK,

JBoss EAP IE1EI&1T,

. 14 $JAVA_HOME/conf/security/nss.fips.cfg {47 #) nssDbMode & E %7/ readWrite,

nss.fips.cfg A=A

name = NSS-FIPS

nssLibraryDirectory = /usr/lib64
nssSecmodDirectory = sql:/etc/pki/nssdb
nssDbMode = readWrite

nssModule = fips

attributes(*,CKO_SECRET_KEY,CKK_GENERIC_SECRET)={ CKA_SIGN=true }

. 4R AES secret BEALUINBR EREFLE.

BT R EAFMEE TS NONE,

Wk

# keytool -genseckey -keystore NONE -storetype PKCS11 -storepass NONE -alias
<key_alias> -keyalg <symmetric_key _algorithm> -keysize <key_size>

Example

# keytool -genseckey -keystore NONE -storetype PKCS11 -storepass NONE -alias
exampleKeyAlias -keyalg AES -keysize 256

3. WUEERILLEEEY secret B HH,

# keytool -list -storetype pkcs11 -storepass NONE

Keystore type: PKCS11
Keystore provider: SunPKCS11-NSS-FIPS

Your keystore contains 1 entry

exampleKeyAlias, SecretKeyEntry,
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4. % $JAVA_HOME/conf/security/nss.fips.cfg X/ ## nssDbMode {EE#7 readOnly,

nss.fips.cfg A=A

name = NSS-FIPS

nssLibraryDirectory = /usr/lib64
nssSecmodDirectory = sql:/etc/pki/nssdb
nssDbMode = readOnly

nssModule = fips

attributes(*,CKO_SECRET_KEY,CKK_GENERIC_SECRET)={ CKA_SIGN=true }

5. BEE CLI#, #F SunJCE RHEFRINERHEZERIIRAF,

a. N SunJCE RNt N mnEiERF.

/subsystem=elytron/provider-loader=SunJCE:add(class-names=
[com.sun.crypto.provider.SunJCE])
{"outcome" => "success"}

b. ARARMIZFHEE Elytron 1 SunJCE,

Wk

/subsystem=elytron/aggregate-providers=<aggregate provider_name>:add(providers=
[elytron,SunJCE])

Example

/subsystem=elytron/aggregate-providers=exampleAggregateProvider:add(providers=
[elytron,SunJCE])
{"outcome" => "success"}

_ REREFRReSHE L IF AR,

6. M SunJCE #tRNE7E Elytron RO EILEFE,

Wk

/subsystem=elytron/credential-store=<credential_store _name>:add(implementation-
properties={keyStoreType => PKCS11, external => true, keyAlias => <key_alias>,
externalPath => <path _where_credential_store_is_to_be saved>}, modifiable=true,
credential-reference={clear-text=<password>}, create=true, other-
providers=<aggregate provider_name>)

Example

/subsystem=elytron/credential-store=exampleFipsCredentialStore:add(implementation-
properties={keyStoreType => PKCS11, external => true, keyAlias => exampleKeyAlias,
externalPath => /home/ashwin/example.store}, modifiable=true, credential-reference={clear-

32



%5 13 ELYTRON HhiyEiFfEfE

text=secret}, create=true, other-providers=exampleAggregateProvider)
{"outcome" => "success"}

1 NERFERIN—D 5%,

Wk

/subsystem=elytron/credential-store=<credential _store _name>:add-alias(alias=<alias>,
secret-value=<secret_value>)

Example

/subsystem=elytron/credential-store=exampleFipsCredentialStore:add-
alias(alias=exampleAlias, secret-value=secret)
{"outcome" => "success"}

2. SIHEIEEER IR £,
Wik
I /subsystem=elytron/credential-store=<credential_store_name>:read-aliases()
Example

/subsystem=elytron/credential-store=exampleFipsCredentialStore:read-aliases()

{

"outcome" => "success",
"result" => ["examplealias"]

}

BB EILFERR FIPS 140-2,

Heth BT
e aggregate-providers [E %
e credential-store B

e credential-store LB 4

1.8.2. ¥ F BouncyCastle £ A FIPS 140-2 A EULF

BouncyCastle i Java #1 C# 2R EIN% APl, f&BILUFLLTF BouncyCastle #tN 75 JBoss EAP #&
ECfEF, LAOIER FIPS140-2 B EIEERE

e T Java Cryptography # B (JCE)# Java Cryptography Z2#4(JCA)# BouncyCastle FIPS f#
A

e Java ZEEEZFY E(JSSE)H BouncyCastle FIPS #t)/ .,

& X BouncyCastle BJi#1&, 1H&%E Bouncy Castle B Legion,
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1.8.2.1. A BouncyCastle #itN/ A flIEE FIPS 140-2 3R ZULFE

M Red Hat Enterprise Linux 8.4 Frig, WIRE/S A 7 EFME RAIRINE(FIPS) RESERMINEA R

B%, OpendDK 2BZIHAFRENEZLHENFE, EF—NLEENEEE FIPS EXHEER SunPKCST
BN, A LURRLAT SRR BouncyCastle 57 B AL FRIE BALIEIAE(FIPS) 140-2 RAFIERE
,ﬁ’ o

SeREH

e RHEL H/5H T FIPS,
B UFERUTHSRERSSET FIPS :

I # fips-mode-setup --check

AX1E RHEL /5 H FIPS BIiF1E, IEEEUTHIR
o 1f Red Hat Enterprise Linux X#FLL FIPS i, &HERTL,
o 7£ Red Hat Enterprise Linux X4 5 24t 2l FIPS 25,

o B Java AR EH(JDK)XZFf#EA BouncyCastle N EEIE FIPS,
MEEZELR, 155 Bouncy Castle - FIPS BRI Java 38k [n]#,

ik
1. MELTFEE#E T % BouncyCastle jars :
® bc-fips-Njar : Bouncy Castle Provider (FIPS 434 ) Maven.

® bctls-fips-Njar : Bouncy Castle TLS/JSSE API (FIPS 94)
Hrh N 3 BouncyCastle FIPS #tR/ BEhR A,

& B] LAFE Bouncy Castle B Legion 20 EI B X FFEEIMER BouncyCastle FIPS N R &
FERR ABIE B

2. B84 h java.security WEZE XX, HASMT :

fips.provider.1=o0rg.bouncycastle.jcajce.provider.BouncyCastleFipsProvider
fips.provider.2=org.bouncycastle.jsse.provider.BouncyCastleJsseProvider fips:BCFIPS

fips.provider.3=SUN
fips.provider.4=SunEC
fips.provider.5=com.sun.net.ssl.internal.ssl.Provider

TEEBIAM java.security SLEHETR FIPS N, BIVEFEREBESH
java.security B4, #0LLRIZRTR,

3. &K AES secret BEHLUAIMNB EIETEE,

Wk

$ keytool -J-Djava.security.properties=<java_security _file> -genseckey -keystore
"<keystore_name>" -storetype BCFKS -storepass <store _password> -alias <key_alias> -
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keyalg <symmetric_key_algorithm> -keysize <key_size> -keypass <key_password> -
provider org.bouncycastle.jcajce.provider.BouncyCastleFipsProvider -providerpath
<path_to_bc-fips_jar> -dname "<certificate _contents>" -validity <validity_in_days>

Example

$ keytool -J-Djava.security.properties=<path_to _java security file>/java.security -genseckey
-keystore "examplekeystore.bctks" -storetype BCFKS -storepass password -alias
exampleKeyAlias -keyalg AES -keysize 256 -keypass password -provider
org.bouncycastle.jcajce.provider.BouncyCastleFipsProvider -providerpath <path to_bc-
fips_jar>/bc-fips-1.0.2.jar -dname "CN=localhost" -validity 365

4, WSUEIR AT LAEEY secret B,
5k

$ keytool -J-Djava.security.properties=<java_security_file> -list -keystore <keystore_name> -
storetype BCFKS -storepass <store_password> -provider
org.bouncycastle.jcajce.provider.BouncyCastleFipsProvider -providerpath <path to_bc-
fips_jar>

Example

$ keytool -J-Djava.security.properties=<path_to_java security file>/java.security -list -
keystore examplekeystore.bcfks -storetype BCFKS -storepass password -provider
org.bouncycastle.jcajce.provider.BouncyCastleFipsProvider -providerpath <path_to bc-
fips_jar>/bc-fips-1.0.2.jar

i tH o Bl

Keystore type: BCFKS
Keystore provider: BCFIPS

Your keystore contains 1 entry

exampleKeyAlias, Mar 1, 2023, SecretKeyEntry,

5. JAhARSS 2R
6. EAEE CLI, ¥¥ JBoss EAP ECi& /18 BouncyCastle 112 %,

a. 1 SunJCE RMIEFRIMEIRHEREIIRF,

/subsystem=elytron/provider-loader=SunJCE:add(class-names=
[com.sun.crypto.provider.SunJCE])

b. 7E£ JBoss EAP A BouncyCastle 1252 jar fE AR,

Wk

module add --name=org.bouncycastle.fips --resources=<path_to_bc-
fips_jar>:<path_to_bctls-fips_jar>
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36

Example

module add --name=org.bouncycastle.fips --resources=<path _to_bc-fips_jar>/bc-fips-
1.0.2.jar:<path_to_bctls-fips_jar>/bctls-fips-1.0.2.jar

c. 7 BouncyCastle IR RN N @I ERF.

Wk

/subsystem=elytron/provider-
loader=<provider_loader_name>:add(module=org.bouncycastle.fips)

Example

/subsystem=elytron/provider-
loader=exampleProviderLoader:add(module=org.bouncycastle.fips)

d. EREREFEFHEE BouncyCastle, SunJCE #1 combined-providers,

Wk

/subsystem=elytron/aggregate-providers=<aggregate provider_name>:add(providers=
[<provider_loader_name>,SunJCE,combined-providers])

Example

/subsystem=elytron/aggregate-providers=exampleAggregateProvider:add(providers=
[exampleProviderLoader,SunJCE,combined-providers])

RIS E LHIF AR,

AN

e. EHFMEARS 25,

I reload

7. {8 BouncyCastle S/ FE1E Elytron A EIEFE,

Wk

/subsystem=elytron/credential-store=<credential_store name>:add(credential-reference=
{clear-text=<key and_keystore password>},implementation-properties=

{keyAlias=<key alias>,external=true,externalPath=<path to BCFKS_credential_store>keyS
toreType=BCFKS},create=true,path=<path_to_keystore> modifiable=true, other-
providers=<aggregate provider_name>)

Nl

/subsystem=elytron/credential-store=exampleFipsCredentialStore:add(credential-reference=
{clear-text=password},implementation-properties={keyAlias=exampleKeyAlias,external=true,
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externalPath=credentialStore.bcfks, keyStore Type=BCFKS}, create=true,
path=__<path_to_keystore>__/examplekeystore.bcfks, modifiable=true, other-
providers=exampleAggregateProvider)

1 NERFERIN—D 5%,

Wk

/subsystem=elytron/credential-store=<credential_store _name>:add-alias(alias=<alias>,
secret-value=<secret_value>)

Nl

/subsystem=elytron/credential-store=exampleFipsCredentialStore:add-
alias(alias=exampleAlias, secret-value=secret)

2. SIHEIEEER IR £,
Wik
I /subsystem=elytron/credential-store=<credential_store_name>:read-aliases()
ANl

/subsystem=elytron/credential-store=exampleFipsCredentialStore:read-aliases()

{

"outcome" => "success",
"result" => ["examplealias"]

}
DIEMEIEF TS FIPS140-2,
Hith BTR
e aggregate-providers [E %
e credential-store B
e credential-store LI E M
e provider-loader B
o BTMEZAEX module add S HHIER, ERILUE JBoss EAP B CLI #1217 --help 634 :

I module add --help
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2.. ELYTRON Hin#HFRER

ZRIFWBRFTRHRNVENE, BoUERSHFEEXHERERAMENRAAMAEBRFTRS,
MBHWRERRER, MINBEZFES SecretKeyCredential #7115, AENTSERIEEIZGA RS
B EFH. FIBGEIZER Elytron RERXZ—MINEHRIER, BITRENEREXEHNEERFHE XS
B SecretKeyCredential,

Elytron FHY expression=encryption FiR{E A MNP RIA R KBIDZTH R NEFRFS, BiTEEE
XHFRERNFHNRAAMARHRFERAERS, EAURFPFRENTEE, NMENREIXAXBLUTE
N :

{5 e E AT SR BB UK

I ${ENC::RESOLVER_NAME:ENCRYPTED_STRING}

ENC 2RTINBEFRAXBEIL,

RESOLVER_NAME Z T2 F R B MB N F RS,

Nl

I ${ENC::initialresolver:RUxZAUMQE +L5zx9LmCRLyh5fjdflt WM7IhfthKjeoEU+x+RMi6s=}
NREERIBNETRURT —MMBERAR, WFFR
ERECA AT SR B0IE R

I ${ENC::ENCRYPTED_STRING}

Nl

I ${ENC::RUxZAUMQE+L5zx9LmCRLyh5fjdfl1 WM7IhfthKjeoEU+x+RMibs=}

EXFIER T, Elytron ERETE expression=encryption TR E L HIBIA BRI KB B RER., BT
UM ZHENEMRREEFERANEREN, EREETNBEUHREXRMERER, 5#EMH read-
resource-description /E, 40 :

£ X mail/mail-sessionfd read-resource-description <l

/subsystem=mail/mail-session="*/:read-resource-description(recursive=true,access-control=none)

{

"outcome"=>"success",
"result"=>[{

"from"=>{

"expression-allowed"=>true,
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-
}

FEABIH, B from IFMBEREAX, XRKE, BALLEINBERARNE from FERAHPIEREGH LT
MR A,

Hi 5w
® 7f Elytron FAZMBHIRIARN

e expression=encryption B4

2.2. £ ELYTRON A MBEBIFRIER

MEURFRFEF] SecretKeyCredential S| —PMINEFRIAN, EEEEE (RFS[EEXH) HEMAL
BREAAMAZHNBRERSR, RETFBREFTRNNELE,

FeREH

o MBMEHAFBIET — PropertiesCredentialStore #1— secret 2,
ME\EELZER, EHSMN MRS 2018 PropertiesCredentialStore/secret-key-credential-

store ,
ik 3
. FAUTEE CLI ;%, B NEEIEFMHEFSIAIAE SecretKeyCredential B951| % BIARHT
E
i

/subsystem=elytron/expression=encryption:add(resolvers=[{name=<name_of the resolver>,
credential-store=<name_of _credential_store>, secret-key=<secret_key_alias>}])

Nl

/subsystem=elytron/expression=encryption:add(resolvers=[{name=exampleResolver,
credential-store=examplePropertiesCredentialStore, secret-key=key}])

MR ERSEEHRBRMERES, HEA list-add BFMAE add, 0T :

Wk

/subsystem=elytron/expression=encryption:list-add(name=resolvers, value=
{name=<name_of the resolver>, credential-store=<name_of_credential_store>, secret-
key=<secret_key alias>})

Nl

/subsystem=elytron/expression=encryption:list-add(name=resolvers,value=
{name=exampleResolver, credential-store=examplePropertiesCredentialStore, secret-
key=key})

{
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"outcome" => "success",

"response-headers" => {
"operation-requires-reload" => true,
"process-state" => "reload-required"

}
}

2. EFTMERS 2.
I reload
3. HEE CLI B EE®SSE

BF

MNRAEZRZ%E, NELIGRER CLI il SXEHEM AE T LLEE secret
2=,

I history --disable

4. HAUTEE CLI S EB—MIIBRER
Wik

/subsystem=elytron/expression=encryption:create-expression(resolver=<existing _resolvers,
clear-text=<sensitive_string to_protect>)

Nl

/subsystem=elytron/expression=encryption:create-expression(resolver=exampleResolver,
clear-text=TestPassword)

{

"outcome" => "success",
"result" => {"expression" =>
"${ENC::exampleResolver:RUxZAUMQgtpG70oFIHR2j1Gkn3GKIHff+HR8GCcMX1QXHvx2uGur

=}"}

}
${ENC::exampleResolver:RUxZAUMQgtpG7oFIHR2j1Gkn3GKIHff+HR8GcMX1QXHvx2uGu
ri=} RIEAEEERIAFEHAMMNERIAR, MA=E TestPassword,
IMREEREMGERABRNIANE, NAESRERMBERAXNMARIZLHNIAX KA, 1E
BEReD, YEANA—UXAESFERR—mSN, BTLUKBR—BANTRLSER, BN
Elytron Jy &M B £ A —BIIIR LR E,

B ERARRANMBEREAN, BAUBR, NMRE-FRENEDNBRAEARIEMIZERIK
w, BPTERIEMEMNBER AN TEIESSHERNFRH,

5 FRUTEECLI®SENERASSEE

I history --enable
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o (FAMBERANXFKIERI KeyStore/credential-store

e expression=encryption B4

2.3. FAMBERANEFRT KEYSTORE/CREDENTIAL-STORE
IS R MBI R FARS KeyStore,

FRFH

o HELIERTMENREAR,
BXRUBIMBEFRARNIERE, 1E5%E £ Elytron ROIE—MINEBIFRIAH,

i =
o fJE—1 KeyStoreCredentialStore, BERAMBRANEHN BAX :
Wik
/subsystem=elytron/credential-
store=<name_of credential_store>:add(path=<path_to_the credential store>, create=true,
modifiable=true, credential-reference={clear-text=<encrypted_expression>})
Nl
/subsystem=elytron/credential-
store=secureKeyStoreCredentialStore:add(path="secureKeyStoreCredentialStore.jceks",
relative-to=jboss.server.data.dir, create=true, modifiable=true, credential-reference={clear-
text=${ENC::exampleResolver:RUxZAUMQgtpG70oFIHR2j1 Gkn3GKIHff+HR8GcMX1QXHvx2u
Gurl=}})
{"outcome" => "success"}
Hith BTR

e expression=encryption B4

e credential-store Eff
FERAIMBEFRIEXRIT KeyStoreCredentialStore &, & A LA{E KeyStoreCredentialStore AR —
SecretKeyCredential, F#{#F secret BHRLESH —MMBRLAR, AfE, BAUEEEEL (RFS5H
BEEM M) FEAXMNENRARAMAEBRTRE, HTRE2EN, BRI =mBNEILEF
fifhE, LHEESHENHRFHELH/EMNRE, RNFHREEKIZINTARXNERT :

o FE—NIIEKXIAR N KeyStoreCredentialStore R £,

o F—NMMBREXRITBRFRES,

o EREMEHRFRE, BEEMBEMBHRIEN,

EEMBRAXNELERK, BERRFHERLFHERE,
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BIESE

3.1. AGGREGATE-PROVIDERS & 4
& L@ X providers EMEKECE aggregate-providers,

5% 3.1. aggregate-providers Attributes

4.3 W
providers ERAWBRFETIR. Elytron HEAFIR EHRIE—A B4
NI,

3.2. CREDENTIAL-STORE |& 4f
A bh@ T kB EE XA E credential-store,

& 3.2. credential-store Bt

B Hah

create BERITEMESNIZEEEAEENGE—1. BIMEN
false,

credential-reference AT ORISR EILENSI A, XAUEEXER, SEHN

Xt 21 1E credential-store F/EIFHIB| A,

implementation-properties R E SR B M RIBR ST,
modifiable RS ENEIEFE. BRONMEN true,
other-providers KR AR, LUERTUEEIEFEETOEME Jakarta

Connectors X REIBRMRETRERF, XU FETF keystore FIEFE
EEMH, MRKIEE, NN ERALBHNEIIR,

path AR p g TN

provider-name FAF 52614t CredentialStoreSpi iR 2B TR, IIRKIE
ERHER, NIEAE—NZIREENS 024 E K B S FIRyIR
B,

providers IRERMAEFHEH, LUERA IO & EIEFE R R AR 4

2, MRKIEE, N HERERENETIR,

relative-to LR T B R AR B R AR BR AR
type EREEMHEE, 1 KeyStoreCredentialStore.
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3.3. CREDENTIAL-STORE LI} [ 14
fRel LB % B HIE M KEE credential-store SEF,

£ 3.3. credential-store SCHE
Bt gk

cryptoAlg AT mEABEHELZENNBEE LR, LEENESRT
external 5[ 5%, B\ AES,

external EBEBEESEMEINEFHIFA keyAlias 1%, BIAEH
false.

externalPath BEINSEFMRRE, WEMMNIEERT external &,

keyAlias FUETFE B secret B4, BFMENBEEBIEINEBET
fiflo

keyStoreType BEMERE, M PKCS11, Rilh

KeyStore.getDefaultType () .

3.4. EXPRESSION=ENCRYPTION |& 4
fme LRt ik B HE M RECE expression=encryption,

5% 3.4. expression=encryption gtk

4.3 Wi

default-resolver ALt E M. JMBERANEBFERBNERE LT, ZEANEN
23. 50, HRIEFF "exampleResolver” % default-
resolver, #EMTFEMAGS
/subsystem=elytron/expression=encryption:create-
expression(clear-text=TestPassword) | & 7 — M & xR~
=, M| Elytron &{#F"exampleResolver"¥E HiZ N # &KL AR

Hres.

prefix @A P ERIETS, BRIV ENC, NAREELE L
ENC s0iE hiRftitBiE. FRIESEE LMENC BIZHR, &
T2 o B X M E

FRT 25 EXBIFEERIIR. MRTRERUTEN

e name - AT 5| AERNIRIIEER AT,

e credential-store - X @ & th iR Hfr23E B secret #45A
MR ESEI8E] .

e secret-key - MATERIEEEHHER secret SRR,
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3.5. PROVIDER-LOADER J& 4
ReTLLdET i E H B RECE provider-loader,

% 3.5. provider-loader Ett

B Hah
S £ IR LhER), BEEBATERNSH,
class-names EMEMNENETERERLHNTIR, SISERSMEEZL

HHRERFEME, FERTEAEET,

& B RHEFNEMNERE, UMKRLEE.
module MAINEAR HIZ B BRI A TR,

path T IR IR AR R B ST BR 1R

relative-to BB XX B E AR,

3.6. SECRET-KEY-CREDENTIAL-STORE J& %
e LB 1x BB M REE secret-key-credential-store,
3 3.6. secret-key-credential-store BtE

=43 sk

create NRBAFLE Elytron EEHAREFENUES, BZEXRHN
false., Zti\ % true,

default-alias EONERBIE AR A B BN, BOIAE ) key,
key-size ERBHBKRN, BRINKINS 256 fit, ERILUFEIZ AT Z
e 128
o 192
e 256
path FIFFHERERR,
populate MR EIEEFAE S default-alias, LEMRR Elytron 251

ZOE—1. BINMER true,

relative-to X R B E LB % path A8 BIBERSI A,
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