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1. B LUTFHERE LIGIEE ticket,

2. 7£ Summary HHiA (A BIB TR KE fe .
3. 7 Description FiRft[A] @K ThaE @ i B IEA it , BIF—DaRXE R URL,
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Red Hat JBoss Enterprise Application Platform 8.0 il B3R M ARFMER T

EFREZESZ

RN FERINRIE, SXEF Web BHERBFERMBIES. HINMXEDAREFFS : master,
slave. REAMARE, ATHRITTF+2RE, XEFSFEBHEHNNDZTREDES LK, B
KXESZIFE, FEHBINNERERAE Chris Wright 12#tF5E S,


https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language

B1EEESBEFHE

BI1ERESDEM

1.1. 0132 FILESYSTEM-REALM

1.1.1. Elytron ARy R 115

BT XHRG L2 filesystem-realm , EALUTE Elytron FERE T XHREMW B DEMEEEER T E
IEFEME, Elytron HEN BB UK XA EIEMBMEFEESH REM XML XA, XML XHRAFR
EBEMRATR, EREZNEILENBESENBPREL

MINERT, BOFMEXGRSH, WTFA:
o Elytron WS RBIE REFIN AR B XI\FE, B, £ "user" WEREFHETE

u/s/useri.xml,
XHEEMEN T BRIRE L XE RGN R LAE BN E KB EEI XX HRE0RE, URE T
HMRE,

£ levels BMHEEZ N FHK B RIBHHIEE,

o TEWREXMHRZE], BINELFRE Base32 LM, XHEMNRRREEXHRER O KNE,
HETRERREI XU BFRITFHEFE,
IRE L@ B M encoded %7 false &% ZmAS,

BXHEMBEERERIMEMIERE, 155% filesystem-realm B,

Encryption

LB EHEESD S, filesystem-realm XTEAXXFL, EIIFEFBEMEE R Base64 Hid, NiR
BReM, BuULMEREEESIEEMEDRN secret BIHEIMBEAENL, BIBEIMBME, secret BEA
BFinEZMERRmEINE M.

TREERAE
ZAREMA filesystem-realm QMW F B A RMWER, BRI LB SO IEHEI A filesystem-realm
FRBYBREANS S 2 X filesystem-realm BRI,

SEEMEIE filesystem-realm R LUIEE T/E, W TR :

o UERHEHATZEMKREN filesystem-realm O &3, Elytron REIEEH DX, FHAHE
ERZE R

o FLILENHMMES, B, HANEMHEIEEREFMHIMEBS MBI, Elytron REXERRIES 15
XHRE, UBRXMHE LERENEUREERENS.

o LEEBAXRKLZNINEZHN, Elytron REFRBHERKBARTE T IIEEERIFE
%O
INRFAERM, BRWEILTRIBUER -

{

"outcome" => "failed",

"failure-description" => "WFLYCTL0158: Operation handler
failed:java.lang.RuntimeException: WFLYELY01008: Failed to obtain the authorization
identity.",

"rolled-back" => true

}
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Hth BHR

o filesystem-realm Eff

1E Elytron Al — filesystem-realm

1E Elytron A — NN filesystem-realm

1E Elytron A —NTEMED filesystem-realm

1.1.2. 1 Elytron I3 — filesystem-realm

I — filesystem-realm f1— 5| AR 2, KR JBoss EAP fRS5 3 R E AR S5 28 L BB BRI
AR,

FRFH

e JBoss EAP IEfEiz1T,

pii
1. 7E Elytron |2 — filesystem-realm,
Wk
I /subsystem=elytron/filesystem-realm=<filesystem_realm_name>:add(path=<file_path>)

Example

/subsystem=elytron/filesystem-realm=exampleSecurityRealm:add(path=fs-realm-
users,relative-to=jboss.server.config.dir)
{"outcome" => "success"}

2. MASARMEE, FEERSNAR,
a. AIEFA,

Wk

/subsystem=elytron/filesystem-realm=<filesystem_realm name>:add-
identity(identity=<user_name>)

Example

/subsystem=elytron/filesystem-realm=exampleSecurityRealm:add-identity(identity=user1)
{"outcome" => "success"}

b. K& R,

Wk

/subsystem=elytron/filesystem-realm=<filesystem_realm name>:set-
password(identity=<user_name>, clear={password=<password>})
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Example

/subsystem=elytron/filesystem-realm=exampleSecurityRealm:set-
password(identity=user1, clear={password="passwordUser1"})
{"outcome" => "success"}

c. NAPXEAE,

Wk

/subsystem=elytron/filesystem-realm=<filesystem_realm name>:add-identity-
attribute(identity=<user_name>, name=<roles_attribute _name>, value=
[<role_1>,<role_N>])

Example

/subsystem=elytron/filesystem-realm=exampleSecurityRealm:add-identity-
attribute(identity=user1, name=Roles, value=["Admin","Guest"])
{"outcome" => "success"}

3. BIE—/ 3|/ filesystem-realm Hy& 213,

Wk

/subsystem=elytron/security-domain=<security domain_name>:add(default-
realm=<filesystem_realm_name>,permission-mapper=default-permission-mapper,realms=
[{realm=<filesystem_realm_namex>,role-decoder="<role_decoder_name>"}])

Example

/subsystem=elytron/security-domain=exampleSecurityDomain:add(default-
realm=exampleSecurityRealm,permission-mapper=default-permission-mapper,realms=
[{realm=exampleSecurityRealm}])

{"outcome" => "success"}

o TIGIF Elytron & A LM filesystem-realm N 512, EFERAUTHS :

Wk

/subsystem=elytron/security-domain=<security domain_name>:read-
identity(name=<username>)

Example

/subsystem=elytron/security-domain=exampleSecurityDomain:read-identity(name=user1)
{
"outcome" => "success",
"result" => {
"name" => "user1",
"attributes" => {"Roles" => |
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"Admin",
"Guest"

I

"roles" => [
"Guest",
"Admin"

]
}
}

WiE, EHUUERLBRNZEERAEEREMNARFRANSHRIENRN, MFERSER, ES5H &
FERKREANAER.

Heth TR
o filesystem-realm [E %
e security-domain B4

e simple-role-decoder [ %

1.1.3. 7£ Elytron O —MIN#E B filesystem-realm

BIE—NINEH filesystem-realm 3R JBoss EAP 2 F RS 23N, HBWER M ERE NS,
Hit 2 =L,

1.1.3.1. WM AR S5 2R8I —1 secret-key-credential-store

FAEE CLI 18— secret-key-credential-store, =% f]i& secret-key-credential-store 5/, JBoss
EAP BRIARER— secret B, EMHIBHANEZIZ key, HK/INH 256 fiL,

FRFH

e JBoss EAP IEfEiz21T,

o T NTEHTIZIT JBoss EAP MU K P EDRM T X & & secret-key-credential-store #E &

893/ AR,
it 3
o HAHLTHS, HAEE CLIRAE— secret-key-credential-store :
Wik

/subsystem=elytron/secret-key-credential-
store=<name_of credential_store>:add(path="<path to the credential store>", relative-
to=<path _to_store_file>)

Example

/subsystem=elytron/secret-key-credential-
store=examplePropertiesCredentialStore:add(path=examplePropertiesCredentialStore.cs,
relative-to=jboss.server.config.dir)

{"outcome" => "success"}
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11.3.2. fIEB— A INEM filesystem-realm
BIE—NINE filesystem-realm F1— N3 iR 218, FIRY JBoss EAP RS EEONEEEIRS

2 LN AR,
SeRFMH
® JBoss EAP IETEiZ1T,
o MBI T —/ secret-key-credential-store.
MEELELR, BESH HMIIRSHRE—1 secret-key-credential-store ,
i =
1. 1E Elytron FAIE— NI filesystem-realm,

Wik
/subsystem=elytron/filesystem-
realm=<filesystem_realm_name>:add(path=<file_path>,credential-
store=<name_of credential_store>,secret-key=<key>)

Example
/subsystem=elytron/filesystem-realm=exampleSecurityRealm:add(path=fs-realm-
users,relative-to=jboss.server.config.dir, credential-store=examplePropertiesCredentialStore,
secret-key=key)

{"outcome" => "success"}
2. MAFARMEE, HRERFNAER,

. IR

Wk

/subsystem=elytron/filesystem-realm=<filesystem_realm name>:add-
identity(identity=<user_name>)

Example

/subsystem=elytron/filesystem-realm=exampleSecurityRealm:add-identity(identity=user1)
{"outcome" => "success"}

b. XERF R,

Wk

/subsystem=elytron/filesystem-realm=<filesystem_realm name>:set-
password(identity=<user_name>, clear={password=<password>})

Example
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/subsystem=elytron/filesystem-realm=exampleSecurityRealm:set-
password(identity=user1, clear={password="passwordUser1"})
{"outcome" => "success"}

c. NAPXERAE,

Wk

/subsystem=elytron/filesystem-realm=<filesystem_realm name>:add-identity-
attribute(identity=<user_name>, name=<roles_attribute _name>, value=
[<role_1>,<role_N>])

Example

/subsystem=elytron/filesystem-realm=exampleSecurityRealm:add-identity-
attribute(identity=user1, name=Roles, value=["Admin","Guest"])
{"outcome" => "success"}

3. BIE—/ 3|/ filesystem-realm Hy& 213,

Wk

/subsystem=elytron/security-domain=<security domain_name>:add(default-
realm=<filesystem_realm_name>,permission-mapper=default-permission-mapper,realms=
[{realm=<filesystem_realm_namex>,role-decoder="<role_decoder_name>"}])

Example

/subsystem=elytron/security-domain=exampleSecurityDomain:add(default-
realm=exampleSecurityRealm,permission-mapper=default-permission-mapper,realms=
[{realm=exampleSecurityRealm}])

{"outcome" => "success"}

o TIGIF Elytron 2B A LMINEH filesystem-realm 11#H, 512, 1HFERUTHS :

Wk

/subsystem=elytron/security-domain=<security domain_name>:read-
identity(name=<username>)

Example

/subsystem=elytron/security-domain=exampleSecurityDomain:read-identity(name=user1)
{
"outcome" => "success",
"result" => {
"name" => "user1",
"attributes” => {"Roles" => [
"Admin",
"Guest"

10
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I

"roles" => |
"Guest",
"Admin"

]
}
}

WAE, ERUERLRNREERAEEREANARRFRINS G EIENR

Hith TR
o filesystem-realm [ %
e security-domain B4

e simple-role-decoder [ %

1.1.4. 1 Elytron A — P X B MR filesystem-realm

BB — DX IF BN filesystem-realm R JBoss EAP N ARG 2O, HIBERANERABE
G

1.1.4.1. TR CLI BB EIx
£ Elytron FR{E R R AN G BHEE,

FRFH

e JBoss EAP IEfEiz21T,

it =
1. SIRBPELE.

Wk

/subsystem=elytron/key-
store=<key store _name>:add(path=<path to key store_file>,credential-reference=
{<password>})

Example

/subsystem=elytron/key-store=exampleKeystore:add(path=keystore, relative-
to=jboss.server.config.dir, type=JKS, credential-reference={clear-text=secret})
{"outcome" => "success"}

2. EBYIN P QIR BYIXS,
Wk

/subsystem=elytron/key-store=<key store name>:generate-key-
pair(alias=<alias>,algorithm=<key_algorithm>,key-

1
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size=<size_of key>,validity=<validity in_days>,distinguished-
name="<distinguished_name>")

Example

/subsystem=elytron/key-store=exampleKeystore:generate-key-
pair(alias=localhost,algorithm=RSA key-size=1024,validity=365,distinguished-
name="CN=localhost")

{"outcome" => "success"}

3. PEPAN AR B AFE .
Wk
I /subsystem=elytron/key-store=<key_store _namex>:store()
Example

/subsystem=elytron/key-store=exampleKeystore:store()

{

"outcome" => "success",
"result" => undefined

Hth BHR

e key-store Bt

11.4.2. QB e BHM filesystem-realm

BB — PN FTE MM filesystem-realm, LR —N5IAEMEZ L, RRI JBoss EAP RSS2 Ok
RS 25 L ERBHIN R,

FRFH

e JBoss EAP IEfEiz21T,

o MBI T —/ secret-key-credential-store.
MERLEL, ESHEREIE CLIABEBEHN,

it =

1. 7E Elytron | % filesystem-realm,

Wk

/subsystem=elytron/filesystem-realm=<filesystem realm_name>:add(path=<file_path>key-
store=<key_store_namex>,key-store-alias=<key_store_alias>)

Example

I /subsystem=elytron/filesystem-realm=exampleSecurityRealm:add(path=fs-realm-

12
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users,relative-to=jboss.server.config.dir, key-store=exampleKeystore, key-store-
alias=localhost)
{"outcome" => "success"}

2. MASARMEE, FEERSNAR,
a. WIEFA,
Gk

/subsystem=elytron/filesystem-realm=<filesystem_realm name>:add-
identity(identity=<user_name>)

Example

/subsystem=elytron/filesystem-realm=exampleSecurityRealm:add-identity(identity=user1)
{"outcome" => "success"}

b. XER &,

Wk

/subsystem=elytron/filesystem-realm=<filesystem_realm name>:set-
password(identity=<user_name>, clear={password=<password>})

Example

/subsystem=elytron/filesystem-realm=exampleSecurityRealm:set-
password(identity=user1, clear={password="passwordUser1"})
{"outcome" => "success"}

c. NAPXEAE,

Wik
/subsystem=elytron/filesystem-realm=<filesystem_realm name>:add-identity-

attribute(identity=<user_name>, name=<roles_attribute _name>, value=
[<role_1>,<role_N>])

Example

/subsystem=elytron/filesystem-realm=exampleSecurityRealm:add-identity-
attribute(identity=user1, name=Roles, value=["Admin","Guest"])
{"outcome" => "success"}

3. IE—/ 3|/ filesystem-realm fy& 213,

Wk

/subsystem=elytron/security-domain=<security domain_name>:add(default-
realm=<filesystem_realm_name>,permission-mapper=default-permission-mapper,realms=
[{realm=<filesystem_realm_namex>,role-decoder="<role_decoder_name>"}])

13
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Example

/subsystem=elytron/security-domain=exampleSecurityDomain:add(default-
realm=exampleSecurityRealm,permission-mapper=default-permission-mapper,realms=
[{realm=exampleSecurityRealm}])

{"outcome" => "success"}

o TIGIF Elytron & A LM filesystem-realm M 512, EFERAUTHS :

Wk

/subsystem=elytron/security-domain=<security domain_name>:read-
identity(name=<username>)

Example

/subsystem=elytron/security-domain=exampleSecurityDomain:read-identity(name=user1)

{

"outcome" => "success",
"result" => {
"name" => "user1",
"attributes” => {"Roles" => [
"Admin",
"Guest"

1},

"roles" => [
"Guest",
"Admin"

]
}
}

WE, EUUERLBRNZEERAEEREMNARFRNSHEIENRN. MFERSER, ES5H &
FERREANAER.

Hith BT
o filesystem-realm [E %
e security-domain B4

e simple-role-decoder [ %

11.43. 5 AT 2B MNILE filesystem-realm BB HXT

LA BAREENR, EALUERAESRT IFTEMD filesystem-realm F15| BRI EIR, 75,
REBHR —MMFHME,

FRFH
o HEERT —PEHR,

14
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BT — 1 ER T TEMREM filesystem-realm,
MEELELR, HEH UBE— 1N RHTEMM filesystem-realm ,

. BB BHEEP OB,

Wk

/subsystem=elytron/key-store=<key store name>:generate-key-
pair(alias=<alias>,algorithm=<key_algorithm>,key-
size=<size_of key>,validity=<validity in_days>,distinguished-
name="<distinguished_name>")

Example

/subsystem=elytron/key-store=exampleKeystore:generate-key-
pair(alias=localhost2,algorithm=RSA key-size=1024,validity=365,distinguished-
name="CN=localhost")

{"outcome" => "success"}

. REPAN FFAC BB AFE S

Wk

I /subsystem=elytron/key-store=<key_store _namex>:store()
Example

/subsystem=elytron/key-store=exampleKeystore:store()

{

"outcome" => "success",
"result" => undefined

. EETBPFMES & LS| R BN,

Wk

/subsystem=elytron/filesystem-realm=<filesystem_realm_name>:write-attribute(name=key-
store-alias, value=<key_store _alias>)

Example

/subsystem=elytron/filesystem-realm=exampleSecurityRealm:write-attribute(name=key-store-
alias, value=Ilocalhost2)
{
"outcome" => "success",
"response-headers" => {
"operation-requires-reload" => true,

15
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"process-state" => "reload-required"

}
}

4. EFMEARS 25

I reload

5 FERHFTHEX, AFHZELEH filesystem-realm FHIT 4,

Wk
I /subsystem=elytron/filesystem-realm=<filesystem_realm_name>:update-key-pair()

Example

/subsystem=elytron/filesystem-realm=exampleSecurityRealm:update-key-pair()
{"outcome" => "success"}

o FRALITERE CLI 5 LIE filesystem-realm F13| MR BB CHER :
Wik
I /subsystem=elytron/filesystem-realm=<filesystem_realm name>:read-resource()
Example

/subsystem=elytron/filesystem-realm=exampleSecurityRealm:read-resource()
{
"outcome" => "success",
"result" => {
"credential-store" => undefined,
"encoded" => true,
"hash-charset" => "UTF-8",
"hash-encoding" => "base64",
"key-store" => "exampleKeystoreFSRealm",
"key-store-alias" => "localhost2",
"levels" => 2,
"secret-key" => undefined,
"path" => "fs-realm-users",
"relative-to" => "jboss.server.config.dir"

filesystem-realm /5| BB YT B #E B #,

Hith BHR

o filesystem-realm Eff

16
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1.1.5. I — D RINERH filesystem-realm

INRIETE Elytron FEIE 7 — filesystem-realm, &0 LUFEH WildFly Elytron TEXF EARMINE,

1.1.5.1. ST AR S5 23 B —4 secret-key-credential-store

ERAEE CLI f|8—1 secret-key-credential-store, & secret-key-credential-store [/, JBoss
EAP BRIAREK— secret B, £MMBEHANRIE key, EHK/H 256 fiL,

FRFH

i

JBoss EAP IE1Ei21T,

IR HTEH 21T JBoss EAP A ik 7 E DR T4 2 & secret-key-credential-store 8 5k
B3/ BANR,

FALTHS, FEHAEHE CL KU/E—1 secret-key-credential-store :

Wk

/subsystem=elytron/secret-key-credential-
store=<name_of credential_store>:add(path="<path to the credential store>", relative-
to=<path _to_store_file>)

Example

/subsystem=elytron/secret-key-credential-
store=examplePropertiesCredentialStore:add(path=examplePropertiesCredentialStore.cs,
relative-to=jboss.server.config.dir)

{"outcome" => "success"}

1.1.5.2. FRINEH filesystem-realm FHi M filesystem-realm

& AT LAE A WildFly Elytron T E filesystem-realm - encrypt e 55K INEEH filesystem-realm 54y

N,
SeRFH
o MBE—NIIEH filesystem-realm,
NEFELER, ESMH £ Elytron FAIE— filesystem-realm ,
o MBI T —/ secret-key-credential-store.
MEFELELR, SR HMIIRSHROIE—1 secret-key-credential-store ,
e JBoss EAP IE7EiZ1T,
i =

FARMBZEY filesystem-realm #5# AN ER I,

Wk

17
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$ JBOSS HOME/bin/elytron-tool.sh filesystem-realm-encrypt --input-location
<existing_filesystem_realm_name> --output-location

JBOSS HOME/standalone/configuration/<target filesystem_realm_name> --credential-store
<path_to_credential _store>/<credential_store>

Example

$ JBOSS HOME/bin/elytron-tool.sh filesystem-realm-encrypt --input-location
JBOSS HOME/standalone/configuration/fs-realm-users --output-location
JBOSS HOME/standalone/configuration/fs-realm-users-enc --credential-store
JBOSS HOME/standalone/configuration/examplePropertiesCredentialStore.cs

Creating encrypted realm for: JBOSS HOME/standalone/configuration/fs-realm-users
Found credential store and alias, using pre-existing key

WildFly Elytron #p 4 filesystem-realm-encrypt £l —/M& A --output-location S5 E
filesystem-realm, EiL =7 filesystem-realm KR B k4L B — 1 CLIBZ, ,..\_ILMEFH =53
1£ elytron FXREim RN filesystem-realm %R,

N
A --summary LT EE M S HITHHE,

2. HRAEMRB CLIIA, 7£ elytron FRETHRMN filesystem-realm ¥R,
Bk

$ JBOSS HOME/bin/jboss-cli.sh --connect --
file=<target _filesystem_realm_directory>/<target filesystem_realm_name>.cli

Example

$ JBOSS HOME/bin/jboss-cli.sh --connect --file=JBOSS HOME/standalone/configuration/fs-
realm-users-enc/encrypted-filesystem-realm.cli

BRI LERIE filesystem-realm S/ — 13| AR 24, RIRT JBoss EAP BRFSERIEOFEREE
ARS8 LRI TR

Hith BTR
o filesystem-realm [E 1%
e secret-key-credential-store EE
e 7f Elytron AREE—MINEH filesystem-realm

=Sl

o MEHX WildFly EIytron T E filesystem-realm-encrypt s SHIE L {E S, 15217 filesystem-
realm-encrypt --help 45 :

I $ JBOSS HOME/bin/elytron-tool.sh filesystem-realm-encrypt --help

1.1.6. IEIN A filesystem-realm PN INTE M 7
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INRITIE Elytron HEE T filesystem-realm, f&BJLUER WildFly Elytron TEMERZEHNE 4, LUSA

TEMRE,

1.1.6.1. fEFETE CLI BB
£ Elytron FR{E R AN G BHEE,

FoRFM

e JBoss EAP IEfEiz21T,

it =
1. SIRBPELE.

Wik
/subsystem=elytron/key-

store=<key store _name>:add(path=<path to key store_file>,credential-reference=
{<password>})

Example

/subsystem=elytron/key-store=exampleKeystore:add(path=keystore, relative-
to=jboss.server.config.dir, type=JKS, credential-reference={clear-text=secret})
{"outcome" => "success"}

2. FEBPIN I A B BT,
Wik
/subsystem=elytron/key-store=<key store name>:generate-key-
pair(alias=<alias>,algorithm=<key_algorithm>,key-

size=<size_of key>,validity=<validity in_days>,distinguished-
name="<distinguished_name>")

Example

/subsystem=elytron/key-store=exampleKeystore:generate-key-
pair(alias=localhost,algorithm=RSA key-size=1024,validity=365,distinguished-
name="CN=localhost")

{"outcome" => "success"}

3. PEPAN AR B AFE .
Wk
I /subsystem=elytron/key-store=<key_store _namex>:store()
Example

I /subsystem=elytron/key-store=exampleKeystore:store()
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{

"outcome" => "success",
"result" => undefined

Hith BHR

e key-store Bt

1.1.6.2. 7y filesystem-realm/5 S MK &

& AT LAE A WildFly Elytron TE filesystem-realm -integrity a4 MIIGHIIEZ filesystem-realm -
realm S —/NF A TEMEKRER filesystem-realm,

& A LUK filesystem-realm-integrity 4 A FLL T RA -
e MILE filesystem-realm 6/E —/NH TR MM ERIH filesystem-realm,

o MIIAH filesystem-realm RIMFTE MK,

FRFM

o MBE—NIIBEH filesystem-realm,
MBELER, ESH £ Elytron FAIE—A filesystem-realm .

o HBERT —PEHR,
MBEZER, HSIEREE CLIUBEYI,

e JBoss EAP IEfEiz21T,

it =

1. ERIIA filesystem-realm & AF AN E & EH TR 4 filesystem-realm,
ZHIE filesystem-realm RNTE MR, HFEMALTHSARE --output-location # -
realm-name %£71, MREIEE T --output-location # --realm-name £, BHRBIE—NH
BREMKEE I filesystem-realm, MEFEEHRNERE,

Wk

$ JBOSS HOME/bin/elytron-tool.sh filesystem-realm-integrity --input-location
<path_to_existing _filesystem_realm> --keystore <path _to_key store_file> --password
<keystore password> --key-pair <key_pair_alias> --output-location
<path_for_new_filesystem_realm> --realm-name <name_of_new_filesystem_realm>

Example

$ JBOSS HOME/bin/elytron-tool.sh filesystem-realm-integrity --input-location

JBOSS HOME/standalone/configuration/fs-realm-users/ --keystore

JBOSS HOME/standalone/configuration/keystore --password secret --key-pair localhost --
output-location JBOSS HOME/standalone/configuration/fs-realm-users --realm-name
exampleRealmWithIntegrity

A
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Creating filesystem realm with integrity verification for:
JBOSS HOME/standalone/configuration/fs-realm-users

WildFly Elytron #p 4% filesystem-realm-integrity /32— M%EF --output-location S#15EH
filesystem-realm, TiLfA7E filesystem-realm FIIR B SRAOIRBR— CLIBIA, EILUERE R
1£ elytron FXREiHHRMN filesystem-realm TR,

N
& --summary U EE RS HITHHE.

2. HREMRB CLIIA, 7£ elytron FRETHARM filesystem-realm ¥R,
Bk

$ JBOSS HOME/bin/jboss-cli.sh --connect --
file=<target _filesystem_realm_directory>/<target filesystem_realm_name>.cli

Example

$ JBOSS HOME/bin/jboss-cli.sh --connect --file=JBOSS HOME/standalone/configuration/fs-
realm-users/exampleRealmWithIntegrity.cli

A LAE A filesystem-realm G2 — 5| AR 24, RRT JBoss EAP BRF5EREO MRS R LEE
BIN AR,

Hith BHR
o filesystem-realm [E %
e 7t Elytron OB — X TE MM filesystem-realm

e 3% WildFly Elytron T & filesystem-realm-integrity Ss SHIEZER, 151217 filesystem-
realm-integrity --help 4 :

I $ JBOSS HOME/bin/elytron-tool.sh filesystem-realm-integrity --help

1.2. A/ JDBC 13

1.2.1. 7£ Elytron 8] — jdbc-realm

fE—1 jdbc-realm F1— 5| AR 21, F{RI JBoss EAP RS et O IR EEIRSS 3 LRI TR
.

LR RBRBIER T PostgreSQL #iE/E, HEBMT :
o HUBELM : postgresdb
o HUREZREIL :

o FF4: postgres
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o fi5: postgres
FKEHR : example_jboss_eap_users

example_jboss_eap_users A&:

Rr4 A At

userl passwordUser1 Admin

user2 passwordUser2 Guest

FRFH

it

22

REEET 28R NEIEE,
JBoss EAP IE1Ei21T,

Za T T A& JDBC B2,

EREE CLIWEIEEREREEN R,
Wik

I deploy <path_to_jdbc drivers/<jdbc-driver>
Example

I deploy PATH_TO_JDBC_DRIVER/postgresql-42.2.9.jar

. BREERE HBER.

Wk
data-source add --name=<data_source_name> --jndi-name=<jndi_name> --driver-

name=<jdbc-driver> --connection-url=<database URL> --user-
name=<database_username> --password=<database username>

Example

data-source add --name=examplePostgresDS --jndi-name=java:jboss/examplePostgresDS --
driver-name=postgresql-42.2.9.jar --connection-
url=jdbc:postgresql://localhost:5432/postgresdb --user-name=postgres --password=postgres

1E Elytron FAIE—4 jdbc-realm,
Wik

/subsystem=elytron/jdbc-realm=<jdbc_realm_namex>:add(principal-query=
[<sql_query to load_users>])
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Example

/subsystem=elytron/jdbc-realm=exampleSecurityRealm:add(principal-query=[{sql="SELECT
password,roles FROM example_jboss_eap_users WHERE username="?",data-
source=examplePostgresDS,clear-password-mapper={password-index=1},attribute-
mapping=[{index=2,to=Roles}]}])

{"outcome" => "success"}

==
TAEESR T MM EA principal-query FARBZEMA R, NMREFTELNEH

AREA BN FHREIEHIRNUER, TR LAEREREIS attribute-
mapping BRI principal-query.

BRIFHNBGRBNIIR, ESH BiTBREER,

4. BE—1 5| jdbc-realm HZ £,

Wk

/subsystem=elytron/security-domain=<security domain_name>:add(default-
realm=<jdbc_realm_name>,permission-mapper=default-permission-mapper,realms=
[{realm=< jdbc_realm_namex>,role-decoder="<role_decoder_name>"}])

Example

/subsystem=elytron/security-domain=exampleSecurityDomain:add(default-
realm=exampleSecurityRealm,permission-mapper=default-permission-mapper,realms=
[{realm=exampleSecurityRealm}])

{"outcome" => "success"}

o FIIE Elytron BE W MAMBEREZEMEEIE, HEAUTHS :

Wk

/subsystem=elytron/security-domain=<security domain_namex>:read-
identity(name=<username>)

Example

/subsystem=elytron/security-domain=exampleSecurityDomain:read-identity(name=user1)
{
"outcome" => "success",
"result" => {
"name" => "user1",
"attributes" => {"Roles" => ["Admin"]},
"roles" => ["Admin"]
}
}
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H B EBIA Elytron AT LAMEE ZEMEEIE,

WiE, EHUUERLBRNRZEERAEEREMNARFRNSHRIENRN, MFERSER, ES5H &
FERREANAER.

Hith BT
e jdbc-realm B
o IRILBRETER

e security-domain B4

1.3. /& —/ LDAP 13

1.3.1. Elytron A9 LDAP 15

Elytron 952 &2 B &4 R 1 (LDAP) 1S Idap-realm 2 — N a B FIN#E; LDAP B3 EiER B HHR L

PURRABIERT LDAP A B30 5 UBoss EAP Y Elytron B2 17RRES,

LDAP BUE3HA& 3 (LDIF) ST =5

dn: ou=Users,dc=wildfly,dc=org
objectClass: organizationalUnit
objectClass: top

ou: Users

dn: uid=user1,ou=Users,dc=wildfly,dc=org
objectClass: top

objectClass: person

objectClass: inetOrgPerson

cn: useri

sn: user1

uid: useri

userPassword: userPassword1

dn: ou=Roles,dc=wildfly,dc=org
objectclass: top

objectclass: organizationalUnit
ou: Roles

dn: cn=Admin,ou=Roles,dc=wildfly,dc=org
objectClass: top

objectClass: groupOfNames

cn: Admin

member: uid=user1,ou=Users,dc=wildfly,dc=org

Bl LDAP s tp 5w~ Hl

/subsystem=elytron/dir-
context=exampleDirContext:add(url="ldap://10.88.0.2",principal="cn=admin,dc=wildfly,dc=0rg",credentia
-reference={clear-text="secret"})
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mapping={search-base-dn="ou=Users,dc=wildfly,dc=org",rdn-identifier="uid",user-password-mapper=
{from="userPassword"},attribute-mapping=[{filter-base-dn="ou=Roles,dc=wildfly,dc=org" filter="(&

/subsystem=elytron/ldap-realm=exampleSecurityRealm:add(dir-context=exampleDirContext,identity-
(objectClass=groupOfNames)(member={1}))",from="cn",to="Roles"}]})

BORTEUTERE :

<ldap-realm name="exampleLDAPRealm" dir-context="exampleDirContext"> ﬂ
<identity-mapping rdn-identifier="uid" search-base-dn="ou=Users,dc=wildfly,dc=0rg"> 9
<attribute-mapping>
<attribute from="cn" to="Roles" filter="(&amp;(objectClass=groupOfNames)(member={1}))"
filter-base-dn="ou=Roles,dc=wildfly,dc=0rg"/> ﬂ
</attribute-mapping>
<user-password-mapper from="userPassword"/> 9
</identity-mapping>
</Ndap-realm>

Q@ mEL
e name 2 ldap-realm %,
e dir-context 21%#%| LDAP fR%5 3 HECE.
Q TE LB D 2 A0 BR 5T Y,
e rdn-identifier @ XA 2 #ZFR(DN)BIAEX AT 7L FH(DN), FFM LDAP KB REREK
H&FR, 1EHI LDIF f, uid BSiE A FER I B Efili DN=ou=Users,dc=wildfly,dc=org B9 %

22T

search-base-dn E A FE RS HPMEG DN, £l LDIF ff, ©#E X dn:
ou=Users,dc=wildfly,dc=org,

g E X LDAP BIEEI G2 HE IR ST,
Q FR B tN{AIYS4% 21 LDAP B IERLETH Elytron S E M.
o from SEMHH LDAP B, MIREBEE N, N{FEHZEH DN,

® to EM LDAP B EMEMRE. MRZFERM, NEMEMNEZHS from F7E L
BHAMER. R from tRE L, NERAKER DN,

o filter 2—/NidiEeR, AT IRBUFERBMME, FR/E {0} # username B, {1} #HEF

515 DN &,
o objectClass 2 EHFM LDAP &R, £~ LDIF f, EFERMXNRERE LN
groupOfNames.

o member EEMEHIK T, {0} A &K, {1} B 515 DN B, EXNRHG)
f, {1} BT member BL51 5 usert,

o filter-base-dn Z %N i 2509 £ T XL TR,
RGeS REA S userl [ Admin & & T,

user-password-mapper & X MRS P HITH) LDAP BiE, T, SHREEN
userPassword, ©1E LDIF 7€ & userPassword1
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Hith BT
e 7t Elytron A JE— Idap-realm

e |dap-realm Bt

1.3.2. 7% Elytron AR —" Idap-realm

D= P EREENB XV FIL(LDAP) B M FME XN Elytron e, FAREHLUE—ITREH, @
EIEREHARSS 25 L ERFE RN AR RIS 2 KIERIR

BCiE N2 71509 Idap-realm A% FE5NE%. NEELELR, 1HSH @i Elytron 89
JBossEAP CLI &4 LDAP/AD A &1

BF

1£ elytron FRZi{E A LDAP BRS52RIITH M EIERIISNR, 1R1Z LDAP BRS52RTTIED)
7], JBoss EAP iR [E] 500 %1565 3k O ERAR 55 28 H 1%

NBRER LDAP BRI EEREAN ARF R L, Bl R HREISUSEE LDAP
RF5BLB/AH. MEESER, FSH OIRNELZE,

STF R BRGI, A T LAT LDAP B #i4& = (LDIF) :

dn: ou=Users,dc=wildfly,dc=org
objectClass: organizationalUnit
objectClass: top

ou: Users

dn: uid=user1,ou=Users,dc=wildfly,dc=org
objectClass: top

objectClass: person

objectClass: inetOrgPerson

cn: user

sn: user1

uid: useri

userPassword: userPassword1

dn: ou=Roles,dc=wildfly,dc=org
objectclass: top

objectclass: organizationalUnit
ou: Roles

dn: cn=Admin,ou=Roles,dc=wildfly,dc=org
objectClass: top
objectClass: groupOfNames

cn: Admin
member: uid=user1,ou=Users,dc=wildfly,dc=org

AFREIE LDAP EESEHMT -

e | DAP URL : Idap://10.88.0.2
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FE RBESDFHE
e |LDAP admin &fg : secret
IREE LA Elytron 5 LDAP RSS2 1E1%,
® LDAP admin A& FK(DN): (cn=admin,dc=wildfly,dc=org)

e L DAP ##4 : wildfly
MR EBIEENMLEF, NEILH Example Inc,

e LDAP 13 : wildfly.org
X HFERE LDAP #RSZEN TR AT,
SeRFH
o MBEEET —1 LDAP Hp7Ffk,

e JBoss EAP IEfEiZ21T,

P =
1. BBE— MR URL MBS ETX, URATEES LDAP RS2 ELK,

Wk

/subsystem=elytron/dir-
context=<dir_context_name>:add(url="<LDAP_URL>",principal="<principal_distinguished_na
me>",credential-reference=<credential_reference>)

Example

/subsystem=elytron/dir-
context=exampleDirContext:add(url="ldap://10.88.0.2",principal="cn=admin,dc=wildfly,dc=org",c
redential-reference={clear-text="secret"})

2. QE—BIABFETXH LDAP i, 1EERREN DN IRAFHRA AR,

Wk

/subsystem=elytron/ldap-realm=<I/dap_realm name>add:(dir-
context=<dir_context_name>,identity-mapping=search-base-
dn="ou=<organization_unit>,dc=<domain_component>",rdn-
identifier="<relative_distinguished _name_identifier>",user-password-mapper=
{from=<password_attribute_names},attribute-mapping=[{filter-base-
dn="ou=<organization_unit>,dc=<domain_component>" filter="<ldap_filter>",from="<Ildap_attr
ibute_name>"to="<identity attribute_name>"}]})

Example

/subsystem=elytron/ldap-realm=exampleSecurityRealm:add(dir-
context=exampleDirContext,identity-mapping={search-base-
dn="ou=Users,dc=wildfly,dc=org",rdn-identifier="uid",user-password-mapper=
{from="userPassword"},attribute-mapping=[{filter-base-
dn="ou=Roles,dc=wildfly,dc=org" filter="(&(objectClass=groupOfNames)(member=
{1}))",from="cn",to="Roles"}]})
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YNSRIGTE LDIF XMh7zhf T IR/ BN, EALIEEUTEY :

e hash-encoding : MRELEBLUAXAENM, NHEMHEEBHENFERFERN. RINER
T, EB#XED base64 4ifd, BHZH hex.

e hash-charset : ltEMIEEERBMFRBILINFTRANZEFERNFRSE. BN
UTF-8.

Digk

==
[=]

WA FEY LDAP JB2 =1EE| Btha s T —MEK, NI

BERTE JBoss EAP
# 5:3 java.lang.OutOfMemoryError 1%,

3 - ABRES, KNEUERNIAE,

Wk

I /subsystem=elytron/simple-role-decoder=<role_decoder _name>:add(attribute=<attribute>)

Example

I /subsystem=elytron/simple-role-decoder=from-roles-attribute:add(attribute=Roles)
4. BIE—/5|F LDAP ZH A GRIHENR LI,

Wk

/subsystem=elytron/security-domain=<security domain_name>:add(realms=
[{realm=<ldap_realm name> role-decoder=<role_decoder_name>}],default-
realm=</dap_realm_namex>,permission-mapper=<permission_mapper>)

Example

/subsystem=elytron/security-domain=exampleSecurityDomain:add(realms=
[{realm=exampleSecurityRealm,role-decoder=from-roles-attribute}],default-
realm=exampleSecurityRealm,permission-mapper=default-permission-mapper)

WiE, EUUERLBRNRZEERAEEREMNARFRNSHRIENRN. MFERSER, ESH &
FERREmANAER.

Heth BT
e Idap-realm Bt

e security-domain B4

1.4. QB —1EHsE
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1.4.1. 7£ Elytron /2 — 5| & properties-realm HJ &2 £ 13}

B3 — properties-realm f1— 5| AR 218, RRIFEHN JBoss EAP EIRE O ETARSS 2= LB
EHIN AR,

FRFM

e JBoss EAP IEfEiz21T,

o ME—IENAFM—MIIENESEBENGEE BN, %155 T users.properties XA
ERIEMTH

2l SEAP_HOME/standalone/configuration/my-example-users.properties

#$REALM_NAME=exampleSecurityRealm$
user1=078ed9776d4b8e63b6e51135ec45cc75

o userl BYZ1EH userPasswordl, ZL#MA 7% AKX 4 HEX (MD5
(user1:exampleSecurityRealm:userPassword1)),

e users.properties X {4/ 71 EBIIEAUH P 7E groups.properties X R E—1MHE :

2l SEAP_HOME/standalone/configuration/my-example-groups.properties

I useri=Admin

it

1. 1E Elytron A/ — properties-realm,

Wk

/subsystem=elytron/properties-realm=<properties_realm name>:add(users-properties=
{path=<file_path>},groups-properties={path=<file_path>})

Example

/subsystem=elytron/properties-realm=exampleSecurityRealm:add(users-properties=
{path=my-example-users.properties,relative-to=jboss.server.config.dir,plain-
text=true},groups-properties={path=my-example-groups.properties,relative-
to=jboss.server.config.dir})

2. flE—/ 5| properties-realm HyZZ 213,
Wik

/subsystem=elytron/security-domain=<security _domain_name>:add(default-
realm=<properties_realm_name>,permission-mapper=default-permission-mapper,realms=
[{realm=<properties_realm name>,role-decoder="<role_decoder_name>"}])

Example
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/subsystem=elytron/security-domain=exampleSecurityDomain:add(default-
realm=exampleSecurityRealm,permission-mapper=default-permission-mapper,realms=
[{realm=exampleSecurityRealm,role-decoder=groups-to-roles}])

o ZIE Elytron BB W UMBMEXHHMEEE, HEAUTHS

Wk

/subsystem=elytron/security-domain=<security domain_name>:read-
identity(name=<username>)

Example

/subsystem=elytron/security-domain=exampleSecurityDomain:read-identity(name=user1)

{

"outcome" => "success",
"result" => {
"name" => "user1",
"attributes" => {"Roles" => ["Admin"]},
"roles" => ["Admin"]
}
}

BB HBIAT Elytron AT LAMBEMESTHMNEEIE.

WiE, EHUUERLBRNRZEERAEEREMNARFRANSHRIENRN. MFERSER, ESH &
FERKREmANAER.

Heth BT
e properties-realm [E %
e security-domain B4

e simple-role-decoder [ %

1.5. QB — 1B E

1.5.1. 7 Elytron 50— custom-realm & 215

%A LAE A custom-realm Q|2 — N AHEHABIE S EHB Elytron 23, HINA Elytron REFEFE
BIEBIABIR, ERLURIN—4 custom-realm,

FeREH
e JBoss EAP B&REFHiz1T,
o B &I Maven,

o BWE—DLIMBIEE U java K,

30



B1EEESBEFHE

it
1 SEM—DBEE U java 3K, FRETE JAR X4,

I $ mvn package

2. AIN—1EEBE UL IR,

Wk

module add --name=<name_of your wildfly_module>
--resources=<path_to_custom_realm_jar> --dependencies=org.wildfly.security.elytron

Example

module add --name=com.example.customrealm --resources=EAP_HOME/custom-realm.jar -
-dependencies=org.wildfly.security.elytron

3. fi|# custom-realm,
5k

/subsystem=elytron/custom-

realm=<name_of your_custom_realm>:add(module=<name_of your_wildfly _module>,class-
name=<class_name_of_custom_realm_>,configuration=
{<configuration_option_1>=<configuration_value 1>,<configuration_option_2>=<configuratio
n_value_2>})

Example

/subsystem=elytron/custom-realm=example-
realm:add(module=com.example.customrealm,class-
name=com.example.customrealm.ExampleRealm,configuration=
{exampleConfigOption1=exampleConfigValue1,exampleConfigOption2=exampleConfigValue2})

FBIFELMEE UIHBRBE R LT

g com.example.customrealm.ExampleRealm,
g -

& ] LA#E A configuration &4 key/value BRi& (%% custom-
realm, configuration B2 r%EM,

4. RI\EQRIEE L —1NEEH,
Wk

/subsystem=elytron/security-domain=<your_security _domain_name>:add(realms=
[{realm=<your_realm_name>}],default-realm=<your_realm_name>,permission-
mapper=<your_permission_mapper_name:)
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Example

/subsystem=elytron/security-domain=exampleSecurityDomain:add(realms=[{realm=example-
realm}],default-realm=example-realm,permission-mapper=default-permission-mapper)

WiE, EUUERLBRNRZEERAEERENNARFRNSHRIENRN. MFERSER, E5H &
FERKREANAER.

Hb iR
e custom-realm B4
e security-domain B4

o FTHMELHEX module add (s HHIER, ERILATE JBoss EAP EIE CLI #5217 --help 67 % -

I module add --help
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B2ERIEEFANNAER

2.1. MEEFRERIN S 955 UEF IR

ERLONERREAMBFHOEILIRN, UEERREERETEl]l. BEERMSMIIERENETRE
BRE, AP AEREIL,

R LURER AT A3 7A R JBoss EAP EIR S :

o EIH CLI
®id EE—1 sasl-authentication-factory,

o FEPHIAB
#id EE— http-authentication-factory.
FeRFH
o MENET —15IRLLENELSE,

e JBoss EAP IEfEiz21T,

i =
1. Bl —" http-authentication-factory =X sasl-authentication-factory,

o fiJ— http-authentication-factory.,
Wk

/subsystem=elytron/http-authentication-factory=<authentication_factory name>:add(http-
server-mechanism-factory=global, security-domain=<security domain_name>,
mechanism-configurations=[{mechanism-name=<mechanism-name>, mechanism-realm-
configurations=[{realm-name=<realm_namex>}1}])

Example

/subsystem=elytron/http-authentication-factory=exampleAuthenticationFactory:add(http-
server-mechanism-factory=global, security-domain=exampleSecurityDomain,
mechanism-configurations=[{mechanism-name=BASIC, mechanism-realm-
configurations=[{realm-name=exampleSecurityRealm}]}])

{"outcome" => "success"}

o fiJ— sasl-authentication-factory.
Wk

/subsystem=elytron/sasl-authentication-

factory=<sas/_authentication_factory name>.add(security-

domain=<security _domain>,sasl-server-factory=configured,mechanism-configurations=
[{mechanism-name=<mechanism-name>,mechanism-realm-configurations=[{realm-
name=<realm_names}1}])

Example
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/subsystem=elytron/sasl-authentication-
factory=exampleSaslAuthenticationFactory:add(security-
domain=exampleSecurityDomain,sasl-server-factory=configured,mechanism-
configurations=[{mechanism-name=PLAIN,mechanism-realm-configurations=[{realm-
name=exampleSecurityRealm}]}])

{"outcome" => "success"}

2. BETEERM,
e {#f http-authentication-factory /R EIRILEH A,

Wk

/core-service=management/management-interface=http-interface:write-
attribute(name=http-authentication-factory, value=<authentication_factory name>)

Example

/core-service=management/management-interface=http-interface:write-
attribute(name=http-authentication-factory, value=exampleAuthenticationFactory)

{

"outcome" => "success",
"response-headers" => {
"operation-requires-reload" => true,
"process-state" => "reload-required”
}
}

e {#FH sasl-authentication-factory /R & CLI,

Wk

/core-service=management/management-interface=http-interface:write-

attribute(name=http-upgrade,value={enabled=true,sasl-authentication-
factory=<sasl_authentication factory>})

Example

/core-service=management/management-interface=http-interface:write-
attribute(name=http-upgrade,value={enabled=true,sasl-authentication-
factory=exampleSaslAuthenticationFactory})

{

"outcome" => "success",
"response-headers" => {
"operation-requires-reload" => true,
"process-state" => "reload-required"
}
}

3. EFINEARSS .

I reload
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o ERIFEERZHEREFTEIMEIEMBZTN, HFMEIGT
http://127.0.0.1:9990/console/index.html B EEILHI&,
KR TEEARFBEG,

o ERILEE CLIREREGMRILMIZEN, EFERUTHSEHER CLI -

I $ bin/jboss-cli.sh --connect

KARTEE AR LB,

Hith BTIR
e http-authentication-factory B

e sasl-authentication-factory B4

2.2, AR EE N AR R T B AR IR
EABIAR S HNR 2 RIS AR . T8 BRRRFRAR U ROURA,

221 FFE—NFH BB Web N HRF
R BT LA EE—NE BB Web 5 B 30 8B ED B Ze 2 18R 51,

pa -3

LUTFREUE N RORME. MRESE—NERTONARE, EUUBNDXE, FHiERE
P BN FRRRE RIS AR IS IERI IR AL,

2.2.1.1. 5 web M ARFF A I —4 Maven T H
EOIB— web NARR, BOE—EFMEMAKIIIF B RKEHH Maven T H,

BF

DUFREBOUE N ROIRME, ARNEETIMNERFER, HX) JBoss EAP G| FHERFIF
1%, 5% ) JBoss EAP EREF XN AR,

FRFH

o MEBRET Maven, MMFEZER, 1S T Apache Maven,
it 3
1. A mvn MESEI—D Maven TiH, ZeSHIRUIENE RS KR pom.xml BBE X4,

Wk

$ mvn archetype:generate \
-Dgroupld=${group-to-which-your-application-belongs}\
-Dartifactld=${name-of-your-application} \
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-DarchetypeGroupld=org.apache.maven.archetypes \
-DarchetypeArtifactld=maven-archetype-webapp \
-DinteractiveMode=false

Example

$ mvn archetype:generate \
-Dgroupld=com.example.app \
-Dartifactld=simple-webapp-example \
-DarchetypeGroupld=org.apache.maven.archetypes \
-DarchetypeArtifactld=maven-archetype-webapp \
-DinteractiveMode=false

2. HABINARFEREXR :
Wik
I $ cd <name-of-your-application>
Example
I $ cd simple-webapp-example

3. FERNB pom.xml SXHHRBEH AT XK :
<?xml version="1.0" encoding="UTF-8"?>

<project xmins="http://maven.apache.org/POM/4.0.0"

xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://maven.apache.org/POM/4.0.0

http://maven.apache.org/xsd/maven-4.0.0.xsd">
<modelVersion>4.0.0</modelVersion>

<groupld>com.example.app</groupld>
<artifactld>simple-webapp-example</artifactid>
<version>1.0-SNAPSHOT</version>
<packaging>war</packaging>

<name>simple-webapp-example Maven Webapp</name>
<I-- FIXME change it to the project's website -->
<url>http://www.example.com</url>

<properties>
<project.build.sourceEncoding>UTF-8</project.build.sourceEncoding>
<maven.compiler.source>11</maven.compiler.source>
<maven.compiler.target>11</maven.compiler.target>
<version.maven.war.plugin>3.4.0</version.maven.war.plugin>
</properties>

<dependencies>
<dependency>
<groupld>jakarta.servlet</groupld>
<artifactld>jakarta.servlet-api</artifactld>
<version>6.0.0</version>
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<scope>provided</scope>
</dependency>
</dependencies>

<build>
<finalName>${project.artifactld}</finalName>
<plugins>
<plugin>
<groupld>org.apache.maven.plugins</groupld>
<artifactld>maven-war-plugin</artifactld>
<version>${version.maven.war.plugin}</version>
</plugin>
<plugin>
<groupld>org.wildfly.plugins</groupld>
<artifactld>wildfly-maven-plugin</artifactld>
<version>4.2.2.Final</version>
</plugin>
</plugins>
</build>
</project>

o ENARFIBERD, MIAUTGS :
I $ mvn install

ERBEEFIRLN TR

[INFO]
[INFO] BUILD SUCCESS
[INFO]

[INFO] Total time: 0.795 s
[INFO] Finished at: 2022-04-28T17:39:48+05:30
[INFO]

WIE, BB — web NRRER,

2.2.1.2. BE—1 Web N HRERF

B 25 FKPERREANAER

BE— Web N AR, ERSE— D servlet, BfHREIMNEFZME S EZHFRBWA &, NREE

BRI, serviet $HREISXA"NO AUTHENTICATED USER",

LI FEH, <application_home> 15A S &N FATERF pom.xml B2 iE 4B B %,

FRFH

o HMBEGIET —1 Maven liH,

MFEESER, HEH J web NARFFLOUE— Maven T H .

e JBoss EAP IEfEiz21T,

it =
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1. Q- NATFEE Java XHRE X,
Wik
I $ mkdir -p src/main/java/<path_based _on_artifactiD>
Example

I $ mkdir -p src/main/java/com/example/app

2. AIfEHTE ¥,
Wik
I $ cd src/main/java/<path_based on_artifactiD>
Example
I $ cd src/main/java/com/example/app

3. EALUTRANE—1 securedServlet.java ST :

package com.example.app;

import java.io.lOException;
import java.io.PrintWriter;
import java.security.Principal;

import jakarta.servlet.ServletException;

import jakarta.servlet.annotation.WebServlet;
import jakarta.servlet.http.HttpServlet;

import jakarta.servlet.http.HttpServletRequest;
import jakarta.servlet.http.HttpServletResponse;

/**
* A simple secured HTTP servlet. It returns the user name of obtained
* from the logged-in user's Principal. If there is no logged-in user,
* it returns the text "NO AUTHENTICATED USER".
Y/

@WebServlet("/secured")
public class SecuredServlet extends HttpServlet {

@Override
protected void doGet(HttpServietRequest req, HitpServletResponse resp) throws
ServletException, IOException {
try (PrintWriter writer = resp.getWriter()) {
writer.printin("<html>");
writer.printin(" <head><title>Secured Servlet</title></head>");
writer.printin(" <body>");
writer.printin(" <h1>Secured Servlet</h1>");
writer.printin("  <p>");
writer.print(" Current Principal ™);
Principal user = req.getUserPrincipal();
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writer.print(user != null ? user.getName() : "NO AUTHENTICATED USER");
writer.print("");

writer.printin("  </p>");

writer.println(" </body>");

writer.printin("</html>");

}

4. ENRARFRERHD, ERUTHSHFNARER

$ mvn package

[INFO]
[INFO] BUILD SUCCESS
[INFO]
[INFO] Total time: 1.015 s

[INFO] Finished at: 2022-04-28T17:48:53+05:30
[INFO]

ERENA,

I $ mvn wildfly:deploy

ENEERP, SHE http:/localhost:8080/simple-webapp-example/secured,
BRKEILTER -

Secured Servlet
Current Principal 'NO AUTHENTICATED USER'

RV RBRINILIEAE], AFLUE R LA N AR

WAE, EAUERREERFET I MNARE, IHERALEE SMORIERAESF AR E,

2.2.2. BN FARERINE 25 IEF IR

BRI ERREERA Web N ARFRIMBFMEUEFIRN, LU EATRT. BERNNSHOEIERNRNE
ilA] web N ARTRRF, R WA EREIL.

FRFH

it =

RESZT — 15 AReEnL L,
fRB1E JBoss EAP HERE T N ARERE,

JBoss EAP IE1Ei21T,

1£ undertow FX%%; HECE— application-security-domain :
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Wk

/subsystem=undertow/application-security-
domain=<application_security domain_name>:add(security-
domain=<security _domain_name>)

Example

/subsystem=undertow/application-security-
domain=exampleApplicationSecurityDomain:add(security-domain=exampleSecurityDomain)
{"outcome" => "success"}

2. BREN B2 web.xml LURT N BRZE KR,
Gk

</DOCTYPE web-app PUBLIC
"-//Sun Microsystems, Inc.//DTD Web Application 2.3//EN"
"http://java.sun.com/dtd/web-app_2_3.dtd" >

<web-app>

<!I-- Define the security constraints for the application resources.
Specify the URL pattern for which a challenge is -->

<security-constraint>
<web-resource-collection>
<web-resource-name></-- Name of the resources to protect --></web-resource-name>
<url-pattern> </-- The URL to protect --></url-pattern>
</web-resource-collection>

<I-- Define the role that can access the protected resource -->
<auth-constraint>
<role-name> </-- Role name as defined in the security domain --></role-name>
<!I-- To disable authentication you can use the wildcard *
To authenticate but allow any role, use the wildcard **. -->
</auth-constraint>
</security-constraint>

<login-config>

<auth-method>

<I-- The authentication method to use. Can be:
BASIC
CLIENT-CERT
DIGEST
FORM
SPNEGO
-—>

</auth-method>

<realm-name></-- The name of realm to send in the challenge --></realm-name>

</login-config>
</web-app>
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Example

</DOCTYPE web-app PUBLIC
"-//Sun Microsystems, Inc.//DTD Web Application 2.3//EN"
"http://java.sun.com/dtd/web-app_2_3.dtd" >

<web-app>

<!I-- Define the security constraints for the application resources.
Specify the URL pattern for which a challenge is -->

<security-constraint>
<web-resource-collection>
<web-resource-name>all</web-resource-name>
<url-pattern>/*</url-pattern>
</web-resource-collection>

<I-- Define the role that can access the protected resource -->
<auth-constraint>
<role-name>Admin</role-name>
<!-- To disable authentication you can use the wildcard *
To authenticate but allow any role, use the wildcard **. -->
</auth-constraint>
</security-constraint>

<login-config>
<auth-method>BASIC</auth-method>

<realm-name>exampleSecurityRealm</realm-name>
</login-config>
</web-app>

k

N
pa
:

4l

XA LUER A EBR auth-method,

-

3. BEAENARFEFOE— jposs-web.xml 324, HETE undertow FREIFIXBEINL 21,
SR AREFRENERAREE,

o 1IN AT WEB-INF B XA 1E5| B application-security-domain ¥ jboss-web.xml
S,

Wk

<jboss-web>

<security-domain> </-- The security domain to associate with the application --
></security-domain>
</jboss-web>

Example

<jboss-web>
<security-domain>exampleApplicationSecurityDomain</security-domain>
</jboss-web>
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e 7f undertow FXR%iH, NN EARERRXERIAZESHE,

Wk

/subsystem=undertow:write-attribute(name=default-security-
domain,value=<application_security _domain_to_use>)

Example

/subsystem=undertow:write-attribute(name=default-security-
domain,value=exampleApplicationSecurityDomain)

{

"outcome" => "success",

"response-headers" => {
"operation-requires-reload" => true,
"process-state" => "reload-required"

}
}

4. EFMEHRS 2R
I reload
. ENARFRERH, FRUTHSRENARRF

$ mvn package

[INFO]
[INFO] BUILD SUCCESS
[INFO]
[INFO] Total time: 1.015 s

[INFO] Finished at: 2022-04-28T17:48:53+05:30
[INFO]

2. BRENA.
I $ mvn wildfly:deploy

3. N ERH, SH1F http:/localhost:8080/simple-webapp-example/secured, &S EI—4
BRIRT, BAIEEESRRIEF 8RN AR,

WiE, BONARFEERZEEHT TR, BAFAUESNRILEESR. 7N, REREEEAEN
R AT LAT (R . A2 o
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EI3IENEEASHIEN ELYTRON, UATFRRBIFAISEN At A

EIERBEESHIEM ELYTRON, LA HMISIEFIISI A
A

& e LA#E A Elytron 12448 identity-realm SRR A A 7 £ JBoss EAP HIE R @,

JBoss EAP B CLI #7ischl & NFE AN local B identity-realm, X fSiFAMA %R, mARRME
Fik, B8R EES JBOSS-LOCAL-USER H&lI—#2EH,

31 FRIPHT AR HIENEERE
fRA] LAEATH A JBOSS-LOCAL-USER 48] identity-realm R 218 KR IF SRR M.

FoRFH

e JBoss EAP IEfEiz21T,

it =3
1. Gl —1 &b identity-realm,

Wk

/subsystem=elytron/identity-realm=
<local_identity_realm_name>:add(identity="$local",attribute-
name=<attribute _names,attribute-values=<attribute value>)

Example

/subsystem=elytron/identity-
realm=exampleLocalldentityRealm:add(identity="$local",attribute-
name=AttributeName,attribute-values=Value)

a. Ak MRE N $local LIABIAHD identity-realm {EFHZ#5, 518K configurable-sasl-
server-factory=<sasl_server_factory> 1] wildfly.sasl.local-user.default-user E 4+ #J

{Eo

Wik
/subsystem=elytron/configurable-sasl-server-factory=<sas/_server_factory>:write-
attribute(name properties,value={"wildfly.sasl.local-user.default-user" =>

"<new_local_username>", "wildfly.sasl.local-user.challenge-path" => expression
"${jboss.server.temp.dir}/auth"})

Example

/subsystem=elytron/configurable-sasl-server-factory=configured:write-
attribute(name=properties,value={"wildfly.sasl.local-user.default-user" => "john",
"wildfly.sasl.local-user.challenge-path" => expression "${jboss.server.temp.dir}/auth"})

2. BIE—/ 3 RELIER identity-realm IR £ 1,

Wk
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/subsystem=elytron/security-domain=<security_domain_namex>:add(default-realm=
<local_identity_realm_name>,permission-mapper=<permission_mapper_name>,realms=
[{realm=<Local_identity_realm_namex>}])

Example

/subsystem=elytron/security-domain=exampleSecurityDomain:add(default-
realm=exampleLocalldentityRealm,permission-mapper=default-permission-mapper,realms=
[{realm=exampleLocalldentityRealm}])

3. WHNSASL EAEHET,
Wik
/subsystem=elytron/sasl-authentication-factory=<sasl_auth_factory_name>:add(security-

domain=<security_domain_namex>,sasl-server-factory=configured,mechanism-
configurations=[{mechanism-name=JBOSS-LOCAL-USER}])

Example

/subsystem=elytron/sasl-authentication-
factory=exampleSaslAuthenticationFactory:add(security-
domain=exampleSecurityDomain,sasl-server-factory=configured,mechanism-configurations=
[{mechanism-name=JBOSS-LOCAL-USER}])

4, NIEWEEBR@SA SASL BA5ET,
5k

/core-service=management/management-interface=http-interface:write-attribute(name=http-
upgrade,value={enabled=true,sasl-authentication-factory=<sasl_auth_factory_names})

Example

/core-service=management/management-interface=http-interface:write-attribute(name=http-
upgrade,value={enabled=true,sasl-authentication-
factory=exampleSaslAuthenticationFactory})

5. BFmMEEMERERE.
I $ reload
Hith BHR
e identity-realm B4

e security-domain B4

e sasl-authentication-factory B4

44



% 4% £ ELYTRON fhild&EHi i B&Ric

2 4% T ELYTRON AR EHiTHEIC T

ERLAE A Elytron A BHN EMREHFH K, REFITIRNEMAEM, MEBEABTLNIN RS
PEIE 2,

NEHHTHREHITRERATENREHRE.

4.1.ELYTRON #Hit B&il %

EFEA elytron FREGFAHEITAERICKE, B ENBRS2:F105% Elytron B4R IEFRINEH,
Elytron LL JSON =% SIMPLE #&XZEH 11 HES&KE. #A SIMPLE #1T AR B3 AE R s JSON,
L JSON R EF & NEH.

EIytron FH 1—1‘ H /b\lﬂ%%ﬁf&%ﬁu E’J FH 1—1‘ H IL;\T/EQZKLT[—.I ﬁl] JBoss EAP {iﬁ% [ E’J FH VI‘ H IL,\T«E%o

15 E, Elytron ij}\**}fﬁ FH ﬂ‘ H /L.\T/a% ﬂa_.“olﬁ EE%L/L-FEEH H /L.\éLEE*Er_EEF' R ﬂ‘ H IL;\T/E%O 1&3

L XC#EF'T]‘E/L,WEQZKL
auﬁ%%{n/u ﬁ[ﬁj& Elytron EPF’FHY{tFEHITEIb\IE?{O

° EHEZE/\$§‘&{¢EF'I—]‘EIL;\IE%
MEELELR, BESHRTE Elytron /5 AR X HITAEFIL K,

o 7(/J\§A$§§C1¢EF'T]‘E/L.\LEQZKL
auﬁ%%{n/u ﬁ[%‘H’j—: Elytron qJF'FHj(/J\?\?ng{tFEHTTE/u\IE?{o

e syslog #HitB&ILx
ME|EEZER, HSMTE Elytron /5 A syslog # T BR&RIL T,

o BHENHITAKILE
MFBELER, HSHE Elytron AERABE L LELEHRTER,

& 7T LAfE F aggregate-security-event-listener iR N Z 2= 44 E B EL B, MNHEILE
27, aggregate-security-event-listener FilR AT EFH 4 LA X RE MITEE L PIEEMNAE RITER,

4.2. 7 ELYTRON H /5 XX 4HiT B&KiLx
i{q: FH 1—]‘ H /L.\IE,%'H FH 1—]‘ H Ib\/é = ﬁﬁ%&iﬁ:%dhnﬁ E’J /l\i{q:q:'o
HABERT, Elytron ¥+ local-audit *E‘I'—:‘Eﬂ.% Y'{q:'gg-ﬁ‘ H Ib\lﬂ%%ﬁ

RS A local-audit, SAMEE R LUS Elytron HiTEEE A LIRS 28 LR
EAP_HOME/standalone/log/audit.log, =& T % &8 EAP_HOME/domain/log/audit.log.

FRFH

o MERITNARR,
MEFEFESZELR, 15BN £ Elytron HE|E— filesystem-realm ,

iz
1. @UL&#F FH T]‘ BHiE.

Wk
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Hith

4.3.

/subsystem=elytron/file-audit-
log=<audit log _name>:add(path="<path_to_log_file>" format=<format_type>,synchronized=
<whether_to_log immediately>)

Example

/subsystem=elytron/file-audit-log=exampleFileAuditLog:add(path="file-audit.log",relative-
to=jboss.server.log.dir,format=SIMPLE,synchronized=true)

2. 'l_.fy{q: FH 'l«—]“ HERNEZEE,
Wik

/subsystem=elytron/security-domain=<security _domain_namex>:write-
attribute(name=security-event-listener,value=<audit_log_name>)

Example

/subsystem=elytron/security-domain=exampleSecurityDomain:write-attribute(name=security-
event-listener,value=exampleFileAuditLog)

1 ENEER, BREMRENA,
B, EEXI FERZ2E0ENNBREFEREIEAENN AEFER S, HEmE
http://localhost:8080/simple-webapp-example/secured F& 3%,

2. MEEE N FHEFEITTESHNE R, MIREERERERATAGS, WEXH
EAP_HOME/standalone/log.

HER, GE8—14%N file-audit.log B34, ©EE BN EREINARREMELHNEGHMESE,

file-audit.log Xl

2023-10-24 23:31:04,WARNING,{event=SecurityPermissionCheckSuccessfulEvent,event-
time=2023-10-24 23:31:04,security-identity=[name=user1,creation-time=2023-10-24
23:31:04],success=true,permission=
[type=org.wildfly.security.auth.permission.LoginPermission,actions=,name=]}

2023-10-24 23:31:04,WARNING,{event=SecurityAuthenticationSuccessfulEvent,event-
time=2023-10-24 23:31:04,security-identity=[name=user1,creation-time=2023-10-24
23:31:04],success=true}

B

o file-audit-log B

1£ ELYTRON A /E I E R x5 1T B0k

BRI LUE A elytron F3R5T 0 AR SS 8 AF R EHIZTHIIRSS 28 /5 A E R S - BT BRiE .

Ud({fF #HitH MLE%%M 15 EHE?%?(#F B fr H ,.,\LE%@ = %ﬁ%ﬁ’]ﬁ'& : sufflxc
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% 4% £ ELYTRON fhild&EHi i B&Ric

suffix BHH{EZ—MEMA java.time.format.DateTimeFormatter #& X5 €M HHE, 40 .yyyy-MM-dd.
Elytron B MERIRHBETTERZER, elytron FREE BB HRIKREM NG,

SeREH
o MERIFTHINAER,
MEFLER, 1ESM 7 Elytron FEIE— filesystem-realm ,
T
1 SIEESREXHHITER.

Wk

/subsystem=elytron/periodic-rotating-file-audit-

log=<periodic_audit log name>:add(path="<periodic_audit log filename>" format=<record
format>,synchronized=<whether_to_log immediately>,suffix="<suffix_in_DateTimeFormatter
_format>")

Example

/subsystem=elytron/periodic-rotating-file-audit-
log=examplePreiodicFileAuditLog:add(path="periodic-file-audit.log",relative-
to=jboss.server.log.dir,format=SIMPLE,synchronized=true,suffix="yyyy-MM-dd")

2. MEBREXHHEITASIL KB RN R L2,

Wk

/subsystem=elytron/security-domain=<security _domain_namex>:write-
attribute(name=security-event-listener,value=<periodic_audit _log_name>)

Example

/subsystem=elytron/security-domain=exampleSecurityDomain:write-attribute(name=security-
event-listener,value=examplePreiodicFileAuditLog)

1 ENEERF, BREMRENA,
BN, BEEKE FERALSE0ENNBREEREIEMENN ARRFAS, ESnE
http://localhost:8080/simple-webapp-example/secured F& X%,

2. SMERENFHEFHEITEENE X, MREEREFERRGGS, NEXH
EAP_HOME/standalone/log.
HER, 08— 14% ) periodic-file-audit.log 93X, ©EE B EREINBEFEEMANE
HHBEE,

periodic-file-audit.log X =fl

2023-10-24 23:31:04,WARNING,{event=SecurityPermissionCheckSuccessfulEvent,event-
time=2023-10-24 23:31:04,security-identity=[name=user1,creation-time=2023-10-24
23:31:04],success=true,permission=
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[type=org.wildfly.security.auth.permission.LoginPermission,actions=,name=]}
2023-10-24 23:31:04,WARNING,{event=SecurityAuthenticationSuccessfulEvent,event-
time=2023-10-24 23:31:04,security-identity=[name=user1,creation-time=2023-10-24
23:31:04],success=true}

Hith BHR

e periodic-rotating-file-audit-log Ef£

4.4. 7 ELYTRON #/5 BRK/NRESCEHITEEID S
BRI LAE A elytron F3R450 0 BHARS 2AE W R EIZ1THIAR S 288 B KN SUEH 1T B EILE,

LAE XA ENSXE RN, RNCEXHHITATICRBNREHITAEEXXE. KNCESXH
HiItABICRSRIAXEFITETICTKELY, BRNREXHHITREEIC RS EFANEME,

L BHESEKR/NEEIT rotate-size BIEE LHIBRHIN, Elytron RFEL .1 MIMEIZHRISXHHERE, FO
BIMBEEXH, NFEINIEBESH, Elytron B E%0% Big—, flan, Elytron 5 audit Iog 1EmB
7y audit_log.2, Elytron 4£22%38, BRI BAEXHHRE AT RAAEXHE, W max-backup-index E
Yo YHBEXHET max-backup-index B, Elytron 2MIERIZ3CE, F180, 3R max-backup-index
19 "98" & X5 max-backup-index {&, | audit_log.99 {44587 fRHl,
SeRFH

o MERIFTHINAER,

MEFEFELELR, 15BN £ Elytron R E|E— filesystem-realm ,

it =3

1 AN AEITRE.

Wk

/subsystem=elytron/size-rotating-file-audit-log=<audit_log_name>:add(path="
<path_to_log_file>",format=<record_format>,synchronized=<whether_to_log immediately>,r
otate-size="<max_file_size before _rotation>",max-backup-

index=<max_number_of backup_files>)

Example

/subsystem=elytron/size-rotating-file-audit-log=exampleSizeFileAuditLog:add(path="size-file-
audit.log",relative-to=jboss.server.log.dir,format=SIMPLE,synchronized=true,rotate-
size="10m",max-backup-index=10)

Wk

/subsystem=elytron/security-domain=<domain_size logger>:write-attribute(name=security-
event-listener,value=<audit_log_name>)

Example
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% 4% £ ELYTRON fhild&EHi i B&Ric

/subsystem=elytron/security-domain=exampleSecurityDomain:write-attribute(name=security-
event-listener,value=exampleSizeFileAuditLog)

1 ENEERF, BREMRENA,
BN, BEERE FERALSE0ENNBREEREIEENN BRREFAS, ESnE
http://localhost:8080/simple-webapp-example/secured F &%,

2. SMERENFHEFHITEENE R, MREEREFERRGGS, NEXH
EAP_HOME/standalone/log.
HER, SIEB—14EN size-file-audit.log B3, ©EE &N EREIN RRRFRARALHEHD
HE,

size-file-audit.log X HI

2023-10-24 23:31:04,WARNING,{event=SecurityPermissionCheckSuccessfulEvent,event-
time=2023-10-24 23:31:04,security-identity=[name=user1,creation-time=2023-10-24
23:31:04],success=true,permission=
[type=org.wildfly.security.auth.permission.LoginPermission,actions=,name=]}
2023-10-24 23:31:04,WARNING,{event=SecurityAuthenticationSuccessfulEvent,event-
time=2023-10-24 23:31:04,security-identity=[name=user1,creation-time=2023-10-24
23:31:04],success=true}

Hith BTIR

e size-rotating-file-audit-log &%

4.5. £ ELYTRON #/5F SYSLOG Hif B&ilx

IReI LUER elytron T3R5 BENLER 5 as A N S B2 1THIRR S5 28 /5 A syslog #H it B&ICR, #H
syslog #H i B&RICKN, WAILUFHKICKRERAZEE syslog fkR558%, BLOICREAMXHRETES
B &,

syslog XM IRFRF1EE I T syslog R552:095#, 40 syslog BRS523MIEN A F syslog AR 52 010F
RO, WA LLE L Z ) syslog IEFERE, FHRFSEEE],

X R BAERN E1E RFC5424 f RFC3164, X FHILHi L &%k UDP, TCP M TCP (&R SSL) .

W E— LI X syslog f, BRFIDTBATEEHEM INFORMATIONAL 1562 4 23
syslog k5528, ITRBIFT :

I "Elytron audit logging enabled with RFC format: <format>"

<format > $5H92 v it B AL 2R BB K Request for Comments (RFC)H&Z, ZXily RFC5424,

FRFH

o WERIFTINARER.
MEFLER, 1ESM 7 Elytron FREIE—1 filesystem-realm ,

it =
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/IJ\\ 7.‘”] Sys‘og iiiiir_
Bk

/subsystem=elytron/syslog-audit-log=<syslog _audit log _name>:add(host-
name=<record_host _name>,port=<syslog _server _port_number>,server-
address=<syslog_server _address>,format=<record format>,
transport=<transport_layer _protocol>)

AR LR TLS f A& % %2 syslog AR %525 -

syslog Bei&E@it TLS A% B&EMEE

/subsystem=elytron/syslog-audit-

log=<syslog_audit log_name>:add(transport=SSL_TCP,server-
address=<syslog_server _address>,port=<syslog_server_port_number>host-
name=<record_host_name>,ssl-context=<client_ssl_context>)

2. 'l_.f' SySIOg FH -L—I‘ H /L.\TE%%E/IJ\\)JI]%UK%Q
Bk

/subsystem=elytron/security-domain=<security _domain_namex>:write-
attribute(name=security-event-listener,value=<syslog_audit_log_name>)

Example

/subsystem=elytron/security-domain=exampleSecurityDomain:write-attribute(name=security-
event-listener,value=exampleSyslog)

Hith TR

e syslog-audit-log attributes

{£F client-ssl-context

Syslog Y

BSD syslog X

4.6. 7 ELYTRON A BE X ZE2EHLIFEF

R LAMER Elytron B X BHE X EHHRESF. BE LEHRITEFLEEANZSEMH, BALUERSE
BT F T EE LHITARILE, WA UERE4EREFHN RIS 0 FEISIERF,
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% 4% £ ELYTRON fhild&EHi i B&Ric

BF

5/ module EIE CLI apHANINFIMERERBIThEE DUF AT B ZhREIR #t. module &
DAEEEZEEPFER, HELEELEEE CLINGER, BoEEFIMNERFIR
AN BRAE R

2L0ETE AR S DAL (SLA) R RFOR T IRE, BHINGERREH T E, IETFERINE
EFEMErRERE ], XERARTITIRET GRS RB AR, HFENSKEFL

R R R ISR W

MFEARBAT RS FSEHENER, HSHEE 17 MG Er SR T TheE s FF
SEH,

FRFM

o MERITNARRE,
ME|EELZER, 1HSM £ Elytron FEIE— filesystem-realm ,

it

1 AE—1ETE
java.util.function.Consumer<org.wildfly.security.auth.server.event.SecurityEvent> & O

K,
PIBEREEEON Java KxRpl -

public class MySecurityEventListener implements Consumer<SecurityEvent> {
public void accept(SecurityEvent securityEvent) {
if (securityEvent instanceof SecurityAuthenticationSuccessfulEvent) {
System.err.printf("Authenticated user \"%s\"\n",
securityEvent.getSecurityldentity().getPrincipal());
} else if (securityEvent instanceof SecurityAuthenticationFailedEvent) {
System.err.printf("Failed authentication as user \"%s\"\n",
((SecurityAuthenticationFailedEvent)securityEvent).getPrincipal());
}
}
}

LA ERIHKIME PRI, ROIPE Java REITEI—FRHER.

2. AI0JAR XX, EREE LEHLITEFIF) JBoss EAP RIREZH,
LUTREE CLI e HrRfl, ©F8EXEHETRRFFEHRRAIE Elytron #.,

{85/ module fp ¥ B E XL EHRITRREFENEIRZME Elytron BRHI -

/subsystem=elytron/custom-security-event-
listener=<listener_name>:add(module=<module_name>, class-name=<class_name>)

3. 5| ARLFHNEE LEHRITER,
1£ ApplicationDomain #15| A B & X EH L IREFHRE :

/subsystem=elytron/security-domain=<domain_namex>:write-attribute(name=security-event-
listener, value=<listener_name>)
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4. BEFETIIRS BR.
I $ reload
EHETSEMEEN T EEERZE2EMH,
Hit 5w
o FIIOIEBEE R
o FIIfPREE SRR
® 7f Elytron FiRNINE E L AHHE
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5.1. CUSTOM-REALM & 4
A L@ kB  HEMRE E custom-realm,

5 5.1. custom-realm Bt

Bt 3T

class-name B E S FE 2 BRE K AR,
configuration B E UgpI Ak key/value ECE.
module FAF N B & B RB9 & R,

5.2. FILESYSTEM-REALM & 4
ReT LT i B B RECE filesystem-realm,
3 5.2. filesystem-realm Et%

=43 ek

credential-store 58 E secret BIANEIEENE, LAINBAAEZRBASIEN, #5
B RISHHEM, ERLLBEMER, L@ TE secret-key
BHERE L ERIEEEMERAB secret BEH,

encoded ETRBNEAMRB N ZLUYRIY (Base32) M A R FMEE 4L
B, BOAMED true,

hash-charset ERBEEFREHENFT AN SFEREETE, BN UTF-
8,
hash-encoding BRELAXATAFEHENBRENFERERR, ErlEUTZ
® baset4
® hex
2RIAN baseb4,
key-store AN aSEFHNNBAFEMENS| ARG SRS, £ IE

MR, ETE key-store-alias B is EBHEME B

key-store-alias FERMABAFEPRAARBENA &R E S, MREET
7E X key-store BHERIN T A BEAFMHENBIA, EEALLEM,

levels EMANBRIERBIHE, BIAED 2,
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B ek
path SR E FKHIERRE,
relative-to 5 path —2FERTE LAMEERE, Flan

jboss.server.config.dir.

secret-key IR SIS, ERFI B IE NI B R secret BRI
%, MNREETE X credential-store BN T MHEIEEMEH
5|/, EHERLILEMN,
5.3. FILE-AUDIT-LOG & 4

% 5.3. file-audit-log B#

=43 sk

Autoflush EERHRESEBNHITEHEHER. MREEE
B, RS BB ERIAME,

It BEHIT XD, BIAMES UTF-8, mIBERI(EN
T
e UTF-8
e UTF-16BE
e UTF-16LE
e UTF-16
e US-ASCII
e [SO-8859-1

B 2\ {5 SIMPLE, & SIMPLE #4T ALl 1EMy
XA JSON, LLJISON FHXEFHEENEH,

path E X BEXEHIALE,

relative-to kB, X BEXEFHAE,

synchronized BOME R true, EBEXHERREERHITEHER
&,

5.4. HTTP-AUTHENTICATION-FACTORY & |4
e LB X EE B M REE http-authentication-factory.,

5 5.4. http-authentication-factory Bt

54



=43 Uiy

http-server-mechanism-factory HttpServerAuthenticationMechanismFactory 53X/ %R
KHK,

mechanism-configurations HEFFHIEERNTIZR,

security-domain FRXEHR 21,

3 5.5. http-authentication-factory mechanism-configurations Bt

Bt 3T
credential-security-factory A F AR EIFr B SR EIE T £ AR,
final-principal-transformer N2 F M SIS & e — A E LR,
host-name MBS E N A EIBEN S,
mechanism-name MBS E (N B FEAEE LTI RER, MREBLLEE, 1
E R EECAE AN & F,
mechanism-realm-configurations MUH IR AR A1 2 FREO TE LAY BIR
pre-realm-principal-transformer TR 2 R N R B (R 5L 128,
post-realm-principal-transformer W R BN AR E R IL 2R,
protocol IS & & A8l
realm-mapper ML AR realm mapper

5% 5.6. http-authentication-factory mechanism-configurations mechanism-realm-configurations

B

=3 fhod

final-principal-transformer RLFF SIS R B — 1 R L8R,
post-realm-principal-transformer WA R BN AR E R ER,
pre-realm-principal-transformer TR 2 R N R B R 5L 125,
realm-mapper ML AR realm mappero
realm-name EHEIE TR &,
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5.5. IDENTITY-REALM /&
R LLET X B B MRS E identity-realm,

5 5.7.identity-realm Bt

Bt i::3T1Y

attribute-name 5t &0 REHI BRI B R,
attribute-values S5 EMEREERNTIR.
identity REHHREHF D,

5.6. JDBC-REALM & M4

ReT LT X E B RECE jdbe-realm,

3 5.8. jdbc-realm EtE

=13 ik

hash-charset ENBEEEFRERNFTITHRANXERFFE. RIAH UTF-
80

principal-query RIBRFE B AR B ARSI - BN S RIEEIRNTIE,

% 5.9. JDBC-realm principal-query Bt

Bt 3T

attribute-mapping FHXANFRE LB MBI FIR,

bcrypt-mapper M SQL iR OB FIRR ST E] Berypt 25505 B 25 HH R8T 25
clear-password-mapper M SQL EifREIRFIBRS BIBA X B R BN B R GT 88, ER

& password-index Fitk, X AKRKAFBHEHFHE
IEEIHIFRE],

data-source PR SR #2804 RO BUR IR B & 7o
salted-simple-digest-mapper M SQL EifREIR 7R S Salted Simple Digest #572%
BIR B HBR 1 25
scram-mapper f9M SQL EifR 895141 El SCRAM 25525 B R B 3H bR 5

2.
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B
u
1
W
aft

352 ek

simple-digest-mapper M sQL EifRE #5412 Simple Digest 2 4H K B %5
BRAT 2R,

sq FAFHREGEE R A RINNEZHN SQL 1ER, FERELRGHEH
FTBRET,

5% 5.10. jdbc-realm principal-query attribute-mapping B

4.3 Wi

index SRS EEH) SQL 2B BIZRE],

to M SQL & iR EI 5B £ 1A BB & 75,
Hith FHR

® Password mapper B 4%

5.7. KEY-STORE &4
fme Lt i B B M RECE key-store,

5 5.11. key-store Bt

B ok
alias-filter ENAEMNEHEMRON 2B ESS, TUEES DR
#FHIFR, ATLURESKA B — :
e ALL:-alias1:-alias2

o NONE:+alias1:+alias2

alias-filter B4R 2K NE, ATFFERRESER
K AEFRH|4 (40 elytronAppServer) &
RETTE M LB AF AN AR, EIEINE

3 B/NE5|4, t0elytronappserver,
credential-reference BTN BAFEEN RS, XA EE, eI E

ik credential-store FHYEIEREIF,

path BT SRR R
provider-name AT mEmAEERRAERF B, RELLEMEE, R

BIEERENBHAEMHNE — M ERER.
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=43 sk

providers *f A FIRER R SRS A L AP RV IR R FBE | . INRK
BiEE, NERERMANEIIR,

relative-to AN FROEREE, XU TEBEHTNE LRE,
N jboss.server.config.dir.

required NRE N true, NI ANBHEE G BIEBRHAEEIRS S
. RBIAEDY false.

type B RRE, 1 JKS,

LIFBiAFHRE B RIE
e JKS
e JCEKS
e PKCS12
e BKS
e BCFKS
e UBER

B MFEhig B H B AT R,

BREAFMRENTREIR, 1ESH Oracle JDK XHEHH) JDK
1189 Java Cryptography Architecture Standard Algorithm Name
X1,

5.8. LDAP-REALM B %
Re LB X E B RECE Idap-realm,

3 5.12. |dap-realm Bt

Bt ik

allow-blank-password EREXFEA RN EENIE, IREFRELLEYE, NE
4 e BRI 2R,

dir-context FAFE#E LDAP fR%5 2509 dir-context #9445,
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=43 sk

direct-verification MRLLE XN true, NHZIEE T BiEEEE LDAP EN#
SRRUERIK P R EIEETR, BN, M LDAP BRFIRIGFREM,
F1E JBoss EAP it {TH0IE, SNRFMA T, JBoss EAP RSS2 04
JIRETS MB PRI U P Y, iXFEFEA PLAIN SASL
=% BASIC HTTP #l&:#1T &850, EKIME N false,

hash-charset ENBEFHRENFTHANSFERAFRAE, BH UTF-
8,
hash-encoding BRELAN AT A FEHENBRENFERERR, B2 T2
® baset4
® hex
2L baseb4,
identity-mapping E N EAEINA 2 M EIEE LDAP RS 355 M & B BL B ik
T,

5 5.13. Idap-realm identity-mapping &t

Bt 3T

attribute-mapping FHXANFRE LB MRS TR,

filter-name RT AR F D H) LDAP iLiE8s.

iterator-filter AT ERE S 989 LDAP 1JiiEg5,

new-identity-attributes HOUENSHHNEENIIR, ERENATEBREMBLERN. X
RABMAEN T RIFIR,

new-identity-parent-dn ORI FHRHIRE DN, SR ERMEmMEEN,

otp-credential-mapper OTP EIERE RS,

rdn-identifier FAF M LDAP S BREXEAR LB E R DN B RDN #43, XTED
B SHBEReE.

search-base-dn AT RS HE DN,

use-recursive-search INRIEEMHI S true, NI SHERERZBITN. BIAES
false.

user-password-mapper FUEREIEIRSS, KEITF userPassword,

59
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Bt

x509-credential-mapper

sk

5 LDAP #E7 X509 EiLE#MNEE, MNREXE X -from F&E
M, NtEE B2, INRE LT 1 -from FEMW, A
WP RIS A E L HIREITE,

3 5.14. Idap-realm identity-mapping attribute-mapping E1%

Bt

extract-rdn

filter

filter-base-dn

from

reference

role-recursion

role-recursion-name

search- recursive

25U

FERIGHEBIET X500 BABERT, MEREMER RDN .,

BT REEEBMMENTESS., F/H {0} 4 username &
e, Y SEE S 819 DN Bif,

RZAE B AR AT TR 2R B T XX B9 & #R.

BRETEI DB MR LDAP BRI RFF. MRRAEN, NEAS
H# DN,

SEEMAPIREVER DN B LDAP EMHER & TR,

BINABSENRKRE, /A 0REEEIT, AN 0,

MEABKZEN LDAP B, EERAGAGE, 7filter-
name & "{01",

IR true B LDAP R & iEIH, BRAE Htrue,

MEFER LDAP BHEM SN EDBMEN SR, WREFIRME, N
BHENETES from R E L HWEMLRTER, 0RfromKE L,
ME R dn {E,

3 5.15. [dap-realm identity-mapping user-password-mapper B

Bt

from

verifiable

writable

sk

BRETEI DB MR LDAP BRI RTF, MRRAEN, NEAS
H# DN,

R true BIEETARIIFA S, BIME ) true,

WNEREW T true 15, EKINE N false,

5% 5.16. Idap-realm identity-mapping otp-credential-mapper Ett
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Bt ek

algorithm-from OTP E%H LDAP BHAIEZ R,
hash-from OTP M % E#H LDAP BRI,
seed-from OTP fhF # LDAP BRI R,
sequence-from OTP F3ISH#] LDAP BIHAE TR,

3 5.17. Idap-realm identity-mapping x509-credential-mapper Bt

B Hah

certificate-from MRET RN ZRAZEI AR IE B R LDAP BMREFR, IREEEN, M
AR EIRIGHIES,

digest-algorithm BEE% TERAERHY, BT IIERSIEENEE, REEX

T digest-from, F&FEAE,

digest-from MRATEIF P IEBIEER LDAP BHEMETR, MEEEEN, R
SMEILBEE,

serial-number-from TR IE B SH LDAP B EF, IREEEN, M
TR ERIS,

subject-dn-from Bk &2 A IE BB ERT DN B9 LDAP BHMEFR. fNRKE X,

M A H67 E 75 DN,

5.9. PASSWORD MAPPER B
FEMASRERAUTEEREZ —MNBEFN SN FEMER ¢
e HAXZ
o FHHE
o salt HHIHE
e bcrypt
e SCRAM
o HEHNE
B SREBUTREM. :

ﬁ -
Y N FRIERST SR, F—FIBIRREI 1,

61
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3% 5.18. password mapper B

B 2R A FR Bt m&A*E
clear-password- . T,
mabber e password-index
PP SR B BINEE]
simple-digest 58 FA 7 AR A AL A1

e password-index
TEEBEEEHIINZREL

e algorithm
ERAMNEFRER, FUTE :

o simple-digest-md2
o simple-digest-md5
o simple-digest-sha-1
o simple-digest-sha-256
o simple-digest-sha-384
o simple-digest-sha-512

e hash-encoding
EERT®E, RIFHE :

o base64 (ZEi\)

o hex
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BREY I B TR =43

salted-simple-digest

e password-index

CErAEl=EaE I EEIR

e algorithm
ERAMNRFEER, FUTE :

(o}

(o}

(o}

(o}

password-salt-digest-md5
password-salt-digest-sha-1
password-salt-digest-sha-256
password-salt-digest-sha-384
password-salt-digest-sha-512
salt-password-digest-md5
salt-password-digest-sha-1
salt-password-digest-sha-256
salt-password-digest-sha-384

salt-password-digest-sha-512

e salt-index
SBERTIHRER salt WFIMIFRE],

e hash-encoding
EERFHRT, RIFHE :

(o}

(o}

base64 (ki)

hex

e salt-encoding

e

(o}

(o}

salt 9R=. SOHFRIME -
base64 (Zti\)

hex

i1y S

T H B ER AL & salt —
wFEE,
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64

BREY I B TR

bcrypt-password-
mapper

scram-mapper

Bt

password-index
TEEBEEEHIINZREL

salt-index

SRATIRAH salt B9FIRIZREL,

iteration-count-index
SEFERIERENTINZRS],

hash-encoding
EERFHRT, RIFHIE :

o base64 (ZEi\)
o hex

salt-encoding
1E7E salt BRI, RVFHIE :

o base64 (ZEi\)

o hex

password-index
TEEBEREHIINREL

algorithm

ERMNRERE, XFLUTE:

o scram-sha-1

o scram-sha-256
o scram-sha-384
o scram-sha-512

salt-index
B E salt WFIMZRF|I B FEE.

iteration-count-index
SEFERERENTINERE],

hash-encoding
EERFNRT, RIFHIE :

o base64 (ZEi\)
o hex

salt-encoding
1E7E salt BRI, RVFHIE :

o base64 (ZEi\)

o hex

i1y S

AT RFH Blowfish &
o

salt Bk N 56 uEA &l A
q: uﬁ?‘ﬁo



BREY I B TR

modular-crypt-
mapper

Bt

i1y S

i BHRNFE RIS FLNME
e password-index

P BERBEANEFE DY
R B 51 By 3R
SRMEEBEIFIEIRSI. i, ZERTEEUTH
= .

o IRiHARE
e hash 5% digest
e salt

o I

5.10. PERIODIC-ROTATING-FILE-AUDIT-LOG & 4

3 5.19. periodic-rotating-file-audit-log Bt

Bt

Autoflush

Gt

LN

path

relative-to

suffix

ik

EERHRESEBNHITEHEHER. MREEE
B, RS BB ERIIME,

BEHITXHHRG. BIAMES UTF-8, mIBERI(EN
T

e UTF-8

e UTF-16BE

e UTF-16LE

e UTF-16

e US-ASCII

e [SO-8859-1

/3 SIMPLE 717 AR AT M XA A JSON, LU
JSON R EF &N FEH

E X BEXHHE,
AR, EXEEXHHAE,

ALEEM. ERENBEFRINBHES, BuifE
4 java.time.format.DateTimeFormatter &=,
a0 .yyyy-MM-dd.
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6

5.11. PROPERTIES-REALM & 4

Bt

synchronized

sk

BUME D true, HEEXHEBRESRFITEGHER
-’Ii:O

Re LLET X B H B RECE properties-realm,

3 5.20. properties-realm E1%

Bt

groups-attribute

groups-properties

hash-charset

hash-encoding

users-properties

sk

iRE# Authorizationldentity FHIEME AT, HNEEHHH
A HE R

AR REANBEME 4,

EEERE M iniREN B F R RO IR/ BT RN
ZEANFHRENAM. MILNXES UTF-8,

MR EBAUAX AR FE, NIEEWRREREHF RSB
X, BAILIEELUTHMZ— : hex = base64, *fF
properties-realm, EKi\i%E& hex.

AR REBHENEME 4.

3 5.21. properties-realm users-properties Btk

Bt

digest-realm-name

path

plain-text

relative-to

sk

IMRKRERBMEXHH LI, BATFRHEEMHRINGETT.

SERAFAREBHEBXHHERE, ZXHNEE realm AIRFE
EHO

RN true, NIBEMEE R LIS AT X FE. ORH
false, ©fl#%inks%s, %=X HEX (MD5 (username ':'
realm ':' password)). EKil{E) false,

EEERABRNTEOTIE LR E,

3 5.22. properties-realm groups-properties Btf

()}

Bt

path

50

aE A REANXXHRRE.



B5%F

%
o

B Hah
relative-to BRRARNT BT E LRI R

5.12. SASL-AUTHENTICATION-FACTORY & If
w1k B E M RECE sasl-authentication-factory,

# 5.23. sasl-authentication-factory @t

Bt 3T
mechanism-configurations HEFHFINEEIIR,
sasl-server-factory SASL BR558 51X IR K EK,
security-domain 5 FIRRE R 21,

3 5.24. sasl-authentication-factory mechanism-configurations Bt

Bt 3T
credential-security-factory A F AR EI T E SR E I T 2 AR,
final-principal-transformer Rz FF M SIS & e — A E iR,
host-name MBS E N A EIBEN S,
mechanism-name WEEMNNATFEBEESTIFNER. WRALEYE, N
E I EECAE AN & F,
mechanism-realm-configurations MUH R AR A1 4 FREO TE LAY BIR
protocol IS & & A8l
post-realm-principal-transformer W R BN AR E R IL 2R,
pre-realm-principal-transformer oA 2 AU N AR E i s,
realm-mapper ML A B realm mapper.

5% 5.25. sasl-authentication-factory mechanism-configurations mechanism-realm-configurations

B
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Bt 3T

final-principal-transformer 2R F M SIS & e — A E iR,
post-realm-principal-transformer W R BN AR E R IL 2R,
pre-realm-principal-transformer o 2 R N AR E AL s,
realm-mapper ML A B realm mapper.
realm-name AL R T REg By & R,

5.13. SECRET-KEY-CREDENTIAL-STORE [& %
e LB 1x BB M RECE secret-key-credential-store,
3 5.26. secret-key-credential-store E1%

4.3 Wi

create MREARFEL Elytron EEHAGFENWES, HROZEXHN
false, Zki\4true,

default-alias EONERBIEAR A B B, BOIAE S key,
key-size ERBHBKRN, BRINKIND 256 fir, ERILUFEIZ AT Z
e 128
o 192
e 256
path FIFFHERERR,
populate NREIEEFAEE default-alias, LEMRR Elytron 251

ZOE—1. BINMER true,

relative-to X B E BB % path A8 BIERERSI A,

5.14. SECURITY-DOMAIN & 4

ReTLLdET i E H B RECE security-domain,
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Bt

default-realm

evidence-decoder

outflow-anonymous

outflow-security-domains

permission-mapper

post-realm-principal-transformer

pre-realm-principal-transformer

principal-decoder

realm-mapper

realms

role-decoder

role-mapper

security-event-listener

trusted-security-domains

trusted-virtual-security-domains

5.15. SIMPLE-ROLE-DECODER J& 4

sk

REEHHEESHIFRINE,

Xt 38 A8 FB A EvidenceDecoder B9B|FH,

tEEMIEEETERARSEN N EREL R, XEUTER
TERE :

o EHHRIEHMHAEEX N,
o BMEEAHAREFERRRAENF D
R E & S 1P RIBRRZ BT ZI R LB &7,

kB ILENZE 50N B IRANR 2EHNIIR,

X7 b8 # B9 PermissionMapper B9381 .

TR SR BMITIRIERE, BN AREREHRERNE]
Fﬁo

TEEFRE 2 AN N A B E A AR BB

XT38 5 FABY PrincipalDecoder BI5| A,

X7 b1 {8 FI 89 RealmMapper 931 .

lifre= oAt e d: DETIE R

X 18 {FE A A RoleDecoder B3| A,

X7 b1 2 {8 FI 89 RoleMapper B93| .

NEREEHNEITIRFRIEIA.

R EEHEENTEEBTIR,

% 2 E R ENRSEHHTIR,

Eehid K EH B RECE H H A BRI,

£ 5.27. simple-role-decoder Bt

69



Red Hat JBoss Enterprise Application Platform 8.0 i B3 &R N ARFNEE R m

Bt

attribute

5.16. SIZE-ROTATING-FILE-AUDIT-LOG |&

5 5.28. size-rotating-file-audit-log Bt%

Bt

Autoflush

Gt

L

max-backup-index

path

relative-to

rotate-on-boot

rotate-size

suffix

70

SR EZERFEABHNEMENET.

23U

EERHRESEBNHITEHEHER. MREEE
B, RS BB ERIIME,

BEHITXHHRG. BIAMES UTF-8, mIBERI(EIN
T

e UTF-8

e UTF-16BE

e UTF-16LE

e UTF-16

e US-ASCII

e [SO-8859-1

ENE D SIMPLE. R SIMPLE 747 A& AT 328
XABNZE JSON, LLJSON BREHEENEMH,

RN ZRMIRAXHR, BIMER : 1,
E X BEXHHE,
AR, EXEEXHHAE,

MABERT, HEEHEIRFSEN, Elytron R
BB S, FIEMIE ) true LURIEIRS 25
ERHEE,

HESXHTE Elytron ¥277 B & /1A LUA BRI IR KK,
ZFINEN 10m, 10 MB, LA LAMER k. g. bkt
HITE N BENRAKD, EIUERKXRESR/NEFE
RHEE HAL,

LM, ERENBEFRINBHES, BuifE
A java.text.format.DateTimeFormatter 1=,
B0 .yyyy-MM-dd-HH,



Bt

synchronized

5.17. sysLoG-AuUDIT-LOG ATTRIBUTES

5% 5.29. syslog-audit-log attributes

Bt

LN

host-name
port

reconnect-attempts

server-address

ssl-context

sk

BUME D true, HEEXHEBRESRFITEGHER
-’Ii:O

sk

DR T E AR
ZHERME

e JSON

e SIMPLE
BAE -

e SIMPLE

EHR AL EE syslog RIS ERMIFTE BHHIENZ.
syslog Ak %52 LRI ITIRO,

Elytron 7E X PRI 225l syslog AR 55 28s A 4L
SHERRE LR, WEMMENEFERZHRIDIZ
UDP I B3,
TFRME

o T IERHE (4,

o -1 XRREREFIEZEZIA,
FNE -

e 0

syslog fR55 2389 IP it & #, AT Java B
InetAddress.getByName () 7 5%f24.

##%3 syslog RSS2SR EFEARN SSL LT, RE
£ 5% X&)y SSL_TCP i, FEEWEM,
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72

Bt

syslog-format

&4

sk

FF R T E 48 RFC 483,
ZHEBME

e RFC3164

e RFC5424
BOAE -

e RFC5424

AT £E syslog iR %5 B EHIZL.
SR :

e SSL_TCP

e TCP

e UDP
BRI

e TCP
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