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IR E X JBOSS EAP X #4HY = I

EREHEIRHBOA X, 1EEFE Red Hat JIRA K P HIRRZ A, M1RERHE Red Hat Jira k7, &
RRIERIE—NK

pi% &2
1. B LUTFHERE LIGIEE ticket,

2. 7£ Summary HHiA (A BIB TR KE fe .
3. 7 Description FiRft[A] @K ThaE @ i B IEA it , BIF—DaRXE R URL,

4. 52 Submit G AR, FHIFAEES R 2SS 89S HRA.
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Red Hat JBoss Enterprise Application Platform 8.0 i B EFHEF N ARFNEHEA |

EFREZESZ

RN FERINRIE, SXEF Web BHERBFERMBIES. HINMXEDAREFFS : master,
slave. REAMARE, ATHRITTF+2RE, XEFSFEBHEHNNDZTREDES LK, B
KXESZIFE, FEHBINNERERAE Chris Wright 12#tF5E S,


https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language

1% BESREH
B1E BEESDFE

1.1. QRS

1.1.1. Elytron YR &1

B T RA1 aggregate-realm , &R LU B RIIEA R B — N R EHER R L, 4T Elytron BRI
FERAZINLLBHNRE,

f5lgn, &7 LU aggregate-realm BZiE % B35 L& A Idap-realm , %1% {#F filesystem-realm #]
Idap-realm HI5R &,

AEERET S M RIUSHNRAEH ORI —DFD, MTE:

o REBMERIUEHHEMSEERMNE,

o MREBMESMRIUEHEN, NFERZBEMESR—REIABIE,
UTRAIERT AZ M EAE B E R — S0 BMHIE L Fn 2628,
RAaEiERH

/subsystem=elytron/aggregate-realm=exampleSecurityRealm:add(authentication-
realm=exampleLDAPRealm,authorization-realms=[exampleLDAPRealm,exampleFileSystemRealm])

ERfIF, EER aggregate-realm 5| A NINER L LI : "exampleLDAPRealm”, ©&—1 LDAP
18, LAK"exampleFilesystemRealm", ©RXM4R5 i,

o M LDAP I HREXMIBHEIE -

mail: administrator@example.com
telephoneNumber: 0000 0000

o MXHRIUEAHIRERBEM(E
mail: user@example.com
website: http://www.example.com/

MR B AFIRENERBIF 5

mail: administrator@example.com

telephoneNumber: 0000 0000

website: http://www.example.com/
Tl aggregate-realm { [ LDAP A & Y HIE M mail B9(E, Eh LDAP 11 X R G2 74551 .
HAth B

e 7f Elytron I/ — aggregate-realm

11.2. QIR S E &N T 2 HBIRA)
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LUFRBIESR T 02 Idap-realm #1 filesystem-realm, & @ LI{E aggregate-realm F 5| X% 215,

1.1.2.1. 7t Elytron ;Rfsh il —4* Idap-realm

SIBBREEN B FIH A IL(LDAP) B EME 7 Elytron T218, R JBoss EAP RS2 EOKIE
fR523 EERERIN AR,

STF SRR GI, A T LT LDAP iR #i4& = (LDIF) :

dn: ou=Users,dc=wildfly,dc=org
objectClass: organizationalUnit
objectClass: top

ou: Users

dn: uid=user1,ou=Users,dc=wildfly,dc=org
objectClass: top

objectClass: person

objectClass: inetOrgPerson

cn: useri

sn: user1

uid: useri

userPassword: passwordUser1

mail: administrator@example.com
telephoneNumber: 0000 0000

dn: ou=Roles,dc=wildfly,dc=org
objectclass: top

objectclass: organizationalUnit
ou: Roles

dn: cn=Admin,ou=Roles,dc=wildfly,dc=org
objectClass: top
objectClass: groupOfNames

cn: Admin
member: uid=user1,ou=Users,dc=wildfly,dc=org

AT RAIE LDAP EESHIMT :
e LDAP URL : Idap://10.88.0.2

e | DAP admin &4 : secret
IREE L RAR K Elytron 5 LDAP IRSS 25158,

® LDAP admin A& F5(DN): (cn=admin,dc=wildfly,dc=org)

e L DAP ##4 : wildfly
MREFIRENMLELH, WEILH Example Inc,

e [DAP 13 : wildfly.org
X2 HERE LDAP #RSZENT TEEH AT,

FRFH
o MEEE T — LDAP H37FhH,



B1EREFHENHE
e JBoss EAP IEfEiZ21T,

P =
. BBE— MR URL MBS ETX, URATEES LDAP RS2 ELK,

/subsystem=elytron/dir-
context=<dir_context_name>:add(url="<LDAP_URL>",principal="<principal_distinguished_na
me>",credential-reference=<credential_reference>)

Example

/subsystem=elytron/dir-
context=exampleDirContext:add(url="ldap://10.88.0.2",principal="cn=admin,dc=wildfly,dc=org",c
redential-reference={clear-text="secret"})

{"outcome" => "success"}

2. QE—BIABXETXH LDAP i, 1EERREN DN KA HRA AR,

Wk

/subsystem=elytron/ldap-realm=<I/dap_realm name>add:(dir-
context=<dir_context_name>,identity-mapping=search-base-
dn="ou=<organization_unit>,dc=<domain_component>",rdn-
identifier="<relative_distinguished _name_identifier>",user-password-mapper=
{from=<password_attribute_names},attribute-mapping=[{filter-base-
dn="ou=<organization_unit>,dc=<domain_component>" filter="<ldap_filter>",from="<ldap_attr
ibute_name>"to="<identity attribute_name>"}]})

Example

/subsystem=elytron/ldap-realm=exampleLDAPRealm:add(dir-
context=exampleDirContext,identity-mapping={search-base-
dn="ou=Users,dc=wildfly,dc=org",rdn-identifier="uid",user-password-mapper=
{from="userPassword"},attribute-mapping=[{filter-base-
dn="ou=Roles,dc=wildfly,dc=org" filter="(&(objectClass=groupOfNames)(member=
{1}))",from="cn";to="Roles"},{from="mail",to="mail "},

{from="telephoneNumber" to="telephoneNumber"}]})

{"outcome" => "success"}

WA, B LER XN EEGE—1NRL, 55 failover-realm, distributed-realm =X aggregate-
realm F Y7 —NMEEFH,

1.1.2.2. 7 Elytron RfIFh G —4 filesystem-realm

BBE—PMHRETXUHRENF D EEIFD Elytron £21, IR JBoss EAP IRSS 2 OHIERS /L
EHREBHN BRRF,

FRFM

e JBoss EAP IEfEiZ21T,

it
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1. 1E Elytron Al — filesystem-realm,
Wik
I /subsystem=elytron/filesystem-realm=<filesystem_realm_name>:add(path=<file_path>)
Example

/subsystem=elytron/filesystem-realm=exampleFileSystemRealm:add(path=fs-realm-
users,relative-to=jboss.server.config.dir)
{"outcome" => "success"}

2. MASARMESE, FEERSNAR,
a. WINEFA.

Wk

/subsystem=elytron/filesystem-realm=<filesystem_realm name>:add-
identity(identity=<user_name>)

Example

/subsystem=elytron/filesystem-realm=exampleFileSystemRealm:add-
identity(identity=user1)
{"outcome" => "success"}

b. NAFXEMAE,
Wik
/subsystem=elytron/filesystem-realm=<filesystem_realm name>:add-identity-

attribute(identity=<user_name>,name=<roles_attribute _name>, value=
[<role_1>,<role_N>])

Example

/subsystem=elytron/filesystem-realm=exampleFileSystemRealm:add-identity-
attribute(identity=user1, name=Roles, value=["Admin","Guest"])
{"outcome" => "success"}

c. WERFHNEY,
Wik

/subsystem=elytron/filesystem-realm=<filesystem_realm name>:add-identity-
attribute(identity=<user_name>,name=<atiribute_name>, value=[<attribute value>])

Example

/subsystem=elytron/filesystem-realm=exampleFileSystemRealm:add-identity-
attribute(identity=user1, name=mail, value=["user@example.com"])
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/subsystem=elytron/filesystem-realm=exampleFileSystemRealm:add-identity-
attribute(identity=user1, name=website, value=["http://www.example.com/"])

WA, B LUER XN EEGE—1NRL, 55 failover-realm, distributed-realm =X aggregate-
realm F Y7 —NMEEFH,

1.1.3. 1 Elytron | —* aggregate-realm

£ Elytron A& —1 aggregate-realm, B©FEA—NLZLEHTHMTIE, FERENREFHNREHT
%1, fHF aggregate-realm BIE— DL 2EERMEBRIEAIRN, UEEREMNDBENLN PR,

SERFEH
® JBoss EAP IE1Ei21T,
o HWEHIBRT —NEMREEF5I AN,
T
1. MIIERZRLIE 02— aggregate-realm,

Wik
/subsystem=elytron/aggregate-realm=<aggregate realm_name>:add(authentication-
realm=<security_realm_for_authentication>, authorization-realms=

[<security _realm_for_authorization 1>,<security _realm_for_authorization 2>,...,<security rea
Im_for_authorization_N>])

Example

/subsystem=elytron/aggregate-realm=exampleSecurityRealm:add(authentication-
realm=exampleLDAPRealm,authorization-realms=
[exampleLDAPRealm,exampleFileSystemRealm])

{"outcome" => "success"}

2. Q- AGRNSE, REBEERNIAE,
Wik
I /subsystem=elytron/simple-role-decoder=<role_decoder _name>:add(attribute=<attribute>)
Example

/subsystem=elytron/simple-role-decoder=from-roles-attribute:add(attribute=Roles)
{"outcome" => "success"}

3. BE—/ 3| aggregate-realm #1f& G RIL RN L L1,

Wk
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/subsystem=elytron/security-domain=<security domain_name>:add(default-
realm=<aggregate_realm_namex>,permission-mapper=default-permission-mapper,realms=
[{realm=<aggregate realm_namex>,role-decoder="<role_decoder_name>"}])

Example

/subsystem=elytron/security-domain=exampleSecurityDomain:add(default-
realm=exampleSecurityRealm,permission-mapper=default-permission-mapper,realms=
[{realm=exampleSecurityRealm,role-decoder="from-roles-attribute"}])

{"outcome" => "success"}

WE, EUUERLBRNRZEERAEEREMNARFRNSHRIENRN, MFERSER, ES5H &
FERREANAER.

Hith BTR
e aggregate-realm Bt
e security-domain B4

e simple-role-decoder [ %

1.2. Q%71

1.2.1. Elytron FRYE1F 15,
Elytron $24 caching-realm M FR LI H EHLMEIEHLER, caching-realm £ LRU =X Least
Recently Used 17588 % 17 PasswordCredential ‘Eif, EAZIRAZKBEHN, FEHFEDIHIMSE
H.
&R LA AT B LU TR 25/ caching-realm :

o filesystem-realm

e jdbc-realm

e |dap-realm

o HENZREH

INRIBIE JBoss EAP z ABEEILIR, MREZMREIHZRHFNIT, NXLEFEHRRKEHEEI JBoss EAP
%FE. KA Idap-realm X#ifr, BE, FIEBIEM, 0 roles, 7& Idap-realm H AR {0,

ZIHFRENEFIRE ERNA P BENRE, FRERUTRS
o TEEHMTEILRAMA-EHRE, 155 caching-realm %77,
o RITEFHMARERIERLENRRFBME.

10
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BF

B EEEHT R B OUE AR TR, ORI TR SR LI & 7 AR5
L (SLA) &, BHINGERREHFTE. Fit, LEFBRIEEIMERERE], X
LERORTI B ZheE R LA A iR R R #TBIThEE, HANSEF LM BRIRHRBE L.

MFEAREATRESFBEHENER, HSHEE 17 Mg Er SR TheE s Fr

Hh iR
e 7t Elytron A [E— cache-realm
e cache-realm B4

e ;&% caching-realm 2577

1.2.2. £ Elytron H ] Z— cache-realm

Bl —1 cache-realm LA Kk — 1B R £, R JBoss EAP RS2 R E kAR 5528 L ERE AN
2FE,

BCiE N2 71509 Idap-realm A #E5NE%. NEELELR, 1HSH 8 Elytron 89
JBossEAP CLI &4 LDAP/AD A #15 ,

FRFM
o HBERREHEENLF.

iz
1. Q- MNgLR2E5| A% FH caching-realm,
Wik
I /subsystem=elytron/caching-realm=<caching_realm_name>:add(realm=<realm_to_cache>)
Example
I /subsystem=elytron/caching-realm=exampleSecurityRealm:add(realm=exampleLDAPRealm)
2. Bl — 5| caching-realm f#yZz 213,
Wik

/subsystem=elytron/security-domain=<security domain_name>:add(default-
realm=<caching_realm_name>,permission-mapper=default-permission-mapper,realms=
[{realm=<caching_realm _name>,role-decoder="<role_decoder_name>"}))

Example

1


https://access.redhat.com/support/offerings/techpreview
https://access.redhat.com/solutions/4352041
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/subsystem=elytron/security-domain=exampleSecurityDomain:add(default-
realm=exampleSecurityRealm,permission-mapper=default-permission-mapper,realms=
[{realm=exampleSecurityRealm}])

{"outcome" => "success"}

o TIGUE Elytron @& A LU caching-realm /5| &£ 18 B9E#E N EI caching-realm, 1%
FALTHS :
Wik

/subsystem=elytron/security-domain=<security domain_name>:read-
identity(name=<username>)

Example

/subsystem=elytron/security-domain=exampleSecurityDomain:read-identity(name=user1)

{

"outcome" => "success",
"result" => {
"name" => "user1",
"attributes" => {"Roles" => ["Admin"]},
"roles" => ["Admin"]
}
}

WE, EUUERLBRNZEERAEEREMNARFRNSHEIENRN. MFERSER, ESH &
FERKREANAER.

Heth TR
e cache-realm Eff
e ;&% caching-realm %1%

e security-domain B4

1.2.3. ;5BR caching-realm 42 1%

&Pk caching-realm 2277 & 754l Elytron FRALZ BN RIFBIBEFIERLTE, Elytron #HELE NEEFIX
LRI,

FRFH

e caching-realm 2 &,

it =

o ;5B caching-realm 2% 7%,

Wk

12
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I /subsystem=elytron/caching-realm=<caching_realm_name>:clear-cache
ANl

I /subsystem=elytron/caching-realm=exampleSecurityRealm:clear-cache

Hith BHR

e cache-realm B4

1.3. QI 2 s

1.3.1. Elytron g X i,

BET79HAE, BULLELSIANENEEERERRNE R EMEIITER, KNS HBETFEHRIEM
B, Elytron £ R P IREIETE distributed-realm ¥R E X WIFE B L 25,

distributed-realm B2 i& =41

/subsystem=elytron/distributed-realm=exampleSecurityRealm:add(realms=
[exampleLDAPRealm,exampleFilesystemRealm])

B, BER distributed-realm 5| AW N INAMZRZ LS : "exampleLDAPRealm", ©&—1 LDAP
1%, LAK"exampleFilesystemRealm”, BR—MXHR5iE, Elytron IRINTIFERSI AL LS :

® Elytron 515 LDAP B AL E &7,

e IR Elytron IHEIFCE I, N FHPEIEREI,

e IR Elytron & BKBICET, ©RIEFRXHRTI
HINBERT, MRECESDIISEMSNEMEIERERL, WEHEIEREYK, BE—HIAH
RealmUnavailableException, HFA&#FREZE, S L& T FE M ignore-unavailable-realms % &
 true EFHUILIT N, ¥ ignore-unavailable-realms %/ true B 5 B3 17 EH0E KRN, Elytron &4k
L SR R BV

4 ignore-unavailable-realms % &/ true 5/, emit-events A% E N true, FHIt L EMEHAE
RETAR &% 4 SecurityEvent, &7 L&Y emit-events X&) false XXt X [,

Hth BHR

® 1f Elytron Al — distributed-realm

1.3.2. 2B R EMEN R Z 2 E RO
LU RBIER T A2 Idap-realm #1 filesystem-realm, &7 LUE distributed-realm F5| X L2 215,

1.3.2.1. £ Elytron R"fIH I —4" Idap-realm

BIEARREEN BRI R (LDAP) R FE X RM Elytron T2, RIRT JBoss EAP RS SO HIE
AR5 28 LERBRIN AR,

13
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STF SRR BRGI, A T LT LDAP R #i4& = (LDIF) :

dn: ou=Users,dc=wildfly,dc=org
objectClass: organizationalUnit
objectClass: top

ou: Users

dn: uid=user1,ou=Users,dc=wildfly,dc=org
objectClass: top

objectClass: person

objectClass: inetOrgPerson

cn: useri

sn: user1

uid: useri

userPassword: userPassword1

dn: ou=Roles,dc=wildfly,dc=org
objectclass: top

objectclass: organizationalUnit
ou: Roles

dn: cn=Admin,ou=Roles,dc=wildfly,dc=org
objectClass: top

objectClass: groupOfNames

cn: Admin

member: uid=user1,ou=Users,dc=wildfly,dc=org

AFREIE LDAP EESEHINT -

LDAP URL : Idap://10.88.0.2

LDAP admin Z75 : secret
IREBEIARFKME Elytron 5 LDAP BRSS 2151,

LDAP admin AT 934 #5(DN): (ch=admin,dc=wildfly,dc=org)

LDAP #1#4 : wildfly
MR EBEENLET, NEILH Example Inc,

LDAP 13 : wildfly.org
X2 FERE LDAP #RSZEN TR AT,

FRFH

Y=

14

MERE T —1 LDAP &5 7Fh#.,

e JBoss EAP IEfEiz21T,

. BBE— MR URL MBS ETX, URATEES LDAP RS 2SHIELR,

/subsystem=elytron/dir-
context=<dir_context_name>:add(url="<LDAP_URL>",principal="<principal_distinguished_na
me>",credential-reference=<credential_reference>)
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Example

/subsystem=elytron/dir-
context=exampleDirContext:add(url="ldap://10.88.0.2",principal="cn=admin,dc=wildfly,dc=org",c
redential-reference={clear-text="secret"})

{"outcome" => "success"}

2. QE—1BIABETXH LDAP i, 1EERREN DN IKAFHRA AR,

Wk

/subsystem=elytron/ldap-realm=<I/dap_realm name>add:(dir-
context=<dir_context_name>,identity-mapping=search-base-
dn="ou=<organization_unit>,dc=<domain_component>",rdn-
identifier="<relative_distinguished _name_identifier>",user-password-mapper=
{from=<password_attribute_names},attribute-mapping=[{filter-base-
dn="ou=<organization_unit>,dc=<domain_component>" filter="<ldap_filter>",from="<ldap_attr
ibute_name>"to="<identity attribute_name>"}]})

Example

/subsystem=elytron/ldap-realm=exampleLDAPRealm:add(dir-
context=exampleDirContext,identity-mapping={search-base-
dn="ou=Users,dc=wildfly,dc=org",rdn-identifier="uid",user-password-mapper=
{from="userPassword"},attribute-mapping=[{filter-base-
dn="ou=Roles,dc=wildfly,dc=org" filter="(&(objectClass=groupOfNames)(member=
{1})",from="cn";to="Roles"}]})

{"outcome" => "success"}

HIE, BRI LUERXAMERGBRZ 2, 5 failover-realm, distributed-realm = aggregate-realm
FHEEEEH. FLAILLA Idap-realm EZ&— caching-realm SR FEIKMER, FHiREMHEE

1.3.2.2. {£ Elytron "I il —4" filesystem-realm

BBE— MHRETXUHRENF D EEIIED Elytron £21, IR JBoss EAP IRSS 2 OHIERS /L
BN RRRF,

FRFH

e JBoss EAP IEfEiz21T,

Y=

1. 7E Elytron |2 — filesystem-realm,
Wik
I /subsystem=elytron/filesystem-realm=<filesystem_realm_name>:add(path=<file_path>)

Example

15
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/subsystem=elytron/filesystem-realm=exampleFileSystemRealm:add(path=fs-realm-
users,relative-to=jboss.server.config.dir)
{"outcome" => "success"}

2. MASARMEE, FEERSNAR,
a. WIEFA.

Wk

/subsystem=elytron/filesystem-realm=<filesystem_realm name>:add-
identity(identity=<user_name>)

Example

/subsystem=elytron/filesystem-realm=exampleFileSystemRealm:add-
identity(identity=user2)
{"outcome" => "success"}

b. K& R,
Wk

/subsystem=elytron/filesystem-realm=<filesystem_realm name>:set-
password(identity=<user_name>, clear={password=<password>})

Example

/subsystem=elytron/filesystem-realm=exampleFileSystemRealm:set-
password(identity=user2, clear={password="passwordUser2"})
{"outcome" => "success"}

c. NAPXEAE,

Wk

/subsystem=elytron/filesystem-realm=<filesystem_realm name>:add-identity-
attribute(identity=<user_name>, name=<roles_attribute _name>, value=
[<role_1>,<role_N>])

Example

/subsystem=elytron/filesystem-realm=exampleFileSystemRealm:add-identity-
attribute(identity=user2, name=Roles, value=["Admin","Guest"])
{"outcome" => "success"}

WIE, ERLUMER XN ERLE—NRL, =5 failover-realm, distributed-realm % aggregate-
realm B 7 —MEEFH,

1.3.3. 1 Elytron Al — distributed-realm

16
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1E Elytron Al — distributed-realm, L5|AIEMNEL LI RIERSD. A distributed-realm ©]

B—1NRel, XREERmMNEBEEIRS 2R LN BRFERINS DK IERZ,
FeREH
e JBoss EAP IEfEiz21T,
o REAIE T E7 distributed-realm 2| BV,
pi% &2
1. QE—1 B BIIAEZ2EM distributed-realm,
&k

/subsystem=elytron/distributed-realm=<distributed_realm_name>:add(realms=
[<security _realm 1>, <security_realm_2>, ..., <security realm N>])

Example

/subsystem=elytron/distributed-realm=exampleSecurityRealm:add(realms=
[exampleLDAPRealm, exampleFileSystemRealm])
{"outcome" => "success"}

2. Q- AGRNSE, REBEERNIAE,
Wik
I /subsystem=elytron/simple-role-decoder=<role_decoder _namex>:add(attribute=<attribute>)
Example

/subsystem=elytron/simple-role-decoder=from-roles-attribute:add(attribute=Roles)
{"outcome" => "success"}

3. f|E— 2| distributed-realm H L 215, LIKk A GRS,

Wk

/subsystem=elytron/security-domain=<security _domain_name>:add(realms=
[{realm=<distributed_realm_name>,role-decoder=<role_decoder_name>}],default-
realm=</dap_realm_namex>,permission-mapper=<permission_mapper>)

Example

/subsystem=elytron/security-domain=exampleSecurityDomain:add(default-
realm=exampleSecurityRealm,permission-mapper=default-permission-mapper,realms=
[{realm=exampleSecurityRealm,role-decoder="from-roles-attribute"}])

{"outcome" => "success"}

IWE, EAUERRMNZLERAEEREDMNARFRMFMEIEMRN, UFELER, HESH R

FERKREANAER.
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HibFR
e distributed-realm Bt
e security-domain B4

e simple-role-decoder [ %

1.4. QIR B

1.4.1. Elytron FRBY#BE 5781

IREILUTE Elytron RECEIEL B L2 failover-realm , HEIAFHNNAEN R LY, UEBEE—IMLLHE
KIS, Elytron R A —ME RN &R

Elytron 84 failover-realm 3| N L £ :
e delegate-realm : EFHANERLH,
e failover-realm : ZREFRHNRE,

failover-realm Bgi& {4l

/subsystem=elytron/failover-realm=exampleSecurityRealm:add(delegate-
realm=exampleLDAPRealm,failover-realm=exampleFileSystemRealm)

EfI%, exampleLDAPRealm @— Idap-realm, FA{EZfkis, exampleFileSystemRealm &—%
filesystem-realm, FA{F failover-realm., #RE Idap-realm kI, Elytron $H{#H filesystem-realm 717
B3 IEFNIRA,

—

==
1f failover-realm 1, REY delegate-realm kNffF & failover-realm, MR 5
delegate-realm FYEEERINMER I EIFTEN &2, WAV fail-over 1%, EERELD
RRIFMER, EEA distributed-realm,

1.4.2. QI WPEL IR AT IR 2B~ P

LUFRBIESR T 63 Idap-realm # filesystem-realm, f&a LUTE failover-realm F5| X% 215,

1.4.2.1. 7t Elytron ;RfIsh il —4 Idap-realm

SIBBREEN B FIH A IL(LDAP) B EME 7 Elytron Z218, R JBoss EAP RS8R BEONIE
fR523 EERERIN AR,

STF SRR BRGI, A T LT LDAP B #i4& = (LDIF) :

dn: ou=Users,dc=wildfly,dc=org
objectClass: organizationalUnit
objectClass: top

ou: Users

dn: uid=user1,ou=Users,dc=wildfly,dc=org
objectClass: top

18
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objectClass: person
objectClass: inetOrgPerson
cn: useri

sn: useri

uid: user1

userPassword: userPassword1

dn: ou=Roles,dc=wildfly,dc=org
objectclass: top

objectclass: organizationalUnit
ou: Roles

dn: cn=Admin,ou=Roles,dc=wildfly,dc=org
objectClass: top
objectClass: groupOfNames

cn: Admin
member: uid=user1,ou=Users,dc=wildfly,dc=org

AT RAIH LDAP EESHIMT :
e LDAP URL : Idap://10.88.0.2

e | DAP admin 4 : secret
IREE I ARAR K Elytron 5 LDAP RS 25158,

® LDAP admin A2 ##&F5(DN): (cn=admin,dc=wildfly,dc=org)

e L DAP ##4 : wildfly
MREBIRENMLLH, EILH Example Inc,

e [DAP 13 : wildfly.org
X2 ERE LDAP #RSZENT TR AT,

SeRFMH
o MERE T — LDAP &5 7FhE,
® JBoss EAP IEFEIZ1T,
i =
1 BE—MRMH URL WBEF LT, URBTFEEL LDAP IRFSEHFHEA,
/subsystem=elytron/dir-

context=<dir_context_name>:add(url="<LDAP_URL>",principal="<principal_distinguished_na
me>",credential-reference=<credential_reference>)

Example

/subsystem=elytron/dir-
context=exampleDirContext:add(url="ldap://10.88.0.2",principal="cn=admin,dc=wildfly,dc=org",c
redential-reference={clear-text="secret"})

{"outcome" => "success"}

2. QE—BIABETXH LDAP i, 1EERREN DN IKAFHRA AR,
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Wik

/subsystem=elytron/ldap-realm=<I/dap_realm name>add:(dir-
context=<dir_context_namex,identity-mapping=search-base-
dn="ou=<organization_unit>,dc=<domain_component>",rdn-
identifier="<relative_distinguished _name_identifier>",user-password-mapper=
{from=<password_attribute_names},attribute-mapping=[{filter-base-
dn="ou=<organization_unit>,dc=<domain_component>" filter="<ldap_filter>",from="<Ildap_attr
ibute_name>"to="<identity attribute_name>"}]})

Example

/subsystem=elytron/ldap-realm=exampleLDAPRealm:add(dir-
context=exampleDirContext,identity-mapping={search-base-
dn="ou=Users,dc=wildfly,dc=org",rdn-identifier="uid",user-password-mapper=
{from="userPassword"},attribute-mapping=[{filter-base-
dn="ou=Roles,dc=wildfly,dc=org" filter="(&(objectClass=groupOfNames)(member=
{1})",from="cn" to="Roles"}]})

{"outcome" => "success"}

HIE, BRI LUERXAMERGERZ 21, 5 failover-realm, distributed-realm = aggregate-realm
FEEEEFH. KLU Idap-realm E2&—4 caching-realm K& FEHNLR, HiREMERE,

1.4.2.2. 7t Elytron ;RfIFh il —4" filesystem-realm

BBE—PMHRETXUHRENF D EEED Elytron £21, IR JBoss EAP IRSS 2 OHIERS /L
EHREBHN BRRF,

FRFM

e JBoss EAP IEfEiz21T,

AR
1. 7E Elytron |2 — filesystem-realm,
Wik
I /subsystem=elytron/filesystem-realm=<filesystem_realm_name>:add(path=<file_path>)

Example

/subsystem=elytron/filesystem-realm=exampleFileSystemRealm:add(path=fs-realm-
users,relative-to=jboss.server.config.dir)
{"outcome" => "success"}

2. MASARMEE, FEERSNAR,
a. WIEFA.

Wk
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/subsystem=elytron/filesystem-realm=<filesystem_realm name>:add-
identity(identity=<user_name>)

Example

/subsystem=elytron/filesystem-realm=exampleFileSystemRealm:add-
identity(identity=user1)
{"outcome" => "success"}

b. KERF R,

Wk

/subsystem=elytron/filesystem-realm=<filesystem_realm name>:set-
password(identity=<user_name>, clear={password=<password>})

Example

/subsystem=elytron/filesystem-realm=exampleFileSystemRealm:set-
password(identity=user1, clear={password="passwordUser1"})
{"outcome" => "success"}

c. NAPXEAE,

Wk

/subsystem=elytron/filesystem-realm=<filesystem_realm name>:add-identity-
attribute(identity=<user_name>,name=<roles_attribute_name>, value=
[<role_1>,<role_N>])

Example

/subsystem=elytron/filesystem-realm=exampleFileSystemRealm:add-identity-
attribute(identity=user1, name=Roles, value=["Admin","Guest"])
{"outcome" => "success"}

WA, B LUER XN EEGE—1NRL, 55 failover-realm, distributed-realm =X aggregate-
realm F Y7 —NMEEFH,

1.4.3. 7£ Elytron & —" failover-realm

7 Elytron ROIR— I ERB R e, ERNEREEIANERE. EEANKINELUIKRIIEELS
. Elytron EERKIMFIEREENRELSE, FRAREEHERZSY, kAEEZOFRSSHL
ERZBHIN R AN B2 FEFIRAL

FoRFH

e JBoss EAP IEfEiz21T,

BB T HRAFEIRFMRIEELLE,
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pi% &2
1. MIIEHNZ 2 AE— failover-realm,

Wk

/subsystem=elytron/failover-realm=<failover_realm_name>.add(delegate-
realm=<realm_to_use by default>failover-realm=<realm to_use as backup>)

Example

/subsystem=elytron/failover-realm=exampleSecurityRealm:add(delegate-
realm=exampleLDAPRealm,failover-realm=exampleFileSystemRealm)
{"outcome" => "success"}

2. Q-1 AGRNSE, REBEERNIAE,
Wik
I /subsystem=elytron/simple-role-decoder=<role_decoder _name>:add(attribute=<attribute>)
Example

/subsystem=elytron/simple-role-decoder=from-roles-attribute:add(attribute=Roles)
{"outcome" => "success"}

3. f|E— 2| failover-realm f1 A G AL BN LD,

Wk

/subsystem=elytron/security-domain=<security domain_name>:add(default-
realm=<failover_realm_namex>,permission-mapper=default-permission-mapper,realms=
[{realm=<failover_realm_namex,role-decoder="<role_decoder_name>"}))

Example

/subsystem=elytron/security-domain=exampleSecurityDomain:add(default-
realm=exampleSecurityRealm,permission-mapper=default-permission-mapper,realms=
[{realm=exampleSecurityRealm,role-decoder="from-roles-attribute"}])

{"outcome" => "success"}

WiE, EUUERLBRNRZEERAEEREMNARFRNSHRIENRN, MFERSER, E5H &
FERKREANAER.

HibFR
e failover-realm E %t
e security-domain B4

e simple-role-decoder [ %
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1.5. O] JAAS 15

1.5.1. Elytron FAEJ JAAS 15

Java INIEFNERAAR S5 (JAAS) IS jaas-realm @ — R £18, EA LR elytron FREIF AP HIE
BIEMoBRAr AGERE B E LEFRESL,

& LUE A jaas-realm %1 JBoss EAP B2 R MEAM 2 EEMN A,

JAAS 15385 #1441t javax.security.auth.login.LoginContext (E{# JAAS BE X4 s B E KK
) kBIER P ERE, .

B EHLE javax.security.auth.login.LoginContext.LoginModule £ OBYSEH], X LESLINVE N
JBoss EAP #BHURINEIARSS 2, FE JAAS BREXHHIEEE],

JAAS BgiE LR HI

test { ﬂ

loginmodules.CustomLoginModule1 optional; 9
loginmodules.CustomLoginModule2 optional myOption1=true myOption2=exampleOption; 6
b

ﬂ BciE jaas-realm I {F A B B E TR,
9 FRAHEAIMEERESL, EaILUER JAAS E LB E. IEEZER, 1H5H Oracle Java
SE AYABEY JAAS B R ERE XX,
9 fFRE R EFLTE R,
EE R S BN TIA G X 8 4
A LME A 2 HERFBERMBIMERERIRIN S0P, 2 2EMIMEIUENAT, EAHREN
HE, WAFE, S8EERN,
Elytron FZKEXFIBLET &2, #0FAR7R :
o FRIEHFE javax.security.auth.Subject KRB, EWRFMDIIEH T,
o FHELIF%A java.security.Principal S5 principal 52 x5k,

e Elytron £/ org.wildfly.security.auth.server.Securityldentity 32X R &5 B IERE .,
Elytron ¥ #&7BR5} £ Securityldentity .

FHH A HERFNBBEEUTHNNE L FHHERE
o EMM key B FHAMEHLLF, A@Eid principal.getClass().getSimpleName() ViR K1#5.
o value 2 A MEFR, @i principal.getName() B 1K1S,
o WFRE—REM F4, XLEEKMMBIBER THEES.

Hh iR
o FELBEEN JAAS BEFiER
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e 7t Elytron A& — jaas-realm
e I 2k Javadocs

e I {k 2 Javadocs

1.5.2. F X BE X JAAS B RiEHR
B LGB E X Java BRRIEFIRINARSS (JAAS) B AL L B & L B DI UEF IR ThRE,

IRET LLRIY Elytron FR4HH jaas-realm, {EREMEBENN BREFE, BEFRERFEZMBM—LRY, &
LS e 1/EH JBoss EAP i8S E R,

_ UTRBOUENROIRM, MREESEEZRTNARRE, WA UBTXLESE, Bk
. IJmEFH*Er//J\\jJD%’17}?’41E5F[HX7FR

1.5.2.1. 5 JAAS ERERFF 4 fllEE—4 Maven TiH

EOIBEE X Java BRKIEFIRINARSS (JAAS) B K&, EF0IE— BB EEIIiF B rEWH
Maven 5l H,

FTRFH

o MBERET Maven, MMFEZER, 1HSH T4k Apache Maven,

¥ =
1. 7£ CLI F{EFH mvn S5 EEL— Maven B, tbar$ AT B QBB REEH, L&k pom.xml
Fo & S
Wik

$ mvn archetype:generate \
-Dgroupld=<group-to-which-your-application-belongs> \
-Dartifactld=<name-of-your-application>\
-DarchetypeGroupld=org.apache.maven.archetypes \
-DarchetypeAtrtifactld=maven-archetype-simple \
-DinteractiveMode=false

Example

$ mvn archetype:generate \
-Dgroupld=com.example.loginmodule \
-Dartifactld=example-custom-login-module \
-DarchetypeGroupld=org.apache.maven.archetypes \
-DarchetypeAtrtifactld=maven-archetype-simple \
-DinteractiveMode=false

2. HMEINARFRE R,
Wk
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I $ cd <name-of-your-application>
Example
I $ cd example-custom-login-module

3. FAERNB pom.xml SXHHRBEHR ALK :

<?xml version="1.0" encoding="UTF-8"7>
<project xmins="http://maven.apache.org/POM/4.0.0"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://maven.apache.org/POM/4.0.0
http://maven.apache.org/xsd/maven-4.0.0.xsd">
<modelVersion>4.0.0</modelVersion>

<groupld>custom.loginmodules</groupld>
<artifactld>custom-login-modules</artifactld>
<version>1.0</version>
<dependencies>
<dependency>
<groupld>org.wildfly.security</groupld>
<artifactld>wildfly-elytron</artifactld>
<version>1.17.2.Final</version>
</dependency>
<dependency>
<groupld>jakarta.security.enterprise</groupld>
<artifactld>jakarta.security.enterprise-api</artifactid>
<version>3.0.0</version>
</dependency>
</dependencies>

<properties>
<maven.compiler.source>11</maven.compiler.source>
<maven.compiler.target>11</maven.compiler.target>
</properties>

</project>

4. MIpRE % site #1 test, A NABFEEEA ],

$ rm -rf src/site/
$ rm -rf src/test/

o HENARFRERH, WALUTHS:

I $ mvn install

Z

BRBEIRLN TR

[INFO] -
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[INFO] BUILD SUCCESS
[INFQO]
[INFO] Total time: 1.404 s

[INFQO] Finished at: 2022-04-28T13:55:18+05:30
[INFQO]

HAE, EeTLAOE B E LB JAAS FRER,

1.5.2.2. R HE X B JAAS EFKEH

@it A8 S javax.security.auth.spi.LoginModule ## OB 2E K02 B € LB Java BD 5 UEFIRINAR
F(JAAS)BKAES, A, NHBEENERERVBERTILIN JAAS B E X4,

LI FEH, <application_home> 15A S &N FATEF pom.xml B2 iE 4B B %,

FRFH

o HMBEGIET—1 Maven liH,
MEBRLZER, BESH N JAAS B RETF L QI — Maven T H

AR
1. BIB— /BT EM Java SUEFRIB K,

Wik
I $ mkdir -p src/main/java/<path_based _on_artifactID>
Example
I $ mkdir -p src/main/java/com/example/loginmodule
2. EMEEERXHNE R,
Wik
I $ cd src/main/java/<path_based_on_grouplD>
Example
I $ cd src/main/java/com/example/loginmodule
3. MHIBRERHISX 4+ App.java,
I $ rm App.java
4. HBEENEFEYSRLE—/ X4 ExampleCustomLoginModule.java,

package com.example.loginmodule;

import org.wildfly.security.auth.principal.NamePrincipal;
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import javax.security.auth.Subject;

import javax.security.auth.callback.Callback;

import javax.security.auth.callback.CallbackHandler;
import javax.security.auth.callback.NameCallback;
import javax.security.auth.callback.PasswordCallback;
import javax.security.auth.callback.UnsupportedCallbackException;
import javax.security.auth.login.LoginException;
import javax.security.auth.spi.LoginModule;

import java.io.lOException;

import java.security.Principal;

import java.util.Arrays;

import java.util.HashMap;

import java.util.Map;

public class ExampleCustomLoginModule implements LoginModule {

private final Map<String, char[]> usersMap = new HashMap<String, char{]>();
private Principal principal;

private Subject subject;

private CallbackHandler handler;

/**
* In this example, identities are created as fixed Strings.
* The identities are:
* user1 has the password passwordUser1

user2 has the password passwordUser2

*

*

* Use these credentials when you secure management interfaces
* or applications with this login module.

* In a production login module, you would get the identities

* from a data source.

*

7

@Override
public void initialize(Subject subject, CallbackHandler callbackHandler, Map<String, 7>
sharedState, Map<String, ?> options) {
this.subject = subject;
this.handler = callbackHandler;
this.usersMap.put("user1”, "passwordUser1".toCharArray());
this.usersMap.put("user2", "passwordUser2".toCharArray());

}

@Override
public boolean login() throws LoginException {
// obtain the incoming username and password from the callback handler
NameCallback nameCallback = new NameCallback("Username");
PasswordCallback passwordCallback = new PasswordCallback("Password", false);
Callback][] callbacks = new Callback[]{nameCallback, passwordCallback};
try {
this.handler.handle(callbacks);
} catch (UnsupportedCallbackException | IOException e) {
throw new LoginException("Error handling callback: " + e.getMessage());
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}

final String username = nameCallback.getName();
this.principal = new NamePrincipal(username);
final char[] password = passwordCallback.getPassword();

char[] storedPassword = this.usersMap.get(username);
if (Arrays.equals(storedPassword, password)) {
throw new LoginException("Invalid password");
} else {
return true;
}
}

/**
* user1 is assigned the roles Admin, User and Guest.
*In a production login module, you would get the identities
* from a data source.

*

7

@Override
public boolean commit() throws LoginException {
if (this.principal.getName().equals("user1")) {
this.subject.getPrincipals().add(new Roles("Admin"));
this.subject.getPrincipals().add(new Roles("User"));
this.subject.getPrincipals().add(new Roles("Guest"));
}

return true;

}

@OQverride
public boolean abort() throws LoginException {
return true;

}

@Override

public boolean logout() throws LoginException {
this.subject.getPrincipals().clear();
return true;

}

/**

* Principal with simple classname 'Roles’ will be mapped to the identity's attribute with
name 'Roles’.

Y/

private static class Roles implements Principal {

private final String name;

Roles(final String name) {
this.name = name;

}

/**
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* @return name of the principal. This will be added as a value to the identity's attribute
which has a name equal to the simple name of this class. In this example, this value will be
added to the attribute with a name 'Roles’.

Y/

public String getName() {
return this.name;

}
}
}

5. £ <application_home> B H {3 JAAS EZE X4 JAAS-login-modules.conf,

exampleConfiguration {
com.example.loginmodule.ExampleCustomLoginModule optional;

I
e exampleConfiguration 25 H &,
e com.example.loginmodule.ExampleCustomLoginModule 2 & &&EHk,
e optional 25,
6. JIEEREIR,

$ mvn package

[INFO]
[INFO] BUILD SUCCESS
[INFO]
[INFO] Total time: 1.321 s

[INFO] Finished at: 2022-04-28T14:16:03+05:30
[INFO]

WAE, 1ERILAGRFR &SRR RIRYT JBoss EAP BIR REMERERN AERE,

1.5.3. 1 Elytron A Al — jaas-realm

B H Java INEFIRINRSS (JAAS) A B E LB RER T #HH Elytron B2, FIRI JBoss EAP fRSS
RATSHENN RREF, FRLEERIERSSE,

FRFH

o MEMAELERBERITEN JAR,
B ROIE KRR, HSH T4 B E LB JAAS BoREDR,

e JBoss EAP IEfEiz21T,

it =

. EESIE CLI, JS&EFES JAR {F RIS JBoss EAP,

Wk
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module add --name=<name_of the_login_moudle> --
resources=<path_to_the login_module_jar> --dependencies=org.wildfly.security.elytron

Example

module add --name=exampleLoginModule --resources=<path to_login_module>/custom-
login-modules-1.0.jar --dependencies=org.wildfly.security.elytron

2. MEFIEHLAD JAAS B RECE X013 jaas-realm,

Wk

/subsystem=elytron/jaas-realm=<jaas realm_name>:add(entry=<entry-
name>,path=<path_to_module_config_file>,module=<name_of the login_module>,callback-
handler=<name_of _the_optional _callback handler>)

Example

/subsystem=elytron/jaas-
realm=exampleSecurityRealm:add(entry=exampleConfiguration,path=<path_to _login_module
>/JAAS-login-modules.conf,module=exampleLoginModule)

3. B8 —15|H jaas-realm HZ&Z 215,

Wk

/subsystem=elytron/security-domain=<security domain_name>:add(default-
realm=<jaas_realm_name> realms=[{realm=<jaas_realm_name>}],permission-
mapper=default-permission-mapper)

Example

/subsystem=elytron/security-domain=exampleSecurityDomain:add(default-
realm=exampleSecurityRealm,realms=[{realm=exampleSecurityRealm}],permission-
mapper=default-permission-mapper)

{"outcome" => "success"}

WiE, EUUERLBRNRZEERAEEREMNARFRANSHEIENRN. MFERSER, ESH &
FERKREmANAER.

Heth BT
e module S EE
e jaas-realm BM%

e security-domain B4
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B2ERIEEFANNAER

2.1. MEEFRERIN S 955 UEF IR

ERLONERREAMBFHOEILIRN, UEERREERETEl]l. BEERMSMIIERENETRE
BRE, AP AEREIL,

R LURER AT A3 7A R JBoss EAP EIR S :

o EIH CLI
®id EE—1 sasl-authentication-factory,

o FEPHIAB
#id EE— http-authentication-factory.
FeRFH
o MENET -1 5IRLLENELE,

e JBoss EAP IEfEiz21T,

i =
1. Bl —" http-authentication-factory =X sasl-authentication-factory,

o fiJ— http-authentication-factory.,
Wk

/subsystem=elytron/http-authentication-factory=<authentication_factory name>:add(http-
server-mechanism-factory=global, security-domain=<security domain_name>,
mechanism-configurations=[{mechanism-name=<mechanism-name>, mechanism-realm-
configurations=[{realm-name=<realm_namex>}1}])

Example

/subsystem=elytron/http-authentication-factory=exampleAuthenticationFactory:add(http-
server-mechanism-factory=global, security-domain=exampleSecurityDomain,
mechanism-configurations=[{mechanism-name=BASIC, mechanism-realm-
configurations=[{realm-name=exampleSecurityRealm}]}])

{"outcome" => "success"}

o fiJ— sasl-authentication-factory.
Wk

/subsystem=elytron/sasl-authentication-

factory=<sas/_authentication_factory name>.add(security-

domain=<security _domain>,sasl-server-factory=configured,mechanism-configurations=
[{mechanism-name=<mechanism-name>,mechanism-realm-configurations=[{realm-
name=<realm_names}1}])

Example
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/subsystem=elytron/sasl-authentication-
factory=exampleSaslAuthenticationFactory:add(security-
domain=exampleSecurityDomain,sasl-server-factory=configured,mechanism-
configurations=[{mechanism-name=PLAIN,mechanism-realm-configurations=[{realm-
name=exampleSecurityRealm}]}])

{"outcome" => "success"}

2. BETEERM,
e {#f http-authentication-factory /R EIRILEH A,

Wk

/core-service=management/management-interface=http-interface:write-
attribute(name=http-authentication-factory, value=<authentication_factory name>)

Example

/core-service=management/management-interface=http-interface:write-
attribute(name=http-authentication-factory, value=exampleAuthenticationFactory)

{

"outcome" => "success",
"response-headers" => {
"operation-requires-reload" => true,
"process-state" => "reload-required”
}
}

e {#FH sasl-authentication-factory /R & CLI,

Wk

/core-service=management/management-interface=http-interface:write-

attribute(name=http-upgrade,value={enabled=true,sasl-authentication-
factory=<sasl_authentication factory>})

Example

/core-service=management/management-interface=http-interface:write-
attribute(name=http-upgrade,value={enabled=true,sasl-authentication-
factory=exampleSaslAuthenticationFactory})

{

"outcome" => "success",
"response-headers" => {
"operation-requires-reload" => true,
"process-state" => "reload-required"
}
}

3. EFINEARSS .

I reload

32



B 25 FKPERREANAER

o ERIFEERZHEREFTEIMEIEMBZTN, HFMEIGT
http://127.0.0.1:9990/console/index.html B EEILHI&,
KR TEEARFBEG,
o ERIFEE CLIZEFEFMIIEMEA, HEAUTRSEINEE CL :
I $ bin/jboss-cli.sh --connect
KR TR BMBEE,
Heth TR

e http-authentication-factory B

e sasl-authentication-factory B4

2.2, AR EE N AR R T B AR IR
EABIAR S HNR S HRIEAR U AR . T8 BRI U R OURA,

2.2.1. 7/ aggregate-realm 7% —PNE .89 Web N RIEZF
B LLOIEE — MR S Web B SREBEL B 2215 l,

-
DR MMENTRAIRE, MEEEEERTUNERR, NeUBGTXESE, EEE
B [N ARE RS UE R,

2.2.1.1. 5 web N ARRRFFF A4 SI#—4 maven Tl H

EHEB—1 web N, BB —NEBREEITMNB KL Maven TiE,

FRFH

o MEBRET Maven, MMFEZER, 1S T Apache Maven,

iz
1. A mvn MESEI—D Maven TiH, ZeSHIRUIENE R KR pom.xml BB&E X4,

Wk

$ mvn archetype:generate \
-Dgroupld=${group-to-which-your-application-belongs} \
-Dartifactld=${name-of-your-application} \
-DarchetypeGroupld=org.apache.maven.archetypes \
-DarchetypeArtifactld=maven-archetype-webapp \
-DinteractiveMode=false

Example

33


http://127.0.0.1:9990/console/index.html
https://maven.apache.org/download.cgi

Red Hat JBoss Enterprise Application Platform 8.0 2 B3 A N AEFNEER T

$ mvn archetype:generate \
-Dgroupld=com.example.app \
-Dartifactld=simple-webapp-example \
-DarchetypeGroupld=org.apache.maven.archetypes \
-DarchetypeArtifactld=maven-archetype-webapp \
-DinteractiveMode=false

2. HABINARFEREXR :
Wik
I $ cd <name-of-your-application>
Example
I $ cd simple-webapp-example

3. FERNB pom.xml SXHHRBEEH A LLT K :
<?xml version="1.0" encoding="UTF-8"?>

<project xmIns="http://maven.apache.org/POM/4.0.0"

xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://maven.apache.org/POM/4.0.0

http://maven.apache.org/xsd/maven-4.0.0.xsd">
<modelVersion>4.0.0</modelVersion>

<groupld>com.example.app</groupld>
<artifactld>simple-webapp-example</artifactid>
<version>1.0-SNAPSHOT</ersion>
<packaging>war</packaging>

<name>simple-webapp-example Maven Webapp</name>
<I-- FIXME change it to the project's website -->
<url>http://www.example.com</url>

<properties>
<project.build.sourceEncoding>UTF-8</project.build.sourceEncoding>
<maven.compiler.source>11</maven.compiler.source>
<maven.compiler.target>11</maven.compiler.target>

</properties>

<dependencies>

<dependency>
<groupld>jakarta.servlet</groupld>
<artifactld>jakarta.servlet-api</artifactld>
<version>6.0.0</version>
<scope>provided</scope>

</dependency>

<dependency>
<groupld>org.wildfly.security</groupld>
<artifactld>wildfly-elytron-auth-server</artifactld>
<version>1.19.0.Final</version>

</dependency>
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</dependencies>

<build>
<finalName>${project.artifactld}</finalName>
<plugins>
<plugin>
<groupld>org.wildfly.plugins</groupld>
<artifactld>wildfly-maven-plugin</artifactld>
<version>2.1.0.Final</version>
</plugin>
</plugins>
</build>

</project>
o HENAREFRERF, MALUTHS :
I $ mvn install

BRBFIRLN TR

[INFO]
[INFO] BUILD SUCCESS
[INFO]

[INFO] Total time: 0.795 s
[INFO] Finished at: 2022-04-28T17:39:48+05:30
[INFO]

WIE, BB — web N R

2.2.1.2. BE—1 Web N ARERF

B 25 FKPERREANAER

AE— Web N AR, EFESE— servlet, BfHREIMNEFZME - ZAHEMBHEARERWAF &, W0

RERBERMAF, servlet fHREIXXA"NO AUTHENTICATED USER",

FTRFH

o MBEGIET —1 Maven liH,

e JBoss EAP IEfEiz21T,

AR
1. BIB— BT EM Java SUEFRIB %,

Wk

I $ mkdir -p src/main/java/<path_based _on_artifactiD>

Example
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I $ mkdir -p src/main/java/com/example/app

2. AIfEHE ¥,
Wik
I $ cd src/main/java/<path_based on_artifactiD>
Example
I $ cd src/main/java/com/example/app

3. EALUTRAE—1 securedServlet.java S :

package com.example.app;

import java.io.lOException;
import java.io.PrintWriter;
import java.security.Principal;
import java.util. ArrayList;
import java.util.Collection;
import java.util.lterator;
import java.util.List;

import java.util.Set;

import jakarta.servlet.ServletException;
import jakarta.servlet.annotation.WebServlet;
import jakarta.servlet.http.HttpServlet;
import jakarta.servlet.http.HttpServletRequest;
import jakarta.servlet.http.HttpServletResponse;
import org.wildfly.security.auth.server.SecurityDomain;
import org.wildfly.security.auth.server.Securityldentity;
import org.wildfly.security.authz.Attributes;
import org.wildfly.security.authz.Attributes.Entry;
/**
* A simple secured HTTP servlet. It returns the user name and
* attributes obtained from the logged-in user's Principal. If
* there is no logged-in user, it returns the text
*"NO AUTHENTICATED USER".
v

@WebServlet("/secured")
public class SecuredServlet extends HttpServlet {

@Override

protected void doGet(HttpServietRequest req, HitpServletResponse resp) throws

ServletException, IOException {
try (PrintWriter writer = resp.getWriter()) {

Principal user = req.getUserPrincipal();

Securityldentity identity = SecurityDomain.getCurrent().getCurrentSecurityldentity();

Attributes identityAttributes = identity.getAttributes();
Set <String> keys = identityAttributes.keySet();
String attributes = "<ul>";
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for (String attr : keys) {
attributes += "<li> " + attr + " : " + identityAttributes.get(attr).toString() + "</li>";

}

attributes+="</ul>";

writer.printin("<htmlI>");

writer.printin(" <head><title>Secured Servlet</title></head>");
writer.printin(" <body>");

writer.printin(" <h1>Secured Servlet</h1>");

writer.printin("  <p>");

writer.print(" Current Principal ");

writer.print(user != null ? user.getName() : "NO AUTHENTICATED USER");
writer.print("");

writer.print(user != null ? "\n" + attributes : "");

writer.printin("  </p>");

writer.printin(" </body>");

writer.printin("</htmI>");

}
4. ENARFRERHD, FERUTHSHFNARER

$ mvn package

[INFO]
[INFO] BUILD SUCCESS
[INFO]
[INFO] Total time: 1.015 s

[INFO] Finished at: 2022-04-28T17:48:53+05:30
[INFO]

5. #ENA.

I $ mvn wildfly:deploy

o ENNIERT, Sf1E http:/localhost:8080/simple-webapp-example/secured.
BRKEILTER :

Secured Servlet
Current Principal 'NO AUTHENTICATED USER'

R RBRINIIEAE], ATLUE R LA N AR
WAE, EALUERREERFET I MNARE, IHERALEE SORIERNAESF A LTFE,

2.2.2. BN AR RINE 25 IEF IR

BRI ERREERA Web N ARFRIMBFMEIEFIRN, LU EATRT. 2ERNNSHOEIERRNE
ilA] web N ARTRRF, R WIEIAEREIL.
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FeREH
o MBEUIET —13IRARLENZLE,
e IRE7E JBoss EAP tEZE TN AR,

e JBoss EAP IEfEiz21T,

i

1. 1£ undertow FX%%; FfciE—application-security-domain :
Wik

/subsystem=undertow/application-security-
domain=<application_security domain_name>:add(security-
domain=<security _domain_name>)

Example

/subsystem=undertow/application-security-
domain=exampleApplicationSecurityDomain:add(security-domain=exampleSecurityDomain)
{"outcome" => "success"}

2. BREN B2 web.xml LUR N BIEFE KR,
Gk

</DOCTYPE web-app PUBLIC
"-//Sun Microsystems, Inc.//DTD Web Application 2.3//EN"
"http://java.sun.com/dtd/web-app_2_3.dtd" >

<web-app>

<!I-- Define the security constraints for the application resources.
Specify the URL pattern for which a challenge is -->

<security-constraint>
<web-resource-collection>
<web-resource-name></-- Name of the resources to protect --></web-resource-name>
<url-pattern> </-- The URL to protect --></url-pattern>
</web-resource-collection>

<I-- Define the role that can access the protected resource -->
<auth-constraint>
<role-name> </-- Role name as defined in the security domain --></role-name>
<!I-- To disable authentication you can use the wildcard *
To authenticate but allow any role, use the wildcard **. -->
</auth-constraint>
</security-constraint>

<login-config>
<auth-method>
<I-- The authentication method to use. Can be:
BASIC
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CLIENT-CERT

DIGEST

FORM

SPNEGO

-—>
</auth-method>

<realm-name></-- The name of realm to send in the challenge --></realm-name>
</login-config>
</web-app>

Example

<!DOCTYPE web-app PUBLIC
"-//Sun Microsystems, Inc.//DTD Web Application 2.3//EN"
"http://java.sun.com/dtd/web-app_2_3.dtd" >

<web-app>

<!I-- Define the security constraints for the application resources.
Specify the URL pattern for which a challenge is -->

<security-constraint>
<web-resource-collection>
<web-resource-name>all</web-resource-name>
<url-pattern>/*</url-pattern>
</web-resource-collection>

<I-- Define the role that can access the protected resource -->
<auth-constraint>
<role-name>Admin</role-name>
<!I-- To disable authentication you can use the wildcard *
To authenticate but allow any role, use the wildcard **. -->
</auth-constraint>
</security-constraint>

<login-config>
<auth-method>BASIC</auth-method>
<realm-name>exampleSecurityRealm</realm-name>
</login-config>
</web-app>

al

=
XA LUERAEBR auth-method,

3. BEAENARFEFOE— jposs-web.xml 324, HETE undertow FREIFIXBEINE 21,
SR AEFRENERAREE,

o 1IN AR WEB-INF B XA 1E35| A application-security-domain ¥ jboss-web.xml
S,

Wk
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<jboss-web>

<security-domain> </-- The security domain to associate with the application --
></security-domain>
</jboss-web>

Example

<jboss-web>
<security-domain>exampleApplicationSecurityDomain</security-domain>
</jboss-web>

e 7f undertow FX%iH, NN EARERFRXERIAZESHE,

Wk

/subsystem=undertow:write-attribute(name=default-security-
domain,value=<application_security _domain_to_use>)

Example

/subsystem=undertow:write-attribute(name=default-security-
domain,value=exampleApplicationSecurityDomain)
{
"outcome" => "success",
"response-headers" => {
"operation-requires-reload" => true,
"process-state" => "reload-required"

}
}

4. EHFMEARS 25

I reload

1. ENARFRERAP, ERAUTHSHFENBER :
$ mvn package

[INFO]
[INFO] BUILD SUCCESS
[INFO]
[INFO] Total time: 1.015 s

[INFO] Finished at: 2022-04-28T17:48:53+05:30
[INFO]

2. BRENH,

I $ mvn wildfly:deploy
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3. ENREAsH, Sf1El http:/localhost:8080/simple-webapp-example/secured, T&EI—1
ExRRR, BUNEEESHEIEF eV RN AR,

WE, BNNARFEERREEAT TR, BAFTUESNRILEEER. 7%, REEAEEAGH
R AT LAT (R . A2 o
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% 3= T ELYTRON B H I BHEICHE

ER LAER Elytron AL BHA EMREH K, REFITIRNEMAEMS, MEABELTNIRIES
PEIE 2,

NEHHTHREFITRERATENREHRE.

3.1. ELYTRON &1t BHEi %

EFEA elytron FREGFAHEITAERICKE, B ENBRS2:F105% Elytron B4R IEFRINEH,
Elytron LL JSON =% SIMPLE #&XZEH 11 HES&KE. #A SIMPLE #1T AR B3 AE R s JSON,
L JSON R EF & NEH.

EIytron FH 1—1‘ H /b\lﬂ%%g{ﬂéﬁu E’J FH 1—1‘ H IL;\T/EQZKLT[—.I ﬁl] JBoss EAP {iﬁ% [ E’J FH VI‘ H IL,\T«E%o

15 E, Elytron ij}\**}fﬁ FH ﬂ‘ H /L.\T/a% ﬂq_.”'/b.é EE%L/L-FEEH H /L.\éLEE*Er_EEF' R ﬂ‘ H IL;\T/E%O 1&3

° XC#EF'ITE/L,WEQZKL
auﬁ%%{n/u ﬁ[ﬁj& Elytron EPF’FHY{tFEHITEIb\IE%O

° L-EHEZE/\y?:i{q:EF'TTE/L.\IE%
MEELELR, BESRTE Elytron /5 AR XX HITAEFIL K,

L 7(’]‘?$§XC1¢EFWTE/L,\LEEZKL
MEELELR, BESHRTE Elytron B8 RN XEFHITBEFIL K,

e syslog it B&ILF
ME|EELZER, HSMTE Elytron /5 A syslog T BRE&RIL T,

o BHENHITAKILE
MFBEELER, HSHE Elytron AEABE L LZELEHRTER,

& eT LUfFE A aggregate-security-event-listener %R [N &£ 44X E L BHM, MAKICE
27, aggregate-security-event-listener FilR AT EF 4 XX RE MIFEE L PIEENARE RITER,

3.2. 7 ELYTRON /5 X8I BEIL*
y{q: FH ﬂ‘ H /L.\lai*lif FH ﬂ‘ HEHE ﬁﬁ%&yﬁ:%dhq: B — AR,
HABERT, Elytron ¥+ local-audit *E‘I'—:‘Eﬂ.% Y'{q:'gg-ﬁ‘ H Ib\lﬂ%%ﬁ

&5 A local-audit, LAEEA LU Elytron Hit BEE A EHARS 25 £
EAP_HOME/standalone/log/audit.log, =& T % &8 EAP_HOME/domain/log/audit.log.

FRFH

o WMERIFTHINAER,
MEFLELR, ESHE Elytron FEJE—1 aggregate-realm ,

iz
1. @UL&#F FH 1—1‘ BHiE.

Wk
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/subsystem=elytron/file-audit-
log=<audit log _name>:add(path="<path_to_log_file>" format=<format_type>,synchronized=
<whether_to_log immediately>)

Example

/subsystem=elytron/file-audit-log=exampleFileAuditLog:add(path="file-audit.log",relative-
to=jboss.server.log.dir,format=SIMPLE,synchronized=true)

2. 'l‘.fi{q: FH 1—]“ H /b\//J\\jJDE”ﬁém
Wik

/subsystem=elytron/security-domain=<security _domain_namex>:write-
attribute(name=security-event-listener,value=<audit_log_name>)

Example

/subsystem=elytron/security-domain=exampleSecurityDomain:write-attribute(name=security-
event-listener,value=exampleFileAuditLog)

1 ENEERF, BRENRENA,
BN, BEERE FEALSE0ENNBREREIEENN BRRFAS, ESnE
http://localhost:8080/simple-webapp-example/secured F& X%,

2. MEEE N FHEFEITTESHNE R, MIREERERERATAGS, WEXH
EAP_HOME/standalone/log.

HER, GE8—14%N file-audit.log B34, ©EE BN EREINARREMELHNEGHMESE,

file-audit.log X =Hl

2023-10-24 23:31:04,WARNING,{event=SecurityPermissionCheckSuccessfulEvent,event-
time=2023-10-24 23:31:04,security-identity=[name=user1,creation-time=2023-10-24
23:31:04],success=true,permission=
[type=org.wildfly.security.auth.permission.LoginPermission,actions=,name=]}

2023-10-24 23:31:04,WARNING,{event=SecurityAuthenticationSuccessfulEvent,event-
time=2023-10-24 23:31:04,security-identity=[name=user1,creation-time=2023-10-24
23:31:04],success=true}

B

e file-audit-log B

3.3. 7 ELYTRON A/ B i X #H it BE10 5k
RIS elytron FR4: 0 S LRSS SR E S S 1T HIBR 55 52 A e HR R0t S A A i B 0

Ud({fF #HitH MLE%%M 15 EHE?%?(#F B fr H ,.,\LE%@ = &%E’JE’.'& : SUffIXo
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suffix BHEH{EZ—MEMA java.time.format.DateTimeFormatter #& X5 EMHHE, 40 .yyyy-MM-dd.
Elytron B MERIRHBETTERELER, elytron FREE BB HRKREM NG,

SeREH
o MERIFTHINAER,
MEFLELR, ESHIE Elytron REJE—1 aggregate-realm ,
ik =5
. QBREHRE X HHITEE.

Wk

/subsystem=elytron/periodic-rotating-file-audit-

log=<periodic_audit log name>:add(path="<periodic_audit log filename>" format=<record
format>,synchronized=<whether_to_log immediately>,suffix="<suffix_in_DateTimeFormatter
_format>")

Example

/subsystem=elytron/periodic-rotating-file-audit-
log=examplePreiodicFileAuditLog:add(path="periodic-file-audit.log",relative-
to=jboss.server.log.dir,format=SIMPLE,synchronized=true,suffix="yyyy-MM-dd")

2. MEBREXHHEITASIL KB RN R L2,

Wk

/subsystem=elytron/security-domain=<security _domain_namex>:write-
attribute(name=security-event-listener,value=<periodic_audit _log_name>)

Example

/subsystem=elytron/security-domain=exampleSecurityDomain:write-attribute(name=security-
event-listener,value=examplePreiodicFileAuditLog)

1 ENEERF, BREMRENA,
BN, BEEKE FERALSE0ENNBREEREIEENN ARRFAS, ESnE
http://localhost:8080/simple-webapp-example/secured F& X%,

2. SMERENFHEFHITEENE R, MREEREFERRGGS, NEXH
EAP_HOME/standalone/log.
HER, 0/B—14% ) periodic-file-audit.log 934, ©aEE T EREINBEFEEMANE
HHBEE,

periodic-file-audit.log Xl

2023-10-24 23:31:04, WARNING,{event=SecurityPermissionCheckSuccessfulEvent,event-
time=2023-10-24 23:31:04,security-identity=[name=user1,creation-time=2023-10-24
23:31:04],success=true,permission=
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[type=org.wildfly.security.auth.permission.LoginPermission,actions=,name=]}
2023-10-24 23:31:04,WARNING,{event=SecurityAuthenticationSuccessfulEvent,event-
time=2023-10-24 23:31:04,security-identity=[name=user1,creation-time=2023-10-24
23:31:04],success=true}

Hith BHR

e periodic-rotating-file-audit-log Ef£

3.4. £ ELYTRON 8 B RK/NREXHEHITH BRI
BRI LAME A elytron F32450 0 BHARS 2AE W R EIZ1THIAR S 288 B KN SUEH1FEEILE,

LAE XA ENSXE RN, RNCEXHHITATICRBNREHITAEEXXE. KNCESXH
EF'I—}‘E/L.\T/a%'—___"gk-ff)\i{q:Eﬁl—]‘E/b\lﬂ%%ﬂ‘i 157(/J\§/\$12:3U¢EF'T]‘E/L.\IEEZKLEQ%\%E’JE'EQ

Y AR R/NEBIT rotate-size B E X HIBRFIN, EIytron H}: R A MBI YIS ERIERE, F

BEHBAEX . X FENIABREXH, Elytron HE% . foum, Elytron 1% audit _log.1 R E
7y audit_log.2, Elytron 4£4E5618, "ET@JE,b\iﬁ:%{gﬁiﬂn—ﬁ&miﬁ:@ 7N max-backup-index &

Yo YHBEXHET max-backup-index B, Elytron 2MIERIZ3CE, F180, 3R max-backup-index
§ "98" ZE X 7 max-backup-index {&, | audit_log.99 XX #4FiEid fRHl,

FeRFH

o MERIFTHNAER,
MEFLELR, ESHE Elytron REJE—1 aggregate-realm ,

it =
1 SIBRK/IMNEH TR,

Wk

/subsystem=elytron/size-rotating-file-audit-log=<audit_log_name>:add(path="
<path_to_log_file>",format=<record_format>,synchronized=<whether_to_log immediately>,r
otate-size="<max_file_size before _rotation>",max-backup-

index=<max_number_of backup_files>)

Example

/subsystem=elytron/size-rotating-file-audit-log=exampleSizeFileAuditLog:add(path="size-file-
audit.log",relative-to=jboss.server.log.dir,format=SIMPLE,synchronized=true,rotate-
size="10m",max-backup-index=10)

Wik

/subsystem=elytron/security-domain=<domain_size logger>:write-attribute(name=security-
event-listener,value=<audit_log_name>)

Example
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/subsystem=elytron/security-domain=exampleSecurityDomain:write-attribute(name=security-
event-listener,value=exampleSizeFileAuditLog)

1 ENEERF, BREMRENA,
BN, BEERE FERALSE0ENNBREEREIEENN BRREFAS, ESnE
http://localhost:8080/simple-webapp-example/secured F &%,

2. SMERENFHEFHITEENE R, MREEREFERRGGS, NEXH
EAP_HOME/standalone/log.
HER, BIEB—1NEH size-file-audit.log B34, ©AEE N EREIN RRRFRARAZHEHD
Hi&.

size-file-audit.log X HI

2023-10-24 23:31:04,WARNING,{event=SecurityPermissionCheckSuccessfulEvent,event-
time=2023-10-24 23:31:04,security-identity=[name=user1,creation-time=2023-10-24
23:31:04],success=true,permission=
[type=org.wildfly.security.auth.permission.LoginPermission,actions=,name=]}
2023-10-24 23:31:04,WARNING,{event=SecurityAuthenticationSuccessfulEvent,event-
time=2023-10-24 23:31:04,security-identity=[name=user1,creation-time=2023-10-24
23:31:04],success=true}

Hith BTIR

e size-rotating-file-audit-log &%

3.5.7£ ELYTRON #/5 F SYSLOG it Bl K

IR LA A elytron T3R50 0 SAHLAR S 2R SE N 2 EHIZTHIAR S35 A syslog #HiTH&ILK, A
syslog & it B&ILFMT, ‘ETLXHELME%?*%%Z@EEU syslog fR552%, BHIDKBIARMXHRHTES
B % I,

syslog A IR F15E I T syslog RF52:095#, 40 syslog ARS53MIEN A F syslog AR 552 010F
RO, WA LLE L Z ) syslog IEFERE, FHRFSEEE],

X R BAERN E1E RFC5424 f RFC3164, X FHILHi L &%k UDP, TCP M TCP (&R SSL) .

W E— LI X syslog f, BRFIDTBATEEHEM INFORMATIONAL 1562 4 23
syslog k5528, ITRBIFT :

I "Elytron audit logging enabled with RFC format: <format>"

<format > $5H92 v it B AL 2R BB K Request for Comments (RFC)H&Z, ZXily RFC5424,

FRFH

o WERIFTINARER.
MEFLER, 1ESHIE Elytron REJE—1 aggregate-realm ,

it =
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http://localhost:8080/simple-webapp-example/secured

%5 33 £ ELYTRON ¢ @ H il Bl %k

Vil Sys‘og WIRFRRF,

Wik
/subsystem=elytron/syslog-audit-log=<syslog audit log name>:add(host-
name=<record_host _name>,port=<syslog _server _port_number>,server-

address=<syslog_server _address>,format=<record format>,
transport=<transport_layer _protocol>)

AR LR TLS f A& % %2 syslog AR %525 -

syslog Bei&E@it TLS A% B&EMEE

/subsystem=elytron/syslog-audit-

log=<syslog_audit log_name>:add(transport=SSL_TCP,server-
address=<syslog_server_address>,port=<syslog_server_port_number>,host-
name=<record_host_name>,ssl-context=<client_ssl_context>)

2. 'l_.f' SySIOg FH -L—I‘ H /b\lﬂ%%ﬁ/l]\\hDEUKéﬁ
Bk

/subsystem=elytron/security-domain=<security _domain_namex>:write-
attribute(name=security-event-listener,value=<syslog_audit_log_name>)

Example

/subsystem=elytron/security-domain=exampleSecurityDomain:write-attribute(name=security-
event-listener,value=exampleSyslog)

Hith TR

e syslog-audit-log attributes

{£F client-ssl-context

Syslog Y

BSD syslog X

3.6.7EFELYTRON R HEE L ZEEHRITEF

R LAMER Elytron B X BHE X EHHRES. BE LEHRITEFLEEANZSEMH, BALUERSE
BT F T EE LHITARILE, WA UERE4EREFHN RIS 0 FEISIERF,
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https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/how_to_configure_server_security/#using_client_ssl_context
https://datatracker.ietf.org/doc/html/rfc5424
https://datatracker.ietf.org/doc/html/rfc3164
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BF

5/ module EIE CLI apHANINFIMERERBIThEE DUF AT B ZhREIR #t. module &
DAEEEZEEPFER, HELEELEEE CLINGER, BoEEFIMNERFIR
AN BRAE R

2L0ETE ARSI L (SLA) R RFOR T RE, BHINGEAREH T xE, ZIETFERINE
MR ERE ], XERARTITIRET R RBIXAFNIIE, HFENSEFL

R R R ISR W

MFEARBAT RS FSEHENER, HSHEE 17 MG Er SR T TheE s FF

FRFM

it =
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WERY T NARRF,
MEFLER, ESHTE Elytron FEJE—1 aggregate-realm

1 SIB—5He

java.util.function.Consumer<org.wildfly.security.auth.server.event.SecurityEvent> & O

K,
PIBEREEEON Java KxRpl -

public class MySecurityEventListener implements Consumer<SecurityEvent> {
public void accept(SecurityEvent securityEvent) {
if (securityEvent instanceof SecurityAuthenticationSuccessfulEvent) {
System.err.printf("Authenticated user \"%s\"\n",
securityEvent.getSecurityldentity().getPrincipal());
} else if (securityEvent instanceof SecurityAuthenticationFailedEvent) {
System.err.printf("Failed authentication as user \"%s\"\n",
((SecurityAuthenticationFailedEvent)securityEvent).getPrincipal());

}
}
}

LA ERIHKIME PRI, ROIPE Java REITEI—FRHER.

. NI JAR XX, EREE LEHLEITERFIE JBoss EAP RIRZH,

UTREE CLISHRA, ©FBELE4ETRERFFENEIRIE Elytron H,

{85/ module fp ¥ B E XL EHRITRREFENEIRZME Elytron BRHI -

/subsystem=elytron/custom-security-event-
listener=<listener_name>:add(module=<module_name>, class-name=<class_name>)

. BIRAREEHHHNEE LEHLITER.

1£ ApplicationDomain #15| A B & X EH L IREFHRE :

/subsystem=elytron/security-domain=<domain_namex>:write-attribute(name=security-event-
listener, value=<listener_name>)


https://access.redhat.com/support/offerings/techpreview

&5 33 £ ELYTRON g @ H il Hxid %

4. EFEDIIRS 2R
I $ reload
EHETSEMEEN T EEERZE2EMH,
HithBR
o FHIOIEEE R
o FIIfPREE SRR
® 7f Elytron FNINE E L AHHE
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https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/configuration_guide/#create_module_manually
https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/configuration_guide/#remove_module_manually
https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/how_to_configure_server_security/#add_custom_component_elytron
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BAEBE

4.1. AGGREGATE-REALM & 4
ReLLdET X B H B MR EC & aggregate-realm,

3 4.1. aggregate-realm BtE

Bt fed

authentication-realm BTFSMIIESRNR 25 A, XA FIRERKEIEEIE,
authorization-realm RFmERNERE MR L5 A,

authorization-realms S5|AR2YE, URAMERNSENEH. MREEES MR

POEARE X, NS ERIZEMES —REIME,

principal-transformer Bl EAFLHER, IEMES BN S BFMERNNEHZ
I\E]Eﬁ o
v p= Y=

authorization-realm %1 authorization-realms B4 28 KM, EEHE X HNEMHEA
B—1,

4.2. CACHE-REALM B M
ReT LT i E H B RECE caching-realm,

& 4.2. cache-realm Btk

4.3 W

maximum-age T E A MR BERF PR E (BW) . -1 RRIREERB T
Eo %ki}\fﬁﬂﬁ '10

maximum-entries EZEPFENRAZEEH. BIAEHN 16,

realm MR %ENRZE2EH5IA, 10 jdbe-realm. Idap-
realm. system-realm s(BE (&£,

4.3. DISTRIBUTED-REALM [& 4
Re LB B EE M REE distributed-realm,

2 4.3. distributed-realm B
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Bt ek

emit-events BN A H SecurityEvent RRIEA T A, ({FE ignore-
unavailable-realms Etti%E& 7 true i F3&H, FINMEH
true,

ignore-unavailable-realms NREEM B FHEERRN, NRENKERSHE, HEIX

i true U E S, EINE N false,

LBIEK N true I, MRESEEFHEFMEROERERI, NSLH
SecurityEvent,

realms ERRNRZEEHNTIR, REEIRBEELEMSFREHINFH
Fﬁo

4.4. FAILOVER-REALM & 4
A L@ kB  HE XA E failover-realm.

X 4.4. failover-realm Btk

Bt ek

delegate-realm MNEFEANR LS,

emit-events BER G A HE T delegate-realm 7 [ SecurityEvent
RENLLEH, BRE, BOUEHITEEPRRXLES,
FIMED true,

failover-realm £ delegate-realm el AN ZFERAMR L1,

4.5. FILE-AUDIT-LOG B4

% 4.5. file-audit-log Btt

=43 23U

Autoflush EERHRESEBNHITEHEHER. MREEE
B, RS BB ERIIME,
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s ftk
] BEH T XY, BIMES UTF-8, RIRERI{EN
LE
e UTF-8
e UTF-16BE
e UTF-16LE
e UTF-16
e US-AsCII
e 1S0O-8859-1
B BRIANE ) SIMPLE. {#F SIMPLE 47 A T80

XA JSON, LLISON HXEFHEEDEH

path E X BEXEHIGLE,

relative-to kB, X BEXEHALE,

synchronized BAE R true, EBEXHERREERHITEHER
&,

4.6. HTTP-AUTHENTICATION-FACTORY & 4

R LLET X BB M REE http-authentication-factory.

3 4.6. http-authentication-factory @t

=43 Uiy

http-server-mechanism-factory HttpServerAuthenticationMechanismFactory 53X/ %R
KHK,

mechanism-configurations HEFFIEERNTIZR,

security-domain FIRXEHR 21,

3 4.7. http-authentication-factory mechanism-configurations Bttt

B ek
credential-security-factory A F AR EIFr B SR E I T £ AR,
final-principal-transformer N F LB & e — > E AL 2R
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#
I
1
W
o

Bt 3T

host-name B E N A EIBEN S,

mechanism-name WEENNATFEBEESTIFNER. WRALEYE, T
E I EEAE RN & F,

mechanism-realm-configurations MUH IR AR A1 2 FREO TE LAY BIR

pre-realm-principal-transformer TEIR I 2 AU N AR E i s,

post-realm-principal-transformer W R BN A E AL 2R,

protocol IS & & A BTl

realm-mapper ML A B realm mapper.

5% 4.8. http-authentication-factory mechanism-configurations mechanism-realm-configurations

B

=4 b
final-principal-transformer N F LB & e — > E AL L8R
post-realm-principal-transformer W R BN R E R IL 2R,
pre-realm-principal-transformer TR 2 R N R B (R 5L 25,
realm-mapper ML AR realm mapper.
realm-name RN E BRI B B R,

4.7. JAAS-REALM & 1%

Ea LR B EE KA E jaas-realm. [& entry 4 BIFFAEBIMEAR R AT ER,

3 4.9. jaas-realm BtE

attribute description

callback-handler &R ETX—RFERNLOHATERE, JLMERR
£ E % auth.login.defaultCallbackHandler &
Ko MRKRENL, NMEREEBGALIFLERE,

entry FAF #1141t LoginContext #9155 B &,
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attribute description

module #7488 E X LoginModules #1 CallbackHandler
KRR,
path JAAS BEE R RIIERR R, AR LAEA java ST

[E 1% java.security.auth.login.config =% java Z£
B login.config.url 5§ €&,

relative-to MRIEIRM T relative-to, | path BHERERHE
FAENF B MR E IR R,

4.8. MODULE fp S S %X
& eI L7 module fn SR {EFER AR S,
X 4.10. module s 5 S

¥ sk

--absolute-resources FAXNSEIEEZEM module.xml 3243 | FHBY4AENT RS IR AIF
R, BENXHEEEREIELE XA,

BXRPRFNIEE, E2 5 --resource-delimiter,

--allow-nonexistent-resources RIS —-resources I8 EMAREENTROIEEB R, MNREHE
AEENFRBEEEHERALSE, Nimodule add 4 F KN,

--dependencies At S BRI ESRKIRE 5 2 FRAE R B TR T X,
--export-dependencies FERLSEUIEE S BRI,

module add --name=com.mysq| --
resources=/path/to/{MySQLDriverJarName} --export-
dependencies=wildflyee.api,java.se

--main-class AL SHIEERRER T S ENTLRER AN,
--module-root-dir NRIEE LT EHEAMANE JBoss EAP BB, MAZEKINK

EAP_HOME/modules/ B3%, &R LS,

module add --module-root-dir=/path/to/my-external-modules/
--name=com.mysq|l --
resources=/path/to/{MySQLDriverJarName} --
dependencies=wildflyee.api,java.se

--module-xml RS ECH I EES R # module.xml XX R ERZR, X HHEE
FIEERE Frh, MMREERELSE, WSEERERPER—D
module.xml 324,
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SH ik
--name FEALSBIRHEERMNERNELT. KSHRELEN,
--properties FRLSHIREES 2RI E RSB

PROPERTY_NAME=PROPERTY_VALUE *#3%13k,

--resource-delimiter FA LS HCNIRMLS --resources 5 absolute-resources K%
BRAFRIG BRI E UMW ERENRE. MREELE, NIXERERDS
fRAF R Linux BB S () A Windows B9 5(3).

--resources FRLESHETIREXERABRIIREIEELERNTTR, XXt
WEHBERE FP, FME module.xml X3, INREIRMHET
BRrERE, NEXEREAZRBEHFEESBRD, TMREFTSHE
% BENTRESHEESLE R, XMNSHENEDN, MRIFRET -
-absolute-resources =% --module-xml,

BXRORFIEE, E24 --resource-delimiter,
--slot FAXNSHUSELRRINEIZA main iR LA RITEE S,

module add --name=com.mysq| --slot=8.0 --
resources=/path/to/{MySQLDriverJarName} --
dependencies=wildflyee.api,java.se

4.9. PERIODIC-ROTATING-FILE-AUDIT-LOG E'r{‘t
5 4.11. periodic-rotating-file-audit-log B
=4 b

Autoflush BERHRESEBNHITEHEHER. MREEE
B, RS BB ERIME,

Tt BEHIT XD, BIAMES UTF-8, mIBERI(ELN
T
e UTF-8
e UTF-16BE
e UTF-16LE
e UTF-16
e US-ASCII
e [SO-8859-1

B @ SIMPLE #:4T A X ATEM XA R JSON, LU
JSON R EHENEH.
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Bt 3T

path E X AEXHHAE,

relative-to AEEM, &YX AEXHHME,

suffix AkEY. ERENASHRMBBEEL, By IfE

4 java.time.format.DateTimeFormatter &=,
a0 .yyyy-MM-dd.

synchronized EIMEN true, BEXH#RFEERFHITEHER
&,

4.10. SASL-AUTHENTICATION-FACTORY & 4

R LB X BEEE M REE sasl-authentication-factory,

5k 4.12. sasl-authentication-factory Bt

Bt 3T
mechanism-configurations HEFHHINEEIIR,
sasl-server-factory SASL AR 5538 5iX N HHR K,
security-domain 5 FIRR KR 21,

5k 4.13. sasl-authentication-factory mechanism-configurations Bt

Bt feid

credential-security-factory A FAREMLEI T B SR EIE T £ AR,

final-principal-transformer Rz F M SIS & e — 1 AR,

host-name tEE N AEBEN A,

mechanism-name WEENNATFEBEESTIFNER. WRAELEYE, N
© I BRI B R,

mechanism-realm-configurations M) ER AR B R MR B E L R9FISR,

protocol IS & & A8l

post-realm-principal-transformer W R BN A E AL 2R,

pre-realm-principal-transformer TEI R 2 AU N AR E A i i s,
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=43 sk

realm-mapper HLH B realm mapper.

5% 4.14. sasl-authentication-factory mechanism-configurations mechanism-realm-configurations

B

=3 fhod

final-principal-transformer LA F SIS R B — A R L8R,
post-realm-principal-transformer W R BN AR E R IL 2R,
pre-realm-principal-transformer TR 2 R N R B (R IL 128,
realm-mapper ML A A realm mapper.
realm-name EHEIE TR & R,

4.11. SECURITY-DOMAIN &

ReLLdET i B H B RECE security-domain,

B iU

default-realm It & 28 e S HR I,

evidence-decoder 38R {58 FA B4 EvidenceDecoder B3] F,

outflow-anonymous Etiﬁ?ﬁi&%iﬁiﬁﬁféﬁﬂﬂjﬁﬁﬁ EfGH, IEUATER
TARE:

o EHHRIEHBHFEEX N,
o BMEHREFERRAEN S 1D
R E & S 1P RIBRRZ BT ZI R LB F 17

outflow-security-domains KRB REHNZRE S M B RN L 2IgmTIk,

permission-mapper X} It 1555 FA B9 PermissionMapper B95| o

post-realm-principal-transformer EFFHREN F D BIFHATIRER, BN AR ERLHRIERME]
H.

pre-realm-principal-transformer TR 2 RN B2 I P B (R AL #2398 o



Red Hat JBoss Enterprise Application Platform 8.0 i Z B3 EM#EF N ARFNEE R @

Bt 3T

principal-decoder % L1 B {8 FA B9 PrincipalDecoder B95| A,
realm-mapper X7 I Z 5 A8 RealmMapper B3| A,
realms g e R E

role-decoder X7 3% 2 {5 FA B8 RoleDecoder M5 | A,
role-mapper XTI Z 3 FABY RoleMapper B95| .
security-event-listener ML EHNEITREFEIAH,
trusted-security-domains bR EEN L LIHMTIZR,
trusted-virtual-security-domains =2 EENENRLIETIR,

4.12. SIMPLE-ROLE-DECODER & f
mE LR E R MR A B A BRI ES,

5% 4.15. simple-role-decoder Bt
352 3T

attribute SPEERPEABHNEMENETT.

4.13. SIZE-ROTATING-FILE-AUDIT-LOG & 4

5 4.16. size-rotating-file-audit-log B

4.3 Wi
Autoflush EEMEAEDES TR SR, MEREE

B, RS BB ERIIAME,
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Bt

Gt

LN

max-backup-index

path

relative-to

rotate-on-boot

rotate-size

suffix

synchronized

4.14. sysLoG-AUDIT-LoG ATTRIBUTES

5% 4.17. syslog-audit-log attributes

Bt

BF
[

BE I XS, BRIMEN UTF-8, mIRERY(E AN
T

e UTF-8

e UTF-16BE
e UTF-16LE
e UTF-16

e US-ASCII
e [SO-8859-1

ENE 7 SIMPLE. A SIMPLE 747 A& AT 3269
XAEAH JSON, LLISON HXEFHEEDEH

RN ZEMIRAXHR, BIMER : 1,
EXBEXHHE,
AikEE. EXAEXHHE,

MABERT, HEEHEIRSESEN, Elytron Rl
BB S, FIEMIE) true LIRSS 25
ERIREE.

HESXHTE Elytron ¥277 B & /T LUA BRI IR KK,
FINEN 10m, 10 MB, LA LAMER k. g. bkt
HITE N BENRAKD, EIUERKXKESR/NEFE
RHEE HAL,

LM, ERENBEFRINBHES, BuifE
A java.text.format.DateTimeFormatter 1=,
#i0 .yyyy-MM-dd-HH,

BUAME D true, IEEXHEBRESRFIHEGHER
-’Ii:O
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Bt

LN

host-name

port

reconnect-attempts

server-address

ssl-context

syslog-format

60

sk

IDRE T E AR
ZHEBME

e JSON

e SIMPLE
FOAE :

e SIMPLE

EHR AL EE syslog RIS ERMIFTE BHHIENZ.
syslog Ak %52 LRI ITIRO,

Elytron 7E X IR 225 syslog AR 55 28 A % 4E
SHERURE LR, tEMMEIEER R TIE
UDP I B3,
SR

o T IERH (A,

o -1 RREREFIEEZE,
KIME :

e 0

syslog fR55 2389 IP it & #, AT Java B
InetAddress.getByName () 75 5%f24.

##%2 syslog RSB EMBAM SSL LT, RAE
£ 5% X&)y SSL_TCP i, FEEWEM,

P F R A T FE 48 RFC 483,
XHEBME

e RFC3164

e RFC5424
BAE -

e RFC5424



Bt

&4

sk

AT £E syslog iR %5 B EHIZHL.
SR :

e SSL_TCP

e TCP

e UDP
BRI :

e TCP
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