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IR E X JBOSS EAP X #4HY = I

EREHEIRHBOA X, 1EEFE Red Hat JIRA K P HIRRZ A, M1RERHE Red Hat Jira k7, &
RRIERIE—NK

pi% &2
1. B LUTFHERE LIGIEE ticket,

2. 7£ Summary HHiA (A BIB TR KE fe .
3. 7 Description FiRft[A] @K ThaE @ i B IEA it , BIF—DaRXE R URL,

4. 52 Submit G AR, FHIFAEES R 2SS 89S HRA.


https://issues.redhat.com/secure/CreateIssueDetails!init.jspa?pid=12316621&summary=(userfeedback)&issuetype=13&description=[Please+include+the+Document+URL,+the+section+number+and +describe+the+issue]&priority=3&labels=[ddf]&components=12391723&customfield_10010
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EFREZESZ

RN FERINRIE, SXEF Web BHERBFERMBIES. HINMXEDAREFFS : master,
slave. REAMARE, ATHRITTF+2RE, XEFSFEBHEHNNDZTREDES LK, B
KXESZIFE, FEHBINNERERAE Chris Wright 12#tF5E S,


https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language
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ARERSSO)ZBMAREMRERFNSANE A IRINIESMEITR, fl, BRREFEE-HERERY
REEREAR— SSO RFEFHNTRN A,

JBoss EAP X #LLT SSO il :

OpenlD Connect(OIDC)
OpenlID Connect & F RFC 6749 #1 RFC 6750 S ERFISER OAuth 2.0 2RI BRI UETIL,
REMEWILIES v2 (SAML v2)

SAML 2—FEERRFMNN, SRIFERAZEZHGHEIERIVER, BEEENIRERER
IRSIRMERE, ERLSEMEN SAML SENFEXZH, FHEMNRERRFLH, UARSIRHER
FiH T BREIE, FHTUESFERRTESNIRGSREFNSDIREER LI SAML §h8,
SAML v2 B E F I b 2R B9 B s B 3R

IR LS A SSO EARIFIERHNL L2178 UBoss EAP EEREBRIN 2R, LUK Red Hat OpenShift
Container Platform _EiZ1TH) JBoss EAP, BXf#A SSO {R#7E Red Hat OpenShift Container Platform
+iZ4TH9 UBoss EAP LizfTHIN ARRFHIER, 1HSHIE OpenShift Container Platform _Ef#F JBoss
EAP,


https://datatracker.ietf.org/doc/html/rfc6749
https://datatracker.ietf.org/doc/html/rfc6750
https://access.redhat.com/documentation/zh-cn/red_hat_single_sign-on/7.3/html-single/red_hat_single_sign-on_for_openshift/index
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B 2= FHAREFRE JBOSS EAP FEEM N HIEE

&R LUE A R B SR (SSOYRIP N, B MIIEERRY SSO-provider, NZLIEIIEER Keycloak, &7
LA#EF OpenlID Connect (OIDC)SEZ £ ETRICIES v2 (SAML v2)FE7H SSO i,

EfEMA SSO RPN AR, HRERUTES T :

o QIE—NRBINA, MMEAMSERIHTES | FRLILREOE— N E #H web-application 2L
Wit SSO R, MNREEHER SSO FRIFHIN A, 1HBTX—%,

® 7£ Red Hat build of Keycloak A il|EE— realm F1F /-
e {#f OIDC = SAML Fhllf&E A SSO RPN R :

o {#f OIDC Z& N AR

o A SAML {RIF N AR

21 QB RPN RARFUERERERRSE

B — web N FATEFLUE JBoss EAP LE8E, FH{EMT A OpenlD Connect (OIDC)SXEL LRI EIHICLTE
E (SAML)RYH s & 5% (SSO) I AR

LUFRBBIUENTRAIRME, MREEE—NERFN AR, EoUBGTXLE, HERE
HA TELLIEFER Keycloak REIEEFIA

2.1.1. 5 web N BT A G —/ Maven Tl B
EOE—1 web N, 1BHUE—NEBRBEGTNBE R Maven T,

B

LUFRBBIUENRBIRME, FNEETIMNERFER, BXH JBoss EAP BN AREFHIF
15, HE% 7 JBoss EAP BB AN BRERF.

FRFH

o MBERET Maven, MMFEZER, 1HSH T4k Apache Maven,

¥ =
1. A mvn MSEI— Maven TiH, ZeS0IRUIENE R KR pom.xml BBE X4,

Wk

$ mvn archetype:generate \
-Dgroupld=${group-to-which-your-application-belongs} \
-Dartifactld=${name-of-your-application} \
-DarchetypeGroupld=org.apache.maven.archetypes \
-DarchetypeArtifactld=maven-archetype-webapp \
-DinteractiveMode=false


https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/8.0/html-single/getting_started_with_developing_applications_for_jboss_eap_deployment/
https://maven.apache.org/download.cgi
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Example

$ mvn archetype:generate \
-Dgroupld=com.example.app \
-Dartifactld=simple-webapp-example \
-DarchetypeGroupld=org.apache.maven.archetypes \
-DarchetypeArtifactld=maven-archetype-webapp \
-DinteractiveMode=false

2. HABINARFERER :
Wik
I $ cd <name-of-your-application>
Example
I $ cd simple-webapp-example

3. FERNB pom.xml SXHHRBEH A LLT XK :
<?xml version="1.0" encoding="UTF-8"?>

<project xmins="http://maven.apache.org/POM/4.0.0"

xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://maven.apache.org/POM/4.0.0

http://maven.apache.org/xsd/maven-4.0.0.xsd">
<modelVersion>4.0.0</modelVersion>

<groupld>com.example.app</groupld>
<artifactld>simple-webapp-example</artifactid>
<version>1.0-SNAPSHOT</version>
<packaging>war</packaging>

<name>simple-webapp-example Maven Webapp</name>
<I-- FIXME change it to the project's website -->
<url>http://www.example.com</url>

<properties>
<project.build.sourceEncoding>UTF-8</project.build.sourceEncoding>
<maven.compiler.source>11</maven.compiler.source>
<maven.compiler.target>11</maven.compiler.target>
<version.maven.war.plugin>3.4.0</version.maven.war.plugin>
</properties>

<dependencies>
<dependency>
<groupld>jakarta.servlet</groupld>
<artifactld>jakarta.servlet-api</artifactld>
<version>6.0.0</version>
<scope>provided</scope>
</dependency>
</dependencies>



Red Hat JBoss Enterprise Application Platform 8.0 £ JBoss EAP Hafdi i 1 s &5

<build>
<finalName>${project.artifactld}</finalName>
<plugins>
<plugin>
<groupld>org.apache.maven.plugins</groupld>
<artifactld>maven-war-plugin</artifactld>
<version>${version.maven.war.plugin}</version>
</plugin>
<plugin>
<groupld>org.wildfly.plugins</groupld>
<artifactld>wildfly-maven-plugin</artifactld>
<version>4.2.2.Final</version>
</plugin>
</plugins>
</build>
</project>

o ENARFIRERD, MIAUTGMS :
I $ mvn install

ERBEFIRLN TR

[INFO]
[INFO] BUILD SUCCESS
[INFO]
[INFO] Total time: 0.795 s

[INFO] Finished at: 2022-04-28T17:39:48+05:30
[INFO]

B
o fO|E—/ Web MNARER

2.1.2. B —1 Web N R

BE— Web N AR, EFRSE— D servlet, BfHREIMNEFZME - EZHFRIMOA &, NREE
BRI, serviet SHRESZA"NO AUTHENTICATED USER',

LI FEH, <application_home> 15A S &N AR pom.xml B2 iE X HHI B %,

FRFH

o MBEGIET —1 Maven liH,
WFBEZER, 1HESH N web N ARREFAUE— Maven TiH .

e JBoss EAP IEfEiz21T,

AR
1. BIB— BT EM Java SUEFRIB X,
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Wik
I $ mkdir -p src/main/java/<path_based _on_artifactID>
Example

I $ mkdir -p src/main/java/com/example/app

2. AIfEHTE ¥,
Wik
I $ cd src/main/java/<path_based on_artifactiD>
Example
I $ cd src/main/java/com/example/app

3. EALUTRAE— securedServlet.java S :

package com.example.app;

import java.io.lOException;
import java.io.PrintWriter;
import java.security.Principal;

import jakarta.servlet.ServletException;

import jakarta.servlet.annotation.WebServlet;
import jakarta.servlet.http.HttpServlet;

import jakarta.servlet.http.HttpServletRequest;
import jakarta.servlet.http.HttpServletResponse;

/**
* A simple secured HTTP servlet. It returns the user name of obtained
* from the logged-in user's Principal. If there is no logged-in user,
* it returns the text "NO AUTHENTICATED USER".
Y/

@WebServlet("/secured")
public class SecuredServlet extends HttpServlet {

@Override
protected void doGet(HttpServietRequest req, HitpServletResponse resp) throws
ServletException, IOException {
try (PrintWriter writer = resp.getWriter()) {
writer.printin("<html>");
writer.printin(" <head><title>Secured Servlet</title></head>");
writer.printin(" <body>");
writer.printin("  <h1>Secured Servlet</h1>");
writer.printin("  <p>");
writer.print(" Current Principal ™);
Principal user = req.getUserPrincipal();
writer.print(user != null ? user.getName() : "NO AUTHENTICATED USER");
writer.print("");
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writer.printin("  </p>");
writer.printin(" </body>");
writer.printin("</html>");
}
}

}
4. ENRARFRERHD, ERUTHSHFNARER

$ mvn package

[INFO]
[INFO] BUILD SUCCESS
[INFO]
[INFO] Total time: 1.015 s

[INFO] Finished at: 2022-04-28T17:48:53+05:30
[INFO]

5. #ENA.

I $ mvn wildfly:deploy

o ENNET, Sf1E http:/localhost:8080/simple-webapp-example/secured.
BRKEILTER

Secured Servlet
Current Principal 'NO AUTHENTICATED USER'

Ry RBRINILIEAE], AT LUE R LA R AR

BESR
o TEZLIEMIEER Keycloak FRAIRIHFI A F

2.2. E4IEM B KEYCLOAK Hhf) &2 is %0 /A
STIBHIEERY Keycloak REIEIERF— A, SMGEA FEIE R Al RS R AR P4,

DUTFRARBR 7 38 LB/ Keycloak ERE E JBoss EAP BN ARRFE LUHITIKFrEM R/ NS H, B
KIFMECE, 1ES LLIEMER Keycloak RSS2 E RIS

DTSR IME N RAIRA, WRIEELLIE Red Hat build of Keycloak HEZE T realm #1 F
P, e DB X N R H EEATERENBAER. MREESER, WS -

e {HF OIDC &I FATEE
e f{HF SAML &I N IR

10


http://localhost:8080/simple-webapp-example/secured
https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/22.0/html-single/server_administration_guide/
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FeREZH
o EBEHTIGHEM Keycloak BYEIE 5117 AR,

it

1. 1£ 8080 Z A MmO 5 3I4118 Keycloak ARF52- 193, EH JBoss EAP EKilimO % 8080,

= -
start-dev s S RNEBTET IR, WFEZER, 1ESH Red Hat build of

Keycloak Server Guide 89 Trying Red Hat build of Keycloak in development
- mode,

Wik

I $ <path_to_rhbk>/bin/kc.sh start-dev --http-port <offset-number>
Example

I $ /home/servers/rhbk-22.0/bin/kc.sh start-dev --http-port 8180

2. BKEIGLTF http://llocalhost:<ports>/ IEEFEHIS . #I40 : http:/localhost:8180/,
3. A& realm,
a. B EIEE Master £, SREHil; Create Realm,
b. %A realm B9&#5. 510 : example_realm,
c. #{R Enabled #%&7 ON,
d. = Create,
MEBEELSER, 152 AIBHEM Keycloak BRSS 23 B 15 R RO,
4. QIBA.
a. ik Users, #AE*i Add user,
b. WIARF %, H40, userl,
c. | Create,
MBEELER, 155 Red Hat build of Keycloak Server Administration Guide By (Il 7,
5. MAFPEREBEER.
a. B Credentials,

b. BB HE, 0, passwordUserl, & Temporary tN#E| OFF, fAFH i Set
Password, fEfiiAiRmd, Hifi Save,

MBEELER, 155 Red Hat build of Keycloak Server Administration Guide By & Y &£
ik,

1


https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/22.0/html-single/server_guide/#configuration-starting-red-hat-build-of-keycloak-in-development-mode
http://localhost:8180/
https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/22.0/html-single/server_administration_guide/#proc-creating-a-realm_server_administration_guide
https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/22.0/html-single/server_administration_guide/#proc-creating-user_server_administration_guide
https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/22.0/html-single/server_administration_guide/#ref-user-credentials_server_administration_guide
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6. tIgAG,
XZIETE JBoss EAP R E A FHRINA B &,

a. Hii Realm Roles, #Af5Hili Create role,
b. WIABBE, 0 Admin.
c. mili Save,
7. BAGIESRS,
a. = Users,
b. BEENHEDEABHNAF.
c. ¥ Role Mapping.
d. Hi: Assign role,
e. FESRNAER, HliN, EH /7, Hi Assign,

MBESER, WSHLIIBHER Keycloak IR BERISETHORE AR,

BES R
o EfEALIRFRITEEE JBoss EAP BN F, THIRIBUUTH IR -
o {#M OIDC &I FATRR
o fHif SAML RN ARERF

Hth BHR
o ZTHIEEEM Keycloak AI1$5F

2.3. A OIDC RN 2R
{8 F JBoss EAP R4 OpenlD Connect (OIDC)Z& F i3 Fl A ER OpenlD #tR RN HFfEFE, OIDC
E=—T8H%ZE, eRTE M im (81 JBoss EAP) #R#E OpenlD # N EHATH &0 55 1E RIS IER B &5,
g0, f&wLAERLLIEMEERY Keycloak fE OpenlD #tN R JBoss EAP [ FATER.
Z(HMA OIDC RN ARE, HIRBUTESENIT

e 7f JBoss EAP il OIDC & /i

e f{#FH OpenlD Connect &1 Web N 2%

2.3.1. 7£ JBoss EAP H1{§F§ OpenlD Connect IR A= 2

LIREA OpenlD N FEFRI N AREN, BRREEEAMEEFEMLLIEFIR. elytron-oidc-client F
RUIE JBoss EAP HiRHE4E OpenlD Connect (OIDC)E ik, A5 OpenlD 1RHHIEF(OP)EE,
JBoss EAP 1RIEEH OpenID 1R FEEE B N BRI N ARRF IR EN R 2, elytron-oidc-client 7
R4i7 Y Relying party (RP).

12


https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/22.0/html-single/server_administration_guide/#proc-creating-realm-roles_server_administration_guide
https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/22.0/html-single/getting_started_guide/
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JBoss EAP [R4 OIDC & isA X #F RP-Initiated logout,

BF

B IERIE Red Hat build of Keycloak A OIDC & ik, AR AN E Ak OpenID AN
BEiE A {EF JSON Web ShE(JWT)BIVi R GhE, FHeIESE AR RS256. RS384,
RS512. ES256. ES384 = ES512 & & H %,

EE A OIDC M, KT LLELE elytron-oidc-client F 245N ARFAE., JBoss EAP EiE OIDC
BRIUE, TR

o LIRIGN FAIEFERE R JBoss EAP B, elytron-oidc-client F R SIHEE, UKRNIZEEE
OIDC &5 uEHLE,

o INRTFHRLTE elytron-oidc-client FRE5isk N AR 80 B b R R AN BIERZ /Y OIDC B
B, JBoss EAP N FIfE A OIDC S a3k,

o MRFRHEAMMIERNE OIDC EEi&, N elytron-oidc-client 7%%t secure-deployment
BHEPMRELLTNARFSEMARTHHNERE.

HELE
EEAMERRFER OIDC RN AREF, FEHFNARFHNSBLEE, NI :

o i FATRFEIRE LT web.xml X4 HF auth-method E %1% &N OIDC,

EBE R RO

<login-config>
<auth-method>0OIDC</auth-method>
</login-config>

e 1 WEB-INF B XH{—/14£ ) oidc.json B3, EhEE OIDC BREE L.,

oidc.json AETHI

{

"client-id" : "customer-portal”, 0
"provider-url" : "http://localhost:8180/realms/demo”, g
"ssl-required" : "external", 6
"credentials” : {
"secret" : "234234-234234-234234" G

}
}

@ =R OpeniD HBIFEHRIA OIDC & Fik#IA TR,
9 OpenlD 2 & URL,

© HIABIHERBEEHTIPS,

Q 5 OpenID #REFEMAIE Fim secret,

13
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FTRERE
1Al LB UL T A LB E elytron-oide-client F R4 OIDC BN FHTERE :

o MBI NEANNARFEEAERM OpenlD N, EHNEIRECBR—NH—RE,
o MREMMTIARRM OpenlD HNERATARNNARE, HHNENHRECRTRANESE,
BAANERZH) XML BRI R :

<subsystem xmlns="urn:wildfly:elytron-oidc-client:1.0">
<secure-deployment name="DEPLOYMENT_RUNTIME_NAME.war"> ﬂ
<client-id>customer-portal</client-id> g
<provider-url>http://localhost:8180/realms/demo</provider-url> 6
<ssl-required>external</ssl-required> ﬂ
<credential name="secret" secret="0aa31d98-e0aa-404c-b6e0-e771dbale798" /> 9

</secure-deployment
</subsystem>

BB IZITHT B,
{8/ OpenlID #ERNEEFRR OIDC & F ik & R,
OpenlD 2~ URL,

ST AERIE KRB E HTTPS,

0009

5 OpenID # R EFEMBEIE Fif secret,

ZfEAE— OpenlD #NBEBRIMENNARR, HRREE RUEF, WO :

<subsystem xmlns="urn:wildfly:elytron-oidc-client:1.0">
<provider name="${OpenlD_provider_name}">
<provider-url>http://localhost:8080/realms/demo</provider-url>
<ssl-required>external</ssl-required>
</provider>
<secure-deployment name="customer-portal.war"> ﬂ
<provider>${OpenlD_provider_namej</provider>
<client-id>customer-portal</client-id>
<credential name="secret" secret="0aa31d98-e0aa-404c-b6e0-e771dbale798" />
</secure-deployment>
<secure-deployment name="product-portal.war"> g
<provider>${OpenlD_provider_namej</provider>
<client-id>product-portal</client-id>
<credential name="secret" secret="0aa31d98-e0aa-404c-b6e0-e771dbale798" />
</secure-deployment>
</subsystem>

ﬂ — N ERE : customer-portal.war

Q FH—EBE : product-portal.war
H{th BT

14
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e OpenlD Connect ##&
e Elytron-oidc-client F R4 E M

® OpenlD Connect Libraries

2.3.2. [EZLI8FIERY Keycloak #i| OIDC & /i
TELIIEFI B Keycloak | OpenlD Connect (OIDC)& i, LT JBoss EAP iR 2R,

DU BR 7 38 LB/ Keycloak ERE E JBoss EAP BN AR FE LUHTIKFrEM R/ NS H, &
KEMERE, 1HS LB ER Keycloak R%5 2% BIEIER HHIEIE OpenlD Connect & /' iifio

FRFH

o REIELLIBMIEEM Keycloak AN FFE LT A,
MEELELR, HSHTE JBoss EAP AR FN A -

i =
1. SMBIZIIEHERM Keycloak Admin 2#14&,
2. QL i,
a. i Clients, #A/FH i Create client,
b. #A{R{F Client type Xi&E >/ OpenlD Connect.
c. MIAZEF IR ID, 540, jbeap-oidc.
d. =i Next,

e. 7E Capability Config i1 £r, #{REF Authentication Flow i%X& 7/ Standard 7, 38
Direct access &%,

f. =i Next,

g. 1E Login settings £/, #iA Valid redirect URIs BI{E, i A TTEEMRI S DL E N
EEMAM URL, #HI#0 http://localhost:8080/simple-webapp-example/secured/*,

h. Rifi Save,
3. AEERHFEE.
a. = Action, A5/ Download adapter config,

b. 1%#¥ Keycloak OIDC JSON £/ Format Option REFEESH

{

"realm": "example_realm",
"auth-server-url": "http://localhost:8180/",
"ssl-required": "external”,

"resource": "jbeap-oidc”,

"public-client": true,

"confidential-port": 0

15


https://openid.net/connect/
https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/22.0/html-single/securing_applications_and_services_guide/#other_openid_connect_libraries
https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/22.0/html-single/server_administration_guide/#oidc_clients
http://localhost:8080/simple-webapp-example/secured/*
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FEFF JBoss EAP N TR FFECE y i FZLIBHI MY Keycloak N B fRHZFHT, &R LUE
AZH, TR :

"provider-url" : "http://localhost:8180/realms/example_realm",
"ssl-required": "external",

"client-id": "jbeap-oidc”,

"public-client": true,

"confidential-port": 0

i |

PR

e {#FH OpenlD Connect &1 Web N 2%
L fth BER
o RN AEFMRSIERE

\

2.3.3. {3/ OpenlD Connect {##" Web N FHIZFE
IRA LB B B AL E S ELE elytron-oidc-client FRE K& N,
MREFERREPURNN AR, & Web N 2R, Principal BI{E3E B OpenlD N EHH ID 45
2, BRINERT, Principal 29 HH "sub” FRARE, AR LUER "email”, "preferred_username”,
"name", "given_name", "family_name", 5% "nickname" FBAE N EIX, IBEEUTAMEZ —F ID ShHEFH
AEREAEER

e elytron-oidc-client +%%4i/E principal-attribute,

e oidc.json X
& LU N TR ECE {8 A OIDC I E B W -

e &EiTfCE elytron-oidc-client F3&%:,
MREAEENARFSERRNEE, HEALAE.

o BAYEHIMERE
MREFREARSF[IRNEE, HESNENARFREHRREBEE, NERLAE.
FeREH
e IRE7E JBoss EAP tEZE TN AR,

AR
1. BN TR web.xml LRI N AR HIR.

<?xml version="1.0" encoding="UTF-8"7>

<web-app version="2.5" xmIns="http://java.sun.com/xml/ns/javaee"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://java.sun.com/xml/ns/javaee

http://java.sun.com/xml/ns/javaee/web-app_2_5.xsd"
metadata-complete="false">
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<security-constraint>
<web-resource-collection>
<web-resource-name>secured</web-resource-name>
<url-pattern>/secured</url-pattern>
</web-resource-collection>

<auth-constraint>
<role-name>Admin</role-name> 0

</auth-constraint>

</security-constraint>

<security-role>
<role-name>*</role-name>
</security-role>
</web-app>

ﬂ NAFER Admin AEMAFRINA. BERATFESEMAGWA RN RARRE, 1HE
FE@EART ** ¥E-1 role-name FAI{E,

2. Ef#H OpenlD Connect RN, ATLIEFHERELENEE elytron-oidc-client F& 5%,

p= Y=
INRICEEEBEE elytron-oidc-client F 25 FECE OpenlD Connect, ]
elytron-oidc-client %% secure-deployment B4+ R HE B (15 T N AR EH#
MR ERE,

o FEHEREMRE.

i TENARFH web.xml RIRINERERE, FHFREIEAEEEN OIDC,
<web-app>
<login-config>
<auth-method>0IDC</auth-method> )
</login-config>

</web-app>

@ R onC RS ARFEHRE,

ii. £ WEB-INF B &A1& oidc.json 30, #1TFFIR :

{

"provider-url" : "http://localhost:8180/realms/example_realm",
"ssl-required": "external”,

"client-id": "joeap-oidc",

"public-client": true,

"confidential-port": 0

}

e & elytron-oidc-client F R4 :

17
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o BRINAREF, HEAUTEECLI®S:

/subsystem=elytron-oidc-client/secure-deployment=simple-oidc-
example.war/:add(client-id=jbeap-oidc,provider-
url=http://localhost:8180/realms/example_realm,public-client=true,ssl-
required=external)

3. ENARFERERF, BRUTHGSmIENARER
I $ mvn package
4. EENF,

I $ mvn wildfly:deploy

1. IENEERS, S#1E http:/localhost:8080/simple-webapp-example/secured,
R EEREIZIIEER Keycloak B3R T1H,

2. IBELUMERRTELLIEM R Keycloak HE X BRI FHEIEESK,

RN BREFIESEA OIDC #HITRF,

Hth TR

e Elytron-oidc-client F R4 E M

2.4. {[F [ SAML &I AR

IR BT LA#E A Keycloak SAML S&ER23INEE pack IRHtH Galleon ZFE AL LM EITILTE S (SAML) SRR
Web N AEF.

B X Keycloak SAML SEECARTHEE pack BIi¥1E, 1H5%E Keycloak SAML i&EFER 23 TNEE pack 3 SAML
RPN AR,

EfEA SAML RPNV ARRE, BEREBUTHEMIT

o fHF SAML R Web N 2R

2.4.1. £ JBoss EAP H{fiF§ SAML BN B2 £t

Keycloak SAML 5&fc 25 Galleon pack 28— Galleon IHEE pack, B&E=1Z : keycloak-
saml. keycloak-client-saml. keycloak-client-saml-ejb, f&HIhEEH {4 HM/ZTE JBoss EAP &%
VHEMERAERE, LUERLIEHERN Keycloak fE HE AL LM SFRi0IES (SAML)BYH R & 3%,

TR TENZHAM,

layer EHTF b

18
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layer EHTF 1 pu

keycloak-saml OpenShift FF 2B F Source Bl (s2i),
FETEM SAML B iR, B
x4 25 cloud-default-
config Z—&EMA,

keycloak-client-saml #H.. OpenShift 2B T EN LS Web N AR
F, UK CLI A EBEEHIR
#t# keycloak-saml F %4 EE
B Source BRI (s2i).

keycloak-client-saml-ejb B XN EZAFEERESHE
Jakarta Enterprise Beans BJLY.
M.

EE A SAML A, BRI LA E keycloak-saml FRE SN BREFAS,

HELE
EEAMERRRER SAML RN ARRF, FEFNARFNRSBLRE, MTHA®:

o TEN FEREHEFT web.xml X, FF auth-method EB1%E1%iE S SAML,

ERE R R R

<login-config>
<auth-method>SAML</auth-method>
</login-config>

e A SAMLEEEER, 1€ WEB-INF B OE—1 4% keycloak-saml.xml B934, &= LLM
SAML 137 R ER L ST

keycloak-saml.xmlz=f

<keycloak-saml-adapter>
<SP entityID=""
sslPolicy="EXTERNAL"
logoutPage="SPECIFY YOUR LOGOUT PAGE!">
<Keys>
<Key signing="true">
<PrivateKeyPem>PRIVATE KEY NOT SET UP OR KNOWN</PrivateKeyPem>
<CertificatePems...</CertificatePem>
</Key>
</Keys>
<IDP entitylD="idp"
signatureAlgorithm="RSA_SHA256"
signatureCanonicalizationMethod="http://www.w3.0rg/2001/10/xml-exc-c14n#">
<SingleSignOnService signRequest="true"
validateResponseSignature="true"
validateAssertionSignature="false"
requestBinding="POST"

bindingUrl="http://localhost:8180/realms/example_saml_realm/protocol/saml"/>

19
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<SingleLogoutService signRequest="true"
signResponse="true"
validateRequestSignature="true"
validateResponseSignature="true"
requestBinding="POST"
responseBinding="POST"

postBindingUrl="http://localhost:8180/realms/example_saml_realm/protocol/saml"

redirectBindingUrl="http://localhost:8180/realms/example_saml_realm/protocol/saml|"/>
</IDP>
</SP>
</keycloak-saml-adapter>

PrivateKeyPem HI{E 70 CertificatePem X &1 & - in#b 2ME—H,

FREKE

BT LLET ERE keycloak-saml FREIEFR I E A SAML IR BRF, EaLUMAIEIIEM Keycloak X
NEBEFROREMPNEIHREEXH. MHEELELR, HSHERE N ImEhsREEE,

2.4.2. IEL1IEF B Keycloak | SAML & i

TEZIHEFIEER Keycloak R AIE— MR LM EINCIES (SAML)E Fim, LAATF JBoss EAP R{RIFR FHTZ
J%Q

DUTFRARBR 7 38 LB/ Keycloak ERE E JBoss EAP BN AR FE LUHTIKFrEM R/ NSH, B
KIEMBELE, HSLIBMERM Keycloak RS2 EIBIER AR SAML & i,
SeRFZ M
o RBIELIIENIEM Keycloak BB FHE L TR,
MBEELER, ESIHIE JBoss EAP FROIZEFIA -
ik =
1. SHREIZIIHIEER Keycloak Admin 2§ &,
2. DIBEFif.
a. Hif Clients, #AFH 5 Create client,
b. 1% SAML 1% i KB,
c. MIAEERINE G ID MM AEFH URL, 120 : http:/localhost:8080/simple-
webapp-example/secured/,
BE

P 1D A5 M ARFR URL T2 A, MRE i ID AR, SR
BRI TR R |

2023-05-17 19:54:31,586 WARN [org.keycloak.events] (executor-thread-
0) type=LOGIN_ERROR, realmld=eba0f106-389f-4216-a676-
05fcd0c0c72e, clientld=null, userld=null, ipAddress=127.0.0.1,
error=client_not_found, reason=Cannot_match_source hash
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d. WIAEFin&#, 0, jbeap-saml,
e. mifi Next,
f. MALTER :
e iR URL : NAEFEH URL, 40 http:/localhost:8080/simple-webapp-example/,

e FTIURL : N AR URL, 40 http:/localhost:8080/simple-webapp-example/,

B5E
INRITEFIXE Home URL, EFIHECEHH SP entitylD 2R#EFZEH,
H SR,

o MRGEAEECLI &%, BIWBILUTFHIR

I Can't reset to root in the middle of the path @72

&H] Bl R N BB E X4 IE S SP entitylD BY{E SRR R,

o MM Redirect URI : AFEREAIFH URI, 80 hitp:/localhost:8080/simple-
webapp-example/secured/*,

® Master SAML 48 URL : M A#RFB URL [FER saml, 5140 :
http://localhost:8080/simple-webapp-example/saml,

' s
INRIEE BT saml MiINEI URL, EBRWBIEE@HE IR,

MBESEL, HEH0E SAML &/,

TE, el LUF AR B iR (R JBoss EAP EERZEH Web N, MIEBEZELR, 155 EH
SAML &% Web T2,

SR
o (HFH SAML &% Web N BIEF

i |

L fth BER
o ZTHEMIEERY Keycloak IRSS5 2 E 25 R

\

2.4.3. £ SAML &4 Web 25

Keycloak SAML 5&EL 2R TBE pack #13E OpenShift BRER M Z : keycloak-client-saml #1 keycloak-
client-saml-ejb. {#F keycloak-client-saml JZ3£{R1" servlet based-web ., L& keycloak-client-
saml-ejb 3{R#" Jakarta Enterprise Beans .,

A LU N R ECE N A SAML M5 EB

o EitElE keycloak-saml FHR%%,
MREAEENAREFSERRNEE, HEALAE.
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o EIEHMMELE
MRERNERARSH[ARNEE, AEENAENARFHREPRERE, NEALLAE,

FRFH

o ZTHIEHEEM Keycloak FEBIE T SAML & /i,
ME\EELZER, HSME LLIBMEM Keycloak A SAML &/,

e {#FH jboss-eap-installation-manager 2 %% T JBoss EAP,
MEFLIER, 5B Red Hat JBoss Enterprise Application Platform &4 %55 P A H
jboss-eap-installation-managerZ’# JBoss EAP 8.0,

it =

1. {1/ jboss-eap-installation-manager [FfT5E 8 Keycloak SAML SEBC2s/Z R INEIAR 588, LAF
EFAZEMIFE :

e feature pack: org.keycloak:keycloak-saml-adapter-galleon-pack.
o = :
o keycloak-client-saml : {8 1t /Z KR serviet,

o keycloak-client-saml-ejb : A LL/Z1F &5 M serviet (£#EE) Jakarta Enterprise
Beans,
B XIE JBoss EAP HRINSHEE ST ZNER, 1HSH Red Hat JBoss Enterprise
Application Platform Z# 75 %15/ #FEI# FH jboss-eap-installation-manager [RAIZH
JBoss EAP AR5 W INThee 22,

2. EREN FTEEH web.xml LURIF N 2R BR.
<?xml version="1.0" encoding="UTF-8"7>

<web-app version="2.5" xmIns="http://java.sun.com/xml/ns/javaee"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://java.sun.com/xml/ns/javaee

http://java.sun.com/xml/ns/javaee/web-app_2_5.xsd"
metadata-complete="false">

<security-constraint>
<web-resource-collection>
<web-resource-name>secured</web-resource-name>
<url-pattern>/secured</url-pattern>
</web-resource-collection>

<auth-constraint>
<role-name>Admin</role-name> 0

</auth-constraint>

</security-constraint>

<security-role>
<role-name>*"</role-name>
</security-role>
</web-app>
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NAFER Admin AEMAFRINA. BERATFESEMAGNA RN RARRE, 1HE
F@EAF ** ¥E-H role-name FI{E,

3. FHEEE CLISKEHNEEE, FH SAML RPN BRF.
o BEBHUEINALE,
a. ENFRRREN web.xml FRINERERE, HNHEHRIEAEEE N SAML,

<web-app>

<login-config>
<auth-method>SAML</auth-method> )
</login-config>

</web-app>

@ =R sAVL RIFIRRRE,

b. MZLIEFIEM Keycloak T#EZ & keycloak-saml.xml 324, FHFEFEEINAREHN
WEB-INF/ B3,

WEESZER, HEHENE imEEREE.,

keycloak-saml.xmlz=f

<keycloak-saml-adapter>
<SP entityID=""
sslPolicy="EXTERNAL"
logoutPage="SPECIFY YOUR LOGOUT PAGE!">
<Keys>
<Key signing="true">
<PrivateKeyPem>PRIVATE KEY NOT SET UP OR
KNOWN</PrivateKeyPem>
<CertificatePems...</CertificatePem>
</Key>
</Keys>
<IDP entitylD="idp"
signatureAlgorithm="RSA_SHA256"
signatureCanonicalizationMethod="http://www.w3.0rg/2001/10/xml-exc-
cl4n#">
<SingleSignOnService signRequest="true"
validateResponseSignature="true"
validateAssertionSignature="false"
requestBinding="POST"

bindingUrl="http://localhost:8180/realms/example_saml_realm/protocol/saml"/>
<SingleLogoutService signRequest="true"
signResponse="true"
validateRequestSignature="true"
validateResponseSignature="true"
requestBinding="POST"
responseBinding="POST"

postBindingUrl="http://localhost:8180/realms/example_saml_realm/protocol/saml"
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redirectBindingUrl="http://localhost:8180/realms/example_saml_realm/protocol/saml|"
/>
</IDP>
</SP>
</keycloak-saml-adapter>

PrivateKeyPem HI{E 70 CertificatePem X &1 & - in#b 2ME—H,
o RITFERAEECLL

a. MZLIEMEER Keycloak T#(E FimbcE M 4 keycloak-saml-subsystem.clis
MBFELZER, HSHERE M IMER B,

keycloak-saml-subsystem.cliz=fl

/subsystem=keycloak-saml/secure-deployment=YOUR-WAR.war/:add

/subsystem=keycloak-saml/secure-deployment=YOUR-
WAR.war/SP="http://localhost:8080/simple-webapp-
example/"/:add(ssIPolicy=EXTERNAL,logoutPage="SPECIFY YOUR LOGOUT
PAGE!"

/subsystem=keycloak-saml/secure-deployment=YOUR-
WAR.war/SP="http://localhost:8080/simple-webapp-
example/"/Key=KEY1:add(signing=true, \
PrivateKeyPem="...", CertificatePem="...")

/subsystem=keycloak-saml/secure-deployment=YOUR-
WAR.war/SP="http://localhost:8080/simple-webapp-example/"/IDP=idp/:add( \
SingleSignOnService={ \
signRequest=true, \
validateResponseSignature=true, \
validateAssertionSignature=false, \
requestBinding=POST, \
bindingUrl=http://localhost:8180/realms/example-saml-realm/protocol/saml}, \
SingleLogoutService={\
signRequest=true, \
signResponse=true, \
validateRequestSignature=true, \
validateResponseSignature=true, \
requestBinding=POST, \
responseBinding=POST, \
postBindingUrl=http://localhost:8180/realms/example-saml-realm/protocol/saml,
\
redirectBindingUrl=http://localhost:8180/realms/example-saml-
realm/protocol/saml} \

)

/subsystem=keycloak-saml/secure-deployment=YOUR-
WAR.war/SP="http://localhost:8080/simple-webapp-example/"/IDP=idp/:write-
attribute(name=signatureAlgorithm,value=RSA_SHA256)

/subsystem=keycloak-saml/secure-deployment=YOUR-
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WAR.war/SP="http://localhost:8080/simple-webapp-example/"/IDP=idp/:write-
attribute(name=signatureCanonicalizationMethod,value=http://www.w3.0rg/2001/10/xm
[-exc-c14n#)

PrivateKeyPem HI{E 70 CertificatePem X &1 & im#b 2 ME—H,

b. fEFAN FATEF WAR K& (U simple-webapp-example.war ) E#H & IRECE X4
IR E WAR.war,

HEREY CLI IATES - MERHRERD )

/subsystem=keycloak-saml/secure-deployment=YOUR-
WAR.war/SP=""/:add(ssIPolicy=EXTERNAL,logoutPage="SPECIFY
YOUR LOGOUT PAGE!"

B AR IR DB )

c. EAEXE CLI 21T keycloak-saml-subsystem.cli flIZA R E & JBoss EAP,

$ <EAP_HOME>/bin/jposs-cli.sh -c --file=<path_to_the_file>/keycloak-saml-
subsystem.cli

4, ERERNA,

I $ mvn wildfly:deploy

1 NSRS, SHEIRA URL, 40 : http:/localhost:8080/simple-webapp-
example/secured,
RS EEMEIZIIE M ER Keycloak B3R TTH.

2. IBELUMERRTELLIEM R Keycloak HE X BIRR P EIEESK,

BB N BREFIIEFERA SAML H1TR

Hth 5T
o FTER SAML RIS FATEFEM Keycloak SAML SEEC23INEE pack
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25 3 = £{3H OIDC I ¥ 519 M SERVLET (%1% %] JAKARTA
ENTERPRISE BEAN

f&A LLE T B F A R 4F M OpenlD Connect (OIDC)#EN M Serviet SRERHZR £ B L 1BE Jakarta
Enterprise Beans :

o ([FRBERMNENREEEMRI Servlet #1 Jakarta Enterprise Beans,

o [FHMME Servlet REXME L 2IH L HEEIRY Jakarta Enterprise Beans IR 215,

3.1. {§H OIDC I & 214 #%EZ] JAKARTA ENTERPRISE BEANS

L I&KE A OpenlD Connect (OIDC)RIF M RS, elytron-oidc-client 7244 Bl A IEAIE— N E
L2, EAUNENLZLEHTNEZLEH (M OIDC #NERERM) (FREIN ARFE AR Jakarta

Enterprise Beans,

TRRFEGEANZEEURNANRESAR, BERTAENEE.

TR Jakarta Enterprise Servlet 1 Jakarta Enterprise Servlet 1 Jakarta Enterprise
Beans &g Beans fii F[El— WAR % EAR Beans fi F AR WAR =% EAR
Bk eE TRERE, BCEMT :
BRS8N REGHRE o {2 virtual-security-
#i%) Jakarta Enterprise Beans, domain iR,

RE%HH Jakarta Enterprise

Boans BRRHS 7 2 4 B e [ Jakarta Enterprise

Beans 710
@SecurityDomain
B, LLI5IA virtual-
security-domain %R
B9 o

MEFZER, ESNHE
AR R IR
Jakarta Enterprise
Beans M TR,

TRMNZEE ERLR2EMMNEMNZEEREHE S —1NL2E, BYAEREBEULTE
R

e virtual-security-domain : IEEHENREEHEINEEL S
PR BIRE B Eth R ek,

e security-domain: R RENILEEEEENENLZSEEIN
L2515,

MREZER, FEHRENMENREHEER RS,

3.2. [FAENZLEET JAKARTA ENTERPRISE BEANS K 2

&I LAfE A elytron-oidc-client R4t 02 E IR 218K &I Jakarta Enterprise Beans, 2 Jakarta
Enterprise Beans #3i T 51 ©M Serviet WRE—EREB LS, UREIIMLFAREBZE S,
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fNR Jakarta Enterprise Beans il F5 Servlet MR —EEH, NAREZHLLI MM Serviet L H
¥l Jakarta Enterprise Beans,

BRRBRUTHEFERESMDM Serviet TRIEEINI FRRIEBZFH Jakarta Enterprise Beans,
SeRFH

o KEARI T {EM OpenlD Connect (OIDC)#tNE i Jakarta Enterprise Beans BN AT,

o RBAIRT Jakarta Enterprise Beans IR,

it

1. B8 — virtual-security-domain %E5| A WAR, HEda&E@iT OIDC R¥'# Servlet 8 &
M OIDC RIMHFEREBI EAR,

Wik

I /subsystem=elytron/virtual-security-domain=<deployment_name>:add()
Example

I /subsystem=elytron/virtual-security-domain=simple-ear-example.ear:add()

2. TEBIAEN R LB RM Jakarta Enterprise Beans b F RN
org.jboss.ejb3.annotation.SecurityDomain ;£f#, LURIR .

Wk
I @SecurityDomain("<deployment_name>")

Example

@SecurityDomain("simple-ear-example.ear")
@Remote(RemoteHello.class)

@Stateless

public class RemoteHelloBean implements RemoteHello {

@Resource
private SessionContext context;

@Override

public String whoAml() {
return context.getCallerPrincipal().getName();

}
}

INRIEMTTE OIDC BY Serviet 2 AL Jakarta Enterprise Beans, /Il whoAml () R[E#]
FARGE5M OIDC # N FIIREREY Serviet BIE AT,

3. EBE Jakarta Enterprise Beans,
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Example

I $ mvn wildfly:deploy

Heth BT
e virtual-security-domain /& 1%

33. MEMMENREEH LB L2

B LR L EDMENRELEEE, M OpenlD Connect (OIDC)HNEIREREIRRM L LI, NRE
L2 5MNABRHEESHERBIMAREN LRI RMAE, BIaesEiXEM.,

¥ Servlet A Jakarta Enterprise Beans #1 Jakarta Enterprise Beans £ @ —E8E H LA R B 1AL T S Ih A
HEHRN, UTTHEENAENL

SeRFMH
o RBERITHEMH OIDC #N A Jakarta Enterprise Beans ML T2
o RBAIRT Jakarta Enterprise Beans IRH,
o MAEILMEAREERY Jakarta Enterprise Beans,
i =
1. B8 — virtual-security-domain %SRBI WAR, HEfa&E@:T OIDC R Servlet B &
£/ OIDC &RIMHFEREBI EAR,

Wik
/subsystem=elytron/virtual-security-domain=<deployment_name>:add(outflow-security-
domains=[<domain_to_propagate_to>])

Example
/subsystem=elytron/virtual-security-domain=simple-ear-example.ear:add(outflow-security-
domains=[exampleEJBSecurityDomain])

2. BT Jakarta Enterprise Beans &R £ ACE, LS {E virtual-security-domain,

Wik
/subsystem=elytron/security-domain=<security _domain_namex>:write-attribute(name=trusted-
virtual-security-domains,value=[<deployment_name>])

Example
/subsystem=elytron/security-domain=exampleEJBSecurityDomain:write-
attribute(name=trusted-virtual-security-domains,value=[simple-ear-example.ear])

3. EFNEARS 2R
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I reload

4. ERE Jakarta Enterprise Beans,

Example

I $ mvn wildfly:deploy

Heth BT
e security-domain B4

e virtual-security-domain /& 1%
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5 4 = /A OPENID # N &R JBOSS EAP BIBEHI&

ReILUER OIDC ERAA S FIPRETERF (WIZIIEHER Keycloak) R{RIT JBoss EAP EIRIEHIA, &
S EAASENRERRRS, EULUSEMRIEERS B IDIRERRF.

E{F [ OIDC {&¥" JBoss EAP BB #EHA, HRBUTHENIT :
o FREZIIEIIER Keycloak LURF JBoss EAP EIBEHIA

e &M OpenlD Connect f&#" JBoss EAP EIZEH|&

4.1. {5 OIDC #J JBOSS EAP EIRiT4| 5L oM

S LRI ERE OIDC N (FN4LIEHIEER Keycloak #1 elytron-oidc-client F%%4%) FiR¥ £
OpenlD Connect (OIDC)#) JBoss EAP EI21EHI &,

BE
PAZFRIVEH A OIDC R EFIZITH JBoss EAP HEEIEHIA,

£ OIDC B JBoss EAP BIEILH|I S LM LIES T E -

o YIRIE elytron-oidc-client ¥4 A& secure-server FRES, JBoss EAP BIRIEHIARETE
M EI A F &K/ OIDC HN R T E.

e AT, JBoss EAP £ secure-deployment F5IRECE 3BT bearer S &3 KIE R R SR
I:Io

OIDC it F i a2a 177 Web N TR, FELL, JBoss EAP & CLI F&ik&@id OIDC #1T
R,

RBAC X

fRAI LAFE OIDC N P ECEM 2 BCA®, LUED JBoss EAP BIRIEHIA L L T A BRI R
(RBAC), JBoss EAP S#E=#ERR JBoss EAP RBAC EZE A E L #J RBAC A A, BHX RBAC WE
%58, 1EBH JBoss EAP 7.4 LR 18 R 89 BT B BRI n3EH,

Hith BT
o FREZIIEIIER Keycloak LR JBoss EAP EIBZHIA

e & OpenlD Connect ¥ JBoss EAP EIZEH|&

4.2. BRBLIIEFIEEH) KEYCLOAK LURT JBOSS EAP EIE{HA
£ OpenID Connect (OIDC)#t N ERERMENRA . ABNE M in, LMRY JBoss EAP BIRIEHIA,
ffif8 OIDC (R SBIEH A BEFHNE 5, BFBUARENT :

o NITERRENE S,

o FZiE} bearer-only & imIE F i,
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LUFRAZHER T A OIDC Jillist B #9{RH JBoss EAP BIRIRGI AFIEM R/ S B, BxifAiE, &
S5 LIHEM R Keycloak X%,

FRFH
o EHIIENMER Keycloak BIEIE 1) AR,

o /THEFYEM Keycloak IEETEIZTT,

T
1. ERZIIEFIEEM Keycloak TE Keycloak EIB1EH & A, #1420 : example_jboss_infra, &
HERLEROBAFENAF. AR i,
MRELZELR, HSHUESE,

2. BB/, 50, usert,
MEBRLZER, BB BRI,

3. NEFAIEEE, Hln, passwordUserl,
MBELER, HSH WA REFED,

4. QIEAE, flm, B’
BE1E JBoss EAP fZ HE T A GBI RIEHI(RBAC), &N Nirt RBAC ez —, i EE
i, BX JBoss EAP ) RBAC WE SR, 15514 JBoss EAP 7.4 ZE£4RHIEE HH) T A
BRI [R]42R,
BRELAIBHERN Keycloak FRIBABMESER, 1HSH I&EAE,

5. NRAFDEAR.
MFBEZER, HEM DECAGKRE,

6. | OpenlD Connect & /i, #l jboss-console,
o MRERTLUTRNEEBHE :
o FRAENR
o BEEUIFINRET
o ENF HFRENHEPKEUTEY :
o ¥ Valid Redirect URI'XE NEIRIZHIE URl, 80 : http://localhost:9990,
o ¥ Web Origins % E N EEIZHIE URl, #180 : http://localhost:9990,
7. BB —1 OpenlD Connect &/71#%, %0 jpboss-management, fF 11 bearer BIZ F i,
o TETNREECE, HUHILELATILI :
o FRAERR
o BEEVIFINRET
o RAFEETE Login settings TTEIF IR EEMAFER,

T, WA LMERIEE LS FifRRTT JBoss EAP BIEGHIA, IEFELER, ES @R OpenlD
Connect &% JBoss EAP EIB#EHIS,
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Hth B

e {#HF OIDC Wy JBoss EAP EifiZ4| 5% M

4.3. {#F OPENID CONNECT &% JBOSS EAP EIFiZH4S

WIR{FEF OpenlD Connect (OIDC){R# JBoss EAP BRI KIS, JBoss EAP REEME OIDC #EL
fE, BtRPEREERERE,

FRFM

o RBETE OIDC N ELE T TR IE S i
MEBRLER, ESHEBLIBMEN Keycloak E{RI JBoss EAP EIEEHIE

iz
1. 7£ elytron-oidc-client F RS EZE OIDC # 7,
Wik
I /subsystem=elytron-oidc-client/provider=keycloak:add(provider-url=<OIDC_provider URL>)
Example

/subsystem=elytron-oidc-client/provider=keycloak:add(provider-
url=http://localhost:8180/realms/example_jboss_infra)

2. £ wildfly-management #J secure-deployment %R, LURIFEIEFRHE,

Wik
/subsystem=elytron-oidc-client/secure-deployment=wildfly-
management:add(provider=<OIDC_provider_name>,client-

id=<OIDC_client_name>,principal-attribute=<attribute to _use as_principal>bearer-
only=true,ssl-required=<internal_or_external>)

Example

/subsystem=elytron-oidc-client/secure-deployment=wildfly-
management:add(provider=keycloak,client-id=jboss-management,principal-
attribute=preferred_username,bearer-only=true,ssl-required=EXTERNAL)

3. OPTIONAL : &= LA U T a4 /8 A E T A BRI R12REI (RBAC).

/core-service=management/access=authorization:write-attribute(name=provider,value=rbac)
/core-service=management/access=authorization:write-attribute(name=use-identity-
roles,value=true)

4. % h wildfly-console B secure-server %R, 1% %iRE|A jboss-console & ' if,

Wk

32



28 4 3 {§1H OPENID iR/ {RT JBOSS EAP EHEHIE

/subsystem=elytron-oidc-client/secure-server=wildfly-
console:add(provider=<OIDC_provider_name>,client-id=<OIDC_client_name>,public-
client=true)

Example

/subsystem=elytron-oidc-client/secure-server=wildfly-console:add(provider=keycloak,client-
id=jboss-console,public-client=true)

HE
JBoss EAP E %A EK secure-server FHRE% [ 16n 4 4 wildfly-console,

1 IREEEHE, ABERT, BBESAAT http://localhost:9990,
SR EERE OIDC L,

2. {ERETE OIDC #Lprh QIR A 7 EIEE K,

JBoss EAP BRI A IIEET OIDC #H TR,

Hb iR
e {#HF OIDC My JBoss EAP BifiZ4| 5% M

e Elytron-oidc-client F R4 E M
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BE5ESE

5.1. ELYTRON-OIDC-CLIENT FX%Z Bt

elytron-oidc-client F RSt iR It B M REEH TN,

£ 5.1. Elytron-oidc-client ¥R 5 EH

Bt 30

provider Bt i& OpenlD Connect {1/,

secure-deployment H OpenlID Connect #tN R HIERE

realm BB LT IEH M Keycloak 18, X NAERAFRE. &

A LUTE keycloak B FimEiss A EHIEE, FHELL
fHA. BuUER HaRE.
T BHERAZ= elytron-oidc-client B :
e Provider: A FEL& OpenlD Connect i, WIHRELER, FSMH L Bt

e secure-deployment : i FEEH OpenlD Connect IRIFHIERE, MEFZER, HSMH
secure-deployment &%

o If : ATFECELIIEHER Keycloak, MMFEZER, HESM H EME, TEWUEA realm, ER
NTHEER. ERILUE keycloak B imEicds P EHIECE, FAELLER, BiIUER provider
E'I‘io

& 5.2 #thm Bl

Bt AAE fed

allow-any-hostname false MRFFHE R true, NIFES OpenID #EEHEEN BT EN ALK
ik, XEMKNRER, FEREFIMERRELEDN true,

always-refresh-token MRKEH true, NFREREERNFARE Web 15K RIFTS
B, FISEIER L X E OpenlD R Ea LUK EUETEO T 7] SR8,

auth-server-url LINEF MY Keycloak 1B AR 553 OB A URL, MNREALLEM,
AIE X realm B,

&4 LUE A provider-url BHETE S NEMERIZEE AR URL 0

realm,
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Bt

autodetect-bearer-only

client-id

client-key-password

client-keystore

client-keystore-

password

confidential-port

connection-pool-size

connection-timeout-
millis

connection-ttl-millis

cors-allowed-headers

cors-allowed-methods

cors-exposed-headers

cors-max-age

disable-trust-manager

AAE sk

false KERE BN bearer-only &K,

L UKZ bearer-only iE K, autodetect-bearer-only #i%i&EH
true, NARFITESSNNEE T,

A It E 4R 38 X-Requested-With, PPAction = Accept &
PRk B sl & H6 K U5 [a] i (SOAP )3 REST % /i,
£ OpenlD 1R T2 HIEMEY JBoss EAP FIZ i 1D,

INRIEE T client-keystore, 1EELLEM HIEERT,

RN FARIT HTTPS 5 OpenlD 1RRFRFBIS, HELEMEF
WEE BB,

MRIEET BFMBAEME, SREATELBMEHIEHE
ﬁ;‘.”o

8443 18 7E OpenlID ) s AN 2 im0 (SSL/TLS).
1EE S OpenlD L g & I 5 AR E RS K/,

-1L BES TR ENEILERABAE (UZERNEA) o &AMED -
1L, &K 2147483647L-1L RFIZERE L, XZRIME,

-1L BEEEFRERNE (UZEWHEML) o MER-IL, &KX
2147483647L. -1L RRERE L, X2RMIME.

MRS AT Cross-Origin Resource Sharing (CORS), iXJ$% &
Access-Control-Allow-Headers #:3L8{H, XN iZe— P AE
SOFNFRE, XZEHN, NREEHE, IIAKIE CORSIH
AR [E] B Rk

MRS AT Cross-Origin Resource Sharing (CORS), iXJ$% &
Access-Control-Allow-Methods #3kHI(E, XNiZE—NHEESS
FHFRFER, X2AER, MREFEE, NIFXIE CORS ML H
IRE ARk,

WRFHAT CORS, iXfHXE Access-Control-Expose-Headers T
LHEH, XNZR—TMRESOFHNFRHR, iXE optinal, NR%
BXE, NAKTE CORS iR AR E ATk,

& Cross-Origin Resource Sharing (CORS) Max-Age #52kBI{E,
ZAE A LATE -1L 7121474836471 2 7], RAE7E enable-cors %
Htrue i, LEEMF REM,

EEMERT HTTPS & OpenID N REN ZEEAEEEESS.
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=4 HAE b

enable-cors false & FA4LIE R B Keycloak Cross-Origin Resource Sharing (CORS)
X ¥,

expose-token false MRHE N true, LT HRFEUERIN HE 2R E F i o] LU

Javascript HTTP B SRIKEE &RV (R k%, @id URL
root/k_query_bearer_token, X2 kR, XRFETFLIENE

B Keycloak,
ignore-oauth-query- false 2% access_token M i S HURHT,
parameter
principal-attribute 1E7E ID WHERHERAE, BESHOBER
provider-url 183 OpenID #5/# URL,
proxy-url INREA HTTP R, IFHEE HTTP fSE/Y URL,
realm-public-key EEEHAH,
register-node-at- false MRHE N true, NISFEEME KA ERZLIEER Keycloak, Lh
startup BN ERIN AREFEREN X B A,
register-node-period IBEEHEM T REIE,
socket-timeout-millis LIZRh AR E S HIRNERE B,
ssl-required external 18E 5 OpenlID HNEHBERENIZEL HTTPS, ZEALZN
Trz—:
o All - FrAEBE#EEL HTTPS i/1T,
o external - RESHAEE FIRBEE BT HTTP 4T,
e none- RfEMA HTTP,
token-signature- RS256 187 OpenlD N EFERAMNSEELE L, IRNEESR !
algorithm
o RS256
o RS384
e RS512
o ES256
e ES384
e ES512
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token-store 9 auth-session #EHEE Cookie HRIHFE,

truststore BERTE I HTTPS iEKRMETEE.

truststore-password 8 truststore B,

verify-token-audience false INRKEH true, NITE(L bearer FRLIEHAH], MRSEIELE

P& FRGER)ERZ AR, WL,

% 5.3.secure-deployment Bt

=43 sk

allow-any-hostname false RFHE S true, NIES
OpenlID #REaBENR BT EHA
ik, XIEMIRFRER. TEN
HigB N EIMEHM ture,

always-refresh-token MRILEH true, JBoss EAP &
EBR Web 153K _ERIFT T,

auth-server-url LIIEHIEERY Keycloak BIRALAR S5
BMEA URL, thaLUfEF
provider-url Bk,

autodetect-bearer-only false KERE BN bearer-only &
Ko HULE bearer-only 153K
i, autodetect-bearer-only #
wKEN true, NABFILESS
W 2eE 5K,

bearer-only false Eei%E N true, LUBIT Bearer
Token EPEIERMAI N A, HA
Bearer Token SRR, AR
2 EEME OpenlD 1RHRF LU
#7&3% ; m elytron-oidc-client
FRESZERIGUEAFH bearer
ShE.

client-id OpenlID REFEF HFSFMIE F i
BIME— PRI R,

client-key-password INRIEE T client-keystore, %
FELLEMPIEE R BN,
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B LS WINE]

client-keystore

client-keystore-password

confidential-port 8443

connection-pool-size

connection-timeout-millis -1L

connection-ttl-millis -1L

cors-allowed-headers

cors-allowed-methods

cors-exposed-headers
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MREHN @Y HTTPS &5
OpenlD REFEFRIE, EELE
MhTBE R IREHEENRRE,

MREET B RBETEHE, 5
RUEBTRELEEEH VN ENE
ﬁ%’o

15 7E OpenlD 5 {5 A R ER i
M(SSL/TLS),

EES OpenlD #tLEEERERA
B RN,

18 7E 5 t2 M B L RO Y
[ (A= HERAL) , &AMED -
1L, &KX 2147483647L. -1L %
TMERE X, XEFRINE,

BREEERERNE (U= HE
fi) o &IME-1L, &K
2147483647L. -1L RNZERTE
3 X RRINE,

IR T Cross-Origin
Resource Sharing (CORS), X%
% & Access-Control-Allow-
Headers 73k H{H, XM iZE—
NRESHFHNFERE, X2k
B, MREEXRE, NARE
CORS i B 3R B Rk,

RS T Cross-Origin
Resource Sharing (CORS), X%
% & Access-Control-Allow-
Methods 7Lk BIE, XRZE—
MNRESHFHWFERS, X2k
B, MREEXRE, NARE
CORS i i 3R B iRk,

IR T Cross-Origin
Resource Sharing (CORS), X%
% i& Access-Control-Expose-
Headers irkBfE, XRNiZ2—
TRESHANFRHR, XEHE
B, MREBERE, NFRE
CORS i R AR B Rk



Bt

cors-max-age

credential

disable-trust-manager

enable-cors

enable-basic-auth

expose-token

ignore-oauth-query-parameter

min-time-between-jwks-requests

LS WINE]

false

false

false

false

IR FRELIME HARFAHZE
ZHISHE, JBoss EAP %M
elytron-oidc-client iz 5523 T#:
FHINEH, BMEIEE JBoss EAP
RS T E AT E /R E (B
AL o ZERUFE -1L 1
2147483647L 2z IA,

1BE ID BEHNERE, RES
PRIER

8 7E OpenlD #tR .

187 OpenlD #EFE URL,

sk

%18 Cross-Origin Resource
Sharing (CORS) Max-Age Fr3k#9
B, ZMERLAIE-1L D
2147483647L 28, REHE
enable-cors %7 true i, It/E
MFRER,

IEERTS OpenlD N FEBIEH
&k,

EEMERIT HTTPS 5 OpenlD #t
NEREN RS FEREEEES.

J& FZI 9% B9 Keycloak Cross-
Origin Resource Sharing (CORS)
X ¥,

J& F3 Basic Authentication LUEE
B FREL bearer ShEHIEE,

R KB N true, Zid BRIRIUE
BN T 28 28 7 i AT LA
Javascript HTTP i A SR IKEN S &
89515 hE, @i URL
root/k_query_bearer_token,
XBAER, XEFE FLEM R
Keycloak,

2 Mm%l access_token M EifE
AR,

principal-attribute

provider

provider-url

proxy-url
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B LS WINE]

MRHEA HTTP REE, 1HEE
HTTP fCE2# URL,

false INRZEH true, NFES OpenlD
RBBEFBENARLER FinE
WEe X2 PR,

£ Red Hat build of Keycloak i
ErE,

LA PEM & IETE OpenlD #EN 7S
B9 N A,

EEENAIEER URI WEFH
il

false MERFEN true, NEFEEME
KA EEILTIEI R Keycloak, Itb
BUNIEEH N AREFEEN T A
o

EEEHEM T REVER (UM
AL

BEMFREMA OIDC RIFHIN AT
F&FR, =&, EAILUIEE
client-id.

LIZR N i E S RHRIENER
B,

external 8E 5 OpenlD HNEHBERST
NiZ3@t HTTPS, % {E R LAZ L
Trz—:

o All-FraBE#EEL
HTTPS #47,

e external - RESHAEE
FiREEREE HTTP i#
7o

e none- EKFMH HTTP,

IR LRI B R R EESER
iR (BARD N #GD) PidH, TIE
o 28 = RIHT 5 hE.
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public-client

realm

realm-public-key

redirect-rewrite-rule

register-node-at-startup

register-node-period

resource

socket-timeout-millis

ssl-required

token-minimum-time-to-live

token-signature-algorithm



Bt - N fd
RS256 187 OpenID N EEAMSIEE  token-store
2EE, XFNEER

e RS256

e RS384

e RS512

o ES256

o ES384

e ES512

7 auth-session ##EHEE Cookie truststore
R TEFE,

IBERATERSRE S im HTTPS & truststore-password

REEEFE,
18 E truststore B, turn-off-change-session-id-on-
login

false K1 1D BIATERR N B KT B, use-resource-role-mappings
FHEI N true LURFIE K41,

false {8 FH M5 hEER BB BER B AR verify-token-audience

% 5.4. secure-server Bt
Bt HAME Uiy
adapter-state-cookie-path MRXE, XFHELFRGEEN

Cookie RfERBIRE, WIREHT
wiE, MER"™ /ENIRE,

allow-any-hostname false RFHE IS true, NIES
OpenlD #tREaBER BT EHA
ik, XIEMIRFRER, TEHE
EFIMERS RSB true,

always-refresh-token MR KB N true, NFRARTE
RN FAWE Web &R R4
2, FEFETIERAZIXE OpenID
IR AR ERET R U7 (7] 43 R
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Bt

auth-server-url-for-backend-
requests

auth-server-url

autodetect-bearer-only

bearer-only

client-id

client-key-password

client-keystore-password

client-keystore

confidential-port

connection-pool-size
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false

false

8443

sk

EEMNRTEEM OpenlD #EL
PR EIRIERAY URL, MTHET
MR RANRE,

LINEHI R Keycloak BIRAUAR S5
SREEA URL, tATLAEF
provider-url 1%,

HERE BN bearer-only

-+
/jzo

LU E bearer-only 153K
i, autodetect-bearer-only #
KiE N true, NARFELESS

fHERA L E4ERTE X-Requested-
With, PPAction = Accept &
PRk B BRI TR] S0 R U5 R] Py
W(SOAP )z REST % /71,

Bei%iE N true, LUETT Bearer
Token BQ5IERR N A,

[ B Bearer Token B2 55 IERT,
AP AKEEME OpenlD R{EFE
FLL#1T &5 ; ™ elytron-oidc-
client 7RGz EIER B
bearer &5 h.,

OpenlD R F FIEMENE i
BME— PRIR R

INRIEE T client-keystore, &
BRI EH B,

MREET B REHEHE, 5
REBTRELEEH VN ENE
ﬁ%’o

@it HTTPS 5 OpenlD {252
BIEN, ELHEMHEEEFHE
FEMERER 1R,

18 7E OpenlD 5 {5 A R ER i
M(SSL/TLS).

EES OpenlD #tNEEER &R
B RN,



Bt

connection-timeout-millis

connection-ttl-millis

cors-allowed-headers

cors-allowed-methods

cors-exposed-headers

cors-max-age

credential

LS WINE]

18 52 M B L RGBS Y
[ (A= HERLL) , &AMED -
1L, &K 2147483647L. -1L %
TMERE X, XEFRINE,

BEEERERNE (U= HE
fi) o &IME-1L, &K
2147483647L. -1L R NZERTE
3, X RRINE,

INRFA T Cross-Origin
Resource Sharing (CORS), X%
% & Access-Control-Allow-
Headers #:kH{H, XN iZE—
NRESHFHNFERS, X2k
B, MREEXRE, NIRRT
CORS i i 3R B iRk,

IR T Cross-Origin
Resource Sharing (CORS), X%
% & Access-Control-Allow-
Methods 7Lk BIE, XRZE—
NRESHFHWFERS, X2k
B, MREEXRE, NARE
CORS il i 3R B iRk,

INRFA T Cross-Origin
Resource Sharing (CORS), X%
% i& Access-Control-Expose-
Headers iikBIE, XRNiZE—
TRESHANFRH, XEHE
B, MREBERE, NFRE
CORS i R AR [ Rk

%18 Cross-Origin Resource
Sharing (CORS) Max-Age Fr3k#9
fH, ZERLAIE -1L 0
2147483647L 28, RAEHE
enable-cors %7 true if, It/E
HFRER,

IEERTS OpenlD N EBIEH
&k,
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disable-trust-manager

enable-basic-auth false
enable-cors false
expose-token false
ignore-oauth-query-parameter false

min-time-between-jwks-requests

principal-attribute

principal-attribute

provider

provider-url

proxy-url

public-client false
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EEMERIT HTTPS 5 OpenlD #t
NEREN RS FEREEEES.

J& F3 Basic Authentication LUEE
B FREL bearer ShERIEIE,

J& F4I 9B Keycloak Cross-
Origin Resource Sharing (CORS)
X ¥,

NRKE N true, Zid BRIRIUE
BN T 28 28 7 i AT LA
Javascript HTTP i A sk EN % &
89558, @it URL
root/k_query_bearer_token,
XRAER, XREEF LR
Keycloak,

2%l access_token M E S
AR,

MRFREEMBBRM AT S
B hE, JBoss EAP &% M
elytron-oidc-client Az 5523 T#:
N, B2, MREEEZE
TINFXAMEBE, T JBoss EAP
deosn AR TFHFHAH, LA
AL, Z{ERLATE -1L 0
2147483647L 2|,

53 ID FHEHPNFERE, RFES
GRS

1BE ID BREHPNERE, RFES
PRIER,

8 7E OpenlD #tR 7.

187 OpenlD #EFE URL,

MERFEAHTTP I8, FHiEE
HTTP {CEEH URL,

INRKE N true, NI7ES OpenlD
REEFBENTRAER iR
UE, X2 RIEM,
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public-key-cache-ttl

realm-public-key

realm

redirect-rewrite-rule

register-node-at-startup false

register-node-period

resource

socket-timeout-millis

ssl-required external

token-minimum-time-to-live

sk

BN R 2 RS A BB A ]
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