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B OpenShift Container Storage tFEHEPRE, RIESBIEIRA T AR ANMEI% Red Hat OpenShift Container
Storage S A THIEBRFMES.

e

REHHEHRESEBNETEENIGH RRAR, AXHRFEEEATRBINERD NVETFET

o 52 EF [#/ must-gather FE HEXHFIIZHE/E ER0MTE OpenShift Container Storage
£ must-gather LR,

o 3 E HMEHFATZENE Y HE BaiIKE OpenShift Container Storage FTERHIH & X4,
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% 2= [ MUST-GATHER T# HEXHMIZHER

N5 Red Hat OpenShift Container Storage Joi& B shfi# R A3, 5 {E A must-gather TERWEHRE
HM2EIER, UESLAEIZFHIUETEFRE, HBAEMRAE,

B

% OpenShift Container Storage M EBEXERENS, must-gather R M Red Hat
OpenShift Container Storage 8N E R K, BFRESMHAEE Red Hat Ceph Storage &
WEHXBBIMBE LT, EMAER Red Hat Ceph Storage & INE KB, 1ES 4 Red
Hat Ceph Storage S [&HEFR1E R FELR M Red Hat Ceph Storage BIE A,

£

o MiE#EZF| OpenShift Container Storage 5£2£HI% /12 1T must-gather @45

$ oc adm must-gather --image=registry.redhat.io/ocs4/ocs-must-gather-rhel8:v4.6 --dest-dir=
<directory-name>

XREREERPBREUTER :
o P& OpenShift Container Storage £ HEXM B E L FTIR(CR) R H fp & ZE[H,
o BFfA OpenShift Container Storage %M pod B9 Pod HE.

o FLUPRE Ceph s B, 1RE. REHZTRRE,

o MMR—PHEN master T R BT Ready IR, EEMA --node-name I5E— MRS
Ready #J master TR, LUMERLIZLMIHE must-gather pod,

$ oc adm must-gather --image=registry.redhat.io/ocs4/ocs-must-gather-rhel8:v4.6 --dest-dir=
<directory-name> --node-name=<node-name>

o MREMBENFIKERFS :
o EBHINEMHEIEEMEXIIEIEE (FIaNFE 5 #IWTE 2 XA) , 70 /usr/bin/gather since=

<duration> :

$ oc adm must-gather --image=registry.redhat.io/ocs4/ocs-must-gather-rhel8:v4.6 --dest-
dir=<directory-name> /usr/bin/gather since=<duration>

o EIFEMLUEM—NHRENFINERE, 7NN /usr/bin/gather since-time=<rfc3339-
timestamp> :

$ oc adm must-gather --image=registry.redhat.io/ocs4/ocs-must-gather-rhel8:v4.6 --dest-
dir=<directory-name> /usr/bin/gather since-time=<rfc3339-timestamp>

BN ARB X L aheRpIE

<node-name>


https://access.redhat.com/documentation/en-us/red_hat_ceph_storage/4/html-single/troubleshooting_guide/index

% 2% [ MUST-GATHER THESEXHHIZEHER

IR —NHZ A master T s BT Ready K75, FRXNSEIEE—MBALT Ready
RSB master TTRBAFR, Xe@RIFEE R, #BIR must-gather pod (&% B FEEIREH
master TR L,

<directory-name>

must-gather INEHE BHIE %,
<duration>

EBEWERGF SR (BEXAK) , #ig05h (FKFRM 5 /NEERETFFR) .
<rfc3339-timestamp>

BEREEBNRTE (RFC 3339 K/A12;) , %0 2020-11-10T04:00:00+00:00 ({XZFRAM
2020 11 B 1 B 4am UTC F18)
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£ 3 B WEHRMENE L EE
TAHE T —LAFX OpenShift Container Storage HTHEEBIRMAE, URERENIHMS,

o NIFTE pod EREE :
I $ oc logs <pod-name> -n <namespace>
® }j Ceph 5% OpenShift Container Storage 584K HE :
I $ oc logs rook-ceph-operator-<ID> -n openshift-storage
® / cephfs X rbd Fif pod £ B, UGN app-pod H#H; FRBYEM AR
I $ oc logs csi-cephfsplugin-<ID> -n openshift-storage -c csi-cephfsplugin
I $ oc logs csi-rbdplugin-<ID> -n openshift-storage -c¢ csi-rbdplugin
o 7 CSlpod HFHFIERZSREMBE :
I $ oc logs csi-cephfsplugin-<ID> -n openshift-storage --all-containers
I $ oc logs csi-rbdplugin-<ID> -n openshift-storage --all-containers
® }y cephfs =X rbd provisioner pod £ B, LGN PVC A4 F BOUND R AR :
I $ oc logs csi-cephfsplugin-provisioner-<ID> -n openshift-storage -c csi-cephfsplugin
I $ oc logs csi-rbdplugin-provisioner-<ID> -n openshift-storage -c csi-rbdplugin
o 7 CSlpod HFHFIERSREMBE :
I $ oc logs csi-cephfsplugin-provisioner-<ID> -n openshift-storage --all-containers
I $ oc logs csi-rbdplugin-provisioner-<ID> -n openshift-storage --all-containers
o {#fH cluster-info 8 4 M OpenShift Container Storage B :
I $ oc cluster-info dump -n openshift-storage --output-directory=<directory-name>

e 3% OpenShift Container Storage operator H&EFIE 4,

o &% Operator B :
I # oc logs <ocs-operator> -n openshift-storage
<ocs-operator>

I # oc get pods -n openshift-storage | grep -i "ocs-operator" | awk '{print $1}'



o

B 3 E HEHHRARE L

K% Operator &4 :

I # oc get events --sort-by=metadata.creationTimestamp -n openshift-storage

e JKEY OpenShift Container Storage operator g A FI4iE,

# oc get csv -n openshift-storage

ol
NAME DISPLAY VERSION REPLACES
PHASE
ocs-operator.v4.6.2  OpenShift Container Storage 4.6.2
Succeeded

# oc get subs -n openshift-storage

i =
NAME PACKAGE SOURCE
CHANNEL
ocs-operator ocs-operator redhat-operators
stable-4.6

o WSO TREITX,

# oc get installplan -n openshift-storage

e TEE#T OpenShift Container Storage Ja 2 4RI ER (&,

o

REMEEH ERIFHRESTHAHY pod BT R,

I # oc get pods -0 wide | grep <component-name>
4N -

I # oc get pods -0 wide | grep rook-ceph-operator
Ty B

rook-ceph-operator-566cc677fd-bjgnb 1/1 Running 20 4hém 10.128.2.5 rook-ceph-
operator-566c¢¢c677fd-bjgnb 1/1 Running 20 4hém 10.128.2.5 dell-r440-
12.gsslab.png2.redhat.com <none> <none>

<none> <none>

dell-r440-12.gsslab.pnq2.redhat.com & node-name,

o EHMK D,

I # oc debug node/<node-name>

A&
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Hith BHR

<node-name>

REERIEHRBGIZITIAM pod B9 AR,

I # chroot /host

I # crictl images | grep <component>
4N -

I # crictl images | grep rook-ceph

Ty R 7B

IMAGE TAG
IMAGEID SIZE
registry.redhat.io/ocs4/rook-ceph-rhel8-operator@sha256 <none>
5600a36370df4 1.55GB

itk IMAGEID, FiFHEMETE] Rook Ceph Operator TIE Y Digest ID,

e {# M must-gather


https://catalog.redhat.com/software/containers/ocs4/rook-ceph-rhel8-operator/5ddef2a7bed8bd164a0afd90?tag=4.6-55.6dba87fd.release_4.6

%5 4 J3 OPENSHIFT CONTAINER STORAGE BEESES £ RO HEBAT kRS

25 4 Z /) OPENSHIFT CONTAINER STORAGE SERBEEZEIE
HBIAT RiLEER
% Openshift Container Storage R FASRESE FIBAIA T REFE8R 1, CSldaemonset £ pod REETES

SRR T R LS, EMSIAERTILER T RER Openshift Container Storage, HEGRIT5H
EHRHITU TS RRE S FREcHEBAT S -

SR
1.} openshift-storage fp & 2 [AIEE — N H T it 2R,

I $ oc annotate namespace openshift-storage openshift.io/node-selector=

2. MR DaemonSet £ M EIEA pod.

oc delete pod -I app=csi-cephfsplugin -n openshift-storage
oc delete pod -I app=csi-rbdplugin -n openshift-storage
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2 5 = % OPENSHIFT CONTAINER STORAGE AHRYZ IR FN5S 15 7
1T BEHERR

5.1. BRERF IR

Red Hat OpenShift Container Storage AILUGIFI B R B L B IMBE =, B2, BLNEE
BEEAN A,

ETHRARIMAEER, FEEUTMEZ— :
® Monitoring - Alerting - Firing 72£201
® Home — Overview —» Overview 11+
® Home — Overview — Persistent Storage /% Il
® Home — Overview —» Object Service H7% I

SHETRRERFEUTROBREUTREAERMBRAE

Name:CephMonVersionMismatch
HEE BTSN RENEERS.
fisk 2178 {{ $value }} FREK Ceph Mon HhRA,
& Warning
BRRAE  BE
w2 RERFREMNEE, #FRIEEFRSEHTH.
o MRBHTIEFINT, MILERBIMIE,
o MRBINKHI;T, BEAI IR,

Name:CephOSDVersionMismatch

HE BTSN RENEERS.

kB 17A {{ $value }} WARBERRA,

=& Warning

BRRAE | BE

w2 RERFRENEE, FRIEEFRSEHTH.
o MRBHTIEFINT, NMILERBIMIE,
o MRBINKHI;T, BEAI IR,

10
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%% : CephClusterCriticallyFull

HE FREHEELR, FRELNT R
ik FEEHAAEDE 85%.
eEH : Crtical

BRRAE  BE

wiE MR LENBEST BER.

%% : CephClusterNearFull

&5 7 Storage £#H . REHTI R,
fid : FHERHAAECE 75%.

=& Warning

BRRAE | BE

wiE RN ROBIEST BER.

Name:NooBaaBucketErrorState

Message:A NooBa Bucket Is In Error State

Description:A NooBaa bucket {{ $labels.bucket_name }} is in error state for more than 6m
& Warning

BRAR : InfERRAZR

wFE : 2R NooBaa Bucket Error State

Name: NooBaaBucketExceedingQuotaState
Message:A NooBaa Bucket Is In Exceeding Quota State

Description : A NooBaa bucket {{ $labels.bucket_name }} its quota - {{ printf "%0.0f" $value }}%
used used message: A NooBaa Bucket Is In Exceeding Quota State

& Warning
BAAR : B8

i : R NooBaa Bucket Exceeding Quota State

1
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Name:NooBaaBucketLowCapacityState
Message:A NooBa Bucket Is In Low Capacity State

Description : A NooBaa bucket {{ $labels.bucket_name }} [ {{ printf "%0.0f" $value }}% HF
E

=& Warning
BAAR : B8

iz R NooBaa Bucket Capacity 3¢ Quota State

Name:NooBaaBucketNoCapacityState

Message:A NooBa Bucket Is In No Capacity State

Description : A NooBaa bucket {{ $labels.bucket_name }} EE{EHEMASE
=& Warning

BRAR  EE

iz R NooBaa Bucket Capacity 3¢ Quota State

Name: NooBaaBucketReachingQuotaState
Message:A NooBa Bucket Is Inaching Quota State

Description : A NooBaa bucket {{labels.bucket_name }} fEf {{ printf "%0.0f" $value }}% of its
quota

=& Warning
BAAR : B8

i : R NooBaa Bucket Capacity 5; Quota State

Name:NooBaaResourceErrorState

Message:A NooBaa Resource Is In Error State

Description : A NooBaa resource {{labels.resource_name }} is in error state for more than 6m
=& Warning

BRAR : InARRAR

mFe : )R NooBaa Bucket Error State

12
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Name: NooBaaSystemCapacityWarning100

Message : A NooBaa System Approached it Capacity
fik : —4 NooBaa REELAHAE, HAE)N 100%
& Warning

BRAR  EE

i R NooBaa Bucket Capacity 3; Quota State

Name: NooBaaSystemCapacityWarning85

Message : A NooBaa System Is Approaching it Capacity
#idt : NooBaa REiEnAHAE, HHAEET 85%

=& Warning

BRAR  EE

FikE : 2R NooBaa Bucket Capacity 8 Quota State

Name: NooBaaSystemCapacityWarning95

Message : A NooBaa System Is Approaching it Capacity
#idt : NooBaa REiEnAHAE, HRAEET 95%

& Warning

BRAR  EE

i : R NooBaa Bucket Capacity 3; Quota State

%% : CephMdsMissingReplicas

Message : FFETTEUIBIRSSH Insufficient B2,

Description: *Minimum required replicas for storage metadata service not available.

AR F AR T,
=& Warning
RAR  BFIRINEH
e
1. K EERFERERRE.
2. MRFTERRNZF, EECRILESZFEHIA,

13
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%% : CephMgrisAbsent
Message : FEiEEIRBESRIRS A BT A,
Description : Ceph Manager B4 M Prometheus BIr & BiHE K,
=& Critical
BRAR  BFERINESHF
R
1 REAPREFILE, HRIEEFESELEHIT,
o IMNREIIELESH1T, MHLERZIHTH,
o MREIEFHIT, ERAMIRE,
2. ARG, WEZEHRF Operator SR,

3. MRFFFAHTER, BFHRRILIESH,

%% : CephNodeDown

Message : Storage node {{ $labels.node }} down
Description:Storage node {{ $labels.node }} down, HILEIEE T =,
J“E: Critical

RAR  BFIRIEH

by
1. BB SEILERZT, HRERERER,
2. RECELMBRIERME T =, MREEMRET = :

o 5L Bt OpenShift Container Storage BUTEAETT s

o HCRIINESHFERI].

14


https://access.redhat.com/support
https://access.redhat.com/support
https://access.redhat.com/support
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&5 52 % OPENSHIFT CONTAINER STORAGE Hhpy&iR Mt iR gk T His

%% : CephClusterErrorState

Message : Storage & FEHFIRE

ik FREERLTHRRE, K& 10m,

=& Critical

BRAR  HIRAESR

iz
1. K EERFBRERRE
2. MRFTRIABNZIA, A must-gather T HESXHFIZHE R,
3. MZIIESZRFOE — SRR, FFMIIN must-gather Y%,

%% : CephClusterWarningState

Message : Storage cluster 4tF degraded K&

ik FREERLTEERE, K& 10m,

=& Warning

BRAR  HHRLIER R

e
1. REERMBERRE
2. MRFTEHFZ A, 1HEA must-gather T BESXAFFIZETE R
3. MLLIESRFOIE— N2 RFAEE, FMII must-gather BY%IH,

%% : CephDataRecoveryTakingTooLong
HE : BiRthk S EEE

- BUERE XK.

=& : Warning

RARAE | IFIRIIESFF

%% : CephOSDDiskNotResponding

HE - BEUEAWR

Description : Disk device {{ $labels.device }} not response on host {{ $labels.host }},
J“E: Critical

RAR  BFERINESH

15


https://access.redhat.com/support
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%% : CephOSDDiskUnavailable

Message : Disk Fo3& 1A

Description : Disk device {{ $labels.device }} fEE# {{ $labels.host }} LF&ijiml,
=& Critical

BRAR  BFERINESHF

%% : CephPGRepairTakingToolLong
HE  RWBNBEE W[

ik : T ARES R K,
& Warning

BRAE  IFICRIER R

%% : CephMonHighNumberOfLeaderChanges
Message : Storage Cluster &R & FI T %5521k,

Description : 'Ceph Monitor "{{ $labels.job }}": instance {{ $labels.instance }} have seen {{
$value printf "%.2f" }} leader changes, recently.’

=& Warning

BRAE  IFICRIER R

%% : CephMonQuorumAtRisk
Message : Storage quorum in risk
ik FHEREMERE.

J“E: Critical

RARAR | IFIRIIESFF

Name:ClusterObjectStoreState
Message:Cluster Object Store 4 FREERIR S, HRE Ceph SEHERERKE,
f#k : Cluster Object Store 4t FABEKE, #id 155, HKHE Ceph EEEEIRE.
7= Critical
BRAR  HIHRRAESR
g
e &7 CephObjectStore CR =4,

o IRILMESRAERI .

16
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5.2. 2, NOOBAA BUCKET (iRIA &

SR
1. &3 OpenShift Web #2414, B4 & Object Service,
2. EHAGER T, BRGELBMFER TR,
3. EAMEHHR, Hifi Buckets LI H R F R R SHFHER,
4. R'EM Bucket Name, W& ERFHEFEEIREE IR,
5. IREEFMEBHEMRIER, HITUTREZ—INNE :
a. WF5ZE[AMERAIEER

i. FEEMEHEH, = Resources i,
i, HEAFERIR SRR,
iii. BILRINE S A RAER TR

b. X FHREER IR |

i. FEEMEHEH, = Resources i,

i, HE A FERIR SR HR.

il. FREHRBREREEFRSTITRH, FTERE.

iv. INFE I/ ARG R, BRI ERDI R BN BB,

5.3. f#; X NOOBAA BUCKET EXCEEDING QUOTA STATE []:
ZEfZ R A NooBaa Bucket Is In Exceeding Quota Stateifi%, HHITUTREZ— :
o EIRFIEE LR — AR,
o HUTLUT S PR INTE (AR -
1. &% OpenShift Web &, B i Object Service,

2. FHAMER £, LRE/HFERTIE,
3. EEMBEES, Hii Buckets EWFIE R TR SBEMERE,
4. =EM Bucket Name, U4 B REFMBTBRIMEIR,

5. = Bucket Policies » Edit Quota FIgNE 47,

5.4. ;2 NOOBAA BUCKET CAPACITY = QUOTA STATE |n] i

R
1. &5k OpenShift Web ##l&, BH i Object Service,

17
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2. FHAMER £, LRE/HFTERTIE,
3. EAEMBEEA, =i Resources iEINFE%E PV it HR,
4. WNFREERTSH PV HER, iESEEREH,

5. iR EFIRIMAERE,

5.5. & POD
L 5 — AN &S (45050 NODE 1)y HE LRI 25 - NotReady SRASHS, {8 ReadWriteOnce(RWO)iji[a/4&

X8I PVC WEE pod X HBEE /TR (HI20NODE2) , {EETF multi-attach BRI FE, X
MIERT, EALURL TSR KRE MON, OSD N ARRE

R
1. %1 NODE1 (M AWS 5§ vSphere i) F#{% NODE1 2%,

2. AT 4, 5@k} NODE1 £/ pod :

I $ oc delete pod <pod-name> --grace-period=0 --force

5.6. \EBS B0 EHIRE
4 OSD WL A4 B89 OSD = MON #MH 2% (EBS)B5 TEF2F Amazon EC2 SLBI D EE, ZBATE

—WoE R BEShEFHM N, B2, OSD &2/ A CrashLoopBackOff 175, ZEEN pod IkEFHIRE
4 Running R, EIEHGE) EC2 L,

18



% 63 7% LOCAL STORAGE OPERATOR EB=E

2 6 = 1% LOCAL STORAGE OPERATOR ZE

77 Local Storage Operator B9 OpenShift Container Storage B A A MEFE LS EHE, ERHTHE

OpenShift Container Storage I ERHESHEAARMFHE X SEE, HEAUTSE

FRFH

® OpenShift Container Storage £ openshift-storage & 22 /| N R & FHi2 1T,

TSI

BT E 5 OpenShift Container Storage SR MIIF A B FEH(PVC) XEXMIF IR, EaILIAEEHRE

B AR F LA S,
1. FERAUT®SES OpenShift Container Storage $£EH) PVC RELRIEAEZ -

I $ oc get pvc -n openshift-storage

2. A& HiH, T FEM Local Storage Operator B8, 5 ocs-deviceset Xk PVC R 1Ff#

% localblock, HjH4EREMMT -

NAME STATUS VOLUME CAPACITY ACCESS
MODES STORAGECLASS AGE

db-noobaa-db-0 Bound pvc-d96c747b-2ab5-47e2-b07e-1079623748d8 50Gi
RWO ocs-storagecluster-ceph-rbd 114s

ocs-deviceset-0-0-1zfrd Bound local-pv-7e70c77c 1769Gi RWO

localblock 2m10s

ocs-deviceset-1-0-7rggl Bound local-pv-b19b3d48 1769Gi RWO
localblock 2m10s

ocs-deviceset-2-0-znhk8 Bound local-pv-e9f22cdc 1769Gi RWO
localblock 2m10s

HeHR
o M AWS ERARMF1ZEERE OpenShift Container Storage

o M VMware EBIARMF % % EBFE OpenShift Container Storage

19


https://access.redhat.com/documentation/en-us/red_hat_openshift_container_storage/4.6/html-single/deploying_openshift_container_storage_using_amazon_web_services/index#deploy-using-local-storage-devices-aws
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5 7 & HE0d 12 A B BEHERR FOMN BR T R H9 BT R
B, B Operator EEM—LBE L HRATBERLTF "Terminating" IR, FFALESRTN, REEHIT
TAABRLENSEES., EXMERT, BRZRGIMRHZILRR. MRTXEE, TRMOKLG
F'Terminating" IR, BIMEEHIT T ARBEEIES IR,

1. K% openshift-storage 44 Z2 A FEMIFRIT S 4 F Terminating K.

I $ oc get project openshift-storage

i
NAME DISPLAY NAME STATUS
openshift-storage Terminating

2. TEMSHIHA STATUS #4917 NamespaceFinalizersRemaining #1
NamespaceContentRemaining § 5, #H*FIHEHENFTREHIITT—%,

I $ oc get project openshift-storage -o yaml
Bl

status:
conditions:
- lastTransitionTime: "2020-07-26T12:32:56Z"
message: All resources successfully discovered
reason: ResourcesDiscovered
status: "False"
type: NamespaceDeletionDiscoveryFailure
- lastTransitionTime: "2020-07-26T12:32:56Z"
message: All legacy kube types successfully parsed
reason: ParsedGroupVersions
status: "False"
type: NamespaceDeletionGroupVersionParsingFailure
- lastTransitionTime: "2020-07-26T12:32:56Z"
message: All content successfully deleted, may be waiting on finalization
reason: ContentDeleted
status: "False"
type: NamespaceDeletionContentFailure
- lastTransitionTime: "2020-07-26T12:32:56Z"
message: 'Some resources are remaining: cephobjectstoreusers.ceph.rook.io has
1 resource instances'
reason: SomeResourcesRemain
status: "True"
type: NamespaceContentRemaining
- lastTransitionTime: "2020-07-26T12:32:56Z"
message: 'Some content in the namespace has finalizers remaining:
cephobjectstoreuser.ceph.rook.io
in 1 resource instances'
reason: SomeFinalizersRemain
status: "True"
type: NamespaceFinalizersRemaining

3. MHBRE—% BB A RIR TR,
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8 7 & HE0d 2 hagRE PR AR R R BTR

A FEMEROBD IR, EHATATERRE

a. FRENEEMRUTRINRAE, EEULHEHISEE,
A

message : a2 hi— RS ARIRMALLES : cephobjectstoreuser.ceph.rook.io
Hrh cephobjectstoreuser.ceph.rook.io X RILE,

b. FREXG X GRK BN R AT R & R,
I $ oc get <Object-kind> -n <project-name>

A

I $ oc get cephobjectstoreusers.ceph.rook.io -n openshift-storage

Bl
NAME AGE
noobaa-ceph-objectstore-user 26h

C- 1'%%#3’2\‘5/\0

$ oc patch -n <project-name> <object-kind>/<object-name> --type=merge -p
{"metadata": {"finalizers":null}}'
flan :

$ oc patch -n openshift-storage cephobjectstoreusers.ceph.rook.io/noobaa-ceph-
objectstore-user \
--type=merge -p '{"metadata": {"finalizers":null}}'

Fid
I cephobjectstoreuser.ceph.rook.io/noobaa-ceph-objectstore-user patched
4. BE openshift-storage T H 25 S,
I $ oc get project openshift-storage
Fid
I Error from server (NotFound): namespaces "openshift-storage" not found

SORFIUDARFE, THICRILIES R AP,
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5 8 = WA ERE A CEPHFS PVC A& 31T = HERR

INRIEEFFLNE Ceph FHERHMET 411 IRAEI IRFRA, BEFZLFMENERE, ELHEL
1§ Ceph FMESKEFFFENIXE CephFS BN ARE, LAEEIUEA CephFS PVC I,

22

1. 127 CephFS pvc 4 F Pending A7

I $ oc get pvc

A
NAME STATUS VOLUME
CAPACITY ACCESS MODES STORAGECLASS AGE

ngx-fs-pxknkcix20-pod  Pending
ocs-external-storagecluster-cephfs 28h

[..]

2. 1% describe ¥, UEFBHEN pvc BIEH,
TR 1554 22 cephfs_metadata/csi.volumes.default/csi.volume.pve-XXXXXXXX-XXXX-XXXX~
XXXX-XXXXXXXXXXXX:(1)Operation not allowed)

I # oc describe pvc ngx-fs-pxknkcix20-pod -n nginx-file
Ty A

Name: ngx-fs-pxknkcix20-pod

Namespace: nginx-file

StorageClass: ocs-external-storagecluster-cephfs
Status: Pending

Volume:

Labels: <none>

Annotations: volume.beta.kubernetes.io/storage-provisioner: openshift-
storage.cephfs.csi.ceph.com

Finalizers: [kubernetes.io/pvc-protection]

Capacity:

Access Modes:

VolumeMode: Filesystem

Mounted By: ngx-fs-oyoe047v2bn2ka42jfgg-pod-hghzf
Events:

Type Reason Age From
Message

Warning ProvisioningFailed 107m (x245 over 22h) openshift-
storage.cephfs.csi.ceph.com_csi-cephfsplugin-provisioner-5f8b66cc96-hvcgp_6b7044af-
€904-4795-9ce5-bf0cf63ccdas

(combined from similar events): failed to provision volume with StorageClass "ocs-external-
storagecluster-cephfs": rpc error: code = Internal desc = error (an error (exit status 1)
occurred while

running rados args: [-m 192.168.13.212:6789,192.168.13.211:6789,192.168.13.213:6789 --
id csi-cephfs-provisioner --keyfile=stripped -c /etc/ceph/ceph.conf -p cephfs_metadata
getomapval

csi.volumes.default csi.volume.pvc-1ac0c6e6-9428-445d-bbd6-1284d54ddb47 /tmp/omap-
get-186436239 --namespace=csi]) occurred, command output streams is ( error getting



&£ 8 &= WA EREEX A CEPHFS PVC Il &t T His

omap value
cephfs_metadata/csi.volumes.default/csi.volume.pvc-1ac0c6e6-9428-445d-bbd6-
1284d54ddb47: (1) Operation not permitted)

3. f2# <cephfs metadata pool name> (;X 2 Z cephfs_metadata ) 1 <cephfs data pool
name> (X2 2 cephfs_data), 1 721760, FETE Red Hat Ceph Storage & i 17 R T
25 9.

# ceph osd pool Is detail --format=json | jq ".[] | select(.pool_name| startswith("cephfs")) |
.pool_name, .application_metadata' "cephfs_data"

{
"cephfs": {}

}

"cephfs_metadata"

{
"cephfs": {}

}

4. K& CephFS a9 FIZREY,

® 7£ Red Hat Ceph Storage &' T mAZITA T @M%

I # ceph osd pool application set <cephfs metadata pool name> cephfs metadata cephfs

I # ceph osd pool application set <cephfs data pool name> cephfs data cephfs
5. WEREMA T HE.

# ceph osd pool Is detail --format=json | jq '.[] | select(.pool_name| startswith("cephfs")) |
.pool_name, .application_metadata' "cephfs_data"
{
"cephfs": {
"data": "cephfs”
}
}
"cephfs_metadata"
{
"cephfs": {
"metadata”: "cephfs"
}
}

6. BRIGE CephFS PVC KT, PVC 74 TF Bound R,

I # oc get pvc

Bl
NAME STATUS VOLUME
CAPACITY ACCESS MODES STORAGECLASS AGE
ngx-fs-pxknkcix20-pod  Bound pvc-1ac0c6e6-9428-445d-bbd6-1284d54ddb47
1Mi RWO ocs-external-storagecluster-cephfs 29h

[..]
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25 9 Z 7T OPENSHIFT CONTAINER STORAGE A% & 53 POD

MRFABE=ANRIRELRIEILE, LK% OpenShift Container Storage ik B ik & W52 pod, MIIkE Wiz
pod,

L

=3

1. 4&73 rook-ceph-operator #1 ocs operator Zf &,

I # oc scale deployment rook-ceph-operator --replicas=0 -n openshift-storage

I # oc scale deployment ocs-operator --replicas=0 -n openshift-storage
2. °}y openshift-storage % 22 (A F IR A SR B B & 17
I # mkdir backup

I # cd backup

# oc project openshift-storage

# for d in $(oc get deployment|awk -F' ' {print $1}'|grep -v NAME); do echo $d;oc get
deployment $d -o yaml > oc_get_deployment.${d}.yaml; done

O

3. &% OSD EBZELIFR livenessProbe #, BLL s HSHIES sleep RETZITE.

# for i in $(oc get deployment -I app=rook-ceph-osd -oname);do oc patch ${i} -n openshift-
storage --type='json' -p '[{"op":"remove",
"path":"/spec/template/spec/containers/0/livenessProbe"}]" ; oc patch ${i} -n openshift-storage
-p '{"spec": {"template": {"spec": {"containers": [{"name": "osd", "command": ["sleep",
"infinity"], "args": [[}]}}}}' ; done

4. MPARAE OSD 1% monstore £k ST,

a. Bl restore_mon.sh 7=,

#!/bin/bash
ms=/tmp/monstore

rm -rf $ms
mkdir $ms

for osd_pod in $(oc get po -l app=rook-ceph-osd -oname -n openshift-storage); do
echo "Starting with pod: $osd_pod"
podname=$(echo $osd_pod|sed 's/podV//g')
oc exec $osd_pod -- rm -rf $ms

oc cp $ms $podname:$ms

rm -rf $ms
mkdir $ms
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echo "pod in loop: $osd_pod ; done deleting local dirs"

oc exec $osd_pod -- ceph-objectstore-tool --type bluestore --data-path
/var/lib/ceph/osd/ceph-$(oc get $osd_pod -ojsonpath='{
.metadata.labels.ceph_daemon_id }') --op update-mon-db --no-mon-config --mon-store-
path $ms

echo "Done with COT on pod: $osd_pod"

oc cp $podname:$ms $ms

echo "Finished pulling COT data from pod: $osd_pod"
done

b. 24T restore_mon.sh BA,

I # chmod +x recover_mon.sh

I # ./recover_mon.sh

5. &%k MON #8E, HERMSSEIED sleep REZTE.

a. %t MON #83&,

# for i in $(oc get deployment -I app=rook-ceph-mon -oname);do oc patch ${i} -n
openshift-storage -p '{"spec": {"template": {"spec": {"containers": [{"name": "mon",
"command": ["sleep", "infinity"], "args": []}]}}}}'; done

b. &% MON 8, LU0 initialDelaySeconds,

# oc get deployment rook-ceph-mon-a -o yaml | sed "s/initialDelaySeconds:
10/initialDelaySeconds: 2000/g" | oc replace -f -

# oc get deployment rook-ceph-mon-b -o yaml | sed "s/initialDelaySeconds:
10/initialDelaySeconds: 2000/g" | oc replace -f -

# oc get deployment rook-ceph-mon-c -0 yaml | sed "s/initialDelaySeconds:
10/initialDelaySeconds: 2000/g" | oc replace -f -
6. ¥z BTk3%RZIH monstore £ %% mon-a pod.

# oc cp /tmp/monstore/ $(oc get po -I app=rook-ceph-mon,mon=a -oname |sed
's/podV//g'):tmp/

7. 5% MON B3RE, BEIKFREIM monstore BFFEIL,

I # oc rsh $(oc get po -I app=rook-ceph-mon,mon=a -oname)

I # chown -R ceph:ceph /tmp/monstore

8. TEE& MON DB Z A% B &L MEES,
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26

I # oc rsh $(oc get po -I app=rook-ceph-mon,mon=a -oname)

I # cp /etc/ceph/keyring-store/keyring /tmp/keyring

# cat /tmp/keyring

[mon.]
key = AQCleqldWgm5IhAAgZQbEzoShkZV42RiQVffnA==
caps mon = "allow *"

[client.admin]
key = AQCmAKId8JO5KxAArOWeRAwW63gAWWZ0O5075ZNQ==
auid =0
caps mds = "allow
caps mgr = "allow *"
caps mon = "allow *"
caps osd = "allow *”

*n

9. MXIRHY secret iIRFIRTA EHAfth Ceph sFHP#FE (MGR., MDS. RGW. Crash. CSI#1CSI| E#%72
FF) BIEHEL,

# oc get secret rook-ceph-mds-ocs-storagecluster-cephfilesystem-a-keyring -ojson | jq
.data.keyring | xargs echo | base64 -d

[mds.ocs-storagecluster-cephfilesystem-a]

key = AQB3r8VgAtr6OhAAVhhXpNKgRTUEVdRoxG4uRA==
caps mon = "allow profile mds"

caps osd = "allow *"

caps mds = "allow"

keyring X471 : /etc/ceph/ceph.client.admin.keyring:

[mon.]

key = AQDxTF1hNgLTNxAAi51cCojs01b4I5E6v2H8Uw==

caps mon = "allow " [mds.ocs-storagecluster-cephfilesystem-a] key =
AQCKTV1horgjARAA8aF/BDh/4+eG4RCNBCl+aw== caps mds = "allow" caps mon = "allow
profile mds" caps osd = "allow *" [mds.ocs-storagecluster-cephfilesystem-b] key =
AQCKTV1hN4gKLBAA5emIVqg3ncV7AMEM1c1RmGA== caps mds = "allow" caps mon =
"allow profile mds" caps osd = "allow *" [client.admin] key =
AQDxTF1hpzguOxAA0sS8nN4udoO350Ebt3bgMQ== caps mds = "allow *" caps mgr =
"allow *" caps mon = "allow *" caps osd = "allow *" [client.crash] key =
AQBOTV1htO1aGRAAe2MPYcGdiAT+O04CNPSF1g== caps mgr = "allow rw" caps mon =
"allow profile crash" [client.csi-cephfs-node] key =
AQBOTV1hiAtuBBAAaPPBVgh1AqZJIDeHWdoFLw== caps mds = "allow rw" caps mgr =
"allow rw" caps mon = "allow r" caps osd = "allow rw tag cephfs *="
[client.csi-cephfs-provisioner]

key = AQBNTV1hHuewMBAAzNXZv36aZJuE1iz7S7GfeQ==

caps mgr = "allow rw"

caps mon = "allow r"

caps osd = "allow rw tag cephfs metadata=""

[client.csi-rbd-node]

key = AQBNTV1h+LnkIRAAWNpIN9bUAMSHOVJOEJXHRw==

caps mgr = "allow rw"

caps mon = "profile rbd"

caps osd = "profile rbd"

[client.csi-rbd-provisioner]
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key = AQBNTV1hMNcsExAAvA3gHB2gaY33LOdWCVHG/A==
caps mgr = "allow rw"

caps mon = "profile rbd"

caps osd = "profile rbd"

[mgr.a]

key = AQBOTV1hGYOEORAA87471+elZLZtptfkcHVTRg==
caps mds = "allow *"

caps mon = "allow profile mgr"

caps osd = "allow *"

BF

o XIF client.csi #HXBBHIN, EEMEBRIH OpenShift Container Storage
secret IKEXBEHERINEIA caps.

e OSD BYHKRERE R BRI,

10. #AZ) mon-a A5,
¥ 1E monstore 5 monmap.

I # ceph-monstore-tool /timp/monstore get monmap -- --out /tmp/monmap

I # monmaptool /tmp/monmap --print

INRERD monmap, NIAIEFTEI monmap.

# monmaptool --create --add <mon-a-id> <mon-a-ip> --add <mon-b-id> <mon-b-jp> --add
<mon-c-id> <mon-c-ip> --enable-all-features --clobber /root/monmap --fsid <fsid>

<mon-a-id>

7= mon-a pod 8 ID
<mon-a-ip>

7= mon-a pod B P it
<mon-b-id>

& mon-b pod #J ID
<mon-b-ip>

7= mon-b pod BY IP il
<mon-c-id>

& mon-c pod 8 ID
<mon-c-ip>

7= mon-c pod B P it
<fsid>

BXHRSID

1. 3&iF monmap,
I # monmaptool /root/monmap --print

12. 5 A monmap,
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' o
ERZ A0 keyring X4,

# ceph-monstore-tool /timp/monstore rebuild -- --keyring /tmp/keyring --monmap
/root/monmap

I # chown -R ceph:ceph /tmp/monstore

13. %8 store.db XHHIE4D .

I # mv /var/lib/ceph/mon/ceph-a/store.db /var/lib/ceph/mon/ceph-a/store.db.corrupted
I # mv /var/lib/ceph/mon/ceph-b/store.db /var/lib/ceph/mon/ceph-b/store.db.corrupted

I # mv /var/lib/ceph/mon/ceph-c/store.db /var/lib/ceph/mon/ceph-c/store.db.corrupted

14. [FE#HIEE store.db X4 £ #IE] monstore B%,

I # mv /tmp/monstore/store.db /var/lib/ceph/mon/ceph-a/store.db

I # chown -R ceph:ceph /var/lib/ceph/mon/ceph-a/store.db

15. fEEE T monstore BE/5, ¥ store.db XM SHIE] MON BEEMNEHRIED,

# oc cp $(oc get po -l app=rook-ceph-mon,mon=a -oname | sed
's/podV//g'):/var/lib/ceph/mon/ceph-a/store.db /tmp/store.db

# oc cp /tmp/store.db $(oc get po - app=rook-ceph-mon,mon=<id> -oname | sed
's/podV//g'):/var/lib/ceph/mon/ceph-<id>

<id>
£ MON Pod ¥ ID

16. BIfE MON BaEME RIS, BHENEHH monstore BFFEIL,

I # oc rsh $(oc get po -l app=rook-ceph-mon,mon=<id>-oname)

I # chown -R ceph:ceph /var/lib/ceph/mon/ceph-<id>/store.db

<id>
£ MON Pod ¥ ID

7. WEHTHIER,

e %fF MON #ZE :
I # oc replace --force -f <mon-deployment.yaml>

<mon-deployment.yaml>
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& MON #BZE yam! 30 {4

e XfF OSD #BE :
I # oc replace --force -f <osd-deployment.yaml>

<osd-deployment.yamli>
= OSD #3& yaml X4

e XfF MGRERE :
I # oc replace --force -f <mgr-deployment.yaml>

<mgr-deployment.yaml>
& MGR &BZE yaml| 30

BF

1% MON., MGR #1 OSD A& E/EsIHEIZ1T.

18. ¥ & rook-ceph-operator 1 ocs-operator &,

I # oc -n openshift-storage scale deployment rook-ceph-operator --replicas=1

I # oc -n openshift-storage scale deployment ocs-operator --replicas=1

% E CephFS
K7 Ceph IR, LUIA CephFS EETEiZ1T,

I # ceph -s
Ty R oA

cluster:
id:  f111402f-84d1-4e06-9fdb-c27607676e55
health: HEALTH_ERR
1 filesystem is offline
1 filesystem is online with fewer MDS than max_mds
3 daemons have recently crashed

services:
mon: 3 daemons, quorum b,c,a (age 15m)
mgr: a(active, since 14m)
mds: ocs-storagecluster-cephfilesystem:0
osd: 3 osds: 3 up (since 15m), 3 in (since 2h)

data:
pools: 3 pools, 96 pgs
objects: 500 objects, 1.1 GiB
usage: 5.5 GiB used, 295 GiB /300 GiB avalil
pgs: 96 active+clean
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MRXHERGBLSHERD MDS BRSS, 1HHUTLL TSR
1. 457 rook-ceph-operator #1 ocs operator ZE,

I # oc scale deployment rook-ceph-operator --replicas=0 -n openshift-storage

I # oc scale deployment ocs-operator --replicas=0 -n openshift-storage

2. &tk MDS B8 E LLF%BR livenessProbe 3, HEAGDSEZITLZSEIES sleep KT,
# for i in $(oc get deployment -I app=rook-ceph-mds -oname);do oc patch ${i} -n openshift-
storage --type='json' -p '[{"op":"remove",
"path":"/spec/template/spec/containers/0/livenessProbe"}]" ; oc patch ${i} -n openshift-storage
-p '{"spec": {"template": {"spec": {"containers": [{"name": "mds", "command": ["sleep",
"infinity"], "args": [[}]}}}}' ; done

3. k& CephFS.

I # ceph fs reset ocs-storagecluster-cephfilesystem --yes-i-really-mean-it

S0:R reset e H KR, 1E R EIEABBENTEELORERAXHRS, AEEEE.

#N5R cephfilesystem Rk, ] reset e BRI BER K.

# ceph fs new ocs-storagecluster-cephfilesystem ocs-storagecluster-cephfilesystem-
metadata ocs-storagecluster-cephfilesystem-data0 --force

I # ceph fs reset ocs-storagecluster-cephfilesystem --yes-i-really-mean-it

4. ¥ MDS 2 E,

I # oc replace --force -f oc_get_deployment.rook-ceph-mds-ocs-storagecluster-cephfilesystem-
a.yaml

I # oc replace --force -f oc_get_deployment.rook-ceph-mds-ocs-storagecluster-cephfilesystem-
b.yaml

5. ¥ & rook-ceph-operator 1 ocs-operator Z(E&,

I # oc scale deployment rook-ceph-operator --replicas=1 -n openshift-storage

I # oc scale deployment ocs-operator --replicas=1 -n openshift-storage
6. K7 CephFS K75,
I # ceph fs status

IRERNHH active,
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BF

INRIEREIFEA CephFS HAMEBFEBH(PVOMEEM N AR SREMLME CephFS BT
CreateContainerError IR, BEENABRE,

I # oc -n <namespace> delete pods <cephfs-app-pod>

<namespace>

U E AYEr & 22 [F]
<cephfs-app-pod>

& CephFS N.F pod BJ& TR

S Multicloud X RM*%
ERE MON pod [&, 7 Multicloud 5 RMX(MCGYRT, BNATFFEIRE, FHEBEEME
bucket K 40 F Ready K. WMIREH, ERFAES MCG HXM pod, FHIHHE MCG RELUHIA
MCG R&EE &M FHiE1T.
1. f2#& MCG KT,
I noobaa status -n openshift-storage

2. BJ55 MCG #XHAE pod,

I # oc delete pods <noobaa-operator> -n openshift-storage
I # oc delete pods <noobaa-core> -n openshift-storage
I # oc delete pods <noobaa-endpoint> -n openshift-storage

I # oc delete pods <noobaa-db> -n openshift-storage

<noobaa-operator>

& MCG operator &R
<noobaa-core>

& MCG A% pod &R
<noobaa-endpoint>

2 MCG If &R
<noobaa-db>

& MCG db pod FJ&FF

3. WREE T RADOS FRMK(RGW), HEHEIBRE,
I # oc delete pods <rgw-pod> -n openshift-storage

<rgw-pod>
2 RGW pod B9 R
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