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a. JSUETT AU rhel-7-server-extras-rpms 1EAE %,
I # subscription-manager repos --list-enabled | grep rhel-7-server

INRIEZRBIEHHEHEET rhel-7-server-rpms 1 rhel-7-server-extras-rpms, & %G %
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# subscription-manager repos --enable=rhel-7-server-rpms
# subscription-manager repos --enable=rhel-7-server-extras-rpms

b. RERRHY S,
I # yum install -y policycoreutils container-selinux

c. £ SELinux HKAJA A Ceph X RIIHAZRERA,

I # setsebool -P container_use_cephfs on
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X F Vault KV secret BIZE API, hRA1:

I $ vault secrets enable -path=ocs kv

XTF Vault KV secret 5122 API, A2 :
I $ vault secrets enable -path=ocs kv-v2

2. BRAUTHS, SB—DHREERER AN secret HUTE ASMPRIEF -

echo'
path "ocs/™" {
capabilities = ["create”, "read", "update”, "delete", "list"]
1
path "sys/mounts” {
capabilities = ["read"]
}'| vault policy write ocs -

3. A5 LR ERBRITECHI SR -

I $ vault token create -policy=ocs -format json
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I $ oc annotate namespace openshift-storage openshift.io/node-selector=
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—&,

1. &Sk OpenShift Web 124,
2. = Operators - OperatorHub,
3. MZ/E2RFIFKFIE 3R OpenShift Container Storage H R E.
4. Rifi Install,
5. 7E Install Operator T Hi% & LA % -
a. JilE stable-4.8,
b. REERZ A specific namespace on the clustet

c. Installed Namespace i Operator recommended namespace openshift-storage, 1R
Namespace openshift-storage 7771E, ©X1E Operator RE&E I FZH &,
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O#HE, ALUEMEFEHERESREN M EORN—ED (— AT EHIA OpenShift SDN) , sEFF
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WET R EAE—PEARED (OpenShift B\ SDN fE ML ED L)

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: ocs-public-cluster
namespace: openshift-storage
spec:
config: '{
"cniVersion": "0.3.1",
"type": "macvlan”,
"master": "ens2",
"mode": "bridge",
"ipam™: {
"type": "whereabouts",
"range": "192.168.1.0/24"

p= Y=
A M 4% O B RS IEMTINZE Multus RI4EBIFRE 19 R E4ERE (B ocs-public-clusterf
ens2) ,

LT 2B F & Multus WM4%% £ 7172/ NetworkAttachmentDefinition =4, ERF X iHFEMER
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AFEET RES—1EDO (OpenShift Rl SDN FE B MMML%EO L)

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: ocs-public

namespace: openshift-storage
spec:

config: '{

"cniVersion": "0.3.1",
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"type": "macvlan”,

"master": "ens2",

"mode": "bridge",

"ipam™: {
"type": "whereabouts",
"range": "192.168.1.0/24"

}
y

NetworkAttachmentDefinition = :

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: ocs-cluster
namespace: openshift-storage
spec:
config: '{
"cniVersion": "0.3.1",
"type": "macvlan”,
"master": "ens3",
"mode": "bridge",
"ipam™: {
"type": "whereabouts",
"range": "192.168.2.0/24"

i MR 4% 3 O R R ZIIE R 10 ZE Multus R4S BIFRE T = 48R (Bl ens2  ocs-
public, ens3/y ocs-cluster ) .
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3. #A{RATE Wi 5 openshift-storage.
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5. #=) Internal-Attached devices,
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WMEREFENT 25— NEREH 30 4 CPU #1 72 GiB RAM WERAILHEE, NASEWWE—P RN
HER, BEXREEKBTRER, BHSHNNEEPINTRERESD,

7. =R Next,
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c. TEE—% A A IR R RTE Filter Disks By E843,
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TRIBITZ R R E &N 100GB,

BABERE XXRFTALALUCENPYEHELR, MRILFEREZE, N HEERT S EMmE
il ] AL O PV,

f. = Next, 2B R—AFHINEREHEREHEED.
g M Yes BUkSE,
9. KEREMITR
. 1 Storage Class, BAIAERT, Rk E—FhalBRIFHFHEE,

o l_‘ﬁli'ﬁ‘lj LB E— SRR R, LIIRFBEILD B A5k RBR £ — 3 fh % HlB9H#
o

b. = Next,
10. A% : IHERSHENMEEE.
e JFAINE S5E, DUNESRIXEEE,

a.

FSPrFSPr

EFER— DS IMBLT
® Cluster-wide encryption RINHENER (REHEMNEEFE)

b.

e Storage class encryption LAERINE /G AMNFHE R OZMBENFALS ((RHIR) .

c. 1%#¥ Connect to an external key management service 8 1%41E, X 2EEEE B MBI %
ST,

i. MINERT, Key Management Service ProvideriZi& ) Vault,

ii. B Vault Service Name, Vault BR552839EH] Address (https://<hostname =%
ip>) . HWwOS 1 Token,

iii. BFF Advanced Settings DURIBIRHY Vault BB A SR IZEFNIEHIFE -

A. 7t RIRERE P AN OpenShift Container Storage % Fl EME—# Key Value secret
&R,

B. (®ik) fiA TLS BRZ523&FRF] Vault Enterprise #3422 [H],
BT EEAENA PEM JRi3iEH S0 R4 CAUER. B miEBAE .
D. = Save,

N MRFEAH—NE—WL, 1L Default (SDN) ; MIRFEAZSNMLEED, 12EH Custom (Multus)
Network,

a. MTFHIREFEFAFRLZED,
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b. MR R%EE Cluster Network Interface,

MRERER— NN IRLED, F LM OEFERAD
NetworkAttachementDefinition (% ocs-public-cluster) , 3§ Cluster
Network Interface 8822,

12. = Next,
13. REBEREFE, BEBNEMEEXE, Hmi Back, FHEEERE ZAIMEE @,
14. mifi Create,

15. #0R Vault Key/Value(KV)secret 5128 API, NMI|%#%E configmap, KA 2 NIATFHEAFHAEERS
(KMS)iHATEREESEEIRIIE,

a. 7t OpenShift Web # &, =Rii Workloads = ConfigMaps.

b. EEE KMS #E#1#1E, = ocs-kms-connection-details,

c. 4a%E configmap,

i. | Action menu ( { ) - Edit ConfigMap,

ii. 4% VAULT _BACKEND S#4E& ) v2,

kind: ConfigMap
apiVersion: v1
metadata:
name: ocs-kms-connection-details

[...]

data:
KMS_PROVIDER: vault
KMS_SERVICE_NAME: vault

[..]
VAULT BACKEND: v2

[..]

ii. 5= Save,

o ERIFELRELFMERMMRG Status [T ~N Phase: Ready, #HHESBEAS,
o = Operators - Installed Operators - Storage Cluster £ & B F R RS,
o 74, H{EF Operator Details T, EAILARd Storage Cluster iEUI R EFH K.

o ZENIRBAFMERPCATRENT R, HHTUTSE FFhEER, EERARENT
R’

1. E Storage Cluster 175 71 H ;X ocs-storagecluster.
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2. 7 YAML TR, 1E spec #f9#5R4# flexibleScaling, 1f status 9 #3=
failureDomain, 1R flexible scaling 7y true, # B failureDomain % host, NI&EAR
SERY R INEE,

spec:
flexibleScaling: true

[...]
status:
failureDomain: host

e E4JiE OpenShift Container Storage BIFTEAHM R B EMIRE, ESHYIE OpenShift
Container Storage &%,

o ZIGUE OpenShift Container Storage @ B EMINIREE, 1HS %5 1UE OpenShift Container
Storage &%,

Hi 5w
o ERJ BULEHNEE, HSWI REFMER.
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https://access.redhat.com/documentation/en-us/red_hat_openshift_container_storage/4.8/html-single/deploying_and_managing_openshift_container_storage_using_redhat_openstack_platform/index#verifying-openshift-container-storage-deployment_osp
https://access.redhat.com/documentation/en-us/red_hat_openshift_container_storage/4.8/html-single/scaling_storage/index
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25 3 Z 451k OPENSHIFT CONTAINER STORAGE #3&
ZI5F OpenShift Container Storage for internal XN @A BRIIEE, HRBLUTEOERE -

1 JIERBREIRT.

JE
i
puy

2. 3%1E OpenShift Container Storage 22 G 1E
3. B Multicloud 3T RMX 2SR,

4. %iE OpenShift Container Storage ¥ EMEFHEERTEE .

3.1. 351F POD BYR A

Z 50 1E OpenShift Container Storage B pod @ B IETEIZ1T, BRBLUTESIRERE -

¥ =
1. &Sk OpenShift Web 124,
2. M OpenShift Web #ZHIE A MEI&H, Rii Workloads = Pods,

3. M Project THI%lI&AH, 1%L openshift-storage,
BXRENAGTIELN pod MERAETLEAT T REENESER, 1HSMH & 3.1 "%k
OpenShift Container 5 &8 Pod”,

4. |Rifi Running 1 Completed i3+ LASIE pod EEFEIZTHATF completed YR :

5 3.1. %} . OpenShift Container fFfi5 &M Pod

HHF X R pod

OpenShift Container Storage Operator
P ge P e OCS-operator-* ({Ef£fa] worker TR EH

14 pod)

e ocs-metrics-exporter-*

Rook-ceph Operator rook-ceph-operator-*

(4£1e] worker T EH 14 pod)

S AT RMRK
7B e noobaa-operator-* ({£a] worker 7R £ 1

1 pod)
e noobaa-core-* (fEfAI T = £ 14 pod)

e noobaa-db-pg-* ({EIFHETTRL 1D
pod)

e noobaa-endpoint-* ((EfAEFET m L 14
pod)

17
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HHF X R pod

MON rook-ceph-mon-*

(£ <A 246 3 4 pod)

MGR rook-ceph-mgr-*
(EAFET RER 1D pod)
MDS rook-ceph-mds-ocs-storagecluster-
cephfilesystem-*

(2 4~ pod TR T RIAI27R)
RGW rook-ceph-rgw-ocs-storagecluster-

cephobjectstore-* ({E@EFET R LA 14
pod)

Csl
e cephfs

o csi-cephfsplugin-* (B4 worker 77 &
£ 11 pod)

o csi-cephfsplugin-provisioner-* (2
A pod ERREBI worker 17 s £ %7)

e rbd

o csi-rbdplugin-* (81 worker TTm L1
A pod)

o csi-rbdplugin-provisioner-* (2 4
pod FEARFH worker i m _E24)
rook-ceph-crashcollector rook-ceph-crashcollector-*

(BNEETRETD pod)
OSsD

e rook-ceph-osd-* (B Ni% & 14 pod)

e rook-ceph-osd-prepare-ocs-
deviceset-* (BN 11 pod)

3.2. %5 F OPENSHIFT CONTAINER STORAGE £ ERIEE 1217

Z I 1FE OpenShift Container Storage WERB R B EFI21T, HIRBUTHSEHNIT,

it =

1. 5 Storage - Overview, = Block and File £,
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2. 7f Status £ #1, %iE Storage Cluster # Data Resiliency B4k BA SR,

3. 7£ Details £ A, FitREETREEHER.
INFE A *F M Block and File {Y3R#REY OpenShift Container Storage £ EBRININESZER, B
H2#E OpenShift Container Storage o
3.3. J5iE MULTICLOUD X RMX 2 E R

ZEI91UF OpenShift Container Storage Multicloud ¥/ RMX 2SR, 1HIRBLUTHRHIT,

it

1. 7£ OpenShift Web 2%l & # 52 Storage = Overview, A5 =il Object LTI,
2. 7£ Status k£ &, IiE Object Service #1 Data Resiliency #4bF Ready K75 (LR&HT) .
3. 1 Details £ A, FIEREZART Multicloud X RMKER

INEA X FERANRIRSSURIREY OpenShift Container Storage £ BEININELIER, HSMY ik
OpenShift Container Storage,

3.4. 559F OPENSHIFT CONTAINER STORAGE B EM G AREFE
BERIFEMPNEERRESERE, HREBUTSEHIT,

it =

1. M OpenShift Web 2l s Storage - Storage Classes,

2. WIFR BB/ OpenShift Container Storage &GI8 T LU F1EA#E -
e ocs-storagecluster-ceph-rbd
e ocs-storagecluster-cephfs
e openshift-storage.noobaa.io

e ocs-storagecluster-ceph-rgw

3.5. I81F MULTUS R4&
BT Multus BEEEEHRTE, F50E Multus %%,

it 3
1. IREMLEEBELFE, OpenShift Container Storage Operator FUTUL T #EZ — :

o MR NNHMLEEOREE—/ NetworkAttachmentDefinition (40 ocs-public-
cluster) , NIbRI%E E%& &N 2R pod # OpenShift Container Storage 5£&$ 2 [ B9
2, 4, ZBEILBITEE v E A LML Sk T E HIFIERHTFHE OSD Z KR E,

o MREFMEMTRILRET, DA RHMBEOMEFFMAEOIEFET

NetworkAttachmentDefln|t|on (40 ocs-public # ocs-cluster) , & FiRFMEREHAL
FAFHMBIEREMLEH, AFE OSD A SEHIMEHMFERE,

19
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2. ERNIEMARERSEMR, HRBUTSERIIT :

a. £ OpenShift ##l& 7, = Installed Operators — Storage Cluster - ocs-
storagecluster,

b. £ YAML %&£, 1£ spec 2801 5R network, FBEREMNMEEDEFREER, &5
RATFREFimEERES FEERREDRTT.
A

[]
spec:
(]
network:
provider: multus
selectors:
cluster: openshift-storage/ocs-cluster
public: openshift-storage/ocs-public

[]
3 EFEAGKITRARNIENARERSIER, HETUTHS -

$ oc get storagecluster ocs-storagecluster \
-n openshift-storage \
-o=jsonpath="{.spec.network}{"\n"}'

i RB

{"provider":"multus”,"selectors":{"cluster":"openshift-storage/ocs-cluster","public":"openshift-
storage/ocs-public"}}

4. i\ OSD pod {# A IEfARIRIL :

a. 1f openshift-storage fp & Z[AH, FERAEAR— OSD pod Kk pod BE 5 EMIMLEE
B, AMIBTREFinFERESFEHETIRES R .

IMRMEEAE, KRB OSD pod HE#HEI Multus A HMBIEEEML, FIEH
ftt OCS pod i£#E! Multus A%,

$ oc get -n openshift-storage $(oc get pods -n openshift-storage -o name -l app=rook-
ceph-osd | grep 'osd-0') -
o=jsonpath="{.metadata.annotations.k8s\.v1\.cni\.cncf\.io/network-status}{"\n"}'

i RB

"name": "openshift-sdn"”,
"interface": "eth0",
"ips": [
"10.129.2.30"
],
"default": true,
"dns": {}

20
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"name": "openshift-storage/ocs-cluster”,
"interface": "net1",
"ips": [
"192.168.2.1"
1,
"mac": "e2:04:c6:81:52:f1",
"dns": {}

"name": "openshift-storage/ocs-public”,
"interface": "net2",
"ips": [
"192.168.1.1"
1,
"mac": "ee:a0:b6:a4:07:94",
"dns": {}
11

5. BEEFEMAGRITREMRI OSD pod HREMRBIMLG, TzTUTHS (FEjq EHER)
$ oc get -n openshift-storage $(oc get pods -n openshift-storage -0 name -l app=rook-ceph-
osd | grep 'osd-0") -o=jsonpath="{.metadata.annotations.k8s\.vi\.cni\.cncf\.io/network-status}
{"\n"} | jq -r ".[].name’

i RB

openshift-sdn
openshift-storage/ocs-cluster
openshift-storage/ocs-public
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25 4 Z 1% OPENSHIFT CONTAINER STORAGE
ZENEHFNMIER OpenShift Container 721#, TEIRIBLATERDIRE -
1. Bl Internal # 3 E1%; OpenShift Container Storage
2. M OpenShift Container Storage H it B& i R HERE
3. M OpenShift Container Storage Ffififf OpenShift Container Platform registry

4. M openShift Container Storage Hff|BR&ERF H &0 FIRIERR o

4.1. TRERER P 1% OPENSHIFT CONTAINER STORAGE
FERAT RHF B EIE OpenShift Container Storage,
HE TR

Storage Cluster EBFRERATFRENEEIENIT N, BE LHEITH, EEEEBEFSIATUTHNE
fi&

® uninstall.ocs.openshift.io/cleanup-policy: delete
® uninstall.ocs.openshift.io/mode: graceful

TRE#TAEXRTRATXLEIRNTRENESR

% 4.1. uninstall.ocs.openshift.io EIH T @ik

cleanup-policy delete = Rook jEIEYIRIX 5/ 28 1
DataDirHostPath
cleanup-policy retain & Rook REIFIEYIRIK 5
#3#1 DataDirHostPath
mode graceful = Rook #1 NooBaa B {2l
Holtg, BEXEEG/A
Fi#58 PVC #1 OBC
mode forced & Rook #1 NooBaa BN{#{#

F3 Rook #1 NooBaa B
8 PVC/OBC 23511
£, thegksEE,

Ee Lhdd AL T ar R AR E R B U RIS EHERR -

$ oc annotate storagecluster -n openshift-storage ocs-storagecluster
uninstall.ocs.openshift.io/cleanup-policy="retain" --overwrite
storagecluster.ocs.openshift.io/ocs-storagecluster annotated
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$ oc annotate storagecluster -n openshift-storage ocs-storagecluster
uninstall.ocs.openshift.io/mode="forced" --overwrite
storagecluster.ocs.openshift.io/ocs-storagecluster annotated

FRFH

it

R OpenShift Container Storage S£E I FRBERE., HEANFRKT RAEBMFEHE S pod
FTIERMINA LR, HETRRAIRERERN, MREFHOCTAERIRE, HEEIZF OpenShift
Container Storage BB ZIIEE I X #F.

{8 F OpenShift Container Storage 1RHHIFHEE, FARNARFEAERAFAMSER (PVC) =
ST RIEFMHEREAEBR (OBC),

MREEGORTEMBELKR (WBELFMHER. cephblockpools) , TIEE G MMESRR
SEREXLETRER TR

. MIFR{EF OpenShift Container Storage FIB IR IR,

a. Sk BFrE MR ZEFBBIRR,

I $ oc get volumesnapshot --all-namespaces

b. EE—@SRREEA, HBFMEREER OpenShift Container Storage FIBIRIR,

I $ oc delete volumesnapshot <VOLUME-SNAPSHOT-NAME> -n <NAMESPACE>

fitIB&{E B OpenShift Container Storage #J PVC #1 OBC,

ERBEEAER (graceful) A, HEREFSFEFFAAFEH OpenShift Container Storage #J
PVC #1 OBC #flBR.

ﬁﬂ%%%f‘ﬁﬂﬂﬂﬁ? PVC RMFRFMEERE, Ea LU EIEECERR R E N sa Bl F BT b5 35, X
SEHREATFIMAIA PVC 1 OBC,

a. ffif OpenShift Container Storage fitlB& OpenShift Container Platform i3t PVC,
MEFLER, 1ESM 5 4.2 77 "M OpenShift Container Storage FRfffiFR AR HER"

b. {#F OpenShift Container Storage ffilf® OpenShift Container Platform Registry PVC,
MEFLER, 1ESM 5 4.3 77 "M OpenShift Container Storage ik OpenShift
Container Platform registry”,

c. f#£F OpenShift Contalner Storage fiflB& OpenShift Container Platform H& PVC,

MEFLELR, ESM 5 4.4 77 "M OpenShift Container Storage HfffilREEE B E LK
Operator”,

d. MM OpenShift Container Storage B HIE fh PVC #1 OBC,

o LUITRABIRRABIEA, FAFIH7ER OpenShift Container Storage & PVC #I
OBC, ZHIA 2B Openshift Container Storage REREFE R PVC,

#!/bin/bash

RBD_PROVISIONER="openshift-storage.rbd.csi.ceph.com"
CEPHFS_PROVISIONER="openshift-storage.cephfs.csi.ceph.com"
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NOOBAA_PROVISIONER="openshift-storage.noobaa.io/obc"
RGW_PROVISIONER="openshift-storage.ceph.rook.io/bucket"

NOOBAA_DB_PVC="noobaa-db"
NOOBAA_BACKINGSTORE_PVC="noobaa-default-backing-store-noobaa-pvc"

# Find all the OCS StorageClasses

OCS_STORAGECLASSES=$(oc get storageclasses | grep -e
"$RBD_PROVISIONER" -e "$CEPHFS_PROVISIONER" -e
"$NOOBAA_PROVISIONER" -e "$RGW_PROVISIONER" | awk {print $1}')

# List PVCs in each of the StorageClasses
for SC in $OCS_STORAGECLASSES
do

echo

oc get pvc --all-namespaces --no-headers 2>/dev/null | grep $SC | grep -v -e
"SNOOBAA_DB_PVC" -e "$NOOBAA_BACKINGSTORE_PVC"
oc get obc --all-namespaces --no-headers 2>/dev/null | grep $SC

echo
done
=EA & RGW_PROVISIONER,
o Bk OBC,

I $ oc delete obc <obc name> -n <project name>

o Bk PVC,

I $ oc delete pvc <pvc name> -n <project-name>

BRIECSHRT KREPLUENENBE LEEFME. FEBESE.

3. B Storage Cluster X R FFFHE X TR MIBR.

I $ oc delete -n openshift-storage storagecluster --all --wait=true

4. ¥4 uninstall.ocs.openshift.io/cleanup-policy 2& 2 X & delete (EK1A) , FHBERERSE
5 Completed.

$ oc get pods -n openshift-storage | grep -i cleanup

NAME READY STATUS RESTARTS AGE
cluster-cleanup-job-<xx> 0/1  Completed 0 8m35s
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cluster-cleanup-job-<yy> 0/1 Completed 0 8m35s
cluster-cleanup-job-<zz> 0/1  Completed 0 8m35s

5. ¥\ B % /var/lib/rook TITENZE, RA uninstall.ocs.openshift.io/cleanup-policy ;T f#1% & 1
delete (BAI\) W, WWBEXRF HZE,

$ for i in $(oc get node -I cluster.ocs.openshift.io/openshift-storage= -0 jsonpath='{
.items[*].metadata.name }'); do oc debug node/${i} -- chroot /host Is -I /var/lib/rook; done

6. MBMELERER TN, EAAE OpenShift Container Storage T 52 By OSD #% % HfffR dm-
crypt EIEH device-mapper BR5T,

a. fl|& debug pod #1 chroot EI7Zfi# 1 s _ LB EM.,

$ oc debug node/<node name>
$ chroot /host

b. IRENK &L FFFFiC % OpenShift Container Storage .

$ dmsetup Is
ocs-deviceset-0-data-0-57snx-block-dmcrypt (253:1)

c. JHIBRBRETBYIX &,
I $ cryptsetup luksClose --debug --verbose ocs-deviceset-0-data-0-57snx-block-dmcrypt

IR ER S TERANRTEMFE, HETUTHRS :
e 1% CTRL+Z B L4y,
o EINFEERHIZRN PID,

I $ ps -ef | grep crypt
o (& kill (&L,

I $ kill -9 <PID>

o X &ERAMER SHIR,

I $ dmsetup Is

7. Mikgér &2 A S MR, R openshift-storage 2;&KMTIR, NIEELNHEH— DI
EQ
o -

$ oc project default
$ oc delete project openshift-storage --wait=true --timeout=5m

SNRLLT 4R [E NotFound £5i%, /0 B 4% MHIER,
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. %

12.

13.

14.

26

I $ oc get project openshift-storage

==
E1#; OpenShift Container Storage i, WMR& A 2MEk feRZEE HLF

Termlnatlng KA, BHIT SEEHEBRFIMIER Uninstall 1T R RIKRH TR WS E,
LAH 1] BE 28 6p 4 22 [A] BT R o

INRIBFERAA ML AERE T OpenShift Container Storage, 15MIFRA#Z % Operator AL
B, 855 MRA I Operator E2E.

BGEPRMCENE T o

$ oc label nodes --all cluster.ocs.openshift.io/openshift-storage-
$ oc label nodes --all topology.rook.io/rack-

. MR mAIT R, NIMER OpenShift Container Storage 75 5,

I $ oc adm taint nodes --all node.ocs.openshift.io/storage-

il EMEREER OpenShift Container Storage B#HIFTA PV, IIREE PV 4 F Released
'ikauy ﬁ%jqzﬁéﬂﬂﬂﬁ%o

$ oc get pv
$ oc delete pv <pv name>
iR Multicloud % R M X152,

I $ oc delete storageclass openshift-storage.noobaa.io --wait=true --timeout=5m

ftiE® CustomResourceDefinitions,

$ oc delete crd backingstores.noobaa.io bucketclasses.noobaa.io
cephblockpools.ceph.rook.io cephclusters.ceph.rook.io cephfilesystems.ceph.rook.io
cephnfses.ceph.rook.io cephobjectstores.ceph.rook.io cephobjectstoreusers.ceph.rook.io
noobaas.noobaa.io ocsinitializations.ocs.openshift.io storageclusters.ocs.openshift.io
cephclients.ceph.rook.io cephobjectrealms.ceph.rook.io cephobjectzonegroups.ceph.rook.io
cephobjectzones.ceph.rook.io cephrbdmirrors.ceph.rook.io --wait=true --timeout=5m

A : BRERKAMER vault BY, BRZEFIMRE vault BEHRXEXBTTEIE.

==
RETE Vault Key/Value(KV)HLEBIZE API B F T F IR, FRBHEERS

(KMS)hRA 2 #ATEREESERENEE, REh vault BEHHRC NMIBRFFTE OpenShift
Container Storage El# 2Rk AMFR, MIRFE, EAUEUEREE.

a. FUHEIEFE PR,
I $ vault kv list <backend_path>

<backend_path>


https://access.redhat.com/documentation/en-us/red_hat_openshift_container_storage/4.8/html-single/troubleshooting_openshift_container_storage/index#troubleshooting-and-deleting-remaining-resources-during-uninstall_rhocs
https://access.redhat.com/documentation/en-us/red_hat_openshift_container_storage/4.8/html/deploying_openshift_container_storage_using_bare_metal_infrastructure/assembly_uninstalling-openshift-container-storage_rhocs#removing-local-storage-operator-configurations_rhocs
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EEMEINE R HI BRI E R R,
o -

I $ vault kv list kv-v2
EiH A

NOOBAA_ROOT_SECRET_PATH/
rook-ceph-osd-encryption-key-ocs-deviceset-thin-0-data-0m27q8
rook-ceph-osd-encryption-key-ocs-deviceset-thin-1-data-0sq227
rook-ceph-osd-encryption-key-ocs-deviceset-thin-2-data-0Oxzszb
b. FIHE vault ZFHREXRYTTERE,
I $ vault kv get kv-v2/<key>
%FF Multicloud Object Gateway(MCG)# 4 :

I $ vault kv get kv-v2/NOOBAA_ROOT_SECRET_PATH/<key>

<key>

=N ®H,
o -

I $ vault kv get kv-v2/rook-ceph-osd-encryption-key-ocs-deviceset-thin-0-data-0m27q8

i RB

Key Value
created_time 2021-06-23T10:06:30.650103555Z
deletion_time 2021-06-23T11:46:35.045328495Z

destroyed false
version 1

c. MERTTEIE,
I $ vault kv metadata delete kv-v2/<key>
XF MCG B -
I $ vault kv metadata delete kv-v2/NOOBAA_ROOT_SECRET_PATH/<key>

<key>

=N ®H,
o -
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$ vault kv metadata delete kv-v2/rook-ceph-osd-encryption-key-ocs-deviceset-thin-0-
data-0m27q8

ol

Success! Data deleted (if it existed) at: kv-v2/metadata/rook-ceph-osd-encryption-key-

I ocs-deviceset-thin-0-data-0m27q8

d BEXLESHE, LUNERSMA vault BHXIKBTTEIE,
15. £ OpenShift Container Platform Web &, #H{R5EE2EE; OpenShift Container Storage,

a. | Storage,
b. 351k Overview B E/R7E Storage o

4.1.1. fprA M Z % Operator ECiE
RAEEFERAAMEHSSEE T OpenShift Container Storage i, F{E AT FBYIiER,

p= Y=
%TF R & A localvolume #RM OpenShift Container Storage ¥ E, 1H&H%E 8 &,

it =3
FriH LocalVolumeSet UL & OpenShift Container Storage BN StorageClassName,

A5 & SC 1% B NI LocalVolumeSet #J StorageClass.

I $ export SC="<StorageClassName>"

/B LocalVolumeSet.
$ oc delete localvolumesets.local.storage.openshift.io <name-of-volumeset> -n openshift-

I local-storage

fIBR4A E StorageClassName A Z (% PV,

I $ oc get pv | grep $SC | awk {print $1}'| xargs oc delete pv

fit|B& StorageClassName.

I $ oc delete sc $SC

6. fFk LocalVolumeSet G| 2MIFF SHEHE,
[[!-z $SC 1] && for i in $(oc get node - cluster.ocs.openshift.io/openshift-storage= -0
jsonpath='{ .items[*].metadata.name }'); do oc debug node/${i} -- chroot /host rm -rfv

/mnt/local-storage/${SC}/; done

fIi% LocalVolumeDiscovery,
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$ oc delete localvolumediscovery.local.storage.openshift.io/auto-discover-devices -n
openshift-local-storage

8. Bk LocalVolume %R (J1RA) .
B A LUT & B BRTE X BT K LARTEY OpenShift Container Storage lRAFE & PV By
LocalVolume %R, 74, HEHFRXLEFREEREFPWEMIE~FEA,

S FENARMS, HHITUATRE
a. #7 LocalVolume L& OpenShift Container Storage {# BN, StorageClassName,

b. f§4¢ & LV XEN LocalVolume B TR, ZF& SC IXEH StorageClass BI& TR
4N -

$ LV=local-block
$ SC=localblock

c. MERAMBTIR.

I $ oc delete localvolume -n local-storage --wait=true $LV

d. MERFILKE PV # StorageClasses (A1REFE) o

$ oc delete pv -I storage.openshift.com/local-volume-owner-name=${LV} --wait --
timeout=5m
$ oc delete storageclass $SC --wait --timeout=5m

e. MIZBREOTFIE T RHIEE T,

$[[!-z$SC]] && foriin $(oc get node -l cluster.ocs.openshift.io/openshift-storage= -0
jsonpath='{ .items[*].metadata.name }'); do oc debug node/${i} -- chroot /host rm -rfv
/mnt/local-storage/${SC}/; done

R

Starting pod/node-xxx-debug ...

To use host binaries, run “chroot /host

removed ''mnt/local-storage/localblock/nvme2n1’
removed directory '/mnt/local-storage/localblock’

Removing debug pod ...

Starting pod/node-yyy-debug ...

To use host binaries, run “chroot /host

removed ''mnt/local-storage/localblock/nvme2n1’
removed directory '/mnt/local-storage/localblock’

Removing debug pod ...

Starting pod/node-zzz-debug ...

To use host binaries, run “chroot /host

removed ''mnt/local-storage/localblock/nvme2n1’
removed directory '/mnt/local-storage/localblock’

Removing debug pod ...
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4.2. M\ OPENSHIFT CONTAINER STORAGE Hrif| B4 15 12 HE %
FERAATEIE OpenShift Container Storage B HER,

TEEC B W HEHERR R B2 A0 PVC I T openshift-monitoring 45 22 [ /A,

FRFM

e PVC #HECE N E A OpenShift Container Platform Wi,
MBEELER, B0 RE R,

it

1. B H HHITE openshift-monitoring o3& 22 (7] FZ2 1789 pod #1 PVC,

$ oc get pod,pvc -n openshift-monitoring

NAME READY STATUS RESTARTS AGE
pod/alertmanager-main-0 3/3  Running 0 8d
pod/alertmanager-main-1 3/3 Running 0 8d
pod/alertmanager-main-2 3/3  Running 0 8d

pod/cluster-monitoring-

operator-84457656d-pkrxm 1/1 Running 0 8d
pod/grafana-79ccf6689f-2128 2/2 Running 0 8d
pod/kube-state-metrics-

7d86fb966-rvd9w 3/3  Running 0 8d
pod/node-exporter-25894 2/2  Running 0 8d
pod/node-exporter-4dsd7 2/2  Running 0 8d
pod/node-exporter-6p4zc 2/2  Running 0 8d
pod/node-exporter-jbjvg 2/2  Running 0 8d
pod/node-exporter-jj4ts5 2/2  Running 0 6d18h
pod/node-exporter-k8565s 2/2  Running 0 6d18h
pod/node-exporter-rf8gn 2/2  Running 0 8d
pod/node-exporter-rmb5m 2/2  Running 0 6d18h
pod/node-exporter-zj7kx 2/2  Running 0 8d
pod/openshift-state-metrics-

59dbd4f654-4cling 3/3  Running 0 8d

pod/prometheus-adapter-

5df5865596-k8dzn 1/1 Running 0 7d23h

pod/prometheus-adapter-

5df5865596-n2gj9 1/1 Running 0 7d23h

pod/prometheus-k8s-0 6/6 Running 1 8d

pod/prometheus-k8s-1 6/6 Running 1 8d

pod/prometheus-operator-

55¢fb858c9-c4zd9 1/1 Running 0 6d21h

pod/telemeter-client-

78fc8fc97d-2rgfp 3/3  Running 0 8d

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE
persistentvolumeclaim/my-alertmanager-claim-alertmanager-main-0 Bound pvc-0d519c4f-
15a5-11ea-baa0-026d231574aa 40Gi RWO ocs-storagecluster-ceph-rbd 8d
persistentvolumeclaim/my-alertmanager-claim-alertmanager-main-1 Bound pvc-
0d5a29825-15a5-11ea-baa0-026d231574aa 40Gi RWO ocs-storagecluster-ceph-
rbd 8d

persistentvolumeclaim/my-alertmanager-claim-alertmanager-main-2 Bound pvc-
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0d6413dc-15a5-11ea-baa0-026d231574aa 40Gi RWO ocs-storagecluster-ceph-
rbd 8d

persistentvolumeclaim/my-prometheus-claim-prometheus-k8s-0 Bound pvc-0b7c19b0-
15a5-11ea-baa0-026d231574aa 40Gi RWO ocs-storagecluster-ceph-rbd 8d
persistentvolumeclaim/my-prometheus-claim-prometheus-k8s-1 Bound pvc-0b8aed3f-
15a5-11ea-baa0-026d231574aa 40Gi RWO ocs-storagecluster-ceph-rbd 8d

. YwiEIE1% configmap.
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

. MHBRBIFA OpenShift Container Storage 77X HIFTE config #84>, N TFHIFTRF R,
oG]

apiVersion: v1
data:
config.yaml: |
alertmanagerMain:
volumeClaimTemplate:
metadata:
name: my-alertmanager-claim
spec:
resources:
requests:
storage: 40Gi
storageClassName: ocs-storagecluster-ceph-rbd
prometheusK8s:
volumeClaimTemplate:
metadata:
name: my-prometheus-claim
spec:
resources:
requests:
storage: 40Gi
storageClassName: ocs-storagecluster-ceph-rbd
kind: ConfigMap
metadata:
creationTimestamp: "2019-12-02T07:47:29Z"
name: cluster-monitoring-config
namespace: openshift-monitoring
resourceVersion: "22110"
selfLink: /api/v1/namespaces/openshift-monitoring/configmaps/cluster-monitoring-config
uid: f{d6d988b-14d7-11ea-84ff-066035b9efa8

G

il |
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apiVersion: v1

data:
config.yaml: |

kind: ConfigMap

metadata:
creationTimestamp: "2019-11-21T13:07:05Z"
name: cluster-monitoring-config
namespace: openshift-monitoring
resourceVersion: "404352"
selfLink: /api/v1/namespaces/openshift-monitoring/configmaps/cluster-monitoring-config
uid: d12c796a-0c5f-11ea-9832-063cd735b81¢c

1EXHBIs, alertmanagerMain 1 prometheusK8s 1% #7240 {4{# F§ OpenShift Container Storage
PVC,

4. MIFRHEXE PVC, 1HIAEMIBRRT A EFEEELR PVC,

I $ oc delete -n openshift-monitoring pvc <pvc-name> --wait=true --timeout=5m

4.3. M OPENSHIFT CONTAINER STORAGE A lIf% OPENSHIFT
CONTAINER PLATFORM REGISTRY

ERIX N ER M OpenShift Container Storage JEXE OpenShift Container Platform registry, MR ERLE
HAits 0, 1HSH 5% registry

fENBEE OpenShift Container Platform registry B — &8l 8#) PVC {ii F openshift-image-registry
28 8] F,

FRFH

o & registry N ECE N{EF OpenShift Container Storage PVC,

it

1. %%E configs.imageregistry.operator.openshift.io %, B storage &80 FHIARR,

I $ oc edit configs.imageregistry.operator.openshift.io

L)
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storage:
pvc:
claim: registry-cephfs-rwx-pvc

mHE

storage:
emptyDir: {}

EARBIFR, PVC #H registry-cephfs-rwx-pve, INTER DA% £ iR,
2. THER PVC,

I $ oc delete pvc <pvc-name> -n openshift-image-registry --wait=true --timeout=5m

4.4. \\ OPENSHIFT CONTAINER STORAGE Hliff&EE A KD
OPERATOR

£ M OpenShift Container Storage JEEE&E H&RILK Operator, 1HRBUTHRIIT,

ENBEEREEAKRILK Operator I—88 4 M All289 PVC fIF openshift-logging 4 22 [A] F,

SeRFH
o EEHEKILKEFIMIIEE N E A OpenShift Container Storage PVC,

iz
1. fBRen %226 A ClusterLogging SE4,
I $ oc delete clusterlogging instance -n openshift-logging --wait=true --timeout=5m
openshift-logging 4 22 ] R 8 PVC IN7E AT AR £ i BR,
2. fHBR PVC,
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I $ oc delete pvc <pvc-name> -n openshift-logging --wait=true --timeout=5m

34



	目录
	使开源包含更多
	对红帽文档提供反馈
	前言
	第 1 章 准备部署 OPENSHIFT CONTAINER STORAGE
	1.1. 使用本地存储设备安装 OPENSHIFT CONTAINER STORAGE 的要求
	1.2. 为基于 RED HAT ENTERPRISE LINUX 的节点上的容器启用文件系统访问
	1.3. 在 VAULT 中启用键值后端路径和策略

	第 2 章 使用本地存储设备部署 OPENSHIFT CONTAINER STORAGE
	2.1. 安装 LOCAL STORAGE OPERATOR
	2.2. 安装 RED HAT OPENSHIFT CONTAINER STORAGE OPERATOR
	2.3. 创建 MULTUS 网络
	2.3.1. 创建网络附加定义

	2.4. 在裸机上创建 OPENSHIFT CONTAINER STORAGE 集群

	第 3 章 验证 OPENSHIFT CONTAINER STORAGE 部署
	3.1. 验证 POD 的状态
	3.2. 验证 OPENSHIFT CONTAINER STORAGE 集群是否正常运行
	3.3. 验证 MULTICLOUD 对象网关是否健康
	3.4. 验证 OPENSHIFT CONTAINER STORAGE 特定的存储类是否存在
	3.5. 验证 MULTUS 网络

	第 4 章 卸载 OPENSHIFT CONTAINER STORAGE
	4.1. 在内部模式中卸载 OPENSHIFT CONTAINER STORAGE
	4.1.1. 删除本地存储 Operator 配置

	4.2. 从 OPENSHIFT CONTAINER STORAGE 中删除监控堆栈
	4.3. 从 OPENSHIFT CONTAINER STORAGE 中删除 OPENSHIFT CONTAINER PLATFORM REGISTRY
	4.4. 从 OPENSHIFT CONTAINER STORAGE 中删除集群日志记录 OPERATOR


