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KT ZLNE AR A bt
BRI ORIR B R ME R, WE RIS ER, RER0R -
o ETFRENBNHLIF

1. IFRERMER Multi-page HTML XN EE X, 74, HAE Feedback R H ALY TTHY
EJ:jj_o

2. ABMEH B R ERTLH AR S,
3. RESZXA LR Add Feedback,
4. RBERNSTREE,
o ERVTHEE MK, EHIE— Bugzilla ticket :
1. 3#A Bugzilla P,
2. 7£ Component 84, % XA
3. 1E Description I ABERHMER. SEXEBEXE OB,

4. = Submit Bug,


https://bugzilla.redhat.com/enter_bug.cgi?product=Red Hat OpenShift Container Storage
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(RHOCP) Azure 53¢ L2338,

Microsoft Azure f{Z M EF Openshift Container Storage %8, MEEXHEERNE
ZER, BHBHAXESE,

ZELIAEBEREBE OpenShift Container Storage, 1EM H & E8E OpenShift Container Storage ETTHE
KFFtR, ABEIRIBIE Microsoft Azure £EFE OpenShift Container Storage HIERE 1 12 H TR,
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F1E H5EZE OPENSHIFT CONTAINER STORAGE

FERhAFE %S TE OpenShift Container Platform E£#82 OpenShift Container Storage A LE &)
BEAIMERTR. XMRERSPEFEMRS, XBBTFHNBREMANERES,

TEFFIAERE Red Hat OpenShift Container Storage B, HIZBU TS EHAT

1. X& chrony IR5588, 1EE M ECiE chrony I [A]ARSS FHEA FIAERARA R RORAFIARE
BIRRI

2. Wik IRBEANRBHEERI(KMS) S AEESEE M

o MARFEEATHIKE, HFEERT Vault HRERREBE. ESMIE Vault /5 AE#(E
[EimER E KRS,

o IARIETE Vault BRS5 2 LERZEREIES,
3. &EMEETRER [BATT]

LR EIEIEFRERE, OpenShift Container Storage £E UK/ N B HTEHE, HS
] F X B B TR 22 Sk ER 4

1.1. 7£ VAULT /5 R E B in iR R FI SR BE

£

1. 7E Vault /3 B Key/Value(KV) EIRE R,
X F Vault KV secret BIZE API, hRA1:

I $ vault secrets enable -path=ocs kv

% F Vault KV secret 5122 API, A2 :
I $ vault secrets enable -path=ocs kv-v2

2. BRAUTHS, SB—DRBEEREA AN secret HUTE ASMPRIEF -

echo'
path "ocs/™" {
capabilities = ["create”, "read", "update”, "delete", "list"]
1
path "sys/mounts” {
capabilities = ["read"]
}'| vault policy write ocs -

3. A5 LR R ILECHI SR -

I $ vault token create -policy=ocs -format json


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html/installing/installation-configuration#installation-special-config-chrony_installing-customizing
https://access.redhat.com/solutions/4863201
https://access.redhat.com/documentation/en-us/red_hat_openshift_container_storage/4.8/html-single/deploying_openshift_container_storage_using_microsoft_azure_and_azure_red_hat_openshift/index#enabling-key-value-backend-path-and-policy-in-vault_azure
https://access.redhat.com/documentation/en-us/red_hat_openshift_container_storage/4.8/html-single/planning_your_deployment/index#resource-requirements_rhocs
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5 2 2 £ MICROSOFT AZURE _E£282Z OPENSHIFT CONTAINER
STORAGE
{8 Microsoft Azure RERFE FHEMEEN (IP) IREMNIEEE LR (type: managed-premium) 1E

OpenShift Container Platform _£#8% OpenShift Container Storage Al LRI RNEREE TR, X255
BAERNEE S EMRSS, XABTF N RRENNFER,

Microsoft Azure f{Z M EF Openshift Container Storage %8, MEEXTEERNE
ZER, HBHAXEE,

MIEREHRE #£ & EE OpenShift Container Storage ETTHEX, ABRBUTSBERISEMILEH
ITERE -

1. &% Red Hat OpenShift Container Storage Operator

2. Bl OpenShift Container Storage Cluster Service

2.1. 2% RED HAT OPENSHIFT CONTAINER STORAGE OPERATOR

& A LU#E A Red Hat OpenShift Container Platform Operator Hub %2%% Red Hat OpenShift Container
Storage Operator,

SeRFH
o HAEZA cluster-admin # operator ZEANRBIIK 1517 OpenShift Container Platform 2%,

® 7£ Red Hat OpenShift Container Platform &£/ ZE D H =4 worker 1 5,

o WMIHRTAMMANER, MEELER, HSMH NUEE,

o YIRFEEEE OpenShift Container Storage FISEEESE B ZIA T sk iF 250, T
LIEFLL R 64574 openshift-storage fp & 2 [AIEEE H Y mikfFEds (FEXMIBR
T I openshift-storage 4 Z2[H])

I $ oc annotate namespace openshift-storage openshift.io/node-selector=

o [N RMEN infraism, LMAGRRAEZT R LR Red Hat OpenShift Container
Storage HiR., XBBNFETEAIINA. NFELZELR, BESHEEMOEEFMW
BR8P RNl & A worker 17 s B F Red Hat OpenShift Container Storage
—&,

1. &Sk OpenShift Web 124,
2. = Operators - OperatorHub,

3. MIZVE2RFIFKFIE 3R OpenShift Container Storage H R E.


https://access.redhat.com/documentation/en-us/red_hat_openshift_container_storage/4.8/html/planning_your_deployment/index
https://access.redhat.com/documentation/en-us/red_hat_openshift_container_storage/4.8/html-single/deploying_openshift_container_storage_using_microsoft_azure_and_azure_red_hat_openshift/index#preparing_to_deploy_openshift_container_storage
https://access.redhat.com/documentation/en-us/red_hat_openshift_container_storage/4.8/html-single/deploying_openshift_container_storage_using_microsoft_azure_and_azure_red_hat_openshift/index#installing-openshift-container-storage-operator-using-the-operator-hub_azure
https://access.redhat.com/documentation/en-us/red_hat_openshift_container_storage/4.8/html-single/deploying_openshift_container_storage_using_microsoft_azure_and_azure_red_hat_openshift/#creating-an-openshift-container-storage-service_azure
https://access.redhat.com/documentation/en-us/red_hat_openshift_container_storage/4.8/html-single/planning_your_deployment/index
https://access.redhat.com/documentation/en-us/red_hat_openshift_container_storage/4.8/html-single/managing_and_allocating_storage_resources/index#how-to-use-dedicated-worker-nodes-for-openshift-container-storage_rhocs
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4.

= Install,

5. £ Install Operator T HEHi% & L %

a. #&H stable-4.8,
b. ZEBERXZ A specific namespace on the clustet

c. Installed Namespace i Operator recommended namespace openshift-storage, 1%
Namespace openshift-storage 7771E, ©X1E Operator R&Z I FZH &,

d. BLAESERS Sy Automatic = Manual,

e. = Install,
INRIEFEE Automatic E#Hr, Operator Lifecycle Manager(OLM)¥ B 5h#+4% Operator B2 1T
S, MR

INRILEE Foh B, U OLM RAIB—PNEHIER, EAEHEER, BuiFohiltEZE
&R, F A Operator BT EFhRA,

J31F OpenShift Container Storage Operator @& ER4kBAT, IBTRETEMI.

2.2. LARERE X 032 OPENSHIFT CONTAINER STORAGE CLUSTER
SERVICE

R % OpenShift Container Storage operator f&, E{# A LRF2AIE OpenShift Container Storage
Cluster Service,

FoRFM

£

OpenShift Container Storage Operator #A7lIM Operator Hub &%, MMEEZER, 1ESIUER
Operator Hub %% OpenShift Container Storage Operator,

. &5k OpenShift Web #2H1&

m Operators = Installed Operators & i B & %&H Operator,
W{RFTI% BiE & openshift-storage.

= OpenShift Container Storage > Create Instance Cluster ###%,

. %EFE Mode #ERILi%E N Internal,

4% Capacity T s
1% Storage Class, BAIANER T, XEH managed-premium,

b. MTFHIFIFRF%EFE Requested Capacity, BRINZE N 2 TiB, EAILUERA TR AEHNEE
(ER


https://access.redhat.com/documentation/en-us/red_hat_openshift_container_storage/4.8/html-single/deploying_openshift_container_storage_using_microsoft_azure_and_azure_red_hat_openshift/#installing-openshift-container-storage-operator-using-the-operator-hub_azure
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ERREFHRER, £SR BEREAMENTREE (RIBFHR3 )
7.

ol

c. 1t Select Nodes 4/, T%:?:’J/‘_AEJFH%,.EM
SNTFEEZNATARNEESR, EBRRT RO GEARARNAE/ A A4 XE,

MR EIFERT 5 —PERAM 30 P CPU 1 72 GiB RAM HIZERRITEE, NESTE—P RN
MER, NESRKEBRTRER, BFSHMRIEEPNTREREES,

d. =il Next,
6. (Ai%) WELRESMUMMKEE
A FRNE SEE, UNESASTEERE.

1%
b. i

a.
BER—AEWA MBLH -

® Cluster-wide encryption RINHENER (REHEMNSEEFE) -

e Storage class encryption LAERINE /G AMNFHE R OZMBENFALS ((RHIR) .

c. % Connect to an external key management service 2 %1E, X 2EEHEHNFER AL
T,

i. MINERT, Key Management Service ProvideriZi& ™ Vault,

i. B Vault Service Name, Vault BRF523RIENMUE ('https://<hostname K ip>) . ¥l
O5#1 Token,

iii. BFF Advanced Settings LURIEIEH Vault BB A ZIA I EFNIE 1S -

A. 7t RIRERE P AN OpenShift Container Storage % Fl EME—# Key Value secret
BRAR,

B. (®Iik) HiA TLS BR5528&#RF] Vault Enterprise g 44 Z2[H],
Wi EEAEN I PEM ZRESIEH SR M CA IR, BFAWmIUEBFE imfhH.
D. /il Save,

7. MRFERA—NE—RL, ¥ Default (SDN) ; MIRFEAZMMLEMEO, 7£4F Custom (Multus)
Network,

a. MTHIREFEFAFRLZED,
b. MTHIFEH AL

£ Cluster Network Interface,

—

INRRAERA—DEARLED, HHRHEMEEOEREAD

NetworkAttachementDefinition (%0 ocs-public-cluster) , F4¥ Cluster
Network Interface 822,

8. mifi Next,


https://access.redhat.com/documentation/en-us/red_hat_openshift_container_storage/4.8/html-single/planning_your_deployment/index#resource-requirements_rhocs
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9. REREFHE. FEEREMEEXE, FH 0 Back LUREIR £ —FEEE TTH,
10. = Create,

1. #AR Vault Key/Value(KV)secret 512 API, NI%i% configmap, kA 2 A FEREHEERS
(KMS)#ATEEBEE E RN E.

a. f£ OpenShift Web ##ll5H, F#i%] Workloads = ConfigMaps,

b. EEE KMS #E#1#1E, = ocs-kms-connection-details,

c. 4a%k configmap,

i. | Action menu ( { ) = Edit ConfigMap,

ii. 4% VAULT _BACKEND S#14E& ) v2,

kind: ConfigMap
apiVersion: v1
metadata:
name: ocs-kms-connection-details

[...]

data:
KMS_PROVIDER: vault
KMS_SERVICE_NAME: vault

[..]
VAULT BACKEND: v2

[..]

ii. mifi Save,
| EEREERFRIEP, FRERETBZILETI—MREnS, REFIERD.
2. WIFEREFHEEHMRE— Status L7~5 Phase: Ready, i ELKELSIRL,
® X Operators - Installed Operators - Storage Clusterff # X T EEEEBHRERT.
o 54, L Operator Details JEWi £, fEAILARd Storage Cluster iU EH KRS,

3. E55E OpenShift Container Storage WFFBHH BB EKINEE, FSH 5 IE OpenShift
Container Storage %%,

10


https://access.redhat.com/documentation/en-us/red_hat_openshift_container_storage/4.8/html-single/deploying_openshift_container_storage_using_microsoft_azure_and_azure_red_hat_openshift/index#verifying-openshift-container-storage-deployment_azuree
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2 3 2 45 1UF OPENSHIFT CONTAINER STORAGE ZRZ2

HERAARTISIUE OpenShift Container Storage 25 B IEIAERE.

3.1. 351F POD BYR A

Z501E OpenShift Container Storage B pod @ B IETEIZ1T, BRBLUTESIRERE

R
1. &Sk OpenShift Web 12l &,
2. M OpenShift Web #ZHI5 A MEI&H, Rii Workloads = Pods,
3. M Project THI%lI&A, 1%L openshift-storage,
BXRENMAGTEN pod HERAEZLEAT T REENESER, 1HSMH & 3.1 "%k
OpenShift Container 5 &8 Pod”,
4. |Rii Running 1 Completed i3+ LASSIE pod IEFEIZTHAATF completed YRS :

5 3.1. %} . OpenShift Container fFfi5 &M Pod

Hr TR pod

OpensShift Container Storage Operator

e OCS-operator-* (fE{E{a worker T LA
14 pod)

e ocs-metrics-exporter-*

Rook-ceph Operator rook-ceph-operator-*

(4£1e] worker T EH 14 pod)

% TR
FRIRRA e noobaa-operator-* ({£a] worker MR £ 1
1 pod)
e noobaa-core-* (fEfAI T = £ 14 pod)
e noobaa-db-pg-* ({EIFHETTRL 1D
pod)
e noobaa-endpoint-* ((EfAEFiET m L 14
pod)
MON rook-ceph-mon-*
(FEFMET RIA9% 3 1 pod)
MGR rook-ceph-mgr-*

(ERFMET REB 1D pod)

1
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Hr TR pod

MDS rook-ceph-mds-ocs-storagecluster-
cephfilesystem-*

(24 pod BT RIF 2 76)

Csl
e cephfs

o csi-cephfsplugin-* (B4 worker 7 &
£ 11 pod)

o csi-cephfsplugin-provisioner-* (2
A pod ERREH worker 17 s £ %)

e rbd

o csi-rbdplugin-* (81 worker TTmL 1
™ pod)

o csi-rbdplugin-provisioner-* (2 4
pod FEARFEH worker i s _E24)

rook-ceph-crashcollector rook-ceph-crashcollector-*

(BNEETTRETD pod)

OSD
e rook-ceph-osd-* (B Ni% & 14 pod)

e rook-ceph-osd-prepare-ocs-
deviceset-* (BN 11 pod)

3.2. 451k OPENSHIFT CONTAINER STORAGE £ #2 B ERIZIT
ZUHIE OpenShift Container Storage AR T IEFIZT, HRBUTSEINIT,
SR

1. s Storage - Overview, = Block and File %1,

2. 7£ Status ¥ &, IiE Storage Cluster 1 Data Resiliency EB4%kBA SR,

3. 1f Details £ 1, RiFREZREHER.

INFE A *F M Block and File {Y3R#REY OpenShift Container Storage £ EBRININESZER, BN
512 OpenShift Container Storage .

3.3. 35UF MULTICLOUD N &M x2S iEE

ZUHIE OpenShift Container Storage Multicloud X RMX 2 SRR, HIRBLUTSEINIT,

L

12


https://access.redhat.com/documentation/en-us/red_hat_openshift_container_storage/4.8/html-single/monitoring_openshift_container_storage/index

&5 3 2 I59F OPENSHIFT CONTAINER STORAGE #Z

1. 1£ OpenShift Web 12l & f1 52 Storage - Overview, A= ifi Object £+,
2. 7£ Status £ &, IiE Object Service #1 Data Resiliency #4bF Ready K75 (LR&HT) .
3. 1 Details £ A, FiIEREZART Multicloud MERMKIE L.

INEA X FEANRIRSSURIREY OpenShift Container Storage £ BEININELER, HSMY ik
OpenShift Container Storage,

3.4. 55F OPENSHIFT CONTAINER STORAGE B EM G AREFE
BERIFTEMPNEERRESERE, HRBUTSEHIT,

8
1. M OpenShift Web 2l & s Storage - Storage Classes,
2. WIFR BB/ OpenShift Container Storage &GI8 T LU F1EA#EE -
e ocs-storagecluster-ceph-rbd
® ocs-storagecluster-cephfs

e openshift-storage.noobaa.io

13
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2 4 = 1% OPENSHIFT CONTAINER STORAGE

4.1. ERERER P EE; OPENSHIFT CONTAINER STORAGE
FERAT RIS BEIE, OpenShift Container Storage,
HECER

Storage Cluster EBFAERATFRENENEIENIT N, BE LHEITH, EEEEBEFSIATUTHE
fi#g :

® uninstall.ocs.openshift.io/cleanup-policy: delete
® uninstall.ocs.openshift.io/mode: graceful
TRIBH T AXTHFTXLEFRNTEENESR :

% 4.1. uninstall.ocs.openshift.io EIH T @itk

1T B e Default (ERiA)

cleanup-policy il = Rook jEIEYIRIX 5/ 28 1
DataDirHostPath
cleanup-policy retain & Rook RIFIEYIRIK 5]
#3#1 DataDirHostPath
= graceful = Rook #1 NooBaa E {5l
Hitie, BEREEA/A
IRk PVC 1 OBC
= forced S Rook #1 NooBaa B#if#

F3 Rook #1 NooBaa B &
B PVC/OBC 4511
£, thegksEE,

Ee Lhdd AL T ar R AR E R B U RIS AR -

uninstall.ocs.openshift.io/cleanup-policy="retain" --overwrite
storagecluster.ocs.openshift.io/ocs-storagecluster annotated

$ oc annotate storagecluster -n openshift-storage ocs-storagecluster
uninstall.ocs.openshift.io/mode="forced" --overwrite

| $ oc annotate storagecluster -n openshift-storage ocs-storagecluster
| storagecluster.ocs.openshift.io/ocs-storagecluster annotated

FTRFH

e R OpenShift Container Storage &R FRBRKE., BEANFRFT RARBMFHE S pod
ToERIHL LR, EEGT R AT RE R R, INREENTFAREIRTE, 1EEEIE OpenShift
Container Storage BB ZLIEE I X #F.

14
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{8 F OpenShift Container Storage 1RHHIFHEE, FAERNARFEAERAFAMSER (PVC)
S REFHEREAEBR (OBC),

MREEAORTEMBELFR (WBELFMHER. cephblockpools) , NIEE A MMESR
SEREXLETRER e R

. MIFR{EF OpenShift Container Storage BI& IR IR,

a. Sk BRI AR ZEFBBIRR,

I $ oc get volumesnapshot --all-namespaces

b. EL—orEHS, HAIFIMERER OpenShift Container Storage BB IR,

I $ oc delete volumesnapshot <VOLUME-SNAPSHOT-NAME> -n <NAMESPACE>

. MIFR{EF OpenShift Container Storage BJ PVC #1 OBC,

ERABEEAER (graceful) A, HEREFSFEFFAAFEH OpenShift Container Storage #J
PVC #1 OBC #flBR.

ﬁﬂ%%%f‘ﬁﬂﬂﬂﬁ% PVC RMFRFMEERE, Ea LU EIEECERR R E N sa bl F BTt P 3, X
BREAF IR PVC #1 OBC,

a. ffif OpenShift Container Storage fitlB& OpenShift Container Platform i3t PVC,
MEFLER, 1ESM 5 4.2 77 "M OpenShift Container Storage FfffiFR A fRHER"

b. {#F OpenShift Container Storage fff|f® OpenShift Container Platform Registry PVC,

MEFLER, 1ESM 5 4.3 77 "M OpenShift Container Storage #fli& OpenShift
Container Platform registry”,

c. {#F OpenShift Container Storage fif|f& OpenShift Container Platform B#& PVC,
MEFLELR, 1ESM 5 4.4 77 "M OpenShift Container Storage HfffifREEEE B E LR
Operator”s

d. MMM OpenShift Container Storage B HIE fh PVC #1 OBC,

o LUITRBIRRABIBA, BAFIH7ER OpenShift Container Storage & PVC #lI
OBC, ZHIA B Openshift Container Storage RER#FE R PVC,

#!/bin/bash

RBD_PROVISIONER="openshift-storage.rbd.csi.ceph.com"
CEPHFS_PROVISIONER="openshift-storage.cephfs.csi.ceph.com”
NOOBAA_PROVISIONER="openshift-storage.noobaa.io/obc"
RGW_PROVISIONER="openshift-storage.ceph.rook.io/bucket"

NOOBAA_DB_PVC="noobaa-db"
NOOBAA_BACKINGSTORE_PVC="noobaa-default-backing-store-noobaa-pvc"

# Find all the OCS StorageClasses

OCS_STORAGECLASSES=$(oc get storageclasses | grep -e
"$RBD_PROVISIONER" -e "$CEPHFS_PROVISIONER" -e
"$NOOBAA_PROVISIONER" -e "$RGW_PROVISIONER" | awk {print $1}')

15
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# List PVCs in each of the StorageClasses
for SC in $OCS_STORAGECLASSES
do

echo

oc get pvc --all-namespaces --no-headers 2>/dev/null | grep $SC | grep -v -e
"SNOOBAA_DB_PVC" -e "$NOOBAA_BACKINGSTORE_PVC"
oc get obc --all-namespaces --no-headers 2>/dev/null | grep $SC

echo
done
A =448 RGW_PROVISIONER,
o ik} OBC,

I $ oc delete obc <obc name> -n <project name>

o Bk PVC,

I $ oc delete pvc <pvc name> -n <project-name>

% WREEHR T EBEPURNEMBE L a i, FEmEE,
3. MiB& Storage Cluster X R FHZE 548 % FHR MR,
I $ oc delete -n openshift-storage storagecluster --all --wait=true

4. ¥4 uninstall.ocs.openshift.io/cleanup-policy 2& 2 X & delete (EK1A) , FHBERERSE
“y Completed.

$ oc get pods -n openshift-storage | grep -i cleanup

NAME READY STATUS RESTARTS AGE
cluster-cleanup-job-<xx> 0/1  Completed 0 8m35s
cluster-cleanup-job-<yy> 0/1 Completed 0 8m35s
cluster-cleanup-job-<zz> 0/1 Completed 0 8m35s

5. i\ B % /var/lib/rook TITENZE, KA uninstall.ocs.openshift.io/cleanup-policy ;T fZi1% & 1
delete (BAI\) W, WWBXRF HZE,

$ for i in $(oc get node -I cluster.ocs.openshift.io/openshift-storage= -0 jsonpath='{
.items[*].metadata.name }'); do oc debug node/${i} -- chroot /host Is -l /var/lib/rook; done
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6. MRERENGA TS, EFATA OpenShift Container Storage 77 ;)2 _EBJ OSD & A iR dm-
crypt EIEH device-mapper BRL5T,

a. flI& debug pod #1 chroot EI7Zfi# s _ LB EM.,

$ oc debug node/<node name>
$ chroot /host

b. IRENK &L FFFFiC 3 OpenShift Container Storage %,

$ dmsetup Is
ocs-deviceset-0-data-0-57snx-block-dmcrypt (253:1)

c. MHIBRBRETBYIX &,
I $ cryptsetup luksClose --debug --verbose ocs-deviceset-0-data-0-57snx-block-dmcrypt

IR BB FERANRTEMFE, HETUTHRS :
e 1% CTRL+Z B L4y,
o THHE|RIIRER PID,

I $ ps -ef | grep crypt
o (& kill (&L,

I $ kill -9 <PID>

o X RMER SHIR.

I $ dmsetup Is

7. Mikgér &2 A H S MR, R openshift-storage 2;EFKMITIR, NIEELNHEH—PI
EQ
o -

$ oc project default
$ oc delete project openshift-storage --wait=true --timeout=5m

SNRLLT6p5R[E NotFound #Ei%, NI E #RMIRR.

I $ oc get project openshift-storage

EN%k OpenShift Container Storage I, #IR&BT2MIR taZeH FHabF
Terminating R, EHUIT BEEHEFRFIMPR Uninstall 1S T2 A IR FTIR RIS IR,
LLIA 51| BR 28 fip 44 22 [A] BT R
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8. BUBIMCHEET o

$ oc label nodes --all cluster.ocs.openshift.io/openshift-storage-
$ oc label nodes --all topology.rook.io/rack-

9. MR EABITA, NIHIFR OpenShift Container Storage 75 .

I $ oc adm taint nodes --all node.ocs.openshift.io/storage-

10. I\ EMIERFER OpenShift Container Storage B MIFFA PV, NRAEE{T PV 4 F Released
KT, HRFEMBR,

$ oc get pv
$ oc delete pv <pv name>
1. MHBR Multicloud X &R M X fZ 5%,

I $ oc delete storageclass openshift-storage.noobaa.io --wait=true --timeout=5m

12. #IP& CustomResourceDefinitions.

$ oc delete crd backingstores.noobaa.io bucketclasses.noobaa.io
cephblockpools.ceph.rook.io cephclusters.ceph.rook.io cephfilesystems.ceph.rook.io
cephnfses.ceph.rook.io cephobjectstores.ceph.rook.io cephobjectstoreusers.ceph.rook.io
noobaas.noobaa.io ocsinitializations.ocs.openshift.io storageclusters.ocs.openshift.io
cephclients.ceph.rook.io cephobjectrealms.ceph.rook.io cephobjectzonegroups.ceph.rook.io
cephobjectzones.ceph.rook.io cephrbdmirrors.ceph.rook.io --wait=true --timeout=5m

13. % - ERBERKAMER vault BY, BREEFMERS vault BHREKBITHEE.

KRETE Vault Key/Value(KV)HLEEBIZE API IF FHUT LS, FRABHEERS

(KMS)hRA 2 i {TEESERE M, EH vault BEHHIRC IR FEE OpenShift
Container Storage El# I 2K AMFR, MIRFE, EAUEUEREE.

a. JIHBEHERNEH,
I $ vault kv list <backend_path>
<backend_path>
EFEINE B AR B R R ER R,
4N -

I $ vault kv list kv-v2

i RB

NOOBAA_ROOT_SECRET_PATH/

18
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rook-ceph-osd-encryption-key-ocs-deviceset-thin-0-data-0m2798
rook-ceph-osd-encryption-key-ocs-deviceset-thin-1-data-0sq227
rook-ceph-osd-encryption-key-ocs-deviceset-thin-2-data-0Oxzszb

b. FIH 5 vault BHHRXIXHI TTHIE.
I $ vault kv get kv-v2/<key>
%FF Multicloud Object Gateway(MCG)# 4 :
I $ vault kv get kv-v2/NOOBAA_ROOT_SECRET_PATH/<key>

<key>

=N ®H,
o -

I $ vault kv get kv-v2/rook-ceph-osd-encryption-key-ocs-deviceset-thin-0-data-0m27q8

i RB :

Key Value

created_time 2021-06-23T10:06:30.650103555Z
deletion_time 2021-06-23T11:46:35.045328495Z
destroyed false

version 1

c. MERTTEIE,
I $ vault kv metadata delete kv-v2/<key>
XF MCG B -
I $ vault kv metadata delete kv-v2/NOOBAA_ROOT_SECRET_PATH/<key>

<key>

=N ®H,
o -

$ vault kv metadata delete kv-v2/rook-ceph-osd-encryption-key-ocs-deviceset-thin-0-
data-0m27q8

Bl
Success! Data deleted (if it existed) at: kv-v2/metadata/rook-ceph-osd-encryption-key-
ocs-deviceset-thin-0-data-0m27q8

d EEXESE, LMERSAA vault B REBITTEIRE,
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14. 1 OpenShift Container Platform Web &, HH{R5EE2EE; OpenShift Container Storage,

a. m Storage,

b. 351k Overview B L/R7E Storage o

4.2. M\ OPENSHIFT CONTAINER STORAGE Hr/if| B4 15 12 HE %
ERATEE OpenShift Container Storage By IR HER,

TEEC B W HEHE LR B A0 PVC I T openshift-monitoring 45 22 7] /A,

FRFM

e PVC #HECE N E A OpenShift Container Platform Wi #EL,
MBEELER, BN RE R,

L

1. B H HHI1E openshift-monitoring % 22 7] FZ2 1789 pod #1 PVC,

$ oc get pod,pvc -n openshift-monitoring

NAME READY STATUS RESTARTS AGE
pod/alertmanager-main-0 3/3  Running 0 8d
pod/alertmanager-main-1 3/3  Running 0 8d
pod/alertmanager-main-2 3/3 Running 0 8d

pod/cluster-monitoring-

operator-84457656d-pkrxm 1/1 Running 0 8d
pod/grafana-79ccf6689f-2128 2/2 Running 0 8d
pod/kube-state-metrics-

7d86fb966-rvd9w 3/3 Running 0 8d
pod/node-exporter-25894 2/2  Running 0 8d
pod/node-exporter-4dsd7 2/2  Running 0 8d
pod/node-exporter-6p4zc 2/2  Running 0 8d
pod/node-exporter-jbjvg 2/2  Running 0 8d
pod/node-exporter-jj4ts 2/2  Running 0 6d18h
pod/node-exporter-k856s 2/2  Running 0 6d18h
pod/node-exporter-rf8gn 2/2  Running 0 8d
pod/node-exporter-rmb5m 2/2  Running 0 6d18h
pod/node-exporter-zj7kx 2/2  Running 0 8d
pod/openshift-state-metrics-

59dbd4{654-4cing 3/3 Running 0 8d
pod/prometheus-adapter-

5df5865596-k8dzn 1/1 Running 0 7d23h
pod/prometheus-adapter-

5df5865596-n2gj9 1/1 Running 0 7d23h
pod/prometheus-k8s-0 6/6 Running 1 8d
pod/prometheus-k8s-1 6/6 Running 1 8d
pod/prometheus-operator-

55¢fb858c9-c4zd9 1/1 Running 0 6d21h
pod/telemeter-client-

78fc8fc97d-2rgfp 3/3  Running 0 8d

NAME STATUS VOLUME
CAPACITY ACCESS MODES STORAGECLASS AGE
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persistentvolumeclaim/my-alertmanager-claim-alertmanager-main-0 Bound pvc-0d519c4f-

15a5-11ea-baa0-026d231574aa 40Gi RWO ocs-storagecluster-ceph-rbd 8d
persistentvolumeclaim/my-alertmanager-claim-alertmanager-main-1 Bound pvc-
0d5a9825-15a5-11ea-baa0-026d231574aa 40Gi RWO ocs-storagecluster-ceph-
rbd 8d

persistentvolumeclaim/my-alertmanager-claim-alertmanager-main-2 Bound pvc-
0d6413dc-15a5-11ea-baa0-026d231574aa 40Gi RWO ocs-storagecluster-ceph-
rbd 8d

persistentvolumeclaim/my-prometheus-claim-prometheus-k8s-0 Bound pvc-0b7c19b0-
15a5-11ea-baa0-026d231574aa 40Gi RWO ocs-storagecluster-ceph-rbd 8d
persistentvolumeclaim/my-prometheus-claim-prometheus-k8s-1 Bound pvc-0b8aed3f-
15a5-11ea-baa0-026d231574aa 40Gi RWO ocs-storagecluster-ceph-rbd 8d

. YwiEE1% configmap.
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

. MHBRBIFA OpenShift Container Storage 77X BIFTE config #84>, N FHIFTRF R,
SR Al
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apiVersion: v1
data:
config.yaml: |
alertmanagerMain:
volumeClaimTemplate:
metadata:
name: my-alertmanager-claim
spec:
resources:
requests:
storage: 40Gi
storageClassName: ocs-storagecluster-ceph-rbd
prometheusK8s:
volumeClaimTemplate:
metadata:
name: my-prometheus-claim
spec:
resources:
requests:
storage: 40Gi
storageClassName: ocs-storagecluster-ceph-rbd
kind: ConfigMap
metadata:
creationTimestamp: "2019-12-02T07:47:29Z"
name: cluster-monitoring-config
namespace: openshift-monitoring
resourceVersion: "22110"
selfLink: /api/v1/namespaces/openshift-monitoring/configmaps/cluster-monitoring-config
uid: f{d6d988b-14d7-11ea-84ff-066035b9efa8

G

il |
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apiVersion: v1

data:
config.yaml: |

kind: ConfigMap

metadata:
creationTimestamp: "2019-11-21T13:07:05Z"
name: cluster-monitoring-config
namespace: openshift-monitoring
resourceVersion: "404352"
selfLink: /api/v1/namespaces/openshift-monitoring/configmaps/cluster-monitoring-config
uid: d12c796a-0c5f-11ea-9832-063cd735b81¢c

1EXHBIH, alertmanagerMain 1 prometheusK8s 1% #7240 {4{# F§ OpenShift Container Storage
PVC,

4. MIFRHEXE PVC, 1HIAEMIBRRAT AR EFEEERR PVC,

I $ oc delete -n openshift-monitoring pvc <pvc-name> --wait=true --timeout=5m

4.3. M OPENSHIFT CONTAINER STORAGE H/it|f% OPENSHIFT
CONTAINER PLATFORM REGISTRY

ZE M OpenShift Container Storage ;&2 OpenShift Container Platform registry, 1&#RIBLL T HHIT,
MRBECEHMFME, HSH ik registry

fENBEE OpenShift Container Platform registry B —&B 3l 8#) PVC {ii F openshift-image-registry
28 8],

FRFM

o iR registry WIIBCE N OpenShift Container Storage PVC,

L

1. %%k configs.imageregistry.operator.openshift.io %, Fff storage B2 FHHIAR,

I $ oc edit configs.imageregistry.operator.openshift.io

G Al
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storage:
pvc:
claim: registry-cephfs-rwx-pvc

e

storage:

EARBIFR, PVC #H registry-cephfs-rwx-pve, INTER DA% £ iR,

2. kR PVC,
I $ oc delete pvc <pvc-name> -n openshift-image-registry --wait=true --timeout=5m

4.4. M\ OPENSHIFT CONTAINER STORAGE S8R A EICF
OPERATOR

2 M OpenShift Container Storage JEEE&E H&ILK Operator, 1HRBUTHRIIT,
ENBEEREEAKRILK Operator —8&8 4 M All289 PVC fIF openshift-logging 4 22 [A] F,

SeRFH
o EEHEKILKEFIMIIEE N E A OpenShift Container Storage PVC,

SR
1. fiBRen 4226 A ClusterLogging SE4,
I $ oc delete clusterlogging instance -n openshift-logging --wait=true --timeout=5m

openshift-logging 54 Z2 (8] R PVC IIFE AT AR £ i PR,

2. k& PVC,
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I $ oc delete pvc <pvc-name> -n openshift-logging --wait=true --timeout=5m
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