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RN FEHRBNINAIE, ST Web BHFRFERBMIES., BITMXENRIEFFLE : master,
slave, BEHEMELYE, BFHIATI/E+2RE, XEFRGEEFH BN LZITHRARERS LhE, 10
FTHELIFMER, ESH CTO Chris Wright 5 &,
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KT ZLNE AR A bt
BRI ORIR B R ME R, WE RIS ER, RER0R -
o ETFRENBNHLIF

1. IFRERMER Multi-page HTML XN EE X, 74, HAE Feedback R H ALY TTHY
EJ:jj_o

2. ABMEH B R ERTLH AR S,
3. RESZXA LR Add Feedback,
4. RBERNSTREE,
o ERVTHEE MK, EHIE— Bugzilla ticket :
1. 3#A Bugzilla P,
2. 7£ Component 84, % XA
3. 1E Description I ABERHMER. SEXEBEXE OB,

4. = Submit Bug,


https://bugzilla.redhat.com/enter_bug.cgi?product=Red Hat OpenShift Container Storage
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Red Hat OpenShift Container Storage 4.8 X #£¥A Red Hat OpenShift Container
Platform(RHOCP)Red Hat Virtualization Platform &2t F28E,

{8 Red Hat Virtualization REZFE & HIEMIZRN (IPI) IREMIHZZE X 5 1E OpenShift Container
Platform &8 OpenShift Container Storage A LER O NERSEEE TR,

p= Y=
H A Red Hat Virtualization JE A XA ER Openshift Container Storage 8, N&F A X
BEKRKNWEZER, HSHAAKIEE,
RIBEWER, HATUTHEREZ—
o HREISFMIZEIITEE, UERANSFMEXEERE OpenShift Container Storages

o [FERAARMIFI L F BEMAARMEZIE X EEBE OpenShift Container Storage.
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513 H%5{FH RED HAT VIRTUALIZATION 55 &
OPENSHIFT CONTAINER STORAGE

EFERANSHEIFEFFIAERE Red Hat OpenShift Container Storage Bil, IHHRRH B EMNFRERK,
BB ARIEE,

1 Ak MMREEAANSBBHBERI(KMS)E BEESERENE !

o MRARFEEFATHIEKE, HFEERT Vault PHRERREE. ESHIE vault FEAEE
[E im0 SRS,

o MA{RINIE Vault IRS5 8 EEAFE AL,

2. IEMET RER [BRAHN]
URFEIRHELIE FRERE, OpenShift Container Storage & UR/NEBHITHE, S
[ ALK 4E A Y BT R 2 Sk BB 4

3. MR R R A FE X & RE OpenShift Container Storage BIE K,

1.1. 7£ VAULT /5 R E B iR iR R FI SR BE

FeREZH
o ‘TIFFINT Vault BY R R,

o (FANEFM—IRERMIFNEF/SBINOINEIHREE, FNETXEEURER,

£

1. 7E Vault /3 B Key/Value(KV) EIRE R,
X F Vault KV secret BIZE API, hRA1:

I $ vault secrets enable -path=ocs kv

%TF Vault KV secret 5IZE API, A 2 :
I $ vault secrets enable -path=ocs kv-v2

2. BRAUTHS, GB—DREERER AN secret HUTE ASMPRIEF -

echo'
path "ocs/™" {
capabilities = ["create”, "read", "update”, "delete", "list"]
1
path "sys/mounts” {
capabilities = ["read"]
}'| vault policy write ocs -

3. A5 LR R ILECHI SR -

I $ vault token create -policy=ocs -format json


https://access.redhat.com/documentation/en-us/red_hat_openshift_container_storage/4.8/html-single/planning_your_deployment/index#resource-requirements_rhocs
https://access.redhat.com/documentation/en-us/red_hat_openshift_container_storage/4.8/html-single/deploying_openshift_container_storage_using_red_hat_virtualization_platform/index#enabling-key-value-backend-path-and-policy-in-vault_rhocs
https://access.redhat.com/documentation/en-us/red_hat_openshift_container_storage/4.8/html-single/planning_your_deployment/index#resource-requirements_rhocs
https://access.redhat.com/documentation/en-us/red_hat_openshift_container_storage/4.8/html-single/deploying_openshift_container_storage_using_red_hat_virtualization_platform/index#requirements-for-installing-openshift-container-storage-using-local-storage-devices_rhv
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1.2. [FAARMEE RS2 OPENSHIFT CONTAINER STORAGE HZE K

SN EDEEZ=A OpenShift Container Platform worker i g2, SN malE &AM INE X &

o =ANETRNENT RRNEDE—PNRIBPIZE A # OpenShift Container Storage £,

o MERAMKELINE ; METSIEWES (PV), B4 (VC) BZHES (LV) TRERE M
J:o

MFEZER, HEHAMIIERFITREZREBD,

hEREFT REFER [BATK]

EXMERT, BENEENT BRENANRE, AEE=NRIBENFBEENME. XE— DRI
#E, HBRIATFTE OpenShift Container Platform HEFERE,

BRIFMERIMULER, 15BN Metro-DR I BEEFELE OpenShift Container Storage o

RBEHRNT RZHE, BXERNERRENT BRMMGERERF, BIRENT R, &7

BA— R [A OpenShift Container Storage £ERIM—1 TR, B2, EHEERH+H, BFEE
EEBD 2 M B PRIN—NT R

RERNEhT RER [FATN]
URFEIRHEIE FHRERE, OpenShift Container Storage &I IR /ML EHITEE.

MFBEZER, BFEHAMIIERFHTIREZREBD,


https://access.redhat.com/documentation/en-us/red_hat_openshift_container_storage/4.8/html-single/planning_your_deployment/index#resource-requirements_rhocs
https://access.redhat.com/documentation/en-us/red_hat_openshift_container_storage/4.8/html/configuring_openshift_container_storage_for_metro-dr_stretch_cluster/index
https://access.redhat.com/documentation/en-us/red_hat_openshift_container_storage/4.8/html-single/planning_your_deployment/index#resource-requirements_rhocs
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B2 E MASEHIXEATERE

{8 Red Hat Virtualization RIS 17 1% & 1£ OpenShift Container Platform L£&8& OpenShift
Container Storage A LM EEFAIBASER TR, XR*FBERBESEMARS, XBEBTHNARE
B BITERE R,

MIREHRE #£ & EE OpenShift Container Storage ETTHEX, ABRBLUTSBERISEMLEH
'f—.l'uB%

1. &% Red Hat OpenShift Container Storage Operator

2. fl]# OpenShift Container Storage Cluster Service o

2.1. 2% RED HAT OPENSHIFT CONTAINER STORAGE OPERATOR

& A LUE A Red Hat OpenShift Container Platform Operator Hub %24 Red Hat OpenShift Container
Storage Operator,

SeRFH
o HAEZF cluster-admin # operator ZEANRBIK ~ V517] OpenShift Container Platform 2%,

® 7£ Red Hat OpenShift Container Platform &£/ Z D H =4 worker 1 5,

o MIHRTAMMANER, MEELER, HSM NUEHE,

o UIRETEE OpenShift Container Storage BIEEESE FIBIA T sULIFSR, B9
LMERALLIT 45 H openshift-storage €8 & 22 [AlI§ € 2 H 77 sk ey (TEXFIER
TI& openshift-storage 5 44 Z2[H])

I $ oc annotate namespace openshift-storage openshift.io/node-selector=

o 7 1’l5j7 infraj5m=, LUBRREIZLT R LHE Red Hat OpenShift Container
Storage iR, XEBTFETATHKRER, MEELER, HSHEENDERFMH
BHRE R PR & A worker 11 st B F Red Hat OpenShift Container Storage
—&,

1. &k OpenShift Web #2#1&
2. = Operators - OperatorHub,
3. MZVE2RFIEKFIE 3R OpenShift Container Storage H R E.
4. Rifi Install,
5. £ Install Operator T HEHi% & L %
a. JilE stable-4.8,

b. REHERZ A specific namespace on the clustet


https://access.redhat.com/documentation/en-us/red_hat_openshift_container_storage/4.8/html-single/deploying_openshift_container_storage_using_red_hat_virtualization_platform/index#preparing_to_deploy_openshift_container_storage_using_red_hat_virtualization_platform
https://access.redhat.com/documentation/en-us/red_hat_openshift_container_storage/4.8/html-single/deploying_openshift_container_storage_using_red_hat_virtualization_platform/index#installing-openshift-container-storage-operator-using-the-operator-hub_dynamicrhv-storage
https://access.redhat.com/documentation/en-us/red_hat_openshift_container_storage/4.8/html-single/deploying_openshift_container_storage_using_red_hat_virtualization_platform/index#creating-an-openshift-container-storage-service_dynamicrhv-storage
https://access.redhat.com/documentation/en-us/red_hat_openshift_container_storage/4.8/html-single/planning_your_deployment/index
https://access.redhat.com/documentation/en-us/red_hat_openshift_container_storage/4.8/html-single/managing_and_allocating_storage_resources/index#how-to-use-dedicated-worker-nodes-for-openshift-container-storage_rhocs
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c. Installed Namespace i Operator recommended namespace openshift-storage, 1%
Namespace openshift-storage ~771E, ©X1E Operator RE&Z I FZH &,

d. BEAESERE /y Automatic = Manual,

e. mif Install,

FNR%FF Automatic EHT, Operator Lifecycle Manager(OLM)¥$F B 5h#+4 Operator BiZ41T
S, MEHBEM T,

INRIEEE Foh B, U OLM RAIB—PNEHIER, EAEHEER, BoumFohiltEZE
&R, F A Operator BT EFhRA,

B TiF 45 8

o IGiFE OpenShift Container Storage Operator @& R4 BAS, IBRRENRI,
2.2. LARERE X 072 OPENSHIFT CONTAINER STORAGE CLUSTER
SERVICE

R % OpenShift Container Storage operator f&, E{# R ILRF2AIE OpenShift Container Storage
Cluster Service,

FRFM

® OpenShift Container Storage Operator @ /M Operator Hub Z4&, MIEELELR, ESHEA
Operator Hub %% OpenShift Container Storage Operator,

FR
1. &Sk OpenShift Web #2H1&

2. m Operators = Installed Operators & &G B & %R Operator,
W{RFTI% BiE & openshift-storage.

3. = OpenShift Container Storage > Create Instance Cluster §£3%,
4. %FE Mode #EILI%E N Internal,
5. 1#$¥ Capacity flI77 =

a. MTHI%IFRAH LS Requested Capacity, BAIANKIEN 2 TiB, A LUFEA THIE L BREE
{Ho

2 3

Gk

EFERERRER, £ BRERMEINTREE (RIBEMEN 3 £E) H
7o
b. 7 Select Nodes Zf, EFEED=NTHET &,
c. =il Next,
6. (%) HERESMMMRZEE
a. i JFAME S5, DUNESRIXEEE,


https://access.redhat.com/documentation/en-us/red_hat_openshift_container_storage/4.8/html-single/deploying_openshift_container_storage_using_red_hat_virtualization_platform/index#installing-openshift-container-storage-operator-using-the-operator-hub_dynamicrhv-storage
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b. EREER—NHHD MBLH :
® Cluster-wide encryption EINFHENER (REHANTEEE)
e Storage class encryption LAERINE /G ANFHE R OZMBENFAES ((BRHR) .

c. % Connect to an external key management service 2 %4E, X 2EEHEHMNFER AL
ST,

i. MINERT, Key Management Service ProvideriZi& ™ Vault,

ii. HiA Vault Service Name, Vault BRS523RIENMUE ('https://<hostname X ip>) . ¥l
O5#1 Token,

iii. BFF Advanced Settings LURIEIEH Vault BB A GBI EFNIE 1S -

A. 7t RIRERE P AN OpenShift Container Storage % Fl EME—# Key Value secret
&R,

B. (®Iik) HiA TLS BR5528&#RF] Vault Enterprise g4 Z2[H],
Wit EEAEN B PEM RESIEH SR M CA RS, B WmIEB R imfhEH.
D. /il Save,

7. MRFERA—NE—RL, ¥ Default (SDN) ; MIRFEAZMMLEMENO, 7£5F Custom (Multus)
Network,

a. MTHIREFEFAFRLZED,

i
b. MTHIFEH AL

£ Cluster Network Interface,

MR AEA—MNREED, FHAHAHMEEOLES

NetworkAttachementDefinition (%0 ocs-public-cluster) , F4¥ Cluster
Network Interface 822,

8. mifi Next,
9. REREIFHE. BEENEMEEXE, FH 0 Back LUREIR £ —FEEE TTH,
10. = Create,

1. #AR Vault Key/Value(KV)secret 512 API, NI%i% configmap, kA 2 A FEREHEERS
(KMS)iHATEREEEEIRIE,

a. f£ OpenShift Web # IG5/, F#i%] Workloads = ConfigMaps,

b. E&HE KMS i£#E1¥1E, m ocs-kms-connection-details,

c. 4a%E configmap,

i. | Action menu ( { ) = Edit ConfigMap,

ii. 4% VAULT BACKEND S#4E& ) v2,

I kind: ConfigMap

10



B 2 & FASEEEITRE

apiVersion: v1
metadata:
name: ocs-kms-connection-details

[..]

data:
KMS_PROVIDER: vault
KMS_SERVICE_NAME: vault

[..]
VAULT BACKEND: v2

[..]
iii. il Save,
| EFEHEEEFEIEP, FREREAMEZIER—INRBES, RREHUEN,
2. BIFEREFHEERHNRE— Status L7/ Phase: Ready, #HHALEL SR,
® X Operators - Installed Operators - Storage Clusterff # Xk EEEEEBHRERT.

o 54, H{EF Operator Details JEHi k£, fEALARid Storage Cluster iU EFH KRS,

1
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3B 3T FRARMEMXEERE

FERAMFE %S OpenShift Container Platform E£#82 OpenShift Container Storage A L&D
BNIMERTR. XRFBUERNRESEMRS, XEMTHNAREFSANEEE,

FERAATEBEZRE OpenShift Container Platform B Red Hat Virtualization _£E8%& OpenShift Container
Storage,

A, EHUTREES TR, HRERESHRE £ 80E OpenShift Container Storage ETTHIE K,
1. &% Local Storage Operator
2. &% Red Hat OpenShift Container Storage Operator o

3. B/ OpenShift Container Storage Cluster Service o

3.1. 2% LOCAL STORAGE OPERATOR

IRAI L8 A Red Hat OpenShift Container Platform Operator Hub %% Local Storage Operator,

AR

o fFAEZF cluster-admin # Operator REARAINK 1517 OpenShift Container Platform 2%,
R

1. &Sk OpenShift Web 2#1&

2. = Operators - OperatorHub,

3. 1 Filter by keyword... EE### A local storage, MIZE{F2351Z&F1£3% Local Storage operator
HEte,

4. m=ifi Install,
5. £ Install Operator T Hi% & L T %
a. iE N stable-4.8,
b. REERZ A specific namespace on the clustet
c. Installed Namespace i Operator recommended namespace openshift-local-storage,
d. #tEREEN Automatic,
mif Install,

e IGF Local Storage Operator 2% .7~ Status /7 Succeeded,

3.2. Z% RED HAT OPENSHIFT CONTAINER STORAGE OPERATOR

& A LU#E A Red Hat OpenShift Container Platform Operator Hub %2%% Red Hat OpenShift Container
Storage Operator,

12
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SeREH
o FAEA cluster-admin # operator ZEANRBINK - 1517 OpenShift Container Platform &%,
® 7£ Red Hat OpenShift Container Platform &£/ Z D H =4 worker 1 5,

o MIHRTAMMANER, MEELER, HSMH NUEHE,

o YIREBEE OpenShift Container Storage FISEEESE BB 17 sk aa0), &
LIEFLL R 6454 openshift-storage fp & 2 [AIEEE H Y mikfFds (FEXMIBER
T I openshift-storage 22 [H])

I $ oc annotate namespace openshift-storage openshift.io/node-selector=

o [N RMEN infraism, LMAGRRAEZT R LR Red Hat OpenShift Container
Storage HiR., XBBNFETAIMA. NFELZELR, BESHEEMOEEFM
BHRE R PRVl & A worker 11 st B F Red Hat OpenShift Container Storage
—&,

1. &Sk OpenShift Web 12l &,
2. = Operators - OperatorHub,
3. MVE2RFIEKFIE 3R OpenShift Container Storage H R E.
4. Rifi Install,
5. £ Install Operator T Hi% & LA % -
a. JilE stable-4.8,
b. REERZ A specific namespace on the clustet

c. Installed Namespace i Operator recommended namespace openshift-storage, %R
Namespace openshift-storage 7771E, ©X1E Operator RE&Z I FZH &,

d. BLAESERS Sy Automatic = Manual,

e. mifi Install,
INRIEFEE Automatic E#, Operator Lifecycle Manager(OLM)¥ B £h#+4% Operator B2 1T
S, MR

INREFE Foh B, N OLM KEIB—NEIMEKR, FHNEBREER, BUFiltExE
#ER, F A Operator BT EFhRA,

e IGiE OpenShift Container Storage Operator @& R4 BAS, IBRREMRT,

3.3. 7 RED HAT VIRTUALIZATION & L0/ OPENSHIFT CONTAINER
STORAGE &£ 2%

13
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Z %% OpenShift Container Storage Operator [&, {#FIRIEEAARMEZIE X %0 OpenShift
Container Storage Cluster Service,

FRFH

® OpenShift Container Storage Operator & /M Operator Hub Z4&, MIEELELR, ESHEA
Operator Hub %% OpenShift Container Storage Operator,

o AR B FE B A FME L ERE OpenShift Container Storage FIERE D HFHFFIEEK .

&%
QEt
S

1. &3k OpenShift Web #2#1&

2. m Operators = Installed Operators & &G B & %R Operator,
W {RFTI%ER Project 77 openshift-storage.

3. = Storage Cluster #J OpenShift Container Storage - Create Instance ###%,

4, PG 150 RERMINS A

p= Y=
aﬂ%ﬁiﬁﬁ;{& RO RIBRIBERLL Local Storage Operator, 5 Install F&2iR
LU 55347#84E, 90 Installing Local Storage Operator A,
5. R INEEEL
LRI
o TFAIMAT RPMEAMMRAET =,
o EEETI R LIMAI A RBFEL AL
HE
XF T8 arbiter 3, TEIELEE All nodes T, Rz, f#H Select
nodes 11 M P R B /O X 38 AR5 RS DN AE M & B9 PR IC B T
p= 7=
MRBAFENT KRBT RESEEASHRI, FREBIERNERRAA
£ PRSP EIE NN Local Storage Operator TR 8 B %
RAR,
NREFER T R 5 — P REM 30 4 CPU #l 72 GiB RAM MIZE R S ITHL,
M&SERE— D/ NIERE, ﬁﬂﬁﬁﬁﬂaﬁtﬁ REK, HBHHKIEREF
TR E KBRS
b. mifi Next,

6. BIREMER,
fEe bt i E—H SR A2 L BN RE R,

a. Wi\ KhBEELEMH.

14
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B 3 & HAKIEHEHRE

b. i A Storage Class Name, FAIANERT, FHEXBMREINEELT. ELTLIEBRELR,
c. TEE—% NS R NIRRT = [E 7R TE Filter Disks By 2843, AU TER—1 :

e Disks on all nodes LULFERR A 7 m KL I

® Disks on selected nodes LULFEFRE T m A — B0 1 s E A I E . I worker 1 525

BE=ANTREMIET =, VIZRsEbE L L SIS ™ A,

g5
EOENPHEVTRIEEKRN 3INTHARFTE 3NKEL T alFE
SR, REVT BIIESWEHE, LIHEE(UGER T OpenShift

Container Storage 4.7 S£EfHIFTEE, BAZIFANMER, BXRET
BRMER, HSH I BEHEIER.

d. MEF%IZkAi%iE SSD/NVME Disk Type,
e. B Advanced EB9 F 1% E LT IED
BEREN BROARIEEER,
R MTFRIFIRAPIEFE DS MEA LD,
AL RN NIEEXER/N100GB Ky, URFEDEHRFHNRATAKRN,

RAWAR  XRFITRETUOEMN PV EE LR, MRIFEEZ, N HEET R EMARE
il A ABE IR PV,
f. =i Next, LR SER—TAFHINQERFERNHEEED,
g i Yes LUREE,
7. RE REMTR
a. ¥ Storage Class, FINERT, RikfF L—FhalEHIFEFEHEE.
b. ATIET R TR L—F RikiEM T R, thIIREEILD PN AR R E—F h & IR,
c. Rmifi Next,
8. (ANk) REBERESMHMKEE
R AINEE 8 EHE IR 47

a. 1k
b. HEFELT MR 2 — :

® Cluster-wide encryption RINBEENEE (RIFHEHXHERE) .

® Storage class encryption LI RN E AR UBINBNFAMSE ((RR) .
c. EFEEBNBEPEERRS SIEE, XREFEHE R A EE I,

i. MINERT, Key Management Service ProvideriZi& ™y Vault,
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ii. B Vault Service Name, Vault BRF523RIENMUE ('https://<hostname K ip>) . ¥l
O5#1 Token,

iii. BFF Advanced Settings LURIEIEH Vault BB A ZIA BB FNIE 1S -

A. 7t RIRERE P AN OpenShift Container Storage % Fl EME—# Key Value secret
BRAR,

B. (®Ii&) fiA TLS BRZ523&FRF] Vault Enterprise #3422 [H],
C. @i EFHEN PEM 4RidiE 5 30 R 4t CA MR, B ik AR P imFhEH.
D. /il Save,

9. MRMBAH—NHE—WL, 1LHF Default (SDN) ; MIRFEAZSNMLEED, 12EHE Custom (Multus)
Network,

a. MTHIREFEFEAFRLZED,

i
b. MTHIFEH AL

% Cluster Network Interface,

10. =il Next,

N REREFE. BREWETMEBEILE, FHHT Back LLREIZ] L — K& H,
12. = Create,

13. #0R Vault Key/Value(KV)secret 5128 API, NI|%#%E configmap, KA 2 NIATFHEAFHAEERS
(KMS)iHATEREEE EIRIE,

a. f£ OpenShift Web ##ll5H, F#i%] Workloads = ConfigMaps.
b. EEE KMS #E#1#1E, = ocs-kms-connection-details,

c. 4a%E configmap,

i. /= Action menu ( { ) = Edit ConfigMap,

ii. 4% VAULT _BACKEND S#4E& ) v2,

kind: ConfigMap
apiVersion: v1
metadata:
name: ocs-kms-connection-details
[--.]
data:
KMS_PROVIDER: vault
KMS_SERVICE_NAME: vault
[--.]
VAULT_BACKEND: v2
[--.]

ii. M Save,

o RiFBLERFMHEMMRE— Status TN phase: Ready, HiALKEHSHRC,
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B 3 & HAKIEHEHRE

o s Operators - Installed Operators - Storage Cluster £ E B FE R RS,
o 74, H{EF Operator Details T, fEAILARd Storage Cluster iU EH K.

o BENIRBAFMERPCRATRENT R, HHTUTSE I FhEER, HERARENT
R’

1. E Storage Cluster 1755 1 H ;X ocs-storagecluster.

2. 7 YAML i&Ti& R, 1E spec #f9r#53R4# flexibleScaling, 1f status 9 #3=
failureDomain, MR ®R;EVE B IS failureDomain % & host, NIEBRENT BN

Y]
BEo

spec:
flexibleScaling: true

[...]
status:
failureDomain: host

e E4JiE OpenShift Container Storage BIFTEAHM R B EMILRE, ESHIIE OpenShift
Container Storage &%,

HiBR
o ERJ BRVLEHNEE, HEH I BEH.
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2 4 = 159F OPENSHIFT CONTAINER STORAGE ZfE

HERAARTISIUE OpenShift Container Storage 25 B IEIAERE.

4.1. 553F POD B

Z 50 1E OpenShift Container Storage B pod @ B IETEIZ1T, HRBLUTESIRERE :

R
1. &Sk OpenShift Web 12l &,
2. M OpenShift Web #ZHI5 A MEI&H, Rii Workloads = Pods,
3. M Project THI%lI&A, 1%L openshift-storage,
BXRENAGTIEES pod MERETLEAT T REENESER, ESH K 41"k
OpenShift Container 5 &8 Pod”,

4. |Rii Running 1 Completed i3+ LA IE pod EEFEIZTHAATF completed RS :

5 4.1. ¥R OpenShift Container 5 &8 Pod

HHF X R pod

OpenShift Container Storage Operator
P ge P e OCS-operator-* ({Ef£fa] worker TR EH

14 pod)

e ocs-metrics-exporter-*

Rook-ceph Operator rook-ceph-operator-*

(4£4e] worker W EH 14 pod)

% TR
FRIRRA e noobaa-operator-* ({£a] worker MR £ 1
1 pod)
e noobaa-core-* (fEfAI T = £ 14 pod)
e noobaa-db-pg-* ({ERIFHETTRL 1D
pod)
e noobaa-endpoint-* ((EfAEFiET m L 14
pod)
MON rook-ceph-mon-*
(FEFMET RIA9% 3 1 pod)
MGR rook-ceph-mgr-*

(ERFMET RER 1D pod)

18
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HEr X RIEY pod

MDS rook-ceph-mds-ocs-storagecluster-
cephfilesystem-*

(24 pod BT RIF 2 76)

RGW rook-ceph-rgw-ocs-storagecluster-
cephobjectstore-* ({E@EF#E R LA 14
pod)

CSl

e cephfs

o csi-cephfsplugin-* (B4 worker 7 5
£ 11 pod)

o csi-cephfsplugin-provisioner-* (2
A pod ERREHI worker 17 s £ %)

e rbd

o csi-rbdplugin-* (B worker TTm L1
A pod)

o csi-rbdplugin-provisioner-* (2 4
pod FEARFEH worker i m £ 4)
rook-ceph-crashcollector rook-ceph-crashcollector-*

(BNMEETT RETD pod)

OSD .
e rook-ceph-osd-* (FNi% & 14 pod)

e rook-ceph-osd-prepare-ocs-
deviceset-* (MM 11 pod)

4.2. %51 OPENSHIFT CONTAINER STORAGE &3 2B EFIZT
ZUIE OpenShift Container Storage AR RSB IERIZT, HRBUTSEINIT,
SR

1. s Storage - Overview, = Block and File i1,

2. 7£ Status ¥ &, IiE Storage Cluster 1 Data Resiliency BB %kEBA SR,

3. 1f Details £ F, RiFREZREHER.

INFE A *F M Block and File {Y3R#REY OpenShift Container Storage £ ERININESZER, S
512 OpenShift Container Storage .

4.3. %51F MULTICLOUD M & M*EHEE
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ZUHIE OpenShift Container Storage Multicloud X RMX B SRR, HRBUTSEINIT,

SR
1. 7E OpenShift Web ##l& A s Storage = Overview, A/ Mt Object %Ik,
2. 7£ Status k£ &, IiE Object Service #1 Data Resiliency #4F Ready K75 (LR&HS) .
3. 1E Details £ #1, FIERE LR T Multicloud Xf RMKIE R,

INEA X FERANRIRSSURIREY OpenShift Container Storage £ BEININELIER, HSMY ik
OpenShift Container Storage,

4.4. % 1F OPENSHIFT CONTAINER STORAGE ¥ EMEHAESTER
ERNIFTERPNEHERSEE, HRBLUTSENIT.

R
1. M OpenShift Web ##ll& ;2 Storage = Storage Classes,

2. BIFREELIE OpenShift Container Storage £EEHT A T LU T -

e ocs-storagecluster-ceph-rbd
e ocs-storagecluster-cephfs
e openshift-storage.noobaa.io

e ocs-storagecluster-ceph-rgw
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2 5 2 1% OPENSHIFT CONTAINER STORAGE

5.1. EREERX A EIE; OPENSHIFT CONTAINER STORAGE
FERAT RIS BEIE, OpenShift Container Storage,
HECER

Storage Cluster EBFAERATFRENENEIENIT N, BE LHEITH, EEEEBEFSIATUTHE
fi#g :

® uninstall.ocs.openshift.io/cleanup-policy: delete
® uninstall.ocs.openshift.io/mode: graceful
TRIBH T AXTHFTXLEFRNTEENESR :

% 5.1. uninstall.ocs.openshift.io EIH T @itk

7T B e Default (ERiA)

cleanup-policy il = Rook jEIEYIRIX 5/ 28 1
DataDirHostPath
cleanup-policy retain & Rook RIFIEYIRIK 5]
#3#1 DataDirHostPath
= graceful = Rook #1 NooBaa E {5l
Hitie, BEREEA/A
IRk PVC 1 OBC
= forced S Rook #1 NooBaa B#if#

F3 Rook #1 NooBaa B
B PVC/OBC 4511
£, thegksEE,

Ee Lhdd AL T ar R AR E R B U RIS AR -

$ oc annotate storagecluster -n openshift-storage ocs-storagecluster
uninstall.ocs.openshift.io/cleanup-policy="retain" --overwrite
storagecluster.ocs.openshift.io/ocs-storagecluster annotated

uninstall.ocs.openshift.io/mode="forced" --overwrite

$ oc annotate storagecluster -n openshift-storage ocs-storagecluster
storagecluster.ocs.openshift.io/ocs-storagecluster annotated

FTRFH

e R OpenShift Container Storage &R FRBRKE., BEANFRFT RARBMFHE S pod
ToERIHL LR, EEGT R AT RE R R, INREENTFAREIRTE, 1EEEIE OpenShift
Container Storage BB ZLIEE I X #F.
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£
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e {#FH OpenShift Container Storage IRIHIFEMHE, BRNARFAERIFAEEER (PVC) =

KR IFIEREAEER (OBC),

MREEAORTEMBELFR (WBELFMHER. cephblockpools) , NIEE A MMESR
SEREXLETRER e R

. MIFR{EF OpenShift Container Storage BI& IR IR,

a. Sk BRI AR ZEFBBIRR,

I $ oc get volumesnapshot --all-namespaces

b. EL—orEHS, HAIFIMERER OpenShift Container Storage BB IR,

I $ oc delete volumesnapshot <VOLUME-SNAPSHOT-NAME> -n <NAMESPACE>

. MIFR{EF OpenShift Container Storage BJ PVC #1 OBC,

ERABEEAER (graceful) A, HEREFSFEFFAAFEH OpenShift Container Storage #J
PVC #1 OBC #flBR.

ﬁﬂ%%%f‘ﬁﬂﬂﬂﬁ% PVC RMFRFMEERE, Ea LU EIEECERR R E N sa bl F BTt P 3, X
BREAF IR PVC #1 OBC,

a. ffif OpenShift Container Storage fitlB& OpenShift Container Platform i3t PVC,
BZERIES 5 5.2 77 "M OpenShift Container Storage ARl BRI HEHERL"

b. {#F OpenShift Container Storage fff|f® OpenShift Container Platform Registry PVC,

B ERIESH 5 5.3 7 "M OpenShift Container Storage H ik OpenShift Container
Platform registry”s

c. {#F OpenShift Container Storage fff|f& OpenShift Container Platform B& PVC,
BEERIES 5 5.4 77 “M OpenShift Container Storage FffiFREEEEH &iC &
Operator”,

d. MMM OpenShift Container Storage B HIE fh PVC #1 OBC,

o LUITRBIRRABIBA, BAFIH7IER OpenShift Container Storage & PVC #lI
OBC, ZHIA B Openshift Container Storage RER#FE R PVC,

#!/bin/bash

RBD_PROVISIONER="openshift-storage.rbd.csi.ceph.com"
CEPHFS_PROVISIONER="openshift-storage.cephfs.csi.ceph.com”
NOOBAA_PROVISIONER="openshift-storage.noobaa.io/obc"
RGW_PROVISIONER="openshift-storage.ceph.rook.io/bucket"

NOOBAA_DB_PVC="noobaa-db"
NOOBAA_BACKINGSTORE_PVC="noobaa-default-backing-store-noobaa-pvc"

# Find all the OCS StorageClasses

OCS_STORAGECLASSES=$(oc get storageclasses | grep -e
"$RBD_PROVISIONER" -e "$CEPHFS_PROVISIONER" -e
"$NOOBAA_PROVISIONER" -e "$RGW_PROVISIONER" | awk {print $1}')
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# List PVCs in each of the StorageClasses
for SC in $OCS_STORAGECLASSES
do

echo

oc get pvc --all-namespaces --no-headers 2>/dev/null | grep $SC | grep -v -e
"$SNOOBAA_DB_PVC" -e "$NOOBAA_BACKINGSTORE_PVC"
oc get obc --all-namespaces --no-headers 2>/dev/null | grep $SC

echo
done
' =EA & RGW_PROVISIONER,
o Bk OBC,

I $ oc delete obc <obc name> -n <project name>

o Bk PVC,

I $ oc delete pvc <pvc name> -n <project-name>

% WREEMHR T EBEPURNEMBE LU aFiE, FiEmREE,
3. MiB& Storage Cluster X R FZE 48 % FHRHMIFR,
I $ oc delete -n openshift-storage storagecluster --all --wait=true

4. ¥4 uninstall.ocs.openshift.io/cleanup-policy 2& 2 X & delete (EK1A) , FHWERERSE
5 Completed.

$ oc get pods -n openshift-storage | grep -i cleanup

NAME READY STATUS RESTARTS AGE
cluster-cleanup-job-<xx> 0/1  Completed 0 8m35s
cluster-cleanup-job-<yy> 0/1 Completed 0 8m35s
cluster-cleanup-job-<zz> 0/1 Completed 0 8m35s

5. ¥\ B % /var/lib/rook TI1ENZE, RA uninstall.ocs.openshift.io/cleanup-policy ;T fZ1% & 1
delete (BAI\) W, WWBXRF HZE,

$ for i in $(oc get node -I cluster.ocs.openshift.io/openshift-storage= -0 jsonpath='{
.items[*].metadata.name }'); do oc debug node/${i} -- chroot /host Is -l /var/lib/rook; done
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6. MRERENGA TS, EFATA OpenShift Container Storage 77 ;)2 _EBJ OSD & A iR dm-
crypt EIEH device-mapper BRL5T,

a. fl|& debug pod #1 chroot EI7Zfi# 1 s _ LB EM.,

$ oc debug node/<node name>
$ chroot /host

b. IRENK &L FFFFiC 3 OpenShift Container Storage %,

$ dmsetup Is
ocs-deviceset-0-data-0-57snx-block-dmcrypt (253:1)

c. JHIRRBRETBYIX &,
I $ cryptsetup luksClose --debug --verbose ocs-deviceset-0-data-0-57snx-block-dmcrypt

IR ER S FERARTEMFE, HETUTHRS :
e 1% CTRL+Z B L4y,
o THHE|RIIEM PID,

I $ ps -ef | grep crypt
o {HF kill (LR,

I $ kill -9 <PID>

o X ERMER SHIR,

I $ dmsetup Is

7. Mikgér &2 A H S MR, R openshift-storage 2;EFKMITIR, NIEELNHEH—PI
EQ
o -

$ oc project default
$ oc delete project openshift-storage --wait=true --timeout=5m

IR T 43RG NotFound £51%, MM B 4 FR.
I $ oc get project openshift-storage
E1%EL OpenShift Container Storage B, R &G5T2Mk e ZelE FHi40F

Terminating R, 1HHAT WEEHEFRANMIPR Uninstall :X T2 FIRB TR BT,
LRI BRZE A 45 22 [ B3 R
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8. MRMEEAARMEFMHLAERE T OpenShift Container Storage, EMERAMZ(E Operator Bt
B, 5 MRAHIZE Operator B2 E.

9. BUBIMCTERE T =

$ oc label nodes --all cluster.ocs.openshift.io/openshift-storage-
$ oc label nodes --all topology.rook.io/rack-

10. MRTT=HIT=R, MR OpenShift Container Storage 75 M.

I $ oc adm taint nodes --all node.ocs.openshift.io/storage-

1. #ILAEMIERER OpenShift Container Storage B MIFTA PV, MIRAE PV 4-F Released
'ikau Ny El%qqzﬁx:ﬂﬂﬂlz%o

$ oc get pv
$ oc delete pv <pv name>
12. MR Multicloud % &M x5,

I $ oc delete storageclass openshift-storage.noobaa.io --wait=true --timeout=5m

13. fifIf& CustomResourceDefinitions,

$ oc delete crd backingstores.noobaa.io bucketclasses.noobaa.io
cephblockpools.ceph.rook.io cephclusters.ceph.rook.io cephfilesystems.ceph.rook.io
cephnfses.ceph.rook.io cephobjectstores.ceph.rook.io cephobjectstoreusers.ceph.rook.io
noobaas.noobaa.io ocsinitializations.ocs.openshift.io storageclusters.ocs.openshift.io
cephclients.ceph.rook.io cephobjectrealms.ceph.rook.io cephobjectzonegroups.ceph.rook.io
cephobjectzones.ceph.rook.io cephrbdmirrors.ceph.rook.io --wait=true --timeout=5m

14. A% : BERERKAMB vault B, BEEFIMRES vault B X TTEIR,

RAETE Vault Key/Value(KV)HLEBIZE API B F T F IR, FRBHEERS
(KMS)hRA 2 i {TEESERE M, EH vault BEHHIRC R FEE OpenShift
Container Storage El# 2K AMFR, MIRFE, EAUEUEREE.

a. 5B R,
I $ vault kv list <backend_path>
<backend_path>
NS B AR B R R R R,
flan :
I $ vault kv list kv-v2
Bl

I Keys
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NOOBAA_ROOT_SECRET_PATH/
rook-ceph-osd-encryption-key-ocs-deviceset-thin-0-data-0m2798
rook-ceph-osd-encryption-key-ocs-deviceset-thin-1-data-0sq227
rook-ceph-osd-encryption-key-ocs-deviceset-thin-2-data-0xzszb

b. 55 vault BRI TTEEE,

I $ vault kv get kv-v2/<key>

%FF Multicloud Object Gateway(MCG)# 4 :
I $ vault kv get kv-v2/NOOBAA_ROOT_SECRET_PATH/<key>
ENEEH,
flan :
I $ vault kv get kv-v2/rook-ceph-osd-encryption-key-ocs-deviceset-thin-0-data-0m27q8

i RB

Key Value

created_time 2021-06-23T10:06:30.650103555Z
deletion_time 2021-06-23T11:46:35.045328495Z
destroyed false

version 1

c. MERTEIE,
I $ vault kv metadata delete kv-v2/<key>
XfF MCG B -
I $ vault kv metadata delete kv-v2/NOOBAA_ROOT_SECRET_PATH/<key>

<key>

=N ®H,
o -

$ vault kv metadata delete kv-v2/rook-ceph-osd-encryption-key-ocs-deviceset-thin-0-
data-0m27q8

i RB

Success! Data deleted (if it existed) at: kv-v2/metadata/rook-ceph-osd-encryption-key-
ocs-deviceset-thin-0-data-0m27q8
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d BEXLESHE, LUNBRSMA vault BRI TEIE,
15. £ OpenShift Container Platform Web &, #H{R5EE2EE; OpenShift Container Storage,

a. m Storage,

b. 351k Overview B E/R7E Storage o

5.1.1. fFRA #h7F & Operator B2 &
RAEEGEAAMEHLSEE T OpenShift Container Storage i, F{H AT FAYIiER,

p= =1
- XTF R & localvolume #RM OpenShift Container Storage ¥E, 1H&H%E 8 &,

R
1. ¥R LocalVolumeSet LA & OpenShift Container Storage ffF#IX 5. StorageClassName,

2. A& SC 1% B MR LocalVolumeSet #J StorageClass.
I $ export SC="<StorageClassName>"
3. Bk LocalVolumeSet.

$ oc delete localvolumesets.local.storage.openshift.io <name-of-volumeset> -n openshift-
local-storage

4. fpR%AE StorageClassName BOAIMZ(E PV,

I $ oc get pv | grep $SC | awk {print $1}'| xargs oc delete pv
5. k& StorageClassName,

I $ oc delete sc $SC
6. Mikk LocalVolumeSet | EMIRF S4EHE,

[[!-z $SC 1] && for i in $(oc get node - cluster.ocs.openshift.io/openshift-storage= -0
jsonpath='{ .items[*].metadata.name }'); do oc debug node/${i} -- chroot /host rm -rfv
/mnt/local-storage/${SC}/; done

7. MiF& LocalVolumeDiscovery,

$ oc delete localvolumediscovery.local.storage.openshift.io/auto-discover-devices -n
openshift-local-storage

8. Bk LocalVolume %R (J1RAF) .
A LUT 5 B BRTE X BT EK LARTEY OpenShift Container Storage lRAF B & PV By
LocalVolume %R, 74, HEAHFRXLEFREEREFPWEMIE~FEA,

S FENARMS, IEPUTUTERE
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. ’1iH LocalVolume L& OpenShift Container Storage BN StorageClassName,

. 9458 LV IZE N LocalVolume &R, X8 SC KB N StorageClass BI& R

a0 -

$ LV=local-block
$ SC=localblock

. THBRA A BR,

I $ oc delete localvolume -n local-storage --wait=true $LV

. MERFI£H PV # StorageClasses (SIREFE) .

$ oc delete pv -l storage.openshift.com/local-volume-owner-name=${LV} --wait --
timeout=5m
$ oc delete storageclass $SC --wait --timeout=5m

. MIZBERBIEE T B E T,

$[[!-z$SC]] && foriin $(oc get node -l cluster.ocs.openshift.io/openshift-storage= -0
jsonpath='{ .items[*].metadata.name }'); do oc debug node/${i} -- chroot /host rm -rfv
/mnt/local-storage/${SC}/; done

i RB

Starting pod/node-xxx-debug ...

To use host binaries, run “chroot /host’

removed ''mnt/local-storage/localblock/nvme2n1’
removed directory '/mnt/local-storage/localblock’

Removing debug pod ...

Starting pod/node-yyy-debug ...

To use host binaries, run “chroot /host

removed ''mnt/local-storage/localblock/nvme2n1’
removed directory '/mnt/local-storage/localblock’

Removing debug pod ...

Starting pod/node-zzz-debug ...

To use host binaries, run “chroot /host

removed ''mnt/local-storage/localblock/nvme2n1’
removed directory '/mnt/local-storage/localblock’

Removing debug pod ...

5.2. M OPENSHIFT CONTAINER STORAGE A fi|p& Vs $2e %

HERAET 5 OpenShift Container Storage IRV R HERL

TEEC B W HEHERR R B2 A0 PVC I T openshift-monitoring 4 22 7] /A,

FRFH
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e PVC #HECE N E A OpenShift Container Platform Wi #EL,
MBEELER, BN RE R,

L

1. B H HHI1E openshift-monitoring 3% 22 (7] FZ2 1789 pod #1 PVC,

$ oc get pod,pvc -n openshift-monitoring

NAME READY STATUS RESTARTS AGE
pod/alertmanager-main-0 3/3  Running 0 8d
pod/alertmanager-main-1 3/3 Running 0 8d
pod/alertmanager-main-2 3/3  Running 0 8d

pod/cluster-monitoring-

operator-84457656d-pkrxm 1/1 Running 0 8d
pod/grafana-79ccf6689f-2128 2/2 Running 0 8d
pod/kube-state-metrics-

7d86fb966-rvd9w 3/3 Running 0 8d
pod/node-exporter-25894 2/2  Running 0 8d
pod/node-exporter-4dsd7 2/2 Running 0 8d
pod/node-exporter-6p4zc 2/2  Running 0 8d
pod/node-exporter-jbjvg 2/2  Running 0 8d
pod/node-exporter-jj4ts5 2/2  Running 0 6d18h
pod/node-exporter-k856s 2/2  Running 0 6d18h
pod/node-exporter-rf8gn 2/2  Running 0 8d
pod/node-exporter-rmb5m 2/2  Running 0 6d18h
pod/node-exporter-zj7kx 2/2  Running 0 8d
pod/openshift-state-metrics-

59dbd4f654-4cling 3/3 Running 0 8d

pod/prometheus-adapter-

5df5865596-k8dzn 1/1 Running 0 7d23h

pod/prometheus-adapter-

5df5865596-n2gj9 1/1 Running 0 7d23h

pod/prometheus-k8s-0 6/6 Running 1 8d

pod/prometheus-k8s-1 6/6 Running 1 8d

pod/prometheus-operator-

55¢fb858c9-c4zd9 1/1 Running 0 6d21h

pod/telemeter-client-

78fc8fc97d-2rgfp 3/3 Running 0 8d

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE
persistentvolumeclaim/my-alertmanager-claim-alertmanager-main-0 Bound pvc-0d519c4f-
15a5-11ea-baa0-026d231574aa 40Gi RWO ocs-storagecluster-ceph-rbd 8d
persistentvolumeclaim/my-alertmanager-claim-alertmanager-main-1 Bound pvc-
0d5a29825-15a5-11ea-baa0-026d231574aa 40Gi RWO ocs-storagecluster-ceph-
rbd 8d

persistentvolumeclaim/my-alertmanager-claim-alertmanager-main-2 Bound pvc-
0d6413dc-15a5-11ea-baa0-026d231574aa 40Gi RWO ocs-storagecluster-ceph-
rbd 8d

persistentvolumeclaim/my-prometheus-claim-prometheus-k8s-0 Bound pvc-0b7c19b0-
15a5-11ea-baa0-026d231574aa 40Gi RWO ocs-storagecluster-ceph-rbd 8d
persistentvolumeclaim/my-prometheus-claim-prometheus-k8s-1 Bound pvc-0b8aed3f-
15a5-11ea-baa0-026d231574aa 40Gi RWO ocs-storagecluster-ceph-rbd 8d

2. 4w E¥E configmap.
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I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

3. MIERBIA OpenShift Container Storage #Zfi#KBIFTA config #84Y, W FHIFARFFRE.
SR aEn

apiVersion: v1
data:
config.yaml: |
alertmanagerMain:
volumeClaimTemplate:
metadata:
name: my-alertmanager-claim
spec:
resources:
requests:
storage: 40Gi
storageClassName: ocs-storagecluster-ceph-rbd
prometheusK8s:
volumeClaimTemplate:
metadata:
name: my-prometheus-claim
spec:
resources:
requests:
storage: 40Gi
storageClassName: ocs-storagecluster-ceph-rbd
kind: ConfigMap
metadata:
creationTimestamp: "2019-12-02T07:47:29Z"
name: cluster-monitoring-config
namespace: openshift-monitoring
resourceVersion: "22110"
selfLink: /api/v1/namespaces/openshift-monitoring/configmaps/cluster-monitoring-config
uid: f{d6d988b-14d7-11ea-84ff-066035b9efa8

G

il |
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apiVersion: v1

data:
config.yaml: |

kind: ConfigMap

metadata:
creationTimestamp: "2019-11-21T13:07:05Z"
name: cluster-monitoring-config
namespace: openshift-monitoring
resourceVersion: "404352"
selfLink: /api/v1/namespaces/openshift-monitoring/configmaps/cluster-monitoring-config
uid: d12c796a-0c5f-11ea-9832-063cd735b81¢c

1EXHBIH, alertmanagerMain 1 prometheusK8s 11240 {4{# F§ OpenShift Container Storage
PVC,

4. MIFRHEXE PVC, 1HIAEMIBRRT A EFEEELH PVC,

I $ oc delete -n openshift-monitoring pvc <pvc-name> --wait=true --timeout=5m

5.3. M OPENSHIFT CONTAINER STORAGE H/il|f42 OPENSHIFT
CONTAINER PLATFORM REGISTRY

ERIXNER M OpenShift Container Storage JEXE OpenShift Container Platform registry, MR ERLE
HAitsfz0#, 1HSMH 5% registry

fENBEE OpenShift Container Platform registry B—&B 3 | E#) PVC {ii F openshift-image-registry
R E N

FRFM

o & registry N ECE N {EF OpenShift Container Storage PVC,

L

1. %%k configs.imageregistry.operator.openshift.io %, Fff storage B FHIAR,

I $ oc edit configs.imageregistry.operator.openshift.io

L)
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storage:
pvc:
claim: registry-cephfs-rwx-pvc

e

storage:

EARHFIFR, PVC #H registry-cephfs-rwx-pve, INTER DA% £ iR,

2. kR PVC,
I $ oc delete pvc <pvc-name> -n openshift-image-registry --wait=true --timeout=5m

5.4. M\ OPENSHIFT CONTAINER STORAGE A flfAEEE A &0 %
OPERATOR

£ M OpenShift Container Storage JEEE&E H&ILK Operator, 1HRBUTHIRIIT,
ENBEEREEAKRILK Operator —8&8 4 M A28 PVC fIF openshift-logging 4 22 [A] F,

SeRFH
o EEHEKILKEFIMIEE N E A OpenShift Container Storage PVC,

SR
1. fBRen 226 Y ClusterLogging SE4l,
I $ oc delete clusterlogging instance -n openshift-logging --wait=true --timeout=5m

openshift-logging 54 Z2 (8] B PVC AL AT LAZ £ i PR,
2. fHBR PVC,

I $ oc delete pvc <pvc-name> -n openshift-logging --wait=true --timeout=5m
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