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iFREREaEk

iFFREEERM

RN FEHRBNINAIE, ST Web BHFRFERBMIES., BITMXENRIEFFLE : master,
slave, BEHEMELYE, BFHIAI/E+2RE, XEFRFEEFHENNLANLZITHRAPERS LiE,
fEi5&E & CTO Chris Wright IS &,


https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language
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KT ZLNE AR A bt
BRI ORIR B R ME R, WE RIS ER, RER0R -
o ETFRENBNHLIF

1. IFRERMER Multi-page HTML XN EE X, 74, HAE Feedback R H ALY TTHY
EJ:jj_o

2. ABMEH B R ERTLH AR S,
3. RESZXA LR Add Feedback,
4. RBERNSTREE,
o ERVTHEE MK, EHIE— Bugzilla ticket :
1. 3#A Bugzilla P,
2. 7£ Component 84, % XA
3. 1E Description I ABERHMER. SEXEBEXE OB,

4. = Submit Bug,


https://bugzilla.redhat.com/enter_bug.cgi?product=Red Hat OpenShift Data Foundation
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RIMERE BMB RN N RMEARIRE FRE SR EN BRFNEN, ER2EMNEEHSNEEFRISE
GRS, BEEEXRGHREEHEIEFRFISZERELSE,

Regional-DR (X3 DR) IhEE7EHIB N BRI L FIRESEARIBEBMcHIEES. EAHEEH, ©f]
FRULTFRHIE XIS #PE, Xi% DR A LATE— MO EE X ig 8 B0 m] RS B AR L S5 B0 S (FE /) LA 2 — LB AT Tl
M ENBIFEBERNBERT) . XBEET Recovery Point Objective (RPO) #1 Recovery Time
Objective (RTO) K3,

e RPO B— M ERFAMBESMNIREHVIR, Lirk, RPOXRTEPMEHERKFTEEHM
i ABEIEE,

e RTO B ATURBEVEHAE, RTO BE TXAM, "ERENLSHINERNGE, FHiIB%R5
FESZATRERE?"

AR BRI AR R B R U PR TR A R 5 BRI R,

1.1. X135 DR R AR HE

region-DR H Red Hat Advanced Cluster Management for Kubernetes(RHACM)#1 OpenShift Data
Foundation ZH{44H R, LAETE OpenShift Container Platform SE&Efr RN TR B A BURR ok,

Red Hat Advanced Cluster Management for Kubernetes

Red Hat Advanced Cluster Management 12t T B SN EBHIN BARRFERBHANIIE, R, B8F%
YL ERIME PRSI T,

RHACM 23 H N8R9 -
e RHACM Hub : B1EEZ%KEF control plane LT
o TERM: QREEZEEMNEHPSITNAY
BXZTMNESELR, 1ESM RHACM X84 #1 RHACM "EIEN 2R "X,

OpenShift Data Foundation

OpenShift Data Foundation & OpenShift Container Platform &8 AR SN ARRFIRHSEMNEES
fiEBIThEE,

OpenShift Data Foundation B Ceph {E A iR tEatR it #F, H4AEaAHIH OpenShift Data
Foundation ZH{4#EF AR Rook #HTEHE, Ceph-CSI NERSN ARBIFASHIAR S EIE,

OpenShift Data Foundation #7487 LU T el :
o FRARATHEHT
e 1I RBD H:ithdh BahHi & Hil%k
o 1Rfit csi-addons IBEBMFAMSFR(PVC)H K

OpenShift DR

OpenShift DR 28 —4f# A RHACM BEMEENE RSN BRFNIERE s, FRETRERE
OGN ARFRSERAMS ENEaER, el1=2


https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_management_for_kubernetes/2.5/html/about/welcome-to-red-hat-advanced-cluster-management-for-kubernetes
https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_management_for_kubernetes/2.5/html/applications/managing-applications
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o {RIFEE OpenShift SRR AR X R
o TENFRRFIREL AT SRR RIL
o [N AR ESEFEME ZAIERBHIER
OpenShift DR #43 B = M :
o ODF ZH£M S : T2 %2 control plane(RHACM Hub) E&R%, ©IAHUTLUL TR -
o flJ bootstrap THEHEZE LR A T HLLL ThE,
o EREEE TS HEBILM CephBlockPool /& A&,

o NEBANZEER LK PVCH PV THIEAIE—MEMA Multicloud Object Gateway(MCG)HY

X RIFMER,
o NEBNHNREMITLUIE— Secret, HF I E openshift-dr-system 17 B % Hub &
BITF R 1T (P RO 2R A,

o EEZELMNMRZELE LOE VolumeReplicationClass, [AIF@E 7
schedulingintervals (40 5m, 15m, 30m) .

o {&TX Hub %% L8 ramen-hub-operator-config ConfigMap, 7N s3StoreProfiles 5&
=8

e OpenShift DR Hub OperatorZ4&1E hub &8t £, NN ARRFEEMELBIEEN.
® OpenShift DR Cluster Operator REABNZEERF L, UBENARFNAEA PVC NERE
lHEQ
1.2. Xi%DR #FELIETR
AR IE N RERY OpenShift Container Platform S22/ {fF OpenShift Data Foundation kitA 4.10

1 RHACM MIS#T R AR ECE M EBE Regional-DR INEERT R ML I, MRT MANZEREN, LFEE=D
OpenShift Container Platform &£&¥3k &8 Advanced Cluster Management,

BEREEEMZERNY, HREBAENINFHITUTSE

1. HBREH R E Regional-DR &K, 8% RHACM BIERZRE. /&= 5 A OpenShift
Container Platform E| RHACM hub #IM4SERE, 15 /0 A XEDR BE K,

2. 7E Primary # Secondary & &% OpenShift Data Foundation 4.10, &S [HEZEEE
2% OpenShift Data Foundation,

3. 7£ Hub &&f L %%k Openshift DR Hub Operator, 1H&H1E Hub 5&f %% OpenShift DR Hub
Operator,

4. BETEM OpenShift Data Foundation R &£ 2 A Q| BRIGE X REKEBELZ LS FHEER, 15
SHAEBEZIhREFEEH,

5 EBNZEER LA StorageClass HR, X#F#HH) imageFeatures LUSCIIfE SRR
(mirror) KRB, THES I O Hi & StorageClass HilR o

6. 1E hub 2% E{I|# DRPolicy 5IR, ATFEREREFEE. HMELNBMEFEMITFNE, 1§
S TE Hub S8F LA RS RIS,


https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.10/html-single/configuring_openshift_data_foundation_for_regional-dr_with_advanced_cluster_management#requirements-for-enabling-regional-disaster-recovery_rhodf
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.10/html-single/configuring_openshift_data_foundation_for_regional-dr_with_advanced_cluster_management#installing-odf-operator-on-managed-clusters_rhodf
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.10/html-single/configuring_openshift_data_foundation_for_regional-dr_with_advanced_cluster_management#installing-openshift-dr-hub-operator-on-hub-cluster_rhodf
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.10/html-single/configuring_openshift_data_foundation_for_regional-dr_with_advanced_cluster_management#configuring_multisite_storage_replication
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.10/html-single/configuring_openshift_data_foundation_for_regional-dr_with_advanced_cluster_management#proc_creating-mirroring-storageclass-resource_rhodf
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.10/html-single/configuring_openshift_data_foundation_for_regional-dr_with_advanced_cluster_management#creating-disaster-recovery-policy-on-hub-cluster_rhodf

% 13 REGIONAL-DR 4

%%%g o
- LA Z RS,

7. JaF OpenShift DR Cluster Operator Brh%&sk, HEZELRRBEHBENLH S3 secrete, BAFHK
557 3B OpenShift DR 2% Operator WHENLE, F ESEEEETP /S S3 secret BENfE
iﬁ‘ﬁo

8. fEM RHACM #ZHI G 0IR R AN AR, BFIEMELBMEEMNIL, BESEK, H5MH 0
BrRBINARRE. NARFHETIMAERERHAEREMANARERF,


https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.10/html-single/configuring_openshift_data_foundation_for_regional-dr_with_advanced_cluster_management#enabling-automatic-install-of-ODR-cluster-operator_rhodf
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.10/html-single/configuring_openshift_data_foundation_for_regional-dr_with_advanced_cluster_management#enabling-automatic-transfer-of-s3secrets_rhodf
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.10/html-single/configuring_openshift_data_foundation_for_regional-dr_with_advanced_cluster_management#creating-sample-application_rhodf
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.10/html-single/configuring_openshift_data_foundation_for_regional-dr_with_advanced_cluster_management#application-failover-between-managed-clusters_rhodf
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.10/html-single/configuring_openshift_data_foundation_for_regional-dr_with_advanced_cluster_management#relocating-application-between-managed-clusters_rhodf
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5 2 E [ HKX1EDR BIEXK

Red Hat OpenShift Data Foundation XTI MR E THEER BB U TRIBREM, FREMIIEER
B RRRAR :

o iJHER
o BB Red Hat OpenShift Data Foundation &2 3%4Y{
o BB Red Hat Advanced Cluster Management for Kubernetes 17 [

Z T fi# OpenShift Data Foundation T #0@ TE, 15515 OpenShift Data Foundation 174
FEXB AR E S E,

o BB =ZANEENFIBRAML A ;4R OpenShift &8 :

o %% Advanced Cluster Management for Kubernetes(RHACM operator). ODF Multicluster
Orchestrator 1 OpenShift DR Hub #2389 hub 5%,

o %% OpenShift Data Foundation. OpenShift DR £EHEFISRHN AN EEZEELE,

o %% OpenShift Data Foundation. OpenShift DR SIS TN ANHBIZ EEE.

o TAIRTE Hub E& &% RHACM #2AEFF] MultiClusterHub, BEfEFEIEE R RHACM Zitig
E‘Fﬁo

o fEMEH OpenShift FiF &K EI RHACM #ZH &,

o 7 Advanced Cluster Manager 2 & GIEMEEH :

$ oc get route multicloud-console -n open-cluster-management -o jsonpath --
template="https://{.spec.host}/multicloud/clusters{\n'}"

Bl
I https://multicloud-console.apps.perf3.example.com/multicloud/clusters

£ F3 Openshift EEE /G, BN IZEBIFANKMER,
o FARMEEMER RHACM 25 S AHUE T TEZERHNREREER

o SEEMIWIBEFIIFESHML,
ZE(# A Submariner MIINZH 4 E OpenShift £EEEFRS LS, BHEENENZEERZT
UTFaSREIEN N ERESERIEEEML,

I $ oc get networks.config.openshift.io cluster -o json | jq .spec

cluster1 #9475 (40 ocpdperfl)

{

"clusterNetwork": [
{
"cidr": "10.5.0.0/16",
"hostPrefix": 23
}
],


https://access.redhat.com/articles/6932811
https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_management_for_kubernetes/2.5/html-single/install

% 2% G AKEDR HEK

"externallP": {
"policy": {}
2
"networkType": "OpenShiftSDN",
"serviceNetwork™: [
"10.15.0.0/16"

]
}

cluster2 #9%i tH 7~ (40 ocpdperf2)

{

"clusterNetwork": [
{
"cidr": "10.6.0.0/16",
"hostPrefix": 23

}
]l
"externallP": {
"policy": {}
b
"networkType": "OpenShiftSDN",
"serviceNetwork™: [
"10.16.0.0/16"

]
}

MEELZER, 554 Submariner MINZH 4 ST4Y,
MBEZEEE AT LUER Submariner BEINAM 1T858, TR HARERFMNRSMESEETIEE

ECHE, fH RHACM ZHIEERE N EN T EEHLRLE Submariner iINZHE., EFLSH%
ES 5 Submariner 3244,


https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_management_for_kubernetes/2.5/html/add-ons/add-ons-overview#submariner
https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_management_for_kubernetes/2.5/html/add-ons/add-ons-overview#submariner
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F3EAESEEEPZLE OPENSHIFT DATA FOUNDATION

it =

. EENZEEE ERE OpenShift Data Foundation it 4.10,

INFEA K OpenShift Data Foundation BBEME R, ESHEMBRIFENERZER (W AWS,
VMware, Bare metal, Azure) .

2. BRAUTHASRIEBNRESH LRSHIIEE !

$ oc get storagecluster -n openshift-storage ocs-storagecluster -o jsonpath='{.status.phase}
{ll\n"}l
%FF Multicloud X RMFK(MCG) :

I $ oc get noobaa -n openshift-storage noobaa -o jsonpath="{.status.phase}{"\n"}'

MBRTEREEZERHN—ARERH LML T Ready R, NIASERERE LHABK

(mirror)s,

10


https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.10

% 4%E £ HUB &8 %% OPENSHIFT DR HUB OPERATOF

2 4 = £ HUB £2f %% OPENSHIFT DR HUB OPERATOR

R
1. £ Hub &R, SfinZEl OperatorHub F{# A OpenShift DR Hub Operator HI1E %=1 £ 25,
2. BESUIER, [SiR/ERELLEE openshift-dr-system TiE A,

3. FERLUTMSLEIE Operator Pod %4 F Running A7 :

I $ oc get pods -n openshift-dr-system

Bl
NAME READY STATUS RESTARTS AGE
ramen-hub-operator-898¢c5989b-96k65 2/2  Running 0 4m1i4s

1
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BEEREZHRTFHEES

FigsEHILLE CephBlockPool NEMEXN EZEELEPEA, AEUREMPNFERRTFEAT
BoiE. rbd-mirror SFH R 7 TR AT EEBFMRGE N EH R EER PR —HR,

IXLEBR RN AE T ANMAE R S OpenShift Data Foundation 3 & 5B 2 [H QIR X R,

5.1. &% OPENSHIFT DATA FOUNDATION % & 84 HESS

OpenShift Data Foundation Multicluster Orchestrator & —M2#2%, M Hub 58f E# OpenShift
Container Platform OperatorHub %%, JE’P%%ﬁ%EF%‘E}“%U%ﬁu& MirrorPeer B E X IR A8 —
™ bootstrap &, HEZE KB ZHHIA

iy =

1. SME Hub &£# £# OperatorHub, FERAXEFIE231E3E ODF Multicluster
Orchestrator,

2. =i ODF Multicluster Orchestrator 1,

3. REMBEBRIMNZEFH £ T Install
operator FIRZZTE openshift-operators 1, F 7 F A fr & 22 1H,

4. %F ODF Multicluster Orchestrator 28 2 I Z&EE,
BEfFI5E View Operator R IFRE R BRI,

b. ik Operator Pod @& 4 F Running K

I $ oc get pods -n openshift-operators

Ty oA
NAME READY STATUS RESTARTS AGE
odfmo-controller-manager-65946fb99b-779v8 1/1  Running 0 5m3s

5.2. /£ HUB REF R QB HENF
mirror Peer B—MERSEHEOR, MTREAXBEANSNEXRNSEERNEL.

FRFMH
o 7k Hub SEBF ERE T ODF SR HiHESS.

o BENMRBNERREEMNNEHE.
o TAREBNEHBAEM—INRNEESLH, 0 ocpdperfl 1 ocpdperf2,

Y=

1. mi ODF Multicluster Orchestrator & Operator {5,
8RBT LATE R Zh 2 2% Multicluster Orchestrator 5 5 View Operator,

2. mifi Mirror Peer AP| Create 326, $AE%# YAML 1A,

12



B 5E REZHRFMES

3. 1EY% <cluster?> # <cluster2> B 5 RHACM £Hl A S ELBMERELETE, MUT YAML E
HE—N %~ mirror-peer.yaml B934,

apiVersion: multicluster.odf.openshift.io/vialphal
kind: MirrorPeer
metadata:
name: mirrorpeer-<clusteri>-<cluster2>
spec:
items:
- clusterName: <cluster1>
storageClusterRef:
name: ocs-storagecluster
namespace: openshift-storage
- clusterName: <cluster2>
storageClusterRef:
name: ocs-storagecluster
namespace: openshift-storage
manageS3: true
schedulinglntervals:
-5m
-15m

p= Y=
schedulingintervals B [E[{E (40 5m) ¥AFEES IR A S EHIE R,
MR RN ARRE, XEERIRMNEIENRE RBIRRPO). B

schedulingintervals F#(E, LUESEMNARFER, &/IMEHN 1m, BIME
7 5m,

4. f3HE— mirror-peer.yaml XHHABEHIE YAML fiE &, Eoim2BREBRNAS,
5. = YAML Tl KR EEEBBI Create,

6. TEARELRMERT, RIEER TS ALY Phase K75 2~ A ExchangedSecret,

5.3. B2 EKAFPLIUE CEPH &
EEZEERN_AZERH LHUTUTERIE, UKE Ceph Hilg2EEEX ¢
1. 3%IE mirroring 721\ Ceph Btk 4% /= A

$ oc get cephblockpool -n openshift-storage -o=jsonpath="{.items[?
(@.metadata.ownerReferences[*].kind=="StorageCluster")].spec.mirroring.enabled}{"\n"}'

i RB

I true

2. 3iF rbd-mirror Pod IE7EiZ217,
I $ oc get pods -0 name -I app=rook-ceph-rbd-mirror -n openshift-storage

i RB -

13
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I pod/rook-ceph-rbd-mirror-a-6486¢7d875-56v2v

3. E TR BRRS, MAREES,

$ oc get cephblockpool ocs-storagecluster-cephblockpool -n openshift-storage -o
jsonpath="{.status.mirroringStatus.summary}{"\n"}'

R -

I {"daemon_health":"OK","health":"OK","image_health":"OK","states":{}}

TR BRANERFERATEREE 10 2#AF2M Warning Eil )y OK, IR

10 DEPRIRAZR AN OK, NIfEMA Advanced Cluster Manager ¥ & 50 1UE
submariner M # %2 BN FRBRIRES.

4. 551k VolumeReplicationClass @B E SERHN_AZEELR L HENE MirrorPeer 31
BB schedulingintervals &858 (40 5m, 15m) .

I $ oc get volumereplicationclass
Bl
NAME PROVISIONER

rbd-volumereplicationclass-1625360775 openshift-storage.rbd.csi.ceph.com
rbd-volumereplicationclass-539797778  openshift-storage.rbd.csi.ceph.com

VolumeReplicationClass f T15E £ & #IF &5/ mirroringMode, LK%
BRFRM AR S FIBTRERRIER (Flan, 85 28—R) .

5.4. SUEAT R1ZEHEF S3STOREPROFILES
EEXEZEEHN—RNZEER LHATUUTRIE, MIGE Ceph HIREEIEK,

it =

1. JSIE7E openshift-storage 22 AR ESZEEH N —RZELR P EFTH Object Bucket
Claim LA &8 H) Object Bucket,

I $ oc get obc,ob -n openshift-storage

Bl
NAME STORAGE-CLASS PHASE AGE
objectbucketclaim.objectbucket.io/odrbucket-21eb5332f6b6 openshift-storage.noobaa.io
Bound 13m
NAME STORAGE-CLASS CLAIM-

14
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NAMESPACE CLAIM-NAME RECLAIM-POLICY PHASE AGE
objectbucket.objectbucket.io/obc-openshift-storage-odrbucket-21eb5332f6b6 openshift-
storage.noobaa.io Delete Bound 13m

2. %31E Hub cluster openshift-dr-system 3 & Z2[A| F G B N HTHY Secret, HHPSESRENH
Object Bucket Class B access #l secret key,

I $ oc get secrets -n openshift-dr-system | grep Opaque

i RB

8b3fb9ed90f66808d988c7edfa76ebal35647092 Opaque 2  16m
af5i82f2118f77faf3de2553e223b535002e480 Opaque 2  16m

3. OBC #0 Secret #E# 5 A ZI# 11| 2249 s3StoreProfiles 2343 #9 Hub 5£2% £ ConfigMap ramen-
hub-operator-config #.

$ oc get cm ramen-hub-operator-config -n openshift-dr-system -o yaml | grep -A 14
s3StoreProfiles

i HRB

s3StoreProfiles:
- s3Bucket: odrbucket-21eb5332f6b6
s3CompatibleEndpoint: https://s3-openshift-storage.apps.perf2.example.com
s3ProfileName: s3profile-ocp4perf2-ocs-storagecluster
s3Region: noobaa
s3SecretRef:
name: 8b3fb9ed90f66808d988c7edfa76ebal35647092
namespace: openshift-dr-system
- s3Bucket: odrbucket-21eb5332f6b6
s3CompatibleEndpoint: https://s3-openshift-storage.apps.perf1.example.com
s3ProfileName: s3profile-ocp4perf1-ocs-storagecluster
s3Region: noobaa
s3SecretRef:
name: af5f82f2118f77faf3de2553e223b535002e480
namespace: openshift-dr-system

==
1L5% T s3ProfileName B9&#5, ©1 4% DRPolicy HiRAHEA,

15
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2 6 = /@5 1%& STORAGECLASS %R

W% StorageClass 0325 A T HI&RAIIE, ZBEHNH imageFeatures T BRI Z A/
FAEIRMIFIRE S, FINEETHE exclusive-lock, object-map ] fast-diff, BRIk OpenShift Data
Foundation StorageClass ocs-storagecluster-ceph-rbd 7~ & 15X £ IhAE,

A WHRLIEERERHIRZERH L0/,

it

1. LT YAML &7 2324 ocs-storagecluster-ceph-rbdmirror.yaml,

allowVolumeExpansion: true

apiVersion: storage.k8s.io/v1

kind: StorageClass

metadata:
name: ocs-storagecluster-ceph-rbdmirror

parameters:
clusterID: openshift-storage
csi.storage.k8s.io/controller-expand-secret-name: rook-csi-rbd-provisioner
csi.storage.k8s.io/controller-expand-secret-namespace: openshift-storage
csi.storage.k8s.io/fstype: ext4
csi.storage.k8s.io/node-stage-secret-name: rook-csi-rbd-node
csi.storage.k8s.io/node-stage-secret-namespace: openshift-storage
csi.storage.k8s.io/provisioner-secret-name: rook-csi-rbd-provisioner
csi.storage.k8s.io/provisioner-secret-namespace: openshift-storage
imageFeatures: layering,exclusive-lock,object-map,fast-diff
imageFormat: "2"
pool: ocs-storagecluster-cephblockpool

provisioner: openshift-storage.rbd.csi.ceph.com

reclaimPolicy: Delete

volumeBindingMode: Immediate

2. AR ZERRPORH,
I $ oc create -f ocs-storagecluster-ceph-rbdmirror.yaml
il s T

I storageclass.storage.k8s.io/ocs-storagecluster-ceph-rbdmirror created
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7 % BSi& S3 tiwm 2 [A#9 SSL il

07 E BE S3 imsmZ A SSL 15 [A]

FCE s3 inm 2 [AIBIMLE(SSL) U], LMETTEIRAILAE MCG M REFHRE h i, ERREEHEGHE
Hub SEE ARSI N RIFMERBIT R,

YNRFFA OpenShift REFE N IENIMNEFERZRMNBRILHEMTEHE, NATUBLTAE
jﬁ.o

FIR
. RENEZERHMADUESR, FHHEEHREE primary.crt,

$ oc get cm default-ingress-cert -n openshift-config-managed -o jsonpath="{['data’]['ca-
bundle\.crt'}" > primary.crt

2. RS ESRHMADIS, FH9HERFE secondary.crt,

$ oc get cm default-ingress-cert -n openshift-config-managed -o jsonpath="{['data’]['ca-
bundle\.crt']}" > secondary.crt

3. EXEZEERY, —NZTEEE, M Hub cluster LOJE—/$TH ConfigMap B TR FILEERAIE
BIRGE, H3x %N ecm-clusters-crt.yaml,

p= Y=
MATROIXEFR, BNERTRABI=/MET, A, BHREREMZEICIERN
primary.crt #l secondary.crt X EHIFHENEE, IEBRERWERLEH,

apiVersion: v1
data:
ca-bundle.crt: |

<copy contents of cert3 primary.crt here>
----- END CERTIFICATE----
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kind: ConfigMap

metadata:
name: user-ca-bundle
namespace: openshift-config

4. EEZEEH. —NZEEBN Hub £8F L2 ConfigMap X4,
I $ oc create -f cm-clusters-crt.yaml
Ty R oA

I configmap/user-ca-bundle created

B

XTF Hub £8%, {3 DRPolicy TR IEN RIFMERRETIFAR, IIFE Hub &
2 048 EH ConfigMap cm-clusters-crt.yaml,

5. MEREERR. —HZEERMN Hub R EMFRIAREBITTRAITH T,

$ oc patch proxy cluster --type=merge --patch="{"spec":{"trustedCA":{"name":"user-ca-
bundle"}}}'

R

I proxy.config.openshift.io/cluster patched
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55 8 & 1£ HUB 58F L0 SoMEth = 5RR%

5 8 & £ HUB £2f LR Wik 1k 2 SRS

OpenShift DR f# fl RHACM hub %% £/ Disaster Recovery Policy(DRPolicy) %R (5£E£5ER) HEB
E. BEABRNEFEMSTEERDM TN,

FRFM

L

WREFEMNDER, elNSFETEENGIES, FEERT CSIBEH,

WRAE—NFAERRE, RERRALIEITHRESS, ©thcHEMA DRPolicy BT F N HAE
RS R B PR(RPO).

R DREPNENREFDE S3 B XMHAT, Z&MEA OpenShift DR &REEH hub #2/E23
B ConfigMap BCi&,

. TE Hub &£8%7, 5inZl openshift-dr-system 11 E 1 # Installed Operators, fAEmdf

OpenShift DR Hub Operator, &N Z&BEEIFNETHM API, DRPolicy #
DRPlacementControl,

Jy DRPolicy s Create instance 7 mifi YAML #1&.,

124 <cluster?> #I <cluster2> B#i7 ACM HZEEBHMNIERAING, SERHEEFEREN
drpolicy.yaml 8934, FEREEE (RECIE2M—8, Bl east Fl west) &
<string_value_I1> ] <string_value_2>, schedulinglnterval /1% & Z HI1E MirrorPeer 2 & HI(H
Z— (40 : 5m)s,

apiVersion: ramendr.openshift.io/vialphal
kind: DRPolicy
metadata:
name: odr-policy-5m
spec:
drClusterSet:
- name: <clusteri>
region: <string_value_1>
s3ProfileName: s3profile-<cluster1>-ocs-storagecluster
- name: <cluster2>
region: <string_value_2>
s3ProfileName: s3profile-<cluster2>-ocs-storagecluster
schedulinglnterval: 5m

@ .
' TREEREE - HLEMARAZLILTRE, E7 DRPolicy 2 —MRESEHBITIR,

4. J3HE— drpolicy.yaml XHEHREEHE YAML &, EXwEBRERENAS.

5. £ YAML {1 E & L = Create,

19



Red Hat OpenShift Data Foundation 4.10 J4%7 8 Advanced Cluster Management i Regional-DR Egi& OpenShift D:

BF

DRPolicy schedulinginterval Z it B 1E MirroPeer R ECEN—ME (0
5m) . ZE1E MirrorPeer FRECEMAB S HIEFH EAL DR Intervals, NFEEFEAFE

(#015m) BIEZIAH DRPolicy ¥R, RS DRPolicy AFREX N — ) HE—
g, XBEBFIREHIARE (40 odr-policy-15m)

6. Bt 1E Hub &8 LiziTan HRIIEE R 1 E AR DRPolicy FHREIEZT DRPolicy : X
2 odr-policy-5m :

$ oc get drpolicy odr-policy-5m -n openshift-dr-system -o
jsonpath='"{.status.conditions[].reason}{"\n"}'

i RB

I Succeeded
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£ o= ALY OPENSHIFT DR £ OPERATOR

59 E S FHBEILEE OPENSHIFT DR £ OPERATOR

1ERINAIEE DRPolicy /5, OpenShift DR Cluster operator A LI %225 8| £ 2 & 58, F7E openshift-dr-
system ep B AR RE _NZELE,

L2

1. YwE Hub 2% £ ConfigMag ramen-hub-operator-config, 75N
deploymentAutomationEnabled=true, I TFFfx :

I $ oc edit configmap ramen-hub-operator-config -n openshift-dr-system

apiVersion: v1
data:
ramen_manager_config.yaml: |
apiVersion: ramendr.openshift.io/vialphal
drClusterOperator:
deploymentAutomationEnabled: true ## <-- Add to enable installation of ODR Cluster
operator on managed clusters
catalogSourceName: redhat-operators
catalogSourceNamespaceName: openshift-marketplace
channelName: stable-4.10
clusterServiceVersionName: odr-cluster-operator.v4.10.0
namespaceName: openshift-dr-system
packageName: odr-cluster-operator

[...]
2. WIEEFREEHN_AREEHTEELEDTNY, FRAUTHS
I $ oc get csv,pod -n openshift-dr-system
Bl
NAME DISPLAY VERSION
REPLACES PHASE
clusterserviceversion.operators.coreos.com/odr-cluster-operator.v4.10.0 Openshift DR

Cluster Operator 4.10.0 Succeeded

NAME READY STATUS RESTARTS AGE
pod/ramen-dr-cluster-operator-5564f9d669-f6lbc 2/2  Running 0 5m32s

AR LU A ZE R B OperatorHub, FHEIAEE R L 7 OpenShift DR Cluster
Operator,
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B10E SHBYIRZESE L H S3SECRETS

BRIBLUT S, ¥ s3Secrets BEI{&EBIFTEM OpenShift DR &40 4, ©A1N] OpenShift DR &2
BRET & s3Profiles FTEERY s3Secrets B #HT OpenShift DR S &4 £ 22 [H],

it

1. 4@E Hub 52% £ ConfigMag ramen-hub-operator-config LU7AN
s3SecretDistributionEnabled=true, #0TFmR :

I $ oc edit configmap ramen-hub-operator-config -n openshift-dr-system

apiVersion: v1
data:
ramen_manager_config.yaml: |
apiVersion: ramendr.openshift.io/vialphal
drClusterOperator:
deploymentAutomationEnabled: true
s3SecretDistributionEnabled: true ## <-- Add to enable automatic transfer of s3secrets
catalogSourceName: redhat-operators
catalogSourceNamespaceName: openshift-marketplace
channelName: stable-4.10
clusterServiceVersionName: odr-cluster-operator.v4.10.0
namespaceName: openshift-dr-system
packageName: odr-cluster-operator

[---]
2. ERANZERBERCITGS, Wik secret EHIZES NI,
I $ oc get secrets -n openshift-dr-system | grep Opaque
Ty R oA

8b3fb9ed90f66808d988c7edfa76eba35647092 Opaque 2 11m
af5f82f21f8f77faf3de2553e223b535002e480 Opaque 2 11m
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BN E QRGN RER

NTMEMERERHE —NZEREFOMEDR, BNFE—NEHENNARRE. A% busybox
BB L R Bl

e
1. 7£ Hub §2% £y busybox R=HIN AR F OB — 1 ep &2 E WA,

I $ oc new-project busybox-sample

MRFE, ATLUEAFR busybox-sample LA KARDIE &, E&EiT
Advanced Cluster Manager 5 & S B /RFIN BAREFEN, BERERSLLSEHO]
EHERIE &,

2. fil# DRPlacementControl iR
DRPlacementControl —> API, £ Hub &&f £ %% OpenShift DR Hub Operator oI, &
E A E2— Advanced Cluster Manager PlacementRule 123, ©iR#E/FH DRPolicy —&8 4%
BYEE B IR =T A M SR HE IR B R R

a. £ Hub &8s, SfnZE busybox-sample 7B F 1 Installed Operators, B H#.ifi OpenShift
DR Hub Operator, f&N1Z2EEIM A AP, DRPolicy #1 DRPlacementControl,

b. 77 DRPlacementControl I/ —SEfl, ARE#HA YAML 1B, #AfRELE+ busybox-
sample Ui H,

c. TESF <cluster!> & #:/ Advanced Cluster Manager IS E LM IEBELTR G, MUT
YAML {R7FEI4 7 busybox-drpc.yaml B3 {4, ENEBFTE S HlFfEA DRPolicy B9
drPolicyRef name,

apiVersion: ramendr.openshift.io/vialphal
kind: DRPlacementControl
metadata:
labels:
app: busybox-sample
name: busybox-drpc
spec:
drPolicyRef:
name: odr-policy-5m  ## <-- Modify to specify desired DRPolicy and RPO
placementRef:
kind: PlacementRule
name: busybox-placement
preferredCluster: <cluster1>
pvcSelector:
matchLabels:
appname: busybox

d. f$Mt— busybox-drpc.yaml XHHABEEHE YAML flE (R2BHEBRAS) .

e. £ YAML Ml ERE L= Create,
RIART LAMFE LT CLI e Sl R -
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I $ oc create -f busybox-drpc.yaml -n busybox-sample
Bl

I drplacementcontrol.ramendr.openshift.io/busybox-drpc created

HE
b BT IR ZITE busybox-sample fp2 22 [H] (SRI&Z B0 E I p 44 22 [A])
R oE,

3. I3 Placement Rule 5, LA AT LAERE BRRAREY B ArR Ry, ERAKEMNNIRIN RERF
% REHRE,

a. JHLLF YAML E4IE]4£ 5 busybox-placementrule.yaml #9324/,

apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:
labels:
app: busybox-sample
name: busybox-placement
spec:
clusterConditions:
- status: "True"
type: ManagedClusterConditionAvailable
clusterReplicas: 1
schedulerName: ramen

b. % busybox-sample . F /& Placement Rule ¥R,
I $ oc create -f busybox-placementrule.yaml -n busybox-sample
Bl

I placementrule.apps.open-cluster-management.io/busybox-placement created

HE
b BT IR ZITE busybox-sample fp2 22 [H] (SRI&Z B0 ERIE I p 44 22 [A])
FhojE,

4. {#F RHACM #2415t R EIN AR/

a. MRHARET, EFEAEH OpenShift EEEF RHACM 415,

$ oc get route multicloud-console -n open-cluster-management -o jsonpath --
template="https://{.spec.host}/multicloud/applications{"\n'}"

R

I https://multicloud-console.apps.perf3.example.com/multicloud/applications
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b. SfinZl Applications, FB i Create application,

c. #%F B Subscription,

d. BiARFATERF Name (40 busybox) #1 Namespace (# busybox-sample) .
e. 1E Repository location for resources ZB 1, 1% Repository type Git,

f. & A RBIN FATEFER Git #26#% URL. github Branch #1 Path, 7EH A OIE %R busybox
Pod #1 PVC,
& BRI N ARRFEEMEEE N https:/github.com/RamenDR/ocm-ramen-samples, H
Branch 2 main, Path 2 busybox-odr,

BF

TEARZEIRVERD, FAGROIE T M StorageClass ocs-storagecluster-ceph-
rbdmirror, #0603 Mirror StorageClass #iR #84 Ffradt,

FARAUTHSHIEEEC0EE :
I oc get storageclass | grep rbdmirror | awk {print $1}'

i RB

I ocs-storagecluster-ceph-rbdmirror

g. [FRAMTIRDNE Select clusters to deploy 84>, #AJF = ili Select an existing placement
configuration,

h. MTHI5IFR % BIA Placement Rule (41 busybox-placement) .

i. miF Save,
ET—REL, FREES, ETUERNBREFRIN EBmAEMNSENa KR,

o =
é?{ ERNESER, §alEAniias, mIMIEENSER— 8O,

5. BiERBIRN AEREM S,
HI1E busybox [ R F EERB I ENEEE (7£ DRPlacementControl IEE) , A LAKIEER
%Q

a. BFEENRESRE, H busybox H RHACM &BE,
I $ oc get pods,pvc -n busybox-sample
Bl

NAME READY STATUS RESTARTS AGE
pod/busybox 1/1  Running 0 6m

NAME STATUS VOLUME CAPACITY

25


https://github.com/RamenDR/ocm-ramen-samples
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.10/html-single/configuring_openshift_data_foundation_for_regional-dr_with_advanced_cluster_management#proc_creating-mirroring-storageclass-resource_rhodf

Red Hat OpenShift Data Foundation 4.10 J4%7 8 Advanced Cluster Management i Regional-DR Egi& OpenShift D:

ACCESS MODES STORAGECLASS AGE
persistentvolumeclaim/busybox-pvc Bound pvc-a56¢138a-a1a9-4465-927f-
af02afbbff37 1Gi RWO ocs-storagecluster-ceph-rbd 6m

b. JIFERE W busybox PVC I8 T E4I5R,
I $ oc get volumereplication,volumereplicationgroup -n busybox-sample
Bl

NAME AGE VOLUMEREPLICATIONCLASS
PVCNAME DESIREDSTATE CURRENTSTATE
volumereplication.replication.storage.openshift.io/busybox-pvc 6m odf-rbd-
volumereplicationclass busybox-pvc primary Primary

NAME AGE
volumereplicationgroup.ramendr.openshift.io/busybox-drpc  6m

c. BEINERERBHRRELHZTUTHS, J0iEk busybox BEEEEEHE &AL,

$ oc get cephblockpool ocs-storagecluster-cephblockpool -n openshift-storage -o
jsonpath="{.status.mirroringStatus.summary}{"\n"}'

Ty R oA
I {"daemon_health":"OK","health":"OK","image_health":"OK","states":{"replaying":2}}

MNZERBHBNIZEETEHERMNEL, FHREH "states:
{"replaying":2}’,

1.1 MR BN B2

& e LAE A RHACM #2255 & BRI application busybox,

L

FEHREEBNEERE (EE) MR RNARRFET UM RHACM fMZESREF
PRIZET, ARHITROIN REFRIULEA.

iz
1. £ RHACM #2=5l& £, #ifE Applications,
2. BREMRMTOINBERZERE (6120 busybox) .
3. R EEMRBIN BIRFEEINH Action Menu ( § ).

4. @il Delete application,
T Delete MAN, MER—IHER, WREELNMFRE N AEXB TR,

5. 1%tH Remove application X BGRE EHE, LUMER Subscription #1 PlacementRule,
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6. Hii Delete, XFMREREERR (FNARFFTBTHEMEFSE) £8 busybox NAER.

7. BRT {EH RHACM Z=HI & MBRTTES, 7EMIER busybox NS, 47031 BNHIBR
DRPlacementControl.

a.

FRE Hub £8¥8 OpenShift Web #5l4&, it AH busybox-sample i B 221
Operators,

Hiif; OpenShift DR Hub Operator, #A/5 5 i DRPlacementControl 73,

. R EEMRA busybox . A2 DRPlacementControl 3&i1# Action Menu ( § ).

1 Delete DRPlacementControl,
i Delete,
= -

Ittt #2 7] F§ T A DRPlacementControl SR MIBREMRN B, el LAER CLI, i
DRPlacementControl 55 RMIBREI N FA 634 22 (5] FA,
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B 12 5 RERBZ AN BREFRETT
AT RIS busybox FRBINFARZE, (XHDR BIMEEHB AL T AR, MiXHAREs

BIEAN N RER B A X N B DRPlacementControl ¥1R, F7EN TR 6y 4 228 fh | &
PlacementRule %{&, %0 Create Sample Application for DR {lli#{ER 9 Fi 7.

SR
1. 7 Hub %8, SfnEl Installed Operators, A5 Openshift DR Hub Operator,
2. M. DRPlacementControl £+,
3. Hi{i DRPC busybox-drpc, #AEHdfi YAML #1&,

4. 770 action #1 failoverCluster i¥1&, W T AREE KR, failoverCluster N 1Z2HE -2 E
LR ACM EBER TR,

DRPlacementControl Z10 Failover ##F
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Project: busybox-sample =

Installed Operators » odr-hub-operatorv4.10.0 *> DRPlacementControl details

CLE® busybox-drpc  oeployed

Details YAML Resources Events

kind: DRPlacementControl

metadata:
resourceVersion: "2773813°
name: busybox—drpc
uid: dilBaftdba-97fb-4872-Be23-6acd@cB7c356
creationTimestamp: '2822-03-82T01:18:337'
generation: 3
managedFields:

namespace: busybox-sample

finalizers:
- drpc.ramendr.openshift.io/finalizer
labels:
app: busybox-sample
cluster.open—-cluster-management. io/backup: resource
spec:
drPolicyRef:
name: odr-policy-5m
action: Failover
failoverCluster: ocpdperf2
placementRef:

E | Reload ‘ ‘ Cancel |

5. mi Save,

6. ik application busybox R B U EERZEREEHIZIT, B YAML X#rhiE RIS 75 L R¥
ocp4perf2,

I $ oc get pods,pvc -n busybox-sample
A

NAME READY STATUS RESTARTS AGE
pod/busybox 1/1  Running 0 35s
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NAME STATUS VOLUME CAPACITY ACCESS
MODES STORAGECLASS AGE

persistentvolumeclaim/busybox-pvc Bound pvc-79f2a74d-6e2c-48fb-9ed9-666b74cfalbb
5Gi RWO ocs-storagecluster-ceph-rbd 35s

7. %k busybox THBEEXZEEE 21T,
I $ oc get pods,pvc -n busybox-sample
Bl

I No resources found in busybox-sample namespace.

BE
HERKITHBANE M XIEDR [, 02 %R &EB 5 A,
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BB EARERHNEREMNAER

BBEAEZEERAENEMUNARER
BEAIRIFS USRI, EHEMETHM, M DRPlacementControl A% B EHL, B

UNERRAETF, XH EBERRS UBERE-RESH LRENEMHNARFHERKIIANHN,
MARFFEEAEFAREFNNETERERR.

SR
1. 7E£ Hub %8, SfnEl Installed Operators, A5 Openshift DR Hub Operator,
2. M. DRPlacementControl £+,
3. Hi{i DRPC busybox-drpc, #AEHdfi YAML #1/&,
4. 131248 Relocate

DRPlacementControl IS EH 2 BeriEE
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Project: busybox-sample =

Installed Operators * odr-hub-operatorv4.10.0 » DRPlacementControl details

m bu Sy box-d 'PC Failedover

Details YAML Resources Events

Lred Lion il LineEs Lalllps LU Le~da=dLe ldie LU 2L

generation: 4
managedFields:
namespace! busybox-sample

finalizers:
— drpc.ramendr.openshift.io/finalizer

labels:
app: busybox-sample
cluster.open—-cluster-management. io/backup: resource
Spec:
action: Relocate
drPolicyRef:
name: odr-policy-5m
failoverCluster: ocpdperf2
placementRef:
kind: PlacementRule
name: busybox-placement
namespace: busyvbox-sample
preferredCluster: ocpdperfl
pvcSelector:

m ‘ Reload | ‘ Cancel |

5. mi Save,

6. $iik busybox N ARRFEEEZERHPIZT, MELBEE YAML X4HIEEH
preferredCluster ocpdperfl, ©EHELBIRIERIN BRFZITHAE.

I $ oc get pods,pvc -n busybox-sample

i RB

NAME READY STATUS RESTARTS AGE
pod/busybox 1/1  Running 0 60s
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NAME STATUS VOLUME CAPACITY ACCESS
MODES STORAGECLASS AGE

persistentvolumeclaim/busybox-pvc Bound pvc-79f2a74d-6e2c-48fb-9ed9-666b74cfalbb
5Gi RWO ocs-storagecluster-ceph-rbd 61s

7. %k busybox @ BEE N ZEEREFFIZIT. busybox NAREARNIELZELRR LiZ1T.
I $ oc get pods,pvc -n busybox-sample
Bl

I No resources found in busybox-sample namespace.

BE
HERKITHBANE M XIEDR [, 02 %R &EB 5 A,
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