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FEHREEES

FEFREZESZ

RN FEHRBNINAIE, ST Web BHFRFERBMIES., BITMXENRIEFFLE : master,
slave, BEHEMELYE, BFHIAI/E+2RE, XEFRFEEFHENNLANLZITHRAPERS LiE,
fEi5&E & CTO Chris Wright IS &,


https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language
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R ZTNE AR M = 1t
AV AR RIRME R IS IFEN AL EE T,
ZRMRE, HQIE— Bugzilla ticket :
1. #A Bugzilla P,
2. 7£ Component 84, % XA
3. 1E Description FHI ABERHMER. SEXEBXE OB,

4. = Submit Bug,


https://bugzilla.redhat.com/enter_bug.cgi?product=Red Hat OpenShift Data Foundation

=

EIE

Red Hat OpenShift Data Foundation X FF{EiE Sk kT FHE IR P BIINA Red Hat OpenShift
Container Platform(RHOCP)vSp &£8% EEE, LIKRMKIBIMERFFEEIAZH.

VMware vSphere £¥ZFREBFISER OpenShift Data Foundation 8%, MIHEAXBEE
KMWELER, HSHAIEEFHESERE OpenShift Data Foundation,

FEE OpenShift Data Foundation, 1M &EFZE OpenShift Data Foundation ETTHREIERFF IR, A
FERBLUTIMEERE S R — I THF -

o MERER
o FRAMSHEMIFEITHE
o FRAARMEMHLEIHRE
o EREBMMIIL TN RMKAHM
o AERER

[l


https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.12/html/planning_your_deployment/index
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B3 HESERE OPENSHIFT £ E A

FRNSHA ML S TE OpenShift Container Platform £#82Z OpenShift Data Foundation “h &1t
BN ERER FURRIET, XEFREARNTBAEMRS, XBEBT N BREFANEEE,

EFERSE A FFIAERE Red Hat OpenShift Data Foundation &, HHRHRENFTRER, &
SHMIERE,

1 A% MREBFERABBABERS (KMS) HashiCorp Vault 5 FAEESEENE, 1HRBUTS
BRENAT -

o MAEMABMM Red Hat OpenShift Data Foundation Advanced 11, & T fi# OpenShift
Data Foundation 1T 804l TE, 155 #5 OpenShift Data Foundation 11 |5 #8 < B9 RI1H 7 32
=,

o LINMNELESE Token JUE A AR, 1HSEEA KMS 850 Token S45951E 5 FA S EFSE H B9 N
=,

o WINBRIEIET Kubernetes IIF 53RN, 1HSEEH KMS £H Kubernetes F1{4 55 1F /=
SESEHEMINE,

o MBIRIGTE Vault fRS5 2R LERAZRAMIES,
2. 1% MMREFANBBHEE RS (KMS) Thales CipherTrust Manager & FASE BB 00127,
BB LS ABATERREMTDIL (KMIP), HERSSZLERAZLITES., RBUTSHER
E -

a. IR KMIP B IHAEE, HUE—, ERPRES, %7 KMIP - Client Profile -» Add
Profile,

i. FEQIEEBENTTEH, I CipherTrust B/ & IN1Z] Common Name FE&H,

b. @it A% KMIP - Registration Token - New Registration Token E 0|5, W TF—
T EHITHE,

c. BIMEIE, i AT KMIP > Registered Clients » Add Client, I§E&#. #4l5 E—
SHhFEMSEE, AEREE.

d. = Save Private Key #1 Save Certificate F#E AR S IRIES,

e. EOIEHHKMIP 0O, E AZl Admin Settings - Interfaces - Add Interface,

i. 15 KMIP Key Management Interoperability Protocol 3 52 Next,

i PEREE—NE RO,

iii. -5 Network Interface i%#% all,

7 Interface Mode i%£#% TLS, verify client cert, user name taken from client cert,
auth request is optional,

.2.

(AT3de) S RT LATE B A PR = FR R PR A PR ST 8B AN A &L, ERINZEAN.

<

vi. IEFEEFERN CA, AB = Save,

f. ZIRENBRSS 2R CA LD, ERFOUENFEAENE Action H( i), #A/F= Download

Certificate,


https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.12/html-single/planning_your_deployment/index#resource-requirements_rhodf
https://access.redhat.com/articles/6932811
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.12/html-single/deploying_openshift_data_foundation_on_vmware_vsphere/index#enabling-cluster-wide-encryprtion-with-the-token-authentication-using-kms_cloud-storage
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.12/html-single/deploying_openshift_data_foundation_on_vmware_vsphere/index#enabling-cluster-wide-encryprtion-with-the-kubernetes-authentication-using-kms_cloud-storage

5513 HEHEE OPENSHIFT BB £tal

g Ak MNRBEERETFEFE A StorageClass M1, 1HGIER—NRAR TS YRR R
(KEK) :

i. 17 AZEl Keys » Add Key,

i. HIA Key Name,

iii. 4 A¥F Algorithm #[I Size % &} AES 1 256,
iv. J5F Create a key in Pre-Active statg FiXEHUER B HAFOAT A,

. #BfRTE Key Usage F/EA T Encrypt #l Decrypt,

<

vi. EHFOIBENEFNID, EERBIERAEM AR,
3. BT REERER
LUARTEITVESB HREXRE, [SERAREBRELZE OpenShift Data Foundation 58, H 517
AXIIERE PR IR E K ER D
4. SRR E I B SR [FATIIE ]
Red Hat OpenShift Data Foundation XFFHIRIER S THEEFE BB LRI A LREM, FRERTN
SRR MRS fRIR AR
o MBI Red Hat OpenShift Data Foundation &2 1115

e MBI Red Hat Advanced Cluster Management for Kubernetes 17 [
Z T fi# OpenShift Data Foundation T #0@ TE, 155[{5 OpenShift Data Foundation 17
R AB KB ERIRE XE,

MEFSELR, 1S Configuring OpenShift Data Foundation Disaster Recovery for
OpenShift Workloads #§®, A% Red Hat Advanced Cluster Management for Kubernetes 3C44
Ry 2515 R B Requirements and recommendations 843,

5. BXERAMEMIEEE, ESHER AMEFEE 1% &S %% OpenShift Data Foundation F9E
Ko XEREAFHEANSEMXEHERE,

11 FEARMEFEME N 5% % OPENSHIFT DATA FOUNDATION B9E K

BN EDEEZ=A OpenShift Container Platform worker i g2, SN malE A MM INE X &

o E=NEFNT RMENT RPHELE— NI ANERETIE%E. OpenShift Data Foundation &
A—1 =% a AR A,

o FERAMEFUITNE ; MEHASISYIES (PV), B4 (VG) HiZHESE (LV).
MEFEZELR, HSRANINIERE P FRZLEED,

LI M B BIZE R [FARTIN ]

Red Hat OpenShift Data Foundation XFFHIR MR E THEER BB U TRMBRFEM, FREMIIEER
B RRRAR :

o MBI Red Hat OpenShift Data Foundation @211 [,

e HMM Red Hat Advanced Cluster Management (RHACM) for Kubernetes 1T [,


https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.12/html-single/planning_your_deployment/index#resource-requirements_rhodf
https://access.redhat.com/articles/6932811
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.12/html-single/configuring_openshift_data_foundation_disaster_recovery_for_openshift_workloads/index
https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_management_for_kubernetes/2.7/html/install/installing#requirements-and-recommendations
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.12/html-single/deploying_openshift_data_foundation_on_vmware_vsphere/requirements-for-installing-openshift-data-foundation-using-local-storage-devices_rhodf
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.12/html-single/planning_your_deployment/index#resource-requirements_rhodf
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Z T fi# OpenShift Data Foundation T #0@ TE, 155155 OpenShift Data Foundation 17 [ 48 %940
HEXE,

MEEZ S RMEREERNER, 1HEH Configuring OpenShift Data Foundation Disaster Recovery for
OpenShift Workloads #8F, L% Red Hat Advanced Cluster Management for Kubernetes X H B %3
8B BY Requirements and recommendations EB 43,

hEREFT REFER [BATK]

EXHERT, ENEERT BEHANRXE, HAEE=/XBENHEENME, X2— AT
g8, T E BT OpenShift Container Platform RERERE, LUREHEBNEEHOHHFTHE, HTFES
MUEFRO LT BEE, FERUGERAXMERAR, Bk, ZEHEA Metro-DRIENE—NETL, LUERE
BEERERMEHNZNEIER OHHBEMEBIEER DRERAR,

BREFRERMUBANER, 1ESH VY ELEEHE OpenShift Data Foundation BN E X E,

Z T fi# OpenShift Data Foundation T #0@ TE, 155155 OpenShift Data Foundation 17 [ 48 %940
HEXE,

—

k

Y
pa
:

18T E RN 5 A Flexible scaling #1 Arbiter, B AEN MY BEZHEE SR, BIRET R,
& A LL— Rk [ OpenShift Data Foundation & RIMN— N1 =, BEMEHERH, BEE
ERDNBIER A EDRMN—DT R

0

JBoh T RERIEEK
ERFRIRATEH FHRERE, OpenShift Data Foundation £2HFRAREKEBRE.

MEESER, SR TN EERES.


https://access.redhat.com/articles/6932811
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.12/html-single/configuring_openshift_data_foundation_disaster_recovery_for_openshift_workloads/index
https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_management_for_kubernetes/2.7/html/install/installing#requirements-and-recommendations
https://access.redhat.com/articles/6969654
https://access.redhat.com/articles/6932811
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.12/html-single/planning_your_deployment/index#resource-requirements_rhodf

B 2 & FASEEEITRE

%2 & ERSEMEITERE

{8/ VMware vSphere IRt S XS (BEAEI : ¥51) 1 OpenShift Container Platform £EE
OpenShift Data Foundation } 124t 7 A N ERERBE FURAAIL, XHRERERE & EARSS, XBE
F R R A BT

VMware vSphere ¥ #FRESFIAEE OpenShift Data Foundation 588f, INEAXHEE
KUEZER, HSRNLEE,

A4, BIREHR E&EE OpenShift Data Foundation ETTHEK, ARIRBLUTHREFERNSEM X
% HITERE :

1. &% Red Hat OpenShift Data Foundation Operator

2. fl|# OpenShift Data Foundation 525,

2.1. %% RED HAT OPENSHIFT DATA FOUNDATION OPERATOR

& BT LUEF Red Hat OpenShift Container Platform Operator Hub %% Red Hat OpenShift Data
Foundation Operator,

SeRFH
e fHAEH cluster-admin  operator ZEANPRAIN 117 7] OpenShift Container Platform 5£8%,

o {RWITE Red Hat OpenShift Container Platform 5£28$Fh ZE 4 HF =4 worker 77 ‘D, Lo BT RERN
Zaa—MMEE, T3 MHMEPV). BE, —1PVRAKBRIKER. XETEBTHN,.

o BXHMBEREX, ESHANENEEHER,

BF

o YIMETBEE OpenShift Data Foundation FISEEESE Bl BRIA Y sk 2siT, A LL
HRALLT M4 N openshift-storage %% 2[RI EZ2H 1T M 5’65‘4:%5 (FEXMIERT
£1/# openshift-storage 3% Z2|f])

I $ oc annotate namespace openshift-storage openshift.io/node-selector=

o T REN infra {’3, X, LR RIEIZT R LAE Red Hat OpenShift Data
Foundahon HiR, XEPTFETEITHKAE. NMEELER, HSHEENSE
10 OB s R TR B 201 % % FH worker 77 /2 /5 F Red Hat OpenShift Data
Foundation 843

1. &Sk OpenShift Web #2§1&
2. = Operators - OperatorHub,

3. ¥ Filter by keyword #E# iRz A OpenShift Data Foundation, L7 #; OpenShift Data
Foundation Operator,


https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.12/html/planning_your_deployment/index
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.12/html-single/deploying_openshift_data_foundation_on_vmware_vsphere/preparing_to_deploy_openshift_container_storage
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.12/html-single/deploying_openshift_data_foundation_on_vmware_vsphere/index#installing-openshift-data-foundation-operator-using-the-operator-hub_cloud-storage
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.12/html-single/deploying_openshift_data_foundation_on_vmware_vsphere/index#creating-an-openshift-data-foundation-service_cloud-storage
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.12/html-single/planning_your_deployment/index
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.12/html-single/managing_and_allocating_storage_resources/index#how-to-use-dedicated-worker-nodes-for-openshift-data-foundation_rhodf
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4. = Install,

5. £ Install Operator T HEHi% & L %

a.

b.

EHSNE N stable-4.12,
LEERZ Aspecific namespace on the cluster

Installed Namespace -/ Operator recommended namespace openshift-storage, #NRdp
# 22 |7 openshift-storage 77772, BR1E Operator R f2H Il &,

¥ Approval Strategy 1t Automatic ¢ Manual,
INRIEFEE Automatic E#Hr, Operator Lifecycle Manager(OLM)¥ B 5h#+4% Operator B2 1T
S, mITHEATF

INRILEE Foh B, U OLM RAIB—PNEHIER, EANEHEER, BoumFohiiltEZE
&R, FEERN Operator BHTE BHAIIRA,

. 1% Console ¥F 1%£#% 7 Enable £

= Install,

o KINZRE Operator fa, A REHRRESR—1HE Web console update is available 1§ 287
HEO, sXAN#HEE DS H Refresh web console 3 fz BRIz & BIE K,

o T Web & :

o

i AEl Installed Operators, B4 iE OpenShift Data Foundation Operator @& R4k B4

=, ERRERI,

# AZ| Storage, BYiIE Data Foundation {{ &R EE 7 H.

2.2. {8/ TOKEN Z83F %@ KMS 5 FEEEEF M N e
B IEBEES S BB TSEEMRRIENEE SRR ERMEE,

FoRFH

I GIAT vault B9 [R]FBR,

e MBI Red Hat OpenShift Data Foundation @211 [, MIEBEZER, 1ESH OpenShift Data
Foundation 1T [ YRR E X E,

o (FANEFM—IRERMFENEFESBIHOINEHREE, FNETXEEURER,

i

1. EBEEESEA Key/Value(KV) B E,
XFF vault KV HLE 8128 API, hRAS 1 :

I $ vault secrets enable -path=odf kv

X F vault KV HLZEBIZE API, hRA 2 :

10


https://access.redhat.com/articles/6932811

B 2 & FASEEEITRE

I $ vault secrets enable -path=odf kv-v2

2. DIEESRER KRR A FE secret EHUTE ASMBRIESE -

echo'
path "odf/*" {

capabilities = ["create”, "read", "update”, "delete", "list"]
!

path "sys/mounts” {
capabilities = ["read"]
}'| vault policy write odf -

3. A5 L ERBRIUECHI SR -

I $ vault token create -policy=0df -format json

2.3. {1 KUBERNETES &35 1E A& @1 KMS |2 BEESE HEMNER
e LUE B HE B RYU(KMS) WEBESERIBIINER S B Kubernetes Bk A .

FoRFEMH
o EI N Vault B9UT RIA R,

e B3M Red Hat OpenShift Data Foundation mZ 1T 14, MEFEEZE R, 5B OpenShift Data
Foundation 1T [ YRR E X E,

® OpenShift Data Foundation $#/E28 W71 M Operator Hub &%,
o (FANEIEME—RRFRTMEN Bin BB, HFMEFEG RN, EReEEUE R E LR,
iz
1 BIEARSSIKF -
I $ oc -n openshift-storage create serviceaccount <serviceaccount_name>
Hrh <serviceaccount_names 5 E RS F BI G TR,
40 -
I $ oc -n openshift-storage create serviceaccount odf-vault-auth
2. % clusterrolebindings #0 clusterroles:

$ oc -n openshift-storage create clusterrolebinding vault-tokenreview-binding --
clusterrole=system:auth-delegator --serviceaccount=openshift-
storage:_<serviceaccount_name>_

o -

$ oc -n openshift-storage create clusterrolebinding vault-tokenreview-binding --
clusterrole=system:auth-delegator --serviceaccount=openshift-storage:odf-vault-auth

1


https://access.redhat.com/articles/6932811

Red Hat OpenShift Data Foundation 4.12 £ VMware vSphere L #8& OpenShift Data Foundation

12

3. iy serviceaccount SR CA IEF B2 secret,

$ cat <<EOF | oc create -f -
apiVersion: v1
kind: Secret
metadata:
name: odf-vault-auth-token
namespace: openshift-storage
annotations:
kubernetes.io/service-account.name: <serviceaccount_name>
type: kubernetes.io/service-account-token
data: {}
EOF

Hrh, <serviceaccount_names £ t—45 0BRSS K,

4. M secret FREX4hEFN CA IEF,

$ SA_JWT_TOKEN=$(oc -n openshift-storage get secret odf-vault-auth-token -o jsonpath="
{.data['token']}" | base64 --decode; echo)

$ SA_CA_CRT=$(oc -n openshift-storage get secret odf-vault-auth-token -o jsonpath="
{.data['ca\.crt']}" | base64 --decode; echo)

5. 1&38 OCP &E&¥if .o

I $ OCP_HOST=$(oc config view --minify --flatten -o jsonpath="{.clusters[0].cluster.server}")

6. IREARSSIKFERE -

$ oc proxy &

$ proxy_pid=$!

$ issuer="$( curl --silent http://127.0.0.1:8001/.well-known/openid-configuration | jq -r
.issuer)"

$ kill $proxy_pid

7. A LE—FhIREME BT Vault FIXE Kubernetes Bp51E A% -

I $ vault auth enable kubernetes

$ vault write auth/kubernetes/config \
token_reviewer_jwt="$SA_JWT_TOKEN"\
kubernetes_host="$OCP_HOST" \
kubernetes_ca_cert="$SA_CA_CRT"\
issuer="$issuer"
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BF

WE L ENLER, 7E Vault FECE Kubernetes BiE 534 :

$ vault write auth/kubernetes/config \
token_reviewer_jwt="$SA_JWT_TOKEN"\
kubernetes_host="$OCP_HOST" \
kubernetes_ca_cert="$SA CA_CRT"

8. 7£ Vault /3 Key/Value(KV) BIRE =R,
X F Vault KV secret BIZE API, hRA1:

I $ vault secrets enable -path=odf kv
X F Vault KV secret 5128 API, hRA 2 :
I $ vault secrets enable -path=odf kv-v2

9. BIERIEERE AT secret LHUTE ASMIBRIRF

echo'
path "odf/*" {
capabilities = ["create", "read", "update", "delete", "list"]
!
path "sys/mounts” {
capabilities = ["read"]
}'| vault policy write odf -

10. A’ :

$ vault write auth/kubernetes/role/odf-rook-ceph-op \
bound_service_account_names=rook-ceph-system,rook-ceph-osd,noobaa \
bound_service_account_namespaces=openshift-storage \
policies=odf \
ttl=1440h

OB RGHA R B KMS £ £, 2ME#FRAE odf-rook-ceph-op,

$ vault write auth/kubernetes/role/odf-rook-ceph-osd \
bound_service_account_names=rook-ceph-osd \
bound_service_account_namespaces=openshift-storage \
policies=odf \
ttl=1440h

2.4. 0] MULTUS M%% [T

OpenShift Container Platform {#F Multus CNI 34 3R SCI% CNI RO, M AESRRLRE T
RECE RN pod M%%, BRIAMILE AL IRERERAIARE — MR E.,

R AE T AT 8 CNI G E AL, FHR—DHS N REMEMINE pod. ZRFES M 45 ORI
2 pod, B GIRECERE LEOMMINA .

13
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IR BT LUEF NetworkAttachmentDefinition (NAD) HE X ¥R (CR) EiEEEMN#EQ, 81
NetworkAttachmentDefinition AR # CNI B2 & E ANl A 1% 0O,

OpenShift Data Foundation {45 macvlan B9 CNI i, BIETF macvlan BIZIS LS AT 1EEH LR
pod @i ERAMIEMLEEOS Eah ENMIBLEEN LM pod B, MAIEIET macvlan BFIA ML E
A pod FRIKE— PN HE—BY MAC Hhilk,

BF

Multus ZFFRZ—MRATNNTIEE, E©REIFHERIM VMWare BREFMK, HATIE
NEERZLIME” MRS TR (SLA) ZFF, HINREWREH T TE. AIETHEEEES
RHRERE] XERAT IR LUER PRI A#HNThE, FENIEFLNE

RHRBE L,

MBELER, BHEHBRATERESFEHE,

2.4.1. BIEEMZM AN TE

ZfHA Multus, FECHFERAERMKERENSER, FSREFNMAEEEN Multus EBEZ K, #HTOIEM
NetworkAttachmentDefinition(NAD) A BLTE Storage Cluster RE T f2ihikiF, XM BV INEFHEERE
A ElNERRA,

1A AT TR fif S B e 2555 AR fh % P37 0132 A9 NetworkAttachmentDefinition (NAD), X 2R IR 171
SRBERIM IO NAD MR HA,

FLXVIER AR, AR Multus FLEEURF & F OpenShift Data Foundation SRR a] A 4% 1
O#HE, ALUEMEFEHRESRENNMEORN—1ED (— P AT EHIA OpenShift SDN) , sEFF
EREH—TARBEFHFEERE (M%) NEHESIRE FRAEXERH) .

DLTER—ZOLFAEEMERE (ANHEFEEE) M NetworkAttachmentDefinition =, ©EKprHEE
WET R EAE—PHARED (OpenShift R\ SDN £ RO £)

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: ocs-public-cluster
namespace: openshift-storage
spec:
config: '{
"cniVersion": "0.3.1",
"type": "macvlan”,
"master": "ens2",
"mode": "bridge",
"ipam™: {
"type": "whereabouts",
"range": "192.168.1.0/24"

p= Y=
i MR 4% 3 O R FR A JIIE Y 10 E Multus RI4SBIRRE T s E48AE (B ocs-public-clusterf
ens2) ,
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B 2 & FASEEEITRE

LT 2 AT HIH Multus P45 _E726# 57 289 NetworkAttachmentDefinition =, ERA T & iREMHE R
2, UKATEFIRENEE. ©RETHTIEE Object Storge Device (OSD) pod BJ OpenShift 15 5
EEHANANED, EAAEMTAENT REE—DHABED (OpenShift BAIA SDN 7E F IR AR 4%
#EOL)

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: ocs-public
namespace: openshift-storage
spec:
config: '{
"cniVersion": "0.3.1",
"type": "macvlan”,
"master": "ens2",
"mode": "bridge",
"ipam™: {
"type": "whereabouts",
"range": "192.168.1.0/24"

}
y

NetworkAttachmentDefinition = :

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: ocs-cluster
namespace: openshift-storage
spec:
config: '{
"cniVersion": "0.3.1",
"type": "macvlan”,
"master": "ens3",
"mode": "bridge",
"ipam™: {
"type": "whereabouts",
"range": "192.168.2.0/24"

—

A M%%E O LI IEMTIIZE Multus MGHIRRE T = L48E (Bl, ens2 FBF ocs-
public, ens3 FAF ocs-cluster) .
2.5. 0|22 OPENSHIFT DATA FOUNDATION £2%

L% OpenShift Data Foundation #1285 (operator) /&, & OpenShift Data Foundation,

FRFH

® OpenShift Data Foundation #&/E23 M Operator Hub 245, MBEEZER, ESH &%
OpenShift Data Foundation Operator,
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e XfF VMware EHIENINL, 1HFAFRST disk. EnableUUID I E S TRUE, REEESR vCenter
KT R B RN NHEELELR, HSHMEN vCenter TRk ATIR, BIXE
disk.EnableUUID WL, EEA Customize hardware ETi-E ) VM Options ¥ Advanced

U, WEBZER, HSMHIE vSphere &%,

o (Fik) MREBFEAEEBENFMHRRBRIEN, B 0E—1 zeroedthick
eagerzeroedthick AR XMER, MEELZER, ESMH VMware vSphere K RE L,

o MREBFA N ATIGINEEN multus FF, TEERERIELICIERLUS M INE £ EE89M L& 0 E L
(NAD), MNFTELER, 1ESHAIEMZMIINE L,

it =

1. 1£ OpenShift Web $£#|&, = Operators = Installed Operators & A B R &N
Operator,

W{RFTI% BiE & openshift-storage.
2. = OpenShift Data Foundation #&{E23, A5 Create StorageSystem,
3. 7£ Backing storage T{HEH, EFLUTAA :
a. 7 Deployment E&LELERE Full Deployment,
b. %% Use a existing StorageClass 1%,

c. %% Storage Class,
BINBERT, BN thin, INREN thick BREFHEAIET H zeroedthick X
eagerzeroedthick FZ R RNIFER, LRI B FEREN, BRIIBIZFHES.

d. = Next,
4. 7E Capacity and nodes TIEI A, REVLEMEL :
a. MTHIFIRFB %R Requested Capacity #I{H, ERILEE 2 TiB,

ERRFHEER, £ BREAMENTRETE (REFHN=[E) &N
7.

b. 7E Select Nodes EH, “HEELV=/NTHET R,

c. ik : 1% Taint nodes £i%4E, LUSAMET % AT OpenShift Data Foundation,
5 worker TR A HRE =N RRBIIIERT . HLERSK AR LSS =T A,

8 vCenter R XEXMIF OpenShift Data Foundation HL2247% 5 #3E A0 FR B9 ER 5 s #0
MUZRRFFNTT, LUBRIER —YIENMFAE_EHE M worker 17 82,

INEREFERTT 55 OpenShift Data Foundation B9—/NERA# 30 4 CPU #1 72 GiB RAM By
ERFEER, NSEE—NR/NNERE, NERERBTAREXR, ESHARERRN TR
ZRERSS

WA Taint nodes 81548, HATAT =% [ ]HTF OpenShift Data Foundations

d. /= Next,
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B 2 & FASEEEITRE

5. A% : 1£ Security and network TIEH, RIFPIEHIEKFITEE -
a. BERRANE, EFAREENXXHEFERBBENE.
b. EEHE P —NINEELH| SN A EBIE

o SECEHIRINE
MBENER (RFIXMH)

e StorageClass IN#
FREANBNEERCEBNBENRAES ((OR)

c. A% : % Connect to an external key management service 8 1%4E, X 2&EEEHMNE
=N By

i. M Key Management Service Provider FHi5IZ&/, %£f¥ Vault 3 Thales CipherTrust
Manager (using KMIP), #08R%F T Vault, iE#AT—%, MRMEEFET Thales
CipherTrust Manager (using KMIP) , 15 EI35 5% i,

ii. EEERREIESE,
FERASEEIEAE

o I AME—BERERAIR, Vault BRSSERENHbYE ('https://<hostname 3K
ip>) , WOSHShE.

e B Advanced Settings, LARIEEH Vault BELEH A % ERIET IS -

o 7 IRimEEE KA N OpenShift Data Foundation % Fl EME—# Key Value
secret B{1%,

o (|%) A TLS BRESEAFRH Vault Enterprise fin 422,

o ERENNE PEM GIGIER XM, LURAt CAUET. B wmIET %P imfh
.

o = Save FHHLTHIE iv.

{1 Kubernetes 3k &

e i AME—B Vault Connection Name, Vault BR %5 2593 #1 1
it (‘https;//<hostname 5 ip>') . OS5 HABEFR.

e B Advanced Settings, LARIEEH Vault BEoEH A M ERIUET IS ¢

o 7 IRiREEE ¥ AN OpenShift Data Foundation % Fl EME—# Key Value
secret B{1%,

o % : HiA TLS Server Name 1 Authentication Path (#1R5&EA) .

o EERNE PEM GIGIEF XM, LURAt CAUE. B EmIET % P imfh
.

o = Save FHLTHIE iv.

ii. Z{#A Thales CipherTrust Manager (using KMIP) £/ KMS #5878, ERIBUTSE
AT -
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A TETE PR EIEIR S B —E BB R,

B. 7£ Address #1 Port Z§4H, %A Thales CipherTrust Manager B9 IP LI R TEE /5
A7 KMIP #0O/MmA, Fa0 :

o it 1233432
e i®M :5696
C. tff BFumitd. CAUETF B wmFhi,
D. ME/ZH T StorageClass MN%, &I A BT N2 AR R ME—FRiIRF,

E. TLS Server FEEREH, FHIERE KMIP tmmBI DNS BN EA. fl
1, kmlp_aII_<port>.c|phertrustmanager.localo

v. IR P,

d. MRFEA—NE—RML, % Default (SDN) ; MMRFEAZSMMWLE D, %% Custom
(Multus) Network,

i MR AREFEARPMLREDO,
ii. MTFhISE RO,
y =

MRERERA—DEARLED, FHAFERED
NetworkAttachementDefinition, El ocs-public-cluster FiF A3R%%
0, F5F Cluster Network Interface 822,

ii. 5= Next,

6. 1E Review and create TLEH, AR EIEE.,
EEBREMEEIXE, 15HT Back.

7. Hif Create StorageSystem,

o PIFBRERFHMERNKRLNRT

a. £ OpenShift Web #Z#l& s, FHiZEl Installed Operators » OpenShift Data Foundation
- Storage System — ocs-storagecluster-storagesystem — Resources,

b. 5%k StorageCluster #9 Status 2%/ Ready, #}HZENIBE— M axBASIRL,

1. BIGUE OpenShift HEEMMNFIAEAMH RS EMINRE, ESHIGIEER OpenShift
Data Foundation Z8 &,

2. BRUEB ML (Multus), ESHYIIE Multus %5,

Hh BR
Z 5 F Overprovision Control &4k, 15[ Monitoring B Alerts 187,
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3 E HAXMERXEHE

F AR EF %A TE OpenShift Container Platform %% OpenShift Data Foundation NIER AL OIEER
ERERBF HURBIETL, X RENIE S EMIRS, XEBMT NN ARESANEFEE,

FERAT £ B &% OpenShift Container Platform BY VMware _E&8E OpenShift Data Foundation,
HH, EHITRES A, EFBRESHR £ 5EE OpenShift Data Foundation ETTHIE K,
1. &% Local Storage Operator

2. &%k Red Hat OpenShift Data Foundation Operator o

3. ] OpenShift Data Foundation %%,

3.1. 2% LOCAL STORAGE OPERATOR

EARMF %% £ O Red Hat OpenShift Data Foundation 288, % %EM Operator Hub %% Local
Storage Operator,

i =
1. &Sk OpenShift Web 12 &,
2. = Operators - OperatorHub,

3. fE Filter by keyword #E7### A local storage, MiZE{F2351&KF1E 3R Local Storage operator 3t
Bie,

4. 1£ Install Operator T Hi%E LA 5L -

SHE R 4.12 5 stable,

o

b. ZEBERXZ A specific namespace on the clustet

c. Installed Namespace i Operator recommended namespace openshift-local-storage,
d. fHHAEERT ) Automatic,

5. = Install,

e U5iE Local Storage Operator @B B4 BAT, KKREZEM.

3.2. Z% RED HAT OPENSHIFT DATA FOUNDATION OPERATOR

& A LUE A Red Hat OpenShift Container Platform Operator Hub %2%% Red Hat OpenShift Data
Foundation Operator,

FRFM

e fHAEZH cluster-admin 1 operator ZEANPRAINK 117 7] OpenShift Container Platform 58%,

19


https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.12/html-single/deploying_openshift_data_foundation_on_vmware_vsphere/index#preparing_to_deploy_openshift_data_foundation
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.12/html-single/deploying_openshift_data_foundation_on_vmware_vsphere/index#installing-local-storage-operator_local-storage
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.12/html-single/deploying_openshift_data_foundation_on_vmware_vsphere/index#installing-openshift-data-foundation-operator-using-the-operator-hub_local-storage
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.12/html-single/deploying_openshift_data_foundation_on_vmware_vsphere/index#creating-openshift-data-foundation-cluster-on-vmware_local-storage

Red Hat OpenShift Data Foundation 4.12 £ VMware vSphere L #8& OpenShift Data Foundation

o {RWITE Red Hat OpenShift Container Platform 5£28$Fh ZE A HF =4 worker 77 ‘D, Lo BT RERN
ZaaE—MMEE, TE 3 MHMEPV). BE, —1PVRAKBRIAKRER. XETHEBT N,

o BXHMBEREX, ESHANENEEER,

BF

o YWIMETBHEE OpenShift Data Foundation FISEEESE Bl BRIA Y sk 2siT, A LL
HRALL T4 openshift-storage %% 2[RI EZ2H 17 M 5’65‘4:%5 (FEXMIERT
£I/# openshift-storage 3% Z2|f])

I $ oc annotate namespace openshift-storage openshift.io/node-selector=

o FIRIEDN infral5R, LBBRREZTRLEHE Red Hat OpenShift Data
Foundahon iR, XBEBFETEITRA. MEELZER, HSHEENSE
10 OB IE R TR BN 20/ /% % H worker 77 /2 /H F Red Hat OpenShift Data
Foundation E843,

Pk
1. &k OpenShift Web #2H1&

2. = Operators - OperatorHub,

3. ¥ Filter by keyword #E# iRz A OpenShift Data Foundation, L7 #; OpenShift Data
Foundation Operator,

4. = Install,
5. £ Install Operator T HEHi% & L %
a. BEIHED stable-4.12,
b. ZEBERXZ A specific namespace on the clustet

c. Installed Namespace i Operator recommended namespace openshift-storage, #NRdp
£ 22 |7 openshift-storage 77772, BR1E Operator R f2H Il &,

d. Y% Approval Strategy 17t/ Automatic 5% Manual,
INRIEFEE Automatic E#Hr, Operator Lifecycle Manager(OLM)¥ B 5h#+4% Operator B2 1T
S, MR T,

IR Foh B, N OLM KUIB—NEIMEKR, FHNEBREER, BUNFiltExE
#ER, FEEN Operator BHTE BHAIIRA,

e. MR} Console ¥t 1% T Enable 1%
f. =& Install,

o INRE Operator B, BPREHEETR—11H Web console update is available {5 25
HEO, XN #HEE O H Refresh web console 3 fz BRIz & BB R,

o T Web & :
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o # AZl Installed Operators, B4 OpenShift Data Foundation Operator 2% R4k B4
=, BRREN,
o A%l Storage, B4 Data Foundation (YRR ZE A A,

3.3. B/ MULTUS M%E [ ARTFIN ]

OpenShift Container Platform {3 Multus CNI 3@ 3R SCI% CNI RO, M AESRRLRE TR
RECE RN pod M%%, BRIAMLE A IRERERRIARE — MR E.,

R E T AT 8 CNI G E CBA ML, FHR—DHS N EREMINE pod. ZRFEIS M 45 ORI
2 pod, B GIRECERE LEORMNA .

& BT LUEF NetworkAttachmentDefinition (NAD) BE MR (CR) EiEEE/N#EQ, 81
NetworkAttachmentDefinition A #J CNI B2 & E M ANfal A 1% 0O,

OpenShift Data Foundation {45 macvlan B9 CNI i, BIETF macvlan BIZIA LS AT 1L EH LRI
pod @i FRAMIEMLEEO S Eah ENMIBLEEN LM pod BIE. MAIEIET macvlan BFIA ML E
A pod FRIKE—PNHE—BY MAC Hhilk,

BF

Multus ZHFFRZ—MRATNTIEE, E©REIFHERIM VMWare BREFMK, HATIE
NEERZLIME” MRS TR (SLA) ZFF, HINREWREH T TE. AIETHEEEES
RHRERAE] XERATEIEE R LUER PR R I AHNTheE, FENIEFLNE

RHRBE L.

MBELER, BHEHBRATERESZFEH,

3.3.1. BB MLE BTN E L

ZFA Multus, FECHFERAERMKERENSER, FSREFNMAEEEN Multus EBEZ K, HOIEM
NetworkAttachmentDefinition(NAD) A BLTE Storage Cluster RE T f2ihikiF, XM BV INEFEERE
AItEElNERERA,

1R A] LAE fR i S B T S 4 A2 Hh 3 01 2289 NetworkAttachmentDefinition (NAD), X 2B QR F 1%
BRI A NAD R E,

FLXVIER AR, AR Multus FLEEURF & F OpenShift Data Foundation SRR a] A P45 &
O#HE, ALUEMEFEHERESREN M EORN—1ED (— P AT EHIA OpenShift SDN) , sEFF
EREH—SABIEFHEFERE (M%) MEHESIRE FRAEXEERH) .

DUTER—ZEOLAEEMERE (AHEFEE) M NetworkAttachmentDefinition =, ©EKpFHEE
WET R EAE—NARED (OpenShift i\ SDN £ IRAIML O £)

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: ocs-public-cluster

namespace: openshift-storage
spec:

config: '{

"cniVersion": "0.3.1",

"type": "macvlan”,

"master": "ens2",
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"mode": "bridge",

"ipam": {
"type": "whereabouts",
"range": "192.168.1.0/24"

A M 4% O 2 RS M INZE Multus RI4EBIFRAE 19 R E4ERE (B ocs-public-clusterf
ens2) ,

U2 AT 53R Multus M%%_E7Z4% 57 289 NetworkAttachmentDefinition =, ERT &M iREMER
2, UKBATEFRENER, ©RFEERHTIEE Object Storge Device (OSD) pod #J OpenShift 7 s
EEBANANED, EMEEMTHENT KR LAE—NEARED (OpenShift BRIA SDN 1 HIREIRIZS
#EOL) :

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: ocs-public
namespace: openshift-storage
spec:
config: '{
"cniVersion": "0.3.1",
"type": "macvlan”,
"master": "ens2",
"mode": "bridge",
"ipam™: {
"type": "whereabouts",
"range": "192.168.1.0/24"

}
y

NetworkAttachmentDefinition = :

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: ocs-cluster
namespace: openshift-storage
spec:
config: '{
"cniVersion": "0.3.1",
"type": "macvlan”,
"master": "ens3",
"mode": "bridge",
"ipam™: {
"type": "whereabouts",
"range": "192.168.2.0/24"

f——

22



B 3 & HAKIEHEHRE

AR M43 O 2 IRGAEMTINE Multus RIZSBIFFE T R E4ER (BN, ens2 AT ocs-
public, ens3 fAF ocs-cluster) .
3.4. £ VMWARE VSPHERE _t /32 OPENSHIFT DATA FOUNDATION
VMware vSphere XHFLL T = FhR B AR F (7
o EHMNAELE (VMDK)
o [RIRIX LSS (RDM)

® VMDirectPath I/O

FeREH
o TARHRMFE A AMEM L FRE OpenShift Data Foundation FIEKE O HHIFFE EXK,

o MMEDLBHZ=A worker TR, HEHREMKXNEENT RMEE, FHEE VMware EFERAX
MR

® XIF VMware vSphere ERIEFINL, 15HART disk.EnableUUID £T1i% &S TRUE, EEEER
vCenter Ik P4 F BEEC B ETUNL. MBEEZER, BESHMEL vCenter Ik 1IR, BIXE
disk.EnableUUID %%, i&{#F Customize hardware %&£ #) VM Options 9 Advanced
wI, MEEZER, ESMHE vSphere £&R%&,

o MREBMANRATTINEER multus 3, TEERERTE IO LU MBI A IR L& BTN E L
(NAD), INEFEZELR, 1HESH Multi network {4 (Multus) 3z 1 FI0IEE ML AN E Lo

it =

1. 1£ OpenShift Web %5/, = Operators = Installed Operators & EFA B R &N
Operator,
W{RFTI% BiE & openshift-storage.

2. Hi OpenShift Data Foundation #/F25, A/ % & Create StorageSystem,
3. 7£ Backing storage TIEM, HATLAT#RE :

a. NEBEBRBEFAFERLEE.

b. #%#¥ Create a new StorageClass using the local storage devicesi%Ei,

c. m& Next,

MRILERBERE, RURIRTELRE Local Storage Operator, 5 Install Fi%
BUTHHHITEME, W0 Installing Local Storage Operator Ak,

4. 7f Create local volume set TIEH, IBHLUTER :

a. 77 LocalVolumeSet #1 StorageClass %ij A— & #5.
BRNERT, FHELMAEMAEBELM, ETLIERET.
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b. R TF—I1 :
o MR EME, LUMERSAAE T m ERrE B8 iR B,
o EET M EMmEA, LUER(NERTET = EBRmE B2 BBy =] PR AL,

BF

o REAMERAINHESL T RUEBNFHERSI TR INTARNE
REKRE, FRERRENT BIEE.
BRREFVENER, BBWNINEXEAEAREY BIERH
YAML 7" /& OpenShift Data Foundation ZE&¥,

o REVRINGEREMENZH, UELEERARER.
o HIREFMT 25 OpenShift Data Foundation B9—PNEREAR 30

CPU #1 72 GiB RAM I EKRARLEE, NEE — P/ INHEEE,
MBRIEEET RER, HSHANRIERE P TREERED,

c. M Disk Type 53k, #%£$F SSD/NVMe,
d. B Advanced E84 F 1% ELL T IED
BEREN BN REEER,
wERR MTHIFIRAPIEFE— DS MIFRE,
AL RN NIEEIRER/N100GB Ky, URFEESDEWNRFHERATAKRN,

WERH E XRFTRLEALUGEN PV HE LR, MRILFEREZE, N HEERT S EMmE
R o] A O PV,

e. = Next,
& ER—MNAFHEIAIE LocalVolumeSet BB O,
f. B Yes LA4KZE,
5. fE Capacity #l nodes T{HEHH, BEUTHE :

a. TANBRBAESRIESEHRE XA NEAERTEE, XNEE LA F 8
I, Selected nodes FIRBIEIFAEIR TR T Mo

b. AL : & Taint nodes %4, LUSATET % FF OpenShift Data Foundation,
c. = Next,
6. A% : 1F Security and network TIE A, RIBEHERIEITERE :
a. EERAME, "iEENRIEEHSEEE AR,
b. EEELLTINELH ]z — :
e Cluster-wide encryption SRINBEENERE REFEHEMXHEFE)
® Storage class encryption EAMEFINZE E AMEH R OEMBH/FALS ((RR) .

24


https://access.redhat.com/articles/6954880
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.12/html-single/planning_your_deployment/index#resource-requirements_rhodf

B 3 & HAKIEHEHRE

c. A% : % Connect to an external key management service 8 1%4E, X 2EEEHNE
=N By

i. M Key Management Service Provider FH15I3&/, %£f¥ Vault 5§ Thales CipherTrust
Manager (using KMIP), #08R%F T Vault, iE#AT—%, MRMEIEFET Thales
CipherTrust Manager (using KMIP) , &H345 3 i,

ii. SRR,

FERSEEIEAE

o I AME—BEREAIR, Vault RSSERIENHbYE ('https://<hostname 3K
ip>) , WOSHShE.

e B Advanced Settings, LARIEEH Vault BEoEH A % ERIET IS -

o 7 BRI AN OpenShift Data Foundation % Fl EME—# Key Value
secret B{1%,

o (|%) KA TLS BRESEAFRM Vault Enterprise fin 22,

o EERNE PEM GIGIER XM, LURAt CAUES. B EmIET % P imfh
B

o = Save FHLTHIE iv.

{1 Kubernetes 3k &

o i AME—B Vault Connection Name, Vault fR %5 2593 41
it (‘https;//<hostname 5 ip>') . OS5 HABEF.

e B Advanced Settings, LARIEEH Vault BEoEH A M ERIET IS -

o 7 BRI AN OpenShift Data Foundation % i EME—# Key Value
secret B{1%,

o A% : B A TLS Server Name #1 Authentication Path (WIR5&EMA) .

o EERNNE PEM GIGIEF XM, LURAt CAUET. B EmIET % imfh
.

o = Save FBKIH IR iv.
iii. Z{# M Thales CipherTrust Manager (using KMIP) £/ KMS #tR/ 78, iHRBUTSE
AT -
A. 12T B B A B HE R RSB M —EEE A TR,

B. 7£ Address #1 Port Z$4H, %A Thales CipherTrust Manager B9 IP LI R 7EE B /H
A7 KMIP #0O/mA, Fa0 :

o it 1233432
e i®O :5696
C. tff BFumitd. CAMETF B wmFhi,
D. MR/ZA T StorageClass MN%, &I A BT N2 F R R M ME—FRiR T,
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E. TLS Server FERZ %R, FHIEXRE KMIP i =B DNS KB ER, #
1, kmlp_all_<port>.c|phertrustmanager.localo

et LK,
d. fEELLF—0 -
o MREFEANRHL—RLS, 151%FE Default(SDN),
o MRAMMEAZLANMLIEND, 5% Custom(Multus),
i MRS R A RO,
i, M RIS AR FESR B L O,

MRERER—NHNRSEED, HEFEAED

NetworkAttachementDefinition, Elocs-public-cluster FF/2#tM
Y8320, F4F Cluster Network Interface B %2,

e. = Next,

7. 7 Review and create TIEHIA, KMEBEIFE.
o EEHEWEMEEIXE, &% T Back LUREE| E—FEE @,

8. H.; Create StorageSystem,

o PIFBRERFHMERNKRLNRT

a. £ OpenShift Web #Z#l& s, FHiZEl Installed Operators —» OpenShift Data Foundation
- Storage System — ocs-storagecluster-storagesystem — Resources,

b. ik StorageCluster #J Status 2%/ Ready, #HZEHE—MrBASIRC,

o BENIRBAFMERPCATRENT R, HHTUTSE K FhEER, HEERARENT
R’

1. 7E£ OpenShift Web #%l&, SnZl Installed Operators —» OpenShift Data Foundation
- Storage System — ocs-storagecluster-storagesystem — Resources,

2. 7 YAML i&Ti& R, 1E spec #f9#5R4# flexibleScaling, 1f status 9 ##3=
failureDomain, #1:R flexible scaling 7/ true, failureDomain #% &N host, NI/FARE
E’J?f‘EIjJ BEo

spec:
flexibleScaling: true

[...]
status:
failureDomain: host

o ZEINIF OpenShift BUBEMMAMBHE R T ERINEE, 1HSHYKIEER OpenShift Data
Foundation 2f&,
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o TIGUELB WL (Multus), ESHYIIE Multus %5,

Hith 5w
o EEJ RVLEBRNAE, HEMHI BEFHER,

B 3 & HAKIEHEHRE
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2 4 = 151F OPENSHIFT DATA FOUNDATION

FAARTISIUE OpenShift Data Foundation 25 B IEHAERE,

4.1. 35UF POD BYIRE

it

1. M OpenShift Web ##ll& = Workloads = Pods,

2. M Project Ti5Zk A% openshift-storage.

. INEEF Show default projects T, i {EAISRIITIL AR,

BRENMHAGTEAN pod HERHZEEBRT T RBENESER, HBMN & 414K
OpenShift Data Foundation &£ Pod”,

3. 4 Running 1 Completed pod % &t E2s, LAISIUELLT pod @& 4LF Running #1 Completed
7N

3 4.1. %] OpenShift Data Foundation £ Pod

He X RB89 pod

OpenShift Data Foundation Operator
P P e ocs-operator114 ({EfE(ETT =L 1D

pod)

e ocs-metrics-exporter ((EfAEAE T m L 1
A pod)

e odf-operator-controller-manager-* ({f
fAIfZ T = £ 11 pod)

e odf-console-* {EfalF i T/ =L 14 pod)

e csi-addons-controller-manager-* ({f
fAIFRE T RLE 14 pod)

Rook-ceph Operator rook-ceph-operator-*

(ER=F#ET REB T pod)
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MON

MGR

MDS

RGW

CSl

rook-ceph-crashcollector

% 4 3 UF OPENSHIFT DATA FOUNDATION

Hr TR pod

e noobaa-operator-* ({EfI#EFfET mL 1D
pod)

e noobaa-core-* (BT s £ 14 pod)

e noobaa-db-pg-* ({ERIFHETTRL 1D
pod)

e noobaa-endpoint-* ((EfAFE T | L 14
pod)

rook-ceph-mon-*

(E=F# T <A 246 3 4 pod)

rook-ceph-mgr-*
(EAFET REB 1D pod)

rook-ceph-mds-ocs-storagecluster-
cephfilesystem-*

(21 pod BT RIF 2 76)

rook-ceph-rgw-ocs-storagecluster-
cephobjectstore-* ({E@F#T R LA 14
pod)

o cephfs

o csi-cephfsplugin-* (E1MEETT =L
14 pod)

o csi-cephfsplugin-provisioner-* (2
A pod TEFMET R [E] 2 70)

e rbd

o csi-rbdplugin-* (BMEFHETRETAD
pod)

o csi-rbdplugin-provisioner-* (2 4
pod FEFF T R [E] 2 75)

rook-ceph-crashcollector-*

(BT RETD pod)
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Hr XFRIEY pod

OSD
e rook-ceph-osd-* (B Ni%& 14 pod)

e rook-ceph-osd-prepare-ocs-
deviceset-* (BN 11 pod)

4.2. %F OPENSHIFT DATA FOUNDATION £ 251

it

1. 1€ OpenShift Web ##I& M, s Storage — Data Foundation,

2. 7£ Overview ET£H Status £/, s Storage System, ARG s HIERREERYHE,
3. 1E Block and File LUk # Status £/, %iE Storage Cluster R 5 EBLBAS,

4. 1f Details £/, WiFRE ZREFHER.

INFE A *F M Block and File {{Z&R#R# OpenShift Data Foundation £EERMEZER, 5SS Lk
OpenShift Data Foundation,

4.3. %F MULTICLOUD &M< EHEE

Y=

1. 1£ OpenShift Web ##I& M, s Storage — Data Foundation,

2. 7E Overview %£Ii£#) Status £, == Storage System, ARG R HIERMFERT R,
a. 7£ Object i%ETI£ Status £ A, IiE Object Service 1 #EFH1E MEFRBAS,

b. 1t Details £4, WIFETERT MCGEE,

NEA X FERATRIRSSURIREY OpenShift Data Foundation £RBERMNELE R, HHIYIL
OpenShift Data Foundation,

4.4. PR ENEHERESFE

it =

1. M OpenShift Web #2#I& Z &+, sifi Storage - Storage Classes,

2. WIFR BB/ OpenShift Data Foundation S£EEH A8 T LU F 1A -

e ocs-storagecluster-ceph-rbd
e ocs-storagecluster-cephfs
e openshift-storage.noobaa.io

e ocs-storagecluster-ceph-rgw
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% 4 3 UF OPENSHIFT DATA FOUNDATION

4.5. 159F MULTUS M4
BAE Multus @S EEEEF T, 1ERIUE Multus %%,

P
RIBHIIMLSECE LS, OpenShift Data Foundation #/E 23T FigE — -

o MR FNHMLLEORIERET — NetworkAttachmentDefinition (41 ocs-public-cluster) ,
[ FAF2 Pod #1 OpenShift Data Foundation 8B¥ 2 RIFUREFE LML £ %, A, SRR
METRE, UhERLMAIE OSD 2R EHMEHRTERE.

o NMREFMHEERLZIRP, DI HRAHMBEOMEREMEEOEET
NetworkAttachmentDefinition (% ocs-public #1 ocs-cluster) , N&E FiHFEMRE[ATA
HMEIEREMLSH, BFE OSD S HFMEH TERE.

BRIEMARERSIER, ETHRUTESI

1£ OpenShift ##Hl& /A, FMZE Installed Operators —» OpenShift Data Foundation —» Storage
System — ocs-storagecluster-storagesystem — Resources — ocs-storagecluster,

£ YAML iETiFH, 7E spec S8 1E5R network, FIBRENMLEDGFERELER, AR TFRE iR
ﬁﬁ%mb%%ﬁﬁ%gﬂgu/}ILE%BF&%Q

R

[]
spec:
[-]
network:
ipFamily: IPv4
provider: multus
selectors:
cluster: openshift-storage/ocs-cluster
public: openshift-storage/ocs-public

(]

BEAGSTRERILNARERTER, HITUTHS

$ oc get storagecluster ocs-storagecluster \
-n openshift-storage \
-o=jsonpath="{.spec.network}{"\n"}'

R

{"ipFamily":"IPv4","provider":"multus”,"selectors":{"cluster":"openshift-storage/ocs-
cluster","public":"openshift-storage/ocs-public"}}

ffaik OSD pod {3 F IEfRIPILE

1E openshift-storage fp & 2 A A, FRAHEFH— OSD pod %if pod BE S IEMBIM L ER, AFIFTF
MEFAmEHERESFHEESRENRT,
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IMRMEBHBDAEE, KRB OSD pod FFiEEEEI Multus RHERMEFNEREMLE, FiHEM OCS
pod FHEREE Multus A%,

$ oc get -n openshift-storage $(oc get pods -n openshift-storage -0 name -l app=rook-ceph-osd | grep
'0osd-0") -o=jsonpath='{.metadata.annotations.k8s\.v1\.cni\.cncf\.io/network-status}{"\n"}'

i RB

"name": "openshift-sdn",
"interface": "eth0",
"ips": [
"10.129.2.30"
],
"default": true,
"dns": {}

"name": "openshift-storage/ocs-cluster”,
"interface": "net1",
"ips": [
"192.168.2.1"
1,
"mac": "e2:04:c6:81:52:f1",
"dns": {}

"name": "openshift-storage/ocs-public”,
"interface": "net2",
"ips": [
"192.168.1.1"
1,
"mac": "ee:a0:b6:a4:07:94",
"dns": {}
1]

EEHAMNTREMIA OSD pod EAEMMML, "LZTUTHS (FEjqXRER)
$ oc get -n openshift-storage $(oc get pods -n openshift-storage -0 name -l app=rook-ceph-osd | grep

'osd-0") -o=jsonpath='{.metadata.annotations.k8s\.v1\.cni\.cncf\.io/network-status}{"\n"}' | jq -r .
[Jl.name’

i RB

openshift-sdn
openshift-storage/ocs-cluster
openshift-storage/ocs-public
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55 EMEBMILENRMXK
{ 3@t OpenShift Data Foundation EBE S A RMKAH T HEBBIRM R EYE, FHEBTH D HRHE
o B LMERASSEMILESEAAREZE XS ERE Multicloud X R KEH,
5.1 SANSHEMIXEEEBRILLZ X RMK
FEAXANERD KR REBZE I Multicloud X RMKXAH, BERUTHIE :
® 724 Red Hat OpenShift Data Foundation Operator

o AIEMIILZ TN RMK

5.1.1. 2% Red Hat OpenShift Data Foundation Operator

&\ LUE A Red Hat OpenShift Container Platform Operator Hub %2%% Red Hat OpenShift Data
Foundation Operator,

FoRFM

e fHAEH cluster-admin 1 operator ZEAUPRAINK 1/ 7] OpenShift Container Platform 58%,

o {RJITE Red Hat OpenShift Container Platform & EDH =/ worker i, BN mERN
ZBE—MHE, FE 3 MHAPY), BE, — 1P PVRAKKIAKRER, XEWHANT .

o BXHMBEREX, HSHANNENEEER,

BF

o YIRFEEEE OpenShift Data Foundation FUSEEESE B BRI T it FE8shT, EATLL
{ERALL T 44 H openshift-storage &2 [AIEEZH T mikfFey (EXMERT
£1/# openshift-storage &3 % Z2|f])

I $ oc annotate namespace openshift-storage openshift.io/node-selector=

o GV AN infraiss, LUARREZT s L Red Hat OpenShift Data
Foundation iR, XBEBFETEIT KA. MEELER, HFSHEENIER
10 OB IE R TR B 20T /% % H worker 77 /5 /5 F Red Hat OpenShift Data
Foundation E843,

it =

1. &Sk OpenShift Web 12 &,

2. = Operators - OperatorHub,

3. 7 Filter by keyword #EF/ZZN 5 A OpenShift Data Foundation, L7 #; OpenShift Data
Foundation Operator,

4. = Install,

5. 7E Install Operator T Hi% & LA % -

a. E#FVIE N stable-4.12,
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b. ZEBERXZ A specific namespace on the cluster

c. Installed Namespace iy Operator recommended namespace openshift-storage, 1R
2Z|A] openshift-storage N777E, ©AR1E Operator RE&T F2 A A,

d. Y% Approval Strategy 17t/ Automatic 5% Manual,
INRIEFEE Automatic E#Hr, Operator Lifecycle Manager(OLM)¥ B 5h#+4% Operator B2 1T
S, MR T

INREFE Foh B, N OLM KUIB—NEIMEKR, FANEBREER, BUFiltExE
#ER, FEEN Operator BH E BHAIIRA,

e. 1R 7 Console $&#k 1535 T Enable £

f. =& Install,

o INRE Operator &, APREHEETR—11H Web console update is available {5 2J5#
HEO, XN #HEE O S B Refresh web console 3 fz BRIz & BB R,

o T Web & :

o ## A Installed Operators, FJIiE OpenShift Data Foundation Operator & & R4k &4
5, BTRREND,

o A%l Storage, BLiiE Data Foundation (YRR ZE A A,

5.1.2. QML ZX R M X
1EE8E OpenShift Data Foundation i, & REEGIERMITI L =T RM KA,

FRFM

o A{RE %% OpenShift Data Foundation Operator,

it =

1. 1£ OpenShift Web %5/, = Operators - Installed Operators ZEEFH B &4/
Operator,
W#{RFTI% BiE & openshift-storage.

2. Hif OpenShift Data Foundation operator, $A/F . i Create StorageSystem,

3. 7£ Backing storage T{E ™, EFELUTARA :

a. 7 Deployment K&%HE Multicloud Object Gateway,
4% Use a existing StorageClass %7,
c. = Next,

4. A% : %FF Connect to an external key management service 2 1%1E, X E2EESEHEIMBZENT
PRI,

a. M Key Management Service Provider THI%Z, i%# Vault 3 Thales CipherTrust
Manager (using KMIP), MIR%EFET Vault, EiHAT—H, MAREEET Thales
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CipherTrust Manager (using KMIP) , #5155 ii,
b. MR UEAE,
ERSEEUEAE

o MIAME—BLERERATR, Vault RS2 ENHbEE (https://<hostname X ip>') , U
OS5k,

e B Advanced Settings, LARIEEH Vault BL&EH A % ERIUETFIE -

o 7 BRI AN OpenShift Data Foundation % Fl EME—# Key Value
secret B{1%,

o (|%) KA TLS BRESEAFRM Vault Enterprise fin 422,
o _EfEXTRAY PEM JRADIEF 0, LURM CAMES. B RIEH AR mEAH.

o = Save FHHLTHIE iv.

{1 Kubernetes 3k A%

o f§ AME—BY Vault Connection Name, Vault IRS5 29 E ML HlE (‘https://<hostname
=Hip>) . WOSHABEN,

e B Advanced Settings, LARIEEH Vault BELEH A % ERIUET IS -

o 7 IRimE&E ¥ AN OpenShift Data Foundation % Fl EME—# Key Value
secret B{1%,

o TH[I%E : Hi A TLS Server Name #1 Authentication Path (WI&5&MA) .
o _EfENNBY PEM GRIDIEFH XM, LURHM CAER. B mIEHE imfhi,
o = Save FBLTHIE iv.
c. Ef#f Thales CipherTrust Manager (using KMIP) {E 2y KMS 7, H IR TS E
17
i TEY0 B i A BB R IR S5 B ME— R TR,

ii. 7 Address #1 Port #843#, #iA Thales CipherTrust Manager B9 IP A RIEH P ERAT
KMIP O 89w 0, flgn

o ihht: 1233432
e %O : 5696
i, £ff BPmIES, CAIUERH B imfhiA,
iv. SR T StorageClass N, 1% A R FINE AR BIHE— IR,

v. TLS Server FERZ /%R, FHIERE KMIP iz =B DNS BN EMH, B
a0, kmip_all_<port>.ciphertrustmanager.local,

d. & P,

e. = Next,
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5. 7 Review and create TLEIH, EEEBEIFF :
EEBREMEEIXE, 15HT Back.

6. H.; Create StorageSystem,

ZSUF OpenShift Data Foundation £ 2 B2

1. 1£ OpenShift Web ##I& M, s Storage — Data Foundation,

2. 7E Overview £ £B Status £/, s Storage System, #AJG s HIEFRBITERE RS HE
.

a. 7£ Object i%ETI£H Status £ A, ik Object Service 1 #E#1E MEFHRBAS,

b. 1t Details £4, WIFETERT MCGEE,

E pod BIIRE
1. M OpenShift Web %l & = Workloads - Pods,
2. M Project THI%IZEK A% openshift-storage, HIIELLT pod 246 F Running K7,
p= Y=
4 INREEA Show default projects T, 15§ AUIHIRHSIIHARBBRINTIE,

i XM pod

OpenShift Data

- g b N
Foundation Operator e ocs-operator114 ({EEIFEFETT =L 11 pod)

e ocs-metrics-exporter ({EfaI7zf# T &L 14 pod)

e odf-operator-controller-manager-* ((EE&E#T7 2L 14
pod)

e odf-console-* {EfaIF i T/ =L 14 pod)

e csi-addons-controller-manager-* ({EA#EfETT =L 1D
pod)

Rook-ceph Operator rook-ceph-operator-*

(ER=F#ET REB T pod)
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HHF X R pod

25N
FRIRRA e noobaa-operator-* ({EfI#EAET L 14 pod)

e noobaa-core-* (BT = £ 14 pod)
e noobaa-db-pg-* ({EfIFE T =L 14 pod)

e noobaa-endpoint-* ({E@ &7 s £ 14 pod)

5.2. ERAMMEF I EERBE RIS A RM K
FERIXNERD R REPEMIL Multicloud X RMXAEH, BFRUTHE :
e % | ocal Storage Operator
e 2% Red Hat OpenShift Data Foundation Operator

o AIEMIISZ TN RMK

5.2.1. 4% Local Storage Operator

EARMFE% & £ O Red Hat OpenShift Data Foundation 288, % %EM Operator Hub %% Local
Storage Operator,

i =
1. &Sk OpenShift Web 124,
2. = Operators - OperatorHub,

3. 1E Filter by keyword #E7# % A local storage, MiZE{F235IZ&KF1E 3R Local Storage operator 3t
Bie,

4. 1£ Install Operator U1 H i E LA T4 -
a. fUEESH 4.12 =X stable,
b. REERZ A specific namespace on the clustet

c. Installed Namespace i Operator recommended namespace openshift-local-storage,

d. S EEF N Automatic,

5. = Install,

e U5iE Local Storage Operator @B B4 BAT, RKREZEM,.

5.2.2. 2% Red Hat OpenShift Data Foundation Operator
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& A LUE A Red Hat OpenShift Container Platform Operator Hub %2%% Red Hat OpenShift Data
Foundation Operator,

SeRFH
e fHAEH cluster-admin 1 operator ZEAUPRAINK 117 7] OpenShift Container Platform 5£8%,

o {RJITE Red Hat OpenShift Container Platform & EDH =/ worker i, BN mERN
ZBE—MHE, FE 3 MAPY), BE, — 1P PVRASKKIAKRER, XEWHANT A,

o BXHMBEREX, ESHANENEEIER,

BF

o YIRFEEEE OpenShift Data Foundation FISEEESE B BRI TT it FEashT, EATLL
HERALLT 5N openshift-storage A& 22 AR E R B mikfFeR (FEXFERT
{132 openshift-storage 4 %2 [H])

I $ oc annotate namespace openshift-storage openshift.io/node-selector=

o GV infraiss, LUARRAEZT s L Red Hat OpenShift Data
Foundation iR, XBEBFETEIT KA. MEELER, HFSHEENIER
T ORISR TR B 201 /% % FH worker 77 /2 /5 F Red Hat OpenShift Data
Foundation E843,

it =

1. &Sk OpenShift Web 124,

2. = Operators - OperatorHub,

3. ¥ Filter by keyword #E#/ZZ) 5 A OpenShift Data Foundation, L7 #; OpenShift Data
Foundation Operator,

4. = Install,
5. £ Install Operator T Hi% & LA 5% -
a. BFHIEN stable-4.12,
b. ZEBERXZ A specific namespace on the cluster

c. Installed Namespace 75 Operator recommended namespace openshift-storage, MR
22 |A] openshift-storage N777E, ©AR1E Operator RE&T F2 A Al &,

d. ¥¥ Approval Strategy 17t/ Automatic 5% Manual,
INRIEFEE Automatic E#Hr, Operator Lifecycle Manager(OLM)¥ B 5h#+4% Operator B2 1T
S, MR T,

INREFE Foh B, N OLM KUIB—NEIMEKR, FHNEBREER, BUFiltExE
#ER, FBERN Operator BHTE BHAIMRA,

e. H{R 7 Console ¥ £ T Enable £,

f. =& Install,
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55 5 F WEMIZ T RMX

o KINZRE Operator fa, A REHRRESR—1HE Web console update is available 1§ 287
HEO, sXDHHEOFH Refresh web console 3 R BRIZE4I BB T,

o T Web & :

o A Installed Operators, FEIIE OpenShift Data Foundation Operator & & R4k &4
5, BTRREND,

o #AZl Storage, BYIF Data Foundation (&R ES 7 H.

5.2.3. f BT Z X RMK

1EERE OpenShift Data Foundation B, & REEOIERIMITI S =X RMKHME,

FoRFM

o A{RE%RE OpenShift Data Foundation Operator,

it

1. 1£ OpenShift Web $£#|& /1, = Operators - Installed Operators ZEEFA B &4/
Operator,

W#{RFTI% BiE & openshift-storage.
2. Hif OpenShift Data Foundation operator, #A/F . i Create StorageSystem,
3. 7£ Backing storage T{E ™, EFELTARA :
a. 1 Deployment K&%H% Multicloud Object Gateway,
b. 1%$¥ Create a new StorageClass using the local storage devicesi%t1i,

c. = Next,

MRBILRARE, REKIRTERE Local Storage Operator, = Install Fi%
& Installing Local Storage Operator R IR ITIERIE,

4. 1 Createlocal volume set TIE A, REUTER :

a. /7 LocalVolumeSet #1 StorageClass %ij A— & 5.
BRANERT, FHELMAEMAEBELM, EILIERE.

b. EFELUTER—I :

o AT R LR
HERESFET R ERTEITIERR AR AT Rtk L.

o ATk R bR
IXAERMIE T R £ A 5 A I8 2 PR BC A9 =T Fafdk et

c. MHF Disk Type 55, #%£fF SSD/NVMe,
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d. BFF Advanced ZR9 Fi%ELLTIED ¢
B XHRASEBINERF, KL NEBEX LR Filesystem,

Pt MTFHIFIRPEFE DR MEFER,
B EE KN TEFRBER 100GB KN, UREZEGSHNITFHRARTREKN,

WA E XRFTALEALUGEN PV HE LR, MRILFEREZ, N HEERT S EMmE
R o] RO PV,

e. = Next,
& B R—MNAFHEIAIE LocalVolumeSet BB O,

f. B Yes DA4REL,
5. ff Capacity fll nodes TIEA, EELLTHEA :

a. TANBRKAESRIESEHE XA NEAERREE, XNEE— LA F 8
#l, Selected nodes FIRIBIBIFMELRE LI T mo

b. = Next,

6. Tk : % Connect to an external key management service 2 i%4E, X BEESERHMZBN T
prinviniR

a. M Key Management Service Provider FHIFIZEKH, i%# Vault 5 Thales CipherTrust
Manager (using KMIP), #08R%F T Vault, iE#FAT—%, MRMEIEFET Thales
CipherTrust Manager (using KMIP) , &H34 3 i,

b. EFEERIUET .
RS &

o MIAME—BLERERAR, Vault RS2 ENHbEE ('https://<hostname BX ip>') ,
OS5k,

5t

e B Advanced Settings, LARIEEH Vault BEoEH A % ERIETFIE ¢

o 7 BRI AN OpenShift Data Foundation % Fl EME—# Key Value
secret B{1%,

o (|%) A TLS BRESERAFRM Vault Enterprise fin 22,
o _EfEXTRAY PEM GRADIET XM, LURM CAUES. B RIEH AR mEAH.
o = Save FBkiTH IR iv,

{1 Kubernetes 3k A&

o f§ AME—BY Vault Connection Name, Vault IRS5 29 EHLHlE ('https:;//<hostname
=Hip>) . WOSHABELN,

e B Advanced Settings, LARIEEH Vault BELEH A % ERIUETFIE ¢
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B 5 = BB S AT RMXK

o 7 IR i AN OpenShift Data Foundation % Fl EME—# Key Value
secret B{1%,

o % : HiA TLS Server Name 1 Authentication Path (#1R5&EA) .

o EERNE PEM GIGIEF XM, LURAt CAUEH. B uIEHME  imEhE,

o

= Save FBkTFF I ive
c. Ef#f Thales CipherTrust Manager (using KMIP) £y KMS 1 7E, H RIS EH
17
i. TEUE i AT HE IR 55 M ME—EBE R TR,

ii. 7 Address #1 Port #843#1, #iA Thales CipherTrust Manager B9 IP A RIEH PSR T
KMIP O 89w 0, flgn

o it 12334.32
e %O : 5696
i, £ BPmIES, CAUERH B imfhiA,
iv. SNRF5FA T StorageClass N, 1% A R FINE AT BIHE—IRIRRT.

v. TLS Server FERZ /%R, FHIERHE KMIP iz =B DNS KB ER, B
20, kmip_all_<port>.ciphertrustmanager.local,

d. %5 P,
e. = Next,

7. 7£ Review and create TIEH, EEEEIFE :
EEBREMEEIXE, 5% Back.

8. H.; Create StorageSystem,

ZSUF OpenShift Data Foundation £ 2 B2

1. 1€ OpenShift Web ##I& M, s Storage — Data Foundation,

2. 7£ Overview EIiE#Y) Status £H, £ Storage System, RJE R HIERIFIE RS HE
.

a. 7t Object %ETE£/ Status £ #, I Object Service F H#EH 1 BEFLRBHAS,

b. 7t Details €4, BiIFrEHFERT MCG E&,

BE pod IR
1. M OpenShift Web ##& == Workloads - Pods,

2. M Project FHI5I5R % openshift-storage, FIHIELLT pod 46F Running R,
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Red Hat OpenShift Data Foundation 4.12 £ VMware vSphere L #8& OpenShift Data Foundation

L

INRZEF Show default projects 12t 1, 155 AL # R HATERKINTIE,

HHF X R pod

OpenShift Data

- - —'—"5 /\
Foundation Operator e ocs-operator114 ({EfEETT =L 14 pod)

e ocs-metrics-exporter ({EfaI7zf# T s L 14 pod)

e odf-operator-controller-manager-* ({Efa#Ffi#Ti =L 14
pod)

e odf-console-* {EfaIF T/ =L 14 pod)

e csi-addons-controller-manager-* ({EA#EfETT =L 1D
pod)

Rook-ceph Operator rook-ceph-operator-*

(ERFMET REB 1D pod)

ZEWN
FRIRRA e noobaa-operator-* ({EfI#EETT L 14 pod)

e noobaa-core-* (R T s £ 14 pod)
e noobaa-db-pg-* ({EfIFE T =L 14 pod)

e noobaa-endpoint-* (fE@ &7 s £ 11 pod)

42



% 6 3 H1#k OPENSHIFT DATA FOUNDATION

5 6 2 1% OPENSHIFT DATA FOUNDATION
6.1. LR EZRE R 15 OPENSHIFT DATA FOUNDATION

ZLINERE R E1Zk OpenShift Data Foundation, 15 [# A X 1% OpenShift Data Foundation BRI %
XE,
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