& RedHat

Red Hat OpenShift Data Foundation
4.15

7£ VMware vSphere LZ8%E OpenShift Data
Foundation

{#F VMware vSphere ETiZR1588Z OpenShift Data Foundation BB

Last Updated: 2024-03-20






Red Hat OpenShift Data Foundation 4.15 £ VMware vSphere E£Z3Z&
OpenShift Data Foundation

{# /3 VMware vSphere EfiiZ21 %8 E OpenShift Data Foundation BJ15iRH



RSN
Copyright © 2024 Red Hat, Inc.

The text of and illustrations in this document are licensed by Red Hat under a Creative Commons
Attribution-Share Alike 3.0 Unported license ("CC-BY-SA"). An explanation of CC-BY-SA is
available at

http://creativecommons.org/licenses/by-sa/3.0/

. In'accordance with CC-BY-SA, if you distribute this document or an adaptation of it, you must
provide the URL for the original version.

Red Hat, as the licensor of this document, waives the right to enforce, and agrees not to assert,
Section 4d of CC-BY-SA to the fullest extent permitted by applicable law.

Red Hat, Red Hat Enterprise Linux, the Shadowman logo, the Red Hat logo, JBoss, OpenShift,
Fedora, the Infinity logo, and RHCE are trademarks of Red Hat, Inc., registered in the United States
and other countries.

Linux @ is the registered trademark of Linus Torvalds in the United States and other countries.
Java @ is a registered trademark of Oracle and/or its affiliates.

XFS @ is a trademark of Silicon Graphics International Corp. or its subsidiaries in the United States
and/or other countries.

MySQL @ is a registered trademark of MySQL AB in the United States, the European Union and
other countries.

Node.js ® is an official trademark of Joyent. Red Hat is not formally related to or endorsed by the
official Joyent Node.js open source or commercial project.

The OpenStack ® Word Mark and OpenStack logo are either registered trademarks/service marks
or trademarks/service marks of the OpenStack Foundation, in the United States and other
countries and are used with the OpenStack Foundation's permission. We are not affiliated with,
endorsed or sponsored by the OpenStack Foundation, or the OpenStack community.

All other trademarks are the property of their respective owners.

BE

S AR, TENMEMER Red Hat OpenShift Container Platform 7£ VMware vSphere S8 %24
Red Hat OpenShift Data Foundation,



B 1E AEREBE OPENSHIFT BB . .o
11 ERARMEME S L% OPENSHIFT DATA FOUNDATION BYZE K

B2 B AR TERE

2.1. 2% RED HAT OPENSHIFT DATA FOUNDATION OPERATOR
2.2. fF TOKEN %k A 7E@1T KMS 5 SR SE HE M mneE

2.3. {8/ KUBERNETES &1{p5GiE A 7A@ KMS J5 S EF5E RN
2.4. 6] OPENSHIFT DATA FOUNDATION &%

BIFMAXMEHLAIBE

3.1. 2% LOCAL STORAGE OPERATOR
3.2. 2% RED HAT OPENSHIFT DATA FOUNDATION OPERATOR

3.3. £ VMWARE VSPHERE _EfiJi# OPENSHIFT DATA FOUNDATION

55 4 Z 15UFE OPENSHIFT DATAFOUNDATION ..ttt eenens

4.1. 3511F POD BIRA

4.2. %5F OPENSHIFT DATA FOUNDATION £8 2 B
4.3. %4F MULTICLOUD X RM*x 2 &5

4.4 B ENGFHERRRER

BSEBWMEMITSTXIRIKR

5.1 EAESFME S EREMILS TR X
5.2. EAARMFEIL S B RILS T RMX

%5 63 75 EH OPENSHIFT DATAFOUNDATIONHRIN oo

5 7 2 13 OPENSHIFT DATA FOUNDATION .ottt ettt e e e

7.1 LR ERER E1E OPENSHIFT DATA FOUNDATION

25
25
27
27
27

28
28
32

38

39
39



Red Hat OpenShift Data Foundation 4.15 £ VMware vSphere L83 OpenShift Data Foundation




FEHREEES

FEFREZESZ

RN FEHRBNINAIE, ST Web BHFRFERBMIES., BITMXENRIEFFLE : master,
slave, BEHEMELYE, BFHIAI/E+2RE, XEFRFEEFHENNLANLZITHRAPERS LiE,
fEi5&E & CTO Chris Wright IS &,


https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language
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R ZTNE AR M = 1t
AV AR RIRME R IS IFEN AL EE T,
ZRMRE, HQIE— Bugzilla ticket :
1. #A Bugzilla P,
2. 7£ Component 84, % XA
3. 1E Description FHI ABERHMER. SEXEBXE OB,

4. = Submit Bug,


https://bugzilla.redhat.com/enter_bug.cgi?product=Red Hat OpenShift Data Foundation

=

EIE

Red Hat OpenShift Data Foundation X FF{EiE Sk kT FHE IR P BIINA Red Hat OpenShift
Container Platform(RHOCP)vSp &£8% EEE, LIKRMKIBIMERFFEEIAZH.

FEE OpenShift Data Foundation, 1M &ERZE OpenShift Data Foundation ETTHREIER TR, A
FERBLUTIMNEERE S R — T8 -

o HHERA
o FERAMSEMHIFEIMITHE
o ERAARMEMHLEIRE
o HEMILZTNRMK

o HERRA

o LIAERIEERE OpenShift Data Foundation

[l


https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/deploying_openshift_data_foundation_on_vmware_vsphere/index#preparing_to_deploy_openshift_data_foundation
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/deploying_openshift_data_foundation_in_external_mode/index
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B3 HESERE OPENSHIFT £ E A

FRNSHA ML S TE OpenShift Container Platform £#82Z OpenShift Data Foundation “h &1t
BN ERER FURRIET, XEFREARNTBAEMRS, XBEBT N BREFANEEE,

EFERSE A FFIAERE Red Hat OpenShift Data Foundation &, HHRHRENFTRER, &
S X IERE P TREKRERSD, https;//access.redhat.com/documentation/zh-
cn/red_hat_openshift_data_foundation/4.15/html-single/planning_your_deployment/index#resource-
requirements_rhodf

1 A% MREBFERAABBRABERS (KMS) HashiCorp Vault 5 AEESEENER, 1HRBUTS
BRHAT -

o MAEMABMM Red Hat OpenShift Data Foundation Advanced 11, & T fi# OpenShift
Data Foundation 1T 804l T4E, 155 #5 OpenShift Data Foundation 11 [ #8 < B9 R11H 7 32
=,

o LNINEEESE Token FUETFER, ESE /A Token KA ERIT KMS 5 AERSEHBIM

o LHINEIEEET Kubernetes Bk &R, 1E5&EH Kubernetes B0 55 1E /7iRE 11 KMS
& FREEESERIBME,

o MBIRIGTE Vault fRS5 2R LERAZRAMIES,
2. W% NREFEAABBRFEERY (KMS) Thales CipherTrust Manager J& FREEESERIBIINE,
B EEAEATERREEDI (KMIP), HERSSHELERSRIER, REBUTSHR
E :

a. IR KMIP BEFIRAEFEE, HLUE—, ERAPRES, 1% KMIP - Client Profile -» Add
Profile,

i. TEQIEEBENTTEH, I CipherTrust B/ & INZE] Common Name FE&H,

b. @it A%l KMIP - Registration Token - New Registration Token E 0|5k, W TF—
T EHITHE,

c. BIMEIE, AT KMIP > Registered Clients » Add Client, I§E&#. #4ll5 E—
THhFEMSEE, AEREE.

d. = Save Private Key #l1 Save Certificate F#E AR S iRIES,

e. EOIEHHKMIP 0O, E7 AZl Admin Settings - Interfaces - Add Interface,

i. 15 KMIP Key Management Interoperability Protocol 3 52 Next,
i, PEFE—NE RO,
iii. v Network Interface j%#% all,

iv. 7 Interface Mode i%£$¥ TLS, verify client cert, user name taken from client cert,
auth request is optional,

(AT3de) S RT LATE B AR M PRI = PR R PR A PR T8 B AN &L, ERINZEAN.

<

vi. IEFEEFERN CA, AF = Save,


https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/planning_your_deployment/index#resource-requirements_rhodf
https://access.redhat.com/articles/6932811
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/deploying_openshift_data_foundation_on_vmware_vsphere/index#enabling-cluster-wide-encryprtion-with-the-token-authentication-using-kms_cloud-storage
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/deploying_openshift_data_foundation_on_vmware_vsphere/index#enabling-cluster-wide-encryprtion-with-the-kubernetes-authentication-using-kms_cloud-storage

5513 HEHEE OPENSHIFT BB £tal

f. BIRENARSS 28 CAIES, 1H OISR EA MR Action 25( §), AF =R Download

Certificate,

g Ak : NRBEAEE TR S A StorageClass 117, iHNIB—NBIART Y BHMB R
(KEK) :

i. 17 AZEl Keys » Add Key,
ii. #IA KeyName,
iii. 49> A¥F Algorithm #[I Size % &} AES 1 256,
iv. J3F Create akey in Pre-Active state F X & HEH0H EAFNAT A,

. #BfRTE Key Usage T2 T Encrypt #l Decrypt,

<

vi. EHFETCIENEAN D, LIERE SRR RIEKE—TRAR,

3. BT REEEK
LUARTETES B FHREXRE, [SERARKERELZE OpenShift Data Foundation 58, 1551
MENIER B BFRERERD .

4. SRR MR E I B K [FRATIE ]
Red Hat OpenShift Data Foundation XFFHIRIER S THEEFE BB LRI A LREM, FHRERTN
SRR MRS fRIR AR
o MBI Red Hat OpenShift Data Foundation &2 1115

e MBI Red Hat Advanced Cluster Management for Kubernetes 1] [
Z T fi# OpenShift Data Foundation I #0@ TE, 1551{5 OpenShift Data Foundation 17
(R AB KB EIRE XE,

NBFEMER, ES N OpenShift Workloads BZiE OpenShift Data Foundation RMERE 15
I, LLE Red Hat Advanced Cluster Management for Kubernetes X 41094 2455 HHTEKA
B,

5. BXERAMEMIEEE, ESHER AMEFEE1% &S %% OpenShift Data Foundation F9E
Ko XEREAFHEANSEMLEHERE,

11 AR EFEME XSRS OPENSHIFT DATA FOUNDATION FYZE R
W aER

SRV ZEDEE = OpenShift Container Platform worker 17 g8k infrastructure 71 s, 801 REA
AP INFENE 1 B o

o E=NEFNT RMENT RPHELE - NI ANERETE%E. OpenShift Data Foundation &
A—1 =% e ARRIE I A,

o IFERAMEFUITNE ; MEPASIESYIES (PV), B4 (VG) HiZHESE (LV).
MEBZER, FSHALERFL FTREKRES,

R E TR

Red Hat OpenShift Data Foundation XFFHIT R E THEER BB U TRIBREM, FREMIIEHER
B RRRAR :


https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/planning_your_deployment/index#resource-requirements_rhodf
https://access.redhat.com/articles/6932811
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/configuring_openshift_data_foundation_disaster_recovery_for_openshift_workloads/index
https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_management_for_kubernetes/2.10/html/install/installing#requirements-and-recommendations
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/deploying_openshift_data_foundation_on_vmware_vsphere/index#requirements-for-installing-openshift-data-foundation-using-local-storage-devices_rhodf
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/planning_your_deployment/index#resource-requirements_rhodf
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o MBI Red Hat OpenShift Data Foundation @211 [,
e MBI Red Hat Advanced Cluster Management (RHACM) for Kubernetes 17,

E T fi# OpenShift Data Foundation T #0@ TE, 155145 OpenShift Data Foundation 17 [ 48 %940
HEXE,

BXREMRMERERRAFTRENR, 1ESMH N OpenShift Workloads B2 & OpenShift Data Foundation ik
E 88, LLK Red Hat Advanced Cluster Management for Kubernetes X 141072 25157 AHIE K]
i ERGY

hEEFT REFEK

EXMIERT, BIREST BV, HFEE=/NRBENMPHEENLLE, BRRAREBATE
OpenShift Container Platform RERFE—#IBEH O HITHE, S FEZNHFEH O LT BEE, TE
WERXNMERAR, MR, ZEMEA Metro-DRENE—MET, LUMEEEFREEMAENS N EHIES
DARERBEAEIEE K DR AR B X,

E T fi# OpenShift Data Foundation T #0@ TE, 155155 OpenShift Data Foundation 17 [ 48 %940
HEXE,

==
15 T5 3% B 2 F Flexible scaling #1 Arbiter, B AEAHY BZEA DR, BT RET E,

& A LL— Rk | OpenShift Data Foundation &R IMN— N1 =, BEMHERH, BEE
EWRANEREX A EDRIM—DT R

Boh T RERIEEK
ERHRIRATEH FTHRERE, OpenShift Data Foundation £2HFRAREKEBERE.

MBEZER, FSIHLERFEI FHIRERE D,


https://access.redhat.com/articles/6932811
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/configuring_openshift_data_foundation_disaster_recovery_for_openshift_workloads/index
https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_management_for_kubernetes/2.10/html/install/installing#requirements-and-recommendations
https://access.redhat.com/articles/6932811
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/planning_your_deployment/index#resource-requirements_rhodf

B 2 & FASEEEITRE

B2 E HmASEEIXEATEHRE

{8/ VMware vSphere IRt S XS (BEAEI : ¥51) 1 OpenShift Container Platform £EE
OpenShift Data Foundation } 124t 7 A N ERERBE FURAAIL, XHRERERE & EARSS, XBE
F R R A BT

VMware vSphere ¥ #FRESFIAEE OpenShift Data Foundation 588f, INEAXHEE
KMWEZER, HSHAINEE,

A4, BIREHR E&EE OpenShift Data Foundation ETTHEK, ARIRBLUTHREFERNSEM X
% HITERE :

1. &% Red Hat OpenShift Data Foundation Operator

2. fl|# OpenShift Data Foundation 525,

2.1. %% RED HAT OPENSHIFT DATA FOUNDATION OPERATOR

& BT LUEF Red Hat OpenShift Container Platform Operator Hub %% Red Hat OpenShift Data
Foundation Operator,

SeRFH
e fHAEH cluster-admin  operator ZEANPRAIN 117 7] OpenShift Container Platform 5£8%,

o {EWJITE Red Hat OpenShift Container Platform S£8£/ & 45 =4 worker 5% infrastructure 77

ino

I]T

o BXHMBEREX, ESHANENEEHER,

BF

o YIMETBEE OpenShift Data Foundation FISEEESE Bl BRIA Y sk 2siT, A LL
HRALLT M4 N openshift-storage %% 2[RI EZ2H 1T M 5’65‘4:%5 (FEXMIERT
£1/# openshift-storage 3% Z2|f])

I $ oc annotate namespace openshift-storage openshift.io/node-selector=

o FTRIED infra {’3, %, LUARREIZT s L& Red Hat OpenShift Data
Foundahon R XBBIFETEIINA, MERSER, FSHEEZENDH
B IR HE B P BYRIT 15 % FH worker 79 55 /8 F Red Hat OpenShift Data
Foundation 843, https://access.redhat.com/documentation/zh-
cn/red_hat_openshift_data_foundation/4.15/html-
single/managing_and_allocating_storage_resources/index#how-to-use-
dedicated-worker-nodes-for-openshift-data-foundation_rhodf

ik
1. &Sk OpenShift Web 2H1&

2. = Operators - OperatorHub,


https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html/planning_your_deployment/index
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/deploying_openshift_data_foundation_on_vmware_vsphere/index#preparing_to_deploy_openshift_data_foundation
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/deploying_openshift_data_foundation_on_vmware_vsphere/index#installing-openshift-data-foundation-operator-using-the-operator-hub_cloud-storage
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/deploying_openshift_data_foundation_on_vmware_vsphere/index#creating-an-openshift-data-foundation-service_cloud-storage
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/planning_your_deployment/index
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/managing_and_allocating_storage_resources/index#how-to-use-dedicated-worker-nodes-for-openshift-data-foundation_rhodf
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3. ¥ Filter by keyword #EF iRz A OpenShift Data Foundation, L7 #; OpenShift Data
Foundation Operator,

4. = Install,
5. £ Install Operator T Hi% & L %
a. fHSERE# N stable-4.15,
b. ZEBERXZ A specific namespace on the cluster

c. Installed Namespace iy Operator recommended namespace openshift-storage, 1R
22 |A] openshift-storage ~N777E, ©AR1E Operator RE&T F2 A Al &,

d. ¥¥ Approval Strategy 17t/ Automatic 5% Manual,
INRIEFEE Automatic E#Hr, Operator Lifecycle Manager(OLM)¥ B 5h#+4% Operator B2 1T
S, MR T,

INRILEE Foh B, U OLM RAIB—PNEHIER, EAEHEER, BouiFohiltEZE
#ER, FEEN Operator BHTE BHAIIRA,

e. 1R Console $&# 15 T Enable £

f. =& Install,

o KINZRE Operator fa, A REHRREZR—HE Web console update is available 1§ 2874
HEO, XN #HEE DS H Refresh web console 3 iz BRIz & BB R,

o T Web & :

o ## A Installed Operators, FEJZIE OpenShift Data Foundation Operator 8% & R4k &4
5, BTRREND,

o A%l Storage, B4 Data Foundation (YRR ZE A A,

2.2. {1/ TOKEN Z83F %@ KMS 5 FERESEF N e
B IEBEES S BB TSEEMRIENEE SRR ERMEKE,

FEREZFH
° I8 G4 vault BIU5RIFBR,

o BMH Red Hat OpenShift Data Foundation &% 1], MFELER
Foundation 1T [ YRR E X E,

1, 1HZ [ OpenShift Data

o (FANEFM—IRERMFNEF/SBIHOINEHREE, FNETXEEURER,

it

1. EBEEHEA Key/Value(KV) B E,
XFF vault KV HLE 8128 API, hRAS 1 :

I $ vault secrets enable -path=odf kv

10


https://access.redhat.com/articles/6932811

B 2 & FASEEEITRE

XFF vault KV HLESIZE API, RA 2 :
I $ vault secrets enable -path=odf kv-v2

2. DIESRERSEPR®EI A FE secret EHUTE ASMBRIRSE -

echo'
path "odf/*" {
capabilities = ["create", "read", "update", "delete", "list"]

}

path "sys/mounts” {
capabilities = ["read"]
}'| vault policy write odf -

3. A5 LR ERBRILECHI SR -

I $ vault token create -policy=0df -format json

2.3. {#F KUBERNETES 2% iE AR @1 KMS 5 FASEESE FH RN
e LUE B HE B RYU(KMS) WEBESERIRIINER S B Kubernetes Bk A .

FeREZ M
o EIRFX Vault BT AR,

e B M Red Hat OpenShift Data Foundation @111, MMFEEZEL, 5B OpenShift Data
Foundation 1T [ YRR E X E,

® OpenShift Data Foundation $#{F285 &/l M Operator Hub &3,

o (FUIEFEM—BRELMEN G R, HFMEFERZAN, BREEUEERILERELT.
i =
1. BIRARSSIKF
I $ oc -n openshift-storage create serviceaccount <serviceaccount_name>
Hrh <serviceaccount_names 5 E RSN BI G TR,
Bian -
I $ oc -n openshift-storage create serviceaccount odf-vault-auth

2. % clusterrolebindings #1 clusterroles:

$ oc -n openshift-storage create clusterrolebinding vault-tokenreview-binding --
clusterrole=system:auth-delegator --serviceaccount=openshift-
storage:_<serviceaccount_name>_

o -

1


https://access.redhat.com/articles/6932811
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$ oc -n openshift-storage create clusterrolebinding vault-tokenreview-binding --
clusterrole=system:auth-delegator --serviceaccount=openshift-storage:odf-vault-auth

3. iy serviceaccount 55 HEF] CA IEF B2 secret,

$ cat <<EOF | oc create -f -
apiVersion: v1
kind: Secret
metadata:
name: odf-vault-auth-token
namespace: openshift-storage
annotations:
kubernetes.io/service-account.name: <serviceaccount_name>
type: kubernetes.io/service-account-token
data: {}
EOF

Hrh, <serviceaccount_names £ t—45 O ERIRS K,

4. M secret FREXShEFN CA IEF,

$ SA_JWT_TOKEN=$(oc -n openshift-storage get secret odf-vault-auth-token -o jsonpath="
{.data['token']}" | base64 --decode; echo)

$ SA_CA_CRT=$(oc -n openshift-storage get secret odf-vault-auth-token -o jsonpath="
{.data['ca\.crt']}" | base64 --decode; echo)

5. 1&38 OCP &E&¥if .o

I $ OCP_HOST=$(oc config view --minify --flatten -o jsonpath="{.clusters[0].cluster.server}")

6. IREARSSIKFERE -

$ oc proxy &

$ proxy_pid=$!

$ issuer="$( curl --silent http://127.0.0.1:8001/.well-known/openid-configuration | jq -r
.issuer)"

$ kill $proxy_pid

7. A LE—HhIREME BT Vault FIXE Kubernetes Bp51E A% -

I $ vault auth enable kubernetes

$ vault write auth/kubernetes/config \
token_reviewer_jwt="$SA_JWT_TOKEN" \
kubernetes_host="$OCP_HOST" \
kubernetes_ca_cert="$SA_CA_CRT"\
issuer="$issuer"
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BF

WE L ENLER, 7E Vault FECE Kubernetes BiE 534 :

$ vault write auth/kubernetes/config \
token_reviewer_jwt="$SA_JWT_TOKEN"\
kubernetes_host="$OCP_HOST" \
kubernetes_ca_cert="$SA CA_CRT"

8. 7£ Vault /3 Key/Value(KV) BIRE =R,
X F Vault KV secret BIZE API, hRA1:

I $ vault secrets enable -path=odf kv
X F Vault KV secret 5128 API, hRA 2 :
I $ vault secrets enable -path=odf kv-v2

9. BIERIEERE AT secret LHUTE ASMIBRIRF

echo'
path "odf/*" {
capabilities = ["create", "read", "update", "delete", "list"]
!
path "sys/mounts” {
capabilities = ["read"]
}'| vault policy write odf -

10. A’ :

$ vault write auth/kubernetes/role/odf-rook-ceph-op \
bound_service_account_names=rook-ceph-system,rook-ceph-osd,noobaa \
bound_service_account_namespaces=openshift-storage \
policies=odf \
ttl=1440h

OB RGHA R B KMS £ £, 2ME#FRAE odf-rook-ceph-op,

$ vault write auth/kubernetes/role/odf-rook-ceph-osd \
bound_service_account_names=rook-ceph-osd \
bound_service_account_namespaces=openshift-storage \
policies=odf \
ttl=1440h

2.4. 1] OPENSHIFT DATA FOUNDATION £&F

L% OpenShift Data Foundation #1E#s (operator) /&, & OpenShift Data Foundation,

FRFM

® OpenShift Data Foundation #{/F283 /M Operator Hub 245, MBEEZER, ESH &%
OpenShift Data Foundation Operator,

13
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o ¥ F VMware EBIEIHL, HEHBIRIF disk.EnableUUID i£11% &N TRUE, EEEEA vCenter
KT BB RN, MBEELSER, HSH ATHEN vCenter IRF R, BB
disk.EnableUUID %I, E{EM Customize hardware ik H# VM Options #J Advanced

T, WEBZER, HSMHIE vSphere L2245,

o (W) MREBFEAEBENFMHRBRIEN, BY0E—1 zeroedthick
eagerzeroedthick AR XMER, MEELZER, ESMH VMware vSphere K RE L,

iz
1. 1£ OpenShift Web $£#|& /1, = Operators = Installed Operators & A B R &N
Operator,
iR BiE & openshift-storage.
2. /= OpenShift Data Foundation ##{F25, SAFH i Create StorageSystem,
3. 7£ Backing storage T{E ™, EFELTARA :
a. J Deployment BT %#E Full Deployment,

b. 1%## Use a existing StorageClass %71,

c. %% Storage Class,

BINBERT, BN thin, INREN thick BREFHEAIET H zeroedthick =X
eagerzeroedthick FZ R RNIFER, LRI B FEREN, LRIIBIZFHES.

d. ®i% : %3 Use external PostgreSQL & EAELUE A AEB PostgreSQL [HATINR .
iXH PostgreSQL pod @— M EABEN S TN RMKIZH T ST RMERRAZE,

i IRELUT R
e AF&

o
o [R5 AFHMIRO
o BURFEERT
1LH Enable TLS/SSL 814, 7 Postgres fR%52%/5 FAINE,
e. = Next,
4. 7% Capacity and nodes TUHH, RIHEVLEMFEER :
a. MTHRIFIZKH%FE Requested Capacity B, BRIL%E S 2 TiB.

k

= -

ot

)
B

ERRFHEER, SR BRERMMENTA

,—

To

(REIeFREEI=1F)

-

b. 1£ Select Nodes Z4H, EFEEV=ZANTHT R,

c. 1f Configure performance 839, HEFELITHRERESEZ— :
o 5

14


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.15/html-single/installing/index#installation-vsphere-installer-infra-requirements_installing-vsphere-installer-provisioned
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.15/html-single/installing/index#installing-on-vsphere
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% 2 E [FHIASEEAEHTERE
ENREZBRMERFERE, BERVHWTRETHENTR, HEREESE T SERIDH
CPU M MR E R &/IME TUREEE,
e balanced (ZtiA)
WIMEMNRA AR, HERLET, XNEESE NAE LA SIRETREFEMNMRE
5] B AT,
o HEE
EERWHRNIMERFERE LS REMNRE, HWEEEBSBTDE ample R7EH CPU X
hEEREE R ER, AR E R TE A EHTIEIIT,
¢ -

1 A] LU ERE [5 {3 F StorageSystems 1E1i - BE I3 # dh Y
Configure performance LUk B B M REAL B SR,

BF

AR REESH, FHRCEEFPTRNITAY, AHRTE
HEEPEFRENTREERETRESSFRRERI

BXTWRERNESER, HSH EElREENITNRER,

d. ®IiE : J%F Taint nodes £i%4E, LUSAMET =% AT OpenShift Data Foundation,
+f5% worker TP RABBI=ENFEYET R, VIERSEFES LIS A A,

+ {# A vCenter R KBS OpenShift Data Foundation H22FR% 5 848 1.0 Fr B9 ER 5 s 0
MUERNIFF, LLBRIER—¥ENFE L AR M worker 17 R,

+ INERIEFEHI T 5 OpenShift Data Foundation BI—NER & 30 4 CPU # 72 GiB RAM
HERTEE, NEHRE—NRINWER, NEREREBT REKR, ESHMXEREFR T
TRERERD

+ 157 Taint nodes £1%4E, fHRMETI RE [ THTF OpenShift Data Foundation,

e. = Next,

5. A% : 1£ Security and network TIEH, RIFPIEHIEKFITEE -
a. BERRANE, EFAREENXXHEFERBBENE.
i RPN SN A EBIE

o SECEHIMINE
MBENER (RFXMH)

e StorageClass N#
FREANBNEERCEBNBNRFAES ((OR)

i. A% : J%FF Connect to an external key management service 8 i%4iE, X R2EESEH
ANER B AT I,

A. M Key Management Service Provider FHIFIZEKH, i%£#F Vault 5 Thales
CipherTrust Manager (using KMIP), #IR%EFET Vault, FHEAT—%, MNREE
7T Thales CipherTrust Manager (using KMIP) , &4 iii,
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B. EFEMRIUESE,
RS &

o I AME—BEREAIR, Vault BRSSERIENHbYE ('https://<hostname 3K
ip>) , WOSHShE.

e REJF Advanced Settings, LURIEEH Vault Fe &% A E X EFIEHiF
ll\%i :

o 1f RiREEE P Hi AN OpenShift Data Foundation % Fi B ME—#] Key
Value secret &%,

o (|%) KA TLS BRESEAFRM Vault Enterprise fin 422,

o EEXTRE PEM ZRIGIEF ST, LURME CAIES. B wmIEHBIE ik
i,

o = Save FHLTHIE iv.

{1 Kubernetes 3iF A%

e i AME—B Vault Connection Name, Vault BR %5 2593 #1 1
it (‘https;//<hostname 5 ip>') . OS5 HABETR.

e REJF Advanced Settings, LURIEEH Vault F2 &% A E L EFIEH1F
ll\%i :

o 1f RiREEE P Hi AN OpenShift Data Foundation % Fi B ME—#] Key
Value secret &%,

o A% : B A TLS Server Name #1 Authentication Path (WI&5&EMH) .

o _EEXTRE PEM ZRIGIEF X, LURME CAMES. B wmIEHBIE ik
i,

o = Save FBkiT I iv,
C. ZE{# M Thales CipherTrust Manager (using KMIP) £y KMS #t5/Fs, EIRIBLLT
SRHAT -
. 1EU18 P A B HE IR S HIME — AT,

Il. 7£ Address #1 Port Z8%> 7, %A Thales CipherTrust Manager B9 IP LI R TEE
HERAT KMIP #O08im0, fi0 :

o it 1233432
e %O : 5696
. Eff BPERUES. CAIER B,
IV. SNREA T StorageClass MNER, H4iA B TIN5 AR R M —IR AT,

V. TLS Server FEE AR, FHIEEHE KMIP i) DNS KB EA, 4
a0, kmip_all_<port>.ciphertrustmanager.local,

16



B 2 & FASEEEITRE

D. & M,
E. =ili Next,
b. B/EHA in-transit IN%, 1E1LEE In-transit encryption,
e L,
ii. = Next,
6. 7 Data Protection TIHER, #REEH Openshift Data Foundation Egi& Regional-DR f#27
%X, RFEIEFE Prepare cluster for disaster recovery (Regional-DR only)& %48, &l

Next,

7. 7 Review and create TIEHH, KMEEBEIFE.
EEBREMEEIXE, 15HT Back.

8. H.; Create StorageSystem,

MREMBEEENHIELZ TR, NRHEN, BHEREFETENREZSNHRESN, &
AT LAMRIEN SRS R IB R EELE Ceph IIETHE. 1£ OpenShift Web 2 & 8938 A E R #
TRERSK Alert Center, LUIERATI®NN Ceph MIRRME LT, BRI LUMERAERFH
Configure JATREZE Ceph IiER1TH. BXELZER, 1S RE Ceph Iitl2RiT
WER.

o PIFBRERFHMERNKRLNRT

a. £ OpenShift Web #Z#l&H, FHiZEl Installed Operators » OpenShift Data Foundation
- Storage System — ocs-storagecluster-storagesystem — Resources,

b. 5%k StorageCluster #9 Status 2%/ Ready, #}HZENBE— M xBASIRL,

1. EEE OpenShift IEREMMAMEHG T EMRINRE, 1ESHEIEER OpenShift
Data Foundation S8 &,

Hh BER
Z /5 F Overprovision Control &4k, 15[ Monitoring B Alerts 185,
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3B HAXMEEXEHE

F AR EF %S TE OpenShift Container Platform %% OpenShift Data Foundation NIER AL OIEER
ERERBF HURBIETL, X RENIE S EMIRS, XEBMT NN ARESANEFEE,

FERAATEBERE OpenShift Container Platform BJ VMware L #E& OpenShift Data Foundation,
HH, EHITRES A, EFBRESHR £ 5EE OpenShift Data Foundation ETTHIE K,

1. &% Local Storage Operator

2. &%k Red Hat OpenShift Data Foundation Operator o

3. ] OpenShift Data Foundation %%,

3.1. 2% LOCAL STORAGE OPERATOR

EARMF %% £ O Red Hat OpenShift Data Foundation 288, % %EM Operator Hub %% Local
Storage Operator,

i =
1. &Sk OpenShift Web 12 &,
2. = Operators - OperatorHub,

3. fE Filter by keyword #E7### A local storage, MiZE{F2351&KF1E 3R Local Storage operator 3t
Bie,

4. 1£ Install Operator T Hi%E LA 5L -
a. SERES N stable,
b. REERZ A specific namespace on the clustet

c. Installed Namespace i Operator recommended namespace openshift-local-storage,
d. fFHLHEERTN Automatic,

5. = Install,

e I5iF Local Storage Operator @B B4k BAT, KRKREZEM.

3.2. Z% RED HAT OPENSHIFT DATA FOUNDATION OPERATOR

& A LUE A Red Hat OpenShift Container Platform Operator Hub %2%% Red Hat OpenShift Data
Foundation Operator,

FRFH

e fHAEZH cluster-admin 1 operator ZEANPRAINK 117 7] OpenShift Container Platform 58%,
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B 3 & HAKIEHEHRE

{RWATE Red Hat OpenShift Container Platform &8t ZE D =4 worker 5 infrastructure 77
=1

™o

5

o BXHMBEREX, ESHANENEEER,

BF

o YIRFEEEE OpenShift Data Foundation MU EESE B BRI T it FEashT, EaTLL
HERALLT 45 openshift-storage A& 2 AR E R BV mikiFeR (FEXMERT
£I# openshift-storage &34 Z2|f])

I $ oc annotate namespace openshift-storage openshift.io/node-selector=

o GV AN infraiss, LUARREZT s LA Red Hat OpenShift Data
Foundation %R, XBEBFETEIHNE, MBELER, FSLHEZHMDE
B IR HE B P BYRIT 1F % FH worker 79 55 /8 F Red Hat OpenShift Data
Foundation 843, https://access.redhat.com/documentation/zh-
cn/red_hat_openshift_data_foundation/4.15/html-
single/managing_and_allocating_storage_resources/index#how-to-use-
dedicated-worker-nodes-for-openshift-data-foundation_rhodf

it =

1. &Sk OpenShift Web 124,

2. = Operators - OperatorHub,

3. ¥ Filter by keyword #EF iRz A OpenShift Data Foundation, L7 #; OpenShift Data
Foundation Operator,

4. = Install,
5. £ Install Operator T Hi% & LA % -
a. fHJEE# ) stable-4.15,
b. ZEERZ A specific namespace on the cluster

c. Installed Namespace 75 Operator recommended namespace openshift-storage, MR
22 |A] openshift-storage ~777E, ©AR1E Operator RE& T F2 A Al &,

d. f¥ Approval Strategy 17t/ Automatic 5% Manual,
INRIEFEE Automatic E#Hr, Operator Lifecycle Manager(OLM)¥ B 5h#+4% Operator B2 1T
S, MR T,

INREEE Foh B, I OLM KOIB—NEHFIER, FHNERSER, BUIFhiltELZE
&R, FEERN Operator BHTE BHAIIRA,

e. AR} Console & 1%:4¥ T Enable £,
f. = Install,
o KINZRE Operator fa, A REHRRER—HE Web console update is available 1§ 287

HEO, SiXPHHEE OB Refresh web console 3 & Bz 4l & B9 E i,
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o Tt Web & :

o # AZl Installed Operators, B4 OpenShift Data Foundation Operator 2% R4k B4
=, BRREN,

o #AZ| Storage, BYIF Data Foundation {{ &R EE 7 H.

3.3. 7£ VMWARE VSPHERE 6| OPENSHIFT DATA FOUNDATION
VMware vSphere X#LAT =R BB K77 %

o EMAAE (VMDK)

o [RIRIX LSS (RDM)

® VMDirectPath I/O

FERFZH
o MMIRHRMEAKRMIFME LS LLE OpenShift Data Foundation BERE S FHIFFEEK,

o MMEDLBEZ=A worker TR, HEHREMKXNEENT RMEE, FHEE VMware EEAX
MR .

e %fF VMware vSphere LRIEFIAML, 1E#ERYT disk.EnableUUID ;&% & TRUE, HERSR
vCenter IR RN Y BEECERETUNL. MFEZER, HSM AR vCenter IR, BXE

disk.EnableUUID %17, 1%{£F Customize hardware £+ H VM Options #J Advanced
XU, NFEZER, HSHIE vSphere L2245,

Y=

1. 1£ OpenShift Web $£#|& /1, = Operators = Installed Operators & A B R &N
Operator,
W#{RFTI% BiE & openshift-storage.

2. Hif OpenShift Data Foundation #/F25, A/ % i Create StorageSystem,
3. T£ Backing storage TIEM, HATLAT#ERE :

a. NEBEBRBLFAFERLEE.

b. 1%$¥ Create a new StorageClass using the local storage devicesi%i,

c. A% : 7%EFF Use external PostgreSQL 8 EMELUER A ER PostgreSQL [FARTIN ]
iXH PostgreSQL pod @— M ERBIEN S TN RMKIZH T ST RMERRAE,

i IRBLLUT RS
e P4
o
o [R55% AR
o BURFERTR
i. 1E# Enable TLS/SSL &£1%4E, 7y Postgres BR552%/2 AINE,
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B 3 & HAKIEHEHRE

MRBILRARE, REKIRTERE Local Storage Operator, = Install Fi%
18 Installing Local Storage Operator FIFTIREYE FEHF1TIRIE,

4. 7f Create local volume set TIEH, IBHLUTER :

a. 77 LocalVolumeSet #1 StorageClass %ij A— & 5.
RNERT, FHELMAEMAEBELM, ETLIERE.

b. R TF—I1 :
o WA R EME, UUMERSAAE T m ERE s8I iR B,
o EET = EMmEA, LUER(NERTET = EBRmL B2 LB By =] PR AL,

BF

o REAMERAINHES T RUEBNEFHEERSI TR 3INTARNE
BREKRE, FRERRENT B,
BRREFVENGER, BN EXEAZEAREY BIERH
YAML 7" /& OpenShift Data Foundation ZE&¥,

o REV BINEEREMBISA, UELEEHANEA.
o HIREFMT 25 OpenShift Data Foundation B9—PNEREAR] 30

CPU #1 72 GiB RAM I EKARLEE, NEEBE — P&/ INHEE,
MBRIEEET RER, HSHANRIERE P TTREERED,

c. M Disk Type 55k, #%£fF SSD/NVMe,
d. B Advanced B9 FIZELL T IED
BEREN BROARIEEER,
R MTHIFISRAPIEFE— NS NI FRE,
AL RN NIEERER/N100GB Ky, URFESEWNREHRATAKRN,

WERE L  XRFTALEALUGEN PV HE LR, MRILFEREZE, N HEERT S EMmE
R o] A O PV,

e. = Next,
& ER—MNAFHEIAIE LocalVolumeSet BB O,

f. HE Yes LA4REL,
5. ff Capacity #l nodes MEHH, BEUTHE :

a. TANBRKAESRIESEHE XA NEAERREE, XNEE LA F 8
I, Selected nodes FIRABRIEFMER TR =,
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22

6. /

b. 7E£ Configure performance Z84 7,

o F¥53%
ERREZRIMERFERAE, BERVMKT
CPU MR E R &/IME TREEE,

SRR T HEFRI 5

e balanced (BtiA)

LEFRBURAT RN, 15 IR,
[

o [kgE
EAERYWHRAIMEFRFERELURS R

NS ER, LUARN R T IF 7 Eut

R, MECESET

EERE. JttﬁE%%ﬁ
FTIRAEIAT,

U T HRRESE— !

T OB

XA BECES B TR 7 ER M BRI e

I8 ample R7EH] CPU £

1Al LU ERE [5 {8 F StorageSystems 1ET - BE I3 # dh Y

Configure performance %713 2 & 14 AE

BF

B R PR R B A

BAXHERERNELER, HSM ERESEMNT

c. Ek

d. = Next.
: 7£ Security and network TUE R, RIFBEHER

a. HEFRAME, "R NREERNXGFHEE RBEME,

b. EFELLTINEL 2 — -

® Cluster-wide encryption EIN%

EEFETREBER, BRI EERP R

RESR.

/ﬁE’JéHU_JFH'I‘i E TR

FIRECERATRER S RIRE KX,

TREXK,

W Taint nodes E154E, LUfSFATIAT =% FF OpenShift Data Foundations

HITECIE :

BNEE (RIEFMEAXUFNE) .

e Storage class encryption LAERINE /G AMNFHE R OZMBENFAES ((BRHIR) .

c. A% : % Connect to an external key management service 2 %1E, X 2EEEEHEINE

BRI,

i. M Key Management Service Provider FHI7IZKH,
Manager (using KMIP), #NRi%EFE T Vault, 1HHEAT

1% Vault 3% Thales CipherTrust
—%, MREEET Thales

CipherTrust Manager (using KMIP) , 15#EI35 5% i,

i EFEEHRIEE.
EEE R AT 3

o I AME—BEREAIR, Vault RSS2/ ENHbYE ('https://<hostname 3K

ip>) , WOSHBH,

e B Advanced Settings, LARIEEH Vault BELEH A M ERIUET IS -
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o TElRimigE %A OpenShift Data Foundation % F HME—HB) Key Value
secret B{1%,

o (|%) KA TLS BRESEAFRM Vault Enterprise fin 22,

o ERERNE PEM GRIGIEF XM, LURAt CAUET. B mE+ % P imfh
.

o = Save FHHLTHIE iv.

{1 Kubernetes 3iF %

o i AME—B Vault Connection Name, Vault BR %5 2593 41 i
it ('https:;//<hostname 2 ip>') . OS5 HABEF.

e B Advanced Settings, LARIEEH Vault BEoEH A % ERIUETFIE ¢

o TEfRUmE&E H i AN OpenShift Data Foundation % f EME—# Key Value
secret B{1%,

o A% : B A TLS Server Name #1 Authentication Path (WIR5&EMA) .

o EENNE PEM GIGIEF XM, LURAt CAUET. B EmIET % P imfh
B

o = Save FBKIH IR iv.
iii. Z{# M Thales CipherTrust Manager (using KMIP) £/ KMS #t5/ 78, iHRBUTSE
HAT -
A. 1R B B A B HE R RSB ME —E A TR,

B. 7£ Address #1 Port Z§4H, %A Thales CipherTrust Manager B9 IP LI R 7EE /5
A7 KMIP #0O/mA, Fa0 :

o ihht: 1233432
e w0 :5696
C. tff BFumitd. CAMERF B wmFhi,
D. MR/ZA T StorageClass MN%, &I A BT N2 AR HIME— PRIk,

E. TLS Server FERZ %R, FHIEXRE KMIP i =B DNS BN ER, B
2, kmip_all_<port>.ciphertrustmanager.local,

iv. e L,
d. = Next,
7. 1 Data Protection TIE A, #NREEH Openshift Data Foundation E2& Regional-DR fi#)R 7
%X, RFIEFE Prepare cluster for disaster recovery (Regional-DR only)& %48, &l s
Next,

8. 1 Review and create TEH, KEREIEE,

o EBRENEMEEXRE, FHli Back LLREIE] E—FE THE.
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9. H.i; Create StorageSystem,

MREMBEEENHELZ TR, NRHEH, BHEREFETEINREZSNHRESN, &
AT LAMRIEN RS R IF I EELE Ceph IHIETHE. £ OpenShift Web 2 & B8 A E R H
TRERSK Alert Center, LUIERATI®NN Ceph MIRRMEETL, BRI LUMERAERFH
Configure JATREZE Ceph IER1TH. BXELZER, BB RE Ceph Itl2RiT
WER.,

o PIFBRERFHMERNKRLNRT

a. £ OpenShift Web #Z#l&H, FHiZEl Installed Operators » OpenShift Data Foundation
- Storage System — ocs-storagecluster-storagesystem — Resources,

b. 5%k StorageCluster #J Status 2%/ Ready, HEHZNBE— M axBASINL,

o ZENIRBAFMERPCATRENT R, HHTUTSE FFhEER, EERARENT
R’

1. 7E£ OpenShift Web #%l&, SfnZl Installed Operators —» OpenShift Data Foundation
- Storage System — ocs-storagecluster-storagesystem — Resources,

2. 7 YAML i&Ti& R, 1E spec #f9##5R4# flexibleScaling, 1f status 39 #3=
failureDomain, #1:R flexible scaling 7y true, # B failureDomain %7 host, NI&EAR
SERY BT,

spec:
flexibleScaling: true

[...]
status:
failureDomain: host

o ZEIHF OpenShift BUBEMMATBHE R T EKINEE, 1HSHYIEER OpenShift Data
Foundation Zf&,

Hih 5w
o EET RVLEERNAE, F5/J BEFHER,
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% 4 3 UF OPENSHIFT DATA FOUNDATION

2 4 = 151F OPENSHIFT DATA FOUNDATION

FAARTISIUE OpenShift Data Foundation 25 B IEHAERE,

4.1. 35UF POD BYIRE

it

1. M OpenShift Web ##ll& = Workloads = Pods,

2. M Project Ti5Zk A% openshift-storage.

==
INREFA Show default projects T, 15§ A UIHIRHIIHARBBRINTTE,

BRENMHAGTEAN pod HERHZEEBRT T RBENELSER, HBMN &K 414k
OpenShift Data Foundation &£ Pod”,

3. 4 Running 1 Completed pod % &t E2s, LAISIUELLT pod @& 4LF Running #1 Completed
7N

3 4.1. %] OpenShift Data Foundation £ Pod

Hr TR pod

OpenShift Data Foundation Operator
P ' Hnaat P e ocs-operator114 ({EfE(ETT =L 1D

pod)

e ocs-metrics-exporter ((EfAEAE T m L 1
A pod)

e odf-operator-controller-manager-* ({f
=T =L 11 pod)

e odf-console-* {EfAIF T =L 14 pod)

e csi-addons-controller-manager-* ({f
fAIFRE T RLE 14 pod)

Rook-ceph Operator rook-ceph-operator-*

(ERFMET RER 1D pod)
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HHF X R pod

ZEW%
FRIRRA e noobaa-operator-* ({EfI#EFfET mL 1D

pod)
e noobaa-core-* (fEfAI#FfiE T = £ 14 pod)

e noobaa-db-pg-* ({ERIFHETTRL 1D
pod)

e noobaa-endpoint-* ((EfAFE T | L 14
pod)

MON rook-ceph-mon-*

(EF# T =[A 246 3 4 pod)

MGR rook-ceph-mgr-*
(ER=F#ETREB T pod)

MDS rook-ceph-mds-ocs-storagecluster-
cephfilesystem-*

(21 pod BT RIF 2 76)

RGW rook-ceph-rgw-ocs-storagecluster-
cephobjectstore-* ({E@F#T R LA 14
pod)

Csl
o cephfs

o csi-cephfsplugin-* (E1MEETT =L
14 pod)

o csi-cephfsplugin-provisioner-* (2
A pod TEFMET R [E] 2 70)

e rbd

o csi-rbdplugin-* (BMEFHETRETAD
pod)

o csi-rbdplugin-provisioner-* (2 4
pod FEFF T R [E] 2 75)

rook-ceph-crashcollector rook-ceph-crashcollector-*

(BT RE T pod)
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Hr XFRIEY pod

OSsD .
e rook-ceph-osd-* (B Ni% & 14 pod)

e rook-ceph-osd-prepare-ocs-
deviceset-* (BN 11 pod)

4.2. %51F OPENSHIFT DATA FOUNDATION £ E R E

it

1. 1€ OpenShift Web ##I& M, s Storage — Data Foundation,

2. 7£ Overview ET£H Status £/, s Storage System, ARG s HIERREERYHE,
3. 1E Block and File LUk # Status £/, %iE Storage Cluster R 5 EBLBAS,

4. 1f Details £/, WiFRE ZREFHER.

INFE A *F M Block and File {{Z&R#R# OpenShift Data Foundation £EERMEZER, 5SS Lk
OpenShift Data Foundation,

4.3. %F MULTICLOUD &M< EHEE

iy =

1. 1€ OpenShift Web ##I& M, s Storage — Data Foundation,

2. 7E Overview %£IiE£#) Status £, == Storage System, ARG R HIERMFERTEEE,
a. 7£ Object %ETI£H Status £ A, ik Object Service 1 #EFH 1 MEFRBAS,

b. 1t Details £4, WIFETERT MCGEE,

NEA X FERANRIRSSURIREY OpenShift Data Foundation £BBERMNELE R, HSIIL
OpenShift Data Foundation,

4.4, FIERENEHERZESEE

it

1. M OpenShift Web #2#I& Z &g+, sifi Storage - Storage Classes,

2. WIFR BB/ OpenShift Data Foundation SEEEH G2 T LU F 1A -

e ocs-storagecluster-ceph-rbd
e ocs-storagecluster-cephfs
e openshift-storage.noobaa.io

e ocs-storagecluster-ceph-rgw
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5 E REMIZTNRMK

@1t OpenShift Data Foundation ER B S =X R KA M Al HERBIRMRIFEM, HEBFHD FIRHE
. EALUERSSEM XS SERAEME LS EE Multicloud X R M X H &

5.1. EAZSF IR EREIRIIL TR M X

XA ER D SR REBEIRIL Multicloud XN RMKAHE, BFRUTSHE :

2% Red Hat OpenShift Data Foundation Operator

DI L AR

5.1.1. 2% Red Hat OpenShift Data Foundation Operator

&\ LU#E A Red Hat OpenShift Container Platform Operator Hub %2%% Red Hat OpenShift Data
Foundation Operator,

FRFM

it =
2.
3
4.
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fEAEZA cluster-admin #1 operator ZEARAINK 7 17i[7] OpenShift Container Platform &%,

{RWATFE Red Hat OpenShift Container Platform &8s ZE D =/ worker 5 infrastructure 77

ino

BREMFBRER, wSHMNENEEER.

BF

o YIRFEEEE OpenShift Data Foundation MU EESE B BRI T it ashT, EaTLL
HERALLT 45 openshift-storage A& 22 AR E R B mikfFeR (FEXFERT
£1/# openshift-storage &3 % Z2|f])

I $ oc annotate namespace openshift-storage openshift.io/node-selector=

o GV AN infraiss, LUARREZT = EE Red Hat OpenShift Data
Foundation %R, XEBFETEIHNE, MBEELER, FSLHEZHDE
B IR HE B P BYRIT 5 % FH worker 79 55 /8 F Red Hat OpenShift Data
Foundation 843, https://access.redhat.com/documentation/zh-
cn/red_hat_openshift_data_foundation/4.15/html-
single/managing_and_allocating_storage_resources/index#how-to-use-
dedicated-worker-nodes-for-openshift-data-foundation_rhodf

&k OpenShift Web #4515,
= Operators = OperatorHub,

1E Filter by keyword #E A58 A OpenShift Data Foundation, LLZ$; OpenShift Data
Foundation Operator,

= Install,
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B 5 = BB S AT RMXK

5. 7E Install Operator T Hi% & LA 5% -
a. B ER /) stable-4.15,
b. ZEBERXZ A specific namespace on the cluster

c. Installed Namespace 7/ Operator recommended namespace openshift-storage, MR
22 |A] openshift-storage N777E, ©AR1E Operator RE& I F2 A Al &,

d. Y% Approval Strategy 17t/ Automatic 5% Manual,
INRIEFEE Automatic E#H, Operator Lifecycle Manager(OLM)¥ B 5h#+4% Operator B2 1T
S, MR T,

IR Foh B, N OLM KOUIB—NEIHMEKR, FANEHREER, BUNFiltExE
#ER, FEERN Operator BHE BHAIIRA,

e. H{R 7 Console ¥ £ T Enable £,

f. =& Install,

o KINZRE Operator fa, A REHRREZR—1HE Web console update is available 1§ 287
HEO, sXDiHHE O+ Refresh web console 3 R BRIZE4I BB T,

o T Web & :

o ## A Installed Operators, FEJ%iE OpenShift Data Foundation Operator & & R4k &4
5, BTRREND,

o A%l Storage, B4k Data Foundation (YRR Z2E A A,

5.1.2. GBI Z =N R <

1EE8E OpenShift Data Foundation B, & REEOIERIMITI S =X RMKHE,

FoRFM

o A{RE%RE OpenShift Data Foundation Operator,

it =

1. 1£ OpenShift Web $£#|& /1, = Operators - Installed Operators ZEEFH B &4/
Operator,

W#{RFTI% BiE & openshift-storage.
2. Hif OpenShift Data Foundation operator, $A/F . i Create StorageSystem,
3. 7£ Backing storage T{E ™, 1EFELUTARA :
a. ] Deployment K&%H% Multicloud Object Gateway,
b. 1%## Use a existing StorageClass 1%,

c. = Next,
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4. A% : %FF Connect to an external key management service 2 i%1E, X E2ERESEHEINZENT
vin

PEEII,

a. M Key Management Service Provider FHIFIZEK, i%# Vault 5 Thales CipherTrust
Manager (using KMIP), #08R%F T Vault, iE#AT—%, MRMEIEFET Thales
CipherTrust Manager (using KMIP) , 15#EI5 5% i,

b. FFHMRIESE.

FERSEEIEAE

o MIAME—BLERERAR, Vault RS2 ENHbEE (https://<hostname BX ip>') , U
OS5k,

e B Advanced Settings, LARIEEH Vault BELEH A M ERIET IS ¢

o 7 BRI AN OpenShift Data Foundation % Fl EME—# Key Value
secret B{1%,

o (|%) A TLS BRESEAFRM Vault Enterprise fin 22,
o _EfEXTRAY PEM JRADIET S0, LURM CAUES. B RIEH AR mEH.

o = Save FHLTFHIE iv.

{1 Kubernetes 3k A&

o f§ AME—BY Vault Connection Name, Vault IR$5 239 EHLHlE (‘https:;//<hostname
=Hip>) . WOSHABEN,

e B Advanced Settings, LARIEEH Vault BEoEH A % ERIUETFIE ¢

o 7 IRiREEE ¥ AN OpenShift Data Foundation % Fl EME—# Key Value
secret B{1%,

o TH[I%E : HiA TLS Server Name #1 Authentication Path (WI5&MA) .
o _EfENNBY PEM GRIDIEF M, LURM CAER. B mIEHEimfhi,
o = Save FBKIH IR ivo
c. Ef#f Thales CipherTrust Manager (using KMIP) £y KMS 7, H IR TS E
17
i TEY0 B i A BB R IR S5 B ME— R TR,

ii. 7 Address #1 Port #843#, #iA Thales CipherTrust Manager B IP A RIEH P ERAT
KMIP O 89im0, flgn

o it 1233432
e %O : 5696
i, £ff BPmES, CAUERH B imfhiA,
iv. SNRFFA T StorageClass N, 15 A R FINEMARZBIHE— IR,
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v. TLS Server FEXZFI1EH), FHTE%H KMIP im=#) DNS BN {EMH, 4l
1, kmlp_all_<port>.c|phertrustmanager.localo

1 P,
e. = Next,

5. 7 Review and create TLEIH, EEEBEIFE :
EEBREMEEIXE, 15HT Back.

6. H.; Create StorageSystem,

ZSUE OpenShift Data Foundation £ 2 B2

1. 1£ OpenShift Web ##I& M, s Storage —» Data Foundation,

2. 7£ Overview E£IiE#) Status £, £ Storage System, RJF R HIERMFIE RS HE
#,

a. 7E£ Object %ET£H Status £ A, IiE Object Service 1 #EH 1 MEFHRBAS,

b. 1t Details £4, WIFETERT MCGEE,

JE pod BIIRE
1. M OpenShift Web ##& == Workloads - Pods,

2. M Project THI%IZ&K A% openshift-storage, B IELLTF pod 246 F Running K.

=
» INRE A Show default projectsiiiil, 15§ AUIHIRHIIHARBBRINTIE,

HEr TR pod

OpenShift Data

- o b N
Foundation Operator e ocs-operator114 ({EfEET =L 14 pod)

e ocs-metrics-exporter ({Efa7zf# T &L 14 pod)

e odf-operator-controller-manager-* ({Efa#Ffi#Ti =L 14
pod)

e odf-console-* {EfIF T =L 14 pod)

e csi-addons-controller-manager-* ({EA#EfETT =L 1D
pod)

Rook-ceph Operator rook-ceph-operator-*

(ERFMET REB 1D pod)
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HHF X R pod

ZEW%
FRIRRA e noobaa-operator-* ({EfI#EETT L 14 pod)

e noobaa-core-* (BT = £ 14 pod)
e noobaa-db-pg-* ({EfIFE T =L 14 pod)

e noobaa-endpoint-* ({E@ &7 s £ 14 pod)

5.2. ERAMEF I EERBE IS A RM K
FERXNERD R REFEMIL Multicloud X RMXAEH, BFRUTEHE :
e % | ocal Storage Operator
e %24 Red Hat OpenShift Data Foundation Operator

o AIEMIISZTNTRMK

5.2.1. 4% Local Storage Operator

EARMF %% £ O/ Red Hat OpenShift Data Foundation 288, i%%EM Operator Hub %% Local
Storage Operator,

i =
1. &Sk OpenShift Web 12 &,
2. = Operators - OperatorHub,

3. 7 Filter by keyword {E/## A local storage, MIE{E2355KF1E 5 Local Storage operator
Bie,

4. 1£ Install Operator U1 H & LA T -
. [SE RSN stable,

Q

b. REERZ A specific namespace on the cluster

c. Installed Namespace i Operator recommended namespace openshift-local-storage,
d. fHHtLHEERTN Automatic,

5. = Install,

e IU5iF Local Storage Operator @B B4 BAS, KKREZEM.
5.2.2. &2%& Red Hat OpenShift Data Foundation Operator
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B 5 = BB S AT RMXK

& A LUE A Red Hat OpenShift Container Platform Operator Hub %2%% Red Hat OpenShift Data
Foundation Operator,

FRFM

it s
2.
3
4.
5.

fEAEZA cluster-admin #1 operator ZEARAINK 7 17i[7] OpenShift Container Platform &%,

& WA JNTE Red Hat OpenShift Container Platform &£/ Z D H =4 worker 5% infrastructure 7

ino

BREMFEBRER, wSEMNENEEER.

HE
o YIRFEEEE OpenShift Data Foundation FISEEESE B BRI T it R ashl, EaTLL

HERALLT 45 openshift-storage A& 22 AR E R B mikiFeR (FEXFERT
£1/# openshift-storage 3% Z2|f])

I $ oc annotate namespace openshift-storage openshift.io/node-selector=

o GV AN infraiss, LURARREZT s EE Red Hat OpenShift Data
Foundation %R, XEBFETEIHNE, MBELER, FSHEZHDE
B IR HE B P BYRIT 1F % FH worker 79 55 /8 F Red Hat OpenShift Data
Foundation 843, https://access.redhat.com/documentation/zh-
cn/red_hat_openshift_data_foundation/4.15/html-
single/managing_and_allocating_storage_resources/index#how-to-use-
dedicated-worker-nodes-for-openshift-data-foundation_rhodf

&k OpenShift Web #4515,
= Operators = OperatorHub,

1E Filter by keyword #E A58 A OpenShift Data Foundation, LLZ#; OpenShift Data
Foundation Operator,

= Install,
1£ Install Operator T{E A% & L LTI ¢
a. fHJBEE# ) stable-4.15,
b. ZEBERXZ A specific namespace on the clustet

c. Installed Namespace 75 Operator recommended namespace openshift-storage, MR
22 |A] openshift-storage N777E, ©AR1E Operator R F2 A Al &,

d. Y% Approval Strategy 17t/ Automatic 5% Manual,
INRIEFEE Automatic E#Hr, Operator Lifecycle Manager(OLM)¥ B 5h#+4% Operator B2 1T
S, MR,

INRIEEE Foh B, I OLM KOIB—NEHFIERK, EFHNEBRSER, BUIFhiltELZE
#ER, FBEN Operator BHTE BHAIIRA,

e. H{R 7 Console ¥ £ T Enable £,
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f. =& Install,

o KINZRE Operator fa, A REHRRER—1HE Web console update is available 1§ 2874
HEO, SXDiHHE O+ Refresh web console 3 R BRIZE4I S BI T,

o T Web & :

o A Installed Operators, FEJIIE OpenShift Data Foundation Operator 8% & R4k &4
5, BTRREND,

o #AZ| Storage, BYIE Data Foundation (&R ES 7 H.

5.2.3. f BT Z X RMK

1EE8E OpenShift Data Foundation B, & REEOIERIMIT S =X R M KHE,

FoRFH

o A{RE%RE OpenShift Data Foundation Operator,

it =

1. 1£ OpenShift Web $£#|& /1, = Operators - Installed Operators ZEEFH B &4/
Operator,

W#{RFTI% BiE & openshift-storage.
2. Hif OpenShift Data Foundation operator, #A/F . i Create StorageSystem,
3. 7£ Backing storage T{E ™, EFELTARA :
a. 7} Deployment K&%HE Multicloud Object Gateway,
b. j%$¥ Create a new StorageClass using the local storage devicesi%i,

c. = Next,

MRBILRARE, REKIRTERE Local Storage Operator, = Install Fi%
& Installing Local Storage Operator R EE SR ITIRIE,

4. 1 Createlocal volume set TIE A, REUTER :

a. /7 LocalVolumeSet #1 StorageClass %ij A— & #5.
RNERT, FHELMAEMAEBELM, EILIERE.

b. EEELTER I :

o AT R LRI
HERESFE T R ERTEITIERR AR AT Atk L.

o kT R bR
(XAERMIE T R £ A 5 A I8 25 PR BC A9 =T Ffdk et
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c. M Disk Type 55, #%£$F SSD/NVMe,
d. B Advanced E9FIZ B LA TED ¢
BEX XHRGREEINLEE, 1B BB Filesystem,

Pt MTFHRIFIRBPEFE —NHL MG FER,
L ER NN EFRBER/ 100GB KN, UREEZEGSHITFHRARTREKN,

WA E XRFTALEALUGEN PV HE LR, MRILFEREZE, N HEERT S EMmE
R o] A AR PV,

e. = Next,
& ER—MNAFHEIAIE LocalVolumeSet BB O,

f. B Yes LA4KEL,

5. ff Capacity fll nodes TIEA, EELLTHEA :

a. TANBRKAESRIESEHRE XA NEAERTEE, XNEE LA F e
I, Selected nodes FIRIBIEFER T T Mo

b. = Next,

6. Tk : % Connect to an external key management service 2 i%4E, X BERSERHMBNT
prinviniR

a. M Key Management Service Provider THI%Z, i%# Vault 3 Thales CipherTrust
Manager (using KMIP), #08R%F T Vault, iE#AT—%, MRMEEFET Thales
CipherTrust Manager (using KMIP) , 15#EI35 5% i,

b. EFEERIUETT .
EE R AT S

o MIAME—BLERERAR, Vault RS ENHbEE (https://<hostname X ip>') , U
OS5k,

e B Advanced Settings, LARIEEH Vault BEL&EH A M ERIET IS ¢

o 7 BRI AN OpenShift Data Foundation % Fl EME—# Key Value
secret B{1%,

o (|%) KA TLS BRESEAFRM Vault Enterprise fin 422,
o EEXREI PEM ZRIGIEF S0, LURHE CAMER. BFmiEBAE - mhEH.
o = Save FBkiT I iv,

{1 Kubernetes 3k /&

o f§ AME—MY Vault Connection Name, Vault IRS5 239 E ML HlE ('https:;//<hostname
=Hip>) . WOSHABEN,

e B Advanced Settings, LARIEEH Vault BELEH A M ERIUETFIE -
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o 7 IRiREEE ¥ AN OpenShift Data Foundation % Fl EME—# Key Value
secret B{1%,

o A% : Hi A TLS Server Name #1 Authentication Path (WIR5&EMA) .
o _EfENNBY PEM GRIDIEF M, LURHM CAER. B mIEHE imfhi,
o = Save FHLTHIE iv.
c. Ef#f Thales CipherTrust Manager (using KMIP) £ KMS 1 FE, H RIS EH
17
i TEY0 B i A BB IR IR S5 B ME— R R,

ii. 7 Address #1 Port #843#, #iA Thales CipherTrust Manager B9 IP A RIEH P ERAT
KMIP O 89w 0, flgn

o it 1233432
e %O : 5696
i, £ff BPmIES, CAUERH B imfhiA,
iv. SNRFFA T StorageClass N, 1% A B FINE AR BIHE— IR T,

v. TLS Server FERZ /%R, FHIERHE KMIP iz =B DNS KB ER, A
a0, kmip_all_<port>.ciphertrustmanager.local,

e P,
e. = Next,

7. 7£ Review and create TN+, EEEEIFE :
EEBREMEEIXE, 15HT Back.

8. H.; Create StorageSystem,

ZSUF OpenShift Data Foundation (# 2 AR

1. 1€ OpenShift Web ##I& M, s Storage — Data Foundation,

2. 7E Overview %£Ii£#) Status £, =R Storage System, ARG = HIEFRFIERTHE
%,

a. 7t Object %EI£/Y Status £ #, JUIE Object Service F H#EH 14 BEFLREBHAS,

b. 7t Details ¥4, BiIFrEHFERT MCG &,

BE pod BIRE
1. M OpenShift Web ##& == Workloads - Pods,

2. M Project THi%lIZ&K A% openshift-storage, HIIELLT pod 46 F Running X7
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==
7 INREE A Show default projects T, 15§ AUIHIRHSIIHARBRRINTIE,

A X R pod

OpenShift Data
Foundation Operator

Rook-ceph Operator

ESVSENTES

e ocs-operatori14 ({E@#Ff#T s L 14 pod)
e ocs-metrics-exporter ({Efa7zf# T &L 14 pod)

e odf-operator-controller-manager-* ({Efa#Ffi#Ti =L 14
pod)

e odf-console-* {EfIF T/ =L 14 pod)

e csi-addons-controller-manager-* ({EA#EfETT =L 1D
pod)

rook-ceph-operator-*

(ERFMET REB 1D pod)

noobaa-operator-* ({EfAI#Ffi#T =L 14 pod)

noobaa-core-* (fEfAIF 77 = £ 14 pod)

noobaa-db-pg-* (fE#&Zfi# T = £ 11 pod)

e noobaa-endpoint-* ({E@ &7 s £ 14 pod)

37



Red Hat OpenShift Data Foundation 4.15 £ VMware vSphere E#8:& OpenShift Data Foundation

% 6 = #iF OPENSHIFT DATA FOUNDATION #h#h

#a# 7R OpenShift Data Foundation 7SR B E B MR U AT R 4L, FHAHESXLEERE,
MELE TR T &R —ER B 7 E SRR,
i =

1. 7£ OpenShift Web #Z&ll& A, 7 AZl Storage —» Data Foundation - Topology.
ME T RFHEEERERNSXE, ERAUEEXEPEBEA AR R, XL FRRTER
T BB HFENITEEEEARER, MKSHEESIEREN,

2. EFE—ANT RREEENERBPIT RIFE, ELTLLURIT & search/preview decorator EIFR3E
PR AR HR S ERE,

3. BEEHNEIFE

a. |1 = R preview decorator, T m EESER—MESED
FIEERE RERE,

o}
M
El
=l
pal
S
<t
oI
bl
i
&

b. SiEEIA AR Back to main viewigil, LAXAFHRE_EME,
c. R ENNEREECHNESZER, MERFHESASENEERP &=,

4. 1 Resources IR EE pod 8. WERTIFRAT A, FiRHEEETEIFITHRIEH
PREVKLEL

5. | pod §E#EH OpenShift Container Platform _£B pod S B T1HE, ZHEEEHE O RITI.
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& 7 = H1%Z OPENSHIFT DATA FOUNDATION
7.1. IR ER#E X 1% OPENSHIFT DATA FOUNDATION

ZLINERE R E1E OpenShift Data Foundation, 15 [# A X % OpenShift Data Foundation BYHI1H %
XE,
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