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FEHREEES

FEFREZESZ

RN FEHRBNINAIE, ST Web BHFRFERBMIES., BITMXENRIEFFLE : master,
slave, BEHEMELYE, BFHIAI/E+2RE, XEFRFEEFHENNLANLZITHRAPERS LiE,
fEi5&E & CTO Chris Wright IS &,


https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language
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R ZTNE AR M = 1t
AV AR RIRME R IS IFEN AL EE T,
ZRMRE, HQIE— Bugzilla ticket :
1. #A Bugzilla P,
2. 7£ Component 84, % XA
3. 1E Description FHI ABERHMER. SEXEBXE OB,

4. = Submit Bug,


https://bugzilla.redhat.com/enter_bug.cgi?product=Red Hat OpenShift Data Foundation

=

EIE

Red Hat OpenShift Data Foundation X FF{EiE Sk kT FHE IR P BIINA Red Hat OpenShift
Container Platform(RHOCP) AWS &8% LE8E, LIKRMRIEIMEMFFEEIRAZH,

AWS Ef{ZHAER OpenShift Data Foundation &£8f, MIHRAXBEEZRMNELER, &
SR ER B F A A ERE OpenShift Data Foundation,

FERE OpenShift Data Foundation, 1EMEEERE OpenShift Data Foundation ETTHIERFFI8, FiR
BENEREBEENHERRE :

o FRAMSHEMHIFEITHE
o IREBMIIL TN RM KA

[l


https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html/planning_your_deployment/index
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/deploying_openshift_data_foundation_using_amazon_web_services/index#preparing_to_deploy_openshift_data_foundation
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/deploying_openshift_data_foundation_using_amazon_web_services/index#preparing_to_deploy_openshift_data_foundation
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/deploying_openshift_data_foundation_using_amazon_web_services/index#deploy-standalone-multicloud-object-gateway
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B3 HESERE OPENSHIFT £ E A

F A SEE LA TE OpenShift Container Platform _E#%E OpenShift Data Foundation NIER AL OIEER
ER SR B HR AL T,

TEFFIAERE Red Hat OpenShift Data Foundation &, HIRBUA TS EHIT

1 A% MREFERABBABERS (KMS) HashiCorp Vault 5 AEESEENER, 1HRBUTS
BRHAT -

o MAEMABMM Red Hat OpenShift Data Foundation Advanced 11, & T fi# OpenShift
Data Foundation 1T #04al T4E, 155 #5 OpenShift Data Foundation 11 [5#8 3 B9 11 7 32
=,

o LINMNEESE Token JUE A AR, 1ESEERA KMS 810 Token S4951E 5 FA S EFE H BRI N
=,

o WNNBRIEIET Kubernetes IIF 53RN, iHSEEH KMS £H Kubernetes S22 55 1F /=
SESEHEMINE,

o MBIRIGTE Vault fRS5 2R LERAZRAMIESR,
2. W% NREFEAARBFEERY (KMS) Thales CipherTrust Manager J& FREESE RN,
BEEAEATERREEDN (KMIP), HERSSHELERSRIER, REBUTSHR
E :

a. R KMIP BEFIHAEFEE, HLUE—, ERAPRES, 1% KMIP - Client Profile -» Add
Profile,

i. FEQIEEBENTTES, I CipherTrust B/ & INZE] Common Name FE&H,

b. @it A%l KMIP - Registration Token - New Registration Token E 0|5k, W TF—
T EHITHE,

c. BIMEIH, i AT KMIP > Registered Clients » Add Client, I§E&#. #4ll5 E—
THhFEMSEE, AEREE.

d. = Save Private Key #1 Save Certificate F#E AR E S iRIES,

e. EOIEHHKMIP 0O, E AZl Admin Settings - Interfaces —» Add Interface,

i. 155 KMIP Key Management Interoperability Protocol 3 52 Next,
i, PEFE—NEHERO,
iii. 7 Network Interface j%#% all,

iv. 7 Interface Mode i%£$¥ TLS, verify client cert, user name taken from client cert,
auth request is optional,

v.  (F0%) & LATE BR A HE M BREST 5 FR AR A BR AR BR TR FO A R, ©ERIAR R/,
WIFEMAM CA, RE = Save,

f. BIRERARSS 2 CA RS, EOIEM A EANE Action H( 1), A/F=R Download

Certificate,


https://access.redhat.com/articles/6932811
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/deploying_openshift_data_foundation_using_amazon_web_services/index#enabling-cluster-wide-encryprtion-with-the-token-authentication-using-kms_cloud-storage
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/deploying_openshift_data_foundation_using_amazon_web_services/index#enabling-cluster-wide-encryprtion-with-the-kubernetes-authentication-using-kms_cloud-storage

5513 HEHEE OPENSHIFT BB £tal

g Ak : NRBAEE TR S A StorageClass 117, iHNB—NBRIART L BHNB R
(KEK) :

i. #AZE| Keys —» Add Key,

i. HIA Key Name,

iii. 43545 Algorithm %1 Size % &} AES 1 256,

iv. J3F Create akey in Pre-Active state FF X & HEHIH EAFNAT A,
v. H{RTE Key Usage T/EH T Encrypt #1 Decrypt,
vi. SHFOIENEFANID, ERBIEPAEM AR,

3. BT REERER
LA EIVESREFRRE KRN, HEARKEEESE OpenShift Data Foundation 8, 155
(58] #H A5 B B R 2 SR ER 4

4. SRR E I B SR [FATIIE]
Red Hat OpenShift Data Foundation XFFHIRIER S ThEEFE BB LRI A LR EM, FRERTN
SRR R MRS fRIR AR

o MBI Red Hat OpenShift Data Foundation &2 1115

e MBI Red Hat Advanced Cluster Management for Kubernetes 17 [

E T fi# OpenShift Data Foundation 1T 30 TE, 15515 OpenShift Data Foundation 1T
R AB KB EIRE XE,

MTIFAER, 1HSH N OpenShift Workloads E2i& OpenShift Data Foundation WiEIRE 1§
I, LLE Red Hat Advanced Cluster Management for Kubernetes X 410944455 HHTEKRA
B,


https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/planning_your_deployment/index#resource-requirements_rhodf
https://access.redhat.com/articles/6932811
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/configuring_openshift_data_foundation_disaster_recovery_for_openshift_workloads/index
https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_management_for_kubernetes/2.10/html/install/installing#requirements-and-recommendations
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2= FHRNSEMXEERZ OPENSHIFT DATA FOUNDATION

& T LU#E A Amazon Web Services(AWS)EBS (REY, gp2-csi = gp3-csi) RN SEFHLEE
OpenShift Container Platform J:ﬁB% OpenShift Data Foundation, &It 0IER AERERE BHRAE
T, XESFEENBESEMRS, XEBT N BIRHEBNFEZE,

714+, RILAMEF OpenShift Data Foundation (Y EBE L X RMKX(MCG)H M, MEEZER, BESMH
BRI L I RMX,

p= =1
AWS E{{Z#FAER OpenShift Data Foundation 528, MIHFAXMEBEZRNELER, 1§
S KB E,

AH, BIREHR HEE2E OpenShift Data Foundation ETTHEK, ARIRBLUTHREFERNSEM KX
% HITERE :

1. &% Red Hat OpenShift Data Foundation Operator

2. f|# OpenShift Data Foundation 5825,

2.1. %% RED HAT OPENSHIFT DATA FOUNDATION OPERATOR

EA LUFE A Red Hat OpenShift Container Platform Operator Hub &% Red Hat OpenShift Data
Foundation Operator,

SeRFH
e fHAEZH cluster-admin 1 operator ZEAUPRAINK 117 7] OpenShift Container Platform 5£8%,

o {EWJITE Red Hat OpenShift Container Platform 528/ & 45 =4 worker 5% infrastructure 77

ino

I]T

o BXHMBEREX, ESHANENEEER,

B

o YIMEBEE OpenShift Data Foundation FISEEESE Bl BRIA Y s asiy, A LL
FERALLT 5 openshift-storage fp & Z2 A1 E X H W mikiFds (FEXMERT
£I/# openshift-storage &34 Z2|f])

I $ oc annotate namespace openshift-storage openshift.io/node-selector=

o T REN infra {’3, 3, LUARREIZT s L& Red Hat OpenShift Data
Foundahon HiRe XBBIFETEIINRA, MERSER, FSHEZENDH
B RS B P B9 15 % FH worker 79 555 F Red Hat OpenShift Data
Foundation 843, https://access.redhat.com/documentation/zh-
cn/red_hat_openshift_data_foundation/4.15/html-
single/managing_and_allocating_storage_resources/index#how-to-use-
dedicated-worker-nodes-for-openshift-data-foundation_rhodf

Pk
1. &k OpenShift Web #2H1&


https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/deploying_openshift_data_foundation_using_amazon_web_services/index#deploy-standalone-multicloud-object-gateway
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html/planning_your_deployment/index
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/deploying_openshift_data_foundation_using_amazon_web_services/index#preparing_to_deploy_openshift_data_foundation
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/deploying_openshift_data_foundation_using_amazon_web_services/index#installing-openshift-data-foundation-operator-using-the-operator-hub_cloud-storage
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/deploying_openshift_data_foundation_using_amazon_web_services/index#creating-an-openshift-data-foundation-service_cloud-storage
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/planning_your_deployment/index
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/managing_and_allocating_storage_resources/index#how-to-use-dedicated-worker-nodes-for-openshift-data-foundation_rhodf

2 = FHIASEHLXSEE OPENSHIFT DATA FOUNDATION

2. = Operators - OperatorHub,

3. ¥ Filter by keyword #E# Az A OpenShift Data Foundation, L7 #; OpenShift Data
Foundation Operator,

4. = Install,
5. 7E Install Operator T Hi% & LA % -
a. fHJEE# ) stable-4.15,
b. ZEENXZ A specific namespace on the clustet

c. Installed Namespace iy Operator recommended namespace openshift-storage, 1R
22 |A] openshift-storage 777E, ©AR1E Operator RE&T F2 A A&,

d. ¥¥ Approval Strategy 17t/ Automatic 5% Manual,
INRIEFEE Automatic E#Hr, Operator Lifecycle Manager(OLM)¥ B 5h#+4% Operator B2 1T
S, MR

INREFE Foh B, N OLM KUIB—NEIHMEKR, FHNEBREER, BUFiltExE
#ER, FEEN Operator BHE BHAIIRA,

e. H{R 7 Console ¥ £ T Enable £,

f. =& Install,

o KINZRE Operator fa, A REHRRER—1HE Web console update is available 1§ 2874
HEO, sXDiHHE O+ Refresh web console 3 R BRIZE4I BB T,

o T Web & :

o A Installed Operators, FIIIE OpenShift Data Foundation Operator 8% & R4k &4
5, BTRREND,

o #AZ| Storage, BYIF Data Foundation {{ &R ES A H.

2.2. /A TOKEN %k /A %815 KMS 5 FBERSEF N
B I EBEES S BB TSEEMRIENEE SRR ERMEE,

FRFEH
o EIE NS vault B9 A AN R,

e B3 M Red Hat OpenShift Data Foundation @211 14, MFEEZER, 5B OpenShift Data
Foundation 1T [ YRR E X E,

o (FANEFM—IRERMFENEFESBINFINEHREE, FNETXEEURER,

it =

1. EBBEEHEA Key/Value(KV) B E,
XFF vault KV HLE 8128 API, hRAS1 :


https://access.redhat.com/articles/6932811
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I $ vault secrets enable -path=odf kv
X F vault KV HLEFIZE API, fRAS 2 :
I $ vault secrets enable -path=odf kv-v2

2. DIESRERSERR®I A 1E secret EHUTE ASMBRIRSE -

echo'
path "odf/*" {
capabilities = ["create”, "read", "update”, "delete", "list"]

}

path "sys/mounts” {
capabilities = ["read"]
}'| vault policy write odf -

3. A5 LR ERBRILECHI SR -

I $ vault token create -policy=odf -format json

2.3. {#F KUBERNETES 2% 1A F @1 KMS |8 FAEESE FH RN
IR e LUE A B HE B RYU(KMS) WEBESERIBIINER S B Kubernetes Bk A,

FeREZ M
o EIRFX} Vault B FI YRR,

o BB Red Hat OpenShift Data Foundation mZ¢ 1T [, MIHEZER, 1§51 OpenShift Data
Foundation 1T [ YRR E X E,

® OpenShift Data Foundation $#{F285 &I M Operator Hub &3,

o (FUIEFEM—BRELMEN G BE, HFMEFERRAN, EREEUEERILERELT.
i =
1 BIEARSSIKF -
I $ oc -n openshift-storage create serviceaccount <serviceaccount_name>
Hrh <serviceaccount_names 5 E RS F BI G TR,
4N -
I $ oc -n openshift-storage create serviceaccount odf-vault-auth
2. % clusterrolebindings #1 clusterroles:

$ oc -n openshift-storage create clusterrolebinding vault-tokenreview-binding --
clusterrole=system:auth-delegator --serviceaccount=openshift-
storage:_<serviceaccount_name>_

10


https://access.redhat.com/articles/6932811

2 = FHIASEHLXSEE OPENSHIFT DATA FOUNDATION

a0 -

$ oc -n openshift-storage create clusterrolebinding vault-tokenreview-binding --
clusterrole=system:auth-delegator --serviceaccount=openshift-storage:odf-vault-auth

3. iy serviceaccount SR CA IEFEIEE secret,

$ cat <<EOF | oc create -f -
apiVersion: v1
kind: Secret
metadata:
name: odf-vault-auth-token
namespace: openshift-storage
annotations:
kubernetes.io/service-account.name: <serviceaccount_name>
type: kubernetes.io/service-account-token
data: {}
EOF

Hrh, <serviceaccount_names £ t—4% O EIIRS K,

4. M secret FREX4hEFN CA IEF,

$ SA_JWT_TOKEN=$(oc -n openshift-storage get secret odf-vault-auth-token -o jsonpath="
{.data['token']}" | base64 --decode; echo)

$ SA_CA_CRT=$(oc -n openshift-storage get secret odf-vault-auth-token -o jsonpath="
{.data['ca\.crt']}" | base64 --decode; echo)

5. 1&38 OCP &E&¥if .o

I $ OCP_HOST=$(oc config view --minify --flatten -o jsonpath="{.clusters[0].cluster.server}")

6. IREARSSIKFERE -

$ oc proxy &

$ proxy_pid=$!

$ issuer="$( curl --silent http://127.0.0.1:8001/.well-known/openid-configuration | jq -r
.issuer)"

$ kill $proxy_pid

7. A E—$hIREME BT Vault FIXE Kubernetes Bp51E A% -

I $ vault auth enable kubernetes

$ vault write auth/kubernetes/config \
token_reviewer_jwt="$SA_JWT_TOKEN"\
kubernetes_host="$OCP_HOST" \
kubernetes_ca_cert="$SA_CA_CRT"\
issuer="$issuer"

1
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BF

WE L ENLER, 7E Vault FECE Kubernetes BiE A% :

$ vault write auth/kubernetes/config \
token_reviewer_jwt="$SA_JWT_TOKEN"\
kubernetes_host="$OCP_HOST" \
kubernetes_ca_cert="$SA_CA_CRT"

8. 7£ Vault /3 Key/Value(KV) BIRE =R,
X F Vault KV secret BIZE API, hRA1:

I $ vault secrets enable -path=odf kv
X F Vault KV secret 5128 API, hRA 2 :
I $ vault secrets enable -path=odf kv-v2

9. BIERIEERE AT secret LHUTE ASMIBRIRF

echo'
path "odf/*" {
capabilities = ["create”, "read", "update”, "delete", "list"]
1
path "sys/mounts” {
capabilities = ["read"]
}'| vault policy write odf -

10. ERARE :

$ vault write auth/kubernetes/role/odf-rook-ceph-op \
bound_service_account_names=rook-ceph-system,rook-ceph-osd,noobaa \
bound_service_account_namespaces=openshift-storage \
policies=odf \
ttl=1440h

OB RGHA R E B KMS £ EEN, 2MEFRAE odf-rook-ceph-op,

$ vault write auth/kubernetes/role/odf-rook-ceph-osd \
bound_service_account_names=rook-ceph-osd \
bound_service_account_namespaces=openshift-storage \
policies=odf \
ttl=1440h

2.4. 11]% OPENSHIFT DATA FOUNDATION £&F

L% OpenShift Data Foundation #1E#s (operator) /&, & OpenShift Data Foundation,

FRFM

® OpenShift Data Foundation #&{/F23 /M Operator Hub 245, MEZEEZER, ESH &%
OpenShift Data Foundation Operator,

12


https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/deploying_openshift_data_foundation_using_amazon_web_services/index#installing-openshift-data-foundation-operator-using-the-operator-hub_cloud-storage

2 = FHIASEHLXSEE OPENSHIFT DATA FOUNDATION

it

1. 1£ OpenShift Web 1£#|& /1, = Operators = Installed Operators & A B R &N
Operator,

W{RFTI% BiE & openshift-storage.
2. = OpenShift Data Foundation $£{E28, A5 Create StorageSystem,
3. 7£ Backing storage T{EH, 1EFELUTAA :

a. /7 Deployment RELET%ERE Full Deployment,

b. 1%## Use a existing StorageClass 1%,

c. 1%#¥ Storage Class,

M OpenShift Data Foundation kA 4.12 FF4, &= LUEEE: gp2-csi 5% gp3-csi /F 1 1Ffi#
%,

d. ®i% : %3 Use external PostgreSQL & EAELUE A AER PostgreSQL [HATIR 1.
iXH PostgreSQL pod @— M ERBEN S TN RMKIZH T ST RMERRAE,
i IRELUT RIS
e HF%

o By
o [R5Es AMHMEEO
o BUREATR

1%E# Enable TLS/SSL 8%4E, 7 Postgres fR%523/5 AN,

e. mi Next,
4. 7E Capacity and nodes TIEI A, RENLEMESL :

a. MTHIFIFRF%EE Requested Capacity BH, BRIVKE N 2 TiB,

k

-

+

)
il

EFEAFIRERR, KB RNEAAMEN AR

(RIATEEII=£E)
17,

b. 1£ Select Nodes Z9H, EFEEV=ZANTET R,

c. 1f Configure performance 889, EFELITHRERESEZ — :
o fEiE

EHRZRMERERE, BERVNFTRETHENTR, tRESETSREDH
CPU DI R & /IME BRI,

e balanced (BtiA)

BEF DR AN, EERLET, XNMEEENTRETIE SR FTREFEM MR
[

13
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AR BB FRFIMERERELUREREMRE, WEESETDE ample R7FF CPU %
NatEREB R ER, LUARNERETE I BT e HIT,

1R A] LU ERE [5 {8 F StorageSystems 1E T B £ I3 H dh iy
Configure performance LUk E B REAC B SR,

B

R RRECESH, FHRCEEFPTRNITAY, AHRTE
HEEPEFRENTREEETRERSFRRERI

BXRHBRERNEZER, HEM MERERNHIRER,

d. ®IiE : 3% Taint nodes £1%4E, LUSAMET % AT OpenShift Data Foundation,
NFEEENATRHRNETES, HRETROGERENGE/ A AEXE,

INREFEM T RS ERAH 30 4 CPU #1 72 GiB RAM B OpenShift Data Foundation 583 &
;1§7FIT_EEE, N&MBRNNER. NIFREERTREK, HSH HAEFHHTTRE KR
e. = Next,
5. ®i% : 7 Security and network TUEH, RIFEHNERHITEE
a. EERAME, "iEENRIEEHSEEE AN,
i VR E AR —ANINEE RSN A ER L

o SECEHIMINE
MBENER (RFIXMH)

e StorageClass %
FREANBNEERCEBNBENRAES ((OR)

i. A% : J%FF Connect to an external key management service 8 i%4iE, X 2EESEH
ANER B AT I,

A. M Key Management Service Provider FHIFIZEKH, % Vault =X Thales
CipherTrust Manager (using KMIP), #IR%EFET Vault, FHEAT—%, MNREE
%7 Thales CipherTrust Manager (using KMIP) , &4 % iii,

B. EFEMRIUESE,
EE R AT S

o I AME—BEREAIR, Vault BRSSERMENHbYE ('https://<hostname 3K
ip>) , WOSHShE.

e REJF Advanced Settings, LURIEEH Vault F2 &% A E L EFIEHiF
ll\%i :

o 1f IRiREEE P Hi AN OpenShift Data Foundation % Fi B ME—#] Key
Value secret B&%,

o (|%) KA TLS BRESEAFRM Vault Enterprise fin 422,

14


https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/planning_your_deployment/index#resource-requirements-for-performance-profiles_rhodf
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2 = FHIASEHLXSEE OPENSHIFT DATA FOUNDATION

o _EEXTRE PEM ZRIGIEF X, LURME CAMES. B WmIEHBIE ik
.

o = Save FBLTHIE iv.

{1 Kubernetes 3k %

e i AME—B Vault Connection Name, Vault BR %5 2593 41 1
it (‘https;//<hostname 5 ip>') . OS5 HABETR.

e REJF Advanced Settings, LURIEEH Vault F2 &% A E L EFIEHF
ll\%i :

o 1f RimEEE P Hi AN OpenShift Data Foundation % Fi B ME—#] Key
Value secret &%,

o A% : Hi A TLS Server Name #1 Authentication Path (WI&R5&EMA) .

o RN PEM ZRILIEF X, LURME CAMES. BFwmIEHBIE ik
.

o = Save FBkiT I iv,
C. (M Thales CipherTrust Manager (using KMIP) £}y KMS #t5/ 7, HEIRIBLLT
SRAT -
. 1EU18 P A B HE IR S HIME — AT,

Il. 7£ Address #1 Port Z8% 7, %A Thales CipherTrust Manager B9 IP LI R TEE
AT KMIP #O08%0, 40 :

o it 1233432
e %O : 5696
. Eff BPERuES. CAIER B .
IV. SNREA T StorageClass MNER, H%iA B TIN5 AR R ME—IR N,

V. TLS Server FEERAIER), FHIEEHE KMIP i) DNS RENEHE, 4
a0, kmip_all_<port>.ciphertrustmanager.local,

D. 25 %,
E. =i Next,

b. E/F M in-transit 1%, H 1% In-transit encryption,

i e L,
i. mdi Next,
6. 7f Data Protection TIE ™, MMRIEEH Openshift Data Foundation EZi& Regional-DR f# &7
X, RFIEFE Prepare cluster for disaster recovery (Regional-DR only)& %48, &l s
Next,

7. 1£ Review and create A, HMERBEIEE,
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HREWEREREXRE, HH T Back

8. H.i; Create StorageSystem,

AE

MREHWBEBEANKES T A, VIRHFEA, YBBHREFEENKESNHRES, &
AT LUIRIEN sk XIS EEL B Ceph MIE1T4K, £ OpenShift Web 2=l & #:8 £1 T R #
TRNER S Alert Center, LUIERATIEM Ceph MIE2R M ER0ET, Al LUERERFH

Configure JEWRECE Ceph RS 1T, BXELER, ESMH BAE Ceph IR 1T
HEN,

o WIFBRERFHMERNKRLNRT

a. £ OpenShift Web #Z#l&H, FHiZEl Installed Operators » OpenShift Data Foundation
- Storage System — ocs-storagecluster-storagesystem — Resources,

b. 5%k StorageCluster #J Status 2%/ Ready, #}HZENBE— M axBASIRL,

o ZEINF OpenShift BUBEMMATBHE R T EKINEE, 1HSHYIEER OpenShift Data
Foundation 2f&,

H{th B
E 5 Overprovision Control 4k, &£ (% Monitoring B Alerts 18/,

2.5. %1k OPENSHIFT DATA FOUNDATION
J&1E OpenShift Data Foundation 2% B IEFAERE :

1 RiFABEHNRS.

2. 351 OpenShift Data Foundation B R SR .

3. FIE Multicloud S RM*X 2 EEE.

4. 5iE OpenShift Data Foundation 8 ERIFHE LR T EE.

2.5.1. E pod BPIRA

it

1. M OpenShift Web %5 = Workloads = Pods,

2. M Project T#iI5Zk A% openshift-storage.,

% E,E
INREA Show default projects T, 15§ AUIHIRH I HARBBRINTIE,

BXREBNMHGTHIN pod HERETLEUAT T REENELZER, HSMH & 210N
OpenShift Data Foundation &£/ Pod”,
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https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/troubleshooting_openshift_data_foundation/index#resolving-low-ceph-monitor-count-alert_rhodf
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/deploying_openshift_data_foundation_using_amazon_web_services/index#verifying_openshift_data_foundation_deployment
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/monitoring_openshift_data_foundation/index#alerts
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https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/deploying_openshift_data_foundation_using_amazon_web_services/index#verifying-the-openshift-data-foundation-cluster-is-healthy_cloud-storage
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/deploying_openshift_data_foundation_using_amazon_web_services/index#verifying-the-multicloud-object-gateway-is-healthy_cloud-storage
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/deploying_openshift_data_foundation_using_amazon_web_services/index#verifying-that-the-storage-classes-are-created-and-listed_cloud-storage

£ 2 Z= TR AEMEXSEE OPENSHIFT DATA FOUNDATION

3. 7 Running # Completed pod K&t E2%, LARIELLT pod @& 4LTF Running #1 Completed

R

5 2.1. Xt OpenShift Data Foundation & Pod

il TR pod

OpensShift Data Foundation Operator

Rook-ceph Operator

ESVSENTES

MON

MGR

MDS

e ocs-operator114 ({EE#FEfHETmLE 1A
pod)

e ocs-metrics-exporter (AT m L 1
1 pod)

e odf-operator-controller-manager-* ({f
A= T =L 11 pod)

e odf-console-* {EfaIF T =L 14 pod)

e csi-addons-controller-manager-* (%
fAIFRE T RLE 1 pod)

rook-ceph-operator-*

(ERFMET REB 1D pod)

e noobaa-operator-* ({EfIEfET mL 1D
pod)

e noobaa-core-* (fEfAI#FfiE T = £ 14 pod)

e noobaa-db-pg-* ({ERIFHETTRL 1D
pod)

e noobaa-endpoint-* ((EfAFE T m L 14
pod)
rook-ceph-mon-*

(£ <A 246 3 4 pod)

rook-ceph-mgr-*

(ERFMET REB 1D pod)

rook-ceph-mds-ocs-storagecluster-
cephfilesystem-*

(24 pod BT RIF 2 76)
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Hr XFRIEY pod

Csl
e cephfs

o csi-cephfsplugin-* (ENEETT =L
14 pod)

o csi-cephfsplugin-provisioner-* (2
A pod TEFMET R A2 70)

e rbd

o csi-rbdplugin-* (BMEFHETRETAD
pod)

o csi-rbdplugin-provisioner-* (2 4
pod FEFF T R [E] 2 76)
rook-ceph-crashcollector rook-ceph-crashcollector-*

(BNEETTRETD pod)

OSD
e rook-ceph-osd-* (FNi%& 14 pod)

e rook-ceph-osd-prepare-ocs-
deviceset-* (B MM 11 pod)

2.5.2. %iF OpenShift Data Foundation £8t 2 G2

iz
1. £ OpenShift Web %5, = Storage — Data Foundation,
2. 7E Overview £ £B Status £/, s Storage System, A/ s HIERMITEE R HEE,
3. 1E Block and File it H Status £/, %Ik Storage Cluster R 5 EBLBAS,
4. 1% Details £9, FIFREETREEHER.

INFE A *F M Block and File {{ZR#R# OpenShift Data Foundation £EERMEZER, 5SS Lk
OpenShift Data Foundation,

2.5.3. 351F Multicloud S &R M*x 25 R

% =3
1. £ OpenShift Web ##l& A, = Storage — Data Foundation,
2. 7E Overview %£IiE£# Status £, == Storage System, ARG RIMHIERMFERTEEEE,
a. 7t Object %ET£/ Status £ A, J0IE Object Service F H#EH 14 BEFLREBHAS,

b. 1t Details £4, WIFETERT MCGEE,
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https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/monitoring_openshift_data_foundation/index

£ 2 Z= TR AEMEXSEE OPENSHIFT DATA FOUNDATION

NEA X FERANRIRSS(URIREY OpenShift Data Foundation £BBERMNELE R, HHIIL
OpenShift Data Foundation,

254 B EMNEHRREERE

it =3
1. M OpenShift Web &I & Z &g, sifi Storage - Storage Classes,

2. BIFREEOIE OpenShift Data Foundation 2T 08 T LU T A2 -
e ocs-storagecluster-ceph-rbd
e ocs-storagecluster-cephfs

e openshift-storage.noobaa.io
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BI3EZLEMIIZ TN RME

{ i@t OpenShift Data Foundation BB S A RMKXAH T HEBBIRM R EYE, FHEBTFHDHRHE
. @RS EREBEIRIL Multicloud W RIXHME, SERUTHE :

e 2% Red Hat OpenShift Data Foundation Operator

o AIEMIISZ TN RMK

3.1. 2% RED HAT OPENSHIFT DATA FOUNDATION OPERATOR

& BT LUEF Red Hat OpenShift Container Platform Operator Hub %% Red Hat OpenShift Data
Foundation Operator,

SeRFH
e fHAEH cluster-admin 1 operator ZEANBRAINK 117 7] OpenShift Container Platform 58%,

o {EWJITE Red Hat OpenShift Container Platform S£&£/ & 5 =4 worker 5% infrastructure 77

o

T 8

5

o BXHMBEREX, ESHANNENEEER,

BF

o YIMEBHEE OpenShift Data Foundation FISEEESE Bl BRIA Y s asiy, A LL
HRALLT M4 openshift-storage %% 2[RI EZH 17 M 5’65‘4:%5 (FEXMIERT
{1/ openshift-storage 4 %2 [H])

I $ oc annotate namespace openshift-storage openshift.io/node-selector=

o FRIEN infral5R, LBBRREZTRLEHE Red Hat OpenShift Data
Foundahon iR, XBBNFETANRA, NFRZER, FSHEEHNSE
B IR HE B P BYRIT 15 % FH worker 79 55 /8 F Red Hat OpenShift Data
Foundation 843, https://access.redhat.com/documentation/zh-
cn/red_hat_openshift_data_foundation/4.15/html-
single/managing_and_allocating_storage_resources/index#how-to-use-
dedicated-worker-nodes-for-openshift-data-foundation_rhodf

ik
1. &3k OpenShift Web 2#1&

2. = Operators - OperatorHub,

3. ¥ Filter by keyword #EF /A5 A OpenShift Data Foundation, L7 #; OpenShift Data
Foundation Operator,

4. = Install,

5. £ Install Operator T HE A% & L T %

a. [HiEEHH stable-4.15,

b. ZEBERXZ A specific namespace on the cluster
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https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/planning_your_deployment/index
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/managing_and_allocating_storage_resources/index#how-to-use-dedicated-worker-nodes-for-openshift-data-foundation_rhodf

B 3FE MBI ZE RN RMK

c. Installed Namespace iy Operator recommended namespace openshift-storage, 1R
£ 22 |7 openshift-storage 177, ©AR1E Operator RE& I F2 A Al &,

d. f¥ Approval Strategy 17t/ Automatic 5% Manual,
INRIEFEE Automatic E#Hr, Operator Lifecycle Manager(OLM)¥ B 5h#+4% Operator B2 1T
S, MR

INREFE Foh B, N OLM KUIE—NEIMEKR, FHNEHREER, BUFiltExE
#ER, FBERN Operator BHTE BHAIMRA,

e. 1R 7 Console $&# 1% T Enable £

f. =& Install,

o INRE Operator &, APREHEETR—11H Web console update is available {5 2J7#
HEO, XN #HEE O S H Refresh web console 3 fz BRIz & BB R,

o T Web & :

o #AZl Installed Operators, B4 OpenShift Data Foundation Operator 2% R4k B4
5, BRREN,.

o A%l Storage, B4 Data Foundation (YRR ZE A A,

3.2. Q|ERIRITZ =X R M *

1EE8E OpenShift Data Foundation B, & REEOIERIMIT S =X RMKHM,

FRFM

o A{RE%RE OpenShift Data Foundation Operator,

it =

1. 1£ OpenShift Web 1£#|&/, = Operators - Installed Operators ZEEFH B &4
Operator,
iR BiE & openshift-storage.

2. Hif OpenShift Data Foundation operator, #A/F . i Create StorageSystem,
3. 7£ Backing storage T{HEH, EFLUTAA :
a. 1 Deployment K&%H% Multicloud Object Gateway,
1% Use a existing StorageClass 1%,
c. = Next,

4. A% : % Connect to an external key management service 2 %1E, X E2EESEHEIMBZENT
i

a. M Key Management Service Provider FH1%7I%A, ¥ Vault 5% Thales CipherTrust
Manager (using KMIP), #08R%F T Vault, iE#AT—%, MRMEEFET Thales
CipherTrust Manager (using KMIP) , &H34 3 i,
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b. EFERRIUET .
EER AT S

o MIAME—BLERERARR, Vault RS2 ENLHbEE (https://<hostname BX ip>') , U
OS5k,

e B Advanced Settings, LARIEEH Vault BEL&EH A M ERIETFIE -

o 7 IRiREEE ¥ AN OpenShift Data Foundation % Fl EME—# Key Value
secret B{1%,

o (|%) A TLS BRESEAFRM Vault Enterprise fin 422,
o _EfEXTRAY PEM JRADIEF 2, LURM CAUES. B URIEH AR mEH.

o = Save FBLTHIE iv.

{1 Kubernetes 3k A%

o f AME—BY Vault Connection Name, Vault IR$5 239 EHLHlE ('https://<hostname
=Hip>) . WOSHABEN,

e B Advanced Settings, LARIEEH Vault BEoEH A M ERIUETFIE ¢

o 7 BRI AN OpenShift Data Foundation % Fl EME—# Key Value
secret B{1%,

o TH[I%E : Hi A TLS Server Name #1 Authentication Path (WI5&MA) .
o _EfENNBY PEM GRIDIER M, LURHM CAER. B mIEHNE  infhi,
o = Save FHLTHIE iv.
c. Ef#f Thales CipherTrust Manager (using KMIP) £ KMS 17, H IR TS E
17
i TEY0 B i A BB R IR S5 B ME— R TR,

ii. 7 Address #1 Port #843#, #iA Thales CipherTrust Manager B9 IP A RIEH P ERAT
KMIP O 89w 0, filgn

o ihht: 1233432
e %O : 5696
i, £ff BPmIEH, CAUERH B imhiA,
iv. SNRFFA T StorageClass N, 1% A R FINE MR BIHE—IR IR,

v. TLS Server FERZ AR, FHIERHE KMIP iz =B DNS KB ER, #
a0, kmip_all_<port>.ciphertrustmanager.local,

d. %5 P,
e. = Next,

5. 7 Review and create TLEIH, EEREIFE :
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HREWEMEREXRE, HH T Back,

6. H.; Create StorageSystem,

ZSUE OpenShift Data Foundation £ 2 B2

1. 1€ OpenShift Web ##I& M, s Storage — Data Foundation,

2. 7£ Overview EIiE#) Status £H, £ Storage System, RJF =R HIERMFIE RS HE

%,

a. 7£ Object %ETI£/ Status £ A, ik Object Service 1 #EH1E MEFRBAS,

b. 1E Details £,

BE pod BIRS

BiIFRELERT MCGER,

1. M OpenShift Web ##& == Workloads - Pods,

2. M Project THI%IZEK A% openshift-storage, B IELLTF pod 46 F Running K7,

5 ==
INREA Show default projects T, 15§ AUIHIRHSIHARBBRINTE,

A

OpenShift Data
Foundation Operator

Rook-ceph Operator

ESVSESTES

TR pod

ocs-operator114 (fEAF#ET = £ 14 pod)
ocs-metrics-exporter ({EfEI#Ffi#T7 =L 11 pod)

odf-operator-controller-manager-* ({EfAfzfig it 11
pod)

odf-console-* F{AIF i T = £ 14> pod)

csi-addons-controller-manager-* ({EfA#E# T m L 14
pod)

rook-ceph-operator-*

(ER=F#ET REB T pod)

noobaa-operator-* ({EfAIEFfi#T =L 14 pod)
noobaa-core-* (fEfAIF T = £ 14 pod)
noobaa-db-pg-* (fE#&Zfi# T = £ 11 pod)

noobaa-endpoint-* (fE@ {77 s £ 14 pod)
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%8 4 Z 75& OPENSHIFT DATA FOUNDATION #h3#b

#a# 7R OpenShift Data Foundation 7SR B E B MR U AT R 4L, FHAHESXLEERE,
MELE TR T &R —ER B 7 E SRR,
i =

1. 7£ OpenShift Web #Z&ll& A, 7 AZl Storage —» Data Foundation - Topology.
B RFHEEERERNISXE, EAUEEXEFEBEA AR R, XL FARRTER
T BB HFENITEEEEARER, MKSHEESIEREN,

2. EFE—ANT RREEENERBPIT RIFE, ELTLLURIT & search/preview decorator EIFR3E
PR AR HR S ERE,

3. BEEHNEIFE

a. |1 = R preview decorator, T m EESER—MESED
FIEERE RERE,

o}
M
El
=l
pal
S
<t
oI
bl
i
&

b. SiEEIA AR Back to main viewigil, LAXAFHRE_EME,
c. R ENNEREECHNEZER., MERFHESASENEERP &=,

4. =) Resources LI F&HE pod § 2. METREAT RN, FIRMABT R iFth it 1TopEE
BREGRLE

5. | pod §E#EH OpenShift Container Platform _£B pod S B T1HE, ZHEEEHE O RITI.
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& 5 = H%#k OPENSHIFT DATA FOUNDATION
5.1. IR ERE X 15 OPENSHIFT DATA FOUNDATION

ZLINERE R E1E OpenShift Data Foundation, 15 [# A X % OpenShift Data Foundation BYHI1H %
XE,
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