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FEFREZESZ

RN FEHRBNINAIE, ST Web BHFRFERBMIES., BITMXENRIEFFLE : master,
slave, BEHEMELYE, BFHIAI/E+2RE, XEFRFEEFHENNLANLZITHRAPERS LiE,
fEi5&E & CTO Chris Wright IS &,


https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language

LIS R SR 15

R ZTNE AR M = 1t
B R EN O IRBER THME R, H & IFEANIMELEEE T,
ZRMRE, HQIE— Bugzilla ticket :
1. # A Bugzilla Pk,
2. 7£ Component Eirh, % X84,
3. 1E Description FHI ABERHMER. SEXEBXE OB,

4. = Submit Bug,


https://bugzilla.redhat.com/enter_bug.cgi?product=Red Hat OpenShift Data Foundation
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13 XF MULTICLOUD ¥ &M%

Multicloud XM % (MCG) & OpenShift W EJ REMIRS, TR BENIE, RAEREETE
HESNEER, SPEHPNEREFHEPHITT B.



B 25 FHANARFIINS TN RMX

F£2E FRANBARERIINS A RMX
AT LA AR LA AWS S3 Siifi Fl AWS S3 B FF A B4 (SDK) BIRCHS 1 B FREI N FRF2 B 17 [R1% SR AR
%, MARFEZERESLZNRMA(MCO)iRR. VilF AR secret Vi BHH, &7 LUE BRI A IR
MCG CLI R R
INFEA X7 RADOS X RMX(RGW)S3 ImmBIE R, 1ES Ui RADOS & R X S3 s
SeRFH
e IF1EiZ1THI OpenShift Data Foundation &,

e TE MCG R iTREUELERE,

# subscription-manager repos --enable=rh-odf-4-for-rhel-8-x86_64-rpms
# yum install mcg

2 3

cak

EEERI SRS REEERE SR,

o ¥IF IBM Power, FRLT&HS :

I # subscription-manager repos --enable=rh-odf-4-for-rhel-8-ppc64le-rpms

o XFIBMZ, HHUTHS :

I # subscription-manager repos --enable=rh-odf-4-for-rhel-8-s390x-rpms

o =&, MMALIM TEZLIE OpenShift Data Foundation 1 LB OpenShift Data Foundation
RPM &% MCG ¥4 2,

' RIBIREOIRIE S IERBRY ™ G2 4A,

EE LB B R A U RIAE R8s R VA BEAF] secret DF R34 -
o M) Multicloud 4R M %
o {EMF MCG 41T R EVI M Multicloud *T R M %

i

R EMENXAETIH MCG FrfifiiH

IR E P imR R RE 281 7] https://<bucket-name>.s3-openshift-storage.apps.mycluster-
cluster.ge.rh-ocs.com

<bucket-name>

& MCG Fhi#t@ar &5
540 : https://mcg-test-bucket.s3-openshift-storage.apps.mycluster-cluster.qe.rh-ocs.com


https://access.redhat.com/downloads/content/547/ver=4/rhel---8/4/x86_64/packages
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/managing_hybrid_and_multicloud_resources/index#accessing-the-Multicloud-object-gateway-from-the-terminal_rhodf
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/managing_hybrid_and_multicloud_resources/index#accessing-the-Multicloud-object-gateway-from-the-mcg-command-line-interface_rhodf
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DNS % B &Z mcg-test-bucket.s3-openshift-storage.apps.mycluster-cluster.qe.rh-ocs.com 3
&M S3 BRS5.

' i
BREE— DNS KB, WEEREN N EFEE RN ARFER MCG Fifi,

2.1. MZ #1517 MULTICLOUD % & %

iz

i21T describe %, LUEBEEXZ TN RMERMCO)ImRMER, SIEEIGHEH
(AWS_ACCESS_KEY_ID {#) # secret i}i[7/#%%] (AWS_SECRET_ACCESS_KEY ff) .

I # oc describe noobaa -n openshift-storage
FHEERBLMT -

Name: noobaa
Namespace: openshift-storage
Labels: <none>
Annotations: <none>

API Version: noobaa.io/vialphal
Kind: NooBaa

Metadata:
Creation Timestamp: 2019-07-29T16:22:06Z
Generation: 1
Resource Version: 6718822
Self Link: /apis/noobaa.io/vialphal/namespaces/openshift-storage/noobaas/noobaa
ulD: 019cfb4a-b21d-11e9-9a02-06¢c8de012f9%e
Spec:
Status:
Accounts:
Admin:
Secret Ref:
Name: noobaa-admin
Namespace:  openshift-storage
Actual Image: noobaa/noobaa-core:4.0
Observed Generation: 1
Phase: Ready
Readme:

Welcome to NooBaal!

NooBaa Core Version:
NooBaa Operator Version:

Lets get started:

1. Connect to Management console:
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Read your mgmt console login information (email & password) from secret: "noobaa-admin".
kubectl get secret noobaa-admin -n openshift-storage -o json | jq ".data|map_values(@base64d)’'

Open the management console service - take External IP/DNS or Node Port or use port
forwarding:

kubectl port-forward -n openshift-storage service/noobaa-mgmt 11443:443 &
open https://localhost:11443

2. Test S3 client:

kubectl port-forward -n openshift-storage service/s3 10443:443 &

NOOBAA_ACCESS_KEY=$(kubectl get secret noobaa-admin -n openshift-storage -o json | jq -r
'data.AWS_ACCESS_KEY_ID|@base64d')

(2]

NOOBAA_SECRET_KEY=$(kubectl get secret noobaa-admin -n openshift-storage -o json | jq -r
".data.AWS_SECRET_ACCESS_KEY|@base64d')

alias s3="AWS_ACCESS_KEY_ID=$NOOBAA_ACCESS_KEY
AWS_SECRET_ACCESS_KEY=$NOOBAA_SECRET_KEY aws --endpoint https://localhost:10443 --
no-verify-ssl s3'

s3ls

Services:
Service Mgmt:

External DNS:
https://noobaa-mgmt-openshift-storage.apps.mycluster-cluster.qe.rh-ocs.com
https://a3406079515be11eaa3b70683061451e-1194613580.us-east-

2.elb.amazonaws.com:443

Internal DNS:
https://noobaa-mgmt.openshift-storage.svc:443

Internal IP:
https://172.30.235.12:443

Node Ports:
https://10.0.142.103:31385

Pod Ports:
https://10.131.0.19:8443

serviceS3:

External DNS: €)
https://s3-openshift-storage.apps.mycluster-cluster.qe.rh-ocs.com
https://a340f4e1315be11eaa3b70683061451e-943168195.us-east-2.elb.amazonaws.com:443

Internal DNS:
https://s3.openshift-storage.svc:443

Internal IP:
https://172.30.86.41:443

Node Ports:
https://10.0.142.103:31011

Pod Ports:
https://10.131.0.19:6443

Q Pa12%8 (AWS_ACCESS_KEY_ID {#)

9 Secret access key (AWS_SECRET_ACCESS_KEY fH)
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©® vcGiEk

-
oc describe nooba I H I H 7 = BRI ERFIANER DNS & FR, {F B PER DNS A,

TRERZEINM, 4E8 DNS @/ Load Balancing AR E, RIbEE—NE/INEHIRK
$o

2.2 MCG 51757 E 157 MULTICLOUD X 4R M %
SEREM

e T#H MCG H1TRMHE,

# subscription-manager repos --enable=rh-odf-4-for-rhel-8-x86_64-rpms
# yum install mcg

2 3
EEERI SRS S REEERE SR,

Gk

o XfF IBM Power, FRAL TGS :
I # subscription-manager repos --enable=rh-odf-4-for-rhel-8-ppc64le-rpms

o XFIBMZ, HHEUTHS :

I # subscription-manager repos --enable=rh-odf-4-for-rhel-8-s390x-rpms

b =
17 status S ViAlim s, ViR ZEAF] secret i[RI B4EA -

2
I noobaa status -n openshift-storage
FHEEREFLMT -

INFO[0000] Namespace: openshift-storage

INFO[0000]

INFO[0000] CRD Status:

INFO[0003] Exists: CustomResourceDefinition "noobaas.noobaa.io"
INFO[0003] Exists: CustomResourceDefinition "backingstores.noobaa.io"
INFO[0003] Exists: CustomResourceDefinition "bucketclasses.noobaa.io"
INFO[0004] Exists: CustomResourceDefinition "objectbucketclaims.objectbucket.io"
INFO[0004] Exists: CustomResourceDefinition "objectbuckets.objectbucket.io”
INFO[0004]

INFO[0004] Operator Status:

INFO[0004] Exists: Namespace "openshift-storage”

INFO[0004] Exists: ServiceAccount "noobaa"

INFO[0005] Exists: Role "ocs-operator.v0.0.271-6945f"

INFO[0005] Exists: RoleBinding "ocs-operator.v0.0.271-6g45f-noobaa-fvpj"

10
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INFO[0006] Exists: ClusterRole "ocs-operator.v0.0.271-fjhgh"

INFO[0006] Exists: ClusterRoleBinding "ocs-operator.v0.0.271-fjhgh-noobaa-pdxn5"
INFO[0006] Exists: Deployment "noobaa-operator"

INFO[0006]

INFO[0006] System Status:

INFO[0007] Exists: NooBaa "noobaa"

INFO[0007] Exists: StatefulSet "noobaa-core"

INFO[0007] Exists: Service "noobaa-mgmt"

INFO[0008] Exists: Service "s3"

INFO[0008] Exists: Secret "noobaa-server"

INFO[0008] Exists: Secret "noobaa-operator”

INFO[0008] Exists: Secret "noobaa-admin”

INFO[0009] Exists: StorageClass "openshift-storage.noobaa.io"
INFO[0009] Exists: BucketClass "noobaa-default-bucket-class”

INFO[0009] (Optional) Exists: BackingStore "noobaa-default-backing-store"
INFO[0010] (Optional) Exists: CredentialsRequest "noobaa-cloud-creds”
INFO[0010] (Optional) Exists: PrometheusRule "noobaa-prometheus-rules”
INFO[0010] (Optional) Exists: ServiceMonitor "noobaa-service-monitor"
INFO[0011] (Optional) Exists: Route "noobaa-mgmt"

INFO[0011] (Optional) Exists: Route "s3"

INFO[0011] Exists: PersistentVolumeClaim "db-noobaa-core-0"
INFO[0011] System Phase is "Ready”

INFO[0011] Exists: "noobaa-admin”

e #
#- Mgmt Addresses -#
e #

ExternalDNS : [https://noobaa-mgmt-openshift-storage.apps.mycluster-cluster.ge.rh-ocs.com
https://a3406079515be11eaa3b70683061451e-1194613580.us-east-2.elb.amazonaws.com:443]
ExternallP : ]

NodePorts : [hitps://10.0.142.103:31385]

InternalDNS : [https://noobaa-mgmt.openshift-storage.svc:443]

InternallP : [https://172.30.235.12:443]

PodPorts : [https://10.131.0.19:8443]

e #
#- Mgmt Credentials -#
e #

email :admin@noobaa.io
password : HKLobH1rSuVUOI/soulkSiA==

- #
#- S3 Addresses -#
- #

ExternalDNS : [https://s3-openshift-storage.apps.mycluster-cluster.ge.rh-ocs.com
https://a340f4e1315be11eaa3b70683061451e-943168195.us-east-2.elb.amazonaws.com:443]
ExternallP : ]

NodePorts : [hitps://10.0.142.103:31011]

InternalDNS : [https://s3.0penshift-storage.svc:443]

InternallP : [https://172.30.86.41:443]

PodPorts : [https://10.131.0.19:6443]

1



Red Hat OpenShift Data Foundation 4.15 EEEAMS =Y

=N

\9

AWS_ACCESS_KEY_ID  :jVmAsu9FsvRHYmfjTiHV

AWS_SECRET_ACCESS_KEY : E//420VNedJfATvWSmDz6FMtsSAzuBv6z180PT5¢

e #

#- Backing Stores -#

e #

NAME TYPE TARGET-BUCKET PHASE AGE

noobaa-default-backing-store aws-s3 noobaa-backing-store-15dc896d-7fe0-4bed-9349-
5942211b93c9 Ready 141h35m32s

- #

#- Bucket Classes -#

Ho-mmmmmmem e #

NAME PLACEMENT PHASE AGE

noobaa-default-bucket-class {Tiers:[{Placement: BackingStores:[noobaa-default-backing-store]}]}
Ready 141h35m33s

No OBC's found.

ﬂ endpoint
9 access key

9 secret access key

RAERTMNES, 70 BEAF0 secret Ui R B3 E 2N BIRF,

o -

IR AWS S3 CLI @M ARERF, LT aaf#5H OpenShift Data Foundation FRBYE %A :

AWS_ACCESS_KEY_ID=<AWS_ACCESS_KEY_ID>

AWS_SECRET_ACCESS_KEY=<AWS_SECRET ACCESS_KEY>

aws --endpoint <ENDPOINT> --no-verify-ssl s3 Is

2.3. T RHZ XN RMKBIEEZIER API
TRIIHE T Multicloud X RM<(MCG)EBIBTZEIE API REZHH .,

12
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post bucket

BT k1

bucket &4 #p[EHA

ZB& (Buckets, Objects)

bucket M4

bucket ACL (Get, Put)

bucket I &

bucket @41

bucket ¥ SRR A

Get Bucket Info (HEAD)

bucket 15K it

BEX &

llEISES

IREUN R

%4 ACL (Get, Put)

Get Object Info (HEAD)

POST &4

LD ES

ZERD L%

ISE SN

X

X

X

25

B FF

B FF

B FF

X

X

Partialy

T FF

Supoorted

X

B FF

X

X

X

X

X

X

X

X

X

B 25 FHANARFIINS TN RMX

S4B E =R MCG bucket REZER
— B4

FEB—HAT L ACL

S4B E =R MCG bucket REZER
— 849

DUESOE SuR::

X F R

REB—HAT 2L ACL

POREIRIAME

REEFEBAEE
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Storage class ¥

—

A% %F cors, metrics, inventory, analytics, inventory, logging, notifications,
accelerate, replication, request payment, locks verbs

14
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3.1 AIBFHNE &
£ OpenShift Data Foundation Fr {8 F LE SRR QIR #T RO S 75 13 1

FRFH

® OpenShift Data Foundation BY&E 51 17 A AR,

it

1. 7£ OpenShift Web #Z#& ), = Storage —» Object Storage,
2. Hik Backing Store jETI,
3. Hif Create Backing Store,
4. 7£ Create New Backing Store TIE R HUTLL T HR4E :
a. Wi ARtRfFiE &R,
b. i Provider,
c. % Region,
d. AT : A HR.
e. MTHIFIRAIEFE—T Secret, HELIBBSH secret, HH, EHALIGIHRE
Credentials & RIEE &K secret,
BXOE OCP secret WEZE R, 1551 Openshift Container Platform XH4sh#y Il
secret EB43,
BIMEEEHHRFZETRNINE, EXNVEEREFEHLE secret WESER, 1ESH

% 3.3 "[FH MCC S TRANEAHZ ERMEMHR ﬁ-#&wﬁﬁvmmwwMW%
RS IR ITIRE,

% E,E
b3 5 Google Cloud FlA# PVC LUAABIRR A AL N B X

f. %ul Target bucket, BEI#7 bucket RREBTEETRFSNARFHE. SRTEUE—MNE
£1F MCG e LUt E i B T 150

5. i Create Backing Store,

1. 1£ OpenShift Web ##I& 1, s Storage — Object Storage,

2. M Backing Store i£1iF, UEBMERFE.

32. BERINEEEE

15
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& 5] LA{# 8 manualDefaultBackingStore 11 & & & 2A1A NooBaa e & &M, MREFEFEARIANE S
EHEBCE, MMYSEHMER, XRETBEE LGS EMEBMNRENE, HREBENEESKRESGES, BiTF
FLXANTORE, A LU —H A0 RS H 18 om H M RE,

FRFH

o LRI TH A OpenShift Data Foundation operator B OpenShift Container Platforms

e T# Multicloud XX (MCG) fnB1TH @ :

# subscription-manager repos --enable=rh-odf-4-for-rhel-8-x86_64-rpms
# yum install mcg

EEE YRR, UMERIT NSRS REEE,
o XfF IBM Power, ERALTEHS :
I # subscription-manager repos --enable=rh-odf-4-for-rhel-8-ppc64le-rpms

o XWFIBMZ, HRHUTHS :

I # subscription-manager repos --enable=rh-odf-4-for-rhel-8-s390x-rpms

A4, EIERILAMALTF https://access.redhat.com/downloads/content/547/ver=4/rhel---
8/4/x86_64/packagef] OpenShift Data Foundation RPM &% MCG {4,

BRI R S,

it =

1. 27 noobaa-default-backing-store 2 G F7E :

$ oc get backingstore
NAME TYPE PHASE AGE
noobaa-default-backing-store pv-pool Creating 102s

2. {&%h NooBaa CR LA/ F manualDefaultBackingStore :

$ oc patch noobaa/noobaa --type json --
patch="[{"op":"add","path":"/spec/manualDefaultBackingStore","value":true}]’

IIII o
A Multicloud S RM % CLI QBB G & EZHEMEHIK -,

3. IR S FEMEUBERINE & FME, Hla

16


https://access.redhat.com/downloads/content/547/ver=4/rhel---8/4/x86_64/package

B 3E NEANSTARMEMETIR
$ noobaa backingstore create pv-pool _NEW-DEFAULT-BACKING-STORE_ --num-volumes
1 --pv-size-gb 16
a. ¥ NEW-DEFAULT-BACKING-STORE & & E R FHMBIAE & F & AT,

4. B admin ik, LMERFHRIAG & FHEFE D ERIATIR :

$ noobaa account update admin@noobaa.io --new_default_resource=_ NEW-DEFAULT-
BACKING-STORE_

a. {9 NEW-DEFAULT-BACKING-STORE &1t £t —# 5 & F A,
BT admin Ik A RN TRABEEEDN RAHERFRE,

5. ¥% default-bucketclass EZ & N REFHBIA G & ZHE -

$ oc patch Bucketclass noobaa-default-bucket-class -n openshift-storage --type=json --
patch="[{"op": "replace", "path": "/spec/placementPolicy/tiers/0/backingStores/0", "value":
"NEW-DEFAULT-BACKING-STORE"}]'

6. A% : HF& noobaa-default-backing-store.

a. MBRFTE noobaa-default-backing-store LI &k 5 & XN EERE, HEHRERSENE
TRE TR

b. M noobaa-default-backing-store :

$ oc delete backingstore noobaa-default-backing-store -n openshift-storage | oc patch -n
openshift-storage backingstore/noobaa-default-backing-store --type json --patch=" {
"op": "remove", "path": "/metadata/finalizers" } |'

RS2 ERT, B3 B manualDefaultBackingStore f7ic. b4, BE#ATAFERAERIA
FORAIbK -, RS BRI FE M RECRIRR A # bucket LI, LIRS IE,

3.3. M MCG s BT E NEAHNEZ TR INEM IR

ZTNERMK (MCG) it T BB N B FISE BRI SR £ At 72,

AN MCG mILAME RS & 7 6o

RIEERERE, EHLUEFEU TSR —RUBE&FMW
o BXRAEAWS XFHEEEME, HSM 5 3317 "1 AWS IRHNEFEHE"
o AXLIE AWS-STS XFNE&EFME, HE5MH % 332 7 "QI2 AWS-STS ZHFHEEFIE"
o HXOIE IBMCOS ZXFHE&EFM, 1HS%E 5333 7 "1/ IBM COS ZHHIFE&EFHE"
o BXRAIE Azure XFFMERTFME, ES M 5 334 7 "0 Azure XM EFF1E"
o BHXAE GCP XFMEEFM, HSM 5 3.35 7 "R GCP ZHFMEFFHE"

o AXLBAMPFAMBSZHNEREFM, HSM £336 1 "IRBAAMBAMESIFNESET
"

X F VMware #3E, HHKE 58 3.4 7 "OIERSE S WS N RMKEEFE" LLTRESIFMHER.

17
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3.3.1. B AWS XM E & 17

FeREM
o TEHZTNRMA(MCG)MSITRME,

# subscription-manager repos --enable=rh-odf-4-for-rhel-8-x86_64-rpms
# yum install mcg

EECAITEERSEAEEERESRME, fli, WMRE IBMZ, HERUT®
A .
el

I # subscription-manager repos --enable=rh-odf-4-for-rhel-8-s390x-rpms

o FH4, EERALAMALTF https://access.redhat.com/downloads/content/547/ver=4/rhel---
8/4/x86_64/packagesf OpenShift Data Foundation RPM %% MCG #4&

ESTEYRN RS vabvive S = ] T L R
i

#HEMCG @B 177 E
® £ MCG @ {THREFIZITUTGRS

noobaa backingstore create aws-s3 <backingstore_name> --access-key=<AWS ACCESS
KEY> --secret-key=<AWS SECRET ACCESS KEY> --target-bucket <bucket-name> -n

openshift-storage

<backingstore_name>

& & BRI BT,
<AWS ACCESS KEY> #1 <AWS SECRET ACCESS KEY>

IROIEE AWS 1510 B 4H ID #0 secret 1R B4,

<bucket-name>
A AWS FiEE &M, WSEER MCC Hl— N FHEAFEE&FEN B IrEiEE, L
KEEHIBEENERE,
FIHEREZLMT -

INFO[0001] Exists: NooBaa "noobaa"
INFO[0002] Created: BackingStore "aws-resource"
INFO[0002] Created: Secret "backing-store-secret-aws-resource”

& YAML S II77 14 R

1. FEREILCIE secret :
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apiVersion: v1
kind: Secret
metadata:
name: <backingstore-secret-name>
namespace: openshift-storage
type: Opaque
data:
AWS_ACCESS_KEY_ID: <AWS ACCESS KEY ID ENCODED IN BASE64>
AWS_SECRET_ACCESS_KEY: <AWS SECRET ACCESS KEY ENCODED IN BASE64>

<AWS ACCESS KEY>#f1 <AWS SECRET ACCESS KEY>

5 Base64 12 H ISR E 289 AWS 15[R] B 5H ID # secret ViR, HERLERKE
<AWS ACCESS KEY ID ENCODED IN BASE64> 1 <AWS SECRET ACCESS KEY
ENCODED IN BASE64>,

<backingstore-secret-names

E—S BN E S EE secret IRATR,
2. WREENRBESEENALT YAML:

apiVersion: noobaa.io/vialpha1
kind: BackingStore
metadata:
finalizers:
- noobaa.io/finalizer
labels:
app: noobaa
name: bs
namespace: openshift-storage
spec:
awsS3:
secret:
name: <backingstore-secret-name>
namespace: openshift-storage
targetBucket: <bucket-name>
type: aws-s3

<bucket-name>
WA AWS F a4,
<backingstore-secret-names

E—S AN E S ENE secret IRATR,

3.3.2. 0| AWS-STS XM &7

Amazon Web Services Security Token Service (AWS STS)2— AWS ThEE, ©R—HMEREREIRH
TEMEIEM AR, DI AWS-STS X HMEEEMERUTRE

o FAMANEAWS A, XBFBTFRINABRIGMNIEI 22EIE
e 7E AWS STS OpenShift Z£E# % 3& OpenShift Data Foundation Operator

® 1E AWS STS OpenShift 2 | 5 & 12K

3.3.2.1. A C|E AWS fafh

19
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IMEEQRER—/AR, FELE OpenShift Data Foundation & /E2:H %% A & Amazon ¥FIR& R
(ARN),
FEREMH
e {#HF AWS STS EZi& Red Hat OpenShift Container Platform 5£2%, MIEHEZER, HSHEE
AWS SRFLUE R HEAEIE,
iz

o 5 OpenShift Data Foundation £ Multicloud Object Gateway (MCG)#J OpenlD Connect
(OIDC)EC B LE I A QI E— 1 AWS A,
LUTFRBIERT QA GBRFRRIEE :

{
“Version”: “2012-10-17",

“Statement”: |
{
“Effect”: “Allow”,
“Principal”: {

“Federated”: “arn:aws:iam::123456789123:0idc-provider/mybucket-oidc.s3.us-east-
2.amazonaws.com”

|3
“Action”: “sts:AssumeRoleWithWebldentity”,

“Condition”: {
“StringEquals”: {
“mybucket-oidc.s3.us-east-2.amazonaws.com:sub”: |
“system:serviceaccount:openshift-storage:noobaa”,
“system:serviceaccount:openshift-storage:noobaa-endpoint”

Hrp

123456789123
2 AWS K 1D
MyBucket
EFERET (ERLAREFMEEE)
us-east-2
2 AWS X3
openshift-storage

2B ZE A B
HZ<RH

#!/bin/bash
set -x

# This is a sample script to help you deploy MCG on AWS STS cluster.
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#B3E NRAHS TRINFHE TR

# This script shows how to create role-policy and then create the role in AWS.
# For more information see: https://docs.openshift.com/rosa/authentication/assuming-an-
aws-iam-role-for-a-service-account.html

# WARNING: This is a sample script. You need to adjust the variables based on your
requirement.

# Variables :

# user variables - REPLACE these variables with your values:
ROLE_NAME="<role-name>" # role name that you pick in your AWS account
NAMESPACE="<namespace>" # namespace name where MCG is running. For
OpenShift Data Foundation, it is openshift-storage.

# MCG variables

SERVICE_ACCOUNT_NAME_1="<service-account-name-1>" # The service account
name of statefulset core and deployment operator (MCG operator)
SERVICE_ACCOUNT_NAME_2="<service-account-name-2>" # The service account
name of deployment endpoint (MCG endpoint)

# AWS variables

# Make sure these values are not empty (AWS_ACCOUNT_ID, OIDC_PROVIDER)

# AWS_ACCOUNT_ID is your AWS account number

AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query "Account" --output text)

# If you want to create the role before using the cluster, replace this field too.

# The OIDC provider is in the structure:

# 1) <OIDC-bucket>.s3.<aws-region>.amazonaws.com. for OIDC bucket configurations
are in an S3 public bucket

# 2) "<characters>.cloudfront.net” for OIDC bucket configurations in an S3 private bucket
with a public CloudFront distribution URL

OIDC_PROVIDER=$(oc get authentication cluster -ojson | jq -r
.spec.serviceAccountlssuer | sed -e "s/*https:\\WV//")

# the permission (S3 full access)
POLICY_ARN_STRINGS="arn:aws:iam::aws:policy/AmazonS3FullAccess"

# Creating the role (with AWS command line interface)

read -r -d " TRUST_RELATIONSHIP <<EOF
{

"Version": "2012-10-17",

"Statement”: [

{

"Effect": "Allow",

"Principal": {

"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:oidc-
provider/${OIDC_PROVIDER}"

2
"Action": "sts:AssumeRoleWithWebldentity",
"Condition™: {

"StringEquals™: {

"${OIDC_PROVIDER}:sub": [

"system:serviceaccount:$3{NAMESPACE}
"system:serviceaccount:3{NAMESPACE}

]
}
}
}

{SERVICE_ACCOUNT_NAME_1}",

$
:${SERVICE_ACCOUNT NAME_2}"
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]

}
EOF

echo "${TRUST_RELATIONSHIP}" > trust.json

aws iam create-role --role-name "$ROLE_NAME" --assume-role-policy-document
file://trust.json --description "role for demo"

while IFS= read -r POLICY_ARN; do
echo -n "Attaching $POLICY_ARN ... "
aws iam attach-role-policy \
--role-name "$ROLE_NAME" \
--policy-arn "${POLICY_ARN}"
echo "ok."

done <<< "$POLICY_ARN_STRINGS"

3.3.2.2. /£ AWS STS OpenShift B %3 OpenShift Data Foundation Operator

FTRFH

it =

8/ AWS STS 2 Red Hat OpenShift Container Platform 8%, MMEEZER, HSHERE
AWS SEF LA AR R IE

{5 OpenlD Connect (OIDC)EZ B LECHIIA QIR — AWS B, IIFEZFER, HSMHE
A HAUEAWS B,

M Operator Hub %% OpenShift Data Foundation Operator,
o TEZRENTEAR, £ ARN Details FEEFRRINAE ARN,

o ff#{R Update approval £E& 1% & Manual,

3.3.2.3. UM AWS STS B & 1&6E

FRFH

Y=

22

8/ AWS STS Ei2i& Red Hat OpenShift Container Platform 8%, MEEZER, HSHERE
AWS SEF LA R R IE

{5 OpenlD Connect (OIDC)EZ B LECHIAAIE— AWS B, IIFEZFER, HSMHE
A HAUEAWS B,

&% OpenShift Data Foundation Operator, MIHEEZER, 1S AWS STS OpenShift &
£ E %% OpenShift Data Foundation Operator,

REL TN RME(MCG),
CERMENERSRIAGEEE—RRE,


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.15/html-single/installing/index#installing-aws-with-short-term-creds_installing-aws-customizations
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/managing_hybrid_and_multicloud_resources/index#creating-an-aws-role-using-a-script_rhodf
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.15/html-single/installing/index#installing-aws-with-short-term-creds_installing-aws-customizations
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/managing_hybrid_and_multicloud_resources/index#creating-an-aws-role-using-a-script_rhodf
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/managing_hybrid_and_multicloud_resources/index#installing-openshift-data-foundation-operator-in-aws-sts-openshift-cluster_rhodf

#B3E NRAHS TRINFHE TR

2. EMCG R&GimzElR, WRILAMERLLN MCG e w17 Em R EIE R aws-sts-s3 A&
= -

$ noobaa backingstore create aws-sts-s3 <backingstore-name> --aws-sts-arn=<aws-sts-
role-arn> --region=<region> --target-bucket=<target-bucket>

Hep

backingstore-name

[E&FERE
aws-sts-role-arn

HEREABR AWSSTS A ARN
region

AWS TR 15
target-bucket

pellat: SISR v R R i)

3.3.3. | IBM COS XM & 76k

FeREM
o TEHZTNRMA(MCG)MSITRME,

# subscription-manager repos --enable=rh-odf-4-for-rhel-8-x86_64-rpms
# yum install mcg

2
EEMAIT SRS EAEEERE SR, fin,

cak

o XfF IBM Power, AL TEHS :
I # subscription-manager repos --enable=rh-odf-4-for-rhel-8-ppc64le-rpms

o XFIBMZ, HHUTHS :

I # subscription-manager repos --enable=rh-odf-4-for-rhel-8-s390x-rpms

o H4, ELALAMALTF https://access.redhat.com/downloads/content/547/ver=4/rhel---
8/4/x86_64/packagesf OpenShift Data Foundation RPM %% MCG ##4&

ESTEVRN RS vabvive S = ] T L R
i

e 71757 E

1 EMCG R iTREFZITUTGRS
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noobaa backingstore create ibom-cos <backingstore_name> --access-key=<IBM ACCESS
KEY> --secret-key=<IBM SECRET ACCESS KEY> --endpoint=<IBM COS ENDPOINT> --
target-bucket <bucket-name> -n openshift-storage

<backingstore_name>

R &R BT,
<IBM ACCESS KEY>, <IBM SECRET ACCESS KEY>, Hl <IBM COS ENDPOINT>

IBM 5[] B %] ID. secret Jj R BARE LMK RS, N FHE IBM FERBAE,
E1E IBM &M LB, Sy E R BIEFER L RRS LN 88 HMAC Fik.

<bucket-name>

A IBM @R M. LSHEN MCC RE— M FHRRERESFHHNBINEIER, UK
bR EFE M EE,
B SRR -

INFO[0001] Exists: NooBaa "noobaa"
INFO[0002] Created: BackingStore "ibm-resource"
INFO[0002] Created: Secret "backing-store-secret-ibm-resource”

& YAML 5077 14 7R

1. FEREILCE secret :

apiVersion: v1
kind: Secret
metadata:
name: <backingstore-secret-name>
namespace: openshift-storage
type: Opaque
data:
IBM_COS_ACCESS_KEY_ID: <IBM COS ACCESS KEY ID ENCODED IN BASE64>
IBM_COS_SECRET_ACCESS_KEY: <IBM COS SECRET ACCESS KEY ENCODED IN
BASE64>

<IBM COS ACCESS KEY ID ENCODED IN BASEG64> #1<IBM COS SECRET ACCESS KEY
ENCODED IN BASE64>

{5 F Base64 1R FHRIZIEE 2/ IBM COS 110 B4 ID # secret 1510 BHH, FERXLR
MRS RERB X LB,

<backingstore-secret-name>

BE&EhE secret BYE TR,
2. NEFENBEHEFHMBLT YAML:

apiVersion: noobaa.io/vialpha1
kind: BackingStore
metadata:

finalizers:

- noobaa.io/finalizer

labels:

app: noobaa
name: bs

24
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namespace: openshift-storage
spec:
iomCos:
endpoint: <endpoint>
secret:
name: <backingstore-secret-name>
namespace: openshift-storage
targetBucket: <bucket-name>
type: ibm-cos

<bucket-name>
BB IBM COS FhEt@ L R, SEEM MCG M — 1N EHEREERSEEWBIREE
W, UKMEEHIEEHENEIE,

<endpoint>
5HE BM FERE AL EN MK igih R, WEHEIET MCGC X TR TRER&FMHIR
=, AEEREEFENEE,

<backingstore-secret-name>
E— SR AEH secret AR,

3.3.4. /i Azure X EMEE M

FeREM
o TEHZTNRMA(MCG)MSITRME.

# subscription-manager repos --enable=rh-odf-4-for-rhel-8-x86_64-rpms
# yum install mcg

EECAITERSEAEEERESRME, fli, WMRE IBMZ, HERUT®
A .
el

I # subscription-manager repos --enable=rh-odf-4-for-rhel-8-s390x-rpms

o H4, ELALAMALTF https://access.redhat.com/downloads/content/547/ver=4/rhel---
8/4/x86_64/packagesf OpenShift Data Foundation RPM &% MCG 48

Y RIBIREOIRIG I IERBRY ™ fh 22 1A,
iz

#HEMCG @B 1757 E
o £ MCG @ {THREFIZITUTGRS

noobaa backingstore create azure-blob <backingstore_name> --account-key=<AZURE
ACCOUNT KEY> --account-name=<AZURE ACCOUNT NAME> --target-blob-container

<blob container name> -n openshift-storage
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<backingstore_name>
& & & B R,

<AZURE ACCOUNT KEY> #l<AZURE ACCOUNT NAME>
&0 L AR AZURE 1K B8 BRI P B #R,

<blob container name>

B Azure blob Ba &M, WWSHER MCC B — N FiEtERIERE & FE B irFiE
1, URbEEHREFENEE,
B 4SRRI -

INFO[0001] Exists: NooBaa "noobaa"
INFO[0002] Created: BackingStore "azure-resource”
INFO[0002] Created: Secret "backing-store-secret-azure-resource”

& YAML 5077 14 7R

1. FEREILCIE secret :

apiVersion: v1

kind: Secret

metadata:
name: <backingstore-secret-name>

type: Opaque

data:
AccountName: <AZURE ACCOUNT NAME ENCODED IN BASE64>
AccountKey: <AZURE ACCOUNT KEY ENCODED IN BASE64>

<AZURE ACCOUNT NAME ENCODED IN BASE64> #1<AZURE ACCOUNT KEY ENCODED
IN BASE64>

5 Base64 R FHIRILIEH OB Azure Bk RFFFIIK B, Ho5ERAXLEEREIL
B,

<backingstore-secret-name>

ME—M 57 TE 0 secret B FR.
2. WREENEBESEENALT YAML:

apiVersion: noobaa.io/vialphai
kind: BackingStore
metadata:
finalizers:
- noobaa.io/finalizer
labels:
app: noobaa
name: bs
namespace: openshift-storage
spec:
azureBlob:
secret:
name: <backingstore-secret-name>
namespace: openshift-storage
targetBlobContainer: <blob-container-name>
type: azure-blob
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<blob-container-name>

B Azure blob BE&T, WSHEN MCC F— M EERBFREEEFENBEIEE
1, URbEEHREFENEE,

<backingstore-secret-name>

AR LE—F PO secret BIE TR,

3.3.5. (/2 H GCP XM & FhE

FeRFEM
o TEHZTNRMAX(MCG)MSITHRME,

# subscription-manager repos --enable=rh-odf-4-for-rhel-8-x86_64-rpms
# yum install mcg

i}

R EEREREMEERE SR, fl, WRZ2IBMZ, EEAUT

o

I # subscription-manager repos --enable=rh-odf-4-for-rhel-8-s390x-rpms

o H4, EEALLMALTF https://access.redhat.com/downloads/content/547/ver=4/rhel---
8/4/x86_64/packagesf OpenShift Data Foundation RPM %% MCG #ii4+&

' RIB RS IERBRY ™ fh 22 4A,
e

#HEMCG @B 177 E
o £ MCG @ {THREFIZITUTGRS

noobaa backingstore create google-cloud-storage <backingstore_name> --private-key-json-
file=<PATH TO GCP PRIVATE KEY JSON FILE> --target-bucket <GCP bucket name> -n
openshift-storage

<backingstore_name>
& & & BB R,

<PATH TO GCP PRIVATE KEY JSON FILE>
it BRI GCP RAHBIER R,

<GCP bucket name>

WAEB GCP NREFMEFERAT, LSHEN MCC HF— M FiERBEREEFMNET
EhERE, LUKBEBEFMNEE.
B AERAEBINT -
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INFO[0001] Exists: NooBaa "noobaa"
INFO[0002] Created: BackingStore "google-gcp"
INFO[0002] Created: Secret "backing-store-google-cloud-storage-gcp”

& YAML 5077 14 7R

1. FEREILCE secret :

apiVersion: v1
kind: Secret
metadata:
name: <backingstore-secret-name>
type: Opaque
data:
GoogleServiceAccountPrivateKeyJson: <GCP PRIVATE KEY ENCODED IN BASE64>

<GCP PRIVATE KEY ENCODED IN BASE64>

{5/ Base64 1R HHIGEB M GCP RS REH, FHELERATHRHEM
<backingstore-secret-name>

B &EhE secret BIME— &R,
2. NEFENBEHEFHEMALLT YAML:

apiVersion: noobaa.io/vialpha1
kind: BackingStore
metadata:
finalizers:
- noobaa.io/finalizer
labels:
app: noobaa
name: bs
namespace: openshift-storage
spec:
googleCloudStorage:
secret:
name: <backingstore-secret-name>
namespace: openshift-storage
targetBucket: <target bucket>
type: google-cloud-storage

<target bucket>

AR Google it WWHSHER MCG F— M ritBRFERE S FHBBEIFMERE, L
R EHEFENEE,

<backingstore-secret-name>

L= AR secret BIEFR,

3.3.6. (I ZMAMF AN B FHFNE T

FeRFEM
o TEHZTNRMA(MCG)MSITRME,
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# subscription-manager repos --enable=rh-odf-4-for-rhel-8-x86_64-rpms
# yum install mcg

EEE YRR, UMERIT NSRS REEE,
o XfF IBM Power, AL TEHS :
I # subscription-manager repos --enable=rh-odf-4-for-rhel-8-ppc64le-rpms

o XFIBMZ, HHUTHS :

I # subscription-manager repos --enable=rh-odf-4-for-rhel-8-s390x-rpms

o FH4, EEALAMALTF https://access.redhat.com/downloads/content/547/ver=4/rhel---
8/4/x86_64/packagesf OpenShift Data Foundation RPM %% MCG #i{4+&

ESTEYRN RS vapvive £ = ] T L e
i

1E/ MCG & 5 1T 5R EL I 77 1 TR

o £ MCG @ {THREFZITUTGRS

==
Lttt &4 M openshift-storage % 22 (6] N2 1T,

$ noobaa -n openshift-storage backingstore create pv-pool <backingstore_name> --num-
volumes <NUMBER OF VOLUMES> --pv-size-gb <VOLUME SIZE> --request-cpu <CPU
REQUEST> --request-memory <MEMORY REQUEST> --limit-cpu <CPU LIMIT> --limit-
memory <MEMORY LIMIT> --storage-class <LOCAL STORAGE CLASS>

& YAML S5 II77 14 7R

o NRIEMEREMMALT YAML:

apiVersion: noobaa.io/vialpha1
kind: BackingStore
metadata:

finalizers:

- noobaa.io/finalizer

labels:

app: noobaa

name: <backingstore_name>

namespace: openshift-storage
spec:

pvPool:
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numVolumes: <NUMBER OF VOLUMES>
resources:
requests:
storage: <VOLUME SIZE>
cpu: <CPU REQUEST>
memory: <MEMORY REQUEST>
limits:
cpu: <CPU LIMIT>
memory: <MEMORY LIMIT>
storageClass: <LOCAL STORAGE CLASS>

type: pv-pool

<backingstore_name>
E&EFERETR,
<NUMBER OF VOLUMES>
ZOEMBRE, HER, EBMBRETR LY BREMW.
<VOLUME SIZE>
BYMBAEHARN (BLGB HHAL)
<CPU REQUEST>
fRIEBY CPU 153K, LA CPU B3t m i #4L,
<MEMORY REQUEST>
RIEEKMWHNEFE.,
<CPU LIMIT>
AHFENRA CPUE, LA CPU #IT m A # 4L,
<MEMORY LIMIT>
UHFENERNEFE,
<LOCAL STORAGE CLASS>

AFHER BT, EBIUER ocs-storagecluster-ceph-rbd,
HIHAERFLMT -

INFO[0001] Exists: NooBaa "noobaa"
INFO[0002] Exists: BackingStore "local-mcg-storage”

3.4.0/EFAE SIHNL N RMKEFEFNE
LN RMEIMCG) A LUERER S3 AN REMIEFNEEFM, 120, Red Hat Ceph Storage #J
RADOS X MK (RGW), LATFHIRETR T 8044 Red Hat Ceph Storage #J RGW @l S3 & MCG g

B, IR, #E RGW K, OpenShift Data Foundation operator & B #/h MCG OIIE S3 #RF&
TF 1o

it =

1 EMCG s iTREFZITUTGRS

i ==
Lttt &4 M openshift-storage % 22 6] N2 1T,
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noobaa backingstore create s3-compatible rgw-resource --access-key=<RGW ACCESS
KEY> --secret-key=<RGW SECRET KEY> --target-bucket=<bucket-name> --endpoint=
<RGW endpoint> -n openshift-storage

a. EIRE <RGW ACCESS KEY> #l <RGW SECRET KEY>, E{#EREE RGW FF secret &
Mz iTU TS

I oc get secret <RGW USER SECRET NAME> -0 yaml -n openshift-storage

b. f#fY Base64 BV B ID MUIHEH, HRBEN,

c. ¥ <RGW USER ACCESS KEY> #1 <RGW USER SECRET ACCESS KEY> &t} b —#
FREYAE N B AR I EE.

d. ¥ <bucket-name> Bt NI HEH RCGW EEEETR, SEEX MCG FW— N EiEmwm B
HE#EHMWBENEER, URKEHBEEHEINSE,

e. ZEKEY &It ;RGW endpoint& gt;, ES [ 1/j[7] RADOS X R % S3 s o
HIHAERFLMT ¢

INFO[0001] Exists: NooBaa "noobaa"
INFO[0002] Created: BackingStore "rgw-resource"
INFO[0002] Created: Secret "backing-store-secret-rgw-resource”

A LMER YAML Bl B &6
1. ]2 CephObijectStore Fi /", XAROE—NTE RGW ZiER secret :

apiVersion: ceph.rook.io/v1
kind: CephObijectStoreUser
metadata:
name: <RGW-Username>
namespace: openshift-storage
spec:
store: ocs-storagecluster-cephobjectstore
displayName: "<Display-name>"

a. 9 <RGW-Username> #1 <Display-name> & M —r P £ B R &5,

2. 5 S3-Compatible e &N FALLT YAML:

apiVersion: noobaa.io/vialphai
kind: BackingStore
metadata:
finalizers:
- noobaa.io/finalizer
labels:
app: noobaa
name: <backingstore-name>
namespace: openshift-storage
spec:
s3Compatible:
endpoint: <RGW endpoint>
secret:
name: <backingstore-secret-name>
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namespace: openshift-storage
signatureVersion: v4
targetBucket: <RGW-bucket-name>
type: s3-compatible

a. ¥ <backingstore-secret-name> &5 £ — i {FF CephObjectStore |1 secret
2,

b. ¥ <bucket-name> Bt HIIEH RGW EMEEE TR, WSEEM MCG FWl— N e
HE#EHMWBENEER, URKERBEEHEINSE,

c. ZEIREN &It ;RGW endpoint& gt;, ES [ 1/j[7] RADOS X R % S3 s o

3.5. QB HERRR
bucket %2—4" CRD, REX—AE#HE, AT E LK Bucket X605 ZHBMIIEHE,

£ OpenShift Data Foundation FR OB fE#ER,

iz
1. 7£ OpenShift Web #Z#ll& A, s Storage —» Object Storage,
2. ik Bucket Class iETiF,
3. /= Create Bucket Class,
4. 1f Create new Bucket Class TIE A, HUATLATERIE -
a. ¥ bucket KEKE, BHIA bucket ZEHR,
i. ¥ BucketClass KB, HEHELATETIZ— :
e Standard : BIEFAS N RMR(MCG)ER, SEUHE. E4EFIME,
e Namespace : HIEEFETE Namespace FfiEd, MEFHITEEHIEMER. L8k
gif\;i'ﬁ% Standard.
ii. HiA Bucket Class Name,
jii. = Next,
b. £ BESRBE &, %L Tier1- Policy TypeFF i Next, EALIRIEE KixFE—1ET,
e Spread SSVFIEIEE BHR R [A] 23 B EE,
e Mirror AVFELEEHIRFPRELES HIE.
e Hifi Add Tier BURIN 7 —NKRBRZ

c. WNIRIE Spread i£$F T Tier1- Policy Type MTERFIKRAERFZE L —4 Backing Store
FRFF & Next, =&, EHAILl Q/EHFMESEIE,

==
YT E—F FhikFE Policy Type E4 Mirror B, EVEEEE 2 N &EE.
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https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/managing_hybrid_and_multicloud_resources/index#creating-a-new-backing-store_rhodf

8B 3E HRAHS RIS

d. FeEFIA Bucket RiXE,

e. = Create Bucket Class,

1. 1£ OpenShift Web &5, s Storage — Object Storage,

2. Hif Bucket Class itUi+, Bi#3RFH Bucket 2,

3.6. B EERER

FAUTHE, @ YAML XHHREFHEREEHE, HERRTE Openshift Web #2515 LH edit 125,

FoRFH

o EHIBHIX OpenShift Web 12 & B 1A FL PR,

iz
1. 7£ OpenShift Web #Z#ll& A, s Storage —» Object Storage,
2. Hif Bucket Class i%E1iF,
3. R EEYEM Bucket 223518 Action Menu ( £ ).
4. = Edit Bucket Class,

5. R EERE YAML X, EXHHIHTLENEHRHF R Save,

3.7. WERMERRR YR e &
B TS BREIANS T RMEMCO) %, UEREHREPERNERE &7,

SR
o EIE XS OpenShift Web 12 & B D7 [RIAR,
o FhEWR.
o EEfFE.

iz
1. 7£ OpenShift Web #Z#ll& A, s Storage —» Object Storage,
2. ik Bucket Class i%E1iF,
3. R EEYEM Bucket 23518 Action Menu ( £ ).
4. = Edit Bucket Class Resources,

5. 1f Edit Bucket Class Resources T H, @i RINE & EHEEIEFHEBESKMEER LD RIRE
BEHEREGREBEERETR, SO REFER -2 ENRRNRE R G2 bucket 3

YR
g

i
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o EFEHEFMAIEl bucket 3£, HREREFMHEM,
o EMEMHHRPMIRESFHE, HECHLEPEEFHEIRT,

6. mif Save,
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H

[ F

3B 4 5 EEMBZERFHEE
B4 22 T (B AT LS TR R BRI L BOBUR R A B — 2, LU AT LS 55— W 5 A 20
RH, 1§58 MRIRT XM R EHRRIEI A S R, 3B 2 A R 1R

&7, DU—RUEEEMANREER, XAILEEERS M E i RARENRN B AR E LN FHEEHY
7, MiEEREIHERFHREEIRE,

% -
REH write BIrATBEAERZIN, FaefRaEERFHR,

4.1. 6 B ZE (A IR A REY AMAZON S3 API iR
1% A] LUE A Amazon Simple Storage Service(S3) AP 563 & Z2 A E BRI R E,
Red Hat OpenShift Data Foundation 4.6 Z J& 2 FF LA T on & 22 (A I B IR1F -

® ListObjectVersions

® ListObjects

® PutObject

® CopyObject

® |istParts

® CreateMultipartUpload

® CompleteMultipartUpload

® UploadPart

® UploadPartCopy

® AbortMultipartUpload

® GetObjectAcl

® GetObject

® HeadObject

® DeleteObject

® DeleteObjects
BRXERFERAGRAENSFER, ESH Amazon S3 API &E X,
H At B

® Amazon S3 REST API &%

® Amazon S3 CLI &%
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4.2. A MULTICLOUD X% M%x CLI #1 YAML Ji04p % 22 (5 IZ 1
MEEXPRERFEEENELZER, HSHEEMGEZE N IFEE,

RIFMBHRB LR ZEFHEA YAML 5 Multicloud XFRMX (MCG) CLI, HEHFEUTHREZ —FRMp A
28 [ FZ A

o {FF YAML i1 AWS S3 #ip & 28 R fZ i 1@
e {FF YAML 10 IBM COS #p & 22 A 1Z6E4&
e {#F Multicloud ¥ &M% CLI Zxi0 AWS S3 #3422 (A 12 (4

e {#HF Multicloud ¥ &M% CLI 540 IBM COS #n 4 28 |5 2 4@
4.2.1. A YAML 700 AWS S3 %% Z2 (B 1754

FRFH

o LI TH A OpenShift Data Foundation operator B OpenShift Container Platforms

o JiaZE X RMKR(MCG).
MBELER, HBHE2E, GANAREVFZTZNRM K,

A
1. FEREILCIE secret :
apiVersion: v1
kind: Secret
metadata:

name: <namespacestore-secret-name>
type: Opaque
data:
AWS_ACCESS_KEY_ID: <AWS ACCESS KEY ID ENCODED IN BASE64>
AWS_SECRET_ACCESS_KEY: <AWS SECRET ACCESS KEY ENCODED IN BASE64>

H e <namespacestore-secret-name> & — M —HJ NamespaceStore %R,

R/ Base64 IRt H Jntt & B 289 AWS Vi[RI 5 ID Al secret ViR &%, HERHELRE
# <AWS ACCESS KEY ID ENCODED IN BASE64> #1 <AWS SECRET ACCESS KEY
ENCODED IN BASE64>,

2. {1 OpenShift BE XL FIRE X (CRD) I NamespaceStore FiR,
NamespaceStore KKRIE/Z#ENHE, FAYE MCG tn & 2 [HF 041 P HEUBRIIZEN B A B 17,

Z ] NamespaceStore iR, EMALLT YAML :

apiVersion: noobaa.io/vialpha1
kind: NamespaceStore
metadata:
finalizers:
- noobaa.io/finalizer
labels:
app: noobaa
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https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/managing_hybrid_and_multicloud_resources/index#adding-an-ibm-cos-s3-namespace-bucket-using-yaml_rhodf
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/managing_hybrid_and_multicloud_resources/index#adding-an-aws-s3-namespace-bucket-using-the-multicloud-object-gateway-cli_rhodf
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/managing_hybrid_and_multicloud_resources/index#adding-an-ibm-cos-s3-namespace-bucket-using-the-multicloud-object-gateway-cli_rhodf
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/managing_hybrid_and_multicloud_resources/index#accessing-the-multicloud-object-gateway-with-your-applications_rhodf

name: <resource-name>
namespace: openshift-storage
spec:
awsS3:
secret:
name: <namespacestore-secret-name>
namespace: <namespace-secret>
targetBucket: <target-bucket>
type: aws-s3

<resource-name>

IR R BRI B R,
<namespacestore-secret-name>

E—F AR secret,
<namespace-secret>

BIE secret & (A,
<target-bucket>

5y NamespaceStore {228 B ir 1248,

. QIB— e R AT AEREE, Juenf 22 AT AR E S an 4 22 A 3RS,

single =X multi,

o —/REY single MM A AIRIRFELUTERE :

apiVersion: noobaa.io/vialpha1
kind: BucketClass
metadata:
labels:
app: noobaa
name: <my-bucket-class>
namespace: openshift-storage
spec:
namespacePolicy:
type:
single:
resource: <resource>

<my-bucket-class>
ME— B 6 4 Z2 R (B A SR & 75

<resource>

B 4= ERap RN

MEEARBHRUFTER

E XA R 22 A BB E B PR B NamespaceStore B #R,

o —NRETy multi A EZEFRREFERLUTRE :
apiVersion: noobaa.io/vialpha1

kind: BucketClass
metadata:
labels:
app: noobaa
name: <my-bucket-class>
namespace: openshift-storage
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spec:
namespacePolicy:
type: Multi
multi:
writeResource: <write-resource>
readResources:
- <read-resources>
- <read-resources>

<my-bucket-class>

ME—BY T (/R 28 R 7,
<write-resource>

E M fp & ZE A FEH B BIrRIE A NamespaceStore,
<read-resources>

TE Y fn 4 22 |A) 12 (i AR 0912 EY B RAY NamespaceStore FY& FR%IER,

4. FERLT YAML /R E—F i E LHFMERR(OBO)HIR, QIZTFi#E

apiVersion: objectbucket.io/vialpha1
kind: ObjectBucketClaim
metadata:
name: <resource-name>
namespace: openshift-storage
spec:
generateBucketName: <my-bucket>
storageClassName: openshift-storage.noobaa.io
additionalConfig:
bucketclass: <my-bucket-class>

<resource-name>
BERMIL TR E .
<my-bucket>
BB BRI BT,
<my-bucket-class>
E— OB bucket K,

£ Operator &# OBC &, &7 MCG H|iEEF#HE, Operator RAIE—EHF MR &R Secret
ConfigMap, #7f45 OBC MHRI#6r % 22 [H] A& Secret I ConfigMap,

4.2.2. {8 YAML 00 IBM COS #p & 28 Rl {2 54

FRFH

o LI T A OpenShift Data Foundation operator B OpenShift Container Platforms

o JiMZETMERMX (MCG) , HHMAHB 2E, MANARFENEZENRMK

i =
1. FEREILCIE secret :
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B 4= ERap RN

apiVersion: v1
kind: Secret
metadata:
name: <namespacestore-secret-name>
type: Opaque
data:
IBM_COS_ACCESS KEY_ID: <IBM COS ACCESS KEY ID ENCODED IN BASE64>

IBM_COS_SECRET_ACCESS_KEY: <IBM COS SECRET ACCESS KEY ENCODED IN
BASE64>

<hamespacestore-secret-name>

ME—B9 NamespaceStore &R,

1773 F Base64 {RHEFZRHIZIE R CH IBM COS 15 B%A ID # secret 57 B%H, FHEM
HAERE K <IBM COS ACCESS KEY ID ENCODED IN BASE64> #1 <IBM COS SECRET
ACCESS KEY ENCODED IN BASE64>,

2. {1 OpenShift BE XL FIRE X (CRD) I NamespaceStore iR,
NamespaceStore KKRIE/Z#EHE, FYE MCG tn & 22 [H7F 041 P EUBRIIZEN B A B 17,

Z A NamespaceStore TR, 1HENMALLT YAML :

apiVersion: noobaa.io/vialphai
kind: NamespaceStore
metadata:
finalizers:
- noobaa.io/finalizer
labels:
app: noobaa
name: bs
namespace: openshift-storage
spec:
s3Compatible:
endpoint: <IBM COS ENDPOINT>
secret:
name: <namespacestore-secret-name>
namespace: <namespace-secret>
signatureVersion: v2
targetBucket: <target-bucket>
type: ibm-cos

<IBM COS ENDPOINT>

EYH IBM COS o
<namespacestore-secret-name>

E—F AR secret,
<namespace-secret>

BIE secret B A,
<target-bucket>

5 NamespaceStore {28 B ir 1248,

3. Q- RZEFIFERE, N ZEFFEEE L RZEFIRIE, pRZERRBWELNEER
single =X multi,
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o —/REY single M A AIRIRFELUTERE :

apiVersion: noobaa.io/vialphai
kind: BucketClass
metadata:
labels:
app: noobaa
name: <my-bucket-class>
namespace: openshift-storage
spec:
namespacePolicy:
type:
single:
resource: <resource>

<my-bucket-class>
ME— B 6p 4 22 A FZ AR R & 7.
<resource>
TE X fp 4 28 A F R AL RN B B IrB9 51 NamespaceStore B8,

o KA multiHEBEHEKBEELUTERE :

apiVersion: noobaa.io/vialpha1
kind: BucketClass
metadata:
labels:
app: noobaa
name: <my-bucket-class>
namespace: openshift-storage
spec:
namespacePolicy:
type: Multi
multi:
writeResource: <write-resource>
readResources:
- <read-resources>
- <read-resources>

<my-bucket-class>

ME— BT (R 28 B 7,
<write-resource>

E N A EFFERE A B S NamespaceStore,
<read-resources>

NamespaceStores &I, FFE L& 22 A FiEEATEE B 7.

4. BEAE—$HE XA bucket 2B Object Bucket Class (OBC) ¥R B F ik#,
YAML :

apiVersion: objectbucket.io/vialpha1
kind: ObjectBucketClaim
metadata:
name: <resource-name>
namespace: openshift-storage

40
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spec:
generateBucketName: <my-bucket>
storageClassName: openshift-storage.noobaa.io
additionalConfig:
bucketclass: <my-bucket-class>

<resource-name>
BERML TR E .

<my-bucket>
BERMBLFHERBETT,

<my-bucket-class>

E—HAIEM bucket K,
£ Operator &% OBC &, &7 MCG HiZF##R, Operator RAIE—1EFHERALTH
Secret #1 ConfigMap, 75 OBC R & 2 [H] A |3 Secret #1 ConfigMap,

4.2.3. {#F Multicloud ¥ &M% CLI Zxi0 AWS S3 @& 22 |5 IF 54

FRFH

o LRI TH A OpenShift Data Foundation operator B OpenShift Container Platforms
o PIRIZTHERMX (MCG) , HEHB2E, ERANARFEVRZ TR X

e T#H MCGC HH{TRME :

# yum install mcg

' EEHMZRN, LMEATTHERREAFEEZE, fim, MRZE1BMZ, HERAUTH
: I # subscription-manager repos --enable=rh-odf-4-for-rhel-8-s390x-rpms
FH, BB LAMALTF https://access.redhat.com/downloads/content/547/ver=4/rhel---
8/4/x86_64/package] OpenShift Data Foundation RPM &% MCG 4.

' ESTEYRN RS Vv £ = ] T L e

it =

1. £ MCG e S 17REH, AIE—1 NamespaceStore FiR.,
NamespaceStore KKRIE/Z#EHE, FYE MCG tn & 22 [HF 041 P EUBRIIZEN B A B 17,

I # subscription-manager repos --enable=rh-odf-4-for-rhel-8-x86_64-rpms

N2
cak

o mf

$ noobaa namespacestore create aws-s3 <namespacestore> --access-key <AWS ACCESS
KEY> --secret-key <AWS SECRET ACCESS KEY> --target-bucket <bucket-name> -n
openshift-storage
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<namespacestore>
NamespaceStore FI&Ff.
<AWS ACCESS KEY> #l <AWS SECRET ACCESS KEY>
IRAIEER AWS 15 [R 2551 ID # secret 1517 %5,
<bucket-name>

WA AWS AT, LSHEN MCG H— 1M EFiimREREE & FMRBIrFERE, KL
R EHEFENEE,

2. QIBE— AR EEFEMERE, MR EFEMERE LR RS, MAZEH RIS LLZ single
2 multi,

o QIB—/ e RZEAFMERR, HargZERIRMEKED single :

$ noobaa bucketclass create namespace-bucketclass single <my-bucket-class> --
resource <resource> -n openshift-storage

<resource-name>
BEHFRIEESL.
<my-bucket-class>
ME— B T7 (88 2K & FR,
<resource>
N Er R 22 A 2 R BN T B FRAY B D NamespaceStore B9 #R,

o QIB—/ e RLEAFMERER, HarRZRREEES multi

$ noobaa bucketclass create namespace-bucketclass multi <my-bucket-class> --write-
resource <write-resource> --read-resources <read-resources> -n openshift-storage

<resource-name>

BN REE L.
<my-bucket-class>

ME— BT (R 28 R 7,
<write-resource>

Y Ep B A FERE A BRI namespace-store,

<read-resources>s

R ZEAFEIIR, FESRE, BATE L em&ZERFHFERBEEB T,

3. FERLE—%HE LB bucket FEHINT R Bucket Class(OBC) H IR Ol F .

$ noobaa obc create my-bucket-claim -n openshift-storage --app-namespace my-app --
bucketclass <custom-bucket-class>

<bucket-name>
aSviEd: Dy cAiry A N
<custom-bucket-class>

E—5 I bucket KB FR,
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£ Operator E# OBC &, &7 MCG HiZF##R, Operator AIE—EFHERALITH
Secret 1 ConfigMap, 75 OBC R & 2 (A ] Secret #1 ConfigMap,

4.2.4. {#F Multicloud XM % CLI Zi0 IBM COS #p & Z2 |5 17 & 1@

FRFH

o LRI TH A OpenShift Data Foundation operator B OpenShift Container Platforms
o PIRIZTNERMX (MCG) , HEHB2E, ERANBARREVRZ AR KX
o T#H MCG ®$1THME :

# subscription-manager repos --enable=rh-odf-4-for-rhel-8-x86_64-rpms
# yum install mcg

EEE LR, UERIHEESEBEME,

o XfF IBM Power, AL TGS :
I # subscription-manager repos --enable=rh-odf-4-for-rhel-8-ppc64le-rpms

o XFIBMZ, HHUTHS :

I # subscription-manager repos --enable=rh-odf-4-for-rhel-8-s390x-rpms

A4, BIERILAMALTF https://access.redhat.com/downloads/content/547/ver=4/rhel---
8/4/x86_64/packageBy OpenShift Data Foundation RPM %24 MCG {48,

ESTEYRN R S Vv S = ] T L e
it

1. £ MCG &S 1TREH, AIE—1 NamespaceStore FiR.,
NamespaceStore KKRIE/Z#EHE, FYE MCG n & 22 [HF 041 P EUBRIIZIN B A B 17,

$ noobaa namespacestore create ibm-cos <namespacestore> --endpoint <IBM COS
ENDPOINT> --access-key <IBM ACCESS KEY> --secret-key <IBM SECRET ACCESS
KEY> --target-bucket <bucket-name> -n openshift-storage

<namespacestore>
NamespaceStore FI&Ff.
<IBM ACCESS KEY>, <IBM SECRET ACCESS KEY>, <IBM COS ENDPOINT>
IBM D5[R]%55A ID. secret Vil B ARG HHIKIgimm, XN FIAE IBM FERAGLE,

<bucket-name>
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A IBM @R M. LSHEN MCC RE— M FiRRERESFHHNBINFIER, UK
bR EFE M EE,

2. QBE— N RZERIFHERE, N ZERFEEE L RZEFIRIE, RZERRBWELNEER
single =X multi,

o QIB— e RLEAFHERER, HapLZERRMEEKED single :

$ noobaa bucketclass create namespace-bucketclass single <my-bucket-class> --
resource <resource> -n openshift-storage

<resource-name>
BEHFRIEESL.
<my-bucket-class>
ME— B TZ (88 2K & FR,
<resource>
TE N % 22 A F R B9 AT B IRAY S NamespaceStore B9 #R,

o QIR—/ R AFMERR, HarRZRARERED multi

$ noobaa bucketclass create namespace-bucketclass multi <my-bucket-class> --write-
resource <write-resource> --read-resources <read-resources> -n openshift-storage

<resource-name>
ENFIREE R,
<my-bucket-class>
ME— BT (/R 28 B 7,
<write-resource>
E N fp B E A FERE A BB namespace-store,
<read-resources>
LUE S FEHI NamespaceStore Flgk, FATFE M 44 22 (6] FZ (#4889 B 1T,

3. FEALEIFEPE LB bucket RBIH R Bucket Class(OBC) HiR 02 F i #,

$ noobaa obc create my-bucket-claim -n openshift-storage --app-namespace my-app --
bucketclass <custom-bucket-class>

<bucket-name>
TR AR B R,
<custom-bucket-class>
E—% B8 bucket KEIAR,

£ Operator &# OBC &, &7 MCG H|iZEF##E, Operator RAIE—EHEMHERE &R Secret
ConfigMap, #7145 OBC MR % 22 A Al Secret I ConfigMap,

4.3. {5 OPENSHIFT CONTAINER PLATFORM F R mEANIN & 28 615
fE 1

& B] LU#E A OpenShift Container Platform i/ SEEARINGE % 22 A FE RN E A X & 22 R FiERnE
g, HSHEEMmEZEREFERE.
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B 4= ERap RN

FRFH

o MIRBXREHNH OpenShift Data Foundation operator B9 Openshift Container Platform,

o JiHE X RMR(MCG).

it

1. 7E£ OpenShift Web ##l& 1, 3 AF| Storage —» Object Storage - Namespace Store %17
+.

2. B Create namespace store, LAOI|EEEE1E p 44 22 (A 77 (i 4f {58 FA 9 6p 44 Z2 (R 20 BT TR

R feRZE N EFE B,

PRES BN 1N ]

EEEIIAM secret, H#Hmili Swith to credentials i i A secret key #l secret
access key kfl|E secret,

R A BrfEiER.

= Create,

3.

1£ Namespace Store ETi-Erh, KiFFBIBNGREZEN Fif 254 TF Ready RRE,
4.

BSS R 23, ERENBRTRHRAEVLENTRE,
5.

S El Bucket Class 7%+, B Create Bucket Class,

PEFE Namespace BucketClass type H.E#%4l,

i A BucketClass &#r, A5 Next,
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H iR an 44 22 (A 7 % #R1EFE— 1~ Namespace Policy Type, #AE=R Next,

NPEM B2 HRIE KB Z Single, MFBEEF— NI,

MREMN B ZEFRBEREZE Multi, NJ/EEAFENHENEAKR.

MR R ZEFREREZE Cache, MF/EERE—NE LB ZEFFFHIZMAEA
BHr89 Hub s & 22 Al f7fif,

% —1 Read fll Write NamespaceStore, FTFE X LR {FHERHNEZIANEAE
5, #RIEs Next,

KEEBH bucket Ki¥tE, AEH i Create Bucket Class,

S4inZl Bucket Class &5+, FHEIUCHGIBMFKREE LT Ready FEL.

S#n% Object Bucket Claims &%k, P Create Object Bucket Claim,

Jifp &2 B {7 iEREHI A ObjectBucketClaim Name,

1E$ StorageClass F25 openshift-storage.noobaa.io.

MFRPEFRIR 2 i fn & 22 A {2 % 62/ BucketClass., BVUAER T, %5 noobaa-
default-bucket-class.,

= Create, HAZEREMFESENBRHRZRM Object Bucket Claim —i2filE,

S#nEl Object Bucket Claims &%+, F3SuEfIEER Object Bucket Claim @& 4F
Bound RkZ,

S El Object Buckets 3£, HEIHEMGpAEHEHBRESFEETNERS, BLATF
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4.4. £ S3 I ARFSRENAERFFE

FEEGNRARFREAXHREHEZRIRS. ELUER S3 BIFUIMMHZEXHREHIESE
B, EHFEFENRLE, HIITUTERF

SHPAEENXHRGHIRSE, B RWX £, i Ceph FileSystem(CephFS), =if#ifi S3
P BIEF X RS BUIRSE.

MR S3 PRI RS B SE.

BCE S3 K/, FHRFEMBRERIIA ARSI —IRRFF(VID)HAIRARH(GID),

4.4.1. 02 NamespaceStore Ef RS

SoRFEH
[}
L% T #7 OpenShift Data Foundation operator i OpenShift Container Platform,
[}
ViRl % =R RMX(MCG).
i =
1.
&3 OpenShift Web #2HI&,
2.
= Storage — Object Storage.
3.
= NamespaceStore ¥1% 3 | B 7E fp 4 22 W] 7 i Hm AR 1 I NamespaceStore i,
4.

= Create namespacestore,
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5.
5 NamespaceStore i A— & #H,
6.
EFE Filesystem #F LR,
7.
TR AME RN,
8.
BIA SR TR,
MEXHREHEFE, ML RHTF 0 NamespaceStore, HRATEIENCIEFR
XK,
9.
= Create,
10.

4 uF NamespaceStore @ &4 F Ready K.

4.4.2. {$iFl NamespaceStore XRS5 Ac & Bk F

& eI LA NamespaceStore X REiRCE IR, Bt %EE YAML fSI1A BT mik F ikt
75 NamespaceStore X#4-R 55k,

k

N
p o
;

il

1R To3E Mtk P iR NamespaceStore X4 REGikCE,

FoRFM

T3 Multicloud &M% (MCG) S 1T5 M :

# subscription-manager repos --enable=rh-odf-4-for-rhel-8-x86_64-rpms
# yum install mcg

Pt =

{#/ MCG 51752 m{E A NamespaceStore X4 REiEcE OB FIK .
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I $ noobaa account create <noobaa-account-name> [flags]

flin -

$ noobaa account create testaccount --full_permission --nsfs_account_config --gid 10001 --
uid 10001 —default_resource fs_namespacestore

allow_buc BERRSRUTIK T UIBFEiER. FNER true =X false, BRILED true,
ket_create

allowed b LUESORMEMERBEHIIRKR, B &R FEEHRNRMEENR,
uckets

- {8 S3 CreateBucket ##EN, HEH LARFTHIFHEBE NamespaceStore HiR,
default_re = NamespaceStore % /{FH RWX(ReadWriteMany) A S FBR(PVC) X H,
source

full_permi 18BARBRIZAITTLMNR, ZFHER true =X false., FRINE 7 false.,
ssion

new_buck QB 5% bucket ¥ NI E KM RO R, ZERFEALTF NamespaceStore X3R4T
ets_path PVC /i, HAAIEH BRI LIRS RIEFHER RIS RIS,

nsfs_acco IERIZIKF2E AT NamespaceStore XHRFHNEFER,
unt_confi

g

nsfs_only  f5BAMKk " 25 UATF NamespaceStore X R%i, ZIFMIER true =X false, BME
 false, IARIEH 'true’, MR R H b KB IZ (518,

uid MCG ik FZBRF BRI X4 RS ID, BTV RIMEE X H RS R
gid MCG itk EZBR ST BRI ST RGN 1D, AT ISR RGP RIEEE

MCG RE APk ECERE S3 FEUE A XML, :

# NooBaaAccount spec:
allow_bucket_creation: true
Allowed_buckets:
full_permission: true
permission_list: []
default_resource: noobaa-default-namespace-store
Nsfs_account_config:
gid: 10001
new_buckets_path:/
nsfs_only: true
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uid: 10001
INFO[0006] Exists: Secret "noobaa-account-testaccount”
Connection info:
AWS_ACCESS KEY_ID :<aws-access-key-id>
AWS_SECRET_ACCESS_KEY : <aws-secret-access-key>

EATLUE AL T e B AE E T B E CHIRE L (CRD)AIKF -

$ noobaa account list
NAME ALLOWED_BUCKETS DEFAULT_RESOURCE PHASE AGE
testaccount [*] noobaa-default-backing-store Ready 1m17s

RE R R B, ST LUEREHREHE B E L BTRE X (CRD) :

$ oc get noobaaaccount/testaccount -o yaml
spec:
allow_bucket_creation: true
allowed_buckets:
full_permission: true
permission_list: []
default_resource: noobaa-default-namespace-store
nsfs_account_config:
gid: 10001
new_buckets_path: /
nsfs_only: true
uid: 10001

4.4.3. M openshift-storage #4228 Fh i [a] IHBO S A2 - 8

L Multicloud Object Gateway(MCG)NamespaceStore X% Zi(NSFS)ThEERS, EEEEAH
6T openshift-storage & Z2[HFRE PVC, JLEEMAREH, ER[EVIRNBIEFRTE openshift-
storage P& ZE[AIdh, MEM FESNARFEAMGEZER A,

EViREEES — AN SRENGNEIE, EFER openshift-storage & 22 [ h fIIE—PMERIESE
M A AR — CephFS £8 PVC,

it

£ scc BN ARERBRZEN -

I $ oc get ns <application_namespace> -o yaml | grep scc

<application_namespace>
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165N AR & ZE H BT,

fFlan -

$ oc get ns testnamespace -o yaml | grep scc

openshift.io/sa.scc.mcs: s0:¢c26,c5
openshift.io/sa.scc.supplemental-groups: 1000660000/10000
openshift.io/sa.scc.uid-range: 1000660000/10000

AN ARFRRZEMN :
I $ oc project <application_namespace>

#lin -

I $ oc project testnamespace

ffifk ReadWriteMany(RWX) PVC EEEIEZEH MCG NSFS ZhEEM noobaa S3 i s {1
i pod L :

$ oc get pvc
NAME STATUS VOLUME
CAPACITY ACCESS MODES STORAGECLASS AGE

cephfs-write-workload-generator-no-cache-pv-claim Bound pvc-aa58fb91-c3d2-475b-bbee-
68452a613e1a

10Gi RWX ocs-storagecluster-cephfs 12s

$ oc get pod

NAME READY STATUS RESTARTS AGE
cephfs-write-workload-generator-no-cache-1-cv892 1/1  Running 0 11s

KB#E pod REIFFAES(PV)RIEE R,

M pod 3KHX PV B LHF -

I $ oc get pods <pod_name> -o jsonpath="{.spec.volumes[]}'
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<pod_name>

¥57E pod HIE TR,

fign -

$ oc get pods cephfs-write-workload-generator-no-cache-1-cv892 -o
jsonpath='{.spec.volumes[]}'

{"name":"app-persistent-storage"”,"persistentVolumeClaim":{"claimName":"cephfs-
write-workload-generator-no-cache-pv-claim"}}

EAHI, PVC B LT A cephfs-write-workload-generator-no-cache-pv-
claim,

FIH pod PMIFREEE, HRESELE—SPIRANSHERR :
I $ oc get pods <pod_name> -o jsonpath="'{.spec.containers[].volumeMounts}'
fign -

$ oc get pods cephfs-write-workload-generator-no-cache-1-cv892 -o
jsonpath='{.spec.containers[].volumeMounts}'

[{"mountPath":"/mnt/pv","name":"app-persistent-storage"},
{"mountPath":"/var/run/secrets/kubernetes.io/serviceaccount”,"name":"kube-api-access-
8tnc5","readOnly":true}]

5k pod B9 RWX PV By = -

I $ oc exec -it <pod_name> -- df <mount_path>

<mount_path>

BEEE L —S hinRNES R R,
fFlan -

$ oc exec -it cephfs-write-workload-generator-no-cache-1-cv892 -- df /mnt/pv
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main
Filesystem
1K-blocks Used Available Use% Mounted on
172.30.202.87:6789,172.30.120.254:6789,172.30.77.247:6789:/volumes/csi/csi-vol-

cc416d9e-dbf3-11ec-b286-0a580a810213/edcfe4d5-bdcb-4b8e-8824-8a03ad94d67¢
10485760 0 10485760 0% /mnt/pv

#fafR UID #1 SELinux #3355 A6 & ZEH E ARPRESAER -
I $ oc exec -it <pod_name> -- Is -latrZ <mount_path>

lin -

$ oc exec -it cephfs-write-workload-generator-no-cache-1-cv892 -- Is -latrZ /mnt/pv/

total 567

drwxrwxrwx. 3 root root system_u:object_r:container_file_t:s0:c26,c5 2 May 25 06:35 .
-rw-r--r--. 1 1000660000 root system_u:object_r:container_file_t:s0:¢c26,c5 580138 May 25
06:35 fs_write_cephfs-write-workload-generator-no-cache-1-cv892-data.log

drwxrwxrwx. 3 root root system_u:object_r:container_file_t:s0:c26,c5 30 May 25 06:35

IREUEE M openshift-storage #4422 (A5 [RIB 1B AR RWX PV IfE & :

I $ oc get pv | grep <pv_name>

<pv_name>

f5E PV &,

fign -

$ oc get pv | grep pvc-aab8fb91-c3d2-475b-bbee-68452a613e1a

pvc-aa58fb91-c3d2-475b-bbee-68452a613e1a 10Gi RWX Delete
Bound testnamespace/cephfs-write-workload-generator-no-cache-pv-claim ocs-
storagecluster-cephfs 47s

ffafR3k 8 openshift-storage & ZE[EIFRE PVC sILA#E VIR, LUE—/ =% 4 noobaa-
endpoint pod = LLiji[i] PVC,
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M volumeAttributes 3 EI subvolumePath 1 volumeHandle B{&, #&aILAMIEZR
AR PV i YAML #k ch ik BGX S5(E -

I $ oc get pv <pv_name> -o yaml
Bign -

$ oc get pv pvc-aa58fb91-c3d2-475b-bbee-68452a613e1a -0 yaml

apiVersion: v1
kind: PersistentVolume
metadata:
annotations:
pv.kubernetes.io/provisioned-by: openshift-storage.cephfs.csi.ceph.com
creationTimestamp: "2022-05-25T06:27:49Z"
finalizers:
- kubernetes.io/pv-protection
name: pvc-aa58fb91-c3d2-475b-bbee-68452a613e1a
resourceVersion: "177458"
uid: 683fa87b-5192-4ccf-af2f-68c6bcf8f500
spec:
accessModes:
- ReadWriteMany
capacity:
storage: 10Gi
claimRef:
apiVersion: v1
kind: PersistentVolumeClaim
name: cephfs-write-workload-generator-no-cache-pv-claim
namespace: testnamespace
resourceVersion: "177453"
uid: aa58fb91-c3d2-475b-bbee-68452a613e1a
csi:
controllerExpandSecretRef:
name: rook-csi-cephfs-provisioner
namespace: openshift-storage
driver: openshift-storage.cephfs.csi.ceph.com
nodeStageSecretRef:
name: rook-csi-cephfs-node
namespace: openshift-storage
volumeAttributes:
clusterID: openshift-storage
fsName: ocs-storagecluster-cephfilesystem
storage.kubernetes.io/csiProvisionerldentity: 1653458225664-8081-openshift-
storage.cephfs.csi.ceph.com
subvolumeName: csi-vol-cc416d9e-dbf3-11ec-b286-0a580a810213
subvolumePath: /volumes/csi/csi-vol-cc416d9e-dbf3-11ec-b286-
0a580a810213/edcfe4d5-bdcb-4b8e-8824-8a03ad94d67¢c
volumeHandle: 0001-0011-openshift-storage-0000000000000001-cc416d9e-dbf3-
11ec-b286-0a580a810213
persistentVolumeReclaimPolicy: Delete
storageClassName: ocs-storagecluster-cephfs

54



B 4= ERap RN

volumeMode: Filesystem
status:
phase: Bound

#EREEE—S hifEM subvolumePath #1 volumeHandle fEi#E openshift-storage
a2 P AR — N PV #l PVC Y%K, {5@5IHR AR PV R CephFS % :

YAML X706 :

$ cat << EOF >> pv-openshift-storage.yaml
apiVersion: v1
kind: PersistentVolume
metadata:
name: cephfs-pv-legacy-openshift-storage
spec:
storageClassName: ""
accessModes:
- ReadWriteMany
capacity:
storage: 10Gi ﬂ
csi:
driver: openshift-storage.cephfs.csi.ceph.com
nodeStageSecretRef:
name: rook-csi-cephfs-node
namespace: openshift-storage
volumeAttributes:
# Volume Attributes can be copied from the Source testhamespace PV
"clusterID": "openshift-storage”
"fsName": "ocs-storagecluster-cephfilesystem”
"staticVolume": "true"
# rootpath is the subvolumePath: you copied from the Source testnamespace PV
"rootPath": /volumes/csi/csi-vol-cc416d9e-dbf3-11ec-b286-0a580a810213/edcfe4d5-
bdcb-4b8e-8824-8a03ad94d67¢c
volumeHandle: 0001-0011-openshift-storage-0000000000000001-cc416d9e-dbf3-
11ec-b286-0a580a810213-clone 9
persistentVolumeReclaimPolicy: Retain
volumeMode: Filesystem
apiVersion: v1
kind: PersistentVolumeClaim
metadata:
name: cephfs-pvc-legacy
namespace: openshift-storage
spec:
storageClassName: ""
accessModes:
- ReadWriteMany
resources:
requests:
storage: 10Gi 6
volumeMode: Filesystem
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E>I

# volumeName should be same as PV name
volumeName: cephfs-pv-legacy-openshift-storage
EOF

£ openshift-storage & Z2 AR AIER PV WEFEH#SEXME5ER PV HE,

2]

&1 openshift-storage BB IR PV NEBLBRZES RGN AR PVE
B, i, ESFHAKEZRD -clone,

©

£ openshift-storage fp# 22 Al R OIEEH PVC MEFEHEBAEX 45 RS PVC
Iﬂo

A E—4higEM YAML X4, £ openshift-storage s Z2[B]hi|EE PV F
PVC :

I $ oc create -f <YAML _file>

<YAML_file>

f&%E YAML X#4H94 75,

fign -

$ oc create -f pv-openshift-storage.yaml

persistentvolume/cephfs-pv-legacy-openshift-storage created
persistentvolumeclaim/cephfs-pvc-legacy created

#afR PVC 7£ openshift-storage v Z2(Hhalf :

$ oc get pvc -n openshift-storage

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

cephfs-pvc-legacy Bound cephfs-pv-legacy-openshift-storage 10Gi
RWX 14s
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#t A openshift-storage TiH :
$ oc project openshift-storage

Now using project "openshift-storage" on server "https://api.cluster-
5f6ng.5f6ng.sandbox65.opentlc.com:6443".

BIIEE NSFS fa & Ze[H 1 -

$ noobaa namespacestore create nsfs <nsfs_namespacestore> --pvc-
name='<cephfs_pvc_name>' --fs-backend='"CEPH_FS'

<nsfs_namespacestore>

167 NSFS fp & 22 R fFER BT,

<cephfs_pvc_name>

1t openshift-storage e #4522 [f]Fhi5E CephFS PVC B& R,

fign -

$ noobaa namespacestore create nsfs legacy-namespace --pvc-name='cephfs-pvc-
legacy' --fs-backend="CEPH_FS'

#af% noobaa-endpoint pod EJ5, F7£ NSFS v 2RI #=EhThiEE PVC, #ilm
Insfs/legacy-namespace H# = :

I $ oc exec -it <noobaa_endpoint_pod_name> -- df -h /nsfs/<nsfs_namespacestore>

<noobaa_endpoint_pod_name>

#57%E noobaa-endpoint pod BI&FR,

fign -

$ oc exec -it noobaa-endpoint-5875f467f5-546¢6 -- df -h /nsfs/legacy-namespace

Filesystem
Size Used Avail Use% Mounted on
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172.30.202.87:6789,172.30.120.254:6789,172.30.77.247:6789:/volumes/csi/csi-vol-
cc416d9e-dbf3-11ec-b286-0a580a810213/edcfe4d5-bdcb-4b8e-8824-8a03ad94d67¢
10G 0 10G 0% /nsfs/legacy-namespace

BIEE—A MCG Bk -

$ noobaa account create <user_account> --full_permission --allow_bucket_create=true -
-new_buckets_path="/" --nsfs_only=true --nsfs_account_config=true --gid <gid_number>
--uid <uid_number> --default_resource='legacy-namespace'

<user_account>

5% MCG A F K BB,
<gid_number>

}5%E GID 5.,
<uid_number>

f5% UID 5,

8%

FEASESMANER UID #1 GID, %0 LU AT F% H rh 5

fign -

$ noobaa account create leguser --full_permission --allow_bucket_create=true --
new_buckets_path="/" --nsfs_only=true --nsfs_account_config=true --gid 0 --uid
1000660000 --default_resource="legacy-namespace'

BIE—1 MCG i,

1EfE5 R A pod B9 CephFS PV #1 PVC 9 NSFS #=d7h S3 fllg— N %A
e .

I $ oc exec -it <pod _name> -- mkdir <mount_path>/nsfs
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fign -

$ oc exec -it cephfs-write-workload-generator-no-cache-1-cv892 -- mkdir
/mnt/pv/nsfs

{5 nsfs/ BRZEROIE MCG 7=i&H -

$ noobaa api bucket_api create_bucket '{
"name": "<bucket _names",
"namespace":{
"write_resource": { "resource": "<nsfs_namespacestore>", "path": "nsfs/" },
"read_resources": [ { "resource": "<nsfs_namespacestore>", "path": "nsfs/" }]
}
y

fign -

$ noobaa api bucket_api create_bucket '{
"name": "legacy-bucket",
"namespace":{
"write_resource": { "resource": "legacy-namespace”, "path": "nsfs/" },
"read_resources": [ { "resource": "legacy-namespace", "path": "nsfs/" }]
}
y

KA F 555 B2 openshift-storage #p&Z2 (A dhiy PVC Hhis3c#Eka
SELinux $5% :

$ oc exec -it <noobaa_endpoint_pod_name> -n openshift-storage -- Is -ltraZ
/nsfs/<nsfs_namespacstore>

a0 -

$ oc exec -it noobaa-endpoint-5875f467{5-546¢6 -n openshift-storage -- Is -ltraZ
/nsfs/legacy-namespace

total 567

drwxrwxrwx. 3 root root system_u:object_r:container_file_t:s0:c0,c26 2 May 25
06:35.

-rw-r--r--. 1 1000660000 root system_u:object_r:container_file_t:s0:c0,c26 580138 May
25 06:35 fs_write_cephfs-write-workload-generator-no-cache-1-cv892-data.log
drwxrwxrwx. 3 root root system_u:object_r:container_file_t:s0:c0,c26 30 May 25
06:35 ..
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I $ oc exec -it <pod_names -- Is -latrZ <mount_path>
Bl -

$ oc exec -it cephfs-write-workload-generator-no-cache-1-cv892 -- Is -latrZ /mnt/pv/

total 567

drwxrwxrwx. 3 root root system_u:object_r:container_file_t:s0:c26,c5 2 May 25
06:35.

-rw-r--r--. 1 1000660000 root system_u:object_r:container_file_t:s0:c26,c5 580138 May
25 06:35 fs_write_cephfs-write-workload-generator-no-cache-1-cv892-data.log
drwxrwxrwx. 3 root root system_u:object_r:container_file_t:s0:c26,c5 30 May 25
06:35 ..

X &R, EAILIES SELinux IRER R E S BUBBRBHE L=V A [FERZS

%o
9.
BIR (LS55 A2 FH openshift-storage pod 134+ AR SELinux #7725,
R LUE AL ARz — T R4 -
[ ]
28 4.4.3.1 71 “EIESN AREFTIEBMEIA SELinux 17%, #H5 openshift-
storage i H I EKIA SELinux tRZPCEE”.
[ ]
2 4.4.3.2 7 “(UEREBHELE SN ARRK PVC M pod HWEBERER SELinux ¥R
%,
10.
MBR NSFS 5226|164 -

Bk MCG =it#a -
I $ noobaa bucket delete <bucket name>

a0 -

I $ noobaa bucket delete legacy-bucket
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kR MCG AP -
I $ noobaa account delete <user_account>
Bl -
I $ noobaa account delete leguser
MHER NSFS a8 22 [AlF7 i -
I $ noobaa namespacestore delete <nsfs_namespacestore>
Bt -

I $ noobaa namespacestore delete legacy-namespace

.
figx PV #1 PVC :

B8

MR PV #1 PVC a1, IHHAR PV BRCE T (RE R,

I $ oc delete pv <cephfs_pv_name>

I $ oc delete pvc <cephfs_pvc _name>

<cephfs_pv_name>

5 EEGI N AK CephFS PV £&#5,
<cephfs_pvc_name>

5 EEGIN AM CephFS PVC &R,

flan -

I $ oc delete pv cephfs-pv-legacy-openshift-storage

[ F
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I $ oc delete pvc cephfs-pvc-legacy

4.4.3.1. BREGN ARFUIEBMEIA SELinux 17%, #H5 openshift-storage T B H9ERiIA
SELinux 3% PChd

1.
{#/ sa.scc.mcs ER%HIM openshift-storage 54422 :

$ oc get ns openshift-storage -o yaml | grep sa.scc.mcs

openshift.io/sa.scc.mcs: s0:¢26,c0

2.
GRIEGIN BAREFEa 2, FH{E A openshift-storage #& 22 [EHY sa.scc.mcs HHEE
i sa.scc.mcs :
I $ oc edit ns <appplication_namespace>
Biln -
I $ oc edit ns testnamespace
I $ oc get ns <application_namespace> -o yaml | grep sa.scc.mcs
N -
$ oc get ns testnamespace -0 yaml | grep sa.scc.mcs
openshift.io/sa.scc.mcs: s0:¢26,c0
3.

BRIENNARRE. EFCAAXE, BIfE SELinux t7%5 openshift-storage Z8E
HEEO

4.4.3.2. EREFEBLSNAER PVC B pod MEBERSER SELinux tr3s

1.
{8/ MustRunAs #1 seLinuxOptions LI flIE—4 #H# scc, £ openshift-storage i
HfEFAK Multi Category Security(MCS) :

YAML X#51 :
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$ cat << EOF >> scc.yaml
allowHostDirVolumePlugin: false
allowHostIPC: false
allowHostNetwork: false
allowHostPID: false
allowHostPorts: false
allowPrivilegeEscalation: true
allowPrivilegedContainer: false
allowedCapabilities: null
apiVersion: security.openshift.io/v1
defaultAddCapabilities: null
fsGroup:

type: MustRunAs
groups:
- system:authenticated
kind: SecurityContextConstraints
metadata:

annotations:

name: restricted-pvselinux
priority: null
readOnlyRootFilesystem: false
requiredDropCapabilities:
- KILL
- MKNOD
- SETUID
- SETGID
runAsUser:

type: MustRunAsRange
seLinuxContext:

seLinuxOptions:

level: s0:¢c26,c0

type: MustRunAs
supplementalGroups:

type: RunAsAny
users: []
volumes:
- configMap
- downwardAPI
- emptyDir
- persistentVolumeClaim
- projected
- secret
EOF

$ oc create -f scc.yaml

NEBEBCIR—IRSIK,, FRERIMBE RN scc H.

BIRRARSS K -

I $ oc create serviceaccount <service_account_name>

2

%

[ F
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<service_account_name>’

HERSS K BB TR.

flan -

I $ oc create serviceaccount testhamespacesa

FHAR 550 P A= DB AR sce -
I $ oc adm policy add-scc-to-user restricted-pvselinux -z <service_account_name>

flan -

I $ oc adm policy add-scc-to-user restricted-pvselinux -z testnamespacesa

3.
MEGNARFREATHT, EHEARCENRSKS, XaitEEREPEE
SELinux $7% :
$ oc patch dc/<pod_name> '{"spec":{"template":{"spec":{"serviceAccountName":
"<service _account_name>"}}}}'
4N -
$ oc patch dc/cephfs-write-workload-generator-no-cache --patch '{"spec":{"template":{"spec":
{"serviceAccountName": "testnamespacesa"}}}}'
4,

IERERE, ST EAESREREMN SELinux FrZhEANLL ETX :

I $ oc edit dc <pod_name> -n <application_namespace>
AILLUTAT -

spec:
template:
metadata:
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securityContext:
seLinuxOptions:
Level: <security context value>

<security_context_value>

LiEPiTe 4 LAE NSFS #=Z P08 S3 L XK, wILUE legacy KA Pod i
CephFS PV 1 PVC LfIE—ALAXXHRN, BInkBhXAME.,

fign -

I $ oc edit dc cephfs-write-workload-generator-no-cache -n testnamespace

spec:
template:
metadata:
securityContext:
seLinuxOptions:
level: s0:¢c26,c0

MR ERTEBEREPM SELinux FrEPEALZL ETX :
I $ oc get dc <pod_name> -n <application_namespace>-o yaml | grep -A 2 securityContext

i

$ oc get dc cephfs-write-workload-generator-no-cache -n testnamespace -0 yaml | grep -A 2
securityContext

securityContext:
seLinuxOptions:
level: s0:¢c26,c0

5N ARFERHFIRERAS openshift-storage A& Z2H#8RM SELinux #1755,
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\9

B 5 F RSN RMX

5.1. BB P EIFLUAIREE MULTICLOUD M &MXdhiEeiat

FEAMSTREERIFEFE Multicloud X RMX(MCG)IHK~FEIUE, LABSIERN ARFHILEE, Hi&R

kP =eH,

5.1.1. & noobaa Kk &G

FRFM

it =

66

1IE1E521789 OpenShift Data Foundation 2%,

T# Multicloud X RMX(MCG)f BTREMERRMER, BESRIFSH £ERANA

BFUIFZ TN RMX,

E&HBE noobaa kB, HafTLTHS :

I $ noobaa account passwd <noobaa account_name> [options]

$ noobaa account passwd
FATA[0000] Missing expected arguments: <noobaa_account_name>

Options:

--new-password=": New Password for authentication - the best practice is to omit this flag,
in that

case the CLI will prompt to prompt and read it securely from the terminal to avoid leaking
secretsint

he shell history

--old-password=": Old Password for authentication - the best practice is to omit this flag, in
that

case the CLI will prompt to prompt and read it securely from the terminal to avoid leaking
secrets in

the shell history

--retype-new-password=": Retype new Password for authentication - the best practice is to
omit this flag, in that case the CLI will prompt to prompt and read it securely from the terminal
to avoid

leaking secrets in the shell history

Usage:


https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html-single/managing_hybrid_and_multicloud_resources/index#accessing-the-multicloud-object-gateway-with-your-applications_rhodf
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noobaa account passwd <noobaa-account-name> [flags] [options]

Use "noobaa options" for a list of global command-line options (applies to all commands).

Example:

I $ noobaa account passwd admin@noobaa.io
iR -

Enter old-password: [got 24 characters]

Enter new-password: [got 7 characters]

Enter retype-new-password: [got 7 characters]

INFO[0017] Exists: Secret "noobaa-admin”

INFO[0017] Exists: NooBaa "noobaa"

INFO[0017] Exists: Service "noobaa-mgmt"

INFO[0017] Exists: Secret "noobaa-operator”

INFO[0017] Exists: Secret "noobaa-admin”

INFO[0017] » RPC: account.reset_password() Request: {Email:admin@noobaa.io
VerificationPassword:* Password:*}

WARN[0017] RPC: GetConnection creating connection to wss://localhost:58460/rpc/
0xc000402ae0

INFO[0017] RPC: Connecting websocket (0xc000402ae0) &{RPC:0xc000501a40
Address:wss://localhost:58460/rpc/ State:init WS:<nil> PendingRequests:map([]
NextRequestID:0

Lock:{state:1 sema:0} ReconnectDelay:0s cancelPings:<nil>}

INFO[0017] RPC: Connected websocket (0xc000402ae0) &{RPC:0xc000501a40
Address:wss://localhost:58460/rpc/ State:init WS:<nil> PendingRequests:map([]
NextRequestID:0

Lock:{state:1 sema:0} ReconnectDelay:0s cancelPings:<nil>}

INFO[0020] RPC: account.reset_password() Response OK: took 2907.1ms
INFO[0020] Updated: "noobaa-admin”

INFO[0020] Successfully reset the password for the account "admin@noobaa.io"

B

FMKiiijin] admin Bk EUE, 11217 noobaa status 4% -

email :admin@noobaa.io
password : ***

5.1.2. Ntk P EFAERK S3 Kik
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SoREH
°
IE#EiZ21T#9 OpenShift Data Foundation 2%,
°
T# Multicloud X &MX(MCG)fGiTRALMERZAMETE, BASTESH E/HNA
BREUINZ N RMX,
iz

N USRES (N
ZHHKS, FETU TR -

I $ noobaa account list

iR -

NAME ALLOWED_BUCKETS DEFAULT_RESOURCE PHASE AGE
account-test [*] noobaa-default-backing-store Ready 14m17s

test2 [first.bucket] noobaa-default-backing-store Ready 3m1i2s

H#&, MARZ1T oc get noobaaaccount 4 :

I $ oc get noobaaaccount
LR

NAME PHASE AGE
account-test Ready 15m
test2 Ready 3m59s

EHHEM noobaa ik S3 EilF, HEZTULTHS -

$ noobaa account regenerate <noobaa_account_name> [options]

$ noobaa account regenerate
FATA[0000] Missing expected arguments: <noobaa-account-name>

Usage:
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noobaa account regenerate <noobaa-account-name> [flags] [options]

Use "noobaa options" for a list of global command-line options (applies to all commands).

i&1T noobaa account regenerate G E, ERRTE—NES, "This will invalidate all
connections between S3 clients and NooBaa which are connected using the current
credentials.”, FZEKHFIA :

Example:

I $ noobaa account regenerate account-test
LR

INFO[0000] You are about to regenerate an account's security credentials.

INFO[0000] This will invalidate all connections between S3 clients and NooBaa which are
connected using the current credentials.

INFO[0000] are you sure? y/n

e, ERERERRIEHERZITHEL]

INFO[0015] Exists: Secret "noobaa-account-account-test"

Connection info:
AWS ACCESS KEY_ID PR
AWS SECRET_ACCESS KEY :***

5.1.3. 7 OBC EHr4pk S3 &ilk

FeREH
[}
1IE#Ei21T#9 OpenShift Data Foundation 2%,
[}
T Multicloud Xf RFX(MCG)SHITREALUEERNMWER, BASTGESH FANA
BREUNZ XN RMX,
i =

FIKAX OBC £ #F, HIZTLATa4 :

I $ noobaa obc list
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LR
NAMESPACE NAME BUCKET-NAME STORAGE-CLASS
BUCKET-CLASS PHASE

default obc-test obc-test-35800e50-8978-461f-b7e0-7793080e26ba default.noobaa.io
noobaa-default-bucket-class Bound

&, MZERiZ1T oc get obe fp s :
I $ oc get obc

R

NAME STORAGE-CLASS PHASE AGE
obc-test default.noobaa.io Bound 38s

EHFH 4 noobaa OBC S3 &iF, iHZfTU TS :

I $ noobaa obc regenerate <bucket claim_name> [options]

$ noobaa obc regenerate
FATA[0000] Missing expected arguments: <bucket-claim-name>

Usage:
noobaa obc regenerate <bucket-claim-name> [flags] [options]

Use "noobaa options" for a list of global command-line options (applies to all commands).

i&1T noobaa obc regenerate e/, BIHRREDS, "This will invalidate all
connections between the S3 clients and noobaa which are connected using the current
credentials.”, FZEKIA :

Example:
I $ noobaa obc regenerate obc-test
iR -

INFO[0000] You are about to regenerate an OBC's security credentials.
INFO[0000] This will invalidate all connections between S3 clients and NooBaa which are
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connected using the current credentials.
INFO[0000] are you sure? y/n

s, ERERERRIEHERZITHE]

INFO[0022] RPC: bucket.read_bucket() Response OK: took 95.4ms

ObjectBucketClaim info:

Phase : Bound

ObjectBucketClaim  : kubectl get -n default objectbucketclaim obc-test
ConfigMap : kubectl get -n default configmap obc-test

Secret : kubectl get -n default secret obc-test

ObjectBucket : kubectl get objectbucket obc-default-obc-test

StorageClass : kubectl get storageclass default.noobaa.io

BucketClass : kubectl get -n default bucketclass noobaa-default-bucket-class

Connection info:

BUCKET_HOST : s3.default.svc
BUCKET_NAME : obc-test-35800e50-8978-461f-b7e0-7793080e26ba
BUCKET_PORT 1443

AWS_ACCESS_KEY_ID  :***
AWS_SECRET_ACCESS_KEY :***

Shell commands:
AWS S3 Alias : alias s3='AWS_ACCESS_KEY_ID=***
AWS_SECRET_ACCESS_KEY="** aws s3 --no-verify-ssl --endpoint-url ***'

Bucket status:

Name : obc-test-35800e50-8978-461f-b7e0-7793080e26ba
Type : REGULAR

Mode : OPTIMAL

ResiliencyStatus : OPTIMAL

QuotaStatus :QUOTA_NOT_SET

Num Objects :0

Data Size :0.000B

Data Size Reduced :0.000B

Data Space Avail :13.261 GB

Num Objects Avail  : 9007199254740991

5.2. AEENRMXERAREEARE

1R A LR E fo %S Multicloud Object Gateway (MCG)fi Eil9#aRRS S AL SEXEEN IP it
RSB, XA B FIEHIRT LA ] MCG BRS5HY IP bk,
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B L AR5 TR mEE OpenShift Data Foundation K, @i 7E
storagecluster B X ¥R E X (CRD)Hi%i& disableLoadBalancerService 2235
MCG fiEiafaaE A, XATRE MCG ARAESHUIBEMARIER, HEM
MCG k55 EXTERNAL-IP, 1T E %5, 1550 Red Hat ALREXE, FHGSTHR
mUAERER L2 Red Hat OpenShift Data Foundation 4.X, X#EE8E OpenShift
Data Foundation 52 MCG fi #3923 IRS5IIFENE, 1§5%E SZE OpenShift Data
Foundation BE2A% =X RMEA LIRS .

1IE7E521789 OpenShift Data Foundation 52,

MRZRNEBE, HHEMBIGERILHBRSIFE Kubernetes IRFHiXE

loadBalancerSourceRanges &%,

it =

% NooBaa HE X ¥R (CR), LUMEETEEEE OpenShift Data Foundation 58I LLijj[A|
MCG AR5 IP Hutit G,

I $ oc edit noobaa -n openshift-storage noobaa

noobaa
¥4 NooBaa R4 EBEM NooBaa CR KA,

noobaa

NooBaa CR MI&#K,

a0 -

spec:

loadBalancerSourceSubnets:
s3:["10.0.0.0/16", "192.168.10.0/32"]
sts:
-"10.0.0.0/16"
-"192.168.10.0/32"
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loadBalancerSourceSubnets

AILA#E NooBaa CR M spec FZ&I—NTIFEL, LUEERIZAILLiA] NooBaa AR5
B 1P Hbiit,

EFRHIH, fFFH 10.0.0.0/16 =K 192.168.10.0/32 HHIFTA IP Mt # AT LRl MCG
S3 ML L SRS (STS), MAARIFHEAR IP ik,

ERIERERE TIEEM IP thit, 7 OpenShift Web #EHI&HZTUTHS, RERMLE
A5 MCG {2489 IP it Pric :

$ oc get svc -n openshift-storage <s3 | sts> -o=go-template="{{
.spec.loadBalancerSourceRanges }}'
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% 6 B EANZ i ffimn s &EIE

& eI LA{E A Multicloud Object Gateway(MCG)fii bR it KRB EIE, EORRMBUIEE
TPRIE BRI 6ERE AT, EUFRMATLE MCG ANGE&E . MEESER, E3HEIE
5B 3 F N ESRS AR,

ERILAEFA OpenShift Ul YAML =% MCG 41T Rm X BHRIGBUE.

.

LUFERS -

it
o)
=

% 6.1 7 “fEf MCG s 51T IR BRI SRR RBIE"

%5 6.2 “fEA YAML SRR kB IREBUR”

6.1. 1 MCG s 51T RIS SR B BUE

FEREMH
[ ]
AR TE Multicloud % &M% (MCG)f G175 M.
¥ =
1.
1£ Multicloud Object Gateway(MCG)f 5 1T5REA, ETLL TN ROIB T A EEERNE
itk -

$ noobaa bucketclass create placement-bucketclass mirror-to-aws --backingstores=azure-
resource,aws-resource --placement Mirror

QBRI B N — RSB, e — DT, X R AL
B AT

I $ noobaa obc create mirrored-bucket --bucketclass=mirror-to-aws

6.2. i YAML G2 fEI k5 G E8IE
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MALLTF YAML, it YAML 2—NE& R, E4i Ceph FiEH AWS Z A EREIE -

apiVersion: noobaa.io/vialpha1
kind: BucketClass
metadata:
labels:
app: noobaa
name: <bucket-class-name>
namespace: openshift-storage
spec:
placementPolicy:
tiers:
- backingStores:
- <backing-store-1>
- <backing-store-2>
placement: Mirror

FFLLTFATAEIR# Object Bucket Claim (OBC) wh :

additionalConfig:
bucketclass: mirror-to-aws

BX OBCs WEZ(FR, ESI 5 9 F X/ Bucket 75,

75



Red Hat OpenShift Data Foundation 4.15 EEEAMZ = %R
88 7 & MULTICLOUD X % M X rh et 77 i i SR ig

OpenShift Data Foundation X¥f AWS S3 F{i#tf%ME. bucket KBS AR VFE A P R FEF MR EX
R AR,

7.1. BUCKET EBEfH 1t

bucket $RBg 2 — MU RISREEED, =& AWS S3 FEBHINRIZFHER. bucket SREGEAET
JSON B HSREETE S, AXVINEKBESNESER, HSHAWS UK ESHt,

7.2. £ MULTICLOUD XI5 % o fif Fl = fifi 4 S

FRFH

[ ]
1IE7E521789 OpenShift Data Foundation &,

Vilal Multicloud X &RMX(MCG), H&H 5 2 & @FNFHEFFU7Z =X RHxE

it =

£ MCG i {sE FfrfififasRRg

LA JSON &=\ f1I# bucket 55,

fign -

{

"Version": "NewVersion",
"Statement”: |
{
"Sid": "Example”,
"Effect": "Allow",
"Principal™: [
"john.doe@example.com”
I,
"Action": [
"s3:GetObject"
I,
"Resource": [
"arn:aws:s3::;john_bucket"

]
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% 7 3 MULTICLOUD Xt &M% b iEiasRes

2.
{8/ AWS S3 &£/ 'ii%, M put-bucket-policy fr5 I iEMEIEN AT S3 75 -
# aws --endpoint ENDPOINT --no-verify-ssl s3api put-bucket-policy --bucket MyBucket --
policy BucketPolicy
a.
1§ ENDPOINT &#tJy S3 fins.
b.
5+ MyBucket &y bucket, LLi%iEHREE,
C.
¥ BucketPolicy i/ bucket 5#& JSON 3.
d.
MPEERARIANBZERIUES, EZI --no-verify-ssl,
Biln -
# aws --endpoint https://s3-openshift-storage.apps.gogo44.noobaa.org --no-verify-ssl
s3api put-bucket-policy -bucket MyBucket --policy file://BucketPolicy
NFEAF X put-bucket-policy S HSHEZF R, HFSMAX put-bucket-policy B9 AWS
CLI s 553%,
, =
, principal StRIEERFHBL Y FIX—FRNAF, MiFfifh. Bal,
N4 NooBaa tkF ¥ eEREEW. XTI REMEFERH, NooBaa 2B
EB—Mik;" obc-account.<generated bucket name>@noobaa.io.
A=
, R bucket SEBE R4,
H At BT iR
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[ ]
bucket KBS A FZ o Ak, SURTERE X,
[ ]
BXXESTRIFEMER, RMMEEASiHES U AR RE, ESHE AWS VinRigiE
=SBk,
[ ]

MBFHEMARIENE S B, 1§55 AWS Bucket SREE A,

7.3. 7£ MULTICLOUD X} %X rh il g -

FRFH

[}
IE7E;21789 OpenShift Data Foundation £&,

T# MCG sr B TSR ELR{LEE,

# subscription-manager repos --enable=rh-odf-4-for-rhel-8-x86_64-rpms
# yum install mcg

4

al

BRI EERE AFEERSE LRI,

XtF IBM Power, {FHLLTFHS :
I # subscription-manager repos --enable=rh-odf-4-for-rhel-8-ppc64le-rpms
[e]

AF IBMZ, SRUTHS :

I # subscription-manager repos --enable=rh-odf-4-for-rhel-8-s390x-rpms

&, EthaT LM TEHLIE OpenShift Data Foundation i LA OpenShift Data
Foundation RPM %% MCG ##a.

78


https://docs.aws.amazon.com/AmazonS3/latest/dev/access-policy-language-overview.html
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% 7 2 MULTICLOUD X% ¥ ch i E g ta L mg

RIBEBORFTIEFE IE BT fh A,

it

PATLU T e8I —4 MCG APk -

noobaa account create <noobaa-account-name> [--allow_bucket_create=true] [--allowed_buckets=[]]
[--default_resource="] [--full_permission=false]

<noobaa-account-name>

EEH MCG A ik P BI& TR,

--allow_bucket_create
RVFA P O R,
--allowed_buckets
RERFHATEFHERAIIR (ERESHZMRL) .
--default_resource
RERAKR, AIEHERELIRATR (SEFROER) LOIEHH bucket,
--full_permission

FSEVFILIR T Ui Rl AR DA M SRR .

B8

ERERBIMRD— I EHERNUIFISER, SHSeBOBRIEEY) a7 iERE.
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B 8 E Z N RMXFHEME R

M=% X RMEX(MCG)EF iR 7 — MCG FERMEIRE S HIRAt T 8 aps i M M B ek
T, XEFER T LR A2 STREFER ARG R(AWS S3.  Azure F)IEFHBURFiEHE o & 22 H]
friiftd,

SHSRBE R ERAMNNIRAR. SFRANE LB, HaETFoREHNSdEE RS, #8521
bucket LECE#FEEHIRIE S S BNEAEH.

FoRFM

[ ]
1E1E521T8 OpenShift Data Foundation Y&,

VRSN RMX, HSHBEFRNARFIRZENRMX,
T# Multicloud X &M% (MCG) fpS1T5 M :

# subscription-manager repos --enable=rh-odf-4-for-rhel-8-x86_64-rpms
# yum install mcg
5

MR HERS D AFEEENE LM, fim, XF IBM Power, AL
Tad :

I # subscription-manager repos --enable=rh-odf-4-for-rhel-8-ppc64le-rpms

B4, AT LLMALTF https://access.redhat.com/downloads/content/547/ver=4/rhel---
8/4/x86_64/packages B9 OpenShift Data Foundation RPM &% mcg ¥ &

B

IRIB BRI LR IERARI T M2 K,
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# 8 E SR RMXFHEMEH

al

FERER MCG ShaEE(UAERLE MCG iRAP A A, wJifEMRESH MCG CLI
TRiRAkFSHA MCG BIZh&EE,

EEHEER, ESHARFERE GRS — DR,
BIREFHERREHR, HSHEFHERRE IR,

8.1. [ E FIRI H thz At

ey L@ A SNBSS SRR
5/ MCG R 1T E MRS FE 5 — i,

5/ YAML f# 651 S IR H A .

8.1.1. £/ MCG s ST R EfFHRER R S — ik

HEOEN REFMEBFB(OBC)N, EAILUIE =X R MK (MCG)BURF X E S ISR, Uit
JSON X #riE X EHIRIESH,

it =

# MCG e B1T5EY, BTUTHSRUBRARESHREN OBC :

I noobaa obc create <bucket-claim-name> -n openshift-storage --replication-policy /path/to/json-
file.json

<bucket-claim-name>
BEF SRR,
/path/to/json-file.json

= L8 HISKREAT JSON THHIERE.
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=
5

JSON X7 4 :

I [{ "rule_id": "rule-1", "destination_bucket": "first.bucket", "filter": {"prefix": "repl"}}]

"prefix”

kK, CRESHINGREMNAIZ, EETLIRZ, Hlm {"prefix": "}

fln -

I noobaa obc create my-bucket-claim -n openshift-storage --replication-policy /path/to/json-file.json
8.1.2. f1f YAML {7t E HIR 5 — 1= iE

A LA B RIEFfEM S B (OBC)H N % A KM X (MCG)BURFif i E R HIRNE, thralbELlE
%t YAML, Z71F55REE4F)y JSON FEEFRIBIRM, LLEBREUTRED BRI,

it =

MFEALLTF YAML :

apiVersion: objectbucket.io/vialpha1l
kind: ObjectBucketClaim
metadata:
name: <desired-bucket-claim>
namespace: <desired-namespace>
spec:
generateBucketName: <desired-bucket-name>
storageClassName: openshift-storage.noobaa.io
additionalConfig:
replicationPolicy: {"rules": [{ "rule_id": "", "destination_bucket": "", "filter": {"prefix": ""}]}

<desired-bucket-claim>

fEEFER SRR,

<desired-namespace>
feE B ZEM,

<desired-bucket-name>
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# 8 E SR RMXFHEMEH

EEFERATRIEIZ,
"rule_id"

IEEAMNB ID 5, Bl {"rule_id": "rule-1"},
"destination_bucket"

15 BirfEiEmNE#s, Bl {"destination_bucket": "first.bucket"},
"prefix”

BN, ERESHNN KRB, EERTLIEZE, HIM {"prefix": "}

Bn{s =2

MFEAEAX OBCHEZ{EE, HSH Object Bucket Claim,

8.2. Bl R S HISRRE

LU E— P EHIKE, ©ATNAREREFEHERETURNMEEER, EabuidmFHpaRdT
BEIR4E -

5/ MCG #5175 R IRE F A % = SRS,

5/ YAML B i & HISRRE,

8.2.1. £/ MCG #5175 B i S & SRR

BRI L QIR B R R I D9 % X R K (MCG)BURF il E 2 HIsRE, EM/IFE JSON X HhiE
X replication-policy S8, f&7ILLJy Placement #l Namespace bucket XX & {F iR S HISRNE,

&1Ly Placement 1 Namespace bucket 3% B 17 fifhR S HISKEE,

it =

£ MCG TR EPZfTUU TS -
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=y

\9

noobaa -n openshift-storage bucketclass create placement-bucketclass <bucketclass-name>
--backingstores <backingstores> --replication-policy=/path/to/json-file.json

<bucketclass-name>

EEFHERER AT,

<backingstores>

EEREFHENAR. TGRS UES S FNE .

/path/to/json-file.json

R E XS IS JSON SXHHIEREE,

JSON X7 fl :

I [{ "rule_id": "rule-1", "destination_bucket": "first.bucket", "filter": {"prefix": "repl"}}]

"prefix”

AN, M REFIMERBEH, ETLTHEZ, B ("prefix": "),

Fln -

noobaa -n openshift-storage bucketclass create placement-bucketclass bc --
backingstores azure-blob-ns --replication-policy=/path/to/json-file.json

FHIfEA JSON 34rhE L B9Ke E B HlI RIS QIR & 77 il K.

8.2.2. i YAML iXi& F iR 5 iSRS

A LM BB RN N2 T RMX (MCG)BURFEl it B HI5REE, thrIELUEmEH
YAML, EnJURRIEE) JSON sk FHHRIRM, LLERUTRR D LRAER,

it =

MFEALLTF YAML :

I apiVersion: noobaa.io/vialpha1

84
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kind: BucketClass
metadata:
labels:
app: <desired-app-label>
name: <desired-bucketclass-name>
namespace: <desired-namespace>
spec:
placementPolicy:
tiers:
- backingstores:
- <backingstore>
placement: Spread

replicationPolicy: [{ "rule_id": "<rule id>", "destination_bucket": "first.bucket", "filter": {"prefix":
"<object name prefix>"}}]

It YAML 22—/ I8 MEEMERENRA. S0 LEREEROS REERAEOBC)N S
RIERIZI T g, FHRESHEB first.bucket,

<desired-app-label>
77 app HEE— MR,
<desired-bucketclass-name>

EEFEREK AR,

<desired-namespace>

EESBE R R 22,

<backingstore>

EER&EFHNER, EAUEESIEEEHE.
"rule_id"

MM ID S, M '{"rule_id": "rule-1"},
"destination_bucket"

15 BirfEiEmeNa#s, Bl {"destination_bucket": "first.bucket"},

"prefix”

RAN, M REFIOMERMEH, ETLTHEZ, HIM ("prefix”: "),

8.3. HRAETHENEFMHEIBES
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HOBRFEME RN, SULUEABRE, UEERBEHSHOBE, mAANETHEEHN
ERATEREREBIR,

B

HIhEERE/E AWS 5 Azure LIXEEHEEE. AXI%XE AWS HEMNESER, iF
S5 A Amazon S3 [R5 ViIFIHEIL R, AWS HEFERREASE
NamespaceStore AWS 7z fi#f#H 9 X 12 Fh o] 22,

ItThEE{ 3z NamespaceStore 577 {i#i#. H BackingStores XFFMIF 5L
EEAETEENE .,

8.3.1. f£ Amazon Web Service I 5Eth{#ifl OpenShift Web i2H& i AT R EEBCAETAS
FhEmE Sl

&al LAl Amazon Web Service (AWS)=IMERNEH#H SRS R, EOIRM A Z R FiHEMHIT
B, #EaTLIE Web 2HE& W A2 M AR T AENEHRE T,

FRFH

[ ]
AR AWS FSATHRAETIL K, MJ/EZER, HSHEM Amazon S3 RSS2V H
Binsk REUEEA S3 £EHRIA RS

EH 5% OpenShift Web 12214 815 AR,

it =3
1.
£ OpenShift Web {#l&, 5%l Storage — Object Storage — Object Bucket
Claims,
2.
= Create ObjectBucketClaim,
3.

HA ObjectBucketName & %5, #AJ51E#: StorageClass #1 BucketClass,
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/enable-server-access-logging.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/enable-server-access-logging.html

# 8 E SR RMXFHEMEH

4,
1EFE Enable replication S %E4EREASEH,
5.
£ Replication policy 84, PEF# Optimize replication using event logs £ i%4E,
6.
HiAE& Event log Bucket THIBEMEERE TR,
MRAFERFHEFEEENIRE XD, FHRETFT s3/MTEEE.
7.

i A BTSSR (U E B R FRLLLE BRI IFL BN K

8.3.2. E YAML Il A sp & ZE A a0 AT BSHE R EH

IR LAME ARSI REIS A YAML MA26H AWS S3 sa SRR, HWIlEFEERERET
BRI EmEE .,

Pt =

S {79 OBC M YAML, LUSAETHENEFMMAES, 7 spec TARMLLTAR :

replicationPolicy: '{"rules":[{"rule_id":"<RULE ID>", "destination_bucket":"<DEST>", "filter":
{"prefix": "<PREFIX>"}}], "log_replication_info": {"logs_location": {"logs_bucket": "
<LOGS_BUCKET>"}}'

el A£G OBC aifF HAME OBC B YAML /i,

Fe R AEEEA 1D SRVAIFLN
destination_bucket

BEENRESHBINB I MCG FiEtEaRFR

(optional) {"filter": {"prefix": <>}}
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e RS R LURE BRI 2P R ek HE S B BOX &
log_replication_info

BE— MR, Hhas5ETASHSEFEIEEXHEIE, {"logs_location":
{"logs_bucket": <>}} % &N AWS S3 iR55 3317 B EMALE,

8.3.3. 7£ Microsoft Azure /5 AT AENFHEMHES H

FoRFMH

1521 Microsoft Azure X8, HHREEIE Microsoft Azure [ 1/ HERLLTES :

mARCHRTHNAER, L TEH. NARF (Frm) IDMAEX (|E5) ID,

MBESZER, HESH MY AER,

HEROE T HMNE in secret, Fid TN AR secret,

RRGIE T HM Log Analytics TFX, FBRICTTHAHRMIFK ID,

MBESZER, HFSHUBASSITTFX,

HafR7E Access control 1 members T9E2 T Reader fifa, FHHIRHTEEL—F
dh MBI R R TR,

MEEZER, HSHEER Azure [ 17798 Azure A,

AR T HHEMEEKF, FFHEICK Access B,

1EOIEERF MK /7 B9 Monitoring #84H, %EF—4 blob, 7£ Diagnostic settings 5#
=2, {LEHF StorageWrite 1 StorageDelete, #£BFrifiEdhA Nz aitIEM Log
Analytics T{FX, W{RIERTRIEEHK " #9 Monitoring %84 Diagnostic settings Ft&
%k T blob, F4, HH{RER %R StorageWrite 1 StorageDelete, BiriftEhaimin
Z HIfIEM Log Analytics T#FIX,
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https://www.google.com/url?q=https://learn.microsoft.com/en-us/azure/active-directory/develop/quickstart-register-app%23register-an-application&sa=D&source=docs&ust=1697117707622391&usg=AOvVaw34Ie9hvfoBPMZVmHyZIEe9
https://www.google.com/url?q=https://learn.microsoft.com/en-us/azure/azure-monitor/logs/quick-create-workspace&sa=D&source=docs&ust=1697117707622457&usg=AOvVaw1p3-8Ns_qlIemn5PehKxTH
https://www.google.com/url?q=https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal&sa=D&source=docs&ust=1697438738684928&usg=AOvVaw3wYLoT5UxkKz5nT6gRe_8J

# 8 E SR RMXFHEMEH

MERZELR, 55 Azure Monitor 2 ETXE,

ARG T BTSRRI KRB HES.

EH 5% OpenShift Web 12214 815 AR,

fERsRZEN 7% EEANTIEAE—1 secret,

apiVersion: v1
kind: Secret
metadata:
name: <namespacestore-secret-name>
type: Opaque
data:
TenantIlD: <AZURE TENANT ID ENCODED IN BASE64>
ApplicationID: <AZURE APPLICATIOM ID ENCODED IN BASE64>
ApplicationSecret: <AZURE APPLICATION SECRET ENCODED IN BASE64>
LogsAnalyticsWorkspacelD: <AZURE LOG ANALYTICS WORKSPACE ID ENCODED IN
BASE64>
AccountName: <AZURE ACCOUNT NAME ENCODED IN BASE64>
AccountKey: <AZURE ACCOUNT KEY ENCODED IN BASE64>

fIH Azure M AR FFH NamespaceStore,

MBEZER, iES01{EMA OpenShift Container Platform A F SRt a N6y & 22 Al F26i%
.

BIE—1 #89 Namespace-Bucketclass #1 OBC E{ERE.

‘T EH B OBC B YAML i5UHiFRAE S3 Fif8, 1 - s3 Is SEREXN REMR A,

Wit E YAML .spec FRIMELTAZA, #EALTERTIERE OBC LA Azure S HISRHE -

replicationPolicy:'{"rules":[ {"rule_id":"ID goes here", "sync_deletions": "<true or false>"",
"destination_bucket":object bucket name"}
], "log_replication_info":{"endpoint_type":"AZURE"}}'
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sync_deletion

¥sEM/RIE true = false,

destination_bucket

WBRERANREHERNEIR, MAZ50AE. ATLER s3Is e =@t OBC Y

YAML A AE KR TRETR.
1
X RE AN REER.
2
& MCG E8leA11.
3
MIREER IR &R,
4.

FHEx R E M Bir iR P RS,

8.3.4. 5 LT HEME AR E HIMHER

SeREH
[
EH 5% OpenShift Web 12214 815 AR,
[
HFrEFEIRECER AWS Server Access Logging.
i =
1.
1£ OpenShift Web {#l&, 5%l Storage — Object Storage — Object Bucket
Claims,
2.
= Create new Object bucket claim,
3.

(7Ii£) 7£ Replication rules #4s, JEANHNIS LD Sync deletion Sk,
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HiAE& Event log Bucket THIB&EMEERE TR,

MRATREFMEFERNRE XD, FRHEFT s3/MTRERE,

i A BTSSR (U E B R FRELLE BRI IFL BN K
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% 9 &= X% BUCKET /&H

Object Bucket Claim sILLA N IEM T EE XK S3 F/AF MG,

e L@ =M A R AEEX & Bucket 7ER :

9.1 17 “BhIBXR Bucket FEA”

55 9.2 1 “HAGSITHEENSR Bucket /5B~

58 9.3 17 “f#if OpenShift Web & B & Bucket 83

%4k bucket ZBI7E NooBaa il —1#r bucket I Ak, HEFEHBOPER, SiEHHN
access key #ll secret access key, N AR {NARIFURIAANEERE, BRAER TEEVBRRTNERE
ﬁo

9.1. BhAN %R BUCKET 7=EH

BB AERE, EaTLUF Object Bucket 781 (OBC) MIi¥4H{E ERMBIN AN YAML &, FiIRHENES
ERSHIE R AR RIRSS R, ViR B secret Vi EH. aIEN ARFHISELEREIER
EER.

HAE1E OpenShift FABERAIETH, EERNFMXLRFTRXFEABERIEDN. &
OpenShift F{EAZ &L B515F Multicloud Object Gateway s iE BEH hZZiE
Fo BEMERVIFEmS, KRS RMXLFEAMILES, MBESER, HSHE
AR RAERVHZ A RMX,

ENAER YAML RRIMLLTAT -

apiVersion: objectbucket.io/vialpha1
kind: ObjectBucketClaim
metadata:
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https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.15/html/managing_hybrid_and_multicloud_resources/index#accessing-the-multicloud-object-gateway-with-your-applications_rhodf

name: <obc-name>

spec:
generateBucketName: <obc-bucket-name>
storageClassName: openshift-storage.noobaa.io

XL ZE OBC &5,

¥ <obc-name> E#i HHE—K) OBC &,

#+ <obc-bucket-name> E#it ) OBC HIME—{FfiftB & TR,

HEZAEA OBC HEZ1T4ME YAML X4,
Hian -

apiVersion: batch/v1
kind: Job
metadata:
name: testjob
spec:
template:
spec:
restartPolicy: OnFailure
containers:
- image: <your application image>
name: test
env:
- name: BUCKET_NAME
valueFrom:
configMapKeyRef:
name: <obc-name>
key: BUCKET_NAME
- name: BUCKET_HOST
valueFrom:
configMapKeyRef:
name: <obc-name>
key: BUCKET_HOST
- name: BUCKET_PORT
valueFrom:
configMapKeyRef:
name: <obc-name>
key: BUCKET_PORT
- name: AWS_ACCESS_KEY_ID
valueFrom:
secretKeyRef:
name: <obc-name>
key: AWS_ACCESS_KEY_ID

% 9= XR BUCKET &Bd
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\9

- name: AWS_SECRET _ACCESS_KEY
valueFrom:
secretKeyRef:
name: <obc-name>
key: AWS_SECRET_ACCESS_KEY

LUFRBIR MRS RZ NN, X2 — N FEEIEBUEN secret MRS EMS,
E{ElLM NooBaa 7B Object Bucket, ©fFfilEE— AN EiERRA T,

¥ <obc-name> BIFRAESLHIEHLI#EH OBC B,
¥ <your application image> E#t &N ARF R,

NS YAML 324 -
I # oc apply -f <yaml.file>

¥ <yaml.file> Bl YAML SXHEE TR,

BREBFHRERN, HETUTHS :
I # oc get cm <obc-name> -0 yaml

#f obc-name E# HIEK OBC K& TR,
o AR T TR & -
BUCKET_HOST - I Fif2 i i .,

BUCKET_PORT - Al {15 FAf& FR Bk 1.,

im5 BUCKET_HOST#8X. #ii, #1R BUCKET_HOST 2
https://my.example.com, BUCKET_PORT 4 443, NIXI&iRS5HEm =2
https://my.example.com:443,

94


https://my.example.com
https://my.example.com:443

% 9= WR BUCKET =B

BUCKET_NAME - ik =k 4 BRI fFiEtm R,
AWS_ACCESS_KEY_ID - fEEiE— 584 i a1 B85,

AWS_SECRET_ACCESS_KEY - BT &1E# Secret Vi & H,

B

3XHEX AWS_ACCESS_KEY_ID #l AWS_SECRET_ACCESS_KEY., {#H&#LUES
AWS S3 API 38, EEEAHIT S3 BFFHEEEH, BIRMZ SN RMAX(MCG)ERE
HhiEE, BASHRE, #HILL Base64 4ifd, RISEH, REFeEFEAEI].

I # oc get secret <obc_name> -0 yaml

<obc_name>

BENREFFRARNER.

9.2. FHMBSITHRmEAENS BUCKET =Bl

EFAMS TSmO R Bucket 580 (OBC) K, EBARKES— 1 EEMHM—1 Secret, Hha
SN AFERNREERSFAEMNMEER.

FRFH

TEHZ N RMKX(MCG)f S1T5-H.

# subscription-manager repos --enable=rh-odf-4-for-rhel-8-x86_64-rpms
# yum install mcg
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BRI EERE AFEERS LRI,

XfF IBM Power, {EHLITHS :

I # subscription-manager repos --enable=rh-odf-4-for-rhel-8-ppc64le-rpms

o

F IBMZ, ERLT&S :

I # subscription-manager repos --enable=rh-odf-4-for-rhel-8-s390x-rpms

HERAMSITREERT bucket HIFEREHTEHER.
BT TR
I # noobaa obc create <obc-name> -n openshift-storage

¥$ <obc-name> &t HE—BY OBC &#F, #1 myappobc,

7%, AL EH --app-namespace EYiE E Il OBC A &4t secret Mdp £ 22 (H],
myapp-hamespace,

i -
I INFO[0001] Created: ObjectBucketClaim "test21obc"

MCG TR EE BTV ENERE, HEM OpenShift I OBC,

BT e 4kEH OBC:

I # oc get obc -n openshift-storage
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fi4n -
NAME STORAGE-CLASS PHASE AGE
test21obc openshift-storage.noobaa.io Bound 38s

IBfTLA T ep & EH OBC B YAML 344 :
I # oc get obc test210obc -0 yaml -n openshift-storage

fign -

apiVersion: objectbucket.io/vialphat
kind: ObjectBucketClaim
metadata:
creationTimestamp: "2019-10-24T13:30:072"
finalizers:
- objectbucket.io/finalizer
generation: 2
labels:
app: noobaa
bucket-provisioner: openshift-storage.noobaa.io-obc
noobaa-domain: openshift-storage.noobaa.io
name: test21obc
namespace: openshift-storage
resourceVersion: "40756"
selfLink: /apis/objectbucket.io/v1alphal/namespaces/openshift-
storage/objectbucketclaims/test21obc
uid: 64f04cba-f662-11e9-bc3c-0295250841af
spec:
ObjectBucketName: obc-openshift-storage-test21obc
bucketName: test210obc-933348a6-e267-4f82-82f1-e59bf4fe3bb4
generateBucketName: test21obc
storageClassName: openshift-storage.noobaa.io
status:
phase: Bound

1t openshift-storage & ZEHA, ErTLIIKFIRCEMNH secret kfEAILL OBC. CM
secret &5 OBC R,

IBITLL T e 3EEF secret :

I # oc get -n openshift-storage secret test21obc -0 yaml
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fign -

apiVersion: v1
data:
AWS_ACCESS_KEY_ID: cOMOR2xVanF3ODR3bHBkVW94cmY=
AWS_SECRET_ACCESS_KEY:
Wi9kcFluSWxHRzIWaFIzNk1hcOxma2JXcjM1MVhqa051SIBleXpmOQ==
kind: Secret
metadata:
creationTimestamp: "2019-10-24T13:30:072"
finalizers:
- objectbucket.io/finalizer
labels:
app: noobaa
bucket-provisioner: openshift-storage.noobaa.io-obc
noobaa-domain: openshift-storage.noobaa.io
name: test21obc
namespace: openshift-storage
ownerReferences:
- apiVersion: objectbucket.io/vialphai
blockOwnerDeletion: true
controller: true
kind: ObjectBucketClaim
name: test21obc
uid: 64f04cba-f662-11e9-bc3c-029525084 1 af
resourceVersion: "40751"
selfLink: /api/v1/namespaces/openshift-storage/secrets/test21obc
uid: 65117c1c-f662-11e€9-9094-0a5305de57bb
type: Opaque

ZHENIERM T S3 ViR,

BITU T SR EBEERS -

# oc get -n openshift-storage cm test21obc -0 yaml

fign -

apiVersion: v1
data:
BUCKET_HOST: 10.0.171.35
BUCKET_NAME: test210bc-933348a6-e267-4182-82f1-e59bf4fe3bb4
BUCKET_PORT: "31242"
BUCKET_REGION: ™
BUCKET_SUBREGION: "
kind: ConfigMap
metadata:



% 9= WR BUCKET =B

creationTimestamp: "2019-10-24T13:30:07Z"
finalizers:
- objectbucket.io/finalizer
labels:
app: noobaa
bucket-provisioner: openshift-storage.noobaa.io-obc
noobaa-domain: openshift-storage.noobaa.io
name: test21obc
namespace: openshift-storage
ownerReferences:
- apiVersion: objectbucket.io/vialphai
blockOwnerDeletion: true
controller: true
kind: ObjectBucketClaim
name: test21obc
uid: 64f04cba-f662-11e9-bc3c-029525084 1 af
resourceVersion: "40752"
selfLink: /api/v1/namespaces/openshift-storage/configmaps/test21obc
uid: 651c6501-f662-11e9-9094-0a5305de57bb

REMNAZN AN S3 mmER.

9.3. {81 OPENSHIFT WEB 244 fi/8%% BUCKET &84

EaI LU OpenShift Web 12#1& filE %I & BucketClaim (OBC),

FoRFMH

%} OpenShift Web #2554 FE B U5 A ER.

AT RN BAERFS OBC @S, EREE[MMA configmap #l secret, AXIL{ERHFEE
BE 5 9.1 1 “BhIAN % Bucket HH”,

&k OpenShift Web #2HI&,

EEM S ks, mili Storage — Object Storage — Object Bucket Claims — Create
Object Bucket Claim,

BIAN RIEFEEFHNER, FHRIEENEHE (REHAE) MTRESE A hiRENm
FiER -
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AEER
UTEHRREREGOEMN, TH#EEMA :
[
OCS-storagecluster-ceph-rgw i Ceph &% (RGW)
[
openshift-storage.noobaa.io {#f Multicloud % &M% (MCG)
AERER

UTH#RRAMEGCIEN, "It :

ocs-external-storagecluster-ceph-rgw f#:f§ RGW

openshift-storage.noobaa.io [ MCG

RGW OBC EF#ER (ol B F2H =% OpenShift Data
Foundation fiRkRZ 4.5, ©A&ERTFMLELRIR OpenShift BEE R4
HEEE.

= Create,

B2 OBC |5, ZEa#EERABIHFHEI@,

9.4. §$xI% BUCKET /= HAMIINEIERE

BIEEfE, XJ&R Bucket 7B (OBC) "I LA INEIKRFERIEBE,

SeRFMH
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%} OpenShift Web 54 S B Ui A ER.

Pt

EAM S Hi=d, =i Storage — Object Storage — Object Bucket Claims,

B EGIEER OBC EilRRIERE (i),

MTHRIZHhi%fE Attach to Deployment,

M Deployment Name FIkAikFEmEiERE, AFH T Attach,

9.5. {#1f OPENSHIFT WEB & & &Y R

& eI LU OpenShift Web #HI&E B AR Bucket FEH (OBC) AIEMIX REF(ERIFE.

FoRFEMH

X OpenShift Web 124 BIE R Ui [ FR.

it

&k OpenShift Web #2HI&,

M SEkid, =il Storage — Object Storage —~ Object Buckets,

ok - A LA BIRFE OBC iS22 0iM, = Resource k& HZ OBC B
FiEiER.

REREESHENN REER, A5FE, & A Object Bucket Details i,

9.6. MIB&*f% BUCKET 7EA

H-+h Az IH-
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JC/RRKRTH

X OpenShift Web 1225 BIE R Ui [ FR.

EAM S Hi=d, =i Storage — Object Storage — Object Bucket Claims,

mi R ZE B Object Bucket Claim(OBC ) 35119 Action 3251 (i),

1%+ Delete Object Bucket Claim,

= Delete,
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10 = X REFEMBIS ARG
B 10 = N REFHEBNZ RIS

ZEFFERETA hub BirHI%FBIrMa R Z R A, hub BIr2—1 S3 RBAMABIN R
. ZEFHRREXS TN RMX(MCG)FiiM. EALUBIB— M REFHEIEREE AWS itz
IBM COS #fi#it.

AWS S3

IBM COS

10.1. A& AWS S22k
FeREH

TEHSZ TN RMX(MCG)aH1T5H,

# subscription-manager repos --enable=rh-odf-4-for-rhel-8-x86_64-rpms
# yum install mcg

' )z 33
}Eiﬁmﬂﬁﬂ%fiaﬁlamﬁfbﬁrﬁﬂﬁﬁé’u%mo MRZ IBM Z, HEALL T
# subscription-manager repos --enable=rh-odf-4-for-rhel-8-s390x-rpms

FH, LA LLMALTF https://access.redhat.com/downloads/content/547/ver=4/rhel---
8/4/x86_64/packagef OpenShift Data Foundation RPM %22 MCG {8,

g RIBEBORFT LR IE MR fA A,

fill# NamespaceStore ¥ij&, NamespaceStore K RIEZENE, FAE MCG & Z2H &4
PRUIBMIEINHEA B, £ MCG S TREPETUTHS -
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noobaa namespacestore create aws-s3 <namespacestore> --access-key <AWS ACCESS
KEY> --secret-key <AWS SECRET ACCESS KEY> --target-bucket <bucket-name>

¥4 <namespacestore> &ty £ 22 [H FiEH A TR,

$¥ <AWS ACCESS KEY> #1 <AWS SECRET ACCESS KEY> & & itk filEm
AWS ijj[a] %45 ID #1 secret A #5H,

¥+ <bucket-name> EHft NIEK AWS EiEHATR. WSEED MCG H—1NME6E
MAEHE&EHNBIAEHER, URBEBIREHENERER,

Epa LL@E T N A YAML SERINEHE TR, AKXt secret :

apiVersion: v1
kind: Secret
metadata:
name: <namespacestore-secret-name>
type: Opaque
data:
AWS_ACCESS_KEY_ID: <AWS ACCESS KEY ID ENCODED IN BASE64>
AWS_SECRET_ACCESS_KEY: <AWS SECRET ACCESS KEY ENCODED IN
BASE64>

R {8 Base64 12t H 4L EH S AWS 1j10]%55H ID # secret ifRI1BREH, FHfh
AL RAE <AWS ACCESS KEY ID ENCODED IN BASE64> 1 <AWS SECRET ACCESS
KEY ENCODED IN BASE64>,

HEA—1IH—RZ#HEH <namespacestore-secret-name>,

RIENALLT YAML:

apiVersion: noobaa.io/vialphai
kind: NamespaceStore
metadata:

finalizers:

- noobaa.io/finalizer

labels:

app: noobaa
name: <namespacestore>
namespace: openshift-storage
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spec:
awsS3:
secret:
name: <namespacestore-secret-name>
namespace: <namespace-secret>
targetBucket: <target-bucket>

type: aws-s3
d.
£ <namespacestore> Efi yME—HEA TR,
e.
¥ <namespacestore-secret-name> iyt —4 thi|EH secret,
f.
#+ <namespace-secret> &t A FEL—$ il secret WM& ZEH,
g.
$F <target-bucket> i 7 #& 7y ip & 22 [ & 01 AWS S3 = fiffH.
BT T ok OB AL -

noobaa bucketclass create namespace-bucketclass cache <my-cache-bucket-class> --
backingstores <backing-store> --hub-resource <namespacestore>

¥ <my-cache-bucket-class> E#t M —HIEFERE LT,

¥4 <backing-store> E#t HHEXHNEEFW. ErLELFEDIIE —IHENLUES
G E T,

$ <namespacestore> Fift 7yt —F @B f 22 R F i,

ZTLL T4, LUEMA Object Bucket Claim (OBC) ¥R GIEE bucket, Z¥HRERSE 2
iE X H bucket 3,

I noobaa obc create <my-bucket-claim> my-app --bucketclass <custom-bucket-class>

a.

£ <my-bucket-claim> E#f iy HE—Z#h.,

105



=N

Red Hat OpenShift Data Foundation 4.15 EEEAMZ = %R

\9

$ <custom-bucket-class> E#t HEHE 2 HHAIEK bucket KHIZFR.

10.2. il IBM COS &7 fiEk

FRFH

TEHZ N RMKX(MCG)fS1T5-H.

# subscription-manager repos --enable=rh-odf-4-for-rhel-8-x86_64-rpms
# yum install mcg

4

al}

BRI EERE AFHEERSE LRI,

XfF IBM Power, {EHLITHS :

I # subscription-manager repos --enable=rh-odf-4-for-rhel-8-ppc64le-rpms

o

XF IBM Z, ERLITHS :

I # subscription-manager repos --enable=rh-odf-4-for-rhel-8-s390x-rpms

FH, BRI LLMALTF https://access.redhat.com/downloads/content/547/ver=4/rhel---
8/4/x86_64/packagef] OpenShift Data Foundation RPM %% MCG ##4-a,

k

N
p o
;

il

RIBEBOIRFT LR IE MR fh A,

Y=

fil8 NamespaceStore ¥ij&. NamespaceStore X RIEZ 4, FF MCG & 22 H 74
hRIBMIEINREABR,. £ MCG &5 TRmPETUTHS -
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noobaa namespacestore create ibm-cos <namespacestore> --endpoint <IBM COS
ENDPOINT> --access-key <IBM ACCESS KEY> --secret-key <IBM SECRET ACCESS
KEY> --target-bucket <bucket-name>

#$ <namespacestore> &ty NamespaceStore K& Fh.

¥ <IBM ACCESS KEY>. . <IBM SECRET ACCESS KEY>. <IBM COS
ENDPOINT> E#iy IBM [R5 ID. YL FBHAMS N TFIA IBM FiEEiI ErE Y
X sk ¥ 5t

¥ <bucket-name> E#i HIEH IBM FigaH, LSEER MCG HHl—1NEiEH
RAEEESEHENBINMEER, UREERIRBEHENSE,

fZaa L@ A YAML SERINEFHRIR. &5k, SERKIEAE—1 secret :

apiVersion: v1
kind: Secret
metadata:
name: <namespacestore-secret-name>
type: Opaque
data:
IBM_COS_ACCESS KEY_ID: <IBM COS ACCESS KEY ID ENCODED IN BASE64>
IBM_COS_SECRET_ACCESS _KEY: <IBM COS SECRET ACCESS KEY ENCODED
IN BASE64>

R {8l Base64 12t & E 2/ IBM COS ii[a|%5%H ID 1 secret Vi B8,
FERASERAE <IBM COS ACCESS KEY ID ENCODED IN BASE64> #1 <IBM COS
SECRET ACCESS KEY ENCODED IN BASE64>,

FEHA—1HE—REFREH <namespacestore-secret-names,

SRIENMALLTF YAML:

apiVersion: noobaa.io/vialphai
kind: NamespaceStore
metadata:

finalizers:

- noobaa.io/finalizer

labels:

app: noobaa
name: <namespacestore>
namespace: openshift-storage
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spec:
s3Compatible:

endpoint: <IBM COS ENDPOINT>

secret:
name: <backingstore-secret-name>
namespace: <namespace-secret>

signatureVersion: v2

targetBucket: <target-bucket>

type: ibm-cos
d.
#F <namespacestore> Eifi iy ME—H &R,
e.
$f <IBM COS ENDPOINT> i 7y5& 2389 IBM COS i,
f.
¥ <backingstore-secret-name> &ty _E—4 th 2K secret,
g.
#F <namespace-secret> &t A FEL—% il secret W& ZEH,
h.
15 <target-bucket> B & Jyfp 4 22 H FHE O AWS S3 i,
2.
BT T ok OB AL -

noobaa bucketclass create namespace-bucketclass cache <my-bucket-class> --
backingstores <backing-store> --hubResource <namespacestore>

¥ <my-bucket-class> E#t I HE—HIEFERL LT,

#$ <backing-store> E# HHEXHNEEEFW. ErELFEDIIE —IRENLUES
SR EEE.

$ <namespacestore> Fift 7yt —F @M f 22 R F i,

BITLA T4, LUEMA Object Bucket Claim BHERAIEE bucket, ZHTRFERSE 2 H e XK
bucket 3,

I noobaa obc create <my-bucket-claim> my-app --bucketclass <custom-bucket-class>
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¥ <my-bucket-claim> &t JyHt—&FF,

$ <custom-bucket-class> it HEE 2 FHAIEK bucket KHIZFR.
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25 11 Z MULTICLOUD &R hiv 4 i B EEfRACiE

Multicloud Object Gateway (MCG)4 tr EIHAIR it 7T —FhRMEE IR AN AL, EARBTHIEN %K.

Hpa 23 X R 2 RMEA B R EANEIRN A, BUETHIR Amazon Web Services (AWS) 445/
HEBN—E45, FraaiRcETHE, £aEid N HARENECI—X, MEREZEL,
HSH T HIN &,

AWS S3 APl T MCG HlRCE4 e AR, AXBIREFER APl RE RGNS, 555
X & R REXBURTEH APl B3R,

£5 AWS HREMET MCG B9 expiratation #Ll API 5 —LEBRH :

ExpiredObjectDeleteMarker #1532, {H:%E4HE,

FAE R EIE S AThR A< B9 B SB35
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BRE T RSN REXMRE

B12E RSN RMXMEE

SN REX(MCG)HMREATRSEIMEMR., AXRERAT, FENNARFEERNMRE, XALLE
B S3 tsUCRE AR,

MCG ¥iRitt2—H NooBaa Sriritiea s, EiASAFMMEENIRS -

FiEIRSS

S3 i ARSS

S3 i mARSS

S3 InREENZ X RMX(MCG)RIARAHIRS, ATAE MCG PREERIERHE, m~iRSSLE
BRREER. ESRERER. EaMmes, ek MCG NBERERS.

12.1. B3 & MULTICLOUD OBJECT GATEWAY iR

4 MCG S3 BRSSM i m=k A6, MultiCloud Object Gateway(MCG)iii s BOE & & B Bh4a .
OpenShift BEE &R A —NEEKN MCG Wi THE. 51 MCG s pod #BEIARESR 1 1
CPU 1 2Gi WFIER, HER{H5HKICE, Yins LM CPU fiEtE e FBMiBT 80% AER(E
B, MEBE-_NimRREEE MR AE. U RRTY CPU fi R EE E N A XK T 80%
EN, SMRER—iES, WIhEERE T MCG MfEsEM T IR S5t

R LUMERLLTF oc patch 855 B noobaa-endpoint B Horizontal Pod Autoscaler (HPA), 0 :

# oc patch -n openshift-storage storagecluster ocs-storagecluster \
--type merge \
--patch '{"spec": {"multiCloudGateway": {"endpoints": {"minCount": 3,"maxCount": 10}}}}'

M RHE minCount %5 3, maxCount %5 '10,

12.2. J3 PV it 5{IR1810 CPU HIR%F

MCG BB EXZFHEIRER. B2, HEFERS CPU HIRFLLENFFE T EHFF8IN TR
#H A9 MCG tHaER, A LAE OpenShift Web 24455 CPU MIAEECE R EM(E,
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iy =

1£ OpenShift Web #Hl& s, 5fiEl Storage — Object Storage ~ Backing Store,

EFEEXNE FEMEFF =T YAML,

M TiRs), BRKE spec: F8EH CPU HIR#EFHH pvPool. AMREIFFEYE, ABHRM
cpu #Hl memory,

SERH

spec:
pvPool:
resources:
limits:
cpu: 1000m
memory: 4000Mi
requests:
cpu: 800m
memory: 800Mi
storage: 50Gi

= Save,

FERUF, LR PV it pod MR,
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%5 13 Z= jjjn] RADOS X &R MX S3 i

%5 13 2 ijjjn] RADOS A &M% S3 s

A L E#EE i1 RADOS &M% (RGW) i s,

1EL AT Red Hat OpenShift Data Foundation hixA&d, SEFIHAFH RGW RS ELIE RGW 2
3#i&%H, B OpenShift Data Foundation k% 4.7 i2, BAER TG RGW i, FH®EH rook-
ceph-rgw-ocs-storagecluster-cephobjectstore,
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% 14 = B/ TLS B AT ARRFEDIR RGW

A%ZH S3 NARFEHEE TLS if#, 0 Deployment BEdE X4 h @ SHET. NG RPITHE
0, HEEETE /etc/pki BEER,

RADOS &M% (RGW) B9 TLS ifB## % Kubernetes i secret, EEEM secret HIRALFA
=

FoRFMH

1E{E521TH9 OpenShift Data Foundation 2%,

AR

X FRE RGW IRS5 3%

M kubernetes secret 3KHY TLS uFBHEH :

$ oc get secrets/<secret_name> -o jsonpath="'{.data..tls\.crt}' | base64 -d

$ oc get secrets/<secret_name> -o jsonpath="'{.data..tls\.key}' | base64 -d

<secret_name>

2L\ kubernetes secret FI& RN <objectstore_names>-cos-ceph-rgw-tls-cert,

EEN RIEFHERRTR.

X FHER RGW IRS5 35

M kubernetes secret 3AHX TLS ik :

I $ oc get secrets/<secret_name> -o jsonpath='{.data.cert}' | base64 -d

<secret_name>

2XA kubernetes secret &7 ceph-rgw-tis-cert, ©R— MR EHRBM
secret, AT TLS IEHMEER cert,

14
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