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o ERVTHEE MK, EHIE— Bugzilla ticket :
1. # A Bugzilla Mk,

2. 7£ Component Eirh, % X84,
3. 1 Description R AMRERHEHNE R, DIEXHYE XEB D BIHEEE,

4. = Submit Bug,


https://bugzilla.redhat.com/enter_bug.cgi?product=Red Hat OpenShift Data Foundation

51 E @i
FEASCAY, T fRHI{AI7E Red Hat OpenShift Data Foundation i 8/E, @M D EEME B ORS SIE
ENARERF,
o 2EF 7K BRIt E LIEE R,

%3 E At NEREAEXMELR, FHRFMERRBHESR.

28 4 Z 7 OpenShift Container Platform AR5 FliE 7717 &7~ T f0fa¥# OpenShift Data
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PSRN REFMERINEI LA HE8 OpenShift Data Foundation 5£28%

28 7 & {7 7£ Red Hat OpenShift Data Foundation H{&/H % FH worker 172 328 XM Red
Hat OpenShift Data Foundation % F T{FfEF T mBIE B

%8 B EEAFAMEF REAXEERRABFRIERMBNTRXLFERIER.
59 B FRA REETMEOE, EFMRESRE,
%10 ® S/ LA ERE,

BNE EEFGFEOCS)HAKE REAXIERBEUET R LH RS FHZEOAH
BfER.



Red Hat OpenShift Data Foundation 4.9 EE 3 R i% R

B2E TR

OpenShift Data Foundation Operator iRIBFE AT A RERINEHELR, XPNBINEFEHEISH Operator fff
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BMEH, BEEMRIER, BR, EITLULIRE S FiELEREREMFE TRV BR{TRANT

A EBE 20 OpenShift Data Foundation £ AT IFH E L IEFiEK,

2.1, QB RN
ERLMERIA R AR, MO MR X QIR .

FRFM

it =

HIRIEBEZE KE OpenShift Container Platform Web 1£#l&, FH OpenShift Data Foundation
£ 240 F Ready RE.

= Storage - StorageClasses,

= Create Storage Class,

Hi A2 %X Name #1 Description,

Reclaim Policy % &/ Delete 1N BRINIET, EAXNMEE.
NREEFH RPN ERFIAKRIESN Retain, NIFAMS(PV)RLTF Released K7, BMETE
MR AMESEFRPVC)EtRaatt,

BHEEEXILE S WaitForConsumer £ 7 B\ E T,
INRIEEFET Immediate 1%£77, NFEQIEE PVC Bt RN G PV,

3% RBD Provisioner, iXZAFE&FAMESHELT.
MIIRFPIEFEINARFFR, SO,
Bt
a. Hif Create New Pool,
b. HiA H&HF,
c. 1%#¥ 2-way-Replication 5% 3-way-ReplicationF H #IB R MR,
d. MNRFBEEGERIE, 7SS AES.
[5 AR T RE R NN FRRZ R RE, 1R EMESUNBEBIRIN ATRERIEBATE M. /5 M
46 2 815 AR BB R =46,
e. M Create LABIIEFTIFNE M,

f. QIgMfE, Fidi Finish,

8. AL : FE AN R IRAE.



9. = Create f|BFfE2,

2.2. HFFAMSMEQEEMESR

FAMSPVINEATREES (NARRF) 2RNREMGEEYE. Z£ER PV INERT, E@J05 PV INE
-,

OpenShift Data Foundation X £ HashiCorp Vault REE IR ZBIEIE, FRUTSBUIBRNBHNE
i, FERAABBEHABTERG(KMS)HITRAMSME, FASMENTAT RBD PV, &0 L&
AR ARBEBLES KMS B9 [A] -

e {#F vaulttoken 1T F S hE 4T B335 0E

o {#fH vaulttenantsa (FATIY) : LB {#F B serviceaccounts Bid Vault i#17 B2 55k

B

{5 vaulttenantsa /i 7] KMS @ —TiHE R T EINEE. FARTRINBER L8 MRS FR
il (SLA) %#r, BINREnTfeHA=REE, AR HEEESTIMERERE)], XLERKRA
T ShRERT LAME A R BRI A ITheE, HAENSEF XM EBRIRHERITE N,

MBELER, BHEHRATERESFEH,

ERBOBEM NS EZ R, 1ESHENABAINERERAZEES -
e 2217 " vaulttoken BY5E )R &4

e 552227 "# vaulttenantsafy s )R 4"

2.2.1. {# 3 vaulttoken FY5E R4
e OpenShift HIEEMEE L F Ready K.
o EAIBHEERS (KMS) L,

o MERFAEADIEMER, FEHBEMAT Vault PHRERREBRE, MRESER, HSMHE
Vault 5 A (EFI R

o FAMRIGIE Vault RSS2 LEAZARIES,
o TEFHF e BZE R AR~ secret, IR :
o 7£ OpenShift Container Platform web 12l #& A7 A\ Workloads - Secrets,
o = Create —» Key/value secret
o fiA Secret Name £’/ ceph-csi-kms-token,
o HiA Key ¥} token,

o A Value, E2¥H Vault IS, EALLHET Browse iEFEH XS/ RENXME, =X
BEEBEEXAEDRH AT,

o =il Create,


https://access.redhat.com/support/offerings/techpreview/
https://access.redhat.com/documentation/en-us/red_hat_openshift_data_foundation/4.9/html-single/deploying_openshift_data_foundation_using_bare_metal_infrastructure/index#enabling-key-value-backend-path-and-policy-in-vault_rhodf
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% REEMAEMEA ceph-csi-kms-token BIIN% PVC E#&MIFRE, F e brohE,
BTE, BB %2231 "N PVIMECRFHENT IR RS TRIENF,

2.2.2. {# A vaulttenantsafy 5t )R &4
® OpenShift HIEEMEE L F Ready K.
o EAEBHEERS (KMS) L,

o MBREKEEE, FHEHBER Vault FRVRERIREKE, MEFEELER, HSME Vault /5 A
B (E AN 2R BK,

o IMRIETE Vault BRS5 2 LERZEREIES,

o EMF AR FGELT serviceaccount, I TR :

$ cat <<EOF | oc create -f -
apiVersion: v1
kind: ServiceAccount
metadata:

name: ceph-csi-vault-sa
EOF

o WIBLE Kubernetes F551IEE, AR F BEEF OpenShift BUB AT H 2% UEF FFia(HE
FA Vault, LR UiBAAIEEFECERTFEH serviceAccount, ClusterRole
#0 ClusterRoleBinding , LAt OpenShift Data Foundation {8 Vault #17 &2 %1,

1 fFLUT YAML A EUER Openshift ££2%

apiVersion: v1
kind: ServiceAccount
metadata:
name: rbd-csi-vault-token-review
kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: rbd-csi-vault-token-review
rules:
- apiGroups: ["authentication.k8s.i0"]
resources: ["tokenreviews"]
verbs: ["create”, "get", "list"]

kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: rbd-csi-vault-token-review
subjects:
- kind: ServiceAccount
name: rbd-csi-vault-token-review
namespace: openshift-storage


https://access.redhat.com/documentation/en-us/red_hat_openshift_data_foundation/4.9/html-single/deploying_openshift_data_foundation_using_bare_metal_infrastructure/index#enabling-key-value-backend-path-and-policy-in-vault_rhodf

roleRef:
kind: ClusterRole
name: rbd-csi-vault-token-review
apiGroup: rbac.authorization.k8s.io

2. RA5 Ll Gl H serviceaccount(SA)KELH secret & FF :

I $ oc -n openshift-storage get sa rbd-csi-vault-token-review -o jsonpath="{.secrets[*]
[lnamel]}ll

3. M secret ZKEX4hEF CAIET :

$ oc get secret <secret associated with SA> -0 jsonpath="{.data['token']}" | base64 --
decode; echo
$ oc get secret <secret associated with SA> -0 jsonpath="{.data['ca\.crt']}" | base64 --
decode; echo

4. K5 OCP &Rfin A :

I $ oc config view --minify --flatten -o jsonpath="{.clusters[0].cluster.server}"

5. R EESEHRKENE BT Vault FIXE kubernetes 5k A%, ITFAAE ¢

$ vault auth enable kubernetes
$ vault write auth/kubernetes/config token_reviewer_jwt=<SA token> kubernetes_host=
<OCP cluster endpoint> kubernetes_ca_cert=<SA CA certificate>

6. 1£ Vault P B EF Q- AE

$ vault write "auth/kubernetes/role/csi-kubernetes"
bound_service_account_names="ceph-csi-vault-sa"
bound_service_account_namespaces=<tenant_namespace> policies=
<policy_name_in_vault>

csi-kubernetes & OpenShift Data Foundation 7 Vault RS- HBINA B ELFF, Openshift
Data Foundation S£&¥ Al /- o 4 22 (8] R Y BRI AR 5511 7~ 2 F54 ceph-csi-vault-sa, iXLE2R
IME R LGB 7EFE P 65 44 22 [H] R 68 ConfigMap K& &,

BEXREBEERIVNBHTMNELER, 1ESHERTET ConfigMap & Vault I 1F1E .

o EfOE—/MFEM vaulttenantsa 775417 PV RIFHIEES, EBOH4EINEM ConfigMap skl
#471 csi-kms-connection-details HELEM S, ©RRFEILS Vault EEMENRERER.
LU R 89 yaml {51 =T FA F E #sk |2 csi-kms-connection-detail ConfigMap :

apiVersion: v1
data:
vault-tenant-sa: |-
{

"encryptionKMSType": "vaulttenantsa",
"vaultAddress": "<https://hostname_or_ip_of vault_server:port>",
"vaultTLSServerName": "<vault TLS server name>",
"vaultAuthPath": "/v1/auth/kubernetes/login",
"vaultAuthNamespace": "<vault auth namespace name>"
"vaultNamespace": "<vault namespace name>",


https://access.redhat.com/documentation/en-us/red_hat_openshift_data_foundation/4.9/html-single/managing_and_allocating_storage_resources/index#overriding-vault-connection-details-using-tenant-configmap_rhodf
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"vaultBackendPath": "<vault backend path name>",
"vaultCAFromSecret": "<secret containing CA cert>",
"vaultClientCertFromSecret": "<secret containing client cert>",
"vaultClientCertKeyFromSecret": "<secret containing client private key>",
"tenantSAName": "<service account name in the tenant namespace>"

}

metadata:
name: csi-kms-connection-details

o encryptionKMSType : N %E N vaulttenantsa, LUERRRSS I 7 @1 vault #1T8145%
1k,

o vaultAddress: {# i[OS vault RSS2 Z K IP ok,

o vaultTLSServerName: (®[i%) vault TLS fRSS525 &

o vaultAuthPath: (F3%£) 7E Vault A2 A kubernetes auth AEREEZR. BRINEBE N
kubernetes., #13R7E kubernetes v A EMIRZEHEET auth Fi%k, NEEFRTENE
77 "'Iv1/auth/<path>/login”,

o vaultAuthNamespace: (FIi%t) FHFA T kubernetes auth /A8 Vault #3422 [A],

o vaultNamespace : (7[i%) ATFEMEANGIREEREMN Vault 694 22 (A

o vaultBackendPath : FHEINHEEAH Vault PRI EIHER R

o vaultCAFromSecret: @5 ¥ H Vault B CA IET#) OpenShift Data Foundation 5£&£A#Y
secret

o vaultClientCertFromSecret: OpenShift Data Foundation 5£8£H8 secret, HEEkRH
Vault 9% - imiE 4

o vaultClientCertKeyFromSecret: OpenShift Data Foundation 28 H Y secret, Ea &k
B Vault 9% ik FAH

o tenantSAName : (®]it) FH/en& A RIRRSS K &5, FKIAEN ceph-csi-vault-sa,
MREFEAEMBT, NSIEN BT E,

BETRR, IR %2237 " PV INEOREFHRINS T hegd THRE,

2.2.3. N PV I OB EFME R T IR

1£77 vaulttoken = vaulttenantsa T EMEREZEMET, EHITU TS BEROEBE B T NZENEE
;’%O

1. #£ A Storage - StorageClasses,

2. = Create Storage Class,

3. HiATEf#JE Name # Description,

4. 5 Reclaim Policy %% Delete 5 Retain, BRINER T, 1% Delete,

5. % Immediate =X WaitForFirstConsumer /E B89 EER,, WaitForConsumer % i& N EIAIE
i,

6. %% RBD Provisioner openshift-storage.rbd.csi.ceph.com, X2 T AR ASHIEHE.

10



7. 0 FEE, EhBSRIESFHERINIRP ORI,
8. 1tF Enable encryption £i%L4E, AW NEITA ARIKE KMS EE1F1E -

o EEIIAM KMS iEEE: : MTHIFIRAEFEINEN KMS ##, 1Z5IKEFRE csi-kms-
connection-details ConfigMap FIBUIEIEIFE,

o OIEHA KMS ##: : ;:X{UEMA T vaulttoken,
a. BWAERT, Key Management Service Provideri% &} Vault,

b. ki AME—HJ Vault Service Name. Vault fRZ5289ENHhE  (https:/<hostname =%
ip>) MEwOS .

c. BT Advanced Settings , LARIEEB Vault BE & fl A BB FNIE B 1S,

i 1E RimEg&E HHi Al OpenShift Data Foundation % F BME—BJ Key Value secret &

Z,
i. A% : %A TLS Server Name #[1 Vault Enterprise Namespace,
iii. @i E(ZAERA) PEM GRS IES SR M CA MRS, B ik B AE wmh.
iv. Bl Save,
d. =il Save,
9. mifi Create,

10. ﬁﬂ% HashiCorp Vault X B A 1 B iGN FimEE 2 FE A/ Key/Value(KV)secret 5128 API hix
A, % ConfigMap LA7s#0 VAULT_BACKEND = vaultBackend £%%,

==
VAULT_BACKEND =% vaultBackend &2 11%! configmap BV AESE, LA

BES BIREEREB KV secret BIZE AP iR A, BRESHNEIRERXERN
KV secret 3128 API lRACE, BT SBEFAMEFREPVCO) LB TRRHk

e
a. W BIREIFHELE AT encryptionKMSID,
i. 1€ OpenShift Web &5/, FfiiZl Storage —» Storage Classes,
ii. = Storage classname - YAML #1% 111,

iii. FREFMHEMEAD encryptionKMSID,
o -

I encryptionKMSID: 1-vault

b. £ OpenShift Web &, 5%l Workloads —» ConfigMaps.
c. EEE KMS EEFE, HHdimi csi-kms-connection-details,
d. 4@%k ConfigMap,

i. mifi Action 35 (i) - Edit ConfigMap.

1
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i. ARIENZBIFRIRB encryptionKMSID ECEMI i, A0 VAULT_BACKEND =5
vaultBackend %4,

I&A LR KV secret engine API, kA 170 kv-v2 28 kv FATF KV secret engine APl (ki
x2)

o -

kind: ConfigMap
apiVersion: vi
metadata:
name: csi-kms-connection-details
[--]
data:
1-vault: |-
{
"KMS_PROVIDER": "vaulttokens",
"KMS_SERVICE_NAME": "1-vault",
[...]
"VAULT BACKEND": "kv-v2"
1
2-vault: |-
{
"encryptionKMSType": "vaulttenantsa",
[...]
"vaultBackend": "kv-v2"

}

ii. /= Save

BESR
o FHRTWATFUBMEBNFEAMSE, MFRLZER, ESHEERAMEFN,

B

TIESHRAREGEIMEENE, BAXEENNEFRERS. B2, 8RN
HashiCorp 7 SRt 2 #F. BRI M AVNE, 1EHER HashiCorp,

2.2.3.1. {EMAMA S ConfigMap B = Vault yFEi¥tE
A LLGETIE Openshift #3822 (8] A G| ConfigMap ENENEF EFHEE Vault EEIFE, HEEE X
5 openshift-storage 34 225 14 csi-kms-connection-details ConfigMap A% EM{EAE,

ConfigMap FEM T &2 A A, FHF 22 AR IY ConfigMap FBYES B H T 14 & 22 A ROl
M Z R AMESB csi-kms-connection-details ConfigMap F1% & HI(E,

it =
1. BRELTFHE S EZEREAp,

2. = Workloads = ConfigMaps,
3. = Create ConfigMap,

4. UTR yaml =, HEMFEHE N EBZNEATLE data BO TEE, WA :

12


https://access.redhat.com/documentation/en-us/red_hat_openshift_data_foundation/4.9/html-single/managing_and_allocating_storage_resources/index#managing-persistent-volume-claims_rhodf
https://www.hashicorp.com/technical-support-services-and-policies

apiVersion: v1

kind: ConfigMap

metadata:
name: ceph-csi-kms-config

data:
vaultAddress: "<vault_address:port>"
vaultBackendPath: "<backend_path>"
vaultTLSServerName: "<vault_tls_server_name>"
vaultNamespace: "<vault_namespace>"

5. YwtE5E yaml J&, £2 Create,

13
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53 = it
OpenShift Data Foundation Operator IREFEFAMNFALE—HERINEFEE, XERINFHBHIRESR
HAEMES, BILEMRSIER, 7 OpenShift Container Platform /1, AT LLOIEZ B E L EEH,
T RS RIR LU R IhBE TR 152K
o HEFEHGENAMMNAREWERAEAMNBIRNTEAS, MR N AR,

o HRAFMTEAENEERNFALSHFRTEZEN,

% "
A EFE 20 OpenShift Data Foundation A% M ith,
31 BB

FERFH
o MBELIEEEIE M 515 E % OpenShift Container Platform Web 24l 5&.

i =

1. m Storage —» OpenShift Data Foundation,

2. 7E Storage Systems %I £ /1, %% storage 4:, AFEH T BlockPools I+,

3. = Create Block Pool,

4. A BB

5. NEERATERIEFENAE RN =EEH,

6. HEFFERE,

7. "k AREE LR, EIAE BREY 8i0E,
[5 B R 48 el Be R oiil . A2 - B RE, 7E B EASiNBE R EEN TRe R UEBR TN, S RE%
IS ARBIER 25,

8. mifi Create,

3.2. BHIA

FERFH
o MBELIEEEIE M 515 E % OpenShift Container Platform Web 245,

it

1. s Storage —» OpenShift Data Foundation,
2. 1 Storage Systems iE£Ii£ M, 1% storage %48, SREH T BlockPools,

3. REEEBEFHAPHREKRE Action Menu( | ),

14



B 3E itk

4. i Edit Block Pool,
5. 8RR HIFENE, WTFAAR :
a. [FEURERIFEIRBES I NEEFIH =8,
b. J& FEZEE B 485k,
BB EYE R ge SN IR FRIMRE, 2 EAESMNBIEIERN TRESIFATM, EEHAE
MW A ABIBERREYE,

6. mif Save,

3.3. fillBRth

188 A LL R A2 MM B& OpenShift Data Foundation HrEA;H,

FERFH
o MBELIFEEIE M 515 F % OpenShift Container Platform Web 245,

it =

1. .= Storage — OpenShift Data Foundation,

2. 1f Storage Systems LI £/, %F¥ storage R4, AFHT BlockPools LI,
3. mEREMFREREKER Action Menu( ),

4. #if; Delete Block Pool,

5. #ii: Delete Ml &M,

% ”
. LMAER PVC R, TEMRE. BoMoBRAERIR, ARTEIITIEDL,

15
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2 4 = ;) OPENSHIFT CONTAINER PLATFORM RS BR B ZiE

& BT LUEF OpenShift Data Foundation - OpenShift Container Platform BR%5 (30551 registry. ai®
e n_.\ﬂ%) *E{;tﬁﬁ%o

% LE AR 55 B B 17 i B9 A2 EUR F OpenShift Data Foundation £R5 Hh i B AU ELfiti 2244,

Digk

==
[=]

IWARREEBTER T XLERFNAREFHETE, MRXLEXBRIRSHEFHEZFET
B, SENIEZB/ATH, BRERE.

TIEEVUIX LIRS BB RBAMRBFIRR, #8155 OpenShift Container
Platform X## BN Prometheus 187 #EELE Curator 1 E FS R B [E],

INRIEALFRIXLEIRSHITFAEZR], IHIRIIEE P XHF,

4.1. 5518 REGISTRY EZ& N {EFH OPENSHIFT DATA FOUNDATION

OpenShift Container Platform 124t 7 — N EBH AR Registry, ©IEN—MRER TIE R EEEE
HiZ1T, registry BERBIERBEPHERNTGIRN A GBI, UREREDZTHIERBBNEER.

RIBATTHRBUIEE, 5 OpenShift Data Foundation Bti& & Container Image Registry BIfEfifi. £ AWS
F, FHEEEX registry BEFERE. BE, BICNEMESN vSphere F1#EHLF A B OpenShift Data
Foundation A%,

DIk

“®
[ |
LI ARG EIR M A IR R registry IR EIFTIRIR registry, WREEIA registry

hEABRRTR, BETRISRAIED registry, FEX NI RRTREEFIEME
BIEE IR,

FeREZ M
o B OpenShift Web 124 & BIE R 0] AR,

® OpenShift Data Foundation Operator {E openshift-storage #p# 22 ] L &4 FHi217, £
OpenShift Web #2451, s Operators — Installed Operators & & B & %&#) Operator,

® Image Registry Operator 1£ openshift-image-registry 3% 22 |8 &2 #1247, 7E OpenShift
Web ##]& 7, = Administration - Cluster Settings — Cluster Operators & &£ 212 /F 25,

e A provisioner openshift-storage.cephfs.csi.ceph.com B7Zfi%2X 8, 7E OpenShift Web
& H, = Storage - StorageClasses & & 7 I EAE 2,

Y=

16


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/logging/index#cluster-logging-curator
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&5 4 % Jy OPENSHIFT CONTAINER PLATFORM RS54

1. NE& Registry Il —NMFAMEBFH,
a. £ OpenShift Web #Z#l&H, i Storage — Persistent Volume Claims,
b. ¥F Project Xi&y openshift-image-registry.
c. Hifi Create Persistent Volume Claim,

. EEARRNEIREFEHERIIERS, FHEBESRER openshift-
storage.cephfs.csi.ceph.com 15 E E %K,

ii. IEEFAEBFE AR, W ocsdregistry.,
iii. 5% Shared Access (RWX) il =,
iv. f¥ Size 8 N&x4 100 GB,

v. Rif Create,
EFEHEFFABFHIIREZ S Bound,

2. fHEEM Image Registry BCiE N FERAFHIFALFH,
a. = Administration - Custom Resource Definitions,
b. s imageregistry.operator.openshift.io 21 x5 Config B E X ¥HRE L,

. R SER R,

(@]

o

. TESEELSLBIA, s Action Menu( § ) - Edit Config,

o

RINFTHRF A B FERE N R Registry IR AMEHE,
i. 7£ spec: TARIMUTHE, HEHINEM storage: o (MELE) .

storage:
pvc:
claim: <new-pvc-name>

a0 -

storage:
pvc:
claim: ocsé4reqistry

i. mifi Save,
3. BiuFFHkER S IEEMSEA,

a. =il Workloads - Pods,

b. ¥¥ Project X} openshift-image-registry.

c. $EHTHY image-registry-* pod FIIREE2E N Running, 3 BLL#ETH image-registry-* pod
B4 L,

d. mifi# image-registry-* Pod && pod i¥I&.

17



Red Hat OpenShift Data Foundation 4.9 EE 3 R i% R

e. M TALIEI Volumes, BYIIE registry-storage BB EH SENFHFA S HEETE R
Type, %l ocs4registry,

4.2. EoE IR LAHE F OPENSHIFT HiE £ hitf
OpenShift BIEEMMIRHLE Prometheus # Alert Manager 2B B s $2HE A

REIBATARBUEE, f OpenShift #HEEAIECE 1 I EHAR 771,

BE
MRFHEEFRE, NEESTEESLE, nABRRENERERTLHENEHAE.

TIEEVUN AR S BB R R IR BB IFIRR. 1¥18155 5 OpenShift Container Platform 344
B Prometheus 181118 B RIIE SRR B A,

SERFEH
o B OpenShift Web 2% & BIE R 0] AR,

® OpenShift Data Foundation Operator {E openshift-storage #p# 22 ] L &% Hi217, £
OpenShift Web #2451, s Operators — Installed Operators & & B % %&#) Operator,

e i# Operator 1£ openshift-monitoring 654 22 AR R EHi21T, 7 OpenShift Web #2&I&H,
= Administration - Cluster Settings — Cluster Operators & &S 212 /F 23,

e A provisioner openshift-storage.rbd.csi.ceph.com HI7Zfi% 25T H, 1E OpenShift Web 124
B, == Storage - StorageClasses & & Al FIHITEAEE,

it =

1. £ OpenShift Web $#%I& A, Fi{E Workloads - Config Maps,
2. 1% Project THIZHIXE ) openshift-monitoring.
3. Hik Create Config Map.

4. FERALLTHSE L—1FH cluster-monitoring-config Config Map :
FRRIES (<, >) FHREEHRNEESHIE, 20 retention: 24h = storage: 40Gi,

¥ storageClassName &1t 118 F provisioner openshift-storage.rbd.csi.ceph.com £
storageclass, £ ~jl#, storageclass #J&#; ) ocs-storagecluster-ceph-rbd.

cluster-monitoring-config Config Map <%l

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
retention: <time to retain monitoring files, e.g. 24h>
volumeClaimTemplate:
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metadata:
name: ocs-prometheus-claim
spec:
storageClassName: ocs-storagecluster-ceph-rbd
resources:
requests:
storage: <size of claim, e.g. 40Gi>
alertmanagerMain:
volumeClaimTemplate:
metadata:
name: ocs-alertmanager-claim
spec:
storageClassName: ocs-storagecluster-ceph-rbd
resources:
requests:
storage: <size of claim, e.g. 40Gi>

5. B Create LMRTFFHAIE Config Map.

1 IR ABFREEEHEER pod,
a. 1A Storage — Persistent Volume Claims,
b. ¥# Project THIZHi% &} openshift-monitoring.

c. WIE5 HAMESFHAREETN, KA Bound, HiANZEI=4 alertmanager-main-* pod, LA
X1 prometheus-k8s-* pod,

K 4.1, GBI EREE

Project: openshift-monitoring «

Persistent Volume Claims

Create Persistent Volume Claim Filter by name.. /
‘ 0 | Pending ‘ 5 Bound ‘ 0| Lo Select All Filters 5 Items
Name T Namespace Status Persistent Volume Requested

@ my-alertmanager-claim- @ openshift-monitoring @ Bound @ pvc-d0D428a5-0Oce6-11ea-  40Gi
alertmanager-main-0 8feb-023bdfa29edc

@ my-alertmanager-claim- @ openshift-monitoring ® Bound @ pvc-d0Obell1-Oce6-11ea- 40Gi
alertmanager-main-1 8fes-023bdfa29edc

@ my-alertmanager-claim- @ openshift-monitoring ® Bound @ pvc-d01acTi7-Oce6-11ea- 40Gi

alertmanager-main- 2 8fe8-023bdfa29edc

@ my-prometheus-claim- @ openshift-monitoring Q Bound @ pvc-ce290flb-0ceb-11ea- A40Gi
prometheus-k8s-0 8fed-023bdfaz%dc
@ my-prometheus-claim- @ openshift-monitoring Q Bound @ pvec-ce361010-0ceb-11ea- A40Gi

prometheus-k&s-1

&fed-023bdfaz%edc

2. Y3iE#T alertmanager-main-* pod BJRS 2 E £~ Running,

a. i A Workloads - Pods,
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b. mii#T alertmanager-main-* pod & & pod i¥I&.

c. MTAREIE] Volumes, BRIFEZEEEA Type (ocs-alertmanager-claim), ©5 &R
AMBFBEEE, 40 ocs-alertmanager-claim-alertmanager-main-0,

4.2. MtinZ alertmanager-main-* pod B At & 7B

Volumes

Name Mount Path SubPath Type Permissions. Utilized By
config-volume /etc/alertmanager/config @ alertmanager-main Read/Write @ alertmanager

ocs-alertmanager-claim /alertmanager alertmanager-db @D ocs-alertmanager-claim- Read/Write @ slertmanager
alertmanager-main-0

3. WIEFTEY prometheus-k8s-* pod HRZSZEZE - Running,
a. =¥H prometheus-k8s-* Pod & pod 1#i&.

b. M TARZNE Volumes, BEIEBREEESA Type (ocs-prometheus-claim), ©5 &
AMESFEERICEL, 0 ocs-prometheus-claim-prometheus-k8s-0,

4.3. i n®l prometheus-k8s-* pod BT At £ 75 EA

Volumes

4.3. OVERPROVISION LEVEL SRB&ZE&I [ A i b

Overprovision control @ —Mlfl, ERIFERIEREN ARFHEZEFRE LMEFHERHBIFANS
A BA(PVC)E R BCA,

L1%J5 F overprovision #EHINLEINT, ©aMEIEESFHEREFEN PVC, OpenShift 2t 7 & LARE
RiEME, R OpenShift B ClusterResourceQuota BB T RRHIEESER AR SN TREE,

Wi BB 54|, 2550 ClusteResourceQuota, EFRILINEBNEH B LBEREIERH, LEET
80% MAREMRAINT, BRI L,

Overprovision | SRE& 2 2 — NMRARTI BT TIRE, BRI RER RLLME /™~ MRS F N
W (SLA) X, BMErEH A=, AT HERE MR ERE]. XERARTI

EThEERT LA A IR BAMATEITIRE, HAENKEFLNMBRE#ARGE L. MFEZE
B, WEHBRTIh R R e,

MB\EAXRMENELER, S B, FRETGEFHRELIRE.

o EACHBR B LU U B i A e E 4

FERFH
o ARG T OpenShift Data Foundation 2%,

Y=
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1. 4wk storagecluster, LATEFRER BN BEAIIRS], 1C(ETERH ISR B TIRE.

a. PITLA T ep 45 3% Y%E storagecluster :
I $ oc edit storagecluster -n openshift-storage <ocs_storagecluster_name>

<ocs_storagecluster_names

EEFEREFIRM.
b. AINATATR AT R I EFTFREIEC AR S -

apiVersion: ocs.openshift.io/v1
kind: StorageCluster

spec:

[--.]

overprovisionControl:

- capacity: <desired_quota_limit>
storageClassName: <storage class _name>
quotaName: <desired quota name>
selector:

labels:
matchLabels:
storagequota: <desired_label>

<desired_quota_limit>
NIFfERIEE TR IECAIBRE, B0 27Ti.
<storage class_name>
BEBE X BEAIRGIFHE XML F, 40 ocs-storagecluster-ceph-rbd.
<desired_quota name>
NERERATEE— &M, W quotal,
<desired_label>
MEFEBCAHEE — %, W storagequotat,

2. thch ARRFa Rz,

apiVersion: v1
kind: Namespace
metadata:
name: <desired _name>
labels:
storagequota: <desired_label>

<desired_name>

7 application 3 & ZE[AIIEE — N4, %0 quota-rbd,
<desired_label>

MEFHBECAEE — M4, W storagequotat,

3. BRE LT clusterresourcequota,
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A=
i8R clusterresourcequota {£ A& E Y #) quotaName, %0 quotal,

I $ oc get clusterresourcequota -A

I $ oc describe clusterresourcequota -A

4.4. OPENSHIFT #UBEMMEREHERICK

B L BER HRIC R ERE— R OpenShift Container Platform [RGSHIBAE, A XINAEREEEH
/L.\IE%E’JI#E, 1ﬁﬁ%ﬁ|§%$3¥alulai

TE#0%8 OpenShift Container Platform B8EN, BAINENR FAEE OpenShift Data
Foundation, OpenShift Container Platform &K T 17 IR BN TENE. &7 LIS OpenShift

H &I % (ElasticSearch)IBRIAERE, {FHH OpenShift Data Foundation 3%, f# OpenShift Data
Foundation 2 #fH & (Elasticsearch),

BF

IABREERERTXERFINREFERE, MREN XL REARSS BT Z2 AR
B, BRICRNARESTTA, RERE.

IIERICX LR S BB A ERRIGERB AR, 1FI515S M OpenShift Container
Platform X#4A g £ H &1 5% Curator,

INRIBER D IXLERRSSHITEAEZE ], IHECRILIE R P X HF.

4.4 EEF AT

&0 LUE R R B MFIK/NSECN Elasticsearch EREEBERF A MEERFI K/, Cluster Logging
Operator R#FX L SH N Elasticsearch REFHENMBIE T RUBE—NMSAMEFR, F0 :

spec:
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
storage:
storageClassName: "ocs-storagecluster-ceph-rbd”
size: "200G"

ABIEE, ERHTNENEET FHMERER 200GiB # ocs-storagecluster-ceph-rbd 7= fi##93F At
BEH, BNELRNHENRIRZE. 2FWNRIAREME T AZAEH, FHEIBLAA ; MRENF
—MREBEDEENDNT R, NATLIREEIA, BX Elasticsearch EFIRBEHFIE, HESEXTIHE
MECESEE HEIL KM Elasticsearch £ #1785,

' RO RN SR FHE S FFRE, fla -

I spec:
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logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
storage: {}

auﬁ%%{n TNy I«%ﬁlfﬂﬁa %E¥E Ib\LE%O

4.4.2. BeEEE H &Lk LU#E A OpenShift Data Foundation
BREBAT R, J¥ OpenShift Data Foundation BZ & OpenShift &£ B &0 KETEGE,

LIRERIE OpenShift BIBREMPEE B ZICEN, EaILUREMERE. B2, TEEEH
*ﬂE%ﬁ&ﬁEuﬂ%E, ’%ﬂﬂﬂﬂ%lﬂlﬂlu# iﬁ%ﬁlﬂluo

FERFH
e B OpenShift Web 2% & BIE R 0] AR,
® OpenShift Data Foundation Operator £ openshift-storage 22 [F]_t &% #1217,

e Cluster logging Operator B2 &% 7E openshift-logging 14 Z2 [A| 21T,

it

1. M OpenShift Web 1£#|& ZMEH#&F, i Administration - Custom Resource Definitions
2. fE Custom Resource Definitions T{ A s ClusterLogging.

3. 1E Custom Resource Definition Overview TTHE-E, M Actions 3H /%L View Instances, =&
mif Instances 7T £,

4. 7x Cluster Logging A L, ili Create Cluster Logging.
10 R e TR IR DT E SR AN E 8HE.

5. 7 YAML /1, ¥ storageClassName &1 1{# F provisioner openshift-
storage.rbd.csi.ceph.com i storageclass. 7£ 54, storageclass BJ%& %7 ocs-
storagecluster-ceph-rbd :

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed"
logStore:
type: "elasticsearch"”
elasticsearch:
nodeCount: 3
storage:
storageClassName: ocs-storagecluster-ceph-rbd
size: 200G # Change as per your requirement
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redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
replicas: 1
curation:
type: "curator"
curator:
schedule: "30 3 * * *"
collection:
logs:
type: "fluentd"
fluentd: {}

NS OpenShift Data Foundation TV RiF A5 R, EBYIURIMAR, SR NBEERHAE
daemonset pod,

spec:

[--]
collection:
logs:
fluentd:
tolerations:
- effect: NoSchedule
key: node.ocs.openshift.io/storage
value: 'true’
type: fluentd

6. mif Save,

1 B ABEFEHAR S 2 EER elasticsearch Pod,
a. 1A Storage — Persistent Volume Claims,
b. ¥ Project THI¥ HiX & openshift-logging.
c. WIERFABEIRESGA N, K& Bound, KiNZE elasticsearch-* pod,

K 4.4. QIR HAEERFFATILK

onfiguration to allow others to 10g in.

Project: openshift-logging

Persistent Volume Claims

ng ‘ 3 uuum| L e 3 3 itoms

2. WIERBAEFERFRFETICK,

- V'V S [ i B 5 D D
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d. R VWOorkioad — roads,

b. B % & openshift-logging.

c. BEHETH elasticsearch-* Pod BIIR S 27 Running.
d. m#EH elasticsearch-* Pod & & pod 1#1&.

e. M TRENEI Volumes, BHIIE elasticsearch BREEASHFAMESFALEM Type,
elasticsearch-elasticsearch-cdm-9r624biv-3,

f. B Persistent Volume Claim & %5, fAJS7E PersistentVolumeClaim Overview Tl E R IETE
&R B TR,
= -

FRRE R Curator B [A], LUEHRTEMEANZE] Elasticsearch Pod B PV £ PV 52¥1
=

Ro

RELAEEE Curator, LUBIB{R BB X EMIFS Elasticsearch #UiE, BTG LI TEIAZEE|5K
BIRE 5 K% N EBIME,

config.yaml: |
openshift-storage:
delete:
days: 5

MNETREZIFMER, 1ESH Elasticsearch #iE,
-

ZHHBEFAMSFRANERATILE, HEAENEBEEREREIZET M
OpenShift Data Foundation FfiliFREEE% H &1Lk Operator B9 %%,
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2 5 2 {1/ OPENSHIFT DATA FOUNDATION X#f OPENSHIFT
CONTAINER PLATFORM K HTZF

IR ETE OpenShift Container Platform Z3& 11 2 R E# %% OpenShift Data Foundation, {B&Z, f&®

LUE A Operator Hub 7EIA OpenShift Container Platform _£%%& OpenShift Data Foundation, &G
¥ OpenShift Container Platform i FA 2 Eci& 5 OpenShift Data Foundation X ¥,

FRFM

o B &% OpenShift Container Platform, &L a/E I OpenShift Web 1#HI5,

e OpenShift Data Foundation #£ openshift-storage % 22 [5]_t % 71217,

it =

1. 1£ OpenShift Web 12§ & AHUTLATE—1R1E :

® = Workloads — Deployments,
£ Deployments TTEH, BRIUHUTLUATREZ— -

o M Action HEAFEFTMIIAEEFH =T Add Storage £,
o (EHMEE, ABERMEFME.
i. ¥ Create Deployment LIGIEZHEE,
i. RIBEBIERSEE YAML LLAEERE,
iii. Rifi Create,
iv. MTIEA LAM Actions THIZ # A% Add Storage,

e =5 Workloads - Deployment Configs,
£ Deployment Configs TR, EaJLAHUTUATEZ— :

o M Action HEAEFTMIIEEEFH =T Add Storage £,
o AIEIEE, ABRMEFME.
i. ¥ Create Deployment Config AR FTERE,

ii. RIBEERIRE YAML LLAZERE,

iii. Rifi Create,

iv. MTIEA LAM Actions THIZF # A% Add Storage,

2. 1£ Add Storage TUEIH, EATLUERLLFETIZ— :
e il Use existing claim it5i, A/ M TFRIZFEAFILEFEEER PVC,

e i Create new claim £,

a. M Storage Class THi5lIskr, #3%E4# CephFS =t RBD #Zfifi K,

b. NFAMBREERARERN,
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c. 1% ReadWriteOnce (RWO) 2% ReadWriteMany (RWX) 15 [AI#E R,

ReadOnlyMany (ROX) E#EUHEE, RN EAZXHF.

d. EFFAHEEFERERRN,

, EALYRIR PV, BEEELBFAUBHFRAREDFHEE.

3 BERBNEIRESHNEERENFRE (MRFE) .
4. Rili Save,
1 RFEEHNERE, FITUTEREF
e 5 Workloads » Deployments,
e =5 Workloads - Deployment Configs,
2. RIBFEXRETH,
3. BEHEARIMEFEERE, LEREEFS.
4. MTRDE Volumes, BEIEEMEET A — N SEIENFAESFREELERNRE,

5. m Persistent Volume Claim &%k, $AJR7E Persistent Volume Claim Overview TUE RIS UEFE R
ZFR,
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2B 6 Z M SEMXN RIFMERINEIINA A E OPENSHIFT DATA
FOUNDATION %£2%

% OpenShift Data Foundation B2 A ERERN, AILLEE ZMARX NIFA MBS FERNN REFMEEEA
REFE,

o HFfEMIF AL FIAEEMANER Red Hat Ceph Storage SEEE R,
o HFMHIEASEIRTLLE T BAER Red Hat Ceph Storage HINTTEIEARSS 23 (MDS)iR4t,

o NIREFMAIFTR bucket FBAALLELFEF Multicloud X RM XK HF Ceph X R MK FRANE 4 EB
Red Hat Ceph Storage & 124,

FERAUTRE, FXHElE (ERATHIERSSS) S REMH (EA Ceph WRMX) HRMEIRMEEN
TURBEHZ B9 ER OpenShift Data Foundation $£2%,

FRFM

e {RE1E OpenShift Container Platform hRA 4.9 SkEEhRA L %% T OpenShift Data Foundation
49, A4, HAEERA OpenShift Data Foundation £&#4:F Ready K.

o EHIAER Red Hat Ceph Storage SEEHECE WA T — LN EERE

o — Ceph A &RM*X(RGW)ifi s, B OpenShift Container Platform &E£ 1517 LA T &K
Fh#

o AT XHEHIITTHEIERS 2 (MDS)it

o MAFRMEALBEIEAER OpenShift Data Foundation 528 E HAH FH F ceph-external-cluster-
details-exporter.py A SE,

it =

1. FEALLT % T4 OpenShift Data Foundation #J ceph-external-cluster-details-exporter.py
python BHIZ :

oc get csv $(oc get csv -n openshift-storage | grep ocs-operator | awk '{print $1}') -n
openshift-storage -o
jsonpath='{.metadata.annotations.external\.features\.ocs\.openshift\.io/export-script}' | base64
--decode > ceph-external-cluster-details-exporter.py

2. @i ESER Red Hat Ceph Storage BRI E i 17 )R LIZ4T ceph-external-cluster-
details-exporter.py, FE#H 4 EE Red Hat Ceph Storage FEERNR LR, EAIREEEE KA
B Red Hat Ceph Storage & i 14T th 154

# python3 ceph-external-cluster-details-exporter.py --upgrade \
--run-as-user=ocs-client-name \
--rgw-pool-prefix rgw-pool-prefix

=--run-as-user

£ OpenShift Data Foundation SREEREHARFEAME P in &M, MRRXEHME M iRmE
5, EEARINNEFIHAT client.healthchecker.

--rgw-pool-prefix
AT Ceph M ERMXMBIRIL, NRFERABMINGIL, TUEKE,
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3. M#EB Red Hat Ceph Storage £ R FHFIRTFECE 1F1E.

a. Wit EAER Red Hat Ceph Storage B HRIEME i 17 )R LIZ4T ceph-external-cluster-
details-exporter.py £ R B i £1E,

# python3 ceph-external-cluster-details-exporter.py --rbd-data-pool-name rbd-block-pool-
name --monitoring-endpoint ceph-mgr-prometheus-exporter-endpoint --monitoring-
endpoint-port ceph-mgr-prometheus-exporter-port --run-as-user ocs-client-name --rgw-
endpoint rgw-endpoint --rgw-pool-prefix rgw-pool-prefix

--monitoring-endpoint

BRI, BEZE M OpenShift Container Platform 5E&E15 A HIFRELFI AL mgrs BILL
ZESOMRM P itFIR, MREERE, NKEHERIZE,

--monitoring-endpoint-port

AL, ©25 --monitoring-endpoint 15 EH ceph-mgr Prometheus exporter X Fx
im0, NREAERME, NEBEINEFRIZIE,

=--run-as-user

£ OpenShift Data Foundation SEEERZEHARFEAME Fin& M, MRRXEHME ik
2F, HERBRIUMEFIHEFR client.healthchecker,

--rgw-endpoint

RSB, LURIT Ceph X &RM % OpenShift Data Foundation B &% REME (A%
S8) .

--rgw-pool-prefix
AT Ceph MERMXMEVATL, WNREARINAIL, TLUAKRE,

AATREEHT, T :

caps: [mgr] allow command config

caps: [mon] allow r, allow command quorum_status, allow command version
caps: [osd] allow rwx pool=default.rgw.meta, allow r pool=.rgw.root, allow rw
pool=default.rgw.control, allow rx pool=default.rgw.log, allow x
pool=default.rgw.buckets.index

HIRER Ceph MERMKXIFHER (MRRM) 2HNMESH (8iETES
) SEAMERXFERE OpenShift Data Foundation Hi[H A FEAE R,

b. AR H R 7EE external-cluster-config.json X4/,
LA 75 LARB AR SO (R A BRI R B B e

[{"name": "rook-ceph-mon-endpoints”, "kind": "ConfigMap", "data": {"data":

"XXX XXX XXX XXXXXXX", "maxMonld™: "0", "mapping": "{}"}}, {"name": "rook-ceph-mon",
"kind": "Secret", "data": {"admin-secret": "admin-secret", "fsid": "<fs-id>", "mon-secret":
"mon-secret"}}, {"name": "rook-ceph-operator-creds", "kind": "Secret", "data": {"userID": "
<user-id>", "userKey": "<user-key>"}}, {"name": "rook-csi-rbd-node", "kind": "Secret",
"data": {"userID": "csi-rbd-node", "userKey": "<user-key>"}}, {"name": "ceph-rbd", "kind":
"StorageClass", "data": {"pool": "<pool>"}}, {"name": "monitoring-endpoint", "kind":
"CephCluster", "data": {"MonitoringEndpoint": "xxx.xxx.xxx.xxx", "MonitoringPort":
"xxxx"}}, {"name": "rook-ceph-dashboard-link", "kind": "Secret", "data": {"userID": "ceph-
dashboard-link", "userKey": "<user-key>"}}, {"name": "rook-csi-rbd-provisioner", "kind":
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"Secret", "data": {"userID": "csi-rbd-provisioner", "userKey": "<user-key>"}}, {"name":
"rook-csi-cephfs-provisioner”, "kind": "Secret", "data": {"adminID": "csi-cephfs-
provisioner”, "adminKey": "<admin-key>"}}, {"name": "rook-csi-cephfs-node", "kind":
"Secret", "data": {"adminID": "csi-cephfs-node", "adminKey": "<admin-key>"}}, {"name":
"cephfs", "kind": "StorageClass", "data": {"fsName": "cephfs", "pool": "cephfs_data"}},
{"name": "ceph-rgw", "kind": "StorageClass", "data": {"endpoint": "XXX.XXX.XXX.XXX:XXXX",
"poolPrefix": "default"}}, {"name": "rgw-admin-ops-user", "kind": "Secret", "data":

{"accessKey": "<access-key>", "secretKey": "<secret-key>"}}]
4. EfEHERE JSON ST,
a. &Sk OpenShift Web #4514,
b. s Workloads — Secrets,

. f% project i%{& 7 openshift-storage.

(@]

d. = rook-ceph-external-cluster-details,
e. = Actions ( ! ) — Edit Secret
f. = Browse 3 _Ef% external-cluster-config.json 324,

g il Save,

e E45ik OpenShift Data Foundation S£#¥ 2 SRR HRIEER WM, FFME Storage —»
OpenShift Data foundation —» Storage Systems &£, RERTEERI AN,

o 7£ Overview — Block and File i£Ti£ 1, & Status ELUMIN FEEEHE— N B ESR
THER,

o NRENXHFMERMT THIRRS 2 -
a. = Workloads - Pods, %iiF csi-cephfsplugin-* pod 2% & 8|&##4F Running A%,

b. = Storage — Storage Classes 7% iF 2% B 13 ocs-external-storagecluster-cephfs 77

f&K.,
o MRMIKRIFMHARIMT Ceph X RMX :

a. m Storage — Storage Classes #H 4 1F 274 2 6/ ocs-external-storagecluster-ceph-rgw

B,

b. 551k OpenShift Data Foundation £ R ERRARIEE R W, 55MEl Storage -
OpenShift Data foundation —» Storage Systems it £, ARERTEERIEN,

c. ¥if Object i%EMi&, FFHAIA Object Service M HIEHMEBLEBAS, BREZITER,
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&5 7 = WN{alf£ RED HAT OPENSHIFT DATA FOUNDATION rh{$ % FH WORKER i &%

28 7 = t0{A 7€ RED HAT OPENSHIFT DATA FOUNDATION H{#
FB% FH WORKER T &

{£1a] Red Hat OpenShift Container Platform 17 [# & & & — > OpenShift Data Foundation 1T, {EZ,
ANSR AT FAEHZR I T A OpenShift HUBEM HR, 12"\71«17(_ £ OpenShift Container Platform 1] _E
RFo

ZBIEARRIAE S 4R Machine AP ZE—2, Rk, wZUEBINERE BT R FEIETNT =
PR} worker 5 infra, BRI EBEXHANAR, NEFZER, ESMH £ 73 17 "Foh|EEMZEM
T BB

7.0 BRI T RO

FAF OpenShift Data Foundation Y& T RBJLAEM : FE infra node-role 7155, LUAKRT R
TEA RHOCP #i{#, infra node-role 1% i T H{RZ24T OpenShift Data Foundation B9 17 VR &
OpenShift Data Foundation ##,

e F1iC 7 node-role.kubernetes.io/infra

NEERNNER NoScheduIe effect B9 OpenShift Data Foundation {5, LAE infra 77 RiE
OpenShift Data Foundation % &,

e {#FH node.ocs.openshift.io/storage="true" /5 =

P HRE RHOCP 9 sRifl3)h infra 558, LUETRRLA RHOCP T B, %75 SeIRsILIE OpenShift
Data Foundation R AEEI5 M m Lk,

E R ERMERES R AT se B E N Hith daemonset pod (41 openshift-dns daemonset
) HITRRLNE, BXNMEERRENFER, ESEMHENE
https://access.redhat.com/solutions/6592171,

FAF321T OpenShift Data Foundation AR 55 BOEE At ZR44 17 s L8975 s FNPRZE 7~ M1 -

spec:
taints:
- effect: NoSchedule
key: node.ocs.openshift.io/storage
value: "true"
metadata:
creationTimestamp: null
labels:
node-role.kubernetes.io/worker: ™"
node-role.kubernetes.io/infra: "
cluster.ocs.openshift.io/openshift-storage: "

7.2. BT OB EMZR T R BIH 25

INRIMEAFZHF Machine API, TR FRES AN INEI Z VR B Bt 2R 77 s B Machine Sets BUREMR A, & 57
R F R EINLES AP Q1T mBIRER, XM T REE QM pod HRINRE, TEXF
BERT, pod/TimEKMEf, BRH pod/Ti mERR %A EYMINE
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FEC2IMER, MEFE=NTENE, FBEENEFRRANAARX (40 us-east-2a.
us-east-2b, us-east-2b. us-east-2c) FRVHECEAZERM T R, B#I, OpenShift Data
Foundation A X HFEBIT=1AIAXERE,

LR Machine Set &R 7RG 032 BB BN T RPB RS L5 R MRS T R, XFATFET
OpenShift Data Foundation AR5

template:
metadata:
creationTimestamp: null
labels:
machine.openshift.io/cluster-api-cluster: kb-s25vf
machine.openshift.io/cluster-api-machine-role: worker
machine.openshift.io/cluster-api-machine-type: worker
machine.openshift.io/cluster-api-machineset: kb-s25vf-infra-us-west-2a
spec:
taints:
- effect: NoSchedule
key: node.ocs.openshift.io/storage
value: "true"
metadata:
creationTimestamp: null
labels:
node-role.kubernetes.io/infra: ™"
cluster.ocs.openshift.io/openshift-storage: "

BF

INREERMEET RRINIG R, SLBENEM T RERNTERIFMER, 40 fluentd
pod, MIT/EELZIER, 1HS M OpenShift 4 REVZLIERIIAERRR 5 2 ERIZRET R

7.3. FOhOIBEMEBRITT R

REMEFRARZHEF Machine API I, FREFNBEZENAET R, FHOUREREDAFER 3 D RHOCP
worker 7 RR3RE OpenShift Data Foundation BR55, FEXLET RBRHH CPU MAFETRIR. BEktf
RHOCP I A, FEUTREA :

oc label node <node> node-role.kubernetes.io/infra=""
oc label node <node> cluster.ocs.openshift.io/openshift-storage=""

LFERIM— NoSchedule OpenShift Data Foundation /55, LAME infra 7 st RJE OpenShift Data
Foundation FHRFRRTMEMIE OpenShift Data Foundation T i #i,

I oc adm taint node <node> node.ocs.openshift.io/storage="true":NoSchedule
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% 7 = M{a7E RED HAT OPENSHIFT DATA FOUNDATION Hh{@if% B WORKER i &

g

H
| |
AENHB& node-role node-role.kubernetes.io/worker=""

BRIEXT OpenShift TR H MachineConfig ¥R 1T T HeK, &I node-
role.kubernetes.io/worker="" Bl & 5 |n] &,

MREMIER, NNFEEFHRMEIEA infra 75, 710 node-role node-
role.kubernetes.io/infra="" #1 OpenShift Data Foundation 75 s & LAl @ F A E
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B8 EEE/FAMEFHN

8.1. fidi& N FBF25 POD LU{EFH OPENSHIFT DATA FOUNDATION
RIBAT RB9BA, 1 OpenShift Data Foundation EZi& N F pod BTEfiE,

SERFEH
o B OpenShift Web 24 & BIE R 5 0] AR,

® OpenShift Data Foundation Operator {E openshift-storage #p# 22 ] L 243217, £
OpenShift Web #2451, s Operators — Installed Operators & & B & %&#) Operator,

® OpenShift Data Foundation IREEHIBRINTFE R AT, 1£ OpenShift Web &, = Storage
- Storage Classes Z&EEIAF R,

iz
1. AEFEANNAEFAMERSEH (PVC),
a. £ OpenShift Web ##l&H, i Storage — Persistent Volume Claims,
b. NN AR pod K& Project,
c. Hifi Create Persistent Volume Claim,
i. ¥§EH OpenShift Data Foundation iR#tEFERER,
i. ¥ PVC Name, %0 myclaim,

ii. 1EEEPTEERY Access Mode,

A=
A ' IBM FlashSystem &~ #F Access Mode, Shared access (RWX).

iv. %FF Rados H% % (RBD), #IR Access R 5 ReadWriteOnce(RWO), HiEFEFIER
HBERX, HiILBEXZ Filesystem,

v. IRENARFEEREE N KN,
vi. = Create #%F PVC 6F Bound R7%
2. BEEHHHIANARHRELUEMH PVC,
o N FHNARER pod, HUTUATHI :
i. = Workloads —»Pods,
ii. BIERHAL A pod.
iii. 1£ spec: 4T, 00 volume: #f4r, f¥37 PVC RN A Pod B9%4,

volumes:
- name: <volume_name>
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B8 E EHRFANERH

persistentVolumeClaim:
claimName: <pvc_name>

a0 -

volumes:
- name: mypd
persistentVolumeClaim:
claimName: myclaim

o WFIANBIERF pod, HUTUTHIE :
i. = Workloads »Deployment Configs,
ii. #RE5NARRRF pod KEEHWFTHRIELE.

iii. miiH Action ¥ ( { ) - Edit Deployment Config,

iv. 7 spec: 34T, N0 volume: &F4, 3% PVC RINAN N FATERE Pod 98, ARR

Save,

volumes:
- name: <volume_name>
persistentVolumeClaim:
claimName: <pvc_name>

a0 -

volumes:
- name: mypd
persistentVolumeClaim:
claimName: myclaim

3. RibHkcER S EARER,

a. =il Workloads - Pods,

b. NN AR pod i%i& Project,

c. BiENBAASREMKESRZE N Running,

d. BENABRRERN, UEEARKITHAER,

e. B TALIE Volumes 284y, BRIEEH Type SEMFIFASHEATE,

8.2. AR AMBFRIFTRIRE

FERXMREEE PVC IE KBRS,

FRFM

® OpenShift Data Foundation BY&E 51 17 A AR,

it

20 myclaim,
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1. &k OpenShift Web #2H1&
2. = Storage — Persistent Volume Claims

3. {EF Filter XAEERFFEN PVC £FR, AR L% Name =X Label 13JE PVC FIRFELE/NFIZR
SEH

4. ¥BEERRE PVC %M Status 71,

5. BFTEM Name && PVC i#15,

8.3. EERAMEFIHEKEH
FERXNREREEMBRAFTAMEER (PVC) 1EXEH,

FoRFM

o EHIB X OpenShift Web 12 & B 1A FL PR,

it =

1. £ OpenShift Web ##£#ll& /R, il Storage - OpenShift Data Foundation,

2. 1 Storage systems iR, EFEFHERSE, SABE R Overview — Block and File,
3. #E Inventory £, &HE PVC #EH B IR,

4. = Storage — Persistent Volume Claims

5. {8/ Filter XAIEHZRFEN PVC,

6. = PVC &fH5MEl Events

7. RIEEFENREEREEEMS,

8.4. 1 BRFAMEFH

B OpenShift Data Foundation 4.6 &, WY BRIFAMSEFH, AEEFAMGFHRRABDRKE
RIEME,

DUTHAMBZHT R :

e BB ReadWriteOnce (RWO) #1 ReadWriteMany (RWX) 1j[A]AUBREY PVC, iXL3j[a/EF Ceph
XHRYE (CephFS), AFHEX Filesystem,

e EX ReadWriteOnce (RWO) i/i[Al#) PVC, ©EFHER Filesystem # Ceph RADOS Hi% &
(RBD),

e B3 ReadWriteOnce (RWO) i/i[n]#) PVC, BETFHBER Block # Ceph RADOS i &
(RBD),

- aE
OSD. MON #1in# PVC %% PVC ' &,
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8 E ERRANERFH
FeRFH
o EHIBOIX OpenShift Web 12 & B 1A FL PR,
iz
1£ OpenShift Web #ZHI& /1, SinZ Storage — Persistent Volume Claims,

2. REEREYT BB AMEFEZENM Action Menu( ).

= Expand PVC :

Red

Project: openshift-storage v

Persistent Volume Claims

Y Filter - Name
aaaaa 1 Namespace Status Capacity Used Storage CI

db-noobaa-db-0 @ openshift-stora g © Bound 50 GiB 3551 MiB @ ocs-storagecluster-ceph-  §

Expand PVC
op¢ © Bound 512GiB @G EditLabels

Edit Annotations

@ ocs-deviceset-1-data- @ openshift-stora a @ Bound 512Gi8 - @ EdtPersistent Volume Claim

0-5wh

Delete Persistent Volume Claim

4. EFERAMSFRNF RN, RER Expand :

Expand Persistent Volume Claim

Increase the capacity of claim db-noobaa-db-0. This can be a time-consuming
process.

Size *

50 GB -

5 EBIUEY B, ESME PVC BB TIE, FHYUE Capacity FERREEBIEKRWIEMK/N,
AE

WET Ceph RADOS #Li% % (RBD) ¥ & PVC i, #N8R PVC &RMNE]
pod, Condition type 7E PVC i¥I1E 1@~ FileSystemResizePending, 1£#
BE, XHRGKRNHAERNDN, FIE Capacity FEX A RBET KN,

8.5. I NEE

851 XFHEBER

StorageClass FHRN KR H DR T AIERNEFHE, HRETREFENVISESFH L ESHNTGE,
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StorageClass 2 I LA/E 2 HI AR B 4070 977 E FN U5 [ BRI B IEN S, REFEIEA (cluster-admin) =k
EEWHEEA (storage-admin) AILELE THREZEMESHRENERT, & FHUIERFAILUE R
StorageClass ¥ &R,

OpenShift Container Platform B AMEBIERE A TXAIhEE, HFARITFEE A NRHRBIFA LR,
ZERIAFERA A ER T BRI ZFHERBER T Tﬁﬁ{ﬁﬁo

RZ 14X BVE A AT OpenShift Container Platform R AME, RARCIIEHTLUHEEAHS
%, BALXBNEFHEFEARNERNEIEG AP 31502,

8.5.2. OpenShift Data Foundation FHIZIAEB &

Red Hat OpenShift Data Foundation ¥ LHIFFE, 3 BRI, B7E OpenShift Container
Platform EVENIRIESRIZTT, NBRRRUSEENMEH LHNRAMEHEIE,

OpenShift Data Foundation Z#&MEERE, SF :

o HIRERIRIFIE

o HEXMHEM, ATFHIEEM. HELDHMBERE

o I, EHPFNFFERIN RFM
25 4 R/ Red Hat Ceph Storage RIZEZ R ABHE. AN REM, LLK Rookio EEE Y
TﬁFﬁﬂ%ﬂ]Fﬂ BABYIEC. NooBaa #RtNRFHE, HEEMRXATESNTIMEFRKENE (AR
£ OpenShift Data Foundation 4 #1, RADOS % # (RBD) #l Ceph X %%t (CephFS) B Red Hat
Ceph Storage Container Storage Interface (CSI) 2R BEISBF1E K. & PVCIHEREIEHA
i, CSIHKBNFRRA LU TR :

o BIE—/"E% ReadWriteOnce (RWO) #1 ReadWriteMany (RWX) Vi[AIFUREY PVC, BETHE
AH) Ceph RBD

o fjE—/ 8% ReadWriteOnce (RWO) HilAIFIREY PVC, BETFHER Filesystem#J Ceph RBD

o &E Filesystem | ETF CephFS # ReadWriteOnce (RWO) #1 ReadWriteMany (RWX) i
A8y PVC

kT EFE RS2 (RBD 2k CephFS) BURTF storageclass.yaml X4y %E,

8.5.3. Al MBI SERE MY

OpenShift Container Platform 124t T A T E & f2FiaM, AT EASBERENMLE AP QIEHFME T
TREENSERE

FiERR provisioner {&H# &R i

OpenStack Cinder kubernetes.io/cinder
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FhiERk®

AWS Elastic Block Store (EBS)

AWS Elastic File System (EFS)

Azure Disk

Azure File

GCE # A MR (gcePD)

VMware vSphere

Red Hat Virtualization

provisioner IH{F & HR

kubernetes.io/aws-ebs

kubernetes.io/azure-disk

kubernetes.io/azure-file

kubernetes.io/gce-pd

kubernetes.io/vsphere-
volume

csi.ovirt.org

B8 E EHRFANERH

{pd

LEFRNXAEESDNEEHT
PISBEN, EA
Key=kubernetes.io/cluster/<c
luster_name>,Value=
<cluster_id> (E/1M%8
H<cluster_name> 1
<cluster_id> 2Ht—#) FEhrid
(tag) BT R

B E®EIT EFS provisioner
pod £, MAEESEREFE
523,

persistent-volume-binder
ServiceAccount FEERRHIFL
FR, LAAIEEFFIREX Secret K77 fi#
Azure 1Ff#K P A1 H,

EZKX (multi-zone) EEEH, &
WIEED GCE HHEHET—1
OpenShift Container Platform £
B, LRGRESAIEESET RN
XA A8 PV,

BE
EUEFNESERFHRGLCFTERBEAR X NIERNE, ENHER=THEEE.
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59 E BIRR

BIRBEZEFPREN A RIEFHESHRS. XERBEDTFEAVMERFME, TREREH FTEN
BlA, e RFENARRETF R,

BREBEAATEEARERTEHRBYNRUTEEM, OpenShift Data Foundation & {F 23R B I
BRERINBIRIBE, Operator A FIEFIXLEINEBIRIRE, BIREMERSER S,

FAMBSMBNEZFBRE.

9.1. CIBBIRIR

FeRFMH
o WF—HEIMRIR, PVCNiZATF Bound R3S, BFRERA. WRAFLRE IO, RAEBIHMUTIR

A pod ERKF, OpenShift Data Foundation &8 PVC BB IR BRI — Bt &
EMRNBA—BE, BHEVAFLEEEZITHESSE, DREREBI—BE, sKERNA
R BT AT 5% B Bl SRAA R IR BR AT — B,

it
ERARESFHIPESR

1. M OpenShift Web 2%l & 2 Storage — Persistent Volume Claims,
2. EOEBHRE, HHITUTREZ— -
o TEFFE PVC 351/, s Action 32# (i) - Create Snapshot,
o HHEENEMREIEN PVC, A/ =il Actions - Create Snapshot,
3. B ABIREBHERR.
4. MTFHI5IZRAHi%EE Snapshot Class,
5. |ifi Create, RIS tREEMREIFTOEMBIRIBH Details TIMH,
M Volume Snapshots FIE =+

1. M OpenShift Web 2%l & = Storage —» Volume Snapshots,
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BT BRE

2. 7E Volume Snapshots T{E#, Hifi Create Volume Snapshot,
3. MTHIFIRAERRTRE HE,

4. MTHIZIRAFIEFERFAEFR,

5. i AREREVE TR,

6. MTHIFIZRAIESE Snapshot Class,

7. mifi Create, S EEREIFTOIEMESIRIRM Details T1HE,

e A PVC #] Details 71, fAEm=i Volume Snapshots £ EE&BIRBIIR, RILREIIH
THBIRE,

® M OpenShift Web 12l & s Storage = Volume Snapshots, HiE2EFIH T HEIRIR,

o EHEHFBIREBLT Ready K.

9.2. IRBEMRIR
RE BRI, ROR—PHEFAMBEIE (PVC), WMEH PVC I FAHRBAR PVC,

f&E LA PVC T1E X Volume Snapshots Tl 1k 8 &R 68,

iy =
ERAEFRHIPESR

REABFER PVCH, FRAILMBFAESFRITEIRE SRR,
1. M OpenShift Web 2%l & 2 Storage — Persistent Volume Claims,
2. Rifi PVC £ R BIRBIGBIRBIRE 13 PVC,
3. 1£ Volume Snapshots £/, SEEREREBIRIBSER Action FH( 1),
4. = Restore fENT PVC,
5. i A PVC H&FR,
6. %E#¥ Storage Class &,
pa -3

%I F Rados B & (RBD), ELEFE—NER PVC hiBRMEMEE, FHAK
EEMBNEERRE I PVC BIREE, RZIRA,

7. EEERIEFER Access Mode,
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BF

ReadOnlyMany(ROX)1i AR — N A E TN ThEE, ©REIFFLZ AR
TRMRE, FAANRTTRARNEE I ERIZT, BARZAERS1
Mk AR B R ., INRIEEE ReadOnlyMany THEEHIEEBN, IHERLE
ocs-devpreview@redhat.com HFEFIFRFNLLIE FF A4 FIPA R G AR IE AT B4R T
EIT R RN IEIREh B, ES A ERAHH R0 n R O 5 sk Tk E R
LU ROX 17 AIEE R,

8. ®ik : XF RBD, 1L BER,
9. Hiii Restore, RIS #XEEMEIFTHY PVC 115 IIH

M Volume Snapshots FIE

1. M OpenShift Web 2%l & = Storage —» Volume Snapshots,

2. 1£ Volume Snapshots £/, SEERENEBIRIBSER Action FH( 1),
3. X Restore {5 PVC,

4. HiAF PVC BT,

5. i%#¥ Storage Class %,

A5

%7 F Rados Hi%#(RBD), EAEFE—NE5R PVC tiERAMNEER, FRAX
ERMBRNEMERIRE IR PVC BRIE, RZIFA,.

6. EFEIREEEM Access Mode,

8%

ReadOnlyMany(ROX) i M@ — N F A BTN INEE, BEENFL AR
SRR, FEANRATERARRIEEIMEFZT, BEAZABESTH
RAh R LB R RGN . IREBFEE ReadOnlyMany THEEBIEEBN, 1HEALE
ocs-devpreview@redhat.com HR{FIZRFNLLEFF 4 HIPA R SR AR T
ETFRIRIR D IR IRBE V) BY, 1ES 1 EAFI R L R O R AR E R R
LI ROX i AR,

7. ®I% : %FF RBD, %F BER,
8. Hii Restore, EIF#EEMEIFH PVC EIETIE

e M OpenShift Web £l & s Storage — Persistent Volume Claims, F#f§i\% PVC 7
Persistent Volume Claims TTEI 51 H,

o ZfFET PVCiH A Bound SR&
9.3. MRBE IR ER
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BT BRE

FRFM
o EMFRBRIR, NEAZRFESRRPERSREIRL,

i =
MEAMERIAIE
1. M OpenShift Web 124l & = Storage — Persistent Volume Claims,
Rii BERZEMRBIRRH PVC &5,
3. 7£ Volume Snapshots i+, mRifiFTHRSBRIBER Action 35 () - Delete Volume
Snapshot,
MEBREBTmE
1. M OpenShift Web 24l & s Storage - Volume Snapshots,
2. 7£ Volume Snapshots IMEH, RiiATRSRIRIHE (i) - Delete Volume Snapshot 35,

o Tf{R PVC 115 T EM Volume Snapshots 1+ A& A il BRE B IR R,

e 3 Storage - Volume Snapshots F R T2 H i BRE B IR R,
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B0 E Bl

BEREINAEFMHEMEIER, BETMAIES, EBATUCE—INEEE, LUATIBBEHNEEIER, FAMS
BB (PVC) TEEERARBIKRNTZIE, EAILUNEA PVC Jy CephFS #1 RADOS % & (RBD) /& &
% 512 N 5ebE,

10.1. Q|2 e f&

FeREH
e B PVC /4 F Bound RS, BAESLFFERRE.

40R Pod IETEMEA PVC, NIAZEAQE PVC 52f&, XHMATRER S EEUWRER, Ey PVC
RAEWRRR (TR .

iz
1. M OpenShift Web 2%l & 2 Storage — Persistent Volume Claims,
2. BOIREEME, HHITUTREZ—
o TEFFEMI PVC 351/, == Action 3 () - Clone PVC,
o RHMETEM PVC, A/ =T Actions —» Clone PVC,
3. AT ERNATR.,

4, FFIREFERIVT R,

B

ReadOnlyMany(ROX) I M @ — N A ETININEE, BREFLAANGZEF
BRI, FFANATGARA R R AR E - IMNEFRZTT, BERZLIER ] M &
HEBRIMTR, MREEE ReadOnlyMany ThEEIEER, THEELE ocs-
devpreview@redhat.com H45IZRFNZLNE FF 4 HIPARK 51 S ARYE =T ARt A TVETH X!
RIRAIER DB, BB FRAFHIR L nEX QR Tk S REBLUEA
ROX I [F#R =,

5. Hiifi Clone, R EEREHH PVC B IE

6. FFRMEH PVC IREZ ) Bound,
SebERY PVC BITERT LA#E pod f# M, X/ 5ebER PVC I F H dataSource PVC,
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B NE EEAREMEOCSH A E

1 E BEASRFMEOCSHAHRE

BNMEHBS N THET RARK, 1 infra fl storage T . B2, EFEE 5= infra TV RIS TEE
% mLEfEA OpenShift Data Foundation FFAMSBER(PVC), Hit, MREBEAXFENT R, ATIE
BARUET S LA csi-plugins, MNETLZELR, E5M
https://access.redhat.com/solutions/4827161,

it
1. % configmap, NEE NG RANMNER, ICEERE S ANIITRE,

I $ oc edit configmap rook-ceph-operator-config -n openshift-storage

2. 37~ configmap LU E RIIM AR
I $ oc get configmap rook-ceph-operator-config -n openshift-storage -o yaml
HI5 AN IR 9% H 7~ nodetype=infra:NoSchedule :

apiVersion: v1
data:
[--]
CSI_PLUGIN_TOLERATIONS: |
- key: nodetype
operator: Equal
value: infra
effect: NoSchedule
- key: node.ocs.openshift.io/storage
operator: Equal
value: "true"
effect: NoSchedule
[--]
kind: ConfigMap
metadata:

[..]

3. #0R csi-cephfsplugin- * 1 csi-rbdplugin-* pod Fi%xB1T7E infra T/ m L El, NEE rook-
ceph-operator,

I $ oc delete -n openshift-storage pod <name of the rook_ceph_operator pod>
-
$ oc delete -n openshift-storage pod rook-ceph-operator-5446f9b95b-jrn2j

pod "rook-ceph-operator-5446f9b95b-jrn2j" deleted

JSUE csi-cephfsplugin-* # csi-rbdplugin-* pod IE7E infra 17 = LiZ1T,
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