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BIEMERE

F1E ERRE
FE % OpenShift Dev Spaces &%, T fi# OpenShift Dev Spaces £ 8RR G FEZRH :
o FET "XRHNESR"
o FI12T "REJsc BT E"
o 137 "4RM"
o 147 "ITE Dev Spaces HIREK"

e 3177 “Tf# CheCluster B E X% R"

11 XHFHES
OpenShift Dev Spaces 7ELLF CPU 2814 L#) OpenShift 4.12-4.16 £i24T :
e AMDG64 #] Intel 64 (x86_64)

e |BM Power (ppc64le) 1 IBM Z ( s390x)

HAeth BTR
® OpenShift 314

1.2. RE DSCEHETE
&\ LAFE Microsoft Windows. Apple MacOS # Linux £ %% dsc. Red Hat OpenShift Dev Spaces ##

SITEEITE, @/ dsc, EAL OpenShift Dev Spaces BRES8BHTIRME, /B350, =1k, EHFHAM
BRAR 55 25

FRFH

® Linux 8% macOS,
BXIE Windows t&Z%F dsc, HEBLTIA :
o https:;//developers.redhat.com/products/openshift-dev-spaces/download

o https:;//github.com/redhat-developer/devspaces-chectl

it =

1. FERM https:;//developers.redhat.com/products/openshift-dev-spaces/download FE;EI B
X, 0 $HOME,

2. 1E1EHY L5247 tar xvzf LUREY /dsc B &,

3. fHREA /dsc/bin FEAME $PATH,


https://docs.openshift.com/
https://developers.redhat.com/products/openshift-dev-spaces/download
https://github.com/redhat-developer/devspaces-chectl
https://developers.redhat.com/products/openshift-dev-spaces/download
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e Z2iTdsc EEAXENER.

iz
I $ dsc

Hth BHR

e '"DDS HEHY"

1.3. 224y

1.1. [ Dev Workspace Operator BIEZ5 OpenShift Dev Spaces Z2f4

Openshift AP]

Devfile v2 User dashboard DevWorkspace User workspace

— =

OpenShift Dev Spaces FTE=MHMKH LiZ1T -

OpenShift Dev Spaces IRS5 2344

BERAFUBMIEX, FHER User ({FRiR, AP MPZEHIETEX,
dev Workspace operator

BIBRFIEEZITR S TEXATER OpenShift ¥%R, &% Pod. ARSS #1 PersistentVolume,
RAPFITHEK

EFRSHNFALINME, 28 IDE

XL OpenShift THEERIA B EHDRH :

dev Workspace HE X ¥R

K &FHA A TEXFHFE OpenShift Dev Spaces ##EHIBERN OpenShift ¥R, BR=NHHBHRBEM
\ﬁo

OpenShift &£F & i [l{EHI (RBAC)
¥EHIFR B BURBI L,

Hth BHR


https://github.com/redhat-developer/devspaces-chectl

o 1317 "BRSSBRAM

e %1.3.12 77 "dev Workspace operator”
o FE1327N A ITER"

® dev Workspace Operator 1%

e Kubernetes X#4 - BE XL KR

1.3.1. RS &AM
OpenShift Dev Spaces IR&5 2R HARZHA AN TEXEE

& 1.2. OpenShift Dev Spaces IR558a41#F5 Dev Workspace operator ¥ H

User browser

api
OpenShift API

T
&

User dashboard

Plug-in registry

Devfile registries Dev Spaces server

Git provider PostgreSQL

BIEMERE


https://github.com/devfile/devworkspace-operator
https://kubernetes.io/docs/concepts/extend-kubernetes/api-extension/custom-resources/
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e £ 13.1.17 “"dev Spaces operator”
e 51.3.1.2 7 "dev Workspace operator”
e 13137 "gateway”

o 13147 "AFURIR

e 5513157 “devfile registry”

e 5513.1.6 77 "dev Spaces fR55%:"

o 2513177 "¥&EH registry”

1.3.1.1. dev Spaces operator

OpenShift Dev Spaces operator & OpenShift Dev Spaces IR & 2GR EMBHREE, ©5IA
T

CheCluster B X FIRE L (CRD)

7 X CheCluster OpenShift X &,
OpenShift Dev Spaces ##ll3:

B FNIEHZ4T OpenShift Dev Spaces SEfIFTFERI OpenShift %5, 20 pod. BRSHIFAMES,
CheCluster B3 X ¥i&(CR)

TEfE A OpenShift Dev Spaces operator B5 87, FILLAIE CheCluster BE X FIR(CR).
OpenShift Dev Spaces operator 7EItt OpenShift Dev Spaces S5l R Y OpenShift Dev Spaces fR
FERAHNTEREMRRER

e 51.3.1.2 7 “"dev Workspace operator”
e %1313 "gateway”

o 13147 "AFUFRIR

e 5513157 “devfile registry”

e £513.1.6 77 "dev Spaces fR%5 23"

o 213177 "¥&EH registry”

Hh iR
e 3177 “Tf# CheCluster B E X% iR"

Paxand

e 55 2% Z# Dev Spaces

1.3.1.2. dev Workspace operator

Dev Workspace operator "B OpenShift A2t Dev Workspace X #., E©BIAT :

dev Workspace HE X FHRE L
7E X Devfile v2 HISEHH Dev Workspace OpenShift X &,
dev Workspace #Hl23
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BB FNILHZ4T Dev Workspace FFEM OpenShift X5k, %0 Pod. ARFSHFASE,
dev Workspace HE X ¥R

1EfE 3 Dev Workspace operator B58#H, I LLAIE Dev Workspace BE L HIR(CR), Dev
Workspace CR & Devfile B OpenShift &k, B7E OpenShift &£8fHE LA TERX,

Hth TR

e Devfile API 2%

1.3.1.3. gateway

OpenShift Dev Spaces X< BLUTAE :
o IRHEIFAK, BEM Traefik
e f#fH OpenlD Connect (OIDC)%ERA . B OpenShift OAuth2 i,

o [ OpenShift ZF A &R #2H] (RBAC) ZRBE AL HHHEM OpenShift Dev Spaces ¥HiREIT
A, BfFER 'kube-rbac-proxy's

OpenShift Dev Spaces operator ={F} che-gateway S8 EH 1T,
B EEHI LU R T[]

o 5513147 "R UERR"

e 3513.1.5 7 “devfile registry”

e 513.1.6 77 "dev Spaces fR55%3"

e 31317 7 "HE registry”

o FI32W"HBIAIEKR"


https://github.com/devfile/api
https://github.com/traefik/traefik
https://github.com/openshift/oauth-proxy
https://github.com/openshift/kube-rbac-proxy
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i 1.3. OpenShift Dev Spaces WX 5 HhAHZH

User

-~
“

Gateway

User dashboard Devfile registry Dev Spaces server Plug-in registry User workspaces

Hth BHR

e 33101 "EEF MR

1.3.1.4. A P {ERIR
FA P&k & Red Hat OpenShift Dev Spaces B XTI HE, OpenShift Dev Spaces F 7 Il it A F (U R AR
EVIMEEETER, ©= React M, OpenShift Dev Spaces #8Z1E devspaces-dashboard
Deployment F/EZIE,
EREVMN :

e 2 13.1.5 7 "devfile registry”

e £513.1.6 77 "dev Spaces fR%5 25"

o 213177 "¥&EH registry”

® OpenShift API



1.4. AP {GRIRS HibH 4R H

LAFIEKRAFUERRREDTERE, B URRITIDMRERS

1.

2.

Devfile registries

@

User dashboard

Dev Spaces server Plug-in registry

BIEEFRE

api
OpenShift API

LA MRIEREIOEI/ERE, M 213157 “devfile registry” I8 devfile,

LA M2 devfile QB TEXE, HFFMHZE URL ZXE 55 1.3.1.6 17 "dev Spaces AR 5528,

HFEEIRME devfile,

BEER i TYEX B devfile,

M 1317 77 " registry” WM INTTEIE,

FHE R H Dev Workspace BE YR,

{1 OpenShift API 7EF F 51 B A il Dev Workspace B & X 5K,

15 Dev Workspace B 7E X FHRIRZ,

FMRAEERETIERE

1.3.1.5. devfile registry

— =

51T

M IT{EX IDE,

OpenShift Dev Spaces devfile registry 21 #tRfl devfile FIFKBIARSS, LAOIEE ready-to-use TIE

X, 2513147 "FH{L5ER" £ Dashboard » Create Workspace Il

ERR

mBR, FNREIERS

& — Devfile v2, OpenShift Dev Spaces E8Z1E devfile-registry ZE /55— devfile registry =X

B,
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1.5. devfile registry S HfHERH

10

<]

User dashboard

Devfile reqgistries



BIEEFRE

Hith BHR
o devfile v2 X#4
e devfile registry sx#T4t X hig A7 2% 5245

® OpenShift Dev Spaces deVfile registry ZZfi#/%

1.3.1.6. dev Spaces IR 5528
OpenShift Dev Spaces R 23 E EIhEER :
o OIEMFREZEMN,
o (AAMMEN secret FECBISTE 75 ap & 22 (A,
o 5 Git RFIRMEEEM, LURIFFEIE devfile M1 HAHIIE,
OpenShift Dev Spaces fR5528=— 1 Java Web R55, FAFLFF HTTP REST APl H&HEZE 4|1 :
e Git RS-

® OpenShift API

1


https://devfile.io/docs/2.1.0/overview
https://eclipse-che.github.io/che-devfile-registry/main/devfiles/
https://github.com/eclipse/che-devfile-registry
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/] 1.6. OpenShift Dev Spaces [R5 35 HthH#3XH

User dashboard

Dev Spaces server

Y l Y

PostgreSQL Git provider API

Hth B

e 553.32 7 "Dev Spaces RS 2B B K ER B IL "

1.3.1.7. ¥ registry

B OpenShift Dev Spaces TEX #BLANFTE 92 kH 88 A & — 4HREXBIY R FF k. OpenShift Dev Spaces
1 registry IR T AT AR SR iR 2T BAFIR, Devfile v2 fik T B MR &,

251314 1 "B U FRR" IETEBLEY registry IR,

12
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1.7. {64 registry S HbAHRE

<]

User dashboard

Plug-in registry

13
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Hth BTiR
® OpenShift Dev Spaces &4 registry 1 fifi & FR RO #8285 7€ X

o I registry ER#FTAL X AR ARTE L SL 431

1.3.2. BT

14


https://github.com/eclipse-che/che-plugin-registry/blob/main/che-editors.yaml
https://eclipse-che.github.io/che-plugin-registry/main/index.json

BIEMERE

K18 AP TR 5 HMAHRZE

User

Gateway

User workspaces

Git provider Container registries Dependency provider

15
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AP IEXEERSHIZ1TH Web IDE,

AAIHERZ—" Web NA, EHBRFISITHMIRSAER, RN TEEH

% .

Editor
EEEHER
EERRS %
TR
s

R T

— =

51T

BIILA IDE BIFR B AR

T{EX (workspace)@— OpenShift Deployment, EF8& TR ASRHEANEYE, URHERXH
OpenShift 244 :

Aén
ConfigMaps
AR5
Endpoints
ALK
Secrets

FAMSEPV)

OpenShift Dev Spaces TER A &1 BBURMATS, F1E OpenShift FFAME(PV)FRE., MARSEEN

HH = B RE /B AR,

8 devfile v2 # 5 E OpenShift Dev Spaces TEX BT EMZ1TH N AR,

T B &R T 21T OpenShift Dev Spaces THFX R EH4H 4,

16



1.9. OpenShift Dev Spaces TfFXZH#

<>

BIEEFRE

Kubernetes API ‘

DevWorkspace
operator

Web
IDE

Remote
Debugger

User Web
Application

. services

EEP, B—PEREZITHIEK,

|

Code Editor ]

/

\o

1.4. 15 DEV SPACES KRZE K

OpenShift Dev Spaces Operator, Dev Workspace Controller #1F F* T{EX B —*4H pod 2HAk. pod ABb

F CPU MR BRIEFIE KB BHRHFE,

it

editor container
TonnTamnTamm i\
Editor plugins
J__J_J{
1w ar r
Languages runtimes
JU__JL__JQ
r 2
CLI tools
 Ju J /
tools container

source
code

persistent .
volume

_______________________________________________________

LA EI =4 devfile BOBEREZIEMAR B Lt RBIMBIBIIEET. AMBRT SZHTAR
BHRFHRELR, XLERTHEARKILIEN QE B 1HE, BIiIEARRIZHNAFESE
ik, HEEFERALER. EREAATHEN' LB, MAZ £ B8,

17


https://github.com/che-incubator/quarkus-api-example/blob/main/devfile.yaml
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1 IRBBURTF AT E LF LIRS devfile W TR FTIRE K, X@IEIRT devfile B components
o ERfAIE E M T/EX Al

o LTRER LITHMER devfile =B :
AR =1

devfile ITR HHE LT U TIERFMRE :

memoryRequest: 512M
cpuRequest: 1000m

memoryLimit: 6G
cpuLimit: 4000m

1 1.2. postgresq|
postgresql ZH{43% B & ARMAE RKFR(E, FHLLEBREILZ ARRNBINE -

memoryRequest: 64M
cpuRequest: 10m

memoryLimit: 128M
cpuLimit: 1000m

o EIXFahdiErd, FALUTIERFMRHEENESMNE che-gateway &35 :

memoryLimit: 256M
memoryRequest: 64M
cpuRequest: 50m
cpuLimit: 500m

2. TEBNTERMAENHIREM, WRBEERAZ D devfile, HHENTIHR devfile EEXMIT
go

#1.3. E—%h = devfile W TERER

BRAEM PIFEBR I CPUBRHl  CPUFEK
FR NG workspa TE 6 GiB 512 MiB 4000 M 1000 M
IE ce
BaEE workspa  postgres 128 MiB 64 MiB 1000 M 10M
ce ql
OpenShift ~ workspa  che- 256 MiB 64 MiB 500 M 50M
Dev ce gateway
Spaces M
x
Hit 6.4 GiB 640 MiB 5500 m 1060 m

18


https://github.com/che-incubator/quarkus-api-example/blob/main/devfile.yaml
https://github.com/che-incubator/quarkus-api-example/blob/main/devfile.yaml

BIEEFRE

3. [V AR ENZITH IERBERUB N TERKITEN TR,
4. 118 OpenShift Dev Spaces Operator, Operands #1 Dev Workspace Controller B9Z 3K 5.,

3 1.1. OpenShift Dev Spaces Operator, Operpers ] Dev Workspace Controller BFIZRIAZE Kk

Pod &R BRAH AR REFEK CPU BBl CPU EXK

OpenShift  devspace devspace 256 MiB 64 MiB 500 M 100 M
Dev S- S-

Spaces operator operator

operator

OpenShift ~ devspace devspace 1GiB 512 MiB 1000 M 100 M
Dev s s-server

Spaces

Server

OpenShift ~ devspace devspace 256 MiB 32 MiB 500 M 100 M
Dev S- S-

Spaces dashboar dashboar

Dashboard d d

OpenShift devspace Traefik 4 GiB 128 MiB 1000 M 100 M
Dev S-

Spaces gateway

PS

OpenShift ~ devspace  configbu 256 MiB 64 MiB 500 M 50 M
Dev s- mp

Spaces gateway

PS

OpenShift ~ devspace  oauth- 512 MiB 64 MiB 500 M 100 M
Dev s- proxy

Spaces gateway

PS

OpenShift  devspace  kube- 512 MiB 64 MiB 500 M 100 M
Dev s- rbac-

Spaces gateway proxy

PS

devfile devfile- devfile- 256 MiB 32 MiB 500 M 100 M
registry registry registry

G plugin- plugin- 256 MiB 32 MiB 500 M 100 M
registry registry registry

19
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CPU BRI CPUEXK

dev devwork devwork 1GiB 100 MiB 1000 M 250 M
Workspace  space- space-
Controller controlle controlle
Manager r- r

manager
dev devwork kube- EHA TEM ~ER ~ER
Workspace  space- rbac-
Controller controlle proxy
Manager r-

manager
dev devwork webhook 300 MiB 20 MiB 200M 100 M
Workspace  space- -server
webhook webhook
AR 5585 -server
dev devwork registry- ~ER 50 MiB ~ER 10M
Workspace  space- server
Operator operator-
Catalog catalog
Dev devwork webhook 300 MiB 20 MiB 200 M 100 M
Workspace  space- -server
Webhook webhook
Server -server
Dev devwork kube- EH TEM ~ER ~ER
Workspace  space- rbac-
Webhook webhook  proxy
Server -server

Hit 9GiB 1.2 GiB 6.9 1.3
Hft B

o [t/ devfile
e devfile I

e devfile BE Xk

20


https://devfile.io/docs/2.2.0/what-is-a-devfile
https://devfile.io/docs/2.2.0/benefits-of-devfile
https://devfile.io/docs/2.2.0/overview

55 2 = 2% DEV SPACES

2 2 & L% DEV SPACES
AT B &R % Red Hat OpenShift Dev Spaces BB,
B EBERBEEE— OpenShift Dev Spaces L4l
e 221277 " CLI £ OpenShift L%%& Dev Spaces”
e 2137 " Web #2H&7E OpenShift £&4 Dev Spaces”

o 22147 "IEZRIMEREL Dev Spaces”

2.1. E=H &% DEV SPACES

E=PFEREFHIZ1T Red Hat OpenShift Dev Spaces,

FRFH

o E(EH FEE OpenShift Dev Spaces FJ OpenShift &%,

e DSC: Red Hat OpenShift Dev Spaces ISR BITLE, ESMH 1 $£12 7 "R dsc BEITE,

2.1.1. E = ERE OpenShift Dev Spaces

REBTEMIEE, A dsc TEZE=H/53) OpenShift Dev Spaces fR55%3.
e 221277 " CLI £ OpenShift L%%& Dev Spaces”
e 2137 " Web #2H&7E OpenShift £&4 Dev Spaces”
o 2147 "EZRIMEHLE Dev Spaces”

® https:;//access.redhat.com/documentation/zh-cn/red_hat_openshift_dev_spaces/3.14/html-
single/user_guide/index#installing-che-on-microsoft-azure

2.1.2. {8 CLI 7£ OpenShift L% % Dev Spaces

& 0] LATE OpenShift £%2%& OpenShift Dev Spaces.

FRFH

® OpenShift Container Platform
o B7H OpenShift REMNEEINRIIEE oc Rif, 1HSH OpenShift CLI Al o

e DSCiH&MH : 127 "RE dsc BT R,

it =

1 Ak MREZBIEX A OpenShift 5£8% LEBE OpenShift Dev Spaces, EFARMIER T LAATHY
OpenShift Dev Spaces SZf5l :

I $ dsc server:delete

21


https://access.redhat.com/documentation/zh-cn/red_hat_openshift_dev_spaces/3.14/html-single/user_guide/index#installing-che-on-microsoft-azure
https://docs.openshift.com/container-platform/4.16/cli_reference/openshift_cli/getting-started-cli.html
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2. f|# OpenShift Dev Spaces L4l :

I $ dsc server:deploy --platform openshift

1. B OpenShift Dev Spaces SEBIIRE :

I $ dsc server:status

# A OpenShift Dev Spaces &S24l :

I $ dsc dashboard:open

2.1.3. @ Web & 7E OpenShift L& % Dev Spaces

IR T H1T LR % OpenShift Dev Spaces B@EI R, &7 L& OpenShift Web 12615 R4

Bo
SeRFH
o T OpenShift Web #HlER1E, ESH 10 Web 2§ &
o B7H OpenShift RBEMNEEINRIIEE oc Rif, 1HSH OpenShift CLI Al o
o XfFIER— OpenShift £F¥ LEE RE : RIRIE 5 8 & /7 Dev Spaces % LAHIHY OpenShift
Dev Spaces £,
iz
1. 1£ OpenShift Web 12#]& 8 Administrator L& /F, # A Operators - OperatorHub 3%
Red Hat OpenShift Dev Spaces.
2. %%k Red Hat OpenShift Dev Spaces Operator,
R
ESAE R Web #2#]& M OperatorHub &%,
IJ\IE,\
Red Hat OpenShift Dev Spaces Operator {&#iF Dev Workspace Operator, MR F5NF Red
Hat OpenShift Dev Spaces Operator ZZ2X EIFEBRIN SR R Z2 (A A, 1HIARIMER — R A PR
Dev Workspace Operator, X2 EHR, EH Operator Lifecycle Manager $$ %154 Dev
Workspace Operator %} Red Hat OpenShift Dev Spaces Operator #5422 [A] R B4R K7, 40
REEREEHMMLEEH, TR FE Dev Workspace Operator I N AR &R %,
IJ\IE,\

MRBEERE LI Web Terminal Operator, HE#fREA S Red Hat OpenShift Dev Spaces Operator
MR ZREGZZEE, EXMHA Operator #KWI T Dev Workspace Operator, Web Terminal
Operator. Red Hat OpenShift Dev Spaces Operator #1 Dev Workspace Operator i /7ER— &%
A R4,

22


https://docs.openshift.com/container-platform/4.16/web_console/web-console.html
https://docs.openshift.com/container-platform/4.16/cli_reference/openshift_cli/getting-started-cli.html
https://docs.openshift.com/container-platform/4.16/operators/admin/olm-adding-operators-to-cluster.html#olm-installing-from-operatorhub-using-web-console_olm-adding-operators-to-a-cluster
https://docs.openshift.com/container-platform/4.14/web_console/web_terminal/installing-web-terminal.html

H
N

i DEV SPACES

1. 1£ OpenShift A fl]& openshift-devspaces WiE, TR :

I oc create namespace openshift-devspaces

2. 3 A Operators — Installed Operators » Red Hat OpenShift Dev Spaces instance
Specification - Create CheCluster = YAML view,

3. 7£ YAML #iEh, ¥ namespace: openshift-operators &) namespace: openshift-
devspaces.

4. 1% Create,
N
HSH MBZREM Operator BN ARE,
¥k
1. £ Red Hat OpenShift Dev Spaces S£HIIA&H, # A devspaces, &3k Details LI,
. £ Message T, IEREHE None, XEKEEEH IR,

2. £ Red Hat OpenShift Dev Spaces URLTF, Z1F OpenShift Dev Spaces SEIBg URL HIH, %A
[T 7F URL %47 OpenShift Dev Spaces 1Y 3R,

3. £ Resources i £H, #ZEH OpenShift Dev Spaces ERE R EIRSHI TR,

2.1.4. EZRIMEH R Dev Spaces

EZRMLEHIZITH OpenShift £8frh, NHFTEARTH,

B2, EBZE OpenShift Dev Spaces FiZITITEREEUTAHLR :
e Operator B
o ABHBHIMH
o IR A

EEXEFRATA, A LUTE OpenShift KEFA VI FEMRPRHBI A HEIK,

SERFEH
e OpenShift £ ZEH 64 GB W& 2[4,

e OpenShift £E¥ B A S IFEZBRMLS £i21T, OpenShift control plane BT LAG I BB, &S A
X TR E BN R ERGR, LR EZRM4HER Operator Lifecycle Manager,

o B7H OpenShift RBEMNEEINRIIEE oc &1, 1HSH OpenShift CLI Al o

e —/ | registry.redhat.io 2184 5% 41 B XBEKR oc registry RiF, 1HEH : Red Hat
Container Registry {3531,

e opm.ifiZ[i %% opm CLl,

23


https://docs.openshift.com/container-platform/4.16/operators/user/olm-creating-apps-from-installed-operators.html
https://docs.openshift.com/container-platform/4.16/installing/disconnected_install/index.html
https://docs.openshift.com/container-platform/4.16/operators/admin/olm-restricted-networks.html
https://docs.openshift.com/container-platform/4.16/cli_reference/openshift_cli/getting-started-cli.html
https://access.redhat.com/RegistryAuthentication
https://docs.openshift.com/container-platform/4.16/cli_reference/opm/cli-opm-install.html
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e jq.iHBM T jq.
e Podman.iE 55 Podman 21,
e Skopeo hRA 1.6 EEIRA, 1ES [ L& Skopeo,

o —/NEIRH skopeo i, FATEENFAE Docker SEMTMIVIA, [ registry HITEMPEIUE, F
TR I BRI LR mirror iR

e AT OpenShift Dev Spaces hitA 3.14 B9 DSC, 1HS M 212 1 "R dsc BT A",

it =5
1. FEHFAPUTEGRHA, UREBTE X Operator B RHEHEFE XM : prepare-restricted-

environment.sh,

$ bash prepare-restricted-environment.sh \
--devworkspace_operator_index registry.redhat.io/redhat/redhat-operator-index:v4.16\
--devworkspace_operator_version "v0.28.0" \
--prod_operator_index "registry.redhat.io/redhat/redhat-operator-index:v4.16" \
--prod_operator_package _name "devspaces" \
--prod_operator_bundle_name "devspacesoperator” \
--prod_operator_version "v3.14.0" \

--my_registry "<my_registry>" ﬂ

ﬂ RFFEHRBFLAE Docker registry

2. A _t—% che-operator-cr-patch.yaml Fi% EHIEC B &% OpenShift Dev Spaces :

$ dsc server:deploy \
--platform=openshift \
--olm-channel stable \
--catalog-source-name=devspaces-disconnected-install \
--catalog-source-namespace=openshift-marketplace \
--skip-devworkspace-operator \
--che-operator-cr-patch-yaml=che-operator-cr-patch.yaml

3. Fo¥FM OpenShift Dev Spaces #n 44 22 (8] 2 F i B HHIFRAE Pod MIfE AR E, 1ESIH :
5837177 "BECB ML SRR,

HbBR
o ZTHEIRMHAY Operator B3

o BEAENBX

2.1.4.1. % 1& Ansible =l
REBL TS BIEZ R EREA Ansible =41,

FRFH

® Microsoft Visual Studio Code - & IDE
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https://github.com/containers/skopeo#authenticating-to-a-registry
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files/prepare-restricted-environment.sh
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https://docs.openshift.com/container-platform/4.16/operators/admin/olm-managing-custom-catalogs.html
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® 64 {iI x86 R,

it
1 BRUUTEA -

ghcr.io/ansible/ansible-workspace-env-
reference@sha256:03d7f0fe6caaae62{f2266906b63d67ebd9ci6e4a056¢c7c0a0c1320e6¢fbebe
e

registry.access.redhat.com/ubi8/python-
39@sha256:301fec66443f80c3cc507ccaf72319052db5a1dc56deb55¢8f169011d4bbaach

2. RESFHELUAITFIIFRILITE
I .ansible.com
.ansible-galaxy-ng.s3.dualstack.us-east-1.amazonaws.com
R ER A ITARA AN LLT IDE #1 CPU ZRIBISZF -
e |DE
o JetBrains IntelliJ IDEA £ K kR IDE (AT i)
e CPUZRM

o |IBM Power (ppc64le)

o IBMZ (s390x)

2.2. BH ST 2R ET % (FQDN)

IR AR Sp 4T3k OpenShift web 126 & FIRERHLFY OpenShift Dev Spaces LIRS 2 BRE 15 %
(FQDN),

7R
& T LATE OpenShift Web #24I& 89 Administrator 11 & EIHLFBI OpenShift Dev Spaces SEfIH

FQDN, #0TAr7= : i# A Operators — Installed Operators - Red Hat OpenShift Dev Spaces
instance Specification » devspaces - Red Hat OpenShift Dev Spaces URL,

FRFH

o B OpenShift REMNEEINRIIEE oc Rif, 1HSH OpenShift CLI Al o

it =

L BT RS

ey
I oc get checluster devspaces -n openshift-devspaces -0 jsonpath='{.status.cheURL}'
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2 3 = fid& DEV SPACES

AL T Red Hat OpenShift Dev Spaces BIEZE 753k F11% 1

3.1. T #% cHECLUSTER H & X B

OpenShift Dev Spaces FIZIAE8E B Red Hat OpenShift Dev Spaces Operator #J CheCluster B & X %t
RS

CheCluster BE L HIRE— Kubernetes ¥/, EAILLEI %4 CheCluster BE X HIR YAML X4
kEEE. Eti#@aiﬂi?ﬁaﬁ’é/réﬂﬁﬂ’ﬂﬁrﬂﬁ :
devWorkspace. cheServer, pluginRegistry. devfileRegistry. {{ZF#x#l imagePuller.

Red Hat OpenShift Dev Spaces Operator $ CheCluster B & X %R 57 OpenShift Dev Spaces %k
BN H 4 o] FR RV B B AR ST

OpenShift FEFEENAEIEMNEAH, FHOBRNBERN Pod, % OpenShift fRllE|l—MAHMERERE R
e, BRBENIES Pod,

#I 3.1. Bd® OpenShift Dev Spaces IRFGSBRAUMN T EREMH
1. 7E cheServer HA4ER 9 A N 7 A& H 18X H) CheCluster B & X FHRE YAML 3014,

2. Operator %% che ConfigMap.

3. OpenShift &1l ConfigMap FRYEEER, Fit% OpenShift Dev Spaces Pod EJH.

3.1 ERE T2 {FH dsc EZi& CheCluster B E IR

Z(HFE YMEEERE OpenShift Dev Spaces, 1HEZR % OpenShift Dev Spaces 4@’ CheCluster B
E X FHR YAML X, &I, OpenShift Dev Spaces E8ZE#F Operator BHENIAELE S,

SERFEH
o B OpenShift RBEMNEEINRIIEE oc &1, 1HSW CLI AT

e DSCIEZH : 127 "RE dsc EEITE",

it =

o @] — che-operator-cr-patch.yaml YAML 34, EF3ESZEEERN CheCluster BE X IEIR
HFE:

spec:
<component>:
<property_to_configure>: <value>
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https://docs.openshift.com/container-platform/latest/operators/understanding/crds/crd-managing-resources-from-crds.html
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o ERZE OpenShift Dev Spaces F v/ che-operator-cr-patch.yaml S {4 BB X -

$ dsc server:deploy \
--che-operator-cr-patch-yaml=che-operator-cr-patch.yaml \
--platform <chosen_platform>

1. BIEECEREIERE -

$ oc get configmap che -o jsonpath="{.data. <configured_property>}'\
-n openshift-devspaces

Hib iR
e 531377 “CheCluster HE L KRFERSE".

e 25 3.3.2 7 "Dev Spaces RSS2 N ECE LI .

3.1.2. {# /A CLI B2i& CheCluster B E X iR

ZRLEEEIZ1TH OpenShift Dev Spaces £, F4#% CheCluster B E X FIR YAML X4,

FRFH

® OpenShift £# OpenShift Dev Spaces £,

o BAENBER OpenShift EEFHEIRIRBVEE oc RiE. HS CLI Al

pi% &2
1. JRiBEEE R CheCluster BE X HR

I $ oc edit checluster/devspaces -n openshift-devspaces

2. REFFRMZXHLUNAENR,

1. BIEECEREERE -

$ oc get configmap che -o jsonpath="{.data. <configured_property>}'\
-n openshift-devspaces

Hh iR
e 531377 “CheCluster HE L KRFERSE".

e 25 3.3.2 7 "Dev Spaces RSS2 N ECE LI .

3.1.3. CheCluster B & X KRFEBSE

27
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Aok T A FF B E L CheCluster B E Y FRIIFAAE R,
e il 3.2 “&r CheCluster B E X HHRRA,
o RII'FRIMEEEILT, "
o 3k 3.2 "defaultNamespace %%, "
o 3k 3.3 “defaultPlugins %1, ”
o 3k 3.4 "gatewayContainer %51, ”
o X 3.5 "FEEW,
m X 3.6 "WAFH PVC RB&ILT, "
m 3K 3.7 “per-workspace PVC 5B&;%EI, "
o 3k 3.8 “trustedCerts 77, "
o 3k 3.9 “containerBuildConfiguration £, ”
e 3 3.10 "OpenShift Dev Spaces H4ECiE. "
o 3 3.11"5 OpenShift Dev Spaces fR& AU XM EMEEBE X E, "
m 3R 302 T,
m 3R 330 "EBEF AW, "
e X 3.35 “securityContext 1%, "
o R 331"AM LT "
o FR332"HE LI, "3 3.33"HK LI, "3k 3.34 "BRHI %KW, "
o 3 3.13 "5 OpenShift Dev Spaces & FAMIEH registry A HEXHNEE XE
® 3k 3.14 “externalPluginRegistries %%, "
m X 3.30 “EREEI, "
e 3k 3.35 “securityContext £, ”
o 3k 3.31"F&| AT, "
o X 3.32"A%| KT, " 3.33 K %K, " 3.34 "FREI £, "
o 3 3.15 "5 OpenShift Dev Spaces R {# M Devfile registry HHHEXMRE X E. "
m 3k 3.16 “ExternalDevfileRegistries %71, ”
m X 3.30 “EREEI, "

e 3k 3.35 “securityContext £, ”

o XK 331"H_:| LW, "
o X 3I32"AH AW, "X 3.33“4FK EW, "X 3.34 "R LT, ”
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o 3k 3.17 "5 OpenShift Dev Spaces 2K Dashboard A HXMNEE IXE, "
m 3k 3.18 “headerMessage £,
m X 3.30 "EREAIL, "
e 3k 3.35 “securityContext £, ”
o X 3.31"A&: kT, ”
o X3.32"HHW AW, "k 3.33"FHK KW, "k 3.34 "BREI L, "
o 3 3.19 “Kubernetes Image Puller H#&E,
o 3K 3.20 “OpenShift Dev Spaces [R5 2 {e A4 AL B,
o X 321"AVFASEMLE Git FEFNEEE, "
o 3% 3.22 “GitHub %5, "
o 3 3.23 “GitLab %%, "
o 3k 3.24 "Bitbucket %%, "
o 3 3.25"Azure &I, "

e 3K 3.26 “M%. OpenShift Dev Spaces B35 UEH TLS &di&, ”
o X 3.27 "B AUIEE, "
m 3k 3.28 "X T, "
e 3k 3.30 "ERE LT, "

o 3k 3.35 “securityContext £, ”

o 3K 3.31"AF W, "FK3.32"A3F KW, "3 3.33 “FHXK kT, "FK 3.34 "Rl
I, "

o 3K 3.29 "EdiE{Efif OpenShift Dev Spaces FHRMIEL registry, ”

e 3k 3.36 “CheCluster BE X BRI AE X OpenShift Dev Spaces REMKMERE”

kind: CheCluster
metadata:
name: devspaces
namespace: openshift-devspaces
spec:
components: {}
devEnvironments: {}

apiVersion: org.eclipse.che/v2
networking: {}

‘ 5l 3.2. /N CheCluster BE X ¥ERHI,

& 3.1, FRIMRRCE LT,
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B ok default

containerBuildCon  RESHEEE,
figuration

defaultComponent N %I DevWorkspace FIBRIAH A, XEEBINVEG S

s TE7E Devfile A B EEMAMERA,
defaultEditor ZEAUTRRUR IR ORI FES. ©F

LAZ$EH ID 5 URI, #&# 1D B8
publisher/plugin/version #%=, URI /M
http:// sk https:// 714,

defaultNamespace A BIBRIAAR G Z2[H], { "autoProvision™: true,
"template": "<username>-
che"}

defaultPlugins I FAE] DevWorkspace FIBR AT

deploymentStrate ~ DeploymentStrategy & X FAFHIAE L/FX pod &

gy Hoh# TIFXMERE KRS, = FARERE E Recreate
#1 RollingUpdate. &M Recreate F3E5REEN, I
BIFK pod RIECIEH TEK pod BT, FR
RollingUpdate BRI, SUIE—MHPUIER
pod, REEHFMIIEX Pod &bF ready KK, Y
B IEX pod F MR, IREERE, NEMA
2.8 Recreate & %,

disableContainerB ~ ZARFIIETIEE, HiXE ) false If (BUIAEH) ,

uildCapabilities KRB
devEnvironments.security.containerSecurityContext
FE;, FHEMNALITASR SecurityContext: \n
containerSecurityContext: allowPrivilegeEscalation:
true capabilities: add: - SETGID - SETUID

gatewayContainer GatewayContainer BCi&.

imagePullPolicy imagePullPolicy & X. DevWorkspace 1l F & 2:H]
imagePullPolicy,

maxNumberOfRun ~ EMNAPZETIERMRARE. H -1 RIEFRET
ningWorkspacesPe  TIRBEMTIEX,
rUser

maxNumberOfWor  BAZLEFLEITHITERAEE, AP aILUREIZIT/E -1
kspacesPerUser X, -1 RTAFREITREENITER,

nodeSelector AR ER BRI AT LLZ 1T TEX pod BYTT =,
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B ok default

persistUserHome PersistUserHome & X E TERFRE A EBHREH
BB,

podSchedulerNam  T{EK pod ¥ Pod AETERF. MARKABIEE, pod i
e ERFHRXENEEPNRINAERR,

projectCloneCont B e AR E,
ainer

secondsOflnactivit ~ LYEXBIZEREBET (R NG . LB 2&REE 1800
yBeforeldling BT ZE N TR 2 ERIIFEERT A, BERARNFIE
MERM TR INE, BFHLEXEN -1

secondsOfRunBef  NITERKZ{THEBR (LR NHA) ., BN EI/ER -1
oreldling BITHMRKELSNE, BEZ2ATIEXZTE8N, 1§55
BB -1

ZE THFREZERE,

serviceAccount EESI TEXE, #% DevWorkspace operator {# FA#]
ServiceAccount,

serviceAccountTo E N BEEEITERX pod B ServiceAccount 43
kens AR,

startTimeoutSeco StartTimeoutSeconds #E L4 X 1E B 5K aET A LL 300

nds AR (RN EAL) , INREEERE, N
fEREIAE 300 #(5 D4,
storage TERFAMEFE, { "pvcStrategy": "per-user"}
AR T{EKX pod B pod BIRRRE T T/EX pod AJLLZ{THY
(tolerations) fIiE,
trustedCerts AU E,
user BrEE,

5 3.2. defaultNamespace %1,

B ok default

autoProvision SRR TS RTBESCIER e ZENE, MRINEN true
false, ML EEATIEOERAFMAZEHE,
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3

=43 sk

R MREBIRAOCERpEZEN, LFEE TR
FE— PN ITIEXH AR Kubernetes #p A28 (A, f&a LA
{8/ < username> 1 & It;userid& gt; (G, 0
che-workspace-<username>,

5 3.3. defaultPlugins %3,

Bt fed
editor AT HEEERIAGGYEESS 1D,
plugins B E AR BRI URI,

£ 3.4. gatewayContainer 3£,

Bt ek

env ERBHRPREBERIMNELETIR,

image BHRGR, AREIHEEZ, LUERA Operator 1244
BB B 2R IR,

imagePullPolicy BRPIENGRRS. ZRIAE N AlwaysBX. F—1 =
RIMEIHE, HAtER T IfNotPresent,

name PSR

resources R BAFEMNITE TR,

5 3.5. FhEET,

N

=43 sk

perUserStrategyP [l per-user PVC KRE&H[ B PVC K&,
vcConfig

perWorkspaceStra {8 per-workspace PVC 5B&H 89 PVC &,
tegyPvcConfig

pvcStrategy OpenShift Dev Spaces iR 55 28a 5 A M4 7 A SR B
X FFHIZREEE : per-user (— M BHMIFEITEX
PVC) . per-workspace (BNT{EXREEEHDH
31 PVC) #lephemeral GERFAMEE, HIT{F
KA AR ER, )

default

"<username>-che"

default

default

default

"per-user"
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3 3.6. A M9 PVC SREEILT,

B ek default

claimSize BAMEFRKXN, ERFHFFIAKRND, EFTHEHE
RIDITZRFREE RN,

storageClass RHAMBFIANEEE, SRBBEN, EMRK
INEMEE,

% 3.7. per-workspace PVC B&ET,

B ek default

claimSize BAMEFRKXN, ERFHFFAKRND, EFTHEHE
RIDITZRFREE RN,

storageClass RAMBFIANEEE, SRBBEN, ERK
INEMEE,

& 3.8. trustedCerts 7%,
=43 Uiy default

gitTrustedCertsCo  ConfigMap @& Z{X#& %I OpenShift Dev Spaces %A

nfigMapName HHN Git REFERENIEN. FSIUTI@E :
https://www.eclipse.org/che/docs/stable/administra
tion-guide/deploying-che-with-support-for-git-
repositories-with-self-signed-certificates/
ConfigMap 2/1EH app.kubernetes.io/part-
of=che.eclipse.org /1%,

5 3.9. containerBuildConfiguration £,
Bt ik default

openShiftSecurity — HEB2ZRH OpenShift ZE M L TFXAR, "container-build"
ContextConstraint

% 3.10. OpenShift Dev Spaces 4B &,

=4 - pu default

cheServer 5 OpenShift Dev Spaces AR 55 288X B B A EC & 1% { "debug": false, "logLevel":
B, "INFO'}

dashboard 5 OpenShift Dev Spaces &% F B (X FRARE X AIER
BiXiE,

W
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=4 b default
devWorkspace DevWorkspace Operator E2i&,
devfileRegistry 5 OpenShift Dev Spaces ZE&ZE R devfile registry

HXMEEIXE.
imagePuller Kubernetes Image Puller Bgi&,
metrics OpenShift Dev Spaces iR 55 2338 EC & {"enable": true}
pluginRegistry 5 OpenShift Dev Spaces R & {# AR registry 48

KB B XE.

% 3.11. 5 OpenShift Dev Spaces [R5 2 HAHXMENRE X E,

B ek default

clusterRoles B4 OpenShift Dev Spaces ServiceAccount BI%
4 ClusterRole, B MAGBENINE—
app.kubernetes.io/part-of=che.eclipse.org =
%. BINA®S : - <devspaces-namespace>-
cheworkspaces-clusterrole - <devspaces-
namespace>-cheworkspaces-namespaces-
clusterrole - <devspaces-namespace>-
cheworkspaces-devworkspace-clusterrole,
Hrh <devspaces-namespace> £ il CheCluster CR
BIEp & 22 [R], OpenShift Dev Spaces Operator &/ E,
TEiXLE ClusterRole FIHIBFMBNRF BERF BN L

debug 5 OpenShift Dev Spaces R %523/3 F debug &=, false
BE BB ZILIL,
extraProperties B* 7 M CheCluster B Y FTIR(CR)MH M F %

4, OpenShift Dev Spaces R 552514 & 18 F 4 AR Y
che ConfigMap R FAREIAIMEL SRS, R
extraProperties FE & MEA: CR FEHI che
ConfigMap FAERRIEME, NCHER
extraProperties #7& Y HI1E,

logLevel OpenShift Dev Spaces R 2B EZ T : INFOZK  "INFO"
DEBUG,
proxy Kubernetes &R IEAR 587X E. OpenShift &£

FEEMAMEE, BN OpenShift SEEHEE XL
KiE, EALIESE OpenShift KEECE.

& 3.12. K1 150,
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B ok default

credentialsSecret SERERS S MAFAMEL & secret B,
Name secret W2 H app.kubernetes.io/part-
of=che.eclipse.org /1%,

nonProxyHosts ATEEIAMENTIR, SRE, BERERE,
FERLUTHER .<DOMAIN& gt;, #I# : - localhost -
my.host.com -123.42.12.32 (N ERERBEREN FE
Fl. Operator & OpenShift £EEHMARIBEE,
B E LR HPE X nonProxyHosts & S BMERE
KRIEBEEP S FHIEproxy ENIIEK, UURBEELHKIEH
E XA, HSULUATHE :
https://docs.openshift.com/container-
platform/latest/networking/enable-cluster-wide-

proxy.htmls
port KRR 5 2R im O,
url AR5 89 URL (Mhill+EMAE) . NERENRE

BLENTFEF, Operator BE OpenShift S£E56 HIH
RIEBEE, TEELFRPE L url 2SBERERH
KEEE, HSLUATHE :
https://docs.openshift.com/container-
platform/latest/networking/enable-cluster-wide-
proxy.htmls

3 3.13. 5 OpenShift Dev Spaces R (FAKIEL registry HAHEXMNEEIXE,

B ek default

BE BEBEZLI,

disableinternalRegi  Z2FREREY registry.
stry

externalPluginRegi #8444 registry,
stries

openVSXURL fTFF VSX EMER URL, H0REBE T ERALA, T
fEH.

5 3.14. externalPluginRegistries %,

B ek default

url 1 registry B2 URL,

% 3.15. 5 OpenShift Dev Spaces & (S Devfile registry ZH{FHHXNEE X E.


https://docs.openshift.com/container-platform/latest/networking/enable-cluster-wide-proxy.html
https://docs.openshift.com/container-platform/latest/networking/enable-cluster-wide-proxy.html
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B ok default

BE BEEZILI,

disablelnternalRegi  ZXFAMRER devfile registry.

stry
externalDevfileRe 88 devfile registry 12t~ 4l ready-to-use devfile,
gistries

5 3.16. ExternalDevfileRegistries £,

=45 b default
url devfile registry B9/ #£ UR 12 £/~ ready-to-use
devfile,

%< 3.17. 5 OpenShift Dev Spaces Z#{# A Dashboard HAHHXMEE IXE,

Bt feid default
A hE U SRR 2 R BT IR

HE BEBZIEI,

headerMessage IUERMRIPLE R

logLevel LR BE &5, "ERROR"

5 3.18. headerMessage %,

B ek default
TR EBRUERETER,

text AP ERR £ R R E SRR,

5 3.19. Kubernetes Image Puller H{4-AC &,

B ek default

6
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=4 b default
enable LEMEE X M Kubernetes Image Puller

Operator, HIEERRBEM spec BIIER FREIE N
true itf, ©0|E—H Operator EXEMEIA
Kubernetes Image Puller ¥R, ZH#E[F{E 1% N false
i, Kubernetes Image Puller % R &4

&, Operator 1%, LILRGIRMET spec. AR
spec.images FEXEZE, N BB —HHEE
M5 TEXBXNER, HEREEMANR, 5F
=, ML Operator RETHZHRIHE, BEEX
B AT BE 4R P L 2 35 PR F R B L SR B R

spec —™ Kubernetes Image Puller spec, BT
CheCluster FREZE K puller,

£ 3.20. OpenShift Dev Spaces RS EIrH4ACE.

B ek default

enable 5 OpenShift Dev Spaces AR5 23t &= A3 Faha. true

* 3.21. ATFAFEAZE Git FiEFENRERE,

B ek default

azure FvF R ERIEEE Azure DevOps Service
(dev.azure.com)_EBITE(EZE,

Bitbucket FoiF A P E A Bitbucket EIEEMITEREE
(bitbucket.org =% self-hosted),

github RFAFERTEERE GitHub LR G
(github.com 2% GitHub Enterprise),

gitlab RYFRAFER Gitlab EEEREEE (gitlab.com 5k
BREE).

X 3.22. GitHub 2,
B ok default

disableSubdomainl  ZMAFiERE. F A T che.eclipse.org/scm-

solation github-disable-subdomain-isolation ;¥ f#, i#
BIEEFLUTIE :
https://www.eclipse.org/che/docs/stable/administra
tion-guide/configuring-oauth-2-for-github/,

W
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Bt ik default

i £ GitHub fR%588¥fs= URL, FAT
che.eclipse.org/scm-server-endpoint ;¥ f#, ¥
BIEEEUTI@E :

https://www.eclipse.org/che/docs/stable/administra
tion-guide/configuring-oauth-2-for-github/,

secretName Kubernetes secret, EFEE Base64 JiFHI GitHub
OAuth B i ID # GitHub OAuth % F1if secret, ¥
BIEEEUTE :
https://www.eclipse.org/che/docs/stable/administra
tion-guide/configuring-oauth-2-for-github/,

5 3.23. GitLab £,

Bt ik default

i £ GitLab fRZ58Rifm URL, FAT
che.eclipse.org/scm-server-endpoint ;¥ f#, &
ST E :

https://www.eclipse.org/che/docs/stable/administra
tion-guide/configuring-oauth-2-for-gitlab/,

secretName Kubernetes secret, EFEE Base64 JiEHI GitHub
. FF2R id #0 GitLab Application Client secret, 5%
WEAFmE :
https://www.eclipse.org/che/docs/stable/administra
tion-guide/configuring-oauth-2-for-gitlab/,

# 3.24. Bitbucket %77,

Bt ik default

I s Bitbucket fR %5830k URL, FAT
che.eclipse.org/scm-server-endpoint ;¥ f#, &
ST E :

https://www.eclipse.org/che/docs/stable/administra
tion-guide/configuring-oauth-1-for-a-bitbucket-
server/,

secretName Kubernetes secret, S5 Base64 JwligH) Bitbucket
OAuth 1.0 5 OAuth 2.0 ##&, 1#BEEFEEUTIE :
https://www.eclipse.org/che/docs/stable/administra
tion-guide/configuring-oauth-1-for-a-bitbucket-
server/
https://www.eclipse.org/che/docs/stable/administra
tion-guide/configuring-oauth-2-for-the-bitbucket-
cloud/,
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& 3.25. Azure £,

B ek default
secretName Kubernetes secret, EFIE@E Base64 w5y Azure

DevOps Service Application ID # Client Secret, 1H

ST ImE -

https://www.eclipse.org/che/docs/stable/administra
tion-guide/configuring-oauth-2-for-microsoft-
azure-devops-services

5 3.26. M4, OpenShift Dev Spaces B35 IEH] TLS Adi&E,

B ek default

annotations TE RN Ingress 1% B HIE AR (OpenShift L& MRS
H). kubernetes IEERIBRINE R :
kubernetes.io/ingress.class: "nginx"
nginx.ingress.kubernetes.io/proxy-read-timeout:
"3600", nginx.ingress.kubernetes.io/proxy-connect-
timeout: "3600", nginx.ingress.kubernetes.io/ssl-
redirect: "true”

auth BRI E. { "gateway": { "configLabels": {

"app": "che", "component":
"che-gateway-config" } 1t

domain %I F OpenShift ££28%, Operator R NEEHEMRE
M. EMRHENLEEXMER : che-
<devspaces-namespace>.<domain>, <devspaces-
namespace> Zfl/# CheCluster CRD B &% [H], &5
IWEESFER, Eat/B—THEIEBIA Ingress 623
REIRSHIERH, XTF Kubernetes 8, 85—
£B/AOE, BEERME : BudEEE],

hostname ZEEM OpenShift Dev Spaces BRI AH EH B,
ingressClassName  ingressClassName 22 IngressClass $&% 5T IRB9Z R,

R 7E IngressClassName FE&#
kubernetes.io/ingress.class ;& E L T K E
5, IngressClassName FEXIFE 5 (L5EL

labels TE XN Ingress KB (OpenShift L& BIEEEH).

tlsSecretName FFI%E Ingress TLS X 1EH] secret £FF, MIRFER
BEFHB, NEARINERILS, secret wBH
app.kubernetes.io/part-of=che.eclipse.org =
st

o

* 3.27. SRR,


https://www.eclipse.org/che/docs/stable/administration-guide/configuring-oauth-2-for-microsoft-azure-devops-services

Bt

advancedAuthoriz
ation

gateway

identityProviderUR
L

identityToken

oAuthAccessToke
nlnactivity Timeout
Seconds

oAuthAccessToke

nMaxAgeSeconds

oAuthClientName

oAuthScope

oAuthSecret

3 3.28. PAX £,

Red Hat OpenShift Dev Spaces 3.14 &5/

sk

REMRAULE. RERIFILR A FIHDH Che, 0
% he/she fiIF allowUsers 7%k, HEFRZEH
allowGroups ZIZRFABILHMIER 51, T Uil
OpenShift Dev Spaces, A= denyUsers 713,
th A2 denyGroups FIFRMM ., 1R
allowUsers #1 allowGroups ~22, NIfiFriE R
117 Che, 305 denyUsers #1denyGroups 7y
Z2, MIAREIEHFF iR Che,

MRIXE,

SPRHMIEFIRSS BRI URL,

Zfeubss R DD, MRS .
id_token #1access_token, ZRi\{EH N
id_token, LFEEFFET R Kubernetes #1789
OpenShift Dev Spaces &%, FH2RB& OpenShift,

£ OpenShift OAuthClient %R i% B 4 BB LR
#8if, FT1E OpenShift ifi% & &FPH FR, 0 RRIL
& Fim S hE K A =8

£ OpenShift OAuthClient ¥R % E SRR A4
MR AHARR, FTFIE OpenShift imi% B &2 B, O
FNEBTH,

FAF1E OpenShift imiX & F A ELFRHI OpenShift
OAuthClient FRHI &R,

i [n] S RESE HL L F R E T R Kubernetes #1789
OpenShift Dev Spaces &%, #7228 OpenShift.

OpenShift OAuthClient FiRA % ER secret &,
FF1E OpenShift imi% & F P EFR, X F
Kubernetes, BILLRZZESIA oAuthSecret {H, tHAJLL
=85 oAuthSecret #J kubernetes secret B4
R, {Hh secret, EFE : It secret M5
CheCluster FRATFR— MR ZEHE S, FIEN
% app.kubernetes.io/part-
of=che.eclipse.org.

default

{ "configLabels": { "app™
"che", "component": "che-

gateway-config" 1}
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B ok default

configlLabels M KB EBIRE, {"app": "che", "component":
"che-gateway-config"}

BE HEEZLT. ATMXHEOZSIBRANR, B
WARBIMEEEFR XS : - gateway -
configbump - oauth-proxy - kube-rbac-proxy

kubeRbacProxy £ OpenShift Dev Spaces M pod HEZE kube-
rbac-proxy.

oAuthProxy £ OpenShift Dev Spaces % pod L& oauth-
Proxys

Traefik 1 OpenShift Dev Spaces F% pod H# Traefik Bt
&,

5 3.29. BdE 77 OpenShift Dev Spaces H{&HIEL registry.

B ek default

hostname B MR VSRR E B ES registry BT L EH B
URL, X/MEABEETE OpenShift Dev Spaces ¥ E
BIFTE BN B SR TR P E LA SR registry N &,
XIEZBRIME R %2 OpenShift Dev Spaces 45515
H.

HH B MAPHIEVERIEN registry BURIETR 5 E & TR,
XMESEETE OpenShift Dev Spaces BREHHIFTA
BINB R P E LA ELR registry A, XEZIR
PR B &% OpenShift Dev Spaces #5718 .

3 3.30. FBE LI,

Bt ik default
containers BTF pod HIRZRTIFR,
securityContext pod RZiZiTHIR 2%,

K 3.31. &3 %I,

B ek default

env EERRPRENINMELEIIR,
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=3 Uy
image R G, ABEIFHBZ, LUER Operator 121
HBRIA A B R,

imagePullPolicy BRPIENERRS. ZRIAE N AlwaysBX. FT—1 =
RHTMEIHE, HAtER T IfNotPresent,

name PSR W
resources R BAENITETR,

5k 3.32. &3 %I,

Bt ik
limits AR RITETRZ,
request AT R R T B R,

3 3.33. ik AT,

=3 fiR

cpu CPU, LA NHAL, (500M =5 TR MNEEEHE
EZE, NRBHEZBRIME, MRMEHO, MR
S NHMLBIE,

nN1E WN1E, UFE T h#AL, (500Gi=500GiB =500 *

1024 *1024)INRAKIEEME, NRBAMZERIME,
MREHO0, NANAHEEE,

3 3.34. BRI %5,

Bt Rk

cpu CPU, LA NHAL, (500M =5 TR MNEEEHE
EZE, WREAHSXERINME, WRENO0, T
SNAMREE,

N1z WN1E, UFE T h#AL, (500Gi=500GiB =500 *

1024 *1024)INRAKIEEMHE, NIRBAMZERIME,
MREHO0, NANAHEEE,

5 3.35. securityContext %,

4

N

default

default

default

default
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B ok default
fsGroup EATF pod B BSRMRFTIRINTTA. BROMEN

1724,
runAsUser BITASRHENAOSK UID, ERINEN 1724,

% 3.36. CheCluster BE X BHRERAE X OpenShift Dev Spaces LMK A

Bt

23U

default

chePhase 8 E OpenShift Dev Spaces ZBEHI L FIM R,
cheURL OpenShift Dev Spaces AR 55252 3 URL,
cheVersion YETRE T OpenShift Dev Spaces kR4,

devfileRegistryUR

MER devfile registry 923t URL,

L

gatewayPhase EE MK ERERI Z RN ER,
message ANRAEEMSEE, $57 OpenShift Dev Spaces ERE 4k

F LRI ERBIIEAIME S

pluginRegistryURL  PIEBIEF registry B9t URL,

reason fii48 CamelCase 42157~ OpenShift Dev Spaces &
ENTF HFIM RRIEAE R,
workspaceBaseDo T TEX Eig, X2 spec FHERAMRIHERE L
main BHMEIR, NRTIE spec FREN, BIE
OpenShift £iz17, N4 BhEEHTER B
basedomain,
3.2. iBi&liH

XF8AHF, OpenShift Dev Spaces REaEWHHPMIEX, OpenShift Dev Spaces &yt FEn
EMERKRANAFUIH, £ TERN, MRAFNTUEAREFIE, OpenShift Dev Spaces 1§ %
R BFROIEETIE

150 LGB LU T A% OpenShift Dev Spaces 1775 :
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% 3.2.1 7 “EET R A

$3.2.2 7 “RaTE&EH"

3.2.1. BBl H &R

BT IE S S TEXIECE OpenShift Dev Spaces FEGIE =D B M B & #EiR.

BRI E A FFEREEU TLE -

&lt ;usernamed&gt; =k <userid > LA FEHEM,

A4 ID BEAETHFER. MEMAFAK ID MRS OpenShift X RGBRLAEFIE
A, OpenShift Dev Spaces @i F A REFMFRE ) - FSKESHF 4 ID,

OpenShift Dev Spaces ¥ <userid > SHIfFF4E 7 14 M2RHKFRFS, FHRM—NBEHS
INFRKELLBGLL ID AR, EREFEERFEAThEESFHA,

Kubernetes 55 B & #KERSIN 63 1FH.

OpenShift [RFIFKE Ty 49 1FFF.

Pt

ASi& CheCluster B X HTiR. 1#55 % 3.1.2 77 “ff CLI &2 CheCluster HE X ¥t
P/

spec:
components:
devEnvironments:
defaultNamespace:
template: <workspace_namespace_template_>

# 3.3. A/ TYFX T B AR =5l
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PP T X B A FREAR 4 pcE9 5 B

<username>-devspaces (2i\) userl-devspaces
<userid>-namespace cgelegvsb2nhba-namespace-ul1411
<userid>-aka-<username>-namespace cgezegvsb2nhba-aka-user1-

nhamespace-6m2w2b

Hth ¥R
[ ]
% 3.1.1 T IR F 2D EA dsc A& CheCluster BE X ¥R
[ ]

% 3.1.2 77 “fA CLI B¢i& CheCluster BE X HiR”

3.2.2. RAIE &I H

EuLRAE & TFXTE, mAKBTaES. IETRAFEEXTTE.

it =

FEALTHREMER N <username> A Il <project_names> TjiH :

kind: Namespace
apiVersion: v1
metadata:
name: <project_name> ﬂ
labels:
app.kubernetes.io/part-of: che.eclipse.org
app.kubernetes.io/component: workspaces-namespace
annotations:
che.eclipse.org/username: <usernames

{5 A9 B £ 7R,

=
o
B
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% 3.1.1 T “frReE I 2D EA dsc A& CheCluster BE X iR

%8 3.1.2 77 “fA CLI B¢i& CheCluster BE X HiR”

3.3. ECEMR S5 &R 4L

8 3.3.1 17 “§F Secret sk ConfigMap 3=k 152 23 Red Hat OpenShift Dev
Spaces &axH”

& 3.3.2 17 “Dev Spaces IRZ5 MK Ao B LT

25 3.3.3 17 “y Red Hat OpenShift Dev Spaces A2asEcERIAE"

3.3.1. ¥ Secret =% ConfigMap ¥# 13X E2F 23 Red Hat OpenShift Dev Spaces &g

Secret 21FiEBUREIRN OpenShift X%, Hlu :

R

AT

Lim#aai A,

AU ESE S BUREIER OpenShift Secret &S OpenShift Dev Spaces EIEMA RN
ConfigMap, TR :

— At
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HEuT RPN OpenShift HEHLE, BEFEHSEEMINC,

3.3.1.1. §¥ Secret 5% ConfigMap H£J)93X#4 2l OpenShift Dev Spaces &2+

FRFM

— Red Hat OpenShift Dev Spaces K3z 1756,

it =

1EE8E T OpenShift Dev Spaces B OpenShift i H B HH OpenShift Secret =k
ConfigMap, Z 0B RINESBHE—HIRETR :

app.kubernetes.io/part-of: che.eclipse.org

app.kubernetes.io/component: <DEPLOYMENT_NAME>-<OBJECT_KIND>

& It;DEPLOYMENT _NAME > %S FLL FERE :

devspaces-dashboard

devfile-registry

plugin-registry

devspaces

il
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<OBJECT_KIND& gt; & :

o
secret
HE
o
configmap
1 3.4. Example:
apiVersion: v1
kind: Secret
metadata:
name: custom-settings
labels:

app.kubernetes.io/part-of: che.eclipse.org
app.kubernetes.io/component: devspaces-secret

HE

apiVersion: v1
kind: ConfigMap
metadata:
name: custom-settings
labels:
app.kubernetes.io/part-of: che.eclipse.org
app.kubernetes.io/component: devspaces-configmap

EEARE. FMUIRT, GERNRENSTHES
Che.eclipse.org/mount-as: 3X#f - RN REE X,

Che.eclipse.org/mount-path: <TARGET_PATH > - iRt i i s ==,

#l 3.5. Example:

I apiVersion: v1

48
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kind: Secret
metadata:
name: custom-data
annotations:
che.eclipse.org/mount-as: file
che.eclipse.org/mount-path: /data
labels:
app.kubernetes.io/part-of: che.eclipse.org
app.kubernetes.io/component: devspaces-secret

HE

apiVersion: v1
kind: ConfigMap
metadata:
name: custom-data
annotations:
che.eclipse.org/mount-as: file
che.eclipse.org/mount-path: /data
labels:
app.kubernetes.io/part-of: che.eclipse.org
app-kubernetes.io/component: devspaces-configmap

OpenShift XIRALIBEZ AN TIH, HEHLMSEHIIAHRPIFTEXH4RETE,

1 3.6. Example:

apiVersion: v1
kind: Secret
metadata:
name: custom-data
labels:
app.kubernetes.io/part-of: che.eclipse.org
app.kubernetes.io/component: devspaces-secret
annotations:
che.eclipse.org/mount-as: file
che.eclipse.org/mount-path: /data
data:
ca.crt: <base64 encoded data content here>

HE

apiVersion: v1
kind: ConfigMap
metadata:
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name: custom-data
labels:
app.kubernetes.io/part-of: che.eclipse.org
app.kubernetes.io/component: devspaces-configmap
annotations:
che.eclipse.org/mount-as: file

che.eclipse.org/mount-path: /data
data:
ca.crt: <data content here>

XE2SBE N ca.crt FXH#HEE T OpenShift Dev Spaces =234 /data &,

B

Z{# OpenShift Dev Spaces HaMIEMAI I, FHELEHMIE Secret 5%
ConfigMap X%,

% 3.1.1 T IR F 2D EH dsc A& CheCluster BE X iR

% 3.1.2 1 “fif CLI &2i& CheCluster BE X ¥R

3.3.1.2. $F Secret =k ConfigMap £} FPath #£#:E| OpenShift Dev Spaces &2z

FRF

—A Red Hat OpenShift Dev Spaces MI;z 1734,

it 3
1E%8E T OpenShift Dev Spaces i OpenShift i H A Il #H# OpenShift Secret =%

ConfigMap, Z 0B RIFEBHE—HIRZETR :

app.kubernetes.io/part-of: che.eclipse.org

app.kubernetes.io/component: <DEPLOYMENT_NAME>-<OBJECT_KIND>

50



& It;DEPLOYMENT _NAME > %S FLL FARE :

devspaces-dashboard

devfile-registry

plugin-registry

devspaces

M

<OBJECT_KIND& gt; 2 :

secret
xE
[e]
configmap
#l 3.7. Example:
metadata:
name: custom-settings

labels:
app.kubernetes.io/part-of: che.eclipse.org

apiVersion: v1
kind: Secret
app.kubernetes.io/component: devspaces-secret

HE

apiVersion: v1
kind: ConfigMap
metadata:

% 3 = Bdi& DEV SPACES
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name: custom-settings
labels:
app.kubernetes.io/part-of: che.eclipse.org
1

app.kubernetes.io/component: devspaces-configmap

BEE TR, FMUARRAENRIEH subPath H
Che.eclipse.org/mount-as: subpath - RR4REH N subPath,

Che.eclipse.org/mount-path: <TARGET_PATH > - 12t Fr = H K&,

1 3.8. Example:

apiVersion: v1
kind: Secret
metadata:
name: custom-data
annotations:
che.eclipse.org/mount-as: subpath
che.eclipse.org/mount-path: /data
labels:
app.kubernetes.io/part-of: che.eclipse.org
app.kubernetes.io/component: devspaces-secret

HE

apiVersion: v1
kind: ConfigMap
metadata:
name: custom-data
annotations:
che.eclipse.org/mount-as: subpath
che.eclipse.org/mount-path: /data
labels:
app.kubernetes.io/part-of: che.eclipse.org
app-kubernetes.io/component: devspaces-configmap

OpenShift X RALBZEANTH, HEHFeMSHEERIASRPIHBITE,
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#1 3.9. Example:

apiVersion: v1

kind: Secret

metadata:
labels:

name: custom-data
app.kubernetes.io/part-of: che.eclipse.org
app.kubernetes.io/component: devspaces-secret

annotations:
che.eclipse.org/mount-as: subpath
che.eclipse.org/mount-path: /data

data:
ca.crt: <base64 encoded data content here>

HE

apiVersion: v1
kind: ConfigMap
metadata:
name: custom-data
labels:
app.kubernetes.io/part-of: che.eclipse.org
app-kubernetes.io/component: devspaces-configmap
annotations:
che.eclipse.org/mount-as: subpath
che.eclipse.org/mount-path: /data
data:
ca.crt: <data content here>

XE25SBE N ca.crt FXH#HEE T OpenShift Dev Spaces 234 /data &,

B8

Z{# OpenShift Dev Spaces FaMIEAI I, FHELEHMIE Secret =X
ConfigMap X%,

% 3.1.1 T “frReEF 2D {EA dsc A& CheCluster BE X iR

% 3.1.2 77 “fA CLI E¢i& CheCluster BE X HiR”
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3.3.1.3. §¥ Secret 5% ConfigMap {E ¥/ 5E2 & 82 OpenShift Dev Spaces A

FoRFM

[ ]
—A Red Hat OpenShift Dev Spaces M3;z 173,

it

1E%8E T OpenShift Dev Spaces i OpenShift i H A |2 # OpenShift Secret =%
ConfigMap, Z 0B RIFEBHE—HIRZETR :

app.kubernetes.io/part-of: che.eclipse.org

app.kubernetes.io/component: <DEPLOYMENT_NAME>-<OBJECT_KIND>

& I;DEPLOYMENT NAME > %R F I T3 -

devspaces-dashboard

devfile-registry

plugin-registry

devspaces

M

<OBJECT_KIND& gt; 2 :

secret

HE
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configmap

#1 3.10. Example:

apiVersion: v1
kind: Secret
metadata:
name: custom-settings
labels:
app.kubernetes.io/part-of: che.eclipse.org
app.kubernetes.io/component: devspaces-secret

HE

apiVersion: v1
kind: ConfigMap
metadata:
name: custom-settings
labels:
app.kubernetes.io/part-of: che.eclipse.org
app.kubernetes.io/component: devspaces-configmap

RETRE, FRUIRT, GENNRIFENIMEZEHEE

Che.eclipse.org/mount-as: env - R4 RIEHIAEL B HE

Che.eclipse.org/env-name : <FOO_ENV > - 2#t—PMNARTELMH, X2EHHR
R A

#1 3.11. Example:

apiVersion: v1
kind: Secret
metadata:
name: custom-settings
annotations:
che.eclipse.org/env-name: FOO_ENV
che.eclipse.org/mount-as: env
labels:
app.kubernetes.io/part-of: che.eclipse.org
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app.kubernetes.io/component: devspaces-secret
data:
mykey: myvalue
HE
apiVersion: v1
kind: ConfigMap

metadata:
name: custom-settings
annotations:
che.eclipse.org/env-name: FOO_ENV
che.eclipse.org/mount-as: env
labels:
app.kubernetes.io/part-of: che.eclipse.org
app-kubernetes.io/component: devspaces-configmap
data:
mykey: myvalue

XRXERHIELE :
[ ]
FOO_ENV
[ ]
myValue

WEBE AT — OpenShift Dev Spaces &2,

MR RBUZS AN BURT, MBSOV ENBIRBIRUOMEZEERT, WTARE :

1 3.12. Example:
apiVersion: v1
kind: Secret
metadata:
name: custom-settings

annotations:
che.eclipse.org/mount-as: env
che.eclipse.org/mykey _env-name: FOO_ENV
che.eclipse.org/otherkey_env-name: OTHER_ENV
labels:
app.kubernetes.io/part-of: che.eclipse.org
app.kubernetes.io/component: devspaces-secret
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stringData:
mykey: <data_content_here>
otherkey: <data content_here>

HE

apiVersion: v1
kind: ConfigMap
metadata:
name: custom-settings
annotations:
che.eclipse.org/mount-as: env
che.eclipse.org/mykey_env-name: FOO_ENV
che.eclipse.org/otherkey_env-name: OTHER_ENV
labels:
app.kubernetes.io/part-of: che.eclipse.org
app-kubernetes.io/component: devspaces-configmap
data:
mykey: <data content here>
otherkey: <data content here>

XRERHNIMERE :

FOO_ENV

OTHER_ENV

#WiE % F—4 OpenShift Dev Spaces A&,

4

al}

OpensShift X R ERAFBIRAKE N 63 1N, Hi 9 N FRFTRIRHBIRE,
LU/ 85, X al{En el AT KRB R & K KEEBIBRE,

B

Z{# OpenShift Dev Spaces FaMEHAI I, FHELEHMIE Secret 5%
ConfigMap X%,
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Hth BHR

% 3.1.1 T “frReEF 2D EA dsc A& CheCluster BE X iR

% 3.1.2 17 “ff CLI &Z& CheCluster BE X ¥R

3.3.2. Dev Spaces [R5 M aH BB LTI

LITET#3 T OpenShift Dev Spaces RS & HMNES K EBEMEE S %,

3.3.2.1. T f# OpenShift Dev Spaces [R5 e KACE

LUTFETif4k T E8EM OpenShift Dev Spaces RS HBHMG S KA E S5,
SRRERE :
71N Operator M#Tf£ CheCluster BE X FRFERBAIERKETE,
MPRAE CheCluster BE X IRFBZE = Operator BzhERRHIEM.

customCheProperties B2 CheCluster B X KiE [RFS#/XE N—E2, SEENAT
OpenShift Dev Spaces IR55 22241 #HHRIEIA AR 2 E MRS,

#l 3.13. BETHFXHEARFRE

fidi& CheCluster BE X KR, &5 & 3.1.2 1 “f#f CLI A& CheCluster BE X
iR,

kind: CheCluster
spec:
components:
cheServer:
extraProperties:

apiVersion: org.eclipse.che/v2
CHE_LOGS_APPENDERS_IMPL: json
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OpenShift Dev Spaces Operator IR HiR4 28 %77 custom B ConfigMap, LA
HRItAf, ME OpenShift Dev Spaces Operator $#;FI T £~ custom i
configMap, N8 SHNBIERIMEl customCheProperties FEh, EHIEHE
OpenShift Dev Spaces, B} B X configMap.

% 3.1.3 17 “CheCluster HE L FRFESE".

3.3.3. y Red Hat OpenShift Dev Spaces BB RIA&E

E{# Kubernetes HorizontalPodAutoscaler (HPA)Jy OpenShift Dev Spaces R {EXI RECERIZA
B, EalLUNEERE N HPA HiR, HPA RIEIEEEIRh SRR

it

HNERECIE HPA B5R, 15 BiristrfIfrmrald2,

apiVersion: autoscaling/v2
kind: HorizontalPodAutoscaler
metadata:
name: scaler
namespace: openshift-devspaces
spec:
scaleTargetRef:
apiVersion: apps/v1
kind: Deployment
name: <deployment_name> 0

& It;deployment_name > ¥R FLATEE :

devspaces

che-gateway
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devspaces-dashboard

plugin-registry

devfile-registry

$ll 3.14. 7 devspaces FPEfIE—4 HorizontalPodAutoscaler :

apiVersion: autoscaling/v2
kind: HorizontalPodAutoscaler
metadata:
name: devspaces-scaler
namespace: openshift-devspaces
spec:
scaleTargetRef:
apiVersion: apps/v1
kind: Deployment
name: devspaces
minReplicas: 2
maxReplicas: 5
metrics:
- type: Resource
resource:
name: cpu
target:
type: Utilization
averageUtilization: 75

1EAPIth, HPA f$4&5 devspaces 8 Deployment JB#:, &/IMH 2 PMEIEK, &KX 510EIF,
BB CPU AT B.

=
=
B

Pod #RBZHT &

3.4. £RRETFX

R T ER MM R/EE TFX,

60
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% 3 = Bdi& DEV SPACES

88 3.4.1 1 “REAFAATURENITEXBE"
B 3.4.2 1 “RIFAFRANETENITHEX”
B 3.43 T “HHEAZRIEBM Git”

% 3.4.4 77 “BBEI{FX nodeSelector”

3.4.1. [RHAFAUREN T EXHE

RABERT, APAUEGRIRPRETRBEN TR, BEALRRELXNHE SRR D EHNE
*0

IAdE 2 CheCluster BE X FKEM—E84 :

spec:
devEnvironments:
maxNumberOfWorkspacesPerUser: <kept_workspaces_limit>0

RESTHPNRXTERE, RAME -1 RITAFPRETSRBIENTHFX. EREERES
TRAPRRKTERE.
Pt =

FKHX OpenShift Dev Spaces 4 22 A& FF. ERIAETN openshift-devspaces,

$ oc get checluster --all-namespaces \
-o=jsonpath="{.items[*].metadata.namespace}"

fidi& maxNumberOfWorkspacesPerUser :

$ oc patch checluster/devspaces -n openshift-devspaces \ﬂ
--type='merge’ -p \
'{"spec":{"devEnvironments":{"maxNumberOfWorkspacesPerUser":
<kept_ Workspaces_limit>}}}'9
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1R1E58 1 £ hIKENM OpenShift Dev Spaces v & 22[H],

2]

17, < kept_workspaces_limit> {H,

=
o
B

%8 3.1.2 77 “fA CLI E¢i& CheCluster BE X HiR”

3.4.2. ATFAFEMNZT SN THFK

RABRT, —TRAP—RRABEET—IIEX, ETEABFRNZTENTER.

N
p o
;

4l

MEEARKAGEESE, MR pod £Z 77 mEHPNT RAISMH, WA TERET
RINZEf T TEXN e HILRE. MEBAHFE &R FiE5EIEYIH%E] per-workspace
EFHATREE, =X SRAINN1E6E 58 a] LB sk R 2k a8,

IACE 2 CheCluster BE X FKEM—E84 :

spec:
devEnvironments:
maxNumberOfRunningWorkspacesPerUser: <running_workspaces_limit>0

RESTHAPRMNZTTHEENRARE. -1 HRTFAFZTIRBENTHFX, BLEN 1,

it =

FKHX OpenShift Dev Spaces & Z2 A& FF. ERIAETH openshift-devspaces,

$ oc get checluster --all-namespaces \
-o=jsonpath="{.items[*].metadata.namespace}"
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Eci& maxNumberOfRunningWorkspacesPerUser :

$ oc patch checluster/devspaces -n openshift-devspaces \ﬂ
--type='merge’ -p \
'{"spec™:{"devEnvironments":{"maxNumberOfRunningWorkspacesPerUser":
<running_Workspaces_limit>}}}'9

1R1E58 1 £ hIKENM OpenShift Dev Spaces v & 22(H],

2]

¥ < running_workspaces_limit> {H.

=
=
B

% 3.1.2 17 “ff CLI &Z& CheCluster BE X ¥R

3.4.3. HHEBAZRILTH Git

& eI LIECE OpenShift Dev Spaces, LAZF A BEAUETH Git SRR ERIRE,

FEREMH
[ ]
B4 OpenShift EENEEHBRAGEIK oc &if, 1S5 OpenShift CLI Al ],
[ ]
Git ik%& 2 HEShRA
¥ =

BIEE— R ConfigMap, HPEEHX Git lRF58RHFS -

$ oc create configmap che-git-self-signed-cert \
--from-file=ca.crt=<path_to_certificate> \
--from-literal=githost=<git_server_url>-n openshift-devspaces 9
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2]

}57E Git IR552% URL MnaliES8, I https:/git.example.com:8443, FEAB&ET,
ik HTTPS AEEEFER B ERIET,

WEBXHBHEFE Base64 ASCII 3¢, #Ii0 : .pem,.crt,.ca-
bundle fR1FIEH XM ConfigMap #BL 1% A Base64 ASCII iE4, 1
AR T RIBIEIES,

SEESMTIEPBEE, MR ca.crt MIEPHAHM(CA)ZE R, MR CA
WEPHEETE ca.crt XHH,

£ ConfigMap H IR R

$ oc label configmap che-git-self-signed-cert \
app.kubernetes.io/part-of=che.eclipse.org -n openshift-devspaces

A& OpenShift Dev Spaces #{FX %, LMSBERIEBAT Git #ifE, HSMH
88 3.1.2 17 “fEA CLI Adi& CheCluster HE X FR",

spec:
devEnvironments:
trustedCerts:
gitTrustedCertsConfigMapName: che-git-self-signed-cert

HBRFEIFHNIEX., TEXFEANENIRBESR—1 22 BER BRI
£. A#M /etc/gitconfig XHAE 5 Git IRS538EHL(its URL)H http #B4 FiuEHRIEEFMEXH
£8 (HFBHEAX git-configh Git 3X1%) .

1 3.15. /etc/gitconfig XA

[http "https://10.33.177.118:3000"]
sslCAInfo = /etc/config/che-git-tls-creds/certificate

Hth B
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%5 33 Bdi& DEV SPACES

% 3.1.1 T “frReEF 2D {EA dsc A& CheCluster BE X iR

%8 3.1.2 77 “fA CLI B¢i& CheCluster BE X HiR”

58 3.7.3 17 “RAZEEMN TLS it-H 5 AZ Dev Spaces”.

3.4.4. BEE T KX nodeSelector

A3k T #4el OpenShift Dev Spaces T{FX ) Pod Edi& nodeSelector,

i

f#F NodeSelector

OpenShift Dev Spaces f#fl CheCluster B X ¥R ¥E & nodeSelector :

spec:
devEnvironments:
nodeSelector:
key: value

AT B AFNT R E8E—4 key=value Xf, FHEZH MK nodeSelector #i
M, https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/#built-in-
node-labels

ff Taints 1 Tolerations

XM ITEARS nodeSelector HX, FIEE Pod FHEHEEITLT =, MEEE Pod I
EHAERIRET R, MRESER, HSH -
https://kubernetes.io/docs/concepts/scheduling-eviction/taint-and-toleration,

OpensShift Dev Spaces [l CheCluster B X ¥iBEARE AR :

spec:
devEnvironments:
tolerations:
- effect: NoSchedule
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key: key
value: value
operator: Equal

B

nodeSelector W Zi{E OpenShift Dev Spaces ik 2hEdiE, XaIfhitIiA TFX
RABXBMEPREMEEEZETT, RAIHEIER PVC # Pod AERIFREMK H,

J TR Pod #1 PVC HEBIARNS KEHPINRER D, HRIBRGAN
StorageClass X% (i&X = allowedTopologies FE) , X#5HhiA PVC Bl d 2.

i1t CheCluster HE X FiREHX 1 Hifl|EH StorageClass & FMEH4: OpenShift
Dev Spaces. MIFHELZEL, HSH : £ 3.8.1 1 “MEFMHE",

% 3.1.1 T “frReEF 2D EA dsc A& CheCluster BE X iR

% 3.1.2 17 “ff CLI &Z& CheCluster BE X ¥R

3.4.5. 3TFF VSX registry URL

EEMELEY R’, Microsoft Visual Studio Code - FriRZai#s{E Ak A Open VSX registry &
B, A FTLLSS OpenShift Dev Spaces Bei& {5 —4* Open VSX registry £fl, mAZHKRAR
registry SZfl,

AR
[ ]
1£ CheCluster B X ¥iR spec.components.pluginRegistry.openVSXURL ik &
Open VSX registry S-fl#9 URL,
spec:
components:
#[..]
pluginRegistry:
openVSXURL: <your_open_vsx_registy>
#1[...]
Hith BHIR
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% 3 = Bdi& DEV SPACES

% 3.1.2 17 “fif CLI &d& CheCluster BE X ¥R

FTFF VSX registry

3.4.6. RREER /e Z2[H

7R S &M A OpenShift Dev Spaces ¥F ConfigMap. Secret #1 PersistentVolumeClaim A
openshift-devspaces & Z RIS FIBIKERFET A& ZH, OpenShift Dev Spaces =ABIHEY
BSERERE, MHAZFEIE EEXHHEBRAeRZEE,

IMEEXT openshift-devspaces fp & Z2[d] g Kubernetes ¥R {TE®, OpenShift Dev Spaces
N EmERAFeEAZPEREN. HK, MREAFBEZERPEHRT Kubernetes B
i®, OpenShift Dev Spaces ¥ Btk S B i,

it

BIELLF ConfigMap LM HEHBISMA- &N, ERmaicEY, EaLuddzm
AR SRR B E X ConfigMap. AXHEMATBEMIREMNAR, HE5H BoEES.
configmap #1 secret.

kind: ConfigMap
apiVersion: v1
metadata:
name: user-configmap
namespace: openshift-devspaces
labels:
app.kubernetes.io/part-of: che.eclipse.org
app.kubernetes.io/component: workspaces-config
data:

1l 3.16. 5 settings.xml XHHFHBIA - TFKX :

kind: ConfigMap
apiVersion: v1
metadata:
name: user-settings-xml
namespace: openshift-devspaces
labels:
app.kubernetes.io/part-of: che.eclipse.org
app.kubernetes.io/component: workspaces-config
annotations:
controller.devfile.io/mount-as: subpath
controller.devfile.io/mount-path: /home/user/.m2
data:
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xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xsi:schemalocation="http://maven.apache.org/SETTINGS/1.0.0

https://maven.apache.org/xsd/settings-1.0.0.xsd">
<localRepository>/home/user/.m2/repository</localRepository>
<interactiveModes>true</interactiveMode>
<offline>false</offline>

settings.xml: |
<settings xmins="http://maven.apache.org/SETTINGS/1.0.0"
</settings>

2

BIEELLF Secret LU HEE RIS A-wRZEFR G, EigmalicEl, EalLuBdRmEis
MIREFEMEBE X Secret, BXHMAIEEMNIRENEMR, ESH Ho)EESE. configmap
# secret,

kind: Secret
apiVersion: v1
metadata:
name: user-secret
namespace: openshift-devspaces
labels:
app.kubernetes.io/part-of: che.eclipse.org
app.kubernetes.io/component: workspaces-config
data:

Bl 3.17. FuE P HESREAF, TEK -

kind: Secret
apiVersion: v1
metadata:
name: user-certificates
namespace: openshift-devspaces
labels:
app.kubernetes.io/part-of: che.eclipse.org
app.kubernetes.io/component: workspaces-config
annotations:
controller.devfile.io/mount-as: subpath
controller.devfile.io/mount-path: /etc/pki/ca-trust/source/anchors
stringData:
trusted-certificates.crt: |

4

al

L

E IR EENEST update-ca-trust 8 5 LLF AIEE, BRILLFEF)SE
B, tharLlFibaa5aRmEl devfile i postStart E-dh, 155 HTE devfile
RIS HHE,

L
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https://github.com/devfile/devworkspace-operator/blob/main/docs/additional-configuration.adoc#automatically-mounting-volumes-configmaps-and-secrets
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% 3 = Bdi& DEV SPACES

fil 3.18. M ETEHEERIA TFK :

kind: Secret
apiVersion: v1
metadata:
name: user-env
namespace: openshift-devspaces
labels:
app.kubernetes.io/part-of: che.eclipse.org
app.kubernetes.io/component: workspaces-config
annotations:
controller.devfile.io/mount-as: env
stringData:
ENV_VAR_1: value_1
ENV_VAR_2: value_2

BIELLTF PersistentVolumeClaim, SESHIRE A w22 H G,

g REY, ErLLGATRMEA SRS MEMR KB E U PersistentVolumeClaim, &
KHAMATRERIIR AR, FS0 BaEEE. configmap  secret,

Z & 'PersistentVolumeClaim', iHMEREHE openshift-devspaces fin$ 22 A il —
N

apiVersion: v1
kind: PersistentVolumeClaim
metadata:
name: user-pvc
namespace: openshift-devspaces
labels:
app.kubernetes.io/part-of: che.eclipse.org
app.kubernetes.io/component: workspaces-config
spec:

5 3.19. ¥ PersistentVolumeClaim HHIAF TEK :

apiVersion: v1
kind: PersistentVolumeClaim
metadata:
name: user-pvc
namespace: openshift-devspaces
labels:
app.kubernetes.io/part-of: che.eclipse.org
app.kubernetes.io/component: workspaces-config
controller.devfile.io/mount-to-devworkspace: 'true’
annotations:
controller.devfile.io/mount-path: /home/user/data
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controller.devfile.io/read-only: 'true’
spec:
accessModes:
resources:

- ReadWriteOnce
requests:
storage: 5Gi
volumeMode: Filesystem

Hth BHR

[}
https://access.redhat.com/documentation/zh-
cn/red_hat_openshift_dev_spaces/3.14/html-single/user_guide/index#end-user-
guide:mounting-configmaps

https://access.redhat.com/documentation/zh-
cn/red_hat_openshift_dev_spaces/3.14/html-single/user_guide/index#end-user-
guide:mounting-secrets

https://access.redhat.com/documentation/zh-
cn/red_hat_openshift_dev_spaces/3.14/html-single/user_guide/index#end-user-
guide:requesting-persistent-storage-for-workspaces

BohEHE. configmap fl secret

3.5. ZEFHHEUERRL S TEX

Zi’= OpenShift Dev Spaces T{EX B FF AR AEEE, 1EEEA Image Puller, ©&—4 OpenShift
Dev Spaces-agnostic 41, = FihiA OpenShift £EFHIE R,

Image Puller 2— %448 OpenShift 38E, BafIE—4 DaemonSet, BRILIEENESNT =
LTk EXAEXE OpenShift Dev Spaces TYEX Hif%. = OpenShift Dev Spaces T{EX/FaI, XL
BT A, Mok T TEXE 3NN HE,

https://access.redhat.com/documentation/zh-
cn/red_hat_openshift_dev_spaces/3.14/html-single/user_guide/index#installing-image-
puller-on-kubernetes-by-using-cli
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%5 33 Bdi& DEV SPACES

88 3.5.2 77 “fEF Web #£&l57E OpenShift L% Image Puller”

%8 3.5.1 17 “f#if CLI £ OpenShift %% Image Puller”

28 3.5.3 77 “fF Image Puller E¢& HTHIEXERIA Dev Spaces Hif&k”

28 3.5.4 17 “%F Image Puller B & A Fihi A B & X &

%8 3.5.5 17 “Bd@ Image Puller LLTihi BENGH iR

Kubernetes Image Puller SBT3 %

3.5.1. {88 [ CLI £ OpenShift L %% Image Puller

& mI LS OpenShift oc EE T B7f OpenShift L %% Kubernetes Image Puller,

FRFH

B OpenShift EHNERDRIEIX oc Rif, 1HS ] OpenShift CLI A,

i =
1.
PEABERER IR R B X B SR BRI -
[}
https://<openshift_dev_spaces_fqdns/plugin-registry/v3/external_images.txt
[}
https://<openshift_dev_spaces_fqdns/devfile-
registry/devfiles/external_images.txt
2.

EXRFHERARESE, DMENRNERNTEEARBNRERZET,
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£ CACHING_MEMORY_REQUEST s CACHING_MEMORY_LIMIT & X &/MEF,
EIRE TN ARSI TN RNAREE,

23 CACHING_MEMORY_REQUEST 5 CACHING_MEMORY_LIMIT % maximal {&
W, EEESRLER DM DaemonSet Pod BUEKTE -

(memory limit) * (number of images) * (number of nodes in the cluster)

£ 20 M R ERIER 5 1M Eitk, BRAFRMEDI 20Mi BE 2000Mi A7,

3.
5eb& Image Puller &%, FHES S OpenShift BRI E X+ :
$ git clone https://github.com/che-incubator/kubernetes-image-puller
$ cd kubernetes-image-puller/deploy/openshift
4,

FRALLTSEAECE app.yaml. configmap.yaml # serviceaccount.yaml OpenShift £
i :

% 3.37. app.yamlishf Image Puller OpenShift &R S
=1 DD S MAE

DEPLOYMENT_NAME ConfigMap R kubernetes-image-puller
DEPLOYMENT_NAME #y{&

IMAGE FTF kubernetes-image- registry.redhat.io/devspac

puller ERE R es/imagepuller-rhel8
IMAGE_TAG EH AR AR IR latest
SERVICEACCOUNT_NAM BREQEMERN kubernetes-image-puller
E ServiceAccount B FR

£ 3.38. configmap.yaml #1#4 Image Puller OpenShift iR S #
=1 i aps S MAE

CACHING_CPU_LIMIT ConfigMap #i#4 2
CACHING_CPU_LIMIT #(#

72



{E
CACHING_CPU_REQUES
T

CACHE_INTERVAL_HOUR
S

CACHING_MEMORY_LIMI
T

CACHING_MEMORY_REQ
UEST

DAEMONSET_NAME

DEPLOYMENT_NAME

Bifk

NAMESPACE

NODE_SELECTOR

EAAE

ConfigMap 189
CACHING_CPU_REQUES
T 89{E

ConfigMap 189
CACHING_INTERVAL_HO
URS 8918

ConfigMap 189
CACHING_MEMORY_LIMI
T 89{E

ConfigMap F1H9
CACHING_MEMORY_REQ
UEST 8918

ConfigMap 89
DAEMONSET_NAME #91g

ConfigMap 189
DEPLOYMENT_NAME #1§

ConfigMap ##9 IMAGES &

ConfigMap 189
NAMESPACE {4

ConfigMap 189
NODE_SELECTOR #1H

% 3 = Bdi& DEV SPACES

LS WINE]

.05

’l1 "w

'120Mi"

’l1 OMi"

kubernetes-image-puller

kubernetes-image-puller

{}

k8s-image-puller

ny

5 3.39. serviceaccount.yaml H184 Image Puller OpenShift &R S

i1

SERVICEACCOUNT_NAM
E

ERAAE

EREQIEMEAM
ServiceAccount BY& FR

fIlE OpenShift TiHEFEE Image Puller :

I $ oc new-project <k8s-image-puller>

ARIRF N FRIR R R AR

LS WINE]

kubernetes-image-puller
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$ oc process -f serviceaccount.yaml | oc apply -f -
$ oc process -f configmap.yaml | oc apply -f -
$ oc process -f app.yaml | oc apply -f -

KUER B FTE < kubernetes-image-puller> Z8Z#1 < kubernetes-image-puller>
DaemonSet, DaemonSet RENEHHPHEANTTRE—1 Pod :

I $ oc get deployment,daemonset,pod --namespace <k8s-image-puller>

KHIF < kubernetes-image-puller > ConfigMap BI1H.

I $ oc get configmap <kubernetes-image-puller> --output yaml
3.5.2. {1/ Web 5 £ OpenShift L%&3%: Image Puller

EaI LU OpenShift Web #2454 7E OpenShift &2 #%# Kubernetes Image Puller
Operator,

SeRFH
[ ]
S£HEE M OpenShift Web #2HIAR1E. 1HSH Uil Web #£H14&,
¥ =
1.
REH XX FM Kubernetes Image Puller Operator, &2 {# A Web #£HIEM
OperatorHub %%,
2.

M2 X9 Kubernetes Image Puller Operator fi|E—4* kubernetes-image-puller
KubernetesimagePuller ##{EX R, ESE MBE%EM Operator SN HRER.

3.5.3. ¥F Image Puller E2& N FhIEXEKIA Dev Spaces Eifk

&I LY Kubernetes Image Puller Egi& HFlhIEXEKIAM OpenShift Dev Spaces #ifk. Red Hat
OpenShift Dev Spaces operator 2555 {& 51 R BITHI A (pull)FH1E OpenShift Dev Spaces FHIH
hEHEll.

FRFM
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% 3 = Bdi& DEV SPACES

EIHEY OpenShift Dev Spaces SEHIE %7 Kubernetes %8 EiZ47,

Image Puller f£ Kubernetes $£#f - %23,

SA5%B¥r OpenShift EEHHEERAIER oc Rif, S CLI AT

it =

5+ Image Puller E¢i& »TiiHiEX OpenShift Dev Spaces %Hif%k.

oc patch checluster/devspaces \
--namespace openshift-devspaces \
--type='merge’ \
--patch '{
"spec': {
"components™: {
"imagePuller": {
"enable": true

3.5.4. ¥ Image Puller E2i& N Fihi EX B & 5%

BT LU Kubernetes Image Puller B2 A TiHIEYE E &K

SoREMH
[}
EHIHLEY OpenShift Dev Spaces SEfIE R ¥ 7 Kubernetes %8 EiZ47,
[}
Image Puller f£ Kubernetes $£#f - %23,
[}
BAEXTBR OpenShift £RFEERBRAEEX oc Rif, EHSH CLI Al'l,
i =
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#$ Image Puller E¢& HTiHIEX B & X 5if%k.

oc patch checluster/devspaces \
--namespace openshift-devspaces \
--type='merge’ \
--patch '{
"spec': {
"components": {
"imagePuller": {
"enable": true,

HspecH: {
"images": "NAME-1=IMAGE-1;NAME-2=IMAGE-2" §)
}
}
}
}

}l
2 S REBERSIxR

3.5.5. Bdi& Image Puller LATih BR&I4 55 &

&I LAY Kubernetes Image Puller B2i& Tl ERZi4H#9 OpenShift Dev Spaces Bif&k.

SoRFEMH
[}
EEIHLFY OpenShift Dev Spaces SEfIE &% 7 Kubernetes %8 EiZ47,
[}
Image Puller f£ Kubernetes $£#f - %23,
[}
BAEXTBR OpenShift £RFEERLRAEEX oc Rif, ESH CLI Al'l,
i =

fill k8s-image-puller 5 Z2H] :

I oc create namespace k8s-image-puller
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B2 KubernetesimagePuller B E X ¥R :

oc apply -f - <<EOF
apiVersion: che.eclipse.org/vialphai
kind: KubernetesimagePuller
metadata:
name: k8s-image-puller-images
namespace: k8s-image-puller
spec:
images: "__NAME-1__ = IMAGE-1__; NAME-2_= IMAGE-2_" ﬂ
EOF

A SHRERIIR

AIBR

Kubernetes Image Puller SB35

1t X ## Kubernetes Image Puller Operator S8\ B2 6#E

3.6. ECiE R VI E2

ERZiE OpenShift Dev Spaces Al M ERIhaE, HSH :

%5 3.6.2.14 11 “EiEARSS B/ A FICK”

&5 3.6.2.15 77 “{¢1[ dsc WERAE”

28 3.6.3 17 “Ii#% Dev Workspace Operator”

%8 3.6.4 17 “I5#%E Dev Spaces Server”

3.6.1. Woopra Zillif#
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Woopra Telemetry {&#F B T —4 &#, FATFZNM Red Hat OpenShift Dev Spaces R A %
3l Segment #l Woopra, It H41IEFEE M Eclipse Che f#ifl, {B{EfI Red Hat OpenShift Dev
Spaces IEE AT LIFIALLES. ZBAEWN Woopra 1 Segment Write BEALIA BB, R4
devfile v2, plugin.yaml, HEANE{ZESATEGRIFETE -

WOOPRA_DOMAIN - =44 % FIf Woopra 13,

SEGMENT_WRITE_KEY - %4 % X3l Segment 1 Woopra ME AR,

WOOPRA_DOMAIN_ENDPOINT - SIRER ALl HL 3% Woopra 18, N[iZiEHEMERE
Woopra 581t HTTP i st iKEL,

SEGMENT_WRITE_KEY_ENDPOINT - IR ERFLEEEIL 1 Segment EARH, NIi%iE
HRMRE] Segment BAFHMIATIR L HTTP immhiKENE,

1£ Red Hat OpenShift Dev Spaces &+ )5 Woopra & :

it =

¥ plugin.yaml devfile v2 SX#HEREZEI HTTP fR$5%, HEMXBENELE,

fidi& CheCluster BE X KR, &5 & 3.1.2 77 “f#f CLI A& CheCluster BE X
wiR,

spec:
devEnvironments:
defaultPlugins:
- editor: eclipse/che-theia/next ﬂ

plugins: 9

- 'https://your-web-server/plugin.yaml’

BT HHKE telemetry {H#H editorld,

2]

M4 devfile v2 E XM URL,
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% 3 = Bdi& DEV SPACES

=
3
B

% 3.1.1 T “frReE 2D EA dsc A& CheCluster BE X iR

% 3.1.2 77 “fEA CLI B¢i& CheCluster BE X HilR”

3.6.2. fl|E telemetry IH{t

AT R T A BIE Y B AbstractAnalyticsManager B9 AnalyticsManager K 3FSEIIA T A3k -

isEnabled () - AEZRNEHIBEIEE LI, X EEHKEHRLORO] true, KEFEE R
MieE, FIINERSEZERMNA RO false,

destroy () - fEXHENRHAHZ{TIEEAZE, HE%LE WORKSPACE_STOPPED
$ﬁ:0

onActivity () -BRGBEAFMAE—LEED, XEBERATFLE
WORKSPACE_INACTIVE E#.

onEvent () -fFEMEHRLZBNZNRS 2R, M WORKSPACE_USED =
WORKSPACE_STARTED.

increaseDuration () -IEINHEIEHRRFZEN ], MARENTHERNLZEZSIES.

LIFEamET -

Bl =N AR S5 25 LA 4B B RIPRAE R .

$”" & OpenShift Dev Spaces &M% F imF L HE A F 89 B & LS.

fIE;— plugin.yaml 3x#, fXZ*xBE /5K Dev Workspace .
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#id % & CheCluster HE X ¥R workspacesDefaultPlugins B, 5B E UHt
¥l OpenShift Dev Spaces B &,

3.6.2.1. FFHA{EA

A3 HER T 5B OpenShift Dev Spaces MRS S B E L almBEMENS % :

DI E RSS2 iR
2.

P& OpenShift Dev Spaces LA FIIR S5 88 A X E 40 S im
3.

ERBPITSEN SR HIBBERERK registry
4,

HiatmainiELE, FHHR OpenShift Dev Spaces £ Dev Workspaces sinaif#t

At REE T EW R iR ST R,

SRR EARRS 2

HTFRTEN, XFESRT MR MENRGERSE4THRET AR HRRSS.

SFEFRE, FERSE=ZAENRS (M1 Segment. Woopra) £/, A 20IEAHZNR
%R, EXMERT, ERENMNEN AP FRE4MEE UERAEXBHRS.

LU Go 5w 8080 L/55hIRSS %R, HIGEMHT AR :

#1 3.20. main.go
package main
import (
"io/ioutil”

"net/http"

"go.uber.org/zap"

)
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var logger *zap.SugaredLogger

func event(w http.ResponseWriter, req *http.Request) {
switch req.Method {
case "GET":
logger.Info("GET /event")
case "POST":
logger.Info("POST /event")
}
body, err := req.GetBody()
if err != nil {
logger.With(""err", err).Info("error getting body")
return

}
responseBody, err := ioutil. ReadAll(body)
if err != nil {

logger.With("error”, err).Info(""error reading response body")
return

}
logger.With("body", string(responseBody)).Info("got event")

[

func activity(w http.ResponseWriter, req *http.Request) {
switch req.Method {
case "GET":
logger.Info("GET /activity, doing nothing")
case "POST":
logger.Info("POST /activity")
body, err := req.GetBody()
if err != nil {
logger.With("error"”, err).Info("error getting body")
return

}

responseBody, err := ioutil. ReadAll(body)

if err !=nil {

logger.With("error”, err).Info("error reading response body")

return

}

logger.With("body", string(responseBody)).Info(""got activity")
}
}

func main() {

log, _ := zap.NewProduction()
logger = log.Sugar()

http.HandleFunc("/event", event)
http.HandleFunc("/activity", activity)
logger.Info("Added Handlers")

logger.Info("'Starting to serve")
http.ListenAndServe("':8080", nil)

[

%5 33 Bdi& DEV SPACES
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HETF R EEAREE, I openshift-devspaces Wi B hiFH/AFF 7 OpenShift hEE, =
FI5E 0 AR 55 22 KB AL T telemetry-server-example 1, BEEZNMARSS 2R, A RBEEEEFEERR
25

$ git clone https://github.com/che-incubator/telemetry-server-example

$ cd telemetry-server-example

$ podman build -t registry/organization/telemetry-server-example:latest .
$ podman push registry/organization/telemetry-server-example:latest

manifest_with_ingress.yaml 1 manifest_with_route #% & Deployment f Service BIE X, i
HiXE LT Kubernetes Ingress, 5&NE XL T OpenShift Route,

15 rh, it image 1 host ZEXUICECERHEE MG OpenShift £EMARENSE. RS

51T -
I $ kubectl apply -f manifest_with_[ingress|route].yaml -n openshift-devspaces

3.6.2.2. B FmIH

al

T EFFRIRER G, BIVE Dev Workspace it {TIF R, iXHE, BalLAEERS
2T AR, FMAik telemetry A EWEL,

Maven Quarkus % B fJ& :

mvn io.quarkus:quarkus-maven-plugin:2.7.1.Final:create \
-DprojectGroupld=mygroup -DprojectArtifactld=devworkspace-telemetry-example-plugin \
-DprojectVersion=1.0.0-SNAPSHOT

2.

MR src/main/java/mygroup 1 src/test/java/mygroup IS #,
3.

MBRFBRRA, 1HSH GitHub {43, LI&k backend-base B Maven 1,
4,

T KA IS pom.xml & :

#1 3.21. pom.xml
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<!-- Required -->
<dependency>
<groupld>org.eclipse.che.incubator.workspace-telemetry</groupld>
5

<artifactld>backend-base</artifactld>
<version>LATEST VERSION FROM PREVIOUS STEP</version>
</dependency>

<l-- Used to make htip requests to the telemetry server -->
<dependency>
<groupld>io.quarkus</groupld>
<artifactld>quarkus-rest-client</artifactld>
</dependency>
<dependency>
<groupld>io.quarkus</groupld>
<artifactld>quarkus-rest-client-jackson</artifactld>
</dependency>

fIE—18 %A read:packages tUPRMIN Al 55hE, LAM GitHub ZX#a T
org.eclipse.che.incubator.workspace-telemetry:backend-base #&¥i%i,

1 ~/.m2/settings.xml XHHRFHINEN GitHub A/ &, N AVIRISEH che-incubator 5
fEEEESS -

# 3.22. settings.xml

<settings xmIns="http://maven.apache.org/SETTINGS/1.0.0"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://maven.apache.org/SETTINGS/1.0.0
http://maven.apache.org/xsd/settings-1.0.0.xsd">
<servers>
<server>
<id>che-incubator</id>
<username>YOUR GITHUB USERNAME</username>
<password>YOUR GITHUB TOKEN</password>
</server>
</servers>

<profiles>
<profile>
<id>github</id>
<activation>
<activeByDefault>true</activeByDefault>
</activation>
<repositories>
<repository>
<id>central</id>
<url>https://repo1.maven.org/maven2</url>
<releases><enabled>true</enabled></releases>
<snapshots><enabled>false</enabled></snapshots>
</repository>
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</repository>
</repositories>
</profile>
</profiles>

<repository>

<id>che-incubator</id>
<url>https://maven.pkg.github.com/che-incubator/che-workspace-
telemetry-client</url>

</settings>

3.6.2.3. AT ERSRNEASBH AL B2 H

{ETIHM src/main/java/mygroup FRIZEF AN -
MainConfiguration.java - @ 21Rt4 2T EHESE NEKE.

AnalyticsManager.java - @ &% & TENREHZH,

il 3.23. MainConfiguration.java
package org.my.group;
import java.util.Optional;

import javax.enterprise.context.Dependent;
import javax.enterprise.inject.Alternative;

import org.eclipse.che.incubator.workspace.telemetry.base.BaseConfiguration;

import org.eclipse.microprofile.config.inject.ConfigProperty;

@Dependent

@Alternative

public class MainConfiguration extends BaseConfiguration {
@ConfigProperty(name = "welcome.message")

Optional<String> welcomeMessage;

(S

MicroProfile B¢ & F ¥ T3 E A welcome.message ECi&.

BRI ERE T ERNEERBENIFE, 56 Quarkus EBEZSE 15,
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il 3.24. AnalyticsManager.java

package org.my.group;

import java.util.HashMap;
import java.util.Map;

import javax.enterprise.context.Dependent;
import javax.enterprise.inject.Alternative;
import javax.inject.Inject;

import org.eclipse.che.incubator.workspace.telemetry.base.AbstractAnalyticsManager;
import org.eclipse.che.incubator.workspace.telemetry.base.AnalyticsEvent;

import org.eclipse.che.incubator.workspace.telemetry.finder.DevWorkspaceFinder;
import org.eclipse.che.incubator.workspace.telemetry.finder.UsernameFinder;

import org.eclipse.microprofile.rest.client.inject.RestClient;

import org.slf4j.Logger;

import static org.slf4j.LoggerFactory.getLogger;

@Dependent
@Alternative
public class AnalyticsManager extends AbstractAnalyticsManager {

private static final Logger LOG = getLogger(AbstractAnalyticsManager.class);

public AnalyticsManager(MainConfiguration mainConfiguration, DevWorkspaceFinder
devworkspaceFinder, UsernameFinder usernameFinder) {
super(mainConfiguration, devworkspaceFinder, usernameFinder);

mainConfiguration.welcomeMessage.ifPresentOrElse( ﬂ
(str) -> LOG.info(""The welcome message is: {}", str),
() -> LOG.info("No welcome message provided")
);
}

@Override
public boolean isEnabled() {
return true;

}

@Override
public void destroy() {}

@Override
public void onEvent(AnalyticsEvent event, String ownerld, String ip, String userAgent,
String resolution, Map<String, Object> properties) {
LOG.info("The received event is: {}", event);

}

@Override
public void increaseDuration(AnalyticsEvent event, Map<String, Object> properties) { }
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@Override

| | public void onActivity() {}
}

MR, FIEFVIHER,

Lk Malmia AR E

HF org.my.group.AnalyticsManager #1 org.my.group.MainConfiguration %1% Bean, {#f
src/main/resources/application.properties 8 quarkus.arc.selected-alternatives Bt RKiEEE

il

5l 3.25. application.properties
I quarkus.arc.selected-alternatives=MainConfiguration,AnalyticsManager

3.6.2.4. 1 Dev Workspace 2175 2R
1£ Dev Workspace #1i%i& DEVWORKSPACE_TELEMETRY BACKEND_PORT Ffig4s

1.
2, EX8, {Hi%H 4167,

spec:
template:

attributes:
workspaceEnv:
- name: DEVWORKSPACE_TELEMETRY_BACKEND_PORT

value: '4167'
M Red Hat OpenShift Dev Spaces YR EZ Dev Workspace,

£ Dev Workspace % Q2T T S LUSsIN AR, #M --settings trasiEE

3.
B2& GitHub i iE8 settings.xml XA EKE,

$ mvn --settings=settings.xml quarkus:dev -
Dquarkus.http.port=${DEVWORKSPACE_TELEMETRY_BACKEND_PORT}
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BE, NMARFES AR O 4167 BEBGENEM

FUEREICF LA TRt -

INFO [org.ecl.che.inc.AnalyticsManager] (Quarkus Main Thread) No welcome message
provided

INFO [io.quarkus] (Quarkus Main Thread) devworkspace-telemetry-example-plugin 1.0.0-
SNAPSHOT on JVM (powered by Quarkus 2.7.2.Final) started in 0.323s. Listening on:
http://localhost:4167

INFO [io.quarkus] (Quarkus Main Thread) Profile dev activated. Live Coding activated.
INFO [io.quarkus] (Quarkus Main Thread) Installed features: [cdi, kubernetes-client, rest-
client, rest-client-jackson, resteasy, resteasy-jsonb, smallrye-context-propagation, smallrye-
openapi, swagger-ui, vertx]

ZIE AnalyticsManager B9 onEvent () AiAREManmiaAEBEY, Hig | BkE

Al Quarkus W 4ai5 % IDE REESCE, RicskA T -

INFO [io.qua.dep.dev.RuntimeUpdatesProcessor] (Aesh InputStream Reader) Live reload

disabled
INFO [org.ecl.che.inc.AnalyticsManager] (executor-thread-2) The received event is: Edit
Workspace File in Che

3.6.2.5. 5Cfie isEnabled ()

wExfID, WHERRARERRANRD true,

il 3.26. AnalyticsManager.java

@Override
public boolean isEnabled() {

}

return true;

AILAME isEnabled () HREBRSAHZH, HlM, FEER OpenShift Dev Spaces Woopra [
EHERTEAT Wik ERERYERSFE.

3.6.2.6. 5Cfie onEvent ()

onEvent () FERimFEBHNEHLLEEN RS, F example A, T HTTP POST B3 fi#
A EEIREN AR 552589 /event s,
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3.6.2.6.1. [I7=fl telemetry AR5523 4 3% POST &K

FELUTFRGID, ZNARSS255 AT LT URL 2B E 2l OpenShift : Hrh apps-cre.testing 2
OpenShift £ A O A,

&5t Bl TelemetryService.javaski%i& RESTEasy REST %/ i

5l 3.27. TelemetryService.java
package org.my.group;
import java.util.Map;

import javax.ws.rs.Consumes;
import javax.ws.rs.POST;

import javax.ws.rs.Path;

import javax.ws.rs.core.MediaType;
import javax.ws.rs.core.Response;

import org.eclipse.microprofile.rest.client.inject.RegisterRestClient;

@RegisterRestClient

public interface TelemetryService {
@POST
@Path("/event") ﬂ
@Consumes(MediaType.APPLICATION_JSON)
Response sendEvent(Map<String, Object> payload);

[S——

f POST iF KA X IR =,

2.
1£ src/main/resources/application.properties X+ #15%E TelemetryService BE X
URL :

Il 3.28. application.properties
org.my.group.TelemetryService/mp-rest/url=http:/little-telemetry-server-che.apps-
crc.testing

3.

#F TelemetryService 3 A AnalyticsManager, 37f onEvent () F% 3% POST iFk
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il 3.29. AnalyticsManager.java
@Dependent
@Alternative
public class AnalyticsManager extends AbstractAnalyticsManager {

@Inject
@RestClient
TelemetryService telemetryService;

@Override
public void onEvent(AnalyticsEvent event, String ownerld, String ip, String
userAgent, String resolution, Map<String, Object> properties) {
Map<String, Object> payload = new HashMap<String, Object>(properties);
payload.put("event", event);
telemetryService.sendEvent(payload);

}

X HTTP iHR A XEZENRS S, FEVENTHABERERNES, BRI
77 1500 =5,

3.6.2.7. 5CHie increaseDuration ()

FZEN RS H# N B4 S0 E, AbstractAnalyticsManager $S#EEIN H AL £RREEHE
HEI—1FH, X4 increaseDuration () BISEILE—4 no-op. Lh7AEEHR - NN G API
BHEHSEHEY, UM SRS EIE M,

1l 3.30. AnalyticsManager.java

@Override
public void increaseDuration(AnalyticsEvent event, Map<String, Object> properties) {}

3.6.2.8. 5CifE onActivity ()

REREFBN RS, {3 onActivity () %&3% WORKSPACE_INACTIVE 4 (MNR8E—X
4 B8

public class AnalyticsManager extends AbstractAnalyticsManager {

fll 3.31. AnalyticsManager.java
private long inactiveTimeLimit = 60000 * 3;
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onEvent(WORKSPACE_INACTIVE, lastOwnerld, lastlp, lastUserAgent,

@Override

public void onActivity() {

if (System.currentTimeMillis() - lastEventTime >= inactiveTimeLimit) {
IastResqutlon commonProperties);

3.6.2.9. 5Ll destroy ()

A destroy () B, %3% WORKSPACE_STOPPED E# 3£t SR,

onEvent(WORKSPACE_STOPPED, lastOwnerld, lastlp, lastUserAgent, lastResolution,
commonProperties);

il 3.32. AnalyticsManager.java
@Override
public void destroy() {
}

3217 mvn quarkus:dev, M & 3.6.2.4 77 “#£ Dev Workspace Hiz{Th AERF” Ak, FHEA
Ctrl+C &1L AR FRIIR S %% % WORKSPACE_STOPPED %,

3.6.2.10. T& Quarkus N AREF

BXREARBPITENAERFENRENHA, ESH Quarkus X8, HEASFHIFHHEXIIIREFENES
ARG,

3.6.2.10.1. A TFHEFEA JVM 21789 Quarkus 5{&H Dockerfile <6l

ENV LANG='en_US.UTF-8' LANGUAGE='en_US:en'

COPY --chown=185 target/quarkus-app/lib/ /deployments/lib/

COPY --chown=185 target/quarkus-app/*.jar /deployments/

COPY --chown=185 target/quarkus-app/app/ /deployments/app/

COPY --chown=185 target/quarkus-app/quarkus/ /deployments/quarkus/

1l 3.33. Dockerfile.jvm
FROM registry.access.redhat.com/ubi8/openjdk-11:1.11
EXPOSE 8080
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USER 185

ENTRYPOINT ["java", "-Dquarkus.http.host=0.0.0.0", "-
Djava.util.logging.manager=org.jboss.logmanager.LogManager",
Dquarkus.http.port=${DEVWORKSPACE_TELEMETRY_BACKEND PORT}" "-jar",
"/deployments/quarkus-run.jar']

EHEBER, 1HiaT:

mvn package &&\
podman build -f src/main/docker/Dockerfile.jvm -t image:tag .

3.6.2.10.2. A F 9% Quarkus [R455{&M Dockerfile =

WORKDIR /work/
RUN chown 1001 /work \
&& chmod "g+rwX" /work \
&& chown 1001:root /work
COPY --chown=1001:root target/*-runner /work/application

EXPOSE 8080
USER 1001

CMD ["./application”, "-Dquarkus.http.host=0.0.0.0", -

1l 3.34. Dockerfile.native
FROM registry.access.redhat.com/ubi8/ubi-minimal:8.5
Dquarkus.http.port=$DEVWORKSPACE_TELEMETRY_BACKEND_ PORT}"]

EHEE&R, 1Hia1T:

mvn package -Pnative -Dquarkus.native.container-build=true &&\
podman build -f src/main/docker/Dockerfile.native -t image:tag .

3.6.2.11. JyiEAOIEE plugin.yaml

fI8—4" plugin.yaml devfile v2 X, %3 {5k Dev Workspace &, i%X#1E Dev
Workspace Pod H521THE Xght. A% devfile v2 NEZ{E R, 5S4 Devfile v2 314

metadata:

1 3.35. plugin.yaml
name: devworkspace-telemetry-backend-plugin

‘ schemaVersion: 2.1.0

o1
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version: 0.0.1
description: A Demo telemetry backend
displayName: Devworkspace Telemetry Backend
components:
- name: devworkspace-telemetry-backend-plugin
attributes:
workspaceEnv:
- name: DEVWORKSPACE_TELEMETRY_BACKEND_PORT
value: '4167'
container:
image: YOUR IMAGE (1]
env:
- name: WELCOME_MESSAGE 9
value: 'hello world!'

BEM F 3.6.2.10 17 “4TE Quarkus N HERE" HEMNASER.

2]

4 Example 4 1/ welcome.message A tAcE B % B (H,

BE, AP HSREREI Web RS 88. FIEEES T M{EI4E OpenShift EfIIE Apache Web
MRS58, HEHDIEERG,

BIES| A #H plugin.yaml X489 ConfigMap % &.
I $ oc create configmap --from-file=plugin.yaml -n openshift-devspaces telemetry-plugin-yaml

BIERERE. IRSHEEH, LLATF Web fRS535. EBE5IAIE ConfigMap &I HMIE
/var/www/html B,

1 3.36. manifest.yaml
kind: Deployment
apiVersion: apps/v1
metadata:
name: apache
spec:
replicas: 1
selector:
matchLabels:
app: apache
template:
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metadata:
labels:
app: apache
spec:
volumes:
- hame: plugin-yaml
configMap:
name: telemetry-plugin-yami
defaultMode: 420
containers:
- hame: apache
image: 'registry.redhat.io/rhscl/httpd-24-rhel7:latest’
ports:
- containerPort: 8080
protocol: TCP
resources: {}
volumeMounts:
- hame: plugin-yaml
mountPath: /var/www/html
strategy:
type: RollingUpdate
rollingUpdate:
maxUnavailable: 25%
maxSurge: 25%
revisionHistoryLimit: 10
progressDeadlineSeconds: 600
kind: Service
apiVersion: v1
metadata:
name: apache
spec:
ports:
- protocol: TCP
port: 8080
targetPort: 8080
selector:
app: apache
type: ClusterIP
kind: Route
apiVersion: route.openshift.io/v1
metadata:
name: apache
spec:
host: apache-che.apps-crc.testing
to:
kind: Service
name: apache
weight: 100
port:
targetPort: 8080
wildcardPolicy: None

% 3 = Bdi& DEV SPACES
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I $ oc apply -f manifest.yaml

WERBIE, i\ web IR55335H plugin.yaml a1 :

I $ curl apache-che.apps-crc.testing/plugin.yami

3.6.2.12. £ Dev Workspace H157E telemetry

1.
U TAREZRMEIZIE Dev Workspace B components Bt :

components:
- name: telemetry-plugin

plugin:
uri: http://apache-che.apps-crc.testing/plugin.yaml

M OpenShift Dev Spaces {{Z#ik/53) Dev Workspace,

BAF telemetry HHS B 257 Dev Workspace pod Hi21T, #EXE, XaILLETHREE S
#2378 Workspace #1EHTEE,

WORKSPACE

v B3 User Runtimes
> theia-ide
> che-machine-exec

v @ devworkspace-telemetry-backend-plugin

>_ New terminal
v B env
WELCOME_MESSAGE : hello world!
che-gateway

HHHBPEEY, HETHZENRSSHASHUREES,

3.6.2.13. AT Dev Workspaces [ telemetry &4
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5 telemetry & XE N BIAEH. BIAEAR A TFHOIAH Dev Workspaces # Dev
Workspace &5/,

fidi& CheCluster BE X KR, &5 & 3.1.2 7 “FH CLI Ai2i& CheCluster BE X%
i

spec:
devEnvironments:
defaultPlugins:
- editor: eclipse/che-theia/next ﬂ

plugins: 9

- 'http://apache-che.apps-crc.testing/plugin.yaml’

AT HEHBERIA BRI,

2]

devfile v2 &#H URL 5%,

HAth BTiR
[
85 3.1.2 77 “fE[A CLI ici& CheCluster HE X FIR”.
1.
M Red Hat OpenShift Dev Spaces {X{ ik # /5 5h#H I AR Dev Workspace,
2.

IR 55 3.6.2.12 77 “7f Dev Workspace 5 telemetry I WEISIES T, KiF
telemetry {EH R EIEE T,

3.6.2.14. REIRSS B AXBIL K

AL OpenShift Dev Spaces IR 55 8 P HIA & B ALK R0 B &S,

4 OpenShift Dev Spaces k55288 H &S H Operator i cheLoglLevel EeBEH#H 1T BHE
B, HSM & 3.1.3 77 “CheCluster HE X FHIRFESE", BHEAH Operator EBMNLEHRELR
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B&EZ5, 1E1E che ConfigMap H#5%E CHE_LOG_LEVEL BT &,

"I LA CHE_LOGGER_CONFIG 152 £ 1F OpenShift Dev Spaces RSP EEZ N HZILE
2B EZ,

3.6.2.14.1. BEHEZ5

it =

fidi& CheCluster BE X KR, &5 & 3.1.2 7 “f CLI Aidi& CheCluster BE X%
Bz

spec:
components:
cheServer:
extraProperties:
CHE_LOGGER_CONFIG: "<key1=valuel,key2=value2>"

LLE S AR 5IR, He#E OpenShift Dev Spaces IRS523: H &kt R
WB&KICREREH, HEMENBELI.

cheServer:
extraProperties:
CHE_LOGGER_CONFIG:

spec:
components:
"org.eclipse.che.api.workspace.server.WorkspaceManager=DEBUG"

| 5l 3.37. 5 WorkspaceManager#ic & il

Hth TR

% 3.1.1 T “frReE I 2D EA dsc A& CheCluster BE X iR

%8 3.1.2 77 “fEA CLI B¢i& CheCluster BE X HiR”

3.6.2.14.2. A&l EHE
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BERICF A0 B FE a6 AIXE B ERIC KSR BPRERIR 55 25 KB KA R,

3.6.2.14.3. H&ILXk HTTP k&

it

FE 1 OpenShift Dev Spaces Bk5523#1 Kubernetes 5% OpenShift ££E¥6#9 API fR5585 Z [
itk HTTP 7iE, iHEC& CheCluster HE X iR, HSH & 3.1.2 77 “f [ CLI EZi&
CheCluster HE X ¥i&”,

spec:
components:
cheServer:
extraProperties:
CHE_LOGGER_CONFIG: "che.infra.request-logging=TRACE"

=
o
=

% 3.1.1 T “frReEF 2D EA dsc A& CheCluster BE X ¥R

%8 3.1.2 77 “fA CLI B¢i& CheCluster BE X HilR”

3.6.2.15. {1 dsc WERE

Red Hat OpenShift Dev Spaces ZZH OpenShift £ HZTHLIBREKR. BRATMLUMENIE
EaTNASRDFIRERR, {8 dsc Rt TR EIMLHARENG S,

AT e LA dsc TEAM OpenShift £8 % Red Hat OpenShift Dev Spaces H7& :

DSC fR%5%= : logs

I IIAE K Red Hat OpenShift Dev Spaces [R5#3HE, HFHEFHAERMITEN LHB R
., RIABERT, BETEINSE EMNIENB%P, B, XaLLURTIERE -d SEckES. fin, &
¥ OpenShift Dev Spaces & T#:Zl /home/user/che-logs/ B3xkth, #HEMA 6%

I dsc server:logs -d /home/user/che-logs/

1217Hf, dsc server:logs FEIRHIGHITH—FER, BENEHEASTEXEHNEE
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I Red Hat OpenShift Dev Spaces logs will be available in 'tmp/chectl-logs/1648575098344"'

MREIEEINTIH P %LE T Red Hat OpenShift Dev Spaces, | dsc server:logs & -n
<NAMESPACE&gt; paremeter, H & It;NAMESPACE > %% Red Hat OpenShift Dev
Spaces [ OpenShift iH, i, ZEM my-namespace i B OpenShift Dev Spaces XHX
BE, A aS

I dsc server:logs -n my-namespace
dsc server:deploy

{1/ dsc R, 27 OpenShift Dev Spaces ZE TP AIMERRE. 5 dsc server:logs
—, AILMEA -d s8I EB X BEFEHEE .

Hith BHR

"DDS && "

3.6.3. 5% Dev Workspace Operator

&I LARSE OpenShift in-cluster 1R SkKIRAX Dev Workspace Operator A FFB93EHT.

3.6.3.1. J%E Dev Workspace Operator {5#r

{#/ in-cluster Prometheus SCBIRIEE. i1 E 1) Dev Workspace Operator BI351T :

SeRFH
[
EB9HLF9 OpenShift Dev Spaces 62 &% F+7E Red Hat OpenShift HiZ1T,
[
BE%TETR OpenShift £EEMEERIRIEK oc Rif, ESH CLI Al
[
devworkspace-controller-metrics BR557E5m 0 8443 LA FHiEIr. BRIAERT, XZEHikc
B,
¥ =
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BIERA T Dev Workspace Operator $5F7ARS589 ServiceMonitor,

5l 3.38. ServiceMonitor

apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
name: devworkspace-controller
namespace: openshift-devspaces ﬂ
spec:
endpoints:
- bearerTokenFile: /var/run/secrets/kubernetes.io/serviceaccount/token
interval: 10s 9
port: metrics
scheme: https
tisConfig:
insecureSkipVerify: true
namespaceSelector:
matchNames:
- openshift-operators
selector:
matchLabels:
app.kubernetes.io/name: devworkspace-controller

OpenShift Dev Spaces fr#Z2[H], EAIAfE 7 openshift-devspaces.

2]

REXEPRREEE

Fo¥F in-cluster Prometheus LKl OpenShift Dev Spaces fin £ Z2 Al iy
ServiceMonitor, EKiABY OpenShift Dev Spaces v £ 22[H}y openshift-devspaces.

I $ oc label namespace openshift-devspaces openshift.io/cluster-monitoring=true

X}F OpenShift Dev Spaces M#i& %, iHiEit M Dashboard il OpenShift Dev
Spaces T{EX & piEHr.

1£ OpenShift Web 12#I& 8 Administrator #&, # A Observe — Metrics,
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iz21T PromQL Hij LA fstrel . #0, HiA devworkspace_started_total 352 Run
query,

METRELIEI, ES0 5$ 3.6.3.2 17 “dev Workspace F &g

7

EHERER D BYIERR, EE S Prometheus B2 HELLT 25 RBAC HXMEEIR -

3KEX Prometheus pod B :

$ oc get pods -l app.kubernetes.io/name=prometheus -n openshift-monitoring -
o=jsonpath='{.items[*].metadata.name}’

M_E—> 41 Prometheus pod %t Prometheus A2sH&EMNRE 20 17 -

I $ oc logs --tail=20 <prometheus_pod_name> -c¢ prometheus -n openshift-monitoring

Hh iR
[ ]
716 Prometheus
[ ]

Prometheus f5FrJs 8

3.6.3.2. dev Workspace ¥EIEIR

Tk T devworkspace-controller-metrics iR55/2 778 Dev Workspace K E{5Hr.

& 3.40. {545
Name KRR ik &
devworkspace_start  it# Dev Workspace JAZ15& #& routingclass
ed_total HHHEE,
devworkspace_start T Dev Workspaces #j${Z  i& routingclass
ed_success_total EZhi# A Running B

58
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Name 3t} ik I
devworkspace_fail_t  it# KNE#) Dev Workspaces & reason

otal HE,

devworkspace_start Histogram J&3 Dev Workspace B #& routingclass
up_time EFE] (LA HAL)

x 341. 1%
NETH T b &

source Dev Workspace Pk
controller.devfile.io/devwork
space-source 1%,

routingclass Dev Workspace HJ "basic|cluster|cluster-
spec.routingclass, tis|web-terminal”
reason THERBEHRBVREE, "BadRequest|InfrastructureF

ailure|Unknown"

* 3.42. {FEhRIMUREAE

Name ik

BadRequest BT F T /& Dev Workspace I3 devfile /& 5/
K

InfrastructureFailure HFUTERSRENR :

CreateContainerError,RunContainerError,Fail
edScheduling FailedMount.

Unknown RENKWEREE,

3.6.3.3. M OpenShift Web #Hll5 &k % & Dev Workspace Operator #51x

B& in-cluster Prometheus CfIskINEE Dev Workspace Operator ¥5inia, #EBILLIE OpenShift
Web #5489 Administrator 1 h7E B E UFRIR EEH .

FRFH

[
#EB9HLF9 OpenShift Dev Spaces 62 &% F+7E Red Hat OpenShift HiZ1T,
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SA5% 8% OpenShift REHHEEBRAIER oc Rif, S CLI AT

[}
in-cluster Prometheus SEHIEEWEEIEIR. HESH &£ 3.6.3.1 17 “ItsE Dev Workspace
Operator 5#77,
iz
[}
£ openshift-config-managed %i B & {{FRHR E X 8] ConfigMap, FMFAFREAIIR
%
a.
$ oc create configmap grafana-dashboard-dwo \
--from-literal=dwo-dashboard.json="$(curl
https://raw.githubusercontent.com/devfile/devworkspace-
operator/main/docs/grafana/openshift-console-dashboard.json)" \
-n openshift-config-managed
A=
—a5a838kA LRt KM RNEE. AHBERKRTERTRARS
, MSARESE, XERREREIIEN QE 8B 1HE, eflMReEr ZnM
APARIE, HEEEREER.
b.
$ oc label configmap grafana-dashboard-dwo console.openshift.io/dashboard=true -n
openshift-config-managed
F=
' (UM LETF Grafana 6.x {Y3&4R. OpenShift Web 114 Rz H
A Grafana 6.x {XR#RZhAEE,

1£ OpenShift Web %58 Administrator #1E| s, # A Observe — Dashboards,
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AiI{E Dashboard — Che Server JVM, BXIF{RixmiREE S SEIE.

3.6.3.4. Dev Workspace Operator FI{Fik

OpenShift Web #2415 B E X {XFHRET Grafana 6.x, i< Dev Workspace Operator FREILL T
FFo

al}

A= Grafana 6.x {{XRHRMIATATHEEERE) OpenShift Web 125l & {{ Rk X i+,

3.6.3.4.1. dev Workspace 1515

Dev Workspace $f €151 E ~1E Dev Workspace Metrics Hik .

K 3.1. Dev Workspace Metrics miH

v DevWorkspace Metrics

Average Workspace Start Time Inspect Workspace Starts Inspect

3346s

Apr 12 Apr13 Apr13 Apr13 Apr 13 Apr 14 Apr14 Apr14
6:00PM 1200AM 6:00AM 12.00PM 6:00PM 12.00AM 6:00AM 12:00 PM

DevWorkspace Successes/Failures Inspect

10

8

6

4

o (-GN M PN \ /

Apr12 Apr12 Apr13 Apr13 Apr13 Apr 13 Apr 13 Apr13 Apr13 Apr13 Apr14 Apr14 Apr14 Apr 14 Apr 14 Apr 14
6:00 PM 9:00PM  1200AM  3:00 AM 6:00 AM 9:00AM 1200 PM 3:00 PM 6:00 PM 9:00PM 1200 AM 3:00 AM 6:00 AM 9:00AM  1200PM  3:00PM
M Successes
Failures
DevWorkspace Failure Rate Inspect DevWorkspace Failure Reasons Inspect
Reason T Value
BadRequest 2
InfrastructureFailure 2
8.97%

Unknown 2

1-30f3 ~ 1 of1

103



Red Hat OpenShift Dev Spaces 3.14 &5/
TG TR S B TA]
T35 TR XS shfr et Al
THRED)
BRIhFIR M TR B E.
dev Workspace BIhHIZI
BIhHIKIEY Dev Workspace 552 RIHEL,
dev Workspace ki
KW T X B 5h 8 E M TAEZe M 5 5 S BUZ L,
dev Workspace J5 31K BURH

ERIEXE5hHES M pie chart :

BadRequest

InfrastructureFailure

Unknown

3.6.3.4.2. Operator $5Fn

Operator FEH IR ER1E Operator Metrics H#ik .

104



% 3 = Bdi& DEV SPACES

I 3.2. Operator EHrEHR

v Operator Metrics

Webhooks in Flight Inspect Workqueue Depth Inspect

1

08
06
04
02
- o]
Apri2  Apri3  Apri3  Apri3  Apri3  Apri4  Aprld  Apri4 Apri2  Apri3  Apri3  Apri3  Apri3  Apr Aprid  Apri4
6:00PM 12:00 AM BOOAM 12:00 PM 600 PM 1200AM GOOAM 12:00 PM 600 PM 1200AM 6:00AM 12: OO PM 600 PM 12 OOAM 6:00AM  12:00 PM
W /convert M Workqueue depth (DW)
/mutate Workqueue depth (DW)
o /validate
Memory Inspect Average Reconcile Counts Per Second (DWO) Inspect
1907 MiB 025
02
1431 MiB
- X 015
95.37 MiB
01
————————  — —_——————
4768 MiB 0.05/\ j\/\
0B oA ANNALL /\/\/\_/\
Apri3 Apr13 Apr 13 Apr13 Apri4  Apri4  Apri4 Apr 12 Apr 13 ri3 Apr 13 Apr 13 Apri4  Aprid Apr 14
600 PM 1200AM 6:00AM 12200PM 6:00PM 12200AM 6:00 AM 12:00 PM 6:00PM  12:00 AM 600 AM 12 OO PM 6:00PM 1200AM 6:00AM 12:00 PM
M Memory use (devworkspace-webhookserver) Merror merror
Memory use (devworkspace-controller-metrics) requeue Hrequeue
W Memory use (devworkspace-controller-metrics) W requeue_after M requeue_after

M Memory use (devworkspace-webhookserver) W success success

flight #789 Webhook
AE Webhook #Hk & i [ L,
TAEBASIZREE
T EBAFUh B R L
memory
Dev Workspace #£23#1 Dev Workspace Webhook R%52389AE A £,
Ti58# A (DWO)

Dev Workspace 1§38 19 5 R,

3.6.4. 5% Dev Spaces Server

& eI LIECE OpenShift Dev Spaces EAAF JVM 515, 41 JVM PIZEH] OpenShift Dev Spaces kS5
garmE.

3.6.4.1. 32 FF OpenShift Dev Spaces RS 2i6tn
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OpenShift Dev Spaces 7£ che-host Service M0 8087 L AFF JVM 1517, EeILARCE T A,

fidi& CheCluster BE X KR, &5 & 3.1.2 7 “&F CLI Ai2i& CheCluster BE X%
i

spec:
components:
metrics:
enable: <boolean> ﬂ

true Ej5MH, false 2%,

3.6.4.2. i Prometheus £ OpenShift Dev Spaces Server 151

{8/ in-cluster Prometheus S5y OpenShift Dev Spaces Server &, EHEMEH JVM H557 -

FEREMH
[
EB9HLF9 OpenShift Dev Spaces 62 &% F+7E Red Hat OpenShift HiZ1T,
[
BE%TER OpenShift £EEMEERIRIEK oc Rif, WESH CLI Al
[
OpenShift Dev Spaces {Eii[0 8087 EAF IR, ESH S FAFI/AF OpenShift Dev
Spaces k552 JVM 517,
¥ =

AT OpenShift Dev Spaces JVM #5+1R558 ServiceMonitor,
B

| 3.39. ServiceMonitor
apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
name: che-host
namespace: openshift-devspaces ﬂ
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spec:
endpoints:
- interval: 10s g
port: metrics
scheme: http
namespaceSelector:
matchNames:
- openshift-devspaces 6
selector:
matchLabels:
app.kubernetes.io/name: devspaces

OpenShift Dev Spaces fr#Z2[H], EAIAfHJ7 openshift-devspaces.

2]

1R B bragzE R,

fll2 Role #1 RoleBinding, LlfiiF Prometheus H&ET.

#il 3.40. a2

kind: Role
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: prometheus-k8s
namespace: openshift-devspaces ﬂ
rules:
- verbs:
- get
- list
- watch
apiGroups:
resources:
- services
- endpoints
- pods

OpenShift Dev Spaces fp#Z2[H], EAIAfH 7 openshift-devspaces,

I 1 3.41. RoleBinding
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kind: RoleBinding

apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: view-devspaces-openshift-monitoring-prometheus-k8s
namespace: openshift-devspaces
subjects:

- kind: ServiceAccount
name: prometheus-k8s

namespace: openshift-monitoring
roleRef:

apiGroup: rbac.authorization.k8s.io
kind: Role

name: prometheus-k8s

OpenShift Dev Spaces fp#Z2[H], EAIAfH 7 openshift-devspaces.

Fo¥F in-cluster Prometheus SEHIK: Ml OpenShift Dev Spaces fip £ Z2 [A]| iy
ServiceMonitor, ZRiA# OpenShift Dev Spaces f8Z2[Hy openshift-devspaces.

I $ oc label namespace openshift-devspaces openshift.io/cluster-monitoring=true

1£ OpenShift Web 12#I& 8 Administrator #&, # A Observe — Metrics,

i&2fT PromQL Hi LA fErel A, 0, HiA process_uptime_seconds{job="che-
host"}, #A/5= Run query,
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N

EHRBROBIEIR, 5 A5 Prometheus 3B HELLT 5 RBAC HXMEEHE -

3KEX Prometheus pod B :

$ oc get pods -l app.kubernetes.io/name=prometheus -n openshift-monitoring -
o=jsonpath='{.items[*].metadata.name}’

2.
M_E—4hi) Prometheus pod %itli Prometheus &3 HEMN&G 20 17 -
I $ oc logs --tail=20 <prometheus_pod_name> -c prometheus -n openshift-monitoring
Hith BTIR

[ ]
716 Prometheus

Prometheus f5FrJsHY

3.6.4.3. M OpenShift Web #£HI&{{ZFik&EH OpenShift Dev Spaces Server

B2i& in-cluster Prometheus S35 OpenShift Dev Spaces Server JVM ¥5trja, #EalLIfE
OpenShift Web #1558 Administrator Y s7E B E FRIR EEEISIR.

FoRFMH

[
EB9HLF9 OpenShift Dev Spaces 62 &% F+7E Red Hat OpenShift HiZ1T,

BE%T B OpenShift £EEMEERIBRIEK oc Rif, ESH CLI Al

in-cluster Prometheus SLHIIEEMEEISTR. 1ES 0 56 3.6.4.2 17 “fEF Prometheus 45
OpenShift Dev Spaces Server {577,

£ openshift-config-managed %i B & {{FRHR E X 8] ConfigMap, FiFAFREAIIR
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--from-literal=devspaces-server-dashboard.json="$(curl
https://raw.githubusercontent.com/eclipse-che/che-server/main/docs/grafana/openshift-
console-dashboard.json)" \

$ oc create configmap grafana-dashboard-devspaces-server \
-n openshift-config-managed

al

. *x
. -8 E%kA L ROMRNEE, AMRRKRTRATARE
MRS, XERRHERBMIIEN QE BB 1HE, BilERHIZH
RPARIE, HEEERLER.

$ oc label configmap grafana-dashboard-devspaces-server
console.openshift.io/dashboard=true -n openshift-config-managed

il

P
{UFRMRE L ETF Grafana 6.x {{Zik. OpenShift Web 255 R 2R
. A Grafana 6.x {XR#RZhAEE,

1£ OpenShift Web #1558 Administrator #iE s, # A Observe — Dashboards,

£ A Dashboard —~ Dev Workspace Operator, RiF{{RIxmiRES S SEIE.
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K 3.3. PR

DaSthardS Time Range Refresh Interval
Last12hours v 30seconds v
Dashboard Instance
Che Server JVM v 10128.3.224:8087 ¥

v Quick Facts
Uptime Inspect Heap used Inspect Non-Heap used Inspect

13.03hours 8.96% 1317%

K 3.4. JVM 3%E

v JVM Memory

JVM Heap Inspect JVM Non-Heap Inspect
7629 MiB 112GiB
9537 MiB
572.2 MiB
762.9 MiB
3815 MiB 5722 MiB
3815 MiB
190.7 MiB
1907 MiB
—_———
0B 0B
3:00 AM 6:00 AM 9:00 AM 12:00 PM 3:00 AM 6:00 AM 9:00 AM 12:00 PM
Mused Wused
committed committed
mmax = max
JVM Total Inspect JVM Process Memory Inspect
6.52GiB
186G 559 GiB
14GiB 466 GiB
373GiB
9537 MiB 279 GiB
1.86 GiB
476.8 MiB
9537 MiB
0B 0B
3:00 AM 6:00 AM 9:00 AM 12:.00 PM 3:00 AM 6:00 AM 9:00 AM 12:00 PM
Wused Huss
committed s
mmax mswap

m
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& 3.5. JVM Misc

v JVM Misc
CPU Usage (%) Inspect Load Inspect
1.6
4 14
12
3 1
5 0.8
06
] 04
02
o o
3:00 AM 6:00 AM 9:00 AM 12:00 PM 3:00 AM 6:00 AM 9:00 AM 12:00 PM
Wsystem Msystem-im
process wepu
= process-Th
Threads Inspect Thread States Inspect
120 w0 e
100 W
30
VIV AAMA A
A VU VAN AN
60 20
40
10
20
o o
3:00 AM 6:00 AM 9:00 AM 12:00 PM 3:00 AM 6:00 AM 9:00 AM 12:00 PM
mive Wblocked W timed-waiting
# daemon  new Wwaiting
= peak W runnable
W process W terminated
Log Events (Im) Inspect File Descriptors Inspect
12 ™
1
800k
08
600k
06
04 400k
02 200k
o o
3:00 AM 6:00 AM 9:00 AM 12:00 PM 3:00 AM 6:00 AM 9:00 AM 12:00 PM
Mdebug  Mwarn mopen
error = max
minfo
Htrace
)
A 3.6. JVM 173t (heap)
v JVM Memory Pools (Heap)
Eden Space Inspect Survivor Space Inspect
28.61MiB
190.7 MiB 23.84MiB
1431 MiB 19.07MiB
14.31MiB
95.37 MiB
9.54 MiB
4768 MiB 477 MiB
0B 0B
3:00 AM 6:00 AM 9:00 AM 12:00 PM 3:00 AM 6:00 AM 9:00 AM 12:00 PM
Wused Mused
committed  committed
mmax = max
Tenured Gen Inspect
5722 MiB
476.8 MiB
3815 MiB
2861MiB
190.7 MiB
95.37 MiB
0B
2:00 AM 3:00 AM 4:.00 AM 5:00 AM 6:00 AM 7:00 AM 8:.00 AM 9:00 AM 10:00 AM 11:00 AM 12:00 PM 1:00 PM
Mused
committed

Wmax
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K 3.7. JVM 75t (Non-Heap)

v JVM Memory Pools (Non-Heap)

Metaspace Inspect

& 32 Kdi& DEV SPACES

Compressed Class Space Inspect
95.37 MiB _—/—o—'———J‘_ 9537 MiB
76.29 MiB 7629 MiB
57.22 MiB 5722 MiB
3815 MiB 81.5 MiB
19.07 MiB 1907 MiB
0B 0B
3:00 AM 6:00 AM 9:00 AM 12:00 PM 3:00 AM 6:00 AM 9:00 AM 12:.00 PM
Wused Mused
committed committed
= max ™ max
CodeHeap 'profiled nmethods' Inspect CodeHeap 'non-profiled nmethods' Inspect
114.4 MiB 14.4 MiB
9537 MiB 9537 MiB
76.29 MiB 76.29 MiB
57.22 MiB 57.22 MiB
3815 MiB 3815 MiB
19.07 MiB 19.07 MiB
0B 0B
3:00 AM 6:00 AM 9:00 AM 12:00 PM 3:00 AM 6:00 AM 9:00 AM 12:00 PM
Wused Mused
committed committed
mmax = max
CodeHeap 'non-nmethods’ Inspect
477 MiB
3.81MiB
2.86 MiB
191 MiB
976.6 KiB
0B
2:00 AM 3:00 AM 4:.00 AM 5:00 AM 6:00 AM 7:00 AM 8:00 AM 9:00 AM 10:00 AM 11:00 AM 12:00 PM 1:00 PM
Mused
committed
mmax
i_\.
3.8. hifkEIK
v Garbage Collection
Collections (ops/s) Inspect Pause Durations Inspect
0.04
140 ms
0.035
003 120 ms
0025 100 ms
002 80ms
0015 §0ms
0.01 40 ms
0.005 20 ms
o Oms
3:00 AM 6:00 AM 9:00 AM 12:.00 PM 3:00 AM 6:00 AM 9:00 AM 12:00 PM
M end of major GC (Allocation Failure) Wavg end of major GC (Allocation Failure)
end of minor GC (Allocation Failure) avg end of minor GC (Allocation Failure)
 max end of major GC (Allocation Failure)
M max end of minor GC (Allocation Failure)
Allocated/Promoted Inspect
12 MBps
1MBps
800 KBps
600 KBps
400 KBps
200 KBps
0Bps
2:00 AM 3:00 AM 4:00 AM 5:00 AM 6:00 AM 7:00 AM 8:.00 AM 9:00 AM 10:00 AM 1:00 AM 12.00 PM 1:00 PM
Wallocated
promoted
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A 3.9. Kmn#

v Classloading

Classes loaded

Inspect

16k —/_’_—\:

14k
12k
10k
8k
6k
ak
2%
o

3:00AM

Mloaded

6:00 AM 9:00 AM 12.00 PM

& 3.10. it

v Buffer Pools
Direct Buffers

585.9 KiB
4883 KiB
390.6 KiB

293 KiB
1953 KiB
97.66 KiB

0B
3:00 AM

Mused
capacity

Mapped Buffers

Inspect

6:00 AM 9:00 AM 12:00 PM

Inspect

3:00 AM

Mused
capacity

3.7. BB

[ ]

3711
[ ]

#3727
[ ]

#3731
[ ]

#3747

14

6:00 AM 9:00 AM 12:00 PM

“BoE LA SRR

“Bei® Dev Spaces FHl&”

Class delta (5m)

200
100
9
-100

Direct Buffers

Mapped Buffers

1

08

0.6

04

0.2

Inspect

3:00 AM 6:00 AM 9:00 AM 12:00 PM

W delta

Inspect

3:00 AM 6:00 AM 9:00 AM 12:00 PM

M count

Inspect

3:00 AM 6:00 AM 9:00 AM 12:00 PM

M count

“TAZ{EHEM TLS k55 A Xl Dev Spaces”

EIFERER”



% 3 = Bdi& DEV SPACES

3.7.1. B B4 SRIE

EIMER T, OpenShift £8chifTA Pod Sl LUEEE(E, BEMECIEFARNG R ZH hth 24
k. £ OpenShift Dev Spaces 1, X#FE— AP HBPMHIIEX Pod ATRERMA S —A AW HESH
B —1PIHFK Pod ZERE.

F=LiEN, "ILMER NetworkPolicy M RECEZ M RE, LIRHIAFATE /K Pod WA E AR
{S§. 182, OpenShift Dev Spaces 5B+ # Pod #Jl#E# 5 M F Ui H R Pod &1E.

FoRFMH

OpenShift £ AMLEIRHE, MZHFREE.

iy =

%+ allow-from-openshift-devspaces NetworkPolicy M AZIEMHAFTH, allow-from-
openshift-devspaces NetworkPolicy f2 773k B OpenShift Dev Spaces s & Z2[H 2 ARE
B FWERMMA Pod.

$ll 3.42. allow-from-openshift-devspaces.yaml

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-openshift-devspaces
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: openshift-devspaces ﬂ

podSelector: {} 9
policyTypes:
- Ingress

OpenShift Dev Spaces fr £ Z2[H, BAIA{H)7 openshift-devspaces.

2]

Z¢ podSelector LM H P MIMA Pod.
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OPTIONAL : MR ML RIS E Z 7 faE I, B%404F allow-from-openshift-
apiserver #1 allow-from-workspaces-namespaces NetworkPolicies i FEI openshift-
devspaces. allow-from-openshift-apiserver NetworkPolicy 7t¥F§¥ openshift-apiserver fp

22 [H] iM% A#i 22 devworkspace-webhook-server j5F Webhook., allow-from-

workspaces-namespaces NetworkPolicy f2 &4 Ui B % A7 2% che-gateway
pod.

$il 3.43. allow-from-openshift-apiserver.yami

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-openshift-apiserver
namespace: openshift-devspaces ﬂ
spec:
podSelector:
matchLabels:
app.kubernetes.io/name: devworkspace-webhook-server 9
ingress:
- from:
- podSelector: {}
namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: openshift-apiserver
policyTypes:
- Ingress

OpenShift Dev Spaces fr#Z2[H, EAIA{H)7 openshift-devspaces,

2]

podSelector ;% devworkspace-webhook-server pod

$il 3.44. allow-from-workspaces-namespaces.yaml

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-workspaces-namespaces
namespace: openshift-devspaces ﬂ
spec:
podSelector:
matchLabels:
app.kubernetes.io/component: che-gateway 9
ingress:
- from:
- podSelector: {}

16
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namespaceSelector:
matchLabels:
app.kubernetes.io/component: workspaces-namespace
policyTypes:
- Ingress

OpenShift Dev Spaces fp £ Z2[H, EXIA{E)7 openshift-devspaces,

2]

podSelector Ri%#: che-gateway pod

=
=
=

$3.27 “EEWA”

AT

e ML RIE A E S H R e

3.7.2. Bdi& Dev Spaces ¥ Hl#

Fiigihk 7 #0{aF OpensShift Dev Spaces BEd& H{E A B E X EH A,

FoRFEMH

BH%F B OpenShift £EEMEERIBRIE oc Rif, HSH CLI Al

&R MR,

8

FZERRFATEBRX, W ARRBIEBIA N (CAYE I HA OpenShift Dev
Spaces F#l.

17
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B

73K DNS #tR/Ref B E L ENAERERFAD,

i =
1.
4 OpenShift Dev Spaces FiscGIETIR :
I $ oc create project openshift-devspaces
2.

fIlEE TLS secret :

$ oc create secret TLS <tls_secret name>\ ﬂ

—key <key_file>\ @)
--cert <cert_file>\ 6
-n openshift-devspaces

TLS secret &#5
BHEANH
BE B

1£ secret FRMATRNIRE :

$ oc label secret <tls_secret name>\ ﬂ
app.kubernetes.io/part-of=che.eclipse.org -n openshift-devspaces

TLS secret &#R

ES& CheCluster BE X ¥HiR, %S5 % 3.1.2 77 “fEf CLIE& CheCluster BE 3L ¥t
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spec:
networking:
hostname: <hostname> ﬂ

tlsSecretName: <secret> g

B E X Red Hat OpenShift Dev Spaces IR552& W&

2]

TLS secret &#k

IR OpenShift Dev Spaces E&BE, HFHFATA OpenShift Dev Spaces HHAHIHEH5E
Bo

HAth B

% 3.1.1 T “frReE 32 EH dsc A& CheCluster BE X iR

% 3.1.2 77 “fA CLI B¢i& CheCluster BE X HilR”

3.7.3. MAZ{ESEM TLS ik + 5 A% Dev Spaces

OpenShift Dev Spaces H# 54 ARG EEEiT TLS B, SIiIESEHAGSIEEHL NI (CAZ R
B TLS iE#. Ak, #4515 AT OpenShift Dev Spaces #1, FiEAZ{SHEM CA FEHtAERARSS &
F, i -

CH

B3N8 (0IDC)

RICH R 2 (Git)

OpenShift Dev Spaces £ OpenShift Dev Spaces i B b iR icMECEM S E TLS iEH MR,
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RERFNTUREFEERENEY, SIEBEVHRARNBENIES,

%4 OpenShift £8 A S85T cluster- wide-proxy ECiE HRINMERSEE TS CA i+
i, OpenShift Dev Spaces Operator & MTIE{], FEA
config.openshift.io/inject-trusted-cabundle="true" /% B s S XA DA E &t
., EFILEM, OpenShift REERSEMSNE ca-bundle.crt BB IEASESERE A

& CAEH,
FEREM
[
BH% B OpenShift £EEMEERIBRIEEK oc Rif, WHSH CLI Al
[
openshift-devspaces i B #77E.
[

ESARNEA CA & : LL PEM X8 root CA #ish[HuEf, M ca-cert-for-devspaces-
<counts.pem X%,

MES AMAA CA 5 PEM X455 Bl custom-ca-certificates.pem X1, FHMikRS
Java G EFEHEARREMRLOIF R,

I $ cat ca-cert-for-devspaces-*.pem | tr -d \r' > custom-ca-certificates.pem
FEARFEK TLS iE B2 custom-ca-certificates ECEMS :

$ oc create configmap custom-ca-certificates \
--from-file=custom-ca-certificates.pem \
--namespace=openshift-devspaces

#Ric custom-ca-certificates Ao & BRGY :

$ oc label configmap custom-ca-certificates \
app.kubernetes.io/component=ca-bundle \
app.kubernetes.io/part-of=che.eclipse.org \
--namespace=openshift-devspaces
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4,
IR OpenShift Dev Spaces Z Rl AkARE, NERE OpenShift Dev Spaces. &I, HF
#F OpenShift Dev Spaces 41 #f#HH 5.
5.
BRI IR UMEREHRE.
1.
RIEREMFREEASEHNAEE N CAIE, HHLl PEM BXREIEMEE L CA IES :
$ oc get configmap \
--namespace=openshift-devspaces \
--output='jsonpath={.items[0:].data.custom-ca-certificates\.pem}' \
--selector=app.kubernetes.io/component=ca-bundle,app.kubernetes.io/part-
of=che.eclipse.org
2.
4 iE OpenShift Dev Spaces pod 2& @ &#E#k ca-certs-merged AL EMUNE -
$ oc get pod \
--selector=app.kubernetes.io/component=devspaces \
--output='jsonpath={.items[0].spec.volumes[0:].configMap.name}' \
--namespace=openshift-devspaces \
| grep ca-certs-merged
3.
4 uF OpenShift Dev Spaces [R5 A RESE2ABE N CA LY, WHSLL PEM &R
BIEREE X CA UEH :
$ oc exec -t deploy/devspaces \
--namespace=openshift-devspaces \
-- cat /public-certs/custom-ca-certificates.pem
4,
£ OpenShift Dev Spaces k553 B AR K IES ARUEBIHHEERZ null :
$ oc logs deploy/devspaces --namespace=openshift-devspaces \
| grep custom-ca-certificates.pem
5.

HIHUET B9 SHA256 1541 -

$ for certificate in ca-cert*.pem ;
do openssl x509 -in $certificate -digest -sha256 -fingerprint -noout | cut -d= -f2;
done
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ZUF OpenShift Dev Spaces k%523 Java SEEH#RE S EGHERIESMIES :

$ oc exec -t deploy/devspaces --namespace=openshift-devspaces -- \
keytool -list -keystore /home/user/cacerts \
| grep --after-context=1 custom-ca-certificates.pem

BH—1NIEX, KIGIBRENTB AR - < workspace_namespaceé& gt;, FE/FIHEK
Eﬁ]o

ISUE che-trusted-ca-certs ECEMSE R B ESEMAE X CA IEP, H4HSLL PEM &R KR
BRI E X CA kS :

$ oc get configmap che-trusted-ca-certs \
--namespace=<workspace _namespace>\
--output='jsonpath={.data.custom-ca-certificates\.custom-ca-certificates\.pem}'

B T#EK pod & # che-trusted-ca-certs BCiERST -

$ oc get pod \
--namespace=<workspace _namespace>\
--selector="controller.devfile.io/devworkspace _name=<workspace name>'\
--output='jsonpath={.items[0:].spec.volumes[0:].configMap.name}' \
| grep che-trusted-ca-certs

HE universal-developer-image &% (HI{FX devfile FEXMER) 2HHEHET che-
trusted-ca-certs & :

$ oc get pod \
--namespace=<workspace _namespace>\
--selector="controller.devfile.io/devworkspace _name=<workspace _name>'\
--output='jsonpath={.items[0:].spec.containers[0:]}' \
| jq 'select (.volumeMounts[].name == "che-trusted-ca-certs") | .name'

1.
KITEX pod &%k < workspace _pod_name>:

$ oc get pod \
--namespace=<workspace _namespace>\
--selector="controller.devfile.io/devworkspace name=<workspace _name>'\
--output='jsonpath={.items[0:].metadata.name}' \
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12.
RIETHXERESEEFEEN CAIES, awLl PEM BXREIEMEE XL CA IES :
$ oc exec <workspace_pod_name>\
--namespace=<workspace _namespace>\
-- cat /public-certs/custom-ca-certificates.custom-ca-certificates.pem
H At BT iR

% 3.4.3 1 “HFABZRILEH Git”.

3.7.4. WINPRERERE

3.7.4.1. Bdi& OpenShift BHLLEAKHRERD R

BRI LRCENRS. EMME, LRAT BBEsh.

FEREMH
[
B4 OpenShift EENEEHBRAGEIK oc &if, 1ES 5 OpenShift CLI Al ],
[
DSC.iES - 88 1.27 “&% dsc EETE”,
¥ =
[
BZi& CheCluster HE X KR, iHEM 5 3.1.2 77 “f&f CLI BZ& CheCluster BE X ¥
-
spec:
networking:

labels: <labels> ﬂ
domain: <domain> 9
annotations: <annotations> 6

B R A O#H123 Ak 8 RIARS5H Routes SRS MITLFI (AR,

2]

BirAO$EH23R 5589 DNS & 75,

123


https://docs.openshift.com/container-platform/4.7/networking/ingress-operator.html#nw-ingress-sharding_configuring-ingress
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©

SRR R (EIRE,

B 3.1.1 7 “fELE 312 P A dsc #idE& CheCluster HE X KiE

% 3.1.2 77 “ff CLI B¢i& CheCluster BE X%

3.8. BoEFFfi&

g

H
[=]

OpenShift Dev Spaces A3z K44 TR EE(NFS) L,

%5 3.8.1 17 “BEFML”
28 3.8.2 17 “BeEFHATRIE”
%8 3.8.3 17 “BEFMEKRN”
3.8.1. REFHEXR
Z13 OpenShift Dev Spaces E2i& H f i B EMIREEE, EHEAFEMHKLE OpenShift Dev
Spaces, HEEHEIRINE SEFRUMNFALSEN, XRHERA.
OpenShift Dev Spaces H— M, FERFAMEREMBUE :

Iprojects %,

OpenShift Dev Spaces T{FX, OpenShift Dev Spaces T{FX i EEF#RAHE, M
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al

RAEIERF2IENE, OpenShift Dev Spaces TR B F a5 RAKS
¢°

FAMBRAEL -

OpenShift Dev Spaces FREEME P AIEFAKS,

OpenShift Dev Spaces AR AEBFA(PVC)RESIFA LS,

%8 1.3.1.2 77 “dev Workspace operator” SR A SR,

£ OpenShift Dev Spaces Egi&HE X 75K 4, LUEA OpenShift Dev Spaces PVC
R E R ThRE,

it

{5/ CheCluster B3 X BilR7E SCRE %K -

E N IFER AT - Bei& CheCluster BE X IIR, %% OpenShift Dev Spaces, 1H5[H
% 3.1.1 7 “EREdEh A dsc Be& CheCluster BE KR,

spec:
devEnvironments:
storage:
perUserStrategyPvcConfig:
claimSize: <claim_size>
storageClass: <storage_class_name> 9
perWorkspaceStrategyPvcConfig:
claimSize: <claim_size>
storageClass: <storage_class_name> ﬂ
pvcStrategy: <pvc_strategy> 6

BFAERAKXN,
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00

FAMEFENEMEE. SZBBIBEREN, EARAEEER,

FAMBFIARRE, XFNERE : 8MAF (—8PhHmE TERKAYSES
Bi) . per-workspace (EANTI{EX#REHSHIMIIFFAEEREHA) # ephemeral (FERF
A, UTHEREIEN, XbERFHAEKX, )

=
=
=

% 3.1.1 T “frReE I 2D EA dsc A& CheCluster BE X ¥EiR”

% 3.1.2 77 “fA CLI B¢i& CheCluster BE X HiR”

3.8.2. FCIEE T i oRIG

OpenShift Dev Spaces A LA & it e i SRS N TE XK RS A IER A E . BAE
AT, PikFHERERSNAIMEFRMERNIFX, AFPaLuEE URL ST deviile POAH TFXE
BB\ RIS,

AT B SRS

SrAP  XTRAFYENARA THEEER—1 PVC,

per-workspace : 1M TEX#AHESH PVC,

IGE : JERF ARG ; S THRZESIER, EAAhESEREX.

OpenShift Dev Spaces R FHMEAFIERIEE B1THF.

## Che Cluster Custom Resource H1# pvcStrategy FEiXi&E N per-user. per-
workspace =% ephemeral,
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https://access.redhat.com/documentation/zh-cn/red_hat_openshift_dev_spaces/3.14/html-single/user_guide/index#end-user-guide:requesting-persistent-storage-for-workspaces
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A ERERXBILFEE, ESH £ 3.1.1 17 “ELEdEdh#E dsc idiE
CheCluster BE X ¥R,

Ea D ERSTHhEHILFE, ESH &£ 3.1.27 “EH CLIEE
CheCluster B X ¥R,

spec:
devEnvironments:
storage:
pvc:
pvcStrategy: 'per-user’ ﬂ

o ANEERIERE S M. per- workspace 1 ephemeral,

3.8.3. EEEFHEA/N

&I LA per-user 2% per-workspace FiERIBECERFAMEBF(PVC) KN, BB
Kubernetes FEHEMHIEE CheCluster BiE X FIRFH PVC K/, BXaHEMKEIREER, &
#E iim,

RN AEEREKRN -

I per-user: 10Gi

I per-workspace: 5Gi
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iy =

1£ Che Cluster B X KR NArRREFERIR I EE LM claimSize FEX.

Rl L ERHLBE LR, 55 6 3.1.1 7 “GERE SRR EA dsc BE
CheCluster BE X ¥R

B LE ST R EFILFER, E205 5 3.1.2 77 “@@ M CLI RZ&
CheCluster HE X KR,

spec:
devEnvironments:
storage:
pvc:

pvcStrategy: '<strategy_names' ﬂ

perUserStrategyPvcConfig:
claimSize: <resource_quantity> 6

perWorkspaceStrategyPvcConfig: ﬂ
claimSize: <resource_quantity>

PR ESRBE - per-user 2 per-workspace =% ephemeral, 3T : G764 KRB ERFAN
=6, RAtEEERERFEEX/NSHEA PVC HXMNES.

HT—ThEERAXD, HEET—TRXERANFRAXIME, REEEFILAiEERR
i, FREREENFIEKXN,

(3.5

FHX/NBIIREE N Kubernetes TR E, aTAMNAMERE - Ei. Pi. Ti. Gi. Mi#l Ki,

3.9. ReE{UFRAMR
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https://kubernetes.io/docs/reference/kubernetes-api/common-definitions/quantity/
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% 3.9.1 11 “BeEAI IRH”

58 3.9.2 77 “B % X OpenShift Eclipse Che ConsoleLink El#5”

3.9.1. REAT I'RH

IR T MA@ OpenShift Dev Spaces Dashboard 3k & =B E RHl,

FRFH

B4 Openshift REEERIBRIERK oc RiF. HSM CLI AT,

it =

ERTHRER JSON X, AXHBALE—MNE, HPEIRRE—DTHL,

cat > my-samples.json <<EOF
[
{
"displayName": "<display_name>", ﬂ
"description": " <description>",
"tags": <tags>,
"url": " <url>",
"icon": {
"base64data": "<base64data>",
"mediatype’: "<mediatype>" G

}
}
]

EOF

BN ERAR.

BN iNE P
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L4

25 devfile WIEHEER) URL,

©

E#r19 base64 i EdE.

6]

EtReA T kRS, fign, image/png.

2.
FRATRHIECE IR ConfigMap :
oc create configmap getting-started-samples --from-file=my-samples.json -n
openshift-devspaces
3.
£ ConfigMap HiRINATR R :
oc label configmap getting-started-samples app.kubernetes.io/part-of=che.eclipse.org
app.kubernetes.io/component=getting-started-samples -n openshift-devspaces
4,

Bl OpenShift Dev Spaces Dashboard Tiil, EGHHRHI,

3.9.2. HE X OpenShift Eclipse Che ConsoleLink Etx

IR T 47 B X Red Hat OpenShift Dev Spaces ConsoleLink FE¥r,

FoREH
[
B OpenShift N ERIBRIE oc &if, HSM CLI Al
¥ =

fiEE Secret :

I oc apply -f - <<EOF
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https://docs.openshift.com/container-platform/4.16/rest_api/console_apis/consolelink-console-openshift-io-v1.html
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apiVersion: vi
kind: Secret
metadata:
name: devspaces-dashboard-customization
namespace: openshift-devspaces
annotations:
che.eclipse.org/mount-as: subpath
che.eclipse.org/mount-path: /public/dashboard/assets/branding
labels:
app.kubernetes.io/component: devspaces-dashboard-secret
app.kubernetes.io/part-of: che.eclipse.org
data:
loader.svg: <Base64_encoded_content_of _ the_image>ﬂ
type: Opaque
EOF

B

*FH{THREM Base64 %iid,

%#F devspaces-dashboard ByHEH SEHL,

=
o
B

£ Web 2HI5 IR B E L

3.10. EE F AR

AT AT B Red Hat OpenShift Dev Spaces B &3 IR AR R A E,

3.10.1. 7 Git #tp/EEAdE OAuth

& "] LAIfE OpenShift Dev Spaces #1 Git #tNfa [HESE OAuth, fTFRAF AR Git F6f8E -

28 3.10.1.1 77 “J9 GitHub E2i& OAuth 2.0”

28 3.10.1.2 17 “Jy GitLab A& OAuth 2.0”

4 Bitbucket fk558: A& OAuth 2.0, =79 Bitbucket =EZE OAuth 2.0

131


https://docs.openshift.com/container-platform/4.16/web_console/customizing-the-web-console.html#creating-custom-links_customizing-web-console
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N Bitbucket k5533 ECiE OAuth 1.0

%8 3.10.1.6 17 “Jy Microsoft Azure DevOps AR55ECE OAuth 2.0”

3.10.1.1. 25 GitHub Edi& OAuth 2.0

AR EA GitHub EIEENLE Git FiE%F :

®i& GitHub OAuth [ f(OAuth 2.0).

KM.A GitHub OAuth App Secret.

3.10.1.1.1. i%& GitHub OAuth N REFE

{8/ OAuth 2.0 i%& GitHub OAuth N &R,

SeRFMH
[ ]
2 &FiE GitHub,
i =
1.
¥ ZE https://github.com/settings/applications/new,
2.
BALLTE :
a.
N TR &H : &lt;application name>
b.

FE 01 URL : https:// &lt;openshift_dev_spaces_fqdn>/

#EAUDIE URL : https:/ &It;openshift_dev_spaces_fqdn&gt; /api/oauth/callback
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https://github.com/settings/applications/new
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3.
mif Register application,
4,
= Generate new client secret,
5.
S HFHREF GitHub OAuth & /4 ID, LAMETFER A GitHub OAuth App Secret I {§ .,
6.
S HIHR%F GitHub OAuth & /i Secret, LMEFEN A GitHub OAuth App Secret i i
M.
HAth TR

GitHub 314 : il OAuth M HER

3.10.1.1.2. b GitHub OAuth N2 Secret

A& FR A GitHub OAuth App Secret,

SEREH
[
%@ GitHub OAuth N ARRF 258K
[
Xi& GitHub OAuth App B 4B BILL T -
o
GitHub OAuth & /¥4 ID
o
GitHub OAuth Z /i Secret
[
BE%T BT OpenShift £EMEERIBRIE oc Rif, WESH CLI Al
ik

% Secret :
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kind: Secret
apiVersion: v1
metadata:
name: github-oauth-config
namespace: openshift-devspaces
labels:
app.kubernetes.io/part-of: che.eclipse.org
app.kubernetes.io/component: oauth-scm-configuration
annotations:
che.eclipse.org/oauth-scm-server: github
che.eclipse.org/scm-server-endpoint: <github_server_url> 9
che.eclipse.org/scm-github-disable-subdomain-isolation: 'false’ 6
type: Opaque
stringData:
id: <GitHub_OAuth_Client_ID> €}
secret: <GitHub_OAuth_Client_Secret> 9

OpenShift Dev Spaces fr#Z2[A], EAIAfH7 openshift-devspaces,

2]

XECRFEMHFERKN GitHub 75 : #£ GitHub.com = GitHub Enterprise
Cloud LIEERHOEN, FEKX—1T, XEHAEKIAM hitps:/github.com, £
GitHub Enterprise lR5538 ERREFMEEN, HHA GitHub Enterprise Server URL,

©

NREGRFAEMR FEFESE A58 GitHub Enterprise IRS523, BT EMRI%
BN true, BNEDTLIABEBSIFHIZE N false,

L4

GitHub OAuth & i ID,

©

GitHub OAuth % F i Secret.

N Secret :

$ oc apply -f - <<EOF
<Secret _prepared_in_the previous step>
EOF
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https://github.com
https://docs.github.com/en/enterprise-server/admin/configuration/hardening-security-for-your-enterprise/enabling-subdomain-isolation#about-subdomain-isolation
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R PEIFREE0IE Secret,

FEHH— GitHub 1N #EdE OAuth 2.0, EES PR, HUBEERAREHHNE=-4
GitHub OAuth Secret,

3.10.1.2. 75 GitLab Bi& OAuth 2.0

RYFAF{EA GitLab SLHEERIZE Git 8% -

ZE GitLab AU AFER(OAuth 2.0),

A GitLab AU R Secret,

3.10.1.2.1. iX& GitLab ZF{NAERF

{1 OAuth 2.0 i%i& GitLab BN AERF.

SeRFM
[}
=283 GitLab,
ik
1.
=IEH avatar, EHEIfE Edit profile ~ Applications,
2.
i A OpenShift Dev Spaces £y Name,
3.
A https://<openshift_dev_spaces_fqdn&gt; /api/oauth/callback ¥y Redirect
URI,
4,

derp LB S BT R SR8 EaRAE,
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5.
1£ Scopes T, % api. write_repository #l openid £ i%E4E,
6.
i Save application,
7.
S HIFHRTE GitLab N TER ID, LMEFER A GitLab-authorized R Secret I,
8.
S HIFHREF GitLab &/ ik Secret, LMEERN A GitLab-authorized A Secret K,
Hh BR

GitLab Docs: (N FHRFE

3.10.1.2.2. b GitLab-authorized N F#2F Secret

HE#5 3N A GitLab-authorized M Secret,

FoRFMH

W& GitLab RN AREFE5EMK.

W& GitLab RN AR ERBILUTE :

GitLab N AR ID

GitLab Client Secret

BE%T B OpenShift £EEMEERIBRIEK oc Rif, WHSH CLI Al

it =

% Secret :
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https://docs.gitlab.com/ee/integration/oauth_provider.html#authorized-applications
https://docs.openshift.com/container-platform/4.16/cli_reference/openshift_cli/getting-started-cli.html
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kind: Secret
apiVersion: v1
metadata:
name: gitlab-oauth-config
namespace: openshift-devspaces
labels:
app.kubernetes.io/part-of: che.eclipse.org
app.kubernetes.io/component: oauth-scm-configuration
annotations:
che.eclipse.org/oauth-scm-server: gitlab
che.eclipse.org/scm-server-endpoint: <gitlab_server_url> 9
type: Opaque
stringData:
id: <GitLab_Application_ID> €)
secret: <GitLab_Client_Secret> ﬂ

OpenShift Dev Spaces fp#Z2[H], BAIAfH 7 openshift-devspaces,

GitLab BR552% URL.JS https:/gitlab.com FF SAAS k&,

GitLab N F ID.

GitLab & /i Secret.

2.
R.FA Secret :
$ oc apply -f - <<EOF
<Secret _prepared_in_the previous step>
EOF
3.

R PBIFREE0IE Secret,

3.10.1.3. Jy Bitbucket fR5523ECi& OAuth 2.0

EmILUE A OAuth 2.0 fEA AN EBFEETE Bitbucket IRS5 23 EHIE Git 68/ -
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https://gitlab.com
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1£ Bitbucket fR5538 1% & OAuth 2.0 M REFHE,

4 Bitbucket AR5523 M F S A%EEE Secret,

3.10.1.3.1. 7£ Bitbucket R5583 Li%X& OAuth 2.0 M HRE#E

1£ Bitbucket fR5535 L% & OAuth 2.0 b HEFH#,

SeRFMH
[ ]
KB EXF Bitbucket IR5523.
i =
1.
#t A Administration > Applications > Application links.
2.
Y% Create link,
3.
PEFE External application #l Incoming.
4.

1£ Redirect URL =Exsh%ij A https:// <openshift_dev_spaces_fqdn>
/api/oauth/callback,

5.
1R B AR ) Admin - Write §i%1E,
6.
mili Save,
7.
SHIFREEN A Bitbucket N AR Secret B AKNE i ID,
8.
S HI3HR T Client secret, LUEFERN A Bitbucket N TR HEEE Secret N,
Hoth ¥R
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atlassian 3% : B&E & A5

3.10.1.3.2. /7 Bitbucket IR5523 N A OAuth 2.0 i FERF##E Secret

4 Bitbucket IR$5 23 A FF S A OAuth 2.0 N A% Secret,

FRFM

N AR 2 £ Bitbucket RS2 Li%iE,

%iE Bitbucket RN R FILLTFHE -

Bitbucket & i ID

Bitbucket & /'¥iu secret

BE%T B OpenShift £EEMEERIBRIE oc Rif, WHSH CLI Al

M7 Secret :

kind: Secret
apiVersion: v1
metadata:
name: bitbucket-oauth-config
namespace: openshift-devspaces
labels:
app.kubernetes.io/part-of: che.eclipse.org
app.kubernetes.io/component: oauth-scm-configuration
annotations:
che.eclipse.org/oauth-scm-server: bitbucket
che.eclipse.org/scm-server-endpoint: <bitbucket_server_url> 9
type: Opaque
stringData:
id: <Bitbucket_Client_ID> €)
secret: <Bitbucket_Client_Secret> ﬂ
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https://confluence.atlassian.com/bitbucketserver0720/configure-an-incoming-link-1116282013.html
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OpenShift Dev Spaces fr#&Z2[H], EAIAfH7 openshift-devspaces,

Bitbucket IR552389 URL,

Bitbucket & /i 1D,

Bitbucket &/ imil %,

2.
R.FA Secret :
$ oc apply -f - <<EOF
<Secret _prepared_in_the previous step>
EOF
3.

R PBIFREE0IE Secret,

3.10.1.4. 5y Bitbucket =EZE OAuth 2.0

A LS A P 4R Bitbucket =IEERIETE Git FFiEE -

1£ Bitbucket =Hi%iE OAuth & (OAuth 2.0),

4 Bitbucket =M. FH OAuth {§ifi# Secret,

3.10.1.4.1. 7£ Bitbucket =Hhi%& OAuth i fH#H

£ Bitbucket =H5y OAuth 2.0 i%& OAuth A%,

FoRFMH
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[}
R B & %5 Bitbucket =,
i =
1.
=IEH avatar, Bt A All workspaces T,
2.
EE—AITHERHRE.
3.
7 A Settings —~ OAuth consumers -~ Add consumer,
4,
#i A OpenShift Dev Spaces £y Name,
5.
A https://<openshift_dev_spaces_fqdn&gt; /api/oauth/callback ¥4 Callback
URL,
6.
1 Permissions F, idrfF ik ME#EESEE, RARRHGRE.
7.
VEBRMAETRE, RAEEHIHREENA Bitbucket OAuth 3E7t# Secret IS Key
14 :
8.
SHI3H{R % Secret 1, LUMEFER A Bitbucket OAuth E%t# Secret I {E A,
H{th BT iR

Bitbucket Docs : 7 Bitbucket =_L{#H OAuth

3.10.1.4.2. /7 Bitbucket =N OAuth &% #& Secret

1 Bitbucket =3 A OAuth {# & Secret,

FoRFMH

141


https://support.atlassian.com/bitbucket-cloud/docs/use-oauth-on-bitbucket-cloud

Red Hat OpenShift Dev Spaces 3.14 &5/

OAuth & 7E Bitbucket =Hi%E,

i%i& Bitbucket OAuth B &N EHRMLLTE :

Bitbucket OAuth {#E A& A

Bitbucket OAuth &7%& Secret

B85 B%r OpenShift EEHIEERBRAIE oc Rif, S CLI AT

Pt =

M7 Secret :

kind: Secret
apiVersion: v1
metadata:
name: bitbucket-oauth-config
namespace: openshift-devspaces
labels:
app.kubernetes.io/part-of: che.eclipse.org
app.kubernetes.io/component: oauth-scm-configuration
annotations:
che.eclipse.org/oauth-scm-server: bitbucket
type: Opaque
stringData:
id: <Bitbucket_Oauth_Consumer_Key> 9

secret: <Bitbucket_Oauth_Consumer_Secret> 6

OpenShift Dev Spaces fp#Z2[H, EAIAfH7 openshift-devspaces,

2]

Bitbucket OAuth &=,

©

Bitbucket OAuth ;&% Secret,
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2.
N.FA Secret :
$ oc apply -f - <<EOF
<Secret _prepared_in_the previous step>
EOF
3.

RSP EIFREE0IE Secret,

3.10.1.5. Jy Bitbucket fR5523ECi& OAuth 1.0

ARA P EREEE Bitbucket BRSS258 EHETE Git FHEE -

£ Bitbucket iR 5528 LiXiE N A F##(OAuth 1.0),

4 Bitbucket AR5533 5 F B A%EEE Secret,

3.10.1.5.1. 7£ Bitbucket [R55 33 Li% BN AR

1f Bitbucket iR558 L OAuth 1.0 &N AR,

FeREZ M
[ ]
128 & %3 Bitbucket RS %.
[ ]
OpenSSL REMEEIEEFERANRERS .
ik =
1.
EnSTHh, TS HIESSRUBVLEN Y, HFHENARNHBEFEE Secret I {#
A :

$ openssl genrsa -out private.pem 2048 && \

openssl pkcs8 -topk8 -inform pem -outform pem -nocrypt -in private.pem -out
privatepkcs8.pem && \

cat privatepkcs8.pem | sed 's/-----BEGIN PRIVATE KEY-----//g' | sed 's/-----END PRIVATE
KEY-----//g" | tr -d \n' > privatepkcs8-stripped.pem && \

openssl rsa -in private.pem -pubout > public.pub &&\
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1.

12.

13.

144

cat public.pub | sed 's/-----BEGIN PUBLIC KEY-----//g' | sed 's/-----END PUBLIC KEY-----//g'
| tr -d "\n' > public-stripped.pub && \

openssl rand -base64 24 > bitbucket-consumer-key &&\

openssl rand -base64 24 > bitbucket-shared-secret

At Administration — Application Links,

1£ URL FEhHi A https:// <openshift_dev_spaces_fqdn> /, == Create new link,

TEIR4LM9 Application URL F, %t Use this URL Ei%iEF #i; Continue,

# A OpenShift Dev Spaces {75 Application Name,

PEFE Generic Application 474 Application Type,

#i A OpenShift Dev Spaces {57 Service Provider Name,

$F bitbucket-consumer-key X H#HIPEFILE Consumer #,

¥F bitbucket-shared-secret X#-HIANAMNEEI Shared secret,

A <bitbucket_server_urk /plugins/serviet/oauth/request-token £ Request

Token URL,

A <bitbucket_server_url>/plugins/serviet/oauth/access-token 5 Access token

URL,

A <bitbucket_server_urk /plugins/serviet/oauth/authorize £ Authorize URL,

1t Create incoming ## S1k4E, SAFH 5 Continue,
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14,
#F bitbucket-consumer-key X#HHIREF/#ILEI Consumer Key.
15.
#i A OpenShift Dev Spaces £y Consumer %&#5,
16.
¥ public-stripped.pub X#HHAETRIEE A fh, AFH T Continue,
H{th BT

atlassian 3# : s EHMN BAEFREEEE

3.10.1.5.2. 7y Bitbucket [R5523 . AN R85 Secret

i Bitbucket IR 552575 F 5 F N AR 858 Secret,

SeRFH
[}
N ARFH 2 £ Bitbucket RS2 Li%iE,
[}
LUFERE N AR s QA S B A S 1T -
o
privatepkcs8-stripped.pem
o
bitbucket-consumer-key
o
bitbucket-shared-secret
[}
BE%T B OpenShift £EEMEERIBRIEK oc Rif, WHSH CLI Al
iz

M4 Secret :
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kind: Secret
apiVersion: v1
metadata:
name: bitbucket-oauth-config
namespace: openshift-devspaces
labels:
app.kubernetes.io/component: oauth-scm-configuration
app.kubernetes.io/part-of: che.eclipse.org
annotations:
che.eclipse.org/oauth-scm-server: bitbucket
che.eclipse.org/scm-server-endpoint: <bitbucket_server_url> 9
type: Opaque
stringData:
private.key: <Content_of_privatepkcs8-stripped.pem> 6
consumer.key: <Content_of_bitbucket-consumer-key>
shared_secret: <Content_of_bitbucket-shared-secret>

OpenShift Dev Spaces fp#&Z2[H], EAIAfH 7 openshift-devspaces.

Bitbucket k552389 URL,

privatepkcs8-stripped.pem XHHRZE,

bitbucket-consumer-key X#HAZE,

bitbucket-shared-secret X#HHRHA.

2.
R.FA Secret :
$ oc apply -f - <<EOF
<Secret _prepared_in_the previous step>
EOF
3.

R PEIFRE B0 Secret,
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3.10.1.6. & Microsoft Azure DevOps fRS5ECE OAuth 2.0

S ir A RS Microsoft Azure Repos LR Git 25 -

%i& Microsoft Azure DevOps Services OAuth B (OAuth 2.0),

RZF Microsoft Azure DevOps Services OAuth App Secret,

3.10.1.6.1. %@ Microsoft Azure DevOps Services OAuth N R

{81/ OAuth 2.0 % & Microsoft Azure DevOps Services OAuth 2R,

SR

[}
2 &FEE Microsoft Azure DevOps Services,

B

HERHIEA T Eid OAuth HHTE=AMNARFVIN. HSH JEsil
FI RSB AR P eI R 2 5REE,

it =

ilA] https://app.vsaex.visualstudio.com/app/register/,

BIALUTFA -
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AT : OpenShift Dev Spaces

b.

MARF&F : OpenShift Dev Spaces
C.

MNARRFMIL - https:/ &It;openshift_dev_spaces_fqdns/
d.

FEAUElA URL : https:/ &It;openshift_dev_spaces_fqdn&gt;
/api/oauth/callback

3.
1 Select Authorized scopes H, 7#%#: Code (EEXHIEA) .
4,
= Create application,
5.
SHFHEE App ID, LUMELERA Microsoft Azure DevOps Services OAuth App
Secret I {§ .,
6.
= Show LLE R Client Secret,
7.
S HIFEREF Client Secret, LMETERFH Microsoft Azure DevOps Services OAuth
App Secret K {fF,
H{th BT

{5 OAuth 2.0 #&#1iJiA] REST API

BRI BN AR R e e 2 SRS

3.10.1.6.2. i F Microsoft Azure DevOps Services OAuth App Secret
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AE#&FERIF Microsoft Azure DevOps Services Secret,

SeRFMH

[
%i& Microsoft Azure DevOps Services OAuth N R BE5EK.

%i& Microsoft Azure DevOps Services OAuth App I &4ERRLLTE :

MR ID

Client Secret

BE%T B OpenShift £EEMEERIBRIE oc Rif, WESH CLI Al

M7 Secret :

kind: Secret
apiVersion: v1
metadata:
name: azure-devops-oauth-config
namespace: openshift-devspaces
labels:
app.kubernetes.io/part-of: che.eclipse.org
app.kubernetes.io/component: oauth-scm-configuration
annotations:
che.eclipse.org/oauth-scm-server: azure-devops
type: Opaque
stringData:
id: <Microsoft_Azure_DevOps_Services_OAuth_App_ID>e

secret: <Microsoft_Azure_DevOps_Services_OAuth_CIient_Secret>G

OpenShift Dev Spaces fp & Z2[H], EAIAfH7 openshift-devspaces,

2]

Microsoft Azure DevOps fR55 OAuth R ID.
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©

Microsoft Azure DevOps Services OAuth Z /i Secret.

2.
R.FA Secret :
$ oc apply -f - <<EOF
<Secret _prepared_in_the previous step>
EOF
3.
R PE IR S 20 Secret,
4.

Z#F OpenShift Dev Spaces IRS5 234 £ BOHEH SERX.

3.10.2. ;y Dev Spaces A EcEEE A

180T LG M F P AR INEE R A 3 1%F OpenShift Dev Spaces i B Z £ # AR,

FRFM

BH%TEr OpenShift £EEMEERIBRIE oc Rif, ESH CLI Al

it
1
EXRAF AR
I $ USER_ROLES=<name> @)
HE—BIBER AR,
2,

HFIERE OpenShift Dev Spaces Operator Hfs % Z2[H] :

$ OPERATOR_NAMESPACE=$(oc get pods -l app.kubernetes.io/component=devspaces-
operator -0 jsonpath={".items[0].metadata.namespace"} --all-namespaces)
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BIRFRNAR :

$ kubectl apply -f - <<EOF
kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: ${USER_ROLES}
labels:
app.kubernetes.io/part-of: che.eclipse.org
rules:
- verbs:
- <verbs> ﬂ
apiGroups:
- <apiGroups>
resources:
- <resources> 6
EOF

XF <verbs >, FIHERF LN b B EMFTAE ResourceKinds #l
AttributeRestrictions B9FiA Verbs, fEalLI{EH * SkRMA DA,

2]

XF <apiGroups >, fHEAETIRM APIGroups & .

©

XIF <resources >, FIHILHNIN ARIMAAA R, EaLUER * RKRFAAEDhNE,

A aZ k% OpenShift Dev Spaces Operator :

$ kubectl apply -f - <<EOF
kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: ${USER_ROLES}
labels:
app.kubernetes.io/part-of: che.eclipse.org
subjects:
- kind: ServiceAccount
name: devspaces-operator
namespace: ${OPERATOR_NAMESPACE}
roleRef:
apiGroup: rbac.authorization.k8s.io
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kind: ClusterRole
name: ${USER_ROLES}

EOF
5.
BZi& OpenShift Dev Spaces Operator, FAREIRY che RS -
$ kubectl patch checluster devspaces \
--patch {"spec": {"components": {"cheServer": {"clusterRoles": ["${USER_ROLES}"]}}}}'\
--type=merge -n openshift-devspaces
6.
B OpenShift Dev Spaces k553, MABEREAHF :
$ kubectl patch checluster devspaces \
--patch {"spec": {"devEnvironments": {"user": {"clusterRoles": ["${USER_ROLES}"}}}}' \
--type=merge -n openshift-devspaces
7.
Z#F OpenShift Dev Spaces IRS5 23 4H A0 HEH SRk
8.

ZRAFREEXHERUNAFAR,

3.10.3. Bd & S %L

& o] LARARE Fo VPRLE AR - #14H U5 [r] OpenShift Dev Spaces.

FEREZH
[ ]
BH%F B OpenShift £EEMEERIBRIE oc Rif, HSH CLI Al
it
1.
Bdi& CheCluster HE X KR, iESH £ 3.1.2 T “{@MA CLI B2& CheCluster HE X &
P
spec:
networking:
auth:
advancedAuthorization:
allowUsers:

- <allow_users> ﬂ
allowGroups:
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2]

©

L4
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- <allow_groups> 9
denyUsers:

- <deny_users> 6
denyGroups:

- <deny_groups>

Fe¥Fiilml Red Hat OpenShift Dev Spaces B HlIsR,

FS¥Filnl Red Hat OpenShift Dev Spaces B 451K ({GEMATF OpenShift
Container Platform) ,

}644iJjin] Red Hat OpenShift Dev Spaces B HIK,

}644i)jin] Red Hat OpenShift Dev Spaces B 4HHIK ([{GERATF OpenShift
Container Platform) ,

Z#F OpenShift Dev Spaces IRS5 23 2H B0 HEH SERX.

Z YA iR OpenShift Dev Spaces, H S 1Z&MEl allowUsers 5k, =
&, EFERAIFEMNY, FHRZARME allowGroups 5k, R4 i
OpenShift Dev Spaces, HFE1HMNE denyUsers Bk, &, EFRAIFREN
H, FHFHZARMEl denyGroups Fl&km, MREAFAT allow #l deny 5k, ©ilfF
#IE4E1] OpenShift Dev Spaces,

IN5R allowUsers #1 allowGroups #%Z2, NIFiVFrr4 A ijiial OpenShift Dev
Spaces, {Bia4t FIFRABMAFBRA. MR denyUsers #l denyGroups HZe, MR fHF
kB8 fir5zk B Fijial OpenShift Dev Spaces.

IR allow 1 deny FUKER 722, NS rrAE A Vil OpenShift Dev Spaces,

3.10.4. MR A~ HIBLLET GDPR
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EaI LR OpenShift Container Platform LA #IE, LTS General Data Protection

Regulation (GDPR), &bl AEAHENABIEERIR. Hitt Kubernetes EfliZRIIHRREATRERMA
B, #2BATF Red Hat OpenShift Dev Spaces REM LN FAE R R LR,

g

H
[=]

Y40 TR R - BUR R A T RERY | A MHBREVBHRER IS S BR B A AT ik R !

FoRFM

B4 OpenShift Container Platform £EHMEIRIRIEEK oc Rifi. HS OpenShift
CLI Al'T,

EALL T e S OpenShift £ HBMAER :

I $ oc get users

MERAFZ&E :

B

MRAPFEEMARKBER (5E. ARKIRSKS) , NEEEMRXERR, &
EFaEMIERR .

I $ oc delete user <username>

\

Lth BT IR

%5 6 = @/H Dev Spaces fR5#5 API

% 3.2.1 1 “EiETR A


https://gdpr.eu/
https://docs.openshift.com/container-platform/latest/cli_reference/openshift_cli/getting-started-cli.html

%% 3 & Bdi& DEV SPACES
2% 8 = ##; Dev Spaces

3.11. idi& FUSE-OVERLAYFS

RiAMERT, BAEMEKUD)ES Podman #l Buildah, SfTRFHEIEX higBRMHEES B ER.

{82, UDI iy Podman #1 Buildah BB N AR RMUEN S HIZRN vis FiEEIERF. EEAM
BAREI, 15 fuse-overlayfs R IER, ZWhEFZIFILIRIAEHRE copy-on-write,

3.11.1. 7 OpenShift J5 A /dev/fuse B 231 R FBR

E(# [ fuse-overlayfs, ENFESiL /dev/iiuse At TR BRI,

WS ZITEIC.

OpenShift ii4 4.15 KRBEFHREAFRFTEIN TR, B /dev/ifuse & EIAAT A,

4l

g
O

BEXREATS

£ OpenShift ££&#7h il MachineConfig B2 —NEBEENBKAES, BHNE
TREHIRGHNEN,

#%& MachineConfig X#LL T f# B %1415 S M AT aErI XS,

SR Y
[ ]
Butane TE({B )REAEEIEAEFHANRERS D,
[ ]
BEX B OpenShift £EHERARIE oc &if. HSH CLI Al
Pk =3
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IRHE OpenShift ERHRBREINMEDLE - J—T m&ER, stBHMII control plane F1
worker 71 RB% T KR,

SFEHR—T SRR, WE
I $ NODE_ROLE=master
XF % R, XiE -

I $ NODE_ROLE=worker

2.
79 OpenShift Butane BB EMAXENELE, SR OpenShift £EMERATIRER
A, fin: 4.12.0. 4.13.0 =% 4.14.0,
I $ VERSION=4.12.0
3.

Bl —1 MachineConfig ¥i&, 7£ NODE_ROLE i s _EfI/E—1 % 99-podman-fuse i
EA CRI-O EdiE X4, HEE XA AL RIELE pod B /dev/fuse X &

cat << EOF | butane | oc apply -f -
variant: openshift
version: ${VERSION}
metadata:
labels:
machineconfiguration.openshift.io/role: ${NODE_ROLE}
name: 99-podman-dev-fuse-${NODE_ROLE}
storage:
files:
- path: /etc/crio/crio.conf.d/99-podman-fuse ﬂ
mode: 0644
overwrite: true
contents: g
inline: |
[crio.runtime.workloads.podman-fuse] 6
activation_annotation = "io.openshift.podman-fuse" ﬂ
allowed_annotations = [
"io.kubernetes.cri-0.Devices"
]
[crio.runtime]
allowed_devices = ["/dev/fuse'] @
EOF
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# drop-in BB XHHAA.

7E X podman-fuse TEfi %,

& podman-fuse TEfi % EM pod i,

U podman-fuse T {E i HAEMRTIR,

AL io.kubernetes.cri-o.Devices F#EHEE EH LR &I,

RF MachineConfig %iRfE, ENHAEHRN, RiENEMAESR worker ABHEANT RIA
B, AT RERE.

I $ oc get nodes

B -

NAME STATUS ROLES AGE VERSION
ip-10-0-136-161.ec2.internal Ready worker 28m v1.27.9
ip-10-0-136-243.ec2.internal Ready master 34m v1.27.9
ip-10-0-141-105.ec2.internal Ready,SchedulingDisabled worker 28m v1.27.9
ip-10-0-142-249.ec2.internal Ready master 34m v1.27.9
ip-10-0-153-11.ec2.internal Ready worker 28m v1.27.9
ip-10-0-153-150.ec2.internal Ready master 34m v1.27.9

LmAE%A worker ARKT RELT Ready KK, /dev/fuse FFRMGLEFLUT EMH
f£471 pod.

io.openshift.podman-fuse: "
io.kubernetes.cri-o.Devices: /dev/fuse

157



Red Hat OpenShift Dev Spaces 3.14 &5/

1.
KENE A worker f T R AR :

I $ oc get nodes

$TFFEI worker 77 2B oc debug &1,
I $ oc debug node/<nodename>

k4 99-podman-fuse B3 CRI-O BB X H 2 & F1E.
I sh-4.4# stat /host/etc/crio/crio.conf.d/99-podman-fuse

3.11.2. ETEX hfEFA fuse-overlayfs AT Podman #1 Buildah

oI LLE R https://access.redhat.com/documentation/zh-
cn/red_hat_openshift_dev_spaces/3.14/html-single/user_guide/index#end-user-guide:using-the-
fuse-overlay-storage-driver SREFH WA TIEX, LU Podman Hl Buildah 8 fuse-overlayfs fFfi#5X

HiER.
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BASEBIDEV R

BAEEEIDET R

IDE Ay RIiEMAT BHIbE, BRI RAHHEIE IDE 2 EAFRAFR,

2 4.1 77 “Microsoft Visual Studio Code ¥ & - FFiR”

4.1. MICROSOFT VISUAL STUDIO CODE ¥ & - FFig

FEEWYE, It IDE EHLLF Open VSX registry s£filiz— :

1£ OpenShift Dev Spaces i plugin-registry pod #2176 Open VSX registry B A =X,
SCfl, LI air-gapped. offline fll proxy-restricted £5E, #& AR Open VSX EMERNE S
open-vsx.org EAXmEY BN FE. LF&E TB8E L

Wi BEEM R/ 3 open-vsx.org SEMEK.

14l Open VSX registry 26, EBEZFIAIM OpenShift Dev Spaces T{FX pod iJjnl IR
i,

209 Open VSX FMsRAER A L6,

4.1.1. %+ Open VSX registry S:fl

209 Open VSX MR ER A L6,

WMEEIAM Open VSX registry SLHIFRZEEFEN, EolLUEFELLITFERIZ— :

https:/open-vsx.org _LH Open VSX registry SLHIEE1in B EM,

¥4l Open VSX registry 26, EBEZRIAIM OpenShift Dev Spaces T{FX pod ifjla]#IR4
2,
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Pk

%48 CheCluster BE X BRI openVSXURL 14 :

spec:
components:
pluginRegistry:
openVSXURL: "<url_of an_open_vsx_registry_instance>" ﬂ

$ln : openVSXURL: "https://open-vsx.org",

Z 1% plugin-registry pod Ak AB Open VSX registry S£61, %A
openVSXURL: ", &R LIHE L BT BIIZ.

MRATLMARBAEREFAEBVIRH URL, 319 openVSXURL #5F#3I Open VSX
registry LI URL, mA#{ERFL,

4.1.2. 7R AR Open VSX registry SCBlhZRinsiMiBRy &

A LUE#R A Open VSX registry SEfld Rk ibRy &, X ERaIEE AN TEX R ERAK
Open VSX EMERNE & LHIEE.

7

FE1£ OpenShift Dev Spaces BEfTEIKINEHMNRLESR, HET latest i75 =k SHA EB AR

s
e

160



FEAZEEBIDETE

KINEAN ALY BRAX HREFNT BAH -
1 Open VSX FftZ&Mis E JRBP R, BEHY BIIZXITEA URL,

MEHI# URL iZEX <publisher > M1& ¥k <extensions :

I https://www.open-vsx.org/extension/<publisher>/<extension>
7

MEP B{ATM Microsoft Visual Studio Marketplace 3%%8, {B%% Open VSX, &
ALUERY BX A BIRE X8 7 open-vsx.org X%, AaREMAILL GitHub #
k.

MET BAGEFRTHIAFHZENT BAHE open-vsx.org, BZxA5T BEXRNK
Open VSX, ZEfAM Open VSX FIBAR & 0],

THEHFHD R Y registry FHEE,

%5 OpenShift Dev Spaces AN M KIS :

I git checkout devspaces-$PRODUCT_VERSION-rhel-8

NFRERMIMERBANY R, EHE openvsx-sync.json X :

ERMY R, HRAGERFNT BATARME openvsx-sync.json X,

ZHHERY B, &M openvsx-sync.json X#shiltiig %k HBRFENT BER.

{#ERALLT JSON 3% -
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{

"id": "<publisher>.<extension>"

}
7R
[o]
open-vsx.org MRHT BRAZEIAMN, =&, EAILIEH fThRm
"<extension_version> version": " " LUEERA,
[o]

MEERMRT B R IR ERANT B L, EalLUfER B E UHEH registry
BBViNB URL EEEM vsix XERNT B -

{

"id": "<publisher>.<extension>",
"download": "<url_to_download_vsix_files",
"version": "<extension_version>"

}

M RAE YR, HHE Microsoft Visual Studio Marketplace B S,

5.
HEETRM registry BERHE&, HFHHELHR quay.io FRFJ MK -
a.
I $ ./build.sh -0 <username> -r quay.io -t custom
b.
I $ podman push quay.io/<username/plugin_registry:custom>
6.
SR IRISEEE M CheCluster HE X FIRLUIEREH &S (HliN, 7£ quay.iot) , FHRESR
™
spec:
components:
pluginRegistry:
deployment:
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BASEBIDEV R

containers:
- image: quay.io/<username/plugin_registry:customs
openVSXURL: "

K#E plugin-registry pod & B &R HEE1T.

FETHEK, #EETIEK IDE B Extensions FLE eI BT B,

4.2. 73 MICROSOFT VISUAL STUDIO CODE B2 &I {59 &

Eal LA Microsoft Visual Studio Code B product.json 34+ trustedExtensionAuthAccess
FEIGEFLEY R Al S KU R SR IE S .

"trustedExtensionAuthAccess": [
"<publisher1>.<extension1>",
"<publisher2>.<extension2>"

]

HIEBFREVIN GitHub, Microsoft SiEfRIRE OAuth MEMIRSSEIRSHYT BN, X&HEH. &
HHEFEPENT R ID, EERF eI LSRR,

&I LAfE devfile 3 ConfigMap e X 8, ERESENFRENILT, A ConfigMap I, &
MEMELEX LZHE, EXRFERTERMBEZFERANEA devfile F,

g

H
[=]

5 1EE A trustedExtensionAuthAccess £, E B afeatiz AN ERZ
28, (URFa{ET B RIBER,

HF Microsoft Visual Studio Code i 23 4B{E che-code Hitksh, HILREEETE
2| 5 shi 8 ef product.json X4,
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% X VSCODE_TRUSTED_EXTENSIONS ¥ #5758, 1 deviile.yaml s X Bz
£H# ConfigMap Z [E# 7%,

£ devfile.yaml Fi5E X VSCODE_TRUSTED_EXTENSIONS 35725 & :

env:
- name: VSCODE_TRUSTED_EXTENSIONS
value: "<publisheri>.<extension1s>,<publisher2>.<extension2>"

M VSCODE_TRUSTED_EXTENSIONS 3f157s &% ConfigMap :

kind: ConfigMap
apiVersion: vi
metadata:
name: trusted-extensions
labels:
controller.devfile.io/mount-to-devworkspace: 'true'
controller.devfile.io/watch-configmap: 'true’
annotations:
controller.devfile.io/mount-as: env
data:

VSCODE_TRUSTED_EXTENSIONS: '<publisheri>.<extension1>,<publisher2s.
<extension2>'

E2NEFETEX SN @47, XHRM trustedExtensionAuthAccess 38957 nZ!
product.json /1,
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% 5% &2 VISUAL STUDIO CODE - FHE ("ftF5 - 0SS")

&5 5 & Aci& VISUAL STUDIO CODE - R (" - OSS")

T Aol Edi& Visual Studio Code - Open Source ("Code - 0SS"),

B517 “EERA—MNSRIFX”

5.1. EER—HZRITFX

FRAZRITHFEXIE, ETULER—TERPHSIGE K, SE—RELESMEXTE, 0
P eSO SRR, XIFERM.

7

&t 2.2 VS Code "workspace” LIS iFih T MR E T EX X

b

N
p o
;

il

THEEEIAKENES root R HITH,

B ITEXE, K%K /projects/.code-workspace THEX ¥, TEXXHNEE devfile ik iFT
E=RUi= R

{

"folders": [

{
"name": "project-1",
"path": "/projects/project-1"
b

{
"name": "project-2",
"path": "/projects/project-2"
}

1

}

MRIEXXHERFE, WSEHE, MERPVITHEEIM deviile HIREL, MRIEM devfile Hil
BRUiE, SRAREEITFERXHH,
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BRI ESERINT Y, FRUBACH TR HRBIAIRTFX,

REEHCH IR XM

547 .code-workspace M T X X M FEMEENRB X, BT /EX)E, Visual
Studio Code - Open Source ("Code - OSS")fHEFA T EX X, HNER.

{

"folders": [

{
"name": "project-name",
leathlv: H.H

B

B TEX ST AND. IRBINEER, HITH—1Z2H Visual
Studio Code - Open Source ("Code - OSS"),

B

MREEZANTH, WIEXXERMNE—PTIEIKI. MRE T
BHRAEFEIEXXH, NB— M HIEX, FHBIE projects BxH,

EEFAITFERH,

1£ devfile H3E Y. VSCODE_DEFAULT_WORKSPACE 5% &, HIEERTIFXX
HEIEMALE,

env:
- name: VSCODE_DEFAULT_WORKSPACE
value: "/projects/project-name/workspace-file"

LLH root BERITH T,
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%5 5 % K2 VISUAL STUDIO CODE - FFE("f¢F5 - 0SS")

E X VSCODE_DEFAULT WORKSPACE I aZs 8 Hi% &N root,

env:
- name: VSCODE_DEFAULT_WORKSPACE
value: "/"
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%5 6 = {§f DEV SPACES R55%: API

ZEH OpenShift Dev Spaces IR5588 TYFfiEk, iHEA Swagger Web F /7 5TERN % OpenShift
Dev Spaces iR%5%% AP,

it

A

#E A\ Swagger APl web FAF"5iM : https:// <openshift_dev_spaces_fqdn> /swagger.

Swagger
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% 7%= 714 DEV SPACES

%8 7 & 7% DEV SPACES

AZ 13k T il M CodeReady Workspaces 3.1 2% OpenShift Dev Spaces 3.14,

7.1. A% CHECTL ETH

IXERD LR T A AL dsc EETE,

F1.27 “RE dsc BEETHE”,

7.2. 15 E EATHEAEREE

Red Hat OpenShift Dev Spaces Operator 3T+ RBE -

B3
% Operator A A}, Operator AREH MBI,
Manual (F3))

B RRERN, [EFIHARNER,

EaI LU OpenShift Web #4145 Red Hat OpenShift Dev Spaces Operator 35 B H#t 3R
B,

FRFH

SRRFEHE G OpenShift Web #HIAR1E, HSH Uil Web #£H5,

FEAIIEE SRS BRLEM OpenShift Dev Spaces S:f,

Y=

1£ OpenShift Web $#£$l&, 3 AZl| Operators — Installed Operators.
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2.
EREM Operator 5lZ%+, == Red Hat OpenShift Dev Spaces.
3.
77 A Subscription 5,
4,
$f Update #it#£5RB& Bdi&E N Automatic 3¢ Manual,
H{th BT

N Operator FEFHiE

7.3. {81/ OPENSHIFT WEB ##I&#4% DEV SPACES

EaI LU OpenShift web #E#l& d B Red Hat OpenShift Dev Spaces Operator M Red Hat
OpenShift Dev Spaces Operator F&ifit 2.

FoRFH

SRRFEHE 5 OpenShift Web #HIAR1E, HSH Uil Web #£H5,

FEAIIEE SRS BRLEM OpenShift Dev Spaces S:f,

T B HRBIREAESRRE D9 Manual, H56 5 7.2 717 “f5E EATHEAESRRE ",

¥ =
[ ]
Fhilt #EF4EM Red Hat OpenShift Dev Spaces Operator #%., #EZ 5 Fohiltt 4t
I Operator #H %,
1.
7 AZl OpenShift Dev Spaces 6,
2.

3.14 IRFSH TmER A W,
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% 7%= 714 DEV SPACES

=
o
B

Fohib R M Operator #4
7.4.{#H CLIEHE T EHY DEV SPACES
ATk TR CLI BB T EMUEINR ERRAFAK,

FeRFMH

OpenShift FRERIK,

—ALLEiI# CodeReady Workspaces hxA<HyS:f6l, {F[BE— OpenShift scfildhiy CLI EE
T ERETE openshift-devspaces OpenShift TiH 1,

FAF OpenShift Dev Spaces hii4 3.14 B DSC, #HS : 5 1.2 77 “&%E dsc EETEH”,

it =

REEYFHHEEERTA EEZ1T8 CodeReady Workspaces 3.1 TEXH Git 5.
% CodeReady Workspaces 3.1 IR A TFX.

F4%; OpenShift Dev Spaces :

I $ dsc server:update -n openshift-devspaces

k

N
p
;

il

S F RN R R B MERE, 5% --k8spodwaittimeout=1800000 7%
2T, ¥ Pod &I EHAY EEI 1800000 ms 3k K],
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7 A% OpenShift Dev Spaces 4,

3.14 A SE T mMELSE = I,

7.5. EZRUMEH Y DEV SPACES

AT T an{el A ZBRIF R R CLI EE T E A Red Hat OpenShift Dev Spaces H TR Ehk
*Eﬁo

FRFH

[ ]
OpenShift Dev Spaces Sl 27 OpenShift L{fF openshift-devspaces i B dsc --
installer operator 77552, HSH & 2.1.4 17 “EZRIFEHRZE Dev Spaces”,

OpenShift £ E 8 64 GB BRI Z2(H],

OpenShift BB AR IFESZRMLE LiZ1T, OpenShift control plane AT LAV M BEM, &
S X TR FENREGR, Dk EZBRM%HEEH Operator Lifecycle Manager.

B71 OpenShift £ EERIIEX oc &ifi. 1ESH OpenShift CLI A,

—A Bl registry.redhat.io ZLI§ X RE HEMEKM oc registry &ifi, S : Red Hat
Container Registry S35k,

opm.i&E & %% opm CLI,

ja. 3 &M T jg.

Podman.i&£ % Podman Z2251i00,

Skopeo A 1.6 EEIRA, FSH L3 Skopeo,
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% 7%= 714 DEV SPACES

—ANEEKM skopeo &1, ATFEEXNFAH Docker EMFEMIViAl, [ registry #HiTEAE
uE, FNETTERERNZE mirror FiR.

FAF OpenShift Dev Spaces hit4 3.14 B9 DSC, HS 1 % 1.2 17 “&% dsc EHETE”,

it

TEHHPITHEGHE, LIREAE L Operator HEHEFEXMNGE : prepare-restricted-

environment.sh,

$ bash prepare-restricted-environment.sh \
--devworkspace_operator_index registry.redhat.io/redhat/redhat-operator-index:v4.16\

--devworkspace_operator_version "v0.28.0" \
--prod_operator_index "registry.redhat.io/redhat/redhat-operator-index:v4.16" \

--prod_operator_package _name "devspaces" \
--prod_operator_bundle_name "devspacesoperator” \
--prod_operator_version "v3.14.0" \

--my_registry "<my_registry>" ﬂ

B&NZEG&RINFAE Docker registry

1£ CodeReady Workspaces 3.1 LBz iTMMAE TEXH, RERSGHETHHKEZXRD Git 7
fifE,

{£1t CodeReady Workspaces 3.1 SLHlrhpra TFX,
BT e:

$ dsc server:update --che-operator-image="$TAG" -n openshift-devspaces --
k8spodwaittimeout=1800000

7 A% OpenShift Dev Spaces -6,
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3.14 IRFSH TmER A W,

=
=
=

LTHg1RELAY Operator H%

EEAENBX

7.6. /£ OPENSHIFT &% DEV WORKSPACE OPERATOR

EFLERERT, 1 OLM EG=EEAY, OpenShift Dev Spaces FJ Dev Spaces Operator AlgES
Hzh%Z# Dev Workspace Operator, BIfifE LB EFE. EXMERT, EAILHES OpenShift £
i Dev Workspace Operator, #1FFf7R :

SeRFMH

—NEHKE oc R, FAKRIEE L FIBIR OpenShift &8, E5 CLI AT,

1£ OpenShift Web #HI& 1 Installed Operators TiiH, E&EEF| Dev Workspace
Operator %1 %&H, HBE—14TF Replacing fl Pending &/ HH—1%H,

TR B S ¥EE pod B9 devworkspace-controller % %2,

Wit FH R SEB& % B ) None FHHIBA%E 4 webhook #84, B DevWorkspace 1
DevWorkspaceTemplate B & X ¥5iEE X (CRD) :

spec:
conversion:

strategy: None
status:
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% 7%= 714 DEV SPACES
N

#&aILLid /£ Administration — CustomResourceDefinitions H1i##3& DevWorkspace #l
DevWorkspaceTemplate CRD, 1 OpenShift Web #£Hl&5# Administrator 1 2%
# DevWorkspace #1 DevWorkspaceTemplate CRD,

4

al

DevWorkspaceOperatorConfig 1 DevWorkspaceRouting CRD BKi\ 55
HLSRB&I%IE ) None,

fER Dev Workspace Operator 1] :

$ oc delete sub devworkspace-operator \
-n openshift-operators

%% Dev Workspace Operator B openshift-operators =k OpenShift i H,

3KEX < devworkspace_operator.vX.Y.Z > 13\ H9 Dev Workspace Operator CSV :
I $ oc get csv | grep devworkspace
ffIBa%F4 Dev Workspace Operator CSV :

$ oc delete csv <devworkspace _operator.vX.Y.Z>\
-n openshift-operators

%% Dev Workspace Operator B openshift-operators =k OpenShift i H,

E# I Dev Workspace Operator iT 5 :

$ cat <<EOF | oc apply -f -
apiVersion: operators.coreos.com/vialphat
kind: Subscription
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metadata:
name: devworkspace-operator
namespace: openshift-operators
spec:
channel: fast
name: devworkspace-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
installPlanApproval: Automatic
startingCSV: devworkspace-operator.v0.28.0
EOF

Automatic = Manual,

B

%} F installPlanApproval: Manual, 7 OpenShift Web {ZHI& 8
Administrator #ifidh, A Operators — Installed Operators, & Dev
Workspace Operator LU FAZA : Upgrade available —~ Preview
InstallPlan — Approve,

1£ OpenShift Web #E§I& 8 Administrator #if s, 3 A Operators - Installed
Operators F# % Dev Workspace Operator B Succeeded K7,
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&5 8 = HI#k DEV SPACES
£E 8 &= HIE; DEV SPACES

g

H
[=]

#1%; OpenShift Dev Spaces JllIB}FTH OpenShift Dev Spaces #HXHF F#
7!

{81/ oc H1#; OpenShift Dev Spaces 4,

FRFH

DSC.iESMH : F£1.27T “KE dsc EEHTEHE”,

fifiB& OpenShift Dev Spaces 4 :

I $ dsc server:delete

7
--delete-namespace EYiffifR OpenShift Dev Spaces s Z2[H],

--delete-all ;&R Dev Workspace Operator FI#fX ¥R,
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