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£ 1= KB5S REDIS WL LS

B1EZ MBS REDIS WL L2EE

£ Red Hat OpenShift GitOps RE R EHIZ &L (TLS) MNER, EaLURT Argo CD H4H Redis 172
FIRDEIE, FERITLH B ERNBREIE,

A LMFER L TR EZ — &5 Redis RIS :
e J5M autotls XiB, & TLS M4 R3E LAYIEH,
o EIEABFFILEX G2 argocd-operator-redis-tls secret, FHIEE TLS M,

FERZEEEHESARMY (HA) W Ee LUER XK EE,

11, FeoR M
o EALUEH cluster-admin 1R 1 [n] &8,
e jj[a] OpenShift Container Platform web 1Z%I&

o MEEEHLIET Red Hat OpenShift GitOps Operator,

1.2. N/EE T AUTOTLS #J REDIS fiZi& TLS

IRE LOB A EFT IS B AR Argo CD SEfldh = A autotls 1% & 4 Redis ECiE TLS %, ECESBELHE
% argocd-operator-redis-tls secret, BRREH—FLHF K, BAEI, OpenShift Container Platform 2
ME— 5232 R secret N

' Ei\ 150 T2 M autotls % E.

it =

1. E[EF OpenShift Container Platform Web &,

2. BIEE AT autotls 8 Argo CD L4 :

a. 7£ Web #2HI&H) Administrator AR, FELMNSHEHRH A Administration »
CustomResourceDefinitions,

b. 13z argocds.argoproj.io 7 ArgoCD BE X HRE X (CRD),

c. 1 CustomResourceDefinition iFFtETIEH, = Instances £li£, AR Create
ArgoCD,

d. ESHEHE LA TREAM YAML :

J&H autotls B Argo CD CR =l

apiVersion: argoproj.io/vibetai
kind: ArgoCD
metadata:

name: argocd ﬂ

namespace: openshift-gitops 9
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spec:
redis:
autotls: openshift 6
ha:
enabled: true ﬂ

Argo CD SEfIBy & TR,
EJZ217 Argo CD L8R 22 A,

= i autotls % & 3 Redis A& TLS iF HBHIFRIC,

- -

JEF HA ZhEE® flag (H. INRAFERA HA, BERESEILIT, HEREEIX) false,

R
T4, EEILLETEIT U T oS REE AL FER Argo CD £ Ef5 A autotls K& :

$ oc patch argocds.argoproj.io <instance-name> --type=merge -p '{"spec"{"redis":
{"autotls":"openshift"}}}'

e. = Create,

f. 3% Argo CD pod BB BB HEIZIT ¢
I $ oc get pods -n <namespace> 0

ﬂ 18217 Argo CD SEfl89an £ 22 (8], 40 openshift-gitops.

FH HA B9%i =51

NAME READY STATUS RESTARTS AGE
argocd-application-controller-0 1/1 Running 0 26s

argocd-redis-84b77d4f58-vp6zm 1/1 Running 0 37s
argocd-repo-server-5b959b57f4-znxjq 1/1  Running 0 37s
argocd-server-6b8787d686-wv9zh 1/1 Running 0 37s

ERAHAMTLS BEBEE DNEDVLBE =1 worker TRIER, MREEAT
5/ HABCBH Argo CD *WIJ, AREEENL D RIF S E R H,

JARAT HA it =Bl

NAME READY STATUS RESTARTS AGE
argocd-application-controller-0 1/1 Running 0 10m
argocd-redis-ha-haproxy-669757fdb7-5xg8h 1/1  Running 0 10m
argocd-redis-ha-server-0 2/2  Running 0 9m9s
argocd-redis-ha-server-1 2/2  Running 0 98s
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argocd-redis-ha-server-2 2/2 Running 0 53s
argocd-repo-server-576499d46d-8hgbh 1/1 Running 0 10m
argocd-server-9486f88b7-dk2ks 1/1 Running 0 10m

3. 4ZiE argocd-operator-redis-tls secret @A 20/ :
I $ oc get secrets argocd-operator-redis-tls -n <namespace> ﬂ

ﬂ 18217 Argo CD SEfl89an 422 (8], 40 openshift-gitops.

i th o B
NAME TYPE DATA AGE
argocd-operator-redis-tls kubernetes.io/tls 2  30s

secret T2 kubernetes.io/tls 2528, K/ 2,

1.3. HZFA T AUTOTLS ¥ REDIS BZi& TLS
IR E] LU R B EHANIE T4 6% argocd-operator-redis-tls secret, 4 Redis FEIECE TLS 1%, H4,
IRILIGERE secret LUETRERB T EHM Argo CD 21, X F/EAT =AM (HA) BEHI, AIERIETF
secret WHRERKBRAARME,
Pk

1. E[EF OpenShift Container Platform Web 6 &,

2. BIE Argo CD 2E41 :

a. 1E Web 1#ZHIA B Administrator A/, FERAZLMSHMERHA Administration —
CustomResourceDefinitions,

b. %% argocds.argoproj.io 3= ArgoCD B E X HRE X (CRD),

c. 1£ CustomResourceDefinition F{ETIE A, = Instances 1%EUiF, AE = Create
ArgoCD.,

d. SESEHE LA TREAM YAML :

M autotls B9 ArgoCD CR =l

apiVersion: argoproj.io/vibetai
kind: ArgoCD
metadata:

name: argocd ﬂ

namespace: openshift-gitops 9
spec:

ha:

enabled: true 6

ﬂ Argo CD SEfIBy & TR,

@ SiE1T Argo CD RIS AZEIA,
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9 JE R HA ShEER flag (B, MIRAEMA HA, EAXABS ST, HEMIFEEILN false,

e. = Create,

f. 351k Argo CD pod @B EBREHIEIZTT ¢
I $ oc get pods -n <namespace> 0

ﬂ 18217 Argo CD SEfl89an 422 (8], 40 openshift-gitops.

FH HA B9%i =5l

NAME READY STATUS RESTARTS AGE
argocd-application-controller-0 1/1 Running 0 26s

argocd-redis-84b77d4f58-vp6zm 1/1 Running 0 37s
argocd-repo-server-5b959b57f4-znxjq 1/1  Running 0 37s
argocd-server-6b8787d686-wv9zh 1/1 Running 0 37s

FEEHAMTLS BBEZTE—NEVE=D worker TRBVEERE, MREERET
8/ HA BCiB#I Argo CD 2141, ﬂﬁ%%%ﬂﬁ%@ﬁﬂﬂ? TREH.,

JARAT HA i =Bl

NAME READY STATUS RESTARTS AGE
argocd-application-controller-0 1/1 Running 0 10m
argocd-redis-ha-haproxy-669757fdb7-5xg8h 1/1  Running 0 10m
argocd-redis-ha-server-0 2/2 Running 0 9m9s
argocd-redis-ha-server-1 2/2 Running 0 98s
argocd-redis-ha-server-2 2/2  Running 0 53s
argocd-repo-server-576499d46d-8hgbh 1/1 Running 0 10m
argocd-server-9486f88b7-dk2ks 1/1 Running 0 10m

3. BIBEHHAERE, FRUTETIZ— 7 Redis RESWOUB—IBEZRILT :

o XIFEMET HAB Argo CD 52fl, EizfTUUTH% :

$ openssl req -new -x509 -sha256 \

-subj "/C=XX/ST=XX/O=Testing/CN=redis" \

-regexts SAN -extensions SAN \

-config <(printf "\n[SANJ\nsubjectAltName=DNS:argocd-redis.
<namespace>.svc.cluster.local\n[req]\ndistinguished_name=req") \ ﬂ

-keyout /tmp/redis.key \

-out /tmp/redis.crt \

-newkey rsa:4096 \

-nodes \

-sha256 \

-days 10

ﬂ 187217 Argo CD SEfl89an 422 (8], 40 openshift-gitops.
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i tH 7 B

Generating a RSA private key

writing new private key to /tmp/redis.key’
o XF/EAT HA B Argo CD SEffl, iZ{TAT @4 :

$ openssl req -new -x509 -sha256 \

-subj "/C=XX/ST=XX/O=Testing/CN=redis" \

-regexts SAN -extensions SAN \

-config <(printf "\n[SANJ\nsubjectAltName=DNS:argocd-redis-ha-haproxy.
<namespace>.svc.cluster.local\n[req]\ndistinguished_name=req") \

-keyout /tmp/redis-ha.key \

-out /tmp/redis-ha.crt \

-newkey rsa:4096 \

-nodes \

-sha256 \

-days 10

Q 18217 Argo CD SEfl89an £ 22 [8], 40 openshift-gitops.

i th o Bl

Generating a RSA private key

FH HA 8%t =5l

redis.crt
redis.key

JARAT HA it =Bl

redis-ha.crt
redis-ha.key

5. RIBEMHARE, ERALTETZ—03 argocd-operator-redis-tls secret :
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o WFHMT HAB Argo CD LI, HZFTU T4 :
I $ oc create secret tls argocd-operator-redis-tls --key=/tmp/redis.key --cert=/tmp/redis.crt
o XfF/GHT HA B Argo CD £f5l, ZfTLAT@% @

I $ oc create secret tls argocd-operator-redis-tls --key=/tmp/redis-ha.key --cert=/tmp/redis-
ha.crt

i Bl
I secret/argocd-operator-redis-tls created

6. Ef# secret AIR'RERBTF Argo CDCR :

I $ oc annotate secret argocd-operator-redis-tls argocds.argoproj.io/name=<instance-name>

Q 157 Argo CD s£fIlB9& %5, 0 argocd.

it B

I secret/argocd-operator-redis-tls annotated
7. %k Argo CD pod @B B FHEIZIT ¢

I $ oc get pods -n <namespace> ﬂ

Q 187217 Argo CD SEfl89an 422 (8], 40 openshift-gitops.

A HA B9%i =5l

NAME READY STATUS RESTARTS AGE
argocd-application-controller-0 1/1 Running 0 26s

argocd-redis-84b77d4f58-vp6zm 1/1 Running 0 37s
argocd-repo-server-5b959b57f4-znxjq 1/1  Running 0 37s
argocd-server-6b8787d686-wv9zh 1/1 Running 0 37s

SNRIBFERA T R HA BLER Argo CD 24, RTRERZE LB A F & T ki
E‘O

Eas

JARAT HA i =Bl

NAME READY STATUS RESTARTS AGE
argocd-application-controller-0 1/1 Running 0 10m
argocd-redis-ha-haproxy-669757fdb7-5xg8h 1/1  Running 0 10m
argocd-redis-ha-server-0 2/2  Running 0 9m9s
argocd-redis-ha-server-1 2/2  Running 0 98s
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argocd-redis-ha-server-2 2/2  Running 0 53s
argocd-repo-server-576499d46d-8hgbh 1/1 Running 0 10m
argocd-server-9486f88b7-dk2ks 1/1 Running 0 10m
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$ 2= [FHT A GITOPS # SECRET STORE CSI IRZhi2FE L4 it
=12 SECRET

A5 1R SETE OpenShift Container Platform 4.14 & 2 [E#IAR A F ¥ Secret Store Container Storage
Interface (SSCSHIXENFEF 5 GitOps Operator &£

2.1. FAHH GITOPS B SECRET STORE CSI I Zhf2F&EIE SECRET #ih
BENAREESERREL, MBHENASEG, SRRy REFNEL5E, MREATRRMEE,
SR i A ERELE R T A G A1 I (RBAC), IS APl 2 etcd Ui A BRMEMA AZR AT LU SRS,
1BER secret,

FE

FATE R R 22 (8] R O pod BIERIAER BT LUFE F1% RBAC BLEX 1% fin 44 22 (8] /h B9[]

secret, f#f SSCSI Driver Operator If, f&a]LUEANEB secret FERREMFMHFF N
pod IRHEBRE(E B

¥ OpenShift Container Platform SSCSI JX 125 GitOps Operator £XHIITTZEIELUTH I -
1. 7£ GitOps R EfE AWS Secrets Manager %R
2. E2i& SSCSI IKEIFERFF M AWS Secrets Manager ##i secret

3. BLi& GitOps £ E FRLUEAFEH secret

210 R

§% SSCSI IRENT2RES GitOps Operator ERA LTI :
e IS GitOps TERM R MFME
o HENTIF secret WRE/EHNBHIMMEIERE pod A

o HRZEFWYFIHRER

2.1.2. Secret FZEHE N
LAF secret Zi#HERN B A A F Secret Store CSI Driver Operator :

® AWS Secrets Manager
® AWS Systems Manager Parameter Store
® Microsoft Azure Key Vault

fBign, FIZEER AWS Secrets Manager #E7°#7& SSCSI Driver Operator By secret FE N E, LT
TPIERT GitOps FEFEFRBIB KL, BRI #EA AWS Secrets Manager H# secret :

GitOps f&ii#iFE B B K551 Bl

— config
| F— argocd

| | F— argo-app.yaml

10
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| | |— secret-provider-app.yaml ﬂ
]
| L—sscsid @
| L— aws-provider.yam! €)
— environments
— dev @)
F— apps

| L— app-taxi 6

L—env
F— new-env

771i#% aws-provider.yaml XX B 5%,

|

|

|

I B

| | | credentialsrequest-dir-aws )
|

|

|

|

Z5% AWS Secrets Manager N H 1 ©E8E FHRBIER B X4,

B AT AWS Secret Manager #I5 AR FFFIERE FIRAVED B ST,

T EERE Pod MIEIEIERHIE K.

771i% SecretProviderClass FHRBIE 5, LUE R secret FEALN .

7Zi# credentialsrequest.yaml SX#HBISUHR, WX HBEERFRKNEE, LU secret HEEEIER
Z pod,

Q900009

2.2. FERFM
o RAETLUEM cluster-admin FUFR 5 7] S 8%,
e ijj/a] OpenShift Container Platform web %15,
o MERIFPESYTF ccoctl ZHHIX 4,
e E&K|jqCLIITE,
o EHUREFRITE AWS £, FHEM AWS ZETREIRSS (STS).
o EBEJF AWS Secrets Manager EC& N 1FEFF M secret,
® SSCSI Driver Operator B EEEEH,
o MEEEHLIET Red Hat OpenShift GitOps Operator,
o B — GitOps & FE R {E A secret,

o BELUER Argo CD admin MK &2 Argo CD 541,

2.3. £ GITOPS G /EH 1Fi% AWS SECRETS MANAGER %R

1
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AIEmIRME T B, AIEBIEYT GitOps TEGRS Secret Store Container Storage Interface (SSCSI)
Driver Operator ¥ B, 1 secret M AWS Secrets Manager #£#: %] OpenShift Container Platform &
B CSI &,

B

& control plane B A~ #{$ SSCSI Driver Operator 5 AWS Secrets Manager 1&EC {8
F,

FeREH
o RATLUFA cluster-admin R R &EEE,

e ijj/i] OpenShift Container Platform web %15,

o MERINFPESYF ccoctl ZHHIX 4,

e E&K|jqCLIITE,

o MHEBLREMEAWS L, HEM AWS RETIRSS (STS),
o EBEF AWS Secrets Manager EC& N 1F AT M secret,

® SSCSI Driver Operator BR&EEEEH,

o MEEEHLIET Red Hat OpenShift GitOps Operator,

o B — GitOps FF#FE R fE A secret,

o BELUEF Argo CD admin MK &2 Argo CD 541,

it =3
1. %% AWS Secrets Manager N EFRINTHR -

a. 1£ GitOps Fi#%ER, FERUTEBELR—/ B8RRI aws-provider.yaml 324, LUEN
AWS Secrets Manager N FEERE HHR

BF

SSCSI IKENFEFHI AWS Secrets Manager RN R — 1 LN .

EERIBIE L AWS S IR EEHTER, MEEAUS
OpenShift Container Platform IE& T{E, *fIHECEBIE XA BER RN TNRE,

aws-provider.yaml 3446l

apiVersion: vi
kind: ServiceAccount
metadata:
name: csi-secrets-store-provider-aws
namespace: openshift-cluster-csi-drivers
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole

12
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& 25 [#HTA GITOPS B SECRET STORE CSI iR RLihETE SECRE”

metadata:
name: csi-secrets-store-provider-aws-cluster-role
rules:
- apiGroups: [""]
resources: ["serviceaccounts/token"]
verbs: ["create"]
- apiGroups: [""]
resources: ["serviceaccounts"]
verbs: ["get"]
- apiGroups: [""]
resources: ["pods"]
verbs: ["get"]
- apiGroups: [""]
resources: ["'nodes"]
verbs: ["get"]
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: csi-secrets-store-provider-aws-cluster-rolebinding
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: csi-secrets-store-provider-aws-cluster-role
subjects:
- kind: ServiceAccount
name: csi-secrets-store-provider-aws
namespace: openshift-cluster-csi-drivers
apiVersion: apps/v1
kind: DaemonSet
metadata:
namespace: openshift-cluster-csi-drivers
name: csi-secrets-store-provider-aws

labels:
app: csi-secrets-store-provider-aws
spec:
updateStrategy:
type: RollingUpdate
selector:

matchLabels:
app: csi-secrets-store-provider-aws
template:
metadata:
labels:
app: csi-secrets-store-provider-aws
spec:
serviceAccountName: csi-secrets-store-provider-aws
hostNetwork: false
containers:
- name: provider-aws-installer
image: public.ecr.aws/aws-secrets-manager/secrets-store-csi-driver-provider-
aws:1.0.r2-50-g5b4aca1-2023.06.09.21.19
imagePullPolicy: Always
args:
- --provider-volume=/etc/kubernetes/secrets-store-csi-providers

13
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resources:
requests:
cpu: 50m
memory: 100Mi
limits:
cpu: 50m
memory: 100Mi
securityContext:
privileged: true
volumeMounts:
- mountPath: "/etc/kubernetes/secrets-store-csi-providers”
name: providervol
- name: mountpoint-dir
mountPath: /var/lib/kubelet/pods
mountPropagation: HostToContainer
tolerations:
- operator: Exists
volumes:
- name: providervol
hostPath:
path: "/etc/kubernetes/secrets-store-csi-providers"
- name: mountpoint-dir
hostPath:
path: /var/lib/kubelet/pods
type: DirectoryOrCreate
nodeSelector:
kubernetes.io/os: linux

b. 7E GitOps & EM 7N secret-provider-app.yaml X4, LUE} AWS Secrets Manager fl|E
N RARZFEMEBHIR

secret-provider-app.yaml 3 {7361

apiVersion: argoproj.io/vialphat
kind: Application
metadata:
name: secret-provider-app
namespace: openshift-gitops
spec:
destination:
namespace: openshift-cluster-csi-drivers
server: https://kubernetes.default.svc
project: default
source:
path: path/to/aws-provider/resources
repoURL: https://github.com/<my-domain>/<gitops>.git ﬂ
syncPolicy:
automated:
prune: true
selfHeal: true

@ =57 repoURL FEXM(HLUER GitOps ik,

2. BVIES BRI Argo CD PR, WUTEERHHBEE] :

14



%5 2 ZF [FHT A GITOPS iy SECRET STORE CS| 52 R & hE SECRE
a. NN FAEFEEER openshift-cluster-csi-drivers a3 Z2 AR INTLRZ, LUME openshift-

gitops %% Z2 A/ Argo CD LA IEEE -

$ oc label namespace openshift-cluster-csi-drivers argocd.argoproj.io/managed-
by=openshift-gitops

b. 1 GitOps Zf#EFII IR A EISEEE, SIEENIF#:XH aws-provider.yaml ST :
i =Bl

application.argoproj.io/argo-app created
application.argoproj.io/secret-provider-app created

7 Argo CD Ul F, {EATLAVIER csi-secrets-store-provider-aws daemonset 242 F% HiR, BRI
A&, IRABCE SSCSI IKEhFERF M AWS Secrets Manager #%; secret,

2.4. BiZi& SSCSI WX EhF2FE M AWS SECRETS MANAGER % SECRET

BERLMEMEIEEREN secret, EER GitOps TYERFHFEE Secret Store Container Storage
Interface (SSCSI) Driver Operator, ¥ secret ML AWS Secrets Manager %k El| OpenShift Container
Platform #E) CSI &, a0, 1HEEEEN secret 3 E dev i & 22 (A FTHIERE pod, ZMMABAZEAIGLTF
/environments/dev/ Bk,

FEREMH
o KB FMETE GitOps 17/ R AWS Secrets Manager %R,

it =

1. BT T4, &Y csi-secrets-store-provider-aws R 250K - B4 A I FRR -

P2y
$ oc adm policy add-scc-to-user privileged -z csi-secrets-store-provider-aws -n openshift-
cluster-csi-drivers

i th o Bl

clusterrole.rbac.authorization.k8s.io/system:openshift:scc:privileged added: "csi-secrets-
store-provider-aws"

2. BFARSSIK FEEL AWS secret XTRBIFIR :
a. 1 GitOps T FERIap £ 22 A 3E [ /) B 5k R Al — 4> credentialsrequest-dir-aws X {4%,

NEIEERSHAEFSEHE, Fli, 27U TeS, £ devip&EAFUE—
credentialsrequest-dir-aws XX {4k, %Xk 4IF /environments/dev/ BH :

I $ mkdir credentialsrequest-dir-aws

b. 7E /environments/dev/credentialsrequest-dir-aws/ B&E t HEUFIER OB — YAML XX
%, LU secret #H#HE dev iy 22 A A AYERE pod :

credentialsrequest.yaml 3X#l

15
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apiVersion: cloudcredential.openshift.io/v1
kind: CredentialsRequest
metadata:
name: aws-provider-test
namespace: openshift-cloud-credential-operator
spec:
providerSpec:
apiVersion: cloudcredential.openshift.io/v1
kind: AWSProviderSpec
statementEntries:
- action:
- "secretsmanager:GetSecretValue"
- "secretsmanager:DescribeSecret"

effect: Allow
resource: "<aws_secret_arn>"
secretRef:

name: aws-creds
namespace: dev 9

serviceAccountNames:
- default

9 secret 5| M ZZEH, RBPENTIEIZLE, FEH L namespace FEMI(H,

ﬂ SREFRERX AR secret B9 ARN, & It;aws_ secret_arn> B <aws_region> 55
BFXIGICED, NRAICE, EEREFAMENKIEH A secret WE T,
R’
EERERXSE, HLTUTHS -
I $ oc get infrastructure cluster -o jsonpath="{.status.platformStatus.aws.region}'
i B

I us-west-2

c. BT T e AR OIDC BN -
I $ oc get --raw=/.well-known/openid-configuration | jq -r ".issuer'
=1
I https://<oidc_provider_name>

METH S % OIDC #tNFE &5 <oidc_provider_name>, £ TF—%HfEMA,

d. iZITUAT %, #A ccoctl TEAMEBEIEEK :

--name my-role --region=<aws_region>\

i
$ ccoctl aws create-iam-roles \
--credentials-requests-dir=credentialsrequest-dir-aws \

16
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--identity-provider-arn arn:aws:iam::<aws_account>:oidc-
provider/<oidc_provider_name> --output-dir=credrequests-ccoctl-output

i th o B

2023/05/15 18:10:34 Role arn:aws:iam::<aws_account_id>:role/my-role-my-namespace-
aws-creds created

2023/05/15 18:10:34 Saved credentials configuration to: credrequests-ccoctl-
output/manifests/my-namespace-aws-creds-credentials.yaml

2023/05/15 18:10:35 Updated Role policy for Role my-role-my-namespace-aws-creds

MEIHE AR EH <aws_role_arn> LET—# H{#EH, 5120, arn:aws:iam::
<aws_account_id>:role/my-role-my-namespace-aws-creds.,

e. 10E AWS A BEKE, LBILAGKKETSHM <aws_region > "Resource” 552X 15T

Bc :
2Rk L ER
{
"Version": "2012-10-17",
"Statement™: |
{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"
],
"Resource": "arn:aws:secretsmanager:<aws_region>:<aws_account_id>:secret:my-
secret-xxxxxx"
}
]
}
f. BT T &S, EAAEB ARN HERSHKS

$ oc annotate -n <namespace> sa/<app_service_account> eks.amazonaws.com/role-
arn="<aws_role_arn>"

~Ples 4
I $ oc annotate -n dev sa/default eks.amazonaws.com/role-arn="<aws_role_arn>"
i

I serviceaccount/default annotated

3. fIB—/ & ZE[ASEFH SecretProviderClass HENEE WM secret BN A, B0, &5
LUTE GitOps i Z ] /environments/dev/apps/app-taxi/services/taxi/base/config B &
#— SecretProviderClass iR,

a. EBIREERENR—BRFLIE— secret-provider-class-aws.yaml 344 :

17



Red Hat OpenShift GitOps 1.12 &£

secret-provider-class-aws.yamlz 5l

apiVersion: secrets-store.csi.x-k8s.io/v1
kind: SecretProviderClass
metadata:

name: my-aws-providerﬂ

namespace: dev
spec:

provider: aws 6

parameters:

objects: |
- objectName: "testSecret"
objectType: "secretsmanager”

secret N R,

secret N BRI RN, ARV SIER secret BBTIRBI R % 22 (A LA,
secret FFi# Mt N R & FR,

EERETHNENEESH.

0009

IR7E AWS A AIIEEEY secret &R,

b. EfFIt YAML XH#EIEER GitOps Fh#FER, 94 22[A3EEH SecretProviderClass FFR
2R7E Argo CD Ul B RN AR TE HIETE,

AE
RS AR Sync Policy (% BXE N Auto, ERILLEIT 52 Argo CD Ul A
B9 Sync £ F5h[E4 SecretProviderClass %R,

2.5. Bi& GITOPS =& HiR LA F$£ %89 SECRET

BB NSEHERERINBIEEFHEBERLS pod FEHAEHM secret KEE GitOps TE HIR.

FRFM

o RBEFHETE GitOps T2 ZE A AWS Secrets Manager %R,

o (RBEF Secret Store Container Storage Interface (SSCSHIXZNFEFFECIE M AWS Secret
Manager %k secret,

it =

1. B2 GitOps ZE IR, N, REXEREESEHEERNINE app-taxi N ARFHEES, m
100-deployment.yaml X #4{IF /environments/dev/apps/app-taxi/services/taxi/base/config/

B &,

a. MEBEBRMEIEE YAML X4, FHEEER pod BECE NEA secret #tN AR R EFERD
secret :
YAML X 45

18
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apiVersion: apps/v1
kind: Deployment
metadata:
name: taxi
namespace: dev ﬂ
spec:
replicas: 1
template:
metadata:
#...
Spec:
containers:

- image: nginxinc/nginx-unprivileged:latest
imagePullPolicy: Always
name: taxi
ports:

- containerPort: 8080

volumeMounts:

- name: secrets-store-inline
mountPath: "/mnt/secrets-store"
readOnly: true

resources: {}
serviceAccountName: default
volumes:
- name: secrets-store-inline

Csi:
driver: secrets-store.csi.k8s.io
readOnly: true
volumeAttributes:

secretProviderClass: "my-aws-provider" 6

status: {}
#...

ﬂ EMMELLENE, XI5 secret N FERAER,
9 ESHEHPEE secret WERE,
9 secret N BRI A TR,

b. EHBIFIR YAML XHHEEE GitOps il
2. £ Argo CD Ul A, BTN FATRFTTEHH REFRESH N A B EE £,
3. WIEAA WRESEB RN BREF EFMRINES,
4. BUEEA LAM pod B3EE M AWS Secrets manager i[7] secret :

a. B pod EHEEHH secret :

I $ oc exec <deployment_name>-<hash> -n <namespace> -- Is /mnt/secrets-store/
e

I $ oc exec taxi-5959644f9-1847m -n dev -- Is /mnt/secrets-store/
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=1
I <secret_name>

b. & pod HEEHH secret :

$ oc exec <deployment_name>-<hash> -n <namespace> -- cat /mnt/secrets-
store/<secret_name>

~Hlten
I $ oc exec taxi-5959644f9-t847m -n dev -- cat /mnt/secrets-store/testSecret
LN

I <secret_value>

2.6. Hfth55R

20

FXEX ccoctl TE

Bidi& Cloud Credential Operator T&

& AWS REFECIE VfEM AWS STS

BCiE AWS Secrets Manager LAfF &Y secret
% F Secret Store CSI Driver Operator

1% secret MALER secret FF1EHEE R CSI &


https://github.com/redhat-developer/gitops-operator/blob/bfdf81944ea60b1d62d7de7c223c3bea3e7363a6/docs/Integrate GitOps with Secrets Management.md#obtain-the-ccoctl-tool
https://docs.openshift.com/container-platform/latest/installing/installing_aws/installing-aws-customizations.html#cco-ccoctl-configuring_installing-aws-customizations
https://github.com/redhat-developer/gitops-operator/blob/bfdf81944ea60b1d62d7de7c223c3bea3e7363a6/docs/Integrate GitOps with Secrets Management.md#configure-your-aws-cluster-to-use-aws-security-token-service-sts
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.openshift.com/container-platform/latest/nodes/pods/nodes-pods-secrets-store.html#persistent-storage-csi-secrets-store-driver-overview_nodes-pods-secrets-store
https://docs.openshift.com/container-platform/latest/nodes/pods/nodes-pods-secrets-store.html#mounting-secrets-external-secrets-store
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