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25 13 J¥ SERVICE MESH 5 OPENSHIFT SERVERLESS 475§

OpenShift Serverless Operator 24t Kourier #f£ 4 Knative WEIAA O, B2, T EE/EA T Kourier,
IR &R A LATE OpenShift Serverless H{# F Service Mesh, 22 Kourier £ /5, A LIEZE Kourier
ingress N X FFRAIS FILE FORE BRI, 80 mTLS ZhEE.

B

OpenShift Serverless Rz ##{# FA A5 R FERFAIC KM Red Hat OpenShift Service Mesh
Iheg, BEARZRHMARICKMINEE.,

11 FeREHE

o LITFRAEAFBREIFEE example.com, X NMEB/RAEIUET#E A VE N FIE 5 ZBIEBIUA N
g (CA)
ZEMEBPERFALIULILES T, BEEHZEENLH CA ZRAIET GV R
CA. RIBERIE, FiZf0 CA ARG SRHE,

o ML EBEMILT, LACE OpenShift Container Platform SEEE/1s, a0, NRIEH
OpenShift Container Platform #2 i & Htsiit 2 https://console-openshift-
console.apps.openshift.example.com, EXFEEEBERIET, LAMEESH
*.apps.openshift.example.com, BXEEERMIETNESER, 1HSH /&L BFRINEEA
BIN BB &,

o MREFAHTMIZA, SIEAREIA OpenShift Container Platform &S Figifig &, Eiil
XX B IRS, MERLER, HSHAXIEBE USSR OpenShift Serverless XX
1,
1.2. B UEF RN L AN TR E
EIANER T, Service Mesh mTLS ZhEER &R Service Mesh KB RERHIRE, 1E ingress MIxFH A
sidecar BUMIT pod IR 2, BEFEHE OpenShift Container Platform &R MR E TN, E4/00
SEMIEF, AT EE/S H OpenShift Serverless #] Service Mesh /%,
SeRFH

e 7E OpenShift Container Platform EEBHRHEE IR, ZHIE Red Hat OpenShift Service on
AWS 5 OpenShift Dedicated L EH%EE =% AEE AR,

e LRI T OpenShift Serverless Operator #1 Knative Serving.
e % OpenShift CLI (oc) .

o MEOET—NIE, XIFEASUNAGIIIRY A, UOENARFMEMIELE,

pi% &2
1. BN Knative BRES% & 1Y root IE B FIFLAEH -

$ openssl req -x509 -sha256 -nodes -days 365 -newkey rsa:2048 \
-subj '/O=Example Inc./CN=example.com'\
-keyout root.key \
-out root.crt


https://console-openshift-console.apps.openshift.example.com
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_serverless/1.29/html-single/serving/#serverless-create-domain-mapping_create-domain-mapping
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2. QE@ECRIES :

$ openssl req -nodes -newkey rsa:2048 \
-subj "/CN=".apps.openshift.example.com/O=Example Inc." \
-keyout wildcard.key \
-out wildcard.csr

3. JBEFFIERES

$ openssl x509 -req -days 365 -set_serial 0\
-CA root.crt\
-CAkey root.key \
-in wildcard.csr \
-out wildcard.crt

4. [FR@EMIEPOEE secret :

$ oc create -n istio-system secret tls wildcard-certs \
--key=wildcard.key \
--cert=wildcard.crt

tEE4 B OpenShift Serverless 5 Service Mesh SR IR BIMI X FRER, LAE A O % & A ItL TiE

PRERE,
1.3. 5 SERVICE MESH 5 OPENSHIFT SERVERLESS %%
1A LUEAR R Kourier #E N BAAA ORISR THF Service Mesh 5 OpenShift Serverless £, EHEX
— R, ERUTESERIRERLE Knative Serving 4+, 1E0/E KnativeServing B E X FHRE XL
(CRD) LU Knative Serving 5 Service Mesh &£k, T EMMANLSE, X%EE MBI Knative

Serving RE TR EE, MNREBERF Service Mesh /1 OpenShift Serverless REEHEIAHI B ME—HY
ingress, XM EERAIBERE A,

FoRFH

e 7£ OpenShift Container Platform EEBHRHEE IR, ZHIE Red Hat OpenShift Service on
AWS 5 OpenShift Dedicated L EG%EE =% AEE AR,

o MEBOUIET—AUIB, NEEFELUNABMIIRFITIE, LAOIEN AR/ E.
o 2% Red Hat OpenShift Service Mesh Operator, F7E istio-system #p 45 22 ] fh il &

ServiceMeshControlPlane %R, fAREMA mTLS ThEE, L IfF
ServiceMeshControlPlane 75/EH spec.security.dataPlane.mtls &% E N true,

B

1E Service Mesh H{# f OpenShift Serverless R ¥ Red Hat OpenShift Service
Mesh 2.0.5 Sk E = hR A,

o L& OpenShift Serverless Operator,

e % OpenShift CLI (oc) .

it =
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1. WEREE Service Mesh B % Z2 (A1 4E A B 51 75 1% ServiceMeshMemberRoll X7 R :

apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:
name: default
namespace: istio-system
spec:
members:
- knative-serving
- <hamespace>

Q B 5 Service Mesh &R & 22 [H B,

B

b fr & 22 8] 7R AT B S Knative-serving 34 Z2[H],
2. A ServiceMeshMemberRoll %R :

I $ oc apply -f <filename>

3. AIBMENMRX, LUE Service Mesh AT LUEZRE -

{88/ HTTP B knative-local-gateway % R~

apiVersion: networking.istio.io/vialpha3
kind: Gateway
metadata:
name: knative-ingress-gateway
namespace: knative-serving
spec:
selector:
istio: ingressgateway
servers:
- port:
number: 443
name: https
protocol: HTTPS
hosts:
tls:
mode: SIMPLE
credentialName: <wildcard_certs> ﬂ
apiVersion: networking.istio.io/vialpha3
kind: Gateway
metadata:
name: knative-local-gateway
namespace: knative-serving
spec:
selector:
istio: ingressgateway
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servers:
- port:
number: 8081
name: http
protocol: HTTP g
hosts:

nkn

apiVersion: vi
kind: Service
metadata:
name: knative-local-gateway
namespace: istio-system
labels:
experimental.istio.io/disable-gateway-port-translation: "true"
spec:
type: ClusterlP
selector:
istio: ingressgateway
ports:
- name: http2
port: 80
targetPort: 8081

RN & BERIE P secret B,

Q knative-local-gateway I HTTP &, {Ef HTTP &R EH Service Mesh A BRHIRER
&%, BEARESENS, 2 example.default.sve.cluster.local, & LUET G S —
MBECFFIE T FE AR REH protocol spec BIZIA MK 1 iX AN R LB IR,

{5 HTTPS B knative-local-gateway X R <6l

apiVersion: networking.istio.io/vialpha3
kind: Gateway
metadata:
name: knative-local-gateway
namespace: knative-serving
spec:
selector:
istio: ingressgateway
servers:
- port:
number: 443
name: https
protocol: HTTPS
hosts:
tls:
mode: SIMPLE
credentialName: <wildcard_certs>

4. NF Gateway %R :

I $ oc apply -f <filename>
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5. BT AIELLT KnativeServing B E X FHIRE Y. (CRD) k%% Knative Serving, ZE UAERAT
Istio BERY :

apiVersion: operator.knative.dev/vibetai
kind: KnativeServing
metadata:
name: knative-serving
namespace: knative-serving
spec:
ingress:
istio:
enabled: true ﬂ
deployments: g
- name: activator
annotations:
"sidecar.istio.io/inject": "true"
"sidecar.istio.io/rewriteAppHTTPProbers": "true"
- name: autoscaler
annotations:
"sidecar.istio.io/inject": "true"
"sidecar.istio.io/rewriteAppHTTPProbers": "true"

ﬂ 5 A Istio £/

9 4 Knative Serving data plane pod J& A sidecar ¥ Ao

6. M A KnativeServing FE :

I $ oc apply -f <filename>

7. BE—/NERBT sidecar SFEAFHEA pass-through BEEE Knative Service :

apiVersion: serving.knative.dev/v1
kind: Service
metadata:
name: <service_name>
namespace: <namespace> ﬂ
annotations:
serving.knative.openshift.io/enablePassthrough: "true”
spec:
template:
metadata:
annotations:
sidecar.istio.io/inject: "true"
sidecar.istio.io/rewriteAppHTTPProbers: "true"
spec:
containers:
- image: <image_url>

ﬂ Y&} Service Mesh member roll —E8 9 BYfp & Z2[H],

9 $87R Knative Serving 4 B OpenShift Container Platform Ex@/5 BKHE, UEEEERD
UEP EEET ingress B X4,
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9 ¥ Service Mesh sidecar ¥ A Knative AR5 pod,

8. N Service %R :

I $ oc apply -f <filename>

o {Hf CABEMREERVINERSENARER
I $ curl --cacert root.crt <service_url>
Pl
I $ curl --cacert root.crt https://hello-default.apps.openshift.example.com
=1

I Hello Openshift!

1.4. 7E{E A MTLS B9 SERVICE MESH K5 KNATIVE SERVING #5iT
NREAT mTLS B Service Mesh, MIZKIAZEF Knative Serving BI3ETR, EH Service Mesh &B51E
Prometheus 1EXIEIR. A TTNATEMEF Service Mesh # mTLS B #0{a = A Knative Serving ¥§#7.
SeRFH

o MBIEERHRET OpenShift Serverless Operator #1 Knative Serving,
o BRET/HMAT mTLS hEEM Red Hat OpenShift Service Mesh,

e 7E OpenShift Container Platform EEBHRHEE IR, T Red Hat OpenShift Service on
AWS 5 OpenShift Dedicated L EH%EE =% AEE AR,

e % OpenShift CLI (oc) .

o MEORET—NIER, HFEAESUNAGIMIIRYFIE, UOENARFMEMIELE,

it =

1. 7£ Knative Serving B X T5IR (CR) B observability spec #45 prometheus 15E 7
metrics.backend-destination :

apiVersion: operator.knative.dev/vibetai
kind: KnativeServing
metadata:

name: knative-serving
spec:

config:

observability:
metrics.backend-destination: "prometheus”
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It PR AT B L BIA B R 4E T,
2. FIFALLUTRIZERBE SR So VPR B Prometheus #p & Z[AIFRBIRE -

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-openshift-monitoring-ns

namespace: knative-serving
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:
name: "openshift-monitoring"
podSelector: {}

3. BRI EFN A istio-system dp 4 22 [A|HBIERIA Service Mesh control plane, HESELT
spec :

spec:
proxy:
networking:
trafficControl:
inbound:
excludedPorts:
- 8444

1.5. 7Z/5 B 7 KOURIER F'5f SERVICE MESH 5 OPENSHIFT
SERVERLESS £/
EMEELE AT Kourier, fEtATLTE OpenShift Serverless {8 Service Mesh, HIREEEERT

Kourier BJIEM T %% T Knative Serving, {BJREFELUERNN Service Mesh 5K, X MIRRARERRE
FH.

FTRFH

® 7E OpenShift Container Platform EEBHRHEE GINR, AT Red Hat OpenShift Service on
AWS 5 OpenShift Dedicated L EH%EE =% AEE AR,

o MENET—AUIB, NEEREEMABMTIRYIFIIE, LAOIRENBREFEMEAMITERE,
e % OpenShift CLI (oc) .
o TELEE F &% OpenShift Serverless Operator # Knative Serving,

e % Red Hat OpenShift Service Mesh, 7 & Service Mesh 1 Kourier B9 OpenShift Serverless
¥ 5 Red Hat OpenShift Service Mesh 1.x #1 2.x iR AIEEF .

it
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1. WEREE Service Mesh B % Z2 (A 4F H B D175 1% ServiceMeshMemberRoll X7 R :

apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:

name: default

namespace: istio-system
spec:

members:

- <hamespace> ﬂ

Q B 5 Service Mesh &R HIE & 22 [ B,

2. N ServiceMeshMemberRoll & :

I $ oc apply -f <filename>

3. B AU Knative 4% Pod Bl Knative RS 2RI 4% TRES -

a. NFEES Service Mesh EERHIB N & ZE[A], AlE—1 NetworkPolicy FiR :

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-serving-system-namespace
namespace: <namespace>
spec:
ingress:
- from:
- namespaceSelector:
matchLabels:
knative.openshift.io/part-of: "openshift-serverless"”
podSelector: {}
policyTypes:
- Ingress

ﬂ WINBRE LS Service Mesh £ HI4r & 22 7],

10
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<

:‘t:t knative.openshift.io/part-of: "openshift-serverless" 1% RN E!

X4 . OpenShift Serverless 1.22.0 1, #I5R{EA OpenShift Serverless 1.21.1 HE R
*%‘ kA, & knative.openshift.io/part-of 7327 INZE knative-serving #1
é% knative-serving-ingress % 22 i,

L i BN .

‘% FFRZ AR INE knative-serving #4227 :

89

$ oc label namespace knative-serving knative.openshift.io/part-
of=openshift-serverless

3

JFHRE A INE knative-serving-ingress #3422/ :

$ oc label namespace knative-serving-ingress knative.openshift.io/part-
of=openshift-serverless

b. A NetworkPolicy ¥R :

I $ oc apply -f <filename>

1.6. 7y SERVICE MESH & SECRET ;13125 NET-ISTIO RFZHE

FINBERT, Kubernetes client-go £#J informers SEERIKEUFERBMMAE TR, YBREEETA
B, XA SFBAEFRBIKREFH, XATEER T Knative net-istio A 12l 25 F - R 1E R AE
REVERERK, BR, —NIENFI AT AT Knative net-istio ingress #2125, © a1 1%H 25 RREY
Knative #8XH] secret, A LLE 7 KnativeServing B & X ¥TR (CR) R IEAR LS B AL H,

BF

INRE A secret 178, NIFTE secret BBEEME A
networking.internal.knative.dev/certificate-uid: "<id>", &/, Knative Serving A&
MEIE], XRFBEM, BOIIMCHMIAR secret,

FRFM

® 7£ OpenShift Container Platform EEBHRHEE IR, 1T Red Hat OpenShift Service on
AWS 5 OpenShift Dedicated - EH%EE =% AEIE AR,

o MEORET—NIER, HFEASHUNAGIMIIRYFIE, UOENARFMEMIERE.

e 72%& Red Hat OpenShift Service Mesh, & Service Mesh BJ OpenShift Serverless (X Z#5
Red Hat OpenShift Service Mesh 2.0.5 =X & iz kR A FEEC

e I OpenShift Serverless Operator I Knative Servings
e % OpenShift CLI (oc) .
AR
® F serverless.openshift.io/enable-secret-informer-filtering ;#7551 %l KnativeServing CR :

KnativeServing CR 7R~fl

1


https://aly.arriqaaq.com/kubernetes-informers/
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apiVersion: operator.knative.dev/vibetai
kind: KnativeServing
metadata:
name: knative-serving
namespace: knative-serving
annotations:
serverless.openshift.io/enable-secret-informer-filtering: "true”
spec:
ingress:
istio:
enabled: true
deployments:
- annotations:
sidecar.istio.io/inject: "true"
sidecar.istio.io/rewriteAppHTTPProbers: "true"
name: activator
- annotations:
sidecar.istio.io/inject: "true"
sidecar.istio.io/rewriteAppHTTPProbers: "true"
name: autoscaler

NI ERR RS enviroment &
ENABLE_SECRET_INFORMER_FILTERING_BY_CERT _UlD=true ;¥ A%/ net-istio 1%l
2% pod,

B
cs
E:
ﬁ‘:
ol
Bl
ok

PERE T ARE, NBBILLER.

12
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Cost management 52— OpenShift Container Platform fR%5, AiLIEEF# T AR ER =B S0
N, BETFHIR Koku HiH,

2.1 SR
o HEBEIE AR,

o MBWERAEIE, FHARIMT OpenShift Container Platform j&,

2.2 AN EHITRAEIEEH

% (label) (ERAEEFHBI tag) AATF IR, WREFK pod, BMREEZHMEN, &
LMERZ M ENAHARENIRE, BT MERLIEESEH S ViR R ANEXIRE

PREEMTT RAREABIen R 28], FFMEn R ZEAI4EAE] pod. {BZ, ZID%*TVQE',E FRPEFEE, NIRERR
WER, B, Knative fRF5EHB BN app=<revision_name> F1%

Knative RSS2~

apiVersion: serving.knative.dev/v1
kind: Service
metadata:
name: example-service
spec:

labels:
app: <revision_name>

INRIE N B LA E XFRE, 0 app=my-domain, 7EZEIHER app=my-domain i1 ARRFER, K
AEBRSZSAFAREETH app=<revision_name> 1% H Knative BRI A, BB IFZER Knative AR
SR AL TE app=<revision_name> 1% T2,

2.3. B 5T
o JIHTREEITG

e f{#F Cost Explorer Sl b 1R8I A

13


https://access.redhat.com/documentation/zh-cn/cost_management_service/2022/html/getting_started_with_cost_management/assembly-introduction-cost-management#about-cost-management_getting-started
https://project-koku.github.io/
https://access.redhat.com/documentation/zh-cn/cost_management_service/2022/html/adding_an_openshift_container_platform_source_to_cost_management/index
https://console.redhat.com/openshift/cost-management/
https://access.redhat.com/documentation/zh-cn/cost_management_service/2022/html/getting_started_with_cost_management/assembly-installing-cost-management#configure-tagging-next-step_configuring
https://access.redhat.com/documentation/zh-cn/cost_management_service/2022/html/getting_started_with_cost_management/assembly-using-cost-management#cost-explorer-next-step_using-cost-management
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5 3 = FAHAILIRS 2N ATERFER NVIDIA GPU R

NVIDIA X #7E OpenShift Container Platform £ GPU %R, #54 X7E OpenShift Container
Platform % & GPU HIRMEZER, 1S OpenShift LB GPU Operator,

3.1. NARSSIERE GPU &3k

5 OpenShift Container Platform $£8¥/5 F GPU %iRfE, = LAMEF Knative (kn) CLI 7 Knative ARZ515
E GPU &K,

FRFM

o TEEBEFRELT OpenShift Serverless Operator, Knative Serving #1 Knative Eventing.
o B &% Knative (kn) CLI,
® Jy OpenShift Container Platform 5£&%/= f GPU iR,

o MEBUERT—NUIE, NEBEASHNABINPRIINIE, LUETE OpenShift Container
Platform FROIEER FAF2 R F1H M T4F 7 2,

OpenShift Container Platform 2 OpenShift Dedicated _£#J IBM zSystem #0 IBM Power
RZFHEA NVIDIA GPU %R,

i =
1. BI# Knative ARS5F{# A --limit nvidia.com/gpu=1 I5&5% GPU FHREREHIZE N 1 :
I $ kn service create hello --image <service-image> --limit nvidia.com/gpu=1

GPU WREKIREIN 1 RRIZIRSE 1 N L AWM GPU FiR, IREAHEZ GPU KR, FREEE
GPU R EMARSE N HEF GPU FHRABRMER 1L,

BRIEHN 11 GPU BREBITEA 11 GPU RN ARFRZRIRS, NRIRSEKEL 11
GPU B1iR, EREEZTLIHRE GPU BIRERT R,

2. |1k, WFIMARS, ERLUER --limit nvidia.com/gpu=3 17555 GPU BREREHIZN N 3 :

I $ kn service update hello --limit nvidia.com/gpu=3

3.2. OPENSHIFT CONTAINER PLATFORM Wy E b %

o NI RFTRRE HIRECH

14


https://docs.nvidia.com/datacenter/cloud-native/gpu-operator/openshift/contents.html
https://docs.openshift.com/container-platform/latest/applications/quotas/quotas-setting-per-project.html#quotas-setting-per-project
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