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25 13 J¥ SERVICE MESH 5 OPENSHIFT SERVERLESS 475§

OpenShift Serverless Operator 24t Kourier #f£ 4 Knative WEIAA O, B2, T EE/EA T Kourier,
IR &R A LATE OpenShift Serverless H{# F Service Mesh, 22 Kourier £ /5, A LIEZE Kourier
ingress N X FFRAIS FILE FORE BRI, 80 mTLS ZhEE.

HERLUTRIEFIRS :

o FA Knative RERH LA Knative Services &ETF Service Mesh, FH/EF T sidecar 3 ATh&E,
X RE B R HHIT B mTLS, X Knative Services BIFFE1E RKEPFE mTLS %
¥, BERIReIUERIET, BT B OpenShift BHEBEBER.

e A Service Mesh £ H OpenShift Serverless REE FHxF—4 RS MK, EEEFAUEFEESZD
M, 1B OpenShift Serverless REHEFHPZ—,

o FXZFFEN OpenShift Serverless BB 11 ServiceMeshMemberRoll, ;:XEEET OpenShift
Serverless #E 75— Mg H, FolEITRIRSS MG HIME— 755 2 EN I EFH R OpenShift

Serverless,

11 SRS
o IRELAERAEEEE AR RYTIA] Red Hat OpenShift Serverless & 7,
o B%% OpenShift CLI (oc) .
e B %% Serverless Operator,
o B &% Red Hat OpenShift Service Mesh Operator,

o LITFRAEFABREIERE example.com, X NMB/RAEIUEF#E A VE R FIUE 5 ZBIEBIUA N
g (CA)
ZEMEBPTERFALIULILESE, BEEHZEENLH CA ZRAIET GV R
CA. RIBERIE, Fi5H0 CA ARG SRHG,

o ML EBEFILT, LACE OpenShift Container Platform S8/, a0, NREH
OpenShift Container Platform #2 il & Hsiit 2 https://console-openshift-
console.apps.openshift.example.com, EXFEEEBERIET, LAMEESH
*.apps.openshift.example.com, BXEEERMIETNESER, 1HSH /&L BFRINEFA
BIN BB &,

o MREFAHTMZA, SIEAREIA OpenShift Container Platform &S Figiig &, il
XK B IRS, MERLER, HSHAXIEBE LSS R OpenShift Serverless XX
=

BF

OpenShift Serverless R ##{# FA A5 R P ERFAIC KM Red Hat OpenShift Service Mesh
Iheg, BEARZRFHMARICKMINEE.,

HABETE Service Mesh iR A& 2.2 S B & R A F T HFTE Service Mesh F{# A Serverless 1.31,
X131 UABRABIFEEIER, 152 "Red Hat OpenShift Serverless T HHEZE"
D1 E,

YRS
1.2. EL R


https://console-openshift-console.apps.openshift.example.com
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_serverless/1.33/html-single/serving/#serverless-create-domain-mapping_create-domain-mapping
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® Red Hat OpenShift Serverless XM fC &

® Kourier # Istio ingresses

1.3. QB IEFRIBEZ AN RE

ZINER T, Service Mesh mTLS IhBER KR Service Mesh KB ANEHIRE, 1E ingress XA
sidecar BUMIT pod AR 2, BEFEHE OpenShift Container Platform &R IR E TN, E4/0
SEMIEF, AT EE/S H OpenShift Serverless ] Service Mesh &%,

SeRFH

e 1f OpenShift Container Platform EEBEEHFER AR, &N Red Hat OpenShift Service
on AWS = OpenShift Dedicated B8t s % FEIE AR,

e LRI T OpenShift Serverless Operator #1 Knative Serving.
e % OpenShift CLI (oc) .

o MEORET—NIE, XFEASUNAGIMIIRY A, UOENARFMEMIELE,

pi% &2
1. BN Knative BRES% & B9 root IE B FIFLAEH -

$ openssl req -x509 -sha256 -nodes -days 365 -newkey rsa:2048 \
-subj '/O=Example Inc./CN=example.com'\
-keyout root.key \
-out root.crt

2. QE@ECRIES :

$ openssl req -nodes -newkey rsa:2048 \
-subj "/CN=".apps.openshift.example.com/O=Example Inc." \
-keyout wildcard.key \
-out wildcard.csr

3. JBEFFIERES

$ openssl x509 -req -days 365 -set_serial 0\
-CA root.crt\
-CAkey root.key \
-in wildcard.csr \
-out wildcard.crt

4. [FR@EMIEPOEE secret :

$ oc create -n istio-system secret tls wildcard-certs \
--key=wildcard.key \
--cert=wildcard.crt

tEIE4 B OpenShift Serverless 5 Service Mesh SR GBI BIM X IRER, LAE A O % & A ItL IiE

PIRARE.


https://access.redhat.com/articles/4912821
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_serverless/1.33/html-single/serving/#kourier-and-istio-ingresses
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1.4. % SERVICE MESH 5 OPENSHIFT SERVERLESS ££ 5K

1.4.0. Bk REL R SZHE

TELEEFELE Service Mesh 5 Serverless £8HI, 1ERIFEE 2B REMH.

i =
1 REHRERX :
e
$ oc get gateway -A -o jsonpath="{range .items[*]}{@.metadata.namespace}{"/"}
{@.metadata.name}{" "H@.spec.serversi{"\n"}{end}" | column -t
it B
knative-serving/knative-ingress-gateway [{"hosts":["*"],"port":
{"name":"https","number":443,"protocol":"HTTPS"},"tIs":{"credentialName":"wildcard-
certs","mode":"SIMPLE"}}]
knative-serving/knative-local-gateway [{"hosts":["*"],"port":
{"name":"http","number":8081,"protocol":"HTTP"}}]
LR S ARROGREISEE port : 443 1 hosts: ["*"] BIMIX, BRT YEH 55— Service Mesh 5245 —&R
4#J knative-serving #1 Gateways AEIFIX,
Serverless IRI& TR R RN, =IFRN Serverless TEMEHRE ., X2RE NET
AHECE (40 Gateways ) AJEERFNM Serverless % knative-local-gateway
#0 knative-ingress-gateway., Red Hat OpenShift Service Mesh R ftiF— R x
ERR—mO (w0 : 443) ERRECRFENISE (hosts: ["*"]). HIRF—1BX
4 EILELE, #41H Serverless TF i i fIER FIRAIRIAE.
2.

K7 Red Hat OpenShift Service Mesh istio-ingressgateway 2 &{F NodePort =%
LoadBalancer A7 :

aN e

I $ oc get svc -A | grep istio-ingressgateway

i
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istio-system istio-ingressgateway ClusterlP 172.30.46.146 none>
15021/TCP,80/TCP,443/TCP  9m50s

S A RREIZEE )y NodePort 5% LoadBalancer # Service %,

al}

£ BB Knative Services HI£2{F OpenShift B H&E)T OpenShift
Ingress i, AX#FiEHEiH Service Mesh, HifEAZKE )y NodePort 5
LoadBalancer i Service X R /A FF istio-ingressgateway,

1.4.2. ZEHECE Service Mesh
E ¥ Serverless 5 Service Mesh 5, EEEFHFENEERZ Service Mesh,

it =

{#HALLTECETE istio-system fp& 22 [A| | ServiceMeshControlPlane il :

B8

MBRMEAE—NIAR ServiceMeshControlPlane %%, iEHENA T HREN
EE,

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:

name: basic

namespace: istio-system
spec:

profiles:

- default

security:

dataPlane:
mtls: true ﬂ

techPreview:
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meshConfig:
defaultConfig:
terminationDrainDuration: 35s 9
gateways:
ingress:
service:
metadata:
labels:
knative: ingressgateway 6
proxy:
networking:
trafficControl:
inbound:
excludedPorts: ﬂ
- 8444 # metrics
- 8022 # serving: wait-for-drain k8s pre-stop hook

R g BT mTLS, RAVFEAERE FimitHFHA,

2]

Serverless 2y Knative Services —1&24 1k 30 #. Istio-proxy EER KM LE
FesentEl, LAARERIEREET.

©

79 ingress FIXE SURFELFESR, LUXEL Knative FIX 9 Br.

L4

XEiRO KR Kubernetes MIE#IRAH, SIIFBRTREN—IY, EAEM
mTLS i, Ailt, XEEOFSIFERE D,

FHEZEH Service Mesh £ H#p R A AR T AR INE] ServiceMeshMemberRoll %5
(== I

servicemesh-member-roll.yaml ¢ i& STl

apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:

name: default

namespace: istio-system
spec:
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members: ﬂ
- knative-serving
- knative-eventing
- your-OpenShift-projects

E 5 Service Mesh £ HItp & 220 5K,

B8

& EFIRBFIE S knative-serving F knative-eventing fZ2(H],

3.
[ A ServiceMeshMemberRoll ¥ :
I $ oc apply -f servicemesh-member-roll.yami
4

BIRBERMX, LME Service Mesh AILMEZRE. LLTFRAIEANH ISTIO_MUTUAL
B knative-local-gateway % & (mTLS) :

istio-knative-gateways.yaml figi& S {45

apiVersion: networking.istio.io/vialpha3
kind: Gateway
metadata:
name: knative-ingress-gateway
namespace: knative-serving
spec:
selector:
knative: ingressgateway
servers:
- port:
number: 443
name: https
protocol: HTTPS
hosts:
tls:
mode: SIMPLE

credentialName: <wildcard_certs> ﬂ
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apiVersion: networking.istio.io/vialpha3
kind: Gateway
metadata:
name: knative-local-gateway
namespace: knative-serving
spec:
selector:
knative: ingressgateway
servers:
- port:
number: 8081
name: https
protocol: HTTPS g
tls:
mode: ISTIO_MUTUAL @
hosts:

ke

apiVersion: v1
kind: Service
metadata:
name: knative-local-gateway
namespace: istio-system
labels:
experimental.istio.io/disable-gateway-port-translation: "true"
spec:
type: ClusterIP
selector:
istio: ingressgateway
ports:
- name: http2
port: 80
targetPort: 8081

S EEEERHIEP® secret MATR,

00

knative-local-gateway X &Rzt HTTPS K2, HHEMAER imdbEA mTLS &%
HRK, X=EbkE, RA¥XA Service Mesh BiEEF vl LLiF1T, Service Mesh AT ¥E
i@ OpenShift 2% H {81 A 4 2B,

RFA Gateway ¥R :
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I $ oc apply -f istio-knative-gateways.yaml
1.4.3. ZEHIECIE Serverless

%3 Service Mesh |5, EEZHFANENEERS Serverless,

i =
{#ALLT KnativeServing B X FBR%EE Knative Serving, XFHERIE Istio 25X :

knative-serving-config.yaml fgi& S {45l

apiVersion: operator.knative.dev/vibeta1
kind: KnativeServing
metadata:
name: knative-serving
namespace: knative-serving
spec:
ingress:
istio:
enabled: true ﬂ
deployments: g
- hame: activator
annotations:
"sidecar.istio.io/inject": "true"
"sidecar.istio.io/rewriteAppHTTPProbers": "true"
- hame: autoscaler
annotations:
"sidecar.istio.io/inject": "true"
"sidecar.istio.io/rewriteAppHTTPProbers": "true"
config:
istio:
gateway.knative-serving.knative-ingress-gateway: istio-ingressgateway.<your-
istio-namespaces.svc.cluster.local
local-gateway.knative-serving.knative-local-gateway: knative-local-gateway.<your-
istio-namespaces.svc.cluster.local

3 Istio £,

2]

10
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77 Knative Serving data plane pod /5 sidecar 3 A,

©

WMRIE istio XB 1L istio-system R ZEHHPETT, NHREERIEHRBGRZEEX
BEXHMRIL.

RiFA KnativeServing BT :
I $ oc apply -f knative-serving-config.yaml

{EALLT KnativeEventing X & %% Knative Eventing, &SR T Istio 5K :

knative-eventing-config.yaml idi& X #4-=fl

apiVersion: operator.knative.dev/vibetal
kind: KnativeEventing
metadata:
name: knative-eventing
namespace: knative-eventing
spec:
config:
features:
istio: enabled ﬂ
workloads: g
- name: pingsource-mt-adapter
annotations:
"sidecar.istio.io/inject": "true"
"sidecar.istio.io/rewriteAppHTTPProbers": "true"
- hame: imc-dispatcher
annotations:
"sidecar.istio.io/inject": "true"
"sidecar.istio.io/rewriteAppHTTPProbers": "true"
- name: mt-broker-ingress
annotations:
"sidecar.istio.io/inject": "true"
"sidecar.istio.io/rewriteAppHTTPProbers": "true"
- name: mt-broker-filter
annotations:
"sidecar.istio.io/inject": "true"
"sidecar.istio.io/rewriteAppHTTPProbers": "true"

1
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& Eventing Istio %23, %41 InMemoryChannel =% KafkaChannel iR 55 il
—* DestinationRule,

2]

77 Knative Eventing pod J5 f sidecar 3 A,

RiFA KnativeEventing BT :
I $ oc apply -f knative-eventing-config.yaml

ffALLT KnativeKafka HE X FRZE Knative Kafka, ©/af T Istio £ :

knative-kafka-config.yaml Bdi& 3 4R 51

apiVersion: operator.serverless.openshift.io/vialpha1
kind: KnativeKafka
metadata:
name: knative-kafka
namespace: knative-eventing
spec:
channel:
enabled: true
bootstrapServers: <bootstrap_servers> ﬂ
source:
enabled: true
broker:
enabled: true
defaultConfig:
bootstrapServers: <bootstrap_servers> g
numPartitions: <num_partitions>
replicationFactor: <replication_factor>
sink:
enabled: true
workloads: 6
- name: kafka-controller
annotations:
"sidecar.istio.io/inject": "true"
"sidecar.istio.io/rewriteAppHTTPProbers": "true"
- name: kafka-broker-receiver
annotations:
"sidecar.istio.io/inject": "true"
"sidecar.istio.io/rewriteAppHTTPProbers": "true"
- name: kafka-broker-dispatcher

12
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annotations:
"sidecar.istio.io/inject": "true"
"sidecar.istio.io/rewriteAppHTTPProbers": "true"
- name: kafka-channel-receiver
annotations:
"sidecar.istio.io/inject": "true"
"sidecar.istio.io/rewriteAppHTTPProbers": "true"
- name: kafka-channel-dispatcher
annotations:
"sidecar.istio.io/inject": "true"
"sidecar.istio.io/rewriteAppHTTPProbers": "true"
- name: kafka-source-dispatcher
annotations:
"sidecar.istio.io/inject": "true"
"sidecar.istio.io/rewriteAppHTTPProbers": "true"
- name: kafka-sink-receiver
annotations:
"sidecar.istio.io/inject": "true"
"sidecar.istio.io/rewriteAppHTTPProbers": "true"

Apache Kafka ££2¥ URL, #l1 my-cluster-kafka-bootstrap.kafka:9092,

©

77 Knative Kafka pod J& f sidecar ¥ A,

RifA KnativeEventing %14 :
I $ oc apply -f knative-kafka-config.yaml

2% ServiceEntry LLi550 Service Mesh KnativeKafka ZH#-#1 Apache Kafka f&fx [A/f
BeE :

kafka-cluster-serviceentry.yaml Bgi& S {45l

apiVersion: networking.istio.io/vialpha3
kind: ServiceEntry
metadata:

name: kafka-cluster

namespace: knative-eventing

13
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spec:
hosts:
- <bootstrap_servers_without_port>
exportTo:

ports: 9

- humber: 9092
name: tcp-plain
protocol: TCP

- humber: 9093
name: tcp-tls
protocol: TCP

- humber: 9094
name: tcp-sasl-tls
protocol: TCP

- humber: 9095
name: tcp-sasl-tls
protocol: TCP

- humber: 9096
name: tcp-tls
protocol: TCP

location: MESH_EXTERNAL
resolution: NONE

Apache Kafka 83 #1513, # my-cluster-kafka-bootstrap.kafka.

2]

Apache Kafka £ IR O,

4

al}

spec.ports HFIH RO example requirement w0, SEFREBUR T
Apache Kafka 8 HACEH .

RiFA ServiceEntry ¥R :

I $ oc apply -f kafka-cluster-serviceentry.yaml

1.4.4. K uEE5ERL

14
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%3 Service Mesh flI/Z A T Istio B Serverless fg, EaILUKIFEMEHES TE.

it =

fIE—1NSH T sidecar EAF{EH pass-through E&HH Knative Service :

knative-service.yaml idi& X447 H1

apiVersion: serving.knative.dev/v1
kind: Service
metadata:
name: <service_name>
namespace: <hamespace> ﬂ
annotations:
serving.knative.openshift.io/enablePassthrough: "true"
spec:
template:
metadata:
annotations:
sidecar.istio.io/inject: "true"

sidecar.istio.io/rewriteAppHTTPProbers: "true"
spec:
containers:
- image: <image_url>

e 9IRS M4E member roll BI—ER 4 BY4p & 22 (4],

2]

}87R Knative Serving £S5 T BEREEH, LUMEES4EMMIEHERSET ingress
PSS

©

¥+ Service Mesh sidecar ;¥ A Knative &35 pod.

15
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B

B2 EMRAMBIATA Knative Service H, {#HBIHTF Service Mesh,

2.
M. Service ¥R :
I $ oc apply -f knative-service.yaml
3.

[ CA SENZLERVIFITIRS BN AERF :
I $ curl --cacert root.crt <service_url>
fitn, =17 -

aN e

I $ curl --cacert root.crt https://hello-default.apps.openshift.example.com

it

I Hello Openshift!

1.5. fEfE A A MTLS B SERVICE MESH Ifj5FH KNATIVE SERVING #1 KNATIVE EVENTING 3515

MR A Mutual Transport Layer Security (mTLS)/Sf T Service Mesh, | Knative Serving 1
Knative Eventing Migir 2 EIAZM, R Service Mesh &PFHIE Prometheus 12EUEHR, A
Service Mesh #fl mTLS i, #&aILLE A Knative Serving #l Knative Eventing 1517,

FoRFH

16
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BARLUTHRz — Vi LA -

OpenShift Container Platform _E RS BT G AER

Red Hat OpenShift Service on AWS FSEEHET 5 AR

OpenShift Dedicated #9% FA & H 5itUBR

B %% OpenShift CLI (oc) .

EaLERELNAGHBRDHYE, USIBNREFMEM TS,

BRI T OpenShift Serverless Operator. Knative Serving #1 Knative
Eventing.

BRET/HEAT mTLS IhEEM Red Hat OpenShift Service Mesh,

it =

1£ Knative Serving B X & (CR) B observability spec H1¥5 prometheus 1§E 7
metrics.backend-destination :

apiVersion: operator.knative.dev/vibeta1
kind: KnativeServing
metadata:

name: knative-serving

namespace: knative-serving
spec:

config:

observability:
metrics.backend-destination: "prometheus”

A BRI B BOA S A HEIR,

17
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al}

% {:Fl manageNetworkPolicy: false E¢i& ServiceMeshControlPlane I,
R ER KnativeEventing £ R EAR IEMAEH3,

#HRAMHLFEI AT Knative Eventing, 5 Knative Eventing [Z 55, £EE 7 Knative
Eventing B X ¥R (CR)M observability spec H1§F prometheus #5377 metrics.backend-
destination, #NFFI :

apiVersion: operator.knative.dev/vibeta1l
kind: KnativeEventing
metadata:

name: knative-eventing

namespace: knative-eventing
spec:

config:

observability:
metrics.backend-destination: "prometheus”

2.
EWFHEH N istio-system aZZ2 A AIERIA Service Mesh control plane, HEHASLEL
T spec:

spec:
proxy:
networking:
trafficControl:
inbound:
excludedPorts:
- 8444

1.6. SRR POLE SRR

OpenShift Serverless Operator BRI\ E ML RIE, EEARIAMLRIRER, EaILlfE
KnativeEventing #1 KnativeServing B3 X %R (CR)# 7%/l serverless.openshift.io/disable-istio-
net-policies-generation &,

FoRFH

BARLUTHR . — Vi 5LEF -

PN A28 A st MI_af .. LARERSSTR 2 TR

18



% 13 §¥ SERVICE MESH & OPENSHIFT SERVERLESS %5

vpenoanim vonainer rFiauorm L YSRaFE Xk UIIXPXR

Red Hat OpenShift Service on AWS FEEHET 5 AR

OpenShift Dedicated #9% FAEH 5i+UBR

[
2% % OpenShift CLI (oc) .
[
B LMERE LA EMEERY RIW R, AN AREFMHEA T EE,
[
BRI T OpenShift Serverless Operator. Knative Serving #1 Knative
Eventing.
[
BRET/HEAT mTLS IhEEM Red Hat OpenShift Service Mesh,
iz
[

#+ serverless.openshift.io/disable-istio-net-policies-generation: "true" I &7 INEl
Knative BE X B5EH,

OpenShift Serverless Operator ERiAE R PAT R IMZE RIE. A
manageNetworkPolicy: false A¢i& ServiceMeshControlPlane I, #&71%5H
BOAPSRERERN, LIBARIERELHZN, BERARAMSEIRER, S
KnativeEventing #1 KnativeServing B X 55 iR (CR)= 7N
serverless.openshift.io/disable-istio-net-policies-generation JFf#.

BT a4 3k & KnativeEventing CR :

I $ oc edit KnativeEventing -n knative-eventing

KnativeEventing CR =6l

19
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apiVersion: operator.knative.dev/vibeta1l
kind: KnativeEventing
metadata:
name: knative-eventing
namespace: knative-eventing
annotations:
serverless.openshift.io/disable-istio-net-policies-generation: "true"

BT a4 3 k& KnativeServing CR :

I $ oc edit KnativeServing -n knative-serving

KnativeServing CR =~

apiVersion: operator.knative.dev/vibeta1l
kind: KnativeServing
metadata:
name: knative-serving
namespace: knative-serving
annotations:
serverless.openshift.io/disable-istio-net-policies-generation: "true"

1.7. 5 SERVICE MESH {§f SECRET it i&kiZ& NET-ISTIO NERHE

EIAER T, Kubernetes client-go /) informers LA ERMMNMA KR, UARZER
AN, XARERSBAXERREBIAXEFEH, XTERSH Knative net-istio A OLHIZZE ATt
RMERRERDK, B2, Knative net-istio ingress #2HIZS AT LU AT IEHLEI, ©RiriEdlss R
HY Knative 1< secret,

1£ OpenShift Serverless Operator iERIAJG A secret i1, ERIMER T, 7 net-istio #2#I23 pod
rhiAinIAEZ 2 ENABLE_SECRET _INFORMER_FILTERING_BY_ CERT_UlD=true,

20


https://aly.arriqaaq.com/kubernetes-informers/

% 13 §¥ SERVICE MESH & OPENSHIFT SERVERLESS %5

B

MRE A secret i3, MpFifEA networking.internal.knative.dev/certificate-uid:
"<id>" tRICAT A secret. &M, Knative Serving A MBNELN], XESBEY. &
APMCH AR secret.

FRFM

£ OpenShift Container Platform EEHEFEME AR, =HEX Red Hat OpenShift
Service on AWS = OpenShift Dedicated A& =% A EE AR,

ZEfgT —AUH, IFEFELNABHORYINGE, LEIENARFHEMT I
ﬁo

#Z% Red Hat OpenShift Service Mesh, 7 Service Mesh B OpenShift Serverless X
¥ #5 Red Hat OpenShift Service Mesh 2.0.5 {58 s iR A B fE A,

%% OpenShift Serverless Operator #1 Knative Serving,

%% OpenShift CLI (oc) .

& eI LA KnativeServing B E X FE(CR)H M workload F B
ENABLE_SECRET_INFORMER_FILTERING_BY_ CERT _UID Z&i% ) false k%M secret 17 i,

KnativeServing CR =~

apiVersion: operator.knative.dev/vibeta1
kind: KnativeServing
metadata:
name: knative-serving
namespace: knative-serving
spec:

workloads:
-env:
- container: controller
envVars:

21
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- name: ENABLE_SECRET_INFORMER_FILTERING_BY_CERT_UID
value: 'false’
name: net-istio-controller

22
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%5 2 & {1/ SERVICE MESH FM%45% 25 OPENSHIFT SERVERLESS f&&

B

{$i/ Service Mesh M%7 &5 OpenShift Serverless @i R 22— MR AR TN IhEE,
BT ThEER 2L MRS F R ML (SLA) %F, BIEEalaeH AR, ZIIEFH
FREFEDREAEN]. XERAT T UFERREXATRNIIE, FEIRE
FrR BBt R 5 o

BRIERATUIEXFRSEENESER, WEABARTTEE S RHE R,

Service Mesh =TT Service Mesh AuthorizationPolicy ¥iR{E= Red Hat OpenShift
Serverless 8 EHF /" 2 FIFRE ML AE, Serverless A alfE LA Service Mesh FiEEFI LR
B, HAR—AIHENMHBEHKRNAH, eilabuld =L MRS HEE VI,

2.1. FoREH

& o] LA SR B S B 5115 ABR 7 17] Red Hat OpenShift Serverless 1K/,

R 2% & Service Mesh H1 Serverless £,

e s E—1 %4 OpenShift TiH,

2.2. &REEH

Service Mesh 12#tf# Serverless 2R NS H knative-serving. knative-eventing 18/~
& Z2 [l AuthorizationPolicy X4, FRAEZHHERET Service Mesh —84%r, F AR
Service Mesh sidecar % HiliX SR 7E 50 /- iz [AI B s P44 &

2.3. fr¥" SERVICE MESH

BAGRIEH mTLS RFERY Service Mesh,

it =

23
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24

{E#E AT A Red Hat OpenShift Serverless T H#B 2 55 i HRMN
ServiceMeshMemberRoll X} RK—&84 :

apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:
name: default
namespace: istio-system
spec:
members:
- knative-serving # static value, needs to be here, see setup page
- knative-eventing # static value, needs to be here, see setup page
- team-alpha-1 # example OpenShift project that belongs to the team-alpha tenant
- team-alpha-2 # example OpenShift project that belongs th the team-alpha tenant
- team-bravo-1 # example OpenShift project that belongs to the team-bravo
tenant
- team-bravo-2 # example OpenShift project that belongs th the team-bravo
tenant

B TR AT E &AL 8B E mTLS, X&im$l Istio RS2 5 client-
certificate FF1EMERE, FFLUF Service Mesh sidecar f#if AuthorizationPolicy X} &% E R4
-

1£ knative-serving #1 knative-eventing #3422 (Bl il AuthorizationPolicy X &K
ACiE :

knative-default-authz-policies.yaml B2i& X {65l

apiVersion: security.istio.io/vibeta1
kind: AuthorizationPolicy
metadata:
name: deny-all-by-default
namespace: knative-eventing
spec: { }
apiVersion: security.istio.io/vibeta1l
kind: AuthorizationPolicy
metadata:
name: deny-all-by-default
namespace: knative-serving
spec: { }
apiVersion: security.istio.io/vibeta1l
kind: AuthorizationPolicy
metadata:
name: allow-mt-channel-based-broker-ingress-to-imc-dispatcher
namespace: knative-eventing
spec:
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action: ALLOW
selector:
matchLabels:
app.kubernetes.io/component: "imc-dispatcher"
rules:
- from:
- source:
namespaces: [ "knative-eventing" ]
principals: [ "cluster.local/ns/knative-eventing/sa/mt-broker-ingress" ]
to:
- operation:
methods: [ "POST" ]
apiVersion: security.istio.io/vibeta1l
kind: AuthorizationPolicy
metadata:
name: allow-mt-channel-based-broker-ingress-to-kafka-channel
namespace: knative-eventing
spec:
action: ALLOW
selector:
matchLabels:
app.kubernetes.io/component: "kafka-channel-receiver"
rules:
- from:
- source:
namespaces: [ "knative-eventing" ]
principals: [ "cluster.local/ns/knative-eventing/sa/mt-broker-ingress" ]
to:
- operation:
methods: [ "POST" ]
apiVersion: security.istio.io/vibeta1l
kind: AuthorizationPolicy
metadata:
name: allow-kafka-channel-to-mt-channel-based-broker-filter
namespace: knative-eventing
spec:
action: ALLOW
selector:
matchLabels:
app.kubernetes.io/component: "broker-filter"
rules:
- from:
- source:
namespaces: [ "knative-eventing" ]
principals: [ "cluster.local/ns/knative-eventing/sa/knative-kafka-channel-data-
plane" ]
to:
- operation:
methods: [ "POST" ]
apiVersion: security.istio.io/vibeta1l
kind: AuthorizationPolicy
metadata:
name: allow-imc-to-mt-channel-based-broker-filter

25
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namespace: knative-eventing
spec:

action: ALLOW
selector:

matchLabels:

app.kubernetes.io/component: "broker-filter"

rules:

- from:

- source:
namespaces: [ "knative-eventing" ]

principals: [ "cluster.local/ns/knative-eventing/sa/imc-dispatcher” ]
to:

- operation:
methods: [ "POST" ]
apiVersion: security.istio.io/vibetal
kind: AuthorizationPolicy
metadata:
name: allow-probe-kafka-broker-receiver
namespace: knative-eventing
spec:
action: ALLOW
selector:
matchLabels:
app.kubernetes.io/component: "kafka-broker-receiver"
rules:
- from:
- source:
namespaces: [ "knative-eventing" ]

principals: [ "cluster.local/ns/knative-eventing/sa/kafka-controller” ]
to:

- operation:
methods: [ "GET" ]
apiVersion: security.istio.io/vibeta1
kind: AuthorizationPolicy
metadata:
name: allow-probe-kafka-sink-receiver
namespace: knative-eventing
spec:
action: ALLOW
selector:
matchLabels:
app.kubernetes.io/component: "kafka-sink-receiver"
rules:
- from:
- source:
namespaces: [ "knative-eventing" ]
principals: [ "cluster.local/ns/knative-eventing/sa/kafka-controller" ]
to:
- operation:
methods: [ "GET" ]
apiVersion: security.istio.io/vibeta1l
kind: AuthorizationPolicy
metadata:

26
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name: allow-probe-kafka-channel-receiver
namespace: knative-eventing
spec:

action: ALLOW
selector:

matchLabels:

app.kubernetes.io/component: "kafka-channel-receiver"

rules:

- from:

- source:
namespaces: [ "knative-eventing" ]

principals: [ "cluster.local/ns/knative-eventing/sa/kafka-controller" ]
to:

- operation:
methods: [ "GET" ]
apiVersion: security.istio.io/vibeta1l
kind: AuthorizationPolicy
metadata:
name: allow-traffic-to-activator
namespace: knative-serving
spec:
selector:
matchLabels:
app: activator
action: ALLOW
rules:
- from:
- source:
namespaces: [ "knative-serving", "istio-system" ]
apiVersion: security.istio.io/vibeta1l
kind: AuthorizationPolicy
metadata:
name: allow-traffic-to-autoscaler
namespace: knative-serving
spec:
selector:
matchLabels:
app: autoscaler
action: ALLOW
rules:
- from:
- source:
namespaces: [ "knative-serving" ]

XESRBEBR G T Serverless RETH M 2 [HMLBEIVFRIFIN, B, eilmdliiT
LURHLN -
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[ ]
3544 knative-serving #1 knative-eventing #5422 [a| h KB R A IIFR AR E
[ ]
FAYFEH istio-system 1 knative-serving #5422 A 5 £ 852
[ ]
FfLVFM knative-serving se & 22 [H B B 5T RN E
[ ]
£ knative-eventing & Z2[Hsh fi i+ Apache Kafka ZH#FHoEEER RN
[ ]
£ knative-eventing s & 2 [P RITFE T IERMCENARTRE
3.
N AFRTERIBACE :

I $ oc apply -f knative-default-authz-policies.yaml

iE X WFLE OpenShift B eI LAMEER(S. X FibdEE, H6E4 OpenShift HiHEFRZLL
THRE:

—A* AuthorizationPolicy %} & f$8E #(% A B = BREIZIFE - 8955 B

—4" AuthorizationPolicy X & {# M knative-serving T B fhiz 178 Serverless HIEGE
R HBRBIE AR E

— AuthorizationPolicy /%, ftiF Kubernetes £ Knative Services L
PreStopHooks

%I helm TEFHHENMHE/QIEMBNER MASFIEIEIXLERE :

L& heim TE

I $ helm repo add openshift-helm-charts https://charts.openshift.io/

28
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77 team alphafi| & ~Hl

$ helm template openshift-helm-charts/redhat-knative-istio-authz --version 1.31.0 --set
"name=team-alpha" --set "namespaces={team-alpha-1,team-alpha-2}" > team-
alpha.yaml

71 HBA bravofilB Al E

$ helm template openshift-helm-charts/redhat-knative-istio-authz --version 1.31.0 --set
"name=team-bravo" --set "namespaces={team-bravo-1,team-bravo-2}" > team-
bravo.yaml

N FRRPRIRACE -
I $ oc apply -f team-alpha.yaml team-bravo.yaml
2.4. Ktk &

IERILAMERA curl S S RIERZESR EfRENEE,

ol

UFRBBEERAIES, SMEFBE-1TaEZH, Uk
ServiceMeshMemberRoll X REIFIEERS, M team-alpha.yaml 1 team-bravo.yaml
X RR B R TECIE,

it
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ERAT R 2R PERE Knative Services :

team-alphaf#r 55 =6l

$ kn service create test-webapp -n team-alpha-1\
--annotation-service serving.knative.openshift.io/enablePassthrough=true \
--annotation-revision sidecar.istio.io/inject=true \
--env RESPONSE="Hello Serverless" \
--image docker.io/openshift/hello-openshift

team-bravolyfip <l

$ kn service create test-webapp -n team-bravo-1 \
--annotation-service serving.knative.openshift.io/enablePassthrough=true \
--annotation-revision sidecar.istio.io/inject=true \
--env RESPONSE="Hello Serverless" \
--image docker.io/openshift/hello-openshift

&, AT YAML B2i& :

apiVersion: serving.knative.dev/v1
kind: Service
metadata:
name: test-webapp
namespace: team-alpha-1
annotations:
serving.knative.openshift.io/enablePassthrough: "true"
spec:
template:
metadata:
annotations:
sidecar.istio.io/inject: 'true’
spec:
containers:
- image: docker.io/openshift/hello-openshift
env:
- name: RESPONSE
value: "Hello Serverless!"
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apiVersion: serving.knative.dev/v1
kind: Service
metadata:
name: test-webapp
namespace: team-bravo-1
annotations:
serving.knative.openshift.io/enablePassthrough: "true"
spec:
template:
metadata:
annotations:
sidecar.istio.io/inject: 'true’
spec:
containers:
- image: docker.io/openshift/hello-openshift
env:
- name: RESPONSE
value: "Hello Serverless!"

EBZE curl pod el i{iEE -

$ cat <<EOF | oc apply -f -
apiVersion: apps/v1
kind: Deployment
metadata:
name: curl
namespace: team-alpha-1
labels:
app: curl
spec:
replicas: 1
selector:
matchLabels:
app: curl
template:
metadata:
labels:
app: curl
annotations:
sidecar.istio.io/inject: 'true’
spec:
containers:
- hame: curl
image: curlimages/curl
command:
- sleep
- "3600"
EOF

A curl &SBITRRE,
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Wi B A I K team-alpha-1 —~ team-alpha-1, X2RIFH :

wPleeH

I $ oc exec deployment/curl -n team-alpha-1 -it -- curl -v http://test-webapp.team-alpha-
1:80

i el

HTTP/1.1 200 OK

content-length: 18

content-type: text/plain; charset=utf-8
date: Wed, 26 Jul 2023 12:49:59 GMT
server: envoy
x-envoy-upstream-service-time: 9

Hello Serverless!

it S ERE team-alpha-1 %l team-alpha-1 %8, fiF :

aN e

$ EXTERNAL_URL=$(oc get ksvc -n team-alpha-1 test-webapp -0 custom-
columns=:.status.url --no-headers) &&\
oc exec deployment/curl -n team-alpha-1 -it -- curl -ik SEXTERNAL_URL

ik
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HTTP/2 200

content-length: 18

content-type: text/plain; charset=utf-8
date: Wed, 26 Jul 2023 12:55:30 GMT
server: istio-envoy
x-envoy-upstream-service-time: 3629

Hello Serverless!

Wi SRR A ik i, team-alpha-1 Bl team-bravo-1 3%, X2FALVFH :

aN e

I $ oc exec deployment/curl -n team-alpha-1 -it -- curl -v http://test-webapp.team-bravo-
1:80

i el

* processing: http://test-webapp.team-bravo-1:80

* Trying 172.30.73.216:80...

* Connected to test-webapp.team-bravo-1 (172.30.73.216) port 80
> GET /HTTP/1.1

> Host: test-webapp.team-bravo-1

> User-Agent: curl/8.2.0

> Accept: */*

>

< HTTP/1.1 403 Forbidden

< content-length: 19

< content-type: text/plain

< date: Wed, 26 Jul 2023 12:55:49 GMT

< server: envoy

< X-envoy-upstream-service-time: 6

<

* Connection #0 to host test-webapp.team-bravo-1 left intact
RBAC: access denied
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Wi A ER i team-alpha-1 Fl team-bravo-1 %, fiF :

wPleeH

$ EXTERNAL_URL=$(oc get ksvc -n team-bravo-1 test-webapp -0 custom-
columns=:.status.url --no-headers) &&\
oc exec deployment/curl -n team-alpha-1 -it -- curl -ik SEXTERNAL_URL

i

HTTP/2 200

content-length: 18

content-type: text/plain; charset=utf-8
date: Wed, 26 Jul 2023 12:56:22 GMT
server: istio-envoy
x-envoy-upstream-service-time: 2856

Hello Serverless!

THIBR 955 UE B R B BT -

$ oc delete deployment/curl -n team-alpha-1 &&\
oc delete ksvc/test-webapp -n team-alpha-1 &&\
oc delete ksvc/test-webapp -n team-bravo-1

OpenShift Container Platform Bt ¥R

Helm LR

Helm s AR RIS

34
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% 3% {% SERVERLESS 5 AERIRSSERK
£ 3 = I SERVERLESS 5 A&EEIRSEMN

Cost management 2—#h OpenShift Container Platform iRS5, aliL{EE T T RMRESNES
A, BETFFIR Koku TiH,

3.1. ARG H

BERHEETIR,

BB NERAEE, FHARIMT OpenShift Container Platform j&,

3.2. FRANEIHTHRAEEEN

% (label) (FERAFEERPHIHN tag) TAT TR, wRZEMEH pod, FNTREEZEAERT,
BRI MEASMRERNA S RERIRG. ERLERLZIEE SR G Ui R R AR Xk E.

FREMT k& BB 22 H, FHMAEREMEEE pod, HZE, MEREZSEFKEPEELE, WHEFR
2FES. B, Knative BRS5SEBEIAS app=<revision_name> #7555 :

Knative IR ERIAPRZ 261

apiVersion: serving.knative.dev/v1
kind: Service
metadata:
name: showcase
spec:

labels:
app: <revision_name>

RN enHZEEE IR, W app=my-domain, E#iAfEA app=my-domain I:35MIN AR
K, RABEBIRSASERETA app=<revision_name> I75H Knative IR A, ERIREN
Knative IRSS I A F1E app=<revision_name> #+% F&Eif),
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https://access.redhat.com/documentation/zh-cn/cost_management_service/2022/html/getting_started_with_cost_management/assembly-introduction-cost-management#about-cost-management_getting-started
https://project-koku.github.io/
https://access.redhat.com/documentation/zh-cn/cost_management_service/2022/html/adding_an_openshift_container_platform_source_to_cost_management/index
https://console.redhat.com/openshift/cost-management/
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3.3. HihBFiR

HIERRRERE

{81/ Cost Explorer 414 {b#EB B
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https://access.redhat.com/documentation/zh-cn/cost_management_service/2022/html/getting_started_with_cost_management/assembly-installing-cost-management#configure-tagging-next-step_configuring
https://access.redhat.com/documentation/zh-cn/cost_management_service/2022/html/getting_started_with_cost_management/assembly-using-cost-management#cost-explorer-next-step_using-cost-management

% 4 3 ¥ SERVERLESS 5 OPENSHIFT PIPELINES %5

%8 4 & 1 SERVERLESS 5 OPENSHIFT PIPELINES %5

¥+ Serverless 5 OpenShift Pipelines 5%, 77 Serverless IR55/5H CI/CD EEEME, FRAXITE
B, ERILLEZIERE Serverless IR,

4.1. e REZH

[

BT LUEA cluster-admin FUBR 15 W] £,
[

B LRET OpenShift Serverless Operator #l Knative Serving.
[

EERh %3 T OpenShift Pipelines Operator,

4.2. fi]# OPENSHIFT PIPELINES #BEMRSS

{81/ OpenShift Container Platform Web ##£#l&, #EaILLfIE—4 OpenShift Pipelines Z8Z& 1Ak
%o

it

1£ OpenShift Container Platform web #%l& Developer #ifach, SfiEl +Add FEFF
Import from Git i,

Project: my-project ¥

</> Developer

+Add Add
I!'_'l_ o Details on

Topology

Observe
Getting started resources ®
Search

M Create applications using samples o8 Build with guided documentation M Explore new developer features

Builds Choose a code sample to get started creating an Follow guided documentation to build applications Explore new features and resources within the

application with and familiarize yourself with key features. developer perspective.

Pipelines

Basic Quarkus & Get started with Quarkus using s2i > Discover certified Helm Charts >

Helm Basic Spring Boot 5 Get started with Spring > Start building your application quickly in

topology >

Project View all samples

View all quick starts What's new in OpenShift 414 2

ConfigMaps

Secrets Developer Catalog

g All services

Browse the catalog to discover, deploy and
connect to services

Y

Git Repository

© Import from Git

Import code from your Git repository to be
built and deployed

© Container images

Deploy an existing Image from an Image
registry or Image stream tag

@ Sharina
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38

£ Import from Git X iEHER, HUTLATRERIEEDH R -

8% Git 7% URL,

MARE, BEELTXAY, IZ2ESMNARNEIREXNEH#EERNTEX.

Ak IEENARFATR. RAR TERFEERR.

#EFE Serverless Deployment ¥R,

1ifE Add pipeline 215, EERERAHBANES, HUEEEREAERED.

EEEARDEXE,

Import from Git

Git

Git Repo URL *

https://github.com/markito/kgr-pay

Validated

v Hide advanced Git options

Git reference

Optional branch, tag, or commit.

Context dir

/qr-encode

Optional subdirectory for the source code, used as a context directory for build.

Source Secret

Select Secret name

Secret with credentials for pulling vour source code,




%5 4 % 9 SERVERLESS 5 OPENSHIFT PIPELINES 5%

@ Builder Image detected.

A Builder Image is recommended.

"D Python 3.9 (UBI 8)

BUILDER PYTHOM

Build and run Python 3.9 applications on UBI 8. For more information about using
including OpenShift considerations, see httpsy/github.com/sclorg/s2i-python-
container/blob/master/3.9/README.md.

Sample repository: https://github.com/sclorg/django-ex.git &

General

Application name

kqgr-pay-app

# Edit Import Strategy

this builder image,

A unique name given to the application grouping to label your resources.

MName *

kgr-pay

A unigue name given to the component that will be used to name associated resources.

Resource type

Serverless Deployment

Resource type to generate. The default can be set in User Preferences.

Pipelines

Add pipeline

s2i-python-knative -
v Hide pipeline visualization
fetch-repository —————— build ——————  kn-service-apply
o} S o9 il
Advanced options
Target port
8080 -
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40

Target port for traffic.

Create a route

Exposes your compoenent at a public URL
» Show advanced Routing options

Click on the names to access advanced options for Health checks, Deployment, Scaling, Resource limits,
and Labels.

Create Cance

= Create fIEIRS.

TR tIBE G, %A Topology B, HAStlin{bEMRSHMEXMA S, DRIE
a5 ZHENAE.

Project: my-project Application: All applications
<[+ Developer
L!!'! Display options = Filter by resource = T Mame = Find by name... / [i ]
+Add
Topology
P pl
Search ; L
: ‘ : A
Builds . :
Pipelines '
" P .
Helm : kqrpay-00002 § © cl-eve.039508 §
Qrmmmmmme e (]

Project

A Triggers n

ConfigMaps

A) kqr-pay-app

Secrets

A3 i PE AR Pipelines TESREIEEE RS S 0IRIHEE 7 ZRS -
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Project: my-project =

Pipelines
Create =

Pipelines PipelineRuns Repositories

<> Developer

Y Filter = Name = Search by name..
Name Lastrun Task status Last run status Last run time
Builds
@ kar-pay kar-pay-tuoxyx | £ Running @ Nov 29,2023, 7:46 AM H

Pipelines

Helm

Project

Configh

BEHEEEMNIFE, = Pipelines TIHAMNEE,

Project: my-project =

Fipelines » Pipeline details

(PL ) qu—pay Actions =
Details ~ Metrics  YAML PipelineRuns Parameters

Pipeline details

fetch-repository build kn-service-apply

Name TriggerTemplates

qu—pay m trigger-template-kqr-pay-dt7gw9
http:/fel-event-listener-0395p8-my-project.apps.rosa kpkfe-oadda-
dzux6pc.p3.openshiftapps.com K

Namespace
@ my-project Tasks

@ git-clone (fetch-repository)
Labels Edit & @ s2i-python (build)

) i @ kn (kn-service-apply)
appkubernetes.io/instance=kqr-pay == app.kubernetes.io/name=kqr-pay

operatortekton.dev/operand-name=openshift-pipelines-addons Workspaces
workspace
pipeline.openshift.io/runtime=python

pipeline.openshift.io/runtime-version=3.9-ubig

pipeline.openshift.io/type=knative

Annotations

0 annotations &

Created at

@ Nov 29, 2023, 5:51 AM

Owner
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ERFLHAE BTN, 1§ Pipelines TEAZ{THATR.

Project: my-project =
PipelineRuns  » PipelineRun details

kgr-pay-6vOtwr o succeeded

Details YAML TaskRuns

PipelineRun details

Parameters Logs

Actions

Events

7 N . .
\ fetch-repositol 71 build 272 kn-service-apply 171
\Q pository 1 @ 12 /}—‘&Q pely 11 )

Q Q b HH

Name

kqr-pay-6vStwr

Namespace

@ my-project

Labels

app.kubernetes.iofinstance=kgr-pay ' = appkubernetes.io/name=kgr-pay
operatortekton.dev/operand-name=openshift-pipelines-addens
pipeline.openshift.io/runtime=python
pipeline.openshift.io/runtime-version=3.9-ubig

pipeline.cpenshiftio/type=knative | tekton.dev/pipeline=kgr-pay

Annotations

2 annotations #

Mo owner

Edit #*

Status
® Succeeded

Pipeline

G kar-pay

Start time
@ Nov 29, 2023, 5:51 AM

Completion time
@ Nov 29, 2023, 5:54 AM

Duration
3 minutes 13 seconds

Triggered by:
cluster-admin

VolumeClaimTemplate Resources
pvc-adf55f0baf

4.3. Hitb¥5R

42
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https://docs.openshift.com/pipelines/1.12/about/about-pipelines.html

25 5 = FA RSN ARERFE NVIDIA GPU FiR

55 5 = FHAXIRSS RN ARFM NVIDIA GPU iR

NVIDIA 7 OpenShift Container Platform E{#f GPU ¥R, #&EAX1E OpenShift Container
Platform fhi%i& GPU HIEMEZ{E R, HSH OpenShift £# GPU Operator,

5.1. HIRSSHEE GPU &K

77 OpenShift Container Platform $£#8/5f GPU ¥iRiE, EaLU#ER Knative (kn) CLI J Knative
IR%1EE GPU EXK,

FoRFM

[ ]
B HhLRE T OpenShift Serverless Operator. Knative Serving #1 Knative
Eventing.

B2 %% Knative (kn) CLI,

5 OpenShift Container Platform &5 GPU ¥R,

ZEfigT —1uH, IHFEERELNABHLRYINGE, LUERE OpenShift Container
Platform Sl 5 AREFHIEM THFRE.

1£ OpensShift Container Platform 2 OpenShift Dedicated L IBM zSystems #1
IBM Power 3z NVIDIA GPU iR,

BIE Knative BR$5F {8 M --limit nvidia.com/gpu=1 {755 GPU BFGRERRHIZE N 1 :
I $ kn service create hello --image <service-image> --limit nvidia.com/gpu=1

GPU BHRERREIY 1 ZRZRSHE 1 A% AN GPU 5, RSFFHE GPU iR, A
#E GPU RN HEARS ML FRF GPU SFHRAFBEER L,
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BR{EDY 1 0> GPU BREBI A 1 4 GPU RN ARFSZ IR, MRRSHKET
14 GPU iR, ©RSBEIALUNE GPU HREXRNT =,

"k, MFHEIRS, EALUMEA --limit nvidia.com/gpu=3 /&5 GPU FRERERHISCH
3:

I $ kn service update hello --limit nvidia.com/gpu=3
5.2. OPENSHIFT CONTAINER PLATFORM XL fth 5 R

R R SR GE BERAC AT
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