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MOREE /89 Red Hat OpenShift Service on AWS (ROSA)XHY, &R ATEE A 7 fi# ROSA FH A T iR

HINgE, E T ROSA, £ Red Hat OpenShift Cluster Manager A& 44T R E(CLHTE(CL) I E,
FEREL LR S Amazon Web Services (AWS)BRSSER, M ROSA 3214 FF#4,

J

Configure

Authenticate with
Red Hat and AWS;
set permissions to
enable cluster
creation and support
by Red Hat Site
Reliability Engineers
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Access

Access the Red Hat
Hybrid Cloud Console
and download the
command line tool

to create and

manage your
OpenShift Clusters
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Provision

Specify your cluster
requirements in the
Red Hat Hybrid Cloud
Console or in the CLI
and automatically
create your clusters

C

Deploy

Deploy your
applications to
your Red Hat
OpenShift Service
on AWS clusters
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®  ManagedOpenShift-Installer-Role
®  ManagedOpenShift-Worker-Role
®  ManagedOpenShift-Support-Role
o MKFSEMEE AWS EEMKRIRE
®  ROSAInstallerPolicy
® ROSAWorkerlnstancePolicy
B ROSASRESupportPolicy
B ROSAIngressOperatorPolicy
B ROSAAmazonEBSCSIDriverOperatorPolicy
B ROSACloudNetworkConfigOperatorPolicy
® ROSAControlPlaneOperatorPolicy
B ROSAImageRegistryOperatorPolicy
B ROSAKMSProviderPolicy
B ROSAKubeControllerPolicy
® ROSAManageSubscription

® ROSANodePoolManagementPolicy
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®  <operator_role_prefix>-openshift-cluster-csi-drivers-ebs-cloud-credentials

m  <operator_role_prefix>-openshift-cloud-network-config-controller-cloud-credentials
B <operator_role_prefix>-openshift-machine-api-aws-cloud-credentials

m <operator_role_prefix>-openshift-cloud-credential-operator-cloud-credentials

® <operator_role_prefix>-openshift-image-registry-installer-cloud-credentials

®  <operator_role_prefix>-openshift-ingress-operator-cloud-credentials
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSAInstallerPolicy.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSAWorkerInstancePolicy.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSASRESupportPolicy.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSAIngressOperatorPolicy.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSAAmazonEBSCSIDriverOperatorPolicy.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSACloudNetworkConfigOperatorPolicy.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSAControlPlaneOperatorPolicy.html
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSAKMSProviderPolicy.html
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSAManageSubscription.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSANodePoolManagementPolicy.html

Red Hat OpenShift Service on AWS 4 %F

1 A AR EEEERE N A R,
2. I&ETLLAIEE Operator A,

3. ZLHEMEF AWS STS FFrF BRI R & 2B AWS, LAFSPF AWS B FMEANST RIA AWS B IR
Operator %Bg,

4, A LB OIDC #NE,
5 BOIEER,
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A CIEFFENERSEENAR, EUEAGR, OB MSEERE, MFrBikr(SERmE, ZR©BR
TFEHAENABREAR. A2 N EC2 IRFSUIBEERE, SR EC2 HHl EMITEREBEABN
REUVERE. AWS NENA B DB R RR SR,

UREECHENABINEKRG, B IL0EER., BohE0UERE, BFr <0 Operator B, LUE
555 Operator AILAL H AWS AP A, R, XLAGBKSELS 2Bt ENENIRRERE, UKTHE
OIDC RN FERIEESREE, Operator ABSEEEREMNABTRE, BIIRARREEN AWS FIRH
pod, ENAFTEN IAM AEMINEl pod, FRULETRFER OIDC #NAECIRETRES, LUE
Operator, EIk pod A ENIFIENA R,

FIFS A BT SIMERIURE, BE—% 20/ OIDC HH.

Red Hat AWS &

Customer's local
Sends T
permissions

|AM user

Creates Creates Creates Creates
AWS-managed Account Operator Operator
policies roles roles policies
\— Attaches J T Attaches
Cross-account Cross-account
trust policy trust policy
Red Hat role AWS EC2 OIDC


https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/install_rosa_classic_clusters/#rosa-sts-creating-cluster-customizations_rosa-sts-creating-a-cluster-with-customizations
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LFREMA G, HRIERLIEA BN IFEIERRE AWS kP HBAE, M AWS STS REXIERE
iE, FFAEAREE A SRS S VFHIE 7 AWS Ik FRig AP A BHTIRIE. ER2IEN®, &
KAFLES [R] Sy — 1N

Assigns
44— temporary credentials
(1 hour maximum)

Customer's AWS

Red Hat role —— Assumes > account role

AWS STS

Performs

v

API calls

Operator AU TRBIKMMENFIERHITEES . B Operator BRI D E — Operator A,

I BRSEBE AN A OIDC N IS ESREE, Operator fFHE@TNHEEABMSETHH JSON Web 51
(web_identity_token_file){%#:45 OIDC N ERBEA R, AEFEALHEIEEARA, NHREER
BB I RO, FEMEE S3 FiEi@HR, AE, Operator R INE LS UHPNETSABEER
BRRRAGBILE, LAA{R OIDC #N M REERIAITFHNAR, AE, OIDC #E <M Operator iR EIE
FP4EIUE, LAE Operator ATLAAL H AWS API A, BXAI{bRR, HEEEUTH :

/ Signed by private key

JWT Sends JWT

Role trust policy Cluster Operator o oIDC
(Pod) ‘_97 ¢ o

web_identity_token_file
Sends temporary Sends temporary
credentials credentials
Uses temporary Public key Operator role
credentials validates private key validates role trust policy
S3repo IAM / STS
AWS API i —
Public key Operator role
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