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! Customer , ! ROSA
i AWS account i i Service account
Developer ! ! !
+_1 / AWS VPC
Public network f/-\ i i i
Internet

External App NLB

4 :

)

Private network

Developer

l

Worker nodes (xN)

Compute (xN)

Persistent storage

Availability zone (xN)

____________________________________________

____________________________________________
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AWS account

/ AWS VPC

External APINLB

~9
PrivateLink

I
:

Internal API NLB Optional i
] i

v

Control plane

apiserver
etcd

controller
Availability zone (x3)

_____________________________________

_____________________________________

ROSA
Service account

Private network
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Internal App NLB

Worker nodes (xN)

Compute (xN)
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Availability zone (xN)

____________________________________________

~—9
PrivateLink

v

Internal API NLB

v

Control plane

apiserver
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controller
Availability zone (x3)
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3.3. ROSA CLASSIC 2244

1 Red Hat OpenShift Service on AWS (ROSA) Classic f1, control plane #1 worker 7 sR&BEBE £ VPC
FR,

3.3.1. AHMETAMLS _EBY ROSA £ H2E 1)

& ROSA Classic, fZRLABIEERES 2 HFAH LA T; R B9 ERY,

ERILAME R LT A5 B E L API R %5 251% s Al Red Hat SRE EEHIVI IR :
® Public - API AR 55 25t s F1 5. FA 72 e B R /2 T 3 B X I A,

e private - API [R5 2Rim R AN AR FRE AN, FA%F ROSA Classic REHERA—LRHTFW,
BEBEAHTFIAERE control plane X worker 7 5,

e A AWS PrivateLink - API IRF58im = 1N AZFHARMARN. MFHO, B VPCARE
ANFEHFMH NAT FX, ROSA SRE BEIEHEF AWS PrivatelLink,

TE#®R T HEAEIFE ML EEREM ROSA Classic S£E¥5814,
3.4. EAHMFE ML EEBZER ROSA Classic

2 A

Developer Red Hat
Management

i - hwsvec
C‘ [ - = 1 oo -] [= - [ -]

PrivateLink Route53 External/internal Red Hat External/internal Red Hat
DNS (API)NLB (AP ELB App ELB (Console) ELB

S S SN S S

Private network
Internal
(API) NLB

Control plane nodes Worker nodes Infra nodes
(x3) (xN) (x2, x3)
apiserver Compute (xN) registry
etcd Persistent storage router
controller monitoring
Availability zone Availability zone Availability zone
(x1,x3) (x1,x3) (x1,x3)

ROSA Classic £E8¥ S IEERE OpenShift HEHIRMMZRM T &, WMAOIEHIZR. FiR reqgistry MiiiE, &
HZRATT R H L ERE A OpenShift ZH44H ROSA Service SREs &I,

ROSA Classic {2t 7 LA F R BIRYERES :
o HXERE _ control plane # worker T IEBEE AN AKX A,
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o Z[XEEF - control plane HEE=THHRK L, AJLUEEE—THZ A HX _Ej21T worker 17

=

™o

3.3.2. AWS PrivateLink Z2#4

fI# AWS PrivateLink SEB¥H4IIE R ERMBEMITEETTHFM L, 21185 B 1R EERZR Z 8] 80

B AWS PrivateLink VPC i s I8,

' NIEBAK VPC £ # AWS PrivateLink,

TEIESRT PrivateLink S B¥RM 48151,

3.5. EFAE FMPEIBEM Multi-AZ AWS PrivateLink 5

2 A

Developer Red Hat

Management
@
PrivateLink Route53
l DNS
v &

/ AWS VPC

Private network + *
[ ] —
APINLB i ‘ App ELB
Control plane nodes Worker nodes Infra nodes
(x3) (xN) (x2, x3)
apiserver Compute (xN) registry
eted Persistent storage router
controller monitoring
Availability zone Availability zone Availability zone
(x1, x3) (x1,x3) (x1, x3)

3.3.2.1. AWS SE %1

Ei1tXan{aIEE B AWS PrivateLink X BB ERS, AWS IRIEZNSELEN, TARAR=ZNTA :

AHFRE T ERKMNXEEEEIIERMN, & 8FRiET RSt (NAT) FR R

FBEHM.

o HHERAFMI AWS Site-to-Site VPN j[a]# VPC,
LR B IR IE A A BB M A FF RSB R TR BESS,
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B/eHBETHEERMINEEMN (IPsec) VPN BEBES M4 EE, WEHEEE— TN THFMAMELT
BARXHEINFAE = (VPC), Bt BB MAEE A BB M X,
WMBEZER, 1HSH AWS XEFPBFAE F MY VPC #1 AWS Site-to-Site VPN 57 ,

HAFAE FRIBI VPC (NAT)

o HAR
WEEARFEREML, UEATUMERMYRAFFH, B%RAFMIFIEMILL,

RAEAHFRATHUEZEAERMAEHIERE, T RFMALLEL R T AHFR IRt
HEERHE (NAT) AKX TR B ERM, X A vF R AR S5 25 S A NAT BI04 BB B XM BURE 4 5B
1, BERARVFEREREMERKIEIEEERS 2.

MBELER, BSM AWS XXHEHBIER QA HMFAE FH(NAT)BI VPC,

o THHANEIMFEFMH VPC #l AWS Site-to-Site VPN 14[A]
HERE ARG BESH, FEEM VPC i EEM,

BRI LAMER AR FRAMEY B Web BilmZ T2 ZNBAER, HNEIEEMHEIER IPsec AWS
Site-to-Site VPN iH i E N T B FM 4,

WMFBEZER, HSH AWS XHF A A HELFFAE FMAY VPC #1 AWS Site-to-Site VPN 1Jj
A,

3.3.3. AKX g ROSA 414

ROSA X ##{#F AWS Local Zones, XX i8] LUl B ropolis-centralized availability Xis, &/ &7
VPC BN IR BRI N RRRF TE M, AKX E AWS RiBMT B, RINBERTAERE. BRHER
& Local Zones I}, A=Y BE Local Zones, UHRBEARKNWRFMMPIEELR, MEEZER, F5
" EA M X P ECE 2,

TEERTEBHEAZ Local Zone BY ROSA &2,
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3.6. ZERERMBIA XM ROSA £5

AWS VPC

Red Hat OpensShift

Control plane
nodes (x3)

Client

Route53 DNS

App ELB

Infra

Worker
nodes (x3)

THERTHREKAE Local Zone B ROSA &2,

3.7. FRERABIX XN ROSA £5
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% 4 = CONTROL PLANE Z2#5

control plane H control plane H.234HAK, 7151 & Red Hat OpenShift Service on AWS &%, control
plane M2 EIRITEMNEE (BRI worker) EMITIEfE, KEEAZET Cluster Version Operator
(CVO)FI—4H #. 3k Operator BYIRERE IR X W AFHIFR A F 2

BF

HAFEE control plane (HCP)# Red Hat OpenShift Service on AWS (ROSA) Rz # 1tk
control plane 22f4,

4.1. RED HAT OPENSHIFT SERVICE ON AWS FH#l25 H &

Red Hat OpenShift Service on AWS DECEN A RIMNA R, XLEABE UNRTEHNNIIE, £HES
FrfE master #1 worker A ELREIME Y,

4.1.1. &2 worker

1£ Kubernetes £8£rh, worker T 22 1THIEIE Kubernetes I 1E RIS FR THE %, worker 7T E A
HASZ, LK control plane RS VAETRR, REEWLET R LS5 pod IBER. UTEERSEED
worker 7 & _EIET :

e CRI-O, BI&E2:3IZ,

o kubelet, XREZHETZTNE LRI TIEAHNEKRUIRS,

o RSARIEE, BATEIEE worker B pod HIBE(E,

e runC =k crun B I BT, AFAIRMZITAR.

p= Y=
BXRIAE A crun MAZEIAM runC BIIF1E, 1553 (/& ContainerRuntimeConfig
CR H2#Y,

-

1 Red Hat OpenShift Service on AWS F, 1T B 2BEEZEHISE 7 worker #2281 &N, BEF
worker B BN TTETENE, XETEMZBENT BEINRFENREEE, BN Red Hat
OpenShift Service on AWS BX 5L MR R EMEEN, FTLLEE worker A EBHINLER#IIKS 17 EH]
75, EARLITHRAR, worker #lZ5H i1 EHlZ5= I LA B ERRIRIE, RNt ENSRHHE BRI KR
2 worker 128, 7ELUSHI Red Hat OpenShift Service on AWS kix A e, ERINFTEERFEATERENITE
ML2%, ANERHZRIINLER,

==
ITEH 252 machine-api fp & 22 A FTHITENSZHRESH, TENRERXITERES
Sy EEDFETTTEVSRNEE, HR, YHREEMR (MCP) & Machine Config

Operator (MCO) #p&ZERIM—ERS, MCP BTSN 0HE—R, LUEMCO BEBE
BHEBEHETFT AL,

4.1.2. 2% control plane
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1E Kubernetes 8%/, master 17 iz 1Tl Kubernetes E£E¥FTEMARSS. 1 Red Hat OpenShift
Service on AWS A1, control plane HEH master #1235 B control plane #lZ&HMK. BIIRUNEE
FF & Red Hat OpenShift Service on AWS ££&£8 Kubernetes AR5,

X F K% Red Hat OpenShift Service on AWS 52%, control plane #1288 —RIIMITHINL2F API FTIR

7 X, control plane & control plane Hl23E B, FABIIZEN FE control plane #1825, LABA L&
FRATA control plane #1233 FIRIFERS,

AE
MO AREEMZNTRAREREZEVEE= control plane 77 &,

control plane L& F Kubernetes X 5|#IAR S5 & & Kubernetes API fR%5%88. etcd. Kubernetes %25 E
I 23F0 Kubernetes R,

5 4.1. 1 control plane _£iZ17#9 Kubernetes RS

A £ pU

Kubernetes API AR5 23 Kubernetes API IRS5 235 IEH ERE pod. BRSSFNE HlIRHIRMEIE., ©IF
NEBWHZRERET —NES

eted etcd FHERFA control plane SR, HEMAHENIIEH etcd BIFEDR, LUMEHR
B &i#ABERE.

Kubernetes 1223 E 1225 Kubernetes #HI23 EIE2Z Ml etcd BEENRER, MEH., HH%E

], SSIKPIEHISBNR, AEEA AP EEEISLERENRS. X
R R OB AR N A S LB —NERRE R,

Kubernetes JHERRF Kubernetes HERZF B 2B T S MFT OB pod, FHEFEEZ
pod BB ETT M,

714+, 7E control plane £i21TH) OpenShift BR55 & 1E OpenShift API fR55288. OpenShift 26 2REIE
28, OpenShift OAuth API iR 5588 #1 OpenShift OAuth AR 5588,

5 4.2. 1 control plane _LiZ217H9 OpenShift fRSS

et ek
OpenShift API BR%5 83 OpenShift API BR 52855 IFFHER & OpenShift iR (AN H. HREHE
W) EIBUE,

OpenShift API iR 5528 OpenShift API Server Operator B,

OpenShift &l 2R B2 2% OpenShift #2HI 23 E IR E M etcd BB A OpenShift A REIELR, NI
B. BREFEREHSENR, REERE AP REHI SIS E IR,

OpenShift 2§25 E 23 OpenShift Controller Manager Operator &
I,
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A sk

OpenShift OAuth API AR5 28 OpenShift OAuth API R 558835 IF HECEHE, LAM AWS EBJ Red Hat
OpenShift Service TR INIE, A, £HF0 OAuth ShE,

OpenShift OAuth API iz %528 Cluster Authentication Operator B,
OpenShift OAuth fR%5 23 FA M OpenShift OAuth ARZ588 15 R ThE, LUA APl #4T F1R45IIE,

OpenShift OAuth iR 5525 H Cluster Authentication Operator &I,

control plane #1285 LRI FLEARSSVE N systemd BRS5121T, B—LENMHENEES pod 11T,

systemd fRF5EE B ERAERERGEBEARA LIRS, XTF control plane #1288, XSIFERITIZIE
BFXM sshd, BIASIELLTRS -

® CRI-O A238I% (crio), AT 21THIEERZ. Red Hat OpenShift Service on AWS 4 £ CRI-
O, T/ =& Docker Container Engine,

e Lubelet (kubelet), M control plane RS 1EZ EIEH 25 ARG R,

CRI-O #1 Kubelet Z{F 7y systemd BRFSEEE TN L2177, EANENBI%LIZTT, REETEZTH
b= 2.

installer-* I revision-pruner-* control plane pod W7 {#F root 1{fR;Z21T, ENEIIEEEART root
FA Y /etc/kubernetes B3%, XL pod i FLLTFap & ZE A -

e openshift-etcd
e openshift-kube-apiserver
e openshift-kube-controller-manager

e openshift-kube-scheduler

4.2. RED HAT OPENSHIFT SERVICE ON AWS AHJ OPERATOR

Operator & Red Hat OpenShift Service on AWS i EZMHH, Operator & control plane £3T8.
HENBERSNE LA E. BIEALUNAFZTHN AREREIEE,

Operator 5 Kubernetes API #1 CLI TE (# kubectl #1 oc 645) &£/, T©IHRM T LN AR,
TRERE., EBEEOTAEHNAE, HARRNARFREERERS.

Operator (MR T B NRBANEERE, HEERESNAH, EILUENR Operator AFFHI API, MA@
LB E 4.

® 7 CRI-O # Kubelet BN T m LiZ1T, FRLAULFERRA EMhEREThEEER A LUE T fE F Operator 7£
control plane Li#F{T&H, {#M Operator #101%! control plane HIZH 4 S IEE BRI LIRSS FEIEARSS

BRETEEELIE Operator 2B H5, 1B Red Hat OpenShift Service on AWS H1#J Operator B
MMENRSGERE, EARATEIINERN :

e [ Cluster Version Operator (CVO) EIE Cluster Operator # 2RI\ REZEFHITEEEINEE,
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o TAERIMIANZH 4 Operator H Operator Lifecycle Manager(OLM)YEE, #AEHENARRFEHIZ

170

4.2.1. i nZH 4 Operator

Operator Lifecycle Manager (OLM)# OperatorHub & Red Hat OpenShift Service on AWS FREYERIAZH
4, FIESBNIT Kubernetes RN FAFEF/E N Operator B2, ©f | —IREHA T A, REMNEEEE G
a] AR RT LM ANZH 44 Operator BIRSE,

£ Red Hat OpenShift Service on AWS Web 5 #{& A OperatorHub, B7% dedicated-admin &t
FIRALA A LLUESEE M Operator BRZREEM Operator, TEM OperatorHub %% Operator &, A LALL
LRMARHIFERRZEFR, ERAFNARRESIZT,

RIEKINEFIE, HHPEIE Red Hat Operator, %1t I IER) Operator #14t X Operator, &

dedicated-admin AN ER A LURINESHWBEE LB FR, XERTUEE—HBE XL
Operator,

Operator Hub T4 F 7 HHIFTA Operator BN 1L AT FREE, XL Operator ML NE
" TEfi%:, 7% Red Hat Site Reliability Engineering (SRE) #41%,

F & AN RTLAEA Operator SDK & BIJREHIF OLM IhEERIE % L Operator, ARG, ALLHFEITH
Operator A FHRMBIBE LB XRF, ZRALURMBIER S, FIHEBER,

==
OLM REIEH MY Red Hat OpenShift Service on AWS ZRI5I5EEF Operator,

Lth B

o HXTE AWS £ Red Hat OpenShift Service iz 1THiNZE 4 Operator BN, ES A
Operator Lifecycle Manager (OLM) #1 OperatorHub # B Operator &R &R

\

e WNEA X Operator SDK WEZE R, 1HS W T4 Operator,

4.3. ETCD %5t

etcd B—N—HM., 2HRNEEGFM, ©ESH/NNEE, TURLEEERED, BR etcd BUFZIN
B DAHE, BEER Kubernetes WEEHUEENE, BXRRMECHITIERS,

4.3.1. [ etcd BIEF L

BIHER eted, ERTBUNSFHA RIS :
o RETFENBREFH—RMEITHE, HERMRSSEIBIER FRELRE
e Jj Kubernetes #f#H1 8 FIFT G EEHRS
o NAEEHIE, LMENEET RIBHE RIS

4.3.2. etcd I T{ERIE
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NIERREFREMNBENASFEAE, etcd (FH etcd Operator, Operator 1t T £ Red Hat OpenShift
Service on AWS % Kubernetes B23 ¥ & L{F M etcd, £ etcd Operator, &R LLAIEFIMIFR etcd B
. EIFELEBERNDN HUTEMRFAL eted,
etcd Operator @M%, 2HTFIIRIE -

1. B# M Kubernetes AP M EREEIRTS,

2. BT HEPRESMEE RS Z AR X7,

3. BT etcd EEEEIE API, Kubernetes APl S &R T HEBARE,

etcd RUEFEEHRTS, SRFLEH. IMREXBFLRE, I2FHENEHN, REMNER,
Itt, Red Hat Site Reliability Engineering (SRE){FE &, KIS I/O Z#F etcd EEEFAK Ao
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£ 5 Z NVIDIA GPU ZRit ik
NVIDIA S ##7E Red Hat OpenShift Service on AWS _E{# K4 #55(GPU) TR, Red Hat
OpenShift Service on AWS @ — MR E N DI, 5#{bHI Kubernetes &, HIMEFLFIRHEIR,
AT RMEEREFMELE Kubernetes 8%, Red Hat OpenShift Service on AWS &3EX} Kubernetes BYZX
3, DMER R LIRS E R NVIDIA GPU BHRERANR T4 7,

NVIDIA GPU Operator I} Red Hat OpenShift Service on AWS FIJ Operator 2R EE IRz 1T GPU N
3 TAF (1 BT ERE NVIDIA S A R 4 d A A,

IXLELH 4 EFE NVIDIA K52 (7B B CUDA) . GPU B Kubernetes 1% & 4. NVID Container
Toolkit, {#FH GPU %44 I(GFD). &EF DCGM MG EEM B BhTT mbric.

NVIDIA GPU Operator B9z (X H NVIDIA 124t. HXM NVIDIA KENZHHNEZER,
BB NVIDIA ZHF,
5.1. NVIDIA GPU 5ok &4
o TIEED—A GPU worker T7mB, B[IEE T{EH OpenShift &£&%,
e Ll cluster-admin & 1{7i/jl7] OpenShift &%, LUHITRENS T,
e E.%Z% OpenShift CLI (oc).

o BRI RINEEAL I (NFD) Operator F0I# T nodefeaturediscovery L4,

5.2. GPU #1 ROSA
& B LATE NVIDIA GPU =245 55 B FERE Red Hat OpenShift Service on AWS,

BEMNZE, WITESEFR— GPU MEMITESEH], FH GPU RES NVIDIA Al Enterprise X #FHY
GPU FIIRPtEE, #I30, T4. VIOO 1 A100 2ibFRM—ERS,

ERILLUEFE LT AiE 2 —E VA A2k GPU :
o BT UiHFAEAELHN(VM)BE GPU 48 GPU &%,
o UARFEEA GPURS, AILUATT GPU (VvGPU) A9 Fo

Hith BHR

o T=r B Red Hat Openshift

5.3.GPU X Z A%

ZIIEF NVIDIA BEFF & GPU HAMAZNE, LUEEIEEILS Red Hat OpenShift Service on AWS 5 5#
+8 GPU &It HE,

NMARFEERXAETRNITEER, XAEAE GPUEAEXERRE, NENTFNERMERNITERR
HEN TREIMERAHRKIL GPU FREXEXEE,
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ATRRE GPU ERAEMFIF LIS, ScHMMERE AP BIRSHGIEGESRK, SEEMME. TR
LT GPU HAME

B —IX &5 (CUDA) it

Time-slicing (Ff[E]% )

CUDA % i##2AR55 (MPS)

%55 GPU (MIG)

A vGPU MIEHUL

Hith TR

e RS GPURIA=R

5.3.1. CUDA &

Compute Unified Device Architecture (CUDA) 2H NVIDIA A BFHTITEELAEMmERER, BT GPU
EHEIITTE,

M GPU EFAFHATHRERFS], CUDA ermBEERVIRPIRINFINGT, EFSERTERNES TN
BF 2550,

BERARRNRS LEBRERTFHITHITES. B—DRPABNESZEHL. BAHA—MMESFSELE S —
MREIBIT. XAV GPU MEMMERINEFE RN iZ1T% MESS, MMRSMEEE.

Hith}

=

P
o RIEFRIAT

5.3.2. Time-slicing (/a9 F)

YIRIZITE D CUDA NETEFER, 7E#B%H GPU LiFE GPU KR E TV %,

IR LB N GPU E XL —HBIAR S A Kubernetes B GPU BIES[A], S PBIAER AT LRI A B pod
FiZTIENE. 5256 GPU (MIG) AE, FERIAZ AAEFEERNESMIERE, BN FELEIT/ER
7, XMFRARFHITHE, ER, GPUKEDHFBAFME—EZ GPU MM TIEAEHIERARRM
EIJ$O

SFEE D R, SR UNA— N EESEEMNBIARE, AT UNARET T RWEE, i, EREEN
BfE 9 FEEN FAEIESR Tesla T4 GPU BT s, MABER T =R EA GPU &3,

& DO N AR ESEH R RERAGINMITE, REMCT RURTXET REBEREET TR
RE.

5.3.3. CUDA £ 2RSS

CUDA % #1255 (MPS) REFEAD GPU FAZ A CUDA #18, #I81E GPU £LH1Ti21T, BT GPU
ITEFENEF, MPS BXBEHAHITHESAKIREMMARAHEBEFNAE, UgmF AR,

Hith BHR

e CUDA MPS
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5.3.4. %55 GPU

HFA %5 GPU (MIG), ALY GPU it EHTHMAED RS MIG S£6], SNLHEREKRT MRS
B R BRI GPU X%, AN & binTriE s ARk, SRsiEN. A GPU B
SEA MIG SEEIFL HimE GPU,

LIEE—NTREE) GPU TL2THEEM N BRI, MIGEEH. #H NVIDIA Ampere 22158 MIG Ih
BERVH RIS IR D A Z A GPU 261, BN SLBIER AT /E 7 IIH) CUDA GPU 1RIE 1R ERSL,

NVIDIA GPU Operator i # 1.7.0 REERAN A100 1 A30 Ampere 124 MIG ¥, XL GPU L4
EEXRH&S 7 NMHIIK CUDA N AR, UEE5% ARG HREERE,
HAith BHR

e NVIDIA %55 GPU B8/

5.3.5. f#H vGPU BIEHI1E

REFLHL (VM) BT LUER NVIDIA vGPU BE#:5 A EMER GPU, A LIBIRESL GPU, HEIMNESRZ
HH=Z, FHEMZEIR,

LEZhEERF GPU MEES vGPU IRIMEEMR 2L HELI S, vGPU REME i S IEEMNIMERE
EBMEE, BS VDI T ETENEMN TENETEUARSDEUNZ A ETRLE,

Hth TR

o E#lGPU

5.4. RED HAT OPENSHIFT SERVICE ON AWS B NVIDIA GPU Ih&g

NVIDIA Container Toolkit

NVIDIA Container Toolkit AI1EIEBIEFHIZ1T GPU INER L. TECSEIBZTHNENTE, BT
BB E A2 LUFE A NVIDIA GPU,

NVIDIA Al Enterprise

NVIDIA Al Enterprise @imElinI = RE Al IBIEDHPEEM, B NVIDIA VIERZOHETINE. AR
IBES
NVIDIA Al Enterprise S83&% Red Hat OpenShift Service on AWS B2 ¥, ZHUTRESE !

e 78 GPU Passthrough BJ#E#18k VMware vSphere _£#J Red Hat OpenShift Service on
AWS,

e {HF NVIDIA vGPU By VMware vSphere _£#J Red Hat OpenShift Service on AWS,

GPU TheE & IR

NVIDIA GPU Feature Discovery for Kubernetes @ —/N A M, aiLENTT R LA GPU B4
FPRSE. GPU ThRE R I 17 TN BE & IL(NFD)RHAT L FRIC,

Node Feature Discovery Operator (NFD)&:J § 4 EE BRIRC T KRB OpenShift Container
Platform &R IEHINREMBECERI X I, NFD FERARFE T RBBEMIMCEMN, 20 PCI&, AK. 8
ERGIRASE,

& A LIRS #53R "Node Feature Discovery” £ Operator Hub 3% E] NFD Operator,

A OpenShift Virtualization B NVIDIA GPU Operator
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EIBRIMNLE, GPU Operator RIEE® T worker 11 R3KiZ1T GPU IIEHA SR, IAE, GPU Operator t
Bl LA R E % worker 11 sU3i21T GPU MNEBIE U (VM)

IR LURIESE GPU TR B E NIEX LT mLiZ1T, % GPU Operator Boi& N4 A BB 2H 4 5B
Z % worker T,

GPU Wi (kiR

BT LARE N HE(URMR, £ Red Hat OpenShift Service on AWS web %I &8 cluster Observe T1HE
FiER GPU FHEE R, GPU FRARERSETA GPU . IhiE (watts) . BE (Celsius) . FIA
£ (Bok) URHEMED GPU BB,

Hith TR

o NVIDIA IERSE

e NVIDIA Al Enterprise

® NVIDIA Container Toolkit

o JHM GPU (UK IR

® OpenShift Container Platform I MIG 2 #F
e OpenShift F1BJ NVIDIA GPU B a9 K

o TEMTFFIEREMIEK airgapped IAEAHERE GPU Operator
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https://docs.nvidia.com/datacenter/cloud-native/openshift/latest/mirror-gpu-ocp-disconnected.html
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N T EFAMEITELESFNBREEN O ERSRNIIEE, HRARSHIIESEN TENIRE, R
23EENT ¢

o (ENEMHIMIRS, ALUEEIHEMBBIMIERHLCRS. Hl, EUTRFEFNARFS
VORI, S0 REN AR FMINEIEEE,

o BEMY, FHLERSRBIVNIFESNLETIREE, BHETUES—BNELED.
o LIADNME, LBINRINEEN, REEHNFEEB FBETRA,
o JLUITERIER, ERFKIBMAAZFIHRMHES LA, EFK TR LHEE Y EDBILH,

o LIARAMNAHZIT, BAHNABRFHNRERE. fltl, — MV ARFAEERZITREREN
s, REERH. A—TMNARFARESERLZT, FELIINEFhEER A,

o ZREM, LMEMALUEHIN AR BIRSFIE I G R R

BRREBIZES, UVEULAREALLFERNIEMNAENE Rt EE, XFESRRETE
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s

ATTRHEKID N T £ Red Hat OpenShift Service on AWS Y FIERE R 2L Kubernetes T2 F
I RT LAY BT 718 1, B Ud BRI RT AR PRI LE 75 3K SR B A B 2R BUR N R A FF & /Ko
6.1 XTFARILNAREFL
A LB ZMARNFERARRLITNAREF L, BMAEZEEENFERBRBEETHEHRE, 7T A
LMY, AXENE—RIFENEEMFLENRET R, SENASRBENEARAAREEIHESX
HINARRF, XEAERRTARNIE, BRAMNAE, HEATARCNARERL, AEHHEBD :
o ME—EHARFIFHEFMH registry A
o I Kubernetes JEH N HRFEI Git FhEE

e {# Operator BEY 5 HMIIHZENN AR

6.2. FH— N L R 25
BN RS T —MEE, BB HIHTRSE.

8%, BRE-TATHERSBMIE, 0buildah 3 docker, BMFE—NMERBTHFATHXHG, BF

£ Dockerfile,

=

BETXR, BREE-—MMIBERMEEERNBRGEER, UEATLLEEHRIEEECZITHME, XMIBHM
BA?S registry,

KZH Linux BIERS LSRN REEZNHEN—LRH, {8 Dockerfile &4, BEIRBE IR,

THEER T HEMEETIRIORRE :
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https://docs.docker.com/engine/reference/builder/
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6.1. B H PR BN ARSI HHEEED registry

=P Red Hat Quay

Private !
:'____’ Registry _E °
! “=%  OpenShift Registry

Create Dockerfile Build Push
Application o | o | Container @
Developer Software Image

|
|
: =P Quay.io
1

1
_____ Public !
> Registry : o
- Docker Hub

INRIE(EAIZ1T Red Hat Enterprise Linux (RHEL) fENIRIERZHITTEN, MBS N ARRFOIREIRES
ZLTFNATRE :

| RERABWETIER RHEL @E—4HTE, HPSERATHWENEIESRZEM podman, buildah #l
skopeo,

2. B8 — Dockerfile KA & EMFIRFA I : BXIEBNE RFEMIEE N Dockerfile B3 {4
B, EXNXEH, BERMAMNPHENEARS R BELENTHE, URESHIZIASRFHHR
., MABINASEE, MAFIRSAMHMEHEOAMESIIBRRANE, FEH Dockerfile
MIEERHMEBFEKRE RHEL 24 ERIBE .

3. JZ17 buildah 2 docker ¥J% : 1217 buildah build-using-dockerfile =t docker build f45, F&
MR R R B A RS, BUE—NMEEEANASRTER. TLRLUER buildah,
TEAH Dockerfile RIR TR 2R IR,

4. tric (tag) FHEEE registry : AFTASRRIRRNINITE (tag), MIMABEHEPEFHNLZEEIN
registry fIB., #AJE, @i1iZ1T podman push = docker push & FHZEERHEEE registry,

5. IERFHIZ1THR : MEA podman = docker FRBRF A IH LEMEMRE, 21TA TR
&894, 10, ;217 podman run <image_names =X docker run <image_names %45, H
H, <image_name> @A RRIEMEAH, XK{ITF quay.io/myrepo/myapp:latest, registry A
RER BRI REHEE TR R,

6.2.1. AR T RIET

&M buildah, podman 1 skopeo HEMEBEA SR FBIT UM ERERGER, HHPEEX1E Red Hat
OpenShift Service on AWS K E At Kubernetes IME AR ERE R RBIIRE, XLETERZ LTI HEN, 1E
%A root TURMIIER Fi21T, BTElfMENFFHEED,

BE

Kubernetes 1.20 1 # F 7 % Docker Container Engine {E N B 2Ha 1T IR, FHIFELL

BHIAITHRAT MR, B2, Docker £EMMHIRFHEEEREPFERMARZITH, S
CRI-O, MIFEELER, 1ESI Kubernetes BE N,

E41E Red Hat OpenShift Service on AWS EiZfTA 2N, EAILIER CRI-O &28551%, CRI-O 7£ Red
Hat OpenShift Service on AWS S &£fh By — worker # control plane #1838 £i21T, 1B CRI-O EAXZ#F
YE-4 Red Hat OpenShift Service on AWS LA B ITIZ 1THT,
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https://kubernetes.io/blog/2020/12/02/dont-panic-kubernetes-and-docker/
https://cri-o.io/
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6.2.2. ELhEs gL

Ve RSRIE N AR NEMBEGRE S —HEIY, XERE NN ARFRA— Linux %5 EEHNER
CSHEGE, EPRERRERIZXHRAF, TR FRERA—HERZXHRE. EillH&rk
RN BBRENREM. WEMAT AL EE R,

IIEIRM T —HFEMER, MOVLIIERAEMFR (UBl), XLHEET Red Hat Enterprise Linux,
BME T ZREMEMBGRAEL, BEFE-1MEXERX] : TRAEITHMEBREHR DX, AL, EaUE
UBI B LN ARERE, RNt =elIHFENTRMIME OIER R HR,

XL UBI SRR E B E. FIRMRERE, LB LU Red Hat Software Collections (& FEKHGi4S €
Z{THTEAE (40 Node.js. Perl 8 Python) BON FARERROETH, Hb—L24Th Bt IRIV R IRAR AT
Source-to-lmage (S2I) ik, HF S21 HEN, ST LUFISIEA R AT RN 12 T2 ER R IR IR
.

S2I 5% 7 Fi F B M Red Hat OpenShift Service on AWS Web Ul {&fH, 7£ Developer i, ##A
Zl +Add 14, F7E Developer Catalog i@l & & Developer Catalog FEIFTE AT AR S5

K 6.2. hEEREZTN N AERE S21 Bl

Project: myproject =

<> Developer

Developer Catalog

Add shared applications, services, event sources, or source-to-image builders to your Project from the developer catalog. Cluster administrators can customize the content made
available in the catalog.

| Allitems Allitems

cyeo .
Q, Filter by keyword AZ = 149 items
Databases

Languages

Middleware

Helm Builder Images Helm Charts Helm Charts
Other NET NET

Project Type @ NET NET Application alonetworks-alOtke @
Provided by Red Hat Provided by Red Hat
Builder Images (12) A Helm chart for A0 Thunder
Devfiles (6) Build and run .NET 7 applications A Helm chart to build and deploy Kubernetes Connector
on UBI 8. For mere information .NET applications

Helm Charts (79
79 about using this builder image,...

Operator Backed (11}

Templates (41)

& Operator Backed Templates Builder Images
o / /
AlertmanagerConfig Apache HTTP Server Apache HTTP Server (httpd)
Provided by Red Hat Provided by Red Hat, Inc.

Build and serve static content via

AlertmanagerConfig configures An example Apache HTTP Server Apache HTTP Server (httpd) 2.4
the Prometheus Alertmanager, (httpd) application that serves on RHEL 7. For more informatio...

snacifuina haw alarts shonld ha static contant Farmars

6.2.3. Registry 177

BREBROE (registry) 2HEMEBRERNLAE, UWEERTUSHARE, FHEIREARKZITH
3F|:|° ,.,\_Jl«/biﬁq:?zeﬁtﬁaﬁfpﬁ)jE’th’*”’\ﬂ%\%ﬁ registry, thA[EFIRMEE L EHEMNFHRINEEMN S A AR
X, BT REE DM registry, HIEAANAT ARG EFMEZSEMA,

ERENZLIE AV OGE B VR IR BB IR, B RTLAM Red Hat Registry H32EY, Red Hat Registry T#fE T i
MIE : registry.access.redhat.com (EFFH%IE, HEFHA) # registry.redhat.io (FE5H%
k) ,.,\_JLAT_?I'FEEK%JLE%E’J@%ﬁ’ﬁ%ﬁfﬁﬁ?ﬁ* Red Hat Registry FRHIZLIE R & EIK RO R, BR
THHAERRGEEN, BELEREXRILHERUATHREN ZER, SEETENAREEHMNRE
R

KEINH registry 838 Docker Hub #1 Quay.io, Quay.io registry H4LIEFFEFMEIE, Red Hat OpenShift
Service on AWS FR{ERF L HEERZHETE Quay.io B, SIEARHEMATE AWS KH EEE Red
Hat OpenShift Service B Operator, Quay.io i iRt T FHEEM LI NI AL, S3E Helm Charts,

INREFLE KBRS registry, Red Hat OpenShift Service on AWS A& SIE—NFAE B2
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https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux_atomic_host/7/html-single/getting_started_with_containers/index#using_red_hat_base_container_images_standard_and_minimal
https://access.redhat.com/documentation/zh-cn/red_hat_software_collections/3/html-single/using_red_hat_software_collections_container_images/index
https://catalog.redhat.com/software/containers/explore
https://hub.docker.com/
https://quay.io/
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— =

registry, [ Red Hat OpenShift Service on AWS —iE%es%, FHIEHER 21T, ZI18tHIRH Quay.io
registry BIFhE IR A, #i4 Red Hat Quay, Red Hat Quay SIiEEMISE 4. Git f9EfmA 2R, Clair Bk
T2 HthTheE,

AR EIBIFR A reqgistry ZRRIBERB B R IEF BEM B T E KR, EP—EEIFRRIE AWS £H Red Hat
OpenShift Service, MEMEIERT LD BL%E M Ao

6.3. 1 RED HAT OPENSHIFT SERVICE ON AWS fi|## KUBERNETES ;5§ #

RBARREREARLNARFNELRLED, BFEEFLEETHEE Kubernetes TMER (41 Red Hat
OpenShift Service on AWS) EEMEREIZN FHEFE, CIERBKRENHREFELLS T

e T & Kubernetes & A {FEANTFE KR
o FLIEFHZITHIN BREFRME —LR%
o WELHHH

o QIBFBHRIFMZBHRFME Git FiEES, UEETLFEFEERRAZREIRSF, MNEIET
Bz, RERAFAL, FREMIBITIMED, ELENDRIIBREA, URSMALE

6.3.1. %F Kubernetes pod ik %5

BERRE docker WEAH T, M Kubernetes fEFMIE AR TN pods, Pod KFRMEN ARFMT
—%, pod ALEE—NHENER. REZIAET pod BIEME, T BRMEEM LN,

FERE pod HEBRANRAE, AT BRENSEEAHTEEZEENTIRIIE, VETEHE, BESE

HRBEER pod A, FH7E pod FESEAFNHRILFKMEERSE. UE, EEE1Tpod HEET R
BAEISLBIRS, HtbBLERFEIMET B, N FHEZEFR, pod FHRAHZHEZHERANMSED. =R
fESMBRRE (ANRFF CPU) o iXHE—3K, FF pod RBEFEN—DHETHITERLEEMNEMR, pod

PR BEEA A LG AIERHIZFRE (20 System V 553X POSIX HERF) HERIE.

BIREA pod 3K Kubernetes FI—NaIT B H T, BIRFSRHET —MNER, BN —RT pod 9EE|
—RL A EREBRENN AR, TRIEMAEIEZ ENES. RSEL pod ERHFA, EHNRSH
U—BEMRA— IP #hitfER, BEEMERNIE, FERIZRSE, BEFFERIZIRS, Red Hat OpenShift
Service on AWS 1% & RN N & AT 15 1R 4H B Z AR 5589 pod B9 IP HutiE#1im O,

MAEJR L, BIMENARFESZTElINRERLRRAN, #MmE5HEAFRH. Kubernetes i&HH
—ER R T a0 a@E T T LS SRR N AR N TFAA N ERFI AN ER LS, XTI A S LN M@ E I 1THE
YHR3ES, Bk BERAIA HTTP, HTTPS FIEMMARSHIE NERIEEEIERANIMIRS, ATLUE
F Ingress iR,

MRBRFBEWD MM AZEREERM (TLLBITRSRM) , NALRESRMENESA S, HIZFEY
#t pod A, EAIUREFAUNRFEAMS (PV), SRS Pod E L HHE,

EENLTHRNRRRFN—H pod 7, KT LLE Deployment #1 DeploymentConfig % i iE XX L&
pod,

6.3.2. VAR RE
BT, EREBNARRRE HZiT A BRI,

Kubernetes EX T SERTARREN BHRFNAR I ENE, EMEEENARFNIEAE, 1HEE
ZNARERS
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https://access.redhat.com/products/red-hat-quay
https://kubernetes.io/docs/concepts/workloads/pods/pod-overview/
https://kubernetes.io/docs/concepts/services-networking/service/
https://kubernetes.io/docs/concepts/services-networking/network-policies/
https://kubernetes.io/docs/concepts/services-networking/ingress/
https://kubernetes.io/docs/concepts/storage/volumes/
https://kubernetes.io/docs/concepts/workloads/controllers/deployment/
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o ZITHRFEIETN. Hlal, BEohEMNNAEFRULERRE, FEREZANNEYE, 2GF—1TH
ARTEEARARBRZITX NN AR, S FiXLERBMLN AER, A3EM Red Hat OpenShift
Service on AWS &R EFE Job #1 CronJob ¥,

o UL, WFRAFZTHNARRE, ETUHEEERE,

o ETESETH,. MRNARFEESTAY, BLEZZHERENK), FEIERLE—PE
{5, Deployment =% DeploymentConfig *f R eI LAS 1% KRB N ARRFIEIAS, EENEIA
&, pod ATLABBEZ N RIZ1T, HARBIETE worker FRERIZ N AR RIA4 AT A,

o EBHREFNTHLIZT, FLRAMW Kubernetes M ARFEIT NEERERHIEN master TV,
worker T m_Ei217, 10, DNS MkiEN ARFEESEESN T a LFEH21T, BRI LUSHX RN A
BEENTTHESEZT. BLTURET mrEET mBRFELZTFHE,

o TER4AMANEE, JEERINVARFHEMAERAN, 15EEQE Operator, Operator A
NS REREThEE, BB EMIANZEMES, 5 Operator Lifecycle Manager (OLM)
L&, SEHEEERTTLUT Operator RFFAIEERBLEN, UESREHHHNAAAILLETEN,

o BENMAFMSER, NARFHUEEAINAIHSER, fiN, BURFRECTNARFN=
MNERI, FREXESLFIBEH 0. 17 2, —PMERTHESEESXMNNAREF, BRTNES
N RBEMIIFHEIINARE (WEEEZER zookeeper £8) &AM,

6.3.3. T A FFHMH

BRENNARFIEREEXNAS, MBBESKBFEILTREANH, HTHBIX—FXK, EATLIM Red Hat
OpenShift Service on AWS Web 2l & Fri2 R LT B S IRERFR R ROZH 14 -

® OperatorHub, A7E&E Red Hat OpenShift Service on AWS 4 &8¢, 4B
OperatorHub, SEEHZEESATLUERRBLZME. I8 INESEIKAEFI XM B Operator, 58
12 B T LATE SR B AR B AR B 6 44 22 [R] S0t 7E 6p 44 22 [A] p iR X £E Operator, iEFF& A G BENS @1
sl 1B AR fE sh FHEC B X & Operator,

o fEtR, WMF—rMRBWNARFEER, TZNEREFD, A4NEaRBEREEHTE
E, BIREET —MWEEAX, IUMR/DMEFEFFBF AR Kubernetes N TR, BIRETLZ T
JRE X 5K, ®TLLZ Deployment. Service. Route SiEMITR, MEREBREMKLTR, A&
IS N EER AP EIX LE(E,
BT LRBIF A F AN E S K, BEBEXZFM Operator FIHEHR, ARBEFLZALTFRIEHNHLZEH
RBEEN], T ANSEEZERRINE openshift s8R 22 (A fh, K NRILAMATE Ethan R 22 a1 MR
Zea],
6.3.4. NFFH
f&Bh Kubernetes 555 (manifest) , EalLAEINESEM T #2HK Kubernetes N ATERFEIE M, &0 LU
XEEFERIRE l YAML X4, FE N ARISERERSEC], Hla0E2i21T oc apply 5.
6.3.5. FEH K
LR, 1EZEN BT AR HAITEIMEN AL, BREBRT, BaEREM Cl EE8RWBHREHFN
HHEXE registry, RF7IRE, GitOps BEERIHMARSBRHL LS Git BHEERE—&, HRER Git EhE4FEE
FhEiEN B FENE G,
B Bai N IE TERE AT TR ¢

o F1X:RE—LYAML, AE, 21T oc apply S5 YAML MR TFERHFNXERSTEET
Eo
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https://kubernetes.io/docs/concepts/workloads/controllers/jobs-run-to-completion/
https://kubernetes.io/docs/concepts/workloads/controllers/cron-jobs/
https://kubernetes.io/docs/concepts/workloads/controllers/replicaset/
https://kubernetes.io/docs/concepts/workloads/controllers/daemonset/
https://www.openshift.com/learn/topics/operators
https://kubernetes.io/docs/concepts/workloads/controllers/statefulset/
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o 32X : 1 YAML BEREEXHRUEEK Git FhEER, BEREZN AN BNEBUHAI AT LL
MIBEHIEY YAML, FH N REMERAF 2T ARFENERF,
o HEIX:EZEENNBARFEHRE Operator,

6.4. @[ OPERATOR #H1TF %

RGN AREFEREEMAIZIT, RFNEITEHEBEN Operator, FAFTXATIR, Operator MR
NARERMT —NEMmAREE., FHeHUSIIERENBRRFRSEFITHETES,

TEfS N A2 OIER  Operator B, EAILAZNA B B8 X AMIIZITHI4ET N AR FHRIR, EaURER
KRR, &H. T RBNARFNIRERERENIIEE. EREBENARFER, FiEs (NEH
Operator) AILAEZIA %, FH BTN Operator BF AT I,

Blan, B NTERFEN ] B &0 8B Operator FAIEE L, 1k Operator TR X ERIN A1 BN AR
#12, ALUERGEELRTICIIXLEES,

R EF R BEMNARFAET (&M BIERLIIET) #BRLUMER) Operator BETEM.
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57 F EANTEG

A (Admission) {4 A F & BI#ISE Red Hat OpenShift Service on AWS HIZHEE,

7. T HEANTEH

HENFEH BN master APIB9IE K, BUSIERRIER, EXERIHTHORIEIRNG, EAEEAH
REFEMRIBREE, F, ElBERWAREFHIITRERM. HIRRHIFIEEEK,

EANEHLUE NN RIRFE 21T, RFEIIREEDEAGHEAEMEKR, MBS S IEFHRD
FHiRo

Red Hat OpenShift Service on AWS NENFIREZEESH TR EANEYS., XEBEBHERTFEMSE
EH, HEANBEHRBIEIBLERHE) A TR EIR,

PR T BOARDIEMEA, AHEANBAELLEIT A B E X webhook BRS 25H webhook & AEE I SHITY B,
webhook HEAFRHAEF T : TR EAFEMPILEANTE, THREANFESERZT, EATUBHER
FIRAEER, PIEEAEGSPIEER, FETREAFEGZEET, l«lﬁﬂﬂxw/ﬁ)\?ﬂi’ﬁ:ﬁﬂﬁﬁ’]&*‘lﬁ
A LA IS E

BT — MR ARGV webhook IRS5 22 FIRER N 5 BIRA KRB RV BTR™ £ BIVER, X5
T, WAHITHRN B S TR IE &R A 45 RZ IEFBRY,

Digk

H
[=]

ROEIEFERASSEANG, EHNECRFMEIEEER control plane ##{F, £ Red Hat
OpenShift Service on AWS 4 H{# fi85d webhook 4 A &4 A webhook AR %5 25H4
IhEERS, EBREAFHAIL T BRI, FHXN LR RNEERET TN, §E
BE—NMNRE, UEEIEREERTEBMNEANTER, BEHRREFEHRBRE,

2. BTG

Red Hat OpenShift Service on AWS 4 /5B T BRAMEIEFEA TGS, XEBRAFEEETERHN
control plane ZThgE, WACZREE, S FIREHIEZFECHISEE,

BF

AEERNIB iz T TENESIHZNBRNT BB FAR. TR oK a8 RE
NNI=

LT EIAT B #0 ) BB ERIY : default, kube-public, kube-system, openshift,
openshift-infra, openshift-node, Hth R4 0T B IR openshift.io/run-level #%
TEN O 1, KT AEAEG (M0 pod REEA., LM LETXHR, EEFEIREAIMN
BiRBI RN MThEET EE S IE R Ik,

LRSIk ERIAEANTES

Bl 7.1. e AE A SR
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36

LimitRanger

ServiceAccount

PodNodeSelector

RS H

PodTolerationRestriction
OwnerReferencesPermissionEnforcement
PersistentVolumeClaimResize

RuntimeClass

CertificateApproval

CertificateSigning

CertificateSubjectRestriction
autoscaling.openshift.io/ManagementCPUsOverride
authorization.openshift.io/RestrictSubjectBindings
scheduling.openshift.io/OriginPodNodeEnvironment
network.openshift.io/ExternallPRanger
network.openshift.io/RestrictedEndpointsAdmission
image.openshift.io/lmagePolicy
security.openshift.io/SecurityContextConstraint
security.openshift.io/SCCExecRestrictions
route.openshift.io/IngressAdmission
config.openshift.io/Validate APIServer
config.openshift.io/ValidateAuthentication
config.openshift.io/ValidateFeatureGate
config.openshift.io/ValidateConsole
operator.openshift.io/ValidateDNS
config.openshift.io/Validatelmage
config.openshift.io/ValidateOAuth
config.openshift.io/ValidateProject

config.openshift.io/DenyDeleteClusterConfiguration



config.openshift.io/ValidateScheduler
quota.openshift.io/ValidateClusterResourceQuota

security.openshift.io/ValidateSecurityContextConstraints

authorization.openshift.io/ValidateRoleBindingRestriction

config.openshift.io/ValidateNetwork
operator.openshift.io/ValidateKubeControllerManager
ValidatingAdmissionWebhook

ResourceQuota

quota.openshift.io/ClusterResourceQuota

Bl 7.2. 54 Al

NamespaceLifecycle

LimitRanger

ServiceAccount

NodeRestriction

TaintNodesByCondition

PodNodeSelector

RS

DefaultTolerationSeconds

PodTolerationRestriction

DefaultStorageClass

StorageObjectinUseProtection

RuntimeClass

DefaultingressClass
autoscaling.openshift.io/ManagementCPUsOverride
scheduling.openshift.io/OriginPodNodeEnvironment
image.openshift.io/lmagePolicy
security.openshift.io/SecurityContextConstraint
security.openshift.io/DefaultSecurityContextConstraints

MutatingAdmissionWebhook

B 7 3 HEAEY
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7.3. WEBHOOK & Af&Hft

BR T Red Hat OpenShift Service on AWS BAVUE AREM, BETLLEL IV webhook AR528H9 webhook
ENEERERISEN, U BHEANERNTIEE, Webhook ARZ5888 1 HTTP 7€ X Bim s Ao

Red Hat OpenShift Service on AWS H 5 i webhook J A1 :
o TEHEANLTER, ZZFE (mutating) EAFFHRILUPITIES, 05F A KBRS

o TEHE NIRRT, H4F (validating) AR FARBRNRFEMEE, Hl0, BEXEKMKE
PRE ST —E, MRIGIEET, Red Hat OpenShift Service on AWS & 3RIREC B F A RE X R,

U APHE KBRS, ZRHEIEAANFEESFEREEHBAER webhook FIR, FHTHAE] :
o HNRATA webhook &R#LAEIE K, H ABERFARSL,
o HNRE{T webhook 384t TiER, NIIELENIER, MBLHNERZFE—NMELHREA,
o INR%Z A webhook IELEEAIER, MRBEE—NMELRFERELEE .
o MR FA webhook KBRS IR, BRI, HNERBETIAREHNLE, webhook RIER
B, INREGARIEWIXE N Ignore, TIRIMETE R GHERMGES, NRKEHLE S Fail, X
TS SRF# 3RS, {6 Ignore ATRER WARAE &/ T B TS & T T 94T 1,
TEETRT A% webhook IRSS22MIE S AN BEITR,

71 AL RAEATRG NI ARG AP AR

User

APl request
APIHTTP Authentication Mutating Object schema Validating Persisted
handler » authorization » admission » validation » admission g to eted
Webhook Webhook Webhook

webhook # AEHFABIRGl, EXNREIF, FIE pod BIERE—HERINE, EAGS, TREA
BRI LUE AR, Wb ARG LR EIRE 2 EWTIH, S, Red Hat OpenShift Service on AWS
KFE DSBS pod, FIELEARLERBRIEINEM pod,
Webhook # Af&#4 & ILEFARGSIE

o MBZTAREE,

o [RHIEH SR-IOV M4 % &Rt E R B E L% HR.

e Pod EEHKEIUE,
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. Red Hat OpenShift Service on AWS FEJER KEBRIA webhook EBI{E 1 13 7, BFEZER
. %o

7.4. WEBHOOK & AfH{F KA
S 2L EE 5 R LTI AP ARSS 884 A\ e A5 St A SR AR ST 6 A S4B A webhook BRZ5 %,

7.4.1. 2 = 4 ARG

% (mutating) HEAREEAEASENEZIEHAR, XRFERETHREAFTIBHFRERET, —1
AT AR o AR B webhook Rf5I2 Pod Node Selector ThEE, T{F A A2 AT MRE T
PR RS FRF ERINE pod HIA& .

5 AE A G B E A

apiVersion: admissionregistration.k8s.io/vibetai
kind: MutatingWebhookConfiguration )
metadata:
name: <webhook name> g
webhooks:
- name: <webhook_name> 6
clientConfig: ﬂ
service:
namespace: default 9
name: kubernetes G
path: <webhook_url> ﬂ
caBundle: <ca_signing_certificate> 6

rules: Q

- operations: @
- <operation>
apiGroups:

apiVersions:

nkn

resources:

- <resource>
failurePolicy: <policy> )
sideEffects: None

BELREANGBHERE.

MutatingWebhookConfiguration % REI&#, J¥ <webhook_name> & /3& HHI(H.
Z M webhook FIEZ ., I% <webhook names & )y3iE 4 H(H,

SfEEEE, SRS IR L X E] webhook AR5 25H91E 2.

DI AiImAR 55 B9 6 & 22 7],

QD009

AT AR 55 B9 B .

39



Red Hat OpenShift Service on AWS 4 224

FAF#E A 1EKH webhook URL, % <webhook_url> & 3iE L BI1E,

y webhook RS 238 FAMIRR S5 22 IEHE &M PEM ZfiZ B CA L. J¥ <ca_signing_certificate>
R base64 HRAMIE HIEH,

7E L API BR S5 284RTF R A It webhook £ Add 4B,

—NHE ML AP IRS5 2518 AL webhook £ AIEMH-AOIRME, FTRERV(EEIE
create. update. delete = connect. ¥ <operation> 1 <resource> & /5& LA,

O 990 09

EE MR webhook AR 5585 BT FANT SRB& B a0 14T, 4§ <policy> &#: 4 Ignore (7 KI5 44
EZiIEK) H Fail GELAKXKEER) . @/ Ignore ARES WA B ima R TG E T #I1T M,

BF

£ Red Hat OpenShift Service on AWS 4 /1, HHFA 7 0IESkE 0 20 7o A TG RIIRH fEE1
BIEMN RATRERROIFETEANGR, HHIREMBERFIZENEHEESES, HKIIFE
WXL,

7.4.2. Wb A4

AN RIS UE N BRI BRSO UE A A FRE, TELLRER, ATLATESFERY AP BUR0R I R eEeh 2, LUIMRR G
BAEEREN, PodNode Selector th2— webhook =fjl, ©HRIGIUFAEATFHHR, LIBRAE
nodeSelector FEX 95 iy 44 22 [B] B9 17 st 23 PR,

Sk AR ECiE Y

apiVersion: admissionregistration.k8s.io/vibetai
kind: ValidatingWebhookConfiguration 0
metadata:
name: <webhook name> 9
webhooks:
- name: <webhook_name> e
clientConfig: ﬂ
service:
namespace: default 9
name: kubernetes G
path: <webhook_url> ﬂ
caBundle: <ca_signing_certificate> 6

rules: Q

- operations: @
- <operation>
apiGroups:

apiVersions:

nkn

resources:

- <resource>
failurePolicy: <policy> m
sideEffects: Unknown

@ EELIDEAEHRE.
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7.5.

B 7 3 HEAEY

ValidatingWebhookConfiguration % REIEZ#, JF <webhook_name> & 3& HHI(H.
Z M webhook FIEZ R, IF <webhook names> & )y3iE 4 H(H,

SEERE, SRS IR L% EI webhook AR5 25H91E 2.

DI AiTImAR 55 B 6 4 22 A,

AiimHAR 55 89 &R,

FATF# A5 KH webhook URL, §5 <webhook_url> i iE HB91E,

y webhook RS 238 FAMIRR S5 28 IEHE &M PEM ZfiZH CA L. J¥ <ca_signing_certificate>
B T base64 HRBE YL,

7E L API BR S5 284RTF R A It webhook £ Afd 4B LI,

—NHZE ML AP IRS5 2518 I webhook £ AIEM-AOIRME, FTRERVEEIE
create. update. delete =X connect. ¥ <operation> 1 <resource> & /5& LA,

EE MR webhook AR %525 BT FANT SRB& B a0 14T, f¥ <policy> &#: 4 Ignore (7RI 544
EZiEK) = Fail (GELAKXKEER) . @/ Ignore ARER WA B ima R TG & T #I1T M,

Hfth 5IR
e Pod (LSRR
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