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F1E BRI IRAE®

1.1. RED HAT OPENSHIFT SERVICE ON AWS S35 iF fIIZA B E I RIER
WRTERTE LT Red Hat OpenShift Service on AWS B3 55 UEFN A b {5 B9 & R TE,

=4/ EAT

B2 %UE R TE 7 1/517] Red Hat OpenShift Service on AWS &2f, FHMERR BT BHKIERE AL
i[7] Red Hat OpenShift Service on AWS 2%,

B
BACRE RGP 2B B NRRHATRTE KR,
bearer 5h#

bearer k& F i@ F13% Authorization: Bearer <tokens [@ AP| i#1T B2 451IF,

[ 5]

FCERRSTRUS ECEHIEE A pod 957K, EHELIERE ConfigMap BYEH 5| I FHETE RS B PR &Y
REYEIE, 1E pod HUBITHIN AR AT AR A XN 8EE,

containers

FEH R B AT A R B R B8R A AT T E R, BT RSEICRERY, RLETUERES
D RATHBBERHAENHIZITEES.

B LB (CR)

CR 2 Kubernetes API B39 &,
group

HR—HAF, AFRATFT—XRERAZANHEFEFNR,
HTPasswd

htpasswd BH1FiE HTTP A KIEM A - & B LR X,
Keystone

Keystone — Red Hat OpenStack Platform (RHOSP)HiH, 1=#E545. Sk, BRMERRS.
BRERBEXVF Y (LDAP)

LDAP 2E MM E R8I
namespace

mEEAREMANETILNEERAKR. E—ToEZEEP, REETZaRERNIRETEE

IJJXJHS {RI)?O
node

m 2 Red Hat OpenShift Service on AWS &EEEFRR) worker #1238, TTmEEIL (VM) SR+ E
*J-LQ

OAuth &/ i
OAuth & /i A FIREX bearer 5hE,
OAuth IR%5%

Red Hat OpenShift Service on AWS control plane @3E—1HRER OAuth iR5%52%, AT RERF &2
RBEBHNENIRHUER, FOIEWN S,

OpenlD Connect

OpenlID Connect @—M MY, FAFILUER 6B # R ERK(SSO)XILFIfEA OpenlD R FRIIL
=

™o

pod
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pod & Kubernetes FHIE/NEHEHIT, pod H— ML NEEREMK, FI1E worker T7 & Eiz1T,
EHLA P

BURE A EET APl BE0IRIA .,
KRk (Request header)

HRILZ—ANHTTP ik, AFRHEBEXHTTP IER ETXMES, LUEIRSS 28 AT LABRERIE KH9AA
AVAS

ETFAEmi;niEs] (RBAC)
BEEMREEH, LAREHAFNIEARSRREVFHTEABMEN TR,
AR 55k P
AR S5k SR B s N AR A
REGHAF
REEHN BEhOIERNA .
users

FA P 2RI LAM APl & B 1 SRS,

1.2. <F RED HAT OPENSHIFT SERVICE ON AWS A8 & {7551k

7T #2EIXT Red Hat OpenShift Service on AWS 5£8# E#J Red Hat OpenShift Service Bifin], B8
dedicated-admin B &HNEERGAALERE A S0500E, FHHERREHENRE RS,

Z 5 Red Hat OpenShift Service on AWS 8% B, R iE L EFA XA Red Hat OpenShift

Service on AWS API 1T B R 50 IE, &8 LLE T 1EX Red Hat OpenShift Service on AWS API B1E 3K
R4t OAuth V5l RESK X 509 & ik #4745 1IE o

==
MR BREER R SEKIES, NEIERSREFHEIE, BRKE HTTP 401
. iR
BEOA LB EE S IREERFREEB BB RIE, I LE Red Hat OpenShift Service on AWS FTE
VAR MZFN S RRERRE, FEERNNEES,
1.3. %F RED HAT OPENSHIFT SERVICE ON AWS 924
TGS RAAE R 2 BB NBREINITIE KIRE,

EEAALE AR, FEA RBAC K& (., AefdE) NellokeRr. BT RN
AWS _EBJ Red Hat OpenShift Service L, iHE M FEHRIL,

1&IA BT LAE I 101 B #0642 22 (5] 425X Red Hat OpenShift Service on AWS SEEE#15 7], 277

PR TR T EREREOTT RS, AR LR Pod AT LAMUTRVIRME, LIRERER 22 E TR
(SCC) Vi B R,

15 A] LLOET LA FESSE HE Red Hat OpenShift Service on AWS BJIZAY :
o IE AHMEE ABNME.
o AR KA G FHIHELELS KA,
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o NAPFFHENEEREAR : Red Hat OpenShift Service on AWS S F—HEINER A G, HATLL
A RN A s

o (I cluster-admin #1 dedicated-admin /7 : £ AWS 5%2% E 2 Red Hat OpenShift Service
B R el BASS: T HAth cluster-admin #1 dedicated-admin F 8935 AR,

o BIRERSSIK + ARSSIKT iRHl API T RE T RENAR, MERBHEEMA WL AS
RN ARRFHROBRFHER— MRS, WA MER—1 OAuth & i,

o FLEHTH : AEHATHME—MTEE, BEREITHERFNHRERS. BULLIEEEHS
B8, RRLEAPREIRS B AP SRS

o [E% LDAP 4 : IEATLUET T F/E7E LDAP BRS5 283 FE94H 5 Red Hat OpenShift Service on
AWS 4RSS, E—MIBEEAFH,



B2% TREHEIE

B2E THREMIIE

Z{EF 5 Red Hat OpenShift Service on AWS X EH, LW EBEATEMNRIE, FHRIEZERR
T 5% Red Hat OpenShift Service on AWS API BJIER XEXBIFA . AJa, BINZEREXIERAINE
BRBERE RITILIEK,

21 B/

Red Hat OpenShift Service on AWS FBJF 28] LA Red Hat OpenShift Service on AWS API & H1E
KBSLAR, Red Hat OpenShift Service on AWS User W RACFK—NRIES, B FLUE L B TSRATM
B EEBFERABIINIR, B, XLFS Red Hat OpenShift Service on AWS B BIF LN 17 HEFE T
HIIEF,

B RETFTERI R E L7 :
AR ik
EHAF XRARXZHIAZER Red Hat OpenShift Service on AWS B IA R, BHASFEHE—RX
BRINERZGPENOE, SEHAET APIQR, EMA @S User HREXR, f
i, joealice
RL5iAF USRI AP EEMENEE N BH0E, FTEATEEMPENLS APIRLMZE, X

AEEHEES (AR —ER) . BREFT N RAS, HEBBERH registry &
BAMAF, UR—EHMAF, &F, ©B—Fanonymous R45iHAF, RIAMERES
PIIERERER, #l0 : system:admin system:openshift-registry
system:node:node1.example.com

AR 55k P AR5 P R 501 B REKMRIA RS P s BLRERETM BN B 08, mUBEE
B AN RiF BN B R E S8R K. ARSSIK B ServiceAccount X 5
F~. 0 : system:serviceaccount:default:deployer
system:serviceaccount:foo:builder

BN A A R 21T B 05l F BE L /H] Red Hat OpenShift Service on AWS, T8 1447 uF 2
BRI U ERLEI APl 15K S #E1E 7 H anonymous R0/ 4L HBTE R, 2 BnaillE, RIEATEH
SRR THIERIE,

2.2. 4

B AU R — 1 ZF, BNARKEENE 8, EEERNEREL, AREAZREN %1
BFPRFIXIR, GBI — A FEIZ TR, [T HE IR T KR,

B T BEHETE X B, T BERGAZLENA, EfIfEHEERF,
LUFZH T sREZHIF N BN -
A fiak

system:authenticated B SAAL SR IER A PRI,
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A 50

system:authenticated:oa  BzI5FAER OAuth UilH TGS B3 ISIERI A - KK,
uth

system:unauthenticated B 5AARZFHIIER AP XK,

2.3. APl B34
Xf Red Hat OpenShift Service on AWS API B9iE K811 L F B H 1T B HF0E -
OAuth 5 /E 5 HE

e (#fH <namespace_route> /oauth/ authorize f] &It;namespace_route&gt; / oauth/ token iz;
M=, MAWS OAuth fIR%#5 £ H9 Red Hat OpenShift Service 7£ER,

e /E7 Authorization: Bearer... }72LF % 2%,

e L/ base64url.bearer.authorization.k8s.io.<base64url-encoded-tokens #z{, 1E
websocket 1Z KB websocket FI i Ep=L% i,

X.509 &/t 15
o FESAPI [R5 #HIHTTPS i£#,
o FAPI JRZEFIXT A G UE-PATL LI B A 1T 47 i
o AP fRZ &5 OBEIFFH DX FIFERZE, LUXT B ZH1TE 1551,

(FITE B 17 7B HETERLUE P EYIE KEBR 1551 LU 401 £ 2 20 HE 2,

IR B H TS HEEUE 1, B35 uL/E R FF system:anonymous /&7 71
system:unauthenticated /Z/ A7 Bi%5 15K, X EFIZINEEER REESH /AT ULHIYL (41F) 5
/‘fo

2.3.1. Red Hat OpenShift Service on AWS OAuth fR5525

Red Hat OpenShift Service on AWS master E#5AERI OAuth RZ 45, /7R OAuth i/ HEFNTE
BT APl B13550F,

BAFLKFTHI OAuth THERT, OAuth R 25 1% FAECIE BT S 191 RFE 74 E 1R M A KEIA BI5 7
RE, EREEZSHATRIEIFIE, FiZ BB — T TR, BREIEEE .

2.3.1.1. OAuth FHEEK

PN OAuth BHEBTIE KEBRAATIE TE B ATE H 7 HEHT OAuth & /i, J=5) Red Hat OpenShift
Service on AWS API IV &£ B 578 LUF OAuth &/l :



B2% TREHEIE

OAuth &' ERAE

openshift-browser-client FERATAERERERNASRIE, £
<hamespace_route>/oauth/token/request i& >k
kg, 1

openshift-challenging-client fEFA A 2 WWW-Authenticate J5iif)#g sk
TH KRB,

1. <namespace_route> E#557 5 ZE/F/FEH, 21T Fip 7 Al U6 E) :
I $ oc get route oauth-openshift -n openshift-authentication -o json | jq .spec.host

AFEXT OAuth S #EHY 7 KEFE 75X/ <namespace_routes/oauth/authorize £915 K, X% 5155 IFERK
EBARTEX TNt BUET K B B 19 %7 uF(CFE, BEAJIE Red Hat OpenShift Service on AWS, LUE1XT /G 25 B 11 4E
HFREITIEEIE, X1 <namespace_routes/oauth/authorize £915 K 5 555 B T 522 7~ 3 B 20 B R 11 EAY
BFCEE, #ICLI, [, BRTXERXERTH, Red Hat OpenShift Service on AWS (& H WWW-
Authenticate /7 14717 8154 1iF

YR 7F <namespace_route>/oauth/authorize 17 =R FIET I 1E 5 175 1FCEE, EREKZGHIUFEIIEN]
AP CEE 4 % WWW-Authenticate /775, 2 XE 20 ER I B85 E ERFXKH 2 ER L,

HIBELE D 5 £R B B R 15 K 1518 (CSRF) Kit7, 215K #1#71F X-CSRF-Token 77=%
Bf, IRRXEBEXGHRUNTH, FEEKZER WWW-Authenticate /7 189 E /- Il AT HF
UEFF i By (A,

IR B 7571 EET 55 7 WWW-Authenticate /714, 242 Red Hat OpenShift Service on
AWS EZEB W& T3+ WWW-Authenticate [T B G 15 1E R FESE, TIEAATREFEN G #8M <
namespace_route>/oauth/token/request Fz/ XX 52,
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F3 = EEHER OAUTH 11/ 542

Ao & ERES OAuth Ui/ 5hE, FMERTBEELIEM OAuth 77 FiE,

3.1. JH A HT OAUTH ili/H] 542
TR LIBYH B 1A B OAuth 1|5 hE, SHEESMHTEE, ET%EHFER,

TR
o JHATER VAR OAuth Uil BHE -

I $ oc get useroauthaccesstokens

ki
NAME  CLIENT NAME CREATED EXPIRES
REDIRECT URI SCOPES

<tokeni> openshift-challenging-client 2021-01-11T19:25:35Z 2021-01-12 19:25:35
+0000 UTC https.//oauth-openshift.apps.example.com/oauth/token/implicit  user:full
<token2> openshift-browser-client ~ 2021-01-11T19:27:06Z 2021-01-12 19:27:06 +0000
UTC https.//oauth-openshift.apps.example.com/oauth/token/display user:full
<token3> console 2021-01-11T19:26:29Z 2021-01-12 19:26:29 +0000 UTC
https.//console-openshift-console.apps.example.com/auth/callback user:full

o JHIFE OAuth &/ imaIfH B HI OAuth 17 /7]FHE -

I $ oc get useroauthaccesstokens --field-selector=clientName="console"

ki
NAME CLIENT NAME CREATED EXPIRES
REDIRECT URI SCOPES
<token3> console 2021-01-11T19:26:29Z 2021-01-12 19:26:29 +0000 UTC

https.//console-openshift-console.apps.example.com/auth/callback user:full

3.2. ZEHFHHEHIOAUTH 17/b]5 R IEE
IR LB EH BRI OAuth /a5 2R,

TR
o JHILFE B OAuth Ui/ BHERIIFIE -

10

I $ oc describe useroauthaccesstokens <token _name>

i~ B
Name: <token_name> a
Namespace:
Labels: <none>
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Annotations: <none>
API Version: oauth.openshift.io/v1
Authorize Token: sha256~Ksckkug-9Fg RWn_AUysPolg- HgmFI9zUL_CgD8wr8
Client Name: openshift-browser-client
Expires In: 86400 @)
Inactivity Timeout Seconds: 317 @
Kind: UserOAuthAccessToken
Metadata:
Creation Timestamp: 2021-01-11T19:27:06Z
Managed Fields:

API Version: oauth.openshift.io/v1
Fields Type: FieldsV1

fieldsV1:
f:authorize Token:
f:clientName:
f:expiresin:
f:redirectURI:
f:scopes:
f:.userName:
f:userUID:
Manager: oauth-server
Operation: Update
Time: 2021-01-11T19:27:06Z
Resource Version: 30535
Self Link: /apis/oauth.openshift.io/v1/useroauthaccesstokens/<token_name>
UID: f9d00b67-ab65-489b-8080-e427fa3¢c6181
Redirect URI: https.//oauth-openshift.apps.example.com/oauth/token/display
Scopes:
user:full

User Name: <user_name> G
User UID: 82356ab0-95f9-4fb3-9bc0-10f1d6aba345
Events: <none>

THEET, EITHEEIsha256 57, THEEMHTHE, TILEHATER,

B AR, AT REREE,

MBRECIEEY T HEL RGBT IE] (AR Ty #AT)

IRy OAuth fRZ5 25 1KIE T FHETIEEEEN S, NIXE M CIBEE)T B & 1% B HE AT 1,
MEFHEBTE

OO0

SULTHER I o

3.3. W FE - HHAH]OAUTH ili/a] 5/
oc logout 75 R & FH R 1789 OAuth THETL AL, BT LUEBLL T 5WIRT B 50 H - 158 OAuth

T

MEBEEZBIEBIFTE =15 F M OAuth U7/aFHE H B

TR

1
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o WERAE FHHEEI OAuth LhIH]BHE :
I $ oc delete useroauthaccesstokens <token_name>

by

I useroauthaccesstoken.oauth.openshift.io "<token _name>" deleted

3.4. [FRLZ B MR UL B I EE R A B

1ENEFEIE R, BaLIE S O)BEMAE BIHTE, IFRZGMHIE I INE Red Hat OpenShift

Service on AWS FIBILL FEFAEH, KEZGHIUBIE 7 TE ) HNFRETHA B, XRNIERFENTE
1 EFF B T s

AT LURFRZ B S0 i B S IIEIL FEEE A E A -
® system:scope-impersonation
® system:webhook
e system:oauth-token-deleter

® self-access-reviewer

H e
TEER KL BRI BI TS, FEAR T S RLII B2 £ Pk

SRR
o TElLEHEA cluster-admin f& &R /i 72 EE,

o %4 OpenShift CLI(0C).

Sk
. /%% add-<cluster_role>-unauth.yaml 59 YAML X, i FHAZ :

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
annotations:
rbac.authorization.kubernetes.io/autoupdate: "true”
name: <cluster _role>access-unauthenticated
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: <cluster_role>
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:unauthenticated

2. BT T 5H N BIE -
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I $ oc apply -f add-<cluster_role>.yaml

13
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#4 B LEGHIERIEF

B Red Hat OpenShift Service on AWS &G, BB G IR, LIUFHERE A& RL A
&7,

LUF F2i152 7 #01a & /H OpenShift Cluster Manager #2#1 & B0 IE B 11822/, 7, ZEaTLUEHE
ROSA CLI (rosa) X & S 71 R FE/F #1771/ Bt

4.1. THEB I REF

Red Hat OpenShift Service on AWS &5 HEHT OAuth fRF 85, F A A G FEEEFFER OAuth 17/ %
g, LT BB8IAPI B154% 0k, (ENEEER, BoJUEZRELIEETIE OAuth XIEE G (71 HEE
. BB HICHRFE/ ALl &R &R,

4.1.1. XIFBIG 7 IEHFE/F

AT LB L TR B (iR EESF -

RArapiRftEr i

Github 2% GitHub BCiE GitHub B1RHEFERF, #%F GitHub 3% GitHub Enterprise By OAuth B35 IR 55
Enterprise YU A A,

GitLab BCB GitLab B IRMFER, LUEM GitLab.com SKEAEM GitLab SEBIVE N B IR AR
F.

Google {8/ Google's OpenlD Connect integration B¢ i& Google B3R IHF2RF.

LDAP feE LDAP SRMIER, ERAHHHESBIIERE LDAPV3 AR5 2RI IER - &
=i,

OpenlID Connect BZi& OpenlD Connect (OIDC) 1R 2R, LUMERBMNAKILRS OIDC 512z

5.
htpasswd HNENBSEEAFPEE htpasswd FPRMIERF. EAILALLAF B0 5 R EISE R BR
(]

BF

htpasswd B3 1RIEFEF AT A F OB ENERSEEA M, htpasswd
X EH Red Hat OpenShift Service on AWS B F B DR IR .
BXREEENAINPIE, ESHEE htpasswd G149 1EEFE

4.1.2. BIRIEREFSH
LU F 2B B 1B IR B RIS -

14


https://gitlab.com/
https://developers.google.com/identity/protocols/OpenIDConnect
http://openid.net/specs/openid-connect-core-1_0.html#CodeFlowAuth

B 45 BEFPRUER

S8 fed
name IR F A IME VRIS R R F A - &80, DULAER S DR,

mappingMethod & X AE P BRI IANSHT S PBAN BB -, WAL TEZ— :

claim

BNME, ERSMHELRAFARESAS. IREGZAFNENAFERFARS—5F
2, MR,

lookup

EHRINENED, BPESOBRANAR, BEFEBEFRIAHGN. XAFEHFERE
AFFERABRBLXESDHAS. EFRLASEFEFHESTHI,.

add

EREMNELRR-ZESHAN. NMREFEEFZAAENAN, HWHDHEREE
WAERF, WMENZAFNNESBRE S, MREET SNEHREEFHAE]
AR —HA P HRNEIERA &, NHEEIETIERE,

TERIIZE K G I IRAFEFIT, A LIE L #E mappingMethod £#(i%1E 7 add, F7#T#E
RIEF B9 17 IR GT E| B HIFE

4.2. Ffi& GITHUB S 17181 E/F
BB GitHub B8 #F2/%, 17 GitHub 2t GitHub Enterprise B9 OAuth B1247 IEARSS #5855 UF/H 7 & 1

4, # 17/ Red Hat OpenShift Service on AWS %8, OAuth HEBIF Red Hat OpenShift Service on AWS
1 GitHub Bt GitHub Enterprise 2 [5B9S FEZE 17,

3

==
=]

i

HCiE GitHub B3 % uFE, B el LU#E M GitHub FiuF &7 £ Red Hat OpenShift
Service on AWS, ZERhiFB&{F1E GitHub /F/7 ID HIFIIA ERZ Red Hat
OpenShift Service on AWS %8¢, AR REIXT#E GitHub HLI4EE AT EHTL
/b7o

SEARRME
o  OAuth N HR/FR T B GitHub M4 EFE T TE GitHub #1415 E BB,
o GitHub HlI4EEHF1M ZEZAG GitHub 1K ik i&,

TR

1. 7 OpenShift Cluster Manager &, #A % Clusters I][&], BtiFEEE N RIDES HIEES
HIEEEE,

2. /& Access control T+,

15


https://docs.github.com/en/github/setting-up-and-managing-organizations-and-teams/managing-organization-settings
https://docs.github.com/en/github/setting-up-and-managing-organizations-and-teams
https://console.redhat.com/openshift
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3. /& Add identity provider,

B e LU R TE R R O T B B E & 15 /8 #1689 Add Oauth ECIE #EERAIE S 1718
RIESZ,

-

4. M AL H FERF GitHub,

5. HIA B IERFE/FBIME—E . ZIET%E KU E o

1.

12.

13.

3773

o TEIRMEGFERHF 57K OAuth [B]3§ URL, EFFHERE K ZM GitHub A7/,

https.//oauth-openshift.apps.<cluster_names.
<cluster_domain>/oauth2callback/<idp_provider_name>

B :
I https.//oauth-openshift.apps.openshift-cluster.example.com/oauth2callback/github

7£ GitHub _EZ MW FHFESFo

R[EIF Red Hat OpenShift Service on AWS, #/GM FHIRH ik iFBET 5%, EXZHIELT
HET=EH A,

HIA GitHub #EEEIE F i ID F1Z i secret,

FIA—TEME, EEHFFEE GitHub Enterprise LB, BAHA —TNEHE.,

. B T LUEEUFPATAL B (CA) X452 UFECE R GitHub Enterprise URL BIARZS #5 Ul 1.

iR Browse £CEIFH 1 CA XHE G (71 EFE/F.
£#E Use organizations 2t Use teams LUR#IX/#E GitHub 24258 GitHub FEAB91771H,

FIA S BR #1715 I BRAGHLIG 2 [T #9E #e  27 Add more #5875l LUBK 79 F5 P AT IE B9% 1]
FIZHI

# 7 Confirm,

o BRI B7HEMFE/F BT LIFF Cluster details 17 [ETHI Access control £+ &EZ,

4.3. IlE GITLAB S/ 124F2/%
& Gitlab B9 1M/, LU#FE Gitlab.com BHFTE M Gitlab SLAIE Yy B HEHARRE/E,

TERFA
o ZIREE GitLab ik 7.7.0 F/11.0, BEETLUEMRE OAuth AT ERE, HREHE GitLab kAT

TR
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. £ OpenShift Cluster Manager #, #AZ Clusters [, BAIFEEEAIIESHISHRESF

FIEEE,
£ Access control £+,

#% Add identity provider,

B e LU R TE R R O T B B E & 15 /8 #1689 Add Oauth ECIE #EEFREDIE S 1718
RIESZ,

-

M FHLFHE EF GitLab,

BIA BRI — B /e ZIET5 B LU E T,
o TriEHAIFERH H LK OAuth B3 URL, & FRFEERUL URL £ GitLab,

https.//oauth-openshift.apps.<cluster_names.
<cluster_domain>/oauth2callback/<idp_provider_name>

B :
I https.//oauth-openshift.apps.openshift-cluster.example.com/oauth2callback/gitlab

7£ GitLab H S IIAT I FHFESF o

R[EIF Red Hat OpenShift Service on AWS, #/GM FHIRHE L iFBGT 5%, EXZHIERAT
HET=EH A,

WA GitlLab f2HH9E Fia ID F1Z i secret,

. A GitLab #5/ZHIURL.,

. B TR LUE U BITL B (CA) XXHEFEIFECIERY Gitlab URL HIARZ£51F 75, /< Browse

HEIFH I CA XHE G 17 1R EE/F.

# i# Confirm,

o BRI B3 HEMFESE BT LIFF Cluster details 17 [ETHI Access control £+ &EZ,

4.4, f7iZ GOOGLE B4 1EH1E/FE
HCIE Google B 171 AT/, LUEM 81 Google LTS 1757 iF,
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&1 Google fEX B 17t REE/FIT, (Ed Google /7 EEESEHIRS 28 A 1T B 1757

TR

3773

uF, #ETLUE/H hostedDomain FZEE1E, 1751175 uF[R#% ) #F EFE E AL 7

7£ OpenShift Cluster Manager /1, A Z| Clusters I{[E], BAIFEEEAIESHISHRESF
HIEEEE,

= Access control T F,

= Add identity provider,

B AT LU R TE R R O T B B E & 15 /8 #1689 Add Oauth ECIE #EEFRADIE S 1718
RIESZ,

M FHIFH L F Google,
HIA B ICRTEF BRI —E 7, ZISTEE BRI E T,
o FIERAFERH H )% K OAuth B9 URL, 1#F7 Google Ut URL,

https.//oauth-openshift.apps.<cluster_names.
<cluster_domain>/oauth2callback/<idp_provider_name>

B :
I https.//oauth-openshift.apps.openshift-cluster.example.com/oauth2callback/google

&/ Google's OpenlD Connect integration AZi& Google B2 /.

& [O]F Red Hat OpenShift Service on AWS, R/GM FHIFEH AL iFIRGT %, EAXAZHIERLT
HET=EH A,

HIA R Google WG RIZ 4 ID, LK Google X #H9 & Fim secret,
WAL EL, 3 R#IZ Google Apps 1,

. 17 Confirm,

o BRI B7HEMFE/E BT LIFF Cluster details 17 [ETHI Access control £+ &EZ,

4.5. ffi&E LDAP B 14718 HRFE/F
FIIE LDAP BRI/, LUEME T HEIEB MBI UL F1XT LDAPV3 RS 2555 UF 7 & HIZ 1,

18


https://console.redhat.com/openshift
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TERRE

o TFAIIE L DAP BRI EEF, EEEMALEIILDAP URL, HEHIURL 2 RFC 2255 URL,
FEEEEFHILDAP EHHEFSE, URL BGiH %R :

I Idap.//host:port/basedn ?attribute ?scope ?filter

URL ¢ fd

Idap X FEHM LDAP, {#HH Idap F#/ &, % F%&2 LDAP (LDAPS), B H{EH
Idaps.

host:port LDAP R558m& MmO, LDAP BN localhost:389, LDAPS NIEKIA K

localhost:636.

basedn FIEERBN MNP TR B RO XM DN, E4, X2 B X, Ede
1EE B X BT,
attribute ZRZRMEM. R RFC 2255 RITEAESSREMSIR, BXRREHZ LD

B, WUEAB—ITEME. MREXERMAETAENE, NERIAER uid, Z10%
F— M REERNFWPBARA KB R EH—NEE.

scope BHRAEE, FTLLZ one s sub, MRKRAEE, NIBRIAER sub SEH,
filter BB LDAP #3Ri JE2R, WRKIRM, NEILH (objectClass=*)

TEHHTHEFEN], B, LIEFERIE ERARTE—E, CIEEMLY TR G -

I (&(<filter>)(<attribute>=<username>))

BE
YR LDAP HREFEZEZHFIFFEEIETR, 1575 H FH175 #5369 bindDN 7]
bindPassword,

1. 7 OpenShift Cluster Manager &, #A % Clusters I][&], BtiFEEE N RIDIES HIEESF
HIEEEE,

2. /& Access control T+,

3. /& Add identity provider,

B T LU R TE R R O T B B E & 15 /8 #1689 Add Oauth ECIE #EEFRADIE S 1718
RIESZ,

4, M FHFEHEABESE LDAP,
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1.

HIA B 1D IRIRFEF B —E /o R IGTEE B LU E T
M FHL R A TE ARG T %, TEX S HIG I FHZRE A,
HIA LDAP URL LIFETEZ(&FH] LDAP RS,
i : B S5 DN 71 H5E &5,
FIAFF LDAP EI4B51E 51789 /E 14,
o MAID B, RENAEAFID, R Add more KM% ID E4,

o Okt : 5 A —1 Preferred username /&%, EHENHIEZTER, 55 Add more FEmmME 1
BEEHA B,

o O/t : B Email B, EIENFIEL FHUSHELHNE, & Add more F5H1% NE FHEHE
#D

A% : /R Show advanced Options FFiE- AL BLIY (CA) XIEFIEI LDAP G i7tehfe/zm4, L
FUFATECIE URL BYARSS #51EF. 55 Browse £EEF M1 CA XHEZ S 45 121 FE/E,

AL EEIOETT, B LIATER LDAP BV EE, WRELFEX AT, WEZEH
CA X 14,

EZZ

WIRENEHTZ L6 LDAP 1## (Idap,// S0 389) WA B E [7]-F #1152
Insecure 7,

H# 7 Confirm,

FRIER 515 18 (172 /% 5] LIZE Cluster details 771 [ H7 Access control 141 EZ,

4.6. fJiE OPENID B 712t fe/F
H0IE OpenlD B8 HFRS%, LUERHIZILT 745 OpenlD Connect G141 FEHK,

EZZ

Red Hat OpenShift Service on AWS H189 Authentication Operator Z KA &EHJ OpenlD
Connect B17te#£FEFLH OpenlD Connect Discovery ##&,

BB AT EER B M OpenlD B 13714 F2/Z&[0189 JWT id_token ; ZE#EE, tHaTEERE M Issuer URL 2&/D]
£9 JSON,

B EDIE—TFELE, LUEEREF 9517,

L AT LU PG TEFF L S B FEE /I E S, B & R FHE A, HIRIEE T 21 %8, JE
BB BHZEEIELE, FrERERE :
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http://openid.net/specs/openid-connect-core-1_0.html#CodeFlowAuth
https://openid.net/specs/openid-connect-discovery-1_0.html
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7= ek

preferred_username BFAPNMNELASNE, APSE2FERNEELT, Wjanedoe, &
B, 5EGRIERGHRB SRS ENBE, N F AR T
14:0

email R F Rt it

name ERAR,

WFEEZIER, 15504 OpenlD FHIXI,

TERRAE

o 7EA7E OpenlD Connect fij, 15 B EEEFHF Red Hat OpenShift Service on AWS ZEEZEBIETZL
167 in B AR 55 B 2 FE 55 R SR

TR

1. 7 OpenShift Cluster Manager &, #A % Clusters I][&], BtiFEEE N RIDES HIEES
HIEEEE,

2. /& Access control T+,

3. /& Add identity provider,

B AT LU R TE R R O T B B9 E & 15 /8 #1689 Add Oauth ECIE #EEFRADIE S 1718
RIESZ,

4. M TR A 7 OpenlD,
5. WA BHRIEREFHIE—ET, ZETEEHUIED,
o FIEMAIFER A H 5% K OAuth [B]35 URL,

https.//oauth-openshift.apps.<cluster_names.
<cluster_domain>/oauth2callback/<idp_provider_name>

Bl

I https.//oauth-openshift.apps.openshift-cluster.example.com/oauth2callback/openid

6. HIBLIERIIEKBBIEL, £ OpenlD 1718 HFEFEHZMETHI OpenID Connect & /i,

7. i&[E]F Red Hat OpenShift Service on AWS, ZAEM FHIZ H A IERRGT T/, TEAZHIER T
HET=NEH A,

8. #IA OpenlD #HH9% 4 ID F12 /i secret,
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http://openid.net/specs/openid-connect-core-1_0.html#StandardClaims
https://console.redhat.com/openshift
https://openid.net/specs/openid-connect-core-1_0.html#AuthRequest
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9. %A Issuer URL, X7 OpenlD £/EHTS 7 Issuer FRiRlfFBIURL, SR A& HRE URL &
S B F AT https T 55,

10. %A Email BT, EIENFEEFH5H#HE, = Add more FF112 TNE FHE B IE.
N. %A Name [B1%, RENFIFELHEFE. = Add more KM% 1 ELHE.,
12. %A Preferred username 1%, RENFEEZTEH. = Add more FiSH1% TNE T E#.
13. &t : % Show advanced Options il BAIAL ¥ (CA) X4 701F OpenlD B 1EHRFESH.,
4. Bt : EEICETIT, BEETLUim BRIERE. Si1EX T, %K OpenlD S/,
15. £ % Confirm,
¥373
o MBS IEMEE/F BT LITE Cluster details 7 EHJ Access control £+ EE,

4.7. IiE HTPASSWD B4 12112 %

FDIE htpasswd B171e R/, UUDIEEEEEEEIFINIIHE S HE, ELLUE 85 EREFF
B EET,

EE

htpasswd B 17 tRHBREEF TN HFOIEA NS EEMH 7, htpasswd FZ#FF 7 Red Hat
OpenShift Service on AWS B9 /B 1 112 F.

SRFE
1. 7£ OpenShift Cluster Manager #, A Z| Clusters I [E1#H L 1F EHIEEE,

2. 1%£#¥ Access control - Identity provider,

3. /& Add identity provider,

4. M Identity Provider #7354 #1775/ HTPasswd.,

5. G 7IEREEFHI Name FER #7511 — 5 7.

6. WERSHEAHEZNE S EEN, #EEITOE,

TELUFEIRAERE Add 5, M IRHE X BIEUT AT, HIREL THUE, 1
WBHT OB (D IR IE/FH R E X il

7. UEFE Add FGZ htpasswd B9 HREEF I —FEA /.
8. WP SH/IRFEIEERY -

a. £ Access control = Cluster Roles and Access T, /¥ Add user.

b. FIAGTEL—2H)BEIE S B ID,
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c. tfEAdd user K FIRF EEINIR,

3773

o  HIEHI htpasswd B 17 teEFE/F7F Access control - Identity provider ] [EH & .,

BB IRRIEFE, IEEETENDHATHK. ERTLUTE htpasswd B171EHRE
FAEELUEFS1HERERH,

o H EIEMHFIE Access control = Cluster Roles fllAccess TIEH A ), thEE A BIEFEH
VoAl

4.8. A7 R
o /SR
o THEEMH STS EE T E7HIROSA

23


https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/install_rosa_classic_clusters/#rosa-sts-accessing-cluster
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25 = (#/H RBAC E X FIp IR

5.1. RBAC #fit
HEF B EHT7R#E#] (RBAC) X RAEEE 1 - TEUT B I IT45 FEHIRIE,

£ % dedicated-admin & & EE 77 5] LIFI 55 B £ € FIA5E F 224115 Red Hat OpenShift Service on
AWS FE KB HIFTE I EEE & 75 R s

TR A 53 B LA FE A M 5 B RIGVE 2B 1 IB95T B, 5 EE, B’INESZ IS FFEI—1T
IR, BB BT TFHENITIRIFEIALIZ 7,

IRIPGE T EFLL T IL T EEE
BT & fed
AL —HN R ERIVTHIRER S, B, BPSRSIkFESEIE (create) Pod,
Al MNES, TLUEAAMAXKIAER S AR,
HE A/ A5 ABZIEBRE,

FERIBINEI RBAC B BFIFEB M TRS

RBAC 451 ek

&£ 2 RBAC NETETEYERNACNSE, EHACEETERTER, £HACHNERES BE
BAa,

At RBAC ERTEETENAGBNYE, RAAMACREETHEANUBS, BXMARYER

LL/aRs| AR HIA A B,

KA BIE T TEHRIBIHE, ABHEFETTER, EHEAE view ST HFMHH B
EFBEFF, LEZHE BB EETH, REEHEACTIEIIFEIEHATFEIINRESH F 1 OB
A8,

D FRRD RGP A BIE S NI B, [FF A8 KA EET7TEFEE
)ZO

TEVFIG I R, G (@ HEE A G EFI A B E, FIA :
1. EHREEESEERT allow” N,
2. KM ERT allow” I,

3. MUNIEL,

511 i EHAE
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Red Hat OpenShift Service on AWS 875 7 —HRINEFEA 6, 1Al LITEEFEE[H B A1 757E 2 H - #1
égo

n -
TENFNERIUNEFREAC, WX LRT S ERNER TRER AL EFFIEE TTE,

RARR AR fed

admin HEEEE, MRAEARMAEHRER, I admin ENEFTB PHEMAEIR, FEEHR
T B A BREC A A B AR B R

basic-user AP LRI XTIB B NERER.

cluster-admin BN AP A UEEETE P HITEMRIE, SEARMIEERAE— TR, X
A R LASE £ 1 B & — BRI BECA A AT A R .

cluster-status A A LURERE AR SRR EE R

cluster-reader AP A LRI EBE RSN R, BRREEHRE],

edit AP RILMESRIT B P RSN R, BXNEEFHERAEBHHE,
self-provisioner Lt A LAEESHITE,

view WRPEETEMEDR, BAUEETEPHRSENR, TEEEHERAEIH
Eo

IEE B A M FIERIEZ FBIX S, HIA0, AR A1 EHERF cluster-admin £ B EE]—1NF
S, X AEEEMZE T RE TEHELERBIFI, FLH ML, ¥ cluster-admin H5EE) T EHIR —
BF, REFHZTEIIBREZE FIIR X —F . 1ZH " BEEHAE admin B91R, LURIZITH
B)—LEZTH IR, BIAIBE S i ke 7T B B Z KRR, L web ##E Ul FRIEA/ILIE ATEER TAKE, B
HNETRIHHEFEIEEFELE HIEFEA CIE, i, ERIH FHFREMBIE cluster-admin 59
i EEIE,

FTHRET TEHAC, FHAEE EHABHE, FHACIHE B, HAFHRSIKFZ IR R,
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= ga A A A

Service account (Bot) Group 1 User1 User 2 User 3
Local role Local role Local role Local role Cluster role
binding binding binding binding binding
Bot can interact with Group 1can edit User 1 can view User 2 can admin User 3 can cluster
specific resources in project in project in project admin in all projects
Local role
(Bot)

Role Role
Project

pToTTTTTTT A 20 A 2 0 A 2
1 1
1 1
E Cluster role Cluster role Cluster role Cluster role i
! (Edit) (View) (Admin) (Cluster admin) !
i i
i Role Role Role Role Role Role Role Role i
1 1

R4

=M

LN HE—1NE &R/, get pods/exec get pods/* 7l get * A EIRFHITI
BR. W ARDFIBIEN, (X BB fICEERTERI &= /) RBAC R, MEFZE
B, 155 RBAC HINA iF AT IR,

5.1.2. iFEHRIX
Red Hat OpenShift Service on AWS 17 L F e 5 1FAZHIX -

g1
B LR T B2,
#RfF

BITHIRIE, BAZSEIERT, XHLUFILIAME

o JiH : FihaBgIIE, TiE 2 —FH i EIA SRR Kubernetes i & ZE/H], (&— 1Nt XHIH
BTLUTES Bt X A B9 FAHA N E R A E,

o IRfEZNIA : #RIEX S : get. list, create. update. delete. deletecollection 2t watch,

o IKEER : iy /B API Bk,

HE
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IERITEEIZR, FH AT A 62 BT K s
Red Hat OpenShift Service on AWS 17 L T4 ZEFEFIN -
. RS EEER ER E N 2 - ST IE 2RI AT F 25E,
2. [EFIEFR LN BHHIATE A E,
3. A EFREL N BEIATE AN,
4. FIXA NG ETERIE, LA HEITEI,
5. ZIRAKHEILEIHIFN, IR L FEZE LR E,
=20

IFICIE, I AL IR KBS EE % 1 A .
TEEE o LUEHE CLI EEF A EHHNEER, BIESETEEXTIIEIEFRTRE— i,

EZZ

LB I TE I E BT E EHE 17 P EEE A B RRAITE— TN IE . TRREZIN
cluster-admin 2t system:admin B95EEEA AP TEERSEHIE,

EHABBHESHISE XA E, (BaEEHRHTERFHTHE,

5.12.1. £EHAERE

ZiAH9admin, edit, view flcluster-reader B Bt £ A ERE, RBF1NAECHIEEN G E
BIEE T #T AN 5985 B #r, HBEEICIEEEE X IR B Kubernetes APl B, ILZHEEF BE N,

5.2. JiH #4528 /H]

Kubernetes % 22 [H/# 15 EEEE B RSB IHBINL#Y, Kubernetes XISHtEIRE K in Z ZEIHBIE %15

05 /]y WL TXT RIG A HE—SE

o EEEMBILIR, LIBERELRBEAZE,

o ERGEIS I HIEEERIN,

o R X FIREFELIFET o
RITHBIA 2 X REGE T 95 AL ELE, (B—LXRTTEUMSERE 05 ZEJE], AT 2 FIE
T B 2t 7 i Z AEH Kubernetes 5 ZEJH], & EHEE VA F R REGE A E A, BELTH, —
PEXBIFE AT U TE S Bt # X R HIETEE FAAFIEERAE. o wdH E 8 77X TE B0 A
R ; &, WRAEFAEXCZBIE, NEzREHECEIZBITERHKR,
TiH 5T LB %69 name, displayName 7] description,

o Edpiarh9 name E71 B —FRiRTF, 1E@&H CLI TREZGAPI WRE N, SHKERS 63

T™F
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https://kubernetes.io/docs/reference/access-authn-authz/rbac/#aggregated-clusterroles
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o IJEHY displayName Z7i B 7F web 1Z#IE #HB9Z~EZ (B[ % name) ,
o IJEHY description BT L1 G FE £ E HIFAE L, 1 B F A TE web 1EHIE H,
FINIER# 78289 —4 :

IO 3 sk

X% (object) Pod. RRFHEHIEFIZRF,
%Bg (policy) FA P BB A A RENAT R AR BRI

R Xof & Rt SR 1T PR I B9 EC AT
(constraint)

AR5 ARZ5MK - B BhfE AT B ot REVIE E VIR R AT 1 4E

£ 7% dedicated-admin f& G H)EEE 7 Al LIGIETTE, HIFUIEFEZIRE R B # KB A,
B 7% dedicated-admin & EHIELE 77 5] LU 1FFF AN A B E ST,

FLRAGHIEEE T A LUEFE CLI 26 Web 12#I&E 5 TTE XA,

53 ZiuiH

Red Hat OpenShift Service on AWS Bt # % NN DI H, L openshift- FF2LEITIEXTFE F i BiREE
B, XL HFEEEN Pod 12 1TH)E BHMFIR MERZHIAME, X LimE 2L OB B X
(critical) Pod ;ZA#B9 Pod Z1REZERT, E1]aTLURIEH kubelet JEA, FEIXLEan£ 58/ 5 ) T B 140
B9 Pod Efpid ' critical”,

EZZ

TEFEMUNTB FE1T TIED I ZN AT E 1R, 81T e B HR B

LUTFBIA T 5 #% 7 EEEE R : default kube-public, kube-system, openshift
openshift-infra, openshift-node, Et: %2097 ERIFr% openshift.io/run-level #
WEN 081, HIFENGH (Hpod LM, TEM L TXLIR, LB LRICH
TRIRG | FHAENT) BIDIBET A1Em X B B L IE,

5.4. BEEHAEHIE
17 oc describe i, HLUEMH oc CLI ¥ & EEE A EHIE,

SERRM
o ZZocCLl,

o RREELEHAEHIERIINR,

TR
| BEEEHABRREXZEINE :
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https://kubernetes.io/docs/tasks/administer-cluster/guaranteed-scheduling-critical-addon-pods/#rescheduler-guaranteed-scheduling-of-critical-add-ons
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I $ oc describe clusterrole.rbac
BBl

Name: admin
Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true

PolicyRule:

Resources Non-Resource URLs Resource Names Verbs

.packages.apps.redhat.com [] [] [* create update
patch delete get list watch]

imagestreams [] [] [create delete
deletecollection get list patch update watch create get list watch]

imagestreams.image.openshift.io [ [] [create delete
deletecollection get list patch update watch create get list watch]

secrets [] [ [create delete deletecollection
get list patch update watch get list watch create delete deletecollection patch update]

buildconfigs/webhooks [ [] [create delete
deletecollection get list patch update watch get list watch]

buildconfigs [] [] [create delete
deletecollection get list patch update watch get list watch]

buildlogs [] [] [create delete deletecollection
get list patch update watch get list watch]

deploymentconfigs/scale [] [ [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs [ [] [create delete
deletecollection get list patch update watch get list watch]

imagestreamimages [] [] [create delete
deletecollection get list patch update watch get list watch]

imagestreammappings [] [ [create delete
deletecollection get list patch update watch get list watch]

imagestreamtags [] [ [create delete
deletecollection get list patch update watch get list watch]

processedtemplates [] [] [create delete
deletecollection get list patch update watch get list watch]

routes [] [ [create delete deletecollection
get list patch update watch get list watch]

templateconfigs [l [ [create delete
deletecollection get list patch update watch get list watch]

templateinstances ] [ [create delete
deletecollection get list patch update watch get list watch]

templates [ [] [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs.apps.openshift.io/scale [] [ [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs.apps.openshift.io [] [ [create delete
deletecollection get list patch update watch get list watch]

buildconfigs.build.openshift.io/webhooks [] [l [create delete
deletecollection get list patch update watch get list watch]

buildconfigs.build.openshift.io [l [ [create delete
deletecollection get list patch update watch get list watch]

buildlogs.build.openshift.io [] [ [create delete
deletecollection get list patch update watch get list watch]

imagestreamimages.image.openshift.io [ [ [create delete
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deletecollection get list patch update watch get list watch]

imagestreammappings.image.openshift.io [] [] [create delete
deletecollection get list patch update watch get list watch]

imagestreamtags.image.openshift.io [] [l [create delete
deletecollection get list patch update watch get list watch]

routes.route.openshift.io [ [ [create delete
deletecollection get list patch update watch get list watch]

processedtemplates.template.openshift.io [ [] [create delete
deletecollection get list patch update watch get list watch]

templateconfigs.template.openshift.io [] [ [create delete
deletecollection get list patch update watch get list watch]

templateinstances.template.openshift.io [] [ [create delete
deletecollection get list patch update watch get list watch]

templates.template.openshift.io [] [] [create delete
deletecollection get list patch update watch get list watch]

serviceaccounts [l [] [create delete
deletecollection get list patch update watch impersonate create delete deletecollection patch
update get list watch]

imagestreams/secrets [l [] [create delete
deletecollection get list patch update watch]

rolebindings [] [] [create delete
deletecollection get list patch update watch]

roles [] [l [create delete deletecollection
get list patch update watch]

rolebindings.authorization.openshift.io [ [] [create delete
deletecollection get list patch update watch]

roles.authorization.openshift.io [ [] [create delete
deletecollection get list patch update watch]

imagestreams.image.openshift.io/secrets [] [ [create delete
deletecollection get list patch update watch]

rolebindings.rbac.authorization.k8s.io [] [ [create delete
deletecollection get list patch update watch]

roles.rbac.authorization.k8s.io [] [] [create delete
deletecollection get list patch update watch]

networkpolicies.extensions [] [ [create delete
deletecollection patch update create delete deletecollection get list patch update watch get
list watch]

networkpolicies.networking.k8s.io [] [ [create delete
deletecollection patch update create delete deletecollection get list patch update watch get
list watch]

configmaps [ [] [create delete
deletecollection patch update get list watch]

endpoints [l [] [create delete
deletecollection patch update get list watch]

persistentvolumeclaims [] [] [create delete
deletecollection patch update get list watch]

pods [ [ [create delete deletecollection
patch update get list watch]

replicationcontrollers/scale [] [ [create delete
deletecollection patch update get list watch]

replicationcontrollers [] [ [create delete
deletecollection patch update get list watch]

services [] [ [create delete deletecollection
patch update get list watch]

daemonsets.apps [] [] [create delete

deletecollection patch update get list watch]
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deployments.apps/scale [ [] [create delete
deletecollection patch update get list watch]

deployments.apps [ [ [create delete
deletecollection patch update get list watch]

replicasets.apps/scale [l [] [create delete
deletecollection patch update get list watch]

replicasets.apps [] [l [create delete
deletecollection patch update get list watch]

statefulsets.apps/scale [l [] [create delete
deletecollection patch update get list watch]

statefulsets.apps [] [l [create delete
deletecollection patch update get list watch]

horizontalpodautoscalers.autoscaling [] [ [create delete
deletecollection patch update get list watch]

cronjobs.batch [] [] [create delete
deletecollection patch update get list watch]

jobs.batch [] [l [create delete
deletecollection patch update get list watch]

daemonsets.extensions [] [ [create delete
deletecollection patch update get list watch]

deployments.extensions/scale [] [] [create delete
deletecollection patch update get list watch]

deployments.extensions [ [] [create delete
deletecollection patch update get list watch]

ingresses.extensions [] [l [create delete
deletecollection patch update get list watch]

replicasets.extensions/scale [] [ [create delete
deletecollection patch update get list watch]

replicasets.extensions [] [] [create delete
deletecollection patch update get list watch]

replicationcontrollers.extensions/scale [] [l [create delete
deletecollection patch update get list watch]

poddisruptionbudgets.policy [] [] [create delete
deletecollection patch update get list watch]

deployments.apps/rollback [] [l [create delete
deletecollection patch update]

deployments.extensions/rollback [l [] [create delete
deletecollection patch update]

catalogsources.operators.coreos.com [ [] [create update
patch delete get list watch]

clusterserviceversions.operators.coreos.com [ [] [create update
patch delete get list watch]

installplans.operators.coreos.com [] [] [create update
patch delete get list watch]

packagemanifests.operators.coreos.com [ [] [create update
patch delete get list watch]

subscriptions.operators.coreos.com [l [] [create update
patch delete get list watch]

buildconfigs/instantiate [l [] [create]

buildconfigs/instantiatebinary [] [l [create]

builds/clone [] [] [create]

deploymentconfigrollbacks [l [] [create]

deploymentconfigs/instantiate [] [ [create]

deploymentconfigs/rollback [l [] [create]

imagestreamimports [] [] [create]

localresourceaccessreviews [l [] [create]
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localsubjectaccessreviews [ [l [create]
podsecuritypolicyreviews [] [ [create]
podsecuritypolicyselfsubjectreviews [] [ [create]
podsecuritypolicysubjectreviews [ [] [create]
resourceaccessreviews [] [] [create]
routes/custom-host [ [] [create]
subjectaccessreviews [l [] [create]
subjectrulesreviews [] [] [create]
deploymentconfigrollbacks.apps.openshift.io [ [] [create]
deploymentconfigs.apps.openshift.io/instantiate [ [] [create]
deploymentconfigs.apps.openshift.io/rollback [ [] [create]
localsubjectaccessreviews.authorization.k8s.io [l [] [create]
localresourceaccessreviews.authorization.openshift.io  [] [l [create]
localsubjectaccessreviews.authorization.openshift.io [ [] [create]
resourceaccessreviews.authorization.openshift.io [l [] [create]
subjectaccessreviews.authorization.openshift.io [] [l [create]
subjectrulesreviews.authorization.openshift.io [ [] [create]
buildconfigs.build.openshift.io/instantiate [ [] [create]
buildconfigs.build.openshift.io/instantiatebinary [ [ [create]
builds.build.openshift.io/clone [] [ [create]
imagestreamimports.image.openshift.io [ [] [create]
routes.route.openshift.io/custom-host [] [] [create]
podsecuritypolicyreviews.security.openshift.io [] [l [create]
podsecuritypolicyselfsubjectreviews.security.openshift.io [] [] [create]
podsecuritypolicysubjectreviews.security.openshift.io  [] [ [create]
Jenkins.build.openshift.io [] [] [edit view view admin
edit view]
builds [] [] [get create delete

deletecollection get list patch update watch get list watch]

builds.build.openshift.io

[ [

[get create delete

deletecollection get list patch update watch get list watch]

projects

update]
projects.project.openshift.io

get patch update]
namespaces
pods/attach

deletecollection patch update]
pods/exec

deletecollection patch update]
pods/portforward

delete deletecollection patch update]
pods/proxy

deletecollection patch update]
services/proxy

deletecollection patch update]
routes/status
routes.route.openshift.io/status
appliedclusterresourcequotas
bindings
builds/log
deploymentconfigs/log
deploymentconfigs/status
events
imagestreams/status
limitranges
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[ [

[get delete get delete get patch

[l 1 [get delete get delete

[ ]
[ ]

] [
] [
[ ]
[ ]

[ [
] [
] [
[ I
] [
[ ]
[ ]
[ [
] [
[ [

[get get list watch]
[get list watch create delete

[get list watch create delete
[get list watch create
[get list watch create delete
[get list watch create delete

[get list watch update]
[get list watch update]
[get list watch]
[get list watch]
[get list watch]
[get list watch]
[get list watch]
[get list watch]
[get list watch]
[get list watch]



& 52 {#/ RBAC & X HIN AR

namespaces/status [] [ [get list watch]
pods/log [] [] [get list watch]
pods/status [] [ [get list watch]
replicationcontrollers/status [] [] [get list watch]
resourcequotas/status [] [] [get list watch]
resourcequotas [] [] [get list watch]
resourcequotausages [l [] [get list watch]
rolebindingrestrictions [l [] [get list watch]
deploymentconfigs.apps.openshift.io/log [ [] [get list watch]
deploymentconfigs.apps.openshift.io/status [] [] [get list watch]
controllerrevisions.apps [l [] [get list watch]
rolebindingrestrictions.authorization.openshift.io [] [l [get list watch]
builds.build.openshift.io/log [] [ [get list watch]
imagestreams.image.openshift.io/status [ [ [get list watch]
appliedclusterresourcequotas.quota.openshift.io [l [] [get list watch]
imagestreams/layers [] [ [get update get]
imagestreams.image.openshift.io/layers [ [] [get update get]
builds/details [] [l [update]
builds.build.openshift.io/details [] [ [update]

Name: basic-user

Labels: <none>
Annotations: openshift.io/description: A user that can get basic information about projects.
rbac.authorization.kubernetes.io/autoupdate: frue

PolicyRule:

Resources Non-Resource URLs Resource Names Verbs
selfsubjectrulesreviews [ [] [create]
selfsubjectaccessreviews.authorization.k8s.io [] [] [create]
selfsubjectrulesreviews.authorization.openshift.io [] [ [create]
clusterroles.rbac.authorization.k8s.io [] [] [get list watch]
clusterroles [] [ [get list]
clusterroles.authorization.openshift.io [] [] [get list]
storageclasses.storage.k8s.io [l [] [get list]
users {1 [~] [get]
users.user.openshift.io [] [~] [get]
projects [ [] [list watch]
projects.project.openshift.io [] [] [list watch]
projectrequests [] [l [list]
projectrequests.project.openshift.io [ [ [list]

Name: cluster-admin

Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
PolicyRule:

Resources Non-Resource URLs Resource Names Verbs

| [ []
[7 [ [7

2. BELHFINEHABHEES, X ETHEETREELIHEFA

I $ oc describe clusterrolebinding.rbac
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ki

Name: alertmanager-main

Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: alertmanager-main

Subjects:

Kind Name Namespace

ServiceAccount alertmanager-main openshift-monitoring

Name: basic-users

Labels: <none>

Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: basic-user

Subjects:

Kind Name Namespace

Group system:authenticated

Name: cloud-credential-operator-rolebinding
Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: cloud-credential-operator-role
Subjects:

Kind Name  Namespace

ServiceAccount default openshift-cloud-credential-operator

Name: cluster-admin

Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: cluster-admin

Subjects:

Kind Name Namespace

Group system:masters

Name: cluster-admins
Labels: <none>
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:
Kind: ClusterRole
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Name: cluster-admin

Subjects:

Kind Name Namespace
Group system:cluster-admins
User system:admin

Name: cluster-api-manager-rolebinding
Labels: <none>
Annotations: <none>

Role:

Kind: ClusterRole

Name: cluster-api-manager-role
Subjects:

Kind Name  Namespace

ServiceAccount default openshift-machine-api

5.5, BEXM A EHE

1@ oc describe #5817 oc CLI F&E XA EHHE,

SEREM
o ZZocCLl,

o XREEFMAEFHEIINR :

& 52 {#/ RBAC & X HIN AR

o KM T admin i FEEHA EEIE AU B EH EEIH F A BHIZE,

TR

| BEELFAMABHEES, XiETHEE L FITEBITEE EHIE - FIA :

I $ oc describe rolebinding.rbac

2. EERMITEH KA EHE, iFR6SFNM-n 1 :

I $ oc describe rolebinding.rbac -n joe-project

ki

Name: admin
Labels: <none>
Annotations: <none>
Role:
Kind: ClusterRole
Name: admin
Subjects:
Kind Name Namespace

35



Red Hat OpenShift Service on AWS 4 I\ IEFIIRAL

User kube:admin

Name: system:deployers

Labels: <none>
Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in

this namespace. It is auto-managed by a controller; remove
subjects to disa...

Role:
Kind: ClusterRole

Name: system:deployer

Subjects:
Kind Name  Namespace

ServiceAccount deployer joe-project

Name: system:image-builders

Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this

namespace. It is auto-managed by a controller; remove subjects

to disable.

Role:
Kind: ClusterRole
Name: system:image-builder

Subjects:
Kind Name  Namespace

ServiceAccount builder joe-project

Name: system:image-pullers

Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this

namespace. It is auto-managed by a controller; remove subjects

to disable.
Role:
Kind: ClusterRole
Name: system:image-puller
Subjects:
Kind Name

Group system:serviceaccounts.joe-project

Namespace

5.6. WA RIIAEE

BT LUEFH oc adm EHE 17 CLI B2 EFFE,

FF 8 B E S I - B AT L S R A% R A AR, 1 ET L@ oc adm policy & %
JE1 - R s AR IR A 2,

1B LUFHEAT A A SE B A BT TE 27 B B9 K 1 5 - 262,
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\. [EIEETE FEIE FRAE
I $ oc adm policy add-role-to-user <role> <user> -n <project>
Bl ERTLLEITL Fan s, 4% admin £ €550 joe Wi E # £ alice /5 :

I $ oc adm policy add-role-to-user admin alice -n joe

e
BT AT LUV LU YAML B s A €6

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: admin-0
namespace: joe
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: admin
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: User
name: alice

2. BEAMHEIHTE, HIEHHPRIERNER :
I $ oc describe rolebinding.rbac -n <project>
B, ZE joe Ui EHI KM EIE -

I $ oc describe rolebinding.rbac -n joe
6

Name: admin
Labels: <none>
Annotations: <none>
Role:
Kind: ClusterRole
Name: admin
Subjects:
Kind Name Namespace

User kube:admin

Name: admin-0
Labels: <none>
Annotations: <none>
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Role:

Kind: ClusterRole
Name: admin

Subjects:

Kind Name Namespace

User alice a

Name: system:deployers
Labels: <none>
Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...
Role:
Kind: ClusterRole
Name: system:deployer
Subjects:
Kind Name  Namespace

ServiceAccount deployer joe

Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name  Namespace

ServiceAccount builder joe

Name: system:image-pullers
Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-puller
Subjects:
Kind Name Namespace

Group system:serviceaccounts:joe

ﬂ alice /5" 245 11%/ admins RoleBinding.
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5.7. QXM E
T LT DA A, e SR EZFE,

A
. EXNTEOERMEE, FETUFRs :

I $ oc create role <name> --verb=<verb> --resource=<resource> -n <project>
EM R TH, 15E :
® <name>, A EHEH
o <verb>, LUESHEER). N HEIE ERIERIES) 52

o <resource>, fE[HEIFIEIR

® <project>, TiHEM

B, FOJE— A EXAITH S EE blue TG I Pod, 15 Z1T Fap® :
I $ oc create role podview --verb=get --resource=pod -n blue
2. BIFACHEZHF, SI1TUTms :

I $ oc adm policy add-role-to-user podview user2 --role-namespace=blue -n blue

5.8. XA EHE DS

TEREFT LU TR IE 0 K1 5 B TE EEEFE - SHZABIR A B, ETLUREHE -n PR R IEETIH, HRKE
E, WIER- S,

e LUE B LT o054 17241 RBAC &2,

# 5.1 Kb f5 B ELRIF

Lo sk

$ oc adm policy who-can <verb> <resource> 15 HLWIRLE A P ] DU B — BRI T iR e,

$ oc adm policy add-role-to-user <role> HEEABHAERZFINE REERF,
<username>
$ oc adm policy remove-role-from-user MERITIBRIIEER - BIREEAE,

<role> <username>

$ oc adm policy remove-user <username> BERLaERMEER - REMEAE,
$ oc adm policy add-role-to-group <role> EEABHEERZFI B RHEEL,
<groupname>
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% i
$ oc adm policy remove-role-from-group MEEIT B P EHB MR EA R,

<role> <groupname>

$ oc adm policy remove-group <groupname>  #%IREFIUIEAHNIEEAREFEAE,

59 EHACIHEmRS

BB AT LUE T TR FE LA BITE, R EEA CIHERFRBmEZEFBITIR, ATLUXLEIET
/;é_ﬁ -n ﬁﬁ/ﬁo

5.2 F£EHA GIELRIE

% ik
$ oc adm policy add-cluster-role-to-user NAEABHERRERAMAETIBNIEER .

<role> <username>

$ oc adm policy remove-cluster-role-from- MEHTRMAETENIEERFBIREEAE,
user <role> <username>

$ oc adm policy add-cluster-role-to-group NAEABHERRERAAT BIIEES,
<role> <groupname>

$ oc adm policy remove-cluster-role-from- MERFRIAETERNIEEHBREEA S,
group <role> <groupnames

5.10. #Z3% cLUSTER-ADMIN 177/5] X iR

LGB EFFRIE 817, 1F cluster-admin /5 /7 B E5SMEIERIIK - H#, RREERAEZEIFIN, O
RHN, XERRTEE)9 %5 B9 1K

AR, HEDELEFHFFeEmEM cluster-admin 2t dedicated-admin /5 /7157 £2517 0/ R, &

% dedicated-admin 1717/ I REGH F BB H L EIEFIL, 1EVRESLEE, 17 cluster-admin /5 /7 3 E R
HNRED,

TERRAE
o BBEEFH NN HIEHEFES(IDP),
o ZHEELEZIIEHIIDP BFE,
o CELEER,

A
1. %M cluster-admin R :
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I $ rosa grant user cluster-admin --user=<idp_user_name> --cluster=<cluster_name>

2. LRI B B S I R E A

I $ rosa list users --cluster=<cluster_name>
i B

GROUP NAME
cluster-admins rh-rosa-test-user
dedicated-admins rh-rosa-test-user

3. WAL TS5 /u\/g?ﬁ/i’ﬂ Ee 2 A cluster-admin 170/ R, EEFEHE /7 o] LITEH 589
18R Fiz{Thtrs, BXHEE R L 51T,

I $ oc get all -n openshift-apiserver

ek
NAME READY STATUS RESTARTS AGE
pod/apiserver-6ndg2 1/1  Running 0 17h
pod/apiserver-rmxs 1/1  Running 0 17h
pod/apiserver-tsqghz 1/1  Running 0 17h

NAME TYPE CLUSTER-IP  EXTERNAL-IP PORT(S) AGE
service/api ClusterlP 172.30.23.241 <none> 443/TCP 18h

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE
daemonset.apps/apiserver 3 3 3 3 3 node-

role.kubernetes.io/master= 18h

5.11. %% DEDICATED-ADMIN 1775/ X R
REDBEEHIE - F BB A cluster-admin 2¢ dedicated-admin /12 % E2 1y 5/IVR, BA

dedlcated-admln I BREG B P BB R DB, 1EVR1ELEE, A ZHELE 7175 dedicated-
admin 17/5/ R,

TCRFA
o GFEHTEFFARINE I IEHAFES(IDP),

o HEENELFFHIIDP FBFE,
o EENTEIEEH,

A
. BIALLFip 15 F#8H 7 dedicated-admin :

I $ rosa grant user dedicated-admin --user=<idp_user_name> --cluster=<cluster_name>

2. BIALL F e S5 Ul g - I fE2 & A dedicated-admin 17/ /YR :
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I $ oc get groups dedicated-admins

BBl
NAME USERS
dedicated-admins rh-rosa-test-user

, WIR R A dedicated-admin #5189 /H 51T 8%, W& E 7 Forbidden #i%,

5.12. REG I Uk BT BIERE A B TE

1 Red Hat OpenShift Service on AWS 4.16 Z Fll, K% 1747 iFBIH BT LU 17 o] — Lo B A
&, 7EAWS 4.16 _EH9Red Hat OpenShift Service on AWS 4.16 Z B, MIREBZTHIEES
REX PNRLZ B R 51 BIAHBT 7 15 IR,

K TZLEN, Red Hat OpenShift Service on AWS 4 TR 1FRLZB 557 IE B9 BB £ 2 o a2 i i)h]
IR,

TEHLEFRIF, BEEEENF system:unauthenticated 7 1 Z/EEEA & A,
L ETE ] A LUFRZZ G 7 5 IE B P NI F B -

® system:scope-impersonation

® system:webhook

e system:oauth-token-deleter

® self-access-reviewer

- e
TEER KL BRI BI TS, FGAR I SR B2 £ P/t
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6 % TRIFOIRBSH
#6 ZF THHOIEBRSIK

6.1. IR IK - B

R 1K P72 —1 Red Hat OpenShift Service on AWS [IK/7, B IFLHMBEREL AP, REKFEE T
B TERI AP X1 R, ARESTKF 41154 API 1514 T RIFHI G, TEBEHZ B

2L 1% (& H Red Hat OpenShift Service on AWS CLI Bt Web #E#IEN], HEIAPI ShERE API T 81547
UFe ERTLUFA M-SR KB, LUEZAMEEY 17/ APl B 751 F E H A P BIFE iF

FT RSN BIE SR E FRITTEFE -
I system:serviceaccount:<project>:<name>

F—REIKTthE LU TR TNHB KR -

| sk

system:serviceaccounts BERGHHFERSTK .

system:serviceaccounts:<project>  BE18ET B FHHFRAERSIK .,

BEIRFSIKF B8 21 secret :
o APl 4%
® OpenShift Container Registry B F

ERHIAPI SHE/ registry Ful R0 HE, 1B @ MR secret FBFEN ], EMEF secret i, RIZ=
B )£ — N secret FERICE,

6.2. DIZIRF IR/
ETLZETTE R RIRFS I, HB T FRIERS €N BT HUR,

SFE
. Jk : BEHFITE PRIRES I
I $ oc get sa
ek

NAME  SECRETS AGE
builder 2 2d

default 2 2d

deployer 2 2d

2. TEZETE A OIBHIRF I -

I $ oc create sa <service_account_name> a

43



Red Hat OpenShift Service on AWS 4 JAUEFIZFL

ﬂ E G-I HOIBREIR 7, 1E#5E -n <project_names,

ik

I serviceaccount "robot" created

b
T BT LU HLL T YAML K 0ZERRSIKF -

apiVersion: vi1

kind: ServiceAccount

metadata:
name: <service_account_name>
namespace: <current_project>

]

3. Hit : BERFSIKF B secret :

I $ oc describe sa robot

ek
Name: robot
Namespace: project1
Labels: <none>

Annotations:  <none>

Image pull secrets: robot-dockercfg-qzbhb
Mountable secrets: robot-dockercfg-qzbhb
Tokens: robot-token-f4khf

Events: <none>

6.3. WERFIK IR T A BT B
ETLUS BB/ I EFAE—I, HRSINK S EFRE,

o TETLUEMK LFITTEBIRFIL 7, B4, FF view A & 55 11Z top-secret Ui 147 robot R 1K
=

I $ oc policy add-role-to-user view system:serviceaccount:top-secret:robot
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e
oD AT LUV LT YAML ERIAE 6

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: view
namespace: top-secret
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: view
subjects:
- kind: ServiceAccount
name: robot
namespace: top-secret

o Gt A LUETT B FEIFERS IR T KR, BI, TEARSSIK T ATEEITIE F, & -z Frids

H75E <service_account_names

I $ oc policy add-role-to-user <role_name> -z <service_account_name>

EZZ

IR BT PG ERFSIK IR T Ui/ IR, 51 -z tridse @MU EBE)
FHBHELIR, HIERAR 7178 E LIRS IK IR 7 1 1E] X Ro

e
oD AT LUV FLUF YAML ERIAE 6

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: <rolebinding_name>
namespace: <current_project_name>
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: <role_name>
subjects:
- kind: ServiceAccount
name: <service_account_name>
namespace: <current_project_name>

o EEUTIERImE LN, BLUER -n LTHEE E B FEIBITIE ip £ 5E1H, 40 TFRIAT T,
o BI#l, SrTATEIIE FHIRTERFSIK T EE my-project TG HHT R :

I $ oc policy add-role-to-group view system:serviceaccounts -n my-project
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&
BT AT LU FLUF YAML ERIAE E

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: view
namespace: my-project
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: view
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:serviceaccounts

o 77 managers 75 HHIRTERFSIK 4 #E my-project i B #FHI FR -

I $ oc policy add-role-to-group edit system:serviceaccounts:managers -n my-project

e
BT AT LUV FLUF YAML ERIAE E

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: edit
namespace: my-project
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: edit
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:serviceaccounts:managers
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B 7 E ANARFPERARSKS

F7 E HENBEFFPREBIRS K

7.1. AR5 - pay

R 1K P72 —1 Red Hat OpenShift Service on AWS [IK/7, B IFLHMBEREL AP, REKFEE T
B TERI AP X1 R, ARFSTKF 41124 API Ui R[4 T RIZFHI G, T EEHZ B,

24 1% (& H Red Hat OpenShift Service on AWS CLI Bt Web #E#IEN, HEIAPI ShERE API T 817457
UFo JERTLUFA M-SR IR KB, LUEZAMEEER 17/ APl B 751 F E H A P BIFE iF

FT RSN BIE SR E FRITTEFE -
I system:serviceaccount:<project>:<name>

F—REIKTthE LU TR TNHB KR -

il 50

system:serviceaccounts BERGHHFERS K,

system:serviceaccounts:<project>  SE18ET B PHHIFRAERSIK .

BEIRFSIKF B518 21 secret :
o APl 4%
® OpenShift Container Registry B IF

ERHIAPI SHE/ registry Ful R0 HE, 1B @ MR secret FBFEN ], EMEF secret i, RIZ=
B )£ — TN secret XL E,

7.2. B IR S I

189 Red Hat OpenShift Service on AWS B B 2 FEEEEZHIBINRFSIKF, HABNTEEKES
RS IKF,

7.2.1. BN EEFIR I

LN BRI R e (AR MK/ UEE 1T, TEAR S /e 57789 Red Hat OpenShift Service on AWS £ ]
21477 B (openshift-infra) 1 0/ LU TIRF 1K/, HIRFEEEHPIUTAE :

B S5k P Uiy
replication-controller 4 Eg system:replication-controller &

deployment- 2B system:deployment-controller &,
controller
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AR S5/

build-controller

sk

4 B2 system:build-controller &, 74, build-controller [R5k tha s
ER/FNRL ETFXARSD, LOIEBBIUEE Pod,

7.2.2. BIATIEARF K 71 &
BIIEFRE =T RFSIF

builder

deployer

default

ERAE

B Pod . #i%F system:image-builder &, fiFERAMNER Docker
registry SHRIRHEX U B AP RERIRR TR,

g@é o
INR%E/A A Build 5£2¥2088, A& 0% builder BRS51KF

HERE Pod A FH#I%F system:deployer s, RFEFNEHRTEHHEH
528 F0 Pod,

» P2y~
INER %455 A DeploymentConfig 5£25zhaE, NIASGIE
» deployer RS 1K,

FRZITHMATE Pod, FRIFIEE T FRBIARSSIK, .

T B HBIFT B IR S IK I EF A #5#% 5 system:image-puller /€2, 77 H SB35 registry MITIE #

BIEAT (R AL R 1R

7.2.3. B4 KRIEZ 15 pull secret

Zti(1E% T, Red Hat OpenShift Service on AWS WEFTNRSIK 7 B —1NE S pull secret,

7£ Red Hat OpenShift Service on AWS 4.16 Z B, 112 HEFNEIBEIRFIK 7 APl 544
secret £ KHIIRF K5 secret, M Red Hat OpenShift Service on AWS 4.16 7454,
TELIBBULIRF K APl 5% secret,

HREN 4 5, (FAHBRIKEIRSIEF APl THE secret TR, HIFFEEIE B TIE,
BXRINEFFPEFRIKI AP THE, LURETEZENMRETIRNER, 15SZIIEHH
JEXZ OpenShift Container Platform #89ong-lived AR5 1K APl 4% .

ULEFR pull secret FZZEfF OpenShift #15 registry L EIEEERIFE /- B 1550 uF FIER IR,
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B 7 E ANARFPERARSKS

162, WRET/5H ImageRegistry 2555, B4Z7E Cluster Image Registry Operator Ao & 122 fHEE L HT
OpenShift fifs registry, WTE KB TRFSIK £ pull secret,

2L TEZ Bl B E B i 22 P2 B A9 OpenShift (& registry i, & BTEBKAIH 5 pull secret 2 E 51
%,

7.3. IR 1K
ETLLETTE R ORIRFS I, HB T FRIERS €I BT HUR,

SFE
. Jk : BE A PRIRES I
I $ oc get sa
ek

NAME  SECRETS AGE
builder 2 2d

default 2 2d

deployer 2 2d

2. TEHFIITE ROIEFTRSI -
I $ oc create sa <service_account_name> a

ﬂ E G-I HOIBREIK 7, 1E#5E -n <project_names.,

BBl

I serviceaccount "robot" created

1Er

T BT LU AL YAML FBIBBRRSSIKF -
apiVersion: vi1
kind: ServiceAccount
metadata:

name: <service_account_name>
namespace: <current_project>

3. Hut : BERFNBsecret :

I $ oc describe sa robot
BBl

I Name: robot
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50

Namespace: project1

Labels: <none>

Annotations:  <none>

Image pull secrets: robot-dockercfg-qzbhb
Mountable secrets: robot-dockercfg-qzbhb
Tokens: robot-token-f4khf

Events: <none>



% 8 = FHAIRS KN OAUTH B i
F 8 E (RS EF OAUTH &/ i#

8.1 R E 7 OAUTH 2 /7%

BRI LUEFIRFSI, ENZZFM ) OAuth &, ARFIKF REEESSBIEBIFE, A IFUHRS
WK K BB E 22 ] B — LB K 15 /8 2 F B EBAIZEE -

® yser:info

® user:check-access

® role:<any_role>:<service_account_namespace>

® role:<any_role>:<service_account_namespace>:!
TESFAR MK FFPE OAuth & Fimh :

e client_id Z system:serviceaccount:<service_account_namespace>:
<service_account_name>,

o client_secret FTLIEIZARF K BIET APl 54, BIEL :

I $ oc sa get-token <service_account_name>

o ZJtEY WWW-Authenticate /714, & 1FARF5 1K/ LAY serviceaccounts.openshift.io/oauth-
want-challenges ;Z A7 1% E 7 true.,

o redirect_uri S5 ARFIK LAY AEPT L,

8.11. EEE Y OAuth &/ i#BIARSS1IK 7 H9 URI

JEAEFE AT B B B4 serviceaccounts.openshift.io/oauth-redirecturi. 5t
serviceaccounts.openshift.io/oauth-redirectreference., 347 :

I serviceaccounts.openshift.io/oauth-redirecturi.<name>

RAzR AN, THEAETFEEEERLBIEER URl, B4 :

"serviceaccounts.openshift.io/oauth-redirecturi.first": "https:/example.com”
"serviceaccounts.openshift.io/oauth-redirecturi.second”: "https://other.com”

_LAIREAYT first #] second 545/ F 2 @ 1N 2 H9E E 7] UR,

EBEFHIER, BFSEER UR FRELT, B, EaIEE BB A A &8I K2 H 46T,
XA el @& HAET serviceaccounts.openshift.io/oauth-redirectreference. 574549585 2E ZE /8] URI,

Bl

"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"v1\"\"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

HFULFAFRIE B Z /7L JSON #iE, FULEY RBIER P T LU ELZMMEE -
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{
"kind": "OAuthRedlirectReference”,

"apiVersion": "v1",
"reference”: {
"kind": "Route",
"name": "jenkins"
}
}

ZHfE T L EF), OAuthRedirectReference 72175//H4 7 jenkins BIEEH, EHULt, ZEBEBIIATEA OH
GE A Yy BE 3%, OAuthRedirectReference AT ZHIEE :

{
"kind": "OAuthRedlirectReference”,

"apiVersion": "v1",

"reference": {
kind": ..., @)
"name": ..., 9
"group”: ... Q
}

}

ﬁ kind 7589 2#5/FXREIERE, HFI, R route,
9 name 75892 B HIE . W RESERFFIK/ it F I —ap 4 ZE 5],
Q group 159N RATEHI A, ULTTEEZE, 75 HBI2EZEF1FE,

LG HX BT ARRILY, KB 5| AN RIHEIE . I :

"serviceaccounts.openshift.io/oauth-redirecturi.first": "custompath”
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"v1\"\"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

first j5455 F17 2 A —iS, 151X jenkins BEH1 2 E A A [ https://example.com, 7
{Ehttps://example.com/custompath #7755, 18 https://example.com 7 T34, A8DIeHRBEZH
EAIERATT -

KR ik

Scheme "https://"
FHA "//website.com"
g "//:8000"

BRE "examplepath”
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% E,;E*
, EELHEBEIFEREI AN REIEN ERIE, T —EHELITH.

LUE i Z BT & E AT AL TR AT EH -
<scheme:>//<hostnames<:ports/<path>

[F—XIRATLURZRE5IE, UIKFEAXBIREME -

"serviceaccounts.openshift.io/oauth-redirecturi.first": "custompath”
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"v1\"\"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
"serviceaccounts.openshift.io/oauth-redirecturi.second": "//:8000"
"serviceaccounts.openshift.io/oauth-redirectreference.second”: "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"v1\"\"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

11X % 77 jenkins BIFEI-EA A [ https://example.com, /] https://example.com:8000 7
https://example.com/custompath Z5# 71 %1 B4,

AL [ & FF R S RSN, USETRT A9 T -

"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"v1\"\"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
"serviceaccounts.openshift.io/oauth-redirecturi.second”: "https://other.com”
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£ 9 = IR B AWS IAM & &

TEEHAWS ZL5HERF5(STS) B9 Red Hat OpenShift Service on AWS ZZ¥#, OpenShift APl fR55#5 81
LU /T B 5B HIRFS 1K 548, FHFIRE pod #1859 AWS Identity and Access Management (IAM) £
&, WREEHIAM BELEATERAWS R, pod TLUERAILNT STS FiEXf AWS APl T 155
Uk, LT AWS #E1E,

AT LUEH pod G147 Webhook KRITERFIK 7 wHE, LURERE SHIT FEN #69AWS Identity and
Access Management (IAM) B &, UTRIEEHTIAM B ELBATERAWS R, pod ETLUEMEHAT STS &
UFiZ1T AWS SDK 2 1E,

9.1. IR 2118 E SRE 1A 9T 5 89 AWS IAM £ £

L{EHAWS L2 SEIRFS(STS) BIAWS EEF F 2% Red Hat OpenShift Service #f, R EFEEH)
Operator AWS Identity and Access Management (IAM) B 68, X26IAM 5 € 72 1F Red Hat OpenShift
Service on AWS 2% Operator iz 17#%/ OpenShift ZH5E,

£ 7# Operator EHRFSIE B IAM B &, HRFSIEAE R IAM B &R, =758 Operator B pod #

EBHIAR S5 BRI STS FilF, HWI-RIEEH EEBFATEIIAWS R, TRZIK - 5T LUTE pod H51T
AWS SDK #21E,

7F SRE #EBITIH AR AWS IAM £ G T 5%
FHE T T 7E SRE 1HEBITIH K AWS IAM B EBITIE7 -

B 9.1. £ SRE HBEHITIH X AWS IAM A BT E7%

OpenShift cluster AWS

Authentication

OIDC provider S3 bucket
& ts.amazonaws.com oIDC
openshift-kube- ~ s : 3 o
—p api-server B — I audience configuration
A
Key ID
Projected QIDC

volume token

T Success —\ Success
| | v

Pod Pod : Temporary AWS STS Authorization
i configuration v : credentials
] ]
f f AWS IAM Role
C aws-iam-token at !
1 /var/run/secrets |
i /openshift ; s " TAED
! /serviceaccount : ESSICIteKen relationship
]
i Secret fElen |
: i
L role_arn & i Permissions
web_identity_ H
token_file AWS SDK < :

1
i SRE owned project AWS API

v

.........................................................
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TERBLU T -

1. £ZF Operator i51THIEFNE#, Operator BIS8E spec EERGIIRSIK SIS, LU
REZE pod BIAWS ZiFEER  secret, FHEEEIAINEGZ FHIRITH), &I, Red Hat
OpenShift Service on AWS KR4£EFTHISHE, AWS SDK RLERE S AWS ZuFFLiERIHZEE R
secret, MAIIEEEFEESIEBIEEEMAWS IAM B ARN, secret BIZEIIAIE S -

e —7$AWS ARN_ROLE #E, EHEZE5:577 AWS SDK 1RIEATZEHIINRET IAM B &5
ARN,

e $AWS_WEB_IDENTITY_TOKEN_FILE ¥&, 7Fpod #LEZIRF1KH#I OpenlD Connect
(OIDC) SHEHYEBHE1R, TR #R 77 /var/run/secrets/openshift/serviceaccount/token,

2. 24 EE Operator BE I AWS IAM B E1/5 AWS AR (#IEC2) H#f, Operator Liz1THIAWS
SDK & izt =15/ AssumeRoleWithWebldentity API 77/F.

3. OIDC $4#M pod (%1525 OIDC #i i, WRIHEUTEK, HIFEHRIT RS G173 :
BN EEBRIEHHZE.,

e sts.amazonaws.com Fi\FI7E OIDC S, #-5 OIDC &5 A IERTZ A PLHL,

TE# B STS BIAWS _£H9Red Hat OpenShift Service #1, OIDC #NBAHEL
TS FEHOIEE, HBINRENRFIKFEXE, 7 OIDC B EHEINKE

sts.amazonaws.com Z i1,

OIDC FHE iK1 HY,

SRR 2 (HE A OIDC # /M EHI URL,
4. HIBTE RS i F#ERERT IAM 8 EEIS (FERSEIERA, TERAHL,
5. KD BHE U FIRINE, T AWS STS ZUFLLAWS 177548, secret AR 15 B HEBIF L 1F
#2455 pod, BERZESIKFEMHE, B EHTIUE, REIKF IR IAM B & /S BEIAWS X
AR,
6. 4R Operator i217HT, 1&MH pod HHIAWS SDK B9 Operator A EFEE B RITIRFS K FI AWS
IAM B ARN Hsecret, LUEIX1 OIDC RN EH{TE 447 1F, OIDC &N E& LG STS Fil,
FHFEL0F AWS APl 1T 81555 1iF,
9.2. FRE I AT B E FH - FE X 95T 5 #HT AWS IAM 5 £

LEHAWS ZL5HEARSS (STS) £ AWS FEFF L 25 Red Hat OpenShift Service /1, # il &#% Pod 814
Webhook 7,

BT LUEFH pod B17 Webhook T2/ FE X BIUTE #/ FBARZSIK 7, (B E [l —Hi B A9 pod HHIAWS
Identity and Access Management (IAM) &, 24BE IAM B E&HT, &7 pod FHIARFIK Fi8#mAT STS
Fik. WRIBEEREREATFEHIAWS KR, TR I Al LATE pod #1517 AWS SDK #&1E,

ZEpod 5 pod G157 Webhook, ZuBAI7EYTE #1&/H eks.amazonaws.com/role-arn ;2 0/E— 1R
SR, ARG IR ERERSF IR BT AWS IAM £ A9 Amazon Resource Name (ARN), 514
I Pod HtE 5| HARSSIK P, H1F pod ZBEEISARZ1KF 18 IEHI T H #.,

FHFE X BT H 89 Pod 513 Webhook TE7
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FH & T B EXBITTE BRI pod B149 Webhook LE :
K] 9.2. i/ EXBITIE FHJ Pod G173 Webhook T1Eji

OpenShift cluster AWS
Authentication
0IDC provider S3 bucket
; Pod identity } sts.amazonaws.com oIDC
webhook audience configuration
4 Mutate th
utate the
AWS variables oIDC LG
and token e
volume mount
into the pod |
r Success —‘ Success
E Pod Pod E Temporary AWS STS Authorization
i configuration i credentials
H H AWS IAM Role
! $AWS_ROLE_ARN 0
! ¢ $AWS_WEB_IDENTITY_ | .
! TOKEN_FILE f Session token Trust
1 . H — relationship
! Service account !
I aws-iam-token on H
— eks.amazonaws .com/ /var/run/secrets/ 0 -
] role-arn annotation /eks .amazonaws . com/ ! Permissions
! serviceaccount i
! 1
! H

. AWS SDK <+— AWS API
! User-defined project

TIERBELU T -

. EHEFEXBTIEH, BFA0/E—1 1% eks.amazonaws.com/role-arn JEAEHIRS K, 1%
SEREIE [ 7 R 5K B EHI AWS IAM B B9 ARN.

2. HEHE|HFBRS I BIEC B 7 A — i B #FE5& pod /], pod 1% Webhook £EK pod, %
BRMFLUTH#EA pod, EEH Pod = Deployment 7 EAEFEE ST :

e $AWS ARN ROLE i1i8%58, BEE IAM AEFIARN, 148 EE5:577 AWS SDK 121E
FrERIIR,

e $AWS_WEB_IDENTITY_TOKEN_FILE If#Z% &, RHEZRFIKFHI OpenlD Connect
(OIDC) THEHI B ZEFE 1R, TEEFEIEN
/var/run/secrets/eks.amazonaws.com/serviceaccount/token,

o HEZFHF 5 /var/run/secrets/eks.amazonaws.com/serviceaccount _E A9 aws-iam-
token &, % token B70OIDC THEXHEZSHEEA,

3. OIDC 54#M pod (%1525 OIDC # i, WREEUTEK, HIFEHRITIFRFSIK G173 :
o SHREEMBABTAHES,

e sts.amazonaws.com Fi\FI7E OIDC S, #5 OIDC &5 A IERTZ A PLHL,
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Bl 184 T, pod 814 Webhook £ 47 sts.amazonaws.com i\, FHZ)
OIDC %44,

TE# B STS BIAWS _£B9Red Hat OpenShift Service #1, OIDC #NBAHL
TS FEHOIEE, HBINRENRFSIKFEXE, 7 OIDC B EHEIN K E

sts.amazonaws.com Z i1,

o OIDC &K HF.
o SHEHRIELEFEESZ OIDC HVEHT URL,
4. HIETH RS i FEMRER IAM A GRS (FERESEER, TR HEL),

5. BRI IFFIEIE, WURIESIERIEITIGIT AWS STS FEiF 8% pod, HERFIK & /F,
B EFENE, REIKF#IGHTEZFE IAM A & &5 FRIAWS R,

6. LETE pod HET1TAWS SDK FR1EHT, BRZSIKFFy AWS APl B84 IGHT STS FEUF 5 1IF R 13,

9.3. B IZE S HIPOD HFIAWS IAM £ £

B TTHRIEIE, 5 ARSI I E X B9 E 28R pod B E AWS Identity and Access
Management (IAM) 8 €2,

BRI LB IR, BIFAWSIAM BB, RFIKF. 875 AWS SDK BB &5k, LUREHFGZIREEE

Bipod, ZETBIFE, & T Python B9AWS Boto3 SDK, it al L% iE pod B4 Webhook Z & #F AWS

HIEHE, BIEEMTIEEIA pod, FH, LM ERFIKEE1E pod HEKAWS IAM A&, #
BI04 7T AWS SDK R 1E,

9.3.1. HRFIKFiZiEAWS IAM f &

BIEE—1 AWS Identity and Access Management (IAM) A €2, H Red Hat OpenShift Service on AWS %EE#
HRIIR IR IBRE, BT TERIAR Z5 1K 7E pod H:21T AWS SDK 1R 1EATESHIFX IR,

TERRE
o GETEAWS K/ L L FIEE IAM A ERTFEIR,

o HE LU/ AWS 22 FHEARFS(STS)#J Red Hat OpenShift Service on AWS 8¢, TEZE
admin 25 F IR,

® &7 OpenlD Connect (OIDC) £/ H7 Amazon Resource Name (ARN), 1Z1&N E#EECIE 7 Red
Hat OpenShift Service on AWS FBIERSIK 7542,

TE# B STS BIAWS _£B9Red Hat OpenShift Service #, OIDC #N B AT L EE T
. BAHOEE, HMNRENRFIKTELE, WRETHE OIDC #VEARN, 15
" BRI EEEEEE T,

o FZEEAWS CLI(aws),

TR
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. @ALLF JSON EEERIE— 15 7 trust-policy.json B9 X :

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Principal”: {
"Federated": "<oidc_provider_arn>" a
}
"Action": "sts:AssumeRole WithWebldentity",
"Condition": {
"StringEquals™: {
"<oidc_provider_name>:sub": "system:serviceaccount:<project_names:
<service_account_name>"
}
}
}
I
}

ﬂ /¥ <oidc_provider_arn > E#i% OIDC #/EHIARN, #I arn:aws:iam::
<aws_account_id>:oidc-provider/rh-oidc.s3.us-east-
1.amazonaws.com/1v3rOn44npxu4g58so46aeohduomfres,

9 15 G RE 15 E BT B MRS IR, #F <oidc_provider_name > E#i 7 OIDC L&A
&7, %01 rh-oidc.s3.us-east-
1.amazonaws.com/1v3rOn44npxu4g58so46aeohduomfres, /¥ <project_names:
<service_account_name > B HI T H & IR 1K~ &7, 40 my-project:test-

service-account,

4, EEILUEAE "< oidc_provider_names:sub”:
"system:serviceaccount:<project_names:*", fFfita [R#|»#5EITEA
BIFITIR K, ATRIEHE * BECFF, T Wi TEL—7THF StringEquals &
#iJy StringLike.

2. BIBE—TAWSIAM A6, E{&HF trust-policy.json X145 E X BIS 1FFHE :
$ aws iam create-role \
--role-name <aws_iam_role_name> \a

--assume-role-policy-document file://trust-policy.json 9

ﬂ 1% <aws_iam_role_name > E#i 7 IAM £ EH9E#, %0 pod-identity-test-role.

9 5| BT L —# 1 0)#EE trust-policy.json X 14,
i :

ROLE arn:aws:iam::<aws_account_id>:role/<aws_iam_role _name> 2022-09-
28T12:03:17+00:00 / AQWMS3TB4Z2N3SH7675JK <aws_iam _role_name>
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ASSUMEROLEPOLICYDOCUMENT 2012-10-17
STATEMENT  sts:AssumeRoleWithWebldentity Allow

STRINGEQUALS system:serviceaccount:<project _name>:<service_account_name>
PRINCIPAL <oidc_provider_arn>

TEH N B EREEARN, B ARN #9527 arn:aws:iam::

<aws_account_id>:role/<aws_iam_role_name>,
3. WIIIERS 1K 7E pod Hi51T AWS SDK #E1ERT AT EEHIZ & AWS TR :

$ aws iam attach-role-policy |
--policy-arn arn:aws:iam::aws:policy/ReadOnlyAccess \a
--role-name <aws_iam_role_name>

Q #/IraEEs Y IAM A BRI TR,
9 1% < aws_iam_role_name > B /&G £ —# B0 ET IAM & EEIE 7,

4. B : TEABFRNEEX B YRR, WFESIER, 1550 AWS X FEI0/EE BT
BREZ 5 AWS RS o

9.3.2. 7E I F LIRS 1K/

TEFE 7 X BT E R IIR K -, TERRZS K Bl iE & = eks.amazonaws.com/role-arn ;£ fZ, 1%
BZ5FH AWS Identity and Access Management (IAM) £ €69 Amazon Resource Name (ARN) £ £,

SEARRY
o TENITHRSSIL I AWS IAM B, HIEEZEE, ES/HNRFIK T ZIEAWS IAM A
éo

o IETLUERH AWS L FHEARSS(STS) 5 E£17/H Red Hat OpenShift Service on AWS, T H%ZE
admin 25 F R,

o %4 OpenShift CLI(0C).

TR

1. 7£ Red Hat OpenShift Service on AWS £Z¢h, L)E—1IH :
I $ oc new-project <project_name> a

ﬂ #¥ <project_name > BRI E . BRGITGEEAWS IAM B EEEF 15 EHITH
&P,

ﬁ E,—-g
., TECIRER], BT E I E A,

2. #EALUTRSIKFEE, 0/8% % test-service-account.yaml #9X f# :

I apiVersion: vi1
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kind: ServiceAccount
metadata:
name: <service_account_name> a
namespace: <project_name> 9
annotations:
eks.amazonaws.com/role-arn: "<aws _iam_role_arn>"

ﬂ 1% <service_account_name > B4 Y IRFSIK FBIE . SRS SZETE AWS IAM £ G
B HIEELIIRF K & M IC,

g #¥ <project_name > B/ EEIE . BRGAGEEAWS IAM B BEIEF 15 EHITH
&P,

Q FEERF K 7E pod FHEFHIAWS IAM B EEIARN, fF <aws_iam_role_arn > E#i 41
RS BRI AWS IAM A ERIARN, A EARN B91E=t 7 arn:aws:iam::

<aws_account_ids>:role/<aws_iam_role_names>,

3. EHIEPOIBIRFSIK
I $ oc create -f test-service-account.yam!
by -
I serviceaccount/<service_account_name> created
4. BERFSIKFENEIE
I $ oc describe serviceaccount <service_account_name> a

ﬂ /¥ <service_account_name > E i IR 1K B9E 7,

iy :
Name: <service_account_name> a
Namespace: <project_name> 9
Labels: <none>
Annotations: eks.amazonaws.com/role-arn: <aws_iam_role_arn> Q

Image pull secrets: <service_account_name>-dockercfg-rnjkq
Mountable secrets: <service _account_name>-dockercfg-rnjkq
Tokens: <service_account_name>-token-4gbjp
Events: <none>

© HEESN BB
© ETESEFIK A,
Q B RS IK FHBERIAWS IAM A BT ARN ZAE,

9.3.3. )/ AWS SDK B #5455 71
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WRFEPBIE BEIE M T BB B & AWS SDK BYB 25 t7 1569 7~ B 77 )%,

BT Podman B Z#5E75 7 Quay.io FHEEZ R, HFK Quay.io BIEZIEE, 1ES)
Quay.io A/'], B#stalkalfHFEFE 5217 AWS SDK #&1EHT pod,

L

TEZAAIHA, Python BJAWS Boto3 SDK Z#&FBastn ik, BHXZFHHEHAWS Boto3
SDK BIE %158, 15EIHAWS Boto3 X145, BHREMAWS SDK BIiElE, 1550 AWS X
PRI AWS SDK HI T ESZ75H,

SRR
o TMEELZREEN LZFE T Podman,

o A —1 Quay.io BHFIKF,

TR

1. FFULFECE R IIZ)4 7 Containerfile B9 - :
FROM ubi9/ubi @)
RUN dnf makecache && dnf install -y python3-pip && dnf clean all && pip3 install
boto3>=1.15.0@)

ﬁ #5/E Red Hat Universal Base Image #&#& 9.,

& pip H B EEZERL LR AWS Boto3 SDK, EXBIF, Z# T AWS Boto3 SDK kg
115.0 BEE IR,

2. HEEXMHRIERA, 1EZE % awsboto3sdk AIZ 51715 -
I $ podman build -t awsboto3sdk .
3. ZRF/ Quay.io :
I $ podman login quay.io
4. PRiCHERLUE £ %8 Quay.io :
I $ podman tag localhost/awsboto3sdk quay. io/<quay_username>/awsboto3sdk:latesta

ﬁ 1% <quay_username& gt; E74 4RI Quay.io A5,

5. fFpICH B g5 fr (R HE X F] Quay.io
I $ podman push quay. io/<quay_username>/astoto3sdk:/atesta

ﬁ 1% <quay_username& gt; E74 4RI Quay.io /75,
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6. BIEEZEFEE public #9 Quay.io FhE/FE. XRL MRk, LUE#HERIE Red Hat OpenShift
Service on AWS ZEFFHESE pod :

a. ff https;//quay.io/ £, FHEIEEZ R 1E/FH] Repository Settings Il .

b. #i7; Make Public, {##7/%/%E 2\ 5],

9.3.4. B3EZHZ AWS SDK #9pod

MEZAWS SDK BB 25515, 75/ /7 E X B9UTE FE5E pod, 7£pod HiEF, 1EEEZE
eks.amazonaws.com/role-arn ;ZZE9R 511K,

FEERRS K751 pod, pod 814 Webhook 21FAWS 5L E, BIEEHMFIEEEA pod, pod ZTEGT
LEAR S 7E pod #5718 AWS IAM £,

LR

o B NERFIK O T AWS Identity and Access Management (IAM) A &, HIEEZEE, #S
PIRIRFS MK i B AWS IAM B £,

o T IAIER AWS &£ THEARS(STS) B9 Red Hat OpenShift Service on AWS 8, THFE
admin Z51F KR,

e 4 OpenShift CLI(0C).

o TWEAIIHFLET —1NRFEIK, EHAEEZ—7 eks.amazonaws.com/role-arn ;ZfE, 1Z;ZHF
B HEFEERSSIK B9 IAM £ €249 Amazon Resource Name (ARN).

o ZE—TEZAWSSDK BB &%, Atilk I HEHRE, BRELKIES0/# 7B AWS SDK
B A5t 1o

TEX PRI & Python BJAWS Boto3 SDK, B XL ZEAEH AWS Boto3 SDK
BIE %58, 152/ AWS Boto3 X1, BXEMAWS SDK BIiEIE, 5S4 AWS
X AWS SDK #I T EE&Z# .,

-

TFE
. @HLLT pod BE LI —1 % % awsboto3sdk-pod.yaml BIX1E :

apiVersion: v1
kind: Pod
metadata:
namespace: <project_name> a
name: awsboto3sdk 9
spec:
securityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
serviceAccountName: <service_account_name> Q
containers:
- name: awsboto3sdk
image: quay.io/<quay_username>/awsboto3sdk:latest @
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command:
- /bin/bash
- "-C "
- "sleep 100000" @)
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: [ALL]
terminationGracePeriodSeconds: 0
restartPolicy: Never

#¥ <project_name > B/ IEEIE . BRGASGEEAWS IAM B BEEF15EHITH
&P,

#5E pod B9E .

1% < service_account_name > E i Y1FFIE WIRE AWS IAM B BEIRZSIK P H9E #. S
TG IETEAWS IAM £ G A7 75 E IR 511K 7 4 # T,

o 0 o

#57E awsboto3sdk BFE5ERALIE, FF <quay_username& gt; E /4 &HT Quay.io 7
Zo

6 TEXBIF, MATEE pod (RIFZ1T100000 #, LUETE pod HEES B UM, HFEFH
BIFUEE SR, 1E L pod AITIHRERTIAM A E,

2. E8Z awsboto3sdk pod:

I $ oc create -f awsboto3sdk-pod.yam/
Bt py :

I pod/awsboto3sdk created

9.3.5. 7£ pod FEUFIEELTIAM £ &

£ 5 #55E awsboto3sdk pod /5, 47iF pod Z17 Webhook @& EEHK pod, 122 pod HEEFZIEAT
FHIAWS I8, BEEFM OIDC FHEE,

BT B[ LUFE pod #1217 AWS SDK FE1ERT, 47 ulARZS 1K & &1 E AWS 15789 AWS Identity and Access
Management (IAM) 8 €2,

SERRY
o TWENITHRSSIK I AWS IAM B, HIEBZEE, S/ NRFIK T ZEAWS IAM A
éo

o HE LU/ AWS 22 FHEARFS(STS)#I Red Hat OpenShift Service on AWS 8¢, TEZE
admin 25 F IR,

o 4 OpenShift CLI(0C).

o TWEAIIEFLET —1NRFEIK, BEHAEEZ—7 eks.amazonaws.com/role-arn ;ZfE, 1Z;ZHF
B HEFEERSS K B9 IAM £ €249 Amazon Resource Name (ARN).
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o ZXEEZEAWS SDK I EXHITTIEHFEE T pod. pod 5/ 7 1&HH pod Z17 Webhook AR
SHEF, LUBRSE 1T AWS SDK 1R 1EAFZEHIAWS IAM B, B+ 2 EEH S AWS SDK
A9 pod.,

TEX B, (&HEE Python BJAWS Boto3 SDK BJpod, B REZLZEFHEHAWS
Boto3 SDK HIE £ (58, 15Z/#H AWS Boto3 X 14, HXEMAWS SDK H1F/E,
IES I AWS XA AWS SDK FI T E 155,

TR

. 47U AWS B E, BHEEHH OIDC T4 E S EESEHT awsboto3sdk pod BI##EL S :

I $ oc describe pod awsboto3sdk
b -

Name: awsboto3sdk
Namespace: <project name>

Containers:
awsboto3sdk:

Environment:
AWS_ROLE_ARN: <aws_iam_role_arn> @)
AWS_WEB_IDENTITY_TOKEN_FILE:
/var/run/secrets/eks.amazonaws.com/serviceaccount/token 9
Mounts:
/var/run/secrets/eks.amazonaws.com/serviceaccount from aws-iam-token (ro) Q

Volumes:
aws-iam-token: @
Type: Projected (a volume that contains injected data from multiple sources)
TokenExpirationSeconds: 86400

ZIH I pod £1% webhook A pod #7 AWS_ROLE_ARN #1508, TEHSRSIK K
FEHIAWS IAM B EAIARN,

ZIH - pod £1% Webhook ;ZA #9 AWS_WEB_IDENTITY_TOKEN_FILE #15% &8, T&
B EHFFUHIRFIK 7S489 OIDC 52T ZEZ B,

ZlIH Pod 515 Webhook A pod BYEHE#,

S FEELF /var/run/secrets/eks.amazonaws.com/serviceaccount ##; =5 HJ aws-iam-
token &, BEEHFRUFRFSIKBIOIDC S48, LUKEEAWS IAM A £,

o0 & O

2. 7 awsboto3sdk pod #/55)— N H A :

I $ oc exec -ti awsboto3sdk -- /bin/sh
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5 9 E RixIRSF K89 AWS IAM fafa

3. ZEpod BIZE AR, 43k pod B4 webhook 22 1% $AWS_ROLE_ARN #4152 M A pod
it :

I $ echo SAWS ROLE ARN
i :
I arn:aws:am::.<aws_account_id>:role/<aws_iam_role_name> a

Q B ATHEE AWS IAM B EHIARN, 14 BB 5517 AWS SDK 12 1EATERT VR,

4. 7Epod B9 E HALHES, FiF SAWS WEB_IDENTITY TOKEN_FILE i 57522 Z# pod 15
webhook XA pod & :

I $ echo SAWS_WEB_IDENTITY_TOKEN_FILE
ftia by :
I /var/run/secrets/eks.amazonaws.com/serviceaccount/token a

Q@ B ITNRF I HEE pod #EOIDC BIEAISERESE.

5. {Epod HIXE (X imH, 45ulE& OIDC X #H9 aws-iam-token £HZiE & H pod G147
webhook #£#; :

I $ mount | grep -is 'eks.amazonaws.com'’
Bt py :

tmpfs on /run/secrets/eks.amazonaws.com/serviceaccount type tmpfs
(ro,relatime,seclabel,size=13376888k)

6. 7£pod BIZF L%, 42uF /var/run/secrets/eks.amazonaws.com/serviceaccount/ 12 #; 5
EEIETES 7 token B OIDC SHEXHE -

I $ Is /var/run/secrets/eks.amazonaws.com/serviceaccount/token
Bt -
I /var/run/secrets/eks.amazonaws.com/serviceaccount/token a

aws-iam-token 79 0IDC FHEX1E, EH pod G147 Webhook ##;Z/pod #, SHHTF
FouF AWS BRRRF IR BB 177

7. fEpod B, 43 AWS Boto3 SDK #21EE & EMHINiE1T :

a. 7£pod HIX B i, J557—1 Python 3 shell :

I $ python3
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b. 7 Python 3 shell 72X boto3 4 :

I >>> import boto3

c. BB EZS Boto3 s3 IRFEHREHIZE :

I >>> 83 = boto3.resource('s3’)

d. FTEIAWS [K/BIFTE S3 T HEHEHIE 7 -

>>> for bucket in s3.buckets.all():
print(bucket.name)

FitBY -

<bucket_name>
<bucket_name>
<bucket_name>

HIRIRF K IR E AWS IAM A 8, TIIFIH 51 AWS K/ AE (REIATE S3 77 1E#

9.4. B 75

o BXRERFICFHEHEAWS IAM BBHIEZIER, 1HEIHANS X RF1K769IAM 7
&,

o EXAWS IAM A GBEIEHIFIE, 1S AWS X6 A G 1T I RZEf%5 AWS RS
o EHXAWS SDK BIiEIE, ZEHPIAWS XS AWS SDK #] T 22155,
o B XN Python LZER/EHAWS Boto3 SDK BIE S5 /8, 1EZ/H AWS Boto3 X 14,

o 1A OpenShift #Jwebhook #AJGHRIEHIEE, 155/ OpenShift Container Platform 3
489 Webhook JEAFFHE,
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510 8 R SHER
F10 E RETHEIEHE

10.1. X FREGHEIEF 1

AL ESEEHTHE, 1FRLIRE /G BMAE SRS, A0, T &7 e gt 7 L2 fR0E
Pod B IR,

BB REEFRIRRAER T, 1BIKIRTFEEEEEIFERIE. ABRA dedicated-admin A &57
B FBECIE B EFER s

BT FFBIEBTEHE 2 F2# 7y PolicyRule £ 5 K iFIZEER, #E, HRESXLHN AT, 7K
BB E DA R —SEEMN, FEEE#4 "normal” IR AT H — £ BRI 2,

10.1.1. FH 5B
B EEFTFRRA TR BEE, BI2EFERL, BRI :

user:full - 7217 1& B H F BIFTE RS APl #1758 £ B95L B iy)H],
o user:info - 7 FR LB BIEE, #EFHA,

e user:check-access - 721F17/7] self-localsubjectaccessreviews 7] self-
subjectaccessreviews, XLEETEIE KN RAZH5EH A ZE,

e user:list-projects - 2P R L yIH], LI FEF A EBITA.,

10.1.2. AEEH
A ST [ A B 544 T AR SR B TR, 17 (it i 2,

e role:<cluster-role names:<namespace or * for all> - JFE/FHRE »EE A G5 EHTHN, 18X
1EFEE B4 ZE ],

R XA B AR IR, AR B rF e secret, A EIERAEEEFT
IR, ABULBEARIE S E TR, X BB FRIEEHNAR. FEZAU edit F
BEHTEARAE, (BXIFijisecret M5, XBIBEHAIAE,

Lo~

e role:<cluster-role names:<namespace or * for all>:! - X5 _LAIREL, (BE Y & Z =K S
FRULSBIH A 1T HR L 7] R

10.2. JFRZZB 155Uk BN IIEIE R A &

1EVERETES, ALLET O/BERAEHE, FFEEGHIIEEIFE 7 Red Hat OpenShift
Service on AWS HBILL FEBAEH, FKEGHIIHMH P ELITHRRERSB E, SRITEFENTE
HE I 52

T LUF LGP I AL/ FMEIL THEREFS o of -

® system:scope-impersonation

® system:webhook

67



Red Hat OpenShift Service on AWS 4 I\ IEFIIRAL

e system:oauth-token-deleter

® self-access-reviewer

EBZ
TEER KL BRI BI TS, FEAR I S R B 2 £ Pk

SRR
o TalLlEHEE cluster-admin & EHIfE /i 7% EE,

o 4 OpenShift CLI(0C).

TR

1. B/#% % add-<cluster_role>-unauth.yaml 59 YAML X, iU FHAZ :

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
annotations:
rbac.authorization.kubernetes.io/autoupdate: "true”
name: <cluster_role>access-unauthenticated
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: <cluster_role>
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:unauthenticated

2. BT T 5F N BIE -

I $ oc apply -f add-<cluster_role>.yaml
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B N = EABENRSKS S

F 1 = (FHIERIIRFS I 52

BT LB FIERS IR 5hE, X AT E S RIS 17177 EFE(IAM) IR £ A9 206, 41 AWS IAM
Bt Google Cloud Platform IAM _EHJ Red Hat OpenShift Service,

11.1. XFIERSILBHE

R LUE FEASTE RS B IR 725 E RS TK - whEBIIRSE [He XL HE Z & FE FIT I BIR s X
BRI FRRENIE I IAM £ EHIG (757 uF L R FEEE pod B EuFHTERK, T LUEH BRG]
TokenRequest API J1F KI5 EHIRFTK - 5 HE,

11.2. [EHERGAIEL EMRSIKS T 5FE
EELUEAAIRET, 19 pod BB ERAE RS S,

SRR
o FE[LIEHEE dedicated-admin A EE7H F iy i EEE,

o HBLIET —1TMREIKF, XEBRERSIK 74 build-robot,

e
. BABRENF pod BB MEBHERFIK " BHE,
a. 0/#% % pod-projected-svc-token.yaml 89X 1, BEABFMT :

apiVersion: vi1
kind: Pod
metadata:
name: nginx
spec:
securityContext:
runAsNonRoot: true a
seccompProfile:
type: RuntimeDefault 9
containers:
- image: nginx
name: nginx
volumeMounts:
- mountPath: /var/run/secrets/tokens
name: vault-token
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: [ALL]
serviceAccountName: build-robot Q
volumes:
- name: vault-token
projected:
sources:
- serviceAccountToken:
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path: vault-token @
expirationSeconds: 7200 9
audience: vault

Bp ik B85 L root B B1531517, URXEEFEBBIIEIN,
KB seccomp BLIELE, FRF (X Al LU FH 2 BHIRZL VM, UBENES,
X BERRF I EI5] .
FEX] FXHFEZRAIIENT B R, I FIF R A
(AIE) RERFS K THEFIEIAGNT I (UF N #iAT) o #LILE T 3600 # (1 4Ff)

A PNEGHED 7600 # (10 28) . WRBHEE@EBHINT BTSN ERT 80%, =
G 24 Mi], Tl kubelet BFFIE AT THE.

O 0900609

(B%) KEBHEBITRIERZE. FIEERE N IERE B0 E &S5 PR E
Bapeag, SR T, AU APl IR 2569 RT.

T T BrIEEH %N, Red Hat OpenShift Service on AWS £1#/H --service-
account-extend-token-expiration Z i/ (M AV THEEK HEE T
expirationSeconds /&, #EZBEHIIKE,

B2 pod :
I $ oc create -f pod-projected-svc-token.yaml

Kubelet £ pod i5KH 755K, & pod ETLIfE— 1 aTBDEHIX HEEEHRIFTHE,
H LB RERETEY R IBIFT i

(& IISE BB RS 7 B TREFCF EHBA THs

HWIRBHEREFEI B X MEET 80%, BKEFE L 24 WM, NI kubelet RFEF 5o

11.3. 7£ POD #ZB0IB IS E RS FhE

TCRFA

Fol LB A dedicated-admin £ 89 F 17/ EEE,
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£ N = FRBENIRSK 5
FEEOE T —MNREWF, XEBRERSI 547 build-robot,

TR

BITLUFie5, £ pod HEBLIBAEREIF 5 -

I $ oc create token build-robot

fia ol

eyJhbGciOiJSUzI1NilsimtpZCIl61kY2M1N4MHRvc2xFNnFSQIA4eG9GYzVPdnN3NkhIVOt
RWmFrUDRNcWx4S0kifQ.eyJhdWQiOlsiaHROcHM6Ly9pc3N1ZXlyLnRIc3QuY29tliwiaH
ROcHM6Ly9pc3N1ZXIxLnRIc3QuY29tliwiaHROcHM6Ly9rdWdJlcm5ldGVzLmRIZmF1bHQ
uc3ZjllosimV4cCI6MTY30TUOMzgzMCwiaWFO0ljoxNjcSNTQwMjMwLCJpc3MiOiJodHRw
czovL2Izc3VicjludGVzdC5jb20iL CJrdWdJlecm5IdGVzLmlivijp7Im5hbWVzcGFjZSI6ImRIZm
F1bHQILCJzZXJ2aWNIYWNjb3VudCl6eyJuYW1lljoidGVzdC1zYSIsinVpZCI6ImM3ZjA4M
JkwLWIzOTUINGM4NCO4NjI4L TMzMTM1NTVhNWY10SJ9fSwibmJmljoxNjeSNTQwMjiM
wLCJzdWIiOiJzeXNOZW06c2VydmlIjZWFjY291bnQ6ZGVmYXVsdDp0ZXNOLXNhIn0.Wy
AOPvh1BFMUI3LNhBCrQeaB5wSynbnCfojWuNNPSIiIT4YvFnKibxwREwmzHpV4LO1x0O
FZHSi6bXBOmMG_o-
mOXNDYL3FrGHd65mymiFyluztxa2lgHVxjw5relV5ZLgNSol3Y8bJqQqmNg3rtQQWRML
2kpJBXdDHNwwOE5XOypmffYkfkadli8IN5SQQD-
MhsCbiAF8waCYs8bj6V6Y7uUKTcxee8sCjiRMViXKjQtooERKm-
CH_p57wxCljiIBeM89VdaR51NJGued4hVV5IxvVrYZFu89IBEAq4oyQN_d6N1vBWGXQM
yoihnt_fQjn-NfnlJWk-3NSZDIluDJAv7e-MTEk3geDrHVQKNEzDei2-Un64hSzb-
n1g1M0Vn0885wQBQAePC9UIZm8YZIMNk1tq6wlUKQTMv3HPfi5SHtBRqVc2eVsOEfMX4
=-X=
PHhPCasJ6qLJWyj6DvyQ08dP4DW_TWZVGvKImIdOhzwpg59TTcLROICKISEJgAVEEd1
3Aa_Mo-
faD11L3MhUGxw0qxgOsPczdXUsolSISbefs70OKymzFSIkTAn9sDQ8PHMOsuyxsK8vzfr
R-
E0z7MAeguZ2kalY7cZqgbN6WFyOcaWgx46hrKem9vCKALefEIRYbCg3hcBmowBcRTOq
aFHLNnHghhU1LaRpoFzH70UarqX9SGQ

)

&
S
m

IR F I
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£ 12 &5 EFLPLH FTFXLE

1£ Red Hat OpenShift Service on AWS #, #alLIfEHZ LM L TX2H(SCC)FLEHEFH S pod
Wﬁmo

LRI R OB SCC, ZR—LE Operator StAMAH, fEVEEERE A, #d o LUERH
OpenShift CLI (oc)tI& E 289 SCC.,

gz

TEEHXEHK I SCC, HEXEI SCC aJER FHAR LTS Pod B8E 2t ROSA HK
I HHPEEE, 774, Bk SCC AR —LEHARIEFEEHMINE, XREFNXLE
SCC BIF B HZE X,

RIEFELIBHEXEECH SCC, T LKA SCC, BXIFMELR, w560/
B TR,

12.1. X FZ LM LETFXAIFK

% RBAC R iy iag M, EE A e LU LM L FX2IR(SCC)F#EF Pod AIF
R, XERRAET Pod ETLIATTHIERIELIR ENTaTL /A iR, ZFalLUERH SCC E X Pod 51744
TR — R, LIEREHRRTIES.

B LM L TR, SR LR -

pod 2Z aTLU#H allowPrivilegedContainer &z TN B

& /H allowPrivilegeEscalation #5iCBR# pod

BAT A LU KB ZDRE

FFEHERAEE
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BLeH FTFXAR

H
N}

22589 SELinux £ FX

a7 ID

Ll ep 5 ZE I RIP%

#14 pod 89 FSGroup B4

RFFBIH FEAHBIACIE

BHEEZENH root XHRZHITE VIR

BRI

T2FH9 seccomp BCEFHIACE

EZZ

FZ7f Red Hat OpenShift Service on AWS Hp9{F falp £ 22 i _E % iE
openshift.io/run-level #53., IELFZ5EAES Red Hat OpenShift Service on AWS 41
KEHETE API 418955, 3?17 Kubernetes API fR%#5#]1 OpenShift APl fR% %5, HIE %
& T openshift.io/run-level #535, JWFLFF SCC WHE %422 /EHH] pod, MimFH
Zip & 22 S TR T fE 1] B A8 R A m T

12.1.1. A LM L TXLTE

EHAZSZ UL LM LETXLIHE (SCC), AT, #¥ Operator stE b Z %% Red Hat
OpenShift Service on AWS ff, BIgERZFHiISNHI SCC,
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23

TEEKEKI SCC, HEX#IU SCC FJaER-FRAR LTS Pod #8E 2 ROSA F+K
W HHPEEE, 774, Bk SCC ARt —LEHARIEFEE M INE, XREFNXLE
SCC BIF B HZE X,

RiEFELIRHEXEECH) SCC, T LI SCC, BXRIFHMELL, 554 6
B F FXIE,

#x 12.1. AL LM L TR

ReM TR ek
anyuid Rt restricted SCC WA HEE, BRVFAFEREM UID F{EM[ GID 1217,
hostaccess

RFIFFE EN RN, EMERERDEEHHRZEAB UID # SELinux £TF
MIsfTRRSE.

Digk

£
=
It SCC RVFENMViAIa B 2R, XH4RGIH PID, BRI ZH{
AR EENETHREER, HEERT.

hostmount-anyuid =4t restricted SCC MFRBETHEE, BARVFENLUMESM UID F1RZAHBEMR GID &
HHIB1T,

Digk

==
[=]

Itb SCC RVFENMZGAF NEM UID Jilal, &35 UID O,
HEER T,



BREEBREM FTXAR

Lot E TR ok
hostnetwork RVHEREVMSESHENIRO, EMEXFERSEEMRZZEERI UID #1 SELinux £
TETERE.

DIk

==
[=]

WRTE control plane N, LZ TN TEG %, TEIRME

hostnetwork ;R T BRI Ei#1E, 1E control plane E#lE
iz17 hostnetwork B TE i &2 &K root A, Wil
HENHEEE.

hostnetwork-v2 5 hostnetwork SCC %4, EHEUTX :
o ALL#EHEMNBERHEFR,
o T LLEZIN NET_BIND_SERVICE Ih&E,
o HiNERT, seccompProfile i%i& % runtime/default.

o EZL LT, FEIUHILE allowPrivilegeEscalation skiF &%
false,

node-exporter FAF Prometheus 7 s 5: tH 25,

gk

==
[=]

Itt SCC AV ENXHREAENEM UID PilHl, a3 UID O,

HIEER T,

nonroot R4t restricted SCC MIFREINAE, BRFA M EREMIE root UID 21T, B
JIEE UID, BNSHMERRETHERABIEE,
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ZEMH E TR ok
nonroot-v2

5 nonroot SCC &4, BELUTAME :
o ALL#EHEMNBZRHER,
o T LLEZIN NET_BIND_SERVICE Ih&E,
o BiNERT, seccompProfile i%i& runtime/default.

false.

o TEZL LT, FEIUHILE allowPrivilegeEscalation skiF &% h
privileged

RS E SR ENIThEE, FEEWLMEMA . EM4H. F/ FSGroup 2L
R AEAA] SELinux £ 35817,

Digk

H
[=]

==

EHX

5

BB SCC, NXATERHEE, HEERT,

B scc fif -

o FFIZ{TH Pod
o Pod MENBREHNE
e Pod LMEERF HZT
e Pod ERER MCS IR&51T
e Pod fEAEHLA IPC 422
e Pod fEAEHLH PID fp4 22 (]
e Pod & FSGroup
e Pod EAEMHMEA
e Pod FERA{EM seccomp ECESE

e Pod iFRIEMINAE

A

7£ Pod Mg Fhi%iE privileged: true 3 F—E&EFRFIN SCC.
MRAABEMNER, 2% allowPrivilegedContainer: true
FAEZRSELERM SCC RMWikEE.



BREEBREM FTXAR

LM E TR 3T
restricted BT ENINEE, FEBERER UIDZTERE, URDEESLLENRH
SELinux £ T3,
SZPRAY sCC :
o TR Pod TLELMFIN A RIB1T
o AR Pod TEFEHENB RS

o K Pod LUTiSe A ECHY UID SERIRBI A FiE1T
o X pod AL EM MCS 1735217

o X pod RTINS ER FSGroup 1217

e JiiF pod EREMIN A

TEM Red Hat OpenShift Service on AWS 4.10 Sk B BiRAFH KR, FAST
IS UFA R P ER A LUE XN SCCo  #T Red Hat OpenShift Service on AWS 4.1 (&
BIRAMRER T AERE restricted SCC, FRIEBBFAIR T T 5 HIFUR,

restricted-v2 5 rootsCC KL, BEEUTAR :
o ALL#EHEMNBZRHEFR,
o T LLEZIN NET_BIND_SERVICE Ih&E,
o BiNERT, seccompProfile & runtime/default.

o TEZXL LT, FEIUHILE allowPrivilegeEscalation skiF &%
false,

XR—MHREALIRMMNER K SCC, S FHRIENAm2RIAMERE.

?
restricted-v2 SCC 2RZiBINBEMN R MK SCC, AR, &
AILABIE—DE 8B E L SCC, i, A0 —1

4 SCC, % readOnlyRootFilesystem [Rfi % true,

12.1.2. LM F FXHFIRIE

Z M L FXLIEK (SCC) Hi#E# Pod &I a]Ag 2L HEERT R IE FIFRBEL B, X LRER T =T RA -

eS| sk

FR 7R /R E R LE R BIMFERFIA N BREI M &5 89(E, 5130, AllowPrivilegedContainer &>k
BE, sk false,

77



Red Hat OpenShift Service on AWS 4 JAUEFIZFL

eS| fed
R VTRISR & 12 HORERERBMTE, UBREERL,
FA SRS 1225 BERERENERRBHIFZBRMHLIT IO ¢

o AMEMINE, UKk
o MRIEEEBTAFESESBING,

CRI-O RBELUFEABELSIZ, AT pod BN & -

CHOWN

DAC_OVERRIDE

FSETID

FOWNER

SETGID

SETUID

SETPCAP

NET_BIND_SERVICE

KILL

BEAEHIL B A SN Z B BIZIEE, 18 Pod J&HEZE o] LU 15 KBIN DI RE S FR R AL N 17 K345
., f&/H allowedCapabilities. defaultAddCapabilities #I requiredDropCapabilities ZHF2E#I¥ E
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BEEL TR, B X ESH, ERLIIEE LI KPP LEIIEE, WS RmMENGF—1 B0, WL
TEF T B o R,

%{;

1o LLE T #F requiredDropCapabilities Z#iZiE 7 ALL EF B &I B 6, X
2 restricted-v2 SCC HIfESH.

12.1.3. LM F FX A FER

RunAsUser

MustRunAs - FZ/E runAsUser, EHEER] runAsUser fE7ECiA(H, £1X/B0ER
runAsUser {752k,

MustRunAs K851

runAsUser:
type: MustRunAs
uid: <id>

MustRunAsRange - IR EE DA, TEEEXRIMEFRAEH, #HRNMEERZ
N, BN EEH TR IF,

MustRunAsRange fCi5 ;B

runAsUser:
type: MustRunAsRange
uidRangeMax: <maxvalue>
uidRangeMin: <minvalue>
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MustRunAsNonRoot - ZFZ Pod 123 BB IHE runAsUser st EEE515HE X ) USER
. TLEEEI1H,

MustRunAsNonRoot } &5y

runAsUser:
type: MustRunAsNonRoot

RunAsAny - T8l (6, A rF#§E /T runAsUser,

RunAsAny fCi5 5 BBl

runAsUser:
type: RunAsAny

SELinuxContext

MustRunAs - IR T A2 BRI E, &% ZAiE seLinuxOptions, &/
seLinuxOptions fE &N fH, #1*%/ seLinuxOptions {745k,

RunAsAny - T80l (6, A rF#§E M seLinuxOptions,

SupplementalGroups

MustRunAs - ZIRFEAHHEEH, WEEEDEE—TERE, EHAFE—TEEANRE
EXBCA(E, £ A BB T3 UE,
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RunAsAny - T8l (6, ArF#§E 1T supplementalGroups,

FSGroup

MustRunAs - ZIRFEAHHEEH, WEEEDEE—TERH, EHAFE—TEEANRE
EBCAE, £ B—TSERERBIE—1 ID A T4k,

RunAsAny - Tt (6, ArFHEERAT fsGroup ID,

12.1.4. EZ4I#&

11K & SCC K volumes FER, #IfFESFEEBIEH,

WEF RG-S CIB BN TE X BIEFIFRIR

awsElasticBlockStore

azureDisk

azurefFile

cephFS

cinder

configMap

csi

downwardAPI

81


https://kubernetes.io/docs/concepts/storage/volumes/#awselasticblockstore
https://kubernetes.io/docs/concepts/storage/volumes/#azuredisk
https://kubernetes.io/docs/concepts/storage/volumes/#azurefile
https://kubernetes.io/docs/concepts/storage/volumes/#cephfs
https://kubernetes.io/docs/concepts/storage/volumes/#cinder
https://kubernetes.io/docs/concepts/storage/volumes/#configmap
https://kubernetes.io/docs/concepts/storage/ephemeral-volumes/#csi-ephemeral-volumes
https://kubernetes.io/docs/concepts/storage/volumes/#downwardapi
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82

emptyDir

fc

flexVolume

flocker

gcePersistentDisk

ephemeral

gitRepo

glusterfs

hostPath

iscsi

nfs

persistentVolumeClaim

photonPersistentDisk

portworxVolume


https://kubernetes.io/docs/concepts/storage/volumes/#emptydir
https://kubernetes.io/docs/concepts/storage/volumes/#fc
https://kubernetes.io/docs/concepts/storage/volumes/#flexvolume
https://kubernetes.io/docs/concepts/storage/volumes/#flocker
https://kubernetes.io/docs/concepts/storage/volumes/#gcepersistentdisk
https://kubernetes.io/docs/concepts/storage/ephemeral-volumes/#generic-ephemeral-volumes
https://kubernetes.io/docs/concepts/storage/volumes/#gitrepo
https://kubernetes.io/docs/concepts/storage/volumes/#glusterfs
https://kubernetes.io/docs/concepts/storage/volumes/#hostpath
https://kubernetes.io/docs/concepts/storage/volumes/#iscsi
https://kubernetes.io/docs/concepts/storage/volumes/#nfs
https://kubernetes.io/docs/concepts/storage/volumes/#persistentvolumeclaim
https://kubernetes.io/docs/concepts/storage/volumes/#portworxvolume

BREEBREM FTXAR

projected

quobyte

rbd

scalelO

secret

storageos

vsphereVolume

Y (IR BB LR — T )

none (FZiREFFTHEEREE— T FAE, (AEFRBEMFE. )

F9 ¥ SCC MEMI R IFERINFELE

configMap. downAPI, emptyDir. persistentVolumeClaim, secret ] projected,

Sﬂ;

RFBRBDXH T TR, HHERLHHIK Red Hat OpenShift Service on AWS
W EBR A IETHI R,

o

HIEEF#E, @A allowHostDirVolumePlugin f¥ZZ volumes ERHH9i%iE, HI
41, #1:E allowHostDirVolumePlugin %7 false, {A7F volumes FRHFZERY, NfFE
B volumes #1849 hostPath {H,
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https://kubernetes.io/docs/concepts/storage/volumes/#projected
https://kubernetes.io/docs/concepts/storage/volumes/#quobyte
https://kubernetes.io/docs/concepts/storage/volumes/#rbd
https://kubernetes.io/docs/concepts/storage/volumes/#scaleio
https://kubernetes.io/docs/concepts/storage/volumes/#secret
https://kubernetes.io/docs/concepts/storage/volumes/#storageos
https://kubernetes.io/docs/concepts/storage/volumes/#vspherevolume
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12.1.5. A #ZEH)

FIMH SCC BY A 5 o] LIRSS T i /- BIBE ) Fe 122 iR B .,

# SCC M5, XEBHEHAFEFZ ATLIRE E T X HIEHE/HE 58 UK F—HGE0 SCC, X
R aTifLR Pod BEEMNEIIRIL, BEHIEH G RIZFHEEXINEK LR —HENHE Pod BIZIR,

A TR Pod B9 SCC EEHIF /BRI P ATBBIHFRRE, 775, HIR Pod IEE THRFIK
S, JRTFEG SCC F5 BIERFSIKF el Ui BIAT B TR,

X

EOIBETEGETGR (WEBE) I, RBERFEIKHFEH SCC, HIELIBENIES
Pod.,

HEAGEFLUTF 5 AR CZ Pod BIRA LM L TFX -

RFATA A SCC,

iR EKIEERIZ LM L FXRELHFRIE,

£f0f B FEL R il iR A5 iR 1B

HIRLCE T LAIRIZIRES, NHESE Pod, HIFREFKTEES SCC LA, J#E%: Pod,

Pod 241 *f SCC %l F—1PFER, LI FTHIFRERLH I FREGILIE :

X

XL B2 7 % P P Be (E B9 L F XA,
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BREEBREM FTXAR

FSGroup SCC ##s % MustRunAs

A1 Pod ;EX T fsGroup ID, % ID #4715 F&il#Y fsGroup ID, &N, Pod F=H% SCC 42iif,
M=G T—1 SCC,

1R SecurityContextConstraints.fsGroup FEHI{E % RunAsAny, #fH Pod #t&&Hs T
Pod.spec.securityContext.fsGroup, Nt FERHH FHH, EEER IS ER, Bt SCC KBRS
FEXRM Pod FB, M7 Pod K.

SupplementalGroups SCC 7l MustRunAs

1R Pod HEE X T —1 3% 1 supplementalGroups ID, I Pod B9 ID #47i < Fp& 2 [H/H9
openshift.io/sa.scc.supplemental-groups ##FHHIE—1 ID, &N, Pod FX=HI% SCC %0iF, =
G F—1 SCC.,

41 SecurityContextConstraints.supplementalGroups FE 96 % RunAsAny, #£H Pod &%
B T Pod.spec.securityContext.supplementalGroups, NIt FREH /1 HH, FEAERULTES, B
fth SCC KB JEARIELAM Pod £, M52 Pod %I,

12.1.6. LM E FXLIHRIEHERK

LM E TR (SCC) BE—TMEARFR, TR 2 D il ve KT BIHF.

LR ET) 0 ERIELIEK, nil (ESERBHT) 0 ERELER. HHFN, EEXEESH SCC K
BEE S HIFI .

#BE 7 —2 e/ SCC /&, SCC R FAXHF -

wmE LK SCC EEHF,

HIRIESERAEE, N SCC 1ZIRBRFIM &= 747 F iz 75 BI R A {0
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WRISERARFVEBIEE, N SCC IZIREHH.

EUBHT, RINGEHEET R anyuid SCC 7 SCC £48 M EEMHEIN, XA EHETE B LH
Pod #9 SecurityContext H1#5E RunAsUser, LUFMIH 813517 Pod,

12.2. X FHHELEM L FXLIRE

N FR LM L FXLR (SCC) FRIRLRM, XLRULMA M S 2P ELH A
{EFHTELLEE Pod B35 SCC, &1 SCC FEMEEB M 17 FRMFEBS TG, F1EBIIHAEE (Y
RFF) & Pod HEERE, 5179 Pod #1E X BIT [ ID 4 =4 1E,

LUF SCC FHAEA L HZFTE Pod Mt iR E S CERIN EHAAACE :

RunAsUser ##57 MustRunAsRange H A% ERNSERAME, HEAEZH
openshift.io/sa.scc.uid-range ;B 7B HFER,

SELinuxContext Z#s 7 MustRunAs AKX ER . H#AZEE openshift.io/sa.scc.mcs
BEFETER S,

FSGroup #FEE/ MustRunAs, #AZ# openshift.io/sa.scc.supplemental-groups
#,

SupplementalGroups F#57 MustRunAs, #A Z# openshift.io/sa.scc.supplemental-
groups &,

LR, T2 L TXIZREFAX Pod HAEMARENSHEFEHAEIAE, Bl HEFALEL
Tl :

RunAsAny #ll MustRunAsNonRoot ZZ#s TSN fH, IR Pod FES#(H, 414 ID,
ZESATTE Pod HiE 1 E XX ME,

MustRunAs (%) FBEEEHAHIGAEERGECIA(H, BIA0, *1F4 ID, EifE Pod HHEEX T
HCHIID fE, & ZEHagE A S# EthRH T Pod B941P,
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MustRunAsRange ] MustRunAs (EFEH) FHEIELEEHAR ME, SHE
MustRunAs F#E—1F, 5 ZEHEGEU SHEHIITEZ1TH) Pod #, WIRETFEHBIFME ol L
EEZ1EE, ERIEAEENE—TERHNRIE,

%{;

B £ 22 [H]_EF#7F openshift.io/sa.scc.supplemental-groups 4,
FSGroup #1 SupplementalGroups F#5[E/Z2 %) openshift.io/sa.scc.uid-range F#E, 41
RIEEI 71, WA G/E SCC,

BNER T, BEF2MR FSGroup FBEHR T MBI IMERI AT EFHFLERE
g, OV, HIREHEME T 1/3, W FSGroup FBEHRNMEFSRAE 1 BEREH
5, WRERY FSGroup FRRIEZZ N, oTLIBE T HEMEIE E X SCC,

A

openshift.io/sa.scc.supplemental-groups ZEHZLIE S S EHIHFIZE, LN
<start>/<length 2t <start>-<end>, openshift.io/sa.scc.uid-range FHEREZ—NHL,

12.3. £ E FXLIRTH
LUFFHIET T LML FXZR (SCC) 5 FIEAE -

2% privileged SCC

allowHostDirVolumePlugin: true
allowHostIPC: true
allowHostNetwork: true
allowHostPID: true
allowHostPorts: true
allowPrivilegedContainer: frue
allowedCapabilities:

(F1)

apiVersion: security.openshift.io/v1
defaultAddCapabilities: [] @)
fsGroup: Q

type: RunAsAny
groups:
- system:cluster-admins
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- system:nodes
kind: SecurityContextConstraints
metadata:
annotations:
kubernetes.io/description: 'privileged allows access to all privileged and host
features and the ability to run as any user, any group, any fsGroup, and with
any SELinux context. WARNING: this is the most relaxed SCC and should be used
only for cluster administration. Grant with caution.’
creationTimestamp: null
name: privileged
priority: null
readOnlyRootFilesystem: false
requiredDropCapabilities: 9
-KILL
- MKNOD
- SETUID
- SETGID
runAsUser: G
type: RunAsAny
seLinuxContext: ﬁ
type: RunAsAny
seccompProfiles:
supplementalGroups: @
type: RunAsAny
users:
- system:serviceaccount:default:registry
- system:serviceaccount:default:router
- system:serviceaccount:openshift-infra:build-controller
volumes:

%

Pod aTLUEKAIINEESYZE, ZEIYZZ T T A iFiE KEMIZIEE, TIAAS * AR TG,

ASIZELEAT Pod BIHIIIZHEESYZE.

FSGroup 75, 1EBHZE£M L FXBIRTFE,

& i/t SCC B9,
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M pod ZFHIZIEESYZ, BF, I6E ALL LIZFATEIEE.

runAsUser FlEER, 1EBIZE_E TFXHIRHFH,

seLinuxContext FF#EHEZ, F5BZ+_F FXBIHFH,

supplementalGroups &#g, 15BIZ L FXHIRTFHTEH.,

& i/t SCC BIFE .

ZE EFTXAITFHIERE, X1 THOIF, * R &L,

SCC #119 users fll groups FRRIEHGEH U717% SCC BIAF, ZiABR T, EHEBE L, TaffyE
ERIZ IR F I SCC BT BR, ATE 20 B35 uFBfE - 2B1% % T 17/ restricted-v2 BIFXER,

E 2 runAsUser %i&

apiVersion: v1
kind: Pod
metadata:
name: security-context-demo
spec:
securityContext: a
containers:
- name: sec-ctx-demo
image: gcr.io/google-samples/node-hello:1.0
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#HER runAsUser iZiE

apiVersion: v1
kind: Pod
metadata:
name: security-context-demo
spec:
securityContext:
runAsUser: 1000 a
containers:
- name: sec-ctx-demo
image: gcr.io/google-samples/node-hello:1.0

HEARSIK st/ F #1527 x1 A ZE—/A /7 ID B9 SCC 1;/7fX B8R, Red Hat OpenShift
Service on AWS FREZ15KiZ A ID B9ZE#53t Pod, SCC RFEE ID. |&FR—EHHR ID,
BEHFE FiE KEgELIAF ID,

WAZEXS SELinux. fsGroup It 7s4E#,

12.4. QB Z LM L TFXAIFK

BT LI#fH OpenShift CLI (oc) GI&Z£M L TFTX2Y#E (SCC) .

gz

CIBAHEXEH OB SCC 2 A7 MEH T EEHIm IR IF. WREX R E S
SCC B, HFHRUNIEXSF. BXRDRLINEIFIIIFIG, FEE KRS,

TERRF

2% OpenShift CLI (oc) .
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FREEBRLZEMELETXAR
LIB A cluster-admin £ GHIH 54 & REH,

TR

1£4 7 scc-admin.yaml B YAML X ##1E X SCC :

kind: SecurityContextConstraints
apiVersion: security.openshift.io/v1
metadata:

name: scc-admin
allowPrivilegedContainer: frue
runAsUser:

type: RunAsAny
seLinuxContext:

type: RunAsAny
fsGroup:

type: RunAsAny
supplementalGroups:

type: RunAsAny
users:
- my-admin-user
groups:
- my-admin-group

FH, HELLEL ¥ requiredDropCapabilities FE % AT ERIEFEF SCC BIHEL
B, FTEISERIDRES R M BN LT, BLHFAEHIRENS, H515E ALL, 6Idl, ZoI#E—1E
F KILL, MKNOD #] SYS_CHROOT ZjgERg SCC, LI FAEFMEI SCC X/ RH :

requiredDropCapabilities:
-KILL

- MKNOD

- SYS _CHROOT

b33

T BESH allowedCapabilities #] requiredDropCapabilities #1BIZHEE,

CRI-O 3 #F Docker X+ FIAIHEIRIZBE (6 FIZC.

B FEX O SCC -
I $ oc create -f scc-admin.yaml

o1


https://docs.docker.com/engine/reference/run/#runtime-privilege-and-linux-capabilities
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by

I securitycontextconstraints ""scc-admin’ created

40uF SCC BYEEHF -

I $ oc get scc scc-admin

by

NAME PRIV CAPS SELINUX RUNASUSER FSGROUP SUPGROUP
PRIORITY READONLYROOTFS VOLUMES

scc-admin true [] RunAsAny RunAsAny RunAsAny RunAsAny <nones
false [awsElasticBlockStore azureDisk azureFile cephFS cinder configMap
downwardAPI emptyDir fc flexVolume flocker gcePersistentDisk gitRepo glusterfs
iscsi nfs persistentVolumeClaim photonPersistentDisk quobyte rbd secret vsphere]

12.5. BB T E 01 LI B K IFEH] SCC

BT LU T AE D A0 iE s B ERI L £ ML FXZIH (SCC), HHEEFFFE SCC BIEFTEL %,
S Z BB I EF P T—1 SCC B, XHEFE.

WMRBERIFEH) SCC, FELIEL# Li%i& openshift.io/required-scc E/E, AL ali%i& pod &H
ERBGEA IR L i UL FE, WEBE T HEE,

SCC BHAIFIE FFE S, HABAREATFIIEGE, ZN pod EARKW, WEACZT Pod, 3t
Pod BIIR 1K B9E A pod £ ZE/HH189 SCC B9 use MR, W SCC #H &M F I EG %,
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BREEBREM FTXAR
wIER FHEEHTOIEE,

FEZ&EHK live pod ;& 149 openshift.io/required-scc M, HAXHMAS
LRI

pod HEAKXI, EEXAEL SCC, 17 EHE/S Pod BIRHHIIM, X&-FH pod

EHh B A7 SCC,
TR

deployment.yaml <4

apiVersion: config.openshift.io/v1
kind: Deployment
apiVersion: apps/vi
spec:

HEBEOIEE YAML Xt #8171 iE openshift.io/required-scc FFFEEAEN SCC :
#...

template:
metadata:

annotations:

openshift.io/required-scc: "my-scc”

HEEZER SCC B9 E o
2.

BT T 7RO TR -

I $ oc create -f deployment.yaml
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U

LB ERHIEER SCC :

BT T, &E pod B openshiftio/scc ZEHIE :

$ oc get pod <pod_names> -o jsonpath="{.metadata.annotations.openshift\.io\/scc}

(1 @

1% <pod_name> & E8E pod B9E &,

b.
te &R, HAErE SCC SFHEERFEHE LI SCC L :
Hitt 6
I my-scc

12.6. EF A B Z£ ML T XR#EI1H]

R LUFF SCC 75 /7 HI RBAC LR 7R, X, HEaTLIfFxf SCC 1yHlBJEHERE VR — i H st 2
TER, BEFAF. ARFK 2% SCC AR ENEFBTLEH,

BZ

TELEE U T B HE T TR0 B I EXT AT BB BR, 918 T E R AR
B UTIH.,

LUTFE A T B# A BB EER - default, kube-public, kube-system, openshift,
openshift-infra, openshift-node, Efth: %% 01 EHIFr%5 openshift.io/run-level #
WiEW 086 1, HKFITFHEAGH (A pod ZLHEA, TRMLETXHR, EEFRIHA
GEREIFHENT) BIDREL A TEm T E B IIE,
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ERER/EESY SCC BV, FHELIBABIIEE scc iR,

$ oc create role <role-names --verb=use --resource=scc --resource-name=<scc-names -n
<hamespace>

XEERUTABEX :

apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:

name: role-name a
namespace: hamespace 9
rules:
- apiGroups:
- security.openshift.io Q
resourceNames:
- scc-name @
resources:
- securitycontextconstraints 9

verbs:
- use

A EHIE o

FEX A EHmE N, HEXRIEE, WEILD default,

&2 SecurityContextConstraints Z5REJ APl 41, £ scc #5E 7y BN B51E Lo
Z11H/89 SCC HIBIE Fh,

S EE resourceNames ERRHI5E SCC £ #by HiEHE #h.
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N FEEf BHIRIES)iA 52,

2K E R (5 B A X HAIHNES, #id RoleBinding 3¢ ClusterRoleBinding 5B 4#5E#)E kel
LUEF £ X B9 SCC scc-name,

b5 3

il

HiF RBAC E1EBiIEAL, BILAIETIHERE G thE%#F SCC /iR, iR
., PRI SCC KR fEFEF5)id use, &7 restricted-v2 SCC,

12.7. ZE£M L TXARp 5 EE

T LU OpenShift CLI (oc) fFEAI A £ L TX2IHE (SCC) fEF5EHE APl X R {TEEE,

12.7.1. St Z LM E FXAIHR

K2 FiRY SCC FlF :

I $ oc get scc

Fiti 6
NAME PRIV CAPS SELINUX RUNASUSER FSGROUP
SUPGROUP PRIORITY READONLYROOTFS VOLUMES
anyuid false <no value> MustRunAs RunAsAny RunAsAny
RunAsAny 10 false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim", "projected”,"secret"]
hostaccess false <no value> MustRunAs MustRunAsRange

MustRunAs RunAsAny <no values> false
[‘configMap"”, "downwardAPI","emptyDir","hostPath’
ecret"]

hostmount-anyuid false <no value> MustRunAs RunAsAny

RunAsAny RunAsAny <no value> false
["configMap"”,"downwardAPI","emptyDir","hostPath","nfs","persistentVolumeClaim","projecte
d","secret"]

hostnetwork false <no value> MustRunAs MustRunAsRange
MustRunAs MustRunAs <no value> false
["configMap"”,"downwardAPI","emptyDir","persistentVolumeClaim", "projected”,"secret"]
hostnetwork-v2 false ["'NET_BIND_SERVICE"] MustRunAs MustRunAsRange

MustRunAs MustRunAs <no value> false

L ”won

,"persistentVolumeClaim","projected”,"s
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["configMap"”,"downwardAPI","emptyDir","persistentVolumeClaim", "projected”,"secret"]

node-exporter true <no value> RunAsAny RunAsAny RunAsAny
RunAsAny <no value> false [""]
nonroot false <no value> MustRunAs MustRunAsNonRoot

RunAsAny RunAsAny <no value> false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim", "projected”,"secret"]
nonroot-v2 false ["NET_BIND _SERVICE"] MustRunAs MustRunAsNonRoot
RunAsAny RunAsAny <no value> false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected”,"secret"]

privileged true ["™"] RunAsAny RunAsAny RunAsAny
RunAsAny <no value> false [""]
restricted false <no value> MustRunAs MustRunAsRange

MustRunAs RunAsAny <no values> false
["configMap"”,"downwardAPI","emptyDir","persistentVolumeClaim", "projected”,"secret"]
restricted-v2 false ['NET_BIND_SERVICE"] MustRunAs MustRunAsRange
MustRunAs RunAsAny <no values> false
["configMap"”,"downwardAPI","emptyDir","persistentVolumeClaim", "projected”,"secret"]

12.7.2. REZ LM ETXLIE

BB ERE SCC HIE8, BIFXT SCC WAL . BRI HIA,

#lan, F2& restricted SCC :

I $ oc describe scc restricted

Fiti B

Name: restricted

Priority: <hone>

Access:
Users: <none> a
Groups: <nones 9

Settings:
Allow Privileged: false
Allow Privilege Escalation: true
Default Add Capabilities: <hone>
Required Drop Capabilities: KILL,MKNOD,SETUID,SETGID
Allowed Capabilities: <none>
Allowed Seccomp Profiles: <none>

Allowed Volume Types:
configMap,downwardAPl,emptyDir,persistentVolumeClaim,projected,secret

Allowed Flexvolumes: <all>

Allowed Unsafe Sysctls: <nones
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Forbidden Sysctls: <none>
Allow Host Network: false
Allow Host Ports: false
Allow Host PID: false
Allow Host IPC: false
Read Only Root Filesystem: false
Run As User Strategy: MustRunAsRange
UID: <none>
UID Range Min: <hone>
UID Range Max: <hone>
SELinux Context Strategy: MustRunAs
User: <none>
Role: <hone>
Type: <nhone>
Level: <none>
FSGroup Strategy: MustRunAs
Ranges: <none>
Supplemental Groups Strategy: RunAsAny
Ranges: <none>

St SCC W FEEIRIFE F HIBR 1

©

St SCC W FIAIH,

12.8. At iR

R FF
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BIBE THHEE PODREMKA

# 135 THHETE POD Z£/HEA

Pod Z£/#A & Kubernetes pod Z£15/E075H, #H pod Z£/HEAFKRH pod 8977,

13.1. XF POD Z£/£A

Red Hat OpenShift Service on AWS &7#% Kubernetes pod Z£/#A, FTEBLE30EZEITRNE
XH pod Z£/HEAH] Pod 72 #ZERFIEHATL 51T,

ELFEER, R##) privileged BCIEZ, restricted AliEE A FEEHF .

Bt A LU e & ZE AR ECE pod ZE£/HEAKIE,

gZ

T ELE U T B HE T TG B I EXT AT B B IR, 918 fT#eb E LR
B UTH.,

LUFEATIH# Y EESERF ; default, kube-public, kube-system, openshift,
openshift-infra, openshift-node, REfth 75 0/EHIE It openshift.io/run-level #
WiEW 086 1, HKFIFHEAGH (W pod ZLHEA, TRMLETXHR, EEFRIHA
AR5 FHAFAT) BIZHBEL E1Em I T B AT fE,

13.1.1. Pod Z£H#AEXX

BT LUy & ZZIHEELLT pod Z£/EAE :

Z 13.1. Pod ZE£HEAER

BEX % Uiy

enforce pod- MR pod FHAEEAEES, NIEH pod KB AN
security.kubernetes.io/enfor
ce

audit pod- R pod FRAEEERES, HEHITEH

security.kubernetes.io/audit
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koY R sk

warn pod- R pod TREEESEESR, N2ETES

security.kubernetes.io/warn

13.1.2. Pod Z£H#ABIBEE

B LUFET pod ZE£HMAERARE WL FIEELS — -

# 13.2. Pod K+ H#AEEE

profile sk

privileged AKBRHIZRES ; R1FEHRINFH

baseline RIKFREUSRES ; BFLE 2 AT
restricted BRI EHISRES ; BB Y EIH pod iR BRAET

13.1.3. B4 28/H

LT RS ap 522 S 2% & Dy privileged pod L2 #AEE :

default

kube-public

kube-system

BEL BRI LN p 5 2B pod ZEHEE,

13.1.4. Pod ZL£HEAFZ LML TFTXLTHR

Pod Z£/#APRHERIZE_E TXZIREIB T IR BIEEFE5 ) VI FH i B e, X 1N s R LU i
BRI TLE, LURRATTREFE
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LM _E TR FZS T BERHRIE pod £ B0 SCC Bl — 42+ L TXFE, G/, A1
£ seccomp FLEF 7KK E, WFE pod HJHEH) SCC #F seccompProfiles FER# #7
runtime/default, #8520, K% &% RuntimeDefault,

LM E TR RIEILACH) SCC 42iF Pod 9%+ L FX,

pod ZEHEAEFIZFRIE P AD% o0 £ ZE A9 pod LR ERUE pod BIZ £ L X,

13.2. XF POD Z'£#A A%

R T2/ pod ZEMAZHEEN, BFE— N EHE, ERRIELERSZEIHPIRSIK 8 SCC

HBRFF pod L MEAFEH warn ] audit #5255 fHF e £ 22 1H,

Iz k& ServiceAccount X RIR, LUELEF 1 oo H L/ ZLM L TXAR, ZEMLTX
2R (SCC) IRIEAFER (M E Pod ZELHIEE, HHIZEH X LEEFHFESE, Pod Z£/#A warn ]
audit L5 #%IE Fyip £ 22 [E IR IFI pod ZE2EESE, LIBHIETELIEE pod Ff E R E &M HE IR F
i &,

5 ZE [ Fp o B X 60 5 ZE I K R 51 RS E 15

EENE pod BTEEREEHZ{T Pod BIFH B SCC #1, 182, HEEZINCHBHRTFRZIER I
mo

13.2.1. Pod Z'£/# A [a# 55 ZE /R

ERT OB i £ ZE Ik X 2 Pod Z£/4A A%, openshift Block Fi4iayem & ZE/H,

FERX I EHBR B — B A BYp 5 ZE 2K X TR pod ZEHMARE, LUTwEZEIHHAXZA -

default

kube-node-lease
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kube-system

kube-public

openshift

B 74 openshift-giZZ9:% % 0 & 4 22 /H,

13.3. #£#) POD Z*£#A A%

BRI LI A 2 Bep & 215 FI s E 50 pod £ A,

Bz

XA AERT OB E I P/5H pod LMY, WFESEL, 15544 Pod
LR [T E ZE G,

TR

X FEERENEF M w522, H security.openshift.io/scc.podSecurityLabelSync #735
KE—ME -

BB pod ZE£HEAREEE, FF
security.openshift.io/scc.podSecurityLabelSync fr5BIEH % E H false,

$ oc label namespace <namespace>
security.openshift.io/scc.podSecurityLabelSync=false

Elrp £ ZEH S pod ZE£HEAGEEY, 15HF
security.openshift.io/scc.podSecurityLabelSync #5725 B9(H L& 77 true,

T a5

(3
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$ oc label namespace <namespace>
security.openshift.io/scc.podSecurityLabelSync=true

)

&
S
5

Pod /£ A %66 E 22 0B

13.4. Fyop & 2E/5/0iE POD Z£H£A

B Ll fr £ ZZIRFIECE pod ZEHARE, X FefZEHHHEFT pod ZE£HEAER, FaTLiZ
EZEAR pod ZE£HEALEE.

T

X FEEE A I LRENEZT pod ZLHEAER, HFETUTFRS :

$ oc label namespace <namespaces | ﬂ
pod-security.kubernetes.io/<modes>=<profiles | 9
--overwrite

f¥ <namespace> K&y EREN B E 2,

©

¥ <mode> Zi& %7 enforce, warn, 2t audit, ¥ <profile> iZi& 7 restricted,
baseline, 2t privileged.

13.5. #F POD L HAER
24 Kubernetes APl fR%#1RE pod ZL£EAEHIZFHIF i K7, =M% PodSecurityViolation Z

R, MERIFE—X,

# & Kubernetes APl fR% a5 # 1 HE, LUHBMABIER, P, WRIFL/EHAITIZIE restricted
pod ZLKH, THEG FoJgEAHIPIakE,

WFEBXIHF Pod ZE£HEAER #H i FHRIHEE), 15254 Kubernetes X589 Audit /#,
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13.6. Eth 5

EEFIHE

ERZPMH L TR
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%143 [% LDAP A
2 14 &= [F% LDAP 4

fE7 B dedicated-admin A EHEFE R, HalLIEHAKREERH . BEBXRRNRHIEZIE, B4
HeJgEB OB TH 4, HIFRFIETE LDAP JR5#%4, Red Hat OpenShift Service on AWS gLl 5
AI58 Red Hat OpenShift Service on AWS il R[4 X2 LDAP iR, alil#E—MiiB &4, Red
Hat OpenShift Service on AWS H Bif 3¢ & f5 = Fil FFE =0 E 2K 7 Fi &89 LDAP RS a5 T2
# : RFC 2307, Active Directory #1387 Active Directory.

BXIE LDAP BIEZ15/8, 155 /4AE LDAP G112 thiEF,

%{;

B G B 4 dedicated-admin FBRF BEIF4 2,

14.1. X FH&i& LDAP %

1£1517 LDAP [F# 2 Fil, BFEH—TRLEEX M, IEXHESLLT LDAP & inllE i

FTFE# LDAP [R5 #5090 iE,

I B9 LDAP [R5 25 i A IR = B9 Ia1 2 B iE ot T,

BT E X B & Bmkgi15Z, FHTFFF Red Hat OpenShift Service on AWS 2% #ig51 2
LDAP fR%# B9,

EEX RIS A F L& HrEE, Al RFC 2307, Active Directory 36127 Active Directory.

LDAP EF ikl iE

ACEEHH) LDAP & FinBriEE84 E X5 LDAP RS #5709 F .,

ECEEHH) LDAP & inhr EE5 7 E X5 LDAP R #5789,

LDAP & F infciE
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url: Idap://10.0.0.0:389 €)

bindDN: cn=admin,dc=example,dc=com 9
bindPassword: <password>

insecure: false @

ca: my-ldap-ca-bundle.crt 9

HREIR, FEEBHEFH] LDAP IRZ54509 IP 1otk LUR i #0900, #=y
scheme://host:port,

B[R 3 HEE # (DN), FAEZSE DN, HIRFZEARNRF BER FAZEEEHIFH, Red Hat
OpenShift Service on AWS 2 E.,

B TFHER LR, WRFEARNRT R FRIL1E(FIIRE, Red Hat OpenShift
Service on AWS 2FHE, WIEBATHIfEEE. HEBXHHXMEXHFIEHL,

i false if, 22 LDAP Idaps:// URL &/ TLS v{ri5#, #HHF %% LDAP Idap:// URL &
HHRE TLS, 7 true B, FRNRFHHAT TLS £#2, ZETEEEH Idaps:// URL,

FTFRuFATACE URL BIHRS &5 ul BRIUF B E, HWRYZE, Red Hat OpenShift Service on
AWS f5{&H system-trusted roots, H7A insecure X7 false Fif F = I,

LDAP Z#E X

RAZEERHHFIR# ATz B89 LDAP ZifE X 41K, LDAP ZEifji)REE IR FHKE
LDAP fR% &3 i f7 ik 7 A 158 B9 =

LDAP Z#HE X
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baseDN: ou=users,dc=example,dc=com a

scope: sub 9

derefAliases: never G
timeout: 0 @

filter: (objectClass=person) e
pageSize: 0 G

BrE1EZEB I M B P FHIGHI H R S Bl B HE# (DN), i BH5E H R a9 s, {2t8aTLIE
E B RPEFH,

BFEREE, BE7 base. one Bt sub, WIRAKEX, WIRED sub B, TZHTHESE
TG,

4 LDAP K| E 18X B2 F{T . BHIEZ never. search. base 3t always, HIBKE
X, WKL always BESIHAIE. T2 aJHEEIG KBS H1THH 2,

o

& im AT AT REGN R (LB #MiL) » 0 AT LI iR,

©

B389 LDAP 12311845, WRAEX, JE AT (objectClass="),

RS Emip, B A DB R A, L LDAP REHHE, WRKF 0, WX Maps T EEHA
MRE, 2HEHREIFIREHE S FE IR AL I EN, FEXER AKX,

7 14.1. LDAP 25 [H 01

LDAP #5=5EH] ek
base N @t &S EEZR DN 5 EHIN R,
one ZEVENEINEZR DN BR R E— % _EMFRE Y R,
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LDAP #5=5EH] ok

sub EEREZE N E WS EREA DN BEDFH,

7 14.2. LDAP 51T F

fRsImTh

never MA#ES| A LDAP I sh BRI 7] &

search (X fRB| AR BRI &,

base NFEEHER R RS AR5,

always YR?AFRE| FA LDAP SRR EIMIRR B Al &
P E X B E #est

JHFE X B9 #5189 FF Red Hat OpenShift Service on AWS #1894 BBk 571 EIE LDAP RS
25 LB ARG —FRiRfF, B EEZE YAML 5%, M/ E X B985 5T % LDAP IR% &N E
E—1TREH, HFNEEXLHI—FE, WFE LDAP [R%#5 L HRE R EXBGE G694,
(B2 BB 1T 2@ FfE Red Hat OpenShift Service on AWS & #is ERE .

P E B E #Best
groupUIDNameMapping:
"en=group1,ou=groups,dc=example,dc=com": firstgroup

"en=group2,ou=groups,dc=example,dc=com": secondgroup
"en=group3,ou=groups,dc=example,dc=com"’: thirdgroup

14.1.1. XF RFC 2307 EZi&E X

RFC 2307 B ER L WHF FIZIR 124t LDAP ZifjE X, LIR# Red Hat OpenShift Service on
AWS i RpAZXENTHIE .

AR, HE7E Red Hat OpenShift Service on AWS HiGYEEHG4] v /R o] BEFF o] 7 & LU B E
M FEEAE R EEE G FE, G, # B FHsAEFRA Red Hat OpenShift Service on AWS 89
P, HEBHAREFEBAER. U TFEEXHOE T XLEXR :
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%{;

HIREFGFE 7 E X B9 EFBesT, HHIACIE X

&5 RFC 2307 £=L89 LDAP [E#£ & : rfc2307_config.yaml

©

©

kind: LDAPSyncConfig

apiVersion: v1

url: Idap://LDAP_SERVICE_IP:389 ﬂ
insecure: false 9

rfc2307:

groupsQuery:

baseDN: "ou=groups,dc=example,dc=com”

scope: sub

derefAliases: never

pageSize: 0
groupUIDAttribute: dn Q
groupNameAttributes: [ cn ] @
groupMembershipAttributes: [ member | 9
usersQuery:

baseDN: "ou=users,dc=example,dc=com”

scope: sub

derefAliases: never

pageSize: 0
userUIDAttribute: dn G
userNameATttributes: [ mail ]a
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

FHEZZHICR AT LDAP fRS52569 IP 4 HIEHL.

2B IE,

%143 [% LDAP A

J false #f, Z°# LDAP Idaps:// URL &/ TLS v{7i¥#, #HHF %% LDAP Idap:// URL &
HWHRE TLS, 7 true B, FRAIRSF#HHT TLS £#%, ZETEEEH Idaps:// URL,

He—17iH LDAP R85 E4HRE ., ¥ DN T groupUIDAttribute i, #HE%IEE
groupsQuery 71585, HEEA TR IE 1FEHAEEE/REETE,
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o

BREFAHEHIEE,

©

FPIER A TR G S B9 B T,

©

H—FriH LDAP IRS585 FFE P BB, ¥ DN HF userUIDAttribute i, #HE2E#E
ZEusersQuery 117585, BEHTIEATIE HEAEEH/BEELE,

©

7£ Red Hat OpenShift Service on AWS iR HfEH & BB,

14.1.2. XF Active Directory AZi& X #F

Active Directory B ERKA I H 'R EIEHE LDAP ZiE X, LIRFAEF Red Hat OpenShift
Service on AWS 4lil R ZEN BB,

AR, #E7E Red Hat OpenShift Service on AWS HGYEERG4] v /R ] BEFF 5] 7 & LU B E
M FEEAE R EEE G FE, G, # B FHSAFERA Red Hat OpenShift Service on AWS 289
M, (8#R#% LDAP IR & LBIAE R E X HEH. U TEEXHOE T XLXE :

&5 Active Directory £=zC#9 LDAP [l A& : active_directory_config.yaml

kind: LDAPSyncConfig
apiVersion: v1
url: Idap://LDAP_SERVICE_IP:389
activeDirectory:
usersQuery:
baseDN: "ou=users,dc=example,dc=com”
scope: sub
derefAliases: never
filter: (objectclass=person)
pageSize: 0
userNameArttributes: [ mail ]ﬂ
groupMembershipAttributes: [ memberOf ]9
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7£ Red Hat OpenShift Service on AWS i RH1 [H{E & BB,

©

FFIER A AR5 S B B

14.1.3. X F1277 Active Directory ACi& X #F

1275 Active Directory BEz0Z K E T/ R EFIAFR B2 LDAP ZifE X, LIRIE Red Hat
OpenShift Service on AWS iR X ENTHIE .

B, HFE Red Hat OpenShift Service on AWS g1 RGZ j /R BT BESF 5] 3 HEE LI B9 5
M FEEAE R EEE G FE, G, #if B FHsAERA Red Hat OpenShift Service on AWS 89
HF, HEFHAREFHIESBAER. LU FEEX O T XEXTR,

& /5185 Active Directory #0689 LDAP [GI# BCi& : increaseded_active_directory_config.yaml

kind: LDAPSyncConfig
apiVersion: v1
url: Idap://LDAP_SERVICE_IP:389
augmentedActiveDirectory:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com”
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn a
groupNameAttributes: [ cn ] 9
usersQuery:
baseDN: "ou=users,dc=example,dc=com”
scope: sub
derefAliases: never
filter: (objectclass=person)
pageSize: 0
userNameATttributes: [ mail ]Q
groupMembershipAttributes: [ memberOf ]@

m
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He—17iH LDAP fRS585 F4R9E 1, ¥ DN F5F groupUIDAttribute i, ZEEZEEE
groupsQuery 1585, HEN TR IE FRAHSHE/BEEHE T,

©

BRAFAEHIELE,

©

7£ Red Hat OpenShift Service on AWS iR FfEH & BB,

o

FRIERK 7 RS BB B 1L

14.2. 1517 LDAP [F#

LI T £ EEXAE, FEaLlHiiE%, Red Hat OpenShift Service on AWS R FEEE G M T T
G la—R% & ER a2 £ 2,

14.2.1. ¥ LDAP fR%#%5 Red Hat OpenShift Service on AWS [F#

EoJLUfF LDAP fR%#5 LRI B 415 Red Hat OpenShift Service on AWS [F#,

SEARRME
[ ]
BIZR# EEEX .
[ ]
Fa LB A dedicated-admin & &I i/ EE,
Tk

1% LDAP [R%#5 FB9FFE 415 Red Hat OpenShift Service on AWS [@# :

I $ oc adm groups sync --sync-config=config.yaml --confirm

12
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b33

BUNERT, ArEAREILIRIFEBEZEE1T, BIULASAITE oc adm groups
sync 5L K& --confirm frz, FHEEH Red Hat OpenShift Service on
AWS iR,

14.2.2. #¥ Red Hat OpenShift Service on AWS #4145 LDAP fR% &5 /a4

o Ll[E# Red Hat OpenShift Service on AWS 71 B 5 A& XX HEHF5EHI LDAP fR55 85 BG4 b
B4,

TERRMF

LIBRL BEXH,

FalLiE B A dedicated-admin £ & 0] £,

TR

#¥ Red Hat OpenShift Service on AWS #4145 LDAP fR%#51a% :
I $ oc adm groups sync --type=openshift --sync-config=config.yaml --confirm
*E

BUNER T, ArEAHRILIRIFEBZEZEE1T, B ASATE oc adm groups
sync 5L K& --confirm frz, FHEEH Red Hat OpenShift Service on
AWS #iE R,

14.2.3. #¥ LDAP fR%#5 EHFZH5 Red Hat OpenShift Service on AWS [a%

B LIRS HEXE. RBEHEXHSERZE, 7 LDAP 4B9F%£5 AWS _LHJ Red Hat OpenShift
Service [@#,

13
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%{;

B LUEFRE A, AEEXHRAEEFAEMEEHAE, A5 PHAREHAXH
BAEFTEE—TE—HIRAR, EallEgGa SR PERESASAFHE, XL
BT 7E LDAP R85 L#HEIF94H, LIE Red Hat OpenShift Service on AWS 12 #

FEB9A,
SERRME
[ ]
BIZR# EEEX .
[ ]
Fa LB A dedicated-admin & &I i/ EE,
e

FfF LDAP #9F%5 AWS _EBJ Red Hat OpenShift Service [@%, &AL @5 :

$ oc adm groups sync --whitelist=<whitelist_file> |
--sync-config=config.yaml |
--confirm

$ oc adm groups sync --blacklist=<blacklist _file> |
--sync-config=config.yaml |
--confirm

$ oc adm groups sync <group_unique_identifier> |
--sync-config=config.yaml |
--confirm

$ oc adm groups sync <group_unique_identifier> |
--whitelist=<whitelist_file> |
--blacklist=<blacklist_file> |
--sync-config=config.yaml |
--confirm

$ oc adm groups sync --type=openshift |
--whitelist=<whitelist_file> |
--sync-config=config.yaml |
--confirm

14
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b33

BUNERT, ArEAREILIRIFEBEZEE1T, BIULASAITE oc adm groups
sync 5L K& --confirm frz, FHEEH Red Hat OpenShift Service on
AWS #iE R,

14.3. 15 THHEBHTS

HIRCBENTH) LDAP IR &5 LRYiIR T Ffrie, EFEathelLIZFFM Red Hat OpenShift Service
on AWS ilRaER, EBHFS 2 FRZ (F35 094G/ E2 BB X LR B & HatBE H,

ol :
I $ oc adm prune groups --sync-config=/path/to/Idap-sync-config.yaml --confirm
config.yaml --confirm

I $ oc adm prune groups --whitelist=/path/to/whitelist.txt --sync-config=/path/to/ldap-sync-

$ oc adm prune groups --blacklist=/path/to/blacklist.txt --sync-config=/path/to/ldap-sync-
config.yaml --confirm

14.4. LDAP #4760

AT &Z& RFC 2307. Active Directory #1387 Active Directory #EzLH9 5,

%{;

BEROWNRERAT B #EREBAANEEK R, BEMS, REMEMMLAFIK T ERM
H, WFEBEXAIETL BRELIES, FEEREMK T GIEEZ 70,

14.4.1. (& RFC 2307 = a4 H
X1F RFC 2307 &=, LI FRAFE£E Y admins B9, iZHE 1T Jane ] Jim, XLE0YE

T :

AT FFAFIE 75 E LDAP [R5 454,
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7£ Red Hat OpenShift Service on AWS 4 fEHGH i RIFEE A IE 1T,

%{;

BERONRERAT B #ERE& BAANEEK R, BREMS, REMEMLAFK T ERM
H, WFEBEXAIETL BRELBIES, FEEREMK T G EZ 70,

7£ RFC 2307 =41, /5" (Jane il Jim) FIZHEBIE /B —RRE T LDAP IR5545 F, AT
WIS ABIE A, LUF Idif ABREX 7 X MEXHIFE FHIZ -

&/ RFC 2307 £=L#9 LDAP RH : rfc2307.1dif

dn: ou=users,dc=example,dc=com

objectClass: organizationalUnit

ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit

ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com a
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com
description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com 9
member: cn=Jim,ou=users,dc=example,dc=com

16
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412 LDAP [R5 &5 B9E—RRHE.

©

HBE AR E 2 B9 iR 5 Sl

SEARRME
[ ]
BIBRE X,
[ ]
Fa LB A dedicated-admin & &I 10/ EE,
Sk

& fH rfc2307_config.yaml X {5 1TlE% :
I $ oc adm groups sync --sync-config=rfc2307_config.yaml --confirm

Red Hat OpenShift Service on AWS K OIELI TR, BFy_Lab[E4RIERZGER -

& fH rfc2307_config.yaml X 6/&H) Red Hat OpenShift Service on AWS 41

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 a
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9
openshift.io/ldap.url: LDAP_SERVER IP:389 Q
creationTimestamp:
name: admins
users: 9
- jane.smith@example.com
- jim.adams@example.com
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Ut Red Hat OpenShift Service on AWS iz /5 —X%5 LDAP [R5 #5642 89015, #5
=74 1SO 6801,

LDAP fR% 25 FZHBGME— iRt

FHEZHICR AT LDAP IR 2569 IP # 4l HIE L.

RIE R 2 X AHE EBIABGE

BFARK RIS, EFEELXHEE,

14.4.2. &5 RFC2307 &= R FH 7 7 X B9E gt K Il 44
A E X BYE BG4, BEXHREX ) BEX LS, W AT,

&/ RFC 2307 £ R /1 E X B9 BBtstsg LDAP [E4ECE - rfc2307_config_user_defined.yaml

kind: LDAPSyncConfig
apiVersion: v1
groupUIDNameMapping:
"en=admins,ou=groups,dc=example,dc=com": Administrators a
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com”
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn 9
groupNameAttributes: [ cn ] 6
groupMembershipAttributes: [ member |
usersQuery:
baseDN: "ou=users,dc=example,dc=com
scope: sub
derefAliases: never
pageSize: 0

18
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userUIDAttribute: dn @
userNameATttributes: [ mail |
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

FEFTEX B9 E HB5,

©

ME—IRiRfE T, FFH ) EXBE st agid, ¥ DN FF groupUIDAttribute if, #E
ZIEE groupsQuery 11 E#5. BEH TR IE, ERAEAE S/ RBREHATGE,

©

HIR AW — R i E 7 E X B9 E Fibdesgtsh, Jljae# Red Hat OpenShift Service on AWS
BB,

o

ME—FriH LDAP IRS585 FFE P BIE M, 5 DN HF userUIDAttribute i, #HE2E#E
ZEusersQuery 117585, BEHTIEATIE HEAEEH/BEELE,

TERFA

IR EXH,

B LU#E B A dedicated-admin £ &I F i1 EE,
A
& /H rfc2307 _config_user_defined.yaml Xt 17/@% :
I $ oc adm groups sync --sync-config=rfc2307_config_user_defined.yaml --confirm
Red Hat OpenShift Service on AWS KE/ELU FA4iIR, B L4 RIFHER :

& /H rfc2307 _config_user_defined.yaml X £ 6/EHJ Red Hat OpenShift Service on AWS 41

19
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apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com
openshift.io/ldap.url: LDAP_SERVER IP:389
creationTimestamp:
name: Administrators
users:
- jane.smith@example.com
- jim.adams@example.com

H1 7 TE K BYE B 16 E B9 % o

14.4.3. {&/H RFC 2307 R/ E X B Ei5F R4 2H

B IERT, WREEFLIHESHRE LR RE B ESCGEEZ AL TR, A% R LTI
THiR -

Error determining LDAP group membership for "<group>": membership lookup for user "<user>"in
group "<group>" failed because of "search for entry with dn="<user-dn>" would search outside of the
base dn specified (dn="<base-dn>")".

XA EFr usersQuery FERHH] baseDN EiEf %, 1, HIR baseDN HEFEZHHHBIEBH K
7, #4iZiE tolerateMemberOutOfScopeErrors: true ol LI G4 B EEH T, SBEIEZ HBIBk 7 f5#%
R,

A, HARE T BRERBIR N HBIR—H TR, ERUEXMFETEE :

Error determining LDAP group membership for "<group>": membership lookup for user "<user>"in
group "<group>" failed because of "search for entry with base dn="<user-dn>" refers to a non-
existent entry".

Error determining LDAP group membership for "<group>": membership lookup for user "<user>"in
group "<group>" failed because of "search for entry with base dn="<user-dn>" and filter "<filter>" did
not return any results".
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%143 [% LDAP A

XBEZT usersQuery FRRECER 1%, T, WRIHPEEBHBLNEARE, BhLiKE
tolerateMemberNotFoundErrors: true AT LIif 2G4 BLEH 17, B[S G 5 20K,

g

£
=]

7 LDAP #i[a% 5 &A= F a2 I RS A I GHIK AR H, HRRHIERH
A& LDAP #ifa%#, XalgE=-F3 AWS 4 H9/E%4 Red Hat OpenShift Service
R,

&/H RFC 2307 X H418k i3 %16 5178189 LDAP R H : rfc2307_problematic_users.Idif

dn: ou=users,dc=example,dc=com

objectClass: organizationalUnit

ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit

ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com
description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com
member: cn=Jim,ou=users,dc=example,dc=com
member: cn=INVALID,ou=users,dc=example,dc=com a

member: cn=Jim,ou=OUTOFSCOPE,dc=example,dc=com 9
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LDAP fR% &5 E 7RI i »

©

AJREfFTE, (AT TERIZAESSH9/E /7 #1589 baseDN THIEL A,

EEFIFL LT OIPBIES R, B AL BEEX AL FAE -

&/ RFC 2307 £z HZF %89 LDAP [FIZ B : rfc2307_config_tolerating.yaml|

kind: LDAPSyncConfig
apiVersion: v1
url: Idap://LDAP_SERVICE_IP:389
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com”
scope: sub
derefAliases: never
groupUIDAttribute: dn
groupNameAttributes: [ cn ]
groupMembershipAttributes: [ member |
usersQuery:
baseDN: "ou=users,dc=example,dc=com”
scope: sub
derefAliases: never
userUIDAttribute: dn a
userNameATttributes: [ mail |
tolerateMemberNotFoundErrors: true 9

tolerateMemberOutOfScopeErrors: true Q

ME—FriH LDAP IRS585 FFE P BB, 5 DN HF userUIDAttribute i, #HE2E#E
ZEusersQuery 117585, BEHTIEATIE HEAEEH/BEEGZL,

©
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%143 [% LDAP A

Ty true Bf, [FHAESBIFREES LG usersQuery £k DN 145 E 5B 4894, H#H
PAERE (7 BB IR (7 FF R,  WIRL AR id BB, TIE% (F 55 B9 A 1T R FF I

SERRME
[ ]
BB EX .
[ ]
Fa LB A dedicated-admin & &I i/ EE,
T

{&fH rfc2307_config_tolerating.yaml X #Ez17/E% -
I $ oc adm groups sync --sync-config=rfc2307_config_tolerating.yaml --confirm

Red Hat OpenShift Service on AWS K OIELI TR, By_Lab[E2RIERZGER -

f&fH rfc2307_config.yaml X 1/&H) Red Hat OpenShift Service on AWS 41

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com
openshift.io/ldap.url: LDAP_SERVER IP:389
creationTimestamp:
name: admins

users: a

- jane.smith@example.com
- jim.adams@example.com

BTFARK RIS, RIEREXHEE, RDEHEIEIFHIRIE A,
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14.4.4. {&/F Active Directory = [@#£ 4]

1£ Active Directory #=Ls, BN (Jane il Jim) ZBEFE—HE R B F LDAP fRF#5H,
YRk 7 TSI B T BB TR, LUT Idif FBRE X TXTMEA B 714 -

&/H Active Directory #2089 LDAP & H : active_directory.ldif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: admins a

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com
memberOf: admins

P BYABE R RS B, HRBER B TR &%, memberOf BHF—E
AP FEEZEBY ; #£—%X LDAP [R5 &4, CHEFIENBEHROGE ik, ETEXS
B,

TERRF

CIBEEX .
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Ba[ LGB 7 dedicated-admin f& &I F il 1o/ EE,

TR

{&/H active_directory_config.yaml X {5 1TIE% :
I $ oc adm groups sync --sync-config=active_directory_config.yaml --confirm
Red Hat OpenShift Service on AWS K OIELI TR, By_Lab[E4EIERZGER -

f&/H active_directory_config.yaml X {#/##J Red Hat OpenShift Service on AWS %]

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 ﬂ
openshift.io/ldap.uid: admins 9
openshift.io/ldap.url: LDAP_SERVER IP:389 G
creationTimestamp:
name: admins

users: @

- jane.smith@example.com
- jim.adams@example.com

UMt Red Hat OpenShift Service on AWS iz /5 —X%5 LDAP [R5 #6489 15, #5
=4 1SO 6801,

©

LDAP fR% 25 F2HBGME—FriRte.

©

FHEZHICR AT LDAP fRS5 2569 IP 4 HIE L.

o
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©

BFARK RIS, EFEELXHEE,

14.4.5. (#5187 Active Directory B [A44

7£18757 Active Directory £/, FF’ (Jane f] Jim) FIZEBIENE—ERE T LDAP [R%#5
], BT S T A P BB R, LU Idif FEBRE X T X MERHI A 74 :

& /H187 Active Directory =089 LDAP 3 H : increaseded_active_directory.Idif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: cn=admins,ou=groups,dc=example,dc=com a

dn: cn=Jim,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

memberOf: cn=admins,ou=groups,dc=example,dc=com

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit
ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com 9
objectClass: groupOfNames

cn: admins

owner: ch=admin,dc=example,dc=com
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description: System Administrators
member: cn=Jane,ou=users,dc=example,dc=com
member: cn=Jim,ou=users,dc=example,dc=com

F /B9 RK 7 ZEE 59 L B 1

©

#1217 LDAP [R5 &5 LB9E—FEFH.,

SERRME
[ ]
BIBERE X,
[ ]
LB A dedicated-admin & &I 10/ EE,
e

f&@/H augmented_active_directory_config.yaml Xt 17/@% :

I $ oc adm groups sync --sync-config=augmented_active_directory_config.yaml --
confirm

Red Hat OpenShift Service on AWS K OIELI TR, By_Lab[E2ERIERGER -

&/ augmented_active_directory_config.yaml X1#6/&#9 Red Hat OpenShift Service on
AWS 4]

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 a
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9
openshift.io/ldap.url: LDAP_SERVER IP:389 Q
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creationTimestamp:
name: admins

users: @

- jane.smith@example.com
- jim.adams@example.com

Mt Red Hat OpenShift Service on AWS 4z /g — X5 LDAP [R5 #5/A1% B9 5], 1%
=4 1SO 6801,

LDAP fR% 25 FZHBGME— bRt

FHEZHICR AT LDAP fRS5 2569 IP H 4 HIE L.

R EZ X AHEEBIHBIE o

BFARK RIS, EFEELXHEE,

14.4.5.1. LDAP i ELL 7 & [a 4 76

Red Hat OpenShift Service on AWS FHIHTRE, TEHFEHIEZEI, LDAP fRF #2571 FIREAIK
A&, Microsoft B9 Active Directory Server #&17 LDAP_MATCHING _RULE_IN_CHAIN #l3% fiX
—ZIhgE, B OID 77 1.2.840.113556.1.4.1941, 54, EMHUEPLECHIIN HBERIZ BIfSITE H £ H B
A,

A TTHhEI G 7184 Active Directory £, Effa#—1 %% admins 894, ZHEBE—1TH/
Jane #]—1\4 otheradmins, otheradmins HEH—MEF A : Jimo XPFPIEAT :

AT A 75 0E LDAP RS 454,
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%143 [% LDAP A

LDAP [H#B0EEX BT S,

7£ Red Hat OpenShift Service on AWS 14 s BG4 RIFIEIT Y |G 1T,

7£1877 Active Directory EzUdh, M/ (Jane ] Jim) FIZHEBIE N FE—ERE £ T LDAP [R%#5
], BT S I AT A b BB TR, LU Idif FEBRE X T MERBIHF #IA :

& /185 Active Directory B HIEsK 7#9 LDAP £H :
increaseded_active_directory_nested.Idif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: cn=admins,ou=groups,dc=example,dc=com a

dn: cn=Jim,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

memberOf: ch=otheradmins,ou=groups,dc=example,dc=com 9

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit
ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com Q
objectClass: group

cn: admins

owner: ch=admin,dc=example,dc=com

description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com
member: cn=otheradmins,ou=groups,dc=example,dc=com
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dn: cn=otheradmins,ou=groups,dc=example,dc=com @
objectClass: group

cn: otheradmins

owner: cn=admin,dc=example,dc=com

description: Other System Administrators

memberOf: cn=admins,ou=groups,dc=example,dc=com 9 G
member: cn=Jim,ou=users,dc=example,dc=com

FE P RIZHB9 B o7 515 5 9 0 REGE 1

00

YZ1F LDAP fR%# LHIE—HRH.

©

otheradmins H:2 admins 218986 7,

L EHS Active Directory [Z£ 1], ZA R BHIZIRBiett LDAP ZifE X, HURIEAEE
Red Hat OpenShift Service on AWS i RHAKXENIHIEM. FH, WEEWBFEHTRLEN -

oc adm groups sync G A B FITE H £ A,

89 groupMembershipAttributes #4418 E "memberOf:1.2.840.113556.1.4.1941:",
LIZSF LDAP_MATCHING_RULE _IN_CHAIN £/,

groupUIDAttribute £ 7 dn,

groupsQuery :

FEFKIE filter,
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%143 [% LDAP A

DATK BB derefAliases,

T ZiE basedn, B77Ut1H 1F# R0,

TR E scope, BI77UtE(E fF#% 205,

JEHMEE R, #IE Red Hat OpenShift Service on AWS F10JEEHG2 b/ /R Bl BEFF o] IR E UM B9 /8
M FEEAE R EEEGRFE, P, #i B FHsAFFRA Red Hat OpenShift Service on AWS 489
I, FHEBAREFE B EH. U TFEEX O T XLXE :

& /5185 Active Directory XX HIE K 7H) LDAP [ & :
increaseded_active_directory_config nested.yaml

kind: LDAPSyncConfig
apiVersion: v1
url: Idap://LDAP_SERVICE_IP:389
augmentedActiveDirectory:
groupsQuery:
derefAliases: never
pageSize: 0
groupUIDAttribute: dn 9
groupNameAttributes: [ cn ] Q
usersQuery:
baseDN: "ou=users,dc=example,dc=com”
scope: sub
derefAliases: never
filter: (objectclass=person)
pageSize: 0
userNameATttributes: [ mail ]@
groupMembershipAttributes: [ "memberOf:1.2.840.113556.1.4.1941:" ] 9

TEFEE groupsQuery 177£45, groupsQuery 2k DN AIE[FEfF# 2B, groupsQuery
BFE KB —TBHZHH derefAliases.,

©

M—triH LDAP IR & FABE M, &A%Y dn,
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©

BEFAHEHBIEE,

o

7£ Red Hat OpenShift Service on AWS 4 R fHfEME F EHBIE M., ZHLFEPEZEmail
8¢ sAMAccountName,

©

2Rk A s 2B B, 2= LDAP MATCHING RULE IN _CHAIN B9{&/F,

SEARRME
[ ]
BIBREE XA,
[ ]
oL B A dedicated-admin & &I i/ EE,
e

f#@/H augmented_active_directory_config_nested.yaml X{tE&17/@% :

‘cn=admins,ou=groups,dc=example,dc=com’
--sync-config=augmented_active_directory_config nested.yaml |
--confirm

2=
JiBFE ¥ cn=admins,ou=groups,dc=example,dc=com 137 £ & #

Red Hat OpenShift Service on AWS R EIBLIF4ICR, B LibE4 R IERGSEE -

| $ oc adm groups sync |

&/ augmented_active_directory_config_nested.yaml X#£5/ZH9 Red Hat OpenShift
Service on AWS #
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%143 [% LDAP A

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 a
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9
openshift.io/ldap.url: LDAP_SERVER IP:389 Q
creationTimestamp:
name: admins @

users: @

- jane.smith@example.com
- jim.adams@example.com

It Red Hat OpenShift Service on AWS 4z /5 — X5 LDAP [R%#5E% B9 1, 1
=7 I1SO 6801,

LDAP fR% 25 B — iRt

FHEZHIC R BT LDAP RS 2569 IP # 4 HIEHL.

WRE R 2 X AHE EBIABIE

BTN GBI, SEHEEZLXHEE. F1E, BREAKIASSEAN, B
Microsoft Active Directory Server B45F R T B A X%,

14.5. LDAP [@# B EH#E

EEXMHHIN RGN T, 5EE, TREXY RETFEFER, #I4, vi.ActiveDirectoryConfig
&% groupsQuery FE, i v1.RFC2307Config #] vi.AugmentedActiveDirectoryConfig ZBHEX1*F
K,
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23

FEIF—HARIE Y. ATEFRE LDAP RS & 09/E EEIEEB AR UTF-8 i3 F1FE
&=, B, LI FF objectGUID ¥ —HHEHEEIE ID B, ZRHH 1 EHFFEE
#, #1 sAMAccountName =t userPrincipalName,

14.5.1. v1.LDAPSyncConfig

LDAPSyncConfig B2 % X LDAP 4[a# A& BIA0E A,

B fed B

kind KR RATERB REST IR FRESH
FREBE, RFSJBALUMNE P imE
HIRRIH R s, TTEE
. RARIEHBE
(CamelCase), %5
B : https://github.com/kubernet
es/community/blob/master/cont
ributors/devel/sig-
architecture/api-
conventions.md#types-kinds

apiVersion BN R RTENRAZGE  FRS
Ho ARSSEBRNIZIF R AR R Foide
NEFHIRERE, FArELER IR
HE, EZE
B 1 https;//github.com/kubernet
es/community/blob/master/cont
ributors/devel/sig-
architecture/api-
conventions.md#resources

url N B EEEEIMW LDAP RS2 FRE
AR, ENME
O : scheme://host:port

bindDN EHEE| LDAP BRSS 23097 % FREB
DN,
bindPassword EERNBERENRLLERL, v1.StringSource
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$14= ES LDAPAH

B fed koY

insecure & htrue, NIRREEARNEA H/RME
TLS, & false, ] ldaps://
URL fEF TLS #1T#%8, #AME
A
https://tools.ietf.org/html/rfc283
0 R EM StartTLS ¥ Idap://
URL #Z 0 TLS %, MR
insecure % true, NFCEER
Idaps:// URL,

ca MRS S A HIERNERIEIE  FRFH
BYRMEIE B A M S, Eh
Z2, NI BIABIRGIARIES,

groupUIDNameMapping LDAP %5 UID B a] L B EBR ST 5 object
Red Hat OpenShift Service on
AWS ZH& 7R,
rfc2307 SEATFTMKER LDAP iR55818  vI.RFC2307Config

BHENEE, EBXELUTF
RFC2307 : E—RAMAF &

B, URHBIFIEEMKANEZEN
ZAERB MR E R 5 T,

activeDirectory SEBATFMKER LDAP iR55818  v1ActiveDirectoryConfig
BHEIENEE, HEXS Active
Directory R : 8E—%K
BF&E, URBSIHEMELRIK
TN ZEBMERERIHMR A 518,

augmentedActiveDirectory SERATMILER LDAP fRF58812  vI.AugmentedActiveDirectoryCon
DHENEE, ERXS5LEER fig
B9 Active Directory Hr{# FE9ZE

X, BAM—I: BE—KHER
B, efllfARFRFTHREMIEHK
i *%O

pil
=N

14.5.2. v1.StringSource

StringSource R IEERRKFFE, BB HELTEXXHMABIEE, HEREE—NFHFFEE
B, ER45H—1iFH JSON FH#E,

£1 fed B

value IBEMAXE, NEEMEE (R FRE
f5E T keyFile) .
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B

file

keyFile

14.5.3. v1.LDAPQuery

sk

EESSHXERMEE (INRE
E T keyFile) BB E,

BIAEBMXERMEE (MNRE
7 T keyFile) #xxf4,

SIReERATHREENBEHNX
14:0

LDAPQuery BZ51J& LDAP Z i A Bt T,

B

baseDN

scope

derefAliases

timeout

filter

pageSize
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2P0

FIBEERRENMPFIENERD X
#J DN,

BRI AESERE, TLE

base ({(YEZAXNIR) . one (&
AP LFRBEXR) ssub (F
DNER) o BRIEE, MBIAH
sub,

55| aExa L RT N, AL
Z never (MA#EB|AH|

#) . search ({(U{EiEFE+H#ES|
F) . base ((NEEHZEARNR
FrA251 ) =k always (AR
M) . BEREE, NEKIAH
always,

AEFEN RS SHIERERFEF
AR 17 AR A5 XE BO T [ BR A6,
LI R #AL, MRZO0, MAEE
& - im— M B R,

fEFAE A DN M LDAP [RE 5B
FRIEHEX5B AN LDAP #3RiT
825,

RAELEIEA/N, LU LDAP %8
s, TEADNN 0 RRAHT
DT,

- Eoo

FRE#

FRES

FRE#

FRE#

FRE#

FRE#

FRE#



%143 [% LDAP A

14.5.4. v1.RFC2307Config

RFC2307Config 82w ZHAE LT, FHFEX LDAP R4 T RFC2307 £=(5 LDAP /R
FHaKH,

£ ek B

groupsQuery SEBATREHLBEM LDAP &ifl  vI.LDAPQuery
R,

groupUIDAttribute E X LDAP A H LRI BMRN  FRH

AR HME—PRIARE,
(IdapGroupUID)

groupNameAttributes E X LDAP H&RE EHIFLEMS  FREHA
%%} Red Hat OpenShift
Service on AWS 2H & R,

groupMembershipAttributes E N LDAP A& B LML EMHERE FREHNAH
BHEKA, XEBERSENE
/5 A B UserUIDAttribute 2

W,

usersQuery SEATROMASMEZENLDAP E  vI.LDAPQuery
TR,

userUIDAttribute E X LDAP AP &E LHHANENE FREB

RFEENHE—TOAR, soils
GroupMembershipAttributes
k5 £ DIERS P

userNameAttributes EHRINFE A LDAP A &B FHEHE
LRI B E N E Red Hat
OpenShift Service on AWS F
., FHE—IHFAEIERENE
%, XNIZE5ER
LDAPPasswordldentityProvi
der 8 PreferredUsername %
EICHE, 7£ Red Hat OpenShift
Service on AWS ZHit s F{EH
FEMBUBEMN, ZHRETY
PEmail =
sAMAccountName.,
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E4 iy Rk B
tolerateMemberNotFoundErr AEEBEIREMNA N ZBE 1 /RE
ors LDAP RIFESHIIT N, &EH

true, NMZEFHASEMERICE IR
LDAP B/ &), FERIDKE
%, N8R false, IR &
RERIEMAESR, LDAP AT
SRR, BRIAE D false, IOE
AR true, MIEREFE 1589
LDAP RS ESS A 5 BUAHRR 1 5F
Wk, EIEVGEEFE R LR
=+

1No

tolerateMemberOutOfScopeE AEEBEBHEEMAFAZEN  #/RE

rrors LDAP RI#{ESHITT H, RN
true, NAFFBHE IFIERF &N
A EHIE A DN SEFIHI LDAP
#=if, FEOGERER, &N
false, MIYMBAERWERERS
EIHIEEMEA DN SEHEHMER
I, LDAP RIFAESERM, R
kRN true, MIECEERA
LDAP BHE55 A S BAHRD A
£, BB VGEE S A RS,

14.5.5. v1.ActiveDirectoryConfig

ActiveDirectoryConfig 85 ZHIAEET, FTFEX LDAP 4E4 A& /H Active Directory £
A5 LDAP [R%#55H,

¥R Hah B

usersQuery SEATROASAEZENLDAPE  vILDAPQuery
TRERR

userNameAttributes E N LDAP BB LML EE  FrARHEE

FH#RF - Red Hat OpenShift
Service on AWS /"4, 7E Red
Hat OpenShift Service on AWS H
IR AERF&TNENE. 2
R P ExEmail
sAMAccountName.

groupMembershipAttributes ELDAP A &B LML EME  FREHA
SR e,

14.5.6. vi.AugmentedActiveDirectoryConfig
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AugmentedActiveDirectoryConfig &5 ZHBCELT, FFEX LDAP 4[al AHafe 18
Active Directory #l5 LDAP [R%# 38,

&FR Hah B

usersQuery SEATROASMEZENLDAPE  vILDAPQuery
THRERR

userNameAttributes E X LDAP BB LMt EE FRFRHEE

FH#RF - Red Hat OpenShift
Service on AWS /"4, 7E Red
Hat OpenShift Service on AWS H
IR AERFETNENE. 2
R P ExEmail
sAMAccountName.

groupMembershipAttributes ELDAP A &B LML EME  FREBEHA

SR N ErmEMA,

groupsQuery SEBATREHLBEM LDAP &ifl  vI.LDAPQuery
R,

groupUIDAttribute E X LDAP A H LN BMERN  FRH

AR HME—PRIARE,
(IdapGroupUID)

groupNameAttributes E X LDAP HRHE EHIFLEMS  FREHA
&%} Red Hat OpenShift
Service on AWS 2H & R,
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