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&R LU OpenShift APl FiF Red Hat OpenShift Service on AWS (ROSA) & B HIEUIR{R I (OADP) K&
PRGN FARRFHIE, ERE OADP A, /il OADP XEABFIKIGFEIE, LMERTLIER AWS
API,

X— N EENN R -
1. R AWS EiE,

2. &% OADP Operator, FFHIRHLSE IAM A€,

1.1. & AWS EiF

AWS Ik = b A 2 153 OADP &%,

it =
L 2T TR SRABBUTIMNRLE -

B ARG ROSA £, HHRUEBENGNERIIER. EHE
BIFa1, WBRAMAFRBESHIL,

$ export CLUSTER_NAME=my-cluster )

export ROSA_CLUSTER_ID=$(rosa describe cluster -c ${CLUSTER_NAME} --output json |
iq -r .id)

export REGION=$(rosa describe cluster -c ${CLUSTER_NAME]} --output json | jq -r
.region.id)

export OIDC_ENDPOINT=$(oc get authentication.config.openshift.io cluster -o
jsonpath='{.spec.serviceAccountlssuer}' | sed 's|*https:/||")

export AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query Account --output text)
export CLUSTER_VERSION=$(rosa describe cluster -c ${CLUSTER_NAME} -o json | jq -r
.version.raw_id | cut -f -2 -d ".")

export ROLE_NAME="${CLUSTER_NAME}-openshift-oadp-aws-cloud-credentials"

export SCRATCH="/tmp/${CLUSTER_NAME}/oadp"

mkdir -p ${SCRATCH}

echo "Cluster ID: ${ROSA_CLUSTER_ID}, Region: ${REGION}, OIDC Endpoint:
${OIDC_ENDPOINT}, AWS Account ID: ${AWS_ACCOUNT_ID}"

ﬂ & my-cluster &t &) ROSA &L FF.

2. EAWS TR £, BIE—1 1AM SKESLLSR R 1R] S3,

a. BITUT &S, RERKESHER :

$ POLICY_ARN=$(aws iam list-policies --query "Policies[?
PolicyName=="RosaOadpVer1].{ARN:Arn}" --output text) ﬂ

ﬂ ¥ RosaOadp & #i 1 IEHIZERE & FFo
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b. HERAMUTaHRAEIRKEE JSON 3, AFTE ROSA FROIEREE,

IR BEIRME ARN, Za R 0E2RRE, MRKE ARN &7, N if 15
Bk RO,

$if [[ -z "${POLICY_ARN]}" ]]; then
cat << EOF > ${SCRATCH}/policy.json ﬂ
{
"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Action": [
"s3:CreateBucket",
"s3:DeleteBucket",
"s3:PutBucketTagging",
"s3:GetBucketTagging",
"s3:PutEncryptionConfiguration”,
"s3:GetEncryptionConfiguration”,
"s3:PutLifecycleConfiguration”,
"s3:GetLifecycleConfiguration”,
"s3:GetBucketLocation”,
"s3:ListBucket",
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”,
"s3:ListBucketMultipartUploads",
"s3:AbortMultipartUpload”,
"s3:ListMultipartUploadParts",
"ec2:DescribeSnapshots”,
"ec2:DescribeVolumes",
"ec2:DescribeVolumeAttribute”,
"ec2:DescribeVolumesModifications”,
"ec2:DescribeVolumeStatus”,
"ec2:CreateTags",
"ec2:CreateVolume",
"ec2:CreateSnapshot”,
"ec2:DeleteSnapshot”
],
"Resource": "*"
}

I
EOF

POLICY_ARN=$(aws iam create-policy --policy-name "RosaOadpVer1" \
--policy-document file:///${SCRATCH}/policy.json --query Policy.Arn \

--tags Key=rosa_openshift_version,Value=${CLUSTER_VERSION}
Key=rosa_role_prefix,Value=ManagedOpenShift
Key=operator_namespace,Value=openshift-oadp Key=operator_name,Value=openshift-
oadp \

--output text)

fi
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@ SCRATCH 2R alMIGH B EM AR,

c. IBITLAT e mREERES ARN :

I $ echo ${POLICY_ARN}

3. HEROIE IAM A BEEER
LUF 4 02 EE RIS S -

a. 1517
$ cat <<EOF > ${SCRATCH}/trust-policy.json
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal™: {
"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:oidc-

prOV|der/${OIDC ENDPOINT}"

"Actlon“ "sts:AssumeRoleWithWebldentity",

"Condition": {

"StringEquals™: {
"${OIDC_ENDPOINT}:sub": [
"system serviceaccount:openshift-adp:openshift-adp-controller-manager”,
"system serviceaccount:openshift-adp:velero"]

EOF

b. ZITUTHLREUEAR :

$ ROLE_ARN=$(aws iam create-role --role-name \
"${ROLE_NAME}" \
--assume-role-policy-document file://${SCRATCH]}/trust-policy.json \
--tags Key=rosa_cluster_id,Value=${ROSA_CLUSTER_ID}
Key=rosa_openshift_version,Value=${CLUSTER_VERSION}
Key=rosa_role_prefix,Value=ManagedOpenShift
Key=operator_namespace,Value=openshift-adp
Key=operator_name,Value=openshift-oadp \
--query Role.Arn --output text)

c. BITUTHREEEFAE ARN :

I $ echo ${ROLE_ARN}

4. 2T THS, & IAM ERMINE IAM A e

$ aws iam attach-role-policy --role-name "${ROLE_NAME}" \
--policy-arn ${POLICY_ARN}

BESR
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o YkEE 224 OADP Operator ##&H#IAM A,

1.2. 2% OADP OPERATOR FHiZ2{ IAM &

AWS Z2ShEARSS (AWS STS) @— 12 Web iRS5, ©H IAM SEXFRA AR R EIE, B STS
Red Hat OpenShift Service on AWS (ROSA) 2 ROSA B MEIEIIER, AP 7 a0mE1E A
AWS STS “}y Data Protection (OADP) on (ROSA) with AWS STS %% OpenShift API for Data
Protection (OADP),

B

A AWS STS IMEB ROSA £ OADP A~ #F Restic #ll Kopia, #1RZ M Restic/Kopia
TERIE, WFEHE, FHAWSSTS B ROSA £ OADP R iFE4ARIBR] CSI1REE,
MEFZER, 1§50 S4/54,

BF

FEfER STS FER Amazon ROSA &8, FAXFAETRB AWS KigA ik E &85
=

A, ROSA&ERF T2 Data Mover ZhaE. fEMRAILMERRYE AWS S3 TEBIEIE,

FRFM
o BEAMBUINLIRMTENER. BESTKIFESH HE AWS Fib'. (IRETWERM TR
SRREMMRE, BFENENEHMES AWS FiE, 215 ROLE_ARN,
it =
1 BIALLTES, MAWS TREESCHEIE OpenShift secret,
a. BIBEIEX M -

$ cat <<EOF > ${SCRATCH]}/credentials

[default]

role_arn = ${ROLE_ARN}

web_identity_token_file = /var/run/secrets/openshift/serviceaccount/token
EOF

b. 5 OADP fili&ép&Z2[A| :
I $ oc create namespace openshift-adp

c. B3 OpenShift secret :

$ oc -n openshift-adp create secret generic cloud-credentials \
--from-file=${SCRATCHy}/credentials



B1E FHNAERF

1£ Red Hat OpenShift Service on AWS kR4 4.15 R BEFHARAH, OADP
Operator 173 Operator Lifecycle Manager (OLM)#0 Cloud Credentials
Operator (CCO)Z bR L STS TVEd. HIIERD, BAEEQE
Lt secret, IRRFETE &1 Red Hat OpenShift Service on AWS Web 2l
BEE OLM EIEH Operator HAA[IRH A B ARN, LLE secret @1 CCO B
SO,

2. %%k OADP Operator,

a. £ Red Hat OpenShift Service on AWS web 12l & H3# A Operators = OperatorHub,

b. #3& OADP Operator, #AfEm Install,

3. AWS LG8 AWS =FfE -

$ cat << EOF | oc create -f -
apiVersion: oadp.openshift.io/vialphai
kind: CloudStorage

metadata:

name: ${CLUSTER_NAME}-oadp
namespace: openshift-adp

spec:

creationSecret:

key: credentials

name: cloud-credentials
enableSharedConfig: true
name: ${CLUSTER_NAME}-oadp

provider: aws

region: SREGION

EOF

4. 13 DataProtectionApplication ¥R, FTFEESFH &SRS RBHFEIIERE

$ cat << EOF | oc create -f -
apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

metadata:

name: ${CLUSTER_NAME}-dpa
namespace: openshift-adp

spec:

backupLocations:

- bucket:

cloudStorageRef:
name: ${CLUSTER_NAME}-oadp

credential:

key: credentials
name: cloud-credentials
prefix: velero

default: true
config:

region: ${REGION}

configuration:
velero:

defaultPlugins:


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.13/html/operators/user-tasks#olm-installing-from-operatorhub-using-web-console_olm-installing-operators-in-namespace
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- openshift
- aws

nodeAgent: ﬂ
enable: false
uploaderType: restic
snapshotLocations:
- velero:
config:
credentialsFile: /tmp/credentials/openshift-adp/cloud-credentials-credentials 9
enableSharedConfig: "true"
profile: default
region: ${REGION} @
provider: aws
EOF

HE LU THS—&E.

credentialsFile FE% 2 pod L FHEREIENERALIE.

1k,

9 enableSharedConfig FE& /01 snapshotLocations £ = E S [ N EMERE LHE
@ R AWS EiEX i BHREE AT,

5 region & NEBY AWS Rig, X5 ERF KB R,

WAE, ERLAEMFIRE OpenShift N FATERE, #1 OADP SXA4ATIR,

-
B E R Y restic BY enable S04 & 7y false, & OADP A3 ROSA IfiEH Y
Restic,

MERFH OADP 1.2, E&HIEE :

nodeAgent:
enable: false
uploaderType: restic

FRLLTHS :
restic:
enable: false

MRBFEANDAEEEERSHDMRE, NIFHAEEETE cloudstorage CR #1 OADP
DataProtectionApplication B2 & %I EBHERER AWS S3 FiE B,

Lth B

o E&E AWS EiF

\


https://docs.openshift.com/container-platform/4.11/backup_and_restore/application_backup_and_restore/backing_up_and_restoring/backing-up-applications.html

B1E FHNAERF

1.3. E AR

A H A Restic. Kopia fl DataMover

® CloudStorage: openshift-adp-controller-manager crashloop seg fault with Restic enabled

o (RE OADP11x_%&M) : CloudStorage: bucket is removed on CS CR delete, although it

doesn’t have "oadp.openshift.io/cloudstorage-delete": "true"

1.4. HAth BTIR
® Understanding ROSA with STS
® ROSASTS Al]
o NIEHA STS M ROSA &5
o XTFT%&ZE OADP
e & CSI &

® ROSA TFfifi%Em


https://issues.redhat.com/browse/OADP-1054
https://issues.redhat.com/browse/OADP-1055
https://docs.openshift.com/rosa/rosa_architecture/rosa-understanding.html
https://docs.openshift.com/rosa/rosa_getting_started/rosa-sts-getting-started-workflow.html
https://docs.openshift.com/rosa/rosa_install_access_delete_clusters/rosa-sts-creating-a-cluster-quickly.html
https://docs.openshift.com/container-platform/4.13/backup_and_restore/application_backup_and_restore/installing/about-installing-oadp.html
https://docs.openshift.com/container-platform/4.13/storage/container_storage_interface/persistent-storage-csi.html
https://docs.openshift.com/rosa/rosa_architecture/rosa_policy_service_definition/rosa-service-definition.html#rosa-sdpolicy-storage_rosa-service-definition
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