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%5 12 RED HAT OPENSHIFT SERVICE ON AWS R5&E = 5ER

INRIZE T Red Hat OpenShift Service on AWS (ROSA) B2 @ A 1185, 15217 Red
Hat OpenShift Service on AWS HI5E2£45R, WIHEA X ROSA REMNEZER, HSHAE
AWS (ROSA)_E %% Red Hat OpenShift Service .

#®IBAIERI, M Red Hat Hybrid Cloud Console _EBJ Red Hat OpenShift Cluster Manager 1#32 fil| &
Red Hat OpenShift Service on AWS (ROSA)5EE, HFRF AR, B E— N ARR, 77 #0
AT AR P U [ RN BRI RO SR B,

AP S A LRI E R AWS RESHEARSS (STS)MIEERE, B XTE ROSA £E R {#H AWS STS
HNEZER, HSHERAWS RE25EIRS

J

Configure

Authenticate with
Red Hat and AWS;
set permissions to
enable cluster

creation and support

by Red Hat Site

Reliability Engineers

2

Access

Access the Red Hat
Hybrid Cloud Console
and download the
command line tool

to create and

manage your
OpenShift Clusters

D_

Provision

Specify your cluster
requirements in the
Red Hat Hybrid Cloud
Console or in the CLI
and automatically
create your clusters

C

Deploy

Deploy your
applications to
your Red Hat
OpenShift Service
on AWS clusters

1.1. BIiR S

o RBS[{ T Red Hat OpenShift Service on AWS (ROSA)HI4t
B 3TA,

4, LAk ROSA ZEERIF 2254

o EMEMIEEXRFEIFIATY BRI, URMIIMENESER

o MBEFBTHHHSTS B ROSA B AWS Fo R,

o MM BIZIT ROSA E£EEM AWS IRSELFIE R,
1.2. KEINE

£ AWS (ROSA) &% E #I# Red Hat OpenShift Service B, EHIISER TES R ILBIEIAE !
o IRIFEMEH AWS H Red Hat K 451IE ROSA BISE RS,
o ZRMEEMBNMSITRE(CLNIE,
e JYiE CLI TEMEE.

EA LR IRA T RS R BOX B E K,


https://www.redhat.com/en/products/interactive-walkthrough/install-rosa
https://console.redhat.com
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-understanding-aws-sts_rosa-understanding
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-understanding
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/architecture/#rosa-architecture-models
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/architecture/#architecture
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/prepare_your_environment/#rosa-limits-scalability
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/prepare_your_environment/#rosa-planning-environment
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/prepare_your_environment/#rosa-sts-aws-prereqs
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/prepare_your_environment/#rosa-sts-required-aws-service-quotas

Red Hat OpenShift Service on AWS 4 Fr#4{E

$1F ROSA Jo k&4
{6 A LR A2 R S JRTE IR AWS K 7 JE BB Red Hat OpenShift Service on AWS (ROSA),

AR

BB LLIEK,
WA AWS K,

ERFERTHAN AWS Ik SRIZTEINEERRE. MREA AWS Organizations,
&0 LUE R IERRTEALI B9 AWS Bk SR O — NI,

it 3
1 BRE| AWS BEEIEHIE,
2. # A ROSA iR%5.
3. Hil Getstarted,
S UE ROSA SERFM TTEIFT I,
4. £ ROSAEA T, MRETZEBRS, FHBRAT Zai/EHAKN ROSA,
MEREE, FREBUTSEHIT
a. 1% | agree to share my contact information to Red Hat 35119 8 1% 4E.
b. = Enable ROSA,
EEYESFE, RETNSBASHETERAT ROSA HER,
5. 7£ Service Quotas F, REZR—MBNE , FAEMETTHE ROSA HEXK,
MREER ENRHBTAFEREER, FiC TR ZRERPIIENRIME, BX 15K
FIRNMIER, EBY Amazon 44, Amazon A REE B L/ F REREEBCATIE K,
6. 1f ELB IRSSEEEMAR T, HBRITLESSH AWSServiceRoleForElasticLoadBalancing
EﬁEO
7. = Continue to Red Hat,
Get started with Red Hat OpenShift Service on AWS (ROSA) S E—NFFR % T I,
EHTEPERKE 1S, HETUREHITE 2 5,
HAeth BHR

ROSA j5 R F iR B HERR

ZENEEFRSNCLI TR
FRUTSRERNITFiL ERENBE,

it =

1.

ZERMECERHH AWS CLI (aws),

a. BRI AWS S 1THRE X NERNIRERTLREMEE AWS CLI,


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_create.html#orgs_manage_accounts_create-new
https://console.aws.amazon.com/rosa/home
https://console.aws.amazon.com/rosa/home
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/ROSA/latest/userguide/troubleshoot-rosa-enablement.html#error-aws-orgs-scp-denies-permissions
https://aws.amazon.com/cli/
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1f .aws/credentials XX+ 315 7E aws_access_key _id. aws_secret_access_key #[l
region, ES [ AWS AR AWS B & EiliE11H

o =
% IRE L% fEF AWS_DEFAULT _REGION IfiE 45 &% B I\ AWS K,
b. & AWS API IIER B EREHEE T AWS CLI :
I $ aws sts get-caller-identity --output text
ot B
I <aws_account_id> arn:aws:iam::<aws_account_id>:user/<username> <aws_user_id>

2. REMEERKHTH ROSA CLI (rosa).

a. M Red Hat OpenShift Cluster Manager Hybrid Cloud Console _£#J Downloads T F#E &
B VERGHY ROSA CLI B FThR Ao

b. MTEBIFFAEFIRE rosa Z# IS0, LUTRBIM Linux tar U945 AR R B Z 33613044 -
I $ tar xvf rosa-linux.tar.gz

c. EfEMIBRE RN rosa, TELATRAIA, /usr/local/bin BRI EEAFHEREZEH :
I $ sudo mv rosa /usr/local/bin/rosa

d. @if Eifl rosa AR LIIE ROSA CLI RSB EMRRE :
I $ rosa version

A

I 1.2.15

Your ROSA CLlI is up to date.

e. fHFA ROSA CLI B F&IEMLLIEM S
I $ rosa login
it 7~ B

To login to your Red Hat account, get an offline access token at
https://console.redhat.com/openshift/token/rosa
? Copy the token and paste it here:

PSRRI URL, LURERBATF SR, 1 CLIH R THERERETER,


https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-quickstart.html
https://console.redhat.com/openshift/downloads

Red Hat OpenShift Service on AWS 4 Fr#4{E

2 &, EEILEIZ1T rosa login 4 {# A --token="
<offline_access_token>" S35 E B &1 A S hE,

f. IEEREEMINE S, HOEEMEIL :

I $ rosa whoami

I
AWS Account ID: <aws_account_number>
AWS Default Region: us-east-1
AWS ARN: arn:aws:iam::i<aws_account_number>:user/<aws_user_name>
OCM API: https://api.openshift.com
OCM Account ID: <red_hat_account_id>
OCM Account Name: Your Name
OCM Account Username: you@domain.com
OCM Account Email: you@domain.com
OCM Organization ID: <org_id>
OCM Organization Name: Your organization

OCM Organization External ID: <external_org_id>

FEARSEATR, KRERHPHERESER,

1.3. FREIRIABIEX T HE AWS STS #J ROSA K8

Red Hat OpenShift Cluster Manager & Red Hat Hybrid Cloud Console LHIZERS, EAIURE., &
. REFIFAH Red Hat OpenShift &8, LLARSSARIVFEE T B — (URIRCEN AT B SRR, AXEF
B B E A OpenShift Cluster Manager 19 B3l 2=, A HF189 AWS ik 32BN AT Identity
and Access Management (IAM) R, iR FIRSIEIKFSEE AR 1AM A EBFIEEE. FE TR
Operator ABF%HE, LL& OpenlD Connect (OIDC) B 1R HREF.

U {#F OpenShift Cluster Manager Hybrid Cloud Console £ AWS (ROSA)$.EE {2 #H STS B Red
Hat OpenShift Service i, &AL ERIA LIS IR R O R LB,

1EfE A OpenShift Cluster Manager Hybrid Cloud Console 87 STS #J ROSA &8t 7, B
AWS K P SLIMEHIMERER, FOIRRRRIK ~SEER STS A B,

SRR AS LR
e LU A BOA REETRR A B AR 2 ShEIR S5 (STS)H Red Hat OpenShift Service on AWS
(ROSAYEEE, LAITHZERM T BIAEREIE,

A AR

KPRHAe

o ZIAIAM A REIZ : ManagedOpenShift
o HAUBREHEENAR


https://console.redhat.com
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A AR

ERRE

Encryption

Control plane i mEZE

ERHRIAT mECE

Compute 77 m #1235t

MLAECE

T35 E BB (CIDR)

BRINEBEIRAK : Latest

{8/ Red Hat OpenShift Cluster Manager ;& & =126 & LM EIL AWS
X5 : us-east-1 (EERER, LHEFEIL)

AT : data plane B9 —[X
B FEIARY EC2 IMDS s (vl # v2)

WA EXHTIE : HA

SEEUFSARME
RIE FFIH B eted IN%

ZRiA AWS Key Management Service (KMS) % F #E 5 A BUIRHIIN B 2 HH

control plane 7 s SEfI2E 8 : m5.2xlarge (8 vCPU, 32 GiB RAM)

control plane T m#K : 3

ERHZEF T sSEHIZEAY ¢ rS5xlarge (4 vCPU, 32 GiB RAM)

BRI T ¥ 2

Compute 7 s SEHI258 : m5.xlarge (4 vCPU 16, GiB RAM)
Compute T m# : 2
EEEN R EL::

BBT T R

ERERAA N EE
BAERBEREHRIE

Machine CIDR:10.0.0.0/16
Service CIDR: 172.30.0.0/16
Pod CIDR: 10.128.0.0/16

EHAETL : /23
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A AR

HEF B o MTFHIE Operator A OpenlD Connect(OIDC)#REIES : auto
p= Y=
X FERA =iEHlE LER OpenShift Cluster Manager
M=, B3 ERXTEEE M OpenShift Cluster
Manager A&,
o HiA Operator ABBRFIZ : &lt jcluster_names>-
<4 digit_random_string>
SRR o MhTIEE
o /NN T R 5 BREA
T & AWS 1k 3R ER

1 Red Hat Hybrid Cloud Console L£{#f Red Hat OpenShift Cluster Manager /&R AWS &£ 45 h4
AR %5 (STS)HI Red Hat OpenShift Service on AWS (ROSA)SEEEZ B, (EUF AWS K P SR BILLIEHL
FEXRER, ERTLUEN QB FFEELLT 1AM A B3 KB RIK -,

OpenShift Cluster Manager i fa

@] OpenShift Cluster Manager IAM £ & {5 55 B (R AL B LA,

IR LU E A E AR FZI OpenShift Cluster Manager B, EAINR{#E A OpenShift Cluster
Manager J2 FRSEEE4E, BIRFUR fo1F {8 A OpenShift Cluster Manager B ZhER B4 E TEEEM
Operator A F1 OpenlD Connect(OIDC) LN,

RArfaf
SR IAM BB HEEREMLIER Ik S, L08R ik - 2772 F5EEE OpenShift
Cluster Manager A &HIZLIEHLIE R,
L {# F OpenShift Cluster Manager Hybrid Cloud Console Z238 &£ BEFATEEAY STS BORAT, £
AP AeREIE AWS &4,

R AWS i P S 2T e AR K B

1 Red Hat Hybrid Cloud Console L£{#f Red Hat OpenShift Cluster Manager /R AWS &£ 5 hE
AR5 (STS)H Red Hat OpenShift Service on AWS (ROSA) &2 7, I — OpenShift Cluster
Manager IAM B B3 HEEERIEMNLENM, RAE, OE—TAF IAM A6, FSHEEDIR—4018
MLA SR BIZTHE R iR

¥ =
1. BJE OpenShift Cluster Manager f {5 H A B MAYLLIHLIY -


https://console.redhat.com
https://console.redhat.com
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==
Z{#HF OpenShift Cluster Manager ;B A =126 & 5 ASKEERFE Operator A B
OpenlD Connect (OIDC) NI B 5hERE, MW IIE AR ROSA S8R KAl

A B EEHEE Admin OCM fifs £ 4, #0&F A X OpenShift Cluster Manager 3
BRNEANTBFINNESER, FS0H THANWS K- XE,

p= Y=
INRIKTE OpenShift Cluster Manager SRS =1EH & 1 6]3 ROSA SR8 ik H1
A HIRPIEET Basic OCM Aa S, NWAfERFIHIRAERE ROSA £E,

ERES TP, REHRTERERE TEEEM Operator AF] OpenlD
Connect (OIDC) R/ 7,

I $ rosa create ocm-role

RO RIROINE, URECIRMEEA G,
2. QAP ABFNHEEEIERIERA K

I $ rosa create user-role

HRERTRFFCRIROINE, URE IR EEA G,

==
LINEF PR T I AETE T 4532 8 OpenShift Cluster Manager & &BIZLIEHLIE A,

HREREREN STS AR

1E{#F 8 Red Hat OpenShift Cluster Manager Hybrid Cloud Console Z &I, &% AWS (ROSA)SEE L1
B AWS 245 AR5 (STS)M Red Hat OpenShift Service, BT account-wide STS A &F
KB, S1F Operator K&,

ik

1 R AWS KPP HEBEN], HORENEREH STS AaFIRE !
I $ rosa create account-roles
EFRTARNBRIME, URECEA BRE,
{81/ OpenShift Cluster Manager R\ LT O EREEEY
U 7E Red Hat Hybrid Cloud Console _E{#f Red Hat OpenShift Cluster Manager Sl {#f AWS Z24
F2AR S5 (STS)BI Red Hat OpenShift Service on AWS (ROSA)SEEERT, 1RAT LLEFEBR LTS R E Q32 &

Bf, 1%AALUEF admin OpenShift Cluster Manager IAM A& /5 A5 EE45 € Operator A& #] OpenlD
Connect (OIDC)# NP B BhERE.

it

1. 513 OpenShift Cluster Manager 3% Create cluster,

2. 1 Create an OpenShift £8f I A, 7£ Red Hat OpenShift Service on AWS (ROSA){THj%
% Create cluster,


https://console.redhat.com
https://console.redhat.com/openshift

Red Hat OpenShift Service on AWS 4 Fr#4{E

. BIEREY AWS IR P ID R EEXREKEI AWS Bk THIREHIILH, BRERF. XH. worker Fl

control plane T F* & Amazon Resource Names (ARN) 2 & 1E Accounts F] roles T 71

Ho
INRIEBY AWS Bk ID RABFIH, HRERSRING AWS K 52008 M8 %

B, WSS ATHIEHKFEE ARN, HRE AWS KRB FEFERN
account-wide STS A&,

. mifi Next,

. 1E Cluster details TIEH, #iA Cluster name, SEINEBERKWFED, AE = Next,

i E $
SEOIBERBIRIZ, FNE1E openshiftapps.com L E&MERNFE, MR
. EREMNTHET 5 MNFH, ZEMATEAIH. IREBHAINET 15 0T
7, NISATSRBENER D 15 N FRNFERFE, BEE LT, 1Hi%EF Create
custom domain prefix %4, fA/E7E Domain prefix & Fh il A IR AT B
o

TREIRELEE, 1R Cluster settings, Networking, Cluster roles and policies, #] Cluster

updates TTHBIBIALY], REDTHE Next.

. 1£ Review your ROSA cluster TT/, EFTLEFMBLRF = Create cluster FFIA RS,

A% : 7£ Overview Vi, EAILLET LR Enable /5 AMIFRRIThEE, ZREEREMAT

' Delete Protection: Disabled T, XIFFHIEERE W MIFR, BEEAMIRERY, H%EFEE Disable, BX

IWERT, SR TMERERTZhEERAE,

o KALATESEEH Overview THF R ERENHE, BOIUER—TIEPEELEBE.
V1T Details #84> F#Y Status 525 Ready B, fEHIEEEE R4,

IMRLERM, HNEREHMREEKRL 40 DHEMHEREL N Ready, HRE
REMIEHRSUELU T RIFHER. MERZER, BIHEHREZRE B
KECRLNE R IFLURERES BIMS IR, 1557 FEEX Red Hat OpenShift Service
on AWS B35 ##,

14 QIR EKRFEE A R LUIRE SRR W]

HEEESHIRERRFR, EILUUERS cluster-admin £AIAE 7, LUESIEITE AWS (ROSA) &+
i) Red Hat OpenShift Service,

10

LEFRRED IR BNERN, SHEENAIREA. BR, HEERESHIRM
B, AREFENFOREEFAFRTEFEEARI. BXNEN ROSAKRE
BORUERFNESER, ESHIESHIEHEFHIRFERH IR,
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it
1 QIRSHEEAR

I $ rosa create admin --cluster=<cluster_name> ﬂ

ﬂ ¥ <cluster_name> & BRI R TR,

A

W: It is recommended to add an identity provider to login to this cluster. See 'rosa create idp -
-help' for more information.

I: Admin account has been added to cluster '<cluster_name>"'.

I: Please securely store this generated password. If you lose this password you can delete
and recreate the cluster admin user.

I: To login, run the following command:

oc login https://api.example-cluster.wxyz.p1.openshiftapps.com:6443 --username cluster-
admin --password d7Rca-Ba4jy-YeXhs-WU42J

I: It may take up to a minute for the account to become active.

-
#UE cluster-admin A BT R AT BE B E RN — D EF BESE AR,

Hth BHR

o HXEXREIROSA web #ZHIGMLSIR, 1HS BT Web 25617 F5&E.

1.5. EES M RHBEFHRFEEVIFTIR

Red Hat OpenShift Service on AWS (ROSA )@1EWIE OAuth BR5538. I ROSA &8tE, BT
OAuth BEBE H{E R S PRMERF. AE, EULEERENSDRHRERFRRMKDALURT S T SEN
A PR

RIAA LR IEEE N FHIRMEFH 1% EA cluster-admin = dedicated-admin 5517 #) & {5 12452
J%m)jo

BiE S RRIER

IRE LLTE AWS (ROSA) 2% L/ Red Hat OpenShift Service FERE AR BDIRIEIEF R T, IFMRE
B3 GitHub, GitHub Enterprise. GitLab. Google. LDAP. OpenlD Connect 1 htpasswd & {312 {52
J%Q

BF

htpasswd {3 1RIEREF LTINS E 0B ANEFFSBEER . htpasswd AXZ#FEHN AWS £
#J Red Hat OpenShift Service H:@ A &2 1R IFEF

LURRA2 GitHub S RRMIZFECE JRAl.

it

1
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1. A github.com FEFEIER GitHub 1K,

2. MNREHEBFER ROSA EBMINA GitHub 4HZ, HHE—, IR GitHub XY g4 B

3. NEEBEE GitHub SpIRMER, URT GitHub HRMIBL A,
a. EAERARESFDRHEER :

I $ rosa create idp --cluster=<cluster_name> --interactive ﬂ

Q ¥ <cluster_name> & 1 EEEFHI R TR,

A

I: Interactive mode enabled.
Any optional fields can be left empty and a default will be selected.
? Type of identity provider: github
? |dentity provider name: github-1
? Restrict to members of: organizations
? GitHub organizations: <github_org_name> 0
? To use GitHub as an identity provider, you must first register the application:

- Open the following URL:

https://github.com/organizations/<github_org_name>/settings/applications/new?

oauth_application%5Bcallback_url%5D=https%3A%2F%2Foauth-openshift.apps.
<cluster_name>/<random_string>.p1.openshiftapps.com%2Foauth2callback%2Fgithub-
1&oauth_application%5Bname%5D=
<cluster_name>&oauth_application%5Burl%5D=https%3A%2F%2Fconsole-openshift-
console.apps.<cluster_name>/<random_string>.p1.openshiftapps.com

- Click on 'Register application'

ﬂ FEREH GitHub MM & FREH <github_org_names,

b. f# A %IH Y URL Fi%$% Register application, 1E GitHub 41 FEMETEY OAuth N T2
FFo BILEMMNARR, ERLUSHA ROSA HtyE) OAuth BRS58%, LUMEITIEERT GitHub
HARIRR A BN ERBE R,

Register a new OAuth application GitHub & ¥ FR=FE& B ROSA CLI &
Y B URL BEEFRMENIE,

c. {#M GitHub OAuth I/ F TIE RIS R IEFFIRM rosa create idp X E X127

S 228: nkinh AR

? Client ID: <github_client_id> 0

? Client Secret: [? for help] <github_client_secret> 9
? GitHub Enterprise Hostname (optional):

? Mapping method: claim


https://github.com
https://docs.github.com/en/organizations/collaborating-with-groups-in-organizations/creating-a-new-organization-from-scratch
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I: Configuring IDP for cluster '<cluster_name>'
I: Identity Provider 'github-1" has been created.

It will take up to 1 minute for this configuration to be enabled.

To add cluster administrators, see 'rosa grant user --help'.

To login into the console, open https://console-openshift-console.apps.<cluster_names.
<random_string>.p1.openshiftapps.com and click on github-1.

@ =7 GitHub OAuth BIRTRFHIE /i ID i <github_client_id>.
Q A GitHub OAuth I FAFEFHIZE F i secret Bt <github_client_secret>,

© 5t claim fE RS S .

BAESMRUAEEENIRRAREERNIN D, MRERLET cluster-

admin B/, TLUBTIZ1T oc get pods -n openshift-authentication --
watch SRR AEHFNREEHERE OAuth pod,

d WAUTHSEIESMREEFESEEMBEE :
I $ rosa list idps --cluster=<cluster_name>
I

NAME TYPE  AUTH URL
github-1  GitHub https://oauth-openshift.apps.<cluster_name>.
<random_string>.p1.openshiftapps.com/oauth2callback/github-1

Hi 5w
o BXEBEE XFHNBDRHBEFREFMLYE, 1HSM ) STS BB FRIRHER,
BF A N SR BER T AR

87T LU ¥ Red Hat OpenShift Service RINEIARESE R S D4R, % F F 4T Red Hat OpenShift
Service on AWS (ROSA) S E£#917 [AIF R,

BRI LU ROSA SRR ETERENFNIRMUER. UTROREREA A RINERE WEF S D
GitHub #iH,

ik
1. # A github.com FHEFKENER GitHub 1K,

2. BIEEEIINEK GitHub Hli ROSA R A 7, 2R GitHub SXTAYFRAYEIE FE N A B R
WK .

AP RTER R
AP RNBIEENSDIRERRFRE, ERLTE AWS (ROSA) &£2£/ 5 Red Hat OpenShift Service %%
FA " cluster-admin = dedicated-admin Y[R,

it
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https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/install_rosa_classic_clusters/#rosa-sts-config-identity-providers
https://github.com
https://docs.github.com/en/organizations/managing-membership-in-your-organization/inviting-users-to-join-your-organization
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o NEMHIREERFFEEE cluster-admin AR :
a. ¥F A cluster-admin (R :

I $ rosa grant user cluster-admin --user=<idp_user_name> --cluster=<cluster_name> ﬂ

ﬂ FRENREEFRAFMERLTEH <idp_user_name> 1 <cluster_name>,

T
I I: Granted role 'cluster-admins' to user '<idp_user_name>' on cluster '<cluster_name>'
b. IEZRE 28 #% cluster-admins ZHHIAK 51 :

I $ rosa list users --cluster=<cluster_name>

i R
ID GROUPS
<idp_user_name> cluster-admins

o NEMHIRMHEFHMEE dedicated-admin 1R :
a. ¥ F A dedicated-admin F{fR :

I $ rosa grant user dedicated-admin --user=<idp_user_name> --cluster=<cluster_name>

Bl

I I: Granted role 'dedicated-admins' to user '<idp_user_name>' on cluster '<cluster_name>'
b. KiFiZA M 2E #7514 dedicated-admins ZHHIMK A

I $ rosa list users --cluster=<cluster _name>

R b
ID GROUPS
<idp_user_name> dedicated-admins

Hi 5w
o SHEEAR

o EXPEHEABPN,
1.6. @1 WEB #4815 R 58

UEEHEEAR TR RNIREN S B RERERE, ERILET Web #2§15 &% E Red Hat
OpenShift Service on AWS (ROSA) 52%,
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https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-sdpolicy-cluster-admin-role_rosa-service-definition
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-sdpolicy-customer-admin-user_rosa-service-definition
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iy =
1. RERSEEFRYIESI A URL :

I $ rosa describe cluster -¢ <cluster_name> | grep Console ﬂ

Q ¥ <cluster_name> & BRI R TR,

it N |
Console URL: https://console-openshift-console.apps.example-
cluster.wxyz.p1.openshiftapps.com

2. #E A E—S i R REREIA URL HE%,
o MNRAIET cluster-admin A/, EFEARENEIEESR,
o MPMNERIET BHIRMERE, 1 Login with... FHEEREZE S QR IRMEFE AT, FHF
SERR IR B R BT IRALE 3K
1.7. M\ DEVELOPER CATALOG #ER A+
1E AWS Web #ZHl&H, M Developer Catalog S8E NS ATER, FHERARKRAX TN BERF.

AR
o B E[EHE Red Hat Hybrid Cloud Console,
o BIE AWS 5B L8 T Red Hat OpenShift Service,
o ENEHEESMHIREER.
o REMIFAFIKFRINBIR BN S IRERERF R,

it =

1. # A OpenShift Cluster Manager F1#4 Clusters T,

2. R EEENEHSHNIETEFR(HBAC),

3. ¥ Open console,

4, SEHEHIESREHANTERE OPITH, EREEEBENSDIRUERFEIEE RN,
5. 7£ Administrator M7, % Home — Projects - Create Project,

6. FIATBBEH, FEFMERZNIN Display Name #1 Description,

7. | Create LAAIRIZIIH,

8. tI#i%| Developer Ml Fi%#E +Add, KiE FREHR 2ENF|QIZTE,

9. 1f Developer Catalog X[1E#EAR, %£FF All services,

10. 7£ Developer Catalog TIEH, MIZH A% Languages —» JavaScript,

15


https://console.redhat.com
https://console.redhat.com/openshift
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1. B Node.js, SAFH i Create LLITF Create Source-to-Image R T,

S

12. 7 Git B9, #£6 Try =~Hl,

i
Gk

VA REFEE = Clear All Filters LLE 7~ Node.js 177,

fors

13. 7 Name FEHRRIM—MH—ZH, Z(EMBTH B XN,
14. #iL%FF T Deployment #I Create a route,
15. X Create LAEREN A, B8F pod EEJLHO BT [E],

16. A% @ %5 Node.js N ARRFEHEFR I FERE Topology BHEHH pod IR, WM TIER
nodejs f9E 52, 3 H nodejs Pod 4 F Running IR, SRE4KEL,

7. BETHGE, KNARFEHNEHURL, HBRXSUTREXRM :
I https://nodejs-<project>.<cluster_name>.<hash>.<region>.openshiftapps.com/
W gs RITF— R, EPEaRLMTHER :
I Welcome to your Node.js application on OpenShift
18. ®iE : MHFRN AREFFHERTOIEN TR
a. 7£ Administrator i/, # A Home - Projects,

b. mUIEMRIER S, FBiLfE Delete Project,

1.8. FEHEIE SR DN A - U7 IR

& 7] LU# A Red Hat OpenShift Service on AWS (ROSA) CLI, rosa 41 7 #1%4 cluster-admin =5
dedicated-admin #{[R.

EMAFBEHERYN, BRMEERNSDRMERFPRERZA .
REBAT RS IRMA P B E E AR R R ],

MHA FREHEE G1ABR
IREBAT RS ZEM A F Y cluster-admin = dedicated-admin FZE,

pi% =
o MEBERIREERF P #EE cluster-admin AR :
a. ¥y cluster-admin #YR :

$ rosa revoke user cluster-admin --user=<idp_user_name> --cluster=<cluster_name>

ﬂ FRENREERAFMERLTEH <idp_user_name> 1 <cluster_name>,

16
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I
? Are you sure you want to revoke role cluster-admins from user <idp_user_name> in

cluster <cluster_name>? Yes
I: Revoked role 'cluster-admins' from user '<idp_user_name>' on cluster '<cluster_name>'

b. UFIZA & B5 N cluster-admins HAIRK 5 :
I $ rosa list users --cluster=<cluster_name>
I
I W: There are no users configured for cluster '<cluster_name>'

o MEBERIRIEIERF P #% dedicated-admin YR :

a. ¥y dedicated-admin (R :

I $ rosa revoke user dedicated-admin --user=<idp_user_name> --cluster=<cluster_name>
i R
? Are you sure you want to revoke role dedicated-admins from user <idp_user_name> in
cluster <cluster_name>? Yes

I: Revoked role 'dedicated-admins' from user '<idp_user_name>' on cluster
'<cluster_name>'

b. KFiZ A% E%% dedicated-admins ZHBYMK A :
I $ rosa list users --cluster=<cluster_name>
Bl
I W: There are no users configured for cluster '<cluster_name>'

BTSRRI P U IR
ER LU BRI A MEC B B B D4R L2 - Fh I BR SR U SR B U IR

ZAILLN ROSA £ RCET AR BN F B RMER. UTRAIRE N NEREE S D GitHub HABIM
BB SRR U7 [ A BR.

ik S
1. # A github.com FHERKEER GitHub 1K,

2. M GitHub B4R fHiBRIZ . 1RER GitHub SXAY R B9 M BB cR i R ES 51 B 45 B 4T 324,

1.9. kR ROSA &£ 2%%0 AWS STS %R

& T LU#E A Red Hat OpenShift Service on AWS (ROSA) CLI rosa FRER AWS T2 SRS (STS) &Y
ROSA &£8%, AT LU#E A ROSA CLI fHB& AWS Identity and Access Management (IAM) 1k 738 Bl I B4
A, BFETERM Operator B, LUK OpenlD Connect (OIDC)#tN ., /I BREEESE H MIRELH
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https://github.com
https://docs.github.com/en/organizations/managing-membership-in-your-organization/removing-a-member-from-your-organization
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Operator 5RE§, EEJLUER AWS IAM #H15,

BF

IKFSEE B 1AM A B RIS AT RERR R — AWS ik P B E fth ROSA £ ER. REHME
BATENER, T aipRiX LR,

T
1. MkRERFWERBE, 9 <cluster_name> & W ERM LT ID:

I $ rosa delete cluster --cluster=<cluster _name> --watch

BF

TEMBR IAM f 8, SRE&H] OIDC AR, B MEFERIFMIRTN. TEERF
SeFE A ERNRREREFUENTR. RERFE TSN Operator AEREFR
OpenShift Operator BB TTIR, Operator £ OIDC #t1 fEi# 1T &2 %81k,

2. MIFREERE Operator B F &14951UER OIDC LT -
I $ rosa delete oidc-provider -c <cluster_id> --mode auto ﬂ

ﬂ 1 <cluster_id> & # &R ID,

¢ b
' IREILUER -y 7500, FERTAFLBEIEE yes.

3. THBRFFE FEBEEM Operator IAM A :
I $ rosa delete operator-roles -c <cluster_id> --mode auto ﬂ

ﬂ 1 <cluster_id> & # &R ID,

4. HRERSCHENAR

BF

K SEE B IAM B EFIREE T REtRE — AWS ik~ B9 E i ROSA £R¥EM. R
BHEMEBEATENTR, TR L TR,

I $ rosa delete account-roles --prefix <prefix> --mode auto ﬂ

ﬂ B EE --<prefix> S, 1§ <prefix> BN EMRNRISCHE BB, WREEL
BRELENAGIRBEEBE LA, HEEMILRIZ ManagedOpenShift,

5. MERIENER STS B9 ROSA EREQIERIK FSEREBIANEL (inline) #1 Operator IAM ZEBg :

18
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a. BRE AWS IAM 2 &,

b. i# A%l Access management - Policies, BifirhEA—Nik o SEE RIEH S LR,
c. LRI, = Actions - Delete LUTFHHBRERBEXTVEHE,

d. AR BILABIAMER, AF1%ERE Delete LUMIBRERRS.

e. EENH, MERFHMRENEESEEBRELF Operator 2K,

1.10. BFEL IR
e {#fH OpenShift Cluster Manager 2 & EEEE R RIMNARS
o TIEFHET M

o OB RHERL

11 b 55R

o HXHF AWSSTS WEMK 1 ROSA LN ELER, HSH(FEH STS EELIER T 7
ROSA,

o HXIEMNEA AWSSTS WIE R Ti%XEMN A # ROSA £HMEZER, 155 TH ROSAZET
YER.

o BXAREBHNESER, HS WA ROSA Classic &,
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https://console.aws.amazon.com/iamv2/home#/home
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/add-on_services/#adding-service
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/cluster_administration/#rosa-managing-worker-nodes
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/monitoring/#configuring-the-monitoring-stack-1
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/prepare_your_environment/#rosa-sts-overview-of-the-deployment-workflow
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/install_rosa_classic_clusters/#rosa-understanding-the-deployment-workflow
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/upgrading/#rosa-upgrading-sts
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2= £ AWS EFFia{E A RED HAT OPENSHIFT SERVICE Y52
iEm

INREE T ROSA IRZEA 118, 1S Red Hat OpenShift Service on AWS R5&
UNBECR

-

FREBARANITHY, £ AWS (ROSA)EEE EAII# Red Hat OpenShift Service, ##FRFIARIFIR, HES
— N FAERR, F T ARIMEES P UT A A R IR RO SR B

IR LIBIERE R AWS Security Token Service (STS) BI5EEE, AT UGB RN ERAEHNER., AXEFNS
RA LR GRER AWS STS BU&EEE, B<7E ROSA &R ERH AWSSTSHMEZER, HSHER
AWS B2 GRS .

2.1. BIiR S

o BB T Red Hat OpenShift Service on AWS (ROSA)EINTME, LAR ROSA ZRFRERIFN 2852
B SR,

o MBREAXRBHAMATYT BUMH, URMYIIFENIEFER,
o MBEFBTHHHSTS B ROSA B AWS Fo R,

o RHIRGIHEIZIT ROSA £EH AWS IRSFECHIE K »

2.2. X EBIME

£ AWS (ROSA) & &% E0E Red Hat OpenShift Service &, fEIISERU TES R IZBIEHIALE -
o IRIEEBI AWS 1 Red Hat K P45 1IE ROSA By 5E R S5
o ZERMEEMBNGSITRECL)IE
o IiE CLI TEMECE.

BRI LR IRA T RS R BOX B E K,

2.2.1. 161F ROSA o R4

FERLREFISEIE T AWS 1K /5 Red Hat OpenShift Service on AWS (ROSA).

AR
o mAELLIEIKS,

o MBE—NAWSHKA,

ERFERATAN AWS Ik SRIZTEINESRRE. MREA AWS Organizations,
&) LU SRR TEALFI B AWS K P sl 0 B — NIk
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https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-understanding-aws-sts_rosa-understanding
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-understanding
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/architecture/#rosa-architecture-models
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/architecture/#architecture
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/prepare_your_environment/#rosa-limits-scalability
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/prepare_your_environment/#rosa-planning-environment
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/prepare_your_environment/#rosa-sts-aws-prereqs
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/prepare_your_environment/#rosa-sts-required-aws-service-quotas
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_create.html#orgs_manage_accounts_create-new
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. BRE AWS BIEEEIS,
. A ROSA RS,

. B Get started,

ik ROSA JoRFM TEFFT .

. EROSAEA T, MRERLZENS, FHERATZAIEAKN ROSA,

MEREE, FREBUTSEHIT :
a. %t | agree to share my contact information to Red Hat 3511 0 & j%4E,

b. 5 Enable ROSA,
EEYSEER, fERNGBASHEREAT ROSAMEER,

. 7E Service Quotas F, MARER—MerEKRE , FAENELHHE ROSA HEK,

MREER EMNRHTFFEREER, Hid TRAIKEMEREE PRI HN&R/IME. BX HKE
HIEMBER, 1S Amazon X414, Amazon BJREFRE L/ F RE# A BCATIE K,

. 7 ELB RS EEMNARE T, BRI TRESSH AWSServiceRoleForElasticLoadBalancing

BFHE,

. B Continue to Red Hat,

Get started with Red Hat OpenShift Service on AWS (ROSA) TS E— NFFR % T I,
FELTEAETERE 1S, PEATUSEHITE 2 5,

Hth TR

e ROSA 5 iR B HERR

222 BEMEEMENCLI TR

FRUTSBEEENITEL EREFMEE AWS,. Red Hat OpenShift Service on AWS (ROSA)F]
OpenShift CLI TE,

AR

i

BB — AWS Tk,
MAEE T ZLIEIK

. IRET LB 3 A B console.redhat.com Fi%# Register for a Red Hat account
" S OIERLIIEIE

. REME BRI AWS CLI (aws),

a. BB AWS s 17 E X N IEHIRE R REFEE AWS CLI,
1f .aws/credentials XX+ 35 7E aws_access_key _id. aws_secret_access_key 7l
region, 155 AWS XA AWS EoiE E A,
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https://console.aws.amazon.com/rosa/home
https://console.aws.amazon.com/rosa/home
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/ROSA/latest/userguide/troubleshoot-rosa-enablement.html#error-aws-orgs-scp-denies-permissions
https://console.redhat.com
https://aws.amazon.com/cli/
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-quickstart.html
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ol

% {4 AT LU ) AWS_DEFAULT_REGION #1725 8% BEA AWS X i,
b. #if AWS API LUSIER B EREHEE T AWSCLI :
I $ aws sts get-caller-identity --output text
ot B
I <aws_account_id> arn:aws:iam::<aws_account_id>:user/<username> <aws_user_id>

2. REMEERKHTH ROSA CLI (rosa).

a. M Red Hat OpenShift Cluster Manager Hybrid Cloud Console _£#J Downloads Tl F#E &
FIIRVERGIBY ROSA CLI IR FThR A,

b. MTEBIFFAEFIRE rosa Z# IS0, LUTRBIM Linux tar U945 AR R B Z #6304 -
I $ tar xvf rosa-linux.tar.gz

c. FEEMEREFIRIN rosa, FELLTRAIA, /usrlocal/bin BE 7R FHIEEEH
I $ sudo mv rosa /usr/local/bin/rosa

d. @it i rosa fRAREIE ROSA CLI 2E B EARE :

I $ rosa version

A

1.2.15
Your ROSA CLlI is up to date.
e. : 9 ROSA CLI J2 FH tab B5h5E K IhRE. /2 A tab BEI5EIRES, EA LR Tab 7
/XEEEKJJm:ﬁBZ¥’n°ﬁ FEWHGSEIL
ROSA Tab #h 2 BB FAREH shell KB, LUTFRAIE Linux EHL L Bash 3 KA tab

BEIER A, %S Bash £ X rosa it FHISEREE S, FHHFHREER
/etc/bash_completion.d/ B % :

I # rosa completion bash > /etc/bash_completion.d/rosa
B FT FF— D4, FRefUERE.
BXHNARE shell KEFLE rosa LTI REMBIF I, ESIZ1T rosa
completion --help FIZEEBNE 5,
f. {1 ROSA CLI BRIERILLIEM S

I $ rosa login

22


https://console.redhat.com/openshift/downloads
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oA

To login to your Red Hat account, get an offline access token at
https://console.redhat.com/openshift/token/rosa
? Copy the token and paste it here:

HABTHEEPIEE URL, LURENE L RS, £ CLIHRTRGEE SELUHITE SR,
p= =1
2 &, EEILAEIZT rosa login 4 {# A --token="

<offline_access_token>" S35 E B &1 A S hE,

g. WILBRBEMINET, HOEMEIFEIL

I $ rosa whoami

I
AWS Account ID: <aws_account_number>
AWS Default Region: us-east-1
AWS ARN: arn:aws:iam::i<aws_account_number>:user/<aws_user_name>
OCM API: https://api.openshift.com
OCM Account ID: <red_hat_account_id>
OCM Account Name: Your Name
OCM Account Username: you@domain.com
OCM Account Email: you@domain.com
OCM Organization ID: <org_id>
OCM Organization Name: Your organization

OCM Organization External ID: <external_org_id>

EARLH TR, REREPHNERREER.
3. REMEE R OpenShift CLI (oc).

a. fffH ROSA CLI F# oc CLI IRFThRA :

I $ rosa download openshift-client

b. MTEEIEFEAHIRER oc ZHEHISXH. LURRGIM Linux tar I HZEUT M4

I $ tar xvf openshift-client-linux.tar.gz

c. TEEMBREFRI oc ZiH IS, FELLTRBIA, /usrlocal/bin B X8 ESERHNEKRER
==

I $ sudo mv oc /usr/local/bin/oc
d. 50iF oc CLI R B EIEMRARE :

I $ rosa verify openshift-client

23
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it Nl

I: Verifying whether OpenShift command-line tool is available...
I: Current OpenShift Client Version: 4.9.12

2.3. Q&7 A STS BY ROSA £2F

FERUTHEZ—, WEMA AWS R245HIRSS (STS)H Red Hat OpenShift Service on AWS (ROSA)
£8., EEMRD, ERLUER Red Hat OpenShift Cluster Manager 8k ROSA CLI (rosa)3E &t E5
i3

o {FHBKIETIGIEMA STS M ROSA £& : oI LIERARET M B 51 STS KRB IREQE
A STS B ROSA &£2&,

o {FHBAENMENA STS M ROSA £8f : o LUMEABE X AW H STS M ROSA £, &1L
A LAECIEFTER STS FURIEF BohFMFEHER,

Hith BHR

o HXIRERHE STS By ROSA £&BIFHML IR, HS 0% %HF AWS STS B ROSA £& # 1£
ROSA LAl AWS PrivateLink 2%,

o HXHM STS By ROSA SEBFTEMNEESEEM IAM ABMKMER, BSHEIK T SEHE RN
IAM B EFMFEEEI A,

o BXFERAAMFNRAAZAREN STS BRIEE, HSMN T HENFFIIEERLN,

o BX ROSA B#HfEGEALMNIEER, ESH Red Hat OpenShift Service on AWS B4 EH ,

2.4. OISR EIE 61 7 LURE LB U7 1]

HEEESHIRERRFR, EILUUERES cluster-admin £AIAE 7, LUESIEITE AWS (ROSA) 8 L
i) Red Hat OpenShift Service,

LEFRRED IR BNERN, SHEENAIREA. B, HEERESHIRM

2, AREFSENFOREEFAFRTEFEEARI. BXNEN ROSAKRE
BORUERFNESER, ESHIESHIEHEFHIRFEH IR,

FIE=S 0
o HH—AWSIK,
o EEMT{riL EREMEE T Z=FTHI Red Hat OpenShift Service on AWS (ROSA) CLI rosa,
o RELUEF ROSA CLI (rosa) & kR EBILLIEIK

o fROIET ROSA &5,

it =
1 QIREHEEARS
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https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/install_rosa_classic_clusters/#rosa-sts-creating-a-cluster-quickly
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/install_rosa_classic_clusters/#rosa-sts-creating-a-cluster-with-customizations
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/install_rosa_classic_clusters/#rosa-creating-cluster
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/install_rosa_classic_clusters/#rosa-aws-privatelink-creating-cluster
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-sts-account-wide-roles-and-policies_rosa-sts-about-iam-resources
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/install_rosa_classic_clusters/#rosa-understanding-deployment-modes_rosa-sts-creating-a-cluster-with-customizations
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-life-cycle
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I $ rosa create admin --cluster=<cluster_name> ﬂ

Q ¥# <cluster_name> &t HEEH A,

it la Nl

W: It is recommended to add an identity provider to login to this cluster. See 'rosa create idp -
-help' for more information.

I: Admin account has been added to cluster '<cluster_name>"'.

I: Please securely store this generated password. If you lose this password you can delete
and recreate the cluster admin user.
I: To login, run the following command:

oc login https://api.example-cluster.wxyz.p1.openshiftapps.com:6443 --username cluster-
admin --password d7Rca-Ba4jy-YeXhs-wuU42J

I: It may take up to a minute for the account to become active.

=
A BUE cluster-admin T R T RERE XA — 8T HES

2. @it CLI &EFRIER
— S PR S LLER ¢

a.

B1T
I $ oc login <api_url> --username cluster-admin --password <cluster_admin_password>

HERERIMER AP URL FISEE I 5 Bt <api_url>
<cluster_admin_password>,

b. WIFEmEE L cluster-admin FA 7 19 & 5| ROSA &2% :

I $ oc whoami
A a5
I cluster-admin

B

o HXEXREI ROSA web #ZHIGHF IR, HSIBIT Web 25517 HEE

2.5. BB B IRHIEFFH IR T RE VTR

Red Hat OpenShift Service on AWS (ROSA Y@1EWIE OAuth fR5538. I ROSA &8tE, BT

OAuth BEE N R F D RMERF. RE, BHUERENS M RERFE PR UIRT el X a8
IR RR

25
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RIAA LR IEEE N FHIRMEFH %Y EA cluster-admin = dedicated-admin 5517 #) & {5 12452
J%ﬁ)jo

25.1. i E B PR AR

IRE LATE AWS (ROSA) 2% L/ Red Hat OpenShift Service FEE AR B IRIEIEFRE, IFMRE
B35 GitHub, GitHub Enterprise. GitLab. Google. LDAP. OpenID Connect 1 htpasswd & {312 {52
.

BF

htpasswd &3 1RIREF LTINS E 0B ANEFFSBER . htpasswd AXZ#FEHN AWS £
#J Red Hat OpenShift Service H:@ A &2 1R IEFEF

LURRA2H GitHub S RRMIZFECE R Al.

FIE=S 0
o HH—AWSIK,
o MBI VFIL EREMEE T &M Red Hat OpenShift Service on AWS (ROSA) CLI rosa,
o RELUEF ROSA CLI (rosa) & kR EBILLIEIK
o HAIET ROSA &,

o MA— GitHub Bk,

1. # A github.com FHEFKEER GitHub 1K,

2. MNRIEHEBFER ROSA EBMINA GitHub HZ, HHE—, IR GitHub XY g4 B
B4,

3. NEEBEE GitHub HpIRMER, URT GitHub HRMEL A,
a. EABEREARESFDRHEES :

I $ rosa create idp --cluster=<cluster_name> --interactive ﬂ

ﬂ ¥ <cluster_name> & 1 EEEFHI R TR,

A

I: Interactive mode enabled.

Any optional fields can be left empty and a default will be selected.

? Type of identity provider: github

? |dentity provider name: github-1

? Restrict to members of: organizations

? GitHub organizations: <github_org_name> ﬂ

? To use GitHub as an identity provider, you must first register the application:
- Open the following URL:
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https://github.com/organizations/<github_org_name>/settings/applications/new?
oauth_application%5Bcallback_url%5D=https%3A%2F%2Foauth-openshift.apps.
<cluster_name>/<random_string>.p1.openshiftapps.com%2Foauth2callback%2Fgithub-
1&oauth_application%5Bname%5D=
<cluster_name>&oauth_application%5Burl%5D=https%3A%2F%2Fconsole-openshift-
console.apps.<cluster_name>/<random_string>.p1.openshiftapps.com
- Click on 'Register application’

ﬂ FEREH GitHub HIgR & FRE <github_org_names,

b. f# A %IH Y URL Fi%$% Register application, 1E GitHub 41 FEMETEY OAuth N T2
FFo BILEMMNARR, ERLUSA ROSA HfE) OAuth BRS52%, LUMEITIEERY GitHub
HARIRR A BN ERBE R,

Register a new OAuth application GitHub & ¥ FR=FE& 85 ROSA CLI &
Y B URL BEEFRENIE,

c. {#f GitHub OAuth I/ F TIE RIS R IEFFIRM rosa create idp X E X127

S 224: kiTh AR

? Client ID: <github_client_id> 0
? Client Secret: [? for help] <github_client_secret> 9
? GitHub Enterprise Hostname (optional):
? Mapping method: claim
I: Configuring IDP for cluster '<cluster_name>'
I: Identity Provider 'github-1" has been created.
It will take up to 1 minute for this configuration to be enabled.
To add cluster administrators, see 'rosa grant user --help'.
To login into the console, open https://console-openshift-console.apps.<cluster_names.
<random_string>.p1.openshiftapps.com and click on github-1.

@ 7 GitHub OAuth BIRTRFHIE /i ID i <github_client_id>.
Q A GitHub OAuth I FAFEFHIZE M i secret Bt <github_client_secret>,

© 5t claim fE ST SE.

HEERRHBEENIRITEFTEANIMN 2, WREEET cluster-

admin BB/, TLUBTIZ1T oc get pods -n openshift-authentication --
watch SRR A EHNREEHERE OAuth pod,

d HIAUTHGRIEENRERFESEERRE :

I $ rosa list idps --cluster=<cluster_name>
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A

NAME TYPE  AUTH URL
github-1  GitHub https://oauth-openshift.apps.<cluster_name>.
<random_string>.p1.openshiftapps.com/oauth2callback/github-1

Hi 5w
o BXEEET XEFNEMNRHERBFRENIFMSI, HSMH N STSEES D RHIRERF

2.5.2. %% B P G EEERY T R AL R

87T LU ¥ Red Hat OpenShift Service RINEIRES BRI S D4R, % F F 4T Red Hat OpenShift
Service on AWS (ROSA) SE£8914 [RIFN R

AL ROSA SRR RETERENFHIRMUER. UTROREREAARNERE WEF S D
GitHub #liH,

AR

it =

BE—1 AWS K,

EEM T EREMEE 7 & FTHI Red Hat OpenShift Service on AWS (ROSA) CLI rosa,
AT LS A ROSA CLI (rosa) & i BB ZL I8k

A3 T ROSA &8,

B — GitHub Pk,

=

MENERFEE T GitHub P IRHMER,

. A github.com FEREIER GitHub K,

. BUEBEAER GitHub #1f9 ROSA &850 ., %88 GitHub XY BYEIE A N A Z R

WA

253. NEFHRFIEE IR

AP RNBIEENSDIRERRFE, ERLTE AWS (ROSA) ££2£/ 5 Red Hat OpenShift Service %%
FA " cluster-admin = dedicated-admin Y[R,

AR
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BB -1 AWS 1K,

EEM T Euh EREMEE 7 & FTHI Red Hat OpenShift Service on AWS (ROSA) CLI rosa,
AT LS A ROSA CLI (rosa) & & BB ZL I8k

1RO T ROSA &8,

MENERHEE T GitHub SR RERER, HARmMT SMREERA.
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https://github.com
https://docs.github.com/en/organizations/managing-membership-in-your-organization/inviting-users-to-join-your-organization

& 23 £ AWS EFF#4{8 A RED HAT OPENSHIFT SERVICE 522158

e
o NEMHIREERFFEEE cluster-admin AR :
a. ¥F A cluster-admin (R :

I $ rosa grant user cluster-admin --user=<idp_user_name> --cluster=<cluster_name> ﬂ

ﬂ FAEMDRERERF A MERLIE M <idp_user_name> 1 <cluster_names,

T
I I: Granted role 'cluster-admins' to user '<idp_user_name>' on cluster '<cluster_name>'
b. BIEZA M 2E %5 N cluster-admins ZHEIEK A :

I $ rosa list users --cluster=<cluster_name>

R
ID GROUPS
<idp_user_name> cluster-admins

o NEMHIRMHEFH M EE dedicated-admin 1R :
a. ¥ F A dedicated-admin F{fR :

I $ rosa grant user dedicated-admin --user=<idp_user_name> --cluster=<cluster_name>

Bl

I I: Granted role 'dedicated-admins' to user '<idp_user_name>' on cluster '<cluster_name>'
b. $iEZA M 2E %5 dedicated-admins ZHHIR% A

I $ rosa list users --cluster=<cluster _name>

R b
ID GROUPS
<idp_user_name> dedicated-admins

Hit 5w
o SHEEASR

o EFEMEAAN

2.6. @11 WEB #4517 0] £ 8F

29


https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-sdpolicy-cluster-admin-role_rosa-service-definition
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-sdpolicy-customer-admin-user_rosa-service-definition

Red Hat OpenShift Service on AWS 4 Fr#4{E

DIREHEEARF AP RINEEENSDRHERRE, EILLET Web #HI5 &K% Red Hat
OpenShift Service on AWS (ROSA) &&%,

AR &M
o BE— AWSIK,
o MBI FiL EREMEE T &M Red Hat OpenShift Service on AWS (ROSA) CLI rosa,
o RELUEF ROSA CLI (rosa) & kR EBILLEIK
o TOIET ROSA &8,
o MEOIETEBEEEARF, AR RMEEENSNIRHER,
iz

2.

IREREEBERIHE IS URL -
I $ rosa describe cluster -¢ <cluster_name> | grep Console ﬂ

Q ¥ <cluster_name> & 1 EEEFHI R TR,

it N
Console URL: https://console-openshift-console.apps.example-
cluster.wxyz.p1.openshiftapps.com

HAE—FHH PSS URL F &%,
o MRAIET cluster-admin A, EFARHMEIFES,

o MRENEHEE T FNRHIZR, 151 Login with. S IFEREEF R IRHUEREL, I
STAR IR BB R IRAUE K,

2.7. M\ DEVELOPER CATALOG ZRE HIZF
£ AWS Web #2#|& 1, M Developer Catalog EREMIAN AERF, FHEARBLFHNARERF.,

AR

it =

30

B2 &% Red Hat Hybrid Cloud Console,

I&1E AWS &£ 8% E O3 T Red Hat OpenShift Service,
ENEHEE S IREER.

HRE A Pk PR INEIR B M S0 IRIEEF .

# A OpenShift Cluster Manager H189 Clusters 1M,

R EEBEENERFZETEIR(HBAC),


https://console.redhat.com
https://console.redhat.com/openshift

1.

12.
13.
14.
15.

16.

17.

18. Ak
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i Open console,

SRS NEFNNIEREORITH, FRERENSDIRHUEFZILEFEEMLIEIK,

1£ Administrator Y&, %% Home — Projects —» Create Project,
EIANTI BB H, FiLFE M Display Name #1 Description,

= Create LAIBIZI B,

t#: % Developer A F % +Add, WiE AESIE 2ENKI QTR

£ Developer Catalog X[1EHEA, 1455 All services,

. 1£ Developer Catalog TIE A, M3EH AL Languages —» JavaScript,

#if Node.js, #AJFH T Create LA$TH Create Source-to-lmage Nl TTH,

=y
IR REFEE = Clear All Filters LU 7~ Node.js %77,

£ Git o, #ifi Try =l

lﬂﬂﬁ

0

£ Name FEEARIM—NHE—EI, ZENBTH A XN TR,
#iLi%+E T Deployment #I Create a route,

= Create LUIEREN A, EBE pod FBEJLAHHHI A,

Al - %FE Node.js N ARFHEEFE I RKE Topology Bi&HH pod KT, B

nodejs f9E 52, 3 H nodejs Pod 42 F Running IR, SRE4KEL,

HETNGE, RNARFNERE URL, EBXSLUTRERM

I https://nodejs-<project>.<cluster_name>.<hash>.<region>.openshiftapps.com/

NP F—DIRET, Eha8EREMmTHER -
I Welcome to your Node.js application on OpenShift

il bR N AR R FIF IR IR O B BT -

a. 1£ Administrator 9, 7 A Home - Projects,

b. mWBEMIRIERE, HEiLfE Delete Project,

2.8. WEHEE A RRF AP Ui RIAR

& 7] LU# A Red Hat OpenShift Service on AWS (ROSA) CLI, rosa 4 7 #1%4 cluster-admin =5
dedicated-admin #{[R.

EMAFBEHERN, BRMEERN S RMERFPRERZE .

REBAT RS IRMA P B E E AR E R ],

WNFF
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2.8.1. M HEHE IR AN R
REBAT RS EM A F Y cluster-admin = dedicated-admin YR,

([} =355
o MBI VFiL EREMEE T &M Red Hat OpenShift Service on AWS (ROSA) CLI rosa,
o RELUEF ROSA CLI (rosa) & kR E L8R

o IROIET ROSA £3&,

P2

o MENKHIET GitHub BMRMRERF, HARMT HHRHEFAF.

o JAFEF T cluster-admin = dedicated-admin Y[R,

b =
o MERIRETIERF P #EE cluster-admin AR :
a. ¥y cluster-admin #YR :

$ rosa revoke user cluster-admin --user=<idp_user_name> --cluster=<cluster_name>

ﬂ FRENREEFRAFMERLTEH <idp_user_name> 1 <cluster_name>,

A

? Are you sure you want to revoke role cluster-admins from user <idp_user_name> in
cluster <cluster_name>? Yes
I: Revoked role 'cluster-admins' from user '<idp_user_name>' on cluster '<cluster_name>'

b. UFIZA & B5H cluster-admins HAIRK 5 :
I $ rosa list users --cluster=<cluster_name>
Bl
I W: There are no users configured for cluster '<cluster_name>'

o MEBERIRIEIERFH P #% dedicated-admin (R :
a. %Y dedicated-admin FR :

I $ rosa revoke user dedicated-admin --user=<idp_user_name> --cluster=<cluster_name>
T

? Are you sure you want to revoke role dedicated-admins from user <idp_user_names> in
cluster <cluster_name>? Yes

I: Revoked role 'dedicated-admins' from user '<idp_user_name>' on cluster
'<cluster_name>'
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b. IUFZAF &A% dedicated-admins HRIK 5 :

I $ rosa list users --cluster=<cluster _name>
T

I W: There are no users configured for cluster '<cluster_name>'

2.8.2. BEEXTSEBERI B P U5 R AL RR
R AT LS B D 1R L2 FE A P MR B 19 5 19 1R HE72 Fe i I B S804 S B 17 101 A BR.

BRI LU ROSA SR ELEARRREM P RMER, UTRAIRZ NV HEREES D GitHub ZHZRIRK
B ER R U7 [ A BR.

RS Y
o mE— ROSA &7,
o BE— GitHub Bk,

o MENKHIET GitHub M RMRERF, HARMT HHRHEFAS.

ik
1. # A github.com FHEFKENER GitHub 1K,

2. M GitHub B4R fHiBRIZ . 1RER GitHub SXAY B9 M BB ch i R ER 51 B 45 B 4T 321,

2.9. fitif® ROSA £ &£F1 AWS STS ¥R

& T LU#E A Red Hat OpenShift Service on AWS (ROSA) CLI rosa B &R AWS T2 SRS (STS) &Y
ROSA &8, &L A LU#EA ROSA CLI fiflBk AWS Identity and Access Management (IAM) K F 5B Bl A K9
A, BFETERM Operator B, LUK OpenlD Connect (OIDC)#tN ., /I BREEESE H BIRELH
Operator 5RB&, ERILAFERM AWS IAM #2515,

8%

IKFSERE B 1AM A BFRIE AT RERR R — AWS K P B E fth ROSA £ ER. REHME
BATENER, T o IipRX LR,

([} =355
o MBI VFiL EREMEE T &M Red Hat OpenShift Service on AWS (ROSA) CLI rosa,
o RELUEF ROSA CLI (rosa) & kR EBILLIEIK

o fROIET ROSA &5,

i =5
1. MRERFWEBE, 9 <cluster_names> & W ERM LT ID:
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I $ rosa delete cluster --cluster=<cluster _name> --watch

BF

TEMBR IAM 8, SRE&H] OIDC AR, B MEFERIFMIRTN. TEERF
SeFE A ERNRREREFURNER. RERFE TSN Operator AEREFR
OpenShift Operator GBI TTIR, Operator £ OIDC #t 1/ i# 1T &2 %81k,

2. MIFREERE Operator BT H12%51UER OIDC LT -
I $ rosa delete oidc-provider -c <cluster_id> --mode auto ﬂ

ﬂ 1 <cluster_id> & &R ID,

ASE EEILMER -y T, TERREL B O yes,

3. THBRFFE FEBEM Operator IAM A :
I $ rosa delete operator-roles -c <cluster_id> --mode auto ﬂ

ﬂ 1 <cluster_id> & # &R ID,

4. WRERSCHENAR

BF

Ik SEE B IAM B EFIREE T REtRE — AWS ik~ B9 E i ROSA £R¥#EM. R
BHMEBEATENTR, T RIMERILE TR,

I $ rosa delete account-roles --prefix <prefix> --mode auto ﬂ

ﬂ B EE --<prefix> S, 1§ <prefix> BN EMRNRICHE BB, WREEL
BRCENAGIREIEEBE LA, HEEMILRIZ ManagedOpenShift,

5. MPREFER STS B9 ROSA EREQIZRIK FSEEBIANEL (inline) # Operator IAM Z5B& :
a. BRE AWS IAM 2l &,
b. i# AZl Access management - Policies, B EA—NIKFSERRIEHN S 1EE,
c. EFRIEE, = Actions - Delete LUTFFHBRERBE X VEE,
d. AR BILABIAMER, AF1%ERE Delete LUMBRERRS.
e. EENS, MERFHMRENEESEEBRELF Operator KB,

2.10. REF IR
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%23 £ AWS LFFi4{8 M RED HAT OPENSHIFT SERVICE B522215 5

e {#fH OpenShift Cluster Manager 2| & EEEE R RMNARS
o TIEITET &

o FCiE ML

2.1 EMER
o BXR{EF AWSSTS WEM 1 ROSA EBMELER, 1ESHER STS B9 ROSA EERTE

o BXMEMNFEHE AWS STS MIER FiXBIKF ] ROSA EBMEZER, 55 T ROSATET
i

o BEXAPEBNELELR, 1551 ROSA Classic &
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B 3F THFEA STS SRE I {FiH ROSA

1 AWS (ROSA) %2f L 0|2 Red Hat OpenShift Service B, EAISTHE AWS B REM, RILFTE
B AWS IRFECAIE S A A, FHiXEERBINSE,

AR T A STS 8E TIERMEREI ROSA, FIEHE DU RV R,

3.1 {F STS BB TE7A ROSA ik

AWS Z25HEIRSS (STS) B— 1N 2B Web BRSS, © N IAM SiEXF A P REREAEIE, BRI LIE AWS
(ROSA) ¥ AWS STS & Red Hat OpenShift Service 3B A, WAHMGREN IAM A B S EIRE Y,
BERIERAEIE, ZRS T EFARFERRETHREE SN AWS AP A,

R LURRAT R AR TR B EM Ui R A STS B9 ROSA 584,

1.

JfEF STS B9 ROSA 52 AWS B9Fe RS , BEREFEM STS B9 ROSA &8, fRHY AWS ik
WAL B TR

ETEMBEN AWS RSSECAT, BEHERSERIE, T EIZIT ROSA £8H/H) AWS RS ERAT,

HEIMEHREMEA STS B ROSA, LA STS B ROSA &85, WAWIE AWS ik
JAF ROSA, REMEEFMEMN CLITE, FRIECLI TEMERE, ELTFEIIE AWS Elastic
Load Balancing (ELB) RS ABREHFELUKFMEN AWS FKIREFEE ™ A.

PRIEOIZEER STS B9 ROSA 2%, SEMABE LRAESER. 5/ ROSA CLI (rosa) 3% Red
Hat OpenShift Cluster Manager S/ STS B5&EE, ErILUERARKVGETRE I BER, 1
AILAR A B & L LLGE R RN K

IR ERE, BB RIRERR, HRESENGHIREEFAMABRFEHEEARN, &
BB LB ERE cluster-admin FB 7 SR IRE T | ETEE L EE,

. WA PN ROSA SEBFRY DT TR . &I LU A ROSA CLI X web | & — A A 48 A

STS B9 ROSA &E#/I14 1],

MR ROSA 8%, 1ZATLUER ROSA CLI (rosa) Mk A STS £85H ROSA, MkaEER R, &
AT LA#EF AWS Identity and Access Management (IAM) #2&I &R STS 5R.

3.2. EMtER

36

BXEM ROSA BBETERABERER AWS STS BERIEE, 155 7 ## ROSA BE TIF

N
/Lo
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