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B1E FERARINETOETH STS B ROSA &8+

IMRMBEE ROSA BIIRZE A 1168, 1ES [ Red Hat OpenShift Service on AWS
Quickstart 8§/,

-

R BRIETIFI B 5 AWS Identity and Access Management (IAM)BEREAIEE, 1RZAIE Red Hat
OpenShift Service on AWS (ROSA) &8%, &R LAEA Red Hat OpenShift Cluster Manager % ROSA
CLI (rosa)Ep B 5B,

AR S BH@T ROSA CLI (rosa) #1 OpenShift Cluster Manager B9 auto =, {8/ HaIH AWS
P AIERTERR 1AM BR, P RS EIK T SEE R IAM A BT, RFE TR Operator BEH
RE&, LLRK OpenlD Connect (OIDC) B R R,

Ao, EELER FER, eHitiZ IAM KIRFEN aws 7%, MAZBEIMBEN]. X EAF
RN HEE L BE LEE ROSA KHHF K, FHSHEREE LOZER,

BREESR
o MHFRIZE TR AWS BISER M,

ROSA CLI1.2.7 BIA T X ¥ OIDC # N Eifmm URL BB E R, Red Hat
OpenShift Service on AWS %% OIDC 5 # URL B EXE, AWS CloudFront S£3jEk
BT VTR RN, FUERER,

AN XNERGERTEHE ROSACLI.2.7 HXEERACIENIFERE, AUAIIAR OIDC-
provider &% B E M X FHTHEEE,

1.1, BUAE B AR B h

e LUFE B\ REIETRR A AR 2 ShEIRSS (STS)H Red Hat OpenShift Service on AWS
(ROSAYEEE, LAUTHhabfEuR 7 BRIASEBEIAR,

1.1 1 STS E£RHIEAEIA ROSA

At AR

e e o EtilIAM B E&RI% : ManagedOpenShift

o HAUEEHEEINAR


https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/getting_started/#rosa-quickstart-guide-ui
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/prepare_your_environment/#detailed-requirements-for-deploying-rosa-using-sts
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A AR

.
AEIE o SBRUEBEMRA : Latest

e {3 Red Hat OpenShift Cluster Manager Hybrid Cloud Console #%z 2k
BIBRIN AWS K15 : us-east-1(US East, North Virginia)

e T : dataplane B —X
o JHFBIARI EC2 IMDS i s (V1 #1 v2)

o WERFENMIA : B

Encryption . .
yp o LHEhESmME

o RAEFRBAINH etcd INE
o i\ AWS BB IEARSS (KMS) B A1 A SRR N 22 B2 5

control plane i SR & e e
P e control plane 7 s SXFIREY : m5.2xlarge (8 vCPU, 32 GiB RAM)

e control plane Tl : 3

HMZEET REEE
R B o ERHZRHTT L IZEEA : r5xlarge (4 vCPU, 32 GiB RAM)

o EMMZRMTTRE : 2

C te T mHLERS

ompute T HlZ e Compute 77 s LFIZEEY : m5.xlarge (4 vCPU 16, GiB RAM)

e Compute TmE: 2
o B R : KM
o BN RN

W& B E

o HEEEF : Nt
o BAEMBEEEHMNE

Fo3hEE B (CIDR)

5 ® Machine CIDR:10.0.0.0/16

® Service CIDR:172.30.0.0/16
e Pod CIDR:10.128.0.0/16

o EAMAEIL : /23
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A AR

R BARR o MTFHIE Operator A1 OpenlD Connect(OIDC)#RNAEIES : auto
pa -3
» N FIERESTZH A LERA OpenShift Cluster Manager
M=%, B ERXTEEE M OpenShift Cluster
. Manager A8,
o PRI\ Operator A BEIZ : &lt ;cluster_name>-
<4 digit_random_string>
SHEHRE

o JHITEH

o TV RRHEZE 1 /NI T BREA

1.2. T & AWS ik P X BE

1 Red Hat Hybrid Cloud Console L£f#f Red Hat OpenShift Cluster Manager B/ {#H AWS Z£ 54
ARS5(STS)HI Red Hat OpenShift Service on AWS (ROSA)SEEEZ B, (EUF AWS K SRR IEHL S
X LU QIEMEERELT IAM B &R XEIERK .,

OpenShift Cluster Manager fifa

@] OpenShift Cluster Manager IAM £ & {5 55 B (R LB LAY,

IR LU E A E AR FZ] OpenShift Cluster Manager A, EAINR{# A OpenShift Cluster
Manager J2 FRSEEE4E, BIRFUR fovF 8 A OpenShift Cluster Manager B ZhERB4S E T EREH
Operator A F] OpenlD Connect(OIDC) LN,

IR BT LUEF OpenShift Cluster Manager &R E BRI R IR B K EE,

AFfat

SRS IAM BB EEERENIERA K, L8R ik S FE TSl OpenShift
Cluster Manager A &HIZLIEHLIE R,

L {# F OpenShift Cluster Manager Hybrid Cloud Console Z228 £ BEFATEEAY STS BHRAT, £
AP AaRRIE AWS 517,

Hth BHR
o A XxOIBFEERE OpenShift Cluster Manager #1F /7 IAM B E&MEAER, 15SHE AWS K/
BT KB,

1.3. 3EPRIVATELINK ROSA £ #J AMAZON VPC &3k
FE Q) Amazon VPC, EWIIBELULTHEA :

o HHRIMX,


https://console.redhat.com
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o NAT W%,
o RMEBMIEFEMNABMNAHKFMEREFREHMY,

X F Single-AZ &8, WHEVE—IMREMLAKTH, FEAFEEL=ARENAHLFHAT Multi-AZ
SN

HiBR
o BXAWS EHAFENRMINAGNESZER, ESHM AWS X H ) Default VPCs,
o HXTEAWS EZFIGHOIR VPC BB, 1HSH AWS X HH I8 VPC,

1.4. {58 OPENSHIFT CLUSTER MANAGER RiE (@2 &£ EF

%4 {8 Red Hat OpenShift Cluster Manager 8J/Z2{#E R AWS 2 ThEARS5 (STS)M Red Hat OpenShift
Service on AWS (ROSA)SEREEN, A LLERFE BRI TSR IR R O B2 5 8%

TE{8 A OpenShift Cluster Manager 8774 STS #J ROSA &&f 2 /i, AU AWS Ik S LTI HF4 48
REK, FHOIBRRIENIKFSERER STS A BMEKEE.

1.4.1. R/ AWS I - S 4TI NI AE KB

1 Red Hat Hybrid Cloud Console L£{#f Red Hat OpenShift Cluster Manager B/ {#H AWS &£ 5 h4
AR5 (STS)H Red Hat OpenShift Service on AWS (ROSA)SEf 2 7, I —1 OpenShift Cluster
Manager IAM B &3 HEEERIEMNLAENM, RAE, OE—TAF IAM A6, FSHEEDIR—4018
NLFE SR BIZTHE R K

AR
o IKHEF STS M ROSA SeR AWS BISE R,
o (BT MM AWS AR SEI,
o (KBIE AWS #HI&HEA T ROSA BR%S.

o MEALREFN LELREHEE T &HH ROSA CLI (rosa),

% e
EXINLE ROSA &5, 1M ROSA CLI FIRHTIRA

o D {#HF ROSA CLI ZEFRIBHILTIEM -,

e 1f Red Hat HlIg EEHMEE SR

¥ =
1. BIE OpenShift Cluster Manager f {5 HAFE B MAYLLIHLIY -


https://docs.aws.amazon.com/vpc/latest/userguide/default-vpc.html
https://docs.aws.amazon.com/vpc/latest/userguide/create-vpc.html
https://console.redhat.com
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Z{F A OpenShift Cluster Manager Hybrid Cloud Console 5 ¥ & 52
Operator A F1 OpenlD Connect (OIDC)#N M BEHERE, EHIELIE
ROSA & ##HJ Accounts and roles #3155 Admin OCM role 313 B IR
MAZIA®, I0FA X OpenShift Cluster Manager BEHEANEEEFNNES
R, BB THEAWS KK,

p= Y=
INRIBTE OpenShift Cluster Manager Hybrid Cloud Console F1f3/3 ROSA £&5H)
Accounts and roles 5 F1% T Basic OCM role #3845, N7 RFELHERER

E ROSA K5, ROUMRTEERES RAPRERETERH Operator &
OpenlD Connect (OIDC) R/,

I $ rosa create ocm-role

RO RIROINE, URE IR EEA G,

2. QAP ABFNHEEEIERIERA KA

I $ rosa create user-role

PR RIROINE, RE IR EEA G,

==
- LINEF PR T I AETE T 4532 8 OpenShift Cluster Manager & &BIZLIEHLIE A,

1.4.2. QIBSEESCH I STS A BHRES

1Ef#/ Red Hat OpenShift Cluster Manager Hybrid Cloud Console Gl AWS 25 2RSS (STS)H
Red Hat OpenShift Service on AWS (ROSA)& 27T, QIEFTEHHINK - SEERM STS ABMKE, aS1F
Operator %B&,

FRFH

it =

R {E A STS B9 ROSA 5 AWS BYSE R4,
R A AWS IR S B,
RETE AWS 258 H/E AT ROSA RS,

REERETN LLREFEE T &HH ROSA CLI (rosa). =17 rosa version L EEEYFILLE
B ROSA CLI hR A, INREFHMMA, CLI RIRETHUALRERE,

28 A ROSA CLI & FERRZI0EK -,

. RE AWSIKF B EANARA MK

I $ rosa list account-roles
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2. WREH AWS IR AR ARFREEN], HORMHRNERSEH STS ABFKE :
I $ rosa create account-roles
PRI BRIAE, LURE A A GBFIRE.

1.4.3. §|# OpenID E#Hi &

L7E AWS &8 EFF Red Hat OpenShift Service i, &8I LATE GRS EHT 1] OpenlD Connect
(OIDC)EEE, LhALE EFMEI OpenShift Cluster Manager,

AR

o MBAEREFN LELEHEE T &HH Red Hat OpenShift Service on AWS (ROSA) CLI rosa.

AR
1. Ef OIDCEES AWS FR—E /&, HsiTUTaHS :

I $ rosa create oidc-config --mode=auto --yes

tamREILTER -
i il

? Would you like to create a Managed (Red Hat hosted) OIDC Configuration Yes

I: Setting up managed OIDC configuration

I: To create Operator Roles for this OIDC Configuration, run the following command and
remember to replace <user-defined> with a prefix of your choice:

rosa create operator-roles --prefix <user-defined> --oidc-config-id 13cdr6b

If you are going to create a Hosted Control Plane cluster please include '--hosted-cp'

I: Creating OIDC provider using 'arn:aws:iam::4540112244:user/userName'

? Create the OIDC provider? Yes

I: Created OIDC provider with ARN 'arn:aws:iam::4540112244:oidc-
provider/dvbwgdztaeg9o.cloudfront.net/13cdréb’

O BERERT, MR Mt OIDC B2& ID, CLIHiH 5 --mode auto 124X ME, BN BTIE
# --mode manual #J aws CL| % H# E X LE{H,

2. Wik EELUFF OIDCECE ID RENLE, UEREHEM. BITUTRSREFEE

il

I $ export OIDC_ID=<oidc_config_id>@))
@ “ELEHTAHIES, OIDCHEE ID 2 13cdréb,
o ZITLATM4G, EELEMNE :
I $ echo $OIDC_ID
Hi =B

I 13cdréb



Red Hat OpenShift Service on AWS 4 2% ROSA Classic f£#f

B P S B P R SREF T AR OIDC BBiE, 21T TS ¢

I $ rosa list oidc-config
i Bl

ID MANAGED ISSUER URL

SECRET ARN

2330dbs0n8m3chkkr25gkkcd8pnj3Ik2 true
https://dvbwgdztaeg9o.cloudfront.net/2330dbs0n8m3chkkr25gkkcd8pnj3lk2
233hvnrjoqu14jltk6inbhf2tj11f8un false https://oidc-r7uil.s3.us-east-1.amazonaws.com
aws:secretsmanager:us-east-1:242819244:secret:rosa-private-key-oidc-r7u1-tM3MDN

1.4.4. {FF OpenShift Cluster Manager B\ LT (| & RS

U 7E Red Hat Hybrid Cloud Console _E{#f Red Hat OpenShift Cluster Manager fII2{#H AWS Z24
AR 55 (STS)H Red Hat OpenShift Service on AWS (ROSA)EEBERT, & AT LU% BRI\ LTI s iR 2 O B 5
B, LRI LA admin OpenShlft Cluster Manager IAM &5 F B oS8 B4 E T &£ 8¥H Operator A

%0 OpenlD Connect (OIDC) N/

AR

it =

10

R {E A STS B9 ROSA 5 AWS BYSE R4,
IRAE B I AWS BRSS B4,
IRBTE AWS #2H|IAFEH T ROSA RS,

MEEREFH EREFEE T HZHTHI ROSA CLI (rosa), 21T rosa version U EE R YRIRE
B ROSA CLI hk A, INREBFHMMA, CLI RIRETEHUI AL,

EfIA AWS ik 7 i #21E AWS Elastic Load Balancing (ELB)IRSG A &,

REN AWS kP SLIIEHUMEME RER, FEMK - REXI, EeT LUFE AR FA El OpenShift
Cluster Manager B, BXRFEMLIR, 1FSLT1FAWS K7 SEBIZLIENIE KEKo

BELIRTRNERSCHI STS ARMKR, BASIRKIESN 0/BEFEHISTS AEHE
1728

S1E) OpenShift Cluster Manager #i%# Create cluster,

. 7E Create a OpenShift cluster ITEH, ff Red Hat OpenShift Service on AWS (ROSA){TH

1%3% Create cluster,

FUERE AWS kP ID @B EXRIKE AWS K THISEARTIE, BRERFE, IR, worker fll
control plane 1K F* & Amazon Resource Names (ARN) 2 & 1E Accounts F1 roles T E 71
Ho


https://console.redhat.com
https://console.redhat.com/openshift
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' INRIEHI AWS 1K 1D SEEFIH, iEREEEHRIIG AWS ik S LTI X

B, MRERAHHEMK A ARN, ERE AWS Ik b2 B FEMENELTE
ER STS A,

4. B Next,

5. TE Cluster details TIE A, HiA Cluster name, SR EHBEFRIKMFED, RAE X Next,

7, NSRBI RBENER N 15 N FRUFER, BEHE LT, Ei%EHF Create
custom domain prefix %4, fA/E7E Domain prefix & fh il A IR AT S &

==
; SE0IBERBIRIZ, 5 NE1E openshiftapps.com EE&MERNFE, MR
SHATNTHET 51MFR, ZEHATEHAE. NREHLIEL 15 1F
o

6. BIRFEIRELEE, (R Cluster settings, Networking, Cluster roles and policies, #1 Cluster
updates TTHRBIEIET, =B TIHFH Next,

7. 7£ Review your ROSA cluster 1/, #EEEEFHBBFH = Create cluster FFIAR SR,
8. Hik : 7£ Overview LI+, A LUBIT EEE Enable 3KJ5 MR RINIIRE, ZHREBEEAL T

Delete Protection: Disabled T, XIFFHIEEREWMIFR, BEEAMIRERY, E%EFEE Disable, 2R
INERT, EEZRTHRERIFThEE AR,

o MEILATEEEM Overview TIEAPKRERENIE, BoIUER—THFEEREZAE. %
T8 Details 849 FHY Status %1 Ready I, fRHIEEFEFLLE .

IMRZEKRM, FEKHIREEKRL 40 DEEMHEEL) Ready, HLE
LEREBIRNEUT B IER. MEERSER, FSIMEHGLE, B

KRS FLURIRES BN S TR, 1654 8K Red Hat OpenShift Service
on AWS B35 ##,

1.5. {EF CLI [R3&E QLR

L {#HF Red Hat OpenShift Service on AWS (ROSA) CLI rosa Q2 {# f AWS R2 SRS (STS) IS EE
I, JRBTLLEEEBRIA LI SR IR E O R R B,

FIE =S5
o {EJfEF STS #) ROSA TR AWS HI5E R &M,
o AR B AWS AR5 B,
o METE AWS #£HIEHFEMAT ROSA RS,
o MBAEREFN LELEHEET &HH ROSA CLI (rosa), jZ1T rosa version MU & E R Y A%

B9 ROSA CLI fRA, SIREBEHBIRA, CLI RIRHETEHULFIa0EEE,

1
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o D f#HF ROSA CLI EFRIEMILIIEM ',

o BN AWS K Fh7E7E AWS Elastic Load Balancing (ELB)ERSE A &,

ik =
1. BIEBFFEMERSEE A GBTIKES, 21E Operator $RHEE :

I $ rosa create account-roles --mode auto

. A auto WA, EALUEFETE -y SECRGIRBERRTH B IIBINEE,
2. HAKIMVECIRTA STS KR, FRARIMMEN, SRERHITEE OpenShift RA :

$ rosa create cluster --cluster-name <cluster_name> \ﬂ
--sts --mode auto 9

Q ¥# <cluster_name> &t HEEH A,

Q WIRIETE --mode auto 5/, rosa create cluster ip S B0/ ETEEEH Operator
IAM A1 OIDC #tR /., Operator i/ OIDC N 1T BB INIE,

INRERRFRINET 15 NFR, BREE8ohERBIEETZRIE N provisioned
S NTFHEL

ZAE L FE, EEA --domain-prefix 7175, HAIAREEELT 15 M FRF, B
MEW—m, BERBLUBEITEEN,

3. MERRRRE
I $ rosa describe cluster --cluster <cluster_name|cluster_id>
ASERZEIED, HHHhRIIHLLT State FEREX :
o EHFF (FH OIDCEIE)
o #FE (CHE&EIKF,)
o LXK (IEAHITHAIDNS X&)
° X

e ready

12
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AE
INRLEKN, =#E State FERTEKRY) 40 DHEEREL N ready, EER
LEHMIEHER SO T BBIEAE R, MBRZER, B HEHBRLTE, X

B RLINE ST R LURERBS BIRYE IR, 155 W 7EEK Red Hat OpenShift Service on
AWS B9 15,

4. BT IR OpenShift 2R B A RIREREA QIR
I $ rosa logs install --cluster <cluster_name|cluster_id> --watch ﬂ

Q EEARZEIREPRHIHAEERN -watch ir&, XNMSHE AL,

1.6. 5441
® 1jjjn] ROSA &£2%

o RIMBRIECRA

1.7. Efh TR
o BHXMEAFIERIE ROSA ERMNF, S IHAEE LORER,

o HXHMA STS £ AWS LEBE Red Hat OpenShift Service FFZEHI AWS Identity Access
Management IAM) IR EZER, ES M X T STS BRI IAM FR,

o HXFLIXE Operator BBATRIZHIFIE, 155X T HE L Operator AM A BRI,
o BXfER STS & ROSA IS RFMHEN, 1ESEEMA STSBY ROSA B9 AWS JeikFE,
o BXER BzMFs) EXORMERN STS WRNIFE, H5MH T HREIMFIHEER,

o BFX7E AWSIAM HfEF OpenID Connect (OIDC) B RERRFHNEZER, 1HSHH AWS X4
g f1j# OpenlD Connect (OIDC) &4 #L N,

o HXROSAKBLEMEHRNESER, FEHEIRRE,

o BXEARIAMEXZIFLURIEEEMNSPE, FS M JLEX Red Hat OpenShift Service on AWS B
e

13
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B2EFABEE OB E STS B ROSA 5£2F

FABEX, FRHAWS Z25hIRSS (STS)BIE Red Hat OpenShift Service on AWS (ROSA)&EEE, &H]
LU#EF Red Hat OpenShift Cluster Manager 8 ROSA CLI (rosa)ZBE &2,

FRAXETNSE, EORFTEMN AWS Identity and Access Management (IAM) BRI, &80 LLi%E
£ auto #1 manual &=,

2.1. TR B DM F LR EERN

LEA AWS Z2SREARSS (STS) 7£ AWS (ROSA) B %45 Red Hat OpenShift Service I, f&a] LUk
# auto A manual =X ZOIEFFEH AWS Identity and Access Management (IAM) ¥R,

B3I &
FERXMER, ROSA CLI (rosa)RIZENOEEFTER IAM B EM%KE, LK% AWS ik~ ## OpenlD
Connect (OIDC) R/ 7,

manual =,

EXPNARAE, rosa kol IAM KIRFFEM aws 5., ST HAIERE JSON MXHWMRERERI LB T
. &Y ERFIER, ‘T_Jl«ﬂf%m;_ﬁﬁﬁé?ﬁiﬁiﬁ’] aws 4., FHER LARFENRSED
BRI A —NEEASA, EMITT AR,

BF

MR FAFHER, SRLERERS, BIFIINRRSETEREM Operator A
OIDC i, AIRFIRE, REFIKLL, ﬁﬂm%%ﬁ: B, 1FZ/&H OpenShift Cluster
Manager £//# Operator A &#] OIDC #,

BX{EA STS %4& ROSA FiEl AWS IAM WRM B ZE R, 155K F/EH STS BIEEFHI IAM FR,

2.1.1. £ OpenShift Cluster Manager /% Operator & #1 OIDC L/

SNR{E A Red Hat OpenShift Cluster Manager REEE FH A FERFHEX QBRI FEH AWS IAM
Operator %@,%D OIDC {ﬂF\LPiﬁ, NESRREMALUTRER EZ —RLETR. AITFEREEEEENN
AWS CLI (aws)

FERLLAZE, ETUTHFRNES0E IAM FBRAAEN aws SEMRBXGNER~SEH. N8
BE ST B9 B SRI2 TR CLI @4, LABIEE Operator B8 F1 OIDC N7

Red Hat OpenShift Service on AWS (ROSA) CLIrosa
IR 21T I AR IR M4, LUFEF rosa WEEE QIR Operator A& H OIDC N,

INREA auto 2R, OpenShift Cluster Manager & B 51{|E Operator & & OIDC #5/, A
OpenShift Cluster Manager IAM B &IREBINR, ZFEALLIIEE, E200F admin FUBRN ARIZ A G,

2.2. TR AWS ik P K EBE

1£ Red Hat Hybrid Cloud Console E{#f Red Hat OpenShift Cluster Manager S| 2{& R AWS Z2 5 hE
HE%(STS)E’J Red Hat OpenShift Service on AWS (ROSA)&EEEZ B, BT AWS K S &L HL
FEXRER, EATLUES QIR B LT 1AM A B3 KB RIK -,

OpenShift Cluster Manager fafa
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@] OpenShift Cluster Manager IAM £ & {5 55 B (R LB LA,

IR LU E A E AR FZI OpenShift Cluster Manager B, EAINR{#E A OpenShift Cluster

Manager & AR 4E, BIEMBRAIFE A OpenShift Cluster Manager B HIERE 55 E T EEEM
Operator A fF1 OpenlD Connect(OIDC) LN,

IR BT LUEF OpenShift Cluster Manager &S IBFUR R R I B EEE,

Arfat

SRS IAM BB EERERENIERA K, L8R ik % FE TSl OpenShift
Cluster Manager A &HIZLIEHLIE R,

L {# F OpenShift Cluster Manager Hybrid Cloud Console Z235 &£ BEFATEEAY STS BORAT, £

AP AeREIE AWS 515,

Hth BHR

o X OIEFEEEE OpenShift Cluster Manager F1F /- IAM 8415 IR, 1ESIIER
OpenShift Cluster Manager i B & Y QIR E,

2.3. 1AM A B FIRIEE ARN BRREE X

WIROIEER AWS T2 SRS (STS)M Red Hat OpenShift Service on AWS (ROSA)SEf ERTER]

AWS IAM A B FRIEES, EaLIEE B E X Amazon Resource Name (ARN)E&E, X a1l A B L

&£ REABFHRES ARN BE,

HOEZ OCM Aaa. AP ABURIKFSEERNA BRI, ERLEEBE L ARN BE.

MREELB—HKESCHA MR E LT BE L ARN BE, NHERNEEGNAIES PR

BABHNER, UTFRAZRT —HEECHMNAGBFERENY ARN, 7£56I4, ARN FEHEBEE LBE
/test/path/dev/ F1 B & X A B HIZ test-env :

arn:aws:iam::

arn:aws:iam::

arn:aws:iam::

arn:aws:iam::

arn:aws:iam::

arn:aws:iam::

arn:aws:iam::

arn:aws:iam::

<account_id>:role/test/path/dev/test-env-Worker-Role
<account_id>:role/test/path/dev/test-env-Support-Role
<account_id>:role/test/path/dev/test-env-Installer-Role
<account_id>:role/test/path/dev/test-env-ControlPlane-Role
<account_id>:policy/test/path/dev/test-env-Worker-Role-Policy
<account_id>:policy/test/path/dev/test-env-Support-Role-Policy
<account_id>:policy/test/path/dev/test-env-Installer-Role-Policy

<account_id>:policy/test/path/dev/test-env-ControlPlane-Role-Policy

EORRE FEEN Operator BB, HEXEIEEHENREREFAEN ARN BEXEIIEIFH N A
Operator A8,

B ARN BERMEZER, HESH AWS XA Amazon FHREFR(ARN),

Hth TR

15
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o HXIE AWS %2 1|2 Red Hat OpenShift Service B IAM ¥HRIEE B E X ARN B&R M5 1%
ES N ERBE L AIREE.
2.4. ¥ & STS B9 ROSA SRR HT R F
BIEREEA AWS 25 h2ARSS (STS)M Red Hat OpenShift Service on AWS (ROSA) £ 1 A% 2E R
RPN ATIE,
HE

IRE LU FEER 5 ROSA CLI (rosa) B ER# F s X AWS Identity and Access
Management (IAM)ZEB& X4 F0 aws 5, FTF %3 STS HIRATHEH aws a9,

EEBZE’\J&#%D aws e G ATEEEN, FEVETHTEMER. 08T EHERRE
XK aws fFRIER A ZH ROSA KRERMF.

2.5. JEPRIVATELINK ROSA 528 AMAZON VPC E3k
ZE0E Amazon VPC, BUMALUTHRE :

o HIHKRKIRIX,

o NAT W%,

o RMBHMEZENIAENLHTFRRLREMETAML.

X F Single-AZ &8, WHEVDE—TRBNLAHFH, FEAFBEEVP=ZAREMNLAHFHAT Multi-AZ
SN

HithBR
o BXAWS £HAFENMINAGNESZER, ESHM AWS X H ) Default VPCs,
o HXTEAWS EZFIGH O VPC BB, 1HEH AWS X HH 018 VPC,

2.6. 1]3 OPENID F#f2 &

L7E AWS &8 EFF Red Hat OpenShift Service i, &8I LATE G2 EEHT (1] OpenlD Connect
(OIDC)EEE, LhELE EFEMEI OpenShift Cluster Manager,

AR

o MBAEREFN LELEHEE T &HH Red Hat OpenShift Service on AWS (ROSA) CLI rosa.

P =
. Z OIDC EES AWS HIR—EIFIE, EZTUTHS :

I $ rosa create oidc-config --mode=auto --yes

e mREILTMER -
o=l
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? Would you like to create a Managed (Red Hat hosted) OIDC Configuration Yes

I: Setting up managed OIDC configuration

I: To create Operator Roles for this OIDC Configuration, run the following command and
remember to replace <user-defined> with a prefix of your choice:

rosa create operator-roles --prefix <user-defined> --oidc-config-id 13cdr6b

If you are going to create a Hosted Control Plane cluster please include '--hosted-cp'

I: Creating OIDC provider using 'arn:aws:iam::4540112244:user/userName'

? Create the OIDC provider? Yes

I: Created OIDC provider with ARN 'arn:aws:iam::4540112244:oidc-
provider/dvbwgdztaeg9o.cloudfront.net/13cdréb’

TEOEERNT, /iR OIDCEE ID, CLI %t} --mode auto 124X /ME, BNIELIIIR
# --mode manual #J aws CL| % H & X LE1H,

il

2. A% AL OIDC BCiE ID REANZE, MEREHER. BITUTaSRERE
I $ export OIDC_ID=<oidc_config_id>@))

Q LRI S, OIDC EEE ID £ 13cdréb.

o ZITUTES, BEHELEMNIE :
I $ echo $OIDC_ID
i Bl
I 13cdréb
o EMAEILASIH 5 M A RERIERE T B9 OIDC BB, 21T T &% -

I $ rosa list oidc-config
i B

ID MANAGED ISSUER URL

SECRET ARN

2330dbs0n8m3chkkr25gkkcd8pnj3Ik2 true
https://dvbwgdztaeg9o.cloudfront.net/2330dbs0n8m3chkkr25gkkcd8pnj3lk2
233hvnrjoqu14jltk6inbhf2tj11f8un false https://oidc-r7uil.s3.us-east-1.amazonaws.com
aws:secretsmanager:us-east-1:242819244:secret:rosa-private-key-oidc-r7u1-tM3MDN

2.7. ERBE X IRER

FRAFTAEHIMEERNEE, 7£ AWS (ROSA) LEEHH AWS Z2BHEIRS (STS) £E£H Red Hat
OpenShift Service, #EAILA#H Red Hat OpenShift Cluster Manager 5% ROSA CLI (rosa){# B & X E8
EEH,

2.7.1. {8 OpenShift Cluster Manager B & X O£ 8

17
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WIROIEER AWS T2 5 REIRSS (STS) B9 Red Hat OpenShift Service on AWS (ROSA) E&%EHf, #EaTLL
£ Red Hat OpenShift Cluster Manager LARX B B E L &%,

BE
STS (X FZHFH/AHF AWS PrivateLink 58, EHIFEEEE (3EPrivateLink) BEBTF
STS,

AR
o (K JyfEFI STS B ROSA SERL AWS BISE R M,
o (RAETE M AWS IR SEH,
o (KBIE AWS #HIEHEA T ROSA RS,

o MBAEREFN LELEHEE T &HH ROSA CLI (rosa), jZ21T rosa version U & B 1R Y A%
B ROSA CLI hkA, INREFHMMA, CLI RIRETEHUI AL,

o BN AWS K fh7E7E AWS Elastic Load Balancing (ELB)ERE A &,

o MRFEERFCHNE, HRIERT UMBRESRR VPC iR, ZCELBAIM VPC 9%
AFRVTIAL,

it =

1. 2%l OpenShift Cluster Manager 3i%#¥ Create cluster.

2. 7E Create a OpenShift cluster TTE A, £ Red Hat OpenShift Service on AWS (ROSA){TH
1% Create cluster,

3. MEBDEIME AWS TR, B ID &7E REK AWS K FRIEHE ST, NR%E 86
) AWS 1KF, = Select a account— associated AWS account FIREB LI T4 B2 E -

a. 7£ Authenticate TiE £, #.ifi rosa login 5B IME IR, 5 EFEH OpenShift
Cluster Manager AP| B K4 hE,

p= =1
&R B LATE OpenShift Cluster Manager _EBJ OpenShift Cluster Manager API
Token TTE AP INEL APl T hE,

b. £ CLI FizfT S HIMI S LAE F IR ROSA TR F,

I $ rosa login --token=<api_login_token> ﬂ

ﬂ % <api_login_token > &y & fllap 5 iR LRI T,

i Bl
I I: Logged in as '<username>' on 'https://api.openshift.com’

c. f£ OpenShift Cluster Manager 1 #J Authenticate T1HE £, i Next,

18
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d. 7£ OCM & i@, = Basic OCM role 5 Admin OCM role #3435 110 & Hl3RHl,
E XA BT 1L OpenShift Cluster Manager il ROSA FRFEHI AWS IAM A B F1%EEE, admin

AR D AARMERNKEI, B4, admin BE-AUFERE OpenShift Cluster Manager B 5

ERBHFE T &2+ Operator & H] OpenlD Connect (OIDC) #1FE,

e. £ CLIFIiZ1TEHIMG S, FIREBIRTOIE OpenShift Cluster Manager IAM B, LR/
BiE BRI GET B E A OpenShift Cluster Manager IAM & £ :

$ rosa create ocm-role

it Bl

® o0 o o 9o

o

I: Creating ocm role

? Role prefix: ManagedOpenShiftﬂ

? Enable admin capabilities for the OCM role (optional): No 9

? Permissions boundary ARN (optional): e

? Role Path (optional):

? Role creation mode: auto

I: Creating role using 'arn:aws:iam::<aws_account_id>:user/<aws_username>'

? Create the 'ManagedOpenShift-OCM-Role-<red_hat_organization_external_id>' role?
Yes

I: Created role '"ManagedOpenShift-OCM-Role-<red_hat_organization_external_id>' with
ARN 'arn:aws:iam::<aws_account_id>:role/ManagedOpenShift-OCM-Role-
<red_hat_organization_external_id>'

I: Linking OCM role

? OCM Role ARN: arn:aws:iam::<aws_account_id>:role/ManagedOpenShift-OCM-Role-
<red_hat_organization_external_id>

? Link the 'arn:aws:iam::<aws_account_id>:role/ManagedOpenShift-OCM-Role-
<red_hat_organization_external_id>' role with organization '<red_hat_organization_id>'?
Yes

I: Successfully linked role-arn 'arn:aws:iam::<aws_account_id>:role/ManagedOpenShift-
OCM-Role-<red_hat_organization_external_id>" with organization account
'<red_hat_organization_id>"'

IEEEE OCMIAM ABELIHEESMEIZ%. BILE N ManagedOpenShift, EREEN
N AWS 1K)y Red Hat HlLI A2 —1 OCM A,

J& B admin OpenShift Cluster Manager IAM €8, 1ZAEB%ERTIEE --admin S5,
INREMFH Auto R FA OpenShift Cluster Manager BB & E TEEHN
Operator &1 OIDC #ti i, NFEE admin A,

Ak HABIBE — MRS Amazon Resource Name (ARN), MIEFESER, S
5 AWS STRYFR T 1AM SEARBOF R 57

HIEH) OCM ABIEEBE L ARN R, ZEERWINNSEFRHFEER, FLL/FL
L5, U0 test/path/dev/, MFEELE R, HESH IAM A EFHIFIEFIARN BEE
ZE s

A eEEN, EHLUER auto X B5)EIE OpenShift Cluster Manager IAM £
B, FREHEEDEMNIIENMAKS, EFshER, ROSACLI £MMIEMERZAR
A8y aws frr, EFEhERH, XFNBIHRER JSON XHBRFRLEIE R

i, manual EX A VFREFEEIT aws G RRIEFIFE.

¥ OpenShift Cluster Manager IAM 3 & BE B BILLIBHLIOTK

19


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

Red Hat OpenShift Service on AWS 4 2% ROSA Classic f£#f

20

f. IREREFES OpenShift Cluster Manager IAM B & EEE R E— a5 FhBLIIEHLAIK -, 15

M OpenShift Cluster Manager OCM fafa TTEH £ %l rosa link e 5 FHi21TE -
I $ rosa link ocm-role <arn> ﬂ

ﬂ 1% <arn> Bl E—oSkHH P S &/ OpenShift Cluster Manager IAM A& ARN,

g. £ OpenShift Cluster Manager OCM fafa TUHE %% Next.

h. 7£ Userrole TIE L, = Userrole fp SIS FiRH, FH7E CLI 274, 1EFEH

OpenShift Cluster Manager REREMATE FIRAT, ZLIEEEAAFAGKREIE AWS 515,
REBRTIBAFAR

I $ rosa create user-role
o=l

I: Creating User role

? Role prefix: ManagedOpenShiftﬂ

? Permissions boundary ARN (optional): g

? Role Path (optional): [? for help] e

? Role creation mode: auto

I: Creating ocm user role using 'arn:aws:iam::<aws_account_id>:user/<aws_username>"'
? Create the 'ManagedOpenShift-User-<red_hat_username>-Role' role? Yes

I: Created role 'ManagedOpenShift-User-<red_hat_username>-Role' with ARN
'arn:aws:iam::<aws_account_id>:role/ManagedOpenShift-User-<red_hat_username>-
Role'

I: Linking User role

? User Role ARN: arn:aws:iam::<aws_account_id>:role/ManagedOpenShift-User-
<red_hat_username>-Role

? Link the 'arn:aws:iam::<aws_account_id>:role/ManagedOpenShift-User-
<red_hat_username>-Role' role with account '<red _hat_user_account_id>'? Yes 9

I: Successfully linked role ARN 'arn:aws:iam::<aws_account_id>:role/ManagedOpenShift-
User-<red_hat_username>-Role' with account '<red_hat_user_account_id>"'

EEEERIACLHHhEEMEE. BAE N ManagedOpenShift,

Ak HABIBE — MRS Amazon Resource Name (ARN), MIEFELELR, S
5 AWS STRYFR Y 1AM SEARBOF BRI 57

NIEHMAFABIEEBE L ARN BE, ZEREREWINSEFTBEFFR, FLL/ LM
45, 50 test/path/dev/. MNFELER, 1HESH IAM A EFIFEHIARN BEEE
)ZO

EFABLRER, A LUER auto X BEh0IER - A BHIFHEEEEl OpenShift
Cluster Manager FA ik, FEFEhER &, ROSA CLI £ OIS EA BRIEN
aws 5., EFFERXD, WNAEKE JSON XHHRERILFTERP. manual B
RIHMEEFLNZIT aws D RERIEEIFIE,

O o o9

9 13/ P A 5 Rl OpenShift Cluster Manager R Pk

. L @ oSO H— 0T T 2 L2 S B AT AN N L A~ —~1 cr. o~ . n oA m el e A= ]
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L ARSI BFRIA A BIEEZEI L5 HHY Opendhitt Cluster Manager /7K, TEM
OpenShift Cluster Manager User role TIEIFR £l rosa link ss 5 FHi217E :

I $ rosa link user-role <arn> ﬂ

© 5 <am> B LSRR BN A G ARN,

j. 1E OpenShift Cluster Manager User role T £, #.if Ok,
k. ZE AWS ik ID @& FUTE Accounts and roles TTHE B XK EX AWS ik - FhIE Hdh,

| MNRAAENKAEIEE, NSRE—ERH, REEKFAE ARN ZREHENET, &
" LLET mil rosa create account-roles S ENME HIZEHXFHE CLI T ey, O
AWS ik FSEEIR A BTk, 21E Operator ZREE :

I $ rosa create account-roles
o=l

I: Logged in as '<red_hat_username>' on 'https://api.openshift.com’

I: Validating AWS credentials...

I: AWS credentials are valid!

I: Validating AWS quota...

I: AWS quota ok. If cluster installation fails, validate actual AWS resource usage against
https://docs.openshift.com/rosa/rosa_getting_started/rosa-required-aws-service-
quotas.html

I: Verifying whether OpenShift command-line tool is available...

I: Current OpenShift Client Version: 4.0

I: Creating account roles

? Role prefix: ManagedOpenShiftﬂ

? Permissions boundary ARN (optional): g

? Path (optional): [? for help] €)

? Role creation mode: auto

I: Creating roles using 'arn:aws:iam::<aws_account_number>:user/<aws_usernames'
? Create the 'ManagedOpenShift-Installer-Role' role? Yes 9

I: Created role 'ManagedOpenShift-Installer-Role' with ARN 'arn:aws:iam::
<aws_account_number>:role/ManagedOpenShift-Installer-Role'

? Create the 'ManagedOpenShift-ControlPlane-Role' role? Yes G

I: Created role 'ManagedOpenShift-ControlPlane-Role’ with ARN 'arn:aws:iam::
<aws_account_numbers>:role/ManagedOpenShift-ControlPlane-Role'

? Create the 'ManagedOpenShift-Worker-Role' role? Yes ﬂ

I: Created role 'ManagedOpenShift-Worker-Role' with ARN 'arn:aws:iam::
<aws_account_number>:role/ManagedOpenShift-Worker-Role'

? Create the 'ManagedOpenShift-Support-Role' role? Yes G

I: Created role 'ManagedOpenShift-Support-Role’ with ARN 'arn:aws:iam::
<aws_account_number>:role/ManagedOpenShift-Support-Role'

I: To create a cluster with these roles, run the following command:

rosa create cluster --sts

8 EETE OpenShift Cluster Manager IAM A& S EMEIZH. BHAEN
ManagedOpenShift.
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BF

B AHEE—NE AWS Ik Z A 2 M—HRESE A B, BIEE
Mk A B R B E L ARN BE,

9 Ak HABIBE — MRS Amazon Resource Name (ARN), MIERESER, S
5 AWS STRYFR Y 1AM SEARBOFR I 57

9 HIEHEEEENAEBIEEBE L ARN BR, ZREXMINEEFBEFEFRR, FHLL/
FLF45RE, 40 ftest/path/devi. MNFEZER, 1ESH IAM A EFIEEHIARN £
BEE

Q EFABLUEERN, EALER auto RX BEIEIRIKSERE KA BMKE, £F5)
B H, ROSACLI &M EIRABMRBAEN aws o f, AFEAH, W NAIRES
JSON X RFZHFIERF, manual BRRIFEEFNIZIT aws S REIEF T
%o

W'JE$E¥§§E’\J§§EF? control plane. worker A1z A B LRI H 1AM R
B&. MFBEZER, ESU IKFEEFIAM B EFHIFRIESE,

4 LS PEA, ROSA CLIER BB E TR Operator FREGHIIK -
SEFE B Operator IAM 5588, LLfS1F ROSA &8 Operator #4780
OpenShift heE. MBEZER, ESN IKFSEHRIIAM B GRIEZES

4 %Q

m. 7E Accounts and roles T #, s Refresh ARNs F & iF@&BIIH T RERFE. X,
worker # control plane ' & ARN,
NREHIERERAN AWS KPR BEZ NP AR, NISRHE— REEFAE ARN BT
IR, EFTERTERNTEREFARNARN, ERFEASMEREREFARERNER

SEHEMA B,
4. B Next,
v = -

INREX T Accounts and roles T1H, EAIREEEBRRIEFEEE, LHIAER
BEENF SE R AR A SR R

5. 7£ Cluster details TTEH, NEBHRH DB IEEREFFIE
a. NINSRE AR,

b. A% : EEOIBRERIEAIZ, KT openshiftapps.com FE&FMEHNFH, MRE
BEMNTRET 5ANER, ZEMATERAN, MREFHLTED 15 NFR, NEHgs
BEMLAE B2 15 DR RIF RS,

BEEHE N FIE, 1% Create custom domain prefix2i%4E, #A/F1E Domain prefix FE&
i NRRISRTZE & TR, AT REREIT 15 DR, EEMNMRBIIEK—/, BESH
BIBETERR,

c. M Version THIF AL FEERIRA,

d. M Region T3 ¥ ApiF At X i,


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
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e. 1% Single zone =X Multi-zone &,

f. 1%#¥ Enable user workload monitoring LG B 28 H, #H S Red Hat Site
Reliability T2IT(SRE) R EINREE. EIAS XL,

g Ak : MRIEBFEE eted BIEMBE, 1E1%EEE Enable additional etcd encryption, {8 A ItEi%E
i, etcd EBVEMRMNE, MAREARNT, XMETPRT control plane FMEMES, ©EIANM
# Red Hat OpenShift Service on AWS &M etcd B,

WiT1E eted R HEAEF A eted I, MSHIKL 20% BIMEREFFiH. FR
T N3 eted BHIBKIA control plane FHEINZE S, TRBIAFEZZMNZRHFF
H, REENISENFEE/GH eted I,

h. ®i% : INRER A B CH AWS BIAEEIRSS(KMS) B Amazon BHREFR(ARN), 1HIEREFE
Encrypt persistent volumes with customer key, A FIMBEEFNFALSHNEH,

BE
BINERT, UnBEMBATF R ORIRAMSE (PV).

REEFFMREE NBEN, SREMEFHRLUEN PV X IBINE,
ik, BMREZEFEERNKMS B, BERROENIINE KMS B NS IRITERIE,

BE
BRT BRI BB KRB I P AR, AFEE EBS Operator B,

It A &7k AN E] ManagedOpenShift-openshift-cluster-csi-drivers-
ebs-cloud-credentials %%, X2 ROSA FiFEHY IAM REg, LL@Ed
Container Storage Interface (CSHE B FimEfE.

BKEEE Operator FTHRMRIRFNRNEZER, 1§ £EEEHH9HE
Eo#EG%,

EBS Operator & faxfl

"ARN:aws:iam::<aws_account_id>:role/<cluster_name>-xxxx-
openshift-cluster-csi-drivers-ebs-cloud-credent”

8 Operator A5, BUIIE AWS 255 BIKey Management
Service (KMS) T1EH 458 Key Policy LURINA &,

i. mifi Next,
6. 1E Default machine pool TUEH, 17— Compute T7 s SEFIREY,
p= Y=
DIREME, EILERERPNITET R E, B %xi%ﬂiﬂkﬁ\m%ﬁ/ﬂqﬂﬁﬁﬁ

B R SBRE, S AT R EN AR T EREER L —NES /A
X, eilitBURF&E Awsm&)f'%uFﬁﬁl:ﬂzqﬂﬂ’JFFH%u‘Jﬁﬁﬂ’m&

23


https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://console.aws.amazon.com/kms

Red Hat OpenShift Service on AWS 4 2% ROSA Classic f£#f

7. "k HEUWNERREREE TR ¢
a. 1i¥¥ Enable autoscaling LLE T BEIANZS RN EE, LUHREHES K,

b. RWEBN BHMR/NIRAT RERE. £EENT BRFARED GBIV T <5
B R IEERIRE.

o MRMBHEA—NTARBPERE, HFRERNMN KREBANERATRE. ISETRAXFE XL
RNNRXITET RRE,

o MREFEAZANATARXEBESE, FHEITXIXE Minimum nodes per zone#
Maximum nodes per zone, ©E X\ EBMXMHR/NMNIZRAITET RRE.

N FA IRETUE GRS B M 2254 B Bh Y R R SR

8. MRZXBERABNT &, FHAMUINSSREFITE T RITH

o MRMEFEA—NATHARIPBEEEE, EMTHIEHEFE Compute TTm¥l, XENTEEEIX
AN RETE T ARE,

o MREMBFEAZNATARIBELEEE, HMTHIEAHERE Compute TTHE (B1MK) o XEX
TENXEESINSZRIITET mEE,

9. Wk : EFE EC2 EHITHIERSS(IMDS)ECE - Wik (BRIA) = &/ - R fEA IMDSv2, B
X IMDS EZER, 1S AWS X AR BI TSR - 84E .

- o
SRR ETER LA TRIERS RE.

10. |I3% : BIF PRC T mbnss, N RARMNFE, = Addlabel ERINE % 17 mbns FHi%FF Next,

1. 1EM%% BBV FIEETE FEFA B89, 1%7E Public 3 Private R{ERAEREMNAHHFAE APl FS
N FARFERE,

' o
HEHORE, TEER/HMAAEZFER AP IH .

Nt AP R
IR ARG E BB IH], 1515 Public, ERILAMBEBLM A Kubernetes AP i s #ll
N ARRFE®E,

A APl iR
MR ERRFIEREMMLZE ISR, 5% Private, Kubernetes AP i S #IN FEFBREBEREME
=R,

BF

INREARE AP IR, NAEEH ML REK S PRMSILEZHE, BLE
BIES N
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12. Al - NRIEFFERA R AP RS, NIEKVCH BRI VPC, MREMEIE VPC HRE
&8, 5% Install into an existing VPG,

Digk

==
[=]

IR TTIEN ROSA E£8F R E| OpenShift ZERZFOEMINA VPC H, XL
VPC LA HZRF G/, B MRASANEKRXEK, UHRERFESHMN
PRZFER IR,

EI5E OpenShift ZEEF A S HIE VPC, BhE
kubernetes.io/cluster/<infra-id> 1% _E#) owned H, {50, UEFHRZN
mycluster-12abc-34def # VPC #5755

if, kubernetes.io/cluster/mycluster-12abc-34def 3% HI{E 7 owned.
Fit, VPC HEEREFUEN, NMEHEEREN.

MREFEFERARE APl inR, N 7iEAMAR VPC # PrivateLink, Install into
an existing VPC #1 Use a PrivateLink & # B 0%, XL, Red
Hat Site Reliability Engineering (SRE)AIPA RT LAUEHERISREF, LABSBIR R AWS
PrivateLink i s

13. A% NBREMERLTEINMAMN VPC F, HRFRELRESERENE KE B HTTP s HTTPS
RIBSIE MERF B B HCH,

14. mif Next,

15, WNRIEEFEIEIE AWS VPC hRREEERE, 151RM Virtual Private Cloud (VPC)FRMiXiE

-

BBFREN VPCERET — M RANMBEFN, UREERRINEITHAK
BT HAFM, MNREEFEMEM PrivateLink, MREFELTHFM,

a. A% : ¥ & Additional security groups FEFEFIANMBE L REH, LN AEIEIAQIERIN
AT R, BBt TREH, HFRESEXINRELEREN VPC XK, BILEE
QREHI R 2HARMEIBR NI A,

HINERT, TIEENLR2AGNAET REERM, BUHESEE Apply the same security
groups to all node type (control plane, infrastructure and worker)Ei%iE, LA T =
KRB EFERRNREH,

MBEREZER, FSHMNTRT 22HNER,

16. MNRIEEFERBERSEH NI, £ Cluster-wide proxy E R RENREE B IFE :

a.

EDPEUTFRZ—PHIAE :
o IEEBMH HTTP AE URL,

o IEEAMM HTTPS X URL.
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® 7f Additional trust bundle FE&rh, 324 PEM 473 X.509 iE B4 a, Mg aRmE
ST RNAEIEBEEDR, NREFEH TLS-inspecting RIE, NIEBEXABEEHET
a3, BRIERIEHF DL B Red Hat Enterprise Linux CoreOS (RHCOS){S{Ef 41 &
BIIE M %. TeRIERERLZFEMEA http-proxy I https-proxy S# T R Ed
&, XNEREBEA.

b. mii Next,
A X f# A Red Hat OpenShift Service on AWS BEBERIBMEZER , FSWHEEEEEHI
EQ

17. 7£ CIDREMH XiEEAH, EEBE X FTEFIAEEE (CIDR) SEHE, sEAIREBIMEF = Next,
MRIMEBREET| VPC A, Machine CIDREHE %415 VPC FR L,

BE
MREILEFEN CIDREE, EHRSHRIERI, HHRIEHIMLE IR R EE,

o

18. 7£ Cluster roles and policies TIEF, EFFEE L E FTEEFH Operator IAM A&F1 OIDC
MR R,
& Manual B, EAILUEM rosa CLI fn45sk aws CLI S5 NEBEE AT Operator A2
1 OIDC #tN . BT FIHER, ERUEFERELETFIIME IAM FRFTREFRERE
BiFS,

B4, EEILMER Auto B B 502 Operator A& OIDC #tNE, EEMA Auto &
3, OpenShift Cluster Manager IAM B /I BB EE HR,

E BB ERFFEN AT Operator A, H{EA Manual 3t Auto =01/

e ==
INREIE R RRNEESTHMABIIEE T BE XL ARN BE, NIB3NE
. Operator ALK, SNABE X ARN KR,

19. A% : WEFE T EEE Operator IAM &5 E HE X operator A BRI,

<hash >, QB EFEEH Operator IAM BB AN ARTS. BX*BIEHHE
&, EEpXFEEX Operator IAM £ BEI4S,

% BINBERT, REFERM Operator B LIMERERZIHMBEN 4 (I8 FH(EF
' HEIZR, AL E B E LRIZCRE A B LA < cluster_name>-
20. ¥ Next,
21. 7E Cluster update Rl TIEYF, REMMERELII
a. EFEERBEHAE -
o MRE FMAESANEH, HRFEIEH. XEIIALT,

e %if¥ Recurring updates IR BH AT AR B E L HE. FFIaN Al L B#ER,



55 2= FHAE L HIEHH STS K ROSAEH

BF

BN T AAME ST, RRAFFRERA, S Bk F%E
FERH IAM HFR,

p= =1
& B LLTE Red Hat OpenShift Service on AWS BTG AP EEE

A RBE, MEELER, 155 Red Hat OpenShift Service on
AWS B4 /aH,

b. MRMEFESEH, HMTRIFFAAER UTC RRERRMA LI IEET A,
c. Al : AT MERH ZRIREF T PR RE RN, FILE 1/ TERER,

d. =i Next,

—

MRHIERNERFLR M NI EEMXER LM, Red Hat Site
Reliability Engineering (SRE) ®/l B VA& B 2 BT EI R Z 8B S #T z-stream
hRA, BB G, BHFAEE 48/NHRNE, BXTERNREIERNE
8, BB TRIOBRETEN,

. BEMEEMNEER I S Create cluster BB RS,

. NFREFEMEA Manual 2R, 1EFSIAIBRFFE FEEFH Operator A&F1 OIDC #R LAk ELR
&

a. 7£ Action requwed to continue installation ¥ iEHEH, 17t AWS CLI 2% ROSA CLI i£Mi &
HFohAlE TR

o R IEFFEA AWS CLI A%, = Download ZIp REXMH, AB1REXAWS CLI 68
MRS, RS, 1E CLI B TR aws 5,

% o
B/ B2 RIS B X HIZIT aws B85

o IR EF{FA ROSA CLI Ai%, = rosa create iS5 &M E IR, FH7E CLI i
Teil.
= -

IMRIEELBRXPMERTHMABNIEE T BE L ARN BE, NI&H
SIIGIE B E B, FEMERIXLEFI A AN N AZ Operator £
i,

b. 7E Action required to continue installation X[ 15HE/, = x IROIEIEEEH) Overview T,

c. JRFEEEH Overview TUER Details 849 # Cluster Status @7 EM Waiting 2
Installing, 7ERSENAI, FTRERERLIMN 2 FHRIERRT A],
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p= =1

INEREFEER Auto 13, OpenShift Cluster Manager & B 58J3 Operator A
#0 OIDC #L /.

HE

BRT BIh AR LR MK P A B, IAFEE EBS Operator B,

It/ & 2077 M N E) ManagedOpenShift-openshift-cluster-csi-drivers-ebs-
cloud-credentials 8%, X2 ROSA FREM IAM %KBE, LUEiT Container
Storage Interface (CSHE R FimF L,

BXEEE Operator FTHRMKIRFNRNEZER, 155 LELLEHIIAE ELIER

/Do

EBS Operator f faxfl

"ARN:aws:iam::<aws_account_id>:role/<cluster_name>-xxxx-openshift-
cluster-csi-drivers-ebs-cloud-credent”

] Operator B[S, WNIIE AWS £H] 5 BIKey Management Service
(KMS) TTEH % Key Policy LURINA &,

o (REILATEEEFM Overview TTE AR EERENIE, BoUER—THPFEEREZAE. H0l@E
B Details 4 1Y Status 14 Ready i, EHIEEEE LS,

IMRLERM, HEERMRESEKRD 40 DEEHRAEZ N Ready, HhEZRE
HEEHERR UL T BIFHER. MREZER, FSMERHG LR, BRERL
18R LURENES BIRS 38, 165 ZEEY Red Hat OpenShift Service on AWS #9355
#Q

HibFR
o [#F/HROSA CLI EEEX/SRAAET OiE5ERT
o LESERMNAGLIEAE

2.7.2. A CLIERBE L o/EER

WIROIEER AWS T2 5 REIRSS (STS) B9 Red Hat OpenShift Service on AWS (ROSA) E&EEf, #EaTLL
FAREEXBELRE,

W E 032217 rosa create cluster --interactive e S, MAFI—RINEBETNRR, ®HEBAE X
HBE, MERZER, BN XHUAEENEESE,

HRESRAREENE, BHPSRE— T2 0S, HECRERNEE L RERERT S KR,
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https://console.aws.amazon.com/kms
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/cli_tools/#rosa-create-cluster-command_rosa-managing-objects-cli
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-sts-account-wide-roles-and-policies-creation-methods_rosa-sts-about-iam-resources
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BE
STS X/ F AWS PrivateLink 5£2f, EHIFAEEEE (3EPrivateLink) BEBTF
STS,
Gl s
o BJ{HF STS B9 ROSA 52 AWS RY4E RS,

Pt =

R A AWS IR S EEH,
RETE AWS #2585 /E AT ROSA RS,

MEERE I EREHRE T H2HM ROSA CLIrosa, 21T rosa version LB B R Y RIZRER
ROSA CLI fRA&, MIRBEEFHFHIRAE, CLI SIRETEHUL AN AR,

MREFARFEEN AWS BHEIERS (KMS) BTN, 1SS A 0IE— DR KMS 2
B, OIBRERREMIIREE Amazon FIREFR(ARN), BOBEAESIEN KMS B, 15IREOIE
SIFRANER KMS B354 BT 1E,

BF

BRT ECHOIBERIK P A/, 1LFHE EBS Operator Afh,

It/ & 077 M N E) ManagedOpenShift-openshift-cluster-csi-drivers-ebs-
cloud-credentials 8%, X2 ROSA FREM IAM KBE, LUEiT Container
Storage Interface (CS)EE Fim1ElE,

BREE* Operator TRNRMIHNIRNEZER, ES W EFLHIAELES

/Do

EBS Operator f faxfl

"ARN:aws:iam::<aws_account_id>:role/<cluster_name>-xxxx-openshift-
cluster-csi-drivers-ebs-cloud-credent”

BIJ% Operator B[S, WNIE AWS L5 BIKey Management Service
(KMS) T 4 Key Policy LAZRINA &,

1. BIEBFFEMERSEE A BT, S1E Operator 5RHEE :

a. EHRIT/EBRHPERR IAM KB JSON X4, FHiHit aws CLI &5 TH# :

$ rosa create account-roles --interactive \ ﬂ
--mode manual 9

ﬂ REHER RTEEESRTPEELRE LT, MBERLSER, FEH XHAAEHO/ER
AEZ,

g FHER 0 RERSEE N A GERATEN aws CLI S H JSON X, h#
B, 1BUAFNETHSUARER,

i tH 7 B
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o o

I: Logged in as '<red_hat_username>' on 'https://api.openshift.com’

I: Validating AWS credentials...

I: AWS credentials are valid!

I: Validating AWS quota...

I: AWS quota ok. If cluster installation fails, validate actual AWS resource usage against
https://docs.openshift.com/rosa/rosa_getting_started/rosa-required-aws-service-
quotas.html

I: Verifying whether OpenShift command-line tool is available...

I: Current OpenShift Client Version: 4.0

I: Creating account roles

? Role prefix: ManagedOpenShiftﬂ

? Permissions boundary ARN (optional): 9

? Path (optional): [? for help] €)

? Role creation mode: auto

I: Creating roles using 'arn:aws:iam::<aws_account_number>:user/<aws_usernames'
? Create the 'ManagedOpenShift-Installer-Role' role? Yes 9

I: Created role 'ManagedOpenShift-Installer-Role' with ARN 'arn:aws:iam::
<aws_account_numbers>:role/ManagedOpenShift-Installer-Role'

? Create the 'ManagedOpenShift-ControlPlane-Role' role? Yes G

I: Created role 'ManagedOpenShift-ControlPlane-Role’ with ARN 'arn:aws:iam::
<aws_account_numbers>:role/ManagedOpenShift-ControlPlane-Role'

? Create the 'ManagedOpenShift-Worker-Role' role? Yes ﬂ

I: Created role 'ManagedOpenShift-Worker-Role' with ARN 'arn:aws:iam::
<aws_account_numbers>:role/ManagedOpenShift-Worker-Role'

? Create the 'ManagedOpenShift-Support-Role' role? Yes 6

I: Created role 'ManagedOpenShift-Support-Role’ with ARN 'arn:aws:iam::
<aws_account_number>:role/ManagedOpenShift-Support-Role'

I: To create a cluster with these roles, run the following command:

rosa create cluster --sts

5 EEE OpenShift Cluster Manager IAM B ZFith B & MIRT4E, BRINE T
ManagedOpenShift.

BF

BB AHEE—NE AWS Ik Z A 2M—HRESE RN A B, BIEE
Tk A B R B E L ARN BE,

Ak HABIEEMNRIIF Amazon Resource Name (ARN), MIEERELER, ESH
AWS ST AE IAM SEARBIA BRI R

HENEESCEMNABIEEBE L ARN B, ZEBRRWINSSFRBEFFR, FHLL/
FLF45RE, 40 ftest/path/devi. MNFEZER, 1ESH IAM A EFIEEHIARN £
BREE X,

EFEAGLUEERN, EAILER auto RX BEIEIRIKSERE KA BMKE, EF5)
B H, rosa CLI £OIEABHKRIGFTHRR aws o5, EFIEAD, Xf ISR
JSON X RFZHFIERKF, manual BRARITFEEFNIEIT aws S REIEF T
%o

W'JE$E¥§§E’\J§§EF? control plane. worker A1z A B LRGN H 1AM R

¥, WR/ELZER, WS K SEEEIAM B BHIFEESZ,


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
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LS PAR, ROSA CLIER BB E TEEE Operator SREGHIIK -
SEHEHY Operator IAM 5588, LLfS1F ROSA &8 Operator #4780
OpenShift heE. MBEZER, ESN IKFEHRIIAM B GRIZES
%Q

b. &R, FiiziT aws SR UEABME, 74, EALUER --mode auto 1217 Ll dy
SRILENZ1T aws BT,

2. A% : ANRIEEAE K AWS KMS 02 control plane. £ AifiZ2F4, worker 17 MRS A
MBPV), 1HFHIKFSEERNZERERA BN ARN RINE KMS FEAKEE .

BE
RAEMBRNEFELORBBFARSPV) T 2ERLBEERHMNE,

EREMEMFEROZEN PV DASKNE, 8PV ARERLLBEHME, BRIE
R R E N RN BT,

a. §F KMS BN BRI REF R A MNFZNXHH, UTROEHEREFR LA TER RPN
kms-key-policy.json :

$ aws kms get-key-policy --key-id <key_id_or_arn> --policy-name default --output text >
kms-key-policy.json

Q ¥ <key_id_or_arn > il KMS ZFHH ID 3% ARN,

b. BEEL—ShOEMNEFSEHENRERERFA G ARN RINEISXA4H claim .Principal. AWS
4y, LT RAEIF, &7 2\ ManagedOpenShift-Installer-Role £ &/ ARN :

{
"Version": "2012-10-17",

"Id": "key-rosa-policy-1",
"Statement™: |
{
"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<aws_account_id>:root"
|3
"Action": "kms:*",
"Resource": "*"

"Sid": "Allow ROSA use of the key",
"Effect": "Allow",
"Principal": {

"AWS": [
"arn:aws:iam::<aws_account_id>:role/ManagedOpenShift-Support-Role", 0
"arn:aws:iam::<aws_account_id>:role/ManagedOpenShift-Installer-Role",
"arn:aws:iam::<aws_account_id>:role/ManagedOpenShift-Worker-Role",
"arn:aws:iam::<aws_account_id>:role/ManagedOpenShift-ControlPlane-

31



Red Hat OpenShift Service on AWS 4 2% ROSA Classic f£#f

Role",
"arn:aws:iam::i<aws_account_id>:role/<cluster_namex>-xxxx-openshift-
cluster-csi-drivers-ebs-cloud-credent”

]

b

"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey™",
"kms:DescribeKey"

1,

"Resource": "*"

b

{
"Sid": "Allow attachment of persistent resources”,
"Effect": "Allow",
"Principal": {

"AWS": [
"arn:aws:iam::<aws_account_id>:role/ManagedOpenShift-Support-Role", 6
"arn:aws:iam::<aws_account_id>:role/ManagedOpenShift-Installer-Role",
"arn:aws:iam::<aws_account_id>:role/ManagedOpenShift-Worker-Role",
"arn:aws:iam::<aws_account_id>:role/ManagedOpenShift-ControlPlane-

Role",

"arn:aws:iam::<aws_account_id>:role/<cluster_namex>-xxxx-openshift-
cluster-csi-drivers-ebs-cloud-credent"
]
b
"Action": [
"kms:CreateGrant",
"kms:ListGrants",
"kms:RevokeGrant"

1,

"Resource": "*",
"Condition": {
"Bool": {
"kms:GrantlsForAWSResource": "true"

w AR OB ROSA S BEI EfF M ERSEHENA BIEE ARN, EB49 HFIHE ARN &
AES DT,

@Oz 1% ROSA KN FEY operator BT ARN, H853 f51LHAY ARN 2T
RES9 .
c. [FEWN AT KMS ZHHEREE :
$ aws kms put-key-policy --key-id <key_id_or_arn>\ ﬂ

--policy file://kms-key-policy.json \ g
--policy-name default
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Q J% <key_id_or_arn > &t} KMS B5A# ID =% ARN,
g TEARM ST B B EREHERE, WU aE file:/ §iZk,

ET—ShQlBEEE, a5 A KMS ZHHM ARN,

3. FHEBENREETOETH STS WEEE, EaLUFEA --interactive BN UXBEARNIBEBE L
WE :

Digk

H
[=]

IBTER ROSA £E L& E OpenShift REEZFOIEZRIIA VPC H, XL
VPC LA EZRF G/, B MRASENEKRXEK, UHRRERFESHMN
PRZFER IR,

EI5E OpenShift Z&EEF G S HIE VPC, BihE
kubernetes.io/cluster/<infra-id> /7% _E#) owned E, {50, ¥EFHRZ N
mycluster-12abc-34def # VPC 155

if, kubernetes.io/cluster/mycluster-12abc-34def =% HI{E 7 owned.
Hit, VPC HLEREFUEN, FEHEEGEN.

I $ rosa create cluster --interactive --sts
L

I: Interactive mode enabled.

Any optional fields can be left empty and a default will be selected.

? Cluster name: <cluster_name>

? Domain prefix: <domain_prefix> ﬂ

? Deploy cluster with Hosted Control Plane (optional): No

? Create cluster admin user: Yes

? Username: user-admin 6

? Password: [? for help] ***xxxxsssmnex ﬂ

? OpenShift version: 4.16.0

? Configure the use of IMDSv2 for ec2 instances optional/required (optional): G

I: Using arn:aws:iam::<aws_account_id>:role/ManagedOpenShift-Installer-Role for the
Installer role ﬂ

I: Using arn:aws:iam::<aws_account_id>:role/ManagedOpenShift-ControlPlane-Role for the
ControlPlane role

I: Using arn:aws:iam::<aws_account_id>:role/ManagedOpenShift-Worker-Role for the Worker
role

I: Using arn:aws:iam::<aws_account_id>:role/ManagedOpenShift-Support-Role for the
Support role

? External ID (optional): 9

? Operator roles prefix: <cluster_name>-<random_string> Q

? Deploy cluster using pre registered OIDC Configuration ID:

? Tags (optional)

? Multiple availability zones (optional): No {§)
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? AWS region: us-east-1
? PrivateLink cluster (optional): No
? Install into an existing VPC (optional): Yes ¢B)
? Select availability zones (optional): No
? Enable Customer Managed key (optional): No @
? Compute nodes instance type (optional):
? Enable autoscaling (optional): No
? Compute nodes: 2
? Additional Security Group IDs (optional): @
? > [*] sg-0e375ff0ec4abefa2 ('sg-1')
? >[] sg-0e525ef0ec4b2ada7 ('sg-2')
? Machine CIDR: 10.0.0.0/16
? Service CIDR: 172.30.0.0/16
? Pod CIDR: 10.128.0.0/14
? Host prefix: 23
? Encrypt etcd data (optional): No @
? Disable Workload monitoring (optional): No
I: Creating cluster '<cluster_name>'
I: To create this cluster again in the future, you can run:

rosa create cluster --cluster-name <cluster_name> --role-arn arn:aws:iam::
<aws_account_id>:role/ManagedOpenShift-Installer-Role --support-role-arn arn:aws:iam::
<aws_account_id>:role/ManagedOpenShift-Support-Role --master-iam-role arn:aws:iam::
<aws_account_id>:role/ManagedOpenShift-ControlPlane-Role --worker-iam-role
arn:aws:iam::<aws_account_id>:role/ManagedOpenShift-Worker-Role --operator-roles-prefix
<cluster_name>-<random_string> --region us-east-1 --version 4.16.0 --additional-compute-
security-group-ids sg-0e375ff0ec4a6bcfa2 --additional-infra-security-group-ids sg-
0e375ff0ec4abcefa2 --additional-control-plane-security-group-ids sg-0e375ff0ec4a6cfa2 --
replicas 2 --machine-cidr 10.0.0.0/16 --service-cidr 172.30.0.0/16 --pod-cidr 10.128.0.0/14 --
host-prefix 23 @
I: To view a list of clusters and their status, run 'rosa list clusters'
I: Cluster '<cluster_name>' has been created.
I: Once the cluster is installed you will need to add an Identity Provider before you can login
into the cluster. See 'rosa create idp --help' for more information.

ﬂ ATk, TEQIRERNT, B LUE A --domain-prefix #1757E Stopopenshiftapps.com £ H

EXERNFE, IRSHERENNLHRITIRW—/, SRR 15 MFR, BAESEH
RBETEER. MRFBRYITE, WRUE-—ITENERNE, BEITREFRMRNK
E. IREFLWNTHEFT 15 DFH, ZAMATEHINR, REFLWEDL 15 1MF
7, MIEIZRRENE RS 15 DFRNFR S,

TARERN, EAILUNEEARAMEEAR,, %5 Yes, ARRRENER
admin SIEZRAF&MEE, BRATRBEE /. 1 %. BIEWNEDN14DNFRF
(ASCll-standard), BXZ#&, WiITEBEIEEE htpasswd FPRHER.
TEOIEREEENT, FIH B9 OpenShift lRA (LTS IEEMA. RARAFHTHRA, 0 4.16.0,

Al : 48 7E ‘optional' LUSRTA EC2 SEAIESE A EC2 SLBIF] EC2 SEBI(IMDS)RY v #l
V2 s, IXZBIME. 187 required' f¥FTAE EC2 SLAIEE A RER IMDSV2,

- o
SRR ETER LA TRIERS RE.
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IRIEIE AWS KPR B S NRERABIKS AR, NRRHZERETIIR,

@9

: IBEEBEK S A B Red Hat OpenShift Service on AWS #1 OpenShift 2272
PG — bR R, X METRERTHAENE ID WBEE UKF AR,

@

RINBERT, $¥ETHEEEN Operator ABELFMERSEEERIRFEN 4 A8 FHEIE NI,
BRI LU E B E AT KB A B L TR < cluster_ name>- -<hash >, S| ETE

B8 Operator IAM A& SN AR, BXAIRNIERE, E5E £ X Operator IAM A £
UE TS

NREIEQBXFEESTRE A BRIEE T BE L ARN BB%, I8k
E B E KRR, EMENTRPUERE REN, BERERNAT
Y E TEEHH Operator A,

@ Ak IBE—MRE, AT AWS I:F'EE Red Hat OpenShift Service on AWS I/ HIFRA B
R MEREENEEE, HA. A, BRMILIEAWS FETR, IERESSHF, 6
o EEAE. BUREIA.

B

Red Hat OpenShift Service on AWS {UIE B 0| BT T2 752l Red Hat
OpenShift m/EBqE/EX)FT_Lo /J\ij: %5%%]”%?2%&1%1{% $g¥ﬁ'ﬁg/h
INBIAREE F BEESFLLNE ™ SR AR 55 F P (SLA). iZEﬁ\%?T EAR PR

Red Hat OpenShift Service on AWS X #7E ROSA &R E IR FRA AN
BINHIFRE ., 24 AWS BREH ROSA BRI, XEMRETRaRR, £

XEIERT, EAREZEEE LRARITEXDARE, HEFEIR
BT,

m EEFIES, BUERSINTRARK, RANENTHERK,

IRALAIEINAE VPC iR, =& ROSA AT LLAIE— NI VPC £ A,

H
[=]

b

BT3RS ROSA R L OpenShift ZERFOIEMINA VPC i,
XL VPC EEMHEI B 0E, BEMTRERANERXE, LUBRERE
BB S PRIRVEIESR TIE,

Z451E OpenShift RERERFESE0E VPC, HRE
kubernetes.io/cluster/<infra-id> 1% _E# owned (. {50, HEEF
£ mycluster-12abc-34def # VPC #7%

if, kubernetes.io/cluster/mycluster-12abc-34def t7%HI(E N
owned, FLt, VPC HRERZFUERN, TNFHEEAER,

A% ANRIEER B 289 AWS KMS BEANNIER control plane, EiZRF4, worker 17 miRE N

PV, MIEBEXMNET, EEEL—FPRINEIEESEFNA®KN ARN /) KMS BEHH
ARN,
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BE
RAEMRNEFER ORI BFARSPV) T 2ERLEERFNE,

EREMEMEFEROZEN PV DASWINE, B PV ARERLBEHME,
PRIEFFIE R AR E N RN B,

@ ik R LUERAREPEANTNEE L R2H, BRIEtRTEE2H, FARHESE
TNANERBESER VPC KX, QIENSSbE, BRENBRINFRRMNImEREH, W0
FELER, BFSHMMAIRT L2 HEXK,

@ A% : BRERIANNER etcd B control plane FZMEMBEA, F/ERIXANET, 1 ILLEI
B, eted BMESTEMNE, M-,

8%

WiT1E eted R NEAER A eted I, NSHILKL 20% BIMEREFFiH. FR
T N3 eted BHIBKIA control plane FHEINE S, TRBIAFEZZMNZRHIFF
B, BB VUNERHIZENF /S eted I,

@ BERERET —PALLZTHEE RO Z2EREREENSEE.

YE N fER --interactive IR IR 1ERE, EAILAIEIZ1T rosa create cluster i G EZIEEEE
MM, 21T rosa create cluster --help S EEF A A CLIETIFIR, NS @ HROSA CLI
EHEX SRep B O/ BB,

8%

IRLISER LT H k)3 Operator IAM A #] OpenlD Connect (OIDC) )
i, SRR TRE ready,

4. QIBFFE FEEEH Operator IAM B :

a. TEHRITVEE RHLEM Operator IAM $KB& JSON 3, FiiH aws CLI S5 TH# ¢
I $ rosa create operator-roles --mode manual --cluster <cluster_name|cluster_id> ﬂ

ﬂ FihER £ A1 Operator AEBFTERN aws CLI 45 H JSON X, KBERF, i
FiziTH S LU TR,

b. &G, 21T aws 4%, LLEIE Operator IAM A& FHIF2 % Operator REEM MBS, 5
A, A LIEA --mode auto FR21T Lk ép 5 RILENIZ1T aws PR,

MREELE—LHIEETHEIZ, NEX Operator ABEFNABE LT,

INRIEIE QB R EAIEEESERIMNA BRIEE T BE L ARN X, I8k
B & L ERERFIFER FAE Operator B,
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55 2= FHAE L HIEHH STS K ROSAEH

H5E
BRT BIh AR LR MK P A B, IAFEE EBS Operator B,

It/ & 2077 M N E) ManagedOpenShift-openshift-cluster-csi-drivers-ebs-
cloud-credentials 8%, X2 ROSA FREM IAM KBE, LUEiT Container
Storage Interface (CSIEE FimF L,

BKREEE Operator TRMRIRINRNEZER, 1§ £ELEHIIAEEL)
#75:%, 7HIEBS Operator role "arn:aws:iam::
<aws_account_id>:role/<cluster_name>-xxxx-openshift-cluster-csi-
drivers-ebs-cloud-credent”

] Operator B[S, WNIIE AWS I£H] 5 BIKey Management Service
(KMS) T1E F 4 Key Policy LAZRINA &,

5. DIEEEEE Operator AT H12%1EM OpenlD Connect (OIDC) RN -
I $ rosa create oidc-provider --mode auto --cluster <cluster_name|cluster_id> ﬂ

Q auto XA ELZTHIE OIDC M 7EH aws CLI &4,

6. ESHIRE :

I $ rosa describe cluster --cluster <cluster_name|cluster_id>

=1
Name: <cluster_name>
ID: <cluster_id>
External ID: <external_id>
OpenShift Version: <version>
Channel Group: stable
DNS: <cluster_name>.xxxx.p1.openshiftapps.com
AWS Account: <aws_account_id>
API URL: https://api.<cluster_name>.xxxx.p1.openshiftapps.com:6443
Console URL: https://console-openshift-console.apps.
<cluster_name>.xxxx.p1.openshiftapps.com
Region: <aws_region>
Multi-AZ: false
Nodes:
- Master: 3
- Infra: 2
- Compute: 2
Network:
- Service CIDR: 172.30.0.0/16
- Machine CIDR: 10.0.0.0/16
- Pod CIDR: 10.128.0.0/14
- Host Prefix: /23
STS Role ARN: arn:aws:iam::<aws_account_id>:role/ManagedOpenShift-Installer-
Role
Support Role ARN: arn:aws:iam::<aws_account_id>:role/ManagedOpenShift-Support-
Role

Instance IAM Roles:
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1. i

- Master: arn:aws:iam::<aws_account_id>:role/ManagedOpenShift-ControlPlane-
Role
- Worker: arn:aws:iam::<aws_account_id>:role/ManagedOpenShift-Worker-Role

Operator IAM Roles:

- arn:aws:iam::<aws_account_id>:role/<cluster_name>-xxxx-openshift-ingress-operator-
cloud-credentials

- arn:aws:iam::<aws_account_id>:role/<cluster_name>-xxxx-openshift-cluster-csi-drivers-
ebs-cloud-credent

- arn:aws:iam::<aws_account_id>:role/<cluster_name>-xxxx-openshift-machine-api-aws-
cloud-credentials

- arn:aws:iam::<aws_account_id>:role/<cluster_namex>-xxxx-openshift-cloud-credential-
operator-cloud-crede

- arn:aws:iam::<aws_account_id>:role/<cluster_namex>-xxxx-openshift-image-registry-
installer-cloud-creden

Ec2 Metadata Http Tokens: optional

State: ready

Private: No

Created: Oct 12021 08:12:25 UTC

Details Page: https://console.redhat.com/openshift/details/s/<subscription_id>
OIDC Endpoint URL: https://oidc.op1.openshiftapps.com/<cluster_id>|<oidc_config_id>

1

= URL BURF BYO OIDC BLi&E., MIREETISIEF OIDC ECiE, URL RLL<
oidc_config_id > [E455 ; &I, URL BL< cluster-ID > fH45 R,

AESERREIRED, MHHhRIIHLLT State FEREX :

F& (FHF OIDCEE)

R CESIKF)

#Z% (IEEFEETHHIDNS X&)

e 3

ready
NRZLHEKM, HE State FRIEKY) 40 DHEREZL ) ready, HER
EHEEHPR XL T FIEAIE R, MERSER, FSHUEHGZRE, BX

B RLINE ST /e LURERBS BIROE IR, 155 W 7EK Red Hat OpenShift Service on
AWS I 1,

7. BIIWER OpenShift &R HERIRERERF OIBIAE -

$ rosa logs install --cluster <cluster_name|cluster_id> --watch ﬂ

WEEEZ'E%J‘&EEPHQWJ%E HEHE B —-watch 1778, X MNSEZE AL,
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28.f5

% 2 F FAAE L BIETE STS B ROSA £
SECHNABLERS A

B IR
i}n] ROSA &2

AINEFERA

o. Hh FFIR

BXREAZENRET(VPC)HEE ROSA KHNESER, HSH ) ROSA KRR EH=
VPG,

BXFEM STS 7£ AWS EE#E Red Hat OpenShift Service FTEEH AWS Identity Access
Management (IAM)FIRMEZER, ES M KT HEMH STS BERER IAM FlR,

BREEIFIE Operator ABEFRRIZRIIERE, 1550 XTBE L Operator IAM A EHIZ,
BXRERENMEX G AWS IAM BGRA SEET DRAETIEER, ES5 0 R BN EEHIBER,
BXER STS &4 ROSA B REZMAHIFIE, 1ESEEM STS B ROSA B9 AWS Fe k54,

HXTE AWS IAM FfEE OpenlD Connect (OIDC) B2 IRIETEFMEZER, HESH AWS XY
By B3 OpenlD Connect (OIDC) &4t .

BX etcd MEMESER, ESH etcd MEBERSE Lo
BXfEH ROSA BEERERIFE, FSEMRESIEHCE,
BX ROSA RBREMEHIRNESER, ES M M REFE B I THIERRR,

BRBERAMEZFFLURIREEBIN P, 1551 JLEL Red Hat OpenShift Service on AWS BJ3Z
e
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https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/support/#getting-support
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25 3 Z {#FH TERRAFORM /& ROSA (&81298) 3%

3.1. {#F TERRAFORM fJZ2i\ ROSA (&K#iZR4) K&

FERFEARNERLIELER Terraform REFERIRZE A Red Hat OpenShift Service on AWS (ROSA)
(ZBLZR1) &RE%,

DUTF RSB0 F2E A Terraform ECE R AR H AU T IR ROSA (LZ8421)) AWS B2 45
AR5 (STS)52 -

o HHEZE oidc-config BLEM OIDC L1 FE

o A XELHY AWS Managed ROSA SRB&HYSE R &4 IAM Operator B
o A XELH AWS Managed ROSA FRBEH IAM Tk

o (EEHEFA STS &8 ROSA FTERMIATE Hith AWS FHR

3.1.1. Terraform #t

Terraform @ —PMEMZEHEKRETE, RHE—REEXRRHFBRFEZEES HIIXLTHRIAZE, Terraform
FERFIRAMIEE T OIEES, ETUFRAEMIEENTTREMRZIRT, Terraform SRIEEHIFE O EIX

L HHIR.

AR

E1E Terraform EZ& A Red Hat Cloud Services N/, EAITHRBULTRME -
o RBETE AWS (ROSA)MEGITRME(CL)TE L%% T Red Hat OpenShift Service,
o RAEE%M Red Hat OpenShift Cluster Manager 55h& .
o B&EK Terraform fRA 1.4.6 HEHARAE,

o MENIET AWSIKFSERM IAM A,
HEBKFSER R IAM A B EKRIRME ROSA . &, control plane #iT B IRERTE M
STS R, X BIFEEEEEM Operator K&, MFEA X AWSTIKFBBHNEZER, HESHMKN
B,

o MA—N AWSIHKF FIHEXFEIE, HECUEFIR, ~H AWS HNEEE T Xk, 1§50 AWS
Terraform R XA 5955 BEEER S

o MEMNE AWS IAM AGBKRHEFZLUTIR, HiZ1T Terraform, 1E AWS 12HI& G X LEFY

"Sid": "VisualEditorQ",

"Effect": "Allow",

"Action": [
"iam:GetPolicyVersion",
"iam:DeletePolicyVersion",

R,
‘ $l 3.1. Terraform BMIRE AWS FER

"Version": "2012-10-17",
Statement [
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https://registry.terraform.io/providers/terraform-redhat/rhcs/latest/docs
https://console.redhat.com/openshift/token/rosa
https://developer.hashicorp.com/terraform/downloads
https://aws.amazon.com/free/?all-free-tier
https://docs.aws.amazon.com/IAM/latest/UserGuide/security-creds.html
https://registry.terraform.io/providers/hashicorp/aws/latest/docs#authentication-and-configuration

},
{

& 32 {§f TERRAFORM fij& ROSA

"iam:CreatePolicyVersion",
"iam:UpdateAssumeRolePolicy",
"secretsmanager:DescribeSecret”,
"iam:ListRoleTags",
"secretsmanager:PutSecretValue",
"secretsmanager:CreateSecret",
"lam:TagRole",
"secretsmanager:DeleteSecret",
"iam:UpdateOpenIDConnectProviderThumbprint",
"iam:DeletePolicy",

"iam:CreateRole",
"iam:AttachRolePolicy",
"iam:ListInstanceProfilesForRole",
"secretsmanager:GetSecretValue",
"iam:DetachRolePolicy",
"iam:ListAttachedRolePolicies",
"iam:ListPolicyTags",
"iam:ListRolePolicies",
"iam:DeleteOpenlDConnectProvider",
"iam:DeletelnstanceProfile",
"iam:GetRole",

"iam:GetPolicy",
"iam:ListEntitiesForPolicy",
"iam:DeleteRole",

"iam:TagPolicy",
"iam:CreateOpenIDConnectProvider",
"iam:CreatePolicy",
"secretsmanager:GetResourcePolicy”,
"iam:ListPolicyVersions",
"iam:UpdateRole",
"iam:GetOpenIDConnectProvider",
"iam:TagOpenlIDConnectProvider",
"secretsmanager:TagResource",
"sts:AssumeRoleWithWebldentity",
"iam:ListRoles"

]

"Resource": [

"arn:aws:secretsmanager:*:<ACCOUNT_ID>:secret:*",

"arn:aws:iam::<ACCOUNT_ID>:instance-profile/*",
"arn:aws:iam::<ACCOUNT _ID>:role/*",
"arn:aws:iam::<ACCOUNT_ID>:oidc-provider/*",
"arn:aws:iam::<ACCOUNT_ID>:policy/*"

]

"Sid": "VisualEditor1",
"Effect": "Allow",
"Action™: [

"s3:*"

],

"Resource": "*"

(£8aZRF) Ra¥
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{§ Terraform KRB FESE

BE, [FH Terraform BB HRNIRBHHEASSREM TN, LUEMERE Terraform AEHTEMBENR, £
5 Terraform 2 AT E (40 AWS #ZH G RLMEIEHIE) B, 1EH/INIMER Terraform AN = FR,
£ Terraform UAM T ERKEEEZH Terraform BEMTHIR, MEFEBRM Terraform BB 3| AE
ElR%.

Flan, NREER Red Hat Hybrid Cloud Console #4 Terraform f|3REERE, NIEEEN RE AT
B ES B B ek AT I E Terraform K78, MNEEZER, 1ES 1 HashiCorp Developer X4 EE
Terraform KRR TR,

3.1.2. BOIAR BRI AR B
5 3.1. {8 STS £EHHEMEIN ROSA

At AR

Ll o ZIAIAM A EAEIZ : rosa-<6-digit-alphanumeric-string>

o RENEREHEENAR
.
REE o ERSERIRA : 4.14
e Cluster name: rosa-<6-digit-alphanumeric-string>

e {3 Red Hat OpenShift Cluster Manager ;&R & =iEH| & LML AWS
X1 : us-east-2 (US East, Ohio)

o WAl : HETEHS XS
o EFABRIAM EC2 IMDS i (vl # v2)
o UHEFIFENHTE : EA
Encryption o EEMANE
o RAEMHNE etcd I
o Bl AWS BHIEIEAR 5 (KMS) B 5 FE RS A SR M AR 2557

control plane i SR & e e
P e control plane 7 =S5 REY : m5.2xlarge (8 vCPU, 32 GiB RAM)

e control plane Ts=# : 3

|u] /A ‘H‘ﬁ %
ERERATT S E o ETHZEHITI SRIUILE ¢ Sxlarge (4 vCPU, 32 GiB RAM)

o EMiZRMTRE: 2
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55 3% {#ifl TERRAFORM fI/E ROSA (F81ZEfy) £8F

A AR

Compute 77 m#l25t

MLAECE

Fo3K51=E R (CIDR)

SEH

SR A BRE

SRR

Compute 7 s SHI258 : m5.xlarge (4 vCPU 16, GiB RAM)
Compute TR : 34
EEEN R EL::

BB RIRE

EB[ER - AHFFE
IRET LUEFE Terraform SEEE02 T2 PO VPC,
RERBEEE RN E

Machine CIDR:10.0.0.0/16
Service CIDR: 172.30.0.0/16
Pod CIDR: 10.128.0.0/14

EHAETL : /23

T A& Operator A #] OpenlD Connect(OIDC)#t N FERIES, : auto

\ p= Y=
X FERA =iEHlE LER Openshift Cluster Manager

Mz, B ERXTEEE M OpenShift Cluster
b Manager A8,

2R\ Operator B &HIZ : rosa-<6-digit-alphanumeric-string>

MR ER

T RRHEZE 1 /N BT R ER

3.1.3. {# [ Terraform O/ EIA ROSA (ZF81205) £EF
DU BRI R0 2 #2558 R 7 20{al{E A Terraform A& FSEHERI IAM A BT AEZE OIDC BLER

ROSA (ZZE5R1) &2,

3.1.3.1. 5 Terraform JMFIEMILEE

TEfFF Terraform 7£ AWS %8% |2 Red Hat OpenShift Service &I, EESH B4 Red Hat

OpenShift Cluster Manager 45 h&,
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iy =

1 Bk AhELRE SRR ELEIE KR O Terraform X, FRLUEE LLAE — D 3HY B SRR FFE

XX HHSMEIES
I $ mkdir terraform-cluster && cd terraform-cluster

2. A B4 Red Hat OpenShift Cluster Manager 5 h& M&BIIK P 1% F AR,
3. IBITUTHSEFBEATHE, HNSBAXENNEDLE !

I $ export RHCS_TOKEN=<your_offline_token>

ﬁ E,E
N WINETEREBIRIENREEE, WERITENIKAL I,

o SHGHE, BITUTaEREIHE

I $ echo $RHCS_TOKEN

3.1.3.2. TEXRHBIE Terraform X4

KB B4 Red Hat OpenShift Cluster Manager ©1% &, BREEEAMOIE Terraform SXHLIIESE
B, BRI LMEA LTI RENR A8 X L 30,

it

44

AN

1. BT TS K02 main.tf ST :

$ cat<<-EOF>main.tf

#

# Copyright (c) 2023 Red Hat, Inc.

#

# Licensed under the Apache License, Version 2.0 (the "License");

# you may not use this file except in compliance with the License.

# You may obtain a copy of the License at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# Unless required by applicable law or agreed to in writing, software

# distributed under the License is distributed on an "AS IS" BASIS,

# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.

#

terraform {
required_providers {
aws = {
source = "hashicorp/aws"
version = ">=4.20.0"


https://console.redhat.com/openshift/token
https://console.redhat.com/openshift/token/rosa

%5 3= {ff TERRAFORM Il ROSA (Z8iZRfy) L8

}

rhes = {
version = ">=1.6.2"
source = "terraform-redhat/rhcs"

}
}
}

# Export token using the RHCS_TOKEN environment variable
provider "rhcs" {}

provider "aws" {
region = var.aws_region
ignore_tags {
key_prefixes = ["kubernetes.io/"]
}
default_tags {
tags = var.default_aws_tags
}
}

data "aws_availability_zones" "available" {}

locals {

# The default setting creates 3 availability zones. Set to "false" to create a single availability
zones.

region_azs = var.multi_az ? slice([for zone in data.aws_availability_zones.available.names :
format("%s", zone)], 0, 3) : slice([for zone in data.aws_availability_zones.available.names :
format("%s", zone)], 0, 1)

}

resource "random_string" "random_name" {
length =6

special = false

upper = false

}

locals {
path = coalesce(var.path, "/")
worker_node_replicas = try(var.worker_node_replicas, var.multi_az ? 3 : 2)
# If cluster_name is not null, use that, otherwise generate a random cluster name
cluster_name = coalesce(var.cluster_name, "rosa-\${random_string.random_name.result}")

}

# The network validator requires an additional 60 seconds to validate Terraform clusters.
resource "time_sleep" "wait_60_seconds" {

count = var.create_vpc ?1:0

depends_on = [module.vpc]

create_duration = "60s"

!

module "rosa-classic” {
source = "terraform-redhat/rosa-classic/rhcs"
version ="1.5.0"
cluster_name = local.cluster_name
openshift_version = var.openshift_version
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account_role_prefix = local.cluster_name
operator_role_prefix = local.cluster_name

replicas = local.worker_node_replicas
aws_availability_zones = local.region_azs

create_oidc = true

private = var.private_cluster

aws_private_link = var.private_cluster

aws_subnet_ids = var.create_vpc ? var.private_cluster ?

module.vpc|0].private_subnets : concat(module.vpc[0].public_subnets,
module.vpc[0].private_subnets) : var.aws_subnet_ids

multi_az =var.multi_az

create_account_roles = true

create_operator_roles = true

depends_on = [time_sleep.wait_60_seconds]

}
EOF

2. IB1TLUT 5 £ 4% variables.tf 3215 :

BT LU KRR S H 3wt 32

-

$ cat<<-EOF>variables.tf
#
# Copyright (c) 2023 Red Hat, Inc.
#
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.
#
variable "openshift_version” {
type = string
default ="4.14.20"
description = "Desired version of OpenShift for the cluster, for example '4.14.20'. If version is
greater than the currently running version, an upgrade will be scheduled.”

}

variable "create_vpc" {

type = bool

description = "If you would like to create a new VPC, set this value to 'true'. If you do not
want to create a new VPC, set this value to 'false'."

}

# ROSA Cluster info
variable "cluster_name" {
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default = null
type = string
description = "The name of the ROSA cluster to create”

}

variable "additional_tags" {
default = {
Terraform = "true"
Environment = "dev"
}
description = "Additional AWS resource tags"
type = map(string)
}

variable "path" {

description = "(Optional) The arn path for the account/operator roles as well as their
policies."

type = string

default = null

}

variable "multi_az" {
type = bool
description = "Multi AZ Cluster for High Availability"
default =true

}

variable "worker_node_replicas" {

default =3

description = "Number of worker nodes to provision. Single zone clusters need at least 2
nodes, multizone clusters need at least 3 nodes”

type = number

}

variable "aws_subnet_ids" {

type = list(any)

description = "A list of either the public or public + private subnet IDs to use for the cluster
blocks to use for the cluster”

default =["subnet-01234567890abcdef", "subnet-01234567890abcdef", "subnet-
01234567890abcdef"]

}

variable "private_cluster" {

type = bool

description = "If you want to create a private cluster, set this value to 'true'. If you want a
publicly available cluster, set this value to 'false'."

}

#VPC Info

variable "vpc_name" {
type = string
description = "VPC Name"
default = "tf-gs-vpc"

}

variable "vpc_cidr_block" {
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3.

N
Py

type = string
description = "value of the CIDR block to use for the VPC"
default ="10.0.0.0/16"

}

variable "private_subnet_cidrs" {

type = list(any)
description = "The CIDR blocks to use for the private subnets”
default =["10.0.1.0/24", "10.0.2.0/24", "10.0.3.0/24"]

}

variable "public_subnet_cidrs" {

type = list(any)
description = "The CIDR blocks to use for the public subnets”
default =["10.0.101.0/24", "10.0.102.0/24", "10.0.103.0/24"]

}

variable "single_nat_gateway" {
type = bool
description = "Single NAT or per NAT for subnet”
default = false

}

#AWS Info
variable "aws_region" {
type = string

default = "us-east-2"

}

variable "default_aws_tags" {

type = map(string)
description = "Default tags for AWS"
default ={}

}

EOF

TUT R RAIZE vpe.tf ST :

$ cat<<-EOF>vpc.tf

#

# Copyright (c) 2023 Red Hat, Inc.
#

# Licensed under the Apache License, Version 2.0 (the "License");

# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at

#

# http://www.apache.org/licenses/LICENSE-2.0
#

# Unless required by applicable law or agreed to in writing, software

# distributed under the License is distributed on an "AS IS" BASIS,

# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and

# limitations under the License.
#
module "vpc" {
source = "terraform-aws-modules/vpc/aws"
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version ="5.1.2"

count = var.create_vpc ?1:0
name = var.vpc_name
cidr = var.vpc_cidr_block

azs = local.region_azs
private_subnets = var.private_subnet_cidrs
public_subnets = var.public_subnet_cidrs

enable_nat_gateway = true
single_nat_gateway = var.single_nat_gateway
enable_dns_hostnames = true
enable_dns_support = true

tags = var.additional_tags

}
EOF

IR HEFIFISE) Terraform,

3.1.3.3. f§if Terraform f|E ROSA £&f

A% Terraform X4, B

5
AEIEN Terraform KEXHE., MEBEFELELR, &

it =

WA TN Terraform LUREAR B FRE VKT, SARRA Terraform 1%l

7 {FE A Terraform BfRESEIN

1. 3% Terraform %X & HIREEH Terraform SXEEBIERIR, 27U THS :
I $ terraform init
2. 73k BT TS EREIEEEHIM Terraform @B IEMH :

I $ terraform validate
=1
I Success! The configuration is valid.
3. IBfTLAT a4, fEM Terraform QEREE

I $ terraform apply

Terraform REEZEEWN AN A EROERER, HABUTHE :

i th o Bl

var.create_vpc

If you would like to create a new VPG, set this value to 'true'. If you do not want to create a
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new VPC, set this value to 'false’.
Enter a value:
var.private_cluster
If you want to create a private cluster, set this value to 'true'. If you want a publicly available

cluster, set this value to 'false’.

Enter a value:

4. 3 Terraform REFHZORFUERB TTRFHRRIAIAL, KA yes FRELKLLIEVH :

i

Plan: 74 to add, 0 to change, 0 to destroy.

Do you want to perform these actions?
Terraform will perform the actions described above.
Only 'yes' will be accepted to approve.

Enter a value: yes

NRHA yes, &8 Terraform it XIFE3), A8 AWS ik fAfa. Operator A
ROSA Classic %#f.

I $ rosa list clusters

BRERR ID. BFFHIRESAHEIH A -

ID NAME STATE TOPOLOGY
27c3snjsupa9obua74ba8se5kcj11269 rosa-tf-demo ready Classic (STS)
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%5 3= {ff TERRAFORM Il ROSA (Z8iZRfy) L8

2.
BT TRSRIHENIK- ARRE 0l :
I $ rosa list account-roles
LT N
I: Fetching account roles
ROLE NAME ROLE TYPE ROLE ARN
OPENSHIFT VERSION AWS Managed
ROSA-demo-ControlPlane-Role Control plane arn:aws:iam::<ID>:role/ROSA-
demo-ControlPlane-Role 414 No
ROSA-demo-Installer-Role Installer arn:aws:iam::<ID>:role/ROSA-demo-
Installer-Role 414 No
ROSA-demo-Support-Role Support arn:aws:iam::<ID>:role/ROSA-
demo-Support-Role 414 No
ROSA-demo-Worker-Role Worker arn:aws:iam::<ID>:role/ROSA-
demo-Worker-Role 414 No
3.

BT THSEKUEERN Operator AAfA 2B EHIEE :

I $ rosa list operator-roles

7R Terraform fIJEM Operator f BRfHIH <A -

I: Fetching operator roles
ROLE PREFIX AMOUNT IN BUNDLE
rosa-demo 6

3.1.3.4. 5[ Terraform ffif& ROSA £&

{81/ terraform destroy fp55ilHERET terraform apply 5 BIEMFRA KR,
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k

N
p
;

il

EH%EERN, FEEW Terraform .Af 304, X258 5 E R K RIS,

i =
1.
151217 terraform apply L AIREHMBE XD, ZTUTaDMERER -
I $ terraform destroy

Terraform FEORTERMANILZE, SIINSOREHFHZAMERITE

var.create_vpc
If you would like to create a new VPC, set this value to 'true.’ If you do not want to

create a new VPC, set this value to 'false.’
Enter a value:

var.private_cluster
If you want to create a private cluster, set this value to 'true.’ If you want a publicly

available cluster, set this value to 'false.’
Enter a value:

2.
B yes LUSDhABHIEEMER :
Tl R

Plan: 0 to add, 0 to change, 74 to destroy.

Do you really want to destroy all resources?
Terraform will destroy all your managed infrastructure, as shown above.
There is no undo. Only 'yes' will be accepted to confirm.
Enter a value: yes
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I $ rosa list clusters

#A B RERNHE ARG

I I: No clusters available

BT TeS, RibKFAREEEH -

I $ rosa list account-roles

BR%EA Terraform SRR F A B H =G -

I: Fetching account roles
I: No account roles available

T4, %iF Operator AR ECH -

(i
i
e

I $ rosa list operator-roles

S R%AH Terraform fIIEH Operator A Y HRH

I: Fetching operator roles
I: No operator roles available
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$ 45 TEASRHUEEASSE

AT #E 73853 ROSA CLI (rosa), fFRABERGIE OCM e, /A Red Hat OpenShift
Service on AWS (ROSA) £ B BET5,

4.1. ZH3 OCM HIF F f G IR ki

1E£fEF Red Hat OpenShift Cluster Manager S/ AWS Z£ 5 hEIR55(STS)H Red Hat
OpenShift Service on AWS (ROSA)SE R, EalE fIEMEEE OCM I A Ml AWS kP&
THgHFIHEXEK, 1Ei21T7 rosa create ocm-role 43 =% rosa create user-role 5, EelLLBITIERE -
-interactive UG AR HEERA,

TR T ZEX OCM £ & il &Rk

& 4.1. —-interactive OCM fi &t B4k 15
PEX ek

R TTES IBEEE OCM IAM BEEThEEMRIE, BIMEN
ManagedOpenShift, ZREEHEN AWS 1KF 5 Red Hat #L#4
fgE—1 OCM A fs,

71 OCM A5 HEEThEE (|ik) i admin OCM IAM fa s, ZAB%ERFIEE --admin 3,
MR EFEA B) X EMA OpenShift Cluster Manager BIGIEB &
B E T HEEEH Operator B EH OIDC #NE, NEE admin A
@10

HBRN5E ARN (|J3%k) 5 OCM A &5 EMRN 5] Amazon Resource Name (ARN), %0
ERZER, BSH AWS XX B 1AM SRR 57

AERE (Ak) HIZE) OCM ABIEEBE X ARN BE, ZEREXWINNEEFR
WFFR, FLL/ LSRR, Bl /test/path/dev/, INEFE%
BR, HBM IAM B EFEEH ARN BEEE X,

fAfaflEEl gEAALEER, ETLUER auto EXBEI0IE OCM Af,
FFH BRSNS, FEFPMEAH, ROSACLI
(rosa)4: A BB M FHEA B EN aws 5, EFIEAH,
X R SRBE JSON XA RFEILFTB X, manual X LT
RIEF 21T aws BRI EEIFE,

BI/E '<ocm_role_name>' A2 ? WIAMEEOE OCM A f,

$f '<ocm_role_arn>' AABHEEENE  BIGES OCM AGSIEMLIENIIERE,
'<red_hat_organization_id>'?
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B 45 XEARHUBREASE

TEid T X EA P A AR R

5 4.2. —-interactive fi /" A fatBER %L
PEX ek

At EEETERFARLMRIINEIL. KIMEN
ManagedOpenShift,

HBRN5: ARN (|J3%) A AEIEEMNRIISR Amazon Resource Name (ARN), 0%
BEELR, BSH AWS KRR IAM SLEBIF BRI o

AEBE (AI%k) NEHWAFABIEEBE L ARN BE, ZBREFLNNSEFEH
FER, FLL/FELALEE, B0 /test/path/dev/, MMEEZE
B, HEH IAM A EFIFEEIARN BEEE X

AfatlEsEX HEAGLRER, EALER auto BEXBSIER M AGHT
H5E#F) OpenShift Cluster Manager Bk, FEFEHER
i, ROSA CLI £ I EA BTN aws 4, EFhE
R, XFRAISES JSON X4 thiR 2L A1 B %+, manual &
RXAVBEFZIT aws BHRIEEIFE.

fI/E '<user_role_name>' fAfa ? WAEENRASAAE,

#$ '<user_role_arn>' AEEHERIK,  WHIAGEHERENLIIERA Ak EERS AR,
'<red_hat_user_account_id>'?

4.2. THEAKROIRBERET

EAMEAESEXER AWS 25 ARSS5 (STS)BIE Red Hat OpenShift Service on AWS %,
8ol L#E521T rosa create cluster g5 --interactive Ui E /G &R,

TEtd T 2B AR OIRR L

5 4.3. —-interactive B0 B R LT

PR b
SHAM NEBMA—N%, 10 my-rosa-cluster,
RIS MBI F I AR TE, 10 my-rosa-cluster,

{6 Hosted Control Plane ZBE£EE J& FB Hosted Control Planes B9{# .
(|T3%)
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T sk

fRENERGRA TEfEF htpasswd SRR AEERN, ORISR
Fo. ARERBAEEL K%, BEGTEDPN14NER
(ASCll-standard), BFZet&,

55/ AWS STS IBE&EE A —1 OpenShift &£8%, B AWS R GRS (STS) A
HEHEERY AWS Identity and Access Management (IAM) &4
BClmAT 89, BARAPRMEIL, ZRSATULERARHFERLZES
FREE SR A H AWS AP JHF. BRIMEH Yes,

OpenShift version RFBEREM OpenShift IRAN, 04, BRI NEHhRA,

1 ec2 SEHIACE IMDSv2 By {EERTA EC2 SLBIRE RN A EC2 SLHITTHUIRMR 55 (IMDS)H
optional/required (TIi%) VIR v2 i (ATE) A2 IMDSV2 (&) .

Z&REFAR ARN IMRIEIE AWS KPR BE S MK A BB TERERAE, NIRME—

TMREREFAB ARN JIXR, EZEEERTEENREEFAGHN
ARN, SEHERSAMERERRFABHEINEISTHENABNK
mﬁo

NEBID (|IE) 18 EEBREM - A BB OpenShift Cluster Manager #1
OpenShift REFEFEEIBHIME—TRARF, X METRERTFHE
S8R ID B E LK AR,

Operator fi BRI MABDEEE TREH Operator IAM ABMEIZ., BIMER
SRR 4 MIBEVLFRTE, 20 my-rosa-cluster-aOb1,

EAFGEME OIDC Bdi&E ID BEEE 2 EEI2TEFAEVWREN OIDC EBE, TE2ENE#HM OIDC
B E NER 0BT N —E D,

tags (mIik) EENE, BT AWS fl Red Hat OpenShift Service on AWS
BB A TR, PR aEEENREE, HAl. A4 BRMLE
AWS HREYTTR, 1% AES 2, B0 : "key value, foo bar",

BF

Red Hat OpenShift Service on AWS [ IE B 1]
B+ 2h X% Red Hat OpenShift iR B E
MR, WINE, TEMRsSmETY. RS
ERINBIFRE F BEE FLLNE 7 dh AR 55 F il
(SLA). XEEFRZE T REHEMIER,

Red Hat OpenShift Service on AWS A #F7E
ROSA B EEM FURIR AN BT, 4
AWS BERE ROSA ERFEIEN, XEIREARE
KFER, EXEERT, EAEREEEE LER
ARHFTEXRDARE, FRECIIRERZ,
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FB

ZAAAK (FH%)

AWS Xig

PrivateLink £8f (®[3%)

Machine CIDR

Service CIDR

Pod CIDR

ZEIIAR VPC th (|5k)

AKX (%)

EREFEENEY (Ak)

Compute 7 s SEHiI LB

FRBT R ([ik)

B 45 XEARHUBREASE

50

HEHSMER AWS RiMZ N AKX, BIMEN No, X&5
BAEMMEIN AN THK, IRENEHTEINZ T

X, AWS REMTMEDE INMNTAR, WFEFIFEIEME,
BUERASIMTAK,

EEENEHTEIN AWS X, X2EE AWS_REGION if

BEE,

{5/ AWS PrivateLink Q3258 X METREENLRE S
(VPC). AWS ERSSFIAERML 2 FIMRAE LR, MERRALXLE
BRAFRE, 5 TIRMTE, Red Hat Site Reliability
Engineering (SRE)® LA AWS PrivateLink Virtual Private
Cloud (VPO)im s i RI L8, R OIRBILIER Ik
T, FIME No,

IEENE (EETH) M IP USERE, ©EM VPC FRMAE

CIDR #iESEH, FRMARIEEN, LN TAXBEIFHRIE
128 NtibRy 1P #aESER (A FRETZ /25) . ZAARSEX
& 256 NHbibAy (P #hitSERE (ERFMai4k/24) . BRiME
75710.0.0.0/16, XTS5 AR EERI 2% H3e,

EEMRSEY P USR], BINAERRMUREREF F 28R
B, IXFAROIE 1P ik 2R, SERERER, LLENMENT
TR E, LIRSS MERF N ER YT MR E R A ERIRSS B,
X1\ 172.30.0.0/16.

87E pod BY IP #hHESE [, BINAEERMUERIEREF 2 7 28R
B, IXFAOIE 1P ik 2R, SEREREKR, LUENMENT
TR E, LIRSS MERF N ER YT MR E R A ERIRSS B,
X104 10.128.0.0/14,

RERREDHAEN AWS VPC 1, ZERAXMNET, &E VPC
WHNENERERZRINTRKE 2 N FM, BIMEH No.

EEREREINE AWS VPC I ERANATAK, ERLES DR
IRRRMA AT AR, MREHEE No, REEFFEEFETHA
X,

ERLXANET, FREEN AWS BHBEEIRSS (KMS)BHIE i
ABIEAMB R, WERHINEEE N control plane,  ElZRFF0

worker T RIRBHIMNBHH, BALERIGEHL LEE, LUH
FEARAFHEROENFA LS ERREN KMS FEHAME,

2HE, RAMEREERXEHNKS KMS B RBERREANERFA
#¥iE, BAE N No,

PR R REEHIKE, BINE mb.xlarge,

FERITET KRBT &, B RSABERBADN, LR
EEER K. BIAED No,
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58

FB

HihitER 24 1D (Wik)

%48 Infra Security Group ID (]
%)

Hfth Control Plane Z241 ID (4]
%)

Compute s

AN SRWIRE (71E)

FHRISR

HLES SRR AL A /NGIB = TiB)

JE A FIPS 32 (WIik)

sk

PSRRI BAIENSR L —EERANINEE L REA
ID, ®RILTY none 1%, NEREFE VPC XEMIZ2H, &7
LLkF &% 5 MR 2H,

EFEESERIROEN infra TR—RBERANFNBEE L LZL2H D,
BRIAHN none 15, (B RS RML VPC KEXHNZR2H, BaIlblk
FHR% 5 MINHREH,

RS R BN QIR control plane T m—EBEANTINBE LR
24 1D, ERIAN none #iF¥, (WERERME VPC REXHZ 24,
A UL RS 5 NN R L,

EERESISMNTARMITETREE, EANTRAKHERE
MEREVFE2INTR. AZPEPMENERHLIEDE 3
M. worker T REVERAEER 180 MR, FIMEN 2,

EERUMEBF BB, RERANIZZINES 2 FREEEEX 7]
Ko WIRKFFEBEN T RINERT B ERIESR.

BEDEAFAERE MM pod WFMETHKE, ENAIZR
E T EANEM pod IP Hitibith, Fl0, MRENBLZEN
/23, M=EEHN2M pod CIDR it SERE A E—1/23 FM, 2
INMEH 123, RS ANEET RSN TR 51249 pod, B
HEHINEZHNRKE BXIFUSAERIES, §5FTEN
M AN BERER 4

BENFBRBENK N, IMELNESAAGEH, 0GB =X
TiB, fIanEIA{E 300GiB.

[ARAsEMA FIPS B, RINME N false (BEA) . MRBAT
FIPS #3, i21T Red Hat OpenShift Service on AWS #J Red Hat
Enterprise Linux CoreOS (RHCOS)# 288 & 5411 ZRIAHY
Kubernetes INZEEM, FHEMAH RHCOS IREMINEEEIR,

B

SNEHEAFIPS &N, MUIIMESE L
FIPS IR EH {op-system-base-full} ITE#
EITRERRF. BXIE RHEL HECE FIPS =X
HEZER, HESHIEFIPS EXAREZR

25
éJho

L LLFIPS #7217 {op-system-base-full} %
Red Hat Enterprise Linux CoreOS (RHCOS)3|
SHF, Red Hat OpenShift Service on AWS #%:Dy
Y4 {op-system-base} INBE, Z%JFEE
x86_64. ppc6ale F1 s390x K28 R34 NIST
FIPS 140-2/140-3 Validation,


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/security_hardening/assembly_installing-the-system-in-fips-mode_security-hardening

B 45 XEARHUBREASE

T sk

n#E etcd BE (HIik) Red Hat OpenShift Service on AWS 1, control plane Fi#& 2k
NN, X BHE eted BRYMNE, ZALTLUSA Encrypt eted
data JETMNE etcd P ELFRIEE, MARHES,

BF

WITTE eted FNBHESG A eted INE, NSH
WKL) 20% HOMEBEFFEH. BR T N etcd BHIER
1A control plane FEINE S, LREIAEITEM
BT, BRI HEENFEHA etcd

e,
SRR (Tik) SRR R BTIEL BRUR R AR ST R,
ingress i route Selector (@) EEAOMBEELFR, BRANIZRES D RIHEN TR,

MRRBEENE, NAABREFENNMEERLEAFF. W FIH
BAOXR, XERERBERE ; BN, eI BT
st

o

ingress BERREIAR B ZE[H] (RI3E) BEAONHRGEZEN, BXNIZEAESH FHTIRHE
1, value2.... MREEHEEEME, NEAFRERBZEN,

WECATSREE (RIk, 2EFE 'Skip' Bk NSRBI L BB AT 5EE., %7 WildcardsDisallowed #1

kR, FHREEAE, WildcardsAllowed. Zti\ WildcardsDisallowed,
AZHFRAEDERIE (Alik, %EE 1VEFE ingress BIan 4 22 [AIFT A AN ERAE, L1510 Strict
'Skip' SRBkit R, FHRHLEIAME, InterNamespaceAllowed., 2ti\> Strict.
4.3. ¥R
[ ]
A% oCMAata, ArAatMikrSEHARFERAEE L ARN BRNBEZEL, FSH IAM
AEMEREMN ARN BEEE X,
[ ]
BXAIFMRAETEK, ESH ROSA i ERERKAHE,
[ ]

AXREQETA STS 89 ROSA £ (215 AWS IAM %iR) ML, HS0d A
IR A STS B ROSA £#,

BXREABEN (23 AWS IAM 35R) fIE#H STS K ROSA £RHIIFAMS IR, HSkHE
ABE XA STS i ROSA &7,

59


https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/prepare_your_environment/#tested-cluster-maximums_rosa-limits-scalability

Red Hat OpenShift Service on AWS 4 %% ROSA Classic &

BX etcd MBNEZER, HSH eted INFEIRSS E Lo

BX VPC Ztwpl, 55 VPC =6,
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%5 53 £ ROSA L& AWS PRIVATELINK £&

88 5 % £ ROSA Ll AWS PRIVATELINK £

A48k T el AWS PrivateLink /2 ROSA £,

5.1. Tf&# AWS PRIVATELINK

AILAE AWS &7 E O Red Hat OpenShift Service, TEAILFM. E B % =k 4% ithilt e
(NAT) B%, XA ECED, ZIIE{#A AWS PrivateLink BB IREHLURGAIA A A ORL%F
2, MREEAHTFH, BT ESNAEFRBAREENAHKAER. BEAEGLNARBIREME—ET,

MEBEEZER, HSHE AWS By LA AWS PrivateLink,

B

R R RN I — PrivateLink £, B EITERSCH
PrivateLink,

5.2. i AWS PRIVATELINK £89%E K

XFF AWS PrivateLink 5£2f, BEMMX. NAT XA FHRASTE, BEXHATFRBIIRMLER
SHHMBEEMERE, Single-AZ EHREELV—NHETFHM, M Multi-AZ EBHZTEEL INMRETF
W, TRERTHRSIREMBKN AWS FiR :

* 5.1. &M AWS iR
At AWS ZH#I bk
VPC RATIR M VPC LR E R,
o AWS:EC2:VPC

e AWS:EC2:VPCEndpoint
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Ht AWS R ik
2% 17 ] 322 41 D/ iy lEli N N
PR VA 22 e AWS:EC2:NetworkAc| TR
e AWS:EC2:NetworkAclE #®o EHA
ntry

80 AL HTTP g
443 A HTTPS R &
22 Al SSH R E
1024-65535 ASIGE R =
0-65535 HIGIER R E

THFH B VPCEINTRHRHBRIEENEFM, BT

* AWS:ECZ:Subnet Single-AZ 82, =% 3 N ETARAT Multi-AZ HE,
® AWS:EC2:RouteTable B TRFEE S BB R BR AR,

o AWS:EC2:SubnetRoute
TableAssociation

5.3. il AWS PRIVATELINK &#f

&al LU Red Hat OpenShift Service on AWS (ROSA) CLI rosa il AWS PrivateLink 552§,

k

N
p 3
;

il

IEIAM VPC L3#F AWS PrivateLink,

SeRFMH
[ ]
SR AN AWS IR 55 BeHi,
[ ]
e AWS ZHE SR T ROSA BRS.
[ ]
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%5 53 £ ROSA L& AWS PRIVATELINK £&

BEAERETN LREHEE T &HH Red Hat OpenShift Service on AWS (ROSA) CLI
rosa,

it

BIRERRZ T E 40 28,

{85 AWS PrivateLink, fEalLLfijEE—NE—a AKX (Single-AZ) Z M a AKX (Multi-AZ)
R, EXHMERT, EMHLZRMERGIFIEH (CIDR) 415 EN A=/ CIDR i, M
FEZER, HSHEAEZEECSH VPC Ml VPC Kk WEX,

B

NREARL K, EiE TEcE, LME Red Hat OpenShift Service on
AWS =] LLijj 7] 1E & TYER e B s,

MEFEZE L, iESH AWS PrivateLink B XS5 R4S,

MRERNERFLIET 15 N FF, NS EIERNERISE N E
provisioned 58 HF s,

BHENFE, i&#H --domain-prefix 1%, HAIZRAFRERT 15 22 F,
CWIlE—1N, BESRUBEEEEN,

B Single-AZ %5 :

$ rosa create cluster --private-link --cluster-name=<cluster-name> [--machine-cidr=
<VPC CIDR>/16] --subnet-ids=<private-subnet-id>

I Multi-AZ 555 :

$ rosa create cluster --private-link --multi-az --cluster-name=<cluster-name> [--
machine-cidr=<VPC CIDR>/16] --subnet-ids=<private-subnet-id1>,<private-subnet-
id2>,<private-subnet-id3>
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BMALTRSREERNRET. ERH0RTED, HilldH State FEITM pending iTiE
¥l installing, &2 ready,

I $ rosa describe cluster --cluster=<cluster_name>

k

N
p o
;

il

MBREKW, H#H State FERHE 40 DHEEBAEZDT N ready, HRELREW
REHERR ST LA T B S E4IE B

WAL T LERER OpenShift REER H SR LRERERHE -
I $ rosa logs install --cluster=<cluster_name> --watch
5.4. idi& AWS PRIVATELINK DNS #%

{5 AWS PrivateLink £2£i, 7f Route 53 hIBRAHIEEXN— I AEHEEX, FRAMEIEE
X, KMt EREM VPC R HARAE,

Let #9 Encrypt DNS-01 BERE— N AHK, LUENSEAGAMNAFAFIES. BiHixEE
Let’s Encrypt %itseBia bR, B2, EAGMEFRILIEBNMHREEZKE, XBERE 60 X, £R
XGRS SHIMNZE, BERIETREPREXBAR,

MFAEXDEREXNESER, HSH AWS REREX . AXAXEEXNESER, HESH
AWS ARITERHE,

FERFH
[}
BTGB HA VPC iR
[}
EERIMZE S A UDP 550 53 #1 TCP #i0 53 LAt iF DNS #ifj
[}
2/ Red Hat OpenShift Service on AWS fl| AWS PrivateLink &
ik
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%5 53 £ ROSA L& AWS PRIVATELINK £&

ERIFICE (3 api.<cluster_domain> fl *.apps.<cluster_domain>) £ VPC Z 4 f#
#1, BZE—4 Route 53 Resolver Inbound Endpoint,

BCE A Ui =i, DR GIR RN R AN VPC MIZ AFH,

iR sZ TR E, BEEATM%LSS DNS i X BITIREEE (40 drow-pl-
01.htno.p1.openshiftapps.com ) & IP Hbitt,

4,
MREER DNS HiIM—4 VPC ELXBI5H—1 VPC, HECER A HNI,
5.
MRERCEILIEMZE DNS AR5 23, ESHEMEE DNS RSB WO LE SR ERCEE
4 DNS %%,
5.5. GBS R
[ ]
EE B RREERF
[ ]
AILBEAECRA
5.6. Hith ¥R

AWS PrivateLink BF X355 R &4

s/ STS #BE TFRAI ROSA ik

MR ROSA %%¥

ROSA ZRia#ERY
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%8 6 & Jy ROSA £HEEH= VPC

B D EHZ, £hEEMN AWS EflFAE =(VPC) L2 Red Hat OpenShift Service on AWS

(ROSA)EE,

B8

I REE HTETR— AWS HLE9IST AWS ik, —Niik Y8 VPC-owning
AWS itk (VPC Owner), 55—k TE5RE0IE AWS itk (Cluster Creator)h &
ﬁo

vpC Creat Updat
reate ~ pdate
LTl shared VPCrole L shared VPC role
Create
L hosted zone ]
Create and share
subnets
Ingress Operator Full
Shared Cloud Credentials domain AWS region Hosted
VPC role ARN role ARN and name and subnet ID(s) zone ID
Installer role ARN
Cluster
Create —>
.
Creator Operator role 1 > Create cluster
Reserve —
VPC Ownerfy5%cRE 4
[}
¥ = R
EBE— T EAESHTIRM AWS 1k, LSIEABRINEZEE,
[}

66

Cluster Creator B9 AWS 1Kk 5 VPC Fria&H AWS 1k 9 7.


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html

88 6 E Jy ROSA EH BRI EH=E VPC

B4 AWS ik ERETR— AWS #LH4.

ENHFENEERIKFER T HRIE,

ERI LA E] AWS #2515,

SROESRISTREN

B©%&% ROSA CLI (rosa) 1.2.26 KBS iR A,

IR T AT ORENNAA LR ROSA KT AR,

Cluster Creator 8§ AWS ikf"5 VPC FrE& M AWS K4 FF,

B4 AWS ik ERETR— AWS #1H4.

k

N
p
;

il

fE3= VPC EREEB DT OpenShift 4.12.34 REFHMIERA. 4.13.10 REHHIR
A, LABIFEH 4.y-streams,

6.1. 58 1% - VPC Fia& : Bi& VPC LUE AWS HligrhH=

MR AT Z 80 AWS Hligeh, ERLUERCER VPC E9FHE5 A —1 AWS APk HE,
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https://signin.aws.amazon.com
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VPC

Owner Create

shared VPCrole

Shared
VPC role ARN

Cluster

Creator —_—

it

£ AWS #1589 VPC &5, fIE=KE VPC 3B H VPC,

fIR— BRI, LUt fAA#R SharedVPCPolicy B EH= VPC HIER :

$ cat <<EOF > /tmp/shared-vpc-policy.json
{
"Version": "2012-10-17",
"Statement: [
{

"Effect": "Allow",

"Action": [
"route53:ChangeResourceRecordSets",
"route53:ListHostedZones",
"route53:ListHostedZonesByName",
"route53:ListResourceRecordSets",
"route53:ChangeTagsForResource",
"route53:GetAccountLimit”,
"route53:GetChange”,
"route53:GetHostedZone",
"route53:ListTagsForResource",
"route53:UpdateHostedZoneComment",
"tag:GetResources",
"tag:UntagResources"

1,

"w Resource" - T9RVY
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https://us-east-1.console.aws.amazon.com/vpc/

25 6 =y ROSA E#RdEIH= VPC

EOF

£ AWS SRS -

$ aws iam create-policy \
--policy-name SharedVPCPolicy \
--policy-document file:///tmp/shared-vpc-policy.json

BRI U SRS N B R = VPC BBRATR A &,

IR E L EEREXY, BFETFABRKEIR :

$ cat <<EOF > /tmp/shared-vpc-role.json

{
"Version": "2012-10-17",
"Statement": [

{
"Effect”: "Allow",
"Principal": {
"AWS": "arn:aws:iam::<Account-ID>:root"
b
"Action": "sts:AssumeRole"
}
]
}
EOF

F{KIG1E Cluster Creator BN ENEHABEHRE, TOIEN, HUiifEH
Cluster Creator B AWS ik ID 424 arn:aws:iam::{Account}:root JEBIE root A/ 4
VK N

e 1AM 3 :

$ aws iam create-role --role-name <role_name> \ ﬂ
--assume-role-policy-document file:///tmp/shared-vpc-role.json

¥ < role_name > B N IEE BN A ENATR.
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Bt in B % X SharedVPCPolicy f{BRERE :

$ aws iam attach-role-policy --role-name <role_names --policy-arn \ ﬂ
arn:aws:iam::<AWS_account_ID>:policy/SharedVPCPolicy 9

¥+ <role_name > B &I A BEAT.

2]

£ <AWS_account_ID > &ty VPC FiEHK AWS itk 1D,

4 Cluster Creator 124t SharedVPCRole ARN LIt ERe &,

=
o
B

BX H#=Z AWS HRIMER, H5H AWS 3XH.

6.2. 5 2 &- SHOIE : (RBEH DNS HOIREHEREFRAR

1£ VPC Owner fIBREIFE=. 7R IAM fafaf5, #= VPC ¥R, &% openshiftapps.com
DNS 35, FHfil# Operator fAfa3K[El5 VPC Owner #H{Ti#{5.

SFHZ VPC 3, EaLlBFERH RS EEAIE Operator fifa, £HFLTEH
#IRE, BEEF Ingress Operator fifa ARN FHINFIRE VPC ARA{EXFRT,

70


https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html

VPC
Owner

Cluster
Creator

AR

Pt

Shared
VPC role ARN

e

v

Ingress Operator
Cloud Credentials
role ARN and
Installer role ARN

Create
Operator role

Reserve

Full
domain
name

I $ rosa create dns-domain

filE oIDC K&,

I $ rosa create oidc-config

#RAH3%H VPC Owner i IAM 219 SharedVPCRole ARN,

HERALLT RS openshiftapps.com DNS i :

S HIE—MEEM openshiftapps.com DNS i,

25 6 =y ROSA E#RdEIH= VPC

I: DNS domain '14eo.p1.openshiftapps.com’ has been created.
I: To view all DNS domains, run 'rosa list dns-domains’

AXOIDC EELENESER, HSM3H, UTaSERERERN OIDC AE ID :
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https://access.redhat.com/articles/7031018
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ERBBNHI ST OIDC EiE -

I: To create Operator Roles for this OIDC Configuration, run the following command
and remember to replace <user-defined> with a prefix of your choice:

rosa create operator-roles --prefix <user-defined> --oidc-config-id
25tu67hqg45rto1am3slpf5ig6jargg

IBITLL T a3k 0] Operator fafh :

$ rosa create operator-roles --oidc-config-id <oidc-config-ID> ﬂ
--installer-role-arn <Installer_Role> 9
--shared-vpc-role-arn <Created_VPC_Role_Arn> 6
--prefix <operator-prefix> ﬂ

R4tEE L —S Al OIDC A& ID.

124t4E 4 rosa create account-roles FHi2—E o OENZERRFE ARN,

79 VPC Fie % BIZRA G4t ARN,

77 Operator f fBiR #tA14K,

4l

REEFIKFAGHNRE VPC ABBMER—N—MXR, MIRECRST
#= VPC fafs, ENIZHNENHE VPC AGRAIE— MK AR,

fllE Operator fafaf5, #Z={FH <intended _cluster_names>.<reserved_dns_domain&
ot; BIEMSEEE &, Ingress Operator Cloud Credentials fi a1 ARN LI RIEM ZEEF 4
89 ARN R4S RCE.

HEZFERREXLETRE -
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[}

my-rosa-cluster.14eo.p1.openshiftapps.com
[}

arn:aws:iam::111122223333:role/ManagedOpenShift-Installer-Role
[}

arn:aws:iam::111122223333:role/my-rosa-cluster-openshift-ingress-operator-
cloud-credentials

6.3. STEP THREE - VPC OWNER: Ei#= VPC A2 H#IBIEEX

1£ Cluster Creator 12t DNS 1 IAM fafaf5, GQIBR— 1" AEREXHEH HLZE VPC GIEK IAM
i LS ERIK,

g:ﬁer > Update
¥ shared VPCrole
Create
L hoste;zone ]
Create and share
subnets
Ingress Operator Full
Cloud Credentials domain AWS region Hosted
role ARN and and subnet ID(s) zone ID
Installer role ARN hame
Cluster )
Creator 1
Ll
AR
[ ]
&4 Cluster Creator 52154,
[ ]
%483k 8 Cluster Creator B9 Ingress Operator Cloud Credentials fafafJ ARN,
[ ]

#®H 38 Cluster Creator B4 Installer 589 ARN,

73



Red Hat OpenShift Service on AWS 4 2% ROSA Classic f£#f

i =
1.
1£ AWS #5511 Resource Access Manager 1, il —4 5 Cluster Creator i AWS ik
F ID =2 aifl M AR MAE FRMNFEERLZ,
2.
B VPC H= IAM fafa, HFREFERFH Ingress Operator Cloud Credentials 751N
FHSERBEH principal #8453,
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Statement1”,
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::<Cluster-Creator's-AWS-Account-ID>:role/<prefix>-ingress-
operator-cloud-credentials”,
"arn:aws:iam::<Cluster-Creator's-AWS-Account-ID>:role/<prefix>-Installer-Role"
)
}J
"Action": "sts:AssumeRole"
}
]
}
3.
7£ AWS #7549 Route 53 8844, BIB— T RAREX, AHEXKES, HEE <
cluster_names.<reserved_dns_domain >, #BIEE XI5 0IEHI VPC XHE,
4.

PIBIEE X FH S VPC XHBE, [A Cluster Creator 12ELLI FAAE LIRSS -

EEXID

AWS Xig

FH ID

6.4. £IRPY - EFFFOIEE : TEHE VPC OB ER

EaHE VPC H10/BER, FHU TR,
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https://console.aws.amazon.com/ram/
https://us-east-1.console.aws.amazon.com/route53/v2/

25 6 =y ROSA E#RdEIH= VPC

%{;

BHE VPC L3 ERR T/ OpenShift 4.12.34 R EHHIRE. 4.13.10 REHIUR
Z, LIRFFEH 4.y-streams,

VPC
Owner

AWS region Hosted
and subnet ID(s) zone ID

Cluster

Creator :
Ll

Create cluster

BIrteR
[ ]
BE¥E VPC Owner BFEEX ID,
[ ]
HEHFH VPC Owner 9 AWS X 1g,
[ ]
EE¥E VPC Owner B9F/ ID,
[ ]
177 VPC Owner #J SharedVPCRole ARN,
e

X, FALL o5 /##RE VPC :

rosa create cluster --cluster-name <cluster_name> --sts --operator-roles-prefix
<prefix> --oidc-config-id <oidc_config_id> --region us-east-1 --subnet-ids
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<subnet_ids> --private-hosted-zone-id <hosted_zone_ID> --shared-vpc-role-arn <vpc-
role-arn> --base-domain <dns-domain>

X

HIRERIEFHE B 15 1 F1F, ERFESEH51LHEEIZF /2 provisioned %
7 891,

EHEXF1H, 15#fH --domain-prefix frik, HEIZZTEEEY 15 N, BEHE
Me—rg, HTEEHOIBELLFN,
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% 7 & 1Jjln] ROSA &8

# 7 & ij/i/ ROSA £

BN S LR (IDP)IK F17517] Red Hat OpenShift Service on AWS (ROSA)%£%, A2, 1Y
BERNYE R EFE T o] LU FFRE U 7] B 1 B

AX e 7 UHaT{&fH ROSA CLI (rosa) ii/a/% 271X i& IDP, 77/, #aLi{#FH OpenShift Cluster
Manager #£#I5 G/E IDP IKF,

7.1. B EFF

BT LU UL 5% 17 1] R B R B FE

%{;

fE /iR ESLEE, 1518 IDP I i1 8,

WAL T+ -

I $ rosa create admin --cluster=<cluster_name>

fia ol

W: It is recommended to add an identity provider to login to this cluster. See ‘rosa
create idp --help' for more information.

I: Admin account has been added to cluster ‘cluster_name’. It may take up to a minute
for the account to become active.

I: To login, run the following command:

oc login https://api.cluster-name.t6k4.i1.organization.org:6443 \ﬂ

--username cluster-admin \

--password FWGYL-2mkJI-3ZTTZ-rINns

X FHBIE control plane (HCP)%£##H) Red Hat OpenShift Service on AWS
(ROSA), imdSi 7y 443,
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£ L—mFHIEH P HA oc login 5. FAFEMEN :

FittiH)
$ oc login https://api.cluster_name.t6k4.i1.organization.org:6443 \ﬂ
> --username cluster-admin |

> --password FWGYL-2mkJI-3ZTTZ-rINns
Login successful.

You have access to 77 projects, the list has been suppressed. You can list all projects
with 'projects’

A F1EH HCP £2289 ROSA, #1557 443,

& default TiH, WAL oc b5 F R EE COBEE ST AR :

I $ oc whoami

fia ol

I cluster-admin

7.2. {&H IDP WF i/ £ B

FEERPEH, FEoLlIES IR (IDP), UM GitHub fEJ 76l IDP, ZEZEFEARMSHH
IDP, 3%i51T rosa create idp --help &%,
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%{;

=, FreBEHIAE, EaLlfEARE L,

TR

/5 IDP 1 1SR
# IDP,

LT 5 0/#— 1 GitHub #5689 IDP, =17l HE, ZERHPER IR
/i GitHub FF 4 A [ i%i& HACEHHI OAuth A /F,

I $ rosa create idp --cluster=<cluster_names --interactive

FALUFA :
SMEHERFRE : github

Restrict to members of: organizations (UIRZR%A GitHub #l¥, #ofL{iZAl
BIg—1)

GitHub organizations: rh-test-org (#FBJHLBIE )

fia ol

I: Interactive mode enabled.

Any optional fields can be left empty and a default will be selected.

? Type of identity provider: github

? Restrict to members of: organizations

? GitHub organizations: rh-test-org

? To use GitHub as an identity provider, you must first register the application:
- Open the following URL:

https://github.com/organizations/rh-rosa-test-cluster/settings/applications/new?

oauth_application%5Bcallback_url%5D=https %3A %2F %2Foauth-

openshift.apps.rh-rosa-test-

cluster.z7v0.s1.devshift.org%2Foauth2callback %2Fgithub-
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https://github.com/settings/developers
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1&oauth_application%5Bname %5D=rh-rosa-test-cluster-
stage&oauth_application%5Burl%5D=https%3A %2F%2Fconsole-openshift-
console.apps.rh-rosa-test-cluster.z7v0.s1.devshift.org

- Click on 'Register application’

G 5H B89 URL #i%EF¥ Register application, 7 GitHub 24 EM##9 OAuth
MR, B EM AR, oLl ROSA 788 OAuth fRE585, LUER uFEH
GitHub #ZH98k i B EFF 7.,

A

Register a new OAuth application GitHub Z# H189FER#E 17 Red
Hat OpenShift Service on AWS (ROSA) CLI rosa £ X8 URL Ez/iE 7

R

LI GitHub b FIREFHIE B H R e, AL T -

& /i ID: & It;my_github_client_id>

Client Secret: [? for help] &It ;my_github_client_secret>

hostname : (&%, ZHafLITRIfFR )

Bl 5% - claim

FFEERI R B

? Client ID: <my_github_client _id>

? Client Secret: [? for help] <my_github_client_secret>

? Hostname:

? Mapping method: claim

I: Configuring IDP for cluster 'rh_rosa_test_cluster’

I: Identity Provider 'github-1' has been created. You need to ensure that there is a
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list of cluster administrators defined. See 'rosa create user --help' for more
information. To login into the console, open https://console-openshift-
console.apps.rh-test-org.z7v0.s1.devshift.org and click on github-1

LEHDAE IDP o[gEEE 1-2 41,

AL Fip w45 uF #H9 IDP 2 & B EBACE -

I $ rosa list idps --cluster=<cluster_name>

fia ol

NAME TYPE AUTH URL
github-1 GitHub https://oauth-openshift.apps.rh-rosa-test-
cluster1.j9n4.s1.devshift.org/oauth2callback/github-1

ERFYERIER

FIALL Fip 5K RER B912E#IE URL -

I $ rosa describe cluster --cluster=<cluster_name>

L hibiy
Name: rh-rosa-test-cluster1
ID: 1de8797c30g75qechgh7I5b2bha6rO4e

External ID: 34322be7-b2a7-45c2-af39-2c684ce624e1

API URL: htips://api.rh-rosa-test-cluster1.j9n4.s1.devshift.org:6443 a
Console URL: htitps://console-openshift-console.apps.rh-rosa-test-
cluster1.j9n4.s1.devshift.org

Nodes: Master: 3, Infra: 3, Compute: 4

81



Red Hat OpenShift Service on AWS 4 2% ROSA Classic f£#f

Region:  us-east-2
State: ready
Created: May 27, 2020

X FHBIEE control plane (HCP)Z£E£H) Red Hat OpenShift Service on AWS
(ROSA), w57y 443,

Z#1F Console URL, #F{&/H Github FIEE R,

1£ OpenShift ZE#HE A LA, mEHE#H =i Copy Login Command,

EFELEF B IDP B9E % (T£XE2Z github-1) , /5= Display Token,

#¥ oc login & &2 #IF FIEIK i,

$ oc login --token=23sgOGVDkOk4vbqgo_wFqBQQTnT-nA-nQLbBXEmWnw4X --
server=https://api.rh-rosa-test-cluster1.j9n4.s1.devshift.org:6443 a

X/ FEFH HCP %£7#89 ROSA, #Min[]15 443,

il

Logged into "https://api.rh-rosa-cluster1.j9n4.s1.devshift.org:6443" as "rh-rosa-
test-user” using the token provided.

You have access to 67 projects, the list has been suppressed. You can list all
projects with 'oc projects’

Using project "default”.
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%5 7 & Vjln] ROSA &#¥
X FEHH HCP %789 ROSA, #1557 443,

FIA—THEH oc 85, LIl —tIiKiER&IEHEEER,

I $ oc version

fia ol

Client Version: 4.4.0-202005231254-4a4cd75
Server Version: 4.3.18
Kubernetes Version: v1.16.2

7.3. %5 CLUSTER-ADMIN 3//5/#7BR

EX I EEBIE 7, ¥ cluster-admin [ A G MEIEEN Fdh, @REERASE LGN, O/
EFN, XLERTRE 50845 0B I,

BN, REOIBEEIEFEEMAM cluster-admin 3t dedicated-admin /5 /127 £ 21515/ BR,
B7F dedicated-admin ;i (X BREGHF EE XK LEIFIK, fEXRESEE, #¥ cluster-admin /" HEMR
HAHEEYD,

BB
[ ]
BB EH BTN G IEELEER(IDP),
[ ]
BEERERIHE 89 IDP 4,
[ ]
BELFFIEE,
e
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BBFHF cluster-admin AR :
I $ rosa grant user cluster-admin --user=<idp_user_names --cluster=<cluster_name>
o U R i B LU E R EFE 7 B 175U -

I $ rosa list users --cluster=<cluster_name>

il

GROUP NAME
cluster-admins rh-rosa-test-user
dedicated-admins rh-rosa-test-user

FIALUF i 522 uF B9 P Bl tE 2 & A cluster-admin i/H/f R, FEFEFE T Al LIZERHIFE
BIER Tzttt s, B—1%HIEE AL EETT.

I $ oc get all -n openshift-apiserver

i)
NAME READY STATUS RESTARTS AGE
pod/apiserver-6ndg2 1/1 Running 0 17h
pod/apiserver-Irmxs 1/1 Running 0 17h
pod/apiserver-tsqhz 1/1 Running 0 17h

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
service/api ClusterlP 172.30.23.241 <none> 443/TCP 18h

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE
daemonset.apps/apiserver 3 3 3 3 3 node-

role.kubernetes.io/master= 18h

)

&
S
8
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FHEEAE

7.4. %5 DEDICATED-ADMIN 37 /5/#X R

HEGBEREF FEEMIAM cluster-admin 3¢ dedicated-admin A ##F £ 1H/R, BA
dedicated-admin 1y REGE F EH XV, fEXRESLE, WEIAZHELETIRF
dedicated-admin i7/5/fBR,

BB
[ ]
BB EHBTNE G IZELEER(IDP),
[ ]
BEERERIHE 89 IDP 4,
[ ]
BELEEE,
74

FIA LU F o 5 f5 /- 187 dedicated-admin :

I $ rosa grant user dedicated-admin --user=<idp_user_names --cluster=<cluster_name>
BALL F iR uFEH9 - B 22 A dedicated-admin 15 //fUBR -

I $ oc get groups dedicated-admins

L hibiy
NAME USERS
dedicated-admins rh-rosa-test-user
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Red Hat OpenShift Service on AWS 4 %% ROSA Classic &

ZE

IR 2% dedicated-admin U8R, WA Z 7 Forbidden ##i%,

-

BErEERBF

7.5. Afth 5

& Red Hat OpenShift Cluster Manager %5 A& G 7 tE B

THEEH STS A8Z T E7%HT ROSA

ANBRIBRA
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https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-sdpolicy-customer-admin-user_rosa-service-definition
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/getting_started/#rosa-sts-understanding-the-deployment-workflow
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/cluster_administration/#add-notification-contact_rosa-cluster-notifications

% 8% Jy STS KB FRIRMHER
8 = Jy STS BB 12 EF

BY# Red Hat OpenShift Service on AWS (ROSA)£# G, i TilE S HIEHRER, LUBER "M
1SR LI EFE

LUF 82 7 4T & OpenShift Cluster Manager ¥ #I5 IiE S 1B EEER. 7, EalLUfEmH
ROSA CLI (rosa) kA& 5 (7 tELLEEFHH Ui n/ 5,

8.1. TG HEHESF

Red Hat OpenShift Service on AWS B ZHERI OAuth fR5#5, LA GHIEEE G OAuth 17
[5HE, LITEE S8 APl B13400F, fE/HEFER, Hallit ZREHIEETEE OAuth XI5ESH1E
HERF, BB G IEHEF i &R HERH,

8.1.1. S5 GFIEEE/F
BT LIECIE LU TR 09 5 (7 tE RS -

RArapiRftEr fid

Github 5% GitHub BCE GitHub BPIRMEFERE, 1% GitHub 2k GitHub Enterprise B OAuth B35 IEARSS
Enterprise YU A A,

GitLab BCB GitLab B IRMFER, LUFEMA GitLab.com SR EM GitLab SEHIVE N B IR AR
F.

Google {8 F Google's OpenlD Connect integration B¢ i& Google B3R 2R

LDAP feE LDAP SRMIER, ERAHHHEZBIIERE LDAPV3 AR5 23R40 IER - &
=i,

OpenlID Connect BZi& OpenlD Connect (OIDC) 1R 2R, LUMERBMNAKILRS OIDC &5 1R{#iE
&Ko

htpasswd NENBSEEAPEE htpasswd FPRMIERF. EAILLLLAF B0 &5 R EISE R BER

(A1,

BF

htpasswd B3 RIEFEF AT A F OB E —8#SEEAM, htpasswd
X EH Red Hat OpenShift Service on AWS B F B DRI,
BXREEBRNMNAINSE, BB EE htpasswd G157 12H 2%
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https://gitlab.com/
https://developers.google.com/identity/protocols/OpenIDConnect
http://openid.net/specs/openid-connect-core-1_0.html#CodeFlowAuth
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8.1.2. BIFIEEEFEZH

LUFZArB S iEFB IS

¥ sk

name IR F A IME VRIS RMRF A &80, DULAEAR S DA,

mappingMethod & X AE A F BRI IANSHT HPBA BB -, WAL TEZ— :

claim

BMNE, ERSOHNEERFRESRS. MREFZAFEHNAIERFES—F
2, MR,

lookup
ERNENSH,. BHSMRRENAS, BFEEEAFAHSM. XATFEHER
AFHERARRBXEZ DA, ERLAEFEFIESER.

add
ERSHHELRFZEFRS, MREFEEFZAFENAS, LEHFHIRETE
WERF, RMEZAFHINE SRR R, MREE TSNS HRHEFFAEEN]
AR —HRA P HREEERMNA G, NHEEHTIIRE,

%{;

TERNIBE BN B IEREEFR, el LUET #E mappingMethod Z#i%iE 7 add, #¥
FHEHEE 895 (7 1% 55 BV EE B B9

8.2. Ibi& GITHUB G171 EE/F

A& GitHub S5 124LEEE, 1%/ GitHub 3t GitHub Enterprise £9 OAuth S35 RS 2552 uFFH /7
E/EF, FHii/ Red Hat OpenShift Service on AWS %£2£, OAuth F8/F Red Hat OpenShift
Service on AWS #] GitHub Enterprise 2 [5]895 1357,

g

A=
=]

A& GitHub B3 %k, A/ alLi# A GitHub Filfff AWS L& R Red Hat
OpenShift Service, ZEp5iF BE A GitHub /7 ID BIFIIA ERE AWS EE F
B9 Red Hat OpenShift Service, ZBAFF v H/ I BRIR# R EHFE GitHub #1453t
B dreg 5515 £ BR,
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% 8% Jy STS KB FRIRMHER

BITERF
[
OAuth WHFEF 7B GitHub HLIYEEE G 7E GitHub #1144 &5 01EE,
[
GitHub #4261 Z£4589 GitHub M diki&,
SFE
1.
{£ OpenShift Cluster Manager #, #AZ Clusters i, FAAIFEZEENRIES HIEH
EFHERH,
2.
£7 Access control ZETiF,
3.
7 Add identity provider,
e 3
BA LU tE O B I E S5 8 189 Add Oauth FiE XA IES
R IEHE.,
4,
M FHFEH i fE GitHub,
5.

HIA BRI —E /. a2k BRI E .

IR FER P E5)4 6 OAuth [A17i URL, ZFHEREXZEM GitHub /7/F.

https.//oauth-openshift.apps.<cluster_names.
<cluster_domain>/oauth2callback/<idp_provider_name>

o :

I https.//oauth-openshift.apps.openshift-cluster.example.com/oauth2callback/github
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https://docs.github.com/en/github/setting-up-and-managing-organizations-and-teams/managing-organization-settings
https://docs.github.com/en/github/setting-up-and-managing-organizations-and-teams
https://console.redhat.com/openshift
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6.
7£ GitHub _E MW HES.
7.
&6/ Red Hat OpenShift Service on AWS, AEM FHFH it fEmst Bk, HAZH
1508 FHEE(EE A8,
8.
#IA GitHub 124892 Fim ID f1% /4 secret,
9.
FA—PNENE. HEEHEE GitHub Enterprise LA, #HHA —1EME,
10.
Bl : BEETLUEEUF B HLF (CA) X% uFBCiER) GitHub Enterprise URL HIHR S5 7%
uF#. s Browse LEEIFFHIN CA XS 7 EHEESF.
1.
ZEFE Use organizations 2t Use teams LIR#IX/HE GitHub 22Kzt GitHub Hl #9518,
12.
T BRI FUBREGBLI S A B9 E . =2 Add more 5/ 5T LLUBE 9 F P AT iE B9 %
L EI
13.
Hif7 Confirm,
T uF

BB BRI FEF 5] LIZE Cluster details T7EH] Access control i+ &,

8.3. Eli& GITLAB G tEF

K& GitLab B4 1H4LEEF, LUEM GitLab.com SEEMTR M GitLab SLOIE v BRI HLFESE,

FitER1F
[ ]

AR GitLab ikZ 7.7.0 2 11.0, ZFofLUEH OAuth £ T, R GitLab ik
& 11.1 E&ESjkE, LogLUEEAH OpenlD Connect (OIDC) H{Ti##, A& OAuth,

TR

90


https://docs.github.com/en/developers/apps/creating-an-oauth-app
https://gitlab.com/
http://doc.gitlab.com/ce/integration/oauth_provider.html
https://docs.gitlab.com/ce/integration/openid_connect_provider.html

% 8% Jy STS KB FRIRMHER

{£ OpenShift Cluster Manager #, #AZF Clusters i, FAAFEZFENRIES HIEH
EFHERH,

2.
£5 Access control T,
3.
£ Add identity provider,
*E
BA e L i E O I E 15 /8 189 Add Oauth BCiE GHERACIES
IS,
4,
M FHFEH i fE GitLab,
5.
FIA BRI H R —E . ZIETEEERIE .
[}

I F R P H5)4 L OAuth [B]3 URL, #fHE#tit URL F GitLab.
https.//oauth-openshift.apps.<cluster_names.
<cluster_domain>/oauth2callback/<idp_provider_name>

o :

I https.//oauth-openshift.apps.openshift-cluster.example.com/oauth2callback/gitlab
6.

7£ GitLab #5MFTA FHES.
7.

&6/ Red Hat OpenShift Service on AWS, AEM FH I H it fEmgt ik, HEASZH
1B FHEREE 5,

FIA GitLab 24892 F i ID FH1Z /i secret,

o1


https://console.redhat.com/openshift
https://docs.gitlab.com/ee/integration/oauth_provider.html
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#A GitLab #5589 URL,
10.
Bk : AR LUERFUF-BIIA HLF (CA) XHAERZ uFBCiER) GitLab URL BIAR 55 #5uF o 5%
Browse #E/FHIN CA XEFIG 12 EE/F,

.

1.
Hf7 Confirm,

Zur
BB RIS 4 AL EEFF BT LIZE Cluster details I EH Access control T+ EF,

8.4. BZi& GOOGLE B4 124tiE/F
A& Google S 1eHEE, LUEM 8 Google FiF{T 874 ik,

£
=]

g

&/ Google fE BB IZEFEEFHT, I Google /' ZBEE5 IR % &5 T8
PR Uf, T LU#EFE hostedDomain ILEE Y, 58175 uFBR#F 1 EFE S ik

o

SRFE
{£ OpenShift Cluster Manager #, #AZ Clusters i, AAFEZFEENRIES HIEH

EFI9ER,

2.
57 Access control T+,

3.
£ Add identity provider,
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https://console.redhat.com/openshift

% 8% Jy STS KB FRIRMHER

b33

Bt A L R TR B O/ T B B9 Z 15 8 89 Add Oauth IDiE ##EXEES

IR HRES,

4,

M FHFE AT Google,
5.

FIA B AR —E . ZIETEEERIE .

[}
et F B E5)4E K OAuth [O17 URL, #5¥% Google #2#¢it URL,
https.//oauth-openshift.apps.<cluster_names.
<cluster_domain>/oauth2callback/<idp_provider_name>
o :

I https.//oauth-openshift.apps.openshift-cluster.example.com/oauth2callback/google
6.

&/ Google’s OpenlID Connect integration A& Google B3t FE/F.,
7.

&6/ Red Hat OpenShift Service on AWS, AEM FHFH i fEmest Bk, HAZH

150 FHERE 7.

8.

A M Google TiHHIE F i ID, LLE Google % #H9Z Fis secret,
o.

A FEEL, 7 BR#IE Google Apps 1z,

10.
Hif7 Confirm,
FukE

BB RIS 4 AL FEFF sl LIZE Cluster details I EH Access control T+ EF,
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https://developers.google.com/identity/protocols/OpenIDConnect
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8.5. BLi& LDAP S 17127

CiE LDAP SRS, LU EHEG I UE 17/ LDAPvV3 RS 254 ul i /- & R .

FitERF

TR

94

7EACiE LDAP B2, ZEFEMAEER LDAP URL, AEHJ URL 2 RFC 2255
URL, 75EZ{(&HH LDAP THAIEFESH, URL B)iEEE -

I Idap.//host:port/basedn ?attribute ?scope ?filter

URL ¢ fid

Idap X FEHM LDAP, {#H Idap F#/ &, % F%&2 LDAP (LDAPS), B H{EH
Idaps.

host:port LDAP R558m& im0, LDAP BAiLH localhost:389, LDAPS NIEKIA K

localhost:636.

basedn FIEERBN MR TR B RO XM DN, E4, X2 BT, Ede
1EE B X BT,
attribute ZRZRMEM. R RFC 2255 RIFEAESSREMSIR, BXRREHZ LD

B, BMUEAB—ITEME. MREXERMAEAENE, NERIAER uid, Z10%
F— M REERNFWHIAA KB R EH—NEE.

scope BHRAEE, FTLLZ one s sub, MRKRAEE, NIBRIAER sub SEH,
filter BB LDAP #3RijE2%, WRKIRM, NEILH (objectClass=*)

TEIHTIRFN, B, LiEFAERIIE ER AT —E, CIBEMU TR IER -

I (&(<filter>)(<attribute>=<username>))
EBE

IR LDAP HRFZG T IFFEEIEE, 1H15EHTFHITHR BB bindDN
# bindPassword,




B 8E Jy STSHEFNMRMER

{£ OpenShift Cluster Manager #, #AF Clusters i, AAIFEZFEENRIES HIEL
EFHERH,

s Access control ZTiF,

£ Add identity provider,

b33

B oL R R R O e i I E & 15 /8 189 Add Oauth BCiE #HHERACIE S
iR ES.

M FHrgEH i LDAP,

HIA BRI —E /. Zlax2k B E .

M FHFE R P EFFERI T E, TEABHIGH THEREHE 75,

#A LDAP URL LIFEEZEM I LDAP (2 ¥,

At : FIA S5E DN fl HEZ 1,

HIA¥F LDAP B BHE G 89E 1L,

A ID B, RENHBERF ID, = Add more FZ&=MZ1 ID B1L,

Bk : A —1 Preferred username B, EENFEZTE#, = Add more Fi
MENEEHB LB

A% : FIA Email B, RENEFE FHSHR, = Add more KM% 18 FHSH
B,
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https://console.redhat.com/openshift
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10.
aJ ¢t : 52 Show advanced Options FFiF 4 Hl15 (CA) XHEFME LDAP S e RS
w1, LU uFArACiE URL BIIRS#5uF 15, = Browse FEFH MM CA XHEI G 17124,

1.
Ak - KA, HeJLULFEE LDAP BT ZE, WREAFEX T ET, WEZERE
HH CA Xt%,

gz

HIREEHT L2809 LDAP i%# (Idap:// stiw] 389) Jl S At g iE 5 g
£ #& Insecure #EI7,

12.
Hf7 Confirm,

BB RIS 4 AL EEFF 5l LIZE Cluster details I EH Access control T+ EF,

8.6. AJi& OPENID {7 1EH~HEF

ZCi& OpenlD B2 HESF, LUEAEEINCIT75 OpenlD Connect G131t E/FE K.

Bz

Red Hat OpenShift Service on AWS H#1ij Authentication Operator Z KA EH]
OpenlD Connect G2 tehFE/FSEH OpenlD Connect Discovery ##5.

ABFa R EIM OpenlD G712 4R [EI89 JWT id_token ; ZHF5E, thaltAREM Issuer URL
&[E]F) JSON,

B EDPEE—TF, LUFERF 9814,

BA e LS E fF L A B AE R BB A, B & RIS FHEAEA, HIRIEE T 178, T
BT BHZEEBIEH, R HE

96


http://openid.net/specs/openid-connect-core-1_0.html#CodeFlowAuth
https://openid.net/specs/openid-connect-discovery-1_0.html

% 8% Jy STS KB FRIRMHER

o] ek

preferred_username BEFAPNMNELASNE, APSEFERNE SR, Wjanedoe, &
B, 5EGMRIERGHRB SRS A NBE, NP s
14:0

email FELF R stk

name ERAR,

WFEZES, 1HZ4 OpenlD FHXH,

FIFERAF
[ ]

1E£ACE OpenlD Connect Fi, 15 & & ZMHTF Red Hat OpenShift Service on AWS £Z£Hg
AT dn BUAR 55 B L Ze S0 R KA

T
1.
{£ OpenShift Cluster Manager #1, #AZ Clusters Ii[fl, FBAFEFENRIESHIEL
videdvE S
2.
s Access control T+,
3.

£ Add identity provider,

b33

BA oL Rt R R OB e i I E & 15 /8 89 Add Oauth BCiE #HERECIE S

IR HAFER.
4.
M FHE 1k OpeniD.,
5.

HIA BRI B — £ /s 2 I EB UL E

TR HF B H5)4 5 OAuth [O]3 URL,
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http://openid.net/specs/openid-connect-core-1_0.html#StandardClaims
https://console.redhat.com/openshift
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https.//oauth-openshift.apps.<cluster_names.
<cluster_domain>/oauth2callback/<idp_provider_name>

o1 :

I https.//oauth-openshift.apps.openshift-cluster.example.com/oauth2callback/openid

6.
IR OIERI K B2 5AE OpenlD B {EHEE s EM#FTHI OpenlD Connect % F i,
7.
&6/ Red Hat OpenShift Service on AWS, AEM FHFH it fEmgt Bk, HASH
150 THEZEHE A8,
8.
#IA OpenlD 1ZH#89% F i ID F1Z /i secret,
9.
F#A Issuer URL, X:E OpenlD 4/ S 7 Issuer #5iR##89 URL, E2i7ifdfH% %A URL
B st R https T,
10.
A Email B, E{ENEEHE FHAERGE, 5 Add more FEFMZ% 1N FHEEBEIE,
1.
A Name E1E, BENBFELEHE. = Add more =M% EEHEo
12.
#IA Preferred username &1, REWAEZrE#H. = Add more XFM%ENExrE
'ﬁl-o
13.
Al : s Show advanced Options f¥il -4 #l#4 (CA) XHZZE OpenlD 71 HHESF
¢0
14,
Ik - TEERET T, FHaTLUFN BtEH, HiligR T, 5K OpenlD 3B/,
15.
H# i Confirm,
Bur
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https://openid.net/specs/openid-connect-core-1_0.html#AuthRequest

B 8E Jy STSHEFNMRMER

BB RIS 4 2L FEFF sl LIZE Cluster details I EH Access control T+ EF,

8.7. & HTPASSWD B3 1EMHEEF

& htpasswd BHEHRES, LULIBREFHEZERFINBIET A, EaTLlLIE G178 RERH
KRS,

gz

htpasswd G ERFEEFLTINH T A—FHEEEMH . htpasswd FXIFEY
Red Hat OpenShift Service on AWS B8 5 (7 11 FEfF.,

Ak
1.
{£ OpenShift Cluster Manager #, #A F Clusters Il B LiF EEHIER .
2.
#£#E Access control — Identity provider,
3.
£ Add identity provider,
4.
M Identity Provider T3 fiit#E HTPasswd.
5.
1E S (e HEEFFH Name F B 1M — 5 7.
6.
K AHRER AP ERIEE, ET0E,
78 -
' LT BAsE Add 5, W5 BEHE L IFEFTRT N, ML T,
KK BT EHT OIS (M e HEFH BLRE X il
el
7.

PEFE Add FOIEE htpasswd G157 1EEHEFRIH—BA

99


https://console.redhat.com/openshift
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8.
IR FEAE IR EPEEES -
a.
7£ Access control — Cluster Roles and Access T, /% Add user,
b.
FAIE_E— 4 eh O Rk &S P B9 F D,
C.
H#FE—1 4, dedicated-admins 25189/ 2% Red Hat OpenShift Service on
AWS BIEESEEIFIL, cluster-admins ZHH B F i E BB B 2B EFE 15 BR,
d.
PEFE Add user 71 IR T EFEIIR,
Zur
[ ]
ACEH htpasswd G171EH#LEF1E Access control — Identity provider 71 E % 5] /L,
p>3-1
ISR, [EXEEERDHARTEHE, #alLlff htpasswd G171
HEF o IELUE 815 &8 REE,
[ ]
H, EFEHEF A Access control — Cluster Roles 71 Access TEH A}, & E A HY
EEBL B R EE A
8.8. Ath ik

IR

THE(ER STS E8Z T fE 7% ROSA

100


https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/getting_started/#rosa-sts-understanding-the-deployment-workflow

% 9 = BN ROSA £EEMiiIa]

# 9 Z @Y ROSA £H8 151

B 1EHEEF(IDP)E#I% AWS (ROSA)£EF LB Red Hat OpenShift Service 891/, ZEfi#H %
LRI, ESAHE S B 5 uF X B IDP HECE,

9.1. &/ ROSA CLI ##5 & 7 1115/ BR

BEa] LIS B9 EEE R Ui 10/ IUBR, LUETE R EFE G HFIBIIE R F oo/ E8. B B EEE TG 1
[AIEXBR, = Ai#t5 dedicated-admin 2t cluster-admin #(fR, #aLU{#&/H Red Hat OpenShift
Service on AWS (ROSA) CLI. rosa 2t OpenShift Cluster Manager #2415 B &2 7 111,

9.1.1. &/ ROSA CLI #+#4 dedicated-admin i%/5]

WIREEOIBEE. VIHEBE G s8R B89, el LU# dedicated-admin /G /Byt

FItERAF
[ ]
BEaEHRP NG EHER(IDP),
[ ]
&F IDP 5, FFHERIREIE S
[ ]
EEETFIER,
TR

FIA LU Fop 155/ 09 dedicated-admin 175/ R :

$ rosa revoke user dedicated-admin --user=<idp_user_name> --cluster=
<cluster_name>

BA LU Fip S35 U9 2 & A2 A dedicated-admin /51 UBR, HitH AL H B
HF,

I $ oc get groups dedicated-admins

9.1.2. &/ ROSA CLI #+#4 cluster-admin i5/a]

101
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HERBEHIGH ' FEemE cluster-admin B H R,

FItERAF
[ ]
BEaEHRP MG EHER(IDP),
[ ]
%A IDP 5, FFHERIREIES
[ ]
EEEFFIER,
TR

AL F i 585 89 cluster-admin 15/5/fUR :
I $ rosa revoke user cluster-admins --user=myusername --cluster=mycluster

FALL TSR 2E&FEEA cluster-admin /iR, %t FR5HBEHIEF,
I $ oc get groups cluster-admins

9.2. {&/H OPENSHIFT CLUSTER MANAGER 135 155 &5 (7 177 /o fX R

# e LA OpenShift Cluster Manager £t #& #55//'#9 dedicated-admin 2t cluster-admin /4]
R, FF Al LUERF EEE G BIIE R T il o/ 5.

FitERF
[ ]

BEaHEHRP RGP 2 ER(IDP),
BH IDP A5, HTFHHREIREGEF,

(& T O£ 2B OpenShift Cluster Manager ¢/, HLIGEEE 7 s8R B8R
# OpenShift Cluster Manager #2#14.
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% 9 = BN ROSA £EEMiiIa]

T
1.
7£ OpenShift Cluster Manager B9 Clusters T 11, #HFEHERFEEEEIFE,
2.
##E Access control > Cluster Roles and Access,
3.

X FEEWEREIE -, =R fIZAE A Options 4

, 7% Delete,
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# 10 Z kR ROSA X5

AR TR & AWS 225 RS (STS) B9 Red Hat OpenShift Service on AWS (ROSA) %
HEL T, WHEHE, ZdaLUpBREH R AWS Identity and Access Management (IAM) 5

.
ro

10.1. FitERH

1R Red Hat OpenShift Service on AWS G/& 7 —1* VPC, e HiMEEEFIERLL T
H, ZEFEERDIWRERE -

WI%ECIE, 41 VPN BCEER] VPC X &5

FSIE VPC BIE IR bR

WXL ERRS DA, FET S IEFNE,

10.2. MR ROSA EFFIFFE FEF T IAM ZIR

T L@ ROSA CLI (rosa) ¢ Red Hat OpenShift Cluster Manager WA & AWS &£ SRS
(STS) #9 Red Hat OpenShift Service on AWS (ROSA) £7,

WBEEE, ZaTLlif#fH ROSA CLI (rosa) 2 AWS I/ s & FEEH Identity and Access
Management (IAM) 7R, #EFEEHIEIR ST Operator £ a#] OpenlD Connect (OIDC)# i/ 7.,

FEEEWR LA TEMER 1AM ZREISTA, B9 E R FE N AR R L R,

WIRLE THIMAIH, EFENERZEE KO, B E et G IE i L. A 28R
MBI EFA D,
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gz

WIRIE LT FEEFOIEE VPC HIEFEHNER, XL EFEF ORI VPC B2k,
Ml F AT E R — VPC BIEEEXI, FH, (LR ORI R E R
tagSet #Z(EX/0IER, H#AHH 7 owned By S B KB RHMNER,

BUTER
[ ]
BZ# ROSA £7,
[ ]
BBHELZRIN LZRHHEE T =HHI ROSA CLI (rosa),
e
1.
KREEE ID, T ETFEE Operator A& Amazon #EEF (ARN) I OIDC 5 B8 =
URL :

I $ rosa describe cluster --cluster=<cluster_name> a

F¥ <cluster_name> B EEHIE T,

Hiti 6
Name: mycluster
ID: 153v4x39Ihs8sm49m90mi0822034544a §)

Operator IAM Roles: 9

- arn:aws:iam::<aws_account_id>:role/mycluster-x4q9-openshift-machine-api-aws-
cloud-credentials

- arn:aws:iam::<aws_account_id>:role/mycluster-x4q9-openshift-cloud-credential-
operator-cloud-crede

- arn:aws:iam::<aws_account_ids:role/mycluster-x4q9-openshift-image-registry-
installer-cloud-creden

- arn:aws:iam::<aws_account_id>:role/mycluster-x4q9-openshift-ingress-operator-
cloud-credentials

- arn:aws:iam::<aws_account_id>:role/mycluster-x4q9-openshift-cluster-csi-drivers-
ebs-cloud-credent

- arn:aws:iam::<aws_account_id>:role/mycluster-x4q9-openshift-cloud-network-
config-controller-cloud

State: ready
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Private: No
Created: May 13 2022 11:26:15 UTC
Details Page:
https://console.redhat.com/openshift/details/s/296kyEFwzoy1CREQicFRdZybrc0
OIDC Endpoint URL: https://oidc.op1.openshiftapps.com/<oidc_config_id> Q
7
SHEEFE ID,

©

FEETFE FEHE Operator FA 289 ARN, B, ZEHI%iHi#, Machine Config
Operator ArEHIA I ARN 2 arn:aws:iam::<aws_account_id>:role/mycluster-x4q9-
openshift-machine-api-aws-cloud-credentials,

©

SEIFETFERA OIDC #h#Ehim sz URL,

gZ

ENGEHE, ZmZER ID ¥/ ROSA CLI (rosa)lifstsE FERH

WIREEE -

&/ Red Hat OpenShift Cluster Manager H/lir%EEF -

E#i7 OpenShift Cluster Manager.

ZH9 Options FH #FF Delete cluster,
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https://console.redhat.com/openshift

5 10 = MR ROSA £#F

TR T AL R EFEE B = Delete,

1&/5 ROSA CLI (rosa)libr%E5F -

AL T s WBREEFHWEHZE, #F < cluster_name& gt; BH yEBHE#t
ID :

I $ rosa delete cluster --cluster=<cluster_name> --watch
BZE

1EMER Operator /A2 #] OIDC £t/ igad, HEisyiFfrEitbtT
B, FERETEFH Operator f5 €352 OpenShift Operator (/&
BIH R, Operator f#ifH OIDC HN BT 8175 uf,

MR Operator FHF5 1742 ul69 OIDC A/ :

I $ rosa delete oidc-provider -c¢ <cluster_id> --mode auto ﬂ

¥ <cluster_id> & i 7 E#H9 ID,

XN, T LUES -y T, TEIET A B FHETE yes.,

ok, WK ETFEE ) Operator IAM &£ :

gz

PKFSERRT IAM /5 & aT e — AWS #KF 1898 s ROSA £5H&EH, REA
BT EHREMEHFTEN, FWGEX LR,

I $ rosa delete operator-roles -c <cluster_id> --mode auto ﬂ
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¥ <cluster_id> EHi EEH) ID,

DR

HIREG %D 1AM B EIEEMNER £57, 551 HBNEE L EMRIIER,

HWIRE 7y R R LR FE -

R&E EERIEHEF 25 B A ERgERIIR A,

£2& Amazon Web ##15 2SR T ArHE AWS FrR AT,

)

&
>
5

BRI BB IAM A BRIFEBEEI L IR, EE 6 WERIKSEE PR IAM A G RIER,

HXMER OpenShift Cluster Manager FIH " IAM & EHJEZE, i5S 068 HUH RN
OpenShift Cluster Manager fI/H/" IAM £ &,

10.3. WEREESEHERI IAM 58

WA B 70 I F75E 89 AWS Identity and Access Management (IAM) %3589 Red Hat
OpenShift Service on AWS (ROSA)E2 e, Zaf LU EESEFZR,

WBETFEFEZ R Red Hat OpenShift Cluster Manager %77 HCP #£2f89 ROSA, #&thaLl
M OpenShift Cluster Manager #FIfH/" IAM £ £,

108


https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/support/#rosa-troubleshooting-cluster-deletion_rosa-troubleshooting-cluster-deployments
https://console.redhat.com/openshift

5 10 = MR ROSA £#F

EZ

WEFSEIER IAM f3 G HI%0E ol aE#% A1 — AWS I H89 HCP 8, RAHETE
WRMEHFEN, FWEILTR,

HIRZ (& OpenShift Cluster Manager 7£48/a169 AWS K shZedE, EEERIER Rt
Red Hat OpenShift Service on AWS ££#, /&% OpenShift Cluster Manager #1f /"
IAM £ s, REHETHEERAH OpenShift Cluster Manager 7£K-'89 AWS £ F %5
Red Hat OpenShift Service I, FIHEfAE, BHXIEMERFIMERX LR GBI ESEHE
BZEH, 556 EH SBENRIER IR EH ",

10.3.1. WEREEEBER IAM £ a fI% 0

KT 126 T WERAEE Fofdif STS ROSA &5 HCP E8ZHJ ROSA BRI F BRI IAM £ ( FIEHE,
LURIKFEIE B Operator ZBEHI2 58, HBEHEMNEBRATE #H AWS Security Token Services (STS)
ROSA # Red Hat OpenShift Service on AWS (ROSA)HJ Red Hat OpenShift Service on AWS
(ROSA) ROSA f&, F aTLUBRNK - 5E/E 9 AWS Identity and Access Management (IAM)/ 2 /15
s,

gZ

BFTSEERG IAM £ (/RS 5T BE# a1 — AWS 1K-'89 Red Hat OpenShift Service on
AWS fEfH, REAETBHERMEHFEN, FWHRILER,

FitERF

BHEWEREISSER IAM A 6,

BB LRIN LLRHAE T RFHTH) ROSA CLI (rosa),

TR

WEEFELHEHRAE 6

&/ ROSA CLI 5iHi AWS K/ fhBg% 2530 15 € (rosa) -

I $ rosa list account-roles
L hibiy
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110

I: Fetching account roles
ROLE NAME ROLE TYPE ROLE ARN
OPENSHIFT VERSION

ManagedOpenShift-ControlPlane-Role Control plane arn:aws:am::
<aws_account_id>:role/ManagedOpenShift-ControlPlane-Role 4.10
ManagedOpenShift-Installer-Role Installer  arn:aws:iam::
<aws_account_id>:role/ManagedOpenShift-Installer-Role  4.10
ManagedOpenShift-Support-Role Support arn:aws:iam::

<aws_account_id>:role/ManagedOpenShift-Support-Role

ManagedOpenShift-Worker-Role Worker arn:aws:iam::

<aws_account_id>:role/ManagedOpenShift-Worker-Role

I: Fetching account roles

ROLE NAME ROLE TYPE  ROLE ARN

OPENSHIFT VERSION AWS Managed
ManagedQOpenShift-HCP-ROSA-Installer-Role Installer  arn:aws:iam::
<aws_account_id>.:role/ManagedOpenShift-HCP-ROSA-Installer-Role 4.16
ManagedQOpenShift-HCP-ROSA-Support-Role  Support arn:aws:am::
<aws_account_id>:role/ManagedOpenShift-HCP-ROSA-Support-Role  4.16
ManagedQOpenShift-HCP-ROSA-Worker-Role  Worker arn:aws:am::
<aws_account_id>.:role/ManagedOpenShift-HCP-ROSA-Worker-Role  4.16

WGERCEREIIAE -

I $ rosa delete account-roles --prefix <prefix> --mode auto ﬂ

Yes

Yes

Yes

B85 -<prefixs 2, FF <prefix> BH ) BEIBREIEEEFH A GRS, WRE
TEOBEEEERIA G RBEIFEEE XL, F15E2 A% ManagedOpenShift,

gz

BT EHREMEHFTEN, FWGEX LR,

by

WFSERER IAM £ 6 Tt /a— AWS I e R fth ROSA £5HEH, REA
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W: There are no classic account roles to be deleted

I: Deleting hosted CP account roles

? Delete the account role 'delete-rosa-HCP-ROSA-Installer-Role'? Yes
I: Deleting account role 'delete-rosa-HCP-ROSA-Installer-Role’

? Delete the account role 'delete-rosa-HCP-ROSA-Support-Role'? Yes
I: Deleting account role 'delete-rosa-HCP-ROSA-Support-Role’

? Delete the account role 'delete-rosa-HCP-ROSA-Worker-Role'? Yes

I: Deleting account role 'delete-rosa-HCP-ROSA-Worker-Role'

I: Successfully deleted the hosted CP account roles

WEREEE B FHBIPR1T#] Operator 7l :

b.
7£ AWS IAM #2415 89 Policies T{ETH, RIGETE CIEEIK/SEH A G RIFKBEH 18 EHIFIEE
L IERBESZ,

b33

IR T OB EFEE A GBI REIEEEE XA, EREFH UL
ManagedOpenShift,

&/ AWS IAM ZEHIE IR EEE B9 1T B4 /] Operator b5, HXEEH AWS IAM #4)
B IAM B9 E 2158, 155060 AWS XEFPEIE IAM ZEHE,

Bz

WK FSBERY in-line #1 Operator IAM 5 o] 524 la— AWS 15 BGiH 8
HCP B9Aftt ROSA £Bt i/, REABTHBERMEHFEN, FMBXLE

P

10.3.2. HUEHZAINER OpenShift Cluster Manager FIfH /7 IAM £ &

2L &/ Red Hat OpenShift Cluster Manager Z%77# HCP £ ROSA i, it s LIoEE
OpenShift Cluster Manager #1f/7 Identity and Access Management (IAM)f5 (&3 B ZE R 2T HE B

14, WEBRERE, # 8L ROSA CLI (rosa) BUEHHEHINER/ .,

m


https://console.aws.amazon.com/iamv2/home#/policies
https://console.aws.amazon.com/iamv2/home#/policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-delete.html
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FitER1F

T

12

gz

HIRZE(E [ OpenShift Cluster Manager 7£/a1—1- AWS I/ daf#E i HCP LR FIEEE
Hfth ROSA, NZEZE OpenShift Cluster Manager HI/H /" IAM &, REETFHEEH
OpenShift Cluster Manager EZ#(&/H HCP %£#£H) ROSA I, F A,

Z0YE 7 OpenShift Cluster Manager fIfH /" IAM A5, FHIFR GEEREBIZIIEHIY,
BEELZEIN LLRHAE T RHTH ROSA CLI (rosa),

£ Red Hat 54 R EHHEZE 7T,

METIEBLIER E#E# OpenShift Cluster Manager IAM & & H R A & -

FiH AWS P 89 OpenShift Cluster Manager IAM £ £ :

I $ rosa list ocm-roles

fia ol

I: Fetching ocm roles

ROLE NAME ROLE ARN

LINKED ADMIN AWS Managed
ManagedOpenShift-OCM-Role-<red_hat_organization_external_id> arn:aws:iam::
<aws_account_id>:role/ManagedOpenShift-OCM-Role-
<red_hat_organization_external_id> Yes Yes Yes

ATEAH9 OpenShift Cluster Manager IAM £ 2 1£_E—p 5 B9GP 51 .y i, 15
BT Fip 6 U LGB B9 & -
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I $ rosa unlink ocm-role --role-arn <arn> a

f% <arn > E#iJy OpenShift Cluster Manager IAM £ 289 Amazon Resource
Name (ARN), ARN ZE_t—ap GHIGIHHPIEE, £ LAIF, ARN BIfE=C7
arn:aws:iam::<aws_account_id>:role/ManagedOpenShift-OCM-Role-
<red_hat_organization_external_id >,

B

I: Unlinking OCM role

? Unlink the 'arn:aws:iam::<aws_account_id>:role/ManagedOpenShift-OCM-Role-
<red_hat_organization_external_id>' role from organization
'<red_hat_organization_id>'? Yes

I: Successfully unlinked role-arn 'arn:aws:iam::
<aws_account_id>:role/ManagedOpenShift-OCM-Role-
<red_hat_organization_external_id>' from organization account
'<red_hat_organization_id>'

Mk OpenShift Cluster Manager IAM 75 (2 FIZEHE :

I $ rosa delete ocm-role --role-arn <arn>

Fi B

I: Deleting OCM role

? OCM Role ARN: arn:aws:iam::<aws_account_id>:role/ManagedOpenShift-OCM-
Role-<red_hat_organization_external_id>

? Delete 'arn:aws:iam::<aws_account_id>:role/ManagedOpenShift-OCM-Role-
<red_hat_organization_external_id>' ocm role? Yes

? OCM role deletion mode: auto a

I: Successfully deleted the OCM role

13
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IEEMGER, LA auto £z H 5/ OpenShift Cluster Manager
IAM & & RIERS, frFsiEEd, ROSA CLI LA G RIFREATEN aws @
%o manual BXX A IFEEF51:51T aws B BHIE B I 6.

MBI P BCE R/ IAM A EFH IR 6 -

SH AWS I g 1AM £ -

I $ rosa list user-roles

B

I: Fetching user roles
ROLE NAME ROLE ARN
LINKED

ManagedOpenShift-User-<ocm_user_name>-Role arn:aws:iam::
<aws_account_id>:role/ManagedOpenShift-User-<ocm_user_name>-Role Yes

HIREBIE T IAM £ B IE_LE—ip B HIFIH R 5 7 i1, 15 B GBI TIE B F R e
At :

I $ rosa unlink user-role --role-arn <arn> a

15 <arn > BH GBI IAM A 259 Amazon Resource Name (ARN), ARN
£ L —mp SRR IEE, TELBIH, ARN f&=7 arn:aws:iam::

<aws_account_id>:role/ManagedOpenShift-User-<ocm_user_name>-Role,

by

I: Unlinking user role

? Unlink the 'arn:aws:iam::<aws_account_id>:role/ManagedOpenShift-User-

<ocm_user_name>-Role’ role from the current account '<ocm_user_account_id>'?
Yes

14
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I: Successfully unlinked role ARN ‘arn:aws:iam::

<aws_account_id>:role/ManagedOpenShift-User-<ocm_user_name>-Role’ from
account '<ocm_user_account_id>'

WA IAM A€ -

I $ rosa delete user-role --role-arn <arn>

il

I: Deleting user role

? User Role ARN: arn:aws:iam::<aws_account_id>:role/ManagedOpenShift-User-
<ocm_user_name>-Role

? Delete the ‘arn:aws:iam::<aws_account_id>:role/ManagedOpenShifi-User-
<ocm_user_name>-Role’ role from the AWS account? Yes
? User role deletion mode: auto a

I: Successfully deleted the user role

EEWBRER, FalllfEfH auto B E5/EEF IAM £, TEF5iHE
g1, ROSA CLI £ A EarER aws @5, manual B A FEEF 51T aws
PR EIEEIFIE,

10.4. At iR

BXETRWER R THEERTTTE, HEZE Hitin/ 5,

B XEA STS B9 ROSA £589 AWS IAM ZRHEIE S, 155 14X FEH STS B9 ROSA %7
B 1AM iR,

BXEiRD 1AM A BRERETIRIER, 750 EELEMRIER,
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https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/cli_tools/#rosa-edit-objects_rosa-managing-objects-cli
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-sts-about-iam-resources
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/support/#rosa-troubleshooting-cluster-deletion_rosa-troubleshooting-cluster-deployments
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% 11 Z L& AWS STS H91g.X TE8E ROSA

11.1. ROSA BJ AWS S5 RFH

Red Hat OpenShift Service on AWS (ROSA)LE# T —MEZE, ERTFAIEIFEHBEDEF 1IHE
Amazon Web Service (AWS)#FHa,

B TR I 25 ROSA Biil/ESL AR, WEKXETEHT AWS Z£5hERS5(STS), HREH
STS, FZ] STS HEZEK,

/70

AWS Z£GhEIRS (STS) EHEHEIHER, FFZ# Red Hat OpenShift Service on AWS
(ROSA) EEH 52K H, HiTCIEH TI8HIZTEME,

11.1.1. EFFEK

72826, Red Hat OpenShift Service on AWS (ROSA)ZEZEis Hiji/E L 1S5 AR,

X

EOBEN, FAF2ALLIAM B 85ER, T EBRENAES STS A,

11.1.1.1. B

E 1 aiftR AWS limits BLUZFFHEZE T AWS B d1iE# Red Hat OpenShift Service on
AWS,

B89 AWS IK b i F& - R B8 IR FE#IFE RS (SCP) B9 AWS #lLigH,

TERE B i F AWS SLIAAZEELN fEHG SCP, (BZIIERAREBTET
BREVBRFIBIIER THAT SCP H1 5 BIAT 1R E.

16


https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/prepare_your_environment/#rosa-aws-prereqs_rosa-sts-aws-prereqs
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html

% N1NE=E EAREH AWS STS U157 FTEBZE ROSA

B89 AWS IK T REFBEIZLIR.,

B/ A BET AN NG F ) AWS EFERE, 1R ™ EAFF2I I8N, FHBIFET .

EralLlfEla— AWS K B R4 AWS IR,

EASmAEF ((AF#%%)) # Virtual Private Cloud (VPC)#E8-Z% Red
Hat OpenShift Service on AWS FIR 611§ R 5569 VPC HHH B,

11.1.1.2. i EK

[ ]
FEH AWS RS _EIEH#HETE Red Hat OpenShift Service, ZIIEZ5AX B HFF
AdministratorAccess Fls N HEEEE G A, WREMEE AWS L2 5HR%(STS), NtE
K FEH,

WS R LT IS IR E Y2 g AWS I o B IR B BR HIZHBE

I AIRE AWS FEFIS Uy IH 5 i 489 AWS 1K, I o ISR RIEE,

EFT2(EH AWS I 7F Red Hat OpenShift Service on AWS £EZ 12 H-BIUR,

Red Hat OpenShift Service on AWS (ROSA) CLI. rosa 3t OpenShift Cluster Manager
G IR ATIR (E T BE B 1L 5 B9 AWS 1K i AT,

11.1.1.3. 5HER

IEBNE M AWS ELH 1551,

LIIEBHCEMITEK AWS ZH5,

17


https://console.redhat.com/openshift
https://aws.amazon.com/premiumsupport/plans/
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IIEEEFRIKEK AWS TR BREIFIENE B,

BRIFEXEREB R FEIEE, BNIIELUERE G X S22/ A Red Hat OpenShift Service
on AWS EZH9RR %, FIHIRIZ A (H,

11.1.1.4. L ERK

BIRIRIFR B TEE B9 AWS I FIZ 18 EH9 X 12,

IS AR EFRE S IP itk 95 EC2 EHLH APl RS #5889 A 1515/ R,

LB BH ORKD, FEEFFRIRF I HEFALFIIIEEEER PR H &L R

11.1.2. FFEHNE

7582 Red Hat OpenShift Service on AWS (ROSA)BisE X L4,

T

HIREAE B AWS BL1Y, L BT LRI AWS 1K 38 IZHTI .

ORI IE o LU 1786 BHIERFE, A — TR HFBE(SCP), &R none /7 /H
F AWS I,

f¥ SCP K% AWS I/,

HZIRZ B 5EH ROSA £ ZEH{TIRIF,

11.1.2.1. [RFZ1EHFHE = NG I BRE(SCP)

R R BE (SCP)E — PG FRBE R, Al EEEEHINIIAHBIR, SCP AIfBRE LI BN R
BIEEE B IE R, X LEEIETE AWS BLIaAED, FHEEFIFET AWS B/ H el FBAR S .
SCP EEE & HI%,

18


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_create.html#orgs_manage_accounts_create-new
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html

4

% N1NE=E EAREH AWS STS U157 FTEBZE ROSA

X

#H AWS £ GRS (STS)I, &RIE SCP BKTEMH, HX STS ESIES, &
LM STS B9 ROSA ) AWS SER% o

U AEBAR 5 FEIFEBE (SCP)E & A R T X T s B R

Service Actions MR
== Amazon EC?2 All Allow
Amazon EC2 BZhY & All Allow
Amazon S3 All Allow
= LR k= All Allow
Elastic Load Balancing All Allow
Elastic Load Balancing All Allow
\/2
Amazon CloudWatch All Allow
Amazon CloudWatch All Allow
Events
Amazon CloudWatch All Allow
Logs
AWS EC2 SLfI7E$E SendSerialConsoleSSH Allow
PublicKey
AWS Support All Allow
AWS BHEIBRSS All Allow
AWS B2 ShERSS All Allow
AWS Tiro CreateQuery Allow
GetQueryAnswer

GetQueryExplanation

19


https://docs.openshift.com/rosa/rosa_getting_started_sts/rosa-sts-aws-prereqs.html
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AWS Marketplace Subscription Allow
BUHTT 5
BEEIT
AWS Resource Tagging All Allow
AWS Route53 DNS All Allow
AWS Service Quotas ListServices Allow
GetRequestedServiceQ
uotaChange

GetServiceQuota

RequestServiceQuotaln
crease

ListServiceQuotas

B =] AWS Billing ViewAccount Allow
Viewbilling
ViewUsage
AWS BAFERERS Al Allow
AWS Cost Explorer All Allow
Services

)

&
>
5

°
RS 1L
°
SCP X/ X BREG =M

11.1.3. Red Hat managed IAM reference for AWS

I 17 F BIBEAIEFELL T Amazon Web Services (AWS) %8 - IAM 5EB5, 1AM fE#l IAM £ £,

11.1.3.1. IAM EBS

120


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html#scp-effects-on-permissions

% N1NE=E EAREH AWS STS U157 FTEBZE ROSA

%{;

IAM B R BEZ Red Hat OpenShift Service on AWS BGZ L A {TIEX,

AdministratorAccess FIEHIEEEf & fH, VEFE SN THEES AWS K RERE
Red Hat OpenShift Service on AWS (ROSA)ZEZ 8917 15/FUR,

{
"Version": "2012-10-17",

"Statement”: [

{

"ACtion ".. "*"’
"Resource™: ™",
"Effect": "Allow"

11.1.3.2. IAM

1EfF ROSA ZZEFIZF'H9 AWS IKF /5, osdManagedAdmin A/ &1ZAIGIEE,

11.1.4. E#HI AWS EiiZEH

XL E LI Red Hat OpenShift Service on AWS (ROSA) #i&#HJ Amazon Web Services
(AWS) {8980, HXATHIE &89 AWS ZHHBEAFIZC, 15544 OpenShift Container Platform 3
=

11.1.4.1. EC2 524

£ AWS KB =HE8E ROSA £ control plane #] data plane ZEEEZ AWS EC2 524,

#R#5 worker T 5 ¥, SLHIERETEEAR control plane RIERIZEH T diiliz. ELAREELITF EC2
S -

=4 mb5.2xlarge control plane 77

1 r5.xlarge EiZPH T

121


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/
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1 m5.xlarge HE X worker 750

BX worker T BBYEZS5E, S LU TEIFY Limits and scalability 285 H1 5 5 2745 HLEE
BEFTES.

11.1.4.2. Amazon Elastic Block Store #7%

Amazon Elastic Block Store (Amazon EBS)R#7 £ F K 77 e HIFF A BB,

1 EC2 LHIHIBEK :

Control Plane &

A4 : 350GB

KR - gp3

FREA/GIHIRIF : 1000

R E

A4 : 300GB

KR - gp3

FRHIA/FitHERIE : 900

Worker #&

122



% N1NE=E EAREH AWS STS U157 FTEBZE ROSA

A4 : 300GB

KR - gp3

FRHIA/FitHERIE : 900

i

7F OpenShift Container Platform 4.11 X taiSBEEE B i & FH gp2 K 1%,

11.1.4.3. Elastic Load Balancing

=RZHT Network Load Balancers for API, %41 Classic Load Balancers FHF i HEF#E>
7. WMFHFZEH, 15506 AWS B9 ELB X £,

11.1.4.4. S3 71

Bt registry Hl AWS S3 i H, EHEE FRLULIE S3 (/2 HIEH HEE,

%{;

mEWTMEERE, &1 bucket BEFIA Ty 2TB,

11.1.4.5. VPC

B WL HLEERFNEH —1 VPC, 77#, VPC ZZELIFEE :

FH : — P REHA—TBXBIEHBEH T FH, XBEZ1THXBERH 6 1FM,

b33

RIEF W FS B X B ER RGN, % FP B RS a1
(NAT) B XK EHE B B

123


https://aws.amazon.com/elasticloadbalancing/features/#Details_for_Elastic_Load_Balancing_Products
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[ ]

BHZE BN THFHN—1NEHIZE, FIEEHE— TN,
[ ]

Internet B% : FNEEH —NEEMH*X,
[ ]

NAT lx% : P REFH—1 NAT BX,

& 11.1. VPC 2Bt 761

Route Table Route Table
Dest Target Dest Target

Q 0.0.0.0/0 IGW ID 0.0.0.0/0 NAT GW ID

Internet

i -}

| LLLE |
VPC Internet Gateway ittt ittt
10.0.0.0/16 0.0.0.0/0 | Public subnet i | Private subnet

10.0.128.0/17 i 10.0.0.0/17

T

NAT Gateway

Elastic IP

11.1.4.6. L4

AWS 227X #lim O IR Gt Z £ ; E175 EC2 SZ6I#] Elastic Load Balancing (ELB)
W BT KKe BTLLHEBE AN, XL IEHH— Tt Z 1 EC2 LI nE, s
RIEM%5_EFTHF OpenShift ZZATZEFim O, HECE N rFEEBIH,

£ 11.1. B LA ER im0

H x® IP Bl
MasterSecurityGroup AWS::EC2::Security icmp 0
Group
tcp 22
tcp 6443

124
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H RE IP il smO3e
tcp 22623
WorkerSecurityGroup AWS::EC2::Security icmp 0
Group
tcp 22
BootstrapSecurityGroup ~ AWS::EC2::Security tcp 22
Group
tcp 19531

11.1.4.6.1. R EHE X Z+H

LEAYHHEZR VPC LIBERN], EalllaERLE T BEPRMPNEIEERXZEH, BEX
L EHZLUFERE -

TECIRBERH, HRAHE AWS FHRIBEE X ZT2H, WFEEZELE, FS56 ZHF Linux
SEMIAG Amazon EC2 Z2£4,

B AT E E X e R G EREZEH) VPC X, HHIHEXZEHTEES 75— VPC
%ﬁ(’

WIREFIMPNBIE E X £, EaTREFED VPC 15 KNI, HX ROSA B9
AWS ECHIZEKBTIFIG, EEE e R g &% AWS IRSEH, BX15K AWS ECRilg
IOBGTEE, HFEIY 175 KA HUE M,

11.1.5. AWS B K556 2R A

AT A B KI5 e 244 5 Red Hat OpenShift Service on AWS B9 0758, i AIBCEB A5
LB FX LT H E 15 /i O 2H S 8915171 BR, Red Hat OpenShift Service on AWS FZ UL 17/ BRFAE
HSELIEEHI OpenShift R,

23

RHEH PrivateLink 28Z# ROSA 55 F BEEfH ) K 2 M % 2,

FIFERAF

125


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security-groups.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
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T

126

#ZB 7 AWS Virtual Private Cloud (VPC)#EE 7 Amazon S3 M xKiim, - ZUltinmF 5

ST MEZFF Amazon S3 IREHIE K,

RFIHHFLEM TFEAHEBRITEMLLT URL :

1

registry.redhat.io

quay.io

cdn01.quay.io

cdn02.quay.io

cdn03.quay.io

sso.redhat.com

quay-registry.s3.amazonaws.com

ocm-quay-production-
s3.s3.amazonaws.com

quayio-production-
s3.s3.amazonaws.com
cart-rhcos-ci.s3.amazonaws.com

openshift.org

registry.access.redhat.com

access.redhat.com

443

443

443

443

443

443

443

443

443

443

443

443

443

RO BEFHR,

RO BEFHR,

RO BEFHR,

RO BSRHR,

RO BSFHER,

A

#. https://console.redhat.com/opens
hift 5 = f#EFAE B sso.redhat.com 895 {5
Y9 1E T # pull secret, Ff# Red Hat SaaS

FRARFASEREACITIE, KREFH, RIS
Foolhe,

REROBHRER.

REROBHRER.

REROBHRER.

12 Red Hat Enterprise Linux CoreOS
(RHCOS) %%

124 Red Hat Enterprise Linux CoreOS
(RHCOS)#i %

FEE B Red Hat Ecosytem Catalog F1H
FAIERERER. AN, registry I T X odo
CLI TEmin, AIEHBFLZARTE
OpenShift #1 Kubernetes L TH9%E,

nFE. FERREIREM
registry.access.redhat.com FHIERi% &
IR R P R B9 B 7 I


https://console.redhat.com/openshift

] SOl
registry.connect.redhat.com 443
console.redhat.com 443
sso.redhat.com 443
pull.qgiw2.quay.rhcloud.com 443
.qiw2.quay.rhcloud.com 443
www.okd.io 443
www.redhat.com 443
aws.amazon.com 443
catalog.redhat.com 443

443

dvbwgdztaeq9o.cloudfront.net!'

£ N1NEEAFEHAWSSTS SR TEHER

i B = ABSRFAIIE Operator FEE,

W, SBIFEEEH OpenShift Console
Manager Z [BJR B LS ATIEE, MFEEFH
%o

https://console.redhat.com/openshift
it = E A E sso.redhat.comiy F3%iE

Y quay.io N AR, R OBHFHEEREN
[EIpI=N

Y quay.io N AR, R OBHFHEEREN
[EIpI=N

openshift.org i5 =&k www.okd.io EE
M,

sso.redhat.com i £5@ T
www.redhat.com EE M,

iam.amazonaws.com
sts.amazonaws.com i st
aws.amazon.com E E [,

registry.access.redhat.com 7l
https://registry.redhat.io i =&
catalog.redhat.com £EE [,

ROSA AT HAEIEM OIDC EEEM STS 5L
B2/

OSA

1 cloudfront.net FiEI A — 1" Z = Fitn P lrm ZEER TR, NFAEFFRHEIF

HETERHT,

FFLLTZEN URL SYA B eFFZ -

]

cert-api.access.redhat.com 443
api.access.redhat.com 443
infogw.api.openshift.com 443
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https://console.redhat.com/openshift
https://registry.redhat.io
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] SOl
console.redhat.com 443
cloud.redhat.com/api/ingress 443

observatorium-mst.api.openshift.com 443

observatorium.api.openshift.com 443

= A Red Hat Insights HE,

= A Red Hat Insights HE,

& OpenShift BIFEE,

& OpenShift BIFEE,

REEHTERAZNINEE, LUELIE T LI E RGN oG b, FHMZIFE, HE

I T 1 mn AR R BI5E, B K LG (& FHc e R i 1 i I B 2155,

HIRERS X FriE R i 2 15 2.

ZE 07y

AHFLUT Amazon Web Services (AWS) API URIs :

1

.amazohaws.com 443

FEIFLAIH] AWS AR S5 FHER.

a6, WRLELFEL Y Amazon Web Services (AWS) API (EFERZFF, TR AT/ FH L

F URL :
% 7 W
ec2.amazonaws.com 443
events. 443

<aws_region>.amazonaws.com

iam.amazonaws.com 443
route53.amazonaws.com 443
sts.amazonaws.com 443
sts.<aws_region>.amazonaws.com 443

128

RTE AWS IR R EEER,

RTE AWS IR EEER,

RTE AWS SRR EEER,

RTE AWS IR R EEER,

BAFEAWS INERRENESIEER, HTE
& N{#HEA AWS STS LBl S,

BT AWS IEh S EER, ATE
EBENEH AWS STS MK ik mAg5EEE, %
BEER, B5H AWS STS KigiF =,


https://docs.aws.amazon.com/sdkref/latest/guide/feature-sts-regionalized-endpoints.html
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1 Wm0  Thag
tagging.us-east-1.amazonaws.com 443 AT AWS IMEHRREMEEER, iR
BRZA us-east-1, TIREHEHEINWX
ec2.<aws_region>.amazonaws.com 443  BATFE AWS IMEHRREFEEER,
elasticloadbalancing. 443 BT AWS INERREMNEEER,

<aws_region>.amazonaws.com

servicequotas. 443  W&F. ATFHIARTEEBZRSHIE L,
<aws_region>.amazonaws.com

tagging. 443 RUFLMIRERMT R 2B AWS SR TTEEE,
<aws_region>.amazonaws.com

FFLUT OpenShift URL SR 1FFIZ :

1 WO Thag
mirror.openshift.com 443  RATFIFEBREEEABTHER. LiiREE

RAThR AR BHIKIR, {8 Cluster
Version Operator (CVO)REE—NAEE

TREIR,
storage.googleapis.com/openshift- 443 mirror.openshift.com/ WERIER, AFT
release (#7F) BB ARM quay.io AT IV LRI T &

RATHRAZ £
api.openshift.com 443 ATREEEESHETRAMNER.

FFLUF i s el SEME T #2(SRE)HIE2E URL SYA A1F -

B WO Zhig

api.pagerduty.com 443  HEIRARSSH in-cluster alertmanager F3E
% #%BHA Red Hat SRE BB HUTRIEM

Eiko

events.pagerduty.com 443  HEIRARSSH in-cluster alertmanager F3E
& %@ Red Hat SRE BB M4 SEHITIRVERY

Eiko
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1

api.deadmanssnitch.com

nosnch.in

.osdsecuritylogs.categoriescloud.com OR
inputsi.osdsecuritylogs.categoriescl
oud.com
inputs2.osdsecuritylogs.mvapichclou
d.com
inputs4.osdsecuritylogs.categoriescl
oud.com
inputsb5.osdsecuritylogs.categoriescl
oud.com
inputs6.osdsecuritylogs.categoriescl
oud.com inputs7
.osdsecuritylogs.splunkcloud.cominp
uts8.osdsecuritylogs.zFCPcloud.com
inputs9.osdsecuritylogs.12
inputs10.osdsecuritylogs.osdsecurity
logs.osdsecuritylogsi1
inputs10.osdsecuritylogs.osdsecurity
com
inputs10.osdsecuritylogs.osdsecurity
cominputs.osdsecuritylogs.osd.osds
ecuritylogs.osdsecuritycominputs5.o
sdsecuritylogs.com
inputs10.osdsecuritylogs.cominputs1
0.osdsecuritylogs.osdsecuritylogs.os
dsecuritylogs.osdsecuritylogs.com
inputs5.osdsecuritylogs.com
inputs5.osdsecuritylogs.com
inputs6.osdsecuritylogs.com
inputs6.osdsecuritylogs.com
inputs5.osdsecuritylogs.com
inputs10.osdsecuritylogs.cominputs8
.osdsecuritylogs.cominputs9.osdsec
uritylogs.com
inputs5.osdsecuritylogs.com
inputs10.osdsecuritylogs.com
inputs5.osdsecuritylogs.com
inputs10.osdsecuritylogs.cominputs5
.osdsecuritylogs.com
inputs5.osdsecuritylogs.com
inputs6.osdsecuritylogs.com
inputs10.osdsecuritylogs.cominputs1
0.osdsecuritylogs.com
inputs10.osdsecuritylogs.com
inputs10.osdsecuritylogs.osd.osdsec

443

443

999
7

Red Hat OpenShift Service on AWS FI3E%
EEH ping FEIRARSS, LMETREHRTH
AT,

Red Hat OpenShift Service on AWS FI3E %
EEH ping FEIRARSS, LMETREHRESTH
FFIEIRIT,

mvapich -forwarder-operator {# /- —4
B Linm, #t RedHatSRE B FETH

HHIER,



inputs6.osdsecuritylogs.com
inputsi.osdsecuritylogs.com
inputsi.osdsecuritylogs.cominputs.o
sdsecuritylogs.osd.osdsecuritylogs.c
om inputs4.osdsecuritylogs.com
inputs5.osdsecuritylogs.cominputs5.
osdsecuritylogs.cominputsi0.osdsec
uritylogs.com
inputs10.osdsecuritylogs.com
inputs4.osdsecuritylogs.cominputs8.
osdsecuritylogs.cominputs8.osdsecu
ritylogs.com
inputs5.osdsecuritylogs.com
inputs5.osdsecuritylogs.com
inputs6.osdsecuritylogs.cominputs6.
osdsecuritylogs.com
inputs6.osdsecuritylogs.com
inputs6.osdsecuritylogs.com
inputs6.osdsecuritylogs.cominputs

http-inputs-
osdsecuritylogs.splunkcloud.com

sftp.access.redhat.com
(Recommended)

fFLUF URL JYA R FHY e BE=TGAE -

1

registry.connect.redhat.com

rhc4tp-prod-z8cxf-image-registry-us-
east-1-
evenkyleffocxqvofrk.s3.dualstack.us-
east-1.amazonaws.com

oso-rhc4tp-docker-registry.s3-us-
west-2.amazonaws.com

443

22

443

443

443
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W&, mvapich -forwarder-operator &
N—PBEH LR, # Red Hat SRE BF
ETFHENER,

must-gather-operator £ f#) SFTP AR5
J{EEVMARE, UEBHIRERE RN

=

AR = HHEEMINERFRBEE,

REHEERE
registry.connect.redhat.com _E & 255
1&REg 7 a]

%I F Sonatype Nexus, F5 Big IP operator 2
WFH,

TR 75 14 5 BUHER IR B AT s SY A A B2

AR F OpenShift & FHTiE S HIFEFREIH 45 URL, 5B A CEE LT
BIH#EZE URL FIZ, 152504 OpenShift Hi445 URL,
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X FitE Rl
°
ZEH
°
ATEHg AWS R BCAT

11.1.6. EZ&4 %

HEEAER AWS IR BHT

11.1.7. At ix5E

BREIFIATY

SRE i7j/5] AWS 2 /16977 A Red Hat OpenShift Service

THE ROSA BBE T E

11.2. 7% ROSA ZBET fE 7

7F AWS (ROSA) £ E1/# Red Hat OpenShift Service B, ZAisEHE AWS BI5E AR M, FuF
Ariatg AWS R BHE & A, FHiXiEBERIE 5,

A XFiBA ROSA TERETER, H5IEENGTRETFAR,

e

AWS ZE£ GRS (STS) EHFRIEIHE, AFZ# Red Hat OpenShift Service on AWS
(ROSA) £HH G2 H, HiELEMH TI8mIZEME,
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https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/support/#about-remote-health-monitoring
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/prepare_your_environment/#rosa-sts-required-aws-service-quotas
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/prepare_your_environment/#rosa-limits-scalability
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-policy-sre-access_rosa-policy-process-security
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11.2.1. ROSA ZBE T fE sk

BT LI IR K 7T i N B89 T E 757 B i B AT Red Hat OpenShift Service on AWS (ROSA)%£2,

T AWS BISCARFA, BEFE ROSA £5F, B0y AWS IKF S ATHESL RRAFEK,

EEATmH AWS [RFHEH, B FEapE, HEEL1T ROSA £5109 AWS fRFECHT,

A& AWS Ik, LI ROSA £5#al, & At AWS K/ #5/ ROSA, ZZFIKE
AWS CLI (aws) TR, #%ik AWS CLI TRAEE.

Z# ROSA ] OpenShift CLI TE#%iuF AWS JRZ5E I, ZFREMAE ROSA CLI (rosa)
A1 OpenShift CLI (oc), #FaTLi{&EFH ROSA CLI ZiFArZER) AWS KB ATZEZ o/,

B# ROSA %7 &/ AWS PrivateLink £/ ROSA %7, &/ ROSA CLI (rosa)f/#
£, FoLULFFE# AWS PrivateLink £/# ROSA £,

Uil ER, Eo LB G HEEER, HREEE B IEHEFT BT EHEE Ak
W, AT LUE T ECE cluster-admin /7 1R 1A 38 BRI EE,

B B9 ROSA FH 80517 1R, #RTLIEEH ROSA CLI 3t Web #EHIE #5/H *f
ROSA &894,

B ROSA £7%, #FaL{f&/F ROSA CLI (rosa)ll#: ROSA £,

11.2.2. At ixE

A X ROSA BBETE R /& AWS STS BIEHHIER, 556 1A STS B
ROSA Z8E T fFi.

EEG I IEHESF
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https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/getting_started/#rosa-sts-overview-of-the-deployment-workflow
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WERERE

MERX T EEFBT 517

LIBEH A mikESE

11.3. ATEHY AWS IR ECHT

BEILIZF, HABpZH T AWS £E Fi51T Red Hat OpenShift Service on AWS £ EHIIR S
BDAi,

/70

AWS ZE£ GRS (STS) EHEFRIEIHE, AFZ# Red Hat OpenShift Service on AWS
(ROSA) £HH 52X H, HNEIEH TI8HIZEM,

11.3.1. AER9 AWS IRSAEHT

Tk T AWS EEB)EEFH1%217—1 Red Hat OpenShift Service AT AWS RS ECHTRI
o BEAXZHNEEEAXZH TN E, (BEFTEH TN TIERIFKANBIBCR

ROSA (Z#13P1) EEHFVEE AWS EC2 RSEHT 100 1 vCPU, LUENEELIEE, o
JAMRIATHEL, PBIZ5E1TIES N # Amazon EC2 52489 vCPU BIECIARAE 2 5. Biut, #1
B2 EIRE R — AWS 168 ROSA £, T Aiig KEiNE] EC2 BLHiI =T E
J(A. C. D. H I. M. R T. Z)54l,

REo i EEHENGE (WEEX L L) TEEFEELEKEANEIEH, A4, &% ROSA
B fF 1 NS worker Hlast BRI O X, FHH F 1WA ZEOZLHIGE LB
5, HREZM 5 BEXZLH, HFEFGKINEE, BEFXRFF worker 4O LHZE
H B ET 6.,

%{;

AWS SDK #1F ROSA k&4, 16 AWS SDK it EFRZEAEHHME .. HIL,
ORI Z AT RERTE AWS SDK Faid, 15RO I BTN, BEMASTHE, 7
b T
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MR EFEEM IR ERH, 1555 Amazon X K5 KECHT NN E. KB HE K
1235H Amazon SSHFLUHTH %, FE—LEN][H#HLE, WRERIERIE KB X2, HHR AWS &
# o

Z 11.2. ROSA FZHIIRFECET

[RIEZ IR5545H5 [N AWS EiA REZEK fed

IEATERITE ec2 L-1216C47A 5 100 bal i EE]

(A. C. D. Running On-

Ho L M. Ry Demand

T. Z)SEH) Standard (A,
C,D,H,I,M,R,
T, 2) LB
X vCPU #

=
BHo

MBS A
vCPU R B3k
0 ROSA &
B, ROSA M
REEKRFE
100 4 vCPU
NEEREAIEE,

BB SSD ebs L-D18FCDI1D 50 300 It X 35 R AT LA

(gp2)B1FMELL 1E88 General

TiB AL Purpose SSD
(gp2) BHITE
FEHRARE
=g (UTiB
HEAL)

BAB® SSD ebs L-7A658B76 50 300 It X 35 AT LA
(gp3)BEAELL TE¥E General
TiB AL Purpose SSD
(gp3) BT
BEHZRKR
EEEE (KL
TiB HEAL) .

300 TiB =i
EREMRERT
EWRESR

=,
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https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
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[RIE

BLTiB W ERAL
BIE % IOPS

SSD (o) &%
fifs

# 11.3. ZH AWS REEHT

[RIEZ

EC2-VPC
Elastic IP

X
VPCs

BIREME
BRZIZES

B XA
Zsedm
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IR5545H

ebs

IR5545H5

ec?2

vpc

vpc

BOACHS

L-FD252861

BOACHS

L-0263D0A3

L-F678FICE

L-A4707A72

L-DF5E4CA3

AWS EKiA

50

AWS EKiA

5

5

5

5,000

REEK

300

REZER

5,000

sk

Itk X 35 AR AT A
7TE
Provisioned
IOPS SSD (iol)
B ITESW
RAREGEM
= (UULTB N
BAL)

300 TiB =i
EREMRERT
EWRESR

=

2P0

FEH XA
LIA EC2-VPC
DEEMRA
Elastic IP i
HE,

B XE
VPCHE L
Ro X MECHT
EESEMK
CERGRERES
HERABERX
o

B RXEMR
PNERSRTITES
#E, XM
mEESE
Xi% VPC #i2
KiK. EBM
HEECAE, 1512
mE K
VPC #1 &,

B REMR
PNk
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AWS EKiA
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B ED
WzEH

B XIEAR
i

&% |IOPS SSD
(Io1)## IOPS

B KEHI
AR #Y
i

FXER
Classic Load
Balancers

11.3.1.1. Ao 5

vpc

ebs

ebs

elasticloadbala
ncing

elasticloadbala
ncing

L-2AFB9258

L-309BACF6

L-B3AI130E6

L-53DA6B97

L-E9ES831D

10,000

300,000

50

20

10,000

300,000

50

20

HHIER AWS CLI i 5iF K. BB HIEERSIHIENEK ?

ROSA R HiT

HKIEMBCHT

11.3.2. EE&4H

BE AWS IF

B ED
HEAZEH
. ILECHisE
UEirged
B RL U BE AT,
Teeddit
1000,

B XENR
KIRIREL

Lt XA A 1
&% IOPS
SDD (iol)& 2
[H] & &89 IOPS
#= LR,

BRI AF
EMZEK
Application
Load Balancer

BRI AF
ERRXK
Classic Load
Balancer £t

=
==k


https://aws.amazon.com/premiumsupport/knowledge-center/request-service-quota-increase-cli/
https://docs.aws.amazon.com/ROSA/latest/userguide/service-quotas-rosa.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
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11.3.3. Eth %R

THE ROSA BBE T fEi

11.4. BZi& AWS I

sEhk AWS B9 AR IR, BCiE AWS I 7#/5/H Red Hat OpenShift Service on AWS (ROSA)MR
%o

/70

AWS Z£GhEIRS (STS) EHEHZEIHER, FFZ# Red Hat OpenShift Service on AWS
(ROSA) EEH 52X H, HiTCIEH TI8HIZTEME,

11.4.1. Bgi&E AWS kA

7 AWS K BZiE & ROSA IRSS, iEeBIl FA 2,

FItERAF
[ ]
BB I ST BB E S R RIFHE,
[ ]
WFLRE ZLIEN T, EOIB—TIEIK . e, KEERE FHAFPEIREE, &%
FEXELF % E ROSA,
TR

B RPEZEAE G Amazon Web Services (AWS)iikF7,

BINTH AWS K Fa T4/ HIEER, WREH AWS Organizations, el LU fH AT
EHLFIEG AWS P 88 61— 13T s

HIREAERE AWS i1y, HEZER—TIRSFEFIFERE (SCP) WA FE5T XA AWS I
F, EE5 AWS SERR,

1 ER BT BB —E8%, rosa B osdCcsAdmin IAM HF, I/ F&HEEHERE
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https://cloud.redhat.com
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_create.html#orgs_manage_accounts_create-new
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AWS CLI i/ {24489 IAM £k,

b33

YA /G T Programmatic i5/5/fXBR, F#HM#4#17 AdministratorAccess &
B,

£ AWS #2715 H1/=5 /5 ROSA IR

BRIHG AWS I,

E5H ROSA, 15 F ROSA [R% #i##¥ Enable OpenShift,

ZXRHIEIE AWS CLI,

IR AWS @ BT REI X £ BEBTIRIE RS 2 FIACiE AWS CLI,

{£ .aws/credentials X {#H1{5EIE#iBJ aws_access_key_id #]
aws_secret_access_key, FZH AWS X189 AWS BEEE A,

KEHA AWS K1,

%{;

B EAHE TR BN AWS X1,

ROSA R LALLUF L SE TN P A X I -

& --region & 51T rosa i G 1EER X 1,

AWS_DEFAULT_REGION H1Z 8k iERX 1, 5Z1d AWS XEHHIEE
AWS CLI B9 1E% &,
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https://console.aws.amazon.com/rosa/home
https://console.aws.amazon.com/rosa/
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-quickstart.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-envvars.html
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iii.
AWS EEEXHHRERISIA X, 5S4 AWS XEHEIE aws FLER)HER
lﬁ(’

&k : &7 profile B9 AWS CLI X EHIZUFECE AWS CLI RiEHIZIF. ROSA
HIRLUFIESERNGF S AWS i EE0ESE -

& --profile #7521 rosa S 1EENEES.,

7 AWS_PROFILE S8 EREESE, 1550 AWS XEHH) & HIE
%0

BT T 51 AWS APl X420 AWS CLI 25 BIEHZRAEE -

I $ aws sts get-caller-identity --output text

fia ol

<aws_account_id> arn:aws:iam::<aws_account_id>:user/<username>
<aws_user_id>

ST EL G, %% ROSA,

11.4.2. G4 H

°
%% ROSA CLI

11.4.3. xR

AWS BISERF A
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https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-quickstart.html#cli-configure-quickstart-config
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-profiles.html
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89 AWS [R5 BCATFH 5 K18

THE ROSA BBE T fEi

11.5. #£ AWS (ROSA) CLI _£Z% RED HAT OPENSHIFT SERVICE, ROSA

A& AWS K g, 7£ AWS (ROSA) CLI, rosa £ ZZ##IAE Red Hat OpenShift Service.

/70

AWS ZE£ GRS (STS) EHEFRIEIHE, AFZ# Red Hat OpenShift Service on AWS
(ROSA) £HH 52 XH, HNEIEH TI8HIZEME,

11.5.1. ZZHIAE ROSA CLI

£ AWS (ROSA) CLI, rosa L ZZFIAiE Red Hat OpenShift Service, el Z % OpenShift
CLI (oc), #{&/H ROSA CLI (rosa)%if A AWS FIRECHE & ol /.

Bt
[ ]
FBEFHTH AWS BISERR AT ROSA Fil,
[ ]
WFRALRE ZLIEN T, EOIB—TIEIK . e, KEEE FHAFEIREE, %
FEXETIF %% ROSA,

BCiE AWS K 7 AWS 1P 51/ ROSA iR,

TR

Z# rosa, Red Hat OpenShift Service on AWS B9 % 77#0 (CLI),

HEERGERIE R 2% T2 ROSA CLI B9 FThk .
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https://cloud.redhat.com
https://console.redhat.com/openshift/downloads
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Bk : S8 TEE rosa BIaT AT X, KX rosa ZZ a7 X,

Bl : FEEEEERFM rosa,

FH

I $ mv rosa /usr/local/bin/rosa

FALL T op SR BRI 2% -

I $ rosa

B

Command line tool for Red Hat OpenShift Service on AWS.
For further documentation visit https://access.redhat.com/documentation/zh-
cn/red_hat_openshift_service_on_aws

Usage:
rosa [command]

Available Commands:
completion Generates completion scripts
create  Create a resource from stdin
delete  Delete a specific resource
describe Show details of a specific resource
download Download necessary tools for using your cluster
edit Edit a specific resource
grant  Grant role to a specific resource
help Help about any command
init Applies templates to support Red Hat OpenShift Service on AWS
install Installs a resource into a cluster
link Link a ocm/user role from stdin
list List all resources of a specific type
login Log in to your Red Hat account
logout  Log out
logs Show installation or uninstallation logs for a cluster
revoke Revoke role from a specific resource
uninstall Uninstalls a resource from a cluster
unlink  UnLink a ocm/user role from stdin
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upgrade Upgrade a resource

verify  Verify resources are configured correctly for cluster install
version Prints the version of the tool

whoami  Displays user account information

Flags:
--color string Surround certain characters with escape sequences to display
them in color on the terminal. Allowed options are [auto never always] (default

"auto")
--debug Enable debug mode.
-h, --help help for rosa

Use "rosa [command] --help" for more information about a command.

Bl : 7 ROSA CLI £kip 552, LTI Linux $lasE8E Bash SEEEH
x:

I $ rosa completion bash | sudo tee /etc/bash_completion.d/rosa

Bk : MBIBE LKz ROSA CLI 5 w558k, LUFTBIZE Linux #l85 EBIPI ALK
/S rosa B9 Bash SEEEHIEE -

I $ source /etc/bash_completion.d/rosa

&/ rosa SREZHILTIENSF,
AL @5,

I $ rosa login

1% <my_offline_access_token& gt; Bt n KIS,

fia ol

To login to your Red Hat account, get an offline access token at
https://console.redhat.com/openshift/token/rosa
? Copy the token and paste it here: <my-offline-access-token>
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T fFSET B

I I: Logged in as ‘rh-rosa-user' on 'htips://api.openshift.com’

3.
FALL T i REuFEEHg AWS 1K 2 & B2 ZHR,
I $ rosa verify permissions
Bl
I: Validating SCP policies...
I: AWS SCP policies ok
=
WS RBIFREMEH AWS Z£5HEARSS(STS)H) ROSA EF B9 R,
4,

BUFERg AWS Ik 2 E 251 AWS £2 F28E Red Hat OpenShift Service ArESHIAC
i,

I $ rosa verify quota --region=us-west-2

B

I: Validating AWS quota...
I: AWS quota ok
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&
Bif, AWS BAERETR, MELMEIEMEE, 7 FENE,

MEETIZEE, HA AWS 255, AR 7R ETIRN,

RIS 2B, B T—%,

HEEBEBEA A AWS IS -

BT F e 542 i #2589 Red Hat ] AWS ZiF @& BIEffikiE, 58 AWS I ID,
UK A ARN & S EFTHIZHIANEICE, # Al LIZ £ 18050 OCM FFLA91T,

I $ rosa whoami

FittiH)
AWS Account ID: 000000000000
AWS Default Region: us-east-2
AWS ARN: arn:aws:iam::000000000000:user/hello
OCM API: https://api.openshiff.com
OCM Account ID: 1DzGIdIhgEWyt8UUXQhSoWaaaaa
OCM Account Name: Your Name
OCM Account Username: you@domain.com
OCM Account Email: you@domain.com
OCM Organization ID: 1HopHfA2hcmhup5gCr2uH5aaaaa

OCM Organization Name: Red Hat
OCM Organization External ID: 0000000

HIE AWS P, #2527 —4 CloudFormation £k, T &4 AWS W LU
TEHBEFNESE, WL TEEFE 1-2 D FEETH.
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https://aws.amazon.com/console/
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I $ rosa init

B

T T T T T T T T Ty

: Logged in as 'rh-rosa-user’ on 'htitps://api.openshift.com’

: Validating AWS credentials...

: AWS credentials are valid!

: Validating SCP policies...

: AWS SCP policies ok

: Validating AWS quota...

: AWS quota ok

: Ensuring cluster administrator user ‘'osdCcsAdmin’'...

: Admin user 'osdCcsAdmin’ created successfully!

: Verifying whether OpenShift command-line tool is available...

E: OpenShift command-line tool is not installed.
Run ‘rosa download oc' to download the latest version, then add it to your PATH.

M ROSA CLI Z% OpenShift CLI (oc).

FIAX N p$ F# oc CLI BIRETIRAK -

I $ rosa download oc

F# oc CLI |7, M/ EH FFREMENERIEEE L,

FIAX N ipFFRF oc CLI 2&BIFHEE -

I $ rosa verify oc

%% ROSA 5, #ALIGIBER,

11.5.2. X%

1F ROSA _L1/# ROSA £ st (/& AWS PrivateLink #£#%,
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11.5.3. R

AWS BISERF A

ArE89 AWS [R5 BCATFH 5 K18

THE ROSA BBE T fEjic

11.6. B/ER7A AWS STS #J ROSA £

WEERIEHEHE AWS (ROSA)_LZ % Red Hat OpenShift Service /&, CI#—1T¥EE,

AXHEE THHI K IE ROSA £8., 74, ZaJLUfEF AWS PrivateLink £/&# ROSA %7,

er

AWS ZE£ GRS (STS) EHFRIEIHE, AFZ# Red Hat OpenShift Service on AWS
(ROSA) EEHEZXKH, HiTCIEH TI8HIZTEME,

11.6.1. BB EE

o LU#/H ROSA CLI (rosa)ZE AWS (ROSA)%£E | BZ Red Hat OpenShift Service,

FItERAF

BZ%# Red Hat OpenShift Service on AWS,

X

HEi, ROSA L&A X#F AWS #= VPC,

T

LT LU KBS B s/ IEE B E X XIEROBER. BOBEHIEFRM
HETT, BRI rosa create cluster --help w5,
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DIBEHRZ OREFE 40 B,

b33

XFEHETIEN 2, BREFZTTHKX(AZ), HAETTHX, &
H —-help EFz)itEX NI, ZMEHAHEAITIIRE,

RN T K ECIBER -

I $ rosa create cluster --cluster-name=<cluster_name>

B

I: Creating cluster with identifier '1de87g7c30g75qechgh7I5b2bha6r04e’ and name
'rh-rosa-test-cluster1’

I: To view list of clusters and their status, run ‘rosa list clusters’

I: Cluster 'rh-rosa-test-cluster1’ has been created.

I: Once the cluster is 'Ready’ you will need to add an Identity Provider and define
the list of cluster administrators. See 'rosa create idp --help’ and ‘rosa create user
--help’ for more information.

I: To determine when your cluster is Ready, run ‘rosa describe cluster rh-rosa-test-
clustert’.

XA A LET OIEER -

I $ rosa create cluster --interactive

FRHERY IP B, ZaTLUEHLU TR GERE, AXEHAFIEANESZER, 7
{&/H rosa create cluster --help | grep cidr 8%, HXAERLH, RIEFNEHAKE,

775 CIDR: 10.0.0.0/16

Service CIDR: 172.30.0.0/16
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% N1NE=E EAREH AWS STS U157 FTEBZE ROSA

Pod CIDR: 10.128.0.0/14

AL Fio R EEHIRKE., HEHOBIES, HitiHa State FRFFM pending 11
# installing, R/E%Z7 ready.,

I $ rosa describe cluster --cluster=<cluster_name>

Fi B

Name: rh-rosa-test-cluster1

OpenShift Version: 4.6.8

DNS: *.example.com

ID: uniqueidnumber

External ID: uniqueexternalidnumber

AWS Account: 123456789101

API URL: https://api.rh-rosa-test-clusteri.example.org:6443

Console URL: htitps://console-openshift-console.apps.rh-rosa-test-cluster1.example.or
Nodes: Master: 3, Infra: 2, Compute: 2

Region: us-west-2

Multi-AZ: false

State: ready

Channel Group: stable

Private: No

Created: Jan 15 2021 16:30:55 UTC

Details Page: https://console.redhat.com/examplename/details/idnumber

b33

WIRZEXIM, BUZE State FRRIE 40 HHHEREZ W ready, HR ELFEH
BEBFR XL TEE 2 S 5.

B VEE OpenShift ZXEE/F H b KR ErF 7t CIBRIHE :

I $ rosa logs install --cluster=<cluster_name> --watch

11.6.2. X%
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EEG IR ESF

11.6.3. HEthi5H

THE ROSA BBE T fEi

Mk ROSA £7#

ROSA ZHER

11.7. BB EEE

Red Hat OpenShift Service on AWS EF el LI B, LUERNEEN HERF LT EE L alZsH, 5
H, BELEHREREREBNE APl i X Em T £,

CIpiE S cau/f- 30 TE% - AVE 329 =) Tl ol Y g

11.7.1. TLHFEH B S HREEE

BT LI LT Red Hat OpenShift Service on AWS £S5 R A EE KB,

5z

REEEHTES AWS L2 FHIRF(STS)—E&H, HZ STS 551 AWS
PrivateLink £,

BB R A
AWS VPC Peering. VPN. DirectConnect 3t TransitGateway #HCE 77/ BB i1,

TRE

AL T ep 5K OIBHT# B ER
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https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/architecture/#rosa-architecture-models
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/aws-transit-gateway.html

% N1NE=E EAREH AWS STS U157 FTEBZE ROSA

I $ rosa create cluster --cluster-name=<cluster_name> --private

%{;

stZ, & --interactive FEFENEBATHET,

11.7.2. LHEEF /G R BEE

CIBERHE, FaLiEERAEH #EER.

gZ

REEEHTES AWS L2 TR (STS)— &, HZ STS 55+ AWS
PrivateLink £,

FItERA

AWS VPC Peering. VPN. DirectConnect 3t TransitGateway #HCE 7/ BB i1,

TR

BALL T ep 5D B R H= A --private £,

I $ rosa edit cluster --cluster=<cluster_name> --private

A

BB HRFTBEF TREH B /LD T,

11.7.3. Eth555H

7 ROSA _L 1/ AWS PrivateLink $#£Z¢

11.8. WX/ ROSA E& G/

{&H rosa i w1TERX AWS (ROSA)ZEEH) Red Hat OpenShift Service B4,

151
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/70

AWS Z£ GRS (STS) EHEFRIEIHEN, AFZ# Red Hat OpenShift Service on AWS
(ROSA) EEHEZXKH, HiTCIEH TI8HIZTEME,

11.8.1. {&/H ROSA CLI ##5 dedicated-admin i7/a]

WIREEOIBEE. VIIHEBE G s8R B9, el LUF dedicated-admin /By
AR,

FIFERAF
[ ]
BEEaEHRP MG EHER(IDP),
[ ]
BB IDP 35, HTFHEHREIREIEF,
[ ]
BEEEEH.
TR

FiA LU Fip 5 15/ B9 dedicated-admin 15 /5/#BR :

$ rosa revoke user dedicated-admin --user=<idp_user_name> --cluster=
<cluster_name>

FIAL T SR B 2 &5 FFBE%E dedicated-admin 1771 R, HitH T2 H B0
FF,

I $ oc get groups dedicated-admins
11.8.2. {#/F ROSA CLI ##{#7 cluster-admin /5]

RHERBERHIGH ' FEe#E cluster-admin B H R,

FItEFRA
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% N1NE=E EAREH AWS STS U157 FTEBZE ROSA

BEEaEHRP NG EHER(IDP),
BB IDP 35, HTFHHEREIREGEF,

BEkEPIER,
7
FIA LU Fp #5588 cluster-admin /8 fUR :

I $ rosa revoke user cluster-admins --user=myusername --cluster=mycluster

FIALLF o R Ul 2B AL A cluster-admin iR, it A IHBETHIHE .
I $ oc get groups cluster-admins
11.9. EF ROSA £7#

&/H rosa w17/ Red Hat OpenShift Service on AWS (ROSA)¥EE,
L&
AWS ZE£ GRS (STS) EHEFRIEIHE, AFZ# Red Hat OpenShift Service on AWS

(ROSA) £#H 52 XH, HNELRRH T BumZEH,

11.9.1. GitERA

1R Red Hat OpenShift Service on AWS & 7—1 VPC, S HiMETF kLU
H, ZEFEERIIWRERE -

PI%4RCiE, 41 VPN BCEER] VPC X &5

FSINEY VPC BIF IR RS
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WRX LI ERRS DA, FHTRIEBIER,

11.9.2. ks ROSA £ HITGE FEFR IAM FiR

Z T L@ ROSA CLI (rosa) ¢ Red Hat OpenShift Cluster Manager Wk {&H AWS &£ SRS
(STS) #9 Red Hat OpenShift Service on AWS (ROSA) £7,

WBEEE, L&/ ROSA CLI (rosa) 2 AWS I/ s & FEEH Identity and Access
Management (IAM) 7R, #EFEEHIEIRETE Operator £ a#] OpenlD Connect (OIDC)# i/ 7.,

KWW 1AM ZRRTSTA, B0 ERENIG RLEES B AR LR,

HIRLE THIMAH, FHWGRFEE KN, B NERERFIHEMMAA, 7 EETH
DA BT EFIA D,

gz

HWIRIELZ T RO VPC BIETHBNIER, HHXHILRFEF ORI VPC th240
B, M FHArE R — VPC BIEEXI, 8, AR I8 O8N 7R
B9 tagSet 21X/ 0/EH, HiFHHEY owned BRI HE B R kR,

FrtER 1
[
BZ# ROSA £7,
[
BEHELZEIY LZREHAE 7 &HTH ROSA CLI (rosa),
AE
1.
KNER ID, 1ETFEE Operator 89 Amazon %E#E# (ARN) 1 OIDC £LhvEaim
s URL :

I $ rosa describe cluster --cluster=<cluster_name> a
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% N1NE=E EAREH AWS STS U157 FTEBZE ROSA

¥¥ <cluster_name> &ty EEHIE .

Fiti 6
Name: mycluster
ID: 153v4x39Ihs8sm49m90mi0822034544a §)

Operator IAM Roles: 9

- arn:aws:iam::<aws_account_id>:role/mycluster-x4q9-openshift-machine-api-aws-
cloud-credentials

- arn:aws:iam::<aws_account_id>:role/mycluster-x4q9-openshift-cloud-credential-
operator-cloud-crede

- arn:aws:iam::<aws_account_id>:role/mycluster-x4q9-openshift-image-registry-
installer-cloud-creden

- arn:aws:iam::<aws_account_id>:role/mycluster-x4q9-openshift-ingress-operator-
cloud-credentials

- arn:aws:iam::<aws_account_id>:role/mycluster-x4q9-openshift-cluster-csi-drivers-
ebs-cloud-credent

- arn:aws:iam::<aws_account_id>:role/mycluster-x4q9-openshift-cloud-network-
config-controller-cloud

State: ready
Private: No

Created: May 13 2022 11:26:15 UTC
Details Page:
https://console.redhat.com/openshift/details/s/296kyEFwzoy1CREQicFRdZybrc0
OIDC Endpoint URL: https://oidc.op1.openshiftapps.com/<oidc_config_id> Q

SYHIZEEE ID.,

©

FEEIFE FEHE Operator A 289 ARN, B4, ZE6I%iHi#, Machine Config
Operator ArEHIA AT ARN 2 arn:aws:iam::<aws_account_ids>:role/mycluster-x4q9-
openshift-machine-api-aws-cloud-credentials,

©

SEIFETERR OIDC i i st URL,
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BZ

EHEERHE, LR ID FE/H ROSA CLI (rosa)llifft5E FERH

MWEREFE -

&/H Red Hat OpenShift Cluster Manager HEREE -

Z 87 OpenShift Cluster Manager.

B9 Options FH#H # it #F Delete cluster,
TELET T B EEE L #h 7 7 Delete,

&/ ROSA CLI (rosa)liff£7 -

AL T R EHHVEEAZ, 1F < cluster_name& gt; Bty EEHGE
2D :

I $ rosa delete cluster --cluster=<cluster_name> --watch
BZE

1EMHkR Operator £ €27 OIDC £4r/ i, BB AisFEEE kRt
B, FERETEFHI Operator f5 €3 E5EE OpenShift Operator GI/&
B9H R, Operator f#ifH OIDC HA BT 8 17 % i,

W57 Operator i F5 1742 ul69 OIDC A/ :
I $ rosa delete oidc-provider -c¢ <cluster_id> --mode auto ﬂ

156


https://console.redhat.com/openshift

% N1NE=E EAREH AWS STS U157 FTEBZE ROSA

F¥ <cluster_id> ZEHi yEEHH ID,

IE

BT LUER -y T, EEn 4 B5)EE yes.,

ok, WK ETFEE R Operator IAM £ :

gz

WCFSERRT IAM £ & T e — AWS I 189 R s ROSA 5@ H, REA
BT EHREMEHFTEN, TGRS LR,

I $ rosa delete operator-roles -c <cluster_id> --mode auto a

f¥ <cluster_id> ZEHi yEEHH ID,

RS

HIRLT kD 1AM B EBIEZLMWER £57, 551 HEE L EMREIER,
HIRET ) B JR AL ZMREFE -
R&E EGRIEHEF 25 B A ERGERBIR A,

k& Amazon Web #1525 T AT AWS BB HITT,

11.10. BIBEFHAIE 8968 B IRESE
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https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/support/#rosa-troubleshooting-cluster-deletion_rosa-troubleshooting-cluster-deployments
https://console.redhat.com/openshift
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#er

AWS Z2£GHEIRS (STS) EHENEIHER, FHFZ# Red Hat OpenShift Service on AWS
(ROSA) EEH 52X H, HiTCIEH TI8HIZTEME,

11.10.1. S HESZSZK

HNREBLE LB T E—TNEHAAE, X1 IUZATEO/BRMETRE I E 6 5 1RE 5 F5Z,

## Configures your AWS account and ensures everything is setup correctly
$ rosa init

## Starts the cluster creation process (~30-40minutes)
$ rosa create cluster --cluster-name=<cluster_name>

## Connect your IDP to your cluster
$ rosa create idp --cluster=<cluster_names --interactive

## Promotes a user from your IDP to dedicated-admin level
$ rosa grant user dedicated-admin --user=<idp_user_names --cluster=<cluster_name>

## Checks if your install is ready (look for State: Ready),

## and provides your Console URL to login to the web console.
$ rosa describe cluster --cluster=<cluster_name>

11.10.2. A 558

THE ROSA BBE T fEik
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