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B1E FRRIETIOET A HCP £28) ROSA

==
INRIBEE K ROSA Classic BRI A 1185, 1554 Red Hat OpenShift Service on
AWS R A 46,

-

HABFEE control plane (HCP) BY Red Hat OpenShift Service on AWS (ROSA) 12 7 B B el S92
o, LUBTE AWS (ROSA) %2% £ {3 Red Hat OpenShift Service, A HCP B9 ROSA K, B1M%E
BEERAE — L FB control plane, B7E ROSA IRESIK - R 4R ES.

A BRETTAN B 5 AWS Identity and Access Management (IAM) BERIRE Q| &7 HCP &/
ROSA, f&AILLEF ROSA CLI (rosa)R BE&RE,

5E

BT ITEINER ROSA SEBEFA N NITEM control plane 814, RO — N
SR LUFERY A HCP ThEER ROSA,

H5E

B#l, {#F HCP B ROSA RXHFTE 2 AWS (k1A= VPC, FAEJGHH HCP £

B ROSA ZEE 5 H—1 AWS Tk HEWNFM, MNFFRZER, BHSH "ZHF2) VPC
RAY% N ROSA £R8E? ",

_ H HCP £8EM ROSA (X AWS RE& SRS (STS) B2 I,

H—F [
e 3% ROSA 5 HCP #1 ROSA Classic = [RIFILLER, 1550 LirZeifEail oy,

o BHX7# B AR ROSA CLI FHAEA HCP ISR, 1HSHH AWS 3X#Y,

Hth BHR

BXAITEMIEPHRESIR, 155 "Understanding process and security for Red Hat OpenShift
Service on AWS" B Compliance &84

XFBBRERBFEREI

AR EEFE A ROSA CLI AR auto 3K, {3 HaIM AWS Ik P IZBIORMTER IAM R, AT
FRAIEIK FSEHE AR IAM B EFEKE. & TSR Operator MK, L& OpenlD Connect
(OIDC) B n iRt EF.

o, EELMER FoiE, eHit 02 IAM BRMERN aws v, MAZBIIEHEE].

BREES R
o FARIEBETAM AWS FoRFM

1.1, BUAE B AR B h


https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/getting_started/#rosa-quickstart-guide-ui
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html
https://access.redhat.com/solutions/6980058
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/architecture/#rosa-hcp-classic-comparison_rosa-architecture-models
https://docs.aws.amazon.com/rosa/latest/userguide/getting-started-hcp.html
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-policy-compliance_rosa-policy-process-security
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/prepare_your_environment/#detailed-requirements-for-deploying-rosa-using-sts
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IRET LU R BN SRR TR R OB AR 2 ThEIRSS (STS)M HCP 5858 ROSA, LU Tk 7 BRIASE
BEIAE,

3 1.1 HCP E£RIMBAEIA ROSA

At AR

e e o Eti\IAM B ERI% : ManagedOpenShift

o HEUBEEHEEAAR
-
REFE o ERUVEBYMEA : Latest
e {#HF ROSA CLI (rosa)ZZEMEIA AWS XI5 : FHaws CLIBZEE L
e T : dataplane B9 —X
o JHFBIARI EC2 IMDS sz (v1 #1 v2)

o WERFENMIA : FA

Encryption . .
P o SEEAMNE

o RAFBAINH etcd MNE
o i\ AWS BB IEARSS (KMS) B A1 A SRR N 28 B2 5

Compute 7 Rl 25 e
P e Compute TV REMIZKEE : m5xlarge (4 vCPU 16, GiB RAM)

e Compute Tim#: 2
o Bl R : REM
o BN RN
PR E o BT A
o MWINBAERET BOMENAER(VPC)
o LAEMERETHRNIE
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A AR

.
IS EEER (CIDR) e Machine CIDR: 10.0.0.0/16

® Service CIDR:172.30.0.0/16
e Pod CIDR:10.128.0.0/16
o EAMAEIL : /23
4 p= =1
EERATH HCP B ROSA I, #7K IP ik 172.20.0.1
2 £ /P98 Kubernetes API HEHHRER, #132, pod FIARSS
CIDRSEH TGS 1P itk HhZe,
SHABNEE
o MTFHIE Operator A1 OpenlD Connect(OIDC)#RNFEIES : auto
v p= Y=
» X FERA =iEHE LER Openshift Cluster Manager
Mz, B3 ERXTEEE M OpenShift Cluster
Manager A&,
e HiA Operator ABRFIZ : &lt ;cluster_names>-
<4 digit_random_string>
EHEHRE

o JHITEH

o T RHEZE 1 /NI TEBREA

1.2. 8 HCP 55 )R 487 ROSA
E(HF HCP £ 8£01E ROSA, B AIAU TR
o MEMEMNIER(VPC)
o IKFBREIMNAE
e OIDC EZiE

® Operator A8

1.2.1. {8 HCP &8 /188 ROSA |2 EHAE =

78— Virtual Private Cloud (VPC)ZF 8Eff F§ HCP &E&# 0I5 ROSA, EeILUMEALIT AEOIE
VPC :
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e {FH Terraform &k 01/ VPC
o 7£ AWS #ZHIEFFEI0IE VPC IR

= -
Terraform # S A FNHXFERBMN, BEHOHWREZTEN VPC 1T —LEN, UMEEB

CHER, BANBEREFER XA Terraform BIARK, Sl FERBELREERHNE—XIE,
EX LR fld, {#A us-east-2,

{5/ Terraform BIBENHE L
Terraform 2—1MIE, AFEFERABEIMBRIRCIERES T ﬁ J«/L-F JREFEABRI AT A HCP
LM ROSA, BXEH Terraform WEZER, ESHHME

FeREH
o METENBR ERE Terraform fRA 1.4.0 LEHIRA,

o MEANZLRET Git,

pEE
1 iZfTLATR RS, FTFF shell IR RIFH =& Terraform VPC % -
I $ git clone https:/github.com/openshift-cs/terraform-vpc-example
2. BT TS AQRYE K :

$ cd terraform-vpc-example

3. BT S EED) Terraform X4 -
I $ terraform init

iR e = H I HEIARRIEEE R,

4. BEETIHAEM Terraform EiRIEE VPC Terraform iT%l, 15217 plan fi55, EXaE AWS
X, EALULFRIEESEREEF, 1E terraform plan 526/E, —* rosa.tfplan XS ARINE!
hypershift-tf B, BXFIFIRED, 1550 Terraform VPC Z &[4 H) README 344,

I $ terraform plan -out rosa.tfplan -var region=<region>

FTLAT a5 B A e TR ST SR Fg 2 VPC -

] f_b‘[l

$ terraform apply rosa.tfplan

a. A ‘EZ_JL/Ll:ﬁLX-an 47K Terraform-provisioned private, public 1 machinepool
FM D WEFNIMELE, DMEEMEA HCP &0 ROSA IffEH :

I $ export SUBNET_IDS=$(terraform output -raw cluster-subnets-string)

b. FRAUTHARIETEREEEMKE :


https://github.com/openshift-cs/terraform-vpc-example/blob/main/README.md
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I $ echo $SUBNET IDS
s

I $ subnet-0a6a57e0f784171aa,subnet-078e84e5b10ecf5b0

HibFR
o HXBHE X VPCH e BEIMIFEMIIR, 1ESH Terraform VPC FHEE,
FotBEUMAER

INRATESFEF AR Virtual Private Cloud (VPC)MAEE M Terraform, 151517 AWS 24l & B9 VPC
TIE, &8 VPC i E TR ZRNEK,

£ 1.2. VPC IEk

=k =3

VPC &7 QIEERNEEEAREN VPC LF5H ID,

CIDR SEH &89 VPC CIDR SERIN1Z 5 #9425 CIDR PTEZ,

AKX HAMNREE—NTARK, NTFEZRMTAREE=D
AKX,

NHFH ST NHERE, BUIIE—NHEE NAT MxiAHF

M, REEHIAFELHFM,

DNS EAH& AR 1B MRS A DNS 4B R,

PRCIENFM
1E(FE A VPC |2 HCP £ ROSA 2 &, EwJliric VPC FM, EFERXLRA, BiMbiRS
preflight R ERFILXLEFRES B EMINIC. FTRERTENFERNIAIRMCIUTREA -

& 7: {1
NHFH kubernetes.io/role/elb 130%EBE
TRTW kubernetes.io/role/internal-elb 130%FE
o’ A=
& WM EDIRMC— N RRAFM, MRER, UR—PRHFH,
SoREH

o EMEOIET VPC,

o BZ&%k aws CLI,


https://github.com/openshift-cs/terraform-vpc-example
https://us-east-1.console.aws.amazon.com/vpc/
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i =
1 BITU TS EX RPN TIR

a. MFAHFM, 1Ei5T:
$ aws ec2 create-tags --resources <public-subnet-id> --tags
Key=kubernetes.io/role/elb,Value=1

b. X FLAFM, &7 :
$ aws ec2 create-tags --resources <private-subnet-id> --tags
Key=kubernetes.io/role/internal-elb,Value=1

o ZTLUTHRRIEIERTEIERNA :

I $ aws ec2 describe-tags --filters "Name=resource-id,Values=<subnet_id>"

Bl
TAGS Name <subnet-id> subnet <prefix>-subnet-public1-us-east-1a
TAGS kubernetes.io/role/elb <subnet-id> subnet 1

HhBrR
® Amazon VPC Al

® HashiCorp Terraform 344

o FRMBATNIAM

1.2.2. QB EESEHM STS A B R

1Ef# /A Red Hat OpenShift Service on AWS (ROSA) CLI (rosa) | & B EE control plane (HCP)&&EHY
Red Hat OpenShift Service on AWS (ROSA)RT, 15 QBT RIS H A B %S, S3E Operator &R
m%o

AE
A HCP &2## ROSA R EMIIN AWS ZERBERIMK 7 ] Operator A, FAXFHEIE

IEISERE, AKX HCP £8fH ROSA B AWS BIRRIENELER, 1HSH ROSA K
F B AWS EIREE,

FRFH

o REFH HCP }1 ROSA =R AWS HI4E R4,
o MATRFAK AWS IRSECEN,

o MBETE AWS ZHIEHEMAT ROSA RS


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-getting-started.html
https://developer.hashicorp.com/terraform
https://kubernetes-sigs.github.io/aws-load-balancer-controller/v2.2/deploy/subnet_discovery/
https://docs.aws.amazon.com/ROSA/latest/userguide/security-iam-awsmanpol-account-policies.html

13 FHRAETREN A HCP £#18) ROSA

o MEALREFNLELREHEE T &HH ROSA CLI (rosa),

e E{#A ROSA CLI &F WAL -,

it =

1. IR AWS K RAEFEES], BRI FSERB STS A/, FH@iTiziTUA T aaMimzE
Bg :

I $ rosa create account-roles --hosted-cp
2. A%k BITU TR NEISXE N IMNELE

I $ export ACCOUNT_ROLES_PREFIX=<account_role_prefix>

o ZITUTES, BEELEMNIE :
I $ echo SACCOUNT_ROLES_PREFIX
i Bl
I ManagedOpenShift

NFEA X ROSABI AWS B IAM RIBHE LR, 1HEH ROSA By AWS BT IAM KBS,

1.2.3. f3J# OpenlID Connect EZi&

L1% ROSA 5 HCP SEHEEE AN, M5 EAIE OpenlD Connect (OIDC)EEE, ItEE2FME!
OpenShift Cluster Manager,

FeRFEH
o B HCP Jy ROSA 5ER AWS BISE R &M

o MBS T Red Hat OpenShift Service on AWS BJ AWS B4 R &4,

P2

o MBAEREFN LELEHEE T &HH Red Hat OpenShift Service on AWS (ROSA) CLI rosa.

it

1. E0JE OIDC EEEF AWS KR, HzTUTHS

I $ rosa create oidc-config --mode=auto --yes

tamREILTER -
oA

? Would you like to create a Managed (Red Hat hosted) OIDC Configuration Yes

I: Setting up managed OIDC configuration

I: To create Operator Roles for this OIDC Configuration, run the following command and
remember to replace <user-defined> with a prefix of your choice:

rosa create operator-roles --prefix <user-defined> --oidc-config-id 13cdréb


https://docs.aws.amazon.com/ROSA/latest/userguide/security-iam-awsmanpol.html

Red Hat OpenShift Service on AWS 4 Z3%78 HCP 89 ROSA

If you are going to create a Hosted Control Plane cluster please include '--hosted-cp'
I: Creating OIDC provider using 'arn:aws:iam::4540112244:user/userName'

? Create the OIDC provider? Yes

I: Created OIDC provider with ARN 'arn:aws:iam::4540112244:oidc-
provider/dvbwgdztaeg9o.cloudfront.net/13cdréb’

TEOEERN, /iR OIDC EE ID, CLI %t} --mode auto 12X /ME, BNIELIIIR
# --mode manual #J aws CL | %ijH 3 7 E X LE1H,

il

2. A% AL OIDC BCiE ID REANEZE, UEREHERA. ZBITUTaSRERE
I $ export OIDC_ID=<oidc_config_id>))

Q ELERRAIE S, OIDC & ID £ 13cdréb.

o ZTUUT@ME, BEELENE
I $ echo $OIDC_ID
s

I 13cdréb

o EAILIFIH SR MM REANERET M OIDC iLE, IZ1TUTHS :

I $ rosa list oidc-config
Bl

ID MANAGED ISSUER URL

SECRET ARN

2330dbs0n8m3chkkr25gkkcd8pnj3Ik2 true
https://dvbwgdztaeg9o.cloudfront.net/2330dbs0n8m3chkkr25gkkcd8pnj3lk2
233hvnrjoqu14jltk6lnbhf2tj11f8un false https://oidc-r7uil.s3.us-east-1.amazonaws.com
aws:secretsmanager:us-east-1:242819244:secret:rosa-private-key-oidc-r7u1-tM3MDN

1.2.4. fl|# Operator A& KL

L1% ROSA 5 HCP SRR MERAN, MUIAIEF BIEE control plane (HCP)EFE R Red Hat
OpenShift Service on AWS (ROSA)FFEH Operator IAM €, & Operator fF Operator A& 1KEX
PUTERBRERMENIAIR, MEEREEREWE. SENEEIEAX SRR AER DT RITR,

FeRFMH
o fREEM HCP Jy ROSA TR AWS BSR4,

o MBAEREFHN LELEHEE T &HH Red Hat OpenShift Service on AWS ROSA CLI (rosa).

o MO TRESEH AWS AH,

10
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it
1 FERUTe SRR ENIMELE

I $ export OPERATOR_ROLES_PREFIX=<prefix_name>
2. EQIE Operator B, HIZfTUTHS :

$ rosa create operator-roles --hosted-cp --prefix=fOPERATOR_ROLES_PREFIX --oidc-
config-id=$OIDC_ID --installer-role-arn
arn:aws:iam::${AWS_ACCOUNT_ID}:role/${ACCOUNT_ROLES_PREFIX}-HCP-ROSA-
Installer-Role

LT 2RRHT Operator A& OB HEI,

$ rosa create operator-roles --hosted-cp

--prefix=fOPERATOR_ROLES_PREFIX ﬂ

—-oidc-config-id=$0IDC_ID @)

--installer-role-arn
arn:aws:iam::${AWS_ACCOUNT_ID}:role/${ACCOUNT_ROLES_PREFIX}-HCP-ROSA-
Installer-Role 6

1O L Operatorﬁ@ﬁt BYIRBE— DRI MRAXFEME £ R. MEAX
Operator BIZHIMER, 1ESHATHIM I FT IR,

XMEZE N ER HCP £2£#) ROSA 48 OIDC B ID,

o0 o

XMERIBIELEE ROSA K A B OB RERFAE ARN,

/z

KA B & —-hosted-cp 58, LUER HCP &8y ROSA | EMMNAR, tamREUTE

CN =

A

N
Y

? Role creation mode: auto

? Operator roles prefix: <pre-filled_prefix> ﬂ

? OIDC Configuration ID: 23soa2bgvpek9kmes9s70s0a39i13gm4 |
https://dvbwgdztaeq9o.cloudfront.net/23soa2bgvpek9kmes9s70s0a39i13gm4 9

? Create hosted control plane operator roles: Yes

W: More than one Installer role found

? Installer role ARN: arn:aws:iam::4540112244:role/<prefix>-HCP-ROSA-Installer-Role

? Permissions boundary ARN (optional):

I: Reusable OIDC Configuration detected. Validating trusted relationships to operator roles:
I: Creating roles using 'arn:aws:iam::4540112244:user/<userName>'

I: Created role '<prefix>-openshift-cluster-csi-drivers-ebs-cloud-credentials' with ARN
'arn:aws:iam::4540112244:role/<prefix>-openshift-cluster-csi-drivers-ebs-cloud-credentials'
I: Created role '<prefix>-openshift-cloud-network-config-controller-cloud-credenti' with ARN
'arn:aws:iam::4540112244:role/<prefix>-openshift-cloud-network-config-controller-cloud-
credenti’

I: Created role '<prefix>-kube-system-kube-controller-manager' with ARN
'arn:aws:iam::4540112244:role/<prefix>-kube-system-kube-controller-manager'

I: Created role '<prefix>-kube-system-capa-controller-manager' with ARN
'arn:aws:iam::4540112244:role/<prefix>-kube-system-capa-controller-manager'

I: Created role '<prefix>-kube-system-control-plane-operator’ with ARN

1
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o EALIFIH S ROSA K1 XELH) Operator A, ZITUTHS :

12

'arn:aws:iam::4540112244:role/<prefix>-kube-system-control-plane-operator'

I: Created role '<prefix>-kube-system-kms-provider' with ARN
'arn:aws:iam::4540112244:role/<prefix>-kube-system-kms-provider'

I: Created role '<prefix>-openshift-image-registry-installer-cloud-credentials' with ARN
'arn:aws:iam::4540112244:role/<prefix>-openshift-image-registry-installer-cloud-credentials’
I: Created role '<prefix>-openshift-ingress-operator-cloud-credentials’ with ARN
'arn:aws:iam::4540112244:role/<prefix>-openshift-ingress-operator-cloud-credentials’

I: To create a cluster with these roles, run the following command:

rosa create cluster --sts --oidc-config-id 23soa2bgvpek9kmes9s70s0a39i13gm4 --operator-
roles-prefix <prefix> --hosted-cp

ﬂ IR ER TSI RIS IE A O B S IXERRIZ,
Q It R TSR IR 5 F HCP S B$8) ROSA /&8 OIDC 2.

Operator BB 0, FHAHAFEMA HCP £ 02 ROSA,

I $ rosa list operator-roles

A

I: Fetching operator roles

ROLE PREFIX AMOUNT IN BUNDLE

<prefix> 8

? Would you like to detail a specific prefix Yes ﬂ

? Operator Role Prefix: <prefix>

ROLE NAME ROLE ARN

VERSION MANAGED

<prefix>-kube-system-capa-controller-manager
arn:aws:iam::4540112244:role/<prefix>-kube-system-capa-controller-manager

413 No

<prefix>-kube-system-control-plane-operator
arn:aws:iam::4540112244:role/<prefix>-kube-system-control-plane-operator

413 No

<prefix>-kube-system-kms-provider
arn:aws:iam::4540112244:role/<prefix>-kube-system-kms-provider 413
No

<prefix>-kube-system-kube-controller-manager
arn:aws:iam::4540112244:role/<prefix>-kube-system-kube-controller-manager

413 No

<prefix>-openshift-cloud-network-config-controller-cloud-credenti
arn:aws:iam::4540112244:role/<prefix>-openshift-cloud-network-config-controller-cloud-
credenti 4.13 No

<prefix>-openshift-cluster-csi-drivers-ebs-cloud-credentials
arn:aws:iam::4540112244:role/<prefix>-openshift-cluster-csi-drivers-ebs-cloud-credentials
413 No

<prefix>-openshift-image-registry-installer-cloud-credentials
arn:aws:iam::4540112244:role/<prefix>-openshift-image-registry-installer-cloud-credentials
413 No
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<prefix>-openshift-ingress-operator-cloud-credentials
arn:aws:iam::4540112244:role/<prefix>-openshift-ingress-operator-cloud-credentials
413 No
Q WHIETE, ERETRES AWS KA REMAERIZ, HiL TS EXNEIAREKNAERE,
IMREBFEEEMAEILABRHEFEE, HEFIMERRTFLEAR", EXLEAERE
'IEEE/R§I.“:EIQ

filt

Hith TR

o MNEFEAH X Operator BIZMIE R, HSHXFBE X Operator IAM A FI%K,

1.3. [ CLI 88 HCP &£2f1) ROSA

L {#HF Red Hat OpenShift Service on AWS (ROSA) CLI ( rosa )BIEEEERS, (RAT LUEFEER LT IR
ROEER,

FoREH
o (KEfEF HCP Jy ROSA 2R AWS BISE R,
o (RAETE M AWS AR SSEHL,
o (EBIE AWS #HI&HHEA T ROSA BR%S.

o MBAEREFN LELEHEE T &HH ROSA CLI (rosa), jZ21T rosa version A& B R Y aI% L
B ROSA CLI hRA, INREFFHMMA, CLI RIRETEHU AL,

o D f#HF ROSA CLI ZEFRIRHILTIEM -,
o REHIET OIDC EE,

o BN AWS K fh7E7E AWS Elastic Load Balancing (ELB)ERZE A &,

pi% &2
1. FERUTHSZ—ERE HCP £ 03 ROSA :

L{FF HCP £E¥ 02 ROSA K, BRIAMINLEI T HI A BE H (CIDR)H
10.0.0.0/16, IMRX5 VPC FMH CIDRSEFHAITE, EEUTRSFHRM --
machine-cidr <address_block >, £ 7 %8 %5 X Red Hat OpenShift Service
on AWS FIEKiA CIDRSERIIER, 1S W CIDR SEHEE o

o MRMEAREIMNELE, HZTUTHS :

$ rosa create cluster --cluster-name=<cluster_name> \ <.>
--mode=auto --hosted-cp [--private] \ <.>
--operator-roles-prefix <operator-role-prefix> \ <.>
--oidc-config-id <id-of-oidc-configuration> \
--subnet-ids=<public-subnet-id>,<private-subnet-id>

13


https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-sts-about-operator-role-prefixes_rosa-sts-about-iam-resources
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/networking/#cidr-range-definitions
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14

<> IEEERMAT, MBENERLTET 15 MNEN, ©NaES8EmNERZ, Fh
openshiftapps.com EB&MEHNFiX, EEE L FE, 1HHEHA --domain-prefix Fi&. %
AIZEAEERRI 15 NFRF, CRIEM—M, BESHOBERIEESR, <> ik --private
SHATOIRTHE HCP £E3¥MFAE ROSA, MREALLSH, EHRRARIUSEZRAFMID AT -
-subnet-ids., <> BINERT, HETEEM Operator A BATMEREELMIBEN 4 (10
FHEENRIS, BELUAEEE—1 B E RISk S A B AT < cluster_name>-
<hash >, 7EQIEFE TEEEH Operator IAM BB, SNARISK. BXEIHNIFE, #FS
[iXF E E X Operator IAM & G545,

MREEVEXENEFTHMNAGBNIEE T BE L ARN BE, N85k
MEIEE LR, ERENSRPAUREN, BE NBRRRNARRETEREN
Operator A8,

MRRBEIMNELE, FRAUTHSUERTERENNBENRRNER, FRAFIRETAHN
APIl, LIRZAFFAE AT Ingress :

$ rosa create cluster --private --cluster-name=<cluster_name> \
--mode=auto --hosted-cp --operator-roles-prefix=OPERATOR_ROLES_PREFIX\
--oidc-config-id=$OIDC_ID --subnet-ids=$SUBNET_IDS

MREBIMELE, HLTUTRSUETERENNBENEE. QFTREN AP FLFATA
B Ingress BY&EE :

$ rosa create cluster --cluster-name=<cluster_name> --mode=auto \
--hosted-cp --operator-roles-prefix=30PERATOR_ROLES_PREFIX \
--oidc-config-id=$OIDC_ID --subnet-ids=$SUBNET_IDS

2. BITUTHSRERRIRE

I $ rosa describe cluster --cluster=<cluster_name>

ASRRZEIED, MHHhRIIHLLT State FEREN :

e CHERIKRM)
% (IEfHfTHEIDNS X&)
£ 3

ready

INRLEKN, =E State FERTTHET 10 RHEREBELH ready, FRER

SRRSO T B HER. MERZER, FSHHMEHBRZTE, BX
B RLINE ST /e LURERBS BIRYP IR, 155 7EEK Red Hat OpenShift Service on
AWS HIZ 1,

3. BT VZR Red Hat OpenShift Service on AWS REEF2F H S K IRIRER O BMIHE, BEREH
&, HZITUTHS

I $ rosa logs install --cluster=<cluster_name> --watch \ <.>



14. /5

1% AL IR THA HCP K28 ROSA

<O ENE  BERESRPEMHBEEHES, HEA --watch ¥,

SR
1717 ROSA 43¢

AIBERIECRA

1.5. EbTTR

BRERAFIRAE ROSA KRN LS R, HSIIHABEE LUBER.

BXFEMH STS #E Red Hat OpenShift Service on AWS FEEET AWS Identity Access
Management (IAM)FRMEZER, ES X FHEA STS RN IAM FIR,

BX 22 EXNER, BSHEMBE LEE24.,

B RAEIXIE Operator BEMBILMIIERE, 1§55 X T HE L Operator IAM A EEIZ,
BREMA STS & ROSA ISR RMERIFIE, 1HSE/EA STS B9 ROSA B AWS FoiRF i,
BXER BsifFsh KA CBRRFER STS HRIFES, HS0H TRENFFIHRERL,

BXIE AWS IAM H{#EF OpenlD Connect (OIDC) B3 IRIIEFMELER, 1ESH AWS X4
ffy B3 OpenlD Connect (OIDC) &4t .

BX ROSA KRR REMNEHIRNESER, HSIIHEHREZE,

BRECRMEZFLURIRE IS, 1HSH REUS Red Hat OpenShift Service on AWS I3
#,
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https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/install_rosa_classic_clusters/#rosa-sts-accessing-cluster
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/cluster_administration/#add-notification-contact_rosa-cluster-notifications
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/install_rosa_classic_clusters/#rosa-sts-creating-cluster-using-customizations_rosa-sts-creating-a-cluster-with-customizations
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-sts-about-iam-resources
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/install_rosa_classic_clusters/#rosa-security-groups_prerequisites
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-sts-about-operator-role-prefixes_rosa-sts-about-iam-resources
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/prepare_your_environment/#rosa-sts-aws-prereqs
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/install_rosa_classic_clusters/#rosa-understanding-deployment-modes_rosa-sts-creating-a-cluster-with-customizations
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_oidc.html
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/support/#rosa-troubleshooting-installations
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/support/#getting-support
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2 2 = {#FH TERRAFORM fll|/i&Z ROSA &£

2.1. {1/ TERRAFORM {2 ZkI\ ROSA £ 3

FERFEARNEERLIEER Terraform REENR, REOE Red Hat OpenShift Service on AWS
(ROSAYE R,

LU R B SERE A S F2 A Terraform BCESRE AT B LT HIRAIT A HCP 5/ ROSA :
o HHEZE oidc-config BLEMI OIDC L7
o A XELHI AWS Managed ROSA SRB&HYSE R 544 IAM Operator B
o A XELHI AWS Managed ROSA SRBEH IAM Tk 1 6
o (EEHFA STS &£E&#8 ROSA FTERMIATE Hith AWS FHR

2.1.1. Terraform #t

Terraform @ —PMEMZEHEKRETE, RHE—REEXRRHFBRFEZEES HIIXLTHRIAZE, Terraform
FERFRAMIEE T OIEES, ETUFREMIEENTTREMRZIRT, Terraform IRIEEBIHIE G EIX

Jﬁsﬁ‘zl@o

FTREH
BE1E Terraform B & A {# A Red Hat Cloud Services ftN i, WA FIHRLUUTSRME ¢

o RETE AWS (ROSA)MR RE(CLHIZE ELE T Red Hat OpenShift Service,
o REE%H Red Hat OpenShift Cluster Manager 558 o
o B Terraform hit A 1.4.6 HEHThRA,

o MEAIET AWS Ik SEHM IAM A,
BEMIIK FSEE R IAM A MKt ROSA #. L. control plane FIiTEIHAERTERY
STS fUIR, X EIFEREEHM Operator K&, MTJEA X AWS K ABMNESZER, HS M
mﬁo

o BEHE—D AWSIK/T FEXEILE, HEOEEIR. J1 AWS N FEEE T EIE, 155 H AWS
Terraform #ERFESCAY By S0 90 UEF] BCEER S o

o RE/MNIE AWS IAM BRI EFLUTHBR, HiZ{T Terraform, 7E AWS 3ZH & G A X LAY

"Effect": "Allow",

"Action": [
"iam:GetPolicyVersion",
"iam:DeletePolicyVersion",
"iam:CreatePolicyVersion",

R,
‘ $l 2.1. Terraform HR{E AWS HBR

"Version": "2012-10-17",
Statement [
"Sid": "VisualEditorQ",
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https://registry.terraform.io/providers/terraform-redhat/rhcs/latest/docs
https://console.redhat.com/openshift/token/rosa
https://developer.hashicorp.com/terraform/downloads
https://aws.amazon.com/free/?all-free-tier
https://docs.aws.amazon.com/IAM/latest/UserGuide/security-creds.html
https://registry.terraform.io/providers/hashicorp/aws/latest/docs#authentication-and-configuration

"iam:DetachRolePolicy",
"lam:ListAttachedRolePolicies",
"iam:ListPolicyTags",
"iam:ListRolePolicies",
"iam:DeleteOpenlDConnectProvider",
"iam:DeletelnstanceProfile",
"iam:GetRole",
"iam:GetPolicy",
"iam:ListEntitiesForPolicy",
"iam:ListPolicyVersions",
"iam:UpdateRole",
"iam:GetOpenIDConnectProvider",
"iam:TagOpenlDConnectProvider",
"secretsmanager:TagResource",
"sts:AssumeRoleWithWebldentity",
"iam:ListRoles"
1,
"Resource":

"iam:DeleteRole",
"arn:aws:secretsmanager:*:<ACCOUNT_ID>:secret:*",

%8 2 Z {fifl TERRAFORM fill ROSA £#
"iam:TagPolicy",

"iam:CreateOpenlDConnectProvider",
"arn:aws:iam::<ACCOUNT_ID>:instance-profile/*",

"arn:aws:iam::<ACCOUNT _ID>:role/*",

"iam:UpdateAssumeRolePolicy",
"secretsmanager:DescribeSecret"”,
"iam:ListRoleTags",
"secretsmanager:PutSecretValue",
"secretsmanager:CreateSecret",
"lam:TagRole",
"secretsmanager:DeleteSecret",
"iam:UpdateOpenIDConnectProviderThumbprint",
"iam:DeletePolicy",
"iam:CreateRole",
"iam:AttachRolePolicy",
"iam:ListIinstanceProfilesForRole",
"secretsmanager:GetSecretValue",
"iam:CreatePolicy",
"secretsmanager:GetResourcePolicy",
"arn:aws:iam::<ACCOUNT_ID>:oidc-provider/*",
"arn:aws:iam::<ACCOUNT_ID>:policy/*"
]
2
{
}
]
}

"Sid": "VisualEditor1",
"Effect": "Allow",
"Action": [

"s3:*"

]

esource": "*"

{6 Terraform FHESEE
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BE, £ Terraform BB = TURMNIRBTIHESEREMER, LUEFER Terraform AEHITEMER, £
£ Terraform ZAHITE (30 AWS $Z=HIBHLGIRFHNE) B, 15IVMEN Terraform A2 = R,
{1 Terraform UAM T EREEEEH Terraform BIEMN KR, MIEEBBEM Terraform EZEH 5| AKD
ElRE.

a0, NREER Red Hat Hybrid Cloud Console #4¢ Terraform fI|32pEERE, NIEEEN RE AT

A ES B B e AT E Terraform K78, MNEEZER, 1HS W HashiCorp Developer X4 EE
Terraform KRR TR,

2.1.2. FOAEER ISR
* 2.1. %A HCP £8HIMBHENIA ROSA

At AR

KPHAeE

o ZIAIAM A EAEIZ : rosa-<6-digit-alphanumeric-string>
o LAEUBREHEENAR
-
REAE o BRIERHRA : 4.14
e Cluster name: rosa-<6-digit-alphanumeric-string>

e {3 Red Hat OpenShift Cluster Manager JE & =126 & LEMEIL AWS
X1 : us-east-2 (US East, Ohio)

o FAM : HETEMNS X
o JHFBIARI EC2 IMDS i s (v1 #1 v2)

o WERFENMIA : FRA

Encryption . .
P o SEEAMNE

o REFHAXTNN etcd M
o ZRiA AWS BREAEIEIRSS (KMS) B A A ER A BB INE B
+ e ui
Compute 7 seHl &zt e Compute TimSLfBIZE : m5.xlarge (4 vCPU 16, GiB RAM)
e Compute TTm# : 34
e HIWWE: XKEH

o RBHNET RIRE
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https://console.redhat.com
https://developer.hashicorp.com/terraform/tutorials/state/state-cli

&5 2 2 {#IfH TERRAFORM fi|E ROSA £ 8

A AR

RAEE
HECE o EBUEE : ARKIE

o EETLULFETE Terraform EEE 0T 2H OIS VPC,
o MWINBAERET BOMENAER(VPC)
o RAEMBEREEHANIE

.
IS EEER (CIDR) e Machine CIDR: 10.0.0.0/16

Se
® Service CIDR:172.30.0.0/16
e Pod CIDR:10.128.0.0/14
o EAMAEIL : /23
4 p= Y=
AT A HCP B ROSA B, #75 IP tthik 172.20.0.1
2 £ P9EE Kubernetes API #HHR B, #135. pod HIERSS
CIDR SERE TS S UL 1P ik hZe,
SEHAATKRR
o MTFHIE Operator A OpenlD Connect(OIDC)#RNAEIES : auto
p= Y=
X FERA =iEHE LER OpenShift Cluster Manager
Mz, B3 ERXFTEEE RN OpenShift Cluster
Manager A8,
o B\ Operator ABHIZR : rosa-<6-digit-alphanumeric-string>
SHEHRE

o JHINTEH

o TV RHEZE 1 /NI FEBREA

2.1.3. {1/ Terraform 0|2\ ROSA £8%

LU AR Y S 3% 012 RSB R T AR AR Terraform GIRRERIIK FSEE M IAM A& A ZE OIDC &
BB ROSA 58,

2.1.3.1. 5 Terraform Jf & {RIEE

TEfFF Terraform 7£ AWS % 8% _E |2 Red Hat OpenShift Service B, EESH B4 Red Hat
OpenShift Cluster Manager 45 h&,
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https://console.redhat.com/openshift/token
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it

1 Ak - RN FEA, Terraform XHSRELHRIBRFOE, RILETUCIE—MFEREE
XS ITU TSR A D :

I $ mkdir terraform-cluster && cd terraform-cluster

2. A B4 Red Hat OpenShift Cluster Manager 5 h& R&BIIK P 1% F AR,
3. ERELSE, FRDZITUTHERGNELENMELE !

I $ export RHCS_TOKEN=<your_offline_token>

- WML ERAEBIRIENKREEE, WMERITENIKAL I,

o SHGHE, BITUTaEREIHE

I $ echo $RHCS_TOKEN

2.1.3.2. TEAXHOIE Terraform 34

WE

B % Red Hat OpenShift Cluster Manager T2 &, BEZEEARMOIEE Terraform XHLUMES

B, MR LUERLTRERNR G L4,

it =

20

1. BT TS K02 main.tf ST :

$ cat<<-EOF>main.tf
#
# Copyright (c) 2023 Red Hat, Inc.
#
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.
#
terraform {
required_providers {
aws = {
source = "hashicorp/aws"
version = ">=4.20.0"

}


https://console.redhat.com/openshift/token
https://console.redhat.com/openshift/token

%5 2% {81 TERRAFORM fl|& ROSA £

rhes = {
version = ">=1.6.2"
source = "terraform-redhat/rhcs"

}
}
}

# Export token using the RHCS_TOKEN environment variable
provider "rhcs" {}

provider "aws" {
region = var.aws_region
ignore_tags {
key_prefixes = ["kubernetes.io/"]
}
default_tags {
tags = var.default_aws_tags
}
}

data "aws_availability_zones" "available" {}

locals {
# Extract availability zone names for the specified region, limit it to 3 if multi az or 1 if single
region_azs = var.multi_az ? slice([for zone in data.aws_availability_zones.available.names :
format("%s", zone)], 0, 3) : slice([for zone in data.aws_availability_zones.available.names :
format("%s", zone)], 0, 1)

}

resource "random_string" "random_name" {
length =6

special = false

upper = false

}

locals {
worker_node_replicas = var.multi_az ? 3:2
# If cluster_name is not null, use that, otherwise generate a random cluster name
cluster_name = coalesce(var.cluster_name, "rosa-\${random_string.random_name.result}")

}

# The network validator requires an additional 60 seconds to validate Terraform clusters.
resource "time_sleep" "wait_60_seconds" {

count = var.create_vpc ? 1:0

depends_on = [module.vpc]

create_duration = "60s"

}

module "rosa-hcp” {
source = "terraform-redhat/rosa-hcp/rhcs”
version ="1.6.2"
cluster_name = local.cluster_name
openshift_version = var.openshift_version

account_role_prefix = local.cluster_name
operator_role_prefix = local.cluster_name
replicas = local.worker_node_replicas
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aws_availability_zones = local.region_azs

create_oidc = true
private = var.private_cluster
aws_subnet_ids = var.create_vpc ? var.private_cluster ?

module.vpc|[0].private_subnets : concat(module.vpc[0].public_subnets,
module.vpc[0].private_subnets) : var.aws_subnet_ids
create_account_roles = true
create_operator_roles = true

depends_on = [time_sleep.wait_60_seconds]

}
EOF

2. IB1TLUT 5 £ 4% variables.tf 3215 :

TEIZITIZen S LU SREFRTE H 3 m it 314

$ cat<<-EOF>variables.tf
#
# Copyright (c) 2023 Red Hat, Inc.
#
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.
#
variable "openshift_version" {
type = string
default ="4.14.20"
description = "Desired version of OpenShift for the cluster, for example '4.14.20'. If version is
greater than the currently running version, an upgrade will be scheduled.”

}

variable "create_vpc" {

type = bool

description = "If you would like to create a new VPC, set this value to 'true'. If you do not
want to create a new VPC, set this value to 'false'."

}

# ROSA Cluster info
variable "cluster_name" {
default = null
type = string
description = "The name of the ROSA cluster to create”

}

22
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variable "additional_tags" {
default = {
Terraform = "true"
Environment = "dev"
}
description = "Additional AWS resource tags"
type = map(string)
}

variable "multi_az" {
type = bool
description = "Multi AZ Cluster for High Availability"
default =true

}

variable "worker_node_replicas" {

default =3

description = "Number of worker nodes to provision. Single zone clusters need at least 2
nodes, multizone clusters need at least 3 nodes”

type = number

}

variable "aws_subnet_ids" {

type = list(any)

description = "A list of either the public or public + private subnet IDs to use for the cluster
blocks to use for the cluster”

default = ["subnet-01234567890abcdef", "subnet-01234567890abcdef", "subnet-
01234567890abcdef"]

}

variable "private_cluster" {

type = bool

description = "If you want to create a private cluster, set this value to 'true'. If you want a
publicly available cluster, set this value to 'false'."

}

#VPC Info

variable "vpc_name" {
type = string
description = "VPC Name"
default = "tf-gs-vpc"

}

variable "vpc_cidr_block" {
type = string
description = "value of the CIDR block to use for the VPC"
default ="10.0.0.0/16"

}

variable "private_subnet_cidrs" {
type = list(any)
description = "The CIDR blocks to use for the private subnets"
default =["10.0.1.0/24","10.0.2.0/24", "10.0.3.0/24"]

}

variable "public_subnet_cidrs" {
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24

3.

N
Py

type = list(any)
description = "The CIDR blocks to use for the public subnets”
default =["10.0.101.0/24","10.0.102.0/24", "10.0.103.0/24"]

}

variable "single_nat_gateway" {
type = bool
description = "Single NAT or per NAT for subnet”
default = false

}

#AWS Info
variable "aws_region" {
type = string

default = "us-east-2"

}

variable "default_aws_tags" {

type = map(string)
description = "Default tags for AWS"
default ={}

}

EOF

TUT R KA vpe.tf ST :

$ cat<<-EOF>vpc.tf
#
# Copyright (c) 2023 Red Hat, Inc.
#
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.
#
module "vpc" {
source = "terraform-aws-modules/vpc/aws"
version = "5.1.2"

count = var.create_vpc ?1:0
name = var.vpc_name
cidr = var.vpc_cidr_block

azs = local.region_azs
private_subnets = var.multi_az ? var.private_subnet_cidrs : [var.private_subnet_cidrs[0]]
public_subnets = var.multi_az ? var.public_subnet_cidrs : [var.public_subnet_cidrs[0]]

enable_nat_gateway = true
single_nat_gateway = var.single_nat_gateway
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enable_dns_hostnames = true
enable_dns_support = true

tags = var.additional_tags

}
EOF

IR HEFWFISE) Terraform,

2.1.3.3. {81/ Terraform 0/ ROSA £&

Bl Terraform X5, BEE) Terraform LURMFIA B EMIRIIT M4, AR A Terraform if
t”o

BE
AEBN Terraform REX ., MERLZER, 1HSHFER Terraform BTHFEESETI

P =
1. Y9 Terraform % & NIRIBIEM Terraform XHOIEER, ZTUTHS :

I $ terraform init

2. "k BITU TSRS RBIEEEHIB Terraform 2B EM :

I $ terraform validate
it Bl
I Success! The configuration is valid.

. BT T4, {8 Terraform G| &EET :

I $ terraform apply
Terraform REHBZEM A ER O EER, HABUTHR
s

var.create_vpc

If you would like to create a new VPG, set this value to 'true'. If you do not want to create a
new VPC, set this value to 'false’.

Enter a value:
var.private_cluster

If you want to create a private cluster, set this value to 'true’. If you want a publicly available
cluster, set this value to 'false’.

Enter a value:

[N — - M —— e e ATmdn IS Lm0 VA A S A b A 1o 1 LA = L N N A Y
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4. 3 Terratorm S*H S H Z UIE SIS CXBY SR FFIRZSOA ALY, HiIA yes ¥ BEARZLEHUR

i el

Plan: 63 to add, 0 to change, 0 to destroy.

Do you want to perform these actions?
Terraform will perform the actions described above.
Only 'yes' will be accepted to approve.

MRERKA yes, &M Terraform it XU E5), GE AWS ik fafa, Operator A2
ROSA Classic %#f.

I $ rosa list clusters

BRERR ID. BFFHIRESRHEIH A -

ID NAME STATE TOPOLOGY
27c3snjsupa9obua74ba8se5kcj11269 rosa-tf-demo ready Classic (STS)

BITU TR RSNk AR el

I $ rosa list account-roles

i

I I: Fetching account roles
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ROLE NAME ROLE TYPE ROLE ARN

OPENSHIFT VERSION AWS Managed

ROSA-demo-Installer-Role Installer arn:aws:iam::<ID>:role/ROSA-demo-
Installer-Role 414 No

ROSA-demo-Support-Role Support arn:aws:iam::<ID>:role/ROSA-
demo-Support-Role 414 No

ROSA-demo-Worker-Role Worker arn:aws:iam::<ID>:role/ROSA-
demo-Worker-Role 414 No

BT T RS RKUEERN Operator AAfA 2B EHIEE :

I $ rosa list operator-roles

7R Terraform fIJEM Operator f BRfHIHRHI -

I: Fetching operator roles
ROLE PREFIX AMOUNT IN BUNDLE
rosa-demo 8

2.1.3.4. {£/ Terraform /2 ROSA £&f

{31/ terraform destroy w5 1lHBA{EA terraform apply &5 GIEMARA KR,

4

al

T FRAAZEEW Terraform Af X, X E 5 E MR E R,

1Ei21T7 terraform apply S5 K AIBREHBBE XD, BT TaSHBRESR -

I $ terraform destroy
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Terraform #EHORTERANITZE, EINSORERIHRHAEETA

var.create_vpc
If you would like to create a new VPC, set this value to 'true.’ If you do not want to
create a new VPC, set this value to 'false.’

Enter a value:
var.private_cluster
If you want to create a private cluster, set this value to 'true.’ If you want a publicly

available cluster, set this value to 'false.’

Enter a value:

2.
WA yes LIS sh A BHEEHER :
Tl R

Plan: 0 to add, 0 to change, 63 to destroy.

Do you really want to destroy all resources?
Terraform will destroy all your managed infrastructure, as shown above.
There is no undo. Only 'yes' will be accepted to confirm.
Enter a value: yes

AT

BIU TS RIERHEEEH ¢

I $ rosa list clusters

#A BRI HRA

I I: No clusters available
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%5 2% {81 TERRAFORM fl|& ROSA £

BIU TSRtk ARREEH ¢

I $ rosa list account-roles

BR%EA Terraform SIEKIK - A GBHKRE -

I: Fetching account roles
I: No account roles available

BT TFRAEKIE Operator AR A B H % :

I $ rosa list operator-roles

Hith §~% % Terraform f/E2H Operator f fRfl :

I: Fetching operator roles
I: No operator roles available
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25 3 EF [HHBEE L AWS KMS InZEZFHABIETH HCP £&#/ ROSA

FRBE X AWS BHEERSS(KMS)EHH, ERIEEM control plane (HCP)(# Il —4 Red Hat
OpenShift Service on AWS (ROSA)SEE,

3.1. #H HCP S RF#H ROSA

F({EA HCP &#HfII8 ROSA, ZEx AL THA :

EENENFBE=(VPC)

kP SERERIA R

OIDC Edi&

Operator fifa

3.1.1. EF HCP &£E 781 ROSA IR EHRAE R

&1 —A" Virtual Private Cloud (VPC)F &:fFF HCP £ 01 ROSA, ErILMEALIT A AR
VPC :

{$1/ Terraform &Rl VPC

# AWS £ZHEaHFDfIE VPC KR

Terraform 55 ATFIUAMEREN, EACHREZFTES VPC #HiT— &M, LUE
HRECNER, EANRERESBXA Terraform AR, S FEEREEHNE—X
BB, ExXtRpid, fFf us-east-2,
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B

Bail, {8A HCP B ROSA A E £ AWS ik A= VPC, AEfFA HCP
£30 ROSA ZEI 55— AWS kP HEZENFM, NFEZEE, BHSH "ZFEA
VPC 1%/~ ROSA £8 72",

{8 Terraform BIBENHE L

Terraform 2— 1T H, AFEFACEINERIBSHER, UTIEERRIETRAGIRTE
HCP £3¥f9 ROSA, A X Terraform WEZ{E R, ESHHEMETE,

FeREH
[ ]
RBIENS 23 Terraform MRA 1.4.0 SKEFTARA,
[ ]
TN ERZE T Git,
pi% =

BITLAT @S, 17 shell iRRFF 352 Terraform VPC ### /% -

I $ git clone https://github.com/openshift-cs/terraform-vpc-example
BT TRt ABIRMBX :

I $ cd terraform-vpc-example
IBITLLF a9 3k/E3) Terraform X4 :

I $ terraform init

et E = I EIASIERE R,

BETIAM Terraform BiRIHEE VPC Terraform itXl, i&21T plan &85, Ep5as
AWS KXig, EalLLkfFiEER a4, £ terraform plan S2EUS, —4 rosa.tfplan XS #R
nE hypershift-tf B3x, BXEIFMBED, #ES6 Terraform VPC #F#{i#ER README X
#.
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I $ terraform plan -out rosa.tfplan -var region=<region>
BT a5 N A G RISk A9 EE VPC -
I $ terraform apply rosa.tfplan
a.

ok« e LLEfTLL e p ik Terraform-provisioned private. public 1
machinepool FH ID B{EVENIMEZE, LUEFEEA HCP £EE0IE ROSA IN{#EM :

I $ export SUBNET_IDS=$(terraform output -raw cluster-subnets-string)
FEAUTRSRIIETERESERKE :

I $ echo $SUBNET _IDS

ik

I $ subnet-0a6a57e0f784171aa,subnet-078e84e5b10ecf5b0

HBHR
[ ]
BXxHE X VPC Bl AETRFM5IEK, iES6 Terraform VPC FhEE,
FHtIBENAE R

MREEFEFEEIER Virtual Private Cloud (VPC)fI A2 Terraform, i&ijiln] AWS 12l & thiy
VPC Tid, &K VPC AFliliR FTRPERMER,

& 3.1. VPC ER
2K 2}
VPC & OEREHNEEREGREN VPC &FRH ID,
CIDR & &89 VPC CIDR BN 1Z 5 HIH28 CIDR L,
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25 P

AR ENEBE—ATAKE, HFSENTAERR=A
ARK.

ST T RFERE, EUIE—DHE NAT FIRH AT

M, REEHAFELHFM,

DNS EAH& R 1B iHfRE A DNS EH BRI,

Lth BEIR

\

[ ]
Amazon VPC A|]

HashiCorp Terraform 344

3.1.2. QIBERAHBCHAY STS AR

1E£f# Red Hat OpenShift Service on AWS (ROSA) CLI (rosa)fl|E# AFEE control plane (HCP)
£ 219 Red Hat OpenShift Service on AWS (ROSA)di, & BIBATSMIIK - SEHE A GMER, 1%
Operator B8,

k

N
p 3
;

il

{85 HCP 581 ROSA FEMIin AWS ZERIEHIK 7 #]1 Operator fafa, FZHFE
PETEAERR, BXEA HCP £#1 ROSA i) AWS EEMNEZER, HS5H
ROSA ik f fafafy AWS EHEE,

FRFH

R HCP Jy ROSA SR AWS HI5ER &M

AT AWS RS5ECHL,

22 AWS #£HE5H/EMA T ROSA BRS.
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FEAREZIN LREIHFRE T &HH ROSA CLI (rosa),

28/ ROSA CLI ZRXBERLLiENK

i =
1.
mE AWS kPR EFREEN], HOIRMBENIKSEEM STS fafa, @B TUTaNH
hnsRmg -
I $ rosa create account-roles --hosted-cp
2.

Al BT U TS RARE NIRRT E
I $ export ACCOUNT_ROLES_PREFIX=<account_role_prefix>
[}

BTG, EELEMNE :

I $ echo SACCOUNT_ROLES_PREFIX

ik

I ManagedOpenShift

MFEAX ROSA 1) AWS EH IAM RIENESER, HS6] ROSA B9 AWS B IAM 5k,

3.1.3. |2 OpenlID Connect A&

L¥F ROSA 5 HCP &l AN, Eih7i5%AlE OpenlD Connect (OIDC)ECE, IHACE 2 EMEI
OpenShift Cluster Manager.

FRFH
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it =

55 3 E A E X AWS KMS INFERHMIETH HCP £E1 ROSA

RE {8 HCP ~y ROSA 52 AWS M5 %4
#EB52 T Red Hat OpenShift Service on AWS B AWS By5%eREH,

EEAERETN LREHEE T 5FH Red Hat OpenShift Service on AWS (ROSA) CLI
rosa,

EHIE OIDC BEeEH AWS ¥R, HZTUTHS :
I $ rosa create oidc-config --mode=auto --yes
e mREILITFER -

i

? Would you like to create a Managed (Red Hat hosted) OIDC Configuration Yes

I: Setting up managed OIDC configuration

I: To create Operator Roles for this OIDC Configuration, run the following command
and remember to replace <user-defined> with a prefix of your choice:

rosa create operator-roles --prefix <user-defined> --oidc-config-id 13cdr6b

If you are going to create a Hosted Control Plane cluster please include '--hosted-cp’
I: Creating OIDC provider using 'arn:aws:iam::4540112244:user/userName’

? Create the OIDC provider? Yes

I: Created OIDC provider with ARN 'arn:aws:iam::4540112244:oidc-
provider/dvbwgdztaeq9o.cloudfront.net/13cdr6b’

EDIBERN, MFiiRdt OIDC EC& ID, CLI %iti )y --mode auto 245X ME, FBNIEE K
AR#E --mode manual B aws CLI % 3 e X 2 (H,

Ak : fZAILLFF OIDC RCiE ID fREFNZE, LEMERSEA. BTUTHEREFLE :

I $ export OIDC_ID=<oidc_config_id>ﬂ
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E LEMRAE Y, OIDC E2E&E ID £ 13cdréb,

BITU TS, ARXENE :

I $ echo $OIDC_ID

i

I 13cdr6b

AT LS S A P AL KIS AT A9 OIDC ACiE, iZfTLATFa % -

I $ rosa list oidc-config

i

ID MANAGED ISSUER URL

SECRET ARN

2330dbs0n8m3chkkr25gkkcd8pnj3lk2 true
https://dvbwgdztaeq9o.cloudfront.net/2330dbs0n8m3chkkr25gkkcd8pnj3ik2
233hvnrjoqui4jltk6lhbhf2tj11f8un false https://oidc-r7ui.s3.us-east-
1.amazonaws.com aws:secretsmanager:us-east-
1:242819244:secret:rosa-private-key-oidc-r7ui1-tM3MDN

3.1.4. il Operator fi B FI5REE

4% ROSA 5 HCP £EHRRMEMAN, RHF0EBYAIEE control plane (HCP)EBEY Red Hat
OpenShift Service on AWS (ROSA)fTsHI Operator IAM fifa, £&f Operator {1 Operator f a3k
IPTERBHEFAMR MG TER, MERGWmFEME. ORI ERAI 5B U FITBR,
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SeRFH
[ ]
RE {8 HCP s ROSA 52 AWS M5 %& 4.
[ ]
EEAERETIN LREHEE T &F M Red Hat OpenShift Service on AWS ROSA CLI
(rosa),
[ ]
RO T RECEHEN AWS A fa,
it =3

AU TS RNSARRENNRELE :

I $ export OPERATOR_ROLES_PREFIX=<prefix_name>

E0IE Operator fifa, HETUA TGRS :

$ rosa create operator-roles --hosted-cp --prefix=OPERATOR_ROLES_PREFIX --oidc-
config-id=$OIDC_ID --installer-role-arn
arn:aws:iam::${AWS_ACCOUNT_ID}:role/${ACCOUNT_ROLES_PREFIX}-HCP-ROSA-
Installer-Role

LUT 4324t T Operator fa OB HIET,

$ rosa create operator-roles --hosted-cp

--prefix=$OPERATOR_ROLES_PREFIX ﬂ

--oidc-config-id=$0IDC_ID @

--installer-role-arn

arn:aws:iam::${AWS_ACCOUNT _ID}:role/${ACCOUNT_ROLES_PREFIX}-HCP-ROSA-
Installer-Role 6

TEfIERIXLE Operator AN, EAIRE—NEIH. NRAFIHEMEEHER. 0%
AKX Operator FIZNE R, HSHAT HMINFIER.

2]

XAMERE A HCP &5 ROSA i/ OIDC Edi& ID,

©
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B as --hosted-cp 28, LUER HCP £#4 ROSA S| IFNA M, LhésrsiROLL
TER:

i

? Role creation mode: auto

? Operator roles prefix: <pre-filled_prefix> ﬂ

? OIDC Configuration ID: 23soa2bgvpek9kmes9s70s0a39i13qm4 |
https://dvbwgdztaeq9o.cloudfront.net/23soa2bgvpek9kmes9s70s0a39i13qm4 9

? Create hosted control plane operator roles: Yes

W: More than one Installer role found

? Installer role ARN: arn:aws:iam::4540112244:role/<prefix>-HCP-ROSA-Installer-Role
? Permissions boundary ARN (optional):

I: Reusable OIDC Configuration detected. Validating trusted relationships to operator
roles:

I: Creating roles using 'arn:aws:iam::4540112244:user/<userName>'

I: Created role '<prefix>-openshift-cluster-csi-drivers-ebs-cloud-credentials' with ARN
'arn:aws:iam::4540112244:role/<prefix>-openshift-cluster-csi-drivers-ebs-cloud-
credentials'

I: Created role '<prefix>-openshift-cloud-network-config-controller-cloud-credenti' with
ARN 'arn:aws:iam::4540112244:role/<prefix>-openshift-cloud-network-config-
controller-cloud-credenti'

I: Created role '<prefix>-kube-system-kube-controller-manager’ with ARN
'arn:aws:iam::4540112244:role/<prefix>-kube-system-kube-controller-manager’

I: Created role '<prefix>-kube-system-capa-controller-manager' with ARN
'‘arn:aws:iam::4540112244:role/<prefix>-kube-system-capa-controller-manager’

I: Created role '<prefix>-kube-system-control-plane-operator' with ARN
'arn:aws:iam::4540112244:role/<prefix>-kube-system-control-plane-operator’

I: Created role '<prefix>-kube-system-kms-provider' with ARN
'arn:aws:iam::4540112244:role/<prefix>-kube-system-kms-provider’

I: Created role '<prefix>-openshift-image-registry-installer-cloud-credentials' with ARN
'‘arn:aws:iam::4540112244:role/<prefix>-openshift-image-registry-installer-cloud-
credentials'

I: Created role '<prefix>-openshift-ingress-operator-cloud-credentials' with ARN
'arn:aws:iam::4540112244:role/<prefix>-openshift-ingress-operator-cloud-credentials’
I: To create a cluster with these roles, run the following command:

rosa create cluster --sts --oidc-config-id 23soa2bgvpek9kmes9s70s0a39i13qm4 --
operator-roles-prefix <prefix> --hosted-cp

7 RS R ST A 4G B B fn B P IR E MR S
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2]

=P BB SRIEEFE 95 HCP %2¥89 ROSA I/ OIDC EciE.

Operator BB 0, FrIATHEA HCP £E I ROSA,

Ea] LABIH S5 ROSA K F KEXE) Operator fAfa, Z{fTLATF@4 :

I $ rosa list operator-roles

i

I: Fetching operator roles

ROLE PREFIX AMOUNT IN BUNDLE

<prefix> 8

? Would you like to detail a specific prefix Yes ﬂ

? Operator Role Prefix: <prefix>

ROLE NAME ROLE ARN

VERSION MANAGED

<prefix>-kube-system-capa-controller-manager
arn:aws:iam::4540112244:role/<prefix>-kube-system-capa-controller-manager
413 No

<prefix>-kube-system-control-plane-operator
arn:aws:iam::4540112244:role/<prefix>-kube-system-control-plane-operator
413 No

<prefix>-kube-system-kms-provider
arn:aws:iam::4540112244:role/<prefix>-kube-system-kms-provider

413 No

<prefix>-kube-system-kube-controller-manager
arn:aws:iam::4540112244:role/<prefix>-kube-system-kube-controller-manager
413 No

<prefix>-openshift-cloud-network-config-controller-cloud-credenti
arn:aws:iam::4540112244:role/<prefix>-openshift-cloud-network-config-controller-
cloud-credenti 4.13 No
<prefix>-openshift-cluster-csi-drivers-ebs-cloud-credentials
arn:aws:iam::4540112244:role/<prefix>-openshift-cluster-csi-drivers-ebs-cloud-
credentials 413 No
<prefix>-openshift-image-registry-installer-cloud-credentials
arn:aws:iam::4540112244:role/<prefix>-openshift-image-registry-installer-cloud-
credentials 4.13 No

<prefix>-openshift-ingress-operator-cloud-credentials
arn:aws:iam::4540112244:role/<prefix>-openshift-ingress-operator-cloud-credentials
413 No
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pEIiafThE, BERETRS AWS KPP XEMMARSR, FHic FSX TSR KafA e
2, MIREREEEMAIEAGKRENE, TAFMGRRTHLHEAZ", EXEAf
BRERRIIL,

3.1.5. (FHBEE X AWS KMS ZHfE ROSA £5F

BRI LA A IR KMS ZHHRINEE T RS, eted BUEZEZME, I Red Hat OpenShift
Service on AWS (ROSA)SEERE, AILUNEAMETHRHAR RN KMS %5 ARN,

{5/ HCP B9 ROSA A AXECE BINFMER, LUMERZE T REK KMS BEHMBERFA
B, IRRERIUEEHPRENNR,

i =
1.
BITUTRS, SIBAE N AWS BFEEMN KMS #H :
$ KMS_ARN=$(aws kms create-key --region $AWS_REGION --description 'Custom
ROSA Encryption Key' --tags TagKey=red-hat,TagValue=true --query KeyMetadata.Arn
--output text)
e S REFLBE LEHR Amazon BHRAFRARN)HH LURBUH —5 55K,
B AIRME F KMS BiAm®RM --tags TagKey=red-hat,TagValue=true
SH,
2.

BT T4 RIE KMS BHRSE0IR -

I $ echo $KMS_ARN
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£ AWS ik ID B NSEERE,
I $ AWS_ACCOUNT ID=<aws_account_id>

FEE E—S o BNERESLENLEEF ARG operator AR ARN RINE X+
Statement.Principal. AWS #843. LA TFRAId, 70T EKIA ManagedOpenShift-HCP-ROSA-
Installer-Role i fafJ ARN :

{
"Version": "2012-10-17",
"Id": "key-rosa-policy-1",
"Statement™: [
{
"Sid": "Enable IAM User Permissions",
"Effect”: "Allow",
"Principal": {
"AWS": "arn:aws:iam::${AWS_ACCOUNT _ID}:root"
b

"Action": "kms:*",
"ResourceH. Wk

"Sid": "Installer Permissions”,
"Effect": "Allow",
"Principal": {
"AWS'": "arn:aws:iam::${AWS_ACCOUNT_ID}:role/ManagedOpenShift-HCP-
ROSA-Installer-Role"
}!
"Action": [
"kms:CreateGrant",
"kms:DescribeKey",
"kms:GenerateDataKeyWithoutPlaintext"

1,

l'Resource|l. "Wk

b

{
"Sid": "ROSA KubeControllerManager Permissions”,
"Effect”: "Allow",
"Principal": {

"AWS": "arn:aws:iam::${AWS_ACCOUNT _ID}:role/<operator_role_prefix>-
kube-system-kube-controller-manager"

12

"Action": "kms:DescribeKey",
"Resource'": """

b

{
"Sid": "ROSA KMS Provider Permissions",
"Effect”: "Allow",
"Principal": {

"AWS": "arn:aws:iam::${AWS_ACCOUNT _ID}:role/<operator_role_prefix>-
kube-system-kms-provider"
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2

"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:DescribeKey"

1,

l'Resource|l. "Wk

"Sid": "ROSA NodeManager Permissions",

"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::${AWS_ACCOUNT _ID}:role/<operator_role_prefix>-

kube-system-capa-controller-manager"

}!

"Action": [
"kms:DescribeKey",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:CreateGrant"

I,

"Resource": "*"

}
]
}

BT te S A BIRR R SRBE SO -

I $ cat rosa-key-policy.json

6.
BT e S, FEERNBHERNM AR AE X KMS B :
$ aws kms put-key-policy --key-id $KMS_ARN \
--policy file://rosa-key-policy.json \
--policy-name default
7.

BT T i 5 R OB EREY -

NRERNERFLIET 15 M FF, a3 EERNRRISE T
provisioned £&f HF s,

BHENFE, i&#H --domain-prefix 1%, HAIZBAFRERT 15 22 HFF,
CWIiE—1, BESUBEEEEN,
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$ rosa create cluster --cluster-name <cluster_names \
--subnet-ids <private_subnet_id>,<public_subnet_id>\
--sts \

--mode auto \

--machine-cidr 10.0.0.0/16 \

--compute-machine-type m5.xlarge \

--hosted-cp \

--region <aws_region> \

--oidc-config-id $OIDC_ID \

--kms-key-arn $KMS_ARN \ @)
--etcd-encryption-kms-arn $KMS_ARN \9
--operator-roles-prefix SOPERATOR_ROLES_PREFIX

XA KMS 2% ARN BT IMEmA worker TV il 8, MRIAFE eted BUEHEME,
NMAFBEE,

2]

XA KMS 2% ARN AFINE etcd BiEZE. HKIAMBERT, eted BUEELS 2R AES
FESHmE, EaLfER KMS BHmE, MERIFETRRENE, NFFEE.

&I LUEA OpenShift Cluster Manager $iF KMS BHR & IEE T,

S#% OpenShift Cluster Manager Fi%#% Instances,

2.
prinza N oK
3.
= Storage ik,
4,
S# KMS 5 1D,
5.
%1% Key Management Service,
6.

# Filter FEXthEIA LS HIBY KMS Z%7 ID,
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https://console.redhat.com/openshift
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3.2. BES R

Vila] ROSA &%

3.3. HihHFiR

BXRERA CLI QIBEAIIFS, 1§55 A CLI 1/ HCP £&I& ROSA,

BREAFIEATRE ROSA KNSR, HSMEMAAE LIRS,

XA STS #E Red Hat OpenShift Service on AWS & AWS Identity Access
Management (IAM)BSREMEZER, ESHXT A STS MR IAM FiR,

AXWEXE Operator ABAIRAIZENTFE, ES X T HE XL Operator IAM i B aEIZ,

BXER STS % ROSA W RFHMIFE, HSEMEA STS 1 ROSA 1 AWS JERSE
{¢O

AXEA BifFsh KA QRSB STS WiRME, H5H 7B MFImEERERX,

AX1E AWS IAM sh{Ef OpenID Connect (OIDC)R IR EFNESZER, ESHAE
OpenlID Connect (OIDC)& {312t 12FF,

BX ROSA KR LREMEHIRNESER, TS SRR,

BAXRBCRAMEZFHLURIEEBIS BE, #ES 5] EUG Red Hat OpenShift Service on AWS
I pZER
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_oidc.html
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/support/#rosa-troubleshooting-installations
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/support/#getting-support

%5 4% {§I HCP £ ROSA OB AER

2% 4 % {1/ HCP £ ROSA LB E%KE

AAIe AR T A ERFEE R control plane (HCP)RAE £ EE1E AWS (ROSA)_Lfi|E Red Hat
OpenShift Service,

4.1. B AWS FAE R

BT LI{8F ROSA 4 1T5m(CLI)7EH7 A HCP 9 ROSA LAIEBHAZS AT HK (Multi-AZ)MEhEE
ﬁo

FoRFM
(]
EA AN AWS IR 55 BeHi,
(]
£2fE AWS #ZHSH/EAT ROSA IRSS.
(]
EERREIN LLREIEET ROSA CLI BIEHThRE.
Pt

fEAFEE control plane BIEBEEAIEEEE XL 10 8,

BIREVPBER -1 LAFHN VPC, MHEHZMIEIT A H(CIDR)SENENRE RN
CIDR ILfd, MJ/EZER, HSH EREACH VPC Ml VPC Kk FZERK,

B8

MREARL G, EIUHTTECE, LME ROSA al LU IERE TFrrE s
&

N0

MEEZE L, ESH"AWS PrivateLink Bh XI55 R 4549

BT i 5ROV REFSEHER 1AM A6 -
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I $ rosa create account-roles --hosted-cp
BT T a3k A8 OIDC ECiE :
I $ rosa create oidc-config --mode=auto --yes

{#%7 OIDC ECi& ID, R HIEEEIE Operator A,

i

I: Setting up managed OIDC configuration

I: To create Operator Roles for this OIDC Configuration, run the following command
and remember to replace <user-defined> with a prefix of your choice:

rosa create operator-roles --prefix <user-defined> --oidc-config-id
28s4avcdt21318r1jbk3ifmimkurk384

If you are going to create a Hosted Control Plane cluster please include '--hosted-cp’
I: Creating OIDC provider using 'arn:aws:iam::46545644412:user/user’

I: Created OIDC provider with ARN 'arn:aws:iam::46545644412:oidc-
provider/oidc.op1.openshiftapps.com/28s4avcdt21318r1jbk3ifmimkurk384'

4,
IBITLA T a3k 0] Operator fafa :
$ rosa create operator-roles --hosted-cp --prefix <operator_roles_prefix> --oidc-config-
id <oidc_config_id> --installer-role-arn
arn:aws:iam::$<account_roles_prefix>:role/$<account_roles_prefix>-HCP-ROSA-
Installer-Role

5.
IBfTLA TS, (M HCP a8 F\E ROSA :
$ rosa create cluster --private --cluster-name=<cluster-names --sts --mode=auto --
hosted-cp --operator-roles-prefix <operator_role_prefix> --oidc-config-id
<oidc_config_id> [--machine-cidr=<VPC CIDR>/16] --subnet-ids=<private-subnet-id1>][,
<private-subnet-id2>,<private-subnet-id3>]

6.

RMAUTaSRESHORE., EEFELSED, Hilidhr State FEITM pending i iE
¥l Installing, &5 ready,

46



%5 4% {§I HCP £ ROSA OB AER

I $ rosa describe cluster --cluster=<cluster_name>

NBREKW, HH State PRI 10 DHEEEZ N ready, ESHMINE
JRE8 4 F i "Troubleshooting Red Hat OpenShift Service on AWS",

__.f"
WAL T LERER OpenShift REER H S LRERERHE -
I $ rosa logs install --cluster=<cluster_name> --watch

4.2. Bidi@ AWS LZLAHLLJiA] API

fEf# A HCP FAB %R ROSA, %/ VPC AAFFHY AWS PrivateLink ism EHRIALZ2H, X4
REHTLLYi A PrivateLink Has, {XPRF VPC 57715 VPC CIDR SEHE XM IP #hbt¥ER, Ei@
1T VPC X EMEHRIMXIRTX VPC Z A KM SRR RIAR, St S — R EHH N HHmE
PrivateLink ¥issm, LA B RIFBR,

FRF
[ ]
ER9 VL% Heth VPC B,
[ ]
Z87 VPC B nZ£4HMEER,
AR

BITUT RS, RERAHFRENMNETE -
I $ export CLUSTER_NAME=<cluster_name>
A LLET U TR ERE 2 XE -

I $ echo $CLUSTER_NAME

i
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I hcp-private

ETLLT &4, 7 VPC § = (VPCE) ID #1 VPCID :

$ read -r VPCE_ID VPC_ID <<< $(aws ec2 describe-vpc-endpoints --filters
"Name=tag:api.openshift.com/id,Values=$(rosa describe cluster -c
${CLUSTER_NAME} -0 yaml | grep "Aid: ' | cut -d' ' -f2)" --query 'VpcEndpoints[].
[VpcEndpointld,Vpcld]' --output text)

BITUTaaRABENREA !

$ export SG_ID=$(aws ec2 create-security-group --description "Granting APl access to
${CLUSTER_NAME} from outside of VPC" --group-name "${CLUSTER_NAME}-api-sg"
--vpc-id $VPC_ID --output text)

BTG, BREHPFRIMAGEHN -

$ aws ec2 authorize-security-group-ingress --group-id $SG_ID --ip-permissions
FromPort=443,ToPort=443,IpProtocol=tcp,IpRanges=[{Cidrlp=0.0.0.0/0}]

BITLA T 6w, # VPCE iR EA -

$ aws ec2 modify-vpc-endpoint --vpc-endpoint-id $VPCE_ID --add-security-group-ids
$SG_ID

M, EALIER HCP #hE5aHlit ROSA jiA] AP,

4.3. RS R

BE S iRHERF

4.4. Hb ¥R

48
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https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/install_rosa_classic_clusters/#rosa-sts-config-identity-providers
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/prepare_your_environment/#osd-aws-privatelink-firewall-prerequisites_rosa-sts-aws-prereqs

% 4% {§f HCP £ ROSA LB AER

{5/ STS IE T /F7A ROSA ik

HER ROSA %5%

ROSA Zefiy#Eay

Red Hat OpenShift Service on AWS LMk
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https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/getting_started/#rosa-sts-overview-of-the-deployment-workflow
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/install_rosa_classic_clusters/#rosa-sts-deleting-cluster
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/architecture/#rosa-architecture-models
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/support/#rosa-troubleshooting-installing
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B 5 F AR HRIEEIETA HCP K& ROSA

BT LU AN S E R RIEMIEE control plane (HCP)(EE£ 6|2 Red Hat OpenShift Service on AWS
(ROSA)KR % BB A 5 k&

B8

AT ITEFMIAR ROSA £H AL HELHNIEER control plane 2214, EAFitIE—
NEBLUERY A HCP ZhaEl ROSA, AR GIBMERE, LERASBEHE
UFE R B FRER OAuth2 IRS583. iR O ERFT B,

B

Hai, {#f HCP i ROSA AXHE Z4 AWS k= VPC, FEIFH#H HCP &
Bf9 ROSA ZZEB| 55—/ AWS Ik HEMFM, MERSER, HSH "ZHFE
VPC 9% 4~ ROSA £ 72",

X ROSA 5 HCP #1 ROSA Classic Z[AIFLER, HSH EZRMER XXy,

BXE BoEXh{EA ROSA CLI FriafEA HCP 95 R, H5H AWS (i,

HithBR

BXTEFMNIEBNEESIR, 52 "Understanding process and security for Red Hat OpenShift
Service on AWS" i Compliance &4

5.1. #%H HCP %R 5##9 ROSA

Z{EA HCP 570/ ROSA, EHHISERLITHIE :
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html
https://access.redhat.com/solutions/6980058
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/architecture/#rosa-hcp-classic-comparison_rosa-architecture-models
https://docs.aws.amazon.com/rosa/latest/userguide/getting-started-hcp.html
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-policy-compliance_rosa-policy-process-security

% 5= FHARGHRUERE B HCP 81 ROSA

ST AWS B9SE RS

EEMEMNIETR(VPC)

SIBRESERNAS

fIlE OIDC A&

BIEM Operator A2

5.2. ERAASH RIS A IRTHA HCP S£&# ROSA

1£ ROSA CLI th{# [ --external-auth-providers-enabled Fr 30l E i AR D S IEIRSS BV EE,

k

N
p o
;

i

L{F HCP S80I ROSA I, BRIAMINLZRFER 7 EEEH(CIDR)J 10.0.0.0/16, Ml
RiX5 VPC FMK CIDR SEHEARILES, HELA T4 shiRin --machine-cidr
<address_block >,

it

#NE4545F OIDC_ID. SUBNET_IDS 1 OPERATOR_ROLES_PREFIX 25 8 S & R R
B, SR QBRI A AL E, fii, 2T THS :

$ rosa create cluster --hosted-cp --subnet-ids=$SUBNET _IDS \
--oidc-config-id=$OIDC_ID --cluster-name=<cluster_names \
--operator-roles-prefix=30PERATOR_ROLES_PREFIX \
--external-auth-providers-enabled

MRERBRENRELE, HETUTHS :

$ rosa create cluster --cluster-name=<cluster_name> --sts --mode=auto \
--hosted-cp --operator-roles-prefix <operator-role-prefix> \
--oidc-config-id <ID-of-OIDC-configuration> \
--external-auth-providers-enabled \
--subnet-ids=<public-subnet-id>,<private-subnet-id>
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https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/prepare_your_environment/#rosa-sts-aws-prereqs
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52

BTN TS, RIEENARSORIEREEEHEDEM

$ rosa describe cluster --cluster=<cluster_name>

Name: rosa-ext-test
Display Name: rosa-ext-test
ID: <cluster_id>
External ID: <cluster_ext_id>
Control Plane: ROSA Service Hosted
OpenShift Version: 4.16.3
Channel Group: stable

DNS: <dns>

AWS Account: <AWS id>
AWS Billing Account: <AWS_id>
API URL: <ocm_api>
Console URL:

Region: us-east-1
Availability:

- Control Plane: MultiAZ

- Data Plane: SingleAZ
Nodes:

- Compute (desired): 2
- Compute (current): 0

Network:

- Type: OVNKubernetes

- Service CIDR: <service_cidr>

- Machine CIDR: <machine_cidr>

- Pod CIDR: <pod_cidr>

- Host Prefix: /23

- Subnets: <subnet_ids>

EC2 Metadata Http Tokens: optional

Role (STS) ARN: arn:aws:iam::<AWS_id>:role/<account_roles_prefix>-HCP-
ROSA-Installer-Role

Support Role ARN: arn:aws:iam::<AWS_id>:role/<account_roles_prefix>-HCP-

ROSA-Support-Role
Instance IAM Roles:

- Worker:
Worker-Role

arn:aws:iam::<AWS_id>:role/<account_roles_prefix>-HCP-ROSA-

Operator IAM Roles:

- arn:aws:iam:

:<AWS_id>:role/<operator_roles_prefix>-openshift-cloud-network-

config-controller-clo

- arn:aws:iam:

manager

- arn:aws:iam::

operator

- arn:aws:iam::
- arn:aws:iam::

manager

- arn:aws:iam::

:<AWS_id>:role/<operator_roles_prefix>-kube-system-capa-controller-

<AWS _id>:role/<operator_roles_prefix>-kube-system-control-plane-

<AWS _id>:role/<operator_roles_prefix>-kube-system-kms-provider
<AWS _id>:role/<operator_roles_prefix>-kube-system-kube-controller-

<AWS_id>:role/<operator_roles_prefix>-openshift-image-registry-
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installer-cloud-cred

- arn:aws:iam::<AWS_id>:role/<operator_roles_prefix>-openshift-ingress-operator-
cloud-credentials

- arn:aws:iam::<AWS_id>:role/<operator_roles_prefix>-openshift-cluster-csi-drivers-
ebs-cloud-crede

Managed Policies: Yes

State: ready

Private: No

Created: Mar 29 2024 14:25:52 UTC

User Workload Monitoring: Enabled

Details Page: https://<url>

OIDC Endpoint URL: https://<endpoint> (Managed)

Audit Log Forwarding: Disabled
External Authentication: Enabled ﬂ

External Authentication i35 2 /5, EMER LIGIRA B S S UFEEN .,

5.3. SIS SR BN UL BN S

EER NGRS RIS RS REET G A HCP %28 ROSA |5, &M ROSA CLI

UL,

4

al}

5 ROSA CLI 1 rosa create|delete|list idp[s] fp 5 XL, EILEmiEEM rosa
create external-auth-provider S8 H S RHUER. R, ELFHERNEBS R
UEBER R F OB — TR A,

TRERT QBB DEIEN RGN LA CLI 77 :

CLI¥Rid Hh

--cluster EHAFEK D,

--name RT3 ANSRE DRI REREFET,

--console-client-secret TR E N secret, ATREMIK 5N ETR2
FxE:, MNRESECEEiH secret, XNRER
A/t OIDC OAuthClient,

--issuer-audiences XEBLES RIS EZ TR,
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CLI#Rid ik
--issuer-url BhE% L EBI URL,
--claim-mapping-username-claim FAFiRER S PRI &R &R,
--claim-mapping-groups-claim % SR E R B 0 H B B AR BR & FR
ik
[}

EERAXEAMSRE, HETUTHS :

I $ rosa create external-auth-provider -¢ <cluster_name>

I: Enabling interactive mode

? Name: ﬂ

? Issuer audiences: 9

? The serving url of the token issuer: 6
? CA file path (optional): ﬂ

? Claim mapping username:

? Claim mapping groups:

? Claim validation rule (optional): a

? Console client id (optional): 6

AER S B RIEHNRERI B, WRBROVHFARFHEINENNE,
e EIHRHRF A Hh B2 AX 1D,

RUSENELXE URL,

A - & HE KA S FBGIE 34

RATHERHISHNAr BNARRN, MR Bk,
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6]

1 ID SREFRHOVERSHE, HImeER H,

o

Al - FBhSUE A FERIE SRR BRI, bR EENAEIETN < required_values,

©

AT AR ERA TR SN ARFHE W ID.

A LMER LT S a A eI A S BRI UL SR REFTRRAY ID

rosa create external-auth-provider --cluster=<cluster_id> \
--name=<provider_names> --issuer-url=<issuing_url> \
--issuer-audiences=<audience_id> \
--claim-mapping-username-claim=email \
--claim-mapping-groups-claim=groups \
--console-client-id=<client_id_for_app_registration> \
--console-client-secret=<client_secret>

i

I I: Successfully created an external authentication provider for cluster '<cluster_id>'

ZRUEA SR I MU BN, FIETUTESZ— -

ERAU TS EERFPIARSHRILECE

I $ rosa list external-auth-provider -c <cluster_name>

i

LUTFRHIE R T EEMN Microsoft Entra ID A EB {35 UL RS -
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NAME ISSUER URL
m-entra-id https:/login.microsoftonline.com/<group_id>/v2.0

R T SEEERN P ERABEPIEACE

$ rosa describe external-auth-provider \
-c <cluster_names> --name <name_of_external_authentication>

iRl
ID: ms-entra-id
Cluster ID: <cluster_id>

Issuer audiences:
- <audience_id>
Issuer Url: https://login.microsoftonline.com/<group_id>/v2.0
Claim mappings group: groups
Claim mappings username: email

=
o
B

BXHAER IDP BSE Entra ID WEZ{ER, HSH Azure X#E+ M Microsoft Entra ID? ¢
Bdi& Microsoft Entra ID (LLai#F7 Azure Active Directory) ZAENXRMBRIREER 15
M .

X ROSA CLI Rl idps TEMEYE, HSE 02 idp.

X ROSA CLI AN E ZF 2, HSHAIE external-auth-provider. 5l external-
auth-provider, Fllf& external-auth-provider.

5.4. 7y HCP £ ROSA B hBriFEEiF

Yl HCP (B A &M ROSA, EaILU#f breakcommands SEiF S R InGE SR F im ik
Vilnlfdi& 7 B %E X OpenlD Connect (OIDC)S %L HMERE, IR breakfish TiER4ENHH
cluster-admin kubeconfig 3X#, kubeconfig X#&&XF CLI A& P ERIERRNEE API
RS [OERNEE, ETLUE AT NN kubeconfig X4/ HCP $£2&1)iW] ROSA,

FoRFM
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https://learn.microsoft.com/en-us/entra/fundamentals/whatis
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/tutorials/#cloud-experts-entra-id-idp
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% 5= FHARGHRUERE B HCP 81 ROSA

EEMETEATABEHBEIEN HCP £5¥ M ROSA. MERSER, HFEHEHNIBEE
B UFHEN 7 B HCP 2 6)& ROSA.,

ZEetigT AREHRIEHRNRE. MBESER, FSLI0IEN SRR,

SASHEEADPREIK,

it

ER LT a4 iz — QIR BT RHESEIE -

ZEARSRSFEUREAREE B E SGER IR PMEHERIE, 527U T

PAN
-

I $ rosa create break-glass-credential -c <cluster_name> -i ﬂ

¥+ <cluster_name> S HEEHNATR.

XM EBEZER CLI R :

i el

I: Enabling interactive mode

? Username (optional): ﬂ

? Expiration duration (optional): 9

I: Successfully created a break glass credential for cluster 'ac-hcp-test'.

MREZE, N AFEHRE FEARHERNAF AE,
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FERBEMNME, F&H mycluster BISEELBIE—A break trait il :

$ rosa create break-glass-credential -c mycluster --username test-username --
expiration 1h

BT TS, FIHERTH/N mycluster EEEFRI M break space ik ID, KRAFKEK
F

i)

I $ rosa list break-glass-credential -c mycluster

i

ID USERNAME STATUS
2a7jli9n4phe6c02ul7ti91djtv2o51d test-user issued

4

ol

e LLiid fEér 5 3N -o json SECEEE JSON Hith PRSI,

FE A E breakuildDefaults FIEHRE, HZTLLI T4, 9 <break_glass_credential_id>
£y breakerior &iE ID :

I $ rosa describe break-glass-credential <break_glass_credential_id> -c <cluster_name>

Tl R
ID: 2a7jli9n4phe6c02ul7ti9idjtv2o51d
Username: test-user
Expire at: Dec 28 2026 10:23:05 EDT
Status: issued
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LI TR2a8Em Status FER{EFIEK -
%% T breakinitial &£1F, FFal{tf,
2 B breakinitial £iuF23 88, FTEBERH,

KW, SBUEIERIERRM. EXHERT, BRBEI—1MRSEE, 4R T8,
MEBAXRRSBENEZEE, FZS4705/4 Red Hat OpenShift Service on AWS EE IR
FHiE. BRERIEIRLUKIENS R, F55H KRR,

awaiting_revocation The breakuildDefaults credential L aiIE{E#BE, XEBKELE
FHE.

S B break zones FiF B #tH, XTEABER.
E K3 kubeconfig, iHZfTUL TS -

fill# kubeconfigs B3 :
I $ mkdir ~/kubeconfigs

S ERK kubeconfig X, $F <cluster_names> E it EEAEHR

$ export CLUSTER_NAME=<cluster_name> && export
KUBECONFIG=~/kubeconfigs/break-glass-${CLUSTER_NAME}.kubeconfig

# A kubeconfig :

$ rosa describe break-glass-credential <break_glass_credential_id> -c mycluster --
kubeconfig

i
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apiVersion: vi
clusters:
- cluster:
server: <server_url>
name: cluster
contexts:
- context:
cluster: cluster
namespace: default
user: test-username
name: admin
current-context: admin
kind: Config
preferences: {}
users:
- name: test-user
user:
client-certificate-data: <client-certificate-data> ﬂ

client-key-data: <client-key-data> 9

client-certificate &2 H Kubernetes iF Hi & Hl#(CA)Z &8 F BiEF,
client-key A 2% ER Fimit BB,

A% : B{R%F kubeconfig, EHZTUT&HE :

$ rosa describe break-glass-credential <break_glass_credential_id> -c mycluster --
kubeconfig > $SKUBECONFIG

HAth B

BXOBEATABFARIUER HCP £5 1 ROSA MBS ER, HESHUIBRTEN RS R
FUEHER R HCP 58/ ROSA,

MBEX CLIRENESER, HSHEE CLIKES.
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https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/cli_tools/#managing-cli-profiles

% 5= FHARGHRUERE B HCP 81 ROSA

5.5. {1 BREAKLET CREDENTIAL 1ji[rl# 4 HCP %89 ROSA

{81 breakuildDefaults £ iE FHIFTHI kubeconfig JIKE 17 HCP 588 ROSA MG & 5 i)
A B

FoRFM

[ ]
ERILLVi RS A T A S TIER HCP 85 ROSA. MERSER, HFEEAN B
B uF N 9 HCP %7 012 ROSA,

B2%% oc #l kubectl CLI,

RE RSB T HM kubeconfig. MBEZER, HSH @ HCP £27 ROSA BIEHETE

778
i =
1.
LIS =2:0)22 e
$ rosa describe break-glass-credential <break_glass_credential_id> -c <cluster_name>
--kubeconfig > $SKUBECONFIG
2.
ISP A -
I $ oc get nodes
Rt B
NAME STATUS ROLES AGE VERSION
ip-10-0-0-27.ec2.internal Ready worker 8m v1.28.7+f1b5f6c
ip-10-0-0-67.ec2.internal Ready worker 9m v1.28.7+f1b5f6c
3.
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I $ kubectl auth whoami

i

ATTRIBUTE VALUE
Username system:customer-break-glass:test-user
Groups [system:masters system:authenticated]

Ji44E8 OIDC #thmhE X B4R A ClusterRoleBinding, ClusterRoleBinding 4
Microsoft Entra ID F &M rosa-hcp-admins ZHBE T A HCP &1 ROSA Fi94,

$ oc apply -f - <<EOF
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: rosa-hcp-admins
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-admin
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: f715¢264-ab90-45d5-8a29-2e91a609a895
EOF

i

I clusterrolebinding.rbac.authorization.k8s.io/rosa-hcp-admins created

4

ol

R F ClusterRoleBinding 5, Bdi& T HCP £&f#9 ROSA, F+H rosa CLI
#1 Red Hat Hybrid Cloud Console #5348 OpenlID Connect (OIDC)#tN itk
TEHBEIUE. IR, BAUABRsRACHERKIBENAER.
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https://console.redhat.com

% 5= FHARGHRUERE B HCP 81 ROSA

=
=
B

BXREHAGHAENESER, HSHEM RBAC ELHIM AR,

5.6. 737 HCP %%¥19 ROSA B — B s ik

& a] LA revoke break-glass-credentials #p & 5% & BaIN & & BB & B Ui 1A,

FeRFMH
[ ]
ZEetigT — 1Rk,
[ ]
BRENMASE,
it

BITLUTF 4, N HCP £EM ROSA 5 breakinitial ik,

B

BTG SRR SRBHEX B breakerior FIEH;HER.

I $ rosa revoke break-glass-credentials -c <cluster_name> ﬂ

¥+ <cluster_name> &t HEEHH AT,

ik

? Are you sure you want to revoke all the break glass credentials on cluster 'my-
cluster'?: Yes

I: Successfully requested revocation for all break glass credentials from cluster 'my-
cluster'

63


https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/authentication_and_authorization/#rbac-overview
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RHTETERBENS B, ERLLEATU T AR IEERRN breaklet RUERE S :

HIH A breakinitial ik, HREEFSNRIEMRE -

I $ rosa list break-glass-credential -c <cluster_name>

Tl R
ID USERNAME STATUS
2330dbs0n8m3chkkr25gkkcd8pnj3lk2 test-user awaiting_revocation

AR Ll A B AR IEBRRIEIRE -

$ rosa describe break-glass-credential <break_glass_credential_id> -c¢
<cluster_name>

Lk AN |
ID: 2330dbs0n8m3chkkr25gkkcd8pnj3lk2
Username: test-user
Expire at: Dec 28 2026 10:23:05 EDT
Status: issued
Revoked at: Dec 27 2026 15:30:33 EDT

5.7. BIBRSER B DS UL BN G
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{1/ ROSA CLI MHBRA-ER S35 UEBE R RS,

i =
1.
BT TS, ASRHPETRABIRIIEENRS -
I $ rosa list external-auth-provider -c <cluster_name>
Rt o
NAME ISSUER URL
entra-test https://login.microsoftonline.com/<group_id>/v2.0
2.
BT AT 64 SR BR A28 SR S UE BN S -
I $ rosa delete external-auth-provider <name_of_providers -¢ <cluster_name>
Rt o
? Are you sure you want to delete external authentication provider entra-test on
cluster rosa-ext-test? Yes
I: Successfully deleted external authentication provider 'entra-test’ from cluster 'rosa-
ext-test’

BT TS, HEAREFPIERARS PR HARE

I $ rosa list external-auth-provider -c <cluster_name>

i
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I E: there are no external authentication providers for this cluster

5.8. Hih ¥R

66

BXREAFHRAEE ROSA KNSR, HS0IEM A E LS,

XA STS #E Red Hat OpenShift Service on AWS Firf AWS Identity Access
Management (IAM)BTRINEZE R, HSHXTHEA STS MERM IAM FiR,

E TREZ A% Red Hat OpenShift Service on AWS MEZXiA CIDRSEEIMER, HSH
CIDR Sz E Y.

B XL XE Operator ABREHREIZNIFERE, 550X TBE L Operator IAM fA14%,

BXEM STS % ROSA M RFHMIENE, HSEHEMA STS B ROSA #I AWS JeiRSE
.

BXEA BsifFsh KA QRMBEN STS WRME, H5H T HAIMFImEERERX,

X7t AWS IAM F{&F OpenID Connect (OIDC)Z 3Rt BFMNEZER, HSH AWS
i ay BE OpenlD Connect (OIDC) & {3 LR,

BX ROSA &R LREMEHIRNESER, HS SRR,

AXRBCRAMEZFHLURIEEBS TR, 5S4 EUG Red Hat OpenShift Service on AWS
I pZ =R


https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/install_rosa_classic_clusters/#rosa-sts-creating-cluster-using-customizations_rosa-sts-creating-a-cluster-with-customizations
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-sts-about-iam-resources
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/networking/#cidr-range-definitions
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-sts-about-operator-role-prefixes_rosa-sts-about-iam-resources
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/prepare_your_environment/#rosa-sts-aws-prereqs
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/install_rosa_classic_clusters/#rosa-understanding-deployment-modes_rosa-sts-creating-a-cluster-with-customizations
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_oidc.html
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/support/#rosa-troubleshooting-installations
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/support/#getting-support
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28 6 & 7278 HCP 55/ ROSA Ll NODE TUNING OPERATOR

#AIEE control plane (HCP)# Red Hat OpenShift Service on AWS (ROSA)3z#f Node Tuning
Operator, LMRE A HCP &3+ A ROSA LR mttae. MR RiECERI, LMOIEEE XY
BEfLALHIAE,

A&
Node Tuning Operator BT LAZEBIE i1 4a bk TuneD S R LB A Mtkae ik, F&EM
Performance Profile I#HIZZRGEERERE. AZHEHENARFREE —EEENNZIMERERL

{t. Node Tuning Operator HAFRHT —A5i—M. TTR—RH sysctl EEEO, FHILURIEEHAH
PR ER G A & L Rt iXiE,

Operator ¥ Red Hat OpenShift Service 234t TuneD ST 24F A Kubernetes sFi 25T
EE, eRIET B ERGKEU T HTT RSN RERR PR THMA SRR
TuneD PR, HNBTFIHARSEERNME T RLEETT, 8N TREBT 1

EXEMEREERNNEM4N, SHiidERNGBLILESRSKIEASRIE TuneD PR, &
231t TuneD T #HEFTN AR SP0x ERHENER.

Node Tuning Operator {#f Performance Profile #5123 LA shtERE(E{L, LISCHE Red Hat
OpenShift Service on AWS K AR IR EERERE,

SREEMARE T HERERIE T RPUME, fin -

HAKEHZE kernel-rt,

FRS5ERE CPU,
[ ]
JniafT LM E%E CPU,

B#il, cgroup v2 R%ZFFEEA CPU fiElgf, Wik, MREFAT cgroup v2, MIelEE
TiEME R R BEPRKIFAENT . MREFALERESE, NFAEBWUSA cgroup

v2,

67



Red Hat OpenShift Service on AWS 4 %7748 HCP #9 ROSA

Node Tuning Operator ZhRk4 4.1 BZEERAFH IR Red Hat OpenShift Service on AWS R
—8D

R HAMRAHM Red Hat OpenShift Service on AWS #1, Performance Addon
Operator ARSI B shtERE(L AL, LIE D OpenShift N AR CHMEZEREEE, #£ Red
Hat OpenShift Service on AWS 4.11 REH KA, X4 ThEEZ Node Tuning
Operator H9—E8 4,

6.1. BE UHEHR
Operator WHE X ¥R (CR) @M EEMBD . FH 2= profile:;, X2 TuneD EEEEKRH LM
Bk, E_E5H 2 recommend:, ARE UAEELEFTH,

ZAEE ALK I LI, Y9 Operator B ZE[HFRI% 4 CR. Operator RIMNBIREFILH
CR =ifliBA T 1H CR., FiEUIAMBE ML XEBREFH, RNEHRAZRL TuneD FH HEMES
X;J'%o

Wi AR EIAM Tuned CR 3Ei%i& Operator Management R, BRiAER T, Operator &tF
Managed 1R, ZRiAB Tuned CR #i%4H spec.managementState £E%., Operator Management X
SHERENT -

Managed: Operator RTEACE F iR B BHHEHIREXN &

Unmanaged: Operator 5 /72B&Ed & FTIRA

Removed: Operator $$#F Operator & & FEEX RN TR

EERESE

profile: A FIH T TuneD EeBE KR H AT,
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{
"profile": [
{

"name": "tuned_profile_1",

"data": "# TuneD profile specification\n[main]\nsummary=Description of tuned_profile_1
profile\n\n[sysctl]\nnet.ipv4.ip_forward=1\n# ... other sysctl's or other TuneD daemon plugins
supported by the containerized TuneD\n"

b
{

"name": "tuned_profile_n",
"data": "# TuneD profile specification\n[main]\nsummary=Description of tuned_profile_n
profile\n\n# tuned_profile_n profile settings\n"
}
]
}

BUMECESR

profile: 72 @it CR B recommend: #4933k E L. recommend: 4 2RI EFEHEFRE
KA SR,

"recommend”: [

{

"recommend-item-1": details_of_recommendation,
#..
"recommend-item-n": details_of_recommendation,
}
]

HURAPBIRIII

{
"profile": [
{
#...

}
1,

"recommend”: [

{

"profile": <tuned_profile_name>, ﬂ
"priority":{ <priority>,

b
"match": [6
{
"label": <label_information> ﬂ
2

]
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EPCERIFh N R TuneD E2ESE, HI0 tuned_profile_1,

EEEFFLER. BRERFRTEEZES (0 2&ELER) .

MRER, NRERESRCE, BRIFLEIRESNEERT LK.,

Ao SR I Re i B B9

<match> B—EHE LM RLERA, MTHE :

"match”: [
{

"label": )

12

T =k pod FrE AR,

MEREME <match>, NIFFAE#RER <match> oL FEGH true, BNIRRGE false, FHEFR
MASBIEBXNE <match> FoMEESR. Ak, #&E (F4 <match> #84) RLUZH AND 285k
ok, Rz, MELE <match> FIRPEA—T0, B <match> FIFRIFEGH true, HEL, %ZFIFRLLZ
H OR zHIEE.

A~ - BT =% pod FREHHES

[
{

"match": [
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{

"label": "tuned.openshift.io/elasticsearch",
"match": [

{

"label: "node-role.kubernetes.io/master"

b
{
"label": "node-role.kubernetes.io/infra"
}
I
"type": Hpod"
}
1
"priority": 10,
"profile": "openshift-control-plane-es"
b
{
"match": [
{
"label": "node-role.kubernetes.io/master"
b
{
"label": "node-role.kubernetes.io/infra"
}
1
"priority": 20,
"profile": "openshift-control-plane”
b
{
"priority": 30,

"profile": "openshift-node"

}

RIEREEMES, LLE CREXIASE TuneD ST recommend.conf 3. L% &
= (10) MWACESE R openshift-control-plane-es, RSB EEEE. HAET R LIZTHASREL
TuneD T HBERBEEFR—1T A LR EE21T%A tuned.openshift.io/elasticsearch #7328 pod., %R
%A, MEA <match> FB2 14N false. MREFEEFIZINEM pod, 77T ik <match> F31 ¥4
true, TTHEIREHEER node-role.kubernetes.io/master = node-role.kubernetes.io/infra,

INRXLEFREN LR T 10 WECESEMm ST, NN A openshift-control-plane-es BBiES, FAF
EZEHMEESR, MR m/pod IEHEFRLE, NERELERE _SHNBEES (openshift-control-
plane), MRAZL TuneD Pod f£EH1H1% node-role.kubernetes.io/master =% node-
role.kubernetes.io/infra 8977 = _Ei21T, WM FAEESE,

=G, BB openshift-node BI{LERRIE (30), ©%A <match> &84, HEILIGZALIES, MNRAE
TREREREALEZEESHNEES, SR2FEN—NEHTMET SMNERESEEKILE openshift-node
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EEL.
PRIORITY 10 PRIORITY 20 PRIORITY 30
R k
1 1
I 1
oD s FALSE ! NODE ! FALSE
tuned.openshift.io/ | . !
e ! node-role.kubernetes.io/ k
1 master [
] ]
1 1
1 1
RUNNING ON ! OR !
. A : :
; : oo |
: NODE | ! l?ode-role.kubernetes.io/ !
I . 1 ] infra [
: node-role.kubernetes.io/ ! ! [
master | | |
} : L T
1 1
1 OR i
1 1
1 1
1 1
I 1
: NODE !
} node-role.kubernetes.io/ !
1 infra 1
l i
1 1
TRUE TRUE ALWAYS TRUE
USE PROFILE USE PROFILE USE PROFILE
openshift-control-plane-es openshift-control-plane openshift-node

il ETFHLE AT

{

"apiVersion": "tuned.openshift.io/v1",
"kind": "Tuned",
"metadata": {

"name": "openshift-node-custom",

"namespace': "openshift-cluster-node-tuning-operator"
2
"spec": {

"profile": [

{

"data": "[main]\nsummary=Custom OpenShift node profile with an additional kernel
parameter\ninclude=openshift-
node\n[bootloader]\ncmdline_openshift_node_custom=+skew_tick=1\n",

"name": "openshift-node-custom"”

}
1,
"recommend": [
{
"priority": 20,
"profile": "openshift-node-custom”

}
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BETF=HNEN TuneD BCESE

it bThaE, ARAE Red Hat OpenShift Service on AWS (£#f_F K E = HLN Ra#R vl L5 @it 4
Bi—4 TuneD EeEB&. XaISCHl, MEARRMBART SRE=F T =oAL,

XA ThEERFIA spec.providerlD T A R{E (X4 <cloud-providers:/<cloud-provider-
specific-id>) , 3£ NTO operand B2RHE#HH <cloud-provider> {EHHI {4 /var/lib/ocp-
tuned/provider, #Afg, TuneD RFFXXHMIANZANRINEL provider-<cloud-provider> &Sk (4N
RN REERFE) .

openshift idiE% (openshift-control-plane #l openshift-node At B M E P 4RKILE) WEHE
EFEAXAThEE GETEAXMRBEME) . NTO = TuneD BRIFAESE A E T MM ENAE
&. HE, EuLfBE—1 A% XA BEE provider-<cloud-providers, SfS&ERATRA( TRA=H
NIRRT =,

GCE =ffth/isAciE SR I

{

"apiVersion": "tuned.openshift.io/v1",
"kind": "Tuned",
"metadata": {
"name': "provider-gce",
"namespace': "openshift-cluster-node-tuning-operator"
12
"spec": {
"profile"”: [
{
"data": "[main]\nsummary=GCE Cloud provider-specific profile\n# Your tuning for GCE
Cloud provider goes here.\n",
"name": "provider-gce"
}
]
}
}
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HTFEREEMNDEK, provider-<cloud-providers EdiEE i ENEAL B
openshift iEEE K H FERELXE S

6.2. f£77 8 HCP iy ROSA L& ik icE

& oI LI{8if Red Hat OpenShift Service on AWS (ROSA) CLI rosa |2 H{L A&,

FRFM

2 T# T ROSA CLI EHThR A,
HEEMREPE—IRE.

BEENT RABRE T A,
it =
BT a4k R AR RCE -

$ rosa create tuning-config -c <cluster_id> --name <name_of_tuning> --spec-path
<path_to_spec_file>

B spec.json XHHEEE, SHEBRDRROIE IR,

i

$ I: Tuning config 'sample-tuning' has been created on cluster 'cluster-example’.
$ I: To view all tuning configs, run 'rosa list tuning-configs -c cluster-example'
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R LA AR LA T e SRR a9k P M A I A RE UL ECE -
I $ rosa list tuning-configs -c <cluster_names [-0 json]

ER LU RCE IR HE R i R A,

MREBEEMEREY, EXFINAKERER ID AR :

A5 H R B 9K B

ID NAME
20468b8e-edc7-11ed-b0e4-0a580a800298 sample-tuning

MERETHEHER, 1 json, FHFLL JSON XEERAZERFNAIE :

k

N
p o
;

il

LUF JSON %ttt BAME{TANE, AT EUEMmME. BRIEFE JSON FRrshs
THBRETTT, A JSON Hith T

157 JSON Hii ! B9t < Bl

[
{
"kind": "TuningConfig",
"id": "20468b8e-edc7-11ed-b0e4-0a580a800298",
"href":
"/api/clusters_mgmt/v1/clusters/23jbsevqb22I0m58ps39uadtrff9179e/tuning_config
s/20468b8e-edc7-11ed-b0e4-0a580a800298",
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"name": "sample-tuning”,
HspecH: {
"profile”: [
{

"data": "[main]\nsummary=Custom OpenShift profile\ninclude=openshift-
node\n\n[sysctl]\nvm.dirty_ratio=\"55\"\n",
"name": "tuned-1-profile”

}
1,

"recommend": [

{
"priority": 20,
"profile"”: "tuned-1-profile”

6.3. i HCP 9 ROSA & ifi{ifEeE

#Ea] LA Red Hat OpenShift Service on AWS (ROSA) CLI (rosa ) EEMEH 17 Ak AE.

FRFM

BB TET ROSA CLI MHThRA,

ERFRAPE— TR

EREREERMT Y AR E

it

#RETLL{E A rosa describe S ABEEHILERE :

$ rosa describe tuning-config -c <cluster_id> ﬂ
--name <name_of_tuning>

[-o json] 6
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It spec XHHBLITHIRZ :

HEFBNREHRAER ID, DNV AT RFALEE,

2]

REALEEER BT,

©

A4, EAALRGEIHRE, MREAEEEMEN, WRERHAKKESN ID f14

ﬂ;o

A5 H R B a9 Bl

Name: sample-tuning
ID: 20468b8e-edc7-11ed-b0e4-0a580a800298
Spec: {

"profile”: [

{

"data": "[main]\nsummary=Custom OpenShift profile\ninclude=openshift-

node\n\n[sysctl]\nvm.dirty_ratio=\""55\"\n",
"name": "tuned-1-profile"”
}
I
"recommend": [
{
"priority": 20,
"profile”: "tuned-1-profile”
}
]
}

157 JSON Hii ! B9 i < Bl

{
"kind": "TuningConfig",
"id": "20468b8e-edc7-11ed-b0e4-0a580a800298"
"href":
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"/api/clusters_mgmt/v1i/clusters/23jbsevqb2210m58ps39uadtrff9179e/tuning_configs/20

468b8e-edc7-11ed-b0e4-0a580a800298",
"name": "sample-tuning",
"spec': {
"profile”: [

{
"data": "[main]\nsummary=Custom OpenShift profile\ninclude=openshift-

node\n\n[sysctl]\nvm.dirty_ratio=\""55\"\n",
"name": "tuned-1-profile"

}
1,
"recommend": [
{
"priority": 20,
"profile”: "tuned-1-profile"
}
]
}
}

2.
BAFAREE, EaLMEH rosa edit S mENANES :
$ rosa edit tuning-config -c <cluster_id> --name <name_of_tuning> --spec-path
<path_to_spec_file>
EXANfpsrh, EoTLlE [ spec.json X 4HRIENACE.

[}

BRIE1T rosa describe 8%, LIESEEALEEDREH 74 spec.json XH4mr{fEyE
= :

I $ rosa describe tuning-config -c <cluster_id> --name <name_of_tuning>

i

Name: sample-tuning
ID: 20468b8e-edc7-11ed-b0e4-0a580a800298
Spec: {

"profile"”: [

{

"data": "[main]\nsummary=Custom OpenShift profile\ninclude=openshift-
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node\n\n[sysctl]\nvm.dirty_ratio=\""55\"\n",

"name": "tuned-2-profile"
}

]!

"recommend": [
{
"priority": 10,
"profile"”: "tuned-2-profile"
}

]

}

6.4. lERH# A HCP B9 ROSA LM LA E

&aI LA Red Hat OpenShift Service on AWS (ROSA) CLI rosa RS ESE,

k

N
p o
;

i

B AN RS ANFERE. EXFEMmENSE PR AR E, RES

sEMBRE.
FRFM
[ ]
RE FH 7 ROSA CLI IRHThR A,
[ ]
HEENRE EE—1 K5,
[ ]
SHEAEEMBRNT RALEE.
it

ZMpR AR E, EZTUTRS :
I $ rosa delete tuning-config -c <cluster_id> <name_of_tuning>

ERHAEEREDHER
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i

? Are you sure you want to delete tuning config sample-tuning on cluster sample-
cluster? Yes
I: Successfully deleted tuning config 'sample-tuning’ from cluster 'sample-cluster’

80



5 7 %= {1/ HCP £ EHBA ROSA

o5 7 2= {31/ HCP 4£24HE2 ROSA

MEEMERTTEIEE control plane (HCP)5EE# Red Hat OpenShift Service on AWS (ROSA), &
oI LI{E A Red Hat OpenShift Cluster Manager % ROSA 4 1752m(CLI) (rosa), MBRERE, &if
o] LA BREEEEE AR AWS Identity and Access Management (IAM)¥ iR,

7.1. i HCP &K E TEEM IAM FHEMER ROSA

EOTLI{8F ROSA #4175 M(CLI)=X Red Hat OpenShift Cluster Manager B&#77a HCP $£E
ROSA.

MHBREEREE, fEnILlEA ROSA CLIEE AWS i hfFE T4 EM Identity and Access
Management (IAM)¥TR. FETEEMNBTHREE Operator £ 2] OpenlD Connect (OIDC)#tR .

SEEMBR A RIER 1AM BHRATSER, BEOVREMEBRAFET ERARIXLERIR,

MRRETHINAL, SHFHRRESE KANE, ROVEMBREHAIEEMMAN. AR FDUR T
IAHNBERMKN,

FoRFH
[ ]
BfEA HCP £8%X T ROSA.
[ ]
EERRETIN LLREIHEE T &FE ROSA CLI (rosa).
AR

BT RS, KEEEE ID. BETEEN Operator A2 Amazon ¥R A FR(ARN)A]
OIDC #itRFaftiR s URL :

I $ rosa describe cluster --cluster=<cluster_name>

ik
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82

Name: test_cluster

Domain Prefix: test_cluster

Display Name: test_cluster

ID: <cluster_id> ﬂ

External ID: <external_id>

Control Plane: ROSA Service Hosted

OpenShift Version: 4.16.0

Channel Group: stable

DNS: test_cluster.I3cn.p3.openshiftapps.com
AWS Account: <AWS id>

AWS Billing Account: <AWS_id>

API URL: https://api.test_cluster.I3cn.p3.openshiftapps.com:443
Console URL:

Region: us-east-1

Availability:

- Control Plane: MultiAZ

- Data Plane: SingleAZ

Nodes:

- Compute (desired): 2
- Compute (current): 0

Network:

- Type: OVNKubernetes

- Service CIDR: 172.30.0.0/16

- Machine CIDR: 10.0.0.0/16

- Pod CIDR: 10.128.0.0/14

- Host Prefix: /23

- Subnets: <subnet_ids>

EC2 Metadata Http Tokens: optional

Role (STS) ARN: arn:aws:iam::<AWS_id>:role/test_cluster-HCP-ROSA-Installer-
Role

Support Role ARN: arn:aws:iam::<AWS_id>:role/test_cluster-HCP-ROSA-

Support-Role

Instance IAM Roles:

- Worker: arn:aws:iam::<AWS_id>:role/test_cluster-HCP-ROSA-Worker-Role
Operator IAM Roles: 9

- arn:aws:iam::<AWS_id>:role/test_cluster-openshift-cloud-network-config-controller-
cloud-crede

- arn:aws:iam::<AWS _id>:role/test_cluster-openshift-image-registry-installer-cloud-
credentials

- arn:aws:iam::<AWS_id>:role/test_cluster-openshift-ingress-operator-cloud-
credentials

- arn:aws:iam::<AWS_id>:role/test_cluster-kube-system-kube-controller-manager

- arn:aws:iam::<AWS _id>:role/test_cluster-kube-system-capa-controller-manager

- arn:aws:iam::<AWS_id>:role/test_cluster-kube-system-control-plane-operator

- arn:aws:iam::<AWS_id>:role/hcpcluster-kube-system-kms-provider

- arn:aws:iam::<AWS_id>:role/test_cluster-openshift-cluster-csi-drivers-ebs-cloud-
credentials

Managed Policies: Yes

State: ready

Private: No

Created: Apr 16 2024 20:32:06 UTC

User Workload Monitoring: Enabled

Details Page: https://console.redhat.com/openshift/details/s/<cluster_id>
OIDC Endpoint URL: https://oidc.op1.openshiftapps.com/<cluster_id> (Managed)
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©

Audit Log Forwarding: Disabled
External Authentication: Disabled

HIHEREF ID,

2]

1EERE T %% Operator A28 ARN, #iltl, fE=HI%itich, Machine Config
Operator FTEKIAEA ARN 2 arn:aws:iam::<aws_account_id>:role/mycluster-x4q9-
openshift-machine-api-aws-cloud-credentials,

©

BRRE TSR OIDC #tNFaMER = URL,

B

TERSERES, R ESE ID KA ROSA CLI MFa%feE F&BM STS B
ﬁo

{81/ OpenShift Cluster Manager 5 ROSA CLI (rosa)iFREEF :

{81/ OpenShift Cluster Manager HBREERS :

% OpenShift Cluster Manager,

i REF

35119 Options ¥ H1.3+1%#E Delete cluster,

HERTHPHASLRAHH R Delete,

83


https://console.redhat.com/openshift
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f£F ROSA CLI MHBREEEE -

B T®S, 55 &lt ;cluster_name > B ERNEME D :

I $ rosa delete cluster --cluster=<cluster_name> --watch

B8

1E/HBR Operator fAfa§l1 OIDC £tN R, BAFISERFEEMBRT
ﬁio

IBITLL T a5 SRMIBRRF E F 5 8¥6Y Operator IAM A3 2 :
I $ rosa delete operator-roles --prefix <operator_role_prefix>
IBfTLAT e 45 RiMER OIDC HERRS -

I $ rosa delete oidc-provider --oidc-config-id <oidc_config_id>

SRR

MRAFERD 1AM A EmTEMER £5, FSHESTEMRIER.
NREA Ty HAoth R R T EMIBREEEE -
£ Hybrid Cloud Console #1, RSB RAERREEM A4,
ffafk Amazon Web #2515 iliER 7 A AWS BHRAMKIESIH,
7.2. BRI SE T IAM BER

T B AR A i T P SE R AWS Identity and Access Management (IAM) %3R89 Red Hat
OpenShift Service on AWS (ROSA)YEELS, ol LUNBRERESE RN R,
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https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/support/#rosa-troubleshooting-cluster-deletion_rosa-troubleshooting-cluster-deployments
https://console.redhat.com/openshift
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MBEABEEEMA Red Hat OpenShift Cluster Manager 778 HCP 20 ROSA, EthallL
filBR OpenShift Cluster Manager f1F /- IAM fafa,

B

KFSERER IAM AEMEIR T EHE— AWS K i HCP &8 EH. REKERE
HEMERFEN, FHERXLEFIR.

MREHEF OpenShift Cluster Manager fE4HRIH AWS ik ehZedk, EERMMIFRHE
Red Hat OpenShift Service on AWS %%, NIFZE OpenShift Cluster Manager H1F
IAM fafas, REEFRESZEHMA OpenShift Cluster Manager £/ 89 AWS 5 F&E
Red Hat OpenShift Service i, FilllBRfafa, BXIEMBRATHERX LA BNES LN
BEER, HSH"NER SBENRELRPIEEEH ",

R TAMBREER

7.2.1. JHBRIK FSERIE 1AM £ BRI

AT R T MBRIE A HCP EBE M ROSA flEHK FSEEE IAM AR, LURIKFSEEARK
Operator sKBEML R, RAEMBRFIAKIBIEI1M HCP L5 ROSA 5, FHEMFRIKSEEN AWS
Identity and Access Management (IAM)f 2 f13RB&.

B

P SEREE 1AM & ERIE e R — AWS ik hrEM Red Hat OpenShift
Service on AWS f#fl, REAGTHHEHMENFIEN, FMERXLETIR,

EAERHEREKSEER 1AM fa 5,

FEAREZIN LREIIFERE T &HH ROSA CLI (rosa),

it =
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RBREFSCHBAR

{#ifl ROSA CLI I AWS ik R R SSERE A (rosa) -

I $ rosa list account-roles

i

I: Fetching account roles

ROLE NAME ROLETYPE ROLE ARN

OPENSHIFT VERSION AWS Managed
ManagedOpenShift-HCP-ROSA-Installer-Role Installer  arn:aws:iam::
<aws_account_id>:role/ManagedOpenShift-HCP-ROSA-Installer-Role 4.16
Yes

ManagedOpenShift-HCP-ROSA-Support-Role Support arn:aws:iam::
<aws_account_id>:role/ManagedOpenShift-HCP-ROSA-Support-Role 4.16
Yes

ManagedOpenShift-HCP-ROSA-Worker-Role  Worker arn:aws:iam::
<aws_account_id>:role/ManagedOpenShift-HCP-ROSA-Worker-Role 4.16
Yes

HERSEEFSCHEMNAR

I $ rosa delete account-roles --prefix <prefix> --mode auto ﬂ

BN E --<prefix> B8, 15 <prefix> EHHBMRIERSEHE A G,
MR EENBREFCHNA RN EBIEERE AL, HEERIATK
ManagedOpenShift,

B

KASEER IAM AT ftE— AWS K~ iy Hfk ROSA R A,
RAAGTHHREMEFREN, FRERXLERR,

=Bl
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W: There are no classic account roles to be deleted

I: Deleting hosted CP account roles

? Delete the account role 'delete-rosa-HCP-ROSA-Installer-Role’'? Yes
I: Deleting account role 'delete-rosa-HCP-ROSA-Installer-Role’

? Delete the account role 'delete-rosa-HCP-ROSA-Support-Role'? Yes
I: Deleting account role 'delete-rosa-HCP-ROSA-Support-Role’

? Delete the account role 'delete-rosa-HCP-ROSA-Worker-Role'? Yes
I: Deleting account role 'delete-rosa-HCP-ROSA-Worker-Role'

I: Successfully deleted the hosted CP account roles

THIBAEEEESE MY in-line 1 Operator %85 :
£ AWS IAM Console B Policies TUEH, RIBEEAIRERCHMA BHMRIBNE

ERRIZT IEERIE IR,

NREECRERSCHNA BN EBIEEAE AL, HIERERIATXK
ManagedOpenShift,

S/ AWS IAM #2515 B ERSEEM in-line $EB&H] Operator B8, AXEH AWS
IAM #Z=HIEHER IAM SRIBNEZE R, HSH AWS ST REHER IAM 5KEE,

B

P SEFE B in-line #1 Operator IAM SRBE AT AE#RI— AWS MK Fr R
HCP i Hfth ROSA, REABTFBHHMERETEN, FHERXLEITR,

XF{#EM STS K ROSA £8¥89 IAM BT

7.2.2. BUHBEE MBS OpenShift Cluster Manager HIF /™ IAM A2
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LM Red Hat OpenShift Cluster Manager 27 HCP &89 ROSA K, &5 aI L&
OpenShift Cluster Manager #1f /' Identity and Access Management (IAM)f & 35 B BIIR LI
¥, MERERE, EaILAEEA ROSA CLI (rosa) BUHEH IR A,

B

MREMFA OpenShift Cluster Manager 7R —4 AWS ik~ frf§iFl HCP & MEHE
Hfth ROSA, MIEZE OpenShift Cluster Manager #1F/ IAM fata, REHERBEA
OpenShift Cluster Manager kZ#(#FH HCP &5 ROSA I, FillipRfafa,

FEREM
[
%08 T OpenShift Cluster Manager #1F /7 IAM fafa, FiSHBEERIEALZLIBNI,
[
HREAEREIN ERKHEE T =M ROSA CLI (rosa).
[
£ Red Hat Hlirh BAEHIIETE 5 KL
¥ =

MITIEHFEGE R OpenShift Cluster Manager IAM f (3R A -

Hilt AWS itk ehE) OpenShift Cluster Manager IAM & :

I $ rosa list ocm-roles

il

I: Fetching ocm roles

ROLE NAME ROLE ARN

LINKED ADMIN AWS Managed
ManagedOpenShift-OCM-Role-<red_hat_organization_external_id> arn:aws:iam::
<aws_account_id>:role/ManagedOpenShift-OCM-Role-
<red_hat_organization_external_id> Yes Yes Yes
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MEEE OpenShift Cluster Manager IAM f a1 _t—@S M H b 8ERE, &
BT T S kBUH LB RN A -

I $ rosa unlink ocm-role --role-arn <arn> ﬂ
F <arn > H#t HEM OpenShift Cluster Manager IAM f 2 Amazon ¥iE#
#R(ARN), ARN fF L—foEHPigEE, £ LFlH, ARN KRN arn:aws:iam::

<aws_account_id>:role/ManagedOpenShift-OCM-Role-
<red_hat_organization_external_id >,

i

I: Unlinking OCM role

? Unlink the 'arn:aws:iam::<aws_account_id>:role/ManagedOpenShift-OCM-Role-
<red_hat_organization_external_id>' role from organization
'<red_hat_organization_id>'? Yes

I: Successfully unlinked role-arn 'arn:aws:iam::
<aws_account_id>:role/ManagedOpenShift-OCM-Role-
<red_hat_organization_external_id>' from organization account
'<red_hat_organization_id>'

ffIB2 OpenShift Cluster Manager IAM £ fa HI5ERE :

I $ rosa delete ocm-role --role-arn <arn>

ik

I: Deleting OCM role

? OCM Role ARN: arn:aws:iam::<aws_account_id>:role/ManagedOpenShift-OCM-
Role-<red_hat_organization_external_id>

? Delete 'arn:aws:iam::<aws_account_id>:role/ManagedOpenShift-OCM-Role-
<red_hat_organization_external_id>' ocm role? Yes

? OCM role deletion mode: auto ﬂ
I: Successfully deleted the OCM role
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TEEMRER, EeILUEA auto X B5MER OpenShift Cluster Manager
IAM £ fI5REE, fEF5EEXrh, ROSA CLI £tk EMEEREN aws @
B. manual BXRVFHEEFIETT aws B RRIAE TR,

2.
MIERZIIENA R ECEEEER . 1AM A& FHHRA R -
a.
Hit AWS ik rhBg S 1AM R -
I $ rosa list user-roles
LTl
I: Fetching user roles
ROLE NAME ROLE ARN
LINKED
ManagedOpenShift-User-<ocm_user_name>-Role arn:aws:iam::
<aws_account_id>:role/ManagedOpenShift-User-<ocm_user_name>-Role Yes
b.

MEEMAF 1AM 3 B E—aarm i h s iR, HEUHEHEENIENAE S
fafa -

I $ rosa unlink user-role --role-arn <arn> ﬂ

£ <arn > e HIENRA S 1AM B8 Amazon FHRELFR(ARN), ARN £ E—
oI PEE. £ LHIh, ARN )y arn:aws:iam::
<aws_account_id>:role/ManagedOpenShift-User-<ocm_user_name>-Role,

i
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I: Unlinking user role

? Unlink the 'arn:aws:iam::<aws_account_id>:role/ManagedOpenShift-User-
<ocm_user_name>-Role' role from the current account '<ocm_user_account_id>'?
Yes

I: Successfully unlinked role ARN 'arn:aws:iam::
<aws_account_id>:role/ManagedOpenShift-User-<ocm_user_name>-Role' from
account '<ocm_user_account_id>'

TR IAM fafa -

I $ rosa delete user-role --role-arn <arn>

i

I: Deleting user role

? User Role ARN: arn:aws:iam::<aws_account_id>:role/ManagedOpenShift-User-
<ocm_user_name>-Role

? Delete the 'arn:aws:iam::<aws_account_id>:role/ManagedOpenShift-User-
<ocm_user_name>-Role' role from the AWS account? Yes

? User role deletion mode: auto ﬂ

I: Successfully deleted the user role

EEMBRER, EaLUER auto EX BIIMERA S IAM A, TEFEHER
i, ROSA CLI £pilikafa =il aws 45, manual B RIFEEFZEIT aws
P EA A AR,

o1
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