& RedHat

Red Hat OpenShift Service on AWS 4

Atk

OpenShift Logging &%, FRAMATEIC

Last Updated: 2024-05-07






Red Hat OpenShift Service on AWS 4 BH&if %

OpenShift Logging &%, FREMA1TEIC



RSN

Copyright © 2023 Red Hat, Inc.

The text of and illustrations in this document are licensed by Red Hat under a Creative Commons
Attribution-Share Alike 3.0 Unported license ("CC-BY-SA"). An explanation of CC-BY-SA is
available at

http://creativecommons.org/licenses/by-sa/3.0/

. In'accordance with CC-BY-SA, if you distribute this document or an adaptation of it, you must
provide the URL for the original version.

Red Hat, as the licensor of this document, waives the right to enforce, and agrees not to assert,
Section 4d of CC-BY-SA to the fullest extent permitted by applicable law.

Red Hat, Red Hat Enterprise Linux, the Shadowman logo, the Red Hat logo, JBoss, OpenShift,
Fedora, the Infinity logo, and RHCE are trademarks of Red Hat, Inc., registered in the United States
and other countries.

Linux @ is the registered trademark of Linus Torvalds in the United States and other countries.
Java @ is a registered trademark of Oracle and/or its affiliates.

XFS @ is a trademark of Silicon Graphics International Corp. or its subsidiaries in the United States
and/or other countries.

MySQL @ is a registered trademark of MySQL AB in the United States, the European Union and
other countries.

Node.js ® is an official trademark of Joyent. Red Hat is not formally related to or endorsed by the
official Joyent Node.js open source or commercial project.

The OpenStack ® Word Mark and OpenStack logo are either registered trademarks/service marks
or trademarks/service marks of the OpenStack Foundation, in the United States and other
countries and are used with the OpenStack Foundation's permission. We are not affiliated with,
endorsed or sponsored by the OpenStack Foundation, or the OpenStack community.

All other trademarks are the property of their respective owners.

BE

AR MHTE Red Hat OpenShift Service on AWS HEZE OpenShift Logging BB,



L 0 23
1.1.LOGGING 5.7

BB 2B I i
21 TR API BE LBHRE X
22. A HWEE
2.3. 3E=E OPERATOR HWISZ #5505
2.4 NAEZRREESICTHE

Rl s o = [ T
3.1 BEIC RSN
3.2. %Fy RED HAT OPENSHIFT #38E B &Il kR F R 5%
3.3. CLOUDWATCH #t# RED HAT OPENSHIFT SERVICE ON AWS

B A B R R K it
4. {5 WEB 12445 RED HAT OPENSHIFT %% LOGGING F%%;
4.2. %% ELASTICSEARCH OPERATOR
43. REFWES
4.4 {# CLI %% RED HAT OPENSHIFT B LOGGING F%&%;
45 BREFEWES

ol b = S T
5.1 R EZAThHRAEHT
5.2. ERIThRAEH
5.3. 72 CLUSTER LOGGING OPERATOR LUt AR & fp & 22 4]
5.4. B#T CLUSTER LOGGING OPERATOR
5.5. B LOKI OPERATOR
5.6. B#T OPENSHIFT ELASTICSEARCH OPERATOR

R R A T (] = P
6.1. X FHEM L
6.2. EEEEERIR
6.3. [ KIBANA #{TRBEM AL

28 7 = Vjln] RED HAT OPENSHIFT SERVICE ON AWS 8 ERIIRSSHE oo
7.1. f5F OPENSHIFT CLUSTER MANAGER & &RSG B &
7.2 NINERLBRAECRA

BB AWSEH A ERERIHAE
81 EBHAMNARE

Rl e = [t
o1 &BAFRILEKBEENHIE (CR)
9.2. EeB H&EENE
9.3. WHBILRKFRAHMGEE CPU MIRNERE
9.4 {HARBZEE RIS OPENSHIFT LOGGING POD &
o5 FRAT mikFSRB BRI RFRE KR

B 10 EE B LOKISTACK T R T ottt ettt ettt ettt ettt
10.1. LOKI ZRE K /)N
10.2. 5 CLUSTER-ADMIN B A& 0EHAH
10.3. {85/ RED HAT OPENSHIFT SERVICE ON AWS WEB 122 & %%t H &1 5% OPERATOR
10.4. {8 RED HAT OPENSHIFT SERVICE ON AWS CLI 2% H&i 5% OPERATOR
10.5. EBF & H 2 Y LOKISTACK 174

B3%

23
23
28
30
30
37

39
39
39
39
40
40

41

45
45
46
52

58
58
58

59
59

60
60
61
75
77
81

86
86
86
87
89
92



Red Hat OpenShift Service on AWS 4 H&ic %

10.6. B2 & LOKI AR BT sbifE
10.7. XI5 7 BRI S

10.8. % LOKI B -&B9¥&4H15 7]
10.9. {1/ LOKI B AE T RBIRE
10.10. B &L 4 Bl LOKISTACK
101 HE KR

BN B BIBER L R o it
N1 XFBEREML L
1n.2. 8 /u\ifﬁlﬂjﬁ*tﬁu
11.3. B JSON B&k %
N4 EBEHEICFINESSR
1.5. WEF =% KUBERNETES =44

RVl T - i I
121 BABFEILFKER
122. BE L HEILFKEHR
12.3. BEIDRERMEHERR

B 1B BB . o
13.1. &%& OPENSHIFT LOGGING k&
13.2. & ELASTICSEARCH BEFERIRS

B1AB T OPENSHIFTLOGGING ..ttt ittt et et et ettt et
14.1. 5y RED HAT OPENSHIFT #1# LOGGING F&4:
14.2. {5 WEB 12l & MEEE IR OPERATOR
14.3. [ CLI M&EEE Il BR OPERATOR

L g e = 2
BB 16 B MES S AGE ittt ettt e e
BI7 B GIHME
BB 18 @TIMEST AM P ittt e ettt et ettt e e e
B 1O B L . o
BB 20 BT IPAD D RS ..ttt e e e e
BB 2T B IPADDRG ...ttt ittt e e e e e e e
=302 — A 0 o
L2072 B |
BB 24 B SERVICE ..ttt ettt e ettt et e e e e e e e e
L2017 €
=30 | 0 PP
=30 A — @ ] X P

BB 28 B KUBERNETES ...ttt ittt et te ettt et e et e ettt e et e e eeee e e ennennens
28.1. KUBERNETES.POD_NAME
28.2. KUBERNETES.POD_ID
28.3. KUBERNETES.NAMESPACE_NAME
28.4. KUBERNETES.NAMESPACE_ID

92
93
95
97
99
101

102
102
146

151
155
160

165
165
167

171

181
181
186

195
195
196
197



28.5. KUBERNETES.HOST

28.6. KUBERNETES.CONTAINER_NAME
28.7. KUBERNETES.ANNOTATIONS
28.8. KUBERNETES.LABELS

28.9. KUBERNETES.EVENT

3 B0 ] o N 1] o |
29.1. OPENSHIFT.LABELS

B B0 B AP B i
30.1.5.6 B&Xilk APl &%

B BT B R R o

B3%

212
212
213
213
213

217
217

218
218



Red Hat OpenShift Service on AWS 4 Bt %




B/1E RITEIL

ni
il
RE
-\
)
c1

1.1. LOGGING 5.7

BHEIDRE NI REMEGIRME, ©5 Red Hat OpenShift Service on AWS #&/H A
B, RedHat OpenShift Container Platform £ EEAKEE Bt T X IThRRAFRE M,

stable /i R BEIC KRR A REEH . BASREGZARANER, SoIUFT
[HAHEE N stable-X, HA X Z2ERENHEICTKRAE.

1.1.1. Logging 5.7.7

& fThRA B $E OpenShift Logging 2FiE1REE 5.7.7,

1111 BFERES

1.1.1.2.

EHREE 28, FluentD #SB1LE EventRouter X £ A K S Vector NE, EXMRA
B, Vector L—BMIE R EHRBEILE, (LOG-4178)

TELREFHr 2 B, 7EMH Cluster Logging Operator I BIEIMUERRF, EiHHEE—NEIR,
F3F FluentD Buffer Availability ¥, EhERR&/NEHAKAE, EXMRAF, BFRERE
KEHXERE, WEHKERZ N FluentD Buffer Usage, (LOG-4555)

TELREF A, 7E IPv6 3% Red Hat OpenShift Service on AWS 5% EE[ZE | okiStack &
S B LokiStack memberlist 3EMRN, Fitb, Z55m Pod &iF ARREIA. EXNRAH, S8
G AT L& $F lokistack.spec.hashRing.memberlist.enablelPv6: {Hi% &/ true /5 IPv6,
XRERIXN AR, (LOG-4569)

FEHREHZE, BERBRESFEUTFRIANREEXERILINASRBET. Eit, BEBERTES
LA ER B SO, TEXNMRAAR, BEIRE RS o IA R B FE SR = 7 B8 N,
(LOG-4575)

FIREH A, BHBAFPRERNETIZSBESETEREFREMARM. X MR
B, B HERRERIEICRED EHBRRIREFRE, (LOG-4686)

CVE

CVE-2023-0800

CVE-2023-0801

CVE-2023-0802

CVE-2023-0803

CVE-2023-0804

CVE-2023-2002

CVE-2023-3090


https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic
https://access.redhat.com/errata/RHSA-2023:5530
https://issues.redhat.com/browse/LOG-4178
https://issues.redhat.com/browse/LOG-4555
https://issues.redhat.com/browse/LOG-4569
https://issues.redhat.com/browse/LOG-4575
https://issues.redhat.com/browse/LOG-4686
https://access.redhat.com/security/cve/CVE-2023-0800
https://access.redhat.com/security/cve/CVE-2023-0801
https://access.redhat.com/security/cve/CVE-2023-0802
https://access.redhat.com/security/cve/CVE-2023-0803
https://access.redhat.com/security/cve/CVE-2023-0804
https://access.redhat.com/security/cve/CVE-2023-2002
https://access.redhat.com/security/cve/CVE-2023-3090
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CVE-2023-3390

CVE-2023-3776

CVE-2023-4004

CVE-2023-4527

CVE-2023-4806

CVE-2023-4813

CVE-2023-4863

CVE-2023-491

CVE-2023-5129

CVE-2023-20593

CVE-2023-29491

CVE-2023-30630

CVE-2023-35001

CVE-2023-35788

1.1.2. Logging 5.7.6

& ThRAE$E OpenShift Logging 25 1MEE 5.7.6,

11.2.1. BFERES

FLREH A, WEFEROTRAREXERZDNRRATT. B, RESFTEEILE
AR, XA, RFTERIEM, SAFRESSMCEREM., (LOG-4501)

FEWREH A, HAFERE LHL IR URL I, —jEad B RM, 7EXMhRA
i, Ul RMT URL RBIRTA T IERR. (LOG-4459)

ELREF A, FABE RS L E Loki RTEM Fluentd tI#E Vector B £ KR, TE1X
MHRAAR, Vector BBEEEINGS Fluentd 18R, LAARINESREShFH EBLIEIRE. (LOG-
4460)

ELREHTZ AL, Observability Logs #£2#| S RFEAEZ CNIZE LHRFKEFR, EXMRA
F, BREENHPERE USEFR. (LOG-4456)

FEHREF 2R, ENBEELZED Splunk: Timestamp &I TELER, EXMRAS,
BRARBEERA TR Timestamp WHEFEMEM, FHHELED Splunk, MAXHES,
(LOG-4413)

EWREH A, MEN CPUMAEFEHAEMER M, EXMRAR, Vector BEES
expire_metrics_secs=60 1% &R [RFIETRHEMAEL, FH LREXM CPUBEMREFSHAE.
(LOG-4171)

TEMREHZ AL, LokiStack MIRKR[TZEERIGER, AL, XRSFBEHAMBENER, £
NRAH, Loki X% FUEBMN A RN ERBRIAN A, (LOG-4393)


https://access.redhat.com/security/cve/CVE-2023-3390
https://access.redhat.com/security/cve/CVE-2023-3776
https://access.redhat.com/security/cve/CVE-2023-4004
https://access.redhat.com/security/cve/CVE-2023-4527
https://access.redhat.com/security/cve/CVE-2023-4806
https://access.redhat.com/security/cve/CVE-2023-4813
https://access.redhat.com/security/cve/CVE-2023-4863
https://access.redhat.com/security/cve/CVE-2023-4911
https://access.redhat.com/security/cve/CVE-2023-5129
https://access.redhat.com/security/cve/CVE-2023-20593
https://access.redhat.com/security/cve/CVE-2023-29491
https://access.redhat.com/security/cve/CVE-2023-30630
https://access.redhat.com/security/cve/CVE-2023-35001
https://access.redhat.com/security/cve/CVE-2023-35788
https://access.redhat.com/errata/RHSA-2023:4933
https://issues.redhat.com/browse/LOG-4501
https://issues.redhat.com/browse/LOG-4459
https://issues.redhat.com/browse/LOG-4460
https://issues.redhat.com/browse/LOG-4456
https://issues.redhat.com/browse/LOG-4413
https://issues.redhat.com/browse/LOG-4171
https://issues.redhat.com/browse/LOG-4393
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o TEHLREHZAL Fluentd BT HEEEEE TN AT ENMERFIE, TXMHREAHR, 14
ERTEEMMR, MmAERTXNAHE, (LOG-4467)
1.1.2.2. CVE

e CVE-2023-3899
o C(CVE-2023-4456
e (CVE-2023-32360

® (CVE-2023-34969

1.1.3. Logging 5.7.4

& ThRAE$E OpenShift Logging 2FIE1RMEE 5.7.4,

11.3.1. EFERES

o TEULREHEI, HIFHEE LR CloudWatch Ff, namespaceUUID &M ANZ!
logGroupName FE&A, 7EXPMRAAR, @5 namespaceUUID {H, KLt CloudWatch HEY
logGroupName: vectorcw.b443fb9e-bd4c-4b6a-b9d3-c009719ed286 i 7~y logGroupName:
vectorcw.b443fb9e-bd4c-b9d3-c0097f9ed286, (LOG-2701)

o TEIREHF AL, L& HTTPHBER L EF LB, mEWERTEAREEEHMN
HTTP REBFHITHADIIUE, BIERIE URL IR T EMRBEIE, EXMHRAR, Vector HEME
#3 0] LAAEEESSEE M HTTP B H1TBP %8 E. (LOG-3381)

o TEULREFHFH AL, WR Fluentd NESFECE T Splunk YENHIH, Operator R, E WA
thERE, EXNRAS, BERIEREATZFNEE, MmAERTXNR#E, (LOG-4237)

o TFILREHZEI, X Vector INEZSTE AWS Cloudwatch HiEM TLS BRE B £7 7 enabled =
true {EFf, GCP Stackdriver @SB EC B %, X DRAAH, FiXHEMiR enabled = true
B, MR T XA, (LOG-4242)

o HFIREHZA, HMEWEHRB/RREBEHRHIMLUTEIRER : thread 'vector-worker'
panicked at 'all branch are disabled, no else branch’, src/kubernetes/reflector.rs:26:9, 7£
XMRAA, XPMEHIRE#R, (LOG-4275)

o TELLREFTZAI, AR Operator BLiE 7 1% 7 BIZAM 1L, Loki Operator B[Rl = 530 A
f2R-TH 1 alert-manager EE HK, EXMRAR, £ Loki EBES S BE XM BINEMRD
BRiE, (LOG-4361)

o HEIREH A, HFEAZNAGBMEANAHE AWS Cloudwatch ¥4 #) STS #H1TEQEIER, &b
FHRSREILETRE -8, EXMrRAF, STSABHBISEIENENMMEIUBRATS
AWS Cloudwatch #1T &2 551k, (LOG-4368)

o TEUREHZAT, Loki WEHRILIEINE(E, EREMREE, [ Grafana BFREN IR
Ao EXDHRAEH, Loki ZidiBEHURMESNEE, MMARRTIXMAM, (LOG-4389)

® F+7:%] OpenShift Logging 5.7 /&, 7 ClusterLogForwarder B X ¥TIR(CR)F:&HE1EE name
FENEBRMEIETF, EXTRAF, XMEREMEA, (LOG-4120)

11.3.2. CVE

e (CVE-2022-25883


https://issues.redhat.com/browse/LOG-4467
https://access.redhat.com/security/cve/CVE-2023-3899
https://access.redhat.com/security/cve/CVE-2023-4456
https://access.redhat.com/security/cve/CVE-2023-32360
https://access.redhat.com/security/cve/CVE-2023-34969
https://access.redhat.com/errata/RHSA-2023:4341
https://issues.redhat.com/browse/LOG-2701
https://issues.redhat.com/browse/LOG-3381
https://issues.redhat.com/browse/LOG-4237
https://issues.redhat.com/browse/LOG-4242
https://issues.redhat.com/browse/LOG-4275
https://issues.redhat.com/browse/LOG-4361
https://issues.redhat.com/browse/LOG-4368
https://issues.redhat.com/browse/LOG-4389
https://issues.redhat.com/browse/LOG-4120
https://access.redhat.com/security/cve/CVE-2022-25883
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CVE-2023-22796

1.1.4. Logging 5.7.3

& ThRAE$E OpenShift Logging 2FIE1RMEE 5.7.3,

11.4.1. BFERES

EIREHF A, HEFH Red Hat OpenShift Service on AWS Web & IR ER, ZEFH
XHESBBIEBL AR, EXMRAF, bootstrap XEFEMWETE, MMARR T IXA A,
(LOG-4100)

TEMREH 2 A, Loki Operator REEH R, FEANIEEMBRUEBRIME, EXMREH,
HRARRE, BEREBHERMARNLE, (LOG-4156)

EMREHZAI, 1EEX RulerConfig BE X HIRE(CR) /&, LokiStack #MIMZZRAREH, EXN
kA, Loki Operator 7EE#T RulerConfig CR ZE/Z | pod, (LOG-4161)

I REHF A, YHALERZEES ClusterLogForwarder F# / E#FE), MEREREHN
2ok, EXNRAA, BiTEIA match FREFR TiXANARE, FINESREEVSIIMKERRE,
(LOG-4176)

EHOREHTZ A, 2 LokiStack CR & X R A 22 BREINT, Loki Operator BAM4LE,
TEXMHRAAF, Loki Operator Al LAER B L BRFIE R T2 LokiStack CR, MR T iX
NMA#, (LOG-4198)

R EEF 2/, HIREMLAZSELEITE, Fluentd A& EEL %S Elasticsearch £ 8%,
TEXMRAR, Fluentd 75 Elasticsearch B ILE R A LUE #1018 2 3 B R MBI RAEA,
(LOG-4258)

FELREFH A, BEFBT 8,000 1N ZE b HERFS 5 Elasticsearch B4 & h), F &z
[]%51ZR AT http.max_header_size % &, Eiif_/l\}#}iquﬂ PRk KANBONEBFTIEIN, MR
RTIEANE-, (LOG-4277)

TELREF2 R, ClusterLogForwarder CR F a5 /| FHFMNEEHE S BUNESREN KL, £
XARAR, RATH TYEER, MR TXANRE, (LOG-4095)

TELLREFH 27, Cluster Logging Operator RTEIXE NIEZERSHEANL L, FEXNRAE
#, 7£/53) ClusterLogForwarder CR B911##l, #{& ClusterLogging iR\ F IEMRIE IR
B, MR T XA R, (LOG-4177)

HEUWREH A, HEEF Red Hat OpenShlft Serwce on AWS Web #2HI& BB, &idE
WEIE S KR ESeE AR T pod FIERHREBEMNE, TEXNRAR, aTLLETFEEIE]
XML AR BB A B SRR BSER, (LOG-4108)

TELREHF AT, HTE Red Hat OpenShift Service on AWS Web 6 &hEEREN, EIHHN
Wy iEEE 30 #, FEXhRAA, EBRETRILATE configmap/logging-view-plugin FEEE. (LOG-
3498)

EWREHF A, HEFH Red Hat OpenShift Service on AWS Web ISR ER, 8%
BIEAUIMEBEZHERB, X MRAR, BRITTNRMEBESEB, (OU-188)

ELREHF A, YEFE Red Hat OpenShift Service on AWS Web 2HIE BB, =
streaming AR LR RAFELR, MEFLETREMGER. TXMNMRAH, HENBERTS
EBER. (OU-166)


https://access.redhat.com/security/cve/CVE-2023-22796
https://access.redhat.com/errata/RHSA-2023:3998
https://issues.redhat.com/browse/LOG-4100
https://issues.redhat.com/browse/LOG-4156
https://issues.redhat.com/browse/LOG-4161
https://issues.redhat.com/browse/LOG-4176
https://issues.redhat.com/browse/LOG-4198
https://issues.redhat.com/browse/LOG-4258
https://issues.redhat.com/browse/LOG-4277
https://issues.redhat.com/browse/LOG-4095
https://issues.redhat.com/browse/LOG-4177
https://issues.redhat.com/browse/LOG-4108
https://issues.redhat.com/browse/LOG-3498
https://issues.redhat.com/browse/OU-188
https://issues.redhat.com/browse/OU-166
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1.1.4.2. CVE
e CVE-2020-24736
e CVE-2022-48281
e CVE-2023-1667
e CVE-2023-2283
e CVE-2023-24329
e CVE-2023-26115
e CVE-2023-26136
e CVE-2023-26604

e (CVE-2023-28466

1.1.5. Logging 5.7.2

& fThRA B $E OpenShift Logging 2FIEIREE 5.7.2,

11.5.1. EFE A ES

o TEIREHZA, FEAFAERLIEMLLLS, TREEMW R openshift-logging f &2 (A, 1EiX
MMRAR, THEHERKLEEE (finalizer), HREBEZEMBRGRZEFA, (LOG-3316)

o MM REFHFH AL, HIR Red Hat OpenShift Service on AWS XA ER T, run.sh BIAS T R—
MNARIEFAB chunk_limit_size {H, B2, &I EZE $BUFFER_SIZE_LIMIT i%E&
chunk_limit_size I/, ZHIAS ERIEBANE. EXMNMRAD, run.sh BIASEXFH#HSHER
— Bt B RIEFBHY chunk_limit_size 6, (LOG-3330)

o TEULRE#H I, Red Hat OpenShift Service on AWS Web #E4I& 89 B & ic KM -EE R S 1F 8
EN T R MERAR, EXNhRAAR, 8N 7T HBKICFEEREEE LT RREMARAThEE,
(LOG-3749)

o MELLREH AL, HEET Fluentd HTTP 4 S BE 4 %% DataDog K, Cluster Logging
Operator &% Unsupported Media Type &%, TEX/MRAH, AP ALUBIEE HTTP Rk
Content-Type N BEN A TESENBLE, RENERBINDEATEHHH content_type 5
#, BRERRNEHEE. (LOG-3784)

o I REFHZAI, % ClusterLogForwarder B7E Y %R (CR) FH) detectMultilineErrors FE%
WIEH true I, PHP ZITHHRAMIL R WA MMWBERRE, MMSBERREREZNERE 2
B, EXNhRAF, FRAT PHP WZTEIRGN, REEMERERIEES—BEHERF,
(LOG-3878)

o I REF A, ClusterLogForwarder EEM AR T E RS T Vector INEESS pod 4L
FAlit. TEIXMhRAF, EEAMPIIFMAEZS, EXI% (-) R () BRELSTHE O.
(LOG-3945)

o I REFHZAI, log_forwarder output I5ir A EIE http S8, EXNhRAR, BRI
BROBSE, (LOG-3997)

o EIREFHZAI, Fluentd FELAE BRI TIE R —L 21T JavaScript B iR &, EXhR
A, Fluentd L& MBIFIZEN TRIZ, MMERT XA, (LOG-4019)


https://access.redhat.com/security/cve/CVE-2020-24736
https://access.redhat.com/security/cve/CVE-2022-48281
https://access.redhat.com/security/cve/CVE-2023-1667
https://access.redhat.com/security/cve/CVE-2023-2283
https://access.redhat.com/security/cve/CVE-2023-24329
https://access.redhat.com/security/cve/CVE-2023-26115
https://access.redhat.com/security/cve/CVE-2023-26136
https://access.redhat.com/security/cve/CVE-2023-26604
https://access.redhat.com/security/cve/CVE-2023-28466
https://access.redhat.com/errata/RHSA-2023:3495
https://issues.redhat.com/browse/LOG-3316
https://issues.redhat.com/browse/LOG-3330
https://issues.redhat.com/browse/LOG-3749
https://issues.redhat.com/browse/LOG-3784
https://issues.redhat.com/browse/LOG-3878
https://issues.redhat.com/browse/LOG-3945
https://issues.redhat.com/browse/LOG-3997
https://issues.redhat.com/browse/LOG-4019
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FEWREHZAE, DFAEERXEENEASERA PR Katka B FEN, BERR
HEERMZEF. EIXNMRAR, Fluentd B2 ZFFEIZN TR, MR T XA AR,
(LOG-4027)

T REFTZ AT, LokiStack FXKIREI 6 4 22 [RIMRASE, IR A AP B AFBR, R4
kA, Loki MXR APREEFERANER, MmfER T iXA A, (LOG-4049)

EHREHZA, 2 tls.insecureSkipVerify iL7#1% &/ true I, Cluster Logging Operator
AP| EBEE—"H secret IRHMIEH, TEX/MRAH, Cluster Logging Operator APl R"EBEEE
XFERIIETS R secret IREHIER, LU TEEEARIMNEI Operator B CR A :

tls.verify_certificate = false
tls.verify_hostname = false

(LOG-3445)

TELREHTZ AT, LokiStack BRHEBER 5B E W2 TH AHEHT 30 #, TEXMNARAR, Loki
global #1 per-tenant queryTimeout 1% B &M RN %E, MMARR T XN A#E, (LOG-
4052)

FEHOREFTZ AL, MER collection.type FIBAIMEE & 53 Operator TEEBE IR, 17 sk
BIREF M spec, TEXNhAAR, Operator BT H E 2% collection.logs spec A2 AL
8. X5 EREEFEMEFATEMNITHRR, BEER collection.type I & 2B
EFANFE, (LOG-4185)

ERES 2 A, WREHEPEEIEERE URL, Vector BEINERTAL4ERK TLS BBE, BTF
MHEEEZLZEZA Katka R, TXTHAR, HENMMEBER TLSBE, (LOG-4163)

FEHORERHZE], NERE Kafka WAFKR LB RBBRIGHETNARAT R, IMREISSHRE
WS, ENEREKATFBREER. TEXNRAS, BrE—NTEETRNEFRE Kafka BH
R BREEEE, (LOG-3314)

R REHZ AL, Vector BEWERTREBL H TLS 7% tisSecurityProfile iIXi&E, fEX4
hRAH, Vector ATLUEFAMANE TLS HEHEIXE, (LOG-4011)

TELREF 2 HI, 7E log_forwarder_output_info ¥gtrer, FFIERRA BT B9 H R BUER L IRTE
log_forwarder_output_info 15157, TEiXMRAA, BIREEZATERDH Splunk 1 Google
Cloud Logging #i#&, (LOG-4098)

FEIREHF A, 45 follow_inodes %iE N true i, Fluentd INEE 2R AT BERTE X5 L BB
e TEXXMhRAF, follow_inodes KB R MER BT, (LOG-4151)

TEMREHTZ AT, Fluentd YREE25 AT RE S B0 SNMeT BRER X L5 S {4 1 B 18 3 5% P41 1% M AL B ST
X MRAR, RIESHEHRIEIE, (LOG-4149)

EWREH A, A Vector WESRFH A BE, F7E ClusterLogForwarder Ll H#% 4

EiE, MARRFD EARN 2 5BULES pod 40 F CrashLoopBackOff IR, HEWEEHFAE
A TR IR

ERROR vector::cli: Configuration error. error=redefinition of table transforms.audit for key
transforms.audit

EXMRAF, EEAMTABESREBMARIIAZE, E@ALHEH AN auditapplication =X
infrastructure, (LOG-4218)

FEHOREH 2RI, HNEEELRFAE Vector M syslog BRI, FI¥ addLogSource 1


https://issues.redhat.com/browse/LOG-4027
https://issues.redhat.com/browse/LOG-4049
https://issues.redhat.com/browse/LOG-3445
https://issues.redhat.com/browse/LOG-4052
https://issues.redhat.com/browse/LOG-4185
https://issues.redhat.com/browse/LOG-4163
https://issues.redhat.com/browse/LOG-3314
https://issues.redhat.com/browse/LOG-4011
https://issues.redhat.com/browse/LOG-4098
https://issues.redhat.com/browse/LOG-4151
https://issues.redhat.com/browse/LOG-4149
https://issues.redhat.com/browse/LOG-4218

BXEN true I, FLATHIAEF
namespace_name=. container_name= #1 pod_name=, 7E;X/MRAH, XL
HEBEH, (LOG-4219)

BRI ABE -

BI1E LTFD

FERAB/RME

EIREH A, ZHERILE structuredTypeKey X HEI5E structuredTypeName i), BHiEH

BRI A EMET R, EXDRAF, BEMBTOIE, (LOG-4220)

11.5.2. CVE

CVE-2021-26341

CVE-2021-33655

CVE-2021-33656

CVE-2022-1462

CVE-2022-1679

CVE-2022-1789

CVE-2022-2196

CVE-2022-2663

CVE-2022-3028

CVE-2022-3239

CVE-2022-3522

CVE-2022-3524

CVE-2022-3564

CVE-2022-3566

CVE-2022-3567

CVE-2022-3619

CVE-2022-3623

CVE-2022-3625

CVE-2022-3627

CVE-2022-3628

CVE-2022-3707

CVE-2022-3970

CVE-2022-4129

CVE-2022-20141

CVE-2022-25147

1


https://issues.redhat.com/browse/
https://issues.redhat.com/browse/LOG-4220
https://access.redhat.com/security/cve/CVE-2021-26341
https://access.redhat.com/security/cve/CVE-2021-33655
https://access.redhat.com/security/cve/CVE-2021-33656
https://access.redhat.com/security/cve/CVE-2022-1462
https://access.redhat.com/security/cve/CVE-2022-1679
https://access.redhat.com/security/cve/CVE-2022-1789
https://access.redhat.com/security/cve/CVE-2022-2196
https://access.redhat.com/security/cve/CVE-2022-2663
https://access.redhat.com/security/cve/CVE-2022-3028
https://access.redhat.com/security/cve/CVE-2022-3239
https://access.redhat.com/security/cve/CVE-2022-3522
https://access.redhat.com/security/cve/CVE-2022-3524
https://access.redhat.com/security/cve/CVE-2022-3564
https://access.redhat.com/security/cve/CVE-2022-3566
https://access.redhat.com/security/cve/CVE-2022-3567
https://access.redhat.com/security/cve/CVE-2022-3619
https://access.redhat.com/security/cve/CVE-2022-3623
https://access.redhat.com/security/cve/CVE-2022-3625
https://access.redhat.com/security/cve/CVE-2022-3627
https://access.redhat.com/security/cve/CVE-2022-3628
https://access.redhat.com/security/cve/CVE-2022-3707
https://access.redhat.com/security/cve/CVE-2022-3970
https://access.redhat.com/security/cve/CVE-2022-4129
https://access.redhat.com/security/cve/CVE-2022-20141
https://access.redhat.com/security/cve/CVE-2022-25147
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CVE-2022-25265

CVE-2022-30594

CVE-2022-36227

CVE-2022-39188

CVE-2022-39189

CVE-2022-41218

CVE-2022-41674

CVE-2022-42703

CVE-2022-42720

CVE-2022-42721

CVE-2022-42722

CVE-2022-43750

CVE-2022-47929

CVE-2023-0394

CVE-2023-0461

CVE-2023-1195

CVE-2023-1582

CVE-2023-2491

CVE-2023-22490

CVE-2023-23454

CVE-2023-23946

CVE-2023-25652

CVE-2023-25815

CVE-2023-27535

CVE-2023-29007

1.1.6. Logging 5.7.1

& 1THRAEE : OpenShift Logging I2FEHAEE 5.7.1,

11.6.1. BFHERES
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https://access.redhat.com/security/cve/CVE-2022-39188
https://access.redhat.com/security/cve/CVE-2022-39189
https://access.redhat.com/security/cve/CVE-2022-41218
https://access.redhat.com/security/cve/CVE-2022-41674
https://access.redhat.com/security/cve/CVE-2022-42703
https://access.redhat.com/security/cve/CVE-2022-42720
https://access.redhat.com/security/cve/CVE-2022-42721
https://access.redhat.com/security/cve/CVE-2022-42722
https://access.redhat.com/security/cve/CVE-2022-43750
https://access.redhat.com/security/cve/CVE-2022-47929
https://access.redhat.com/security/cve/CVE-2023-0394
https://access.redhat.com/security/cve/CVE-2023-0461
https://access.redhat.com/security/cve/CVE-2023-1195
https://access.redhat.com/security/cve/CVE-2023-1582
https://access.redhat.com/security/cve/CVE-2023-2491
https://access.redhat.com/security/cve/CVE-2023-22490
https://access.redhat.com/security/cve/CVE-2023-23454
https://access.redhat.com/security/cve/CVE-2023-23946
https://access.redhat.com/security/cve/CVE-2023-25652
https://access.redhat.com/security/cve/CVE-2023-25815
https://access.redhat.com/security/cve/CVE-2023-27535
https://access.redhat.com/security/cve/CVE-2023-29007
https://access.redhat.com/errata/RHBA-2023:3197

B1E ZITEIL
o (FILREFTZAEI, Cluster Logging Operator pod HERFFEREE RS FEH & A BRI Y,
HEMAANEBERSEHIEE, TXMNRAH, XA FF AT LLET &K Cluster Logging
Operator pod HE&RMIEREKER, (LOG-3482)
o TEIREF A, APIIRSSEAN CollectorSpec.Type FERMIEEE H vector, EMFEEE LK
BEAT ARMNE, EXNRAS, HERT CollectorSpec.Type FERHIZ NN B R IkRE ~ BIHY
TH. (LOG-4086)

o TEULRBEHFHZEI, FTikEid =it HEEEIEIEE Red Hat OpenShift Service on AWS web 12l &
RPN (RSB, FEIXANARAAR, RIS A R FI B S SR B SR T [FSE R, (LOG-4501)

o MM REFH AL, =M RedHat OpenShift Service on AWS Web 2% 8 Show Resources

BASTEEMEW, EXMNhRAR, BT 1EE "Show Resources"§5EMIIREE N E N B ERB
B BT R T SRR RIX AN R, (LOG-3218)

1.1.6.2. CVE

e CVE-2023-21930
e CVE-2023-21937
e CVE-2023-21938
e CVE-2023-21939
e CVE-2023-21954
e CVE-2023-21967
e CVE-2023-21968

e CVE-2023-28617

1.1.7. Logging 5.7.0

& ThRAE$E OpenShift Logging 2FiE1RMEE 5.7.0,
1.1.7.1. Thagigd s
FEXNRAF, BRAUERABARILRERNZTESE, FEEEFHMEH—1BERES.

ZERAETIETKERNZITRE, FEHEHFFHFE—PEELZEH, AR ClusterLogForwarder B
E X HR(CR)E % detectMultilineErrors FE&, & true,

1.1.7.2. 2HE
3&!0

11.7.3. BEFHERES

o TEMREFH AL, LokiHost B9 Gateway 4B nodeSelector BIEASFN T mIAE., TEIXhR
A, nodeSelector BRI LIERE T{F, (LOG-3713)

11.7.4. CVE

13
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e CVE-2023-1999

e (CVE-2023-28617
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https://access.redhat.com/security/cve/CVE-2023-1999
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B2E

28 XH
logging FRERZRA X RN ARIER B LT,
AEFEREMEMEE LT, RNElIFEEHRF. Red Hat OpenShift Service on AWS & {ThR ARIECESE

pleeRttE, REARGTHRERENENERL TTREREMCEINNEE, WREEAAREFE
MREEEUNEE, ENERRKESE, FE Operator EEMNAZER.

==
IR ATHAT Red Hat OpenShift Service on AWS X4 F % A #IMIELE, EL1F Red

Hat OpenShift Logging Operator 1% &5 Unmanaged., A% #f Red Hat OpenShift FJ3E
EHRILKFRY, BTRRBWRER, BITGEKSRE Managed 71k,

BEIDRE N T REMHMGRE, ©5 Red Hat OpenShift Service on AWS #/IDA
B, RedHat OpenShift Container Platform £ EEAKEE Bt T X IThRAFRE M,

Red Hat OpenShift B9 logging FRII2— MR IEINES, URNARR. EMZREFE TSRS
g, EEEMARE LB EMIEFNR,

Red Hat OpenShift #J logging FRII A= :
o XHEABWERS
o HRARLERBMEBHUIR(SIEM)
o HERBHKEH) B IF
o (RIFMBAEREIKE
o RL2EFH - RIS EHMEFITER

2.1. ZHH API BE VUHEE X

LokiStack FF & IEFE#H1T. BRENAFZFFAAE AP,

X 2.1. Loki APl IR A

CustomResourceDefinition ApiVersion

(CRD)

LokiStack lokistack.loki.grafana.com/vl ESSHXRH
RulerConfig rulerconfig.loki.grafana/ vl 5.7 A
AlertingRule alertingrule.loki.grafana/v1 57 HXFF
RecordingRule recordingrule.loki.grafana/vl 57 HXFF

15


https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic
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2.2. P FFHECE

IR Red Hat OpenShift Logging Operator 1% &7 Unmanaged X5 BEIS TR AT EE 4 -
e Elasticsearch B & X ¥R (CR)
® Kibana &
e fluent.conf 304

e Fluentd SFIFHTRE

TR OpenShift Elasticsearch Operator 1% & Unmanaged A7, F#EETH Elasticsearch EBE X
.

AR R EE
o EERIAAETR., BT EFERRANBERILEE.,

o REMBERSMAIE, BT EENESWESRHHXHNAE, BRIAH
/var/log/fluentd/fluentd.log.

o HEBETR. EAREHIEH SRS LI B SRR,
FRNREEEREHSICKEESR. ETEERIMNETERERATHES.
o RERSBERIEATHAN, ELXERMIABEMEL.

2.3. IEZE OPERATOR By H5EHE

Operator B9 KL RE T —1 Operator @ BRI R EREFPHEXAGHNTER, R
Operator KB N #ZE (unmanaged) WK, BARRMNEEERN, BFARKEIELR.

RRCALUEFREIMERBENAIRPER, BLTFHERERSEH Operator FRERXZF, KHE
BARERTEEES N HENEENFR,

AE AL T 3% Operator B WIEZEIRS :

e Ji3T Operator ACi&

JRIT Operator MECE 27 managementState S8, XA LU AR AEFE TR, EIKEL
AT Operator, I, Red Hat OpenShift Logging Operator @it RS BRI E E LR
(CR) ¥iAR|IER, T Cluster Samples Operator {88 7 £85EHECE FR.

¥ managementState S#E X/ Unmanaged E#& Operator f2FHEBEHNTHIR, BA

ST ERRXAHBERBEE, —L Operator ATREFAZFILERRE, ENETREKMIFER,
FEFIME,

Digk

H
[=]

ST Operator B NHRERER BRI ZHEHGMINEE. RS
AR E ZE (Managed) RS AIES HIIF BEMRERG ZHK.



B2E

e Cluster Version Operator (CVO) B
Alf$ spec.overrides SEURINE] CVO ECEA, LAMEEIEGIRENAMBR CVO T HEEHS
xR, F—1NHHM spec.overrides[].unmanaged S E N true R IEEB AR FHENE
CVO BZEGIREEIEN :

Disabling ownership via cluster version overrides prevents upgrades. Please remove
overrides before continuing.

Digk

==
[=]

RE CVO BHERFEEIMEHLTIAZIHRE. EMRAmERER, ¥

A UEIN R ERFESE ARG .

2.4. WX FBERTIC B E
ERTIAAN, FIERREXERNIMERRRERE.

& el LUER must-gather TERIEE X UIBJG R, SENHTRMNENEEHICKFREAGNIZET

ER,

N T IRBIRESLH, 15IRMt Red Hat OpenShift Service on AWS # logging FRZMIZEHE B

TE#HA hack/logging-dump.sh A, X PMEIARTBHZFEHRRELIE.

2.4.1. XF must-gather TE

oc adm must-gather CLI s TR INEHB BN TR F[URERER.

S FBEILEKF RS, must-gather RIELITER :
o WBHIGIHIR, 1 Pod. ERERS. SRS, AR, ABAEMSEH
o KRNHR, SEEEIHINTR. ABNMAGHE

e openshift-logging #1 openshift-operators-redhat %34 %2 (8] 1 # OpenShift Logging iR, &
FEESWRERNERRE. BEEENBETMEIE

f£i217 oc adm must-gather I, & EXAIB— % pod. f£1% pod EWEHIE, HEFZELL must-
gather.local FFkHI— B xd, WERELFITIEBRFPOIE

2.4.2. Y15 OpenShift Logging £
& A £ oc adm must-gather CLI S 5 RWEB XHEILEFRANER,

i =
£ must-gather WEBEICKFRIER

17
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1. #AEEZ % must-gather SR E %,

2. % OpenShift Logging #{%;21T oc adm must-gather 345 :
$ oc adm must-gather --image=$(oc -n openshift-logging get deployment.apps/cluster-
logging-operator -0 jsonpath='{.spec.template.spec.containers[?(@.name == "cluster-logging-

operator")].image}")

must-gather TE &6/ — /LY ETE %+ must-gather.local L8985 B %, #l40 : must-
gather.local.4157245944708210408,

3. MNIRI G EE R must-gather B & O — MRS, a0, 7EEMA Linux BERZIHITTEN Lz
ITUAT D

I $ tar -cvaf must-gather.tar.gz must-gather.local.4157245944708210408

4. FELLNEE 1 Hp o IR B Im] A B b 20 S48
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https://access.redhat.com/

B 3E|EXTAKICK

EF—.'; 3= =k 9&:.1: E/p\lﬂ%

4’??7%3#'%5)\, & LATE Red Hat OpenShift Service on AWS 8% FE8%E logging FR4%, HERAEE
WEMBETRRGHAE. NEARFASRAEMEMELNBERE, B EEEL MmN B EHE, 2
ETEL R, éIIllE BHHEEEE, SLTURERENEEEERRAZE, £ Red Hat OpenShift
Service on AWS Web &2 Kibana Web 2l & dr 1 i b & B9 B R 804E,

% E,E
. Kibana Web #HIBIEFA, T RIFELUEHIEBICFZIThRAHHER.

Red Hat OpenShift Service on AWS 5B E T2 71 Al LAE ] Operator & logging FR%t. MEEZ(E
B, 12} Red Hat OpenShift ZZ HEICEFRY .

Operator i T ERE. ARMET BFILKF R, L& Operator f7, ErRILIOIE— /\ClusterLoggmg
B E L ER(CR)EVIE logging F%4: pod M1 #F logging FRAFTEHNEM TR, LA LAGIE—
ClusterLogForwarder CR RIEEWEMLEHER. MEEHRBEUARENHEL L BINAE,

RN AER Red Hat OpenShift Service on AWS Elasticsearch BEZEAR N H 1T HER MR
26, FAEITBEBRIATEEMEERER Elasticsearch LI, MREBRFHITAELE
EIFIABIAEB Elasticsearch H&FM#, BISNELE Kibana REFHITEE, A JiERA
Log Forwarding API, 0 f$#5 11 B 4 ZBEF 0 AT,

3.1. &L <4
logging FREEBHME N

Collector

EBRRZ—1 daemonset, B pod ZBE E|E Red Hat OpenShift Service on AWS Tim L, BM
BT RNEBTHIE, HHBEFEELLIEENHL, BRI LUMER Vector INEZRKIHH
Fluentd Y& 25,

» MBEICFKRA 5.6 Fluentd 4R, T XEUEBIZITARA MR, LLIEREHRIAT

S A PRAT XN ENREREREEBENSZE, EXMEFAEREUE, HiF
#WkR, ¥EN Fluentd B9BRERE, ERILUER Vector,

A&

/b\ﬁﬁ%ﬁﬁ%ﬁﬁ :.Fﬁj\*ﬁ'E’J H IL;\§Q¢E =H n..x%ﬁ%ﬁﬁ’]%ﬁ\%ljﬂjo 13:_11«/{1@5@ 2}(1)\[3’] LokiStack Hi&E
fili. (5L Elasticsearch BEENE, 20 BEKR A ZIEN ISR B EEZE,

f, BTN AERENRE, FHEWMER, ERILUER Loki Operator F7

=

» B&ILKMA 5.4.3 i, OpenShlft Elasticsearch Operator B#FH, itXIEUEH

75? THRAAMBR, ZLIBE BRI T E SRR R XM ENEFRAMEENX
OpenShift Elasticsearch Operator &R A REEEKINBEFE,
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itk
A LUEA U G EEHESRIENTIMERT. URET 1 NERARE, BTER ZOMNEEEH
HBEE. MNREFEA LokiStack fENBINBEFE, Red Hat OpenShift Service on AWS Web &
Ul @i /5 A Red Hat OpenShift Service on AWS 12l & &4 i 4t, t0R{FEM Elasticsearch /EH 3k
INB&EFME, ERILMERA Kibana,

% E,E
?
Kibana Web #HIBIEFA, T RELIEHEBICFZIThRAHHER.

Red Hat OpenShift B logging F RO KWERRBEM T RAE. BIHIFIER :

MARFAE
BRERFZITHRANARFEXRNBSREE (RMRLBHENAREFRA) .
HmliZR A&
HREMEELMBEHEKRNEIEE : openshift*, kube* 3 default, LLXFEETT A8 journald {5

#HitA&
M auditd £ERBIBE, TTREITRAEMHEIE /var/log/audit/audit.log X&F, LK% auditd. kube-
apiserver, openshlft-aplserver ARF5LAK% ovn B (MAREA) HHBEE.

3.2. %xF 5 RED HAT OPENSHIFT SE HEIL K FRE

B2 5 o LUE A Red Hat OpenShift Service on AWS Web }"”%'J“_E OpenShift CLI (oc)kZ=&E B EILE
FX45% Operator, Operator 15T ERE. AN BEILKF R

EBEAMNARFALXAGATUEEMRITIBEEEUFNRNIIE A S,

3.21. BEiERBE LR
BRI LAMER B Operator SLHER B E Y HTE(CR) YAML XHEEHEIL K FRGEE,
Red Hat Openshift Logging Operator.

e ClusterLogging (CL)- &% Operator &, &RILLAIE— ClusterLogging B E X FR(CR)%
WEBREICKFRYL pod 132 #F logging ¥3F‘QJ“EFﬁmE’JEﬁﬁ %R, ClusterLogging CR #FE %
BANEEL 23, HRIEHEN T R L2178 daemonset ZLHE, Red Hat OpenShift Logging
Operator & 1311 ClusterLogging CR, F#EhiHZERKILKEE,

e ClusterLogForwarder (CLF)- £ EREE, UHETNAFRERLZHE.

Loki Operator :

e LokiStack - I Loki B #EHI N BEEME, LAKRTA OpenShift Container Platform S1p%5 1S
BXHY Web {CE8, LUsHISCHEZ R,

OpenShift Elasticsearch Operator :

X% CR H Red Hat OpenShift Elasticsearch Operator £ F1E I, £ Operator #EE
HIERT, TEHTFNER,
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B I3IZXTFHARILE

e Elasticsearch - 2 EF1EBE Elasticsearch SEFI{E BRI B & TE 1,

e Kibana - F BFIERE Kibana SEILIE R, HiHMEERE.

3.3. CLOUDWATCH #%# RED HAT OPENSHIFT SERVICE ON AWS
TR VURER AWS CloudWatch R AR EH B AN BRI KEK,

3.3.1. H /ulﬂigfk

HEERECHWBRICKHERFERSITTERRENEMN, XUERATENTIRSES. ITEFEEKRTI
M 48 GB HEEIRAF ), MEHEERATLUAN 1600 GB HE %, BHE&ICTHHERIE worker T EIZ

17, XALEAD TR IENETR, fRXETEET, £EEECNAEIC KRS INERHEIER
x,

BESR

o BERSEESH B LK %X E Amazon CloudWatch,

3.3.2. XF AWS Logging -£# JSON Red Hat OpenShift Service

IRET LUER JSON HEICKECE Log Forwarding API, f JSON &I NEEMEXT R, SR HIT
LAFESS -

L ﬁ**ﬁ' JSON EIL,\
® /j Elasticsearch Bt & JSON Hi&EH#E

e 5 USON HEH X Bl Elasticsearch HEF %

3.3.3. X T EFHFNE Kubernetes B4

Red Hat OpenShift Service on AWS B4 ERHZE— pod, BRI Kubernetes E4, 31857 Red Hat
OpenShift Service on AWS Logging ILKEf 1. B IF5hEE Event Router,

MEESIER, HBAXTIRENEH Kubernetes B,

3.3.4. XF7E AWS Logging _£X Red Hat OpenShift Service # TR [EHERR
A LUBIT HAT LA NS BERR B & R -

o HEEFEHFILFKRE

o EEHTHFHIIRE

o THAFRILKER

o NIMEXFWERTILREE

o XHEIRINFEHRR

335 XFRHFE
HEILDRRASHFE, SHEMFEREMEBSZILKF, AM Elasticsearch # Kibana 3,
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MBELER, BHBHXTRHFE,

3.3.6. xTHEE

FINER T, RedHat OpenShift Service on AWS {& i Elasticsearch (ES) kEMEHEEHIE, (k) &
A LAE A Log Forwarder API [ H &R X BIAERTZE, ZRFZMEFMHARE, S fluentd. rsyslog. kafka
MEMEE,

,.,\IE%¥§'F:/JL Elasticsearch L2 (b FHM, AT KR 7 RWEREWH. WNREE K E{RE
B, BGBBIEREE=AFERS.

Elasticsearch ¥ HEHWEM Fluentd BIRRIHIREZ (S F5/h, RAEFHEBINRSIDKRETMER (1
shard(#A) ) 588 E| Elasticsearch 5B #Y—4H Elasticsearch T L, f&BILAEZE Elasticsearch &
SR eERD (#57 replica(BI#)) Elasticsearch h 24> #{F| Elasticsearch 77 m £, ClusterLogging
BELHER (CR) AFEEEMMAERD R, LURHEBIBTRMBIERE LN, FLa LUER
ClusterLogging CR A8 {R & SRB& Sk 15 & A A 2K 8L B H &I R B BINT K,

% E,E
, TEIEIRNED FBEEF T Elasticsearch ##ET B9 B,

Red Hat OpenShift Logging Operator #1#BRH9 OpenShift Elasticsearch Operator IR &
Elasticsearch W REBEATHE B S EFMHENM —RERATEHE., THEN, FAILUEMA ClusterLogging
BENXHIR (CR) RN Elasticsearch TV R E, AXEBFEMAVERSEI, 1S Elasticsearch 32
.

k

-
=B M Elasticsearch SMEEEE D= Elasticsearch T, FEEAENEN L.

Elasticsearch 3&5| EF'FLFH E’JE?%@B’JU‘?W}’”%‘J (RBAC) AT R A SRS B AR TR, B 5 A LUK

MEEZER, lﬁ%[ﬁ‘[@alﬁ H /L.\T_ﬁ%

33.7. X TEH#KH

Event Router @— pod, B Y%l Red Hat OpenShift Service on AWS E4, LUEA LB Red Hat
OpenShift B logging FRAFEKEE1]. Event Router MFIETBREEH, FHIFHEHE A STDOUT.
Fluentd Y& X LeEHFHIFH L KX Bl Red Hat OpenShift Service on AWS Elasticsearch 2241,
Elasticsearch = 4% 512l infra 35,

T FohERE Event Router,

MEFLER, HSHKEHFFN Kubernetes F14,
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% 4% REAEHILT

B 4E RRATILXK

IR LRI ERE Red Hat OpenShift Logging Operator 25 Red Hat OpenShift &% B &0 & F R 4%.
Logging FX%%: Operator ROIEMEE H &KL KL AH,

5

N FEIRE, BIUER Vector # LokiStack, BXHEICKHXXAYIEEEHT, MURIX
R ZHGER,

pa )1

MB&ICFMRA 5.6 Fluentd FFE8, iTXIELLEMEA THRAPMIER, 28 ESmILITES
AR PR TN IREM R RRMIE S 1, BX NN AEIREUUHE, FIFm)
BR. YEN Fluentd BOESRIETRE, R LUER Vector,

4.1. {8 WEB 24159 RED HAT OPENSHIFT 2% LOGGING F% %4

==
NRERFHLEEAEKIM Elasticsearch BEFME, &R LLM ClusterLogging B & YR

(CR) fitlB&AIER Elasticsearch logStore 1 Kibana visualization 14, MFRiXLEHE 2
AR, ERREFEFR.

BHEIDRE N T REMEGIRME, ©5 Red Hat OpenShift Service on AWS /DA
B, Red Hat OpenShift Container Platform £ EHEKE B T L THRAZERMLE,

it =

1. £ Red Hat OpenShift Service on AWS web #ZH& /1, = Operators » OperatorHub,
2. MAETFH Operator 53R A% Red Hat OpenShift Logging, #AfE = Install,
3. MB7ETE Installation mode Fi£# T A specific namespace on the cluster,

4. HHELL Installed Namespace THJ Operator recommended namespace & openshift-
logging,

5. 7%%¥ Enable operator recommended cluster monitoring on this namespace
XAMEIFE Namespace X R HiX & openshift.io/cluster-monitoring: "true” tiil, E%%EF
XANEIN, LAARERE 2R EY openshift-logging o3& 22 [,

6. % stable-5.x fF2h BHHE,

stable $iiE R AL KRR AR BT, BULIRGZARANERF, &
W] BN )y stable-X, HA X B8R EMHEILFMRA,

7. #%FE—4 Update approval,

23
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e Automatic SKB&fL1F Operator Lifecycle Manager (OLM) 7EE R AT BT B 5B #H
Operator,
e Manual ERKEEEEHEE L EIEM A F L Operator B#.
8. i Console {41 Enable =% Disable,

9. = Install,

1. @I tN#E| Operators — Installed Operators 71341 Red Hat OpenShift Logging Operator
REBRE,

a. TR openshift-logging i B A5 H#) Red Hat OpenShift Logging #J Status
InstallSucceeded,

b. @I tN# %] Operators — Installed Operators T34 1iE Red Hat OpenShift Logging
Operator B# &%,

c. 1R openshift-logging i B A% H# Red Hat OpenShift Logging #J Status 7y
InstallSucceeded,

402R Operator R AWMINRE:, HIRBUTHRIITHIERR :

e )% Operators - Installed Operators 71, Ff:# Status FIFE BB EME RS
R,

o t]#iE] Workloads — Pods 71, #1:% openshift-logging i B Ak & F & pod B9

A&,

2. % ClusterLogging SZf,

Ve =
Web #ZHI AR AU KT REMA AL, BIEER YAML YK E5TRIE
BB,

a. 7t collection 9, #fF— Collector Implementation,

. MBFEILFKIRA 5.6 Fluentd FF48, ITRIFELLEBILZITARAHMBR, ZL0ER7E

YT R TESASPREST XN REREREME SR, BXNHERT
BB, HISHMR, 55 Fluentd BB RIERE, EeTLUFEE Vector,

b. fE logStore B H, ELEFE—NRE,

FRAEENZR, BXNEEAEREUH, FEWMpR, SaLER
Loki Operator ¥E-&) OpenShift Elasticsearch Operator B R AL EEEIL

' p= =
, B H&ICEMA 5.4.3 #2, OpenShift Elasticsearch Operator B#F M, %l
FELUEMIRATARA IR, ZLIEYS7E Ha0 41T £ 6 B H PR XN I BERIAZ
. BEHHE
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mifi Create,

3. fl|& OpenShift Logging SEffl :

a.

b.

042 %] Administration = Custom Resource Definitions T1E.

1£ Custom Resource Definitions TiHE L, s ClusterLogging,

. 1E Custom Resource Definition detailsT{H, M Actions 3 ¥ F13%$ View Instances,

. T£ ClusterLoggings I{#, = Create ClusterLogging.

15T RE R Z IR DT SR INE AR,
& YAML T IS EH I LT RA ¢

LEEKIA OpenShift Logging BBEB RN 1Z Al A X FF&MINE, SHEXALFERE
BRICRFROEMNED, LT B XAIN OpenShift Logging &EH1TIE
WHER.

e

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance ﬂ
namespace: openshift-logging
spec:
managementState: Managed 9
logStore:
type: elasticsearch 6
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3 9
storage:
storageClassName: <storage_class_name> G
size: 200G
resources: ﬂ
limits:
memory: 16Gi
requests:
memory: 16Gi
proxy: 6
resources:
limits:
memory: 256Mi
requests:
memory: 256Mi
redundancyPolicy: SingleRedundancy
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26

o o o9

@ 0 O 9O 9006

visualization:
type: kibana Q
kibana:
replicas: 1
collection:
logs:
type: fluentd @
fluentd: {}

ZFRAJE instance,

OpenShift Logging BEER S, E—LHIERT, WMRZER T OpenShift Logging HIEK
INME, Mg E%ES Unmanaged, B2, FSEBEFAEWRET, B
OpenShift Logging EFZ NS ERS N LE,

FIF B & Elasticsearch X &, @i {FA CR, B LIEEES FEHIKBMNFAME
ﬁ%o

87 Elasticsearch MNIZREENARRNIEKE, #HA—NEHAG A EA : B
(W)s NEF(h/H). DI (m)F0F, Flg0, 7d 3K 7 R, BE#EiT maxAge MIBEES
Wik, B hENEEREE—NMRBREE, SNASNZIRGIE Elasticsearch 3R
5,

187 Elasticsearch 1 RV E, HSMILIIREENE T,

79 Elasticsearch I AIBFHERBI B, NIRGREMLRE, HEEDEREFHENTE
R, MREBIEEFIESL, OpenShift Logging FHE I i,

RIEFEEIEE Elasticsearch B9 CPU F1AEE K, MIRXLEEH, N OpenShift
Elasticsearch Operator RIXERINE, EIINBUBRASHEENFTE. NFEHKH
BAINME S 16Gi, CPUEXRN 1,

IRIEFEZIEE Elasticsearch REEH CPU MIRFIEK, MNRXLEBEH, N OpenShift
Elasticsearch Operator KX ERIME, EIINEUHERSHBENEE. RFIHFKH
BRIME Sy 256Mi, CPU & KE9BRIA(E S 100m,

FAFERE Kibana BOiX &, @it {#EA CR, EelLAY B Kibana EEIMTRME, FHH
Kibana T B2 & CPU fIRTF. MNEFZER, HSHEERSATMETIE,

FFBE Fluentd BOiXE, @ {FA CR, EALIECE Fluentd CPU MIRERE, NE
BZER, ESECE Fluentd,



pa -3

BT R BRI E S8R T .

40, 0R nodeCount =4, MAIEMUL TR :

I $ oc get deployment

RE| BRI ED FHESE T Elasticsearch #1E T 9% B,

f. mifi Create, XROIE logging FRT:4#4. Elasticsearch BE X FHREAHA LK Kibana

0O,
4, ISFgREE
a. H)#:%] Workloads —» Pods T,

b. %% openshift-logging TH,
f8iA Operator # Elasticsearch, U&E25# Kibana H4# pod EF1E :

® cluster-logging-operator-595f9bf9c4-txrp4

® collector-29bw8

® collector-4kvnl

® collector-7rr7w

® collector-9m2xp

® collector-xt45j

® clasticsearch-cdm-g559ha9u-1-659fd594bf-pcm?2f
® clasticsearch-cdm-g559ha9u-2-66455f68db-v46n6
® clasticsearch-cdm-g559ha9u-3-85696bcf55-g7tf8
® elasticsearch-im-app-27934020-9ltxl

® clasticsearch-im-audit-27934020-86cdt

Elasticsearch control plane ' RIERARE N =D, RMTIBEKRTF 3
nodeCount, Red Hat OpenShift Service on AWS & EIE =4 Master #
7 =M Elasticsearch 7 s, B& master, client #1data A8, HE&R
Elasticsearch "7 s OIEE A "(NEIR " R, fEH client #1 data A, control
plane T RPUTEESCHERIRE, MOESMRERE. 9/ DEMRERT =
BB REED R, HHITEHIBBHEXMIEIE, 0 CRUD, BRMREE, 5
HIBEXNRESSAKRE /0. AEM CPU, FHSnEIGIEX

i =Bl
cluster-logging-operator 11 1 1 18h
elasticsearch-cd-x6kdekli-1  0/1 1 0 6mb4s
elasticsearch-cdm-x6kdekli-1  1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 0/1 1 0 6m49s
elasticsearch-cdm-x6kdekli-3 0/1 1 0 6mdds

B 45 REAFICK

R, FEY
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® elasticsearch-im-infra-27934020-6Irgm

® kibana-5c6b7cd56-66c9l

SRR

o MR Alertmanager Hi&IL3K Prometheus FEMRILEIRIGET 10m M fluentd, FHALR
OpenShift Elasticsearch Operator 1 OpenShift Logging Operator BJ openshift.io/cluster-
monitoring K& "true ", MNFEZER, 1HSH Red Hat knowledgeBase : Prometheus
could not scrape fluentd for more than 10m alert in Alertmanager

4.2. 3% ELASTICSEARCH OPERATOR

' p= Y=
. B H&ICEMA 5.4.3 #2, OpenShift Elasticsearch Operator B#F M, ITRIEUEHNE
FTRRA PR, IIENELTIATERBIRPRET XN IENEREREEENRE, E
XDNTHEEN A B RGO, FEHMER, @A LAER Loki Operator #£ OpenShift
. Elasticsearch Operator W& REE I\ B EFE,
4.2.1. Elasticsearch F i RE

B Elasticsearch SBBEEHEE—MFAMS, £ Red Hat OpenShift Service on AWS t, X{EREHF
AMEBFBA(PVC)SEH,

==
. MRFGAMEBAFRAMEM, BFAEFERRRARS, X1E LocalVolume X R H#]
- volumeMode: block #ifi, Elasticsearch FoiAfEARBRSE,

OpenShift Elasticsearch Operator {# i Elasticsearch FR&H 7 PVC 8,
Fluentd 5 systemd H#&#] /var/log/containersVRF.log FFI{E{a H & 4 % Fl Elasticsearch,

Elasticsearch EERWAGFEEHITREESHIRE, MREZERVHAE, SHRTELEMWN, EEEXN
A, EEEN RRRR B EHENEE, oA ENTREERE.

BINERT, UEFEHEBE N 85% J#ilt, Elasticsearch &2 1A S EHEEE, 90% i, Elasticsearch

SEARENBER TTRINESREREMIEMT R, B2, NREMEFEET 85% LT oA AFiE
Z8[H], Elasticsearch &40 #FHZFRE1F BN RED,

—

Pz )1
XS, (KK ZE R Y RIARA A Elasticsearch BRIAME, Bl LUBTUXLEBINE, RAR
EREAERNRINE, BT EEERPBEIOIL(E,

4.2.2. {FF Web #£H & &% OpenShift Elasticsearch Operator

OpenShift Elasticsearch Operator & B FIEE OpenShift Logging A Elasticsearch &%,

FoRFM
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Elasticsearch RREZEEN AIEF. B Elasticsearch TTREFEEEL 16GB AEFEEFHEAE
HRAPREMNEE, KRIE ClusterLogging B E X KRFP BEIEE,

AWS 77 /2 LB Red Hat OpenShift Service FIFIIASE & AT BER B LLZ #F Elasticsearch 8%, &b
/JIFE Red Hat OpenShift Service on AWS SEBFFRIRINAIA BT s, LAUERHEMNSESHNEFZ
17, w1 Elasticsearch T mER%ZEE 64GB,

Elasticsearch 17 m A LIERBEIRFIZE Fia{T, BEEIMNERRERIGIEM,
1R E A Elasticsearch FTEMF AMEFE, ETEE Elasticsearch T REEEEHCHEFHES,
= -

NRFAMEBRATFHFALEE, EAEERRIBRHE, X1E LocalVolume X §
#) volumeMode: block i, Elasticsearch ;& {FARIAILE,

. T£ Red Hat OpenShift Service on AWS web #2fl|& ), = Operators —» OperatorHub,
. MET ] Operator 53R A% OpenShift Elasticsearch Operator, #AJE = Install,
. T{R7E Installation mode %% T All namespaces on the cluster,

. #BZETE Installed Namespace 1% 7 openshift-operators-redhat,

R JitEE openshift-operators-redhat 844 22[F], openshift-operators fp & Z [/ FAIRER T =
#t X Operator, iX£E operator A#EEE, FHAEIBER LS Red Hat OpenShift Service on AWS
BMERIETR, MmS B2,

. 1% Enable operator recommended cluster monitoring on this namespace

XANEIIE Namespace © R Fi%E openshift.io/cluster-monitoring: "true” I1%:, B
BIXANET, LAARERE 2R EY openshift-operators-redhat #3422,

¥ stable-5.x £ BHHE,

£— Update HEAESRRS -

e Automatic SKB&fU1F Operator Lifecycle Manager (OLM) 7E& R A= BT B 5B #H
Operator,

e Manual EKEEEEHEE L EIEM A P L Operator B#.

. = Install,

. BT tI#:E] Operators - Installed Operators T34 1E OpenShift Elasticsearch Operator B.#

TR

. % OpenShift Elasticsearch Operator ZEFi B W H A #FIH, 1F Status 5y Succeeded,

Hth BHR

o I H OperatorHub B Operator

o INRAN{FERENIAW Elasticsearch BETERE, 1HMIBR R 5 A BIZE 4
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4.3. TEFHES
IR LI G SR AREE, RFas BN T FRY Operator BIE 2 [AIBIMLZS R E,

4.4. {F 8 CLI Z2%: RED HAT OPENSHIFT Y LOGGING FX%%;

& BT LUEF Red Hat OpenShift Service on AWS CLI %24 OpenShift Elasticsearch #1 Red Hat
OpenShift Logging Operator,

FeREH
o M{REH Elasticsearch FTEHFAMEEE, FEE Elasticsearch T REFTEBCSHEHES.

NRFAMEBRATFHFALEE, EAEERRIKHE, X1E LocalVolume X §
i) volumeMode: block i, Elasticsearch TiE{FARIAILE,

Elasticsearch R NFHERN ARF. BILERT, RedHat OpenShift Service on AWS 4=
/N Elasticsearch 77 R, RFIERFRE N 16 GB, £ AWS = t, #HEM—2H Red Hat
OpenShift Service FIRE& B BWHINFEERFHIZ1T Elasticsearch, fAREEIS Elasticsearch
HXMAERH, EEBEFRRINES Elasticsearch T, MASEINIE T R ELMAE,

WAz
fEF CLI &% OpenShift Elasticsearch Operator #1 Red Hat OpenShift Logging Operator :

1. 75 OpenShift Elasticsearch Operator f|E &4 Z2|H],

a. 5 OpenShift Elasticsearch Operator | E—Np& 22 [A X R YAML X (5140 eo-
namespace.yaml) :

apiVersion: vi
kind: Namespace
metadata:
name: openshift-operators-redhat ﬂ
annotations:
openshift.io/node-selector: "™
labels:
openshift.io/cluster-monitoring: "true"

Q RIEEE openshift-operators-redhat e8 222 6], 5 7 BALERIBESEHR (metrics)
22, IERIZHF Prometheus Cluster Monitoring HEFZBC & 4 M openshift-operators-
redhat % 22 (6] RIZEXIEIRELHE, A ZM openshift-operators fp 4 22 6] H12
EY, openshift-operators #p#4 22 [A|AJBE L & #t X Operator, XL Operator FE{E
£, HrABERKXMEMES ROSA IBIMERBIIENS, MMSBURZE,

Q FR&, BIRBAIRIEEIZING, LGRS ILZIRIX openshift-operators-
redhat a4 22 [H],
b. Al ZeH :

I $ oc create -f <file-name>.yaml

30
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f5gn -
I $ oc create -f eo-namespace.yam!

2. 7 Red Hat OpenShift Logging Operator Qi & 22 A :

a. 7 Red Hat OpenShift Logging Operator I —Mp& Z2[AXT R YAML X4 (5140, olo-
namespace.yaml)

apiVersion: vi
kind: Namespace
metadata:
name: openshift-logging
annotations:
openshift.io/node-selector: "™
labels:
openshift.io/cluster-monitoring: "true"

b. A& ZEE :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f olo-namespace.yaml

3. @i AL TN Rk ZR %L OpenShift Elasticsearch Operator:

a. 77 OpenShift Elasticsearch Operator | Operator Group ¥/ & YAML X ({5140 eo-
og.yaml) :

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: openshift-operators-redhat
namespace: openshift-operators-redhat ﬂ

spec: {}

Q 1RT3E 7E openshift-operators-redhat &34 22 4],

b. fl|# Operator Group X & :
I $ oc create -f <file-name>.yaml
40 -
I $ oc create -f eo-og.yaml

c. f— Subscription ¥f & YAML X ({40 eo-sub.yaml) 3EiT [ OpenShift
Elasticsearch Operator B#n £ Z2[H],

B
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apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: "elasticsearch-operator"”
namespace: "openshift-operators-redhat" ﬂ
spec:
channel: "stable-5.5" g
installPlanApproval: "Automatic” 6
source: "redhat-operators” ﬂ
sourceNamespace: "openshift-marketplace”
name: "elasticsearch-operator"”

R ¥ETE openshift-operators-redhat 54 22|,
{57 stable, =X stable-5.<x> fE /&, 1ES LU TER,

Automatic 7o1F Operator Lifecycle Manager (OLM) A #hR Ao A B shE#H
Operator, Manual 3k E55E L ZIFBIFA - #t# Operator E#.

157 redhat-operators, HIEREHI Red Hat OpenShift Service on AWS 5EE¥ R EE7E %
FRRIZEH (AR HBTFFEENER) , IFIBERE Operator Lifecycle Manager (OLM)
B ]2 CatalogSource X REEFR,

o 009

p= Y=
15 7E stable RERHTEERANLFIMA, FERT A installPlanApproval:

"Automatic" # stable & B 511% Operator 7B R HITEE AR K 1T
A,

57E stable-5.<x> RREREFRANHFURRAE, FERATE
installPlanApproval: "Automatic" & stable-5.<x> RTEEF A x IEEME
hix 4~ B 2/14% Operator F2 B RFTHIFE E R MR A,

d. BIBITHINE :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f eo-sub.yaml

OpenShift Elasticsearch Operator £ %%< %l openshift-operators-redhat fp & Z2[f], 35
HEREFMENIE,

e. J4iF Operator 24§ :
I $ oc get csv --all-namespaces
i Bl

NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
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default elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.5.0-202007012112.p0 Succeeded
kube-node-lease elasticsearch-operator.5.5.0-202007012112.p0
OpenShift Elasticsearch Operator 5.5.0-202007012112.p0 Succeeded
kube-public elasticsearch-operator.5.5.0-202007012112.p0
OpenShift Elasticsearch Operator 5.5.0-202007012112.p0 Succeeded
kube-system elasticsearch-operator.5.5.0-202007012112.p0
OpenShift Elasticsearch Operator 5.5.0-202007012112.p0 Succeeded
openshift-apiserver-operator elasticsearch-operator.5.5.0-
202007012112.p0 OpenShift Elasticsearch Operator 5.5.0-202007012112.p0
Succeeded

openshift-apiserver elasticsearch-operator.5.5.0-202007012112.p0
OpenShift Elasticsearch Operator 5.5.0-202007012112.p0 Succeeded
openshift-authentication-operator elasticsearch-operator.5.5.0-
202007012112.p0 OpenShift Elasticsearch Operator 5.5.0-202007012112.p0
Succeeded

openshift-authentication elasticsearch-operator.5.5.0-
202007012112.p0 OpenShift Elasticsearch Operator 5.5.0-202007012112.p0
Succeeded

BT 2 E hE R 1% A — 1 OpenShift Elasticsearch Operator, IRASARESFIRAR,
4. @I OB TN RFELE Red Hat OpenShift Logging Operator :

a. M Red Hat OpenShift Logging Operator fil|# Operator Group %% YAML 3 (#0 olo-
og.yaml) :

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: cluster-logging

namespace: openshift-logging ﬂ
spec:

targetNamespaces:

- openshift-logging g

w,ﬂilz\ﬁﬁi?‘é‘i openshift-logging %% 22 ],

b. fl|& OperatorGroup X & :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f olo-og.yaml

c. BIB—/MTHXR YAML 32 (120 olo-sub.yaml) 31T % Red Hat OpenShift Logging
Operator BJan 8 Z2[A],

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:

name: cluster-logging
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namespace: openshift-logging ﬂ
spec:
channel: "stable"
name: cluster-logging
source: redhat-operators
sourceNamespace: openshift-marketplace

1RT38 7E openshift-logging f & 22 (A,

}57E stable, =X stable-5.<x> {E &,

-

157 redhat-operators, #15% Red Hat OpenShift Service on AWS SR 225 1E Z R
“heh (AN TEEMIERE) |, 1EHEERLE Operator Lifecycle Manager (OLM)E ]
£ CatalogSource X REIL TR,

I $ oc create -f <file-name>.yaml
fign -
I $ oc create -f olo-sub.yaml
Red Hat OpenShift Logging Operator B &% %l openshift-logging 4 22 [A] A,
d. %iE Operator &%,
openshift-logging @& 22 i F11/1% 8 —4 Red Hat OpenShift Logging Operator, hRAS ]

BES TR,

I $ oc get csv -n openshift-logging

i o Bl
NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
openshift-logging clusterlogging.5.1.0-202007012112.p0

OpenShift Logging 5.1.0-202007012112.p0 Succeeded

5. fll& OpenShift Logging £l :
a. / Red Hat OpenShift Logging Operator |25 HI%I 5 YAML X4 (40 olo-
instance.yaml) :
p= Y=
LEEKIA OpenShift Logging EBEB RN Z AT A X FF&MINE, SHEXALFIERE

BEIDKRFROAMHMED, LT B XEN OpenShift Logging SREHHITIE
WHIME R

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

34
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name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed" 9
logStore:
type: "elasticsearch" e
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3 9
storage:
storageClassName: "<storage-class-name>" G
size: 200G
resources: ﬂ
limits:
memory: "16Gi"
requests:
memory: "16Gi"
proxy: 6
resources:
limits:
memory: 256Mi
requests:
memory: 256Mi
redundancyPolicy: "SingleRedundancy
visualization:
type: "kibana"
kibana:
replicas: 1
collection:
logs:
type: "fluentd" @
fluentd: {}

ZFRAJE instance,

OpenShift Logging BEER S, E—LHIERT, WMRZERT OpenShift Logging HIEK
INME, MSFSHIZESN Unmanaged, B2, EZEREFEWEH, EF
OpenShift Logging EFIZ NZERESNIE, MHEEHFETZERSTRERFEEFTH
HFMERE IR E

FAFEZ& Elasticsearch BB, BEFEEFENTR (CR) , BalEiEN HEHIK
BE AN A METF R

87 Elasticsearch MNIZREENARRNIEKE, #HA—NEHAG A EA : B
(w). NEF(h/H). DB m)FIR, B, 7d KK 7 X, EFAI#B1T maxAge WIEAES
wWikR, B hENEEREE—NMRBREE, SNASNZIRGIE Elasticsearch 3R
5,

187 Elasticsearch 1 REVHE, HSHILIIREENEE,
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6 ) Elasticsearch FEHIAVIB EERN G NWIREGEREMERE, 1HEEQEREENE
B2, MRBEREEMZE, Red Hat OpenShift Service on AWS R&fE RIS 77 f5ER

RIEFEEIEE Elasticsearch B9 CPU F1AEE K, MIRXL(EEH, N OpenShift
Elasticsearch Operator RIXERINE, EIINBUBHRASHEMENFTE. NFEHKH
BAINME S 16Gi, CPUEXRN 1,

@ IRIEFEZIEE Elasticsearch REEHY CPU MIRFIEK, MNRXLEBEH, N OpenShift
Elasticsearch Operator KX EIRIME, EIINEUHERSHBENEE. RFIHKH
BRIME Sy 256Mi, CPU i KE9BRIAME S 100m,

FAFEE Kibana BOiX &, @it {#EA CR, EelLIY B Kibana EEIMTRME, FHH
Kibana Pod fit & CPU f1NF. MEEZER, ESHEBEAETMIETE,

FFBE Fluentd BIiXE, @I {FA CR, EALIEE Fluentd CPU MIRERE, NE
BZER, ESECE Fluentd,

Elasticsearch control plane 11 RIERABE N =D, NRTIBEKRTF 3
nodeCount, Red Hat OpenShift Service on AWS & BB =4 Master #
7 s M Elasticsearch 7 s, B& master, client #1data fifa, H&R
Elasticsearch "7 s OIEE N "(NEIR " =, fEH client #1 data A, control
plane TT RPUTEESCHEVIRME, MOESMIRERE. 9/ DEMRERT =
BB REED R, HHITEHIBBHEXMIEIE, 0 CRUD, BRMRESE, 5
BIBEXNRIEEERAKRE /O, WEMCPU, FSHEITIEXLER, HEY
BT AL RN 2 BUE T =,

40, 03R nodeCount =4, NAIELMU TR :

I $ oc get deployment

i~ B
cluster-logging-operator 11 1 1 18h
elasticsearch-cd-x6kdekli-1  1/1 1 0 6mb4s
elasticsearch-cdm-x6kdekli-1  1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 1/1 1 0 6m49s
elasticsearch-cdm-x6kdekli-3  1/1 1 0 6mdds

RE| BRI ED FHESE T Elasticsearch #E T 9% B,

b. BIEESH :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f olo-instance.yaml

X0 logging F R4, Elasticsearch B E X FRA M4 LUK Kibana #0,

6. @it FIH openshift-logging T H FH pod EXIE LR,
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% F Logging subsystem BZE{4, REAZ 4 pod, KEFLUTFIX :
I $ oc get pods -n openshift-logging
it

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-66f77ffccb-ppzbg 1/1 Running 0 7m
elasticsearch-cdm-ftuhduuw-1-ffc4b9566-g6bhp 2/2  Running 0 2m40s
elasticsearch-cdm-ftuhduuw-2-7b4994dbfc-rd2gc 2/2 Running 0 2m36s

elasticsearch-cdm-ftuhduuw-3-84b5ff7ff8-ggnm2 2/2  Running 0 2m4s
collector-587vb 1/1 Running 0 2m26s
collector-7mpb9 1/1 Running 0 2m30s
collector-flmgj 1/1 Running 0 2m33s
collector-gnérn 1/1 Running 0 2m26s
collector-nigh6 1/1 Running 0 2m30s
collector-snpkt 1/1 Running 0 2m28s
kibana-d6d5668c5-rppgm 2/2  Running 0 2m39s

4.5. RRENES
I RIEBIR L R BRI IRE, R 1FEE BRITRF R Operator BN H 2 BRI 7 &

4.5.1. |2 AL FRE R S0 B B R R E

LM SR TR RIS EMSIREE, MREXME, BRI IFEE OpenShift Logging BRER
Operator B93i B [AI BRI 4% R £,

24 FRE = FE LA F AR E A pod SRS Z AIIMLERE, logging F%%4i1E openshift-operators-
redhat Tl § F&4% OpenShift E/ast/csearch Operator, F+7E openshift-logging i B %% Red Hat
OpenShift Logging Operator. Rt &S VFXHNTIE Z AR E.

Red Hat OpenShift Service on AWS /%% #&E{4 (OpenShift SDN #1 OVN-Kubernetes)i2#t T M2 5
B, X MNMRHTE B SL e & Fh R 4% B S 2R B

OpenShift SDN B =fE =, :

P4 S

XERMARER, MRZEE R, SRATMERE, AR, WRAFEXLTRE, eil@%%
B4mAERE, REERMEIN, LIRTRIVBAETRVIEFZTHNA, Bit, EXRERE
PAHFEMN—N S BRICFERNTE HOE S —DMERRE.

i
WEXAFABERE. EREGILRMEARE, THERF.

OVN-Kubernetes 1824 {# FARZL 5kBE. E L, 5 OpenShift SDN —iF, EAIECEREE, UAIFREM
_/l\'—___}'E/L.\*E*E’JIﬁEHjDEIJj‘J_/\IﬁEo

it 3
o MRMELIZMF, (multitenant) B FE A OpenShift SDN, HEMAXHANTE, B0

I $ oc adm pod-network join-projects --to=openshift-operators-redhat openshift-logging
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o T, *FRLKEMERM OpenShift SDN LUK OVN-Kubernetes, iEHATLLTIRIE :

a. 7f openshift-operators-redhat &y 22 (5] Ri% ERE, 40 -
I $ oc label namespace openshift-operators-redhat project=openshift-operators-redhat

b. 1E openshift-logging 3% 22 [A| AR — ML RIS R, ©R1FM openshift-operators-
redhat. openshift-monitoring #1 openshift-ingress 1ii B B A i 5ii £ £l openshift-logging
TR, fig -

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-openshift-monitoring-ingress-operators-redhat
spec:
ingress:
- from:
- podSelector: {}
- from:
- namespaceSelector:
matchLabels:
project: "openshift-operators-redhat”
- from:
- namespaceSelector:
matchLabels:
name: "openshift-monitoring"
- from:
- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: ingress
podSelector: {}
policyTypes:
- Ingress

Hith BHR
o XTRILSERME
® XF OpenShift SDN BRIA CNI FLE LN S

® X TF OVN-Kubernetes Bki\ Container Network Interface (CNI) R4 R
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https://docs.openshift.com/container-platform/latest/networking/network_policy/about-network-policy.html
https://docs.openshift.com/container-platform/latest/networking/openshift_sdn/about-openshift-sdn.html
https://docs.openshift.com/container-platform/latest/networking/ovn_kubernetes_network_provider/about-ovn-kubernetes.html

B5EEFATILE

5% BHAKILK

AWMMHBEICRFRIEN « RIRAEH(Cy.2)MEREEH(S.y).

5.1 R AZAThR A B#T

INRIEMEA Automatic update approval £ Z 4% logging FX_4t Operator, f&H) Operator & B3I
RIRAERHT, BRFETHERFEFS R,

R EA Manual update #t#1%E11%24% logging F%4% Operator, MAFIHAERMAERT., WESR
ZER, FSH Fohtt #EFLER Operator B,

5.2. EXITHRAEH
WFERAES, EBARR—LEFHSE,

BREREHNRAMIZFER, HSMH OpenShift Operator 4 frEHA,

5.3. #2 CLUSTER LOGGING OPERATOR LU R4 p 44 28 4]
EBFICE 5.7 #MIHARA, Cluster Logging Operator R 11 openshift-logging & 2], NREH

2 Cluster Logging Operator I IEBERRIFTAE M A LR, B EHERE Operator, EAILATERLLT
SEETHBR B R ICRASMER FEHEE Operator,

FRFM

e B% %k OpenShift CLI(0C).

o HEHENNR.

it =
FTELT 4 SRAMBRTT B

$ oc -n openshift-logging delete subscription <subscription>

FTLA T 6p 43 KPR Operator 4H :

$ oc -n openshift-logging delete operatorgroup <operator_group_name>

FTULT a5 SRMBREREAR S5 AR A (CSV) :

$ oc delete clusterserviceversion cluster-logging.<version>

4. BB"REAKICK " XHEEHERF Cluster Logging Operator,

e (&7 OperatorGroup TIRHH targetNamespaces FEREE AN FHEKINEBE NEFFSH,
ZMEX— R, HEITUTaSHFRERL

I $ oc get operatorgroup <operator_group_name> -0 yaml|
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https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/operators/#olm-approving-pending-upgrade_olm-upgrading-operators
https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic
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it Bl

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: openshift-logging-f52cn
namespace: openshift-logging
spec:
upgradeStrategy: Default
status:
namespaces:

#...

5.4. E#1 CLUSTER LOGGING OPERATOR

4% Cluster Logging Operator BT EHBIEIRAE, HBIEN Operator 1T B BEHTIIE,

SR

o B &% Red Hat OpenShift Logging Operator,
o BEEANR,

o RALLiJ A Red Hat OpenShift Service on AWS Web #2%l%&, F7&%& Administrator #1H,

it =

1. 5fnZE Operators - Installed Operators,

2. %$¥ openshift-logging T8,
3. = Red Hat OpenShift Logging Operator,

4. =) Subscription, 1 Subscription details 84>, = Update channel ###%, RIBEHIYFIEHT
M8, XHEEXATIEER stable 2k stable-5.y,

5. 7£ Change Subscription Update Channel O, EFRFMWERAEFINE stable-5.y, &
[E /= Save, i&EXR cluster-logging.v5.y.z iR &,

1. F&LWEN, SAE = Operators - Installed Operators, %iiiE Red Hat OpenShift Logging
Operator R A S S &#H# cluster-logging.v5.y.z iR A PLEL,

2. 7E Operators - Installed Operators TIE A, FfF Status FEIRkE Succeeded,

5.5. B3 LOKI OPERATOR

Z5F Loki Operator BT E— MBI EMA, EER Operator 1] BB HIHE,

FoRFM

e B%&E Loki Operator,
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it =

B5EEFATILE

BEEANR,

& BT LU 1A Red Hat OpenShift Service on AWS Web #6&, FH7 & Administrator #1A,

. 5%l Operators - Installed Operators.
. ¥ openshift-operators-redhat T H.
. = Loki Operator,

. & Subscription, E Subscription details &84, s Update channel ###%, RIBEHIYFIEHT

M8, X HEEXATIEER stable 2k stable-5.y,

. 1£ Change Subscription Update Channel O, EFRITHEMAEHIIE stable-5.y, A

[ /= Save, i&EX loki-operator.v5.y.z iR &,

. ERNME, RS = Operators — Installed Operators, %iiE Loki Operator i A2 &5 &

loki-operator.v5.y.z hiR A& [T g,

. 1 Operators — Installed Operators TIE Y, % Status FE&IkE Succeeded,

5.6. 31 OPENSHIFT ELASTICSEARCH OPERATOR

E % OpenShift Elasticsearch Operator BHZE HRIRA, EHAUSHIT A,

B H&ICEMA 5.4.3 #2, OpenShift Elasticsearch Operator B#F M, ITRIEUEHNAE
IThRA PR, IIENELTIATERBRPRET XN IENEREREEENE, E
XDNTHEEN A B RGO, FEHMER, @A LAER Loki Operator #£ OpenShift
Elasticsearch Operator WER A RKEEEINBEEZME,

FRFM

o HNRIEMEH Elasticsearch fENBINBEENME, H Kibana fE75 Ul, 1ETEE#T Cluster Logging

Operator AIE H OpenShift Elasticsearch Operator,

BF

INRIE LRI B #7 Operator, ] Kibana A& #7, FHEAXME Kibana
BEXHIR (CR), EfFRXAM, MR Red Hat OpenShift Logging Operator
pod. ¥ Red Hat OpenShift Logging Operator pod EHERER!, ©AOIEE
Kibana CR #1 Kibana B X 7] F,

e Logging & FRERE :

o A pod &L F ready K.
o Elasticsearch &8 FEBEIR A,

IR Elasticsearch #1 Kibana #UEE &5
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https://www.elastic.co/guide/en/elasticsearch/reference/current/snapshot-restore.html
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it =

42

BEEANR,

IRERET OpenShift CLI (oc)#H TS TR,

. 7E Red Hat Hybrid Cloud %15/, = Operators - Installed Operators,
. ¥ openshift-operators-redhat T H.

.} OpenShift Elasticsearch Operator,

. 5 Subscription - Channel,

. 1£ Change Subscription Update Channel O, %% stable-5.y # = Save, I &

elasticsearch-operator.v5.y.z hfi &,

. FEFLPEN, A= Operators - Installed Operators, i OpenShift Elasticsearch

Operator R A EE S &## elasticsearch-operator.v5.y.z iR A& CEL,

. 1 Operators — Installed Operators TIEH, % Status FE&IkE Succeeded,

AT oS HFEERE, XIEFTA Elasticsearch pod BIR S 2 7 Ready :

I $ oc get pod -n openshift-logging --selector component=elasticsearch
i Bl

NAME READY STATUS RESTARTS AGE

elasticsearch-cdm-1pbrl44l-1-55b7546f4c-mshhk 2/2  Running 0 31m
elasticsearch-cdm-1pbrl441-2-5c6d87589f-gx5hk 2/2  Running 0 30m
elasticsearch-cdm-1pbrl441-3-88df5d47-m45jc  2/2 Running 0 29m

. I AL TS HE B RISIF Elasticsearch £EEREE2EF N & -

$ oc exec -n openshift-logging -c elasticsearch elasticsearch-cdm-1pbrl44I-1-55b7546f4c-
mshhk -- health

it Bl

{

"cluster_name" : "elasticsearch”,
"status" : "green",

}

. B ALL TS H B B H SkRISIF Elasticsearch cron R 2 B0 -

I $ oc project openshift-logging

I $ oc get cronjob



B5EEFATILE

Ll N |
NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app  */15**** False 0 <none> 56s
elasticsearch-im-audit */15**** False 0 <none> 56s
elasticsearch-im-infra */15**** False 0 <none> 56s

4. MALToSHEITEEEFHEEEEMEEBMRA, FERS B%BH
I $ oc exec -c elasticsearch <any_es_pod_in_the_cluster> -- indices

Uk R B S 4E app-00000x. infra-00000x. audit-00000x. .security 3&3| :

Bl 5.1. AL ERETRE B% =6
Tue Jun 30 14:30:54 UTC 2020
health status index uuid pri rep
docs.count docs.deleted store.size pri.store.size
green open infra-000008
bnBvUFEXTWi92z3zWAzieQ 31 222195 0 289 144

green open infra-000004 rtDSzogsSI6saisSK7Au1Q
31 226717 0 297 148

green open infra-000012

RSf_kUwDSR2xEuKRZMPqZQ 31 227623 0 295 147

green open .kibana_7 1SJdCqlZTPWIIAaOUd78yg
11 4 0 0 0

green open infra-000010

iXwL3bnqTuGEABbUDa6OVw 3 1 248368 0 317 158

green open infra-000009

YN9ESULWSNaxWeeNvOsORA 3 1 258799 0 337 168

green open infra-000014

YPOUBR7FQ_GVQVQZ6Yh9lg 31 223788 0 292 146

green open infra-000015

JRBbABEmMSMqgK5X40df9HbQ 3 1 224371 0 291 145

green open .orphaned.2020.06.30

n_xQC2dWQzConkvQqei3YA 31 9 0 0 0

green open infra-000007

IIkkAVSzSOmosWTSAJM_hg 31 228584 0 296 148

green open infra-000005

d9BoGQdiQASsS3BBFm2iRA 3 1 227987 0 297 148

green open infra-000003 1-
goREK1QUKIQPAIVKWVaQ 31 226719 0 295 147

green open .security zeT65uUOuURTKZMjg_bbUc1g
11 5 0 0 0

green open .kibana-377444158_kubeadmin wvMhDwJkR-
mRZQO84K0guQ 31 1 0 0 0

green open infra-000006 5H-
KBSXGQKiO7hdapDE23g 31 226676 0 295 147

green open infra-000001 eH53BQ-
bSxSWR5xYZB6IVg 3 1 341800 0 443 220

green open .kibana-6

RVp7TemSSemGJcsSUmuf3A 1 1 4 0 0 0

green open infra-000011

J7XWBauWSTe0jnzX02fU6A 3 1 226100 0 293 146

green open app-000001
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green open infra-000016

m9c1iRLIStWSF1GopaRyCg 3 1 13685 0 19 9

green open infra-000002 Hz6WVINtTvKcQzw-
ewmbYg 31 228994 0 296 148

green open infra-000013 KRIMMFUpQI-
jraYtanylGw 31 228166 0 298 148

green open audit-000001

axSAFfONQDmKwatkjPXdtw 3 1 103186 0 126 57
eERqLALMQOIQDFES1LBATQ 31 0 0 0 0

5. IAUTHSHEEHL, RIEATITMEIERSEEREEMBIRA

I $ oc get kibana kibana -o json

"type": "
}
}
]

{
}

KirtfmERE 22 E8H ready SR 5 Kibana Pod :
"lastTransitionTime": "2020-06-30T14:11:07Z",
"reason": "ContainerCreating",

"deployment": "kibana",
"pods": {

fll 5.2. #H AL Kibana pod B =< HI
[
{
"clusterCondition": {
"kibana-5fdd766ffd-nb2jj": [
{
"lastTransitionTime": "2020-06-30T14:11:07Z",
"reason": "ContainerCreating",

"status": "True",

"status": "True",

lltypell: nn

"failed": [],

"notReady": []

"ready": []

1

"replicaSets": [

"kibana-5fdd766ffd"

],

"replicas": 1

}

]
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BeE=AY{LAR

% 6 52 H T%J.Al:: E T

6.1. X FHEEM 1L
IR DARIEER B B B AR AR, 1E Red Hat OpenShift Service on AWS Web 1#2#£& 3% Kibana Web

ZHIE R BB B AR, Kibana #2248 ° AT ElasticSearch H&Ffi#, Red Hat OpenShift
Service on AWS Web #2#l& AT F ElasticSearch B & %8k LokiStack.

% E,E
Kibana Web #HIBIIEFA, T RELUEHIEBICFZIThRA A HER.

6.1l AEERREMBEXR

J\ Iﬁ E IL;\/_~E Agklj\lj_] Be, _.I-?IEE1 EBEE’J E =N EIjJ BEo /g:_.”’J\ﬁFH OpenShlft CLI (OC)*D Web ?"”trF'JL‘
EESMETRMNAE, M. EHM pod,

N
Figin BERRMEERLE, 1HRE logging FR5%, logging T4 Red Hat OpenShift Service on
AWS EEFIRMERE (T RRGEHITEE. NARFAHFREAEMNEMENBER) REVNTHARER

iR, fAE, MEPTLLEIT Kibana #2HIB 3 Red Hat OpenShift Service on AWS Web 2l & % ifl. ﬁf)uﬂ]
M LB B ERIE, FTOREAJELERIN logging FR4: B EEE.

6.111. AR RA®R
’/fg:_.”«J\E {flrSt OC} 1 web ?W%JAEF'%E%*EF Iﬁﬂ’] B& o HEMH /L.\E’JJ:ﬁB_E;EJ: l}\"‘HXo

FERFH
e ijj[A] {first-oc},

miE (VD)

1. 7£ Red Hat OpenShift Service on AWS & H, S:fiEl Workloads —» Pods, ZN@EidEEHE
B FIR S ME pod,

LR (WEE) REBEEZIEMN pod, FEXMIERT, E0ILETRHY
Details TTE A% E Logs #5#,

2. NTFHIREFREFE—IIE,
3. RIBEPHER pod 9B,

4. = Logs,

WAz (CLI)
o HEKIE pod WHK :
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I $ oc logs -f <pod_name> -c <container_name>

Hep:

-f
 BERMEESEEEEIATFINNE,
<pod_name>
187 pod IR,
<container_name>
A% IEERBMET. L pod EESNBEN, BRIIEERRAM.

a0 -

I $ oc logs ruby-58cd97df55-mww7r

I $ oc logs -f ruby-57f7f4855b-znl92 -c ruby

BHRMBEXHRE,

L ﬁgﬁiﬁl@ﬁg E o -
I $ oc logs <object_type>/<resource_name> ﬂ

© EEVRARAEN.

flan :
I $ oc logs deployment/ruby

BHMBEXHRE,

EEERNFR

OpenShift Cluster Manager Hybrid Cloud Console 8 Logging/Elasticsearch Nodes #I Openshift
Logging {X{RMR B EH X Elasticsearch S5 LA K B FBA L FN2 W] BIRY FL 4 Elasticsearch 17 sEYIEAHME

/BN o

OpenShift Logging {{FXIREE chart, FEEEJ LR Elasticsearch SLBIRIENE, SIEEEFTIR. Dl
O, &R F# Fluentd 5iits

Logging/Elasticsearch Nodes {{&RMR B & charts, L7 Elasticsearch SEFIRFEE, REET R0,
SFERL DR, HREFR.

6.2.1. 7/i[A] Elasticsearch #1 OpenShift Logging {4k

&\ LAFE OpenShift Cluster Manager Hybrid Cloud Console & Logging/Elasticsearch Nodes #]
OpenShift Logging 134K,

it =
EEH YRR -
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https://console.redhat.com/openshift
https://console.redhat.com/openshift

EeEA{LAR
1. 7£ Red Hat OpenShift Service on AWS Red Hat Hybrid Cloud Console #, s Observe -
Dashboards,
2. 1£ Dashboards TIE A, M Dashboard 3 H /%5 Logging/Elasticsearch Nodes 5%
OpenShift Logging.
%fF Logging/Elasticsearch Nodes {Y{3RHR, A LUEFEEEFR Elasticsearch 7T RIFXEH
TRER
i & B REMBIERR, TRENMBIEER,
3. @j% : M Time Range #1 Refresh Interval 3z 5. fh % £ R BB (] SE 3k B RS RIFTEE.

BXRURBRERMER, ESH XF OpenShift Logging {¥5&#k # % TF Logging/Elastisearch Nodes 1%
=Ko

6.2.2. %F OpenShift Logging 1{ 3R

OpenShift Logging [XHRIREE chart, FIEREFI LR Elasticsearch SLBIRHNE, BT IZRIFITIHEA A
Elmo

3 6.1. OpenShift Logging chart

1N ik
Elastic £EIRE L HIAY Elasticsearch AT :

® ONLINE - &7R Elasticsearch SEfI1E4,

® OFFLINE - 3R7 Elasticsearch SEfI B 4E,

T R Elasticsearch S5l #p# Elasticsearch T sE 88,
Elastic 2k Elasticsearch S5l B Elasticsearch 43 F 89548,
Elastic 3044 Elasticsearch S5l #p i Elasticsearch A% 548,
T BBy SRR IETE AT Elasticsearch &5 |8 SR AL 22 H],

Elastic fRFALIERIESS Elasticsearch HRSEABIER /S, M*KEIC/E, R

SlRRE. 2K DESH D K KW,

Elastic JVM GC i [a] JVM TEE BT Elasticsearch 1% BRI /EFTERY
ENIEI
Elastic JVM GC & JVM B HATE AR HR BB
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=178

Elastic Query/Fetch Latency Sum

Elastic &=

CPU

E# M Elastic JVM Heap

Elasticsearch L {HEAE

158 P AR B ST A4 ek

Fluentd emit #1=

Fluentd 2% % {#

Elastic rx T

Elastic Index Failure Rate

Fluentd i iR =R

® Query latency:Elasticsearch 2R EHHITHY
I ],

o JREVIEIR : B Elasticsearch R E M
R REIRRENE-E R

IREREE R BN A @ B L B EE IR B R, A SRAMEREE R

frepgm, NAREE, BERERERE, ET
BIFSHROKREIT K,

1 Elasticsearch 17 mE#¥ Elasticsearch SEHIHAT

B E S,

Elasticsearch. Fluentd #[ Kibana /) CPU #=,
RBRTE&NHER CPU BE,

BB JVM R, E—MERIERS, DR
B JVM L LR AT EE BR8P 7.

Elasticsearch L) A F & Elasticsearch 17 s B S B
'J'UIEJ
08 A o

Elasticsearch. Fluentd #[I Kibana {58 FA B9 32 {4 3k 7T
BB

Fluentd BRIAKTHH BB Fluentd SHE R, LIREIA
I E TS

BT Fluentd 2 HIE O Lt, TEEAARERT
Fluentd LA BB E EH =,

Elasticsearch 128 FluentD. Elasticsearch 77 s=#l
HeRNFT B,

Elasticsearch 33| KM B ERE, BERERERTE
5| sy Y 2 ] R

FluentD Joi%&%itH B SR &M EORE.

6.2.3. Logging/Elasticsearch 7 s {Y KR _EHIE xR

Logging/Elasticsearch Nodes (&R & & charts, 7R Elasticsearch SLBIFHE (REET Rk

A, LU T — 520,

Elasticsearch }R7&

Logging/Elasticsearch Nodes {{&R#R B & H X Elasticsearch SEHMKEHILLT E &K,
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K 6.2. Elasticsearch IR AF

&t ik

£RRE TERTIERT (A ER NP SEBEERRIR S, fHF Elasticsearch
ofa, HEMABREK:

e 0 - X7 Elasticsearch £ FEEEBIRE,
XEKRESIBTHRESH.

® 1- 37K Elasticsearch LB FEABIRE, X
BEREED—NDRNEIARD FARED
fic.

® 2 -7k Elasticsearch SEFI FLABIRE, X
BEREEVIPB—ITED A RERIR,

Sy g E BRI Elasticsearch 7 BUE#,
EHHIET = E B Elasticsearch BT S E,
EHFTELS ERRESFRNHE, XEFWRHERTK, FEER

PAFIFR SRR, PlansREI0IEe. SREIMIERE D /o Ee.
BRMmRREFTITER L2,

Elasticsearch 8 %380 FIREA
B Elasticsearch B R—NHZ N0 FHZHEA, SII2FACEIENELRYT, R3IDHFEW
FRB . THORMEIAD K. YEXEERBINRBIN, SSHREGEEEESRD, HEFFZOHEB
BPEIARP, YFREIHMUIEN, TORNBESWIETE, ERBIEGAPRNXINMNRERENRD, 7
LAER B ek A F I E,
R R AR TFILANRE, BEREBCATEE SRR ERSERh L ENEYS, YD REBHITERINE
BHERES, DR EFEKMN, RSB TEHITIXLEERK, 2FRASFTKN, MRS FEEDKRE. &
Foid. BUBOERSESE, 2 UBEAR2ERN,
2R3 FEZNBR/NIREIERN, FARSIFE, SII2RENYERT. REIDEE—MENR/NN
AHAZE Lucene F3l, B= Lucene IRXHFRE|IEBIBITERKM, Lucene & Elasticsearch {f FARIERRE,
MR FREFIERENKRARE, MMEREREZHEEIR, NREFH R 2L 4 AT M EX B3
12, NaTgEsREAR]H,

% Lucene HUTEIEIRF (INIERIZIE) B, Lucene RARIEHERXREIPMZRS| FEIUTIRE. Hit, &
R BRE S SR RFHEAFREBREERIRLY, RIS i BREBURLSTI R REA EXI,

Logging/Elasticsearch Nodes {{&R#R & & H X Elasticsearch #5149 FHILL T E &K,

5 6.3. Elasticsearch &89 K A& chart
&t ik

KRERD R ERPERNED FNBEND F (HEEIF) L
], MRS HBERM, KEMERALUSIIE,
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=178

ES=Zl A aday

EREMELD

KRRDECDH

Elasticsearch 17 sigtn

sk

SHPNIEFRS FHE, IEERD K RBEENS
b, BEFPEIARAET MRk EHD . £EHE
BEAIEKDH (non-active 0 F) BOSERIA], %
KA B FETR RS R B E IR I AT gE X R A L,

Elasticsearch EFTEM EIF T mEID F#E,
Elasticsearch B FZMNRREEHEM T =, AE—D
TR EREEREDRNT T R FRERE.

KOS FHEE, HTRMFRSIHTT KRN ER
K, Elasticsearch 4 F AIRE% A O EC,

B Elasticsearch " mEEBRNTTR, TRATOEES., UEMARA TR R Elasticsearch Zix il
ITHESSHT, Elasticsearch RFHESALNGI, BRIFELTETRNIE,

Logging/Elasticsearch Nodes {{RIRE Z LT A XL T R FIRERIER, LUK Elasticsearch PAF

hERIESHEBHER,

3K 6.4. Elasticsearch 15 sxigtrE xR

=178

ThreadPool 1£%%

CPUHRZE

NERE

WEAE

B =B

3RBIIER

BRE

BRRIER
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sk

BREFSREERIBIIIREFHEFHE. EE
PR A B9 KRR S5 FTRER RS 7 m BTIRIE R H Ath

(A1,

Ak Elasticsearch T RFEAM CPU 2D ESLE
HASRM CPU HRENBEN L.

A% Elasticsearch T R {F NN EE,

A% Elasticsearch 7 s £ B F3R3 |1 BB TR
T Ze ],

XAYTERRIE Elasticsearch 77 5 L 3RB | BISTER,

TEFRI% Elasticsearch 19 s L3R B | XAAFR AT A], FRB]
ERAZERLERMIFN, 0 IVM Heap RIZFNEE
M, EREBIMRARELFAHTRERETR.

TEFRI% Elasticsearch 19 m LB {THIERIE R E,

TEFfI%E Elasticsearch 17 s £ SE R I8 3R1E SRS A, 18
RIELTTRESZERZRFRMN, EREINARE
Bl EREERE.
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19N 5k

X1t (81EaIE) TFMETERTI% Elasticsearch 77 s _EBY Elasticsearch 3X#%
BE, SREHEESRMTYT R EOEMNEIAD F &
RIS,

STAE T R =R EMDELAFRIE Elasticsearch 17 S M{EMIZRE |9 K &

/M4 Elasticsearch XYM E,

XHEEFHE SBL4E % Elasticsearch 1 R B{EAIZRBI D K REFHF
B Elasticsearch X4 E,

Elasticsearch 7 s fielddata

Fielddata =—" Elasticsearch #1845, BLURBIFERRENEIIR, HREE IVM HEd, BEH
fielddata #JIEFE B 51, AL Elasticsearch &4%7F fielddata 4514, HE/ZFRE| D EREMRHE F
Bf, sHERBRY JVM HEAP REBFATA fielddata %120}, Elasticsearch ALK fielddata 4%
ﬁ,o

Logging/Elasticsearch Nodes {{&R#R B & H X Elasticsearch FEXHIBHILLT E &K,

5K 6.5. Elasticsearch Ti i B BUEEIR

i1 Hah
Fielddata RIEK/N FH F A% Elasticsearch 17 m £ fielddata 221789
JUM H#HE,
Fielddata R MPFI% Elasticsearch 7 s AR fHIBREY fielddata 593K
%
Elasticsearch T R & %7

MRFRE|I P EHEHNHIERENDY, EREBNERRIET AR FINER%REFES%TE, LUME Elasticsearch
EEFH,

Logging/Elasticsearch Nodes {{5ki#R & &% X Elasticsearch T R & & FHILL T B,

5K 6.6. Elasticsearch Ti & A&

=171 ik

BEIREFEKRD BTFERZEENRELE, BTFoEBAFmME
Elasticsearch 1T mBIFFE D H .

BN ENR A% Elasticsearch 17 s ERE AR IXBREE,
B ERT Ffri%t Elasticsearch 17 m _EME IR ERE.
BHREFEERK A% Elasticsearch 7 s £ E R EIAZETF L

51


https://www.elastic.co/guide/en/elasticsearch/reference/6.8/fielddata.html

Red Hat OpenShift Service on AWS 4 Bt

Elasticsearch &3|1%

TEZRBISCAYM), Elasticsearch X EFHEERS| B, XLEHIEHIENYMERST. B

I}, Elasticsearch R EMFE/ NN EBEHEKAMFERR, LULEFTRER, MMRFR5EREFIR,
ﬁIVA FiIRBMEERETHR, MMFRIERMMEREHIRH, H7TFLEXFENR, Elasticsearch 17
& (throttles) MIFREBE BELHAD DA FRE B HENEEMERERE R LIH,

Logging/Elasticsearch Nodes {{&x#R & & H X Elasticsearch F&5| T RHILL T E &K,

* 6.7. &/ HEE

=171 sk
3517 Elasticsearch TEffI% Elasticsearch 17 & L7 %5&B |12
eI AL,
SHTR Elasticsearch fEffi% Elasticsearch TR LT REBE K
& FHERVERYAT AL,

T JVM 5L
Logging/Elasticsearch Nodes (kiR B & LL T A X JVM Heap 2 FHE R,

% 6.8. JVM Heap Ziit %k

&t ik
B A% Elasticsearch 7 S _ESERRY JVM HEZE 2,
GC it# TEFRI% Elasticsearch 79 s b3z {7 B I B R VE £

B, aiRLkEKRE.

GC H[a] JVM TERFI%E Elasticsearch 17 m 32478 3% B iR VEHY
BFlE], | B By 3% [ st 1],

6.3. {1 KIBANA i#47 B &M 1L
SNSR{H A ElasticSearch B, A LUER Kibana 414 R 5 AL 4 60 B R AUR.
{57 Kibana, #57 LU A MOBURIET I THR4E -
o {fiM Discover {73 TTHE5R I Y BiiR.
o {fA Visualize i T-EX #E#1T %R BR.
o {#M Dashboard 172 71 (Il g3 2 & B % LN FHR.
fEFRFHERE Kibana REMMNERE T AXKIGERE, BXEREONESEE, #5M Kbana X4,
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pa -3
HINBERT, #HiFBERTKEMEE AWS Elastlcsearch S5 £ BIPNER Red Hat OpenShift

Service f, B7E Kibana FEFHITHARE, EBI#EMA Log Forwarding API Bo&E A 11
H &/ default % H B EE,

6.3.1. & Y_Kibana %&B|#E=R

RPIEXE LT EEM 5 /LB Elasticsearch 33|, E1E Kibana FIRZRMIN it L EE, EUI0|ERE|=
Eﬁo

FeREH

o A WIEA cluster-admin &, cluster-reader A5 XHNAE, FHEME Kibana FEFE
infra #1 audit 33|, EKiA kubeadmin FA /" BB & E X LEZRE|MIF IR,
INRATLLEE default, kube- 71 openshift- TiE ) pod F1B &, NIRIZ A AT X LEFRE],
A LERUTHRSRE LA 258 EYMNR

I $ oc auth can-i get pods --subresource log -n <project>

fai tH 7 B

I yes

-
BB RT, HiTEEREEMHEE AWS Elasticsearch £ EBIRER Red Hat

OpenShift Service 1, E7E Kibana R EEH ITHZE, ESJFEH Log Forward
AP| BC B f# 5 1T B 8 default % B EE,

o EOIEXBIRAH, Elasticsearch XM IREl, XRBTNTEHR, BE—MHHERHIER
hRRERE/LOH.

iz
7 Kibana I 7E L 3RBIEXFH LB MR

1. 1£ Red Hat OpenShift Service on AWS #HI& 1, = Application Launcher @ FrkfE
Logging.
2. = Management — Index Patterns —» Create index pattern il Kibana &5

o EREX Kibana i, BMAFIIFEOBRRSIEXNTEEEFEHVIEMNERE, B it
—NE ) app HFRBIER, FHEH @timestamp Ff[E| R EEHARAE.

e B admin AP EERE X Kibana I, %/ifE @timestamp [ [R1F ¢ app. infra &l
audit 5| 2R3 &R,

3. M¥FrB9ZRBIER A Kibana 151t

6.3.2. E Kibana I:PKE$E¥EIL,\

R E LATE Kibana web ?"“”rﬁ']"‘q:'ﬁ%%ﬁﬁ,m 1£ Kibana A EF M L EHIEIEN AL, SilBHT K
Y*élE’J/BIQ MFBEZER, 1HSH Kibana X4,
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SeRFH
o WZ% Red Hat OpenShift Logging #1 Elasticsearch Operator,

e Kibana &3 |IERXNINTFTE,

o AFWIEA cluster-admin A, cluster-reader B XHNAEE, FHETE Kibana FEE

iz

infra 1 audit 323/, 2R\ kubeadmin i /7 B8 & &;X L3R 5| MR,
INRATLLEE default. kube- #1 openshift- W B ) pod F1B &, MIRAZ A LA RX LRSI,
A LMFERUTHRSRELRAN 2R A ELNR

I $ oc auth can-i get pods --subresource log -n <project>

i th 7 Bl

I yes

RIAERT, #HiTBETREEMEE AWS Elasticsearch 5245 L BIPIER Red Hat
OpenShift Service A, E7f Kibana M EEHITHE, EJfER Log Forward
AP| BRE{F A 1T B &M default #i HHEE,

£ Kibana #E&EERE :

54

. 7E£ Red Hat OpenShift Service on AWS 12l &H, s Application Launcher @ Fik

Logging.

. [EREAEETE Red Hat OpenShift Service on AWS #2244 BME R EIE B %,

Kibana R mESH I,

. 7£ Kibana #1, s Discover,

. ME LA TR APIEFEEUENGRESIER © app. audit 3k infra,

B AEURE T i (A B,
— N TR BR A 3 AS,

. B JSON Iﬁ'E_u_—.l_\T?"j(ﬁ:E’]EllL.\*

"_id": "YmJmYTBINDKZTRmLTIIMGQtM]E3NmMFIOGUyOWMS3",
" score": null,
"_source": {
"docker": {
"container_id": "f85fa55bbef7bb783f041066be1e7c267a6b88c4603dfce213e32¢c1"
1,

"kubernetes": {

| Bl 6.1, Kibana I ELEEH B 5 4 B b1

" index": "infra-000001",
ll_typell: ll_dOCll’
_version": 1,



"container_name": "registry-server",
"namespace_name": "openshift-marketplace”,
"pod_name": "redhat-marketplace-n64gc",

"container_image": "registry.redhat.io/redhat/redhat-marketplace-index:v4.7",
"container_image_id": "registry.redhat.io/redhat/redhat-marketplace-
index@sha256:65fc0c45aabb95809e376feb065771ecda9e5e59cc8b3024c4545¢168f",

"pod_id": "8f594ea2-c866-4b5c-a1c8-a50756704b2a",
"host": "ip-10-0-182-28.us-east-2.compute.internal”,
"master_url": "https://kubernetes.default.svc",

"namespace_id": "3abab127-7669-4eb3-b9ef-44c04ad68d38",

"namespace_labels": {
"openshift_io/cluster-monitoring": "true"

}

"flat_labels": [

"catalogsource_operators_coreos_com/update=redhat-marketplace"

]
}

"message": "time=\"2020-09-23T20:47:032\" level=info msg=\"serving registry\"

database=/database/index.db port=50051",
"level": "unknown",
"hostname": "ip-10-0-182-28.internal",
"pipeline_metadata": {
"collector": {
"ipaddr4": "10.0.182.28",
"inputname": "fluent-plugin-systemd",
"name": "fluentd",
"received_at": "2020-09-23T20:47:15.007583+00:00",
"version": "1.7.4 1.6.0"

}

2
"@timestamp": "2020-09-23T20:47:03.422465+00:00",

"viag_msg_id": "YmJmY TBINDkiMDMGQIME3NmFIOGUyOWM3",

"openshift": {
"labels": {
"logging": "infra"
}
}
b
"fields": {
"@timestamp": [
"2020-09-23T20:47:03.422Z2"
1,
"pipeline_metadata.collector.received_at": [
"2020-09-23T20:47:15.007Z"

]

|3

"sort": [
1600894023422

]
}

6.3.3. fid & Kibana
& el LU 82X ClusterLogging B i Y HTR(CR) A Kibana I BB E.

BeE=AY{LAR
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6.3.3.1. Bici& CPU fMIRTFBR(E
logging FREGEHSIFRT CPU FIAERR(EFH1TIHEE,

AR

1. %i%E openshift-logging % E #1#) ClusterLogging BE L %R (CR)

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
resources: ﬂ
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: g
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
resources: 6
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
logs:
type: "fluentd"
fluentd:
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resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

RIEEEIETHAEFMEMN CPU MIAFERMERIER, *F Elasticsearch, R iHEEE KA
FOPRHI{E,

@OOREEE B visualizer 57 CPU MR IRIEFIHR,
@ RERZIREESKERN CPUNNERERIFK.

6.3.3.2. N ABRA{MLE T = BiRtE
ALY BIEE B S L 880 pod LU INE M TR M,

it =

1. %i%E openshift-logging % E #1#J ClusterLogging B E X %R (CR)

I $ oc edit ClusterLogging instance

$ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
visualization:
type: "kibana"
kibana:

replicas: 1 ﬂ

ﬂ 87 Kibana 17 SR E.,
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5 7 &= 1/j|n] RED HAT OPENSHIFT SERVICE ON AWS £ EER
XZ O =t
=7 Ell};\

& eI LUEF Red Hat OpenShift Cluster Manager & Red Hat OpenShift Service on AWS (ROSA) & &%
HRS BE. BRSBFFMNET RBESH, MASHEREAMEHRMAENLET AL, BELERER
FRED, wAmsitiprA . ANSHmiREER.

Ao, BRI ROSA EBRINERNILR A, THMNAARBEBERFTEREIF. SNEREMH. N
PR E M E R R E MBI TR,

7.1. 8 OPENSHIFT CLUSTER MANAGER &E&FRSHE

&AL A Red Hat OpenShift Cluster Manager & Red Hat OpenShift Service on AWS (ROSA) & 8%
E’JHE%E I8N0

=55
o ERE ROSA &E,

it

1. SMnE OpenShift Cluster Manager Hybrid Cloud Console Fi%fFIEMEEE,
2. 7EEEB Overview TUEH, #E Cluster history E30 HHIARSS H &,

3. 7 M'F?i;$qﬂji'ﬁh Description 3 Severity it JEEBERS A K. B LB IR R H
?ﬁulﬁmlﬁ B kit — it iiE,

4. T% : & Download history Bl JSON 5 CSV #& R FHEMERMNIRS BE.

//J\\b”%gqéﬁﬂ]ﬂ%%k

& A LM Red Hat OpenShift Service on AWS (ROSA) EEERIIBAIECR A, 44 SR &0 L FHIT
I, ITRB9E P REEER.

i =
1. FME OpenShift Cluster Manager Hybrid Cloud Console FiFEIEREERE,
2. 7£ Support £ _E# Notification contacts T T, s Add notification contact,

3. BIARERINBIECR AR A P &S F il

. A R FRR st iE T 5 BB SR ARV ZLIE ALY R B0 A P ik P AR R

4. = Add contact,

o YWIMEINARITEARAN, BRBIHIMER. A HIITE Support 175 TTHH Notification

contacts Zf 4.

58


https://console.redhat.com/openshift
https://console.redhat.com/openshift

B8EHEAWSERHEPEEREAR

H8EMEAWS ZHIahEERMEAR
AR BIE AWS H051 4 R 2 B 4 B SERE E ,

8L BB ALAMARE

1£ Amazon Web Services (AWS) & A EE X B Red Hat OpenShift Service LB Red Hat OpenShift
Service BIH &,

([} =355
e &4 cluster-logging-operator [ iNZH 4RSS, #FE/EA T Cloudwatch,

% =3
1 EXE|AWS A,
2. EREHEREINXE,
3. 7%E#¥ CloudWatch fR%5.
4. MEFIFES Logs, fAFI%ER Log Groups.

5. EFERRNAEH, ETLUREMINAGRS REIEDSRANEEEEEZNBER. EilZR
MEEItEE, MERELER, 55 Amazon CloudWatch B 18/ .
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£ 9E RERKNE

9.1 £FHAKICKBEENLHIER (CR)
£ 77 Red Hat OpenShift Bgi& &Ik FRYL, BHEZEBE X ClusterLogging B E X HRE(CR).

9.1.1. %F ClusterLogging B & X %R
EHERBEBICTKFRAE, ELEFIEXR ClusterLogging B E X HE(CR),

AXBRBEEERE T A XOESHIEHN CR MU,
PUFRBIERT logging FREHIELE B E VTR,

ClusterLogging BE X iR (CR) =fl

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging" g
spec:
managementState: "Managed" 6
logStore:
type: "elasticsearch" ﬂ
retentionPolicy:
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3
resources:
limits:
memory: 16Gi
requests:
cpu: 500m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy
visualization:
type: "kibana"
kibana:
resources:
limits:
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi
replicas: 1
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collection: G

logs:
type: "fluentd"
fluentd:
resources:
limits:
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi

ﬂ 2 ¥ 2 instance,
9 CR /%3] openshift-logging #4227,

9 Red Hat OpenShift Logging Operator BIRE, HIXEBE N FZEWKE (unmanaged)
if, Operator b FA#E X FFHPRE B R RIREVEHT,

@ OEEHENLE GEREER. TRE HRRIREMRFHEL,
© EIRMEE, SEWRERMBE, L& pod BIFH,
© EFuEBNEE, QERERIRE,

9.2. Bci& B Sk
Red Hat OpenShift 4 logging F%4i{# F Elasticsearch 6(ES) 7 FEE H EHIE.
A LMER A&7 iE, 8 -

® CElasticsearch B HITF %

o HEEMIHNEETRAEHIF, MEEERITEH

o AL ERiJjIA] Elasticsearch #(iE

9.2.1. FH it HE¥K & BB EFE

FINBER T, OpenShift Logging A5 1T HE&EFETE AWS Elasticsearch B&FEBIAER Red Hat
OpenShift Service A, RATLUFHITTEHEAEEILLBEEME, G0, E8LE Kibana A EEE .

ERHITEELERIEIABRER Elasticsearch HEFNE, BIINELE Kibana P EFHITHRE, EBAIEH
Log Forwarding APl

BF

MEB Red Hat OpenShift Service on AWS Elasticsearch BEF RS N HiT BERHR S
FhE. BIEEEL FiTBENRARERE BV MBATEN, HiIKEELNRF.
Red Hat OpenShift B logging FRA & IX LEFSE,

iz
M Log Forward API f 811 H &5 & EIPER Elasticsearch £ :
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1. Bl SmiEE X ClusterLogForwarder CR % 5REY YAML 344 :

o f|E CR LUSFIAE BEE B L ZEEIRER Elasticsearch Z£4l, &8 LIE A 1T B ISR
TERUTRA :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines:
- name: all-to-default
inputRefs:
- infrastructure
- application
- audit
outputRefs:
- default

" B (pipeline) E X fERIEEMEHEAMBEETRE, BilkhHNBEEE L BRI
Elasticsearch SE4,

By MEEEBPEERE=MEENARE : MARRF., EMZREMEFEZ, R
BEEREATREY, XEAERTRBEEHEZK,

o MMREE—NINEH ClusterLogForwarder CR, & EERINEIH 1T B EBEREH A,
BAZEE LB IAFIE, fla0 :

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: elasticsearch-insecure
type: "elasticsearch"
url: http://elasticsearch-insecure.messaging.svc.cluster.local
insecure: true
- name: elasticsearch-secure
type: "elasticsearch"
url: https://elasticsearch-secure.messaging.svc.cluster.local
secret:
name: es-audit
- name: secureforward-offcluster
type: "fluentdForward"
url: https://secureforward.offcluster.com:24224
secret:
name: secureforward
pipelines:
- name: container-logs
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inputRefs:

- application

outputRefs:

- secureforward-offcluster
- name: infra-logs

inputRefs:

- infrastructure

outputRefs:

- elasticsearch-insecure
- name: audit-logs

inputRefs:

- audit

outputRefs:

- elasticsearch-secure

- default @)

ﬂ HEERRAIRLFIN, AR HITEHELIEZEARER Elasticsearch L4,

Hth BHR

o HBX LogForwarding API BIEZ{ER, ESHER Log Forwarding APl 5% HiE,

9.2.2. it & H &R B [H]

A LB REFFH, T8EEBNI Elasticsearch BEFHRE =B ERNZFRSIMIF K« ERZE/H A&,
rFH*ErE/b\*DEF'l—]‘E/b\o

ZRLERB RIS, MFEEN ClusterLogging B E L HIE (CR) AR ENHERIZE maxAge 58, CR
P X LE(E N % Elasticsearch RENAE, TIRE Elasticsearch I HIRALNIFRB I,

INRREI G LU T REZ—TE, Elasticsearch RIRENIFRB|, BIUFIMNERS|IFHAIBRHRE
e 325|BF Elasticsearch CR #HJ rollover.maxAge {E.
o RE|K/NEBITESD L 40GB HE.
o 3RB|H doc MK T E 5 F#FLL 40960 KB BI1E,

Elasticsearch £IREEECE R E RIEMPRIRTIFRE. MREXEHEMEEREBREBR, NRIAE
7 REMERBE S,

AR &M
o WWii%Z %k Red Hat OpenShift #1 OpenShift Elasticsearch Operator 8 logging F % %%,

iz
EE% E IL;\ E\I%IJETJ_ ]‘E—[J .

1. 4@’ ClusterLogging CR, LURINS{EX reservedPolicy 5% :

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"

spec:
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managementState: "Managed"
logStore:
type: "elasticsearch"
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3

ﬂ 187 Elasticsearch NMIZRBENBERBIN A, A —DEEANE AL 0 B(w). DI
(h/H). 28 m)F#, B, 1d KEX—K. FfA#BiT maxAge BB BESWMER. 2RiIAE

AT, BERSRE 7 X,

2. B LAKHE Elasticsearch BE ¥R (CR) FRH9LE,
540, Red Hat OpenShift Logging Operator E#7 7 LLF Elasticsearch CR LAED & {R B 2R HEK,
S XE U /NHRS BN BRERKFRS|, FEIRDE 7 RINRIREIHZRS], Red Hat
OpenShift Service on AWS & 15 ¥t &E—R, LA

ZIRTh%RAEl,

apiVersion: "logging.openshift.io/v1"

kind: "Elasticsearch”
metadata:

name: "elasticsearch”
spec:

indexManagement:
policies: ﬂ
- name: infra-policy
phases:
delete:
minAge: 7d g
hot:
actions:
rollover:

maxAge: 8h e
pollinterval: 15m ﬂ

% B maxAge.,

o ® 990

o

64

SNFENAER, REREARMANMERINAINZENB R,

% Red Hat OpenShift Service on AWS HFRIRENZRBINS, LhixER7E ClusterLogging CR
Red Hat OpenShift Service on AWS MIZEB|F ¢, EIRENFRBINEEZE, LEHA
ClusterLogging CR ##J maxAge ‘R,

%4 Red Hat OpenShift Service on AWS LR ERBRIRENZREl, X2RINXE, FAIE
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p= =1
T X FFEH Elasticsearch CR, X[{REEZRIEHIFTA BENEB 7L ClusterLogging
CR Hif4T,

OpenShift Elasticsearch Operator 8% cron job, LAMEFE LIRS W BN ENREIZRE| FHEMA
pollinterval Vi,

I $ oc get cronjob

Ll N
NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app  */15**** False 0 <none> 4s
elasticsearch-im-audit */15**** False 0 <none> 4s
elasticsearch-im-infra */15**** False 0 <none> 4s

9.2.3. JAEHFIEEE CPU MIMNFIFHK
NG E ST AT CPU MIRFIER, BARMZFOHEXLEE, EH OpenShift Elasticsearch
Operator R & & % HE L BIMERE K,
==
TERBIEREAR, Elasticsearch RERZUMINAERETERE, MMSRRERRE
OOMKilled, FAREBEXANAI, 1EIRS Elasticsearch RIBRINTEE KRG,

B Elasticsearch T mER A UEREHARFXRE Ti21T, BEETHEBDPRBIGIHEM, SFESEL
1B, NEA pod MIZNERHBEN TV TFERIAN 16Gi, RIFNEN pod PERABIT 64Gi WREBZ W

==Y

FRFH

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,

it =3
1. %i%E openshift-logging % E #1#J ClusterLogging BE %R (CR)

I $ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch"
elasticsearch:
resources:
limits: g
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memory: "32Gi"
requests:
cpu: "1"
memory: "16Gi"
proxy: ﬂ
resources:
limits:
memory: 100Mi
requests:
memory: 100Mi

RIEFEEIEE Elasticsearch B9 CPU F1AEFE K, MIRXL(EBEH, N OpenShift
Elasticsearch Operator RIXEIRIME, EIINEUHERZSHBENEEZ. NFIHKRHR
INMEH 16Gi, CPUIERN 1.

pod AT LAFE AR K FTIRE,

R pod FFfREIR /N BTIR,

oOo0d® o

RIEFEZIEE Elasticsearch RIEH) CPU MIRFIEK, MNRXL(EBEH, N OpenShift
Elasticsearch Operator RIXEIIME, EIINEUHERZSHBENEE. NFIHKRHR
MEH 256Mi, CPU iERKEIERINE S 100m,

TE A% Elasticsearch RFEEN, MHREBIERZBFERKFRE,

o -

resources:
limits: 0
memory: "32Gi"
requests:
cpu: "8"
memory: "32Gi"

@ FrnEAKE.
@ =EEE%

Kubernetes —f%B1E 1 mBLE, AT Elasticsearch EREEMRE. N iEK (request) F1 BRIE
(limit) X BHRBEME AR Elasticsearch AILMFAGREEMRNE, BETREAETHRG,

9.2.4. W BEFMEEE S B2k
BT LU el SR B AR RO BB 7 sz [B] 1l Elasticsearch 400 F -

FRFH

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,

it =3
1. %i%E openshift-logging % E #1#) ClusterLogging BE X %R (CR)
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I $ oc edit clusterlogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch"
elasticsearch:

redundancyPolicy: "SingleRedundancy" ﬂ

@ orEERRER. BRRERERNA,

e FullRedundancy : ElastlcsearchHﬁ/\%alﬁ’JEﬁH BESHREMUB TR, XA
R#tEENLLtt, BRANEFTESARENUAHFEEERE.

® MultipleRedundancy : Elasticsearch 8N FR5IME D F T2 E HIlE|— F R EUET
Mo XA ERESMEMMREZ AR BRFHITR,

e SingleRedundancy : Elasticsearch HEBNFESINED FHIE—TEIRx, REFETED
HAEIET =, BEMERATHAETRE, #HA5MREZS T RN, Ml
MultipleRedundancy. &R BEfF LSRRGS FAF 4 Elasticsearch 7 mAIERE,

® ZeroRedundancy : Elasticsearch AHIEED FRIBIAR, WIRT KA EERE, N

AREHFEREASHE. MREFEXIMEMIELEMY, HELET B SBH#E/PVC
10/ RE R, ATLEEERLER,

% E,E
RE| BRI ED FHESE T Elasticsearch #IE 17 9% B,

9.2.5. Y& Elasticsearch pod
D& BEP I Elasticsearch pod 8 E FIRER 5 B EE 2 L 3K Elasticsearch MRE TRE,

INRAER, RIZ—RAEFH— pod, FRFEEEFEE D FFEIA, Elasticsearch IR IR [EI4k
fafE, EALIRIE S — pod FH T4,

A=
) #N2R Elasticsearch £&£1% & 77 ZeroRedundancy, 7R 4E7# Elasticsearch pod.

9.2.6. NHEGFMEL B AMEME
Elasticsearch ZEFAM T, FHEREMR, Elasticsearch MREHE,
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Digk

==
[=]

1 Elasticsearch P AL HE NFS FEBIESHIFAMS (E BT NAS b0
Gluster) , BN Lucene #KiiiF NFS TREMIXERGAT . BUIRE ARG E Ath (o]
ARESKE.,

FRFH

o WI&% Red Hat OpenShift Logging #1 Elasticsearch Operator,

ik =
1. 4%% ClusterLogging CR, N&EEHFHENE T RIBEENBEEFAMSER,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
#...
spec:
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
storage:
storageClassName: "gp2"
size: "200G"

ABIhiETE, SEHPHENEEET REHEEFK200G"H AWS B SSD (gp2) FfifHI PVC,

MR AMERTFHAMENE, BAEEARARE, X7E LocalVolume X R A
volumeMode: block i, Elasticsearch FTiE{FARIBILSE,

9.2.7. N emptyDir FHEECE H & 17 i

&R LUFF emptyDir 5 BSfFEBECEARAUB—NMERERE, Inh 8B —BEREFRA Pod FEIEER
=2EK.

% -
' M emptyDir i, MNREEHEIMEBEREHFHE, BEHEER,

FRFH

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,

it

68



B9 E RERSHE

1. 4w% ClusterLogging CR LUIETE emptyDir:

spec:
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
storage: {}

9.2.8. #1147 Elasticsearch £ A THES

£ E X elasticsearch Bt &M 5134 {E{A elasticsearch-* BEE BN, HUTRER.

A, #NSRIZ4T Elasticsearch Pod T REBERE, NEBIRIER,

FoRFM

o W&% Red Hat OpenShift Logging #1 Elasticsearch Operator,

i
HITERBIRDER -

1. i# A openshift-logging T8 :
I $ oc project openshift-logging
2. jKBX Elasticsearch Pod By :
I $ oc get pods -I component=elasticsearch
3. YEHINEERS pod, LUMEE(1{Z1LM Elasticsearch A#EHHEE :

$ oc -n openshift-logging patch daemonset/collector -p {"spec":{"template":{"spec":
{"nodeSelector":{"logging-infra-collector": "false"}}}}}'

4. £ Red Hat OpenShift Service on AWS es_util TEHITS FES R, LUBREXMRNES
ER/TAMENFERE

I $ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --query="_flush/synced" -
XPOST

a0 -

$ oc exec -c elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_flush/synced" -XPOST

i th o B

{"_shards":{"total":4,"successful":4,"failed":0},".security":
{"total":2,"successful":2,"failed":0},".kibana_1":{"total":2,"successful":2,"failed":0}}

5. ff/A Red Hat OpenShift Service on AWS es_util TERFIETEBE R XM T mbf #1750 F T4
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$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

a0 -

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

it Bl

{"acknowledged":true,"persistent":{"cluster":{"routing":{"allocation":
{"enable":"primaries"}}}},"transient":

6. TE, RESMHEFEHBE—TESKE

a. BIABERT, AWS Elasticsearch 528 E# Red Hat OpenShift Service XBEIEEBBEIH T =
E. ERAUTHORAVTHBEIEHFRIT Pod FKENEX :

I $ oc rollout resume deployment/<deployment-name>

40 -

I $ oc rollout resume deployment/elasticsearch-cdm-0-1

=1

I deployment.extensions/elasticsearch-cdm-0-1 resumed

EET —/# Pod, & Pod EAMZEMBRE, MEEMSHTT—EE,

I $ oc get pods -I component=elasticsearch-

=1
NAME READY STATUS RESTARTS AGE
elasticsearch-cdm-5ceex6ts-1-dcd6éc4c7c-jpwek 2/2  Running 0 22h
elasticsearch-cdm-5ceex6ts-2-f799564cb-1I9mj7 2/2  Running 0 22h

elasticsearch-cdm-5ceex6ts-3-585968dc68-k7kjr 2/2  Running 0 22h

b. BRETMIG, EE Pod LRILHHERE :
I $ oc rollout pause deployment/<deployment-name>
flan :

I $ oc rollout pause deployment/elasticsearch-cdm-0-1

it Bl
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I deployment.extensions/elasticsearch-cdm-0-1 paused

c. K Elasticsearch SRR &4 F green = yellow K7

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

IR IEXT SRt P {FEAM Elasticsearch Pod #1147 T #EHHERE, 1% Pod AR
BEE, HELOEEFERHTH Pod &R,

~

a0 -

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

"cluster_name" : "elasticsearch"”,
"status" : "yellow", ﬂ

"timed_out" : false,

"number_of nodes" : 3,

"number_of data_nodes" : 3,
"active_primary_shards" : 8,
"active_shards" : 16,
"relocating_shards" : 0,
"initializing_shards" : 0,
"unassigned_shards" : 1
"delayed_unassigned_shards" : 0,
"number_of_pending_tasks" : 0,
"number_of_in_flight_fetch" : 0,
"task_max_waiting_in_queue_millis" : 0,
"active_shards_percent_as_number" : 100.0

!
Q ERSARERT, FBRILESHIEN green & yellow,

7. WNRHFEERT Elasticsearch ECEBERETS, 1EX B Elasticsearch Pod E& X4 1%,

8. HHEMNMANRER, EFERSHTE -

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }
}l

flan -

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }

y
it Bl
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{

"acknowledged" : true,
"persistent” : { },

"transient" : {
"cluster" : {
"routing" : {
"allocation" : {
"enable" : "all"
}
}
}

9. I'BINESS Pod, LAMEEI&E#HEE L %E Elasticsearch,

$ oc -n openshift-logging patch daemonset/collector -p {"spec":{"template":{"spec":
{"nodeSelector":{"logging-infra-collector": "true"}}}}}'

9.2.9. MHEEFEMIRS DT HERH

RINBERT, TEMBEERIDFKERALIGREZE T Red Hat OpenShift B logging FREM B EEZME. &
AT LU B — re-encryption termination &R XBIERHE, LUSLIIAERN BH S Z6EIRSS B9V 0] 2R EREUIE .

EAER, ERLLRITOE—DEHRMBEEH,. Red Hat OpenShift Service on AWS SEMNLENBEEZME
CAIEFRRV M BEFE. AE, ERSEUTREN cURL EXVIFEE B SHFHIRSHT R :

e Authorization: Bearer ${token}
® FElasticsearch EFTMNFEKEF Elasticsearch AP 153K,

TERER, AILAGEA HEFESER P ViR BEFERS . SRUGERUTRSZ—RKIE :

I $ oc get service elasticsearch -o jsonpath={.spec.clusterlP} -n openshift-logging

it Bl

I 172.30.183.229

I $ oc get service elasticsearch -n openshift-logging

LN
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
elasticsearch ClusterlP 172.30.183.229 <none> 9200/TCP 22h

R LME R RN TR DI EEEF 1P il

$ oc exec elasticsearch-cdm-oplInhinv-1-5746475887-1j2f8 -n openshift-logging -- curl -tlsv1.2 --
insecure -H "Authorization: Bearer ${token}" "https://172.30.183.229:9200/_cat/health"

i th o Bl
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% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 29 100 29 0 O 108 OQ--i--i----i--i-- --i--:-- 108

FoRFM

o %%k Red Hat OpenShift Logging #0 Elasticsearch Operator,
o TMBEUWBEMVIFINR, LUMERIFEBE,

iz
KRR AT B BT

# A openshift-logging T8 :
I $ oc project openshift-logging
2. MBEEMERI CAIERHE A admin-ca X4 :

I $ oc extract secret/elasticsearch --to=. --keys=admin-ca
i Bl
I admin-ca

3. LYAML X R QB EEEIRSHIERE -
a. FEAUTARUE— YAMLXH :

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: elasticsearch
namespace: openshift-logging
spec:
host:
to:
kind: Service
name: elasticsearch
tls:
termination: reencrypt
destinationCACertificate: | ﬂ

B9 E RERSHE

//J\\j]ﬂ H /b\ﬁﬁ% CA IIE:E'_\Z{EFQ = -'Ii:q:' E’J AQ TJ o IU\T}Z\IX%_EE‘E%EBDE%EFEHE’J

spec.tls.key. spec.tls.certificate 1 spec.tls.caCertificate &%,

b. ZITUAT S, FMBAEKFEM CAIUEBRMBEIEE L —F P AEMERE YAML & :

I $ cat ./admin-ca | sed -e "s/"/ /" >> <file-name>.yaml

c. QA :
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I $ oc create -f <file-name>.yaml
=1

I route.route.openshift.io/elasticsearch created

4. BERE /AT T Elasticsearch RS :

a. IRERLEARSSIK P BYmRE, LAEEIEKP/ER :

I $ token=$(oc whoami -t)

b. &I Elasticsearch BRI B NIfEL &,
I $ routeES="0c get route elasticsearch -o jsonpath={.spec.host}"

c. ERIFBRHASE UMD, 1HZTUTeaRE T 2 FHEEE A Elasticsearch :
I curl -tlsv1.2 --insecure -H "Authorization: Bearer ${token}" "https://${routeES}"

SUIVES DS IN
it~ 1

"name" : "elasticsearch-cdm-i40ktba0-1",

"cluster_name" : "elasticsearch”,

"cluster_uuid" : "0eY-tJzcR3KOdpgeMJo-MQ",

"version" : {

"number" : "6.8.1",

"build_flavor" : "oss",

"build_type" : "zip",

"build_hash" : "Unknown",

"build_date" : "Unknown",

"build_snapshot" : true,

"lucene_version" : "7.7.0",

"minimum_wire_compatibility_version" : "5.6.0",

"minimum_index_compatibility_version" : "5.0.0"
2

"<tagline>":

}

<for search>"

9.2.10. MR F{HFAZIAM Elasticsearch BiEEhE, 15 MR 5 FAAOZAH 4

ENEEN, AHRBERINERT, ATFETRLIE=FEEFHEETEMARIAR Elasticsearch 77
fRS, EA UM B EEREHRBIRIL N RERA M

s, NREEFEMAIIAM Elasticsearch HE&TF#E, ERILAM ClusterLogging B E Y 5IR (CR) A
ﬂﬂUB%P\]ﬁB Elasticsearch logStore #1 Kibana visualization 204, MHFRIXLHEGERAIER, BRRER

I

FRFH
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o WM BEHE AR BN EEEIB A ERIEIAIAER Elasticsearch 8%, MRELAREER
& 2B ClusterLogForwarder CR YAML X4, JiEE RAIEE default B outputRefs J©

o N -

outputRefs:
- default

DIk

H
[=]

{7 ClusterLogForwarder CR ¥ B & #iE 5 % EINER Elasticsearch 58, FHM
ClusterLogging CR Ahflp& IogStore ik, EXFIERT, AR Elasticsearch &
FAGFEREFHBERIRE, XI2SBHEEK.

it =3
1. 4% openshift-logging %l B # 89 ClusterLogging B E X %R (CR)

I $ oc edit ClusterLogging instance

2. JNR7FTE, EM ClusterLogging CR F/ifik& logStore #1 visualization /\77,

3. 1% ClusterLogging CR ¥ collection /N7, Z5RNFEBULLTRA :

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed"
collection:
logs:
type: "fluentd"
fluentd: {}

4. FUEIEESR Pod BB EEHEHE -

I $ oc get pods -I component=collector -n openshift-logging

9.3. NHEFEILFFRAHMEBEIE CPU FINZERE
A UREEEREENERIL R FRAAMN CPU MINTERIE,

9.3.1. E2i& CPU MW EFRRIE
logging FREEHSIFRT CPU FIAERR(EFHITIHEE,

it =
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1. %% openshift-logging i E ## ClusterLogging B & ¥t

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
resources: ﬂ
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: g
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
resources: 6
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
logs:
type: "fluentd"
fluentd:
resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi
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ﬂ BIEEZEREATEFEMHEN CPU FINFERE&IER, *FF Elasticsearch, RAAEHEEEKE
FORRHIE,

@OOREEE B visualizer 57 CPU MR IRIEFIHR,
@ RERTIREESKERN CPUNINERERIFK.

9.4. [FAABEE XS] OPENSHIFT LOGGING POD &

BRI LM RTS RAIAREMR logging FREE pod BRET R EIZ1T, FHAREMI/ENHREXLT R
LE??Q

17 RABBEZHE F 8 key:value Xf, TR EMTRIET T RFRABETBIFLIT = pod,

key B& K7 253 MFRVERFRSH, value NIZH KT 63 NMFRGERFFFH, FRBLIUFE
FHFIL, ARALUEEFHE, BF EFF. AR T,

AR BAEKILKFRSL CR A

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
tolerations: ﬂ
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage: {}
redundancyPolicy: "ZeroRedundancy"
visualization:
type: "kibana"
kibana:
tolerations: g
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
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resources:
limits:
memory: 2Gi
requests:
cpu: 100m
memory: 1Gi
replicas: 1
collection:
logs:
type: "fluentd"
fluentd:

tolerations: 6

- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 2Gi
requests:
cpu: 100m
memory: 1Gi

ﬂ LA B ERINE Elasticsearch Pod,
Q R BERINE Kibana Pod,
9 Etﬁ?g\}-‘ér—ﬂ \\7] IJ E Ib\lﬂ%”&%%& POdo

BRI LLBIT 1E pod EEAABEREZEH BEFME pod AL T =R £i517, FHELLHEMTFEMEERXL
TR

ﬂ?TJ«AQL ClusterLogging B X ¥R (CR) [HAMRNBEIBHEEME pod, FiEd T A5 =
BT, TRENIERE— key:value X, BIERT REERMBEARRITIZIT R pod, BT FEAARAER
ftt pod J:E’ﬂ##?if key:value %I, BILMBRINHETZLE pod BEWSIEIL T mLI21T,

%kikll‘ﬁ;R-F, /b\ﬁﬁ% pOd EEL/L-F‘G‘/}E\J% :

tolerations:

- effect: "NoExecute"
key: "node.kubernetes.io/disk-pressure”
operator: "Exists"

FRFH

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,

Pk
1L FERAUTHS, H5RANMEEEH EHE OpenShift Logging pod BIT1 R

I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
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a0 -
I $ oc adm taint nodes node1 elasticsearch=node:NoExecute

AfFIE nodel EE—NiE N elasticsearch BH{E 7 node Bi5 25, 155 RE NoExecute,
B8 NoExecute R = HE 515 R ILER Pod, FHMRATERIIAE pod,

2. Yw%E ClusterLogging CR #J logstore #f4>, LABCIE Elasticsearch Pod BB :

logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 1
tolerations:
- key: "elasticsearch” 0
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000 ﬂ

t=ab I IEIRED=: O N
157 Exists operator RE TR LB — N HEH N elasticsearch H75 =,
157 NoExecute X,

(FI%) $57E tolerationSeconds S, LUXE pod E4%Z Bl LUR KL E B 7T AT
—KO

0009

AR ES oc adm taint S OIS i, EFLLARBER pod AILLFEEI nodel L,

9.4.2. ERAABERZEF BEAE pod NE

R LLEIEE pod LERBZERIEH Curator pod TEMRLET R Ei21T, FHEIEEM TR EERXLT
=

ino

& A LLEsT ClusterLogging BE KR (CR) MARBENAEIHEMKAL pod, Filid T &5 =
MAET R, TTREMERE— key:value X, BT RBERMERBFIZI5 MM pod, @i FER%
B1EHM Pod LERAMYFE key:value X, AT LUA{R({L Kibana Pod BES1E1% 17 s L5 1T,

FRFMH

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,

it =
1 ERAUTHS, HERIANEIEER EFHEREAMIE pod :

I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
4N -

I $ oc adm taint nodes node1 kibana=node:NoExecute
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AFI7E nodel1 LHE— i)y kibana BfE 7 node B75 5, 753 ER 2 NoExecute, Ei4/ifE
Fi NoExecute i5 RiX&E. NoExecute ({iE 55 RICEH pod, FHMERAREENILE pod.

2. Yw%E ClusterLogging CR Y visualization 24, LLEZE Kibana pod AR :

visualization:
type: "kibana"
kibana:
tolerations:
- key: "kibana"
operator: "Exists"
effect: "NoExecute"

tolerationSeconds: 6000 ﬂ
==y IERER=Y: 050
157 Exists iz &R, LIEKILE key/value/effect 544,

£ NoExecute # &,

(AIik) 57 tolerationSeconds 5%, LU%E pod TE#EZ AT A LURFFIEE BT s T
—KO

0009

AR ES oc adm taint S A5 mLE, EFLLERM pod TLLAEEl nodel £,

9.4.3. EAAREKZH BEINESS pod K&

BRI LB 1E pod EEAABERBRBEICTIES pod AL T =R L2517, FHBLLHETFEMREIE
FIXEE T =

&= L@t ClusterLogging B7E (R (CR) MARBEN AR B KICFKIRES pod, F@EE T RS
1T RN AR R BRI MERS RFAREHER pod FEENREFF CPU [H M #KIXFR.

BIAERT, BEICFKWES pod BEUTABE :

tolerations:

- key: "node-role.kubernetes.io/master”
operator: "Exists"
effect: "NoExecute"

FRFM

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,

it
1 EAUTHS, BERRNERER EHERRICRIESR pod 97T A :

I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
4N -

I $ oc adm taint nodes node1 collector=node:NoExecute
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ABTE node1 ERE—EH collector BE 7 node HI75 5, 755 SR 2 NoExecute, Ri44i
&5/ NoExecute j5=i%&. NoExecute [iE 575 mEEH pod, FMRALTENILE pod,

2. Q}%EFE CIusterLoggmg BE IR (CR) B collection /77, LAECEHE&ICKKESS Pod A

collection:
logs:
type: "fluentd"
fluentd:
tolerations:

- key: "collector"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000 ﬂ

18 E AR INETT =B,
157 Exists iz &R, LIEKILE key/value/effect 544,
57 NoExecute 3R,

(FI%) #57E tolerationSeconds S, LLXE pod E4%ZF AT LARRFSE
*

0

- -

o

L RBES oc adm taint S OB RIEE, EFLLERHN pod ATLLFEE] nodel L,

9.4.4. Hb ¥R

o AT RITREH pod ME.

9 5 1§ﬁﬁ —lj /n\ T:F%E%ij E Ib\laiL?/ N JDJ/:;I N
IRET LAME AT 252845 Elasticsearch #1 Kibana Pod B3EEARM T & L,

9.5.1. #% /) OpenShift Logging ¥R

RE BT B9

& LABSE Cluster Logging Operator, LUSAFHEICKFREAMHR Pod (40 Elasticsearch

Kibana) EREEITEN T mLE, BIENRF Cluster Logging Operator Pod MEZREMERE.

BN, EEILURN CPU, REFIRME E RS MM Elasticsearch Pod B EI— N M = L,

FoRFMH

o W& % Red Hat OpenShift Logging # Elasticsearch Operator, ERIAEMR T %A REIX LET)

B,
it =3
1. %i%E openshift-logging % E #1#) ClusterLogging BE X %R (CR)

I $ oc edit ClusterLogging instance
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apiVersion: logging.openshift.io/v1
kind: ClusterLogging

spec:
collection:
logs:
fluentd:
resources: null
type: fluentd
logStore:
elasticsearch:
nodeCount: 3
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
redundancyPolicy: SingleRedundancy
resources:
limits:
cpu: 500m
memory: 16Gi
requests:
cpu: 500m
memory: 16Gi
storage: {}
type: elasticsearch
managementState: Managed
visualization:
kibana:
nodeSelector: g
node-role.kubernetes.io/infra: "
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
proxy:
resources: null
replicas: 1
resources: null
type: kibana

wﬂﬁbu nodeSelector 2%, H ¥ NEATEBERINEGENE, ERTLREN T SIBEHN
&, A& EA nodeSelector S <key>: <values> X}, NIRRT infrasructure 7
RERINTIEm, AERNTENER,
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gk
SR HGRE %), B LMER oc get pod -o wide 3%,

o -

B9 E RERSHE

o MEEHIIEE ip-10-0-147-79.us-east-2.compute.internal 7 = _EH Kibana pod :

I $ oc get pod kibana-5b8bdf44f9-ccpq9 -o wide

it Bl

NAME
NOMINATED NODE READINESS GATES
kibana-5b8bdf44f9-ccpgq9 2/2 Running 0
east-2.compute.internal <none> <none>

o {REEL Kibana pod # % ip-10-0-139-48.us-east-2.compute.internal 77 5,

FIEVERE SR T R

I $ oc get nodes

it Bl

STATUS ROLES
Ready
Ready
Ready
Ready
Ready
Ready
Ready

NAME
ip-10-0-133-216.us-east-2.compute.internal
ip-10-0-139-146.us-east-2.compute.internal
ip-10-0-139-192.us-east-2.compute.internal
ip-10-0-139-241.us-east-2.compute.internal
ip-10-0-147-79.us-east-2.compute.internal

ip-10-0-152-241.us-east-2.compute.internal
ip-10-0-139-48.us-east-2.compute.internal

READY STATUS RESTARTS AGE IP

NODE

27s 10.129.2.18 ip-10-0-147-79.us-

AGE VERSION
master 60m v1.27.3
master 60m v1.27.3
worker 51m v1.27.3
worker 51m v1.27.3
worker 51m v1.27.3
master 60m v1.27.3
infra 51Im v1.27.3

HEE, %7 224 node-role.kubernetes.io/infra: " label:

I $ oc get node ip-10-0-139-48.us-east-2.compute.internal -o yaml

it Bl

kind: Node
apiVersion: vi
metadata:
name: ip-10-0-139-48.us-east-2.compute.internal

selfLink: /api/v1/nodes/ip-10-0-139-48.us-east-2.compute.internal

uid: 62038aa9-661f-41d7-ba93-b5f1b6ef8751
resourceVersion: '39083'
creationTimestamp: '2020-04-13T19:07:55Z'
labels:

node-role.kubernetes.io/infra: "

e E#) Kibana pod, 4%k ClusterLogging CR LURANT sk %25
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84

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

spec:

visualization:
kibana:
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
proxy:
resources: null
replicas: 1
resources: null
type: kibana

@ ORI R LUTE T RAIAR B label,

o R7Z CRG, Al Kibana Pod #8441k, M Pod SMERE -
I $ oc get pods

it Bl

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-84d98649c4-zb9g7 1/1 Running 0 29m
elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2  Running 0 28m
elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 0 28m
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2  Running 0 28m

fluentd-42dzz 1/1 Running 0 28m
fluentd-d74rq 1/1 Running 0 28m
fluentd-m5vr9 1/1 Running 0 28m
fluentd-nkxI7 1/1 Running 0 28m
fluentd-pdvgb 1/1  Running 0 28m
fluentd-tflh6 1/1 Running 0 28m
kibana-5b8bdf44f9-ccpq9 2/2  Terminating 0 4miis
kibana-7d85dcffc8-bfpfp 2/2  Running 0 33s

® ¥ pod {iIF ip-10-0-139-48.us-east-2.compute.internal i ;=2 L :

I $ oc get pod kibana-7d85dcffc8-bfpfp -0 wide

i tH o Bl

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

kibana-7d85dcffc8-bfpfp 2/2  Running 0 43s 10.131.0.22 ip-10-0-139-48.us-
east-2.compute.internal <none> <none>

o FYfE, IRIA Kibana Pod fF#EMHIER,



B9 E RERSHE

I $ oc get pods
it Bl

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-84d98649c4-zb9g7 1/1 Running 0 30m
elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2  Running 0 29m
elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 0 29m
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2  Running 0 29m

fluentd-42dzz 1/1 Running 0 29m
fluentd-d74rq 1/1 Running 0 29m
fluentd-m5vr9 1/1 Running 0 29m
fluentd-nkxI7 1/1 Running 0 29m
fluentd-pdvgb 1/1 Running 0 29m
fluentd-tflh6 1/1 Running 0 29m
kibana-7d85dcffc8-bfpfp 2/2  Running 0 62s
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%10 = {8 LOKISTACK #1TH&ILFE
1£ logging FRYIXH4 A, LokiStack ¥5:@id Red Hat OpenShift Service on AWS BRI IEEE A 2 FF
Loki 1 Web fXEEHIHE, LokiStack FISER{#EF Red Hat OpenShift Service on AWS B {955 11k 3 i 1l 55
ML, Loki fBEFMHIENR N ANHGAEBIFNE,
Loki @— M AERY &N, aETABEZHEANEERERYS, BRfEERILKFRANBEEEHR
##t, Elasticsearch fE ingestion ﬁﬁqﬂ%éﬁalﬁlﬁﬁﬁfﬂi Loki {X7E ingestion iF 2R 3&E| /L E
EME, HERESE NN, BIEEAE NI, XEKRE Loki TUERMKERS, EALUER
LogQL HEEMIEE & Loki,
10.1. LOKI BRE R/
Loki B9 R/MEF < N>x.<size> &R, HAE & It;N& gt; 5LF1%, &t ;size&gt; 18 EMAERE A,

5% 10.1. Loki K/

1x.extra-small x.small Ix.medium

B L5 100GB/day 500GB/day 2TB/day
BSHEIB (QPS) 1-25 QPS at 200ms 25-50 QPS at 200ms 25-75 QPS at 200ms
SHRARTF 2 2 2

H CPUiER 14 4 vCPU 34 1 vCPU 54 4N vCPU
AR CPUEKRE 16 N VvCPU 42 4 vCPU 70 M vCPU
-

REIER S 31Gi 67Gi 139Gi
FERAMNBHAEEKRE  35Gi 83Gi 171Gi

-

WEALE K S 430Gi 430Gi 590Gi
FEAMRIBEEREZE  6506i 650Gi 910Gi

10.2. 5y CLUSTER-ADMIN F P & &0 HA

B

LA cluster-admin A B EHZ N mAEENNARFESE, EhEEThrramaZEHE
HFFEHMATF 5120, 25HEEIR Parse fHi% : BIAKRKNKEK(XXXX > 5120), 7 7 BT
Hhizedl LokiStack Ff B &BYIR], i5{E cluster-admin F BN cluster-admin ZH#95K
. INR cluster-admin HAREE, HOEREHEARAENASRMEEHA,

FERUTHENESR cluster-admin FBRE A P O B34,
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iy =
1 BIALLT e8I E#TA -

I $ oc adm groups new cluster-admin
2. WAL T e SR ERI A R INEl cluster-admin 4 :
I $ oc adm groups add-users cluster-admin <username>

3. AT STEAHFRM cluster-admin A A& .

I $ oc adm policy add-cluster-role-to-group cluster-admin cluster-admin

10.3. {1/ RED HAT OPENSHIFT SERVICE ON AWS WEB 4|8 %% &
L3 OPERATOR

FIEAWS SR FRENBEHKICE, DIRELHNE Operator, XA LLET web #HI&HH
Operator Hub 52,

Red Hat OpenShift Service on AWS Operator B E X FHIR(CRRBEN ARRFREANH, BNERE
FIZEH CR RHIAE R4, Operator 1838 Operator 2R AMRELE, HeRAiESiki HER

B1E, BENHRE N (CRD)E LT — 1 CR, FHFIH Operator B A ANFIBEE, &2k Operator &
f/# CRD, ABATFEM CR,

FoRFM

o LRI REM(AWS S3, Google Cloud Storage, Azure, Swift, Minio, OpenShift Data
Foundation)

ik S
1. &% Loki Operator :

a. 7t Red Hat OpenShift Service on AWS web #ZHl&H, =R Operators » OperatorHub,

b. 1Ei17E2% by keyword #Ed ¥ A Loki Operator, MTI ) Operator IR %R Loki
Operator, fAER Install,

pa -3
- T8 A2 Community Loki Operator,

c. fE Install Operator TITEA, *fF Update Channel it stable,
p= =1
stable /8 R B &IL KM RIIRAIRUET. BUREIRE ZAIMRABIER,

BT FSGEZ ) stable-X, He X 8% EH AEIL KA,

[ Loki Operator i /iEREBEIL B operator 4 n £ Z2 7] openshift-operators-redhat Installation
mode # Installed Namespace B#i%F, IR BZEFRREFE, N HELEE,
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a. 1%E$¥ Enable operator-recommended cluster monitoring on this namespace,

XANEITE Namespace X R HiX & openshift.io/cluster-monitoring: "true" tiil, E%IKEIX ik
T, LAM{REEEE 2R EX openshift-operators-redhat n 4 22 H],

a. *fF Update approval, 15i%# Automatic, fA/E= Install,
IR [ AR RO SRBE#RIZ B N Automatic, NI T2 RTEFTIEHHE A IREFTEY Operator b
A SENED, NRHERIRIN Manual, N FF St £ RF LB ES,

1. %%% Red Hat OpenShift Logging Operator :
b. 7E£ Red Hat OpenShift Service on AWS web & A, == Operators - OperatorHub,

c. 1E filter by keyword #EH§# A OpenShift Logging. MBI FBI Operator FI&H % Red Hat
OpenShift Logging, #AE = Install,

d. 7E Install Operator TIEH, 7E Update channel T4 stable,
p= Y=

stable /i Ry BEIC KRR A REEH . BERSRGZARANER, &
W] BN )y stable-X, HA X B8R EMHEILFRA,

&% Red Hat OpenShift Logging Operator R =58 & £l openshift-logging fp & 22 (A, FrlE L
Installation mode #1 Installed Namespace, IR ZRAIREE, NSHNECIEE,

a. MIRZEG|E openshift-logging fp & 22 (], 5% Enable Operator recommended cluster
monitoring 1%,

N openshift-logging P& Z2 A2 F1E, BIURMNE & 2 AIFRE
openshift.io/cluster-monitoring: "true" LU= FB1EHTARSS & il

b. 1£ Update approval T, %# Automatic,
IR [ AR RO SRBE#RIZ B N Automatic, NIE T T2 RTEFTIENHE FIREHTHY Operator bk
AREIIENEE), MRHESREEILZ N Manual, T FEhith RO BAIE T,
c. XfF Console #&#, i Enable, A/F Install,
HITE, Operator N iZ o] {8 X NEEFTAE R T E EA,
1. %UF Operator %% :
a. 5fin%l Operators - Installed Operators,
b. H{RE % openshift-logging W H,
c. 7£ Status 3R, WIEEBELREMFS InstallSucceeded, AR LT XA Up to date,
A=

Operator AJRERTE L2 SR T~ Failed SR, 1R Operator RELEMFF
7~ InstallSucceeded £ 8, &R T1H,
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10.4. {8/ RED HAT OPENSHIFT SERVICE ON AWS CLI Z& H &Il
OPERATOR

FEAWS £ FRENBEHEKICE, DARELNE Operator, XA LLEIT Red Hat OpenShift
Service on AWS CLI 58

Red Hat OpenShift Service on AWS Operator £ B E L HR(CRREEN ARRFRHEAH, BB E
X BB CR MY FiR4t, Operator #8E Operator PR R ABIRESLE, e HIESEHR KR
B1E, BENHFRE N (CRD)E LT — CR, #HFIH Operator BRI ANFIBEE, &2k Operator &
/% CRD, ABATFEM CR,

FoRFEMH

o LTEMNIREM(AWS S3, Google Cloud Storage, Azure, Swift, Minio, OpenShift Data
Foundation)

¥ =
1. @i BB LU A R k24 Loki Operator :

a. FERLTERLIE—1 Subscription ¥R YAML X4 (%0 olo-sub.yaml) 4 Loki Operator
1Tl ep % 22 (] -

I $ oc create -f <file-name>.yaml

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:

name: loki-operator

namespace: openshift-operators-redhat ﬂ
spec:

charsion: operators.coreos.com/vialphai
kind: Subscription
metadata:

name: loki-operator

namespace: openshift-operators-redhat 9
spec:

channel: stable 6

name: loki-operator

source: redhat-operators ﬂ

sourceNamespace: openshift-marketplace

w@%\@i?‘é‘i openshift-operators-redhat %% %2 f],
9 15 7€ stable, =X stable-5.<y > /F &,
Q 157 redhat-operators, #15E Red Hat OpenShift Service on AWS B R E=7E 32 R
“heh (RN EEMIERE) |, IEHEERLE Operator Lifecycle Manager (OLM)E ]
## CatalogSource X REILZ TR,
2. BIE LokiStack L4 :

a. FERAUTERCIBZILFIN SR YAML X4 (40 logging-loki.yaml)
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I $ oc create -f <file-names.yaml

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
size: 1x.small ﬂ
storage:
schemas:
- version: vi2
effectiveDate: "2022-06-01"
secret:
name: logging-loki-s3 g
type: s3 6
storageClassName: <storage_class_name> ﬂ
tenants:
mode: openshift-logging

Loki BY4 7= SE61I 37 3 K /NETT N 1x.small F1 1x.medium,
i\ B & EE secret IR,

i N B ETFME secret BYSRAY,

0009

NG R AINE F R RTIT, WREREMNRE, HEEDEREMNESESE, 7
LUEF oc get storageclasses 7B A FE R,
3. BT AL Rk L% Red Hat OpenShift Logging Operator :

a. AL TENRCIE Operator Group X4 YAML X (40 olo-og.yaml)

I $ oc create -f <file-name>.yaml

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: cluster-logging

namespace: openshift-logging ﬂ
spec:

targetNamespaces:

- openshift-logging

Q M E openshift-logging %4 2214,

b. AL TERGIE— Subscription ¥4 YAML X4 (40 olo-sub.yaml) 7y Red Hat
OpenShift Logging Operator 1] [ fp 44 22 [A] :

I $ oc create -f <file-name>.yaml

I apiVersion: operators.coreos.com/vialphai
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kind: Subscription
metadata:
name: cluster-logging
namespace: openshift-logging ﬂ
spec:
channel: stable 9
name: cluster-logging
source: redhat-operators
sourceNamespace: openshift-marketplace

1RT3E E openshift-logging #4226,

{57 stable, =X stable-5.<y > {E }3i5E,

909

157 redhat-operators, #15% Red Hat OpenShift Service on AWS 5EE¥ 225 1E Z R
“heh (AN THEEMIERE) |, 1EHEERLE Operator Lifecycle Manager (OLM)E ]
£ CatalogSource X REIL TR,

c. XUE Operator &%,
openshift-logging %% %2 (8] A1 1/ 1% 48 — 1 Red Hat OpenShift Logging Operator, iRAS A
BES EMAE,

I $ oc get csv -n openshift-logging
=1

NAME DISPLAY VERSION REPLACES
PHASE

cluster-logging.v5.7.4 Red Hat OpenShift Logging 5.7.4  cluster-
logging.v5.7.3 Succeeded

4. fIlE OpenShift Logging SEf :

a. AU TERCIESLFINSR YAML X (40 olo-instance.yaml)

I $ oc create -f <file-name>.yaml

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
logStore:
type: lokistack
lokistack:
name: logging-loki
collection:
type: vector

5. @I openshift-logging T H ) pod IR %,
*FF Logging subsystem BYZH4, REAZ A pod, REUFLUTII :

o1
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I $ oc get pods -n openshift-logging

=1
$ oc get pods -n openshift-logging
NAME READY STATUS RESTARTS AGE
cluster-logging-operator-fb7f7cf69-8jsbq 1/1 Running 0 98m
collector-222js 2/2  Running 0 18m
collector-g9ddv 2/2  Running 0 18m
collector-hfqg8 2/2  Running 0 18m
collector-sphwg 2/2  Running 0 18m
collector-vv7zn 2/2  Running 0 18m
collector-wk5zz 2/2  Running 0 18m
logging-view-plugin-6f76fbb78f-n2n4n 1/1 Running 0 18m
lokistack-sample-compactor-0 1/1 Running 0 42m

lokistack-sample-distributor-7d7688bcb9-dvci8  1/1  Running 0 42m
lokistack-sample-gateway-5f6¢75f879-bl7k9 2/2  Running 0 42m
lokistack-sample-gateway-5f6¢75f879-xhq98 2/2  Running 0 42m

lokistack-sample-index-gateway-0 1/1 Running 0 42m
lokistack-sample-ingester-0 1/1 Running 0 42m
lokistack-sample-querier-6b7b56bccc-2v9g4 1/1 Running 0 42m

lokistack-sample-query-frontend-84fb57¢c578-gg2f7 1/1  Running 0 42m

10.5. B E H I 2B LOKISTACK 1774

FEHEZILKARA 5.8 REHAAS, = AWS £ LR Red Hat OpenShift Service E/FHf, Loki
ingestion M E A RMALLETAT T AW H CPU MIAREFRERIZIT, XEKZE, RedHat
OpenShift Service on AWS SRE B 2B =M. b177&E:3 % PodDisruptionBudget FiR k5L
Hl, Loki Operator J Loki &7 PodDisruptionBudget %R, ©RE T EMNEAE LI HMNRED pod #
2, LAREERGETERRE.

Hh iR
o Pod HMTIE Kubernetes 344

10.6. BE& LOKI LR E T =ikf=

£ logging F %47 5.8 REHMIARAT, Loki Operator X% E pod R FZEXMEHN, LUEKRE—HHEH
pod FEEIEE M ARRTT AT =L,

KEMER pod W— N EM, ATFEHCIIHFEAEINT R, REXKER pod W—1NEMX, AFHEL
pod FEEIENT =L,

£ Red Hat OpenShift Service on AWS H, pod FEZ 1R/ pod kK XE M RVTFIERIBEM pod ERIBER
ZERRHI pod B FEA& A B BUTRLE T =,

Operator & XAFA Loki ZHIE I ERINH). EEHI podAntiAffinity #11, BoGi% KiEa. 268, K
X, indexGateway. ingester, querier. queryFrontend 7] ruler 21,

1 5T LU 7F requiredDuringSchedulinglgnoredDuringExecution F R A& A 915 1B F & 2= Loki
Z1BIES % podAntiAffinity 1% E :

ingester B ik iEx B

92


https://kubernetes.io/docs/concepts/workloads/pods/disruptions/#pod-disruption-budgets

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
template:
ingester:
podAntiAffinity:
#...
requiredDuringSchedulinglgnoredDuringExecution: a
- labelSelector:
matchLabels: 9
app.kubernetes.io/component: ingester
topologyKey: kubernetes.io/hostname
#...

© BB,
© LAEE (55 () FAELREA,

N

Rty 7R

}3*«

e podAntiAffinity v | core Kubernetes 3#4
o /¥ Pod SHI45 77 R Kubernetes X #4

o [E KRR FKECIEANIIENFEM pod HKE pod

10.7. X127 IE L 71/

%510 3 {#/ LOKISTACK #TR&ICF

1E logging F%2%% 5.8 REZTHIHRAH, Loki Operator 17 pod Hh# IR #IFEHNT X BEHIHIER #BI
. JEHEX TR AT tEm A EIE, FHBp LT HE — X e A H & Lk, TEIFaiEAXDEE
1x.extra.small, 1x.small ¢ 1x.medium ///, replication.factor FER= H /K& 2,

MIBIRIEFHER, BEFEEELRBESENRFIEENTHXEE, ZRTAXIERILEFRFES, H
XEHBID AR FRHEAKXN, FIXEIEEFFEILHIHE, LILIRERF,

JE X E#I# LokiStack CR 7~

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
replicationFactor: 2 a
replication:

factor: 2 9

zones:

- maxSkew: 1 G

topologyKey: topology.kubernetes.io/zone @
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ﬂ FHBIFER, HABIESH replication.factor ZE =,

9 LIER BN EIFEEAX N, REZIKESTME,

g B INEFME B pod #ERIRAZES, FINEH 1, BEZEEE O,
Q LG TR as X B R B TR 20E X X 12,

10.7.1. MEMEIX % Z Loki pod

1£ Red Hat OpenShift Service on AWS &, H1FE G X IR ZE A, SHE—TNXHE, FHMEX
1% TR /O NG E X 12, BT TR 6. UIREHI Red Hat OpenShift Service
on AWS EFERBIIE WA FEX N, TIX54/E rfBE=-F BARF h 8T K,

Loki pod /2 StatefulSet BJ—&8%, E1TH17# StorageClass 7/ R E#HIPVC, #1 Lokipod BEPVC
HEBEE—XER, HFERDLERXFER], StatefulSet 12HIEFA B 572 i B I H X B 22THYT
pods

}

4=
=

LUF IR K IAI X BT PVC, LUREHEZSHIATEHIE TR TR
B9 LokiStack CR Hireplication factor FER, M IZIEENATF 1 BIEH, LIFFIR
LOkI gl%.//o

i

STERFM
o HEIIRMRA 5.8 BLEZMRA,
e 47il LokiStack CR & EEAF 1 HIE #H#.
e control plane F/EIX KN, ALIEX BT T R B 2= N B AL T 1o
StatefulSet ###8 5 B 5) 2 i EHT1iE KINAIX #FHT pod, BHKEAIPVC i FERINAIX #, AT

SIEHTEET X T4 IEE TIE, BT FEIbRFIEIX 1 PVC, LUBTEERTX /I E# O H K
A Loki Pod REE#AIPVC,

A
. BT Fa, Sl F Pending 88 pod :

I oc get pods --field-selector status.phase==Pending -n openshift-logging
oc get pods Fiti 7Bl

NAME READY STATUS RESTARTS AGE a
logging-loki-index-gateway-1 0/1  Pending 0 17m
logging-loki-ingester-1 0/1  Pending 0 16m
logging-loki-ruler-1 0/1  Pending 0 16m
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@ 5%pod 4 F Pending 1%, BN E TN REIPVC fif FLIMBIX .
a. BT T %, FHLF Pending XE69PVC :

oc get pvc -o=json -n openshift-logging | jq "items][] | select(.status.phase ==
"Pending") | .metadata.name’ -r

oc get pvc Fittl B

storage-logging-loki-index-gateway-1
storage-logging-loki-ingester-1
wal-logging-loki-ingester-1
storage-logging-loki-ruler-1
wal-logging-loki-ruler-1

b. BT T %, Mk pod BIPVC :
I oc delete pvc __<pvc_name>__ -n openshift-logging

c. BE, BITLUFameFMER pod :

I oc delete pod __<pod_name>__ -n openshift-logging

IR S X R T, W AE A A Xt I ERTE E N o

10.7.1.1. X/ 2 FLRUE KA HT PVC H{THEBEER

W PVC TTHIEAR 2854515 1B 77 kubernetes.io/pv-protection, PVC ZIgEA 4L F terminating A2,
BRAZEZZ N IZ 01T PVC BEEDIR,

. BT F i R & PVC B9425585, 285 Bk,

I oc patch pvc __<pvc_name>__ -p '{"metadata":{"finalizers":null}}' -n openshift-logging

B th 7R
o 7 R# Kubernetes X4
® Kubernetes 7FHEX 1Y,

10.8. X/ LOKI H&HI#E 175
7£ logging F%2%% 5.8 REGSHAH, ClusterLogging Operator Bl T2 B /X Hz B0 15 IR,
ENEE T, HEEREH KR, BRIE Operator EHRHHLEIHIAIE B, RIEEZHIEEM
FE, EoLUERLTABEEY HEBEH T

o EEZET[H AP RN

o A ZEIHE H R

o EEEE X admin 24
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TENEEE T, EEELEZEEELNAE CIHTEMEER EIE, ClusterLogging Operator LI FEEEF
B

e cluster-logging-application-view #% 35 SEER [ /5 2 /5 H & BI R,
o cluster-logging-infrastructure-view #% % £ ERE 2214 H EBIINR,
e cluster-logging-audit-view #% 3% sEER 511 H & B R,

HIBLEMLUFTEIR A H LR, TSN B9%EE /A £ logging-application-logs-reader 75 A9 % 2 5 45 E
logging-all-authenticated-application-logs-reader 72 [E1/5 F &I, IFEMTZT B 155 UFBIH FTE
05 52 ] A L ER 17 ] PR

ﬁ E‘,;E*
Y TEE N BFREF AEH!, BESEZEHIXREIE B Ate e £ 2,

10.8.1. ZLEEEFH AT /H]
R T VRS LR, LR GEBEREFNIR,

ClusterRoleBinding 7~#1

kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: logging-all-application-logs-reader
roleRef:

apiGroup: rbac.authorization.k8s.io

kind: ClusterRole

name: cluster-logging-app/ication-viewa
subjects:
- kind: Group

name: system:authenticated

apiGroup: rbac.authorization.k8s.io

ﬂ #ist B9 ClusterRole 2 cluster-logging-infrastructure-view 7] cluster-logging-audit-view.

© HEUTIRI R A,

10.8.2. 534 2E/H]17/H]
RoleBinding 77 5] /5 F ClusterRole X753 E X/ F 2620 5T LUy 1H] H % B9 60 4 521,

RoleBinding z~6

kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: allow-read-logs
namespace: log-test-0
roleRef:
apiGroup: rbac.authorization.k8s.io
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kind: ClusterRole
name: cluster-logging-application-view
subjects:
- kind: User
apiGroup: rbac.authorization.k8s.io
name: testuser-0

@ /5% RoleBinding 1 /A Z|B# % 2,

10.8.3. B/ X admin ZH17/5]

WREHIEEFIRZFEE ZHIHE -, #alLiEH adminGroup FEREIZEE X4, /& F LokiStack
CR H#9 adminGroups F£&##5E I 2RI 17 B9 #717 admins. IR # 50 T cluster-
logging-application-view £ €, [I|E2E 7/ EIX i FrA o4 52 A R AT B N e/ H .

LokiStack CR 41

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
tenants:
mode: openshift-logging a
openshift:
adminGroups: 9
- cluster-admin
- custom-admin-group Q

Q@ U EBARGEMEL S TA,
© UFEREAZE st [| (HRFA admin .,

Q Z &2 1/ 4 (system:cluster-admins,cluster-admin dedicated-admin)

10.9. &/ LOKI /5 FHE F IR ES

Rt R
@ HE I RIRE 5.6 REBIRA, EoTLUREHERILEREE, XLHNEGLE8E, &1NE 3
BIIEBRE, HRENEES T, TP AN TELBHINZ b,

. BEEHETFHAIRE, 150/&—1 LokiStack 5E X R(CR) :

BT ERRIRE 76

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
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spec:
limits:
global: a
retention:
days: 20
Streams:
-days: 4
priority: 1
selector: '{kubernetes_namespace _name=~"test.+"}' G
- days: 1
priority: 1
selector: '{log_type="infrastructure"}’'
managementState: Managed
replicationFactor: 1
size: 1x.small
storage:
schemas:
- effectiveDate: "2020-10-11"
version: vi11

secret:
name: logging-loki-s3
type: aws
storageClassName: standard
tenants:

mode: openshift-logging

Q TEAEGIRERERE. X HFRTREINIE TN R PR E A
© LUUEMEICREY, EHHREIRE,

g A3 /HFENAZERH LogQL &,

BT RBIRE B

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global:
retention:
days: 20
tenants:
application:
retention:
days: 1
Streams:
- days: 4
selector: 'fkubernetes_namespace_name=~"test.+"}' 9
infrastructure:
retention:
days: 5
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%510 3 {#/ LOKISTACK #TR&ICF

Streams:
-days: 1
selector: '{kubernetes_namespace_name=~"openshift-cluster.+"}’'
managementState: Managed
replicationFactor: 1
size: 1x.small
storage:
schemas:
- effectiveDate: "2020-10-11"
version: vi11
secret:
name: logging-loki-s3
type: aws
storageClassName: standard
tenants:
mode: openshift-logging

ﬂ RIEFE I EIREE RIS, BRI EAE WA, audit 7] infrastructure,

g A3 HFENAZERH LogQL i,

2. [/H LokiStack CR :

I $ oc apply -f <filename>.yam|

D TEAFHFIEBIAEELERE, X RFIFIEFFTEXFFIIRA 30 XHIL/FIRE
FE#S.

10.10. f¥HFE# X F/LOKISTACK

ZRIEHEIZ L E LokiStack W%, Zii0)#—1 ClusterLogging £E X 7 /R(CR).

SERF
o TFEFHZLIE T Red Hat OpenShift ik 5.5 L E#THRAHT Logging FR s

® [ oki Operator BZ&EEEEA,

A
e J# ClusterLogging £.E X % B(CR) :

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:

name: instance

namespace: openshift-logging
spec:

managementState: Managed

logStore:

type: lokistack
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lokistack:
name: logging-loki
collection:
type: vector

10.10.1. Loki &3[R #f iR FEHF IR

TR Log Forwarder API 5871 ZFR#IFIAEIE B F Loki, Loki &EMKZEFR#(429) #4517,

X EHR AT RER TEIE IR IE TR L £, B, 2 FFlogging FRILFINEIELBRLH HHTEREH

#1, logging FRIARZIHAFTEDFIFIE HR BT ATgER HIEFREE R, TEXFIERT, RN
FTEERZEE ) FEEFRE, [EMERARELTE, FHEATEKME T IR AT REFREEE,

WIRZFZFREE RIFLEL E, ERTLLEL EN LokiStack BE X 7R(CR) FAERML 7],

FE
LokiStack CR 7£ Grafana #E&H7 Loki LT, ZKFEHFEHTF Grafana L EHT Loki iR
55

Conditions
® [ og Forwarder APl ERiE 147 H & #5 4 £ Loki,
o THIRZLA] Loki XZEATF 2 MB BIHE 5, B4 -

"values":[["1630410392689800468","{\"kind\":\"Event\",\"apiVersion\":\

\"received_at\":\"2021-08-31T11:46:32.800278+00:00\"\"version\":\"1.7.4
1.6.0\"}},\"@timestamp\":\"2021-08-

31T11:46:32.799692+00:00\",\"viaq_index_name\":\"audit-
write\"\"viaq_msg_id\"\"MzFjYjJKZjItNjYOMCO0YWU4LWIWwMTEINGNmMZ2E5ZmViMGU4\"\"lo

g_type\"\"audit\"}"IJ}}

e %A oc logs -n openshift-logging - component=collector /5, ZZHHINEEHAETR ITE
SLUTFHEEEZ —RIT :

I 429 Too Many Requests Ingestion rate limit exceeded
Vector #5861

2023-08-25T16:08:49.301780Z WARN sink{component_kind="sink"
component_id=default_loki_infra component_type=Iloki component_name=default_loki_infra}:
vector::sinks::util::retries: Retrying after error. error=Server responded with an error: 429 Too
Many Requests internal_log_rate_limit=true

Fluentd #8761

2023-08-30 14:52:15 +0000 [warn]: [default_loki_infra] failed to flush the buffer. retry_times=2
next_retry_time=2023-08-30 14:52:19 +0000
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T

10.71.

%510 3 {#/ LOKISTACK #TR&ICF

chunk="604251225bf5378ed1567231a1c03b8b"
error_class=Fluent::Plugin::LokiOutput::LogPostError error="429 Too Many Requests
Ingestion rate limit exceeded for user infrastructure (limit: 4194304 bytes/sec) while
attempting to ingest '4082' lines totaling '7820025' bytes, reduce log volume or contact your
Loki administrator to see if the limit can be increased\n”

TEREW TR B R E TSN 1R, B3, 7 LokiStack ingester pod # :

Loki ingester #55H /8761

level=warn ts=2023-08-30T14:57:34.1555922437 caller=grpc_logging.go:43
duration=1.434942ms method=/logproto.Pusher/Push err="rpc error: code = Code(429) desc
= entry with timestamp 2023-08-30 14:57:32.012778399 +0000 UTC ignored, reason: 'Per
stream rate limit exceeded (limit: 3MB/sec) while attempting to ingest for stream

37 LokiStack CR #149 ingestionBurstSize 7] ingestionRate F£ :

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global:
ingestion:
ingestionBurstSize: 16 a
ingestionRate: 8 9
#...

ﬂ ingestionBurstSize FERE X F NI R IR AR HERRE|TBHIA N (LUMB Jy 4
i) o X MEE—TERE, FFUEIE I E T DI A E KB THHIRA A EAX ) T
AIFATF ingestionBurstSize [HHTHE TN iFK,

9 ingestionRate FERE M RARAIEARERIHIRE (LUIMB F#1t) . #IFRHEZEFE S
R#EY, TAHIERRENFE, (ARESRERLEAE, RELNFHYERTRE, F45
RUERBEH ) FIBE T TR R

= 2
;Hs-bﬂ_\’//\

Loki ZHHX 14

Loki Query Language (LogQL) X%
Grafana (N ZMR X7

Loki Object Storage X#%

Loki Operator IngestionLimitSpec X 7%

Loki Storage Schema X4
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FNE HEFKREFNZLR
1.1 XFHEWEHZL

Cluster Logging Operator #2# ClusterLogForwarder 7551550 & %75, Ut Operator Z#FAH MK
#ZEUEIT ¢ [HAG Fluentd M 25/ Vector IKZE#S,

MEEIDRIRZ 5.6 Fluentd 745, 11 HITELUGHIL TR B, 21174 24 ik 1TE e
SRR IX NI BERIFE S R IE B FIZ 7%, 1B TNBESF T BB IZ T, FHIFH
B, 1EX Fluentd BIECiE7E, HBTLUEH Vector,

L. HEEZEE8

HEWESEE—NFIFHFEE, BIFPod ZEZF#&1 Red Hat OpenShift Service on AWS TR, LUKZE
’/_ﬁ?ﬁfﬂ 77#/#5/:&?0

BNER T, HEWREGFEFLUTIR

o MAKEIRIERL, BESITHHIRed Hat OpenShift Service on AWS B9 journald H iz 8 £ HKHT
RIEMEMZRH A,

e /var/log/containers 3.11..log /5 F A5 &£ H .
IR ST HE IR EZAE W IEF 1T Hi, E5M /var/log/audit/audit.log X E 1],

HERESMILRIRERZ, HRERE IR FRAEEENEHNEEFEL TN,

1.11. HEKEZFER
Vector B8—TNHEKEL, 1E/HEIDRFRLZHI Fluentd B9—PNERHE,

&R LIE T EK ClusterLogging B E X 7R(CR) 8 HHE I EFF@EBIIAEiCRIKEZFLE -

1% Vector B #7445 25H9 ClusterLogging CR 61

apiVersion: "logging.openshift.io/v1"”
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
collection:
logs:
type: vector
vector: {}
#...

11.1.1.2. HEKER

DAL TR DI IE BRI IH A B HEBBIFIE, WTE, BaEfass D, SLERTEUXSHE
BIFIR, HIRIEHTIREZ I IEHEZ Bl T REHEEEHHTEL Pod, N3 E APl IR 456915
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BN E ASBENEL

B (HIFFEFIEAE) HEERT A, AEERBIEX DK EE LA Pod FITERIHEER, HI%E
WEHEBIFIR, X HREERE A »’/A?f%fﬂﬂ/a 1 RIEETLLF,

EZZ

A B a2 S 1T e R DT IE B R ITIHAEE B RIR, T AHRE—FITFHEES, B
5/7?2?7L/(L/ ﬂib éxu\mﬁgﬁo

11.1.1.3. L 2B HEKEZZTDEE

1. HEER
Thie Fluentd Vector
NARFAREEE v v
FE TN ARRFRERH v v
R ZE AR 0N AR F R ERE v v
Infra 25 A& v v
Infra Bi& v v
kube API # it H& v v
OpenShift APl #Hit Bi& v v
TFFEHML (OVN) HitBE v v

K 11.2. BIHIEG 7% uF

Thig Fluentd Vector
Elasticsearch iE+ v v
Elasticsearch FA F %/ %65 v v
Cloudwatch keys v v
Cloudwatch STS v v
Kafka iE+ v v
Kafka FA /& /805 v v
Kafka SASL v v
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Thie Fluentd Vector
Loki bearer 5h& v v

2 11.3. HEAERIFA

Thig Fluentd Vector
ViaQ #ERE - N AR v v
ViaQ BHERE - infra v v
ViaQ ##EEE - infra(journal) v v
ViaQ BUEEE - Linux #Hif v v
ViaQ $IEEEY - kube-apiserver # v v
it

ViaQ BUEEE - OpenShift API # v v
it

ViaQ HiEEE - OVN v v
loglevel Normalization v v
JSON fi##f v v/
el ] v v
AT v v
multicontainer/ split 35| v 4
Flatten FR% v v
CLF 85HhR% 4 v

Z 11.4. Tuning

Thie Fluentd Vector
Fluentd readlinelimit v
Fluentd £ v
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Thie

- chunklimitsize

- totallimitsize

- overflowaction

- flushthreadcount

- flushmode

- flushinterval

- retrywait

- retrytype

- retrymaxinterval

- retrytimeout

F N5 g M

Thie

=0

Dashboard

24

1.6 Ae

Thie

ERAEXR

x86 X #

ARM X #F

IBM Power ¥

IBM Z 2 #¥

Fluentd

Fluentd

Fluentd

Vector

Vector

B NEARBENEREL
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Thie Fluentd Vector
IPv6 X ¥F v v
AEEH5H v

[ PaRES 3L Ficd v v

11.1.1.4. IKEZE i

ZHHL TSI, :

F1.7. ZHAIFIH
Thig Fluentd Vector
Elasticsearch v6-v8 v v
Fluent %% v
Syslog RFC3164 v IANA (logging 5.7+)
Syslog RFC5424 v IANA (logging 5.7+)
Kafka v v
Cloudwatch v v
Cloudwatch STS v v
Loki v v
HTTP v IANA (logging 5.7+)
Google Cloud Logging v v
Splunk iwl (logging 5.6+)

n1.2. HEE%

EEE 7 el L{0)# ClusterLogForwarder 757, LUIEEERENLHE ENIHEREENUR ENHRZL
FIBITE,

ClusterLogForwarder 775 o] i F1F 288, EiliZRHFI# 11 H &7 4 £ B I BB N BRI Elmr iR %
FFIEHIEZRME(TLS), UEHTLIIEAGREA KL LA EAE,

EHE 7 th 5] IR RBAC TR TE X FLEAR 511 R AE - BT L7 [ fIFE 2 R H i R 2,
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B NE QBRBENERL

11.1.3. HEZXRSLH
FHEKEEIELEHIER P : BB % B EFE 5 2208,

' -
IX3ZFF Vector K5 % HiEFA X #50BE—#E1E AT, Fluentd 48545 R EEE FIHAIET,

1.1.3.1. IH5CHE
TEIARGSEH -, EEF R HpEEH— NG 475, UHE AT ClusterLogForwarder 7R 25/ 6n 4 7
instance, A 77E openshift-logging 7% ZE/7/#()#, ClusterLogForwarder 751 %2
openshift-logging 7% 2574 7 instance #9571/ ClusterLogging 7.
1.1.3.2. ZHEF X #H6E
HZE DR 5.8 REBIRAFIRET % HEIZ L5006, HIEHLUTFIIEE :

o ZHET o] LUFEHTLEE R T E X H IR E LR IR T H

o BEATENREIE F o L8 ERS I HE R EIE,

o MEFFHIFluentd IEZETBE Vector EEZHIETE 7 B U FH B A E R EAHIHHFXL
FBfF. TEAIBIIENENT, PIAEFIFHIHEFELFEF TN 517,

EZABFEL LA, BEREEY ClusterLogForwarder 7R X AT ClusterLogging % g,
BT LU FHF (] 555 ZE [ B EIIE 1T S 0 % 1 ClusterLogForwarder 75, 1HLL FHIH :

o LA TE openshift-logging n 5 52 /4 G — 1% 7 instance #9 ClusterLogForwarder 77
IR, B E N FF A Fluentd L ZEHT (2 T IEFRI H e X #31R B

o &L ATE openshift-logging @75 2/ 4 — 1% 77 collector #9 ClusterLogForwarder 7%
IR, B AR R
1.1.4. WG A Z HEZL DR

BFEFZHEICREEINRE, A LRSI ORI P IR A B INE, e, EaTLUE
ClusterLogForwarder 7 JF# 5] f5 AR5 1K 7 421 17 T FX R

EZZ

Z7f openshift-logging 75 ZE/7/ U S BIFIS ip & ZE | A% 15 % A Fo 4%, TR ATERT
Cluster Logging Operator LU Pl AT A ip 4 22/, #7HY Cluster Logging Operator &4 5.8
IRA N S FFULTDBE

11.1.4.1. BIHZEIWE RBAC R

TEHZEICR5.8 REFSH AR, Cluster Logging Operator #2# 7 collect-audit-logs. collect-
application-logs 7/ collect-infrastructure-logs 5 /A &, (FNEZHEE 2 FIKEF i1 HiE. NWHEES
TRIEHFH H &,

1B BT LU PR AT 7R 95 B A B TE BYFR 51K Fe 1 X H B 2 89 RBAC FXIR.,

TR
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® Cluster Logging Operator Z#&7F openshift-logging @ % 2 /i #,

o FEHEINIR,

| WKEZFOIBIRF K. WRENFHEGAFETHEATERIULEIZE, TSRS

BE 7.
2. 1FEHBIEREAE EHEFRFSI
IEmw T

$ oc adm policy add-cluster-role-to-user <cluster_role_name> - system:serviceaccount::
<namespace_name>.:<service_account_name>

N

At iwlR

}3*«

o (& RBAC ##1 Kubernetes X 74

11.15. IEHFIFL 75

BERBAZIERE, B —1 ClusterLogForwarder CR, LI#5ERSIK ol LUK LRI HEHA %
B, BT AT LUEE H iR AT LR BB  WTR(EF 2 HiEF L 25506, 1B AITE
ClusterLogForwarder CR #5/ BRI/,

UIRETFEF % HEZ L IR, B LUEFEE R 5 22 5 6
ClusterLogForwarder 5. X 5JR(CR). ZIREHIHFISEH, ClusterLogForwarder CR w24 &p 4
instance, H2/i7F openshift-logging % %2 /5 F 0,

HE
1Y% ClusterLogForwarder CR H9i % 22 ] 5 Z &2 17 IR,

ClusterLogForwarder %61

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> a
namespace: <log_forwarder_namespace> 9
spec:
serviceAccount: <service _account_name> 6
pipelines:
- inputRefs:
- <log_type> @
outputRefs:
- <output_name> @)
outputs:
- name: <output_name> G
type: <output_type> @@
url: <log _output_url>
#...
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B NEARBENEREL

TEIEZHIETH, CR EHAE LHl, 1% HEFREELIA, Bl LUEHFEME .

TEIRBISEHA, CR 824 52/5] 25 12 openshift-logging., 7% HEX #55LHH, e LUE F{FT

% 52 /A,

REIKFBIE . RS REEE S HBFL &L,

o0 09"

WERIHEER, IFEEIEFTLE audit([FF# i HZ) . application (FF i FEEERFH
&) . infrastructure (FFEMFIHIAT) , BHA NEBIN BHERE X HE T,

EFHZERBIBIEIHER, ILFERIGETLIE
default loki kafka elasticsearch, fluentdForward syslog, zt cloudwatch,

% E‘,;E*
) mutli BEF G5 LT 3575 B i R,

O EFATHLBEHE,
© ZHEBFLEIHHHI URL,

11.1.6. |G B Z1TF 5[
B B2 BB AT HER A,

B
==

AA JE UL TIBE ATBER XS I BEB 52, RIREE BEAIN BT B IR 7 A H & il RAER T
7%0

DN a 8 B IR A F E] — TS BB T [RIBITT IR A T IRIBI B S = FRAHBIABRE, UK
FEREFHNE BT T BT I,

java FE B
java.lang.NullPointerException: Cannot invoke "String.toString()" because "<param1>"is null
at testjiava.Main.handle(Main.java:47)

at testjava.Main.printMe(Main.java:19)
at testjiava.Main.main(Main.java:10)

o EHHAZIIRFMINEZTRES, HIFREFHFEE—THERER, 15HR
ClusterLogForwarder 5 & X 7 R(CR) &2 detectMultilineErrors F£&, (&7 true,

ClusterLogForwarder CR ~#

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
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metadata:
name: instance
namespace: openshift-logging
spec:
pipelines:
- name: my-app-logs
inputRefs:
- application
outputRefs:
- default
detectMultilineErrors: true

1.1.6.1 g

2 HE B BIEY —RIFIXS — TN BIHN NGB HIR], KMFENEHE—NAE—HIAE IR, F—THE
H BB BB 7 5 P B E B F R BT R B

F 1.8 FMNREZZIFHNES ©

Fluentd Vector

Java v v
JS v v
Ruby v v
Python v v
Golang v v
PHP 4

Dart v v

1.1.6.2. BEEHER
JBHE, WEHIEIFEIE— 1555, KZEE : detect_exceptions

vector ECiESE 5 B9 75

[transforms.detect_exceptions _app-logs]

type = "detect_exceptions”

inputs = ["application"]

languages = ["All"]

group_by = ["kubernetes.namespace_name","kubernetes.pod_name","kubernetes.container_name"]
expire_after_ms = 2000

multiline_flush_interval_ms = 1000

fluentd config ZB B9 B
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<label @MULTILINE_APP_LOGS>
<match kubernetes.**>
@type detect_exceptions
remove_tag_prefix 'kubernetes'
message message
force line_breaks true
multiline_flush_interval .2
</match>
</label>

1.7, {57511 HE 4 X BN E H 71
BINER T, HFEIDRFRERIFEZHMEMNFH HE 4 X F) ClusterLogging 5.E X FiRHE X B L

AEBE 7. B2, BERSIFH T HELXETRNE 7L, BYETEREE 7S, AR AL EF/E
BHIFEE, T FEZEEE Cluster Log Forwarder,

EFH I HELZEEPIZS Elasticsearch Hi&E 7, 1@ Cluster Log Forwarder, % 177
1T HEZ L P HE 71 B,
111.8. X FfFHEH XL BE=TR7

BIFHE XL X F Red Hat OpenShift Service on AWS £ IESHIHN BBE 5 E i, BT LUTE
ClusterLogForwarder £.E X % R(CR) #1#5E outputs ] pipelines BJHE, BT AT LUEH A 1554
ET B KGRI R B A Flinm. S175%7uFH Kubernetes Secret X/ SR1E14,

output
BE X BIHEHHEBIE R, HEEFLLEHEINE, iU FEEE —

o elasticsearch. — " Z5 Elasticsearch “Lf9, elasticsearch % af LU&EH TLS ##,

o fluentdForward, —1%7#FFluentd BIHNEEHEREBERTTE, X TETHERH Fluentd XL 1)
¥, fluentForward % BT L& TCP B8 TLS 1##, HiE17F secret Ftgt—1
shared_key FRK S5 i E B HBHI I, REEHEMI U T HRFZT@EHFTLS 89157
F1EH,

o syslog., 7#Fsyslog RFC3164 86 RFC5424 ik BIH ZBHEREHE AT, syslog % a1
&/ UDP, TCP 2 TLS i##,

e cloudwatch, Amazon CloudWatch, —##H Amazon Web Services (AWS) #E & HI I 1ZFIHE
FIERRSS o

o loki, Loki, —1Ne[#EmY B, = A, ZFF HERE R,
o kafkaKafka fUZE, kafka %t AT LAUEFH TCP 26 TLS ##,
o default 77Z5 Red Hat OpenShift Service on AWS Elasticsearch 2241, ETEEHIEE i 5

., HREE default i, ERKEIHEER, EF Red Hat OpenShift Logging Operator
RE7 T default i,

pipeline
FEXM—THELBE =P Z NI BT HEEE, E X EBLENHE. HELEBEEUTE— :

m
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o application. Bi5E 55 1THIFE - I FHFE/F £ LB B ar H i (BiZRIH B &5 N HREFRN) .

e infrastructure 7 openshift*, kube* = default 5 #:z 1THIBEHE, URFRF TTHRX
1RG5 journal Hi,

o audit #7177 511 %%5, auditd, Kubernetes APl fR5545. OpenShift APl ARZ5 2571 OVIN 4%
ERBIF I HE,

BRI L&A EE FHY key:value X1 9 5 HiE B B ss. B0 BRI 2 28 R e 0898
BRI — TR, HERIERE T AR br . aIEX REpr St 28 His B R L,

A
TF G 15T E RIEH [ FAFE/F H %7 4 B &8,
TEEEH, HEEX(EH inputRef SHZLLHERE, LIRIFHZEZ4ZF@EFH outputRef 2
BIT B,

Secret

EENZEHEL key:value Bgd, 1/ 7 FEHE,
SEELUTF/LR :

e 74 ClusterLogForwarder CR X/ R7Z7E, HZETEFE4L ZB 1/ H Elasticsearch SLHl, BRIEFT
& default %jHHIEE,

o ZINIEXTF, logging FRIIFE#ZHIEMERFHE % Z£F ClusterLogging 5 .E X 7R E X HY
BLINNES Elasticsearch HE&#7 G, 18E, EPRSIFHITHBLXEAEFE, BYETREZE
hE. MR BN EHEEHIFE, T FEHE Log Forwarding APl,

o WIREREHHELLTE N EE, NIFLZFAENLEHE, BI40, WRE application ]
audit EIEEEE, (R7F 7 infrastructure 5775 E &7&, Jl infrastructure HER Z#,

o ZHTLU#/H ClusterLogForwarder 5 X %R (CR) HiH% 26 25 H B X EF 5 1516
P BIHR S5 £

o AZF Red Hat OpenShift Service on AWS Elasticsearch SLBITE Wy il HE R L2771, EE
FHOHRIEL F i HEBRZFE BTN REFFHIER BK, HEBZLHIZ L,
logging FRZ T E1EXLEHE,

LU BfF 711 & % B LI BB Elasticsearch SEH4Y, B ihZ0H H & % 2 F T2 L9555
Elasticsearch S#l, W HE 4L ZE Kafka (CE, LIK my-apps-logs 75 #H9 FEF H s 42 X E)
AIEB Elasticsearch SE#41,

HEF Lt g8 6

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- name: elasticsearch-secure G
type: "elasticsearch”
url: https.//elasticsearch.secure.com:9200
secret:

12
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name: elasticsearch
- name: elasticsearch-insecure @
type: "elasticsearch”
url: http.//elasticsearch.insecure.com:9200
- name: kafka-app 9
type: "kafka"
url: tls://kafka.secure.com:9093/app-topic
inputs.'e
- name: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: audit-logs a
inputRefs:
- audit
outputRefs:
- elasticsearch-secure
- default
labels:
secure: "true”
datacenter: "east”
- name: infrastructure-logs 9
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
labels:
datacenter: "west"
- name: my-app @
inputRefs:
- my-app-logs
outputRefs:
- default
- inputRefs: m
- application
outputRefs:
- katka-app
labels:
datacenter: "south”

ClusterLogForwarder CR #95 #w /i instance,
ClusterLogForwarder CR #9554 55/ /& openshift-logging.
A B ZE URL BYsecret KEEZ £ Elasticsearch #iji.
o JHILHIHEIE
o KA : elasticsearch,
® Flasticsearch SLAIB9Z £ URL Fiw [ 1E A BERBIZNEXS URL, EI5F14,

o [HFTLS BEISHHmATEH] secret, secret £4/771£ F openshift-logging i 5 #.,

13
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o

o9

o

o0

BOE T Z £H Elasticsearch #ijit :

o FHIHIHAIE T

o HjHEH : elasticsearch.,

® FElasticsearch SLBIFGTZ 2 URL s CI1E W& ZLHIEXT URL, E1FF14T,
&R E it kB TLS #1580 %2 URL BDE Kafka #ilti

o FHIHIHEIE T

o G EE : kafka,

® JFKafka fCEERY URL i[5 E N — T ERLBIYEXT URL, BIZEI4T,
A Fi2 5 my-project 54 225 AL R H B BIHIA BE,
B FAFH 1T HiE L EF T2 HIH 5 Elasticsearch LRI EBIIE :

o S EELRIE

e inputRefs EH&RZ, EXTNTAIFZE audit,

e outputRefs E%jHEHLIE T, TELXFIH, elasticsearch-secure FTLIFZ % B &£ H)

Elasticsearch S/, default #% % £X%5 Elasticsearch 254,

o ot AIIEHEBIFR

ALk . FFE, BRMEIHEFE—NHZ R, XEMEIE (4 "true") , LEETIHATIF

fFEE, TPEIEHF/)1H,
EEAE, [FEMEH HELEETZEHIHES Elasticsearch 224,

EEME, HTF/FHZEM my-project UiE % £ZAI58 Elasticsearch SLH,

122 E B BIE o

inputRefs E—TMFERIHIA : my-app-logs.

outputRefs £ default,

Bt - FfFE, BRNEHEFRN— NS PR
FFHZE X £F] Kafka A EBIE, THBEEESHH :
® inputRefs ZH& X2, 7EX1 7042 application,
e outputRefs & Z 1 HHI5HHE

o ok . FfFE, BRMEIHEHFE—TNHZ

LUHNEBHERESZA TR, Fluentd HELEE

RN HE I RBE BT THATEENAE, Fluentd RULEINE HEH IFRFHETERZ AR,
THARNE, BIFEPHHE, WREFXEN, Fluentd RfLLKZEHE, Red Hat
OpenShift Service on AWS # 35 HEH MR EN ], BT EITBE FX KA/, BEFFFA #5758 (PVC)

RE# B AT,

I Fluentd F1FH# 228, Pod .,

14
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FHBRI

XEIEH T H W RIE AR, RLHHEHTIFHNITHES, 1 RIERFE FHHIEEFRE, A5
secret ZFEHEFE AR, BTG EIEREHFES R BRI L LINEE, FEEDEHA I EFE I T8
FERIFINIE, WE ] secret . RFNKF . In O AL /U R #500E, Open Shift Logging 7~
R B UF R & [FIB9 T P B,

ERI/EZ£ME(TLS)

&/ %A Secret BITLS URL (httpy//..." BE 'ssl,/y..') JEBERBITLS R &inBHHul, a@E 85
Secret FHIKELT o] EFERF /G FEIHNBITLS ZHEE :

o tls.crt (F#&E) BEE UL BAIXHS, FH mutual B125%1E. FE tis.key.
o tls.key : (F#FE) BERFBIXMHE, BAFHEUEHIEP. FE ts.cr,

o EIGAEE - (FHFE) XWREIBITLS BEHAITHE. FE ts.key.

e ca-bundle.crt (F#&E) TR &G HFULIE CA FIXHS,

A EfIEE
e username : (F#FHE) BHEIFFFE, FE password,

e password : (FFE) SHEIFE. FZE username,

HHBEB R U &£ /5Z(SASL)
e sasl.enable (7 /() BEEHEES FHZZH SASL, HIELE%E, NZE T IETEM sasl. ZEH
1 B 575 SASL .

e sasl.mechanisms : (array) 701FHISASL #IE#EIZHK, WRHEL BN, NHEHF R IA
[EO

e sasl.allow-insecure : (7F5/51H) IFAEBIX B IGHIHLH], 2l Hfalse,

11.1.8.1. BY#E Secret
TR LUE LT 6057 & EEHTIF B AIE X B SR A 0)#E secret -

$ oc create secret generic -n openshift-logging <my-secret> |
--from-file=tls.key=<your_key_file>

--from-file=tls.crt=<your _crt_file>
--from-file=ca-bundle.crt=<your_bundle_file>
--from-literal=username=<your_username>
--from-literal=password=<your_password>

ﬁ E‘,;E*
' BN B 3 T B secret K SEE{ELLE,

1.1.9. fF/F— pod HHIEEFHT JSON HEFE L EHIRAIFS]
AT LUFH E B — pod BITRIBZRE925191E A& F R B TIRBIFS ], BREFULIIEE, ERTIEHSEHES:

B EEH FHE pod, HEHREANHH app- BI4HI%5], X% Elasticsearch & 7@ 5% R &9
Yid=l:0A
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EZZ

H &6 JSON BN TR FYOEX 2 K5I/, ATLEREIEF UL
ThEE, IXX/5 JSON WA TRELIH B LIZERS, A IHIFHSEST @RS 255,
HEFFE ISON 1520891 e ThE A,

TR

® [ ogging subsystem for Red Hat OpenShift: 5.5

A
1. BI#st45#E X ClusterLogForwarder CR X/ 589 YAML X :

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputDefaults:
elasticsearch:
structuredTypeKey: kubernetes.labels.logFormat a
structuredTypeName: nologformat
enableStructuredContainerLogs: true
pipelines:
- inputRefs:
- application
name: application-logs
outputRefs:
- default
parse: json

ﬂ & fH Kubernetes logFormat 17552/ BI#2 (B 5] 12,
Q JE % B &

2. WS4 E X Pod CR X1589 YAML X1t :

apiVersion: vi1
kind: Pod
metadata:
annotations:
containerType.logging.openshift.io/heavy: hea vya
containerType.logging.openshift.io/low: low
spec:
containers:
- name: heavye
image: heavyimage
- name: low
image: lowimage

ﬂ 15zt : containerType.logging.openshift.io/<container-name>: <index>

16
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© IHEFVTEEHEHILE

}

==
=]

HEET A D E B p 5 -,

i

HewR

® Kubernetes ;EAZ

11.1.10. J#H & # % F$ 25 Elasticsearch S

B 7 928 Red Hat OpenShift Service on AWS Elasticsearch SEBI#, 10 e LUF HE X4 F 428
Elasticsearch LA, #EFEEAENBHEREZ, UENKFH Red Hat OpenShift Service on AWS #IHZE
#HIE,

ZFIE HEF7 2 FIS B Elasticsearch L4, i50/#—1* ClusterLogForwarder 5/ X 7% (CR) , &
& S E B2 LRIRT T L RAE R S8, S5F Elasticsearch Byl AT LUER HTTP (T&<£)
HTTPS (Z£ HTTP) %,

gg{:

BIFHEZ % IR EBHIPIES Elasticsearch LAY, i {F# i FIE & Y ENEBLAY, LI —MEMH default
BT H L BB AR &8, BT EZLDEE default %M, HTEAE default i, FERKEIHEE
158, &7 Red Hat OpenShift Logging Operator tRE7 7 default 4/,

HEEER 7 L7 HEF 4L F AWS Elasticsearch SX4IB9A125 Red Hat OpenShift Service,
NIFEZER#—1 ClusterLogForwarder CR,

STEREM
o ERIEACIE N EFAIEE LI BHE AL H S I H R 5 a5

A
1. B3t 4#E X ClusterLogForwarder CR X/ 587 YAML X1 :

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance a
namespace: openshift-logging 9
spec:
outputs:
- name: elasticsearch-insecure Q
type: "elasticsearch” a
url: http.//elasticsearch.insecure.com:9200 9
- name: elasticsearch-secure

17
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type: "elasticsearch”
url: https://elasticsearch.secure.com:9200 G
secret:
name: es-secretﬁ
pipelines:
- name: application-logs G
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-secure @
- default @)
labels:
mylLabel: "myValue"
- name: infrastructure-audit-logs @
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
labels:
logs: "audit-infra"

ClusterLogForwarder CR B9% ## /i instance.

ClusterLogForwarder CR #9554 25|34 4l openshift-logging.

1EEHIH 95 7

#5/E elasticsearch £,

FEE N BB Elasticsearch SLBIBY URL s O 1E /B 3LHIENT URL, ERTLUEE http (7%
£) st https (ZE£HTTP) 11, WIREH T @& CIDR ZEABIEFELIFCE, Hilteial
R #EE L FQDN, T2 IP Hit,

X F&ZEFH, FaLUE T 1EE secret K15 E X TE 1742 uFH) https 2 http URL,

99 09006009

XIF https Fi4%, 1515E TLS B 15in AT ] secret £#. secret WAif7{EF openshift-
logging TG/, A EEIEREIATCEREIFEN U PH] : ts.crt, tls.key F ca-
bundle.crt #9% 5, Z, X1F http & https 5145, EaTLUIEE—NEEH 7 EHEHEH
secret, WHEEZIEE, FSIHUT 7 : KIEEEHEHEHGH secret’,

Bl : 15E EBRIE s

R EEIEEEZLIIHERE - application, infrastructure 2 audit,

TEEE UL EBF 4 HiEN & BRI 5 H A o

ot IEESFEH R % X E AR Elasticsearch SE4IFYG default %74,

q

o FFE, BRNMEAE R — TSR,

g

EEZ MM, fFEEEREIE R IR EBI RN A ARG -

Q
8

09090009

o U EEHIE T

o inputRefs Z{&HEEF X HIHEXRZE : application, infrastructure 2 audit,

18
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e outputRefs & Z I E

o ok . FHFE, BRMEIHEHREI—TNHZ

2. LIEECR X%,

I $ oc create -f <file-name>.yaml

I RiEEE A MEEH] secret
eI LU & E & FE TG secret 47 uF5 5455 Elasticsearch LRI &£,

a1, HWRTEE@EH mutual TLS (MTLS) &4, K458 =75151T Elasticsearch SE#l, el LUEH HTTP
BYHTTPS # X BEEE & HEHE] secret,

1. BUBEMTFLLUTF A Secret YAML X4, #Fbase64 4#i36916HF username 7] password
FE, secret LZE AN opaque.

apiVersion: vi1
kind: Secret
metadata:
name: openshift-test-secret
data:
username: <username>
password: <password>

2. D#secret :

I $ oc create secret -n openshift-logging openshift-test-secret.yam|

3. 7 ClusterLogForwarder CR #1#5/E secret B9 &7 :

kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: elasticsearch
type: "elasticsearch”
url: https.//elasticsearch.secure.com:9200
secret:
name: openshift-test-secret

g’
1£ url FEEH, FIAFaTLIE http 26 https.

4. pIEECR XIS,

S

I $ oc create -f <file-name>.yaml

19
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1.1.71. /& Fluentd #2413 5% HE

AT LUEFF Fluentd forward )i 15 H & BIAR X X EIFE /1 #EZ IR BBA GRS S, MK
Elasticsearch Hx b, HHEEHLENGIHGREE, UENKFE Red Hat OpenShift Service on AWS A9

E /:LEO

Z(FH forward iXECEAEFA X, 1EL/#—1 ClusterLogForwarder & X %8 (CR) , #/F—1 =t
BN BN X L B Fluentd ARZ5Z5/1E 78, Fluentd it aTUEH TCP (T%£) 3
TLS (Z£TCP) i##%.

LR
o ERIEACIE N E S E LK SRS E L H S I H R 5 o

TR

1. BV 4#5E X ClusterLogForwarder CR %1 5B YAML X 14 :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance a
namespace: openshift-logging 9
spec:
outputs:
- name: fluentd-server-secure g
type: fluentdForward @
url: 'tls://fluentdserver.security.example.com:24224’ 6

secret: @

name: fluentd-secret
- name: fluentd-server-insecure
type: fluentdForward
url: 'fep://fluentdserver.home.example.com:24224'
pipelines:
- name: forward-to-fluentd-secure a

inputRefs: 6

- application

- audit

outputRefs:

- fluentd-server-secure 9

- default )

labels:
Clusterld: "C1234 m
name: forward-to-fluentd-insecure @
inputRefs:
- infrastructure
outputRefs:
- fluentd-server-insecure
labels:
clusterld: "C1234"

ﬂ ClusterLogForwarder CR B9% ## /i instance.

@ ClusterLogForwarder CR #97>4 22/H/24 /2 openshift-logging.
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FEEFHBIE 7

& E fluentdForward 257,
FEENEB Fluentd SEAYHG URL Fiam [0 1E K BRLBIZHXT URL, HEETLUEH tep (T7%£) 2t
Fitls (ZLTCP) X, HIREH T &M CIDR ZEIEELSE/FEE, i i iR 45
E#2 FQDN, 742 IP Htf,
YIR(EF ts s, EBAF TLS BIS 15 Eln =] secret £/, secret MAHIZ1ETF
openshift-logging i G/, AR EE R ENIRTCZRAIENIEFE] : tls.crt, tls.key T
ca-bundle.crt B9Z £,

Bt : 1 EEERIE T

R EEIEEEZLIIHERD - application, infrastructure 2 audit,

FEEE UL EBF L HIEHHEFRIHIH S 7

g

O HEESE H L BINES Elasticsearch SLAYBY default %7,

g

o FFE, BRNMEAE R — TS TR

Q
8

EEZ MM, 1FEEEREIE R IR EBI R MHNE ARG -
o ft EELIE

o inputRefs Z{&HEE X HIHEXRZE : application, infrastructure 2 audit,
e outputRefs & Z I E

o ot : FfFE, BRMEIAEFH—1HZ R

2. LIEECR X%,

I $ oc create -f <file-name>.yaml

11.1.11.1. %7 Logstash J=/H nanosecond #&5Z FM fluentd AR
XJF Logstash M fluentd #ZER#HE, EAITE Logstash BB 47/ /H nanosecond 75 /&,

e 7 logstash EX 4, J¥nanosecond_precision i%iE7 true.

Logstash ECEX Bl

input { tep { codec => fluent { nanosecond_precision => true } port => 24114 } }
filter { }
output { stdout { codec => rubydebug } }

1.1.12. & syslog i #5 % Hi&E
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AT LUE T syslog RFC3164 8% RFC5424 11X 5 H &I X% % B E #5214 1) i BIN BB A R & 48
(BCEI A Elasticsearch HEFZIESEIE N EBIHTE) » BHEBLENGHGREEE (M syslog RS
25) FIEKF E Red Hat OpenShift Service on AWS B9H &,

ZEF [ syslog P)iNAE HES, 176/#—1 ClusterLogForwarder 5& X % (CR) , #fF—1&t%
TN HT I BIE X Lo i H syslog AR #EFIE &, syslog it AT LUEFF UDP, TCP B4 TLS i##,

STERFA
o TR BEACIE N EFAIEE LK BHE E L H S I H R 5 #%o

T

1. BS54 E X ClusterLogForwarder CR ¥/ 5B YAML X 14 :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance a
namespace: openshift-logging 9
spec:
outputs:
- name: rsyslog-eastg
type: syslog @
syslog:e
facility: local0
rfc: RFC3164
payloadKey: message
severity: informational
url: 'tls://rsyslogserver.east.example.com:514' G
secret: ﬁ
name: syslog-secret
- name: rsyslog-west
type: syslog
syslog:
appName: myapp
facility: user
msglD: mymsg
proclD: myproc
rfc: RFC5424
severity: debug
url: 'udp://rsyslogserver.west.example.com:514'
pipelines:
- name: syslog-east @
inputRefs: 9
- audit
- application
outputRefs: @
- rsyslog-east
- default @)
labels:
secure: "true”
syslog: "east”
- name: syslog-west
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inputRefs:
- infrastructure
outputRefs:
- rsyslog-west
- default
labels:

syslog: "west"

ClusterLogForwarder CR B9& ## /i instance.

ClusterLogForwarder CR #9554 55/ /& openshift-logging.

FEEFHBIE 7

#5/E syslog £,

Bt @ #EIE syslog 28, # TAF3Y.

FEEN BB syslog SEBYHT URL [, EATLUEHA udp (7%£) . tep (FZZ£) 2HZE ts
(Z£TCP) 11X, #IE/EH T &M CIDR jFEHTEEELEIFHCEE, Hilt e IR 854 #ek

FQDN, [1:E IP H#itit,

WIR(EH Hs Fisy, oA TLS BI85 Eln mATEH secret £/, secret MAHIFIEF

openshift-logging i G/, AR EERENIATEZRAIENIEFE] : tls.crt, tls.key T

ca-bundle.crt B9Z 41,

Ak : 15 E EERIE T

R EEIEEEZLIIHERLE - application, infrastructure 2 audit,

FEEE UL EBF 4 HEN & FRIEIH S s

B : 15ENFHEFE L FNED Elasticsearch S4B default %7,

Ak FRFE, BRMEIHEFE— T Z N rE, MEMEIE (A "true") , LEENIH
G FiFEE, T2 FE 70 (o

AL BOE S i, 1FEEEREIE R EAI R N A ARG -

O 99000 O 900900609

o JHUEERIE o
o inputRefs Z{&HEE X HEXRZE : application, infrastructure = audit,
e outputRefs & Z 1 HHI5HE

o ot : FfFE, BRMEIAEFH—THZ R

2. LIEECR XS,

I $ oc create -f <file-name>.yaml

1.1.12.1. ZEE Bt R mAEE S

AT LU ¥ AddLogSource FE27 11 ClusterLogForwarder £ X 7 J8(CR) ¥
namespace_name, pod_name 7] container_name 7z 7 /1£/10-RE] message FERH,
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spec:
outputs:
- name: syslogout
syslog:
addLogSource: true
facility: user
payloadKey: message
rfc: RFC3164
severity: debug
tag: mytag
type: syslog
url: tls://syslog-receiver.openshift-logging.svc:24224
pipelines:
- inputRefs:
- application
name: test-app
outputRefs:
- syslogout

XPES RFC3164 F] RFC5424 F# 7,

2RH AddLogSource B syslog JH /8 %t 06

<15>1 2020-11-15T17:06:14+00:00 fluentd-9hkb4 mytag - - - {"msgcontent"=>"Message Contents",
"timestamp"=>"2020-11-15 17:06:09", "tag_key"=>"rec_tag", "index"=>56}

##4 AddLogSource B syslog ;& /8%t 7B

<15>1 2020-11-16T10:49:37+00:00 crc-j55b9-master-0 mytag - - - namespace_name=clo-test-
6327,p0d_name=Ilog-generator-ff9746c49-qxm7l,container_name=Ilog-generator,message=
{"msgcontent":"My life is my message”, "timestamp":"2020-11-16 10:49:36", "tag _key":"rec_tag",
"index":76}

11.1.12.2. syslog &
BT Ly syslog HiHEEL TAE, WEEZI5E, 155/ syslog RFC3164 8 RFC5424 RFC,
o facility: syslog facility. iZ {8 Bl LB +H #IZ#, BTLIEX S KXNERIXHEF :
o 03t kern AFHZIER
o 13¢user PFKA"LER (Fil) .
o 2 z¢ mail HFHHR
o 3zt daemon fHF R4 TFIHAFE
o 4% auth HFZ L/ S5 uFHER
o 55t syslog /AT syslogd FIES4EKEIESR

o 6 & lpr HFITITHIHI FRLL
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o 7 3¢ news fHFIIEETIH FRY

o 83t uucp HF UUCP F%%

o 93t cron AF clock F 77

o 10 ¢ authpriv AFZ £ 55 1HER

o 11 fip FFFTP FIrtiE

o 12 ntp HFNTP FR%

o 13 3 security /HF syslog audit H&

o 14 3t console /¥ syslog alert H&

o 15 2t solaris-cron /5 F scheduling FH##E
o 16-23 =t local0 - local7 /5 F A& FrI T E

o IJi% : payloadKey : H1E syslog 58 H 5417 #HTil RFER,

FE
_ H0iE payloadKey 2 #( ] [55 1F {5 R th S #3574 Fl syslog.

® RFC : HF#MHsyslog %1% HEHIRFC, il RFC5424,

o severity : IRIEEIEHBI syslog i sREGsyslog B E 4, 1Z1H AT LIE+H#IZH, HaTUEXS A
NERJREE

o 0zt Emergency HFUFRIT el HHIER
o 13t Alert HF AR EIHITIRIEAIE S
o 2 z{ Critical FHFRAFKXERKIAIES
o 3t Error HF &K R LGSR
o 43t Warning A FRAZXEERIHAIER
o 53t Notice FHFAKIEZBFEEERMHAIER
o 6 gt Informational /5 F XI5 EHIER
o 7zt Debug A FAFIIALABIESR (FKil)
e tag : Tag #EEICRFE, HMIEsyslog HE LA,
o trimPrefix : MPnss PMIBRIE E BIBTAL,
11.1.12.3. Bt RFC5424 syslog 2
LUFZ AT RFC5424:

e appName: APP-NAME B — BB XA Z1FE, HFIALEREIIN BERF. BN
RFC5424 157,
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® msglD: MSGID @ — 1A FiriHE8LEFIEAX KXFFE, #A17 RFC5424 157E,

® PROCID: PROCID Z—1NERH XA F{FE, ZHIIFIEZRKT syslog IRETFFELE, #A1F
RFC5424 #5/F,

11.1.13. /¥ HE % F Kafka LHE
PR T Bt B E EE N, T FTLUF 12 4 B 28 Kafka 1L,

BB HE RN EE Katka LAY, @i i6)##—1 ClusterLogForwarder 5/E X 7 B(CR), AF&E
FiH B2 LRI H L RAE B B &8, BRI LITE M B 155 E R Katka &, th A LUEBFE I A,
Kafka % AT LUEHF TCP (T%%£) BETLS (££ TCP) ##,

T

1. B/ 4#5E X ClusterLogForwarder CR %1 5B YAML X 14 :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance a
namespace: openshift-logging 9
spec:
outputs:
- name: app-logs G
type: kaftka @
url: tls://kafka.example.deviab.com:9093/app-topic e
secret:
name: kafka-secret G
- name: infra-logs
type: kaftka
url: tcp://kafka.deviab2.example.com:9093/infra-topic a
- name: audit-logs
type: kaftka
url: tls://kafka.qelab.example.com:9093/audit-topic
secret:
name: kafka-secret-qe
pipelines:
- name: app-topic @
inputRefs:
- application
outputRefs: @
- app-logs
labels:
logType: "application”
- name: infra-topic
inputRefs:
- infrastructure
outputRefs:
- infra-logs
labels:
logType: "infra"
- name: audit-topic
inputRefs:
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- audit
outputRefs:
- audit-logs

- default (B

labels:
logType: "audit”

ClusterLogForwarder CR B9& ## /i< instance.

ClusterLogForwarder CR #9574 22/ i & openshift-logging.

TEEHHBIE 7

#5/E kafka £,

1% Kafka fCEEHT URL w178 E 7 —TNESAHI/EXT URL, B E[LUEIN 1§ E R E T, #al
LEM tep (T%%) gt&F tls (XL TCP) 11X, #WREHE T @& CIDR ZAERIEFEEH
U, BN IRS 454 3 FQDN, T2 IP Hiit,

WIREH Hs Fisy, BaiH 7 TLS BI85 Eln mATE secret £/, secret M FIEF
openshift-logging Wi G/, AR EERENIRTLZRAIENIETFH] : tls.crt, tls.key #T
ca-bundle.crt B9Z Y,

ALk . BAETZEEGIM, £ URL BIEIEAE tep Bi4E. 774%, &BEULEIH 89 secret

K H name,
Bl 1% : FEEEBERIE T,

R EEIEEEZLIIHERT - application, infrastructure 2 audit,

FEEE UL EBF L H BN EFRIHIH S 7

9000 & O O©6O6OO

ALk - FFE, BRNNEIHE R — 1SR
AL BOE S T, 1FEEFEREIE R IF R BB R N A ARG -
ot EELIE

inputRefs Z@FEEZ X BIHZERLE : application, infrastructure 2t audit,

outputRefs 2 Z (& F 15115 #»

ALk - FFE, BRNEIHE R — TSR,

@ B 1% : #57E default 7 H &7 X4 2958 Elasticsearch 224,

2. Bk BIFANEIHIELFZ T Kafka AHE, 1575E Kafka CEE#ZH, 41 THIATT -

#...
spec:
outputs:
- name: app-logs
type: kaftka
secret:
name: kafka-secret-dev

katka: @)
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brokers: 9

- tIs://kafka-broker1.example.com:9093/
- tIs://kafka-broker2.example.com:9093/
topic: app-topic G
#...

ﬂ F5E — 1N A brokers 7 topic 257 kafka ##,
9 & /H brokers {215 E — 18t % MR,
© £/ topic IS E R AFHI B IR,

3. BT %%, ClusterLogForwarder CR :

I $ oc apply -f <filename>.yam|

11.1.14. J%H & #5 % £ Amazon CloudWatch

AT LUF H #5242 Amazon CloudWatch, X228 Amazon Web Services (AWS) #£ &8 15 /] H & 77 1%
R%5. I TEBOABIHZEFIES, ET el Lg% ) CloudWatch,

BB HE XL CloudWatch, i Ain)E#—1 ClusterLogForwarder 5E X %8 (CR), EHEE
CloudWatch B9%iH, LURIEBHIHHIEE,

T

1. 2/#—1 Secret YAML X 14, E1{#/H aws_access_key_id 7] aws_secret_access_key F,&
FEEEHI base64 FifiFHIAWS FEulF, B4 :

apiVersion: vi1
kind: Secret
metadata:
name: cw-secret
namespace: openshift-logging
data:
aws_access_key _id: QUIJQUIPUOZPRE5SONOVYQU1QTEUK
aws_secret_access key:
dOphbHJYVXRuRKVNSSI9LNO1ERU5SHL2JQeFJmaUNZRVhBTVBMRUtFWQo=

2. tY#EEsecret. BIZ] :

I $ oc apply -f cw-secret.yaml

3. L/Est#E X ClusterLogForwarder CR X/RBIYAML X ¢, TEX1ER, #7E secret BIE
. B0 :

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:

name: instance a

namespace: openshift-logging 9
spec:

outputs:
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- name. cw 9

type: cloudwatch @
cloudwatch:
groupBy: logType 9
groupPrefix: <group prefix> G
region: us-east-2
secret:
name: cw-secret @
pipelines:
- name: infra-logs 9
inputRefs: @
- infrastructure
- audit
- application
outputRefs:

"o

ClusterLogForwarder CR B9% 4 7 instance.
ClusterLogForwarder CR #9554 55/ /& openshift-logging.
1EEHIH 95 7

#5E cloudwatch £,

0009

Bt : 1EEHTXS HEHTHH -
o logType W& HEREGEHEHA

e namespaceName /&N AFE/Fm & ZE BB —NHEH, BEdSEHFRH T i
EOIEH B H E,

o namespaceUUID #Z 1N w4 Z8/H UUID BIZ—NETBIHEH, B A EMEEH
11 HiE O A A H &,

Ak : IEE— TN F R E M HiEHE PRI infrastructureName Fi4%,
EE AWS X1,

IHEE S AWS FilH]secret &,

Bk : 15 EERIE o

R EEIEEEZLIIHERE - application, infrastructure 2 audit,

0900099

FEEE UL EBFE XL H BN EFRIHIH S 7

4. DJEECR XIS :

I $ oc create -f <file-name>.yaml

a0 : £ Amazon CloudWatch #af#fH ClusterLogForwarder

TEXE, #EAREZ ClusterLogForwarder £ E X 7R (CR) AR E 5 H F| Amazon CloudWatch #IH &
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1B IETE:2 174 77 mycluster £9ROSA %5, LT i wiR[EI5EEEH) infrastructureName, /5% /H
EXHE aws 5 :

$ oc get Infrastructure/cluster -ojson | jq .status.infrastructureName
"mycluster-7977k"

B ARBIERHEHIE, EATLIES T app #9505 25517 busybox pod. busybox pod #&lig=#
FEH B EA stdout -

$ oc run busybox --image=busybox -- sh -c¢ 'while true; do echo "My life is my message"; sleep 3;
done'’

$ oc logs -f busybox

My life is my message

My life is my message

My life is my message

AT Z# busybox pod i£77HT app 74 ZE/5/#9 UUID :

$ oc get ns/app -ojson | jg .metadata.uid

"794e1e1a-b9f5-4958-a190-e76a9b53d7bf"
1£ ClusterLogForwarder & X 757 (CR) #, & E/LIJF infrastructure. audit 7] application 5%
HAE Y all-logs B EHIHIA. Bl af LUFFIL B8 FFEE cw i, #HFHEZ X% Z) us-east-2 X 1A
CloudWatch 2E4 :

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: cw
type: cloudwatch
cloudwatch:
groupBy: logType
region: us-east-2
secret:
name: cw-secret
pipelines:
- name: all-logs
inputRefs:
- infrastructure
- audit
- application
outputRefs:
-cw

CloudWatch B NIX EBE E = NRAIHIXT SR -
o HEH

==
o E %) //'Iib\-
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n GEFM

&/H ClusterLogForwarding CR #59 groupBy: logType, inputRefs #1597 =fH &L L7 Amazon
Cloudwatch A =THEA :

$ aws --output json logs describe-log-groups | jq .logGroups[].logGroupName
"mycluster-7977k.application”

"mycluster-7977k.audit”

"mycluster-7977k.infrastructure”

F1THBHEEZSHER

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.application | jq
.logStreams][].logStreamName

"kubernetes.var.log.containers.busybox_app_busybox-

0a085893053e20beddd674 7acdbaf98e77c37718f85a7f6a4facf09cai95ad76.log"”

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.audit | jq
.logStreams][].logStreamName

"ip-10-0-131-228.us-east-2.compute.internal.k8s-audit.log”
"ip-10-0-131-228.us-east-2.compute.internal.linux-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.openshift-audit.log”

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.infrastructure | jq
.logStreams[].logStreamName
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-69f9fd9b58-
zqzw5_openshift-oauth-apiserver_oauth-apiserver-
453c5c4ee026fe20a6139babb1cdd1bed25989¢c905bf5achca211b7cbb5¢c3d7b.log”
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-797774f7¢c5-
Iftrx_openshift-apiserver_openshift-apiserver-
ce51532df7d4e4d5f21c4f4be05f6575b93196336be0027067fd7d93d70f66a4.log"
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-797774f7¢c5-
Iftrx_openshift-apiserver_openshift-apiserver-check-endpoints-
82a9096b5931b5c3b1d6dc4b66113252da4a6472c91ff48623baee761911a9ef.log”

ENNHEREEESE HEEI, EEE busybox Pod HIHEFEH, LM application &5 E A

E e .
eNJIL -

$ aws logs get-log-events --log-group-name mycluster-7977k.application --log-stream-name
kubernetes.var.log.containers.busybox_app_busybox-
da085893053e20beddd6747acdbafd8e77c37718f85a7f6a4facf09cal95ad76.log

{

"events": [
{

"timestamp": 1629422704178,

"message”: "{\"docker\":
{\"container_id\":\"da085893053e20beddd6747acdbaf98e77¢c37718f85a7f6a4facf09ca195ad76\"},\"kub
ernetes\":
{\"container_name\":\"busybox\",\"namespace_name\":\"app\",\"ood_name\":\"busybox\",\"container_ima
ge\":\"docker.io/library/busybox:latest\"\"container_image_id\":\"docker.io/library/busybox@sha256:0f35
4ec1728d9ff32edcd7d1b8bbdfc798277ad36120dc3dc683be44524c8b60\",\"pod _id\":\"870be234-
90a3-4258-b73f-4f4d6e2777¢c7\"\"host\":\"ip-10-0-216-3.us-east-2.compute.internal\",\"labels\":
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{\"run\":\"busybox\"},\"master_url\":\"https.://kubernetes.default.svc\",\"namespace_id\":\"794e1e1a-
b915-4958-a190-e76a9b53d7bf\",\"namespace_labels\":
{\"kubernetes_io/metadata_name\":\"app\"}},\"message\":\"My life is my
message\"\"level\":\"unknown\",\"hostname\":\"ip-10-0-216-3.us-east-
2.compute.internal\",\"pipeline_metadata\":{\"collector\":
{\"ipaddr41":\"10.0.216.3\",\"inputname\":\"fluent-plugin-
systemd\"\"name\":\"fluentad\",\"received_at\":\"2021-08-
20701:25:08.085760+00:00\"\"version\":\"1.7.4 1.6.0\"}},\"@timestamp\":\"2021-08-
20T01:25:04.178986+00:00\"\"viaq_index_name\":\"app-
write\"\"viaq_msg_id\":\"NWRjZmUyMWQtZjgzNCOOMjlI4L TKSMjMtNTk3NmY3ZjU4NDk1\",\"log_type\":
\"application\",\"time\":\"2021-08-20T01:25:04+00:00\"}",

"ingestionTime": 1629422744016

4

T : T HEAEE B EE s

TEHZFHE R, EaTLUFE 1) infrastructureName 54 mycluster-7977k i ) — MEEF T4,
47 demo-group-prefix, ZEH{TIENK, FFEZEEF ClusterLogForwarding CR #1549 groupPrefix &
£ -

cloudwatch:
groupBy: logType
groupPrefix: demo-group-prefix
region: us-east-2

groupPrefix #9/5 &% 1/ #9 infrastructureName G745 :

$ aws --output json logs describe-log-groups | jq .logGroups[].logGroupName
"demo-group-prefix.application”

"demo-group-prefix.audit”

"demo-group-prefix.infrastructure”

T : B 2 & BE S HEA

X FEFERBIEF N HFEfF i 5 2, AT LAFE CloudWatch #OIEHEH, REMEFNHEFmERE
JEJB9E o

IR IEWBR L AR 59 & ZEJEINT R H I E A IRIBIHTAI SR, CloudWatch RFZEREHS LUFIHEIEAIHE
égo

RGN 9 B BRI BELE N FHFE o0 5 ZE A X RIGE E3KL, 15 1R BI85, SN, HREE
FRFERLBIHEHAEE XS, ESUT 9 EerE 5EH UUID A HiEH 584

EREEFE TF I FFEF i 55 S B BFE/F HiE2H, #8LUFE ClusterLogForwarder CR #1¥
groupBy FEREI(E 1% & % namespaceName :

cloudwatch:
groupBy: namespaceName

region: us-east-2

1% groupBYy i<i& % namespaceName R K521/ HEE/F HE4, EF =204 audit # infrastructure H
/:L/Eég o
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7£ Amazon Cloudwatch /i, & ZE/H D NEFTHEHEHHIFRE. HHRE— N BREFmEZE
JH] "app", L FHIH S — TN #7689 mycluster-7977k.app HZE2H, 1742 mycluster-7977k.application

$ aws --output json logs describe-log-groups | jq .logGroups[].logGroupName
"mycluster-7977k.app”

"mycluster-7977k.audit”

"mycluster-7977k.infrastructure”

UIRABIFRIEFEEZ N & 2N, NEHHARLNZ1NEEH F15EZEX N —1 5,
groupBy FER (X &N A HEH, BT =7 audit #] infrastructure H &2,

B - AR AZEH UUID G HEH

X FEEhHIF N HRFE e & 5L, HEaILIZE CloudWatch R HEH, BEHEEF I HEFRE
ZE/5[#9 UUID,

IR IR L A FE/F 6 ZE[EIX R H CIEFTAI SR, CloudWatch KB/ —T¥T89H &4,
HIREZ S EFIEIRBEZE N fHRRF B RN R, ERAABIFHLE) %, SN, FEFTER

"Example: Naming log groups for application namespace name" B854

BN FREFmEZEE UUID jFimE HEH, # LU ClusterLogForwarder CR #1/% groupBy FERE
1&1% &% namespaceUUID :

cloudwatch:
groupBy: namespacelUUID
region: us-east-2

7£ Amazon Cloudwatch &, £ %E/5/ UUID HITEFE TN HEHEHHIKE. BHE— TN FEFmEE
/H] "app", K FHIHE T — 188 mycluster-7977k.794e1e1a-b95-4958-a190-e76a9b53d7bf H&4,
Ti7~& mycluster-7977k.application :

$ aws --output json logs describe-log-groups | jq .logGroups[].logGroupName
"mycluster-7977k.794e1e1a-b9f5-4958-a190-e76a9b53d7bf" // uid of the "app" namespace
"mycluster-7977k.audit”

"mycluster-7977k.infrastructure”

roupBy FER X &N FHEH, ©ETA80 audit 7] infrastructure H&E2H,
groupby

11.1.14.1. M5B 7 STS BYEEfFHEF# % £/ Amazon CloudWatch

X F/EH T AWS Security Token Service (STS)B9%EEE, 1ELIERIFHEEZLBIAWS IAM A GRIZRE, LI
R##A CloudWatch %7489 ClusterLogForwarder £ X % B(CR).

FERE
® Red Hat OpenShift BIH & ILRFR5 : 5.5 REFHIRA

Y74
1 EEAWS KA
a. @HELUTRABELIEIAM ZEBE JSON X1 :
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{
"Version": "2012-10-17",

"Statement": [

{

"Effect": "Allow",

"Action": [
"logs:CreateLogGroup”,
"logs:CreateLogStream”,
"logs:DescribeLogGroups”,
"logs:DescribeLogStreams”,
"logs:PutLogEvents”,
"logs:PutRetentionPolicy”

I
wk kRN

"Resource": "arn:aws:logs:*:

}
]
/

b. @EHLUTFTRAELIZEIAM 15F JSSON X1 :

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Principal”: {
"Federated": "arn:aws:iam::<your_aws_account_id>:oidc-
provider/<openshift_oidc_provider>"
}
"Action": "sts:AssumeRole WithWebldentity",
"Condition": {
"StringEquals™: {
"<openshift_oidc_provider>:sub": "system:serviceaccount:openshift-
logging:logcollector” 9

}
}
}
]
/

@ /5EAWS £/ ID #1 OpenShift OIDC #iiisg, E1TH TR PRI :

$ rosa describe cluster
-c $(oc get clusterversion -o jsonpath=".items[].spec.clusterID}{"\n"}’) |
-0 yaml | awk ‘Joidc_endpoint_url/ {print $2}' | cut -d /' -f 3,4

@ & X#5E Openshift OIDC HisR,

c. DIEZIAM A£ :

$ aws iam create-role
--role-name “<your_rosa_cluster_name>-RosaCloudWatch” |
--assume-role-policy-document file://<your _trust_file_name>.json \
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--query Role.Arn |
--output text

RIFHIH. IS TEHEAE,
d. B IAM FERE :

$ aws iam create-policy

--policy-name "RosaCloudWatch" |

--policy-document file:///<your_policy file_name>.json \
--query Policy.Arn |

--output text

RiFHIH. EREEHLRPEAT,
e. fFIAM FBEHIINE] IAM A £

$ aws iam attach-role-policy |
--role-name “<your_rosa_cluster_name>-RosaCloudWatch” |
--policy-arn <policy ARN> a

ﬁ #F policy_ARN E# 7y 5 7E B FEBENT (R 778951 o

2. #logging Operator £/# Secret YAML X 14 :

apiVersion: vi1
kind: Secret
metadata:
name: cloudwatch-credentials
namespace: openshift-logging
stringData:
credentials: |-
[default]
sts_regional _endpoints = regional
role_arn: <role_ ARN>
web_identity_token_file = /var/run/secrets/openshift/serviceaccount/token

ﬂ #F role_ARN E7709 /5 7E 02/ BT (R T7BIFIH.

3. B#secret :

I $ oc apply -f cloudwatch-credentials.yam!

4. pI#Est474 ClusterLogForwarder £E X %R :

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:

name: instance a

namespace: openshift-logging 9
spec:

outputs:
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- name. cw 9

type: cloudwatch @
cloudwatch:
groupBy: logType 9
groupPrefix: <group prefix> G
region: us-east-2
secret:
name: <your_secret_name> @
pipelines:
- name: to-cloudwatch 9
inputRefs: @
- infrastructure
- audit
- application
outputRefs:

"o
ClusterLogForwarder CR B9% 4 7 instance.
ClusterLogForwarder CR #9554 55 /5[4 /& openshift-logging.
1EEHIH 95 7

#5E cloudwatch £,

0009

Bk - 1EEAIN H AT 9 -

o logType &1 HEXEEDEHEH

® namespaceName 77 &N AfE/F i ZEF G — 1 HiEH, BibFRHHF i1 H

2, FREIH SR logType 54,

o namespaceUUID #Z 1N w4 Z8/H UUID BIZ—NETBIHEH, B A EMEEH

FIH# 11 Hi& O # I8B9 H A,

EEAWS X1,
FE5E < BIBEEH secret BYE 7,
Bl : 15 E EBEHIE T,

R EEIEEEZLIIHERE - application, infrastructure 2 audit,

0900099

FEEE UL EBFE XL H BN EFRIHIH S 7

)

&
S
X

e AWSSTSAP &&

11.1.14.2. {EHPH AWS £ AWS CloudWatch B)E secret

136
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https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html

B NEARBENEREL

WEEE—NAWS BITIE A E, FalLU#H oc create secret --from-literal 555 77 AWS 1&/H STS 1/
secret,

A
o TECLIH, I ALITRHBEF N AWS £HL secret -

$ oc create secret generic cw-sts-secret -n openshift-logging --from-
literal=role_arn=arn:aws:iam::123456789012:role/my-role_with-permissions

Secret 0

apiVersion: v1
kind: Secret
metadata:
namespace: openshift-logging
name: my-secret-name
stringData:
role_arn: arn:aws:iam::123456789012:role/my-role_with-permissions

11.1.15. JFHEZ X Z Loki

B 7 A EBBGEL A Red Hat OpenShift Service on AWS Elasticsearch SERS%, T el LUF H & #5 4 BN 5
Loki HZ&E1DR%%%,

BRIEAZIERT Loki, BAILIE—1 ClusterLogForwarder £E X %8 (CR), #L/E—NiHiZ
Loki 9 ClusterLogForwarder BE X % (CR), UUREFHHBIEE, FLoki BI%iH BT LUEH
HTTP (F%£) B{HTTPS (Z£HTTP) ##,

TERRIF
o EWIE —1 Loki HEIIRARITEEE L CR HHT url FERIEEH] URL #3517,

A
1. B3 45#E X ClusterLogForwarder CR X/ 589 YAML X1 :

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance a
namespace: openshift-logging 9
spec:
outputs:
- name: loki-insecure Q
type: "loki" @)
url: http:/loki.insecure.com:3100 9
loki:
tenantKey: kubernetes.namespace_name
labelKeys: kubernetes.labels.foo
- name: loki-secure
type: "loki"
url: https.//loki.secure.com:3100
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138

990 09006009

o

S = S

secret:
name: loki-secret a

loki:
tenantKey: kubernetes.namespace_name @
labelKeys: kubernetes.labels.foo 9

pipelines:
- name: application-logs @

inputRefs:

- application

- audit

outputRefs: @

- loki-secure

ClusterLogForwarder CR B9& ## /i instance.
ClusterLogForwarder CR #9554 55/ /& openshift-logging.
1EEHIH 95 7

FFLBIETE D) "loki",

#F Loki #2569 URL FltG O#5E B RLBI4E5T URL, EETLUEM http  (7%£) 2 https
(Z2HTTP) 11X, IR/ T1&MH CIDR ZAEHIEESE[FLEE, hijH 2RS4 5 7
BYFQDN, [IAEIP #itit, Loki FAF HTTP(S) 18 iHEE A 4700 % 3100,

X F&ZEFH, BFaLUET1EE secret K15 E X7 TE 1742 uFH) https 2 http URL,

XIF https Fi4%, 1515E TLS B 15in AT ] secret £#. secret WAif7{E£F openshift-
logging I E#, A EEIER S IATCEREIFEN UEFPH] : tls.crt, tls.key F ca-
bundle.crt #9% 5, Z, X1F http 7] https 5145, EaTLUIEE—NEEH 7 EHEEE
secret, WHEEZIEE, 1FSIUT 7™H : KIEEEHEHEGH secret’,

Bt : #5E —1 meta-data key FER, ¥ Loki #159 TenantlD L 1E, A, HiE
tenantKey: kubernetes.namespace_name {# /5 Kubernetes #n# 22 /5595 #7E 77 Loki H
HB9FAF ID B9, BEBETUEENREMAZIIRFR, 7EFU F Additional
resources" &8 HY" og Record Fields"###&,

Bl : 57— meta-data FERHESZF BB I HT Loki Frss. Loki Frss & fhs 15 IEN
FA [a-zA-Z_:J[a-zA-Z0-9_:]* FLHD, TTHIEEPRIFEZFRFREH T _ LA 55

7. #1%0, kubernetes.labels.foo meta-data ##%K Loki F7% kubernetes_labels_foo.
IR R FE <& labelKeys, T#il1E7 : [log_type, kubernetes.namespace _name,
kubernetes.pod_name, kubernetes_host], KERIFIrHEL, K Loki =R#ISIF
I EBIANDFIHE, EBIIIE Loki, limit_config, BB ATLUEHE 67 G52 FIFFTH
Bl RF BT E I,

Bt : 1 EEERIE T
R EEIEEEZLIIHERE - application, infrastructure 2 audit,

FEEE UL EBF XL HIEHHEFRIHIH S 7


https://grafana.com/docs/loki/latest/configuration/#limits_config

B NE QBRBENERL

HF Loki K11 5B IEfEHEF HE 7%, labelKeys 457X &5 kubernetes_host
P, BIEEREIEES, HESHIRENTEEE—FEMN, X aBEE YT
FHI LAY B2 Z T F 0 ] HH

2. LIEECR X%,

I $ oc create -f <file-name>.yaml

11.1.15.1. Loki :ZFR# & iR ik fEHE R

I L og Forwarder AP JF& 1 ZFRHEIFIA Z 15 874 F Loki, Loki &EMZEERFN429)F5 1%,
X R A RERTEIE FEIRIE R L 4, A, 241F logging FRIAINEIELEBRLHEHIEE +

i1, logging FRARZFT D FIBHE HER BN JgERHERRHE R, TEXFIELT, WRRN
FTHEFZEE N F S ERRE, [EHIERALWLEE, HHPEKE - FIED ]R3 R R 7

WIRFZFREE RIFLEL E, ERTLEL EN LokiStack B E X 7IR(CR) FAERML 7],

FE
LokiStack CR 7£ Grafana #E&H7 Loki LT, KFEHFEHTF Grafana ILEHT Loki iR
55,

Conditions
® [ og Forwarder APl BZiE 147 H & #5 4 £ Loki,
o THIRZLA] Loki X ZEATF 2 MB BIHE 5, B4 -

"values":[["1630410392689800468","{\"kind\":\"Event\",\"apiVersion\":\

\"received_at\":\"2021-08-31T11:46:32.800278+00:00\"\"version\":\"1.7.4

1.6.0\"}} \"@timestamp\":\"2021-08-

31T11:46:32.799692+00:00\",\"viaq_index_name\":\"audit-
write\"\"viaq_msg_id\"\"MzFjYjJKZjItNjYOMCO0YWU4LWIWwMTEINGNmM2E5ZmViMGU4\"\"lo

g_type\"\"audit\"}"IJ}}

e %A oc logs -n openshift-logging - component=collector /5, ZZHFINEZEHAER TTE
ELUTFHEEEZ —BIT :

I 429 Too Many Requests Ingestion rate limit exceeded
Vector #5128 761

2023-08-25T16:08:49.301780Z WARN sink{component_kind="sink"
component_id=default_loki_infra component_type=Iloki component_name=default_loki_infra}:
vector::sinks::util::retries: Retrying after error. error=Server responded with an error: 429 Too
Many Requests internal_log_rate_limit=true
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Fluentd #H 861

2023-08-30 14:52:15 +0000 [warn]: [default_loki_infra] failed to flush the buffer. retry_times=2
next_retry_time=2023-08-30 14:52:19 +0000
chunk="604251225bf5378ed1567231a1c03b8b"
error_class=Fluent::Plugin::LokiOutput::LogPostError error="429 Too Many Requests
Ingestion rate limit exceeded for user infrastructure (limit: 4194304 bytes/sec) while
attempting to ingest '4082' lines totaling '7820025' bytes, reduce log volume or contact your
Loki administrator to see if the limit can be increased\n”

TEFEI G TR th R EF X TN 1R, B4, 7 LokiStack ingester pod A :

Loki ingester #5880

level=warn ts=2023-08-30T14:57:34.1555922437 caller=grpc_logging.go:43
duration=1.434942ms method=/logproto.Pusher/Push err="rpc error: code = Code(429) desc
= entry with timestamp 2023-08-30 14:57:32.012778399 +0000 UTC ignored, reason: 'Per
stream rate limit exceeded (limit: 3MB/sec) while attempting to ingest for stream

TRE

e FF7 LokiStack CR #H9 ingestionBurstSize 7] ingestionRate F£% :

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global:
ingestion:
ingestionBurstSize: 16 a
ingestionRate: 8 9
#...

ﬂ ingestionBurstSize FERE X FNZHIBEIFR IR ALK WERRE)THIA N (LUMB Jy 4
L) o X MEE—TERA, FFULIE BN T DA F KB THHIRA B EAX ) T
AIFATF ingestionBurstSize [EHTH TN iF K,

9 ingestionRate FRELZHRARAHELBLIIRE (UMB Fy#As) . HWRHZEEEL
R#Y, WEHIEEREE R, (BREFSENLEAT, RESFEHEBRFRE, R
RUERBEH T FHENEGE TR 7o

¥

Hifth 7R

o HEIIRFE

5

o & Loki IR

11.1.16. f7H &+ % £ Splunk
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B 7 IREBEGEL A Red Hat OpenShift Service on AWS HERES, 0 BT LUF HEF % 2 Splunk HTTP
Event Collector (HEC),

P FFIE Fluentd &I TIEE,

TERRE

® Red Hat OpenShift Logging Operator 5.6 KBS /Mf&
e 75E 7V collector £ ClusterLogging 4

® Base64 %ii5H9 Splunk HEC %#%

R
1. EEEH) Base64 4789 Splunk HEC SHELI#E secret,

$ oc -n openshift-logging create secret generic vector-splunk-secret --from-literal hec Token=
<HEC Token>

2. EHLTFER IS4 ClusterLogForwarder £E X %JB(CR) :

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogForwarder”
metadata:
name: "instance"”
namespace: "openshift—logging"e
spec:
outputs:
- name: splunk-receiver G
secret:
name: vector-splunk-secret @
type: splunk 9
url: <http://your.splunk.hec.url:8088> G
pipelines: a
- inputRefs:
- application
- infrastructure
name: @
outputRefs:
- splunk-receiver 9

ClusterLogForwarder CR BJ£ ##4 /i /2 instance,
ClusterLogForwarder CR #95p# ZE /5[4 /i & openshift-logging.
TEEHHIB9E 7

IEEE S HEC S48 secret 5.

FFHI 2R 75 E 77 mvapich,

0009
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© #ZESplunkHEC BYURL (&B#0)

@ R EEIEEEZLZIIHERT - application, infrastructure 2t audit,
@ At - 5 EEH)E

@ IEEE UL EBFE L HEN R E 7.

1.117. B HTTP #%4 H&

fluentd FIfRIE K EZEE L fF8:0 HTTP ¥4 Hi. Z/5 /4, £ ClusterLogForwarder 5 X 7% R(CR)
HI757E http 1E 5 52,

AE
o (FHLITEREEZ S ClusterLogForwarder 5E X %JE(CR) :

ClusterLogForwarder CR ~#

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogForwarder”
metadata:
name: "instance”
namespace: "openshift-logging”
spec:
outputs:
- name: httpout-app
type: http
url:
http:
headers:e
hi:vi
h2: v2
method: POST

tls:
insecureSkKip Verify: @
pipelines:
- name:
inputRefs:
- application
outputRefs:

HEB B Rttt
@ H iz i R 4 E BB Rk,
B il secret &/,

(B8 5T LLZ true =t false,

0009

EPMEL 2 S H A FE,
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1.1.18. MIFETIF#Z X W IBEFHE

BT LUEFF Cluster Log Forwarder 557/ HEBIEIARMIFETI B X EFIN B HEREE. BT IEHBHIA
B9 Elasticsearch HEFIEN., Bl T LUATTUEIRIE, B BAENEHERE 7, HUEKFEE Red Hat
OpenShift Service on AWS B H Z&# 4,

EMTIHFHEEL N FREFHE, C/#—1 ClusterLogForwarder 5& X 7%iE (CR) , BHELIM—
THEHHA, HEMHAGRESHFEEET LGS, LUREFSLHAFGHEE,

STEREM
o ERIBACIE N EFAEE LK BHE E AL H S H R 5 #%o

TR

1. B/EES 445 E X ClusterLogForwarder CR %1589 YAML X 14 :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance a
namespace: openshift-logging 9
spec:
outputs:
- name: fluentd-server-secure G
type: fluentdForward @
url: 'tls://fluentdserver.security.example.com:24224’ 9

secret: G

name: fluentd-secret
- name: fluentd-server-insecure
type: fluentdForward
url: 'fep://fluentdserver.home.example.com:24224'
inputs.'a
- name: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: forward-to-fluentd-insecure 6

inputRefs: g
- my-app-logs
outputRefs:
- fluentd-server-insecure
labels:

project: "my-project"m

- name: forward-to-fluentd-secure @

inputRefs:
- application
- audit
- infrastructure
outputRefs:
- fluentd-server-secure
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- default
labels:
clusterld: "C1234"

ClusterLogForwarder CR B9& ## /i< instance.
ClusterLogForwarder CR #9554 325/ 4 openshift-logging.
1EEHIH 95 7

FEEHHER : elasticsearch. fluentdForward, syslog 2t kafka.

JFH BB HE RS EHT URL Hits 5 E BB 5T URL, MRS H T 1& M CIDR JZAZHIE
EEBIHCEE, W2 iRF5 7553 FQDN, [iA& IP Hitf,

HIRIESF tls FisE, BwiiFy TLS 1B15 15 E b iR AT B secret £/, secret b IFTEF
openshift-logging Wi G/, HEBZNMERENIFTEZUEFE] ts.crt, tls.key ] ca-
bundle.crt Z%,

B FLIEREET B9 FFEE R H BB BB,

EBIE, (FFEMAIFIIE N FRERFHEL ZEEHNEE Fluentd L4,

my-app-logs #/A.

E(EHEIHHH A T

ALk - FFE, BRNEIHE R — TSR,

O90009 O 06006009O

EEIE, {FHBXEERMATRS %,
o ot IEEEBRIE N

5

EEEEEIS RV ERA - application, infrastructure 2t audit,

[}
Sy

EEE UL BB 12 H BT FRIHIH S 7

°
q]

o HEESSE H L BNES Elasticsearch SLAYBY default %7,

°
q]

o FFE, BB AE R — TS TR,

2. IEECR XIS,

I $ oc create -f <file-name>.yaml

11.1.19. M#EE pod #4  HEF HE
1 EBFEEE T, ML Kubernetes pod Frss MEFE pod Y5 HEHIEH JFRFZ X4 FIHEHIKEES.

BRIV Al B K, HG A0S IR M B a#E— a1, WRXL pod BEINFNHRE
FErnss, B LUKE TG R B #2115 E B H iS5

FIEE pod Fris, 1EEH—1 2% 7 matchLabels ##(EX/, HIREE T Z TGN, pod S-S EIELF
BIFTE (6 T B,
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. LIS E X ClusterLogForwarder CR X/ 5B YAML X, TEXHER, (@

inputs[].name.application.selector.matchLabels T#9/ # & F TR 55 F#5 E pod Fr
=, W FBIFT

ClusterLogForwarder CR YAML X161

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance a
namespace: openshift-logging 9
spec:
pipelines:
- inputRefs: [ myAppLogData | Q
outputRefs: [ default |
inputs:
- name: myAppLogData
application:
selector:
matchLabels: G
environment: production
app: nginx
namespaces:
- appl
- app2
outputs:
- default

ClusterLogForwarder CR #94 #w /i instance,
ClusterLogForwarder CR #9554 55/ /& openshift-logging.
FEEHF H inputs[].name £9— 1 8t % PNLIE S 5 FEHI(E,

FEEF H outputs[] B9— 186 % NLEES 2 EHI1E,

KB E—HME— pod Frss BIEE TN B E X HE—H9 inputs[].name,

#, BHATE, pod BTG HTE 7 EX PLAD,

AL : IEE— 1 2% 1 i 2,

9 9000609°

&8 Elasticsearch 24,

2. Hit . BRFHEEEIRERE IFER GRS 2, R

inputs[].name.application.namespaces, #1747,

3. &k A LUMEBE TR pod P BIATS W FHFEfF I [R] — B8 4 2 H & s

IEE B ER) H SR pod FrasBI# EX], BBAHEE —TMERIE, mrKKE—T

FEE BN ABHIEFE LB — 12 Z it ML E 789 AT A BT 15 B & B &
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a. ¥/ Fpod IFEBIETE—HE, OI@—TEMF L7 inputs[].name Z55,
b. E#EEEEs (selectors) LIPLAZUL N R #55E 1 5o

c. J¥FrHY inputs[].name (&7 /1% inputRefs, #4] :
I - inputRefs: [ myAppLogData, myOtherAppLogData ]

4. pIEECR XIS,

I $ oc create -f <file-name>.yaml

¥

1t IR

o HIFEHE X Kubernetes &7 matchLabels BIE 2155, 155/ %2 FESHIZKII G IR,

3

\

¥

1t R

o OBy KGRI FBEAN B9 H &R

5

\

11.1.20. HE# X BIIEHE

2415 0//# ClusterLogForwarder £E X %8 (CR) /1, #1% Red Hat OpenShift Logging Operator %A
E ) EHTEBE Fluentd Pod, MEETLUER Fluentd Pod i #IEFHTEEE E1 T,

SERRE
o ZBRI#ET ClusterLogForwarder 5 & X 7 (CR) ¥/,

P72
o B Fluentd Pod LU #lE 2 E5-E,

I $ oc delete pod --selector logging-infra=collector

1.2. A&EHHEZ
ClusterLogForwarder CR ##5ERIH & #iH Al LA@ U FIEZRE :

default
On-cluster, Red Hat EEERIHEFZE, BT EEHEE I FiH,

2E
4 HIBEIER I G, ERITIESE, FRET default 5 & #il5]H on-

cluster, Red Hat managed log store,

loki
Loki, — Tty ey, & aEl. S5 HERERT.
kafka

Kafka fC#E, kafka %M aTLUEH TCP 26 TLS i##E,
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elasticsearch
— PN EB Elasticsearch S£4, elasticsearch %)M el LIE M TLS 15,
fluentdForward

— X% FF Fluentd BIABEHEZREMBRTTFE, X TETHEM Fluentd ¥4 177X, fluentForward % 7]
LUEFTCP B TLS 1##, FHi7E secret HiEH— T shared_key FERKZIFREEHE Tk, #
ZEHE Il AT T EF TLS BTG T,

EZ

HEEEMH Fluentd WEET, FA 34 fluentdForward %, ARG EH \Vector 44
£, NITEHEE, HEREH Vector INEES, HEETLUE hittp 517 HE 4 2
Fluentd,

syslog

¥ syslog RFC3164 86 RFC5424 X BINEEH HRE AR TS, syslog % ol L& H UDP, TCP
BYTLS F#,

cloudwatch
Amazon CloudWatch, —##/# Amazon Web Services (AWS) £ &894 12/ H & 77 1R 55

11.2.1. OpenShift Logging 5.7 #1355 #69 H & # g H H K2
Red Hat OpenShift Logging 5.7 #&# 7 LL FHHH K ZZFINK, HTF1FH EHHELEE B iR H K EE

ZIES N FERPIETBIFENAR, 188, BIIZ AL HEE IR & RET XL BIE ZHIE P
=€ S

Z 11.9. Logging 5.7 it

i Fluentd Vector
Cloudwatch REST over v v
HTTP(S)
Elasticsearch v6 v6.8.1 v v
Elasticsearch v7 v7.12.2,717.7 v v
Elasticsearch v8 v8.4.3 v v
Fluent Forward Fluentd forward v1 Fluentd 1.14.6, v

Logstash 7.10.1

Google Cloud 7

Logging

HTTP HTTP 1.1 Fluentd 1.14.6, v v
Vector 0.21

147


https://tools.ietf.org/html/rfc3164
https://tools.ietf.org/html/rfc5424
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ik fsE F Fluentd Vector
Kafka Kafka 0.1 Kafka 2.4.1,2.7.0, v v
3.31
Loki REST over Loki 2.3.0,2.7 v v
HTTP(S)
Splunk HEC v8.2.9,9.0.0 v
Syslog RFC3164, Rsyslog 8.37.0- v v
RFC5424 9.el7

11.2.2. OpenShift Logging 5.6 1 5#H9H & 55 H K H
Red Hat OpenShift Logging 5.6 FeRLL FHIH LTI, FAFIFEEHELEE B HEKRES,

ZINERNIA FRPIETBIFNAR. 2, ERIZEEF H B X E RN L) BB ASEEEIH
A B R EES.

WtHER 17I354 Pl Ak
Amazon CloudWatch @it HTTPS B9 REST Amazon CloudWatch By RTAR A
elasticsearch elasticsearch Elasticsearch 6.8.23

Elasticsearch 7.10.1

Elasticsearch 8.6.1

fluentdForward fluentd forward v1 fluentd 1.14.6

logstash 7.10.1

Loki A HTTP #1 HTTPS B9 REST OCP L&REM Loki 2.5.0
kafka kafka 0.1 kafka 2.7.0
syslog RFC-3164. RFC-5424 rsyslog-8.39.0

EZZ

M5.6.2 FFi8, Fluentd F35#FElasticsearch 8, [BIE%#5.7.0 ZBiHT
fluentd/logstash/rsyslog,

11.2.3. OpenShift Logging 5.5 155 #H9 H iz #5257
Red Hat OpenShift Logging 5.5 # &L FHH KRN K, HTFIFHEHIELZEE B bR HEKEE,
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IR FERPIETBIFNAR ., 2, ERIZEEF H B & E RN L)X B) B ASEFEIH
A B R EES,

R kR il g

Amazon CloudWatch Wit HTTPS By REST Amazon CloudWatch BRIk A
elasticsearch elasticsearch Elasticsearch 7.10.1
fluentdForward fluentd forward v1 fluentd 1.14.6

logstash 7.10.1

Loki A HTTP #1 HTTPS B9 REST OCP L&REM Loki 2.5.0
kafka kafka 0.1 kafka 2.7.0
syslog RFC-3164. RFC-5424 rsyslog-8.39.0

11.2.4. OpenShift Logging 5.4 155 #H9H z& # 5 H £
Red Hat OpenShift Logging 5.4 e LU FHIH LI, FHTFIFEEHELEE B ERES,

IR FERPIETBIFNASG . 2, ERIZEEF H B & E RN L)X B) B ASEEEIH
A B R EES,

T Bl il iEmA

Amazon CloudWatch Wit HTTPS By REST Amazon CloudWatch BBk A
elasticsearch elasticsearch Elasticsearch 7.10.1
fluentdForward fluentd forward v1 fluentd 1.14.5

logstash 7.10.1

Loki A HTTP #1 HTTPS B9 REST OCP LEREM Loki2.2.1
kafka kafka 0.1 kafka 2.7.0
syslog RFC-3164. RFC-5424 rsyslog-8.39.0

11.2.5. OpenShift Logging 5.3 155 # 09 H & #5257
Red Hat OpenShift Logging 5.3 s LU FHH K ZZFTINR, FHTF1FHEHIE L EE B R H K EES,

IR TR TBIFNASG . i, ERIZEEF H B X E RN L) BB ASEEETH
A B R EES,
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bS]

Amazon CloudWatch

elasticsearch

fluentdForward

Loki

kafka

syslog

11.2.6. OpenShift Logging 5.2 #1589 H & 55 H K

i HTTPS B9 REST

elasticsearch

fluentd forward v1

A HTTP 1 HTTPS W) REST

kafka 0.1

RFC-3164, RFC-5424

g

Amazon CloudWatch B M BiIkRA

Elasticsearch 7.10.1

fluentd 1.7.4

logstash 7.10.1

OCP LEBZERY Loki 2.2.1

kafka 2.7.0

rsyslog-8.39.0

Red Hat OpenShift Logging 5.2 #e## 7 L T RZZRINK, B FIFHEHIELZEE B bR HEKEE,

ZINERNIA FRPIETBIFNAT . 2, ERIZEEF H B X E RN L) BB ASEFEIH

A B R EES,

ki)

g

Amazon CloudWatch

elasticsearch

fluentdForward

Loki

kafka

syslog

11.2.7. OpenShift Logging 5.1 1355 #5689 H & # g H H K2

i HTTPS B9 REST

elasticsearch

fluentd forward v1

A HTTP 1 HTTPS W) REST

kafka 0.1

RFC-3164, RFC-5424

Amazon CloudWatch B S BiIkRA

Elasticsearch 6.8.1
Elasticsearch 6.8.4

Elasticsearch 7.12.2

fluentd 1.7.4

logstash 7.10.1

OCP #1 Grafana SE48 FhERE Y
Loki 2.3.0

kafka 2.4.1

kafka 2.7.0

rsyslog-8.39.0

Red Hat OpenShift Logging 5.1 R THnH B ZFIX, HFIFEEHIELET B i HEKEZS,
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IR TR TBIFNAE . 2, ERIZEE ST H B & E RN L) BB ASEEEIH
A B R EES,

b i) 17328 Wi fsE

elasticsearch elasticsearch Elasticsearch 6.8.1
Elasticsearch 6.8.4

Elasticsearch 7.12.2

fluentdForward fluentd forward v1 fluentd 1.7.4
logstash 7.10.1
kafka kafka 0.1 kafka 2.4.1
kafka 2.7.0
syslog RFC-3164. RFC-5424 rsyslog-8.39.0
=
TELLFTEIRR A, syslog fiiHiH 5 #F RFC-3164, 24189 syslog % #5101 T X/ RFC-5424
B3 #5,

11.3. |5/ JSON HE#H# 4

BT LIFIIE Log Forwarding API, 1% JSON F1FEBEHT #1275 FTEXT KR,

11.3.1. A2 JSON A&

&5 JSON HZRIH F# %L message FEHH)F1FE R, X EFZH /L E 1] JSSON XIEHHIHFE
FE2, OpenShift Logging H9Log Forwarding APl BT/ /&4% JSON H LT EIZZFHIENT R, HIFRIZLE
OpenShift Logging B EEHY Elasticsearch B Log Forwarding AP| B9 {F A 55 =75 %5,

KT BRI IEIREE, BEBEL T4 JSON HERE -

%5k JSON HERE 76
I {"level":"info","name":"fred","home":"bedrock"}

8%, ClusterLogForwarder 5E X 7§ (CR) =1F message FERH %% 1% HEREH, message FE&
25 JSON AZEREE#P9 JISON-quoted FFE, 2 FHIFATT :

message FER1Hl

{"message":"{\"level\":\"info\",\"name\":\"fred\",\"home\":\"bedrock\"",
"more fields..."}
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ZGFENT JSON His, #EZET parse: json 711Z) ClusterLogForwarder CR )& &, 41 TFHIRT
o

JZ7 parse: json BIH R B

pipelines:

- inputRefs: [ application |
outputRefs: myFluentd
parse: json

2 (#/H parse: json /5 /H JSON HEENTHT, CR 2K #] structured Zi#£9 JSON Z515E HESRH,
BT, X TRIEKIFIEH) message FER,

5%/ JSON HERBH structured Fit 741

{"structured": { "level": "info", "name": "fred", "home": "bedrock" },
"more fields..."}

H e
WEHERETEESEHIIEME JSON, NiFH#4 structured FEZ,

11.3.2. 77 Elasticsearch Zfi& JSON HE##E

WTREH) JSON HEENE % MER, EH PRSI EETTATRER FHEE R FE 1L/, EdEmX
184, e HECE ClusterLogForwarder 5E X 75 (CR), {F##1 schema D HEIHENiHE N #, X
FE, NI L B HEHEIFRSE,

EZZ

UTREFF JSON HiEF % 2 OpenShift Logging EEERIELIA Elasticsearch SLfY, BRI
BRI B £ AT, FdE G 35S Z R XAINEREINE, 15EEE TR EIEEE
TR ARFF BT BERTIR S E AR

E7 00
] LU#/F ClusterLogForwarder CR HALL T 257455 23 7 Elasticsearch Hik a1 5| S/ :
e structuredTypeKey & message FEREIEF, 1ZFERBIIEHFHEESE .
o kubernetes.labels.<key> £ Kubernetes pod #7%, BIEHFEFHERSIE 7.

o openshift.labels.<key> Z ClusterLogForwarder CR #£9 pipeline.label.<key> ;t#, E
1B FHIEFESIE .

o kubernetes.container_name & /52755 #h ¥ 1:&FE 5| & .
o structuredTypeName: 21E %5 14 & structuredTypeKey F£R, & RHETZ1E, N
structuredTypeName (B 17 F1EEFIELEE, 4% structuredTypeKey FER 7]

structuredTypeName F£—E&Hl, R JISON HEHEF LS structuredTypeKey FE2
Fa9 24, N structuredTypeName (5 51— NOBZFE S| & 7.
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AR AT LUFF structuredTypeKey B9/ 1% & 7 "Log Record Fields" F&# i1 ~BIF 1T F

R, HxBBIIFERFETERIEEE R A,

structuredTypeKey: kubernetes.labels.<key> 7~
AT -

o EFHILTES{TLU B [EE £, JSON HEHIN H pod, £l "apache" #]"google”,
o (& logFormat=apache 7] logFormat=google /5 X4t/ fH pod,

o [ZETLUFE ClusterLogForwarder CR YAML X {ER@ L TFIE A ER,

outputDefaults:
elasticsearch:
structuredTypeKey: kubernetes.labels.logFormat a
structuredTypeName: nologformat
pipelines:
- inputRefs: <application>
outputRefs: default
parse: json

ﬂ & fH Kubernetes logFormat 1755 fZ/5% B9 (B3] (2,
© FAETISON A,

TEXFER T, LUTF4EHE HZ D RH# A app-apache-write %5/ :

{

"structured":{"name":"fred","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "apache”, ...}}

/

LUFERERE I RHAA app-google-write E5/H :

{

"structured":{"name":"wilma","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "google”, ...}}

/

structuredTypeKey: openshift.labels.<key> 7~

1B 7 ClusterLogForwarder CR YAML X {ERB&H 7L FEMHE AR -

outputDefaults:

elasticsearch:
structuredTypeKey: openshift.labels.myl abel a
structuredTypeName: nologformat

pipelines:

- name: application-logs
inputRefs:
- application

B NEARBENEREL

153



Red Hat OpenShift Service on AWS 4 Bt

- audit
outputRefs:
- elasticsearch-secure
- default
parse: json
labels:
myLabel: myValue 9

ﬂ & # OpenShift myLabel Fr75-2H B9 (E X7 BI1H,

myLabel 7TF/FFFE (H myValue F8H15 519 HiEM B,

TEXFERL T, LUTFZEHERZEICRHA app-myValue-write 5|/ :

{

"structured”:{"name":"fred","home":"bedrock"},
"openshift":{"labels":{"myLabel": "myValue", ...}}

/

Bt EZFET
o ZZfiE iR A Elasticsearch F5/3E 1 ¥ app-"Fx I EIZE FE B HT I "~ write" K.

o FELIEIIRT