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1.1. X F RED HAT OPENSHIFT SERVICE ON AWS !5 £

1 Red Hat OpenShift Service on AWS /1, BRI IR ECHIIE, FHS Red Hat Site Reliability
Engineering (SRE)FF &I EE. EAILUREESHIE, MER TN EIEFRRAR,

1.2. 7 AR PR HERR

Red Hat OpenShift Service on AWS (ROSA) IR ETF Prometheus FHRUTE R E B HIE SRS
IR S IELUT A -

o EAEALIHAM, 1 Red Hat OpenShift Service on AWS & i1#2+, BRILRTE openshift-
monitoring 71 B A& —HIE & I HH., Red Hat Site Reliability Engineers (SRE){# FjxX E4H
RN DR M, B1E Kubernetes BRS5. X BIEXREEDR, 10 CPU NG, MBI G4
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TE RBBRIAREER D 1B T X LA 4,

o AT WA/ ENTHMAHM, £ Red Hat OpenShift Service on AWS &35/, BHARTE
openshlft-user -workload-monitoring 71 B R R & —H 7 & LRI B IR 4, eI LS X
Le/F (S R 3R A P R AT B AR AOAR S5 A0 Pod, T IEIFR AR P ER 9 UHBA T X LE4H 4,
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1 Pod, LLINBESIELATAHM -

X1 AT EEER S E AT AR A S
A fiak

Prometheus Operator openshift-user-workload-monitoring % B 1 #9
Prometheus Operator (PO) FER—iE H . EE
FIEE Prometheus #1 Thanos Ruler 45l

Prometheus Prometheus 2 A 7 E X A9I0 B2 4L G 8 T i
5%, Prometheus fFE& 4 X F| Alertmanager # 174k
i,

Thanos Ruler Thanos Ruler & Prometheus BI—MNNTEL B2,

E R — N IRIIHFZRERE, 7 Red Hat OpenShift
Service on AWS A1, Thanos Ruler WA & XY
Il B R A AN FO T4

Alertmanager Alertmanager IR5520 B M Prometheus #1 Thanos
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Container
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Operator fF AR BREMIARILEI — N MRS, ZTHaHEEIHE,

Operator Lifecycle Manager (OLM)

OLM mI BN R R, BEFHMEE Kubernetes REN BRREFHNESRER, OLM 2— 1M HEREIEE, B
FLUEM. 8By BHNARNERE Operator,
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BMEE L& X B EMEIE. Kubernetes FRAZFAME RN ARFEHIE.
FAHSERH (PVC)

%@;ﬂl&lﬁﬁﬁ PVC ¥ PersistentVolume #¥#:E| Pod f, B LUER T R =IMERIFEBEMIE R TR E
pod

pod 2 Kubernetes B E/NEHHIT, pod H— NS NMERERAMK, BIIE worker T9 s LIz 1T,
Prometheus

Prometheus 2 Red Hat OpenShift Service on AWS Wi IR HERL AR B F RO 2 R %%, Prometheus &—
AN ] B2 5 B3R ZE#0 BB T FREgpi N iP5 8128, Prometheus ¥ &% %% Alertmanager 1740,
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openshift-monitoring IﬁE i Prometheus Operator (PO) T A, EEEFMEE TS Prometheus
# Alertmanager £, BIARIRYE Kubernetes &k B shEKR KL BIrECE.
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FUNEZFMHLRE, BERTHANASAE NI ERE RN, HEST -EEINEETR.

BF

FIEFB R IEHRNRESHRERHE L. RETE Cluster Monitoring Operator B Config
map 5| AR FIHHNSEMFERT TR TR E.

3.0 K IR A R

FIEFRA I EC B L TER /A FF. E2® Red Hat OpenShift Service on AWS it ME— S #0552,
{8 Cluster Monitoring Operator B Config map &% Tk #%1E & Cluster Monitoring

Operator, HAEAHMBEE, RNFZRHE.

&4 Prometheus ZITIRANERESEHITESABRLL, REZETAMETRNERE, FreltZp XX
MEEZ b, MNREMFER Cluster Monitoring Operator #J Config map 5| A MEE, EAIEINATEE

2%, EH Cluster Monitoring Operator R B FERIX A, FREMFAIHFHNENREE HRIE L
BPIR

BT
Red Hat Site Reliability TF2/fi(SRE) R X FZR %5 — Prometheus L4,

31N RS FE R E I

% E,E
BhR. LA BN A E R B M T ER R,

BRFARN X FFLL T EDR -

e 7 Red Hat OpenShift Service on AWS L Z&ZZ B X Prometheus 524, B E X FHRE (CR) 2H
Prometheus Operator EEH Prometheus B E XTI (CR).

o BUBIATEL LA H, EARNIZBW cluster-monitoring-config & &t E X AI{EEZH
%, Red Hat SRE i FixX £e40 {4 S W5 4% D SR B 4 A0 Kubernetes BR%5.

3.1.2. I H T R A TR
LUFAIR B EH X Red Hat OpenShift Service on AWS 4.12 & B H B A B 15 IRE HRRAIE 2 -

% 3.1. Red Hat OpenShift Service on AWS HIZH 4R

RedHat Prometh Prometh i5frBR35  Alertma  kube- monitori  node- Thanos
OpenShi  eus eus i nager state- ng- exporte

ft Operato metrics plugin r fCER
Service r pwe
on AWS

4.16 0.73.2 2.52.0 0.71 0.26.0 212.0 1.0.0 1.8.0 0.35.0
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Red Hat Prometh

OpenShi  eus

ft Operato
Service r

on AWS

415 0.70.0
414 0.67.1
413 0.63.0
412 0.60.1

3.2. BRI P HE

Prometh
eus

2.48.0

2.46.0

2420

2.391

fEPRERSS
a

0.6.4

N/A

N/A

N/A

Alertma
nager

0.26.0

0.25.0

0.25.0

0.24.0

kube-
state-
metrics
il
2.10.1
292

281

26.0

monitori
ng-
plugin

1.0.0

1.0.0

N/A

N/A

5 3 & RE R IPHEE

node- Thanos
exporte
r fCER

1.7.0 0.325
1.6.1 0.30.2
15.0 0.30.2
1.4.0 0.28.1

openshift-state-metrics {2 #] Telemeter Client 45 %E F OpenShift B2H#4, RALt, €
ITHIkR A5 Red Hat OpenShift Service on AWS BORR AN B,

£ AWS £ Red Hat OpenShift Service 1, & B LU{# A user-workload-monitoring-config
ConfigMap Ec& ¥ F & X9 B TR EM MR, BEEREMIEE Cluster Monitoring

Operator (CMO) , CMO &EeEHERIH A,

s 3as
Re LIfE R E A dedicated-admin A& i A EE,

it =

user-workload-monitoring-config ConfigMap % R1Z1E. EEEFOIER EOIAGIR LIS,

B&% OpenShift CLI(oc).

%5 ConfigMap %,

a. 1f openshift-user-workload-monitoring i B #4755 user-workload-monitoring-config
ConfigMap %4 :

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config

b. [EMEE LLHEXT <component_names: <component_configurations FI = R INE]

data/config.yaml T :

apiVersion: vi
kind: ConfigMap

metadata:

name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring

data:

1
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config.yaml: |
<component>:
<configuration_for_the_component>

FEN #hE it <components #1 <configuration_for_the_components.

LUF 7~ ConfigMap %47 Prometheus ECEHIE R B B RERSS FTIRIE K
¥ P E AT B B9 Prometheus SEFIFE % :

6@@0

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
prometheus:

retention: 24h g
resources:
requests:
cpu: 200m 6
memory: 2Gi

7E X Prometheus 4, FEJ/LITIIE LHEE.
R UAIE R P E X B9 B B Prometheus SEBIERE 24 /N HIEIE{R 25 B HA,
5 Prometheus 28 € L &{& 200 EM I FIRIE K,

A Prometheus B2 € X &K 2 GiB NEM Pod FRIEK,

2. RIEFXHL RSN A E ConfigMap 5. ZHFECERITH Pod 2BTNIEH,

Hith B

Digk

H
[=]

R, %I B R IEER TR h AT R E S

e user-workload-monitoring-config B2 &R & HIECE 2%

3.3. AfciE

Ui

—BENERFILERERS, JREREHIMERXRTB P Pod FIEA

o XS

TRERTETURBEMNRIZHE, LUK user-workload-monitoring-config ConfigMap 7 F 32 #5 EiX

Lo/H 9,
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Digk

H
[=]

TE{E cluster-monitoring-config ConfigMap *f R 122H4, Red Hat Site
Reliability Engineers (SRE){# FHiX L2408 {4 3k I #24% DS BFAH 44 F0 Kubernetes AR S5,

* 3.2, TRCER R

it user-workload-monitoring-config Ao & B

Alertmanager alertmanager
Prometheus Operator prometheusOperator
Prometheus prometheus

Thanos Ruler thanosRuler

3.4. AT RIAFSRB O EE S

1T nodeSelector RS HRCH T IR EFEH, ERLUSHEM S R HAERBISEN T R L, BT
IXEEM, A LRI E R R S R H B R D A,

BT RBIIS &, B LARER EERSUER R FORER. RS ARSI IER
Hio
3.4.1. T RiEFSREE MR —EER
SRR R RS A RBB BN R, S R B AT AR T E A PR & S pod YA
o IRIMITELITRATREL FRUB IR A 3R] pod HUB,

® Prometheus. Thanos Querier. Alertmanager F1E fth A IRHESBIE R FZPMEHN], LR
IXEEHHENZ A pod IBAABEIRAMNT KL, HBRAEEETRAME.

£ pod I EITI =i, pod HWERBFRERE pod MER ZIXHRAAEINARRE, thp2id, = pod
ERFRERPFL pod RERIMLT R LR, FIELIREBRGH I,

R, MREBEET RIEFERNR, EXEHENENAR, pod HERFIESMALNRLE, hFs
VA pod MEET R L.

NRFEEAGREEN ST AN, FRRERYNT RYMA, HERET LFaImUB AR T
AT B 2R,

Hi 5w
o {HF pod #h¥h o 1 BRI i 22

® Kubernetes XA X7 mikfEes
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3.4.2. SRR MR R EM T R

R W] U R A P RE B9 B B9 TR I B IR E B worker TR, A ARVFHMFSEIEH TE
ARSI R

AR
o EATLUEAEHR dedicated-admin A& iR EEE,
e user-workload-monitoring-config ConfigMap XT R7F7E. TEEE IR RIAQIRBLENT R,

o B% %k OpenShift CLI(0c).

i

1 INRELRE XM, EEEZITIRIEEAGRT SRR
I $ oc label nodes <node-name> <node-label>

2. 4w’ ConfigMap %4 :

a. 1f openshift-user-workload-monitoring i B #4755 user-workload-monitoring-config
ConfigMap %4 :

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config

b. 7£ data/config.yaml 14415 %E nodeSelector #J5RITT IR :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<component>:
nodeSelector:
<node-label-1>
<node-label-2>
<...>

¥ <component> i 73E & Y i HEHERR 2H (4 B R,
¥ <node-label-1> & #5717 REIPRZE,

m% : IEEMINPRE. WREEE THABIRE, AR pod ARG EFBERRE
BT R L,

909

INR7EEE nodeSelector 2R 5 W IA B ALTF Pending IR, 1EKRE
Pod E#rf 575 KA R XAIEHR,

14



% 3% BRI
3 REXHLUERZEN. FEREFHEENAHIBIBIF TR L,

th

g
Of

TR ERREFR R BRI, ARRIEFHHEERTE L Pod F1H
iR, ZIBHRIERZITHRIEARAIRRER,

—

Hth BHR

o &[] Kubernetes 3 #3141 7 £ nodeSelector 23R
3.5 NAEAHESERER (TOLERATIONS)

BRI LU A P E T ENHGDEER, UEREBETT =B worker 17, FEFEH T HEKERMIZR
T R ERRFHE,

AR

BT LE A EA dedicated-admin & &I 71 0 2,
user-workload-monitoring-config ConfigMap %k 7Z=1EF openshift-user-workload-
monitoring fe & 22 (AR, TESREEOIEN BIAQIR LN R,

e B% %k OpenShift CLI(oc).

it

1. %%E ConfigMap %R :

a. 1f openshift-user-workload-monitoring i B #4755 user-workload-monitoring-config
ConfigMap %4 :

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config

b. N4 tolerations :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
<component>:
tolerations:

<toleration_specification>

MR EH: <component> 1 <toleration_specifications>,

15
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540, oc adm taint nodes node1 key1=value1:NoSchedule &fF—/ i keyl BE N

valuel 8975 55 I0ZI nodel, X&Rh L IE#E/HM41E nodel LERE Pod, BRIENIZIS RELE

TAR, LT REINS thanosRuler AR E N BT =EII5 S -

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
thanosRuler:
tolerations:

- key: "key1"
operator: "Equal”
value: "valuet"
effect: "NoSchedule"

2. REXMHLERZEN, IR EN AT A RERE,

Digk

==
[=]

—BEERFILERERS, JREREHIMERRTB P Pod FIEA
iR, %I B R IEEIZfTH A R TR E S

Hith B

o Hii] Kubernetes XA XIT RHMIBRHAR

3.6. B ISIRA MR CPU MIREKIR

&R B X LA A8 BURR (B FD1E KA E (ERMB R T HEAMNERREA BHE CPU MIRFH
5)/?\0

& 5] LM openshift-monitoring p 4 22 B BV O T & 1 A A BB X LR HIFNIE K, LUK IEHEE
openshift-user-workload-monitoring #n % 22 [A] R #9 F - 8 L B95I B B 4.

3.6.1. X F MG RE A4 E R HIFIE K
SR LU OB IR LU IR PR A R T B B R E FURBR(E A K IXE, SEUTEME -
e Alertmanager (BAFROFEELIZEFAFE LHITER)

kube-state-metrics

® monitoring-plugin

node-exporter

openshift-state-metrics
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e Prometheus (AF&OFEREMAFE LHIEB)
o IEIRARSS %R

® Prometheus Operator & E 4 A Webhook AR%S

® Telemeter Client

® Thanos querier

® Thanos Ruler

it E HRRE, A URGIBSHNHRERER, XREIEASHET CPUMNEFTRIEENRK

it E HFRIER, BAUEERSREHESRARY CPUMRERRINT R, MUEEIERIIFIR,

3.6.2. Jy i PR 45 TE IR BIFDIE K

EECE CPU MIABERIR, FERIEAHRERN®EZZERBIES ConfigMap W &7y FHRREFIEKIEE
1B :

o RAF#ROTFE LIEH openshift-monitoring 3 % Z2[A] I EY cluster-monitoring-config 2 & ik &Y

e openshift-user-workload-monitoring #p % 22 (6] A #Y user-workload-monitoring-config fc &
BRET FE T I 22 P B AT B R ZE 14

FIE=S 0
o MREBEBERZLTAEEHS -
o RAEILUEMESA cluster-admin E£8EA B B2 15 &EE,
o fRBEBIE T &4 cluster-monitoring-config B ConfigMap %%,
o MRETBRERTREEAFEXNTENASE
o EEILMEFAEA cluster-admin £EABKNA I REE, WA LAERTE openshift-user-
;og;ltload-monitoring Iii8H 2 A& user-workload-monitoring-config-edit £ &8/ - 117]

o B% %k OpenShift CLI(0c).

it

| BEEREEZOFESNIEAM, &Y openshift-monitoring & 22 8] 1Y cluster-monitoring-
config B EBRET X :

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

2. WINE, MENEERENS MROT A R RA M 5 RRENTHE

BE
BRARHEIXENEBRAS T HERLENE, &, KEMEHR, FE[FFRE
7.
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Example

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
alertmanagerMain:
resources:
limits:
cpu: 500m
memory: 1Gi
requests:
cpu: 200m
memory: 500Mi
prometheusK8s:
resources:
limits:
cpu: 500m
memory: 3Gi
requests:
cpu: 200m
memory: 500Mi
prometheusOperator:
resources:
limits:
cpu: 500m
memory: 1Gi
requests:
cpu: 200m
memory: 500Mi
metricsServer:
resources:
requests:
cpu: 10m
memory: 50Mi
limits:
cpu: 50m
memory: 500Mi
kubeStateMetrics:
resources:
limits:
cpu: 500m
memory: 1Gi
requests:
cpu: 200m
memory: 500Mi
telemeterClient:
resources:
limits:
cpu: 500m
memory: 1Gi
requests:
cpu: 200m
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memory: 500Mi
openshiftStateMetrics:
resources:
limits:
cpu: 500m
memory: 1Gi
requests:
cpu: 200m
memory: 500Mi
thanosQuerier:
resources:
limits:
cpu: 500m
memory: 1Gi
requests:
cpu: 200m
memory: 500Mi
nodeExporter:
resources:
limits:
cpu: 50m
memory: 150Mi
requests:
cpu: 20m
memory: 50Mi
monitoringPlugin:
resources:
limits:
cpu: 500m
memory: 1Gi
requests:
cpu: 200m
memory: 500Mi
prometheusOperatorAdmissionWebhook:
resources:
limits:
cpu: 50m
memory: 100Mi
requests:
cpu: 20m
memory: 50Mi

3. REXHLIBTIN AENR,

BF

WIRIRTEX] cluster-monitoring-config o BETHI R RS, TRESEHTE
openshift-monitoring 71 B 8 Pod F1H M HR, 147018 P IEFE TR IRHTE
ARERESE,

Hb iR
e Kubernetes 15 KPR E ST

3.7. EEERFFAME

19
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FERAFAMEEC TR RZELURERLU TR ¢

o EITFHEIEIRBEFEERAMS(PV)HRFTENEIIMERKE. Rit, eiIT0E
pod ERHEFOIREHRE.

o BENENESHIEAM, FE Alertmanager pod EEHT £ RERERER,
EE RS, mABNEBRALEE.

371 BAMEMHRISTREN
o [HRLEFIHAEE,

3.7.2. iEEFAMERFR
B AMS(PV)BTFIEIRAL, EYFEBREAMSERPVC).,

AR
o EATLUEAEHR dedicated-admin A& iR EEE,
e user-workload-monitoring-config ConfigMap XT R7F7E. TEEE IR RIAQIRB LN R,

o B% %k OpenShift CLI(oc).

it =3
1. Yw%E ConfigMap 4 :

a. 1f openshift-user-workload-monitoring i B #4755 user-workload-monitoring-config
ConfigMap %4 :

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config

b. A #H PVC BZERN1Z data/config.yaml T :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<component>:
volumeClaimTemplate:
spec:
storageClassName: <storage_class> 9
resources:
requests:
storage: <amount_of_storage> 6

@ HEEEBHEEE PVC KRS E LRI,
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@ =xu

AL, MRAEREEEL, WERRAEEL,
© EETRENEIE,

INFA XA E volumeClaimTemplate FIE 2, &S Kubernetes X145
PersistentVolumeClaim xR A,

PURRBIERE T —4 PVC EFBBFETF Thanos Ruler IR A MEF % -

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
thanosRuler:
volumeClaimTemplate:
spec:

storageClassName: my-storage-class
resources:

requests:
storage: 10Gi

thanosRuler ZH 477 (EE KEUR F E IEE IR E LUK B I & R RO
FHE,

2. REXMHLEREEN, RHEES

TR Pod RETNER, FHENAHNEFFRE,

Digk

==
[=]

—BEAREFI LR ERS, TR

REREHERERXRIIB Y Pod FIE A
iR, 1ZU1B R IEEIZITH AR B TR E

3.7.3. {8t& Prometheus 1 R8BI R BB BT (8] FO K /)N

IAER T, Prometheus &1E LA T HEFEENT ] RIR B REIE -

o KIDERLFE 15K

o USHERPIE X ITIE: 24 N

e LME SR ¥ E LRI B B Prometheus SEBIRYRE A, UERIES A EMEREHE
ER B BEEANR KA ZE|

o & EI LR
£, MMRBIBIABXDKR/NERF, Prometheus
B, BEEIFE B E 2 H EFE TR,

=B LR &IBEOE

:I::

HERXERERERENT

21
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L

ETFXR/NWIREBEIREAT /prometheus BxFRFAERIERB X, S/ER/AMR. BEALBE
(WAL)E#EF] mmapped H,

/wal #1 /head_chunks B X HIEIEIT AREB K/NREI, {8 Prometheus KT A RBIBETF K/
SE T AR R BB ERIE MiX e B kiR iERR IR, AL, MREEETHRBA/DRE, ©NhFh
/wal #] /head_chunks B XX BHRARE, NRREFRAERENFRE /prometheus FiE
B kT A EuEL,

HAETE Prometheus UITETHIEURERES, FENBAETRXNBEREEE, BT WAL &ZZ23E5=/)
B R BN N 1T,

IR % AEH retention = retentionSize BfAE W AH, NHREBEEIZIAN 15X, BFRROERK
7 AP EXBIB SR 24 NG, REBIRE KN,

IR retention #1 retentionSize &E XL T 1H, MESNAXHAME, MNRFEMEIRHIELTE L HHE
BBIHAE S E X BIANRE], Prometheus &5 IX LEHIEIR,

INRIEN retentionSize E X T1H, H%BE XL retention, /R F retentionSize {5,
MRIT%H N retentionSize & X {E, HR ) retention E X T1{E, IR A retention {H.

IR FF retentionSize =X retention [HIZXE N 0, NN BEINKIZE, BRINRZEMZOES WIEH
REBEIENEE N 15 X, B EXBTIR WIEN 24 /N, BRUBERT, AEXBERE KX,

PR EH AT T, B, BAMSPV)TRERELEERTIERH, TrAiET
retentionSize fR#l, 7EX#1E R T, KubePersistentVolumeFillingUp Zik&f%, B
2| PV EByZE[E/{KF retentionSize R,

FoRFM

it

22

BT LE A EA dedicated-admin & &I 71 0 2,
user-workload-monitoring-config ConfigMap % R1Z1E, EEEFOIER ERIAGIE LIS,

B&% OpenShift CLI(oc).

. Ym%E ConfigMap %I & :

a. 1f openshift-user-workload-monitoring i B #4755 user-workload-monitoring-config
ConfigMap %4 :

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config

b. 1E data/config.yaml FRIMRBEHIFAANEE -

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
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config.yaml: |
prometheus:
retention: <time_specification> ﬂ
retentionSize: <size_specification> g

ﬂ REITHE : HFEEMEms (ZEF) . s () ..m (28 . h (M) d
(R) v w (A) sy () . BAETUHSIEERFEE, % 1h30m15s,

RBX/AN : BMFEEIL B (bytes), KB (kilobytes), MB (megabytes), GB (gigabytes),
TB (terabytes), PB (petabytes), 2t EB (exabytes),

PURRBIH R A E X BT B B Prometheus LR RS B E H 24 N, REK/NE
5 10GB :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
prometheus:
retention: 24h
retentionSize: 10GB

2. REXHLERZER. ZHEEEENH Pod RBEEER.

Digk

H
[=]

—BEERFILERERS, JREEHIMERRTB P Pod FIEA
iR, %I B R IEEIZfTH AR B AT E S

3.7.4. {&2% Thanos Ruler 8- 803B IR B [A]

BOANBRT, NFRAENMINE, Thanos Ruler R7E 24 /NN B IR EIEIR R, B LRI TE

openshift-user-workload-monitoring #p % 22 (A 5 E user-workload-monitoring-config Bt i& LT
B time B RAETHXLEARHI R BT [,

FRFH
[ ]

e LIfE R EA dedicated-admin A& i A EE,

e user-workload-monitoring-config ConfigMap XT R7F7E. TESEE IR RIAQIR LN R,
o B% %k OpenShift CLI(oc).

it =
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1. 7E openshift-user-workload-monitoring 71 B %% user-workload-monitoring-config
ConfigMap %4 :

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-config
2. [FREN B ERINE data/config.yaml T :

apiVersion: vi
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

thanosRuler:
retention: <time_specification> ﬂ

ﬂ DATHRAIEEFRBHF  HFEEERms (EW) . s () . m (2%8) . h ()

) . d (R) . w (B) sty (F) ., EETUHARENREME, 20 1h30m15s, BRIAE
7 24h,

LUFRHIHF Thanos Ruler #iEAR BT H%E 7 10 X :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
thanosRuler:
retention: 10d

3. REXHLERZER. ZHEERIH Pod RETNER.

Digk

==
[=]

RN R ERNN BRI RARER REE, HFEEXTBhERTE
pod MEAMBTR, ZWB R EECTHREARRTRERER,

Hth

=

P
o TERRAMEE

3.8. ELE iR B A&FME

BB iR B AGEME, {F Prometheus RBES I RIELEMIIEIR A EBILIE RS, LUHITKEREE, X
A SR Prometheus 1Z 518 Rr9 A A K,

24
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FRFM

56 3 & & R
o EATLUEAEHR dedicated-admin A& iR EEE,
e user-workload-monitoring-config ConfigMap XT R7F7E. TEEE IR RIAQIRBLNT R,
e B% %k OpenShift CLI(oc).
[ ]

ool

BERET —TMZREARSIRR

= (%0 Thanos) , FHMEIRS URL, BX5ti2E AINEESR
ANFENEER, HEW Prometheus LiZim S F17F6E TR,

m, XEERSIEREEARS, i
TELLNE” R,

ARRRMEELREALEENRER, MAREAXEERKSHERIES. &
P EHRE B SRR R IR AR EC BRI M A a1

o BMENZEEE AimRIE Secret X RHIXEFPEIEEIE, E7I7E openshift-user-workload-
monitoring 5 % 22 ] A Al secret,

Digk

==
[=]

i

BRSNS, HFEA HTTPS & 0I5 IE M iR R & X BT,

it

1. Yw%E ConfigMap 4 :
a. 1f openshift-user-workload-monitoring i B #4755 user-workload-monitoring-config
ConfigMap %4 :

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config

b. 7E data/config.yaml/prometheus i 11— remoteWrite: Z843,
c.

FEART ARG R URL M S D5 IEREIE

apiVersion: vi

kind: ConfigMap
metadata:

name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:

config.yaml: |

prometheus:

remoteWrite:

- url: "https://remote-write-endpoint.example.com” ﬂ
<endpoint_authentication_credentials>

25
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@ =5 AukSRm URL,

Q iR R B RIE A ENER., BaXHNEHRNIEHER AWS ZEARA 4, FHEHTTP
Authorization 153K 5k, BEARBHEIUE., OAuth 2.0 # TLS & i
XEFNERRBILFERAERE, E8 WU ZAHIEREA G5 RE,

d. EFHEUEENERARI write relabel BREH :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheus:
remoteWrite:
- url: "https://remote-write-endpoint.example.com”
<endpoint_authentication_credentials>
<your_write_relabel_configs> ﬂ

@ S =hiiREBLE.

HTEMEIE, B

%I F < your_write_relabel_configs >, 15§ #IEE & X BT iRin m st EAEHRCE

E]IE.
LU RBIER 7 0% % 4 my_metric BYEEADNIEHT ¢

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheus:
remoteWrite:
- url: "https://remote-write-endpoint.example.com”
writeRelabelConfigs:
- sourcelabels: [ _name__]
regex: 'my_metric'
action: keep

BXBEAEFIMCERELETIIFEE, EEE Prometheus relabel_config 3X#3,

2. REXHLERZEN. ZHEEEENH Pod RBEEER.

26
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gk

==
[=]

IR1EXTI53E ConfigMap X R BN AT RE R EFT BB X H FH pod F1H
L FR, REBEIULATREE IZYIE P EH G ETEZ TR IR,

3.8.1 XFHILRRBEAFRIIERE

ERLMERARRB A ERITDEREE AR /AT EMRIE. BRSNS HEIEREE AWS EEMRE 4,
EXFMIGIE, B OAuth2.0 M1 TLS B iR, FTRIEMAXATLREANIZIFI MBI ERIE
'I‘ﬁc

BHREAE A i BRI 7 By ik

AWS Z &M A 4 sigv4 e AWS B hRA 4 51)
BUENERE R, BB
L. OAuth 2.0 KEAREHIIUER

B At A%
EAXHMHIUE (Basic basicAuth AEXHHIUFEREEMNR &
authentication) BINEEMNTLREEANEFRLEXER
Rk,
B AL B ERREENSEEE N LIREE
AiER_Ei%& Authorization #r
OAuth 2.0 oauth2 OAuth 2.0 R B R E FinEiER

F 258, Prometheus ERAEER
& i 1D 1% Fifk secret M
tokenUrl FXER 1 7] 45 h& Sk 1) [m]5zE
BEAmE, BRESERNL AWS
HAMA 4 HEXFBIGIUE R
Lt A%,

TLS B i tisConfig TLS BFMECEIRE CAIUEH. &
FIRIE RS P IRRAXHEER,
FAF#EA TLS 525 Al mAR
ST EREIE, T™ERERE
BN T CAIERXH. BiG
TEF S FIZ P i e B S .

3.8.2. BB A B4 uE % E Bl

LT REBRT TR FEZEITEEARRNARASHREIFEE, BNRLERTIAEBES S S1H%
IEERAEMAB R LB N Secret X R, BNRBIREHH501E, LAATF openshift-user-workload-
monitoring &% 22 [ R B9 IR A - B LI R,

| 5131 Aws s 4 ik vamL =6
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LT EZRT openshift-user-workload-monitoring %3 % 22 (5] £y sigv4-credentials B9 sigv4
secret BJi% &,

apiVersion: vi
kind: Secret
metadata:
name: sigv4-credentials
namespace: openshift-user-workload-monitoring
stringData:
accessKey: <AWS_access_key> ﬂ
secretKey: <AWS_secret_key>
type: Opaque

Q AWS API i} ] B85,
9 AWS API secret Z%H,

TEITRT—1 AWS Signature Version 4 212 B A H3 55 1E BB, ©fE M openshift-user-
workload-monitoring 4 22 (7] 1 %y sigv4-credentials B Secret X :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheus:
remoteWrite:
- url: "https://authorization.example.com/api/write"
sigv4:
region: <AWS_region> ﬂ
accessKey:
name: sigv4-credentials 9
key: accessKey
secretKey:
name: sigv4-credentials ﬂ
key: secretKey
profile: <AWS_ profile_name> G
roleArn: <AWS role_arn> a

@® ~wsKHE.

OO =5 AWS API iR ZIEH Secret 1 REY BT,

1E187E Secret X RATE AWS API 1 [ AR ZE A,
1E15EH Secret X RATE AWS API secret HEBIZE A,

FAFIEIUER AWS BB B SR A% R,

o -

AELA A B Amazon FHRAFR(ARN) I ME—FRiA R,
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fll 3.2. HFEXGHE IR YAML R~Hl

LUIFE2RT openshift-user-workload-monitoring 3% 22 (A 1447y rw-basic-auth #J Secret *f RE
AEBFUERERA -

apiVersion: vi
kind: Secret
metadata:
name: rw-basic-auth
namespace: openshift-user-workload-monitoring
stringData:
user: <basic_username> ﬂ
password: <basic_password> g
type: Opaque

Q® =%
® =H.

LR RHBIERT E openshift-user-workload-monitoring %% 22 (7] h 4 4 rw-basic-auth B9
Secret X[ & # basicAuth Zf2EARE. BRIXEENmKRKE T FHEIEER.

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
prometheus:
remoteWrite:

- url: "https://basicauth.example.com/api/write"
basicAuth:
username:

name: rw-basic-auth ﬂ

key: user g

password:
name: rw-basic-auth 6
key: password ﬂ

w%%%ﬁ%ﬁiftﬁﬁﬁ’ﬂ Secret % REIEZ R,
Q 1E18EM Secret X RAEEH - LT,
Q 1E187E Secret X R T EHIEHHEEH,

fll 3.3. & Secret ¥ %@ bearer SIEHHTE B IR YAML =51

LI E7R T openshift-user-workload-monitoring 34 22 (5] 14/ rw-bearer-auth #J Secret X 5 i
bearer WhEXIE :
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apiVersion: vi
kind: Secret
metadata:
name: rw-bearer-auth
namespace: openshift-user-workload-monitoring
stringData:
token: <authentication_token> ﬂ
type: Opaque

© =H%iEam.

LU 7R T 1 openshift-user-workload-monitoring &4 Z2 A R {E i & 5 rw-bearer-auth B Secret
XTERE bearer SRS E RS X E R :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
enableUserWorkload: true
prometheus:
remoteWrite:
- url: "https://authorization.example.com/api/write"
authorization:
type: Bearer ﬂ
credentials:
name: rw-bearer-auth 9

key: token 6
@ RMIIEREL BRILED Bearer.
9 SEFRIIEETER Secret M RHEZTR,
9 TEIETEH Secret W RAP B E F R LIESEHIE .

LT ERT openshift-user-workload-monitoring %3 % 22 (A £/ oauth2-credentials 9 Secret %I
KR B9 OAuth 2.0 HERA :

apiVersion: vi
kind: Secret
metadata:
name: oauth2-credentials

namespace: openshift-user-workload-monitoring
stringData:

id: <oauth2_id> ﬂ

secret: <oauth2_secret> g

#l 3.4. T OAuth 2.0 uFAy YAML =6l
type: Opaque
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Q Oauth 2.0 ID,

9 OAuth 2.0 secret,

THEZERT—1 oauth2 2B A HFMHEIERFIERE, ©fEM openshift-user-workload-monitoring
fh & 28 AR 4 77 oauth2-credentials BJ Secret X5 :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheus:
remoteWrite:
- url: "https://test.example.com/api/write"
oauth2:
clientld:
secret:
name: oauth2-credentials ﬂ
key: id @
clientSecret:
name: oauth2-credentials 6

key: secret ﬂ
tokenUrl: https://example.com/oauth2/token 6
scopes:
- <scope_1>
- <scope_2>
endpointParams:
parami: <parameter_1>
param2: <parameter_2>

TRIBY Secret W RIIEFF, iEER, Clientld AT L8| ConfigMap 1%, /B clientSecret i
/8| FA Secret X,

WHE‘E Secret X KA EE OAuth 2.0 FIEHEH,

6 FAFi@id 15 E M clientld 1 clientSecret FXEX ThEHY URL,

© BEUER OAuth 2.0 B, X LESEEIRRME T HHE A LLYI FI IR,
@ FIURFSBATEN OAuth 2.0 BIUERSH,

$ll 3.5. TLS B i &5 UM YAML 7R61

LT ERT openshift-user-workload-monitoring %5 % Z2 [A] 5 4 -/ mtls-bundle # tls Secret ¥ &
B TLS B imikiE = Hl.

apiVersion: vi
kind: Secret
metadata:
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name: mtls-bundle

namespace: openshift-user-workload-monitoring
data:

ca.crt: <ca_cert> ﬂ

client.crt: <client_cert> 9

client.key: <client_key> 9
type: tls

ﬂ Prometheus &28# A FHRIEARS FRIUEHBI CAEH,
© RAT5RSBITHBIIENE IS,
© zrEmi,

U TFREIERT FER%E N mtis-bundle B TLS Secret X &# tisConfig Li2 5 A BN IR B,

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheus:
remoteWrite:
- url: "https://remote-write-endpoint.example.com”
tIsConfig:
ca:
secret:
name: mtls-bundle ﬂ
key: ca.crt 9
cert:
secret:

name: mtls-bundle 6

key: client.crt ﬂ
keySecret:

name: mtls-bundle 6
key: client.key G

& TLS ST EIERIN R Secret X REIEHFR, FER, cafl cert TLA5IH
ConfigMap %4, {H keySecret 27i13|F Secret I &,

9 {57 Secret MR H M, HbhIEHAM CAIUEF,
Q 87 Secret X RPN, HPEEIHRNE M IHIET,
6 BEE MM secret UIEE Secret X R P,

HAth B

o MFPOIEEBEAFRBIRS (8 Thanos) WFEE, HSH X ELEE AFER IR

ino
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% 3% BRI
o MFARMEHNARAFHMTALZREALKENER, HSHHELEEANKLE.,

3.9. E?‘é’ﬁﬁhmﬂﬂﬁﬁ ID 7FT\_\L

IMREEE AWS %Eﬂ:ﬂ’]%’l\ Red Hat OpenShift Service, F{# T2 E ATHEEIFIEITEIBMIXLERE
REBINEREMEAE, EeILURINESE ID 75 RIAHIRBARSENIEINSIE, AE, EalLiEi#iXLeE
PRZESRIMAIEA RS, HRX 05 HMERFALEN R LU BIRHEE,

X, MRENSNEFEERSIERE, FHRENBELZRENKRPEHERS, EALUEREE DR
EENFEREHEHE,

OIBRFHEREE D IMESREAENSIK
o EERREAFHNEEMINCIXE,
o IR ID MREIRINEIEDT,
o EIMIXLNRELINMAIRERHIEITE

3.9.1. NIEPROIELEEF ID I

&7 LB 4w’ openshift-user-workload-monitoring #3422 (7] 1 89 user-workload-monitoring-
config E2 & LGS AV IR B SR N IEIR OISR B ID PR,

FoRFM
o EALUMEMES dedicated-admin & &I 1A & EE,
e user-workload-monitoring-config ConfigMap X R1F7E, TESEEE G BIADIB LN &R,
e %% OpenShift CLI(0C).

o HMERE TIREEAF,

it 23
1. Yw%E ConfigMap 4 :

a. 1f openshift-user-workload-monitoring i B #4755 user-workload-monitoring-config
ConfigMap %4 :

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config

b. 7E data/config.yaml/prometheus/remoteWrite THJ writeRelabelConfigs: Z84 1, il
5 ID EFICACEE ¢

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheus:
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remoteWrite:

- url: "https://remote-write-endpoint.example.com”
<endpoint_authentication_credentials>
writeRelabelConfigs: ﬂ

- <relabel_config> 9

ﬂ NIEEZERLRR R BRI S AEFINCEEBSIR,
Q B ORI AR BRI REIR B B

LURRBIER T 404AI1E user-workload Wi rh{FE FAEEEE ID 1% cluster_id 54 3515

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
prometheus:
remoteWrite:

- url: "https://remote-write-endpoint.example.com”
writeRelabelConfigs:

- sourcelLabels:

- _ tmp_openshift_cluster_id___ ﬂ
targetLabel: cluster_id

action: replace

RERAMAZ N _ tmp_openshift_cluster_id__ BYIGFT£EE ID RIFE, IR FRE
HRI&IEEMEEE ID IR5 2 ME I,

Q BEZOERIERT AR MEBIEIRREREY ID IrE &, IREERAEINESFENIES
M, NMNZESERXNER D IRENEEE. Y TFinEai, TEEA

__tmp_openshift_cluster_id__, &EEHIMCES ESMBRE B LR FRAIRE,

©

replace write relabel #4F, fFInIREE#N £ BB BN, XMREREINT
H, MREEREEMRE, NEWENA,

2. REXHLUNENY AR ConfigMap X &R, ZEHHIEESMN pod RAETNEE.

Digk

H
[=]

RS I53E ConfigMap X R BN AT RER EFT LB XTH FH pod F1H
L FR, REBEIULATREIEIZYIE P EH G ETEZ TR IRETE,

fib B

o AXBEAEHMIMCEEMNFE, HEHRELEE AR,



5 3 & RE R IPHEE

3.10. #4H F F E B9 B R RSP E FE PRIE M RIS

FFANA R LME RBEX R Ve E LB M. BENRENHESBUHNAREREN N, BEIR
HETTRENBMERIN RS ERM. B, customer_id BHEAHE, EANEELRL N ATEERIE.

BOER R EXEHA M-I FFI, EREPERTFSRAERM AT S BT OZRN A 778 E LI
EBUM, X BERFINN Prometheus 188, FIHFEREWA 22,

dedicated-admin RTLAfSE F LA 75 35422610 B P & BT B AR R EE E 3R TR B MBI R -
o REMAENNIEBENBEIMREI T EZHREINE
o RERMBIIENE., MEBMKEURGGEEKE
o AIRTEAFHREURAIE T IEIRER B FRif il & B9E i
A=
PREVIR ARG BT B BORA L FEFR S AR IN S D RAE B S BBIFIR, FF & AL H Gt

REIEVIEIE LHARHERERERMIEEZRRE, ERAAES—HERTEENEYE
AR BB -ENHERE.

3.10.1. N E B E i E R IR A IR SRR

R LRSI R A E LT E RSN BRI T SN RN E, L URERIINEHE. ERMK
BRI EEKE,

Digk

==
[=]

INRITKE T sample K label limits, MIEARIREIE, F&7ZBIMRERGHE—
&R BIEE.

SEREMH
o EATLUEAEHR dedicated-admin A& iR EEE,
e user-workload-monitoring-config ConfigMap XT R7F7E. TEEE IR RIAQIRBLN R,

e B% %k OpenShift CLI(oc).

it =

1. 7£ openshift-user-workload-monitoring 5 B F %% user-workload-monitoring-config
ConfigMap %4 :

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-config

2. 1% data/config.yaml F 10 enforcedSampleLimit E2i&, ARSI - & LB E FE BiriR
IS RAIBE :
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apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
prometheus:
enforcedSampleLimit: 50000 ﬂ

NRIEELSHE, WEE—ME. X1 enforceSampleLimit =AIFR - E LT RED
BRI R B =R 50,000,

3. ¥# enforcedLabelLimit, enforcedLabelNameLengthLimit, #]

enforcedLabelValueLengthLimit & & NE data/config.yaml, LUREIFIREIIIEEE. 7%
EMEEURAFE L HTIE RS EKE -

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
prometheus:
enforcedLabelLimit: 500 ﬂ
enforcedLabelNameLengthLimit: 50 g
enforcedLabelValueLengthLimit: 600 6

ﬂ EEBSRERHNEAIIER, BIMEN 0, REREBIEERS,

9 BENEEFHNEAKE, BIMEN 0, REREHEERS,

BENERMFRNEAKE. BIAMEN 0, KFREAEREERS,

4. REXHUGERZER, RESEHINA.

Digk

H
[=]

1$E R 7Z 2 user-workload-monitoring-config ConfigMap X ki, &

bbb A

RESEFHERE openshift-user-workload-monitoring i B A1 #9 Pod f1H Atk
TR, 1291 H P IEEIZ TR NI H R AT RERE S,
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55 4 = FRE S8 ALERTMANAGER 5243

Red Hat OpenShift Service on AWS i iR @ & — A Alertmanager S2fl, FAF M Prometheus B
HEZEWR, ETLURIMAER Alertmanager SEBIE R B € LAY B BUZR,

NRE N L NERRMBRNAEE Alertmanager BSi&, HENENEHZRAAMEHE, =T MEREAD
8B Alertmanager SEBIE IR S MRV ERIRE,

FeREH
o TATLUFAEAR dedicated-admin & &A1) [ EEE,

e user-workload-monitoring-config ConfigMap XT R7F7E. TEEE IR RIAQIRB LN R,

e B% %k OpenShift CLI(oc).

it =3
1. Yw%E ConfigMap %%,

a. 4w’ openshift-user-workload-monitoring % B 1) user-workload-monitoring-config
FCE R ST

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config

b. 7E data/config.yaml/ 11— <component>/additionalAlertmanagerConfigs: £33,

c. TEARTTHRMEM Alertmanager IECE 115 :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<component>:
additionalAlertmanagerConfigs:
- <alertmanager_specification>

%I F <component>, BN ZIFHIAER Alertmanager 4142 — : prometheus 5%
thanosRuler,

%I F <alertmanager_specification>, FEHZINHI Alertmanager SL5IHY & 4745 1E R H Ath
BB iE1E. BRIXENBNIIEAESE bearer 5h2 (bearerToken) 1% F'if TLS
(tlsConfig), AT RABIEREMETERT A bearer HHEFZE ik TLS H2%1ER Thanos
Ruler BEEEZIA-BI Alertmanager :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
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config.yaml: |
thanosRuler:
additionalAlertmanagerConfigs:
- scheme: https
pathPrefix: /
timeout: "30s"
apiVersion: v1
bearerToken:
name: alertmanager-bearer-token
key: token
tIsConfig:
key:
name: alertmanager-tls
key: tls.key
cert:
name: alertmanager-tls
key: tls.crt
ca:
name: alertmanager-tls
key: tls.ca
staticConfigs:
- external-alertmanager1-remote.com
- external-alertmanager1-remote2.com

2. RIFXHLS RSN A E ConfigMap # &, XHERLE B3N AMASRER

o

B
B

m

3. REXHLERN FAE ConfigMap X5, iXFERiS B 5)N AFAEGRER

o
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& 53 Jy ALERTMANAGER E2i& SECRET

% 52 y ALERTMANAGER 2 & SECRET

Red Hat OpenShift Service on AWS 12 H#EiL 8 3E Alertmanager, EIFZRM Prometheus B Elif 52
BN ER. MREFZRTIFRERIITEMEIELUE Alertmanager BES AT A EER, BT LUF
Alertmanager B2i& 7118 Fl @ 23 F 191 ETED secret,

g0, EATLUS Alertmanager BRiB W {EF secret SEEHRFAEIETMA N (CA) & FrBIE T B s 3
BT B IIE, LRI LU Alertmanager BB 1 {# A secret EHREERTEAR HTTP SR 5 IEEE XX
R B AT EMDRIE, EXHMERT, BHEIEFIEESSTE Secret X R, MARSHEE
ConfigMap X/,

5.1. £ ALERTMANAGER EZi& 740 SECRET

&0l LLE T 4w openshift-user-workload-monitoring il B A #J user-workload-monitoring-config &
BT, 1 secret WINEIA P E LB E M Alertmanager E2E .

I secret RINEEEMREF, secret fE—NE1EEE Alertmanager Pod #J alertmanager & 23 Y
/etc/alertmanager/secrets/<secret_name BJ%& H,

SEREMH
o EATLUEAEHR dedicated-admin A& iR EEE,
e user-workload-monitoring-config ConfigMap XT R7F7E. TEEE IR RIAQIRB LN R,

o RE Al T E7E openshift-user-workload-monitoring i B 1 #J Alertmanager FEZEH]
secret,

e B% %k OpenShift CLI(oc).

it =3
1. Yw%E ConfigMap X%,

a. 4w’ openshift-user-workload-monitoring % B 1) user-workload-monitoring-config
FCERRST

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config

b. EFALLTFEE, 7£ data/config.yaml/alertmanager/secrets 71— secrets: £84% :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
alertmanager:

secrets: 0

- <secret_name_1> 9
- <secret_name_2>
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AT EEEHEHE Alertmanager Y secret, secret AL TS Alertmanager X 548
B8y & 22 (A,

BEEKERFMEILEIERN Secret M RIIELFF, MRERMZA secret, HHFEFN
secret AEFTITH,

AR R IBC EBRGTIXEHF Alertmanager BCi& A& test-secret # test-secret-api-
token BI > Secret XK :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
alertmanager:
enabled: true
secrets:
- test-secret
- test-api-receiver-token

2. REXHLURERNFAE ConfigMap #5., #HIEESHKE5INH.

5.2. 1T 5] = 5 FIZE He A B AN AN bR 2
IR E LUER Prometheus FIANERIRZETHEE, 9B E XITZEMIINEIE FF Prometheus BIFRA R [A] 7 F1E
o
SoREH
o MALIFEAEEA dedicated-admin A& RERE,
e user-workload-monitoring-config ConfigMap *I R777E. 1EEEE 0N ERINCIR LT &,

e B% %k OpenShift CLI(0C).

it =3
1. Yw%E ConfigMap 4 :

a. 1f openshift-user-workload-monitoring i B #4755 user-workload-monitoring-config
ConfigMap %4 :

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config

b. ff data/config.yaml T & L& MEIRERMBITR LS

apiVersion: vi

kind: ConfigMap

metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
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%8 5% Jy ALERTMANAGER E2i& SECRET
data:
config.yaml: |
prometheus:
externallLabels:
<key>: <value> 0

ﬂ FRREXT B <key>: <value>, H <key> ZHFIrZHIME—EZFE, <values 2B
(EER

Digk

==
[=]

o RE(HF prometheus 5 prometheus_replica /£ & FF,
HElRREBNHIBES.

o T ZE(# M cluster 3 managed_cluster fF AL, FATIIT
BERSREBTETET R A G FRIRPERIEIER A,

£ openshift-user-workload-monitoring B &, Prometheus 1 Tt {15
¥R, T Thanos Ruler 7 57 LB ERFNICKMN, 7E user-workload-

monitoring-config ConfigMap # /) prometheus % externalLabels R &
NIEVAECE A BRI, AR AT AL ES B A SRR,

plan, BRAXMEXIMEMERTEIERINE S A E L899 B 8RBT A I E F 2R E R
B, EEBLUTRA

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
prometheus:
externalLabels:
region: eu
environment: prod

2. REXMHLERZEN, FHEERWEINA.
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D
il

—BNENRFEEERERS, ATRRKENIBENERTIE T Pod MH
HiR. %I H P IERIZTH R R R AT R R E S,




%5 6 & {1/ POD it 7R BR$IR I

5 6 & {E/ POD 1h¥h 43 75 PR K i 22

% Red Hat OpenShift Service on AWS pod ERE RN Z N AR, EAILUER pod #H$h 4> 76 BRIk 12
TR A E XIS pod N4 BUEI L& TR T R,

Pod fah 2 HARESE D RIS pod HE, T ROMEITRNEMENIG], MXEXFHRL
MWEHMXE, A4, BEEBERBRAEE pod, BEAUARLRER TMREEMSIER,
Hith 5w

® Kubernetes Pod Topology Spread Constraints 3X#4

6.1. BZi& POD #hFh 9 % PRl

ERILUN R A E RS HEERE pod #RFM 2 RRHE, LURSIANME K FE R RB pod BIA, XFERTHAER
pod EASHAMHEARMIZT, EHITENEIBERBNEEHOHDZEMEBRY KA,

& LU# A user-workload-monitoring-config BCiB R ST 11512 pod EZ& pod $R$h 2 BRI,

FeREH
o TAILUFAEA dedicated-admin & &A1) EE,

e user-workload-monitoring-config ConfigMap XT R7F7E. TEEE IR IR R,

e B% %k OpenShift CLI(0c).

it

1. 4#% openshift-user-workload-monitoring % B ## user-workload-monitoring-config £z &
BRET :

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-config

2. 1f data/config.yaml FEXFRIMU T X EREE pod b2 HIRH

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<component>:
topologySpreadConstraints:
- maxSkew: <n>
topologyKey: <key> 6
whenUnsatisfiable: <value> ﬂ
labelSelector: 6
<match_option>

Q@ EEEENHEE pod HIMDHIRBINAIE AT,
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Q 5 maxSkew IEEHFE, BE LT RIEFARHETDH pod WRRE,

9 11 topologyKey 5 E T mina i, A ERWEMNERERENT Sl hER—H
F, AERFARZRINKE pod RBEIENEF,

@ ) whenUnsatisfiable 57 —1ME, A MAiL51E@E DoNotSchedule 7
ScheduleAnyway, #NRE#AEE maxSkew (EE LBt/ H/IMEPEER pod =
Z B FeFMsR K(E, NI$EE DoNotSchedule, HIREFLEHERFBAEE pod, EHA
BEFRME skew BT R FERMILSEN, H1EE ScheduleAnyway.

6 157 labelSelector SR E K ILEH pod, S LIRSS ICECH) Pod #7115, LAAEEXI N
M pod BLE.

Thanos Ruler ¢ & =

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
thanosRuler:
topologySpreadConstraints:
- maxSkew: 1
topologyKey: monitoring
whenUnsatisfiable: ScheduleAnyway
labelSelector:
matchLabels:
app.kubernetes.io/name: thanos-ruler

3. REXHLIBTIN AENR,

Digk

H
N
A LIRS AN R7EE user-workload-monitoring-config Bt BBRETHT, ATRES

EHTEE openshift-user-workload-monitoring 1l B 78 Pod F1H fth 5§
R ZI B EECTH R ARTRERER,

6.2. 7 IR R H MR E B &
f&BI LU Alertmanager, Prometheus Operator, Prometheus #1 Thanos Ruler B2i& H &2,
LU BEL A A A2 user-workload-monitoring-config ConfigMap A E9%E < 4H 4 :

e debug, ik, FR. BEMERER.

e info, ILXER. BEEFMERHER,

e warn, {UrREEMEIREE,
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I

e error, il REEIRHEE,

BIABEL 5 info,

AR

e LIfERE A dedicated-admin A& i A EE,

user-workload-monitoring-config ConfigMap % R¥Z1E, TEEEFOIER EIAGIE LIS,
B&% OpenShift CLI(oc).

1. Yw%E ConfigMap £ :

a. 1f openshift-user-workload-monitoring i B #4755 user-workload-monitoring-config
ConfigMap %4 :

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config

b. 7£ data/config.yaml T A4 10 logLevel: <log_level>

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
<component>:
logLevel: <log_level> g

MEHERERTIG| IR A, S TFRAIEAERE, TRAHESR
alertmanager. prometheus. prometheusOperator #1 thanosRuler,

Q N RRHENBEN S, ATR{ES error. warn, info 1 debug. ZRiA{E info,

2. REXHLMERZER. NABEIAESR, A48 Pod 2BTNER.

DIk

==
[=]

—BEERFI LERERS, JREREHIMERRTE P Pod FIEA
iR, 1ZU1B R IEFEIZfTH AR B TR E.

3. BT EEHEXIIEFNEES Pod BB RHINBNAT BEHNF. UTRAIKE openshift-
user-workload-monitoring 5l B F /4 prometheus-operator & HEL ]
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I $ oc -n openshift-user-workload-monitoring get deploy prometheus-operator -o yaml | grep
"log-level"

=1
I - -log-level=debug

4. EAMH Pod BB ERIZTT. LLTFRHIZIE T openshift-user-workload-monitoring %i B #
Pod IR :

I $ oc -n openshift-user-workload-monitoring get pods

#NR ConfigMap 85 7 — N KRIRFIM logLevel {E, NI4HHEH pod ATRET AR
&S,

6.3. 5y PROMETHEUS EB&iH B &4

B 7 LS Prometheus BB W51 8i21THRMAE EIHE AR B EX .

BF

HFAZEFEERY, FEIIERE BN R TR BERRES X Imk /5 AL TheE. SeRtifE
HebRE, @ RE SN ConfigMap M RATMEVESCRER BB RILT, LIS RIZIEE,

FEREMH
o EALUEAEHR dedicated-admin A& iR EEE,
e user-workload-monitoring-config ConfigMap XT R7F7E. TEEE IR RIAQIRB LN R,

e %%k OpenShift CLI(oC).

it

1. 7£ openshift-user-workload-monitoring 1 B F %% user-workload-monitoring-config
ConfigMap %4 :

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-config

2. 1% data/config.yaml 5 prometheus 1l queryLogFile: <path> :

apiVersion: vi
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

prometheus:
queryLogFile: <path> ﬂ

46



55 6 = i POD $hit o BRIk s 1%
‘D SEEHPID R E R STERRE,

3. RTFSCHLAES L E

g
Of

HINNERRFE EERERNE, RSB ERXINE HB Pod 1A
TR, %I P IEE ST Rt AR RER

—_

4. BEAME pod BB IEEIZTT. UUTRBIRSFIE T openshift-user-workload-monitoring 7
BB pod K75 :

I $ oc -n openshift-user-workload-monitoring get pods

5. HENEHBEE :

I $ oc -n openshift-user-workload-monitoring exec prometheus-user-workload-0 -- cat <path>

e
ERETIORNE

WERRE, MERERNIITE,
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B7E NASENHTB A

Hofth B3

£ dedicated-admin, fEET L\ A LB T, BRI LUM A TAE A B R HERR & AT
EO

70 MRS EXRIIB AR

SR T, AN E TEN LR, MREREE RN B R A E L TE, BT

UEHAE,

FRFM

o B EfTiE| OpenShift Cluster Manager,
it 3
1. 1€ OpenShift Cluster Manager Hybrid Cloud Console Fi%#—1N&EE%,

2. m Settings &I,

3. i Enable user workload monitoring %4, LAEUHIER %11, ARFHT Save,
ZREAS TEMAENEE, Prometheus. Prometheus Operator #1 Thanos Ruler ZH441E
openshift-user-workload-monitoring T B #{Z Ik,

7.2. FF R E HI B M R HERR

FA P TR er el IEERR AN IR P E LBI5IE., Ak, 15 openshift.io/user-monitoring H1%5 750
BB RZEE, {HiXh false,

it =

1 RN B dp & 22 A -

I $ oc label namespace my-project 'openshift.io/user-monitoring=false'
2. BEFFANE, 1EMa 22 R BRIZIRE -

I $ oc label namespace my-project 'openshift.io/user-monitoring-'

MR B A EANEKMN LB FR, Prometheus BIBEEZE /L9 E RIE RIS G
{ZIEREE ],
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B 8 & A E XM E S AEREH

8 & A E NI E FRAERIEH

£ Red Hat OpenShift Service on AWS #1, dedicated-admin BT LN A E X9 B 2 B EREH, X
NSRBI TR -

o NAMENMIIESRAERKE, LUFEREMA Alertmanager 24l
o BFRAFPPRENAFE KNI B REERER.
SERIX LSRG, FAARMEMRAATLUNEFE W BERE B E CERMEREH,

8.1. TR P E X By B R E kB

Y77 dedicated-admin, ERILUCH A E L HIUE 5 A EREEH, FALIIEE, ERILUATREFERA
alert-routing-edit A A A E LT ERBER B EMEKES, XLEBHETATHIAE
N H 3R Alertmanager SEBIEEH,

RIE, BFELLET A E X B g2 nEE AlertmanagerConfig X SREOIBMEEFE ' E L HWE
RE&ER, MEHEEEGMEE,

AFNRAAEXHTBE N TERRBGE, A EXNERBRFEHEE openshift-user-workload-
monitoring 3% Z2 |5 1Y alertmanager-user-workload Pod.

p= Y=

LUF 2 R E L8951 B B E R B& R RIPR I

o XITFHAFENBERMN, BFENMNBBAEREEIE LR SRZEE, Flin, 6
72 /8] ns1 PR AECE (GER FRE—Mm &% (H H 8 PrometheusRules TR,

o UMZERATIFBER/E XM LA, 4 %EAA AlertmanagerConfig
YRS A Alertmanager BRBRI—E84),

8.2. N E N HEREHEE B —1HMA ALERTMANAGER 24l

£ Red Hat OpenShift Service on AWS /i, fReJRERRE N A E L B9 B #BE % A Alertmanager 524,
CiRESHINVEEERD A EXWER, mXEFERT, ESLUEFEE#ER— D RRe
Alertmanager S£f5l, LUCH A E LB B & EZE R,

FeREH
o AILUFAEA dedicated-admin & &A1) A EEE,

e user-workload-monitoring-config ConfigMap XT R7F7E. TESEE IR RIAQIRB LR,

e B% %k OpenShift CLI(oc).

Y=

1. %% user-workload-monitoring-config ConfigMap %% :

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-config
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2. 1f data/config.yaml T, 710 alertmanager %f4 8 enabled: true #1
enableAlertmanagerConfig: true :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
alertmanager:
enabled: true

enableAlertmanagerConfig: true g

ﬂ ¥ enabled 1%/ true, NEEEHMIAF E LHIEE A Alertmanager € FSEHl, JHEX
) false K& RS RIS A € BT E 2 Alertmanager. RS ILEIZE D false,
SEMNMREIE T B, NAFEXHWERSKKBEIBIATES Alertmanager S£fl,

9 1% enableAlertmanagerConfig {E % & true, LUER ' {#H AlertmanagerConfig % §
N EHOWERKRBRE.

3 REXHUERZEN, BFRAELHITER Alertmanager ¥ LI BNE,
e U5iF alert-manager-user-workload pod @& IE{EIZ1T :

I # oc -n openshift-user-workload-monitoring get pods

=1
NAME READY STATUS RESTARTS AGE
alertmanager-user-workload-0 6/6 Running 0 38s
alertmanager-user-workload-1 6/6 Running 0 38s

8.3. &% T M/ AR F I AP E B B Bo B Bk B
BT LR T A P RURSR ) P 7 LM B R B R B e,

FeREMH
o EELUMEMEH dedicated-admin & &I 1A & EE,
e user-workload-monitoring-config ConfigMap XT R7F7E. TEEEOCIERRIAQIRB LN R,
o EFAGLRIAIKSEFE,

e B%% OpenShift CLI (oc) .

ik =
o I alert-routing-edit £35S E4 A E L HUIBRBIEF -
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58 8 & YA A A i Bk H
I $ oc -n <namespace> adm policy add-role-to-user alert-routing-edit <user> ﬂ
NHESBZAENIK AP A,

Q %t F <namespace>, E#ifE XHWITEMNSEZZEE, M nsl, X F <users, BEE
HbBER

o JAFEXRIE IR ERIRH

8.4. [{LEES IR
1"

No

=g

1

=
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3 9 & EEER
AT URSESRT, U RSB R B S TR 6 B IIR.

9.1. T f&¥str

£ Red Hat OpenShift Service on AWS A, SEHEEMIEIEA R ZIRIUET RS mm A FFRIIER, L
AR E T BREEINES. EEER, SRR ERAMNEE S ITEAENRIIER.

&R OB E N AR F S EE Prometheus B imERE LIEE NI B S8 T/E A EHIRERIER,

£ Red Hat OpenShift Service on AWS /1, 1§#riE1d /metrics HISERM T HTTP RS IHM AT, &
L@ 1% http:/<endpoints/metrics 1217 curl &35 H RS BIRR A & AiETR. B0, EETLLE
prometheus-example-app R~ ARRFAFIRE, REZITUTRRSREEEMATRIET :

I $ curl http://<example_app_endpoint>/metrics
i Bl

# HELP http_requests_total Count of all HTTP requests
# TYPE http_requests_total counter
http_requests_total{code="200",method="get"} 4
http_requests_total{code="404",method="get"} 2

# HELP version Version information about this binary

# TYPE version gauge

version{version="v0.1.0"} 1

Hh iR
® Prometheus & /% X4

9.2. MR EXKIMB R EEINES

B LLEEE—1 ServiceMonitor 53R, MBI B YIRS in IR EIE IR, XRIXIEHIN AR
£ Prometheus & P % A /metrics #1582 FRA FF T,

ATNE T WAERFE L E pEERAIIRS, ARELIE—1 ServiceMonitor TR E YN 1Z a0
WEIRIZARSS

9.2.1. BRE R HIARSS
T E T E ARSI s, R AT AR B R AIAR S

i =
1 WARSEEOIR YAML X, EARBIF, %% N prometheus-example-app.yaml.,

apiVersion: vi
kind: Namespace
metadata:

name: nsi
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apiVersion: apps/v1
kind: Deployment
metadata:
labels:
app: prometheus-example-app
name: prometheus-example-app
namespace: nsi
spec:
replicas: 1
selector:
matchLabels:
app: prometheus-example-app
template:
metadata:

labels:
app: prometheus-example-app

spec:

containers:

- image: ghcr.io/rhobs/prometheus-example-app:0.4.2
imagePullPolicy: IfNotPresent
name: prometheus-example-app

apiVersion: vi
kind: Service
metadata:
labels:
app: prometheus-example-app
name: prometheus-example-app
namespace: nsi
spec:
ports:
- port: 8080
protocol: TCP
targetPort: 8080
name: web
selector:
app: prometheus-example-app
type: ClusterlP

ERBSTER M E LK ns1 T H HEE & - prometheus-example-app RS, WIRFZ AT
B X version 515,

3. MECERAEIER -
I $ oc apply -f prometheus-example-app.yaml
BB ZAR S5 TR B —LET [,

4. ALK HEZ Pod @B IETEIZT ¢

I $ oc -n ns1 get pod

it Bl
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NAME READY STATUS RESTARTS AGE
prometheus-example-app-7857545cb7-sbgwq  1/1 Running 0 81m

9.2.2. {5 EINE A AR 55

BFARS A TFER, EUIEE Red Hat OpenShift Service on AWS M /metrics Ui s IR EXIE
PR f&AILAEF—1 ServiceMonitor B E X FRE L. (CRD) Mzl n1EARsS, =HEAR—
PodMonitor CRDT ERIZINMA YR pod, BIEEZE Service MR, MEENAREE, 1T Prometheus
B M Pod 2 FFBIIE TR s AR IR AN T

LESRARSE R T a0al o A P E BT B R R 55 6112 ServiceMonitor H5IR,

[} =355
o OJLIfEAESA dedicated-admin £ 5k monitoring-edit A &A1 A&,

o TEAMIF, EETE ns1 HIBFEET prometheus-example-app T~HIARS .

Ve p= =1
_ prometheus-example-app ~IR ST ZHF TLS F15%00E,

1. /%5 example-app-service-monitor.yaml 8937 YAML E2& 314,

Y=

2. ¥ ServiceMonitor FRAINEI YAML X, LUFRBIAE—1 % prometheus-example-
monitor BIAR 55 51838, FATIREX ns1 fn & ZE[HFHY prometheus-example-app k552 FFEYE
B

apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
name: prometheus-example-monitor
namespace: nsi
spec:
endpoints:
- interval: 30s

port: web g

scheme: http

selector: 6

matchLabels:
app: prometheus-example-app

Q@ EERSZINMAIELMREEN,
Q 8 EEH Prometheus 1REXBY IR sim .
9 BoE L ER, RIEBETHIERZ TSRS,
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-

FA P 7 LB 6r 4 227 FR ) ServiceMonitor B RUAE % IR — 8y 4 22 A RO AR 5
thFi 214, ServiceMonitor 75/REH namespaceSelector F % o\ 2 # 2B,

3. [HEEN AR
I $ oc apply -f example-app-service-monitor.yaml

ERZE ServiceMonitor 7R EE —LEh[H],

4. %F ServiceMonitor KR 2B IETIAIT :

I $ oc -n <namespace> get servicemonitor

i Bl
NAME AGE
prometheus-example-monitor 81m

9.2.3. RS IR = F P EIE IR E R

& e] LA#E A ServiceMonitor #1 PodMonitor B X R E X (CRD) 4 F F & X 951 B i 12 e & AR 55 i
S1PUIE,

LUFRRBIFERT ServiceMonitor R AR MR E, BN RAERT NAEES S BHRILESRE
FEMBRLBHIXT . Secret TR,

9.2.3.1. ¥/ bearer ThEH YAML B35 uE=fI

UTFREIERT ns1 oL 22 A fF 47y example-bearer-auth # Secret X7 E bearer SHXIE :

bearer k& secret =i

apiVersion: vi

kind: Secret

metadata:
name: example-bearer-auth
namespace: nsi

stringData:
token: <authentication_token> ﬂ

ﬂ EEF DI IESRE,

LUFRBIERT ServiceMonitor CRD B bearer S &R KIEXE. XN RBIERSES example-
bearer-auth B Secret %% :

bearer T B35 iE R~ HI

apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
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name: prometheus-example-monitor
namespace: nsi
spec:
endpoints:
- authorization:
credentials:

key: token 0
name: example-bearer-auth 9
port: web
selector:
matchLabels:
app: prometheus-example-app

ﬂ 1EIEEH Secret K RAEE F DRI SN,
Q SBE BRI ERERN Secret X RHIZ R,

BF

AE(FEFH bearerTokenFile E & bearer 5hé., WR{EMA bearerTokenFile E2
&, ServiceMonitor %R #RIE,

9.2.3.2. HFEX R RN YAML Bl
UTFRBIERT nst1 a2 [H 45 example-basic-auth 9 Secret X REAXFHEIFLE :

BEABHPRIE secret =

apiVersion: vi

kind: Secret

metadata:
name: example-basic-auth
namespace: nsi

stringData:
user: <basic_username> ﬂ

password: <basic_password> 9

Q@ EERTEARIEMASE.
@ EERTEHRIENED,

LUFRBIERT ServiceMonitor CRD FIEARBRKIEINE, XN RAI{FERA% N example-basic-auth B9
Secret &R :

EXF ORI E A

apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
name: prometheus-example-monitor
namespace: nsi
spec:
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endpoints:
- basicAuth:
username:
key: userﬂ
name: example-basic-auth 9
password:

key: password 6
name: example-basic-auth ﬂ
port: web
selector:
matchLabels:
app: prometheus-example-app

Q 1E18EM Secret X RHAEE B LHITH,
wﬂﬁgiiéﬁgﬁiftﬁ’\] Secret % RBIEZ R,
9 1E187E Secret MR T EHIEHHEEH,

9.2.3.3. f#if OAuth 2.0 By YAML &350k Bl

LT RAIERT ns1 pg 22 a4 example-oauth2 #J Secret X & #) OAuth 2.0 ¥ i& :

OAuth 2.0 secret 7=l

apiVersion: vi
kind: Secret
metadata:
name: example-oauth2
namespace: nsi
stringData:
id: <oauth2_id> ﬂ

secret: <oauth2_secret> g

Q 57 Oauth 2.0 ID,

9 87 Oauth 2.0 secret,

LUFRBIERT ServiceMonitor CRD B9 OAuth 2.0 B3 %% E., XN REIFER%E N example-oauth2
B Secret T4 :

OAuth 2.0 B35 IEXE A

apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
name: prometheus-example-monitor
namespace: nsi
spec:
endpoints:
- oauth2:
clientld:
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secret:
key: id @)
name: example-oauth2 g
clientSecret:

key: secret 6
name: example-oauth2 ﬂ
tokenUrl: https://example.com/oauth2/token 9
port: web
selector:
matchLabels:
app: prometheus-example-app

Q 1E387E Secret X RHEE OAuth 2.0 ID HIEH,
wﬂﬁ OAuth 2.0 EIFH Secret X RHEZ R,
9 18 %€ Secret X RHEE OAuth 2.0 secret BIEHH,

g FAFEiTIEED clientld #1 clientSecret 7XEX 5 k&Y URL,

Hi 5w
o HNMEIERMAE XHTIE F TLS {REE T

9.3. HifIEIT

Red Hat OpenShift Service on AWS 512 {{FRMR AT LLIRIZ1T Prometheus Query Language (PromQL)#&E
WREBRIRPEZMIEIR. WIHRERHEXEHURZERENEMAFE L TEAEMNRKEER,

Ll dedicated-admin B9 513, ER RN Ei—NHLS N apRZEE, LURIRE XA E XTI EBE
*/j_io

AT RE, BRI EESN B &M, e EErRENRY sEEE LT B ER.

9.3.1. IR EIE O B &R E U B BB IR

¥E7 dedicated-admin St EFFIE T BMEEN R, ERLAE Metrics Ul Y AWS F1F - 7E LY
T8 £ AR B BRIA Red Hat OpenShift Service BIFEFR.

, RELZRAEEA AN B Red Hat OpenShift Service on AWS YR #EAIEE =75 Ul,

FeREH
o A LI{FAER dedicated-admin AENA i HERE, NEBMEUEHMNEENR,

e B% %k OpenShift CLI(oc).

it

1. M Red Hat OpenShift Service on AWS web & A Administrator 1, %# Observe -
Metrics,
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2. gmﬂﬂ_/\_ﬁ%/l\%?ﬁ, ‘LFJ%)“ TUT#EEZ—

PIBBE L&, ¥ Prometheus Query Language (PromQL )2 ]
S INZEI Expression FE&H,
LIREIA PromQL RiARE, BiiEREBNASH
AR THIFISR AP, XL TIENRE. #BI5. T
ZRONT A ShE, AT LAME R A S L R —
TEWHTE, AER Enter U1 B R INEEH
FREAH, EAATLUGBEIEH B IR INAMIIE
£, UEFZIE 8 RS,
AINZAEM, %% Add query.
SHIMANEI, .
.
H
PEFEE 5518 Options 354 N prites
Duplicate Zif,
EHERIELEZT, .
.
H
PEFEE 551 Options 354 Frak#E

Disable query,

3. &z T?E@'JLEI’J W], E1%EFE Run queries, AERAPESENEME IR, MMREWITR, N

Ul & KJ_L_/ %Eﬂi

/é /Cho

MRBE KEBIRATIZE, XATRERTELHIN K E R b 238 E 5T 2o
BRI FIENR, 1E1ERE Hide graph HFE(UERIEIRRER AL, RiE, EH
BT ERE, BRERRSHER.

BMERT, iR TR— P RIFNNE, SIS METRIE L, AL
7 RBIMEE R,

4. °% : TIE URL IESSE21THE R, EEURBRERX EiH), HRFIXD URL,

5. RFRUHALIET, B, 3R ERAERRNE REREET, BTGB T RIER
7% LR A T -

i}

FE iR 2R R IR A $8 7.

25U

=B Options 3 & F =2 Hide all
series,
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FE R AR . RIEEINR, BRLERANSINHHER
HO
AR ERFFERA FSEHL £—:

o RITERIEKERMA LD, UATMET
LR FSE

o fHRZE LA H LR FSEHE,

EENESER, 1% Reset zoom,
TERERT ] s B R E EIE R . BRI rEEERKRLE, BHEPSEREN
Hid,
IGFASE S 1%#¥ Hide graph,
HhbrR

o HXMIE PromQL BIHMEZEE, HSH Prometheus &1 3 14,

9.3.2. UF L& Hn &R E X B9 B HI4ETR
ISR LULATF 2 B SR E AT B EEN R - &9 15 F] B P & L1 B B8 T,
1E Developer flAH, Metrics Ul S ERTED B B—LLTiE L CPU, AFE. W RANMEHESER, &

AR LS E B CPU., RfE. Wi, SIS BREFIEIRZ1TBE X Prometheus Query
Language (PromQL) Zifi,

==
Fr 4 & REEfE A Developer #1f, MABEMER Administrator i, FANFAHE, E—R

RegFi—DUIEMIEIR. FRAGTEVFE Red Hat OpenShift Service 7 AWS i
FRHEME=7F UL

AR
o NFEEEFEMNIE, BALMFAFAEREREETIRNA UMK,
o MENAFEXKITBRAT WL,
o MEERFENHITEPEHET RS,

o BENZIRSEIRT ServiceMonitor B L HIRE L (CRD) , LAE AL RIZARSS

Y=
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1. M AWS Web 1Z#l& A H Red Hat OpenShift Service ARBJ Developer fif8, j%# Observe —
Metrics,

2. 1 Project: FIRk i B EABIBITHITIR,

3. M Select query FIRAIEFEREH), HE BT EFE Show PromQL RIBFTEE B GIR B E L
PromQL &ifj, KXRASEMNZINEHBIIEIT.

p= Y=
£ Developer i/, E—RREEZT—NEIM,

4. @i PAT AT BRAF SRR R AL BTE TS

I i
K B (IS -

o RITERIEKERMA LD, UATMET
IR AISE F,

o fERZE LA H LR FSEH,

EENESER, 1% Reset zoom,
TERFENT 8] R R BB . SRR EEERKRLE, SRS HIER
HEOH,
iR

o HXIE PromQL BIHMEZEER, ESH Prometheus &1 3 14,

9.4. JREXA RigPr BATHIIEAIE R

£ Red Hat OpenShift Service on AWS Web & #) Administrator fl& R, ERILEA Metrics BR
NEEE. BRNTELFHHATRMNGSR, XEBFIRAFBERAE, fln, ETLEE Binik =iy
AR, LLEE Red Hat OpenShift Service on AWS Monitoring o3k M B bRz 4 3R ERFE R,

Metrics B iR ITE T P E BT B B B T,

FRFH

it

o TAILUFEAEA dedicated-admin & &A1) [ EEE,

1. 1€ Administrator i, %% Observe —» Targets, ILEf&$TF Metrics targets TiHE, H
SENEIRINBIAT A IR S5 i = B IR ZIR,
AT R T Red Hat OpenShift Service on AWS # A /& LB BB PRIt ATHIHT &N
BT TER :

o ETEIRENAIARSS IR URL
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o HUTIERY ServiceMonitor ZH4
e B8 up X down K&
o HEZEM
o m/EHRENN A
o &g —RIZERHBIRFLINSA]
2. H% : EIREMSIRT LK, BEERREBN, HHUITUTEREZ—

I s
AR SRR B T 1E Filter SUZRrh %4 filters,
A AT T

e Status jTESS :

o Up, BHEIEHE), EREEHIMEE
o

o Down, BIrHaIEEN, RERIUE
Fo

® Source jTJESs :

o Platform, FELHIBBEITRE AWS
ZR1\T7 B B Red Hat OpenShift Service
MR, XL B R Red Hat
OpenShift Service on AWS /[0 ENEE,

o User, A BizEHME X HITIEE
X, XLETEZA SN CEMN, "TLET

BE L,
RAB 2 MR 3R B . TEHRIEENH Text 3% Label FE AR
T,
xF Bt THERF . =m— %4 Endpoint

Status,Namespace,Last Scrape, # Scrape
Duration FlIF5rk,

3, Efﬁﬁﬁﬁ’g Endpoint ZIFH) URL, LASMEIR Target i¥tETE. ATURBRBEXBENNER, &
o NIETRRERHIR R URL
o BFHLAT Up 5k Down RE
o ZIMRLAMEEE
e Z| ServiceMonitor £ {ERBE 1
o HEHNEIBIREIIRE
o HiEbrIRER B iR BI R KIS 7]
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S = =
510 & EEER
£ Red Hat OpenShift Service on AWS 4 /1, &A@ Alerting Ul BIRE k. #REAFIEIRANI,

o ERMN, BN E—HMDRERFPRHERSHRYE, SXEREHRNIMEAENR. TH
BN 2B — D EM R E LERIEHR A

o EfR, HEWRMNIPELHRENHEN AL ER, BRIRHE—FEHR, 1A Red Hat
OpenShift Service on AWS &R —HIE R =20 £/,

o FER. FIUEIRL AR, DBEEERFMRNZXBH. EEEFLAERKFERRE,
BRI ENRBRNENEREEE.

=

Alerting Ul ] FRRYEIR, FFBAANEMANSET 5 RIMTIEEX, N, mRENES
cluster-admin B &M AP B9 &5, EAILUSRIAEZER. SFHEFZHRAN,

MREZIEBTEHAS, MREHIETUTHI AR, EAILCIEMEGFRER -
e cluster-monitoring-view &A%, RIFEH] Alertmanager

e monitoring-alertmanager-edit &, ITFERTE web #HIE# Administrator 1
A RO EMERIRER

e monitoring-rules-edit 535 A&, RITEIE web #£HIEAH) Developer 1l H ]
TR E,

10.1. 1£ ADMINISTRATOR #1 DEVELOPER #ifahi}j|n] ALERTING Ul

Alerting Ul AT3&53 Red Hat OpenShift Service on AWS Web 24l & B Administrator ¥ #1 Developer
LA,

e 7£ Administrator fi&/, A Observe - Alerting, Lt#lAFH Alerting Ul FRI=NEETIHE
2 Alerts. Silences 1 Alerting #L)UI| 71,

e 7£ Developer fifa/1, A Observe — <project_name>— Alerts, TEXNIAR, LRk, #HE
FERINERE T Alerts TIEHEIE, Alerts A H RS RIEETFAMET B,

¢ p= Y=
1E Developer M, EATLAM AWS BI#%/D Red Hat OpenShift Service & A LATE
Project: <project_name&gt; FIZRA i/ R H ik, B2, MREEEUEHEER
Ba&E%, NAKESRE Red Hat OpenShift Service on AWS /DB XU ER, FRERFE
AL

10.2. BRI IEER. FRIFNZRAN

IR LA IE Alerting Ul R REVE R, SBAFIERAN, RTNABA A A BRI,

T RERT 1Ede

£ Administrator &/, Alerting Ul B Alerts TTEIR#H X5 Red Hat OpenShift Service on AWS

MAFAE XTI EBXHNERFIMER. ZTHSESMNERNTESE,. RTHXREHE, AMLaE
BRI AE SRS B E,
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AR DUREHCRE, W EMMRIR AT LI, BAERT, REERETF Firing KSR Platform &l
TEfER T SNERLIELI
e State 12 :

o Firing, BIRIEFEMEL, RNHEEMRSFM, BHANER for HEM RIS, HRMAREF true
i, BRRARSR A,

© Pending, ZERLGTFEHRT, BEAFFERMNIPIEENRESNE, REEMRAE
Mo

o Silenced, I, BEIRTETE LBINARALTFHIRT. SBMIRBEE LB —HIREER
RMEFERBHE, Y TSMANENESENRARCRENER, FRAXBH.

® Severity i1 jE2F :

o Critical, A TERMFG TR EERTMN, ZEREMANFTEINKRE, HEES
REED N KT RLATEA

© Warning, ZERINATRRFEZIZNEHREESEN, UBLRENLZE, EEBER
B ER B — AU RS AT IR RN B9 B 5

o Info, ZERMNAFRHEER.

°o None, ZEIREBE LK E.,

o MARILUEN &R E B B RMER OB EE T EME Lo
® Source T2 :

o Platform, FEARAIEHRINE Red Hat OpenShift Service on AWS TEHHE %, XLETHR
##f Red Hat OpenShift Service on AWS #% /DI EE,

o User. AFERSAAEXNIENERX, XEERIAAUEN, HTEEL. AFENH
THENEEETERRERR, WMENEA SN TENERMATIRNYE,

N il -SuRie

1£ Administrator flf /), Alerting Ul Y Silences TTHERMA XN AT AWS BRIk Red Hat OpenShift
Service on AWS F1F & X B R ERMERIIIEAE R, ZIHASEEN#HRIRTUKRERIRS
IR RS 2

IRE LUREBUR ST B, BIAER T, (UG Active #l Pending 52, TE#ER T EH MBS
JE2FIETN

e State IR :
o Active, FEVLTIEECATE, EFBEERE, EiRGHE
o Pending, #EEHKFAE, BELEKERE.
o Expired, BEETH, MRBRERSFM, FAXBA,
T RERIN T I8 AR
1£ Administrator flH, Alerting Ul 18 Alerting B TTE 12455 %5 Red Hat OpenShift Service

on AWS FIF F & X89I B AR ERMNEFIME R, ZTHSESNERMNERS, mERMRR
mE.
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ERILMRENRIRE, M EMRSRRIEERAN, BIABERT, REKER Platform ZiRAN, TR
TEANBERANE IR -

o ERIAE iTIES -
o Firing, BIRIEFAEMEL, RNMRBEMSFRM, BHAER for HEM RIS, HRMAREF true

(o}

i, BRRARSRA .

Pending, IZERACTIERTS, BEEFFERMNGEENFENF, REBEMRIE
Mo

Silenced, IE, BRMEE LB AL TFHIRT. BMIRBEE LB —HIREER
RMAEFERBHE, Y TSMANENESENRARCRENER, FRAXEBH.

Not Firing, ZikRKfh %,

® Severity i1 jE2F :

(o}

(o}

(o}

Critical, ZRMNIPE LHNRG TS EEBRFM, MRBBXLERME, FEILMNXE,
SN X ELEE RS NSRBI HIA,

Warning, ZRAMNIRE XHRETEFEIE, UBLERERNAZE, SIZANEXNER
B R B — R R ST AT IR BN B

Info, ERANIURHE B ER.
None, ZERMNIEEE LB EM.
AR LAE N 5 R 7 B9 B AR R VBN 32 B = U™ E M E L

® Source i1 JE2s :

(o}

Platform, &K AHIZHRANINSES AWS T B HIBRIA Red Hat OpenShift Service #%, iX
LeT7 B3Rt Red Hat OpenShift Service on AWS #/DIhEE,

User, A/ E XBITARMEERAN S AP E KT EER, XEERANZ A0,
HABENL, AAFEXNIFENEEETERERER, WMENEBESHITENERETN
=4,

1t Developer AP RALTIRE K. FHERIMEIRANI
£ Developer flf, Alerting Ul Y Alerts TIHE IR T 5ATET BB X EMRMERRWAES A, T
FEANDRIWER, ERE T HXERMN 5,

EZAE A, SR URERRSTESH TSR BAVERT, MREEVHAMETMENLR, NEE
TEPRAREER, XL B8RS Administrator & #R BT 525 HE R,

10.3. FRERR TEM. BHIAMERANIBER
Alerting Ul 125 X B RSB BRAUFIRH IR EAIME &,

FoRFH

o NFEEEFESNIIE, BALMFAFAERREREETIRNA UMK,

i

ZE1£ Administrator flAPIKIAXERNER :
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. ¥TFF Red Hat OpenShift Service on AWS web &, A Observe — Alerting - Alerts 711

EO

gl

EAERIIKRFB Name FERIZATMERER,

4l

1
1% BT EFE Filter FRAPBTIESS KRR, MEMEMFREL EER,
a5k -

4l

mii Name, Severity. State 1 Source FUFRE AR — X% MRl St THERE .

HERVEBIFEEH Alert details T1HE, ZIE 3= —NABAERNEFIHBEBHER,. ©i0R
1ﬁﬁ%iz?ﬁﬂﬁLlT{n B

o MR

o SEIRXHHHER

o FMEIERBIE

o HARFIRMIIMGEE
o ERMBB (NREE)

E7£ Administrator flARIKIAEXHENER :

1.

2.7

i# A Observe - Alerting - Silences T1H,
: {5 Search by name FEX IR & FRid iEER 2R,

D BT Filter SISk ARBYT JEER RIS LR, BINSR TR A Active
Pendlng SUR ot

A%k m—PE% 1 Name. Firing Alerts, State #] Creator 1= _EHERIFRK XT84 2R 1THE
FF.

BRI EIREEH Silence HEETIHA, ZIIESIELUTIEE
o ERIEERM

o FHIAMI(A]

o ZETRET[H]

o FHERE

o fRZERMEBMIIK

E1£ Administrator # A HIRINA X ERAMNBER

66

1.

2.

# A Observe — Alerting — Alerting rules 1,
Al - @R Filter SUSRAPBT RS SRIIRE, B SKIR S IEEAR AN,

1%t : |} Name Severity Alert state, 1 Source FUFTR#E A Y — N3k % MRS ZHR NI4T HE

o

&l

BN R IR EEE Alerting SUNITHE TR, % ERMAA XEHRAMBILA TS
o ERANIBM, FEMMER,



B10E EHEW

o JE AR EBIMMEHHNRIAR,
o il KBRS R B I H]
o ZERMNARWENERNER, HPLRT ML ZERNE
o ZERMNNRIAMBERITIR
E1E Developer A IRIA X EHR. BIRMERAMNBER :

1. # A Observe - < project_name> — Alerts T,

2. BEER. BRMIBHRANBIESE -
o FLUBIEBREMBIRATFHSOVREEFEIRIEE, RABEMIIRFEFER,

o TILUEIT7E Alert details TIEH Silenced by 284 mE#EIFIE R EEHEIFE. Silence
details TEAISZFELULTER :

o ERIEERM

o FHEAMI(A]

o LETRHAA]

o FEKRE

o fREZEIRMEBMIIK

o TLUBITTE Alerts TTHEH REIREHN KR EE ERANFEE, AER View
Alerting Rule,

% -
Developer & RSFATET BB XEER, BB,

Heth BT
e &S Cluster Monitoring Operator runbooks, LAEBBNZHRFNAR R AL 45 E Red Hat OpenShift
Service on AWS W ¥4z iy 7] i,
10.4. EIRERI

KB LLTE Administrator #1 Developer #1889 Red Hat OpenShift Service on AWS web & i HE
ROBE—1FE, QEEFHIRE, TREEMALIINEE XERBAL

LMRE TR EIGBA, FERRERBRS XD MIAERBRIEZ W YR E O AR K (7]
AR A VBB, A0,

EOEF#HAE, s ERILEE, TEMERE, BLYIIEHRES K—RIFEEH,

FLEHRE, BALUEE. MEXITER, FUUEETH,
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==
EQEE#EES, B 1A Alertmanager pod 2 [AIE#], B2, MNREEEH

Alertmanager BoBEFF AT, BEOUERER, Hla, WRFA Alertmanager pod [&
NEH, SEIXHER,

Hi 5w
o FERAMEH

10.4.1. B2 BAEZR
R AT LA B BR S TE B TR S B 2R 51 T N B HIAS TE B B4,

SeRF M
o IMREREHEEA, WLMEMES dedicated-admin & & 15 n| £,
o MRERFEEIMAF, BIUEREEUTHFABNAFUIFER
o cluster-monitoring-view & A&, I[N Alertmanager,

o monitoring-alertmanager-edit B, RITFERTE web #2515 # Administrator FILA R AIEHN
BB

o monitoring-rules-edit £3¥ A E, FIFEIE web 2H A Developer 1A A|EFFERE
?&O

iz
7£ Administrator M /& &I EER

1. # A Red Hat OpenShift Service on AWS web 12l & F1#J Observe — Alerting - Alerts,

2. WNTFEFBRERMNER, = , 1%5+% Silence alert $TFF Silence alert 71, EAEIE T AMEZRM
RINERE,

3. Hk : EERERBBROAREIFS,

. EREHRE, SERI—MERES.

4. BRIFFRE, = Silence,
E7E Developer A ERERIFEZMH -

1. £ Red Hat OpenShift Service on AWS web 2l & 7 A Observe — < project_name > -
Alerts,

2. MBERE, BEFEREHBHFS )RS RERBITEE.

3. BV BALA R R EACE B LT FFEIRM Alert details T1E,
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4. | Silence alert, T T EERBRINE BRVFREREHR 71,

5. Fk : EeREBBEIAREIFS,

' HEREFHIE, FEMI—MOERER.

6. BRTFEM, = Silence,
£ Administrator 1l Fh Q2 F R EC B SR A —HE R -
1. 3 A Red Hat OpenShift Service on AWS Web & H#) Observe — Alerting - Silences,

2. = Create silence,

3. 7E Create silence TIEH A, WEZERMHE., RHEF A FREESE,

C EREBHERE, SERI—MERES

4. BRHEEEARIRE TR ERAEREHE, 1E = Silence,
1E Developer 13 RO EE B KRR —HER -

1. # A Red Hat OpenShift Service on AWS web %l ## Observe - < project_name > -
Silences,

2. = Create silence,

3. 1 Create silence TIEH, WE LRSS R FRE 1S,

ERERRE, FERMI—MERER.

4. BHEEEANIELERNEROZHR, 5= Silence,

10.4.2. Jria %2R
RATLAREE— N B, XIS, RABUBR— N EEHEEEBTILHER,

SeRF M
o MRMBEHEEN, JLUEMAES dedicated-admin A& ViR &,
o MRERFEEWIAF, BIUEREEUTHFABNAF V%R
o cluster-monitoring-view & A&, SIFEH] Alertmanager,

o monitoring-alertmanager-edit B, RITFERTE web #2HIE# Administrator Pl FRAIEN
BB
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o monitoring-rules-edit £3¥ A, FIFEIE web 2HA B Developer 1l A A|EFFERE
?&O

b =
E7f Administrator I & P 4RiEER2

1. # A\ Observe — Alerting - Silences,

2. ETNHEEEERAERE, = F %% Edit silence,
FHE, BALLE Actions, AGTEFRERRY Silence details T1E A% Edit silence,

3. 7f Edit silence TIEA, HITEHIH R Silence, XFHSEINEFHIEIE, FHOIBRTHEEHRHER
B,

E1f Developer Ml A YRiEEHE :

1. #£ A Observe —» <project_name> - Silences,

2. ETIHEEEERAERE, = F %% Edit silence,
FHE, BALLE Actions, RAETEFRERRY Silence details T1E A% Edit silence,

3. 1£ Editsilence TIEH, #HITENFHF = Silence, XIEMESFEINAHETIE, HOBEWABEHFNE
B

10.4.3. {542 FIEA
R LME AN HBRR SN BB, FHIT BN RER, ARAIYHES.,

o EITEMERELH, BB, WERBL 120 NTeEBBERSBRIRE,

SeRF M
o MRMBLEHEEN, JLUEMAES dedicated-admin A& ViR &EEE,
o MRERFEEHAF, BAUEREEUTHFABNAFUIFER
o cluster-monitoring-view & A&, SIFEH] Alertmanager,

o monitoring-alertmanager-edit B, RITFERTE web #2515 # Administrator FILA FRAIEEN
BB

o monitoring-rules-edit £3¥AE, FIFEIE web 2HA B Developer 1A A EFNFERE
?&O

b =
E1E Administrator 1A PEER IS H -

1. # A Observe - Alerting - Silences,

2. WFEETHER, TR NTHEIRE.
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3. = Expire 1silence ffE— M E2ETHA, =0 Expire <n>silences SN H (Heh <n> 2R
EREREEBD .
BH, BEANDEHRIVE, EILALLS Actions, AIFTEREE Silence details TTE % FF

Expire silence,
E 7% Developer 1l A {EFHEAEIH
1. #£ A Observe —» <project_name> - Silences,
2. NFEET AR, RN NITHERE,

3. = Expire 1silence fi— M E2ETHA, =0 Expire <n>silences ES NI H (H <n> 2R
LERFREEBD .
Bh, BEHANDEHRIVE, TR LIS Actions, AFTEREE Silence details TTE % F

Expire silence,

10.5. 7y A 7 BT B BB AN

Red Hat OpenShift Service on AWS Wi 12k —HBRINERFN], 1FAHERBEEG, BIUEERINER
HL,

£ Red Hat OpenShift Service on AWS 4 /i, ERILMERFE LTI RO, BF. REMMRERN
IR

BF

N FE AT B EEERMINNGEA T Red Hat OpenShift Service on AWS kA 4.1 &
BT AR AN,

ERANFEEET
o BULEIRMIIETATF Red Hat OpenShift Service on AWS &2&%,

o FLENRMNIBREAERNEST. el XEXRTE—SFHEEETRBHEN/SITREMNE

Mo
o MRBUETEMERENS T EMERMARNBN AR, FEMNIER L XMIER T 2Z0X8
pii8

10.5.1. WA E X8I B L ER
BRI E DT E B, (KA ORI L TR

o RARERMENTA QIRMNERMNBE, CIBERMNRE S 2PIENEARRE. WRE
NAREMENREERSNER, NEHELUEREIEXRENR,

o JERMARERECIBERMN, CIBZBRMNRE N ZEBNE, MELRFTRERMH 2. &
FRUAERE. MRENMERANBRSFERRER, WFRESERAN. RE, TES
Bt — & RER,

o HEMBEMRMMAIF TR, BENEREZNERUAR—BELEEBERIUT 281F, REH
BMERZERAN,

o RUBMMERES. EEIESFUBERMEFRE,
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o HFERMNBbITES™EMLA, EHRMPEEBULT LIREVERL EMNEFEMNAME RN,
B, MRERFBEN AL AIPAIIENRE, FLAZAR A REENR,
HibFiR
o MEBLHXMLERMIERE, 1ESH Prometheus 30

10.5.2. XF MR & SR B Sl E AL
NSRS AP LB BIRERAN, TETERE STAUNI HE BT X AT N A E R -

o FRTZOTAEZENIIAEIRN, B EXHERAMNtTUSEREESME AFHER. &
TreE & HAbA M E LB B BETT.
flgn, ns1 AP E LB BBERMNROFE SR (30 CPU FIREFEIR) SARTLUER nst
HEAFHER. B2, ZANETEEESEKETRE ns2 AP E LB E BRI,

o EMRERAFHR/MEOES RIEAMMNE, KLY openshift.io/prometheus-rule-
evaluation-scope: leaf-prometheus H2 RIMNEIFINI A, HEi7% RiE ) openshift-user-
workload-monitoring 11 B A ERE 8 Prometheus SEFIEEZ AN, FF51E Thanos Ruler L4
IXFEMH,

BF

MNRERAMN BB, NEERMNREERE R A E X85 E AT E0X s
o BETFRNFEAEIORIERMN ATRETEMR A BN,

10.5.3. Jy A E R B O SR
ST P 7 LTI QIR R AN, X LB R A A ARSB AT 4 P (L Ak A IR

—

o HOBREIRMMES, WMRAERMITEPEEEBBRBIREIAIN, I E 5556 A
TE R,

o NTHEBAFTHRERNTMARE, FRECNERANSEERHEEZM™EMK
{E.

SeREH
o EWENAFMENMIBFAT Wik,
o WFEEAIBREMMINMTIE, EE2/FHEHR monitoring-rules-edit £8E A GBI A &%,

e B%% OpensShift CLI (oc) .

¥ =
1 WERINIGIE YAML X, EARBIAR, %% H example-app-alerting-rule.yaml,

2. A YAML XXHRIMERMNEE, LLTRBIEIE— %N example-alert BOFTEHRAM], 2R3l
AR5 A FFEY version $EFRAE N O I, ZRANISfd 4 -

I apiVersion: monitoring.coreos.com/v1
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kind: PrometheusRule
metadata:
name: example-alert
namespace: nsi
spec:
groups:
- name: example
rules:
- alert: VersionAlert 0

for: 1mg

expr: version{job="prometheus-example-app"} == 0 6
labels:

severity: warning ﬂ
annotations:
message: This is an example alert. 9

IRE OB ER NI & F5,
fih & EIRBISRAEN T true BYRFLERT (A,
E X HLIE PromQL Ei1HRIAR,

BN DB A BRI E S,

0009

SERRKEHER,

3. FMEEX M AEIERR

I $ oc apply -f example-app-alerting-rule.yami

Hth BHR

o 1% T f#H % Red Hat OpenShift Service on AWS 4 ISR ZRBHEAIE B, 1557 Ini4f

ik, 227

10.5.4. Vi [A] F P 8 BT B By R HL)
E5H AP E R ERERA, Sl e 4o E %51 B B9 monitoring-rules-view £ A &,

FRFH

it

RE WA EXHEB SR T B,
XL E BT H# monitoring-rules-view £ A B AT B0 &%,

B &% OpenShift CLI (oc) .

HH < projects> FREIEHRAN -

I $ oc -n <project> get prometheusrule

B10E EHEW
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2. BHHERMNINEE, HoTUTHS :

I $ oc -n <project> get prometheusrule <rule> -o yaml

10.5.5. £ A& fp 5 i e 201 B BB R AL

YE77 dedicated-admin, &R LATEE AN E R —i&E5H Red Hat OpenShift Service on AWS #%/05i B 1
FA 7 LRI B BB R AL,

FeREH
o AILIFAEAR dedicated-admin & &A1) [ EEE,
o B% %k OpenShift CLI(oc).

b =

1. 1€ Administrator i, SfinEl Observe — Alerting — Alerting rules,

2. TE Filter FRIZEH % Platform #1 User iR,

A EIAREFE Platform K&,

10.5.6. 7y F3 7 2 B9 B I BREE SR ML)
ST LU B P T SLB T BRI

FoRFM
o HWENAFENMTIBFRAT K,
o NWFEEOBERMNMTIAR, EE/FE%A monitoring-rules-edit £Ei A G AT &%,
o B%% OpenShift CLI (oc) .
% =3
o ZEffBk <namespace> FHIFII <foo>, HIZITULTHS

I $ oc -n <namespace> delete prometheusrule <foo>

Hith BHR

o HS[H Alertmanager 314

10.6. @ FN A X BN ER R ST

£ Red Hat OpenShift Service on AWS 4 H1, BI7E Alerting Ul R EEMAZ ZIR, RN EIREE N
REFMEABARS, EALEE Red Hat OpenShift Service on AWS, JFZR A& XL TS KR .

® PagerDuty
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B10E EHEW

e Webhook
o H T
® Slack

® Microsoft Teams

B R E R IR R B IRER, SR IR R AE SR AR @A, BN, REEIRFEIRR
E, BEREEDASREBINATL, 8K, RHFREESBHNNERTEIRBEHAE—NA-E RS
AT IE BN B9 B 5]

{#H watchdog ERKEEZERES TIFES

Red Hat OpenShift Service on AWS N2 G 3ERFLLfM % B watchdog B, Alertmanager EEMBEE
BB AR A2 A 3% watchdog B BHl, WiIRHEFREREE HEHFLEWEl watchdog BRI @A
EIEO, XMHLEI AT A B IREIR S Alertmanager @R AR 2 B B94E @ 1S (7],

10.6.1. NRAFEEEIRMA S E LWEREERNRANERIZNRES
EALNBATABRAA S E WS RRBETRNERELE, UBRUTHR
o FIABATAZREAXBIAIEMEKES, UKELILER,
o FIARSENMBIREAEE S — MR, UEARELETEAER,

& LUE A Cluster Monitoring Operator SRINEIFFE A ZEHRH
openshift_io_alert_source="platform" 1% LI EHY :

e {#FH openshift_io_alert_source="platform" matcher EICEERINE S LK,

o {#fH openshift_io_alert_source!="platform" =X 'openshift_io_alert_source="" [CEZF2 3T
Bo A P E AR,

% o
MREERAT TATRSE LHERD Alertmanager S5, NttEBARER.

10.6.2. 7y A E LB B Q2 B R ER H

MRER—H A alert-routing-edit £ ABNIEEEGR T, TR LIOIBSRER - E L HITTENE
RE& A,

SERFEH
o NAFENMIERBERTEREH,
o MLEBHEENHUBERKBMNTIEM alert-routing-edit £EEAEHEF H1HE %,

e B% %k OpenShift CLI(0c).

it =

1. CIEATERBHN YAML XX, LRIEHIREIER %S example-app-alert-routing.yaml
B9,
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2. IEXX ST AlertmanagerConfig YAML & X, 40 :

apiVersion: monitoring.coreos.com/vibetal
kind: AlertmanagerConfig
metadata:
name: example-routing
namespace: nsi
spec:
route:
receiver: default
groupBy: [job]
receivers:
- name: default
webhookConfigs:
- url: https://example.org/post

A FRAE XBEIRMN, P E RS ESEREEIE LR R, fl

0, AlertmanagerConfig ¥R Hen &% (E ns1 E XA EGERTFHE—
4 228 H PrometheusRules 7R,

3. REFIZM
4. FERN AEIKE -
I $ oc apply -f example-app-alert-routing.yaml

BoiE = B3I FAZ Alertmanager pod,

10.7. B8 & Y EE N S ALERTMANAGER LUH{TA P & Y HIEIR R H

NRBELFAT LI Alertmanager S5, TRAFRFE LERIRE, A LLEN %5 openshift-
user-workload-monitoring #3422 (5| 1 #Y alertmanager-user-workload secret & & It Alertmanager
SEFIMIERE.

FeREH
o EATLIFEAEA dedicated-admin & &A1) [ EEE,

e %%k OpenShift CLI(oC).

it

1. {9 HEIUEB Alertmanager Boi&%iHi 2l alertmanager.yaml 3T :

$ oc -n openshift-user-workload-monitoring get secret alertmanager-user-workload --
template='{{ index .data "alertmanager.yaml" }}' | base64 --decode > alertmanager.yami|

2. Ywi alertmanager.yaml FHECE :
route:
receiver: Default
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group_by:
- name: Default
routes:

- matchers:

- "service = prometheus-example-monitor" ﬂ

receiver: <receiver>

receivers:

- name: Default

- name: <receiver>

# <receiver_configuration>

Q IEESBACRENER, &FEZ~EH service="prometheus-example-monitor" 1325
FrEER.

@ BEBTERANEKES.

3. NAXHHBHEE

$ oc -n openshift-user-workload-monitoring create secret generic alertmanager-user-
workload --from-file=alertmanager.yaml --dry-run=client -o=yaml | oc -n openshift-user-
workload-monitoring replace secret --filename=-

Heth TR
o i PagerDuty B 75 Mk i —4% 7 i PagerDuty,
e Z[i] PagerDuty Prometheus 518 F 3kF > Al K: 3R service_key.

o i Alertmanager BCiE KB E B AR ERZW IR L IEER,
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£ NE EFRENERR
Red Hat OpenShift Service on AWS 124t 7 I3 ( kiR, RIEEBNE T 2 A & L B95i B RS,

{5/ Administrator #1f1/i/7] Red Hat OpenShift Service 7£ AWS A4 _E&DBIY Rk, SIELLTI
B :

o API Mg

® etcd

® Kubernetes It B IR

® Kubernetes PI%% iR

® Prometheus

o SHEEMT RMEEEME XA USE HIENRIR
o T RMERRIEDT

B 11.1. Administrator #if R { R HI

Time Range Refresh Interval
Dashboards Last 30 minutes = 30seconds w
Dashboard Job Instance
Prometheus / Overview = prometheus-kBs = 100282119091 -
v Prometheus Stats
Prometheus Stats Inspect
Instance T Job Version Uptime
101282119091 prometheus-k8s 2260 BSk
1-10f1 = 1 of 1
v Discovery
Target Sync Inspect Targets Inspect
14k
12k
Tk
800
600
400
200
4] . = o
330PM 3:35PM 3:40 PM 3:45PM 330PM 3:35PM 340 PM 345 PM 350 PM 355PM
[ B WTarg
5
e

{5 Developer Ml AR AL B 1= LA B TR FHEH18 Kubernetes THE BHR{UERMR :
e CPUHEZ
s NFAZE
o WHER

o HEGEXRER
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11.2. Developer #iLf FRE{ SRR~ B

= RedHat - . i
- OpenShift i# A3 O © kubezadmin

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.

<> Developer
Project: openshift-monitoring v

+Add
Observe
Topology
Dashboard ~ Metrics ~ Alerts  Events
Observe
Search Dashboard Type Time Range Refresh Interval
Kubernetes / Compute Resources / Namespace (Workloads) + daemonset v Last 30 minutes  ~ 30seconds ~
Builds
Pipelines v CPU Usage
Helm
CPU Usage Inspect

Project

004
ConfigMaps

0.0
Secrets

0.01

4:20 PM 4:25PM 4:30 PM 4:35PM 4:40 PM 4:45PM
M node-exporter - d: t
quota - request
B quota - limits

v CPU Quota

CPU Quota Inspect

Workload T Workload ... Running P... CPU Usage CPU Requ... CPU Requ... CPU Limits CPU Li..

1E Developer i/, E—RREEEF— B BIUERR,

N1 UERSEN R EE N IERR

1£ Administrator i &, EALUEES Red Hat OpenShift Service on AWS S84 1438 X B KRR,

FeREH
o EAILUMFAER dedicated-admin BEKAE iR EEE,

=
e

1. £ Red Hat OpenShift Service on AWS web & B Administrator i, # AZl Observe
- Dashboards,

2. 7£ Dashboard FISRAZERFE—MUFKMR. BL(LFMR (40 etcd Fl Prometheus {L5RAMR) EHELH

I & 4 BT B F 32 51
3. ®% : 7 Time Range ZIZ& A B — AN 3G F,
o JEIFETIE LB [A] B,
o @iTi%SF Time Range FIRAHI Custom B RISEH Fi1%E B & X HISEH,

a. Wi A%EEE From #1 To date and time,
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b. ¥ Save LURTFHEE XHESEH,
4. \% : %EFE— Refresh Interval,

5. BEMESEENRRINEINER L, UEREATENIFNER.

N.2. LF L E B EFIRIZUERR

£ Developer A/, ERAILIEFSAETEBEXBERR, S@EE RETBRY R, FaEE
BHUERER.

FRFMH
o EAILMERFF LA UiFISEE,
o Hidid (UFRIREFNWINENEFIR,

1. £ Red Hat OpenShift Service on AWS web 2 E B Developer flA& A, # AZl Observe -
Dashboard,

2. M Project: FHIFIKRAEFE—PIIE,
3. M Dashboard FHIFIFRAPEFE —NMUFKRIR, UEETIEIERR.
AE

R, FRERIRSERGIABFEE, {H Kubernetes / Compute
Resources / Namespace(Pods) f&4t.

4. T\ : £ Time Range FIFR A A E R LE— 0 ESEH
o JELEETIRE LB A] B,
e &EiTi%EFE Time Range FIFR A H) Custom B EISER ik & B E X FSEH,
a. A% From # To date and time,
b. Hifi Save LMRTFBE LI [FSEH.
5. A%k : i%FE—4 Refresh Interval,

6. BENSFEENRRFHEIER L, U REATENFIES.

e (HFE CLIAEE API
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512 2= [ CLI ijjla]%iE API

212 = {#H CLI in]i5iE API

£ Red Hat OpenShift Service on AWS 4 1, RA LAME 51T FE (CLI) 5 [A] — L W 840 489 Web ARSS
API,

B

ARLEERT, Vil AP R A RERRERRAMEM AT B, FH2EERRRER
R, OEHE R KEIRIEIER,

R R X LR, HEE TR
o BEMEEWRR, FEWREIHVE0HRZ 1,
o FEZEIT Prometheus B /federate i R G RAT B eI R, RAEREEENE

AR, RAEPWEEENTER, FN, RREMEREEDTF 1,000 MEE, B
BT I K A2 B PR 1 BE TR AO XS

12.1. X TR 2 WEB BRS5 API

TR LA ST E DT [F] DA T W R HE AR 4 4 B9 Web ARS5 APl Ui -
® Prometheus
® Alertmanager
® Thanos Ruler

® Thanos querier

E1}[7] Thanos Ruler 1 Thanos Querier IR API, & KB - B 654 22 7] R
get R, XLEHRAE T cluster-monitoring-view £ 2% A &40 E Bk /7 S 4% F X £4Y
R,

WARTG A I R0 RS Web ARG API iR s, 1EEELLTRA :
o RIIAE(#FH Bearer Token {935 UEE 7] API i 2,
o MIBEHINRER /api RPN R, MNREIXETE Web Y2514 APl TR, NI&SHEIT—

4~ Application is not available B95&1%, 1R U1 b 88 AR AV G #EThEE, 15 Red Hat
OpenShift Service on AWS Web & & & IR TR,

HiBR
o TELEAEKRIR

12.2. 1in] 5 #° WEB R%5 API
BURRBIER 7 A 2R %S AP B S2 LUKEV D T4 IS ik & FI Y Alertmanager AR%S. AT L&

R 3E Vi R 8D A Prometheus B prometheus-k8s ARS5, LARK Thanos Ruler B thanos-ruler iR
%o
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FRFM

o KB EXEI5 openshift-monitoring 474 22 [7] 1 #J monitoring-alertmanager-edit £ B4 E#Y

.
BEFEEI—NEIGKEL Alertmanager API B EEIIK 77,

AE
INRIBHIK 3% B FREX Alertmanager AP BRERRIFRR, SEEFEIE A o LURMERH
B URL,

ZITUA T e B SRARIN S D IR IE T AR

1=
I $ TOKEN=$(oc whoami -t)

. 21T LT 412 EX alertmanager-main API BH URL :

I $ HOST=%(oc -n openshift-monitoring get route alertmanager-main -ojsonpath={.spec.host})

. IBITLAT 44, i Alertmanager BUARSS API #1485 -

I $ curl -H "Authorization: Bearer $TOKEN" -k "https://$HOST/api/v2/receivers"

12.3. {#FH PROMETHEUS BYEX#Rim SR & 13
& 0] LIME R Prometheus BYBEFRIR m MEBENBIM LA BIREVES A P & L HElr, Alt, 81T Red

BE
{5 AR IS SREB P BURBVIE R, I X MEIR A BE R SN IR BRI bR B AR ME AN R 2.

o AR I m th AT ARHE SR AF RO M RERN T I R, 55| B AR IR R IRIN K B 1R
BURHT, ZR XL, HEEU TR

o FAEZFINEIT Prometheus KR IR RICRATE BN EIE. REELZERRABIR.
RENBUEENF2EH, fim, KEREMERBED T 1,000 MER, AT
RIZEREMERE T RRBIX S,

o EHRIIFEE N Prometheus FIEXFRIm R, HEMREINE 30 WEREZ—1,

MREFECRHNEAKRERE, HERZLEEA. NFRLER, WEHLELES
AR o

FRFMH

82

o B% %k OpenShift CLI(oc).

o RATLUEMAEAR cluster-monitoring-view & A GIA 7, HERI TN wRLEH KRES

get PPRAY bearer 4 FEE 1 MR,



&£ 12 3 {F/ CLIVja%iE API

I

% 1R REE(# M bearer SR B3 IIESE 7] Prometheus BXFR i s,

o EE[HEI—NEFIIREL Prometheus BEFREE BB

ANRIRBINK 3% BIKE Prometheus BXFREEFREVIIR, SRAFEIE O A LURAESEREY
URL,

pi% &2
1. BT TS ERER bearer 5HE :

I $ TOKEN=$(oc whoami -t)
2. IZ{TLUL T 645 FFEE Prometheus BFFREE R URL :

$ HOST=$(oc -n openshift-monitoring get route prometheus-k8s-federate -ojsonpath=
{.spec.host})

3. &if) ffederate FEHBYIETR. LT RBIGS EifEls -

$ curl -G -k -H "Authorization: Bearer $TOKEN" https://$HOST/federate --data-urlencode
'match[]=up’

i th o Bl

# TYPE up untyped

up{apiserver="kube-

apiserver",endpoint="https",instance="10.0.143.148:6443" job="apiserver",namespace="default
" service="kubernetes",prometheus="openshift-
monitoring/k8s",prometheus_replica="prometheus-k8s-0"} 1 1657035322214
up{apiserver="kube-
apiserver",endpoint="https",instance="10.0.148.166:6443",job="apiserver",namespace="default
" service="kubernetes",prometheus="openshift-
monitoring/k8s",prometheus_replica="prometheus-k8s-0"} 1 1657035338597
up{apiserver="kube-

apiserver",endpoint="https",instance="10.0.173.16:6443" job="apiserver",namespace="default",
service="kubernetes",prometheus="openshift-
monitoring/k8s",prometheus_replica="prometheus-k8s-0"} 1 1657035343834

12.4. MEEEEALER T W) B TE N R R B9HE IR

EEAAFE NI R E 2BIARSE, A LUIMEREAERE I Prometheus 1811, f#F thanos-
querier 28 H MEBF A BB 1A )X L B3R,

1617 (AN 2 5 ) Bearer $ShH 1T B HIE,

FRFH
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it

BERRAFE KB SR EERET BEHRS.

& A LUE M cluster-monitoring-view S8 A B EREIMK T, ©R#EVIA] Thanos Querier API #
PR,

2 & B —PNERGREL Thanos Querier API B ERBIMK

-
IR IRAGK 3% BT BRIREY Thanos Querier AP| B8 H, £EFEIE A AT LUR MR H
B URL,

BT S, IRENE MBS hELUEZEER Prometheus :

I $ TOKEN=$(oc whoami -t)

. IZfTLAU TR A%, 1REX thanos-querier API B$H URL :

I $ HOST=$(oc -n openshift-monitoring get route thanos-querier -ojsonpath={.spec.host})

. ERAUTHS, HeREEENSTRSHRRZEN :

I $ NAMESPACE=ns1

L BIUTHS, ERSTHERNZESHRSBIE

$ curl -H "Authorization: Bearer $TOKEN" -k "https://$HOST/api/vi/query?" --data-urlencode
"query=up{namespace="$NAMESPACE'}"

i 27N Prometheus IRERBIEN N FARER pod BIRTE :
LTk N ]

{"status":"success","data":{"resultType":"vector","result":[{"metric":
{"__name__":"up","endpoint":"web","instance":"10.129.0.46:8080","job":"prometheus-
example-app","namespace":"ns1","pod":"prometheus-example-app-68d47c4fb6-
jztp2","service":"prometheus-example-app"},"value":[1591881154.748,"1"]}]}}

12.5. Hfth 55R
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5613 & iR W R R R HERR

EHA P E B9 E R E L] R SRR BRI

1B AR N LR E XN B iR A A
MNSRAE U IR P I B DR ELTRIE T, THRIBIL TS SRR L L,

%3
IR G, FHEIUE RS IER :
a. M web #HIE& FH Developer 11, 171 Observe —» Metrics,
b. 7£ Project: SIRAIEFEEEEIRITBIIE,

c. M Select query FIKRAIEFEE I, BT Show PromQL 21T HE X PromQL & i,
iR B RTEEIER A,

HWFEETENIE, EREERSEEFENTEEX,

2. WIEEERBEM pod BEERIREIETR. E— pod FIZ4TLLTF oc exec &4y, LA
podIP. port, and /metrics B ¥r.

I $ oc exec <sample_pod> -n <sample_namespace> -- curl <target_pod_IP>:<port>/metrics

' ==
WWTIERE T curl B pod L2786,

BURRBU R T BB MARAE IR,
o=l

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
# HELP version Version information about this binary-- --:--i-- --:--:-- 0
# TYPE version gauge
version{version="v0.1.0"} 1
100 102 100 102 O O 51000 O --:--:-- --i--:-- --1--1-- 51000

TERR B H Fons B N P AR R R A AR

3. R {FEA PodMonitor CRD, &%l PodMonitor CRD =& 2B & N {E A ir L g A EAM
pod, NEEZIER, 1ES [ Prometheus Operator X4,

4. INRIKfEA ServiceMonitor CRD, #0:3R pod B /metrics i m BRI EIE, 1HRBLUTSER
UFEE :

a. WIFZIRS BE CIEMERM /metrics i =, HiH PRSI ZE L/ SRS I bR E f fE 4k
HIRAIRS E XA /metrics 5 S PTAC,

I $ oc get service

85



Red Hat OpenShift Service on AWS 4 1%

it Bl

apiVersion: v1
kind: Service )
metadata:
labels: 9
app: prometheus-example-app
name: prometheus-example-app
namespace: nsi
spec:
ports:
- port: 8080
protocol: TCP
targetPort: 8080
name: web
selector:
app: prometheus-example-app
type: ClusterlP

Q@ EEXR—ERSAPL
@ EERTURSHORE,

b. #if servicelP, port #1 /metrics ifisk, LAEFRIEE pod LiZ1TH curl s S BIERTE
R

T T e R EHRSS IP -

™

i
I $ oc get service -n <target_namespace>

ii. 7if) /metrics if s :

$ oc exec <sample_pod> -n <sample_namespace> -- curl <service_IP>:
<port>/metrics

LUR Rl B A 245 B
it~

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

100 102 100 102 O 0 51000 O --i--:-- —-i--i-- --i---- 99K

# HELP version Version information about this binary

# TYPE version gauge

version{version="v0.1.0"} 1

c. [FERAMRZLERLUE ServiceMonitor X R 2SS B E NIEAMHERS. Nk, ¥ oc get
service ¥iH B Service RS oc get servicemonitor Ffi H# ServiceMonitor ¥ &Rt
ITH, WERISE D RAIETRILES,

BN, ERIEAE D, X Service X RN EH app: prometheus-example-app 1
%, T ServiceMonitor XI5 2548 [E A app: prometheus-example-app i IR%,

5. MIR—IEEMBEEIMIATA, BRI FHIPALUR G —F BB,
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13.2. AT 142 PROMETHEUS 3 K271 20 5]

FFANA R LME RBEX RV IETE LB M. BENRENHESBUHNAREREN Y. BETR
HETTRENBMERIN R ERM. B, customer_id BHEAHE, EANECELRLE N ATEERIE.

BOER R EX AW —HEFRFI, EREPERTFSRAERM A S BT OB A 778 & H I
BRI, XERERRN Prometheus RE, FIHFEREMA 22,

Y Prometheus JHFEXERAR, EATLUFERUTAEE

e {3 Prometheus HTTP API Ko E I R FEFIBHEAE (TSDBYIRE, LA T f@E XM Lii s a2 & 2 0
FIFEFBIENESER. MR EREEE AR

o RAEIFABENENTHHE,
o EHEDOIERMIME—IFFIIME, EW LU 2B R E LBEIRR R E B E,

% -
ERAER —HAERATEENBEAEHDBENRE-EXHEHE.
o XIAfER T E B9 iR IR I E L RS, XFERFEE AR

FeREH
o AILUFAEAR dedicated-admin & &A1) A EEE,

e B% %k OpenShift CLI(oc).

AR

1. £ Administrator A&, # AZF| Observe - Metrics,

2. 7f Expression FE&H %A Prometheus Query Language (PromQL) &ifl, U TFREIEIHEENTF
R AT RE S RS B FE RN = R

o FTZETUTEN, EALAMEAESRIVFAIE+NEL

topk(10, max by(namespace, job) (topk by(namespace, job) (1,
scrape_samples_post_metric_relabeling)))

o ETIZITUTEN, ERALLETIRMTEL—/NYREAET RS HFENEHERN+NEL, M
4k H AR KB F 5

I topk(10, sum by(namespace, job) (sum_over_time(scrape_series_added[1h])))

3. MMRIEIHREVRAIB AT, HREDEAEITHARAERE EHE

o MREIEHSAPENMNTBEIEX, HFEELRAEMNIIENENIEIRE-EY, e @SN
BFRHIH Prometheus & im/ELE, S REITRE RSN ERI EBIERE,

o MRIEFFS Red Hat OpenShift Service on AWS &/ IHBEX 15 ELIEE 1 Wb E
B — NI SRR,

4. LA dedicated-admin 517 &kEf, RIBLU TS IEER Prometheus HTTP APl &%& TSDB R4 :
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a. JIBfTLAUT 4 3IREX Prometheus API & EH URL :

I $ HOST=$(oc -n openshift-monitoring get route prometheus-k8s -ojsonpath={.spec.host})
b. BT TN RIRIE R IIETHE

I $ TOKEN=$(oc whoami -t)
c. IZ1TUA T4, i Prometheus B TSDB IR :

I $ curl -H "Authorization: Bearer $TOKEN" -k "https://$HOST/api/v1/status/tsdb"

it Bl

"status": "success","data":{"headStats":{"numSeries":507473,
"numLabelPairs":19832,"chunkCount":946298,"minTime":1712253600010,
"maxTime":1712257935346},"seriesCountByMetricName":
[{"name":"etcd_request_duration_seconds_bucket","value":51840},
{"name":"apiserver_request_sli_duration_seconds_bucket","value":47718},

L th BT IR

e {FHF CLIViAIiE API

\

o A/ E BB ik E HR BRI BRI

o IRAIZHFIA|HE
13.3. 2,8 PROMETHEUS A KUBEPERSISTENTVOLUMEFILLINGUP Z
iz fith 4 B[] 35
ERNERERER, ALUENT Prometheus it X B KubePersistentVolumeFillingUp 24k,

4 openshift-monitoring 71 B H#) prometheus-k8s-* pod FEAMIIF A M4 (PV) I, XBEEREERR
By ZE A D TF 3% iR A, X a8 Prometheus IER IERE TIE,

A=
A KubePersistentVolumeFillingUp Z1 :

o Critical 81k : UHEHM PV /T 3% MEZFN, fMELES
severity="critical" /1% BIZIR,

e Warning & : HEHM PV R ZEMET 5%, A+ E
severity="warning" TR E R, BFHATEPUX IR,

ERRRIXAN, KA LUHER Prometheus i [F] R 5U$8HE % (TSDB) 3k PV QI E % 22 (A,
FoRFMH

o AILIFAEA dedicated-admin & &A1) A EEE,
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e B% %k OpenShift CLI(0c).

ff

L=
1 BITLAT e, FUHATA TSDB S K/D, MZIBRIEISHEEE -

$ oc debug <prometheus_k8s_pod_name> -n openshift-monitoring \ﬂ
-c prometheus --image=$(oc get po -n openshift-monitoring <prometheus_k8s_pod_name> \

-0 jsonpath="{.spec.containers[?(@.name=="prometheus")].image}") \
-- sh -c 'cd /prometheus/;du -hs $(Is -dt */ | grep -Eo "[0-9|A-Z]{26}")'

‘—} <prometheus_k8s_pod_name> &5 KubePersistentVolumeFillingUp &t
TIE I8 pod,

it Bl

308M 01HVKMPKQWZYWS8WVDAYQHNMWG6
52M 01HVK64DTDA81799TBROQDECEZ
102M 01HVK64DS7TRZRWF2756KHST5X
140M  01HVJS59K11FBVAPVY57K88Z11

90M  01HVH2A5Z58SKT810EM6B9ATS0

152M  01HV8ZDVQMX41MKCN84S32RRZ1
354M  01HV6Q2N26BK63G4RYTST71FBF
156M  01HV664H9J9Z1FTZD73RD1563E

216M 01HTHXB60A7F239HN7S2TENPNS
104M  01HTHMGRXGSOWXA3WATRXHR36B

2. HAERTLAUMBRIBL R AR S Dk, REMBRE, LATFRBIE4S M prometheus-k8s-0 pod Al Bk
=1 &IBH Prometheus TSDB #t :

$ oc debug prometheus-k8s-0 -n openshift-monitoring \

-¢c prometheus --image=$(oc get po -n openshift-monitoring prometheus-k8s-0 \
-0 jsonpath="{.spec.containers[?(@.name=="prometheus")].image}') \

-- sh -c 'ls -latr /prometheus/ | egrep -o "[0-9]A-Z]{26}" | head -3 | \

while read BLOCK; do rm -r /prometheus/$BLOCK; done'

3. BITUTHS, RS PV NERAHBFRERWH T AZEH :

$ oc debug <prometheus_k8s_pod_name> -n openshift-monitoring \ﬂ
--image=%$(oc get po -n openshift-monitoring <prometheus_k8s_pod_name> \9
-0 jsonpath="{.spec.containers[?(@.name=="prometheus")].image}') -- df -h /prometheus/

w—} <prometheus_k8s_pod_name> &ty KubePersistentVolumeFillingUp &t
R EI8 pod,

LU TFRHIERT B prometheus-k8s-0 pod FEABIE M PV, 1% pod Fl4k 63% :

i th o Bl

Starting pod/prometheus-k8s-0-debug-j82w4 ...
Filesystem  Size Used Avail Use% Mounted on
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/dev/invmeOnip4 40G 15G 40G 37% /prometheus

Removing debug pod ...

90



%5 14 3 CLUSTER MONITORING OPERATOR B BB

5 14 =& CLUSTER MONITORING OPERATOR HMEid E 548 |

14.1. CLUSTER MONITORING OPERATOR fd ES#

Red Hat OpenShift Service on AWS &I — BB D AT AR B, 1% API A& X B & L BRSSP E
N IS EKRI ],

o EFEBEINIFEMAM, H%HE openshift-monitoring f & %2 [HFEIE ) cluster-monitoring-config
B ConfigMap X R, XLEEEH ClusterMonitoringConfiguration & X,

o EFRERTNIEASE LM BEMIEIEAY, E%E openshift-user-workload-monitoring %
£ 725 R £y user-workload-monitoring-config B9 ConfigMap *f %, X Lefid&EH
UserWorkloadConfiguration % X,

Bo & S 1A 4R B B B ST BB R config.yaml ## T E

BF

o FHImMANEHRNEESHAIRAT. RELSIARIHNSEMFRY &
TR E. AXXFNEENESER, FSHAET M,

o MBS INIEE AL,
o MREEANFESNZE, NIEARINE,

o MMREEFLI YAML £#&, Cluster Monitoring Operator 27F Operator K54
friE Ik PhiE 5R 1k & Degraded=True,

14.2. ADDITIONALALERTMANAGERCONFIG

14.2.1. ¥

AdditionalAlertmanagerConfig 7R E X AH 4 a0 5 HAth Alertmanager LB ERKE.

14.2.2. %
e apiVersion

SHINTE : PrometheusK8sConfig. PrometheusRestrictedConfig, ThanosRulerConfig

=43 el sk

apiVersion FRE 7 Y. Alertmanager B9 API iR 7,
ATRERI{EAR v s v2, BRIME N
V2,

bearerToken *v1.SecretKeySelector E X 8E Alertmanager E9%5E
P M bearer S 2R secret
®EABI A,

o1
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Lt ESd Hd

pathPrefix FFER TE B EHE X B R BT mE AN
BRI,

scheme TR TE X 5 Alertmanager L@ SRS

EFREMN URL AE, TTEENEE
http =X https. ZXIAE W hitp.

staticConfigs []string A <hosts>:<port> R EES
Bt BHY Alertmanager ik m %K,

timeout *string T N AR BRI {5 FARE I .
tlsConfig TLSConfig E XL FHTF Alertmanager i£#H8)
TLS %i&,

14.3. ALERTMANAGERMAINCONFIG

14.3.1. fEak
AlertmanagerMainConfig %R . openshift-monitoring 3% 22|54 Alertmanager 2HEHINE,

HIWFE : ClusterMonitoringConfiguration

enabled *bool LA /REMRRE, BT EASER
openshift-monitoring x4 224
FREYE Alertmanager 226, BRIA

B true,
enableUserAlertmanagerConfig bool — N/RERE, BFEASER

Z AT AlertmanagerConfig #
HKHE P E L pRER, REEXR
JE A Alertmanager B9 - THE
HRRSLBINT, HXBEFIER, B
IME T false,

logLevel FRE TE X Alertmanager B B &%
&, PIRERIIE
% : error,warn,infodebug. 2

INME W info,

nodeSelector map[string]string 7E X Pod #HE BB T R,

YR *v1.ResourceRequirements H Alertmanager B2 LRI
KANBRIE,
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secrets []string E X E#H#E Alertmanager 1Y
secret 53R, secret WM F5
Alertmanager % 8RB & 22
&, eflfEh%&7 secret-
<secret-name> B RN, Hi
#H % Alertmanager pod #J
alertmanager 23+
/etc/alertmanager/secrets/<s
ecret-name>,

AR (tolerations) [Iv1.Toleration H pod E XL AR,

topologySpreadConstraints [Iv1.TopologySpreadConstraint E X pod MIFRIMD AR,

volumeClaimTemplate *monvl.EmbeddedPersistentVolu 7y Alertmanager & X # A EE
meClaim fifle BERAXMXERERAMEE

B, SEEHER. SRNNAH.

14.4. ALERTMANAGERUSERWORKLOADCONFIG

14.4.1. $#ak
AlertmanagerUserWorkloadConfig FiRE Y FF - & XTI B B Alertmanager SEBIRY% &,

HIITE : UserWorkloadConfiguration

enabled bool LA /RERRE, BTEASER
openshift-user-workload-
monitoring 4 22 A dh i 7 E
BIZ R M Alertmanager % 5L
B, FIME false,

enableAlertmanagerConfig bool 7 AlertmanagerConfig #$k/5
AP E e & 2 E
RIS, BRIME N false,

logLevel FRE TE X Alertmanager F P T #;
WERNREIGKE, ARENER
error. warn, info #1debug.
FIME D info,

IR *v1.ResourceRequirements 4 Alertmanager B2 & Y HHRIE

RHAFR(E,
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=43 e il sk

secrets []string E X E#H#E Alertmanager F1#Y
secret 51K, secret ML TS5
Alertmanager % 8RB & 22
[/, ei1¥E &) secret-
<secret-name> B RN, FHi
#H % Alertmanager pod #J
alertmanager F23H#H
/etc/alertmanager/secrets/<s
ecret-name>,

nodeSelector map[string]string ENFEH LIFE pod B9 =,

AR (tolerations) [Iv1.Toleration 7 pod E XLER,

topologySpreadConstraints [Iv1.TopologySpreadConstraint E X pod MIFRIM D LR,

volumeClaimTemplate *monvl.EmbeddedPersistentVolu 7y Alertmanager & XA EE
meClaim fif, AXMXEEERALSE

B, SfEEHER. SRNNAH.

14.5. CLUSTERMONITORINGCONFIGURATION

14.5.1. #k

ClusterMonitoringConfiguration %R i1 openshift-monitoring #p# 22 [A] 8 cluster-
monitoring-config F2 B4t B £ LB\ F & I IEHRIZE,

alertmanagerMain *AlertmanagerMainConfig AlertmanagerMainConfig &
7 openshift-monitoring
2o (5] Fh Y Alertmanager 2H{489

WiE.

enableUserWorkload *bool UserWorkloadEnabled 2—1
wRMERE, ATAR P EHITE
B iRz,

kubeStateMetrics *KubeStateMetricsConfig KubeStateMetricsConfig & X
kube-state-metrics XIERY%
&,

metricsServer *MetricsServerConfig MetricsServer i 3 Metrics B
S HHMIXE,
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=4 3l b

prometheusK8s *Prometheusk8sConfig PrometheusK8sConfig i 3
Prometheus AR &,

prometheusOperator *PrometheusOperatorConfig PrometheusOperatorConfig
7 Y. Prometheus Operator ZH44
KB,

prometheusOperatorAdmissionW *PrometheusOperatorAdmission PrometheusOperatorAdmiss

ebhook WebhookConfig ionWebhookConfig & 3.
Prometheus Operator B4 A
webhook A% E,

openshiftStateMetrics *OpenShiftStateMetricsConfig OpenShiftMetricsConfig &
openshift-state-metrics {12
X B,

telemeterClient *TelemeterClientConfig TelemeterClientConfig -y
Telemeter Client A E UL E,

thanosQuerier *ThanosQuerierConfig ThanosQuerierConfig & .
Thanos Querier ZH{RIX B,

nodeExporter NodeExporterConfig NodeExporterConfig i 3.
node-exporter XIEHIKE,

monitoringPlugin *MonitoringPluginConfig MonitoringPluginConfig & 3

T ¥ console-plugin 4H 48914
[

14.6. KUBESTATEMETRICSCONFIG

14.6.1. #45k

KubeStateMetricsConfig 7R X kube-state-metrics X IEHXE,

HIWFE : ClusterMonitoringConfiguration

= KR ek

nodeSelector map[string]string ENTEH LFE pod B9 =,

B *v1.ResourceRequirements i KubeStateMetrics B23E
BHIRIE R FBRE,

AR (tolerations) [Iv1.Toleration 7 pod E XLER,
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Bt

topologySpreadConstraints

ES.!

[Iv1.TopologySpreadConstraint

14.7. METRICSSERVERCONFIG

14.7.1. 5k

MetricsServerConfig %R E . Metrics Server ZHFRIILE,

HIMFE : ClusterMonitoringConfiguration

Bt

audit

nodeSelector

PR (tolerations)

topologySpreadConstraints

map[string]string

[Jv1.Toleration

*v1.ResourceRequirements

[Jv1.TopologySpreadConstraint

14.8. MONITORINGPLUGINCONFIG

14.8.1. #5k

sk

TE X pod B9FRIMN D AR,

sk

7E Y. Metrics Server S2{5I{s FARY FF
HEEE, AlRENEEEED

% : Metadata, Request,
RequestResponse, #1 NoneZk
IMEH Metadata.

EXFEHE EHE pod BITT R,

7 pod E LA,

2

7 Metrics Server B2 E W
SKRAFRIE.

TRIE

\g

TE X pod BIFRIMN D AR,

MonitoringPluginConfig 75/RE Y. openshift-monitoring &5 % 22 [7] R Y web 1£H| & iHE A HERRE,

HIWFE : ClusterMonitoringConfiguration

96

Bt

nodeSelector

PR (tolerations)

S

map[string]string

*v1.ResourceRequirements

[Jv1.Toleration

sk

EXFEH EHE pod BITT R,

i console-plugin &5 ¥R
THRARIE,

7 pod E LA,
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topologySpreadConstraints [Iv1.TopologySpreadConstraint E X pod MIFRIN LR,

14.9. NODEEXPORTERCOLLECTORBUDDYINFOCONFIG

14.9.1. #5k

NodeExporterCollectorBuddylnfoConfig /R 7 % node-exporter XI2H) buddyinfo 1852589 on/off
Fx. BUAERT, buddyinfo &R,

HIMFE : NodeExporterCollectorConfig

enabled bool

A A=A buddyinfo It 2389
B RET .

14.10. NODEEXPORTERCOLLECTORCONFIG

14.10.1. #ak

NodeExporterCollectorConfig 7R Y. node-exporter {CIEH I INEZRAT X E

HINFE : NodeExporterConfig

=43 e il ik

cpufreq NodeExporterCollectorCpufreqC & X cpufreq I&EZRHEE, A
onfig FUs CPU MR Stit, BRI
[l AvLiN
tcpstat NodeExporterCollectorTcpStatC 7E X tepstat WERWEE, AT
onfig IR&E TCP iE&ESITHER. BRAE
FA BE32E T,
netdev NodeExporterCollectorNetDevCo & X netdev WM E, BT
nfig IWEMSEEGITER. BN
[l AvsiN
netclass NodeExporterCollectorNetClassC & ¥ netclass & 2HECE, A

onfig

TRERRMHLFRER, AL
J& R L%
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Bt ]

buddyinfo NodeExporterCollectorBuddyInfo
Config

mountstats NodeExporterCollectorMountSta
tsConfig

ksmd NodeExporterCollectorKSMDCon
fig

iz NodeExporterCollectorProcesses
Config

systemd NodeExporterCollectorSystemdC
onfig

sk

7 X_buddyinfo IN & 2RHELE,
©M node_buddyinfo_blocks
?aﬁﬂ&%ﬁ KRR R GTHE
2. LLETEM /proc/buddyinfo
H&%iﬂz?ﬁo BROAZE A e T,

E X mountstats X% 25HIED
B, ATKBEEFEXRNFSEI/0E
ST ER. BN %D,

E X ksmd WESBHEE, ZIK
£ 23 MARLH same-page merger
FIHARPRESIHER, BRIAR
2] vy

7 Y_processes KEBRMELE,
©MREHH IR FNATE P IR T
ER. BIAZAILI,

E X systemd WESRZNEE, A
FUEE systemd SFHHHRERHESE

RFBIGITER. BOARAILLE
i,

14.11. NODEEXPORTERCOLLECTORCPUFREQCONFIG

14.11.1. 3k

f& F3 NodeExporterCollectorCpufreqConfig 775 /5 Fi=kZ F node-exporter {XIEH) cpufreq & 25,

FIANBE R TEH cpufreq I5R23. THELBRT,

J5 A cpufreq &SR SIBINH B Z PN AKBINVLEE LB

CPU ERE, MREEALBESRFEFTTFZAKNNEG, FEIRRENRSLT T8 CPU AE.

HIMFE : NodeExporterCollectorConfig

Bt

enabled bool

U

B =2 cpufreq K287
MBI

14.12. NODEEXPORTERCOLLECTORKSMDCONFIG

14.12.1. #5k

&/ NodeExporterCollectorKSMDConfig ¥
1550 T2 ksmd &2,

HIMFE : NodeExporterCollectorConfig

98
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B FR Hh
enabled bool = s A ksmd E B R
ErE.

14.13. NODEEXPORTERCOLLECTORMOUNTSTATSCONFIG

14.13.1. b

f#F NodeExporterCollectorMountStatsConfig #R/= FAZi 22 node-exporter f{3£H mountstats &
£33, BANBERTEMA mountstats W& 2%, MNMRSAKESR, NLATEIRATA :
node_mountstats_nfs_read_bytes_total hode_mountstats_nfs_write_bytes_total, #
node_mountstats_nfs_operations_requests_total i5;3 =, XLIEITESESERNR S ALKE
2%, 15BN prometheus-k8s Pod M 7Z &80,

HIMFE - NodeExporterCollectorConfig

23:2 ' s
enabled bool 2 AZZ A mountstats W& 2s
Bt RER S,

14.14. NODEEXPORTERCOLLECTORNETCLASSCONFIG

14.14.1. #5k

{&F3 NodeExporterCollectorNetClassConfig 7R /5 FAsZ F node-exporter fXI£# netclass 5
28, BUAER T/EM netclass Y1525, NIREZAILINESR, NLATHERT A : node_network_info,
node_network_address_assign_type, node_network_carrier,
node_network_carrier_changes_total, node_network_carrier_up_changes_total,
node_network_carrier_down_changes_total, hode_network_device_id, node_network_dormant,
node_network_flags, node_network_iface_id, node_network_iface_link,
node_network_iface_link_mode, node_network_mtu_bytes, hode_network_name_assign_type,
node_network_net_dev_group, node_network_speed_bytes,
node_network_transmit_queue_length, #1 node_network_protocol_type.

HIMFE : NodeExporterCollectorConfig

B it} Hah

enabled bool B &2 netclass &SN H
KA.

useNetlink bool BUE netclass W& 2589 netlink

SRR ERE. BOAMER
true, X&ECE netlink &&=, It
SZHNARE T netclass W& BSmM

LB
AEo

O
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14.15. NODEEXPORTERCOLLECTORNETDEVCONFIG

14.15.1. #h

f#F NodeExporterCollectorNetDevConfig %R /5 FAZk 22 node-exporter fXI2H) netdev 8523, K
INER T/E A netdev W& 2R, INRERA, LUTEIRATHA : node_network_receive_bytes_total,
node_network_receive_compressed_total, node_network_receive_drop_total,
node_network_receive_errs_total, node_network_receive_fifo_total,
node_network_receive_frame_total, node_network_receive_multicast_total,
node_network_receive_nohandler_total, node_network_receive_packets_total,
node_network_transmit_bytes_total, node_network_transmit_carrier_total,
node_network_transmit_colls_total, node_network_transmit_compressed_total,
node_network_transmit_drop_total, node_network_transmit_errs_total,
node_network_transmit_fifo_total, #1 node_network_transmit_packets_total,

HIMFE : NodeExporterCollectorConfig

2352 : s
enabled bool B2 A netdev INEE M /K
ErE.

14.16. NODEEXPORTERCOLLECTORPROCESSESCONFIG

14.16.1. 5k

&K

f&F NodeExporterCollectorProcessesConfig %iiR /5 Fis 22 node-exporter {XI2# processes I&
£, MREATWESR, NWUATETATHR :
node_processes_max_processes,node_processes_pidsnode processes_statenode_processes
threads node_processes_threads_state.351~ node_processes_state #[]
node_processes_threads_state X% A LIE AN R, EAFEURTHARBMEEIRE, HARSEEM T
BERAS N : D (UNINTERRUPTABLE_SLEEP), R (RUNNING & RUNNABLE), S
(INTERRUPTABLE_SLEEP), T (STOPPED), or Z (ZOMBIE), ERIAIENR TZA processes & 23,

HIMFE : NodeExporterCollectorConfig

=5 KRR ek
enabled bool ¥ /5 A% processes 5
S RER S,

14.177. NODEEXPORTERCOLLECTORSYSTEMDCONFIG

14.17.1. #45k

{& 3 NodeExporterCollectorSystemdConfig %R /5 FA =2 node-exporter fXI2H systemd W5
3. RIBERTEHA systemd W5E23, MREH, MLATFERTHA :
node_systemd_system_running,node_systemd_unitsnode_systemd_version {1R 2o —1ME
BF, elbeERUTE

#1 : node_systemd_socket_accepted_connections_totalnode_systemd_socket_current_connecti
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ons node_systemd_socket_refused_connections_total, &A™ LUE A units SH%F systemd &
2 EEM systemd H o, FREH TTA T LK node_systemd_unit_state $5i5, HbEZREN
systemd £THRE, ER, IMEITHNERTERSE (BN TRELENRI) . MREFERFTLS
ARG A LESS, 5T AL prometheus-k8s SRELU T T ERNEFERE, 53R, RATEN units
SHBEEE N logrotate.timer i & £ ’~ node_systemd_timer_last_trigger_seconds 3577,

HIMFE - NodeExporterCollectorConfig

Bt KRR £ pU

enabled bool A2 systemd &R HTH
IRMER o

units []string 5 systemd &R EH

systemd B TR ENIZRIAR
(regex)FHETIR, FRINERT,
RN, HLLBERTRIRFF
systemd H.ITHIFE T,

14.18. NODEEXPORTERCOLLECTORTCPSTATCONFIG

14.18.1. ¥k

NodeExporterCollectorTcpStatConfig 7T/E 7 2 node-exporter XIEH tcpstat Y& 25# on/off FF
Ko BUANERT, tcpstat WEEARHEEH,

HIMFE : NodeExporterCollectorConfig

= e i) fiR
enabled bool A s tepstat 237 /R
(T

14.19. NODEEXPORTERCONFIG

14.19.1. #3b
NodeExporterConfig 7R . node-exporter XIEHIZE,

HIWFE : ClusterMonitoringConfiguration

=4 KRR ik
&3R8 NodeExporterCollectorConfig T JE AWk I &R 35 Kk H A4 BV B
BB,
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Bt

maxProcs

ignoredNetworkDevices

e il

uint32

*[]string

*v1.ResourceRequirements

14.20. OPENSHIFTSTATEMETRICSCONFIG

14.20.1. #h

sk

21T node-exporter 8 CPU B9 H
R E. BIMENO, XBKE
node-exporter ZEffG CPU Liz
7. RAZERKIED, HELR
BF M sysfs LU HERE RS, (&7
DUSXAMEEN 1, X% node-
exporter BR&IHE— CPU L1z
7. X FEAE CPUKEMT
=, A LU LR E S —ME
BIEE, XAILARG LSS Go BIFRiH
ERfrE CPU L£Eiz1T, MMk
IREFRRMEN, B2, MR
maxProcs EXERFKE, FI
ERZIEIR, N 1/0 HRERMFE,

IRE MR NI E P HERREIM
B EIIER, tlnetdev
netclass., MR &EEET!

3R, Cluster Monitoring Operator
RHERTIE LRI & IRERIME
S NERENRN, INRINERN
2, MASPERERLE. ARE
T RE, HEYmE
prometheus-k8s & LL T f#id
ERNEFRE.

5 NodeExporter Z23 & X HiR
THRARIE,

OpenShiftStateMetricsConfig %R E Y. openshift-state-metrics {LIBHIZE.

HIMFE : ClusterMonitoringConfiguration

Bt

nodeSelector

PR (tolerations)

topologySpreadConstraints

102

el

map[string]string

*v1.ResourceRequirements

[Jv1.Toleration

[Jv1.TopologySpreadConstraint

sk

EXFEH EHE pod BITT R,

7 OpenShiftStateMetrics &35
T SLBIRIE R AN FRIE,

7 pod E LA,

TE X pod BIFR 2 1R R,
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14.21. PROMETHEUSK8SCONFIG

14.21.1. #5k

PrometheusK8sConfig 7R E Y. Prometheus A HHXE,

HIMFE : ClusterMonitoringConfiguration

=43 el sk

additionalAlertmanagerConfigs [JAdditionalAlertmanagerConfig Bo B89 Alertmanager 5245,
M Prometheus H4 2 ER, 2R
INERT, SRBREHND
Alertmanager 5241,

enforcedBodySizeLimit FRE ) Prometheus $2EXBIFE 1R i il S5
MEIESCR/NRS, WNRIZERH B in
IESTA R, K FRRE, MIIRENF K
W, UTFHERBERH : —22fE,
RAFiREEERE. L
Prometheus X/NM&= (40
64MB) HEIF(EH, HEFRKH
automatic, XRTHRIBEHS
=B8TERS, RIMENZE, X
RFEBRHE,

externalLabels map[string]string ENTESA SRR ERINE
AN (B B 5 S B R PR S, Nk
#. EIEEFEMEF Alertmanager,
INER FTARRRIMERITE,

logLevel FRE T Y. Prometheus B9 B &A%
B, FTRERVIER :
error. warn, info #1debug.
FIME D info,

nodeSelector map[string]string ENTEH LFE pod B9 =,

querylLogFile FRE 5 E L% PromQL EIHHIST
R BRI X M4, TXMIER
T, BAREERGT
/var/log/prometheus &9
emptyDir &, SEEZIEE
emptyDir BRI EHITERRE,
HFRELH, X/HEA
/dev/stderr. /dev/stdout =%
/dev/null, BEFRZHE AEMH
fib /dev/ B&1R, FZIFFHEX R,
RIAERT, PromQL TR
103K
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Bt

remoteWrite

retentionSize

PR (tolerations)

topologySpreadConstraints

collectionProfile

volumeClaimTemplate

e il

[JRemoteWriteSpec

*v1.ResourceRequirements

FRE#

FRE#

[Jv1.Toleration

[Jv1.TopologySpreadConstraint

CollectionProfile

*monvl.EmbeddedPersistentVolu
meClaim

14.22. PROMETHEUSOPERATORCONFIG

14.22.1. #h

sk

EXEiR B ABRE, 2 URL. &
IR EHIRICILE,

X

J5 Prometheus &% X1
SRADFRIE.

TR

=)

TE Y. Prometheus & & B A9 4L
IFE], IXANTE L/ FR LA E
FIFXERIEE : [0-9]+
(ms|s|m[h|d|w]y) (ms =
milliseconds, s= seconds,m =
minutes, h = hours, d = days, w =
weeks, y = years), ERIAME N

15d.

E BRI E AN R KA ZEHE
BNk write-ahead log (WAL), 3
#mEa4E B, KB, KiB, MB, MiB,
GB,GiB, TB, TiB, PB, PiB, EB,
FEIB, BIMER TAE AR
il

7 pod E LA,

TE X pod BIFR 2 R IR,

7E X Prometheus FARMIEEH A
IWEIBIRIEIT RS S MRES, X
882 full 5 minimal, 7 full
BoiESE (BA1N) &, Prometheus
KINETEHBE R FHIFETET.
£ minimal &%

f1, Prometheus RINEERINES
Bk, 0N, EFIESIE (N
FIRFT R EIIE T,

h Prometheus & XA M1,
FRXMYEREZFALESER,
BEEWER. BRDIEFF.

PrometheusOperatorConfig FR7E Y. Prometheus Operator ZH I E,

HIITE : ClusterMonitoringConfiguration,UserWorkloadConfiguration
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logLevel FRE 7 Y. Prometheus Operator #9H
SIOIKE, FTRENER
error. warn, info #1debug.
FINME N info,

nodeSelector map[string]string ENFEH LFE pod B9 =,

iR *v1.ResourceRequirements 77 PrometheusOperator &25
T SLBIRIE R AN FRIE,

AR (tolerations) [Iv1.Toleration H pod E XL AR,
topologySpreadConstraints [Iv1.TopologySpreadConstraint 7E X pod BRI FR BRI,

14.23. PROMETHEUSOPERATORADMISSIONWEBHOOKCONFIG

14.23.1. 3R

PrometheusOperatorAdmissionWebhookConfig TR E Y. Prometheus Operator B9 A Webhook T
{E MBI E,

HIWFE : ClusterMonitoringConfiguration

RE ik
BIR *v1.ResourceRequirements 77 prometheus-operator-
admission-webhook ZE23E X
BIRIE KR E,
topologySpreadConstraints [Iv1.TopologySpreadConstraint E X pod MIFRIN LR,

14.24. PROMETHEUSRESTRICTEDCONFIG

14.24.1. #k
PrometheusRestrictedConfig HTiRE Y 1A - & LB E B Prometheus AL E,

HIMFE : UserWorkloadConfiguration

additionalAlertmanagerConfigs [JAdditionalAlertmanagerConfig BB AT Alertmanager SE431,
M Prometheus AN ER, B
INERT, BRBEEREHND
Alertmanager 5241,
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Bt

enforcedLabelLimit

enforcedLabelNamelLengthLimit

enforcedLabelValueLengthLimit

enforcedSampleLimit

enforcedTargetLimit

externallLabels

logLevel

106

*uint64

*uint64

*uint64

*uint64

map[string]string

FRE#

sk

18 B AT 2 FFR 409 per-
scrape R, SNRIFZEHEEIRIR
BFhC BT AR, EAD
RIS R, ERINEN O,
XRTEBILBERE,

NRBITEEIRE B KER per-
scrape [Rl, MRIFEBMIIKE
TEIBPREFTIRIC IS8 iX AN PR,
M EEAN R AR R IL, BRIAE
N0, XRIEBHERS,

NRBIIEEFREE K EH per-
scrape [R1E., SIRIREENKERE
B EHIRIC BB XN RE,
BRI R BIMESR
0, XRFEEHERT,

EE—MEZHRINGIBEN S
BrR&, MREXRTF
enforcedTargetLimit, T/iti%
BEBEEEMAFENLH
ServiceMonitor =X
PodMonitor *f & Hi%ER
SampleLimit {5, &2 517 L&
FA MR B SR AR RS T B SRR 2L
2, BMENO, XRTEFEE
BR 1l

EERDBIMRENEBRE, 10
REXTF
enforcedSampleLimit, ithi%
EREBEEEMAFENLH
ServiceMonitor =X
PodMonitor % R HiXER
TargetLimit (£, EE 5 AT LUMERA
X BREFREI T B RS 8.
IMEH 0,

E NSNS REGBENERME
AN (B B 5 S E R IPR S, Nk
#R. EFEEFMEF Alertmanager,
INER FTARRRIMERITE,

7E X Prometheus BB &2 A%
B, FTREMER

error. warn, info #1debug.
EONEE D info,
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Bt el

nodeSelector map[string]string

queryLogFile FREE

remoteWrite [IRemoteWriteSpec

BIR *v1.ResourceRequirements
=& FRE

retentionSize FREB

AR (tolerations) [Iv1.Toleration

topologySpreadConstraints [Jv1.TopologySpreadConstraint

*monvl.EmbeddedPersistentVolu
meClaim

volumeClaimTemplate

14.25. REMOTEWRITESPEC

14.25.1. #ih

sk

EXFEH EHE pod BITT R,

EEIL T PromQL EifR ST,
b BRI AR X, EXFIER
T, BEBRREIMT
/var/log/prometheus &9
emptyDir &, sEEHIEE
emptyDir BN ETTERRR,
HEREEN, XFEA
/dev/stderr. /dev/stdout =X
/dev/null, BEFRXZHFEAEMRE
ftt /dev/ BB, FZREXERE,
ZINBERT, PromQL EHAEH
L%,

iR B ABRE, 2 URL. &
PIEMEFRIRCILE.

4 Prometheus 23 & X HFIRIE K
FOFR{E,

7E X Prometheus & & B9 4L
BFIE], SXANTE L/ FR LA E
FIFXERIEE : [0-9]+
(ms|s|m[h|d|w]y) (ms =
milliseconds, s= seconds,m =
minutes, h = hours, d = days, w =
weeks, y = years), ERIAEN

15d.

E BRI E AN R KA E
BNk write-ahead log (WAL), 3
#mEa4E B, KB, KiB, MB, MiB,
GB,GiB, TB, TiB, PB, PiB, EB,
# EiB, BRAEH nil,

7 pod E LA,
TE X pod BIFR 2 R R,

h Prometheus & XA M1,
FRIISBRESNEMEEINKR

N,
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RemoteWriteSpec %R E L2 B A FHERXE.

14.25.2. 3R

e url

SHINTE : PrometheusK8sConfig. PrometheusRestrictedConfig

Bt & i 300

B *monvl.SafeAuthorization E TR S AFHEIERIGRE,

basicAuth *monvl.BasicAuth EGERE Almm URL EER S
VLTINS g

bearerTokenFile FRE E N BEIxEE Alnm B bearer

LSRN, B2, ENELEE
pod FHE#H secret, FTLATESLE
, mREES|IFARSIK ISR,

PRk map[string]string EBEEERENTREANER—EL
EEE X HTTP bRk,
Prometheus X BBITRL FEEHE

=,

metadataConfig *monvl.MetadataConfig E N MR E AFiE & %E—RIITT
BIRRIXE,

name FRE& E TR E A\ FIBI B FR, It AFR

FAFEmr# B SiD TR K 2PAT,
WRIERE, LRRMITEME—H,

oauth2 *monvl.OAuth2 ESGERRE Almm i) OAuth2 13
BEixiE,

proxyUrl FREB E X AEREE URL,

queueConfig *monv].QueueConfig RFHIHTIRE AT SHH R
[

remoteTimeout FREB TE TR T A s B K BB A
{Ho

sendExemplars *bool BRI B AL %

exemplars, JEAGE, MWXERS
Prometheus B2i& HERF 74
&% 100,000 /4 exemplars, ik
BEICEATHRAE LGRS, RE&E
RAFROTALE,
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=43 KRR ek

sigv4 *monv1.Sigv4 L AWS ZEBIRAE 4 FRHIEX
&,

tlsConfig *monvl.SafeTLSConfig EGEFRE Almm B TLS 1955
A&,

url FREB E N ERH L E IR S i
=M URL,

writeRelabelConfigs [Jmonvi.RelabelConfig E B AEFHMLE BRI
Ko

14.26. TLSCONFIG

14.26.1. ##5k

TLSConfig %RECE TLS HEM % E,

14.26.2. &
® insecureSkipVerify

HINFE : AdditionalAlertmanagerConfig

ca *v1.SecretKeySelector E N SERTFTRBENBNEPIA
HLKI (CA) B9 secret ZEH31 A,

cert *v1.SecretKeySelector EXSERTEREENMNLHIESR
B secret A5 F,

key *v1.SecretKeySelector EXaERATEREENFAHAN
secret 5|,

serverName FRE FAFIIER B HIIET A,
insecureSkipVerify bool LiZE N true I, FMERZEEE
HUBSIEH 1 4 FREV S IE,

14.27. TELEMETERCLIENTCONFIG

14.27.1. 5k
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TelemeterClientConfig /7 Telemeter Client 2H4E % &,

14.27.2. HE
o nodeSelector
e AR (tolerations)

HIWFE : ClusterMonitoringConfiguration

= REB Uiy

nodeSelector map[string]string EXEE EIFE pod BT =

B *v1.ResourceRequirements 71 TelemeterClient 33 & %
TRIE RFRIE,

AR (tolerations) [Iv1.Toleration 7 pod E XLER,

topologySpreadConstraints [Iv1.TopologySpreadConstraint 7E X pod ByFRIM D FR BRI,

14.28. THANOSQUERIERCONFIG

14.28.1. H#45k

N

ThanosQuerierConfig %R E Y. Thanos Querier A% &,

HIMFE : ClusterMonitoringConfiguration

enableRequestlLogging bool A RSERIE KRB &KILKIA/RE
Pris. BRIAED false,

logLevel FrF e 7 3 Thanos Querier 898 &4
wiE, ABENEAR
error. warn, info #1debug.
EONED info,

enableCORS bool JE % iE CORS TrkBfR /R AR
Fo Rk VFMEMRIA. B
NME T false,

nodeSelector map[string]string ENTEH LFE pod B9 =,

%R *v1.ResourceRequirements 4 Thanos Querier 23 E X HR
T KPR,

AR (tolerations) [Iv1.Toleration H pod E XL AR,

110



%5 14 3 CLUSTER MONITORING OPERATOR B BB

topologySpreadConstraints [Iv1.TopologySpreadConstraint 7E X pod BRI FR BRI,

14.29. THANOSRULERCONFIG

14.29.1. ##45k

ThanosRulerConfig %R E X E M A F & B E # Thanos Ruler SXBIKEEE.

HIMFE : UserWorkloadConfiguration

=43 KRB Uiy

additionalAlertmanagerConfigs [JAdditionalAlertmanagerConfig Bi& Thanos Ruler ZHF {5 &
ftt Alertmanager S£fl@1E. KA
{4 nil,

logLevel FRE 7 Y Thanos Ruler 89 B &% 5113

B, HENEAR
error. warn, info #1debug.
FIME D info,

nodeSelector map[string]string 7E X Pod #HE BB T R,

iR *vl.ResourceRequirements 4 Alertmanager &% & L HRIE
KANBRIE,

RE FRE 7E X Prometheus {# B B #F4L

BFE], SXANTE L/ FR LA E
FIFXERIEE : [0-9]+
(ms|s|m[h|d|w]y) (ms =
milliseconds, s= seconds,m =
minutes, h = hours, d = days, w =

weeks, y = years), ERIAEN

15d.
AR (tolerations) [Iv1.Toleration 7 pod E XL ER,
topologySpreadConstraints [Iv1.TopologySpreadConstraint 7E X pod BRI FR BRI,
volumeClaimTemplate *monvl.EmbeddedPersistentVolu  } Thanos Ruler & X A E7F
meClaim fif, EAXERBESHFEEM
Kb,

14.30. USERWORKLOADCONFIGURATION
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14.30.1. ik

UserWorkloadConfiguration %R E Y. T £ openshift-user-workload-monitoring % 22 [A] B9 user-
workload-monitoring-config B2 ER S AR T E XM ERIXE. RAE7TE openshift-monitoring 7%
22 [ A#Y cluster-monitoring-config B2 &M 5 H) enableUserWorkload i E# /4 true /&, &FaILL
= B UserWorkloadConfiguration,

=43 KRR Uiy
alertmanager *AlertmanagerUserWorkloadConf  FEFF TAEf R IEIRATE L
ig Alertmanager H{FHI% &,
prometheus *PrometheusRestrictedConfig AP TR EREHRE L
Prometheus HHHIZE,
prometheusOperator *PrometheusOperatorConfig ERF TEAEGERE L
Prometheus Operator £ #i%
B,
thanosRuler *ThanosRulerConfig TERPTEAE NIRRT L

Thanos Ruler H{ERIE B,
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