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% 12 RED HAT OPENSHIFT SERVICE ON AWS /18 DNS
OPERATOR

£ Red Hat OpenShift Service on AWS H1, DNS Operator REREFNEIE CoreDNS 34, NEEHH
pod IR ZFEMTARSS, = FET DNS 8 Kubernetes BRSS X, FARMTIER cluster.local &7,

1.1. £ DNS %%
IR LUMER LT /3% A DNS # % kB2 /etc/resolv.conf X BIEINE L ECE :

o NWEBNRXIEERTIRS 2 (spec.servers), IR % X ZH Red Hat OpenShift Service on AWS
B AOE, SIS LR TR S5 28

BE
BRNEVEE—TK, BN, KEFTEEERDBE.

o IRt s DNS BR55233715 (spec.upstreamResolvers).,
o FMBINL LKL,
p= =1

ZRAIE A DNS #5 4 B & B LUEIAT 1 /etc/resolv.conf SXEFN Ll DNS RS 2215 E BRI
fR%5 28

it =

1. {847 default #9 DNS Operator & :
I $ oc edit dns.operator/default

&K E—&4%JE, Operator 21R1E spec.servers 0/ FH F# L) dns-default BIFRBRRSY,
FERABANBIARSSBRECE R,

B

47 zones ZHEURTEEN, HMRALLERFER S, MENAM, EoMED
BEE—ITX, &, SEARRERIE,

NSRRGSR B 52 R X S, &SR E i DNS AR 25,
BCi& DNS # %

apiVersion: operator.openshift.io/v1
kind: DNS
metadata:
name: default
spec:
cache:
negativeTTL: Os
positiveTTL: Os
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@ O 0 9 9 6 o o009

logLevel: Normal
nodePlacement: {}
operatorLoglLevel: Normal
servers:
- name: example-server 0
zones:
- example.com g
forwardPlugin:
policy: Random
upstreams:
-1.1.11
-2.2.2.2:5353
upstreamResolvers: 9
policy: Random G
protocolStrategy: " ﬂ
transportConfig: {} 6
upstreams:
- type: SystemResolvConf Q
- type: Network
address: 1.2.3.4 @
port: 53 m
status:
clusterDomain: cluster.local
clusterlP: x.y.z.10
conditions:

R A ric6335 IR 55 & %,

TS rfe1123 RS BIME LRI FIBIE L, EEEE cluster.local 2% zones F &
TR F

TE W F %5 forwardPlugin A5 H 8 LR AT 25 HIREE, BAIME N Random, f&47 LA
£ A RoundRobin, #1 Sequential {H,

&8 forwardPlugin &% ft1F 15 1> upstreams,

& el LUEF upstreamResolvers B RAIAE L 5RBE, FH1F DNS BT & 21BN IS E
DNS fgies (LisfEfes) . MR EFREE LGRS, DNS &M E IR HEA
letc/resolv.conf A= BAHIARSS 25,

RELFE EiFFRIIHEE upstreams RSS2 AT EIMINE, BRI LIEEXLEEZ—
Random. RoundRobin = Sequential, ZXi\{E Sequential.

MRWARS, FAREFE—IRIME, BERRKBE IR RONL XEH TCP, LUEE
A NIZXARA Liff DNS iERKER TCP, BMERFiniEKER T UDP,

BFEREEH AR, RES[LMMAEBE L CAS CAMAE, LUEEN DNS EKEL
B iR A2 R R,

IRE LB E AN K 8UM upstreams : SystemResolvConf 55
Network, SystemResolvConf % _Lif%ECE&E }1{# A /etc/resolv.conf #1 Network & L —1
Networkresolver, ErRILUEEE P — M EEIEE,
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WRIEFEREE Network, NAIR4E IP Hitlt, address FEENTIEHNH IPv4 = IPv6
ik,

m INRIEEREZ Network, EALULEEMIRAIEO, port FERLIZE 1 £ 65535 2 [AHY
B, RMEEH/H LFEERD, MAIAIRE ) 853,

HiBR
e HX DNSHEKXHIEE, 1HEE CoreDNS ¥4 314,


https://coredns.io/plugins/forward/
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55 2 & RED HAT OPENSHIFT SERVICE ON AWS Ry INGRESS
OPERATOR

2.1. RED HAT OPENSHIFT SERVICE ON AWS A HJ INGRESS OPERATOR

£ 0% Red Hat OpenShift Service on AWS 5B, EEBFHIZITH Pod MIIRFREZBENEECH IP it
fE, 1P itk el A2 TR E MR IREFIRSS VIR, BASRE A imITETT XL 1P #itk, Ingress
Operator 2231 IngressController API, 2 f15¢/5 A%} Red Hat OpenShift Service on AWS 5 E£AR 55 #94
R 1) BIZE 1

Ingress Operator BIF EEBFMEE— DKL PNETF HAProxy B Ingress Controller SRACIRERH, HEHAERE
FImE LA R B9AR S5, Red Hat Site Reliability Engineers (SRE) “& Red Hat OpenShift Service on AWS
B2 Ingress Operator, RARMBITEFEN Ingress Operator WXE, BIETLUEFEKILD Ingress
Controller E¢i&. HKAEFIHELLK Ingress Operator K7,

2.2. INGRESS B2i& %~

REEFEF1E config.openshift.io API ZHR 4 AT A Ingress FIRII T ™, cluster-ingress-02-
config.yml,

Ingress BHIRA YAML & X

apiVersion: config.openshift.io/v1
kind: Ingress
metadata:
name: cluster
spec:
domain: apps.openshiftdemos.com

RERFEIF XN K RTFE manifests/ B X T8 cluster-ingress-02-config.yml XX/, It Ingress %
JRTE X Ingress FIEEHSSEHEIECE, It Ingress BoBRI LRI TR ¢

® Ingress Operator {8 FA5EEE Ingress BEE R, YEERIA Ingress Controller B3,

® OpenShift API Server Operator {# A% 2% Ingress BoE P HIIS., £ HK1EE L EHVLH Route FF
TRAEREIAENE, S FEAE,

2.3.INGRESS CONTROLLER B &S %K

ingresscontrollers.operator.openshift.io TR T U TR ES .

¥ U


https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
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BH ik
domain domain 2 Ingress Controller fRZ589— 1 DNS &, AFEREZ 1 IHEE :

e %fF LoadBalancerService ifim % f5klg, domain # A& &
DNS i3k, 2% endpointPublishingStrategy.

o LEALMMBIIERE, ZIEBHBRREFEHENR, E5H
defaultCertificate.

o ZEASKXMEMIIH Route R, LMEMF THEBIRSHER DNS 1038
&,

domain {H7EFA Ingress EHSHHEEZM—H, BREEEH.

INER-MZe, BIMEH ingress.config.openshift.io/cluster.spec.domain.,

replicas replicas =2 Ingress #H BRI ARE, MREBHXE, NEINMEN2,
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¥ sk

endpointPublishingStr  endpointPublishingStrategy AT R thif%% % %5 Ingress Controller i,
ategy LIS R BI9EEREM, FiRAC HM RS89,
& LAES & LA F endpointPublishingStrategy % :
e loadBalancer.scope

o loadBalancer.allowedSourceRanges

MEEREXE, NEKIAMEET infrastructure.config.openshift.io/cluster
.status.platform :

e Amazon Web Services (AWS): LoadBalancerService (5 #4858
)

HostNetwork 5—1 hostNetwork =%, ©HLUT
FAF LS EmORERIME : hitpPort:

80 httpsPort: 443, 7 statsPort: 1936, {HA4IE iR
A, &ALl HostNetwork SRBEFER — 17 m L 2R E
% Ingress Controller,

Example

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
name: internal
namespace: openshift-ingress-operator
spec:
domain: example.com
endpointPublishingStrategy:
type: HostNetwork
hostNetwork:
httpPort: 80
httpsPort: 443
statsPort: 1936

1£ Red Hat OpenStack Platform (RHOSP) £, REX=
BN AR E N QB2 TIRR N IEEN, FRZH

LoadBalancerService iin = 4 #5&B8, *fF RHOSP
16.2, RATEEF A Amphora Octavia #tN T, FHEE

16 F LE SRBE,
MEFEZELR, H5H RHOSP REXHGBH B R
] R FEET B 4
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S8 £ pU
defaultCertificate defaultCertificate #9{E 2 — M EISFEH Ingress controller IR 4ELAIBRIAIE T #Y

secret 93X, % Routes REIBEHEB HIEPN, {#/A defaultCertificate.

secret WIS E LT BHAMEBIE : *ts.ort : IEPXHERRA * tis.key : BEHXH
HE

MEERBXE, NBSHERFMERBERIER, ZIEHX Ingress Controller
Bolsk FIFIRE R, FTAERMIEHH CA R A5 SENETEEENR.

in-use IEH (TIREBERIENIAZAFBENIED) KBS AWS REMN
OAuth IR%5%8 £# Red Hat OpenShift Service £/,

namespaceSelector namespaceSelector kit I8 Ingress 2R IR ARSI —H R ZEH, X
S R (shard) FEEER,

routeSelector routeSelector T H Ingress Controller 12 #tfR 5589 —4H Routes, XX LI
K (shard) 3EEHH,

nodePlacement NodePlacement j5 % Ingress Controller Vi #9 & 24,

MRFRBIE, NERRIME.

nodePlacement S# 2 1EF 184 nodeSelector 1
tolerations. %40 :

nodePlacement:
nodeSelector:
matchLabels:
kubernetes.io/os: linux
tolerations:
- effect: NoSchedule
operator: Exists
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10

SH 3T
tisSecurityProfile tisSecurityProfile #5%E Ingress Controller B TLS i£# % &,

MRREEE, NERIAEET apiservers.config.openshift.io/cluster %
Ro

L#MA Old. Intermediate #1 Modernfd BE KRN, AMNEBETRESTE
TRAZITRAE BRI, Bl : EREMRA X.Y.Z FEZEH Intermediate
BE, AREMAXY.Z+1 TERSEFMNEEEREENAE Ingress
Controller, M5 — rollout 4,

Ingress Controller WEAK TLS kA= 1.1, &= TLS kA 71.3,

MHBNRENREEEENZ/ TLS R4 RERTE TLSProfile
~ KA,

B

Ingress Operator $F Old 2 Custom EZBEH TLS1.0 #H )y
1.1,

clientTLS clientTLS St & im xS BEMARSSHU5 1A 5 Att, JEA T mutual TLS &%
ik, MEREAERE, NABEE I TLS,

clientTLS EEFENFFEL spec.clientTLS.clientCertificatePolicy #
spec.clientTLS.ClientCA,

ClientCertificatePolicy FFE#SZ LI THMEZ — : Required =k
Optional, ClientCA FFE&E7E openshift-config f % 2[Rl R ECERR ST, BC
BHHENEE CAIEBIRSE,

AllowedSubjectPatterns 2 —1aik(E, AFREENFRARIIK, %%
S58WME Pt LR A TR E LG EIE K, ENRAXVHITER PCRE
k. EL—MEXLINEE P imiEBR R 2 AFRTE ; B, ADEREISRE
daibds, FIRGEIERE, MERRBIETE, ingress BHIBRARIRIE DAL TRE
YauEf,
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28 Rk
routeAdmission routeAdmission & X T M EHER B FAAIERES, WS UrsiEY a4 22 A [H] 8
=1z 8

namespaceOwnership &t 7 {2 BB dp & 22 (R EN B AR, BIAH
Strict.

e Strict : TRITEEA TR ZE A A FEAERNEN A,

o InterNamespaceAllowed : fo¥FEH7Er % 22 A [ EBAMEE 44
OENEilE

wildcardPolicy ##® 7 Ingress Controller #0{a4h 2 5 FA i@ AL R SR A& R ER HB.

e WildcardsAllowed : 7= Ingress Controller f8 & FR{E @B F R
BREIRRER,

e WildcardsDisallowed : 37& Ingress Controller 33 % F None
BECFRIEMERE, £ wildcardPolicy M WildcardsAllowed F#t
71 WildcardsDisallowed, <53 3%H Subdomain &R 5RE&HY
BEZRAFELETE, XERAXTERCE A None BEFFR

B%, it Ingress Controller EfT# %, WildcardsDisallowed &k
KB,

1
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¥ 50

IngressControllerLoggi  logging & X T HXEMEIL KA LRABTNSE,. MRILFENZE, NEKERE
ng 7RE, BERVIFAE.

e access il T HFIRIERNBEKICEKAR, MRLFENZE, NEA

12

o destination #t H & R B #H,
m type EHEH BT

e Container {8 B&MN 1% A sidecar 2%, Ingress

Operator 7E Ingress Controller pod L E % logs FIA
#%, FFBECIE Ingress Controller ¥ HEBEARER. BER
NIZEE—TBE N AFTILRBAAR, MZEFILIA
Ho FHARHERKRE, NRATEXRBTIEFZITH
FEELHERAARNBE, NATRESHINAEE K

(A1,

e Syslog {EEBE L EE Syslog iR, SIEANIIEER

P Syslog SEEMIR =, EEANZBEAERE T —1
B X Syslog L4,

m container #5: T Container B&ir 5k BERyith R EIB S5,
BRiREASRETICESEH, WL FERWITCHE,

m syslog #it 7 Syslog B&ir & B KBS ¢
e address REWHEHEEM syslog ImmBy IP Hidlk,
o port 2EWHEHEEM syslog i =8 UDP iz O S,

e MaxLength 2 syslog JEEMHRAKE, ST 480

24096 Fi iz A, MRIFERAZE, MNERRKKEREN
BIAE 1024 =77,

facility 15 HEH 2 syslog TR, MRIZFER N,
MITEN locall, &N, EIEEE—NBMM syslog T
8 : kern. user. mail. daemon. auth. syslog,
Ipr, news, uucp, cron, auth2, ftp, ntp, audit, alert,
cron2, localO,

local1. local2. local3. local4. local5. local6 =k
local7,

o httpLogFormat {5 HTTP i5 kB &HE BEN. NRILFEEH
HEHRIHERCI R ABIA HTTP BEKR. B X HAProxy
HIBRIA HTTP BEER, ES M HAProxy 14,


http://cbonte.github.io/haproxy-dconv/2.0/configuration.html#8.2.3

&5 23 RED HAT OPENSHIFT SERVICE ON AWS H1J INGRESS OPERATOR

SH 3T
httpHeaders httpHeaders & HTTP #7534 & Y 5REE,

i1 IngressControllerHTTPHeaders ixi& forwardHeaderPolicy, &
AT LB RE Ingress ¥l 23 {a i #40{aTi% & Forwarded. X-Forwarded-

For. X-Forwarded-Host. X-Forwarded-Port. X-Forwarded-Proto #I
X-Forwarded-Proto-Version HTTP #1:k,

KINBERT, KBEXEN Append,

e Append {57 Ingress Controller Rt 0t7%, FRBEMAIMEHITE

o

e Replace 57 Ingress Controller K&k, MIBRAEMIIA TRk,
o I[fNone #57 Ingress Controller £ MR BIRLITIZBEN .

e Never 157 Ingress Controller fRIZEIRK, FREBEMIMAERIR
%,

@it 1% & headerNameCaseAdjustments, ERILUIEE HTTP Frak &% K/
B, BNHBHEE—D HTTP IRk EMBEHITHEXNKRNEFE, H
1, ##EE X-Forwarded-For &= x-forwarded-for HTTP #rk K 2483 89
XE,

IXEEVHREUN A FIAX, ASKLIEMEIRMBERE, BOUEGRAHTTP/1NE
Mo

M FERIR, XLEEGERFEA haproxy.router.openshift.io/hi-
adjust-case=true MR, X FMNFRL, XEREERFRA HTTP I
Ro MNRILFEHNZE, NARRFHEEMMIERITk,

actions IEEN IR LHAT R EARERET, TTiE N TLS BILERXE M PRIT
3k, actions FEEBHNHTFEL spec.httpHeader.actions.response
#0 spec.httpHeader.actions.request :

e response TFEIEEEXBEIMFRE HTTP M N AR LTI,

o request FFRRIEEZERBENRMIFRE HTTP HRIFLTIR,

httpCompression httpCompression & ¥ HTTP 2+ 45895KEK,

o mimeTypes & X% 465N FAEIK MIME R84515R, 6
i, text/css; charset=utf-8, text/html, text/*, image/svg+xml,
application/octet-stream, X-custom/customsub, &=
type/subtype; [;attribute=value]. types 2 : application, image,
message, multipart, text, video, St—MNEE KB (FrmFaE—1 X-;
INF/EIEAN MIME XBMFRBNER, HSH RFC1341

httpErrorCodePages httpErrorCodePages 15 B & . HTTP #5i3iSmap 7T, BRAIER
F, IngressController {#F IngressController 55 {& P F4 I EES TTHE

13


https://datatracker.ietf.org/doc/html/rfc1341#page-7
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BH ek
httpCaptureCookies httpCaptureCookies & E R E £ 1 7] B &K HTTP cookie, #13R

httpCaptureCookies & %2, N|iJj[nBEF K Cookie,

X FIRERIRBIE Cookie, UTFSE I TF IngressController BEZE :

e name 1E57E Cookie IR,
e MaxLength 57 Cookie IR AKE,
e matchType 57 Cookie By name FEX RS 51k Cookie KETR
ILfig, k& 2K Cookie HBEMRIZ. matchType FE{# A Exact
#0 Prefix 24,
fin -
httpCaptureCookies:

- matchType: Exact
maxLength: 128
name: MYCOOKIE

httpCaptureHeaders httpCaptureHeaders 15 EZ7E Vil7 B & RHEIRH HTTP 17k, 1R
httpCaptureHeaders FE& 722, NijH B ER MRk,

httpCaptureHeaders @& W N EE Vi H B &R HBIKBIITRLTIR, XHANRE
FEFIFRZE request Flresponse, XM NFIFRA, name FEEWIIEET
% #F maxlength FE&, SAIEEMKMIRAKE, F40

httpCaptureHeaders:
request:
- maxLength: 256

name: Connection

- maxLength: 128

name: User-Agent

response:
- maxLength: 256

name: Content-Type

- maxLength: 256

tuningOptions tuningOptions 15 7E F F % Ingress Controller pod MERER]

name: Content-Length

i,

9
clientFinTimeout 5% 72 SR % 7 Ui B 5K P 2 I R FFFT FF B9
i, BROINER Y 1s,

clientTimeout 15 & E BAESFE N im NAHREHT AR K, BUAB
574 30s.

headerBufferBytes 7y Ingress Controller £ ERIGIEEFRBEZ P N7F

(U= REAL) o B8R H Ingress Controller AT HTTP/2, NI
£4177716384, MREBXE, NEIMES 32768 F1i, FEIVGKE
tb=E%, & headerBufferBytes {EA/NAIBERFEIF Ingress
Controller, i headerBufferBytes {Eif KA[8E5 53 Ingress
Controller RN ELHNTF,

headerBufferMaxRewriteBytes 15 M headerBufferBytes 7y



headerBufferMaxRewriteBytes, AT %A HTTP 15K, MIR%
BixE, MBIMES 8192 F T, FREIGKEBLILFE, BN
headerBufferMaxRewriteBytes {E Al g R IF Ingress

Controller, headerBufferMaxRewriteBytes A XAl gE& 53
Ingress Controller LM EXRBLHNIE,

healthCheckinterval 5 E i B 2B E BB T 2 A1 SR A, ZRIA
&5 5s,

serverFinTimeout 15 E i A EFFIRSS 231 N K FEZRHMRIFIT T
IR, BRIAEBRS N 1s,

serverTimeout &% B2 FRFARST 2R RN AR EFFT TR <. BRIA
HHy 30s,

threadCount {5 & HAProxy # 2 0IEZMARNE, VIBELL%RE
ATLLEA Ingress Controller pod ZMBRE %1%, MAMN S IMFTERN
ROTEIR. HAProxy %14 64 NERR, INRILFERNZ, Ingress
Controller 3 ABINE 4 NERE, BNERIBERTELUERIARA K
B, FEVOKEWTFER, FE N8I HAProxy 28 E AT 1k Ingress
Controller pod TEf# FEAEZ% CPU KA, FHFHIEEM pod KEIFE
ZEHITH CPU iR, A ERIEHE I EER T3 Ingress Controller #U4T
NN

tisinspectDelay #& 7€ B F1 25 o] LUR F H0E LA & 35 T BE RO B% B I K,
MRIEXNMEZBS A, *FF edge-terminated, reencrypted, 5%
passthrough BB H, NAlgEs SRR CEREIERBIAIET, BlME
EEFER—NEMEENIEBN B2k, BKIAGEZERS 5s,

tunnelTimeout 15 €2 &% ERRE A &8 AR FT RO, 21E
websockets, ZRIAERHS N 1h,

maxConnections 15 E &1 HAProxy #H2 o] B3 iz KRR £ #

. EILXAMEREEAN A OEHI2E pod LUAIABIRE FHRR AN E
%%, SRITMER 0. -1, LUKRSERED 2000 12000000 AIHI{EAR
1, REFHRATLUZZE,

o MNRIFEXREZE, =HEE MO0, Ingress Controller fH{FEABRIAE
50000, XAMERBETELAERIM AR BE R,

o MMRFEMIESN -1, N HAProxy FRIEZ{TH BRI
ulimits ZiSTTE&RKAE, 5HRIAIAE 50000 48LL, LiltiEs
FRANAFRE.

o MRFERMEXTHIHRIERSHIRE, T HAProxy AR
ISEuN

o MRMEFET —TERE, FEMBESE pod TBEF TR, NHFHT
=A AR B ECEME R ulimit, FEXMIERT, pod BER.

o MRMEEET AR ulimits W77 R, FEMEFBERE, MR
NIZFRER -1 BE, UEESTITEEENEANE.,

&5 23 RED HAT OPENSHIFT SERVICE ON AWS H1J INGRESS OPERATOR

15
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BH ek
logEmptyRequests logEmptyRequests #5E & B EIRICTKIGE KA ERE, XEEIHRER I EH

B ER IR Web WY 281 SE % (preconnect), FilFixXLEiER, HE,
XEETERPTRER AR IR T, EXMERT, ICREHFEKATHF2E
o IXEE KA RERHIHOAM TR, ILREBHERBEFRINAERZSL, KT
EX L IFHI{E A Log #Ignore, EXIAfE W Log.
LoggingPolicy XREHZ LU THMEZ — :

o log : MIL(EIXE N Log "RARMICKE—FH4,

e ignore : fFIL{EHI%E N Ignore &1 HAproxy ECE % B
dontlognull %77,

HTTPEmptyRequestsP HTTPEmptyRequestsPolicy ##f 7 £ EIERET A £ B, fnaihe
olicy HTTP %8, FEArHERE Respond #llgnore. 2L~ Respond.

HTTPEmptyRequestsPolicy KA #ESZ LU TR NMEZ — -
e Respond : INRFEL%EH Respond, Ingress Controller &4 %
HTTP 400 =408 iy, 7E£/=F T V7R BERERER, HEEHmE
PR RUE R,
e ignore : fHXNETLE N Ignore £7E HAproxy Bt FR A0 http-
ignore-probes ¥, MRFKIXE N Ighore, Ingnore RIERK X
AN B T R R, AREID R ERSRIg TR T,
IXEEERE SR B M E T SRR RIRIIZE Web I8 AEER (Fl%ER) , AR
L2, B, XLEIFKTESHMBERERN, HILFHFEREEN
Ignore A RERILFG XS RN FI OB, X LL1H5K AT 8E 2 Him O 5 B8,
EXMIERT, ICRBEREHFRINAEZE K,

' S HERE AT A,

2.3.1. Ingress Controller TLS Z2EEBEE
TLS REBMEXHNIRSFBIRME T —FAR, UG ERNE FiRTE1E RS 250 7] LUE AL &Y,

2311 TR TLS Z2iEB%E

B LUER TLS (fFHiER2) REBEELRRTE LEF Red Hat OpenShift Service on AWS H i EHE
LE TLS 9, Red Hat OpenShift Service on AWS TLS Z2EEBESEE T Mozilla EMEE.,

BRI NEMAMIEEUT TLS Z2EES —:

F21TLSZLRESE

profile E

16
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profile ik

Old WEREEATFHNETFmSZE. ZERESETFHNRAGRAEENRE,

Old e ESRZE R &K TLS hRA 1.0,

@ o
%I F Ingress Controller, /N TLS ARAM 1.0 #4411,

Intermediate EXNMREBEERAZHEFIHHNEINEE. B2 Ingress Controller,
kubelet #1 control plane FIZRIA TLS ZLECEE. ZEBEET
Intermediate 3R A MHEFMERE.

Intermediate B2 EEE E &/ TLS hiiA 1.2,

Modern MERBEFERATAEERRRRNIIRE K, XNMEEEET
Modern AR MHENEE.

Modern B B FE E &K TLS kA 1.3,

Custom B EEARVFIERE L EFERM TLS A M,

a5 H-
= A

{5 Custom REENEifiE, KHERNWERE
AL S35 A,

LEAPE L NRERREN, ARNEEREEVRIELITRAZFEmMAZE, B

. i, FATERA X.Y.Z PEBER Intermediate EEBEIEE 7 — AL, FAHBIRRA X.Y.Z+H
- ARESSEN AFNEBEERE, MM FEHEHIE,

2.3.1.2. 5 Ingress Controller Bi¢i& TLS R2EBEE

Z ) Ingress Controller B2 TLS R BLELE, 154w IngressController B E X %R (CR) EIEETIE
YHBEENTLS REMESR. MREEEE TLS REMESR, NEIMEETH API RSB XEN TLS &
LERESR.

Bdi& Old TLS Z2 B B4 M IngressController CR <4l

apiVersion: operator.openshift.io/v1
kind: IngressController

spec:
tisSecurityProfile:
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old: {}
type: Old

TLS Z2EEEE X Ingress Controller B TLS i HI K TLS MRAF] TLS i,
& LIFE Status.Tls Profile #1 Spec.TIs Security Profile &%/ IngressController B X %R (CR)

FPECER TLS TR EEMEIEMH/N TLS RA, *F Custom TLS REEEE, XWNMSHTIHET
BENBEEMRE TLS RE.

pa -3
HAProxy Ingress Controller #if§3z%F TLS 1.3 #1 Modern BB £,

Ingress Operator ;A &F Old 2 Custom ECEEM TLS 1.0 7% 1.1,

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

it =

1. Y%%E openshift-ingress-operator 171 E 1% IngressController CR, LEE TLS R EE :

I $ oc edit IngressController default -n openshift-ingress-operator

2. #hn spec.tisSecurityProfile FE% :

Custom ECiE4M IngressController CR 7~ fl

apiVersion: operator.openshift.io/v1
kind: IngressController

spec:
tisSecurityProfile:

type: Custom ﬂ
custom:

ciphers: e

- ECDHE-ECDSA-CHACHA20-POLY 1305
- ECDHE-RSA-CHACHA20-POLY 1305

- ECDHE-RSA-AES128-GCM-SHA256

- ECDHE-ECDSA-AES128-GCM-SHA256
minTLSVersion: VersionTLS11

Q BE TLS REAESELRE (Old. Intermediate 5 Custom) . EKIA{E ) Intermediate.
@ IFERERIEEELNTER

e old: {}

® intermediate: {}

® custom:

18
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© #IF custom XA, HIETE TLS BBIIRMBERESH TLS IRA.

3. RIS LAMES L E

e IS IngressController CR AR B RE TEES :

I $ oc describe IngressController default -n openshift-ingress-operator

it Bl
Name: default
Namespace: openshift-ingress-operator
Labels: <none>

Annotations: <none>
API Version: operator.openshift.io/v1
Kind: IngressController

Spec:

Tls Security Profile:
Custom:

Ciphers:
ECDHE-ECDSA-CHACHA20-POLY 1305
ECDHE-RSA-CHACHA20-POLY1305
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-GCM-SHA256

Min TLS Version: VersionTLS11

Type: Custom

2.3.1.3. fidi& mutual TLS {25510

BT LLET 1% B spec.clientTLS {H, ¥ Ingress Controller B2i& /3 A mutual TLS (mTLS) &125%

ik, clientTLS {E¥¥ Ingress Controller Eg& W5 UER FimiE i, WEESIEXE clientCA (H, XZEX
BMHNNEIAH, BEMRFEE PEM JIGH CAIERRAE, AFRIERFWMIET, 74, LRI
BUEH E T IEERIIR,

INR clientCA HIEE T X509v3 IEFIMEHFIR (CRL) 94 5=, Ingress Operator & FEFEEETEAN

REMIET HIEER HTTP URI X509v3 CRL 434 sa#y CRL B2 &M S, Ingress Controller £ mTLS/TLS
s P A BB, FREBIEH NG RKIFHIEL,

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

o RHF— PEM JRiGEy CA IEPIRFE,

o MNRIEH CATNYIESIHE CRL Kfim, MIIN&EARASHIEBEE5ESR i CA l4ad,
LEUEFAZFE CRL D&% = F&E& HTTP URI, #1 RFC 5280 Frif, 140 :

I Issuer: C=US, O=Example Inc, CN=Example Global G2 TLS RSA SHA256 2020 CA1
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Subject: SOME SIGNED CERT X509v3 CRL Distribution Points:
Full Name:
URI:http://crl.example.com/example.crl

i =
1. £ openshift-config tn & Z2[A|dh, M CA {4 S OIEEECBERRST -

$ oc create configmap \
router-ca-certs-default \
--from-file=ca-bundle.pem=client-ca.crt \ﬂ
-n openshift-config

ﬂ Bo B MR ST IR A2 ca-bundle.pem, HIBEENLIIRZ PEM &M CAIEF,

2. YwE openshift-ingress-operator i B 789 IngressController TR :

I $ oc edit IngressController default -n openshift-ingress-operator

3. 7N spec.clientTLS FE& 1 FF B REZE mutual TLS :

eI IEER M clientTLS BEZiE£EM IngressController CR {5l

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
name: default
namespace: openshift-ingress-operator
spec:
clientTLS:
clientCertificatePolicy: Required
clientCA:
name: router-ca-certs-default
allowedSubjectPatterns:
- ""/CN=example.com/ST=NC/C=US/O=Security/OU=0OpenShift$"

4. "%, HIALLTEGIRER foiFSubjectPatterns FIRI##AEZFR(DN),

$ openssl x509 -in custom-cert.pem -noout -subject
subject= /CN=example.com/ST=NC/C=US/O=Security/OU=0penShift

2.4. &AM INGRESS CONTROLLER

Ingress Operator 7 Red Hat OpenShift Service on AWS B— M/ IhEE, FFAEENA.
B Red Hat OpenShift Service on AWS #T &% EE — 1%y default BY ingresscontroller. ©& L&

T EIANB Ingress Controller +h 75, NRMIBR T EIAR ingresscontroller, Ingress Operator K1 —
BN BhER IR,

it

o EEBNIAH Ingress Controller :
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I $ oc describe --namespace=openshift-ingress-operator ingresscontroller/default

2.5. &5& INGRESS OPERATOR &

BT LB B FE Ingress Operator B,
it 3
o EEHIRM Ingress Operator IR :

I $ oc describe clusteroperators/ingress

2.6. &5& INGRESS CONTROLLER BHE

&R LAEE Ingress Controller HE,

it

o & Ingress Controller B :

$ oc logs --namespace=openshift-ingress-operator deployments/ingress-operator -c
<container_name>

2.7. 5%& INGRESS CONTROLLER &

BT LEERE Ingress Controller BIIR .

it

e & Ingress Controller BIR T :

I $ oc describe --namespace=openshift-ingress-operator ingresscontroller/<name>

2.8. B B E X INGRESS CONTROLLER

ENEREIER, EITLUBIEBHFIEE L Ingress Controller, EJEIA Ingress Controller £ Red Hat
OpenShift Service on AWS BT T2 ATRER N, FE UK EEHEHIRZPREBNEEN, QEE
7E M Ingress Controller 3EE A H,

XANRBI B E X Ingress Controller IRt/ Mg, B —F ERIERIBEE L Ingress Controller, 155
% "BCi& Ingress Controller”,

IS 3as
e % OpenShift CLI (oc) .
o LIEA cluster-admin £ E - S5 &%,

it =3
1. Gl E X BE X IngressController XI5 YAML X4 :
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custom-ingress-controller.yaml 3 {7~

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:

name: <custom_name> ﬂ

namespace: openshift-ingress-operator
spec:

defaultCertificate:

name: <custom-ingress-custom-certs> g

replicas: 1 e

domain: <custom_domain> ﬂ
“} IngressController % K15 & B & L& HR.

FHEBE X BERIEFIEE secret &R,

&/NBIAFER ONE

0009

BE BB B/, IngressController X &R AR5 E B LA K% A FiE P a9 i e, B0,
N5 domain {E 4 "custom_domain.mycompany.com”, NMHEF%ITER SAN
* custom_domain.mycompany.com (FEEAHRMNT *.)

$ oc create -f custom-ingress-controller.yaml

2. BITUTREREBNR :

2.9. Bci& INGRESS CONTROLLER

29.1. wEBE XL EINED

ENEIEGR, EOULLET AR Secret %R FH YW IngressController B E X ¥R (CR), ¥ Ingress
Controller BEE AR B E k4,

AR

o RWTE PEM Rl XX p A —MEH/ BN, HEPIZIEPEATEIERAENNES, HEFHRE
FE—TBE XL PKI HEENFAE AFEIEH AN E S,

o EHYIEFHBUTEK :
o ZIUEFXT AOIHAEN.
o IlH{#H subjectAltName ¥ &k EEBEC A, W *.apps.ocpd.example.com,

o RJIA— IngressController CR, fETTLAEABRIAE :

I $ oc --namespace openshift-ingress-operator get ingresscontrollers

i th o Bl
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NAME AGE
default 10m

IMREEFRFENLSY, NpGEIESESE B E LFINERH secret BY tls.crt XXHEH, 15
EIEBH 8 EMINF 2B X, EERRS RIET EF BB HEER,

iz

UTFHEBEBE X UEBMBAN AL F LRI T/EB K T tis.crt 7 tis.key X/, & tis.crt
tls.key FUSLfREE R &, TEQIE Secret ¥HRFFTE IngressController CR 8| B, EtALUF custom-
certs-default i 7 — &,

% o
. LR ER S BUE AR SR B RIS EFTERE Ingress Controller,

1. {EF8 tis.crt 7 tis.key X1, Q327 openshift-ingress & Z2[Alh & & B E XIEFHY Secret ¥

N
HiTvo

$ oc --namespace openshift-ingress create secret tls custom-certs-default --cert=tls.crt --
key=tls.key

2. B# IngressController CR, LAB|B#THIIET Secret :

$ oc patch --type=merge --namespace openshift-ingress-operator ingresscontrollers/default \
--patch '{"spec":{"defaultCertificate":{"name":"custom-certs-default"}}}'

3 WIEEHEREEN :
$ echoQ |\
openssl s_client -connect console-openshift-console.apps.<domain>:443 -showcerts

2>/dev/null \
openssl x509 -noout -subject -issuer -enddate

Hep:

<domain>

EERRNEEA,
o=l

subject=C = US, ST = NC, L = Raleigh, O = RH, OU = OCP4, CN = *.apps.example.com
issuer=C = US, ST = NC, L = Raleigh, O = RH, OU = OCP4, CN = example.com
notAfter=May 10 08:32:45 2022 GM
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N
AR AN FALLT YAML 3% & B E Y BINIEP :

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:

name: default

namespace: openshift-ingress-operator
spec:

defaultCertificate:

name: custom-certs-default

UET Secret BFRN 1% 5 AR EH CR BI{EITES,

fEER T IngressController CR [, Ingress Operator 8% Ingress Controller BI&BZE LUEF B & S iEH,

2.9.2. kR E E LEINED
ERNEIEG, EAILUMIBRECE T Ingress Controller BB & Y IET,

IS 3as
o ATLUFAEBA cluster-admin B&IAE iR EEE,
e B% %k OpenShift CLI(oc).

o R ZHIN Ingress Controller B2 T B E XL EIAIEF,

iz
o EfREAE IEFHFRE Red Hat OpenShift Service on AWS My EIIE S, IEMIAMUTHS

$ oc patch -n openshift-ingress-operator ingresscontrollers/default \
--type json -p $'- op: remove\n path: /spec/defaultCertificate’

ERDIFTIEPEEN TRRKRB LR,

o EMNRKREMHILPERIRE, HHWALTHS

$echoQ]\

openssl s_client -connect console-openshift-console.apps.<domain>:443 -showcerts
2>/dev/null |\

openssl x509 -noout -subject -issuer -enddate

Her:

<domain>

EERRNEEA,
o=l
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<domain>
operator@1620633373

notAfter=May 10 10:44:36 2023 GMT

2.9.3. B&1¥ & Ingress Controller

Bh4ER Ingress Controller AT/

SHEREMEITRAMER, NRESEHENER, UTREBRMHT

T B\ IngressController #I7R4l,

([} =355
1. B%%& OpenShift CLI (oc).

Y=

2. A LUMEREA cluster-admin B &I 717 Red Hat OpenShift Service on AWS ££2%,

3. BREEHE X Metrics Autoscaler Operator,

4. f&AITF openshift-ingress-operator i B iy % Z2 7] Fh,,

L 2T S, Q— DRSS ES Thanos #HTHHRILE

I $ oc create serviceaccount thanos && oc describe serviceaccount thanos

i Bl
Name: thanos
Namespace: openshift-ingress-operator
Labels: <none>
Annotations: <none>

Image pull secrets: thanos-dockercfg-b419s

Mountable secrets:

thanos-dockercfg-b419s

Tokens: thanos-token-c422q
Events: <none>

2. EARSIK MBS, 7£ openshift-ingress-operator £ %& 22 A A E Y —

TriggerAuthentication

ISE R

Téd, EXEE secret 2 & secret :

B1T
I $ secret=$(oc get secret | grep thanos-token | head -n 1 | awk '{ print $1 }')

b. | TriggerAuthentication X%, % secret ZEM(H % %% TOKEN S :

$ oc process TOKEN="$secret" -f - <<EOF | oc apply -f -
apiVersion: template.openshift.io/v1
kind: Template
parameters:
- name: TOKEN
objects:
- apiVersion: keda.sh/vialphai
kind: TriggerAuthentication
metadata:
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name: keda-trigger-auth-prometheus
spec:
secretTargetRef:
- parameter: bearerToken
name: \${TOKEN}
key: token
- parameter: ca
name: \${TOKEN}
key: ca.crt
EOF

3. BN AAELM Thanos EEUER :

a. fIE—/"#f & thanos-metrics-reader.yaml, M pod #1797 s IZERIEHR :

thanos-metrics-reader.yaml

apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
name: thanos-metrics-reader
rules:
- apiGroups:
resources:
- pods
- nodes
verbs:
- get
- apiGroups:
- metrics.k8s.io
resources:
- pods
- nodes
verbs:
- get
- list
- watch
- apiGroups:
resources:
- namespaces
verbs:
- get

b. BT TRGRENAFAE
I $ oc apply -f thanos-metrics-reader.yaml

4. BAUT R SERSIKSFRNFAR

$ oc adm policy add-role-to-user thanos-metrics-reader -z thanos --role-
namespace=openshift-ingress-operator
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cak

RAEEFEABEMLRZEEIEN, FEESH add-cluster-role-to-user, LU TFH

{5 kube-metrics P& ZE BRI E I, ZHREHBELLSH,

5. fll2—/ ## ScaledObject YAML X4 ingress-autoscaler.yaml, iZ3Z{#LLERIA Ingress
Controller E8E 1 B¥5 :

ScaledObject & X Rl

0009

apiVersion: keda.sh/vialpha1l
kind: ScaledObject
metadata:

name: ingress-scaler

spec:

scaleTargetRef: ﬂ
apiVersion: operator.openshift.io/v1
kind: IngressController
name: default
envSourceContainerName: ingress-operator
minReplicaCount: 1
maxReplicaCount: 20 9
cooldownPeriod: 1
pollinglnterval: 1
triggers:
- type: prometheus
metricType: AverageValue
metadata:
serverAddress: https://thanos-querier.openshift-monitoring.svc.cluster.local:9091 6
namespace: openshift-ingress-operator ﬂ
metricName: 'kube-node-role'
threshold: "1’
query: 'sum(kube_node_role{role="worker",service="kube-state-metrics"})' 6
authModes: "bearer"
authenticationRef:
name: keda-trigger-auth-prometheus

ZEHIMMBE LR, fEAHIH, Ingress Controller,

A RARRIAE. MREILFE, MWEIARKEIRES 100 MEIA,
openshift-monitoring & % 22 [A] A 8 Thanos AR 55 .

Ingress Operator #3422 [H],

BWRIARIEE S, MEBHERPEFERS worker TR,

$ oc adm policy -n openshift-ingress-operator add-cluster-role-to-user cluster-monitoring-view
-z thanos
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BF

RBiR0 9092, A INAFHAVFFIL, ¥ BEMILIR CZERIEIT,
L IBFTUA T e RN A B E LFTRE X
I $ oc apply -f ingress-autoscaler.yaml

o ZITLATE4, IEEKIA Ingress Controller & B B ULICED kube-state-metrics iR
fg :

o fHFH grep 5 1E5R Ingress Controller YAML XX LAEHEIA :
I $ oc get ingresscontroller/default -o yaml | grep replicas:
=1
I replicas: 3

o jKEX openshift-ingress I H F# pod :

I $ oc get pods -n openshift-ingress
=1

NAME READY STATUS RESTARTS AGE
router-default-7b5df44ff-I9pmm 2/2  Running 0 17h
router-default-7b5df44ff-sbsl5 2/2  Running 0 3d22h
router-default-7b5df44ff-wwsth 2/2  Running 0 66s

2.9.4. J" & Ingress Controller

FEY R Ingress Controller LUF R MRS AT AME X, NIReEcHEMEXR, oc MSATI B

IngressController 7iE, LATR2IRE T BEIA IngressController B7Rf,

ﬁ T BRARIAF AT UATTRBIESE, ENeRENFROZAMENE A,

i =
1. &R IngressController #4510 FARIAEK :

$ oc get -n openshift-ingress-operator ingresscontrollers/default -o
jsonpath='{$.status.availableReplicas}'

it Bl
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| -

2. {5/ oc patch 7%, J$EKiA IngressController " BEFTEMRIAL, LU TRAIFEIA
IngressController 7" B ZE 3 NEIA :

$ oc patch -n openshift-ingress-operator ingresscontroller/default --patch '{"spec":{"replicas":
3}}' --type=merge

it Bl
I ingresscontroller.operator.openshift.io/default patched

3. BWIEEIA IngressController EE 21 BE KR EMRIAL -

$ oc get -n openshift-ingress-operator ingresscontrollers/default -o
jsonpath='{$.status.availableReplicas}'

it

| -

R’

IR A AN FA AR YAML $ Ingress Controller 7B A =B :

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
name: default
namespace: openshift-ingress-operator
spec:

replicas: 3 ﬂ

Q@ VEREETRBENEE, EHXN replicas [H.

2.9.5. F2i& Ingress Viln| B &

IR AILABCE Ingress Controller UG BRI HE, MMREVEREEFEWTZHE, BLETLLEREIC
kE sidecar, MIRBEERELR, N TEHABIAFTICKERNEE, HES Red Hat OpenShift
Service on AWS LUABI B B KEMEBMER, ERILUFEEHR L EIBE W syslog im, LA LUIEE
i B SR,

LARFFLE Syslog ARICKEMBIE, BRATICKTRFREREEFPERAVIFBEE, HEEZEH
Ingress Controller B # 1T E 52 f5E .

XFF IR B & AT BE BT OpenShift Logging B EMEREER, IRETMHBTICKBRAARSIN
B Syslog H&IC < EMEBRIIEKRIAE, NIFEE syslog, Syslog AAIRTEESEREES

AR
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o LIEA cluster-admin M A~ 15 & %,

P
BEi& Ingress 1j[n B & E sidecar,

o EFZE Ingress Vil BEILE, E7i{E M spec.logging.access.destination 15 E —1 B #ith,
ENBAFICKIEEE sidecar 2%, 715 E Container
spec.logging.access.destination.type. LA TR{I24% H&ILKE] Container BBIitEH Ingress
Controller & X :

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
name: default
namespace: openshift-ingress-operator
spec:
replicas: 2
logging:
access:
destination:
type: Container

o 29 Ingress Controller BRi& N H &1L K E sidecar 5, Operator &7E Ingress Controller Pod H
A —1 %7 logs AR :

I $ oc -n openshift-ingress logs deployment.apps/router-default -c logs

it Bl

2020-05-11T19:11:50.135710+00:00 router-default-57dfc6cd95-bpmk6 router-default-
57dfc6cd95-bpmk6 haproxy[108]: 174.19.21.82:39654 [11/May/2020:19:11:50.133] public
be_http:hello-openshift:hello-openshift/pod:hello-openshift:hello-openshift:10.128.2.12:8080
0/0/1/0/1 200 142 - - --NI 1/1/0/0/0 0/0 "GET / HTTP/1.1"

BLi& Ingress 1A B & ICKE Syslog Ui o

o EFZE Ingress Vil BEILE, E7i{E M spec.logging.access.destination 15 E — 1 B #ith,
ZAFICKIEEE Syslog iImm BRI, &% spec.logging.access.destination.type 1§
7E Syslog, WIREBEMHKEZ Syslog, N7ifEH
spec.logging.access.destination.syslog.endpoint 1§ € — N B ithifim, FaFEH
spec.logging.access.destination.syslog.facility 3§ €— 1T &, UTRAIRFEEEKICKE
Syslog B Ingress Controller & X :

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
name: default
namespace: openshift-ingress-operator
spec:
replicas: 2
logging:
access:
destination:
type: Syslog
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syslog:
address: 1.2.3.4
port: 10514
" Syslog B 8y#this O w72 UDP,

FERFENBERINEE Ingress 1A B &,

o RALIFERE spec.logging.access.httpLogFormat 3£ B8 & Y BHERK R, L,L'FT{’JJE A Ingress
Controller & X, B©fBFILKEIP st} 12.3.4, 1w} 10514 B9 syslog Ui ==

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
name: default
namespace: openshift-ingress-operator
spec:
replicas: 2
logging:
access:
destination:
type: Syslog
syslog:
address: 1.2.3.4
port: 10514
httpLogFormat: '%ci:%cp [Y%t] %ft Y%b/%s %B %bq Y%eHM %HU %HV'

2 Ingress ViR B,
o THEM |ngress N B, 1HERE spec.logging =k spec.logging.access 22 :

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:

name: default

namespace: openshift-ingress-operator
spec:

replicas: 2

logging:

access: null

¥ Ingress Controller 7ZE{#F sidecar 5, {8t HAProxy BEKE,

o NRIEMER spec.logging.access.destination.syslog.maxLength, &M
spec.logging.access.destination.type: Syslog,

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:

name: default

namespace: openshift-ingress-operator
spec:
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replicas: 2
logging:
access:
destination:
type: Syslog
syslog:
address: 1.2.3.4
maxLength: 4096
port: 10514

o INRE{EMA spec.logging.access.destination.container.maxLength, 1%
spec.logging.access.destination.type: Container,

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
name: default
namespace: openshift-ingress-operator
spec:
replicas: 2
logging:
access:
destination:
type: Container
container:
maxLength: 8192

2.9.6. 1% & Ingress Controller ZZF2%K

SHEENTXELEY, SUSMER T BN ALREREE, ERILUEHNIEB Ingress Controller
FIRNNEIRE,

AR
o LITRIZIEBHBIET Ingress Controller,

it =

® 3 Ingress Controller URINZEIZHE -

$ oc -n openshift-ingress-operator patch ingresscontroller/default --type=merge -p '{"spec":
{"tuningOptions": {"threadCount": 8}}}'

MRENT RERNDSITAERR, BHUERSHETY RRELREMNITEEE

spec.nodePlacement.nodeSelector, i spec.tuningOptions.threadCount
REHN— M EENSIE,

2.9.7. E2& Ingress Controller LA{F F N ER /1 #1925

LHETTFEE LOIE Ingress Controller B, Ingress Controller RN — N AR = A EHSER L HF, FHNE
EA, AL —NMERNE R MR Ingress Controller,
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BF

INREFE N IngressController B scope, ERLUELIEBE X FHR(CR)EEN
.spec.endpointPublishingStrategy.loadBalancer.scope S,

2.1. LoadBalancer &

A

Client

.

Cloud Provider

DNS

apps.foo.openshift.example.com foo.az.lb.cloudprovider.com Load balancer

’ Ingress ’
load balancer

www.yourappl.openshift.com www.yourapp2.openshift.com

Node 1 Node 2 Node N
Pod Pod Pod
T weRea— 10.0.128.5 10.0.128.6
Cluster

(Service yourapp1:8080, yourapp2:4200)

FHEERT 5 Red Hat OpenShift Service on AWS Ingress LoadBalancerService Ui s 4 SR B& 8 X B9 LA
THER :

o {EATLUEA OpenShift Ingress Controller Load Balancer 744 &R {5 A = £ 5 78 1 330 11 88 5 A R
g 7

o A LAEF M EOHERA0 A IP ik AR EREMERO, 40 8080 #1 4200, #NEF HATIRAIE
BFRT.

o XEAMANEHIEBRIREEMAE pod, FHAEHEREE, T RALEIRAR, BRE
B IEEE Kubernetes fRSS XA

AR
e % OpenShift CLI (oc) .

o LIEA cluster-admin B AE 7 B9 & %K,
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iy =

1. £4 75 <name>-ingress-controller.yaml 9324 H fl|E IngressController B E X 5FIR (CR),
NIRRT -

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
namespace: openshift-ingress-operator
name: <name>
spec:
domain: <domain> g
endpointPublishingStrategy:
type: LoadBalancerService
loadBalancer:

scope: Internal 6
¥ <name> &}y IngressController ¥ RHIE R,
8 E R85 & T BN F2 B9 domain,
EE— Internal (B LAE R RER 7 Eitafr2s.

-

2. BT T e, G E—FFE LM Ingress Controller :
I $ oc create -f <name>-ingress-controller.yaml ﬂ

ﬂ ¥ <name> &1/ IngressController % R & FR,

3. B BRITEIT AT RHRILAIE T Ingress Controller :
I $ oc --all-namespaces=true get ingresscontrollers

2.9.8. % & Ingress Controller 22 7]FR

SHEEATLIRERRICEFRR, LUEERESREN MESREREZ FIE/FINFE, X MEKFNRmR
BERBEMNFNMEETERNA. BIMEN S5,

AR
o LITRIZIEBHEIET Ingress Controller,

¥ =
e F 3 Ingress Controller, LB EimfEREE Z (B #9[HFE

$ oc -n openshift-ingress-operator patch ingresscontroller/default --type=merge -p '{"spec":
{"tuningOptions": {"healthChecklinterval": "8s"}}}'
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EEE BB healthCheckinterval, %31 AR T2
router.openshift.io/haproxy.health.check.interval

2.9.9. FHEEEREIA Ingress Controller EZiE NI ER
&R LUB i BRF EF E R H BRI Ingress Controller B2iE h IER,

BF

INREFE N IngressController B scope, ERLUELIEBE X FHR(CR)EEX
.spec.endpointPublishingStrategy.loadBalancer.scope S,

AR
e % OpenShift CLI (oc) .

e LIBEA cluster-admin A - S5 &%,

T
1. BRI EFOIEEREE, 1 B Ingress Controller BZiE N ER,

$ oc replace --force --wait --filename - <<EOF
apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
namespace: openshift-ingress-operator
name: default
spec:
endpointPublishingStrategy:
type: LoadBalancerService
loadBalancer:
scope: Internal
EOF

2.9.10. fc & & 3 A A ZRBE

EEAMNARFALZAAAEZS N RREFFZTREEERSRNNARE. XS DHIAFA
8, EE—DEN R LEAFRHARS B,

E
REAGAZEAAEEENERTSEREMEER ZANER, SNEER T
FEEENSE. EiL, BABEARBEAS SLVFE & 2[R A R EN A,

AR
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o WINBEERFEE TR,

it

o (FHALIT M SYHE ingresscontroller HHRZE £/ .spec. routeAdmission FEX :

$ oc -n openshift-ingress-operator patch ingresscontroller/default --patch '{"spec":
{"routeAdmission":{"namespaceOwnership":"InterNamespaceAllowed"}}}' --type=merge

Ingress #EHISR R ESH

spec:
routeAdmission:
namespaceOwnership: InterNamespaceAllowed

I
(BT BARI LA YAML SRS 2% F o A 5B -

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:

name: default

namespace: openshift-ingress-operator
spec:

routeAdmission:

namespaceOwnership: InterNamespaceAllowed

29.1. BT H

HAProxy Ingress Controller X #r@ERFE& . Ingress Operator {8 wildcardPolicy 3RE2Z{& Ingress
Controller #) ROUTER_ALLOW_WILDCARD_ROUTES 5% &,

Ingress Controller FIERIATT N 232 X None BEFTRISHIEEH, 1Z5KIES5IA IngressController %
REERE,

it
1. EEBECRTRRS.

a. ERALT@®4SEYE IngressController TR :
I $ oc edit IngressController

b. 7£ spec T, % wildcardPolicy FE&i%i& 75 WildcardsDisallowed =%
WildcardsAllowed :

spec:
routeAdmission:
wildcardPolicy: WildcardsDisallowed # or WildcardsAllowed
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2.9.12. HTTP {2k EC &

Red Hat OpenShift Service on AWS 124t 7 REIMER HTTP k5%, EIXESHMIBRIRLE, &7
LA Ingress Controller FRE%F 7 o7 B S A AR A B& FH SRAB TR SKANMA N ARk, 154 AT LA FE BR B S AR
BRLEI L, BB EMAEED R TIEN o 8827 ki,

& L BE7E IngressController % Route CR Fix EsifikRirk, EITEMINE], WMRE
FREIXE HTTP ik, NEZEXMBERK, BEUEFAEEMM, EHMRL (40 X-
Forwarded-For f13k) K, 1%5#F spec.httpHeaders.forwardedHeaderPolicy FE%, M
7~ spec.httpHeaders.actions,

2.9.12.1. {E R

L 7E Ingress Controller & HHIERME R HTTP #12kEf, HAProxy RRIEE 218 Kid MR Rk 10
IR,

o XIF HTTP MRk, Ingress Controller i EHIRIEFRTERHAPIBEMIRIEEHIT. XEKE
Ingress Controller 1§ EHIIEEE R (L5,

o XfF HTTPiEXRIRL, HEHBIEEMIRIERTE Ingress Controller FIEEMRIERFHIT. XEKE
HEPIEENRIEER LN

BN, EREEAFERLUTEBIZE X-Frame-Options iR Frsk, H{E DENY :

IngressController spec %

apiVersion: operator.openshift.io/v1
kind: IngressController
#...
spec:
httpHeaders:
actions:
response:
- name: X-Frame-Options
action:
type: Set
set:
value: DENY

A EILE Ingress Controller RiZBRIMERMN PRk, {BERLUTEEE SAMEORIGIN :
Route #i& =Bl

apiVersion: route.openshift.io/v1
kind: Route
#...
spec:
httpHeaders:
actions:
response:
- name: X-Frame-Options
action:
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type: Set
set:
value: SAMEORIGIN

4 IngressController spec #1 Route spec #ECE X-Frame-Options MR F5kEf, Ingress Controller #]
LRI LR WIRLZBREER SN, BIE—MFENBRBRITN, X FiEKRL, RoutespecH
&%= IngressController spec fH,

iXZEN haproxy.config L ERLLTZH, HA Ingress Controller #1110 AT, HANEBEINE
i, N ARIFIHECEMPRL{E DENY EA G XEMN{E SAMEORIGIN ZZMHEREMIRL :

frontend public
http-response set-header X-Frame-Options 'DENY'

frontend fe_sni
http-response set-header X-Frame-Options 'DENY"

frontend fe_no_sni
http-response set-header X-Frame-Options 'DENY'

backend be_secure:openshift-monitoring:alertmanager-main
http-response set-header X-Frame-Options 'SAMEORIGIN'

7%, Ingress Controller L& AR E B2 VEER B = 68 A B RS E AR B BV 1E
2.9.12.2. /R tE Rk

LUFHRk e A2 wixES MR, SBEBEREBERTRTF

K 2.2. FHRE R bR L B B LT

1S 2y = {#fd Route #lig#t HIEWEERA

IngressControll  fTACE
er spec FH{TRCE

as as
[ =] [ =]

proxy HTTP &%k
TRk BT L@ S S iR
LAEFEAN
HTTP_PROXY
PMEAS 8 SR F X
M REREM CCI
MR, proxy
HTTP iE KRkt
EIEVAAER), 1S
BHIRA S B,

7|

proxy

FH & i LA
IngressControll
er CR %i& host
HTTP 1& K5k
i, HAProxy f£&
HIEFABIER ERI AT
RERKIL,

7|
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&

IngressControll
er spec H{TRCE

{5/ Route #&#
TEkE

FILMERA

strict-transport- & = strict-transport- Z:
security security HTTP il haproxy.router.
RSk B 15 ARG openshift.io/hst
ERAE, FRE s_header #&HE
FASRAY S, iz
cookie 1 set- S S HAProxy 589 &
cookie Cookie HF&IEIR
B, AFRESH e haproxy
S BB B R Touter.
RiRRS%E. i Hiodis
WEIXEFRL AT RE able co
ST HAProxy #J okie B
KEKREK, FHBRH! TR
HAProxy B
Cookie FIFT B, ° hrzfl:g:‘(y
openshi
ft.io/coo
kie_nam
e MBHF
iz

2.9.13. £ Ingress Controller X ESLMIFR HTTP & K F0 vy ik

HFEMNER, EBeLUXBSRMFREL HTTP E RN Rk, A LLH Ingress Controller R BEHIRRT
A B8 B SRR R B E A B SR BRI e Ak

BN, EERERENERETIZTHN AREIRE mutual TLS, XBEEMN BRFKE X-Forwarded-
Client-Cert 153K Fr3%, 1B Red Hat OpenShift Service on AWS ZiA Ingress Controller 324t 7 —/ X-
SSL-Client-Der &K1k,

LURRF21E K Ingress Controller % & X-Forwarded-Client-Cert 153K 5k, FMBR X-SSL-Client-Der
KRk,

[} =355
e B% %k OpenShift CLI(0C).

o EREILUEAES cluster-admin A &HIA 7 1i[7] Red Hat OpenShift Service on AWS 2%,

it

1. %% Ingress Controller %R :

I $ oc -n openshift-ingress-operator edit ingresscontroller/default

2. ¥ X-SSL-Client-Der HTTP 15 k5L & #t /) X-Forwarded-Client-Cert HTTP & 3K 53k :
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apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:

name: default

namespace: openshift-ingress-operator
spec:

httpHeaders:

actions:

request: @

- name: X-Forwarded-Client-Cert 6
action:

type: Set ﬂ

set:
value: "%{+Q}[ssl_c_der,base64]" 6
- name: X-SSL-Client-Der
action:
type: Delete

E1E HTTP I3k EHUTHIRETIR,

MERRBIRCLERE, TP, EHRIRL,

MERRHINLIETR, BXETIRESMRAR ALK, ES0H HTTP BB,
TEPRL R HUTRIREREY, WFERFLIETR Set 5 Delete HI1E,

0009

ERE HTTP bRk, MR t—1 value, ZERTLARZIRLIE ISR IIRPHFRF
&, 40 DENY, tHeILAZfER HAProxy FIEISEIRERBENIISE EXMERT, &
AIN—N S E.

==
SF HTTP M N B S RL1E, f7FRA fetchers 2 res.hdr #1 ssl_c_der,

SF HTTP EREBNSIRKLE, RTFRBIZKEXES N req.hdr #1 ssl_c_der, &K
FE R Bh A EER AT LAEFE lower 1 base64 i85,

3. RIS LAMES L E

2.9.14. {# B X-Forwarded Hr3k

& BT LU’ HAProxy Ingress Controller B i& A48 €t 40 HTTP trkHIZERE, HAS1E Forwarded #l
X-Forwarded-For, Ingress Operator {8 HTTPHeaders FEXECE Ingress Controller B
ROUTER_SET_FORWARDED HEADERS &7 &,

iz
1. N Ingress Controller it & HTTPHeaders F %,

a. EALUT 4% %% IngressController FFR :

I $ oc edit IngressController

b. £ spec T, f§ HTTPHeaders KB FE:% &7 Append. Replace. IfNone =k Never:
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apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:

name: default

namespace: openshift-ingress-operator
spec:

httpHeaders:

forwardedHeaderPolicy: Append

SN
ERSERBEREG, &bl :

e FEfF X-Forwarded-For 75k F A MERHASIE, REFMELLE Ingress Controller,
Z4¥ Ingress Controller Bg & J@id RIEWBITR KL%, MBEEIEE never ZKBE, AT, Ingress
Controller RRIXBEIRL, KN ARERRIBERASRRIERHMIRL,

® f¥ Ingress Controller B2 & @10 RIERHI N EBRIRIE A BB EF15 K L 1% & X-Forwarded-For 17
%o
Z ¥ Ingress Controller B2 NIE @i A EBR IR N ERE B 15K L 1% B X-Forwarded-For 11
3k, 1HIERE if-none $RB&, MR HTTP iHFRkBLE I A IR LE T2k, N Ingress Controller
KREBE. MRBRDIRL, RAEREBEIKIE, Ingress Controller &Nk,

EANREFFAAGR, &AL :

o MERFETNAREHNAEBNRIERFA X-Forwarded-For 173k,
ZRLE& Ingress Controller, LAMEIEARRZNTE MR B SREEHYIE R TRk Z 5 2 N AR IR A,
ETEN AR FEE B _ERIERR haproxy.router.openshift.io/set-forwarded-headers: if-none
= haproxy.router.openshift.io/set-forwarded-headers: never,

IR LARIE S H X E haproxy.router.openshift.io/set-forwarded-headers
SEfR, JRILTF Ingress Controller LB KB,

2.9.15. A HTTP/2 A O%#E

{5 LLTE HAProxy Ao BB BRIR BRI HTTP/2 158, LIhREEN BERFAREEFE HTTP/2 thilZh
B, SIEHE—EE. ILEE. Z #ARRES.

&R LUK BB Ingress Controller S{EEANERE/S A HTTP/2 i£#%,

BEEMZFIRE HAProxy B9 A HTTP/2, BEAIIEE—TBE LT, ERAKIESIIRET
SEER HTTP/2, X—REIZEGEREHLFE (NEF iRV ERERIE PO R EBEEFRERERE) /A
BN,

M HAProxy BN FATERF pod B REENRF HTTP/2 AT re-encrypt B8 M, MAi&MAF edge-terminated
F insecure B, FAEXMREINRERZ, E5EHIEER HTTP/2E, HAProxy EEHA

ALPN (Application-Level Protocol Negotiation) , ©&—1 TLS M B, XBWKE, mEIHH
HTTP/2 & F passthrough # re-encrypt B&H, MAERA T nsecure 3 edge-terminated B&H,
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BF

% FIE passthrough B&H, Ingress Controller &3 F % S ks E R EE SN BHERF
BERE, XEBKE, &F/ima LLEREE] Ingress Controller F1/:# HTTP/1.1, Ingress
Controller Al EIN AR/, W8 HTTP/2 FEMR HTTP/2 HENE M ik HTTP/1.1 ##E
HRER, MNRE iR ENEEEM HTTP/11 A E] WebSocket ¥, X&F3
[Al@, FH Ingress Controller J5i& ¥ WebSocket #4 4 B HTTP/2, WA NHE HTTP/2
BLEREF R WebSocket, H I, INMREE—NNARFEEEES WebSocket 158, NI
WSRVFER HTTP/2 thill, EHEEE IR TEAHE WebSocket 1%,

Pt 3
TE5#.— Ingress Controller L5 HTTP/2,

® 7 Ingress Controller L/ HTTP/2, iEHiA oc annotate fip4 :

$ oc -n openshift-ingress-operator annotate ingresscontrollers/<ingresscontroller_name>
ingress.operator.openshift.io/default-enable-http2=true

¥ <ingresscontroller_name> &#t /1 EEf#H] Ingress Controller B9 R,
HEBENEEFEAHTTP/2

o ENBANEHERMHTITP/2, iEHiA oc annotate 84 :

I $ oc annotate ingresses.config/cluster ingress.operator.openshift.io/default-enable-http2=true

72
IR AN AL YAML SRR INGERR -

apiVersion: config.openshift.io/v1
kind: Ingress
metadata:
name: cluster
annotations:
ingress.operator.openshift.io/default-enable-http2: "true"

2.9.16. J Ingress Controller EZi& PROXY 1/

4 Ingress Controller {# F HostNetwork = NodePortService i s 4 frSRBE LB, SKBEIEG AIALE
PROXY i, PROXY Wil {7 #ta%838E 15 1y Ingress Controller #EUH0E IR B RIAR M ikthit, R
taE P imitit AT A0k, T IERDEAN HTTP 52k, fERKIAECE A, Ingress Controller B EER TS
5 i #atas RERTIR i,

LERBAZFFIINEE, XM RFINERERZ, X AWS B Red Hat OpenShift Service E=FEAHIZ

17, IngressController & EFE RS 1 #i19%230, Ingress Operator RECE M EHE 2RSS, FHRER
BRI IR A EKE A PROXY i,

BF

RS Red Hat OpenShift Service on AWS #1450 £ 310 1 28 2 B 18 A PROXY T
=HfEA TCP,
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Digk

==
[=]

7E{# M Keepalived Ingress VIP I ETF & L AR

RERFEFHEENEIA Ingress
Controller 7% # PROXY 1,

AR

e B AIE— Ingress Controller,

it =

1. %% Ingress Controller %R :

I $ oc -n openshift-ingress-operator edit ingresscontroller/default
2. X{& PROXY ECiE :

o HIRIEM Ingress Controller £ hostNetwork lifi s & R skB§ KB, F
spec.endpointPublishingStrategy.hostNetwork.protocol F=FE& % &5 PROXY :

hostNetwork BZi& /) PROXY B9~

spec:
endpointPublishingStrategy:
hostNetwork:
protocol: PROXY
type: HostNetwork

o INRIRH Ingress Controller {#F NodePortService s A T sRBE KR, F
spec.endpointPublishingStrategy.nodePort.protocol FFEX % &~ PROXY :
nodePort Bi& >~ PROXY =l

spec:
endpointPublishingStrategy:
nodePort:

protocol: PROXY
type: NodePortService

2.9.17. {8 appsDomain £ T35 € &k S & 15
ENEBHERER, LU EE appsDomain FEXF N UM HBIEERIAERIHERRA

A, appsDomain FE& 2 Red Hat OpenShift Service on AWS IR LS, MAZIINME, &
domain FEHIEE, MREEETHEE, EREZNHBHABERAENNEM,

flan, 1EFLURIEA R DNS B A FEREFPIZ1THIN AR F BB A A D B9RIA S,

AR
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o RETE AWS &£&f FEE T Red Hat OpenShift Service,
e %I oc M HITHRE.
it =3
1. @A BRI RS E it B IERECE appsDomain FEX,
a. YwkH ingress EEREHR -

I $ oc edit ingresses.config/cluster -o yaml

b. JwkE YAML XX 44 :

Bl appsDomain E2i&}7 test.example.com

apiVersion: config.openshift.io/v1

kind: Ingress

metadata:
name: cluster

spec:
domain: apps.example.com ﬂ
appsDomain: <test.example.com> g

ﬂ BERINE, EREEREEEHNKIAE,
e A% - BTN ARRFBEBER Red Hat OpenShift Service on AWS EfithiZe i gyts, A LL
A Wik EBRFIZ apps, MAREINEIZ.

2. B RFEREF LR AHER, RIENARHEEEE appsDomain F B HiEENEE :

% o
ENTFEBRI, Z#F openshift-apiserver SERIA LB #,
a. DFFERH :

$ oc expose service hello-openshift
route.route.openshift.io/hello-openshift exposed

WA -

$ oc get routes

NAME HOST/PORT PATH SERVICES PORT
TERMINATION WILDCARD

hello-openshift hello_openshift-<my_project>.test.example.com
hello-openshift 8080-tcp None
2.9.18. ¥ HTTP fisk K /INE

FINBERT, HAProxy /NE HTTP ¥Rk &#R, 40, % Host: xyz.com Etf /7 host: xyz.com, #1R|H
NN HTTP PRk & AK/NEER, 15#F Ingress Controller
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spec.httpHeaders.headerNameCaseAdjustments AP| F & (TR EFIEN IBHIS TR, BRTi#H
A,

BF

®} Red Hat OpenShift Service on AWS & & HAProxy 2.8, R ItLiES5 M IE FH2aIE A
spec.httpHeaders.headerNameCaseAdjustments NS ENEE,

IS 3as
e B% %k OpenShift CLI(0c).
o MATLUFAEA cluster-admin B&IAE iR EE,

iz

E &R EE R, WA LAMER oc patch 543, ZUIXIE Ingress Controller YAML X {4 ARy
HeaderNameCaseAdjustments FEXSRi%#t HTTP irkIKRINE,

e {#F oc patch i B IXE— HTTP I3k K/NEIT R,

1. #i\ oc patch &5 HTTP host #1242X % Host :

$ oc -n openshift-ingress-operator patch ingresscontrollers/default --type=merge --
patch="{"spec":{"httpHeaders":{"headerNameCaseAdjustments":["Host"|}}}'

2. BN FRREFEREH -
I $ oc annotate routes/my-application haproxy.router.openshift.io/h1-adjust-case=true

PRI, Ingress Controller R1R{ETRE HZE host iF Krk.
o EJACE Ingress Controller YAML X4, {#F HeaderNameCaseAdjustments FE&15E i,

1. BLF Ingress Controller YAML ;RfU3F HTTP/115 KB host 12k H% ) Host, LUMERTLLEY
HFARERE

Ingress Controller YAML =4l

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
name: default
namespace: openshift-ingress-operator
spec:
httpHeaders:
headerNameCaseAdjustments:
- Host

2. LR RAIEEES, FH haproxy.router.openshift.io/h1-adjust-case JX /5 X HTTP MR
PRk BRI R NEIFEE

H YAML 341

I apiVersion: route.openshift.io/v1
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kind: Route
metadata:
annotations:
haproxy.router.openshift.io/h1-adjust-case: true ﬂ
name: my-application
namespace: my-application
spec:
to:
kind: Service
name: my-application

Q ¥ haproxy.router.openshift.io/h1-adjust-case % & true,

2.9.19. KRR EYE

&7 LLF HAProxy Ingress Controller BEi& 5 N4 E MIME KRB 2 HIEEREZR L4, ERILUMER
mimeTypes £ & Y 455 FAEIF MIME REBIMIE, KB EIE : application, image, message,
multipart, text, video, SilF B — "X-" BIRMEE KB, BEHE MIME REMTFRBMTERTE, &
2% RFC1341,

NEFDENREFARRIFRAERE, WH, MRS HXE LA 885 RIER, 3k
BERHNENRARFHKIENFARIIRK,

FIEFTE MIME RBMESH 22, 1B HAProxy DA R BRI RN 2L 48, BEm
&, XAKX (W html css M js) SEHEIVINE, BELEHOER (KK, F
M) TRERRNFBEERGERFEM T ERERSHFL,

ik
1. 4 Ingress Controller B¢ & httpCompression F .

a. EALUT 4% k% IngressController FFR :

I $ oc edit -n openshift-ingress-operator ingresscontrollers/default

b. £ spec T, ¥ httpCompression FKEEFELIXE N mimeTypes, F187E N 1% E4ERY
MIME KEFIZK -

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
name: default
namespace: openshift-ingress-operator
spec:
httpCompression:
mimeTypes:
- "text/html"
- "text/css; charset=utf-8"
- "application/json"
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2.9.20. A ZRTER

IR E BN S 1T IR 1936 £ LA Prometheus #& /A FF HAProxy BRI 28518, AEBIEIRKENRERS
(40 Prometheus) BILAIA] HAProxy B&EHERIETR. AT LAENI FEERALL HTML MR FILLES 2 fRH
B (CSV) R EE HAProxy B H 2R,

=55
o (REMIAKEEECE YT FRIASTT EER O 1936,

it
1. JZITLU T an 5 RIKEXEE B 25 pod &

I $ oc get pods -n openshift-ingress

i Bl
NAME READY STATUS RESTARTS AGE
router-default-76bfffb66¢c-46qwp 1/1  Running 0 11h

2. FRENEREHBRMA A MFENY, KBS Pod FE7E /var/lib/haproxy/conf/metrics-
auth/statsUsername #1 /var/lib/haproxy/conf/metrics-auth/statsPassword X {4 :

L IBITUTeRRIKEAI A

I $ oc rsh <router_pod_name> cat metrics-auth/statsUsername
b. iZITUA T ep & RIKENE RS -

I $ oc rsh <router_pod_name> cat metrics-auth/statsPassword

TUUTar 4, IKEXEREES IP FHEPRIES -

w
fﬁ[l

I $ oc describe pod <router_pod>

TLLT 44, LL Prometheus S RIRENRIBSITER -

»
fﬁﬁ

I $ curl -u <user>:<password> http://<router_IP>:<stats_port>/metrics

TTUL T e m kL £ M5 RIHETF

ol
™

I $ curl -u user:password https://<router_IP>:<stats_port>/metrics -k
6. IBITLAT S, VilFEAIARY stats iRm0 1936 :

I $ curl -u <user>:<password> http://<router_IP>:<stats_port>/metrics

VAR R

I # HELP haproxy_backend_connections_total Total number of connections.
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# TYPE haproxy_backend_connections_total gauge
haproxy_backend_connections_total{backend="http",namespace="default",route="hello-
route"} 0
haproxy_backend_connections_total{backend="http",namespace="default",route="hello-

route-alt"} 0
haproxy_backend_connections_total{backend="http",namespace="default",route="hello-
route01"} 0

# HELP haproxy_exporter_server_threshold Number of servers tracked and the current
threshold value.

# TYPE haproxy_exporter_server_threshold gauge
haproxy_exporter_server_threshold{type="current"} 11
haproxy_exporter_server_threshold{type="limit"} 500

# HELP haproxy_frontend_bytes_in_total Current total of incoming bytes.
# TYPE haproxy_frontend_bytes_in_total gauge
haproxy_frontend_bytes_in_total{frontend="fe_no_sni"} 0
haproxy_frontend_bytes_in_total{frontend="fe_sni"} 0
haproxy_frontend_bytes_in_total{frontend="public"} 119070

# HELP haproxy_server_bytes_in_total Current total of incoming bytes.

# TYPE haproxy_server_bytes_in_total gauge
haproxy_server_bytes_in_total{namespace="",pod="",route="",server="fe_no_sni",service="
ll} 0
haproxy_server_bytes_in_total{namespace="",pod="",route="",server="fe_sni",service=""}

0

haproxy_server_bytes_in_total{namespace="default",pod="docker-registry-5-
nk5fz",route="docker-registry",server="10.130.0.89:5000",service="docker-registry"} 0
haproxy_server_bytes_in_total{namespace="default",pod="hello-rc-vkjgx",route="hello-
route",server="10.130.0.90:8080",service="hello-svc-1"} 0

JTIEN S HR I ALLT URL EE5) stats B -

I http://<user>:<password>@-<router_IP>:<stats_port>

8. A%k : @IFFEN YT 2RI ALLT URL 3IKER CSV AMLITER -

I http://<user>:<password>@<router_ip>:1936/metrics;csv

2.9.21. B & X HAProxy FE= ARG N TTE

ENEBREIER, EAILUN 503, 404 SN IR TTETEE B E IR N TH,. HNA Pod %A

i217HF, HAProxy BRHZRSIRM— 503 f5iRTimE, fNRIERM URL REFE, Nl HAProxy IRHZRRIZ

# 404 $5 R TUmE, 50, aDS'EfE\E/Ex 503 RIS TTE, WM A Pod RiZz1TH &M TIE, HA
HAProxy B&E 23 7 A IEFARIER FH AN F/E RIS IR L BRIABY 404 $51RAHY HT TP I 5 U1

B E R ARSI TTEE B B ST P8 E, RFIEHNE Ingress Controller, EREMRETHA A AR
%%, WTFFIE : error-page-503.http # error-page-404.http.

BE X HTTP SR A5 R U1 2 EAE HAProxy HTTP $5iR TTEEL B8R . LU FREIA Red Hat

OpenShift Service on AWS HAProxy B&ER 28 http 503 BRI N T E IR A, SR MERBRIARE/E
NEREOBEBESHEE L IUH
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https://raw.githubusercontent.com/openshift/router/master/images/router/haproxy/conf/error-page-503.http

&5 23 RED HAT OPENSHIFT SERVICE ON AWS H1J INGRESS OPERATOR

RINBERT, YNAREZITHERAAREBSAEFEIER, HAProxy BEHZF(URME— 503 5% TTUHE
XANBINIT NS Red Hat OpenShift Service on AWS 4.8 & B R RAMIT HER., ﬁﬂ%aﬁ?ﬁd tATF E E
MCHTTP (R MmN WE B, BEFERMNEBEE X HTTP 8RR TIE, HAESSSREIRIAN
404 =% 503 RSN T E.

p= =
INRIEFEFH Red Hat OpenShift Service on AWS BR1A 503 5 1RCHS TUEE 1 B & L HIHE
R, XL EE— N LUER CRLF T4 EMIJREER.
it =3
1. 1 openshift-config an & 22 B 03—~ %5 my-custom-error-code-pages FIEZ EL ST :

$ oc -n openshift-config create configmap my-custom-error-code-pages \
--from-file=error-page-503.http \
--from-file=error-page-404.http

BF

ﬁﬂ%/x‘ﬁ_jjEEX%Hlﬂeﬁﬁ%ﬂﬁfJ\ET EIEFRBEN, NS HIERAE pod H
T, EARRILART, /0 BRSE IE AL & AR F I BR 2 RN Y BE B 28 pod, LAE
ERIERINEREFRIZEE.

2. %I Ingress Controller #4T%h T LAMR#E R #75| B my-custom-error-code-pages Bt &S :

$ oc patch -n openshift-ingress-operator ingresscontroller/default --patch '{"spec":
{"httpErrorCodePages":{"name":"my-custom-error-code-pages"}}}' --type=merge

Ingress Operator 5 my-custom-error-code-pages Bt EBL 41 M openshift-config 5 £ 22 5] £
%l openshift-ingress & %[, Operator 1R#E openshift-ingress %% 22 [A| AR
<your_ingresscontroller_name>-errorpages i & fc & B 51,

3. BRER :

I $ oc get cm default-errorpages -n openshift-ingress

it~
NAME DATA AGE
default-errorpages 2 25s ﬂ

ﬂ BoEM ST R FR~~ default-errorpages, & default Ingress Controller B E MR
(CR) B#1&1h,

4. WINEEBE SR N T mMEEEM AN EEHTIRESRES, HhiEMHTEEEEEE L
HTTP SR A N B S -

o WF 503 HENHTTP BE VAHACHL

$ oc -n openshift-ingress rsh <router_pod> cat
/var/lib/haproxy/conf/error_code_pages/error-page-503.http
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o NIF 404 BE N HTTP BE YRS -

$ oc -n openshift-ingress rsh <router_pod> cat
/var/lib/haproxy/conf/error_code_pages/error-page-404.http

ik
IUE B E RS HTTP IR, -
1. SN B N BRERE

I $ oc new-project test-ingress
I $ oc new-app django-psql-example

2. XfF 503 BE X http FERAHIERL -
a. RIENAMMERSSE.
b. JZTLLT curl S8 HRAEN b dz P U RIBR A EAL A -

I $ curl -vk <route_hostname>

3. XfF 404 BE X http FERACHIERL -
a. Vi RN TERI RS A S RE FA AN IE AR,
b. JZTLLT curl S8 HRAEN b2z P U RIBR A EAL A -

I $ curl -vk <route_hostname>

4. 17 haproxy.config X/ H) errorfile B R 1EH :

I $ oc -n openshift-ingress rsh <routers> cat /var/lib/haproxy/conf/haproxy.config | grep errorfile

2.9.22. ¥%i& Ingress Controller & KiE %K

RS A P LUK E OpenShift BRHZREBBHNR AR EEEL, ERILUEHN AR Ingress Controller 3&
REREEN,

AR
o LITRIZIEBEHIET Ingress Controller

iz
® 3 Ingress Controller, LLEEE HAProxy BIEx KiEHEEL

$ oc -n openshift-ingress-operator patch ingresscontroller/default --type=merge -p '{"spec":
{"tuningOptions": {"maxConnections": 7500}}}'
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Digk

==
[=]

INRIBKEE T KT HEHRERSH spec.tuningOptions.maxConnections

&, M HAProxy HERERED., BRXNSENELER, 1HSM Ingress
Controller EBiE S & 2 A RIZR,

2.10. RED HAT OPENSHIFT SERVICE ON AWS INGRESS OPERATOR Ffc
B

TRIEFEHANYET Ingress Operator BIZHME, LARLIIGIL = A Sett TH2H (SRE) 2 E4EY Red Hat
OpenShift Service on AWS FRBXNE

3 2.3.Ingress Operator 5K

Ingress 40 HIAECE ?
Scaling Ingress Controller SRE =
Ingress Operator thread count SRE =
Ingress Controller 1i[7] B & SRE =
Ingress Controller 4 F SRE =
Ingress Controller B&H# A 5B SRE =
Ingress Controller BEZFFE& SRE =
Ingress Controller X-Forwarded #73k SRE =
Ingress Controller & H %4 SRE =
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25 3 Z AWS LOAD BALANCER OPERATOR
AWS Load Balancer Operator (ALBO) @418 1 Operator, FF RILLESEMHE SRE EHEH Red
Hat OpenShift Service on AWS (ROSA)S R ER¥x, ALBO EIE AWS EIEHY AWS Load Balancer

Controller (ALBC)M 4w EHE, ©H7E ROSA LB HIZ1THIN FATZF & & AWS Elastic Load Balancing
v2 (ELBV2)AR%.

3.1. 2% AWS LOAD BALANCER OPERATOR

INRHRFELER, EATLUIZRLEE AWS Load Balancer Operator (ALBO),

FoRFM

o BB —PIAEM Red Hat OpenShift Service on AWS (ROSA)&EEE, BEZ N TAKAZ)ERT
Z%4H bring-your-own-VPC (BYO-VPC)EL &,

o A LUEMEHA dedicated-admin & & R 5EEE,
o {REILLVIFI O ROSA & VPC F1F M,

o %% ROSA CLI (rosa).

o BEZ&% Amazon Web Services (AWS) CLI,

e B%%k OpenShift CLI (oc) &

o & OpenShift Container Platform (OCP) 4.13 sk B & iR A,

BF

W 2sE ALBO LU T AWS Local Zone (LZ)HH) ROSA &S, K E B AWS
LZ, FH AWS Elastic Load Balancing v2 (ELBV2)BRSS I /II1E AWS LZ HiR 4,

it =

L BT TS, RAISEEEMZEN ID #1528 OpenlD Connect (OIDC) DNS :

a. TE ROSA 5&F INFRAID :

I $ rosa describe cluster --cluster=<cluster_name> | grep -i 'Infra ID'

=

I $ oc get infrastructure cluster -o json | jq -r ".status.infrastructureName'
b. iH%] ROSA & %% OIDC DNS:

I $ rosa describe cluster --cluster=<cluster_name> | grep -i 'OIDC'

REMSHHE., HEELIRRAEUEHNS ERFERILIER.,
2. O ALBO FREEHI AWS IAM ZREBE :
a. LB HE dedicated-admin B BHA - B{pE 5% ROSA £8, HERUTHSUEHIE :
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I $ oc new-project aws-load-balancer-operator
b. MUTEERBOEEHOUEN AWSIAM A :

$ IDP="{Cluster_OIDC_Endpoint}'
$ IDP_ARN="arn:aws:iam::{AWS_AccountNo}-oidc-provider/${IDP}" )
$ cat <<EOF > albo-operator-trusted-policy.json

{
"Version": "2012-10-17",

"Statement”: |
{
"Effect": "Allow",
"Principal™: {

"Federated": "${IDP_ARN}"
b
"Action": "sts:AssumeRoleWithWebldentity",
"Condition": {
"StringEquals™: {
"${IDP}:sub": "system:serviceaccount:aws-load-balancer-operator:aws-load-
balancer-operator-controller-manager”
}
}
}
]
}
EOF

@ I {AWS AccountNo} EHLNIER) AWS #Kk*5S, 4% '{Cluster_OIDC_Endpoint} &t
N IEHRIZATE AR AR OIDC DNS,

BF

1£4% {Cluster_OIDC_Endpoint} &#: 5z Bit1iR#Y OIDC DNS I, RESS
OIDC DNS URL HJ https 889, REETE URL F:EE /| NFBEFER.

BXHNAWS IAM AELERETRBHNEZER, B35 AN ETERES IAM AE—EE
1,

c. ERERMEERBUEFNILAR

$ aws iam create-role --role-name albo-operator --assume-role-policy-document
file://albo-operator-trusted-policy.json

$ OPERATOR_ROLE_ARN=$(aws iam get-role --role-name albo-operator --output json |
jq -r .Role.Arn")

$ echo SOPERATOR_ROLE_ARN

BXRUEAWSIAM BEHNESER, HSHE IAM AR,
d. ¥ Operator BN FRERBEHMIINEIA & -
$ curl -0 albo-operator-permission-policy.json

https://raw.githubusercontent.com/openshift/aws-load-balancer-operator/release-
1.1/hack/operator-permission-policy.json
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$ aws iam put-role-policy --role-name albo-operator --policy-name perms-policy-albo-
operator --policy-document file://albo-operator-permission-policy.json

BHXTE AWS IAM BEFHRIMN AWS IAM R EZER, EHESH HINFMHER IAM S5
R,

e. %R Operator BJ AWS EiIE :

$ cat <<EOF> albo-operator-aws-credentials.cfg

[default]

sts_regional_endpoints = regional

role_arn = ${OPERATOR_ROLE_ARN}

web_identity_token_file = /var/run/secrets/openshift/serviceaccount/token
EOF

BXREAEEIEXHENEZER, 1ESH £ Amazon Web Services Security Token Service
RERFIIER,

f. A% AWS EIEAIE Operator #EiE secret :

$ oc -n aws-load-balancer-operator create secret generic aws-load-balancer-operator --
from-file=credentials=albo-operator-aws-credentials.cfg

3. 8 AWS Load Balancer Controller (ALBC)FTEsH AWS IAM ZREE :

a. NIENBMRREBRFEREEREMH., LT RAIER OpenlD Connect :

$ IDP="{Cluster_OIDC_Endpoint}'
$ IDP_ARN="arn:aws:iam::{AWS_AccountNo}:oidc-provider/${IDP}"
$ cat <<EOF > albo-controller-trusted-policy.json
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "${IDP_ARN}"
b
"Action": "sts:AssumeRoleWithWebldentity",
"Condition": {
"StringEquals™: {
"${IDP}:sub": "system:serviceaccount:aws-load-balancer-operator:aws-load-
balancer-controller-cluster"
}
}
}
]
}
EOF

b. FERAEMMEERBOUEFINILAR

$ aws iam create-role --role-name albo-controller --assume-role-policy-document
file://albo-controller-trusted-policy.json
$ CONTROLLER_ROLE_ARN=$(aws iam get-role --role-name albo-controller --output

54
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json | jq -r ".Role.Am")
$ echo $CONTROLLER_ROLE_ARN

c. FHEFIZSRHTRRIEMMEIAE -

$ curl -o albo-controller-permission-policy.json
https://raw.githubusercontent.com/kubernetes-sigs/aws-load-balancer-
controller/v2.4.7/docs/install/iam_policy.json

$ aws iam put-role-policy --role-name albo-controller --policy-name perms-policy-albo-
controller --policy-document file://albo-controller-permission-policy.json

d. HRIEHIZRE AWS EiE :

$ cat <<EOF > albo-controller-aws-credentials.cfg
[default]

sts_regional_endpoints = regional

role_arn = ${CONTROLLER_ROLE_ARN}

web_identity_token_file = /var/run/secrets/openshift/serviceaccount/token
EOF

e. {FRSEMBY AWS Eil 02 1EH 2380 EIE secret :

$ oc -n aws-load-balancer-operator create secret generic aws-load-balancer-controller-
cluster --from-file=credentials=albo-controller-aws-credentials.cfg

4. %?MEEJLHJ\\DDFF[HEE’J*T_L :

a. LU {Key: Value} TR R INEIFEE ROSA £8EM VPC LU RFIEFMH, 1§ {Cluster
Infra ID} & 7 Z B8 EHI Infra ID:

I * kubernetes.io/cluster/${Cluster Infra ID}:owned

b. JLLF ELBv2 {Key: Value} i+ RINEIZ FAFM, el LULEMERIMEIAHFR A -

e ETHFM : kubernetes.io/role/internal-elb:1

o /NHFM : kubernetes.io/role/elb:1

/ xE
% A L PR A PO 38 17 S M SRS L T AR TR 0 AZ rh B,

AXE AWS FHRRNINGE: (81F VPC HIFM) MEZER, 1ESH 1 Amazon EC2

{/—r
LZ‘/

BF

ELBv2 %R (40 ALBO 6l #) ALB #1 NLBs) A~E4kE - ROSA EEE1%
%E’J E EX*T\_LO ,L,\M\fﬁ%‘éﬁjj X%%/@IQ%*T\_LO

5. B/ ALBO :

I apiVersion: operators.coreos.com/v1
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kind: OperatorGroup
metadata:
name: aws-load-balancer-operator
namespace: aws-load-balancer-operator
spec:
upgradeStrategy: Default
apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: aws-load-balancer-operator
namespace: aws-load-balancer-operator
spec:
channel: stable-v1.0
installPlanApproval: Automatic
name: aws-load-balancer-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
startingCSV: aws-load-balancer-operator.v1.0.0

6. ] AWS ALBC :

apiVersion: networking.olm.openshift.io/v1
kind: AWSLoadBalancerController
metadata:

name: cluster
spec:

subnetTagging: Manual

credentials:

name: aws-load-balancer-controller-cluster

BF

E N AWS ALBC A& S AZ #1 AWS LZs *EEB) ALB, ATLL ROSA &£
Plse®2 5 AWS LZ sk AZ X8k, 1BAREERA 0% ALB,

BXAWSALBCEEMELER, HSHUTEM :
o fIBZAAO
o RMMTLS#LE
o ZTTLUT O HRABINRER
1. RSB A pod IR :

I $ oc get pods -n aws-load-balancer-operator

2. EEVBHHER :

$ oc logs -n aws-load-balancer-operator deployment/aws-load-balancer-operator-
controller-manager -c manager
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BREUEHN ROSA ERHPIZITHN ARFEOIET ELBv2 MIFAIMER, HS M OIE AWS Load
Balancer Controller £,
3.2. H1E; AWS LOAD BALANCER OPERATOR

FEN%E AWS Load Balancer Operator (ALBO), FX#EXFIRHATEMAER, HHITUL TSI,

it =

1. BiTAHERE ALBO GBI FIEIEM Load Balancers BB RBIN BIEF. BXMIER A EISEIEMN
BEZER, 1ESH RN ERERE 7 EEEEs,

2. MERARIEIFMFE VPC 1%, LLRAIE Application Load Balancers (ALBs) ;& AWS VPC
%, MEBRZER, BSH SR,

3. @i MIBR ALBO #1 Application Load Balancer Controller (ALBC)3;5IE ALBO Hit, INEES
ER, ESH MEEHMIFR Operator,
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55 4 Z OPENSHIFT SDN 2R\ CNI P48 LR 5

4. HIERR%Z %

M Red Hat OpenShift Service on AWS 4.14 Fr4f, OpenShift SDN CNI E#FFH. M Red
Hat OpenShift Service on AWS 4.15 FF18, MR B REMIET, ELAEMA TR
A, ITXUMHBR OpenShift SDN R%& i@ M, HABHEZRF. LIBMEM PRI IX N IIEER
HRFHRMEEMTE, BFSBRHXNINEE. 9 OpenShift SDN CNI 9L,
IRE LUEF OVN Kubernetes CNI,

411 kX T % &
BIGER IP %1%, RIBEAENTERTS IP thit,

BE
o B, ZRHREATEFEDHAKMS LI, EFRB—TEHRBRAR,
o NBERT, MLERBEPIMRZEFPNREEE, B, SHTIMLRIEH

B, MR SMAERIERNSREAREAT SE, WRARIFSE B
— deny-all P58, 12/ FAZASHRRARY, SERFEIE I EN 5 BO9RI,

BINER T, Red Hat OpenShift Service on AWS [AIMZ B REWEEA, NREMA OpenShift SDN R4
i, ALUREESNNEEBASE.

£ networkpolicy fEE & A OpenShift SDN M HEA -

® pod XENLBPIERFEXZNE A HEAM pod, MEFEE NetworkPolicy *f &, BfE
EXF @ BB EN, Pod @I LA TEE.

o —ANIBEHM pod X EMLBHIESFKEXEMEMEMTTIE FH pod, BMEFEARVTIE FB
% NetworkPolicy X,

LA multitenant fEE R E A OpenShift SDN FI4SHEART -
e pod AENZBHIESFEXETE PEIRTE HM pod,

o RARSNIBEESHE—EHFASNMEANIE LMERAT SR/, —DIEFM pod XEHZ
BRIEGF 2 EEBEMTE I pod,

4.1.2. 5 A pod A %1%
ReI LAY B f5 A pod [H] 21,

e % OpenShift CLI (oc) .

o T I{FEAESR cluster-admin = dedicated-admin A& - & LR,

it
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o ZITLATa®, NWIBEAZE. FRBEFASENIENATIIE R <namespaces,

$ oc annotate netnamespace <namespace> \
netnamespace.network.openshift.io/multicast-enabled=true
Safla

5
ERUTMERERAT S, HRRUTER

1 R ERITIEERNE RS BNIIE, FRTEZ2EH <projects,
I $ oc project <project>
2. A& pod LME N % iEIEWER -

$ cat <<EOF| oc create -f -
apiVersion: v1
kind: Pod
metadata:
name: mlistener
labels:
app: multicast-verify
spec:
containers:
- name: mlistener
image: registry.access.redhat.com/ubi9
command: ["/bin/sh", "-c"]
args:
["dnf -y install socat hostname && sleep inf"]
ports:
- containerPort: 30102
name: mlistener
protocol: UDP
EOF

3. B pod LMENZIB AL XD

$ cat <<EOF| oc create -f -
apiVersion: v1
kind: Pod
metadata:
name: msender
labels:
app: multicast-verify
spec:
containers:
- name: msender
image: registry.access.redhat.com/ubi9
command: ["/bin/sh", "-c"]
args:
["dnf -y install socat && sleep inf"]
EOF

4. EMHZIRE OSUETIFH, FEiIZBLERER.

~ XB4E DAA B4 1D Hhtk -
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a. IANIT I VYU HJ S -
I $ POD_IP=$(oc get pods mlistener -o jsonpath='{.status.podIP})
b. MIALL T REZHBEINER :

$ oc exec mlistener -i -t -- \
socat UDP4-RECVFROM:30102,ip-add-membership=224.1.0.1:$POD _IP fork
EXEC:hostname

5. BBhEREL I,
a. FKEX pod M%% IP HlESEH -

$ CIDR=$(oc get Network.config.openshift.io cluster \
-0 jsonpath='{.status.clusterNetwork[0].cidr}")
b. BXEZREER, WHWWALTHS :

$ oc exec msender -i -t -- \
/bin/bash -c¢ "echo | socat STDIO UDP4-
DATAGRAM:224.1.0.1:30102,range=$CIDR,ip-multicast-ttl=64"

MBLBEETNE, N E—NHESSRELLTHH :

I mlistener
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55 53 ROSA £ EIE

55 5 Z ROSA S EFHIMIZS S5 E
L% 5F Red Hat OpenShift Service on AWS (ROSA)SEEFERERITIA B Virtual Private Cloud (VPC)H,
S # X R BN F M OB AN AL EhET, MERIFRERBEIT. BERBIFENMSKLEEFRH
DRER, RITFEERERARLLE R,

AT LAF a7 MR B IR A SRR E.

5.1. 7 f# ROSA SREFRIMZE 50 Ik

L 1%5F Red Hat OpenShift Service on AWS (ROSA)SREFEREEITIA R Virtual Private Cloud (VPC)H

IF, SkfE SRR FMOERAIARINERRET, MBI BENE1T. XBBTFEEEERIANFHERE
EI‘EJ Hmo

%4 {8 Red Hat OpenShift Cluster Manager # & R LRI, R7E Virtual Private Cloud (VPC)FMi%
B EPRFRRARFHM ID FEHAZTEINE, MREFERTEAENEIH ROSA CLI (rosa) il
£, IR ERTRMEMEN VPC WAEREZT. MRBESFENRINIERTEA CLI, NKE
RTEEROIERIIIENIFA,

LRI BB FRNZ0E, BIMBHIERREFM, LIRRTEE &350 A0 DUE R ML E
%,

BEIMKAISIETEME, SRCRAERRS BE. ICRREMFILRENLSR, SEEANSERER R, &
AUERRZERTRRAR LI, HFERERERERNRINE.

LR LN E R F BT MBI, XA EERERNERIEERFNNAERE. BXFihoiTMLE
Kbt EF IR, ES FarsiTM2E5 ik
5.2. MARIERERISE
MGRAIEEEL T NEK -
o REMMEBER(VPC)HFHE.
o FBEIREFWERET VPC,
e VPC B/3 H enableDnsSupport.

e \/PC 22 enableDnsHostnames.,

egress A AT AWS [ NI S0 R B P IEEMIFR SR OEHE.

5.3. Gipt BRI IR

IR B A B RMLEE B AR Red Hat OpenShift Service on AWS (ROSA)SEBEEREZIIIA M Virtual
Private Cloud (VPC)S&E&fH, EaI LA B IR IIIE,

MREECBRERN S MATIE, FREARRNFFRS. &G, BAUBRINHE, REF
IBATRLEARIE, SRIERED A R BR A RS HRRS.

{81/ OpenShift Cluster Manager 5iid A543 IE

Z{#F Red Hat OpenShift Cluster Manager f$5& B R &R EIINAR VPC I, A LUETIE Virtual Private
Cloud (VPC)FMIi& BT I 1% Bypass network 31 34555 B shiiiE,
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5.4. FozfT Mg IE

1E AWS (ROSA)5Bf E %%k Red Hat OpenShift Service &, &R LUFEF Red Hat OpenShift Cluster
Manager 8 ROSA CLI (rosa)F iz 1T RS RiEie 2,

{81/ OpenShift Cluster Manager F&a TR EIE
& LU#E A Red Hat OpenShift Cluster Manager FEI1E AWS (ROSA) S EE 24T RIS IIER 2,

FoRFM
o EHE—ITIAK ROSA £E.

o EMEKHEE, AEARHIHERAR,

ik =
1. # AZE| OpenShift Cluster Manager FikFEIRHIERE,

2. M Actions THIZHAi%HE Verify networking.

{5 CLI FahafTM%IEuE
RET LU ROSA CLI (rosa) EHN1E AWS (ROSA)EEE EiZF ML IITh %

SEATFSINIERS, EALEE—4 VPC T ID AR L.

FERFH
o MEALREFNLELREHEE T &I ROSA CLI (rosa),

o EHE—TIAK ROSA £E.

=

o MEKHFEE, AEARHIHRAR,

Pt =
o FRAUTHEZ —RILMKEE
o RITIEEEBHLMELIEMAEE. FM D KERMNE

I $ rosa verify network --cluster <cluster_name> ﬂ

ﬂ ¥ <cluster_name> & 1 EEEFHI R TR,

it Bl

I: Verifying the following subnet IDs are configured correctly: [subnet-
03146b9b52b6024cb subnet-03146b9b52b2034cc]

I: subnet-03146b9b52b6024cb: pending

I: subnet-03146b9b52b2034cc: passed

I: Run the following command to wait for verification to all subnets to complete:
rosa verify network --watch --status-only --region us-east-1 --subnet-ids subnet-
03146b9b52b6024cb,subnet-03146b9b52b2034cc

» FRIRFTE FRBYRIEE M

62


https://console.redhat.com/openshift

55 53 ROSA £ EIE

$ rosa verify network --watch \ﬂ

--status-only \ g
--region <region_name> \ 6

--subnet-ids subnet-03146b9b52b6024cb,subnet-03146b9b52b2034cc

o

watch TR RN T BIRTE FRERAL T RIS (% IR IE FE Mo

status-only TR &R L MLEEIEZ1T, MEROIHEHMRE, 0 subnet-123 (i
RIEHTHREUE) . ABERT, MREEXMNET, *iber S ARA L
%F 48 E F W BYSIE,

BALLES 2 FHIFM ID FIFRFTRIUE, MNREEMAFMAEE, NERFH
'subnet-<subnet_number> not found BEEEERRMZ KIEER, BFRRKET
MO

o
2]
@ (ERES AWS REGION S RIVEE AWS K.,
4]

i th o Bl

I: Checking the status of the following subnet IDs: [subnet-03146b9b52b6024cb
subnet-03146b9b52b2034cc]

I: subnet-03146b9b52b6024cb: passed

I: subnet-03146b9b52b2034cc: passed

R’
Z i SE RIS RN FIR, & LATEIZ1T rosa verify network S5/ & & --debug &
#,

o BITIEE VPC FM ID I IEMLEECE, 1§ <region_name& gt; B KM AWS X1, 1§
<AWS_account_ID > & HEB AWS K ID -

$ rosa verify network --subnet-ids 03146b9b52b6024cb,subnet-03146b9b52b2034cc --
region <region_names> --role-arn arn:aws:iam::<AWS_account_ID>:role/my-Installer-
Role

it Bl

I: Verifying the following subnet IDs are configured correctly: [subnet-
03146b9b52b6024cb subnet-03146b9b52b2034cc]

I: subnet-03146b9b52b6024cb: pending

I: subnet-03146b9b52b2034cc: passed

I: Run the following command to wait for verification to all subnets to complete:
rosa verify network --watch --status-only --region us-east-1 --subnet-ids subnet-
03146b9b52b6024cb,subnet-03146b9b52b2034cc

» FRIRFATE FRBYRIEE M

$ rosa verify network --watch --status-only --region us-east-1 --subnet-ids subnet-
03146b9b52b6024cb,subnet-03146b9b52b2034cc
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it Bl

I: Checking the status of the following subnet IDs: [subnet-03146b9b52b6024cb
subnet-03146b9b52b2034cc]

I: subnet-03146b9b52b6024cb: passed

I: subnet-03146b9b52b2034cc: passed
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3 6 & ESASEHENE

INREFEAIAB Virtual Private Cloud (VPC), f&BLIFE Red Hat OpenShift Service on AWS (ROSA)
ERLZIRPHALREEHFEERISCHNAE, SEERANREN, ROEHAMIBELAD R B
M, BREREA - TEE,

:"' ;i%i
s g ARAERRRGHORESWNE, SENTMLNE APIBIEA,

MRGERECHAE, EFRETIEHNARETAY, MIRRETTAR, XS IERFRREM
X Frit.

6.1. L ESRASEHE N ER TR Z M
ZERESICEEMNE, BRIHRUTER, SEEREIBRIILEFEENEN, XEEREW.
BAEK

o MEKEMBEE,

o RBYIK B RILHITRR,

o EEHF—/IIAM Virtual Private Cloud (VPC),

o EERLIVIAIEAFHY VPC F1 VPC IR AFM, AIEHAILIM VPC EEFLIKR VPC WL AF

7]
o RETE VPC immHRinT U TFifmR :

o ec2.<aws_region>.amazonaws.com
o elasticloadbalancing.<aws_region>.amazonaws.com

o s3.<aws_region>.amazonaws.com
FEX LR FRETEK T REI AWS EC2 API MiE K, HTFREERRIIIMARE T REH
T, HBERIHET AWS T M XLFHREEEE AWS EC2 API, ERERSSEHH
RYFFIRAFARI EC2 API B9 3 IP Hitit 2 R,

BE
EFERAEESERENAER, BJF s3.<aws_region>.amazonaws.com Ui 52
BoiE N8 Gateway,
[FEET
. QD%‘TE’JPCEEE%EDD%H:& OE, MeaosigfmOHE 08 R, TRIRHE TIXLEHNRE
TQ

o EHIRIERHEFRELT OpenShift URL BIEHTHINE :
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observatorium-
mst.api.openshift.com

sso.redhat.com

o EBIRIERRTHERRIL T 4 = A] St T2 (SRE)FEIE URL :

*.osdsecuritylogs.splunkcloud.com

HE

inputsi.osdsecuritylogs.splunkclou
d.cominputs2.osdsecuritylogs.splu
nkcloud.cominputs4.osdsecuritylog
s.splunkcloud.cominputs5.osdsecu
ritylogs.splunkcloud.cominputs6.os
dsecuritylogs.splunkcloud.cominpu
ts7.osdsecuritylogs.splunkcloud.co
minputs8.osdsecuritylogs.splunkcl
oud.cominputs9.osdsecuritylogs.sp
lunkcloud.cominputs10.osdsecurity
logs.splunkcloud.cominputs11.osds
ecuritylogs.splunkcloud.cominputs
12.osdsecuritylogs.splunkcloud.co
minputs13.osdsecuritylogs.splunkcl
oud.cominputsi4.osdsecuritylogs.s
plunkcloud.cominputs15.osdsecurit
ylogs.splunkcloud.com

http-inputs-
osdsecuritylogs.splunkcloud.com

HEHR

o BXHMAAWS 2SR (STS)M ROSA B MZ ek, 155

AWS SR &4,

66

htt e

ps/
443

. ATEEM OpenShift FFE &N,

htt https://cloud.redhat.com/openshift i 52

ps/  {#F sso.redhat.com RIS HLIESE T

443  &B¥ pull secret, F{EF Red Hat SaaS f#
RARFKFACITH, SEFRMIT TG
AR 12,

tcp splunk- forwarder operator A N—H
/99 ,ui???'iiﬂﬁlf it Red Hat SRE B F&ETFH
97 HHIER,

htt splunk- forwarder operator B H—1H
ps/ ,b\%ﬁ'iiﬂﬁ'f #t Red Hat SRE B F&EFH
443 EWEIR,

S {#EA STS B9 ROSA #


https://cloud.redhat.com/openshift
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/prepare_your_environment/#rosa-sts-aws-prerequisites

P 6= RMESECoHAHE
o HXAFEMA STS M) ROSA BRI AN, ESH ROSA By AWS JeR 54,

6.2. AftfSEMA LB
MBERBGHOEERHE, EREATUTEK :
o BREMEERHLNNEESR
o WIRIEH (SIS SAETHNEERAEH, BRidH
o RERZIE, HNMIEEMAQHEEMIEBHITLENLSI]T
o EAEFNIMEEMSCEHEREE

6.3. ERxTIEPEENE

LIRIE AWS (ROSA) £ EEh %% Red Hat OpenShift Service (ROSA) S£EEf, BILECE HTTP =X
HTTPS RERIINAE B Virtual Private Cloud (VPC)&EEH, A LUEA Red Hat OpenShift Cluster
Manager 8 ROSA CLI (rosa) &2 & I 2 hEERE,

6.3.1. {# [ OpenShift Cluster Manager 7E 211 2 HEZ B I

INREIE AWS (ROSA) 5B %% Red Hat OpenShift Service, BRI LATE &2 F2H{F F Red Hat
OpenShift Cluster Manager /5 A E£SEFIHI HTTP 5% HTTPS R EE,

HERER, eI M VPC Ui, ZAEREIMRERIN VPC f, ZCELBAIM VPC
B9% BF R,

B Xf#EF OpenShift Cluster Manager R R &I i2 P EC B SRAHSTE RIBAIFML IR, ES M EH
OpenShift Cluster Manager &5 £ & X G/#EEEE,
6.3.2. fff CLI ERZE I EPEENE

INREIE AWS (ROSA) EEErh %% Red Hat OpenShift Service (ROSA) EIFIA ] Virtual Private Cloud
(VPC), f&BILAEF ROSA CLI (rosa) fE &k i f2 /o FAERESERIM HTTP = HTTPS I,

L/L-F/JIL*E?IEﬁiE*EKﬁL*Eqﬂﬁ5%$3¥jﬁ HCIERY ROSA CLI (rosa) ZHBIIF4IER. BXRER ROSA
CLIMEMEZRTS R, WSIU~ZACL L/EEE X EF.

FoRFM
o EERIINERTUMRESERN VPC Ui, ZAIEILLIIM VPC B9 BF R,

it =
o IEEQIBERNIHNIERE

$ rosa create cluster \

<other_arguments_here> \

—-additional-trust-bundle-file <path_to_ca_bundle_file> \ €) @ €
--http-proxy http://<username>:<password>@-<ip>:<port> \ ﬂ 9
--https-proxy https://<usernames>:<password>@<ip>:<port> \ G ﬂ
--no-proxy example.com
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mdditional-trust-bundIe-file\ http-proxy #1 https-proxy S8 2 a5%,

9 additional-trust-bundle-file Z# 2 —MEE PEM 4t X.509 i ML SR T4 R E,
IXLEGE 2 EREHEE—#E, A TLS-inspecting REEHI A FHZE additional-trust-bundle-
file 28, MRIEREMF{HIEF B Red Hat Enterprise Linux CoreOS (RHCOS)E{Ef4 &
BMA NI %%, TIeREBEERLRFEZMEA http-proxy ] https-proxy SEHERIBECE,
#BE A,

Mhttp-proxy 1 https-proxy SEUFHEEA M URL,

© THRARENETEA. P iM% CIDR KESSEIIE.

EErmEmmn L . UNCEFE, 150 : .y.com TEE x.y.com, {ERIECHE y.com, {FFH * 7
AT BMthSLI AR, MRET BT RO SERERES
networking.machineNetwork[].cidr FEX € X B9 worker, &GS 1ARMEILLTIFR S,
LARA 1E 74 0]

INRKKXE httpProxy 5 httpsProxy FE%, |t FR R 28K,

HeHR
e {#fH OpenShift Cluster Manager &8 B & X 0|25 2%
o HM CLIERBEHIEEEH

6.4. R EEENE

LWIRIE AWS (ROSA) £ BEh %% Red Hat OpenShift Service (ROSA) £8f5, TILECE HTTP =X
HTTPS REBRIINAE B Virtual Private Cloud (VPC) &£&feh, EALUE Red Hat OpenShift Cluster
Manager 8 ROSA CLI (rosa) f RE& REERE,

6.4.1. {fFd OpenShift Cluster Manager IE L2 Rl BN

& eI LUEF Red Hat OpenShift Cluster Manager $$5E255E R IREZE R INE] Virtual Private Cloud
(VPC) £#J AWS & FBIIIA Red Hat OpenShift Service A,

&8 B LA A OpenShift Cluster Manager BTN EMEESERINIBERE, W, MNRAEBBEAUEFHIT
AN ER, SRR ERTHR BN ML L, SEZMHAMANNE TR,

BF

SRR EEERN AE control plane FIITE T R, ENFAEREN, BN RENLTF
AAFEERE, HHEZREITEGAE. 8N RBXENARN—TIER,

(1} =355
o 7£ AWS &2 B — Red Hat OpenShift Service,

o HHREEERE VPC H,

AR

1. # AZE| OpenShift Cluster Manager FiEFEIRIERE,
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2. 1E Networking T{HE £ Virtual Private Cloud (VPC)ZB% F, = Edit cluster-wide proxy,
3. 7£ Edit cluster-wide proxy TlE A, REREBEEFE :
a. EVAEUTFEZ—FHAE :

o IBEEAMH HTTP ¥ URL,

o IBEBMH HTTPS K3 URL,

e 1f Additional trust bundle &, 24t PEM ZRfi5 X.509 iF B4 e, MNREEEH
MENEEHI S, 1E%FE replace file REEFR, WA RMBERT AH7IE
IEBFEMP, MREMEA TLS-inspecting RIB, NIFEZFAMEERA D, FRIER
M B 5IEH HE Red Hat Enterprise Linux CoreOS (RHCOS) S R4 & BN A MLk %
£, TWREZEHALZEEF A http-proxy #1 https-proxy S EREE, XMNEXR
&,

b. B Confirm,

e 7£ Networking T1HE_E&Y Virtual Private Cloud (VPC)E4 T, JIFEEMAIEE B2 M
lHEQ

6.42. §H CLI ELZE R ENRIE

& LS AWS (ROSA) CLI (rosa) £ Red Hat OpenShift Service & BT H A ERE B R INE
Virtual Private Cloud (VPC) B9Ei/5 ROSA %,

ZA AT LME A rosa EATIIANSKESEEMERE, A, MRAEREMIELIANLE, E98H
EEHFRENM S, SEBRHANEENAE,

BF

SRR EEERN AE control plane FIITE T R, ENBAEREN, BN RENLTF
AAFEERE, HHEZREIEGAE. BNTRBKENARN—TIER,

([} =353
o MEAREFN LERENEE T &HH ROSA (rosa) 1 OpenShift (oc) CLI,

o B —/TE VPC HFEFEH ROSA £5%,

it =
o itHSRAFECE LURNINSN M PREBFSE BN IR 11

$ rosa edit cluster \

--cluster $SCLUSTER_NAME \

—-additional-trust-bundle-file <path_to_ca_bundle_file> \ €}) @ €
--http-proxy http://<username>:<password>@-<ip>:<port> \ ﬂ 9
--https-proxy https://<usernames>:<password>@<ip>:<port> \ G ﬂ
--no-proxy example.com

mdditional-trust-bundIe-file\ http-proxy #1 https-proxy S# 2 & %,
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additional-trust-bundle-file 22 — N E[E PEM 4565 X.509 i+ B4 S B ST BR X,
IXLEE R D EREEE—#8, additional-trust-bundle-file Z#E— P EMA PEM %wi5 X.509 iF
= -
BN ZZAEERPEEFRRESHMESENY SERE, XLEHERNIM

8/ ROSA CLI (rosa) = Red Hat OpenShift Cluster Manager ANLAN FH.
BN SRR B 2R B IR E.,

Mhttp-proxy 1 https-proxy SEUFHEEA M URL,

© THRARENETEA. P iM% CIDR KESHEIIE,
EErmEmmn L . DN CEFE, 140 : .y.com [EEE x.y.com, {EAREHE y.com, {FFH * 7
SFrE Bt ST AR E, IRET BT ARG EERERER
networking.machineNetwork[].cidr FEX & X B9 worker, &GS TARMEILLTIFR S,
LARA 1E 7 42 m]

INRKKE httpProxy 5 httpsProxy FE%, |t FRRF 4 28K,

1 FIHASRRERRRE, HRILEl2EeEH

I $ oc get machineconfigpools
i th 7 Bl

NAME CONFIG UPDATED UPDATING DEGRADED
MACHINECOUNT READYMACHINECOUNT UPDATEDMACHINECOUNT
DEGRADEDMACHINECOUNT AGE

master rendered-master-d9a03f612a432095dcde6dcf44597d90 True False False

3 3 3 0 31h
worker rendered-worker-f6827a4efe21e155c25c21b43c46f65e True False False
6 6 6 0 31h

2. BRERNNELRE, HRIEFHBEIS ML

I $ oc get proxy cluster -o yaml
it Bl

apiVersion: config.openshift.io/v1

kind: Proxy

spec:
httpProxy: http://proxy.host.domain:<port>
httpsProxy: https://proxy.host.domain:<port>
<...more...>

status:
httpProxy: http://proxy.host.domain:<port>
httpsProxy: https://proxy.host.domain:<port>
<...more...>
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6.5. MFREESEHCE
e LAMEE ROSA CLI HIFRERSE R IR, MIREREE, SN MBRARINBIERMNEMETHS S,

6.5.1. £ CLI MREESEE AR
IR E A Red Hat OpenShift Service on AWS (ROSA) CLI rosa MEEE it BRI Hh i,

AR
o MNBHEKHEREARN

e %% ROSA CLI (rosa),

i =
o {#fH rosa edit S ISR, MG FRFEFH4: --http-proxy # --https-proxy S#4,

FREBIRERPHIRIE

I $ rosa edit cluster -c <cluster_name> --http-proxy "" --https-proxy ""
ARRETRRAERA—TMMESY, BEFERERZE, FHNEFrRFRLHS -
http-proxy #1 --https-proxy SR & 1E R AE M 7]/,

=1

I I: Updated cluster <cluster_name>

o REILAEFEFA rosa describe i S IIFRIEE S S MERF MR :
I $ rosa describe cluster -c <cluster_name>

1EMIERET, I IP & ER1E proxy B84 :

Name: <cluster_name>

ID: <cluster_internal_id>
External ID: <cluster_external_id>
OpenShift Version: 4.0

Channel Group: stable

DNS: <dns>

AWS Account: <aws_account_id>
APl URL: <api_url>

Console URL: <console_url>
Region: us-east-1

Multi-AZ: false

Nodes:

- Control plane: 3

- Infra: 2
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- Compute: 2

Network:

- Type: OVNKubernetes

- Service CIDR: <service_cidr>

- Machine CIDR: <machine_cidr>
- Pod CIDR: <pod_cidr>

- Host Prefix: <host_prefix>
Proxy:

- HTTPProxy: <proxy_url>

Additional trust bundle: REDACTED

HBRICIERS, RIRERD MR

Name: <cluster_name>

ID: <cluster_internal_id>
External ID: <cluster_external _id>
OpenShift Version: 4.0

Channel Group: stable

DNS: <dns>

AWS Account: <aws_account_id>
APl URL: <api_url>

Console URL: <console_url>
Region: us-east-1

Multi-AZ: false

Nodes:

- Control plane: 3

- Infra: 2

- Compute: 2

Network:

- Type: OVNKubernetes

- Service CIDR: <service_cidr>

- Machine CIDR: <machine_cidr>
- Pod CIDR: <pod_cidr>

- Host Prefix: <host_prefix>

Additional trust bundle: REDACTED

6.5.2. /& Red Hat OpenShift Service on AWS & &% _EBYUEF & #1144

1% A] LUE A Red Hat OpenShift Service on AWS (ROSA) CLI ( rosa ) MEEEE I BRIE F5 47 &% HLKE (CA).

AR

it

72

7]

i BEBSEBHEE AR
B%% ROSA CLI (rosa).

SERENIN T UEP AL MUAA,

£/ rosa edit S8R CA SIS E, BUINEFFFELHL --additional-trust-bundle-
file 28, UEMEETBRETRFS

I $ rosa edit cluster -c <cluster_name> --additional-trust-bundle-file ""



it Bl

I I: Updated cluster <cluster_name>

o A LU{F M rosa describe e S I EEHH TR S MEEFTMIER :

I $ rosa describe cluster -¢ <cluster_name>

EMFRAET, REROANEETNHATS, UEHEERTEZLEN

Name: <cluster_name>

ID: <cluster_internal_id>
External ID: <cluster_external _id>
OpenShift Version: 4.0

Channel Group: stable

DNS: <dns>

AWS Account: <aws_account_id>
API URL: <api_url>

Console URL: <console_url>
Region: us-east-1

Multi-AZ: false

Nodes:

- Control plane: 3

- Infra: 2

- Compute: 2

Network:

- Type: OVNKubernetes

- Service CIDR: <service_cidr>

- Machine CIDR: <machine_cidr>
- Pod CIDR: <pod_cidr>

- Host Prefix: <host_prefix>
Proxy:

- HTTPProxy: <proxy_url>

Additional trust bundle: REDACTED

HBRICIERS, #AEVE IS R WMIBR -

Name: <cluster_name>

ID: <cluster_internal_id>
External ID: <cluster_external_id>
OpenShift Version: 4.0

Channel Group: stable

DNS: <dns>

AWS Account: <aws_account_id>
APl URL: <api_url>

Console URL: <console_url>
Region: us-east-1

Multi-AZ: false

Nodes:

- Control plane: 3

- Infra: 2

- Compute: 2

# 6 = RESAPCH CE
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Network:

- Type: OVNKubernetes

- Service CIDR: <service_cidr>

- Machine CIDR: <machine_cidr>
- Pod CIDR: <pod_cidr>

- Host Prefix: <host_prefix>
Proxy:

- HTTPProxy: <proxy_url>
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& 73 CIDR3EHEE X
BE7ZCIDREREE X
BTN LTS CIDRSEHIEEFEESSEH,

BIBERETEE A2 CIDRSEH,

'

P

LIEEFM CIDRSEHEET, HBRFM CIDR SERENALFE L H Machine CIDR A1, fEAIIRIBERITEN
EH, BWIEFM CIDREEZE R FRWE P Hhlit BB FrrA TER R T4F %,

BF

OVN-Kubernetes /& AWS 4.14 R E S A LB Red Hat OpenShift Service HBYEAIA R4S
NP, FEREREALLT IP ik SEH -

100.64.0.0/16. 169.254.169.0/29,100.88.0.0/16,fd98::/64fd69::/125, 11 fd97::/64, ME
RS EHEA OVN-Kubernetes, HAEEER AR PRERIHAL CIDR B X E
EiX 4t |P HhhtSER,

7.1. MACHINE CIDR

1£ Machine classless inter-domain routing (CIDR)ZErh, EFUNHRHER T migE IP #hihss
Blo XANEHEMBFISEENIE TR (VPC) FMMFTA CIDR #hltSERE., FRAIZESEN, $90 AR
EXRRVE 128 Nl IP #bSERE (EAFMEI% /25) . ZaTARKEBEZ/FRD 256 MHbitl IP
HebbSERE (fE TR 24)

BOAMEDN 10.0.0.0/16, XASEHEARGSEMIEERIRL HZ,

£ A HCP By ROSA I, #4 IP ik 172.20.0.1 £ 5E Kubernetes API b
HHREE. H135. pod MARSS CIDRSEEARES S IP it e,

7.2. SERVICE CIDR

£ Service CIDR B, EFiRRSIEE IP thilStE, BilAFEE ki HirEd 2 246
B, XFASOE IP HhhthZe, SEEMARBKA, LUENEM TN, LR E 5 MEERERY
FAEAAEBIRSES, BRiAHN 172.30.0.0/16,

7.3. POD CIDR
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£ pod CIDR FEHh, i J04 pod 167E IP Mk Saf,

BUAEERIMUIRA SRR 2 W 2HEREN, XHARE IP it R, SEREBIRBX, LUENER
T, XA /S MERRSRUIFEMASRIRSES. ik 10.128.0.0/14,

7.4. THRIZ

1 Host Prefix FEHh, EHIAIEESBEATHERENIERMN pod WFMRBIRKE. EHASRETE
HH12389 pod IP Hbiitsth,

i, MRIEMAEISXED /23, MEEHLEEM pod CIDR i SEHE R 2B —4 /123 FM, BRIMEH
123, FotF 512 NERBTRUKREBN TR 512 4 pod (HPHN B BEITRAZR) .
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B8 E MuRet

B8 & MKReM

8.1. T R4 SREE API

Kubernetes 124t 7 ¥~ P o A T3l SC e = £ 09ThEE.  fovF A P s fI T P2 SREG A — AN Th g
7 NetworkPolicy APl, XZRTNARFFAZAGMGRZEEES, @it 0l 2 HE E R RS E
P HEapRZEN,

B4 TheER AdminNetworkPolicy, ©HK A API 415k : AdminNetworkPolicy (ANP) API #
BaselineAdminNetworkPolicy (BANP) APl, ANP #1 BANP 2 H&EMMMAEE Ri%ite, LuEide)
BRI SRR HBANER, TR LMERA ANPs SR HICHE{E % F NetworkPolicy X
KA EENRRE, SR TLUER BANP & & 55 HI S al AR RS E R M RIS, 4TFE
i, AP AL NetworkPolicy X REHET. H—ifANR, ANP. BANP FIM%4E5EEE ol LASCHI S22
MRS, EEATATRIFHSER,

Red Hat OpenShift Service on AWS Hiff] OVN-Kubernetes CNI {1 [n]iZEHl5I5R(ACL) Tier PE4h
R AT iEX e p 4% 5lg. ACL #ZIEM Tier 1 B Tier 3 MEERFH1T1EM.

2 1 J¥4h AdminNetworkPolicy (ANP)XIR, 25 2 Zi¥4h NetworkPolicy X%, 2 3 ZiT{h
BaselineAdminNetworkPolicy (BANP)%| &,

AdminNetworkPolicy Evafli:atted

(Tier 1ACLs)

v

No matching ANP ANP pass rule

v v

NetworkPolicy
(Tier 2 ACLs)
Cluster admin Application developer
No matching NP
v
BaselineAdminNetworkPolicy

(Tier 3 ACLs) Evaluated
last

v

BETEE ANP, H4PEEC2 ANP allow =% deny #IlIE, SEEdhiEMIPIA NetworkPolicy
BaselineAdminNetworkPolicy (BANP) X &GF#iITih. H“PLESE ANP pass, iH&E2M ACL HY
1 EBRE 2 2, EHA T NetworkPolicy kg, #HR%A NetworkPolicy 5ii=PCHe, NITEHM
&5 2 F ACL BEI1¥44 BANP M58 3 £ ACL,

77



Red Hat OpenShift Service on AWS 4 %%

8.1.1. AdminNetworkPolicy #1 NetworkPolicy B X KR~ A E EX 5|

TR T E£E5EHM AdminNetworkPolicy API fl4s 4 Z2[A]5E F NetworkPolicy API Z RIEEKX

il

RBEITR

&R~

AU PN

SRBE AR EIALII L e

SRER LM

ThEEL SRR

ICEE pod £

SRHORE

SBRAORE

2R EE A (FQDN)WEZ#H

R 2 A FER

8.2. ET ML RIR

AdminNetworkPolicy

SR EEONERTIEE
Cluster

XS L Deny #IFIZE N
i,

5 Pass #1FEF— DN,

TS E R Allow action EE&E N
FL,

BURT B THIE ANP FRBJJI
o MMNITEMLAE RS HALER

o

il

1£ ANPs /1, priority FEX X BT
B, SRE&ILSEMBARBI S
WAL IR,

BH@id 12 ACL 1 BANP ¥
&, =@ 32 ACL ¥4,

B LATE A 45 22 7] iz [A] B2 FR A B B9 AL
i,

@it TR HILE &

P FF

A FF

XA
namespaces.matchLabels =
BRIt Ten B 2 I B S P £

8.2.1. OVN-Kubernetes AdminNetworkPolicy

78

NetworkPolicy

EZEEMEE
namespaced

TESRBE AR @ E 5 Deny fRE
%,

Not applicable

AT ML B2V ER 2 allow,

M2y

SR 2 (MR B REEHEE.

1£ ANP #1 BANP 2 B4 & 52 H,
E1&7E ACL JZ 2 it T4,

A LATE i —ap B 22 (R AR B pod &2 [H]
Rz A BB AL

@it ipBlock FEELKRESZH
CIDR R,

T FF

A FF

¥ ##{# FH namespaceSelector
FEXRE TR 422 A5
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8.2.1.1. AdminNetworkPolicy

AdminNetworkPolicy (ANP)Z—MERHE RN E E L FRE L (CRD), f£74 Red Hat OpenShift
Service on AWS EI 51, el LA AR 65 44 22 (Al 5 A B P 4% SRS SR ANP SERIERMZE. 54,
&0l IR ESE B N0 L IR ML REE, %50 A eI NetworkPolicy X RE .

AdminNetworkPolicy 1 NetworkPolicy X% R XX FIETF, HERGHER, SEHEH,
mEENATHImEE, FEHRGEZNEH,

ANP RFEEGIEELTRA :
e H LB priority (H. BEBE, RSB,
FA S P SR B — 4 fin 4 22 (A = fp 5 22 (] 21 BB — 4 pod,
E RN AZ subject IFTA A QREMAILRIIFIZR,

FF3kA subject WA i ORERH ORI FIR,

AdminNetworkPolicy 3l

$i 8.1. ANP B9 YAML 3244761
apiVersion: policy.networking.k8s.io/vialphai
kind: AdminNetworkPolicy

metadata:
name: sample-anp-deny-pass-rules ﬂ
spec:
priority: 50 9
subject:
namespaces:
matchLabels:
kubernetes.io/metadata.name: example.name 6
ingress: ﬂ
- name: "deny-all-ingress-tenant-1" 9
action: "Deny"
from:
- pods:
namespaceSelector:
matchLabels:
custom-anp: tenant-1
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podSelector:
matchLabels:
custom-anp: tenant-1 G
egress:
- hame: "pass-all-egress-to-tenant-1"
action: "Pass"
to:
- pods:
namespaceSelector:
matchLabels:
custom-anp: tenant-1
podSelector:
matchLabels:
custom-anp: tenant-1

HEER) ANP EE— &,

2]

spec.priority FEXZHEEEFh 0-99 flih &% 100 ANP, BHEE, LELEs, CIBER
MR %58 AdminNetworkPolicy &I IEMEMNLE R,

©

fEEZERN A ANP BRI E 2,

L4

ANP EFAOME O], spec.ingress SFEH ANP #llj#3Z Pass,Deny, action 7B
BESMED Allow,

©

4 ingress.name &5E— & #H.

6]

}57E podSelector.matchLabels, LLi%# namespaceSelector.matchLabels #FJy A O%
FikBEMa 4 ZEHE K pod.

7

ANPs B EGAOMEBOMN, spec.egress FExH ANP #iIE32 Pass,Deny, action
FEESMEN Allow,
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=
o
B

Network Policy API T {4

8.2.1.1.1. #iIK9 AdminNetworkPolicy ¥&{F

ERNETR, EalLUFER AdminNetworkPolicy #I# action SPEXi%i& 7y Allow,Deny, =
Pass, HF OVN-Kubernetes #1432 ACL EiTAERZSREHN], Hit 3NP RTVFEZEIETE KK
BEHLN), EiIReEEHEEA SN, MR, HEd&EREakESHINkEEE].

AdminNetworkPolicy Allow 7=l

FERES 9 e LHILLT ANP "R FS1FM monitoring fe & 2 RIBIEEHEME S (FAHM
R 2eME) MAAEAORE,

metadata:
name: allow-monitoring
spec:
priority: 9
subject:
namespaces: {} # Use the empty selector with caution because it also selects OpenShift
namespaces as well.
ingress:
- hame: "allow-ingress-from-monitoring"
action: "Allow"
from:
- hamespaces:
matchLabels:
kubernetes.io/metadata.name: monitoring

fil 8.2. 55 Allow ANP B9 YAML #4741
apiVersion: policy.networking.k8s.io/vialphai
kind: AdminNetworkPolicy

#...

X2 Allow ANP B9, BRNERTLES RNMAELAES. B 8FEIEECHKER
NetworkPolicy X &%, i WA MEECAUREERIENNSR.

AdminNetworkPolicy 5444

RS 5 the XHMLLT ANP aIFf{R monitoring #4226 ch AR A A O 75 & #B 4k PH 1 31 52 pRFE /-
BHERZE security: restrictedIfp & 22IH])

1 8.3. 5% Deny ANP £ YAML 32450

I apiVersion: policy.networking.k8s.io/vialphai
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kind: AdminNetworkPolicy
metadata:
name: block-monitoring
spec:
priority: 5
subject:

namespaces:

matchLabels:

security: restricted

ingress:

- hame: "deny-ingress-from-monitoring”
action: "Deny"
from:
- namespaces:
matchLabels:
kubernetes.io/metadata.name: monitoring

XR2—1 AR Deny ANP, XZ2MAESRNABELEEEN, ZRA-AEELERNACRITR
PR, ERhIRE I IRIRSS TR MX LRk an 4 22 A h IR E AT R A

Bigmg Allow RHIZE A AR, block-monitoring ANP EABYENFEHME, BFHMEEHEESHN
RER, XHARRFSEIESRE,,

AdminNetworkPolicy Pass =%l

KR 7 XML ANP SHf5{RATA M monitoring f& 22 [A BIAERERIZEHFES (BAERE
security: internal) A ORG24 %2R ACL B2 2, FHHBHRZEFEE NetworkPolicy X R 1¥4h,

5l 8.4. 5% Pass ANP B YAML {361
apiVersion: policy.networking.k8s.io/vialphai
kind: AdminNetworkPolicy
metadata:

name: pass-monitoring
spec:
priority: 7

subject:
namespaces:
matchLabels:
security: internal
ingress:
- hame: "pass-ingress-from-monitoring"
action: "Pass"
from:
- namespaces:
matchLabels:

kubernetes.io/metadata.name: monitoring
#..
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XARBIR—A 5 KE Pass ##F ANP, B NERIRREIRAT - MAE E LK NetworkPolicy *f
Ro MBRERNZR W IAR S5 M F A & Z2 ISE F NetworkPolicy X &IZEXE 55, Nt pass-
monitoring ANP fSVFER 2 internal 2HAMFIER I MESE.

8.2.2. OVN-Kubernetes BaselineAdminNetworkPolicy

8.2.2.1. BaselineAdminNetworkPolicy

BaselineAdminNetworkPolicy (BANP)2E —ME#5E B E X HRE X (CRD), #£7 Red Hat
OpenShift Service on AWS EH 51, EaILU{diFH BANP % & F 7 Hil SC e ol e A0 FHE P SRBEHL], LA
EEREN A NetworkPolicy % &ZE 25 H15% HICHEfE A NetworkPolicy AR &, BANP B
N#E/ER allow =% deny.

BaselineAdminNetworkPolicy FilRE— RGN &, L RHRERIES LR hoEMR
NetworkPolicy X RAFPLEH!, =4 guardrail 5&#g. BANP Bl LA{EENA R 2R, ZEBIEIAR
IHEREAGE, AFRZEMHA NetworkPolicy X &EARVTFEANMNRE. E0IE BANP SR, #4i#MH
default £ & #5.

T 5@ BANP 155€ :
H—4H & 22 (A= 6p £ 22 (A B9 subject,
Z R AE subject MATA A OQREH AN,

AT kA subject BIFRA H QR ERH OISR,

BaselineAdminNetworkPolicy =l

‘ #1 8.5. BANP #9 YAML 32476

kind: BaselineAdminNetworkPolicy
metadata:

name: default ﬂ
spec:

subject:

namespaces:
matchLabels:
kubernetes.io/metadata.name: example.name 9

ingress: 6

| apiVersion: policy.networking.k8s.io/vialphai
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- name: "deny-all-ingress-from-tenant-1" ﬂ
action: "Deny"
from:
- pods:
namespaceSelector:
matchLabels:
custom-banp: tenant-1 6
podSelector:
matchLabels:
custom-banp: tenant-1 G
egress:
- name: "allow-all-egress-to-tenant-1"
action: "Allow"
to:
- pods:
namespaceSelector:
matchLabels:
custom-banp: tenant-1
podSelector:
matchLabels:
custom-banp: tenant-1

SREG B AE default, By BANP 2— AN R,

2]

EEZER ANP R ARIM 6 R ZE (A,

©

BANP EFAOMHEOHNI, spec.ingress # spec.egress FExH) BANP #lI#E3Z
Deny, action FEX#EZ AN Allow,

L4

4 ingress.name 15E &HR

©

IEEEMPEE: pod LIS BANP BRI 6 4 22 H],

6]

}57€ podSelector.matchLabels & #k, LIS BANP ¥,

BaselineAdminNetworkPolicy 4Rl
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LUF BANP BB RERER 5N internal R4 AP MAAAOQRERERE T RIARIELE
B&. 5 "AdminNetworkPolicy Pass example" A&, X4 deny HKBEFEZ ANP pass-monitoring R
BE % 2T A A RS RT R,

il 8.6. guardrail Deny HLNIE YAML 3226l

apiVersion: policy.networking.k8s.io/vialpha1
kind: BaselineAdminNetworkPolicy
metadata:
name: default
spec:
subject:
hamespaces:
matchLabels:
security: internal
ingress:
- hame: "deny-ingress-from-monitoring”
action: "Deny"
from:
- hamespaces:
matchLabels:
kubernetes.io/metadata.name: monitoring

IRAI LURF7 A action ZEMIE N Pass B9 AdminNetworkPolicy ¥iR5S
BaselineAdminNetworkPolicy FiR45 & Ak AR S kg, LS ERAT— A HrENALE
SR IS PR BE, BN ARME AR BEBUE.

ENERG, MRERENRAT "AdminNetworkPolicy Pass action example" #1
"BaselineAdminNetwork Policy Deny example"”, IR AIEE BANP Z A4
NetworkPolicy %,

fm, /1 ALLLKELL T NetworkPolicy FREISIEA OGS -

il 8.7. NetworkPolicy =l
apiVersion: networking.k8s.io/v1
metadata:

kind: NetworkPolicy
name: allow-monitoring
namespace: tenant 1
spec:
podSelector:
policyTypes:
- Ingress
ingress:
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- from:
- namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: monitoring

EXFERT, Tenant 1 27F "AdminNetworkPolicy Pass action example" 2

Ja, "BaselineAdminNetwork Policy Deny example" Z Bi#fiF, ©fHEAMAHA L2555
internal A OYERE, BEMES 1 8 NetworkPolicy X &RsthI, ©iilfFaesEH N AR hIBER
. B2, #r/ 25

B LI NetworkPolicy X%, FILEBERIE. FAEERA, EEERIARIERNE
M, mMELIET BANP, ©RiFH/{# M NetworkPolicy X RZEz BANP MIEIATH.

8.3. LR

8.3.1. X F MR

VSRR BTG, EATLUE P4 SR LABR B BISR A F Y pod BIRILHEIH,

8.3.1.1. X F M4 RIg

E A Kubernetes M RIEHIMZS IR ER D, MAFEESEEH NetworkPolicy X &R,
1£ AWS 4 1 Red Hat OpenShift Service #, OpenShift SDN ZRFEENIAB ML B E & A {8 F
£

g

&

P4 SRBE A& T EHL L dn B 22

ZejE], JERAEHHSBE Pod 732 pas% SRBg SN
i, B2, ZHEEERIEHMLZE pod B pod =32 H FIL% SRBE ML B9,

2% SRR T PR AE SE B localhost Sk B HE BT ik

) =1
ILEEo

KIABERT, BEHPNAA pod Mel#HHEM pod MM im=ib, ZEE—/1HBEHRREE—1T=HZH
Pod, #&eILIfEIZY1H Al NetworkPolicy X &R RAVFHA L ER. UiHERE G ol L H SR
B s 82 MR NetworkPolicy %14,
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ME— pod H—1=% 4 NetworkPolicy X &RHEEFSRCHES, 2% pod FRESZEVHHH
— NetworkPolicy X R fe FHEEE, KR#B4ET NetworkPolicy X RiEFEH pod s LASE L iji1Al,

ML SRR GERA T TCP. UDP. ICMP #1 SCTP thill., HibhilFEZRISM,
LUF I NetworkPolicy ¥ &Ex 7 XA REMES :

IBEMARE :

ZHEHBARINIELERE, FRM— P EERHA pod BREZEMGRER NetworkPolicy
MR :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: deny-by-default
spec:
podSelector: {}
ingress: []

KRF2¥F AWS Ingress Controller L) Red Hat OpenShift Service BF# :

EFEIH R AWS Ingress Controller £ Red Hat OpenShift Service BUERE, 1%
ELTF NetworkPolicy X4,

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-openshift-ingress
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: ingress

podSelector: {}

policyTypes:

- Ingress

REZTiE S pod HFEE -

E{E pod EEZR—THhHAth pod B, B4 HMITE PAA pod B, HRMLL
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T NetworkPolicy %4 :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:

name: allow-same-namespace
spec:

podSelector: {}

ingress:

- from:

- podSelector: {}

NARFET pod t+Z58 HTTP #1 HTTPS & :

B HARERS (LT RAIHBH role=frontend) B pod {3 A HTTP #1 HTTPS i,
AN T NetworkPolicy X & :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-http-and-https
spec:
podSelector:
matchLabels:
role: frontend
ingress:
- ports:
- protocol: TCP
port: 80
- protocol: TCP
port: 443

A RZEEH pod EFERESEE -

Tl HAE AR A ZEEF pod 28R ITECRZE 5 &, 15w LS AR LU T
NetworkPolicy % :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-pod-and-namespace-both
spec:
podSelector:
matchLabels:
name: test-pods
ingress:
- from:
- hamespaceSelector:
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matchLabels:
project: project_name
podSelector:
matchLabels:
name: test-pods

NetworkPolicy X & 287K ; W2V, EalLIHE %4 NetworkPolicy % & 3 B 8 Z:rp%%
=K,

B, XFLLERBIGE LB NetworkPolicy X, EaILIER— 1B HE X allow-same-
namespace # allow-http-and-https B8, RAit, RFHFHEIRE role=frontend K pod 325 —RIEFT
RUFREAER, B, im0 LkBE—em&ZESH pod FiFE, LUKkimO 80 fl 443 LHKBEER
22 [Adh pod MIEEE,

8.3.1.1.1. {1 [ allow-from-router P4 SEHE

{EALLTF NetworkPolicy kRN ERRE, MAEERASEKE :

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-router
spec:
ingress:
- from:
- namespaceSelector:
matchLabels:
policy-group.network.openshift.io/ingress: ﬂ
podSelector: {}
policyTypes:
- Ingress

policy-group.network.openshift.io/ingress:"" 72 OpenShift-SDN #1 OVN-
Kubernetes,

8.3.1.1.2. {1 allow-from-hostnetwork P45 ERE

AIMLLTF allow-from-hostnetwork NetworkPolicy X &35~ B EHM% pod KR E :

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-hostnetwork
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spec:
ingress:
- from:
- namespaceSelector:
matchLabels:
policy-group.network.openshift.io/host-network:
podSelector: {}
policyTypes:
- Ingress

8.3.1.2. fifl OpenShift SDN {11t F%% SEBE

fER— 1P SREESRE pod ERIARRPRZERAE R B ZE N PRAE pod #H1TFEE.

$ NetworkPolicy X RN ARIH —ipZZ R P KE pod I, MEEIK, HN Pod IFEAREFET IP
bt —2%, RILMLEES AR podSelector EFEMIEA pod ZIH 4K IM Open
vSwitch (OVS) FHEHN ,

N, #FE—A NetworkPolicy X &, MR spec podSelector I ingress podSelector & #BICEE
200 4 pod, M&/=4 40,000 (200*200) OVS FANI, XelGERBAETT A&,

ORISR, HESELUITER -

FHMEZERGEHASFTERERN pod H, "ILUHA OVS RIS,

{81/ namespaceSelector %2 podSelector EFE/ v & 22 INetworkPolicy HIR&R
R — A 5aaEZ2AE VXLAN EfIRMZS ID (VNID) PTEZH OVS FRE R,

REFBEEFREHLLARREN pod, HHEEREN pod BE— 1S FRNGE
A,

BRI BPrEs e B ZEH LS, LA RBFRRER pod BIRFERE,

8.3.1.3. {1 OVN-Kubernetes P& i& 41 1L LS SRS

ORISR, HESELUITER -

X FEHHR spec.podSelector spec HIM%EERE, AT HE %1 ingress 3 egress HL
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H— PR RIE LA ingress =X egress FEMNZ ML RIS E =3,

#1ET podSelector = namespaceSelector spec i ingress =% egress HI &4k —
M OVS FiE, ©E5HMLAERIEEREMN pod BlE + H ingress = egress M pod HE K
HHIRL, =iFEEAE— NN DUEREmM BN pod B podSelector =%
namespaceSelector #li&, TAEHEA pod BIIEELIMAGHLII,

fign, LUTSREBEE S AN -

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: test-network-policy
spec:
podSelector: {}
ingress:
- from:
- podSelector:
matchLabels:
role: frontend
- from:
- podSelector:
matchLabels:
role: backend

LU SRB& SRS B A AL 5 LU 48 R A

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: test-network-policy
spec:
podSelector: {}
ingress:
- from:
- podSelector:
matchExpressions:
- {key: role, operator: In, values: [frontend, backend]}

HHRMIER{E RERT spec.podSelector spec, MRARREMIMLEFKIEEHERM ingress =%
egress #l|, NigIE—/ 7A@ AMN spec.podSelector spec AlREEAME, HlmM, LITFHEA
RIEA R RISH -

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: policy1
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spec:
podSelector:
matchLabels:
role: db
ingress:
- from:
- podSelector:
matchLabels:
role: frontend
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: policy2
spec:
podSelector:
matchLabels:
role: client
ingress:
- from:
- podSelector:
matchLabels:
role: frontend

LU P2 SRBESHX B R R B AN 9 — 4 -

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: policy3
spec:
podSelector:
matchExpressions:
- {key: role, operator: In, values: [db, client]}
ingress:
- from:
- podSelector:
matchLabels:
role: frontend

HRBESNERESRRT N —DRFESRN, SN AR . MBREREETRRENRE,
AT REFEEN AL L. FXERERT, 65 BRI R A — SR,

8.3.1.4. G54 E

=R

8.3.2. B4R
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e EA admin BB/, ERILUy 684 22 (6] 6 22 RIL% SREE.

8.3.2.1. =fl NetworkPolicy &

T3 T = NetworkPolicy %R :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-27107 ﬂ
spec:
podSelector: 9
matchLabels:
app: mongodb
ingress:
- from:
- podSelector: 6
matchLabels:
app: app
ports:
- protocol: TCP
port: 27017

NetworkPolicy %} RIHI&FR,

ik SRBE N FAEIR pod BOERESR. SRBEXTR REELEETE X NetworkPolicy % &% H f i
pod,

SR RATMPAOREN pod LEMERSR. KRS NetworkPolicy 7ER—fp 22 [H]
Y pod Pthd,

EZREN—HZBirmONIIR,

8.3.2.2. fiF CLI fEMI%E TR

B NSNS R R hap R 2RI RFRA O ORMSRE, Er U8B — P 5REE.
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MREREAF cluster-admin ARKAF &R, Nl LEERHREMR S 2 df)
B M4 RBE,

B I+ NetworkPolicy X REIFLEIEH, M OVN-Kubernetes R4S IEHSHILE T
mode: NetworkPolicy #] OpenShift SDN %% 1&E . H#EXZE OpenShift SDN MEIAE,

B2 %% OpenShift CLI (oc) .
el LAEFE A admin FIBRI A - SFGEIKE,

IRERZ SRS N AR s R ZE [,

BIEESRBE AL -

BIE—4 <policy_names.yaml 30 :
I $ touch <policy_names>.yaml

He:

<policy_name>

PRI S .

R F BIRRE SO E SCRZESREE, M TFHIRTD

B4k AmA R AZERBRIAA pod MALRE

XR—PEFNERE, BHiEACEHRZRIEAT R THES pod AELUAMAARE pod
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kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: deny-by-default
spec:
podSelector: {}
policyTypes:
- Ingress
ingress: []

RIFRBMARAZEPRMA pod MAOGRE

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:

name: allow-same-namespace
spec:

podSelector:

ingress:

- from:

- podSelector: {}

RIFMRERZZR PR —4 pod WAORE

IR fe VR E MIE namespace-y HiZTHASREEIFRIC pod-a B pod,

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-traffic-pod
spec:
podSelector:
matchLabels:
pod: pod-a
policyTypes:
- Ingress
ingress:
- from:
- namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: nhamespace-y
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BT T a4 SR OB P4 SR AT &R -
I $ oc apply -f <policy _names.yaml -n <hnamespace>

He:

<policy_name>

1 E LSRG S .

<hamespace>

A RN RAESSuiee R EAFRNGRZERPEY, FREREEmRZEM,

i

I networkpolicy.networking.k8s.io/deny-by-default created

MPLEEEA cluster-admin ARSI web 124lE, ol LUEREERhNERIG S
2o sl YAML =% web 12§15 B R A2 R4 5RBE .

8.3.2.3. fIEEERIA IR A P4 SR E

XR— P EARREEE, B HAEEMLE RIS REUAMMAERE pod M4, iR HIE
FAERIA deny-by-default $RB&,

k

N
p
;

il

MREREAF cluster-admin ARKAF &R, el LEERHREM S 2 df)
ML ERIE,

=S5
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£ AHF NetworkPolicy X REMZEHE#E, 0 OVN-Kubernetes B4 =ki%E T
mode: NetworkPolicy i OpenShift SDN %% i&E . H#EXZ OpenShift SDN FEIAE,

B2 %% OpenShift CLI (oc) .
el LAEFE A admin FBRI A - SFGEIKE,

IRER SRS N AR s R ZE A,

BIELLF YAML, LLE L deny-by-default 3kBg, LAE4imA & ZE A RMIARA pod MALO
FiE, I YAML £%Z deny-by-default.yaml 3 :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: deny-by-default
namespace: default
spec:
podSelector: {} 9
ingress: []

namespace : default 5L RBEERE S default fp 4 Z2H],

podSelector: /22, XEWKETSFA pod L, Hit, ZEMEEMAT default fpf
Ze[Al AT A pod.

ERABIBRE ingress i, X25BUZ ARREEFEMA pod,

Ry A\ LU an 45 L P SR -

I $ oc apply -f deny-by-default.yaml
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Bl

I networkpolicy.networking.k8s.io/deny-by-default created

8.3.2.4. SIS HRIE LA TR ARE FmIRE

{#/ deny-by-default $elg, EAILURSRCERDE, ARITMARBE W AIRE app=web & pod

B E.

MRERESF cluster-admin AEKAFER, Nl LEEEHREMR S 2 df)
B M4 SRBE,

BRBUTSREERERE, NEEMATERMATAEBIRSS, A Load Balancer 3i[h] pod. RE
BHR% app=web i pod FRiFHE,

=55

B I+ NetworkPolicy X REIMLEIEH, M OVN-Kubernetes R4S iEHSHI%E T
mode: NetworkPolicy #] OpenShift SDN f%& &, H#EXE OpenShift SDN MEIAE,

B2 %% OpenShift CLI (oc) .

R LMERBA admin BRI - SFERIKE,

IRER SRS N AR s R ZE A,

fERTREg, LR M A E BRI ESEA i1 #39% 83757 pod. 1 YAML £R#F3] web-
allow-external.yaml 3C#F :
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kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:

name: web-allow-external

namespace: default
spec:

policyTypes:

- Ingress

podSelector:

matchLabels:
app: web
ingress:

-{}
R A\ LU an 45 L P SR -

I $ oc apply -f web-allow-external.yaml

i

I networkpolicy.networking.k8s.io/web-allow-external created

RBAVFREMAHRINAR, 8B TEMRNARRE

OpenShift cluster

app = foo

RHEL client

8.3.2.5. LML SREE, ARVFMATAGRAZERPIINAERFIRE
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k

N
p
;

il

MREREAF cluster-admin ARKAF &R, Nl LEERHREMR S 2 df)
B M4 RBE,

BREUTHSREEATFMAARAZRRENAA pod RERREL REFHHRE,

AR

[
B+ NetworkPolicy X REIMZEIEH, M OVN-Kubernetes R4S iEHHIZE T
mode: NetworkPolicy #] OpenShift SDN %% 1&E . H#EXZ OpenShift SDN MEIAE,

B2 %% OpenShift CLI (oc) .

R LMER BA admin BRI - SFERIKE,

IRER SR N AR s R ZE A,

it =

BIEE—AN R, ARVFMATARAZEHPMMAE pod RERRENMA. & YAML FF web-
allow-all-namespaces.yaml 3X#H :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: web-allow-all-namespaces
namespace: default
spec:
podSelector:
matchLabels:
app: web ﬂ
policyTypes:
- Ingress
ingress:
- from:
- namespaceSelector: {} 9
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G SRIE R B default s Z2[AIFEY) app:web pod,

PR A R 22 H RE9FTA pod,

KABRT, MREAMTIEE namespaceSelector A2 EF TR
o], XEBRERIE R AL F MM RIS E RN GRS ZHNRE,

i A\ LU an 45 L P SR -

I $ oc apply -f web-allow-all-namespaces.yami

ik

I networkpolicy.networking.k8s.io/web-allow-all-namespaces created

1.
BMALLT 5 1E default s5 & Z2iH H /53 web RS :
$ oc run web --namespace=default --image=nginx --labels="app=web" --expose --
port=80
2.
IB{TLLF a5 1E secondary #4422 [H| hEB3E alpine BitkFH/53) shell :
I $ oc run test-$RANDOM --namespace=secondary --rm -i -t --image=alpine -- sh
3.

# shell FIZfTLAU TG, FUREBERIFIEK :

101



Red Hat OpenShift Service on AWS 4 f%%

I # wget -qO- --timeout=2 http://web.default

gk ik

<!DOCTYPE htmi>

<html>

<head>

<title>sWelcome to nginx!</title>

<style>

html { color-scheme: light dark; }

body { width: 35em; margin: 0 auto;

font-family: Tahoma, Verdana, Arial, sans-serif; }
</style>

</head>

<body>

<h1>Welcome to nginx!</h1>

<p>If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.</p>

<p>For online documentation and support please refer to
<a href="http://nginx.org/">nginx.org</a>.<bt/>
Commercial support is available at

<a href="http://nginx.com/">nginx.com</a>.</p>

<p><em>Thank you for using nginx.</em></p>

</body>
</html>

8.3.2.6. IEEMILLREE, RIFM— R ZER PRI ARFIRE

b

N
p
;

il

MREREA cluster-admin ARKAF &R, Nl LIELERHREM S 2 df)
B ERIE,

BB TS ERE RIS ERZ 2 b IHA app=web }7%H pod KSR, ERIEEEEHTUT
B -

FRERBI B L T BRI B ZEH,
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ERABERNERAZREETER, HDMIaTwE2ER hRIUER,

AR

LB AX% R NetworkPolicy X RBIMZEHEH, 1 OVN-Kubernetes RZiEH%E T
mode: NetworkPolicy #] OpenShift SDN f%&1&E#. R Z OpenShift SDN MEIAE,

B2 %% OpenShift CLI (oc) .

I LMER BA admin BRI - SFERIKE.

IRE R SRBG N AR s R ZE (A,

it =

BE—NERE, RVrkBREmAZEPRA pod WRE, HIFEHN
purpose=production, § YAML {£%ZF] web-allow-prod.yam| 3X#Hb :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: web-allow-prod
namespace: default
spec:
podSelector:
matchLabels:
app: web ﬂ
policyTypes:
- Ingress
ingress:
- from:
- namespaceSelector:
matchLabels:
purpose: production 9

G SRBE N B default s Z2[AIFEY app:web pod,

2]
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REMRFINEGIRE purpose=production B 22 pod.

i A LUT o5 R P SR

I $ oc apply -f web-allow-prod.yami

i

I networkpolicy.networking.k8s.io/web-allow-prod created

B ALL TS 1E default #8222 Arh/E5) web RS :

I $ oc run web --namespace=default --image=nginx --labels="app=web" --expose --
port=80
IBITLL R 6o 4 SR O/ prod fp&Z2 [ :
I $ oc create namespace prod
BT T a5 3RARiC prod s ZEH] -
I $ oc label namespace/prod purpose=production
BT T e 53RO dev s B ZEH] :

I $ oc create namespace dev

BT T a5 3kbric dev sp&ZE ] :
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I $ oc label namespace/dev purpose=testing

BT T B 1E dev tp &R ZE [ hERE alpine HitkIF/E ) shell :

I $ oc run test-$RANDOM --namespace=dev --rm -i -t --image=alpine -- sh

# shell HEfTLA T oG, HURFRZEWAEL :

I # wget -qO- --timeout=2 http://web.default

gk ik

I wget: download timed out

BITLLFa4%, 7E prod 2[R hERE alpine HitkIF/E ) shell :

I $ oc run test-$RANDOM --namespace=prod --rm -i -t --image=alpine -- sh
£ shell PaTUUTaRSG, HUREERTIEK :

I # wget -qO- --timeout=2 http://web.default

gk

<!IDOCTYPE html>

<html>

<head>

<title>sWelcome to nginx!</title>
<style>

html { color-scheme: light dark; }
body { width: 35em; margin: 0 auto;
font-family: Tahoma, Verdana, Arial, sans-serif; }
</style>

</head>

<body>
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<h1>Welcome to nginx!</h1>
<p>If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.</p>

<p>For online documentation and support please refer to
<a href="http://nginx.org/">nginx.org</a>.<bt/>
Commercial support is available at

<a href="http://nginx.com/">nginx.com</a>.</p>

<p><em>Thank you for using nginx.</em></p>
</body>
</html>

8.3.2.7. fifl OpenShift Cluster Manager fI|E %% 5BE

B NSNS R B hap R 2RI R PR A O ORMSRE, Er LB — PSR,

AR &M
[}
2 &F5E% OpenShift Cluster Manager.
[}
1&1E AWS £33 L6812 T Red Hat OpenShift Service,
[}
ENEHEESHIRIUER,
[}
HEMA Pk A& EN SO REER T,
[}
151E AWS %2 L Red Hat OpenShift Service h{IETiH,
¥ =
1.
#£ OpenShift Cluster Manager H s iR Zijjn| LT,
2.

= Open console LU/t Al OpenShift Web 5.,
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3.
REMRUER, FREENEIELIEXREE,
4,
FREHEANA, £ Networking T NetworkPolicies.
5.
= Create NetworkPolicy,
6.
£ Policy name FErh, RELRIGHIEFR,
7.
Al © MREEIGERAF —PRZMEFEN pod, EAILUNKFE pod REREFIERSR.
MREEBEFRE pod, NILRIE &M TFER#PMMA pod.
8.
Ak - #RA LT %EFE Deny all ingress traffic =% Deny all egress traffic £ EHE3EFH IERR
AAONMEORE,
9.
AR LAEMAOMEOMNBESAS, ATFEIEEEEIENRO. MR IP R,
10.

HIERISRBE T AN A TSR] -

Vi Add ingress BUUISRECEFRANI, WHERVFFE Add allowed source THIFZHAfl
B—1NHH Ingress rule 17, RFEEEMMABRHIAMRE, Th3EARE =/ EuiskR
EHAORE :

Allow pods from the same namespace 2R HIHEIR— & 22 by
pod. #ERILAMEMAZE[HPIEE pod, {BIFILIETIE 2 i3k Bi% & ZE R FIFTA pod

B E,

Allow pods from inside the cluster ;i =R HIEI 5 REEHERNEHFHH pod,
B EERFALRENGZZEM pod, FibEmEZE kA LER AR
Z2[H]f] pod AT E,

Allow peers by IP block BRHIIEETIEEIREH (CIDR) IP SREVFEE, EaJLlHA
B LR IEREER) IP, 5§ CIDR FEBZAVFAT A ASRRNMA AR E.
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ERILUS A AR ERB RO, MRERRNERERO, RS F A bR
Mo

1.
HER P SRS ANt O

PefE Add egress rule SEECEFH NI, LIRERBIE—FHE Add allowed
destination"* THIZ B Egress ¥l 17, ©ATEIEEMMBRH B EE, Th3EHiR
HE=ANETERR BRI ORE -

Allow pods from the same namespace 5t ik 2R HIH B — & 22 [ dh iy
pod. EAILAfEfR &2 AIRIERE pod, {BFFILETIRZ Sk Bi% &2 H FHIFRE pod

B E,

Allow pods from inside the cluster ;i 2R HIZE 5 5KIEHERMERF M pod,
EA R EERFHIRENHZAE M pod, FHXMNETRZERITFEBLERDRE
A Ze | pod MR =S,

Allow peers by IP block BR#I#55E CIDR IP B E, #&aT LU FFIS %R 1E
¥EM IP, 1¥ CIDR FEEZAITAANBRENHILRE.

LU AT s A E Ry RO, MRERRNERRD, WRE LA
Do

8.3.3. AEMLENE

LEA admin ABHNAF, Ea LA E® S22 EB9MLHEE,

8.3.3.1. =fl NetworkPolicy &

T3 T =4 NetworkPolicy %R :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-27107 ﬂ
spec:
podSelector: 9
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matchLabels:
app: mongodb
ingress:
- from:
- podSelector: 6
matchLabels:
app: app
ports:
- protocol: TCP
port: 27017

NetworkPolicy % REI&FR,

2]

R SREBE N AR pod BUERSR. SRE&EXTR REEEEEE X NetworkPolicy X &R B iy
pod,

SR RATMPAORERN pod LEMERSR. KRS NetworkPolicy 7ER—fp 22 [H]
F i pod LiC,

L4

EZREN -1 S BiraOMN5IK,

8.3.3.2. {1l CLI HEMLE

150 LUK 7 6 44 Z2 (] Fh B B 28 SR

k

N
p
;

il

MREHEA cluster-admin AARKNAF &%, Kol LIESEHhIOT M PLERER,

AR

2% % OpenShift CLI (oc) .

R LMER BA admin BRI - SFERIKE,
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IREMZ SR TR S B 22 A

Bt 645 22 (7] o B9 B 2% SR -

BEHEBRAZEPEBIRMSRIEN R, HHALL TSRS

I $ oc get networkpolicy

ik . BRERENMSERE, HRALTRS
I $ oc describe networkpolicy <policy_name> -n <namespace>

He:

<policy_name>
B ER AR RIEN AR,

<hamespace>

Ik . MRNRAS LA A ENAENGZERPENL, SREKEERRAZE
I‘E—‘Jo

fign -

I $ oc describe networkpolicy allow-same-namespace

oc describe #5H%iH

Name: allow-same-namespace
Namespace: ns1
Created on: 2021-05-24 22:28:56 -0400 EDT

Labels: <hone>
Annotations: <none>
Spec:
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PodSelector: <none> (Allowing the specific traffic to all pods in this
namespace)

Allowing ingress traffic:

To Port: <any> (traffic allowed to all ports)

From:

PodSelector: <none>

Not affecting egress traffic
Policy Types: Ingress

MEEGEHA cluster-admin FBRE XTI web #2HlE, EaLLUEREERPNEAG S
Zejaldh L YAML =% web HI& MR EE ML KRR,

8.3.3.3. {#if OpenShift Cluster Manager 2 &M% 5kB&

¥R LI#E Red Hat OpenShift Cluster Manager F % & M4 SR HOEC B i ¥15.

[} =355
[}
2 &FiE OpenShift Cluster Manager.
[}
1&1E AWS £8f L6812 T Red Hat OpenShift Service,
[}
ENEHEESHIRIUER,
[}
HENA KA RNDIREN S B IRUERF D,
[}
1RO T POZE SRR,
iz

M OpenShift Cluster Manager Web 1##&5#) Administrator #1f3, £ Networking F ==
NetworkPolicies.

m
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2

R EHE BRI,
3

1£ Network Policy i#150ims, EalLIESmMAHEXAOME O,
4.

PEFEMIZE IR TS £/ YAML LA YAML I8 BB FRIZACE,

k

N
p o
;

il

EREEEXERBIEE. SRR EIX LR,

8.3.4. G P R

e EA admin AR, 0 LGS0 64 22 [ I A P2 5RBE,

8.3.4.1. % AL SRR

120 LA % e 6 4 22 (] Fh B B 2 SR

N
al

MRERESF cluster-admin ARKAF &%, Nel AEEER T EEdp 5 22 0] by
R SRR,

=S5

B+ NetworkPolicy X REIMLEIEH, M OVN-Kubernetes R4S iEHSHI%E T

mode: NetworkPolicy #J OpenShift SDN B4, RN ZE OpenShift SDN FIERIAE.,

B2 %% OpenShift CLI (oc) .

eI LMER BA admin FBRAIA F SFERIKE,

IREMZ SR TR S B 22 [
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iz
1.
Tk B R REARRRLERN R, ERAUTAS :
I $ oc get networkpolicy
Hep:
<hamespace>
ik - RN RESLaeAZRFRNGEZEEPEN, EREREEMRZEFRE,
2.

i P22 SRBE T R

MREEXH P RE T RSRIEE X, EWEIXHFITRENESY, REHALT

R
I $ oc apply -n <namespace> -f <policy_file>.yaml

Hep:

<hamespace>

A RN RES SRR ZERAFRNGEERPEY, EHREREEREE
],

<policy_file>
15 & & P4 SRR A ST B .
MRETEEEERMEEEN R, HRWALTRS

I $ oc edit networkpolicy <policy names -n <namespace>

Hep:

<policy_name>
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15 RE L SRR EY & 7R,
<namespace>

Ik . MRNRAS LA RAENAENGZRERPENL, SREKEERRAZE
I‘H]O

RIA LS SRBE X R E T

I $ oc describe networkpolicy <policy_name> -n <namespace>

He:

<policy_name>
15 7E P2 SRBG EY B TR,
<namespace>

A RN RES Suiee R EAFRNGRZERPEY, FREREEmRZEM,

al

MPLEEEA cluster-admin ABRE X web 124lE, EalLLUEREERhNERIG S
Zeji]sh L YAML kit Actions 3Z2EA web 122il& rh O SRBE 4 8 B 455 SR BE .

8.3.4.2. =~fl NetworkPolicy &

TR T =4 NetworkPolicy %R :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-27107 ﬂ
spec:
podSelector: 9
matchLabels:
app: mongodb
ingress:
- from:
- podSelector: 6
matchLabels:
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app: app
ports:
- protocol: TCP
port: 27017

NetworkPolicy %} RII&FR,

2]

ik SRBE N FAEIR pod BOERESR. SREEXTR REELFEE L NetworkPolicy % &% H # i
pod.

BRI RATFMRADORERN pod PLRMERFS. SRS NetworkPolicy fEE—#pZE A
Y pod PtEd,

L4

EZREN—1 S BirROMNIK,

8.3.4.3. Hih¥5iE

B P2 SR lg

8.3.5. HBRMILE SERE

LLEA admin ABEAF, LM 5 Z2 (A dhfl BREIL: SRBg.

8.3.5.1. [ CLI PR MLE S0

10T LURHI B 6 4 22 [7] o B P 258 SRR

k

N
p
;

il

MEFHAES cluster-admin ABMAFER, &0 U BREEEEch r94E /I RILE SRR,

AR
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£ AHF NetworkPolicy X REMZEHE#E, 0 OVN-Kubernetes B4 =ki%E T
mode: NetworkPolicy i OpenShift SDN %% i&E . H#EXZ OpenShift SDN FEIAE,

B2 %% OpenShift CLI (oc) .
EeI L EFHESR admin HBRBI A P EFGEIKE.

IRE ML SR TR S B 22 [

ZMHBRALERBEN R, HEALL TSRS
I $ oc delete networkpolicy <policy _name> -n <namespace>
Hep:

<policy_name>
15 % 48 SRR B & 7.
<hamespace>

% RN FRAS LA R ZERATENGRERPEN, EREREESRAZER,

i

I networkpolicy.networking.k8s.io/default-deny deleted
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NR{EFA cluster-admin HBREXE] web #HlE, EelLUEFEIESERE ELL YAML =X
3BT Actions FH M web FeHlE dh B SRBE I BR P 2% SR B,

8.3.5.2. ffifl OpenShift Cluster Manager flHIB& P45 SBE

120 LA B 6 4 Z2 (7] ch B B 2 SRt

AR
[}
2. &F5% OpenShift Cluster Manager.
[}
1&1E AWS £33 L6128 T Red Hat OpenShift Service,
[}
ENEHEESHIRIUER,
[}
HENA KA RNDIREN S B IRUERF D,
Az

M OpenShift Cluster Manager Web 1##&5#) Administrator #1f3, £ Networking F ==
NetworkPolicies.

{55 R LU 75 SR I BRAZ B9 P 2% SR

M Network Policies & llipasERS :

1£ Network Policies &, EFEEMRAMLZRIETHHERIEE, RER
Delete NetworkPolicy.

{5 ARSI 4 SRBR IR Y Actions T HISZHAMBRSRRE

17
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S EREAY Actions THIEH,

MFEHhi%$¥ Delete NetworkPolicy,

8.3.6. Jy T B E SRR\ L% SRI%

EVSRRERR, EaLEIRFT AN SR EEIR, SHAIASRESRE. MRELEEH
THMAEER, NEEEELE—.

8.3.6.1. vl B EiElR
ENSRREER, ELUERERINT &R, UEEABEXERUEFHTA.
fIgE A E B ER

=S5

[
Ea] LA B dedicated-admin fPREYIK 7 17 Red Hat OpenShift Service on AWS
REE

LB A cluster-admin Bt 513 E%,

BT E R -

I $ oc adm create-bootstrap-project-template -o yaml > template.yaml

ERSCASHER, BRI RFUESIA N REE SN ERE template.yaml 32,

i B AR 2 74 01| R4 openshift-config sa & 22 b, INEE N EHIER -

I $ oc create -f template.yaml -n openshift-config
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{5 Web #2543 CLI a7 B A& 5.
2/ Web #2235 :

SZE Administration — Cluster Settings T,

¥ Configuration LEBMRAEE KR,

iil.
H:®l Project 5cH, F =i Edit YAML,

f$iF CLI :

4u project.config.openshift.io/cluster ¥ :

I $ oc edit project.config.openshift.io/cluster

B spec ¥4, FHAE projectRequestTemplate fll name 28, HiXEE LIZMTH
Bk &, ERIABFRN project-request,

A B S0 B E AR B Aol R

apiVersion: config.openshift.io/v1
kind: Project
metadata:
#...
spec:

projectRequestTemplate:

name: <template_name>

# ...

GREENE, BRI RIERERIINA T ERNERH,
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8.3.6.2. TEHT 1 B B4R F A hn 2% SRR

ERERERR, EaLMERIBNBRIAERPRMMALZE SIS, Red Hat OpenShift Service on
AWS f§ 8 3|51 B shiEtRk hi5 ERFTA NetworkPolicy X4,

=55

£ B A NetworkPolicy XTREIZIA CNI RZHE#E, Mi%iE&E T mode: NetworkPolicy
B OpenShift SDN pI4&id#, X2 OpenShift SDN BIEIAER,

B2 %% OpenShift CLI (oc) .

REEMABA cluster-admin FEEM A - EkERIER,

e e G T BE BRI B #IR,

iz
1.
IBATLL TR o SR G i 0 H BRI REAR -
I $ oc edit template <project_template> -n openshift-config
$+ <project_template> FHt N ENEHEENRABERNETF. KiIAEIRGFRH project-
request,
2.

EERP, f$81 NetworkPolicy X RYEI—A tRAIME objects S8, objects S
AR — I HEMNRIES.

ELLFRBIH, objects SEEAIIE/LA NetworkPolicy X%,

objects:
- apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-same-namespace
spec:
podSelector: {}
ingress:
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- from:
- podSelector: {}
- apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-openshift-ingress
spec:
ingress:
- from:
- hamespaceSelector:
matchLabels:
network.openshift.io/policy-group: ingress
podSelector: {}
policyTypes:
- Ingress
- apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-kube-apiserver-operator
spec:
ingress:
- from:
- hamespaceSelector:
matchLabels:
kubernetes.io/metadata.name: openshift-kube-apiserver-operator
podSelector:
matchLabels:
app: kube-apiserver-operator
policyTypes:
- Ingress

A BDETU TR AR — N RIE, RRIAERML RGN R EMATH AR

BIB— 1A -

I $ oc new-project <project> ﬂ

£+ <project> EH N IEEAIEMTH KB TR,

WA B AR R B R SRBE T R T H A -

$ oc get networkpolicy

NAME POD-SELECTOR AGE
allow-from-openshift-ingress <none> 7s
allow-from-same-namespace <hone> 7s
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8.3.7. M4 RIERCE S/ R

EVSRBFETE R, EnLIACE M4 SRS LU % # - LR HLRR RS ThaE.

#R{EEA OpenShift SDN FZHEM, HIRIRA T ATRACEMLHEE, RESUTSHE
FEANRSES, Bi%E T SRS,

8.3.7.1. ML RISACEZH I fEE

EULRREYH, SEHSHMTEARZERBE pod MRS S E.

=50

B+ NetworkPolicy X REIMZEIEH, M OVN-Kubernetes R4S iEHSHI%E T
mode: NetworkPolicy #] OpenShift SDN %% 1&E . H#EXZE OpenShift SDN MEIAE,

B2 %% OpenShift CLI (oc) .

I LMER BA admin FBRAIA - SFERIKE.

it

BIEELLF NetworkPolicy X4 :

47 allow-from-openshift-ingress HIEEE,

$ cat << EOF| oc create -f -
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-openshift-ingress
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:
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podSelector: {}
policyTypes:
- Ingress

policy-group.network.openshift.io/ingress: ""
EOF

4l

policy-group.network.openshift.io/ingress: """ & OpenShift SDN
. BB B2 EERERIRE. EAILIERA network.openshift.io/policy-
group: ingress & ZE [AEFERINY, BXE— N HERIBNAZE,

#75 allow-from-openshift-monitoring BIZRHEE :

$ cat << EOF| oc create -f -
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-openshift-monitoring
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: monitoring

podSelector: {}

policyTypes:

- Ingress
EOF

477 allow-same-namespace HRBE :

$ cat << EOF| oc create -f -
kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:

name: allow-same-namespace
spec:

podSelector:

ingress:

- from:

- podSelector: {}

EOF

477 allow-from-kube-apiserver-operator H5RBg :
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$ cat << EOF| oc create -f -
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-kube-apiserver-operator
spec:
ingress:
- from:
- namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: openshift-kube-apiserver-operator
podSelector:
matchLabels:
app: kube-apiserver-operator
policyTypes:
- Ingress
EOF

METRAEZIFMER, ESH Frilkube-apiserver-operator Webhook #2355 1E
Webhook BRI BRI,

AIE - EAIALEI E P E SRR, HRAL TGRS -

I $ oc describe networkpolicy

i el

Name: allow-from-openshift-ingress
Namespace: examplel
Created on: 2020-06-09 00:28:17 -0400 EDT

Labels: <hone>
Annotations: <none>
Spec:

PodSelector: <none> (Allowing the specific traffic to all pods in this namespace)
Allowing ingress traffic:
To Port: <any> (traffic allowed to all ports)
From:
NamespaceSelector: network.openshift.io/policy-group: ingress
Not affecting egress traffic
Policy Types: Ingress

Name: allow-from-openshift-monitoring
Namespace: examplel
Created on: 2020-06-09 00:29:57 -0400 EDT

Labels: <nhone>
Annotations: <none>
Spec:
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PodSelector: <none> (Allowing the specific traffic to all pods in this namespace)
Allowing ingress traffic:
To Port: <any> (traffic allowed to all ports)
From:
NamespaceSelector: network.openshift.io/policy-group: monitoring
Not affecting egress traffic
Policy Types: Ingress

8.4. RED HAT OPENSHIFT SERVICE ON AWS sy INGRESS NODE FIREWALL OPERATOR

Ingress Node Firewall Operator S /FEHE AL T R B MERCE,

8.4.1. Ingress Node Firewall Operator

Ingress Node Firewall Operator i@ f§ <P # R LB EIEER MEk BRI EMEREN TR, &
T RPREEA OB KSR, BEETIHESE, FHIE—1 IngressNodeFirewallConfig B X ¥
i& (CR). Operator . F IngressNodeFirewallConfig CR 3EGIE A O s AEsrir 24 daemon,
©7E5 nodeSelector FLEMIFRA 17 = _LiZ1T,

#&a] LAECE IngressNodeFirewall CR BRI, 3 nodeSelector fHAXIE N "true” FIEH,

B8

Ingress Node Firewall Operator {3z FCIRA B KEEHI,

AZFFIRE XDP W2 FFRIML ORISR (NIC) SFLBHEMAEIZ1T.

%F Red Hat OpenShift Service on AWS 4.14 B SIRA, K41 RHEL 9.0 =k
HEa kA LZ1T Ingress Node Firewall Operator,

8.4.2. Z% Ingress Node Firewall Operator

YENEBETRG, ZaLUEMA Red Hat OpenShift Service on AWS CLI i Web #2514 %2k Ingress
Node Firewall Operator.,

8.4.2.1. {1 CLI &% Ingress Node Firewall Operator
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EREBEIRG, EALMEA CLI &% Operator.

AR

[}
B2 %% OpenShift CLI(oc).

BEE RIS,

ZTLL T4 k812 openshift-ingress-node-firewall iy & %2|H] :

$ cat << EOF| oc create -f -
apiVersion: vi
kind: Namespace
metadata:
labels:
pod-security.kubernetes.io/enforce: privileged
pod-security.kubernetes.io/enforce-version: v1.24
name: openshift-ingress-node-firewall
EOF

IBTTLA T fa 4 kil OperatorGroup CR :

$ cat << EOF| oc create -f -
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: ingress-node-firewall-operators
namespace: openshift-ingress-node-firewall
EOF

iT 5 Ingress Node Firewall Operator.

E ) Ingress Node Firewall Operator il Subscription CR, HHALL T4 :

$ cat << EOF| oc create -f -
apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: ingress-node-firewall-sub
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namespace: openshift-ingress-node-firewall
spec:

name: ingress-node-firewall

channel: stable

source: redhat-operators

sourceNamespace: openshift-marketplace
EOF

BRIUFR B O LY Operator, HHRALLTHS :

I $ oc get ip -n openshift-ingress-node-firewall

i

NAME CSv APPROVAL APPROVED
install-5cvnz ingress-node-firewall.4.0-202211122336 Automatic true

F4 Uk Operator BhRA, FRIALL TGS :

I $ oc get csv -n openshift-ingress-node-firewall

i

NAME DISPLAY VERSION REPLACES
PHASE

ingress-node-firewall.4.0-202211122336 Ingress Node Firewall Operator 4.0-
202211122336 ingress-node-firewall.4.0-202211102047 Succeeded

8.4.2.2. {1 [ Web ##ll5 %3 Ingress Node Firewall Operator

ERERERG, oLl Web #2HI& %% Operator,

AR
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B2 %% OpenShift CLI(oc).

BEHE PR,

it

#2% Ingress Node Firewall Operator :

1£ Red Hat OpenShift Service on AWS web 5, == Operators —
OperatorHub,

MATF# Operator FlFh%EFE Ingress Node Firewall Operator, AJ5 = Install,

1£ Install Operator TiH, 7E Installed Namespace TFi%# Operator
recommended Namespace.

= Install,

KHIE Ingress Node Firewall Operator 2% ERIIRE :

S#in¥l Operators — Installed Operators T,

R openshift-ingress-node-firewall 5 H #7515 # Ingress Node Firewall
Operator B Status 4 InstallSucceeded,

4

al}

ERE IR, Operator AIEERE R Failed R, MRLEH TR
J&% InstallSucceeded {52, Er[LLIZBRX4 Failed {5 8.

ISR Operator %A InstallSucceeded K7, HIRBELTHRIFITHFEDR :
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[}
¥:# Operator Subscriptions #1 Install Plans £ ## Status iR 2 E A
AR,
[}
7 A%l Workloads — Pods i, 7 openshift-ingress-node-firewall 7jiH #
K7 pod WA,
[}

K#E YAML XX#HmEZe A, MRRDFR, EaERAUNTRORNIER
workload.openshift.io/allowed=management ZiNZI Operator #p&Z2[a] :

$ oc annotate ns/openshift-ingress-node-firewall
workload.openshift.io/allowed=management

%I FH5 fa OpenShift (28, openshift-ingress-node-firewall
4220/ ZE workload.openshift.io/allowed=management ;¥ f#.

8.4.3. #8& Ingress Node Firewall Operator

=50

[}
22 % Ingress Node Firewall Operator,

AR

Fi54 Ingress Node Firewall Operator, #fllE—4* IngressNodeFirewallConfig HE X ¥R, %
HIRISERE Operator P HHiEER, eI L@ B AR MXIEHN, —4=HZ 4 IngressNodeFirewall
CRD EBEHIT =

£ openshift-ingress-node-firewall iz 22 [A]hfil IngressNodeFirewallConfig, %y
ingressnodefirewallconfig.

BITA T a9 3ERE Ingress Node Firewall Operator HiI :

I $ oc apply -f rule.yaml

8.4.3.1. Ingress i mphKIEERBE X &
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TXRS##R T Ingress Node Firewall Be& X REFEX -

7z 8.1. Ingress 11 AP XIEECE X K
PE xm ik

metadata.name string CRXSREVEFR, BEAIEHN RGBT
ingressnodefirewallconfig.

metadata.name string Ingress Firewall Operator CR % §R# 6y &4 22
space [, IngressNodeFirewallConfig CR #/ii{E openshift-
ingress-node-firewall #» 4 22 i) fh ] 2,

spec.nodeSelec  string AR R (label) AT BT BT RULEELIR, B0 -
tor

spec:
nodeSelector:
node-role.kubernetes.io/worker: "

nodeSelector A {E A —NRZE N5 T sk
BRI ES, LUMESFirHiRE S50, Flm, mR
7 2F5% node-role.kubernetes.io/worker
#1 node-type.kubernetes.io/vm R EIFE D
T, NxfEA nodeSelector % E—1
FRE & B KBTI HIZE B,

al}

Operator {#f CR, F#7£5 nodeSelector PLECMIATA 17 sm LAIE— A O s=Bh X
ESFHRE,
Ingress Node Firewall Operator ~RfIACE

LUFRHISIEE T 522M Ingress Node B MIEECE :

Ingress 17 A B KBS E X F Bl

apiVersion: ingressnodefirewall.openshift.io/vialphal
kind: IngressNodeFirewallConfig
metadata:

name: ingressnodefirewallconfig

namespace: openshift-ingress-node-firewall
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spec:
nodeSelector:
node-role.kubernetes.io/worker: """

4

ol

Operator {#f CR, F#7£5 nodeSelector PLECMIATA 17 s LAIE— A O s=Bh X
ETRE.

8.4.3.2. Ingress 7 s Bh KEFHLM X 5

TXRd#R T Ingress Node Firewall HLIN REFER -

7z 8.2. Ingress 1 s KGRI S

FH e sk

metadata.name string CR A &REIEFR,

interfaces A X R B e E BN AR A BRI BEE O, B30, - enO #0-
ent,

nodeSelector A &7 LA A nodeSelector i sk b FABA ASEHN, fF15

7E nodeselector #7ZMEIXE T true LN FRIZHNI,

ingress object Ingress RIFERECE fovF MAER T [ SR EF R BYAR S5 B9,
Ingress X RECE
ingress M RIEFE TRPEL :

% 8.3. Ingress X &

FB
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Ingress 77 =B A S ALY SR

Ingress 7 s B A IEECE Bl

132

FB

sourceCIDRs

rules

e il

i

5 e

sk

RFERIZE CIDR R, MAILMAEHIRIIERES
1 CIDR,

¢ -

T E#H CIDR RVFEEAERIF
¢ M, MRE—TREZD

IngressNodeFirewall %, Hii7

BEZ CIDR®#EO, I order P&

SHEEE LN AIZAN, FNLLF
S 5=

I F&E4 source.CIDR, Ingress [fKi
rules.order X RBIFLL1 FFia, B4 CIDR ®=%
100 N, BN H &8 T,

rules.protocolConfig.protocol &L T :
TCP, UDP, SCTP, ICMP #1ICMPv6, ICMP #l
ICMPv6 #LII BT LAPCES ICMP #1 ICMPv6 KBS,
TCP, UDP #1 SCTP #EH* B ——A Birim Oz —
MERHOSTERE (=X <start : end-1>) #H470E
fic,

5 rules.action i%i& allow LA A#L, deny 3
BB,

Ingress Bf5 At HL U8 A BEL LE A 4RT T3
BoERYIIE Webhook 4T3, 35
iE Webhook & BE 1EBRZE{T{a] K HE 5L
BEARZS, 0 API RS 2%,

LUTFRAIFIEE T 528M Ingress Node Bh X IEECE :

apiVersion: ingressnodefirewall.openshift.io/vialphal

kind: IngressNodeFirewall

metadata:
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name: ingressnodefirewall
spec:
interfaces:
- eth0
nodeSelector:
matchLabels:
<ingress_firewall_label_name>: <label_value> 0
ingress:
- sourceCIDRs:
-172.16.0.0/12
rules:
- order: 10
protocolConfig:
protocol: ICMP
icmp:
icmpType: 8 #ICMP Echo request
action: Deny
- order: 20
protocolConfig:
protocol: TCP
tcp:
ports: "8000-9000"
action: Deny
- sourceCIDRs:
- fc00:f853:ccd:e793::0/64
rules:
- order: 10
protocolConfig:
protocol: ICMPv6
icmpv6:
icmpType: 128 #ICMPV6 Echo request
action: Deny

T i _EAHETE <label_names fl <label value>, B 55N ATIEESE
ingressfirewallconfig CR jZ1THI 77 sif9 nodeselector H 5 HI{EPCA, <label value> FILLE true
= false, @I nodeSelector #1355, #EAILLFH BB R4 Bin, LAMERA
ingressfirewallconfig CR [ FAA &89,

Z{S1E Ingress Node Firewall HII%F &R~ 51

F{S4E Ingress 7 B KBS 2RO SEHRHGA WL DM, flm, EaLERASEE
Ingress Node Firewall #LlI3k % FFEBR SSH Z A B9 E O LML R E,

LT xRHIFiEE T ESE Ingress Node Firewall HERNZERE :
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B

APSENHREMNARFERANMARDAMBIARTFIIR, SBERESTIE.

ZS4E Ingress 1 2B AEEHLN R~ B

apiVersion: ingressnodefirewall.openshift.io/vialphal
kind: IngressNodeFirewall
metadata:
name: ingressnodefirewall-zero-trust
spec:
interfaces:
- eth1 ﬂ
nodeSelector:
matchLabels:
<ingress_firewall_label_name>: <label_value> 9
ingress:
- sourceCIDRs:
-0.0.0.00 @
rules:
- order: 10
protocolConfig:
protocol: TCP
tcp:
ports: 22
action: Allow
- order: 20

action: Deny ﬂ

Network-interface 5

2]

<label_name> 1 <label_value> &5 A El ingressfirewallconfig CR BI%FE 17 i
nodeSelector Fr%H{H PCEC,

©

0.0.0.0/0 PLEc{E{a CIDR

L4
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8.4.4. & Ingress Node Firewall Operator LIl

i =
1.
BT T e R EFAA HarAl -
I $ oc get ingressnodefirewall
2.

7R B <resource> B —, FHETUTHSEEEFHNHEE -

I $ oc get <resource> <name> -0 yaml

8.4.5. % Ingress Node Firewall Operator 1T EEHERR

BITUTRAHEREN Ingress Node Firewall B X ¥R E X (CRD) :

I $ oc get crds | grep ingressnodefirewall

i el

NAME READY UP-TO-DATE AVAILABLE AGE
ingressnodefirewallconfigs.ingressnodefirewall.openshift.io 2022-08-25T10:03:01Z
ingressnodefirewallnodestates.ingressnodefirewall.openshift.io 2022-08-
25T10:03:00Z

ingressnodefirewalls.ingressnodefirewall.openshift.io 2022-08-25T10:03:00Z

BTUT &4, LLEE Ingress Node Firewall Operator BRZE :

I $ oc get pods -n openshift-ingress-node-firewall

i

135



Red Hat OpenShift Service on AWS 4 f%%

NAME READY STATUS RESTARTS AGE
ingress-node-firewall-controller-manager 2/2 Running 0 5d21h
ingress-node-firewall-daemon-pqx56 3/3 Running 0 5d21h

LUTFEIRB X Operator IKEM{ES : READY, STATUS. AGE. #1 RESTARTS. ¥

Ingress Node Firewall Operator <P # 2 EABERI P BHI T RN, STATUS FEH
Running.

BT T oo SRR AR A ORG A&7 51 pod BB -
I $ oc adm must-gather — gather_ingress_node_firewall

£ sos T mMikEsh, Hh&@EAF /sos_commands/ebpf B eBPF bpftool fi i ik &,
XERESERATRENAOR AN XDP S BEIRALE. EHSIHERMALAHEB4NEREK,
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% 92 OVN-KUBERNETES %% ¢t

28 9 = OVN-KUBERNETES W45 & ¢+

9.1. EE&EH O IP ihit

YENERETE, EoLIECE OVN-Kubernetes Container Network Interface (CNI) FI%iEH, Hdp
RSB —IHZNEO P Hht, sKHE%LHEZEHPIEE pod.

9.1.1. 0O IP bt 2tk it fChiE

Red Hat OpenShift Service on AWS 0 IP it ThaE R iF &R R — IS e 22 [ g — 4>
HEA pod MRENEHMEANIRS ER —BBIR IP thitl,

fin, EegEE—1 pod EHIEHIEEEERNRS R LOBUERE., Emx RS 2HTUIRER,
HEEaT B EREE NI ARIFEAEE IP hitHE, HRFRETUA SR FMIZEEE pod VinlR
%%, W LUhmBRSSER A HIEKE pod BEEERFER O IP Hbdilk,

AECARZERBIHO IP thik 5 FAskEKE B89 A X R EN T OBHSETFR,

1E78 HCP &8 ROSA i, KRR pod MIAOKMHSR pod FEE—T17 = Li2fT, MEEEXFE
ATFANARRFUHEERO IP bk, YEENARRFUEAEEKE, RAE46E0 IP Hbit,

B8

A EgressIP ThaEfF i O IP it 43E%: control plane 7 5=,

DUFRARR T RBSM AR REE L7 ReER, R E T HE,

AWS Lt/ cloud.network.openshift.io/egress-ipconfig 3 f#fl

cloud.network.openshift.io/egress-ipconfig: [
{
"interface":"eni-078d267045138e436",
"ifaddr":{"ipv4":"10.0.128.0/18"},
"capacity":{"ipv4":14,"ipv6":15}
}
1
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LUR NI T TR A HEHERN IP it S8, ATREIHE,

9.1.1.1. Amazon Web Services(AWS)IP it & E PRl

£ AWS L, IP ittt HECHIBRFIDUR TERCEREHIREL, MBESHER, HSH S0 LHRENEN
PO IP ithik

9.1.1.2. {H O IP 924 pod

ER—IHZM O IP pEcGen R 2R P62 2RISR E pod, AR T HRME -

EBPEDPE AT RAMER k8s.ovn.org/egress-assignable: " FRE,

FHE— EgressIP MREX—MHENHO IP ithik, FAEMBRZRDEFEHFAREN
iR 1P bt

B

NRELE O IP S EIMCERF P RER T RATfIE EgressIP #f%, Red Hat
OpenShift Service on AWS FIEERFFEMNHO IP it S ERAE MR
k8s.ovn.org/egress-assignable: " P& M M.

EWHEEO IP U ERBHPHNRE T R ZD %, HEUEMEM EgressIP X &al,
RZSRE N AEIEREE RO IP HhhksT =,

9.1.1.3. FHO IP 9EeE T =

1EQIEE EgressIP X &, LATF&REAZERTIRCH k8s.ovn.org/egress-assignable: ™" P25 Ti = -

BRAEFEO 1P 3RS ST R
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% 92 OVN-KUBERNETES %% ¢t

HO 1P bt eIE e S E O 1P il B el AT s [ 4,

R EgressIP & Hi spec.EgressiPs BHIEE T 24 IP ik, NEALTERY -

EAT RBAREERT —NMEEN IP Hhit,

AREEREMRZERNIEE IP il 2 FXBHEF,

MRTRATH, NWAERSESCHMANHO P i, ERFSAIEMRISRM.

% Pod 5% EgressIP X REEFSRICERN, FoALRUETE EgressIP X &RepigENH O IP Hbiit 45
B9 pod B9 O IP ithitt,

B4, MNP EgressIP MRIEET SO IP dhht, WFTHEFRIETLMEAGLES O IP ik, N,
MR pod SHAFAHEO IP ek (10.10.20.1 1 10.10.20.2) 9 EgressIP X RiEF2RCE, He{F{
— AN E#REI LU A F &4 TCP i£#sk UDP *tif,

9.1.1.4. 40O IP bt A B LA

THEERTHOIP iit&EE, Eh#ERT, E—NEEN=T S LETRRAN TR 622 H Y
A pod. T ERMIENMLE LM 192.168.126.0/18 CIDR 42 IP bk,

ﬁ
Node 1
meta:
name: nodel
labels:
kQe nvn nrn/enreacce-accinnahla+: "N j

Node 1 #1 Node 3 ##5ic v k8s.ovn.org/egress-assignable: ", HILAIAFoHECH O IP ihit,

E ik T pod1. pod2 #l pod 3 M2, @it pod F%53kM Node 1 #1 Node 3 HiO%
B, HAEBIRS MR EgressIP X REFFHE pod BBUFRERT, & IP Hhik)y 192.168.126.10 =
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192.168.126.102, XA m Bl 2 A1,

P eh B LT SRR AT ok

CCERAESE S

RERAELUTFRREN :

CCERAESE S

apiVersion: v1
kind: Namespace
metadata:
name: hamespacel
labels:
env: prod
apiVersion: v1
kind: Namespace
metadata:
name: hamespace2
labels:
env: prod

EgressIP X%

LUF EgressIP X &k 7T — P ECiE, ZECEIEFN env HR3EREN prod MEE M B ZEH Y
AT pod. AT pod B O IP Hihit 7y 192.168.126.10 1 192.168.126.102,

EgressIP Xf&

apiVersion: k8s.ovn.org/v1
kind: EgressIP
metadata:
name: egressips-prod
spec:
egresslPs:
-192.168.126.10
- 192.168.126.102
namespaceSelector:
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matchLabels:
env: prod
status:

items:
- node: node1

egressliP: 192.168.126.10
- node: node3

egressliP: 192.168.126.102

X F_EHIFMECE, Red Hat OpenShift Service on AWS el T s A EeF N O IP ith
ik, status FPEREREEUKRERESER T HO IP il

9.1.2. EgressIP X%

LUF YAML #5 T EgressIP XRE APl, X RAMBGEE IR, SA2ER AN hEEN,

apiVersion: k8s.ovn.org/v1
kind: EgressIP
metadata:
name: <hame> ﬂ
spec:

egresslPs: 9
- <ip_address>

namespaceSelector: 6

p.c.)-dSeIector: ﬂ
EgressIPs % R AT,
AFE—IHZ A IP B,

H O IP it 5 H XM — PS4 o B 2 AR RS
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LUF YAML #5764 22 [A] 3R/ 1T -
B A RN
namespaceSelector: ﬂ

matchLabels:
<label_names>: <label_value>

AN —ANHSNECERN, MRS DR, WEFRA Ehcasr & 2,

LUF YAML #5387 pod 2RI a5/ -
Pod 188 b B
podSelector: ﬂ

matchLabels:
<label_name>: <label_value>

]k : 5355 namespaceSelector HLNILECAIfp 22 [H R pod F— SN EEECHIN], MR
f8xE, MOGEFEEERM pod. fr&ZEAIRREth Pod FR#ERE.

ELLTRBIH, EgressIP % %&4F 192.168.126.11 #1 192.168.126.102 {01 IP it 545 app WS ikE
7 web B9 pod XEBX, FHITIF env irZi%E N prod Bép &z -

EgressIP % R=fil
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apiVersion: k8s.ovn.org/v1
kind: EgressIP
metadata:
name: egress-group1
spec:
egresslPs:
-192.168.126.11
- 192.168.126.102
podSelector:
matchLabels:
app: web
namespaceSelector:
matchLabels:
env: prod

% 92 OVN-KUBERNETES %% ¢t

ELLTRBI, EgressIP X4 $¥ 192.168.127.30 #1 192.168.127.40 B O IP bt 54F %G5

environment F3%1% &4 development i pod #8555k :

EgressIP X &Rl

apiVersion: k8s.ovn.org/v1
kind: EgressIP
metadata:
name: egress-group2
spec:
egresslPs:
- 192.168.127.30
- 192.168.127.40
namespaceSelector:
matchExpressions:
- key: environment
operator: Notin
values:
- development

9.1.3. Frid T mLEERO IP Hhht

&I LLfE k8s.ovn.org/egress-assignable="" 735N FARISERERA T 2, LME Red Hat OpenShift

Service on AWS ®[LUATT moaEE— 1 =Z 40 1P #bhil,
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IE =S5
[ ]
%% ROSA CLI (rosa).
[ ]
DEBER NS EFER.
AR

Ebhc T s, FHALUEE— I =Z O IP bk, EFRALLTGRS -

$ rosa edit machinepool <machinepool_names --cluster=<cluster_name> --labels
"k8s.ovn.org/egress-assignable="

B

A REH T machinepool BEMEEIEIT minsE, EROZHEMEN
EAEE --labels FB, LAREMNIAT mirERAFE,

9.1.4. RSB

SEHO IP

9.1.5. Hih ¥R

[ ]
labelSelector meta/vi

LabelSelectorRequirement meta/v1
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5510 & EdiERRE

10 = ECiEIRH

10.1. RHEE

10.1.1. SIEERTF HTTP B9E&H

BHAIFHEAEA URL KENARF. RIENARFNASRZEEKE, BANREIFRRT. &F
HTTP MR — M FZEHERE, BEAEKXN HTTP BB, HERZESNNAERFROLEAF
&35,

LUF #2487 i/ hello-openshift b AR AIBET HTTP MR, Fhrfl.

AR
[}
B2 %% OpenShift CLI (oc) .
[}
LIER 5 5138,
[}
BE—1 web A, AFAFHROMIITERO_LFREN TCP ifs.
it 3

IBTLL RS, fIE—4%H hello-openshift B95iH :

I $ oc new-project hello-openshift

2.
BT T e S, FEUWBDAIE pod :
$ oc create -f
https://raw.githubusercontent.com/openshift/origin/master/examples/hello-
openshift/hello-pod.json
3.

BT TS, BIE4HAA hello-openshift BIARSS :

I $ oc expose pod/hello-openshift
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4,
BAUTHRS, fIB—NEERELTLEMNEKMHE hello-openshift M AR :

I $ oc expose svc hello-openshift

ERIHEORNEHR R, HaTUTHS -

I $ oc get routes -0 yaml <name of resource> ﬂ

EXpIG, EEHAN hello-openshift,

BIRBIRZ£BHE YAML E SURH -

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: hello-openshift
spec:
host: hello-openshift-hello-openshift.<Ingress_Domain> ﬂ
port:
targetPort: 8080 9
to:
kind: Service
name: hello-openshift

<Ingress_Domain> 2EIAMAOBEE, ingresses.config/cluster A REERE TR OIE
B, BEEER, NMEEREFARMNE, EaTLlEH appsDomain ETiHEE kL,

2]

targetPort 2 HthE& 15 MAIAR 551558 pod LB B RO,
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EEREMEAAOE, HETUTHS :

I $ oc get ingresses.config/cluster -o jsonpath={.spec.domain}

10.1.2. Adi& & BN

MREMRSREEEN (HRRSZS A (SLA) BH) SE@En (RAEEERIER) , &
AU B B A E BB

AR

ERELETNEEPEET Ingress Controller,

f/ oc annotate 4y, NERHRIMNEBEE :

$ oc annotate route <route_name> \
--overwrite haproxy.router.openshift.io/timeout=<timeout><time_unit> ﬂ

RS A AL R BYFD (us). =P (ms). BN (s). 28F (m). EF (h). X (d)e

LUFRBIFESR I myroute FIEEH i E B #YBGBIT :

I $ oc annotate route myroute --overwrite haproxy.router.openshift.io/timeout=2s
10.1.3. HTTP " #&fE R &t

HTTP " #&fc ikt (HSTS) RIRE—F& 218, MNEHREFI/ mAXES, RABHAIH LR
P HTTPS ji&E. HSTS tilid {55 HTTPS f&Hisk{iit Web iE, FTHEMA HTTP EERM, HSTS XF
RS MM B IFER A,

sl HSTS SRBEHT, HSTS ML= HTTP #] HTTPS MR Z1HN Strict Transport Security #73k,
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el L e insecureEdgeTerminationPolicy {8, LA HTTP &M EI HTTPS, s#l HSTS
B, BPmAfEREE KafmRAaIERKM HTTP URL E&Ch HTTPS, TEEEM,

SHETH AT HSTS BEENHUTLLTIRE -

RIFFTBEE A HSTS

RiFF N EEBAZRA HSTS

xf—2HidsR BE R HSTS, HELSSEAMAZERIRESE

B

HSTS {GEATR£KM, TLLEZ edge-terminated =k re-encrypt, HEEFE HTTP
i H LXMW,

10.1.3.1. IRIBENEHSGH HTTP & fFmR 2t

HTTP " #&f ik £ (HSTS) SLHefE HAProxy Etkeh, HENARESA
haproxy.router.openshift.io/hsts_header R8N M EHMBEK A,

AR
[ ]
=] LAfsE F BB T H N E TR 5 e P &R RIS RE.
[ ]
B2 %% OpenShift CLI (oc) .
Pk

BIERA_ LS A HSTS, ¥ haproxy.router.openshift.io/hsts_header {H# 0%l edge-
terminated =k re-encrypt BHH, ERILLZTLL TSR MEA oc annotate TERCHH
B

$ oc annotate route <route_name> -n <namespace> --overwrite=true
"haproxy.router.openshift.io/hsts_header"="max-age=31536000;\ ﬂ
includeSubDomains;preload”
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EXRBIh, SKHRXE 31536000 ms, X%Jy 8.5 /i,

AR
XN, FS (=) BFESISE, XREBIITERGSATLEN.
ACiE 7 AR A

apiVersion: route.openshift.io/v1
kind: Route
metadata:
annotations:
haproxy.router.openshift.io/hsts_header: max-
age=31536000;includeSubDomains;preload ﬂ 9 6

spec:
host: def.abc.com
tls:
termination: "reencrypt"

wildcardPolicy: "Subdomain”

. Max-age JIZ HSTS SREEA BN A KEE, LA HHGL, MRXEN 0, BN
X SR TR R

A%, 88K, includeSubDomains SHZEFimENMAE FEEBLTSENER
R/ HSTS KBS,

Ak, % max-age XF 0, #&B[LL{E haproxy.router.openshift.io/hsts_header
fhIN preload, LA VFAEBARSS IS XA i R SIETE HSTS Tiiinz5ukh, #liM, Google
Fuh T LUE % preload Byuh 95k, %025 AT LAfs A X L 51 2 Sk 7E B Lk itk s mT LA
Bt HTTPS @18, B efl5MaRRAEzaiti2mit, MREHIXE preload, MR
M@t HTTPS SihRXH (ES—R) FeERIRk.
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10.1.3.2. IRIBEAN KBS HTTP "Btz st

EEA HTTP KBRS (HSTS), EalLURa A max-age fHi%XEN 0.

AR
[
=] LAfE F BB H N E TR 5 e P &R RIS R
[
B2 %% OpenShift CLI (oc) .
it 3
[

FEM HSTS, HMAL T DN EEEMRPM max-age HIXKEN 0 :

$ oc annotate route <route_name> -n <namespace> --overwrite=true
"haproxy.router.openshift.io/hsts_header"="max-age=0"

R
RART AN FALLTF YAML Sk ER RS & MR -
BRIESTBAZA HSTS K6
metadata:

annotations:
haproxy.router.openshift.io/hsts_header: max-age=0

Eohen [ ERIPRATARMZEA HSTS, HHMALLT&GS :

$ oc annotate route --all -n <namespace> --overwrite=true
"haproxy.router.openshift.io/hsts_header"="max-age=0"
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EHENMARHEERE, TRALTHS

$ oc get route --all-namespaces -0 go-template='{{range .items}}{{if
.metadata.annotations}}{{$a := index .metadata.annotations
"haproxy.router.openshift.io/hsts_header"}}{{$n := .metadata.name}}{{with $a}}Name:

{{$n}} HSTS: {{$a}{{"\n"}H{{else}{{""}H{end}}{{end}H{{end}}'

i

I Name: routename HSTS: max-age=0

10.1.4. {#f Cookie ERFHHAEREY

Red Hat OpenShift Service on AWS R#t#HER1E, B ARMEREIAR —WmACREIARE
MARERE, B2, MRS pod LEF. VERIBHEENARFELILE, IHEREHRATERHE
Ko

Red Hat OpenShift Service on AWS aJLL{f Cookie KB ERIEIF A, ingress #EHIgREFE—1
R BERBEKR, FHRIERIE— Cookie, Cookie FEMIRN &R RE, AT &iEhH
T—iEK A0 Cookie, Cookie HFHIAOEHISBFMERE, HWEREmiEKHEMXA Cookie fHiFKEH
FIE— pod.

JoiETE passthrough B&H L& Cookie, HNTTEREI HTTP 2., ik, RIER
IP b E T, Xl RE T B,

MREMHESN, TLUFREEAREIRIRSS, FEERTT, NMRECERTBIGEHS
SRESER IP, WS NFAERARER AL ETIR— pod WKEHRNEF,

10.1.4.1. [ Cookie Fr3ER&H

BT LLIXE Cookie BRREE S NI BEERNEIAGTR. X, BKERARENN ARFREE
3 Cookie &#r. MIBx Cookie alifll F—iE kEF K Fma. S22, MRRSF[IE, ZRSBE
HME PPl E R FHEH D LS.
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{HEAEEMN Cookie AFFFRERKH :
I $ oc annotate route <route_names router.openshift.io/cookie_name="<cookie_name>"
Hep:

<route_name>

e E R EAEHR,
<cookie_name>

}57E Cookie F9& R,

i, £ cookie Z#R my_cookie FriEREH my_route :

I $ oc annotate route my_route router.openshift.io/cookie_name="my_cookie"
EZEHhHERBHENS -

I $ ROUTE_NAME=$(oc get route <route_names -o jsonpath="{.spec.host}’)

Hep:

<route_name>

e HBIATR,

£R77 cookie, ARV :
I $ curl SROUTE_NAME -k -c /tmp/cookie_jar
A E— 1D EEERR BN RERN cookie :

I $ curl SROUTE_NAME -k -b /tmp/cookie_jar
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HFRENKHEE T — M ER4A4, oTLlS5 URL #THE, % URL EEHT HTTP MIERHRE.
Rit, AIUEAR—ENGIREZINEHR, SPIVNABEFRANER, BRESNZCEETREARR

B9E% .

TRERTBHRHEAT R

5% 10.1. BRI A

Route (¥%H) E1iAvE]
www.example.com/test www.example.com/test

www.example.com
www.example.com/test F www.example.com/test
www.example.com

www.example.com

www.example.com www.example.com/text

www.example.com

HTHBRENRZLEH

apiVersion: route.openshift.io/v1

kind: Route
metadata:
name: route-unsecured
spec:
host: www.example.com
path: "/test"
to:

kind: Service
name: service-name

R ERE T IRENRRHAME—REL.

Al

=
=

as
(=]

=
=

=
=

yes (FAEWILE, MAZHH)

=
=
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4

{[ passthrough TLS i, EFHREMNBHATH, EHBHBFSEIMERL TX
ik TLS, BEREEUERMRE.

10.1.6. HTTP trkficE

Red Hat OpenShift Service on AWS 124t 7 FEIMEEA HTTP trkiAhE. EixiESMERIRLE,
ERILAME A Ingress Controller FRAYKRFE Bl AR B SR BUH R IR ARk, A mT LA ARG HaE
R EREEIRL, EERLNER A EEND R TN aaEH Rk,

& BETE IngressController =% Route CR FixiEskilliBRink, ELEMmMeEil. MR
FERAERE HTTP frk, NhZEASB5KR, BEULEFEEN M, 7EMmbrL (30 X-
Forwarded-For ¥53k) B, i%{#M spec.httpHeaders.forwardedHeaderPolicy 2E%, 1
A= spec.httpHeaders.actions,

10.1.6.1. k& RIFE

47£ Ingress Controller FFRHHESRIERAM HTTP t5kif, HAProxy SiRIETRE KA MR
S I prnEs: L

XFF HTTP miRi#53k, Ingress Controller FigEMIRIEFRERAPIEENRERIIT, X
E k& Ingress Controller s EMIZEE R 5L

X F HTTP iEkink, BADIEENEESRT Ingress Controller higEREERIIT. X
EhRERAPIEENIREER LN,

fn, £EHERLASALLTRBEIXE X-Frame-Options MR Frk, H{EH DENY :

IngressController spec R~fl

apiVersion: operator.openshift.io/v1
kind: IngressController
#...
spec:
httpHeaders:
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actions:
response:
- name: X-Frame-Options
action:
type: Set
set:
value: DENY

A& %E Ingress Controller FiZERIERENIN 7L, {BEALITEREE SAMEORIGIN :

Route A& x<Hl

apiVersion: route.openshift.io/v1
kind: Route
#...
spec:
httpHeaders:
actions:
response:
- name: X-Frame-Options
action:
type: Set
set:
value: SAMEORIGIN

% IngressController spec #1 Route spec ##EE X-Frame-Options MR #7LEf, Ingress
Controller W2 B E ARG BEREEEMEN, BME— M RENBRBRTFDL. XFiEKRiR
3k, Route spec ffia%E = IngressController spec fH.

XZEH haproxy.config X ERALLTZH, Hr Ingress Controller #H A, HANEEBEHN
Hiats. NATIATRESENIRLE DENY /A G i%ERE SAMEORIGIN ZEZH=HERMRL

frontend public
http-response set-header X-Frame-Options 'DENY'

frontend fe_sni
http-response set-header X-Frame-Options 'DENY'

frontend fe_no_sni
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http-response set-header X-Frame-Options 'DENY’

backend be_secure:openshift-monitoring:alertmanager-main
http-response set-header X-Frame-Options 'SAMEORIGIN'

7%, Ingress Controller kg H5E X HElE/EERE = 6 AR B,

10.1.6.2. FHERIRL

DR A ReRIE T2 B E MR, HEERERBR TRIT :

* 10.2. FEKE R LB E LT

kB ER

proxy

strict-transport-
security

156

f=H

IngressControll
er spec H{TRCE

as
(=]

7|

7|

{5/ Route #l4&#
TEkE

iy

il

7|

FILMERA

proxy HTTP &K
PRk AT LLE I R
LEFEAN
HTTP_PROXY
PMEAS 8 SR F X
M E2IFEN CGl
MR, proxy
HTTP iE KRkt
EIEVAER, 1EEC
BHIRA S B,

LfERA
IngressControll
er CRiXi& host
HTTP 1& K5k
i, HAProxy f£&
FIERBRIER BRI AT
BRI,

strict-transport-
security HTTP fiq
NFRSk B {5 & R

TS, TREE

FRBYSEI,

iy

iy

= .
= -

haproxy.router.
openshift.io/hst
s_header i&H3E
iz
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kAR £/ f£/ Route #it&# ZiIEMEH
IngressControll  fTECE
er spec H{TECE
cookie # set- 5 5 HAProxy 89 =
cookie Cookie B F&IEIR
B, ATFNESR e haproxy
SR B B R B Touter
RSB, R fio/dis
B IXLEPRL P BE able_co
ST HAProxy #J okie & H
RIEREK, FIRHI SEfR
HAProxy B
Cookie BIRFE L, e haproxy
.router.
openshi
ft.io/coo
kie_nam
e BRHE

fi#

10.1.7. FEREH P IESMIER HTTP 35 KA R ARk

HFAHMER, EaLlgEsMERTEL HTTP kMR Rk, #EaILLA Ingress Controller 124t
BRT A B B S e B R 1 iE S PR 2 Ak

fmn, MEABEAZSHESHE, EoHEil Web NARFHESAMBRMAZR, BIfE Ingress
Controller JigHIEEMEIALBALE.

LITHREAMIE—M%E Content-Location HTTP & KFrLMEEH, LUES R AR XEH URL
https://app.example.com EEFIAIE https://app.example.com/lang/en-us, N ARFEHAEEREIL
78 kA {5 %R E B A (eT A BB AT LAV R AEE E 4 B Web A,

AR

[
B %% OpenShift CLI(oc).

LU B &1 5 545 & %% Red Hat OpenShift Service on AWS %£#,

EA— web MARAT RO, LARMFiEOGREN HTTP =% TLS .
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iy =

BIE—NEHE X, FHFeRERSN app-example-route.yaml B34 :

5 HTTP PRk 5 OIEREHE YAML E X

apiVersion: route.openshift.io/v1

kind: Route
#...
spec:
host: app.example.com
tls:
termination: edge
to:

kind: Service

hame: app-example
httpHeaders:

actions:

response: 9
- name: Content-Location 6
action:

type: Set ﬂ
set:
value: /lang/en-us 9

B HTTP Rk EHUTRIRIESISR,

2]

EEERRICCRE, EFRAP, mpbrk,

EEERNICLIEH. BXRETLURESMBRE T ALK, HSHE HTTP 4524
KB,

L4

ERLRPITRRERR, B AILLER Set =k Delete 91,

©
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EXE HTTP PRk, EAAUREE—A value, ZERTLARZIRLB A S HIER S
B=FFFR, 0 DENY, thelLL2#ERA HAProxy M SMEEERBREMNDISE, EXMER
T, ZEBRENRTHENALE.

SERFAIRMREHRE L, GEINAE Web N REFHIEEH

I $ oc -n app-example create -f app-example-route.yamli

XFF HTTP &Kk, BBHE X higEMIRIEST Ingress Controller 1% HTTP i RirLHITHE
MR EEPHIT, XEKE, BHBXEFERRLZEREMESE L T Ingress Controller i ERK
. BX HTTP iRk BIFMNEZER, HSH HTTP (lEE,

10.1.8. K E FREHH AT

Ingress Controller BILUA B AR ARBILEERIALET, FE LB ERERPREER
ERBSXLEEINLE, IEARZIFE Operator EXR MK A AN B,

B

EOBFESNRIP HFRNARY, HEAUERSRERSIR, EMEMmRERE
KFBBMBIIR, MALHESHHEIRER,

3 10.3. IREE R

RARINMRLE

haproxy.router.openshift.io/b  %E&Ef#EHTEEZE, "IHETIR passthrough B 18

alance random. source. roundrobi ROUTER_TCP_BALANCE_S
n #1leastconn, EKiIAEH TLS CHEME . &0, &=
passthrough BXEH BB, %I FFrE ROUTER_LOAD_BALANCE_
Hibpgeh, BINMER BEVLA, algorithm,

haproxy.router.openshift.io/d ZM{#EH cookie RIRERIE X%

isable_cookies B, MRKEN 'true’ =
'TRUE', NERSEHEELFES
MEN HTTP 53R EiHAR S %
B,

router.openshift.io/cookie_n EE—NEIER, TR

ame cookie, HMRBETEAREFEM
NEFR, BF, M- BOA
N BN ER B TR LB,
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haproxy.router.openshift.io/p
od-concurrent-connections

haproxy.router.openshift.io/r
ate-limit-connections

haproxy.router.openshift.io/r
ate-limit-
connections.concurrent-tcp

haproxy.router.openshift.io/r
ate-limit-connections.rate-
http

haproxy.router.openshift.io/r
ate-limit-connections.rate-
tcp

haproxy.router.openshift.io/ti
meout

haproxy.router.openshift.io/ti
meout-tunnel

ingresses.config/cluster
ingress.operator.openshift.io
/hard-stop-after

160

B HRZIFN pod RITFHIRK
F 0 MRES pod, B pod
#HAEXLEHENERE, IREZN
g, eilZEEREMRXR,
BN IRBARBURESS REE. M
REBERE, HEFHKEN O,
I35 78 BRI,

%& 'true’ 2 'TRUE' AT &R
FREITHEE, ZIhEe@it B B L
B4 E 5 i B IG T SE e

F o ERERIREEARSS R
HHEREFRT,

FR 8L R —IR 1P Husb T893
R TCP EEE., BEZ—IHF
1E,

o ERE AR AR ARSI
B ERRT,

RHIEEHERER IP iR G
AILLL H HTTP iERMER, B
Z—NFE,

S R LCERRIR T IELEAR S5
HRERRT,

R EAERIR IP it % s
AT TCP i EMER, B
Z—1PHF(E,

- ERE AR AR ARSI
i BVE AR,

BRI E AR 55 2R iR o
(TimeUnits)

XA S TR 8 %R, NeA

X, A%, EFMESEEERE,
EAAX. NEHEFMBEEE
B, WEBERNTHIABNEN
FBATRREN A, X F passthrough
BRERE, SEMIETREEMI
BRI,

& LU & IngressController 5
ingress ERiB, LLEREHEBER
Mg, FEHARERENELR
[& % 1 haproxy hard-stop- after
2/ %, BFE XHITFEBIR
F LB T AT [,

ROUTER_DEFAULT_SERVE
R_TIMEOUT

ROUTER_DEFAULT_TUNNE
L_TIMEOUT

ROUTER_HARD_STOP_AFT
ER
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router.openshift.io/haproxy.h
ealth.check.interval

haproxy.router.openshift.io/i
p_whitelist

haproxy.router.openshift.io/h
sts_header

haproxy.router.openshift.io/r
ewrite-target

router.openshift.io/cookie-
same-site

0 e v RS ERE (AR
(TimeUnits)

NEEHRIZESITIIFR, allowlist 2
LAZE#& 43 B AN IP ik F1 CIDR SEH
Fizk, ATFHERRRLE, kB
YFHIRPB P it B9 iE R AR E

.

haproxy.config X EZEE
B K IP #b3b#0 CIDR SEE¥CH

61.[

7 edge terminated =% re-encrypt
R4 & Strict-Transport-
Security ¥rk,

EEmPIXEIFRNEFRE,

WE—MERRS cookies, IE

= -

Lax: '8 AR EB L mIER L
A 3% Cookie, /7 MAMERIL st
SR B FRIA L 5B & 2% Cookie,

L KI5 E SameSite (I, X2
BRIAHID BT 2R1T

Strict : PYIER(ETXS R — ik s0E
K% 3% Cookie,

None : %23 Ak s A1AE R L
m=IH R & 1% Cookie,

XAMEGER T EFH MBI
H, MEEZER, ESH
SameSite cookies 344,

ROUTER_BACKEND_CHEC
K_INTERVAL

161
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LN OEZN R
haproxy.router.openshift.io/s % ERTLESNRBEH ROUTER_SET_FORWARDE
et-forwarded-headers Forwarded # X-Forwarded- D _HEADERS

For HTTP §7 -k BYSERg, RIS :

AppendFfiinirk, REEMAIA
Bk, X EBRIME,

replace : iXE&EPRL, MEREMAEL
BHIbRk,

Never : A ERL, MEREBE
{AIA RSk,

if-none : MIREF/HERL, N
WES.

MR SEFFIFRPH IP #hitF] CIDR SEEBE 61, B EAM haproxy.config 5| F#93kT
X#h, ESCEFERETE var/lib/haproxy/router/whitelists ST,

k

N
p 3
;

il

FfaRbU B AR TFHIR, HRE Ingress Controller BEE X2 A
HT CIDREEIMSEEFIR, eted X FA/NRHIEEHEMAA/NRE, HiL, ©
FIET ERIFNIRBPEEH IP Hblkf1 CIDR SEENSREABE B — 1 H{E,

HRL SR,
BB E

TimeUnits H— MR & — MR AR © us *(microseconds), ms (Z#, 2K
N s@®) .m (28) . h*(hE), d (XR) .

ENREKXE : [1-9][0-9]*(us\|ms\|s\|m\|h\|d).

Description

ROUTER_BACKEND_CHECK_INTE  5000ms Bin EREFEEERE Z R BN,
RVAL
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Description

ROUTER_CLIENT_FIN_TIMEOUT

ROUTER_DEFAULT_CLIENT_TIME
ouT

ROUTER_DEFAULT_CONNECT_TI
MEOUT

ROUTER_DEFAULT_SERVER_FIN_
TIMEOUT

ROUTER_DEFAULT_SERVER_TIME
ouT

ROUTER_DEFAULT_TUNNEL_TIME
ouT

ROUTER_SLOWLORIS_HTTP_KEE
PALIVE

ROUTER_SLOWLORIS_TIMEOUT

RELOAD_INTERVAL

ROUTER_METRICS_HAPROXY_TIM
EOUT

Wil B E GBI BRE

I apiVersion: route.openshift.io/v1

1s

30s

5s

1s

30s

1h

300s

10s

5s

5s

PR R BB B E F UREY TCP FIN 8
B, NRAGERXRMHERER FIN E4E
P& AEEE, HAProxy &% EHE,
MR KENERE, FEAERMSLEER
BOEIR, MXAREEAME.

& P iR MR\ SAGE SRR K,

B RO 1],

15 R A3 B T FFRE AT pod B9 TCP FIN
EE"‘J‘O

AR S5 2R BRI AR BR R K,

TCP = WebSocket iR 4T FF RIS
K. B3 HAProxy EFTINERT, XANERT
IR REE,

HEBEFHIE HTTP 15 R &K KA 1A,
MREBER/ANE, FATRER FHUN RN
FREFTTERER /D keepalive A,

HEBMH@EN Hr LR LT EMN L,
M, MARRENTEREN, Fa :
ROUTER_SLOWLORIS_HTTP_KEE
PALIVE i% timeout http-keep-
alive, BIABERT, BXE 300s, B
HAProxy th27f tcp-request inspect-
delay L%, ©#WIXE N Ss, EiXFhiE
AT, BB EYEZ 300s 50 5s.

HTTP i 3K (£ % aT LATE 7 RO A A B,

RYFRERE DT B MEAES =
SR EIEE,

155 HAProxy $8 BB 8]
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kind: Route
metadata:
annotations:
haproxy.router.openshift.io/timeout: 5500ms ﬂ

{51/ HAProxy I [ABAT (us, ms, s, m, h, d) IEEHEGBN A, MRZAREN A 5
fI, ms 2WEIAEHA,

al

MR passthrough FEHIZERIRSS R mATEN HAE, N5 WebSocket
EBA IR H_LEE KGRI AIE SR,

RHAF—1MRE IP it rigH

metadata:
annotations:
haproxy.router.openshift.io/ip_whitelist: 192.168.1.10

RUFZA IP HbEEEE

metadata:
annotations:
haproxy.router.openshift.io/ip_whitelist: 192.168.1.10 192.168.1.11 192.168.1.12

FoiF IP ibht CIDR PZER9EEH
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metadata:
annotations:
haproxy.router.openshift.io/ip_whitelist: 192.168.1.0/24

T IP Hbht 0 IP Hikt CIDR MI4SHIEE

metadata:
annotations:
haproxy.router.openshift.io/ip_whitelist: 180.5.61.153 192.168.1.0/24 10.0.0.0/8

EEESNRIEEH

apiVersion: route.openshift.io/v1
kind: Route
metadata:
annotations:
haproxy.router.openshift.io/rewrite-target: / ﬂ

B/ N ERERNEST R,

1EE8H _Li%& haproxy.router.openshift.io/rewrite-target ;¥ f#, 5% Ingress Controller 755153k
BRAEENBREFEZE, MZERALEBRE HTTP ERPEBRKRRE, 5 spec.path igEMNIEEITE
BiERBER I FEIERPIEENEEN R,

TRRMT # spec.path. HFRBEMEEXN RMUESHASHEFTHNBEETRL.

% 10.4. rewrite-target ;~fjl :
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Route.spec.path

/foo /foo / /

/foo /foo/ / /

/foo /foo/bar / /bar

/foo /foo/bar/ / /bar/

/foo /foo /bar /bar

/foo /foo/ /bar /bar/

/foo /foo/bar /baz /baz/bar

/foo /foo/bar/ /baz /baz/bar/

/foo/ /foo / TER (FREEAREE
BREHERR)

/foo/ /foo/ / /

/foo/ /foo/bar / /bar

haproxy.router.openshift.io/rewrite-target R AR PRI R ERHRGE, RABiRMIEREE
Yo EBHTRULT XL RNLGESR,

xR 10.5. AR FRLHE -

X FPEF LRSS p: 3
# \# HWRER# ANERXLEEER
B
% % K %% ERFEFS, W0 %%%
\ B, RANERZE

FIAHbBME URL PR LR H9ER TR,

10.1.9. @1t Ingress X REASKIAUET AR H
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MREEIERBIEE TLS BBEMER FAIE Ingress X%, Nl Red Hat OpenShift Service on AWS &

=~

ERARENEH, EORERARIADQIEBERRENSEXILRAM Ingress R, EalLUgE—1 2
B TLS &di&, M TP :

AR
[ ]
EE— N ERAFHRS.
[ ]
&0 LLiji] OpenShift CLI(oc).
i =
1.
79 Ingress X RAIE YAML X, FEAXBIH, %3445 example-ingress.yaml :
Ingress X&RE YAML & 3L

apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:

name: frontend

spec:
rules:

tl.:;:
0@

FEAEBHRRNEEEE TLS, mAEERESGES,

IBITLL T a4 3RO EE Ingress X4 :

I $ oc create -f example-ingress.yaml
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ZfTLL T4, JIF Red Hat OpenShift Service on AWS & H Ingress X R AIlE T Tl

I $ oc get routes -0 yaml

i

apiVersion: v1
items:
- apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: frontend-j9sdd ﬂ

insecureEdgeTerminationPolicy: Redirect
termination: edge

HBHENEFREIE Ingress S REETFH, ER—IHEIHEZ,

2]

EZHEARKIAIED, MBFMIEE spec.certificate,

©

HHREE edge & ILRBE,

10.1.10. £ Ingress FfAsh{EABETR CA LB OISR

£ Ingress X &R _ERILUEF route.openshift.io/destination-ca-certificate-secret X3k & A H
£ X Bir CA UEHHEEH,

AR
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[ ]
ZAILME PEM %93 eh A —MEB/BHY, HhpiEBxgmENEaH.
[ ]
XA LAE PEM %S XA — N HLIREY CA IR SRAM S UEFEE,
[ ]
BRI PEM %S XA BB bR CA iEH,
[ ]
B EBEATTHIRS.
AR

£+ route.openshift.io/destination-ca-certificate-secret ZINEl Ingress Efigrh :

apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: frontend
annotations:
route.openshift.io/termination: "reencrypt"
route.openshift.io/destination-ca-certificate-secret: secret-ca-cert ﬂ

%3¥ 23| A kubernetes secret,

tEE AR5 AN E R AR LR E D,

i

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: frontend
annotations:
route.openshift.io/termination: reencrypt
route.openshift.io/destination-ca-certificate-secret: secret-ca-cert
spec:

tls:
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insecureEdgeTerminationPolicy: Redirect
termination: reencrypt
destinationCACertificate: |

H{th BT
[ ]
{81/ appsDomain &5 E & E R
10.2. Z2HKH

LZEWARMLUT LM TLS ZEThaeSoh & FimiRtiE 5. LU/ T aMeI s8R B R SGIE B2
EWME. D5HBEEHER,

10.2.1. A AE GEB AR EFH KA

&aI LA oc create route i, FRAEHIME TLS LKiEMAE GEHEBELZ£KH,

=S5

B PEM S 3fehA—NEB/BHY, HbpiEBxgmENEaH.

XA LAE PEM %S XA — N HL3RE9 CA B SRAM S UEBEE,

ZAE PEM %S XA BB bR CA iEH,

BRAEBEEATTHIRS.
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al

AR EERPOBHXME, EMETISCHPREREN, ERAUTHS :

I $ openssl rsa -in password_protected_tls.key -out tls.key

it

AR SGEBHEFME TLS ZILOIE Route ¥R, T BBREUEH/BHM M F LT
YEBXTM tis.crt H tis.key X frh, A NIIEE—1BHr CA UEH, f# Ingress Controller {S{EARSS
BiEH, EthaRIBEEEEE CA IFHBEASIEFEE, Bk tis.crt. tls.key. cacert.crt #1 (7T
&) ca.crt SLPREER LR, BHHIEEN frontend 2 FFH Service FHRMIEHR, FAZELMENEE R

www.example.com,

EREHME TLS ZIEMBAE Y, fIE%R %S Route KR :

$ oc create route reencrypt --service=frontend --cert=tls.crt --key=tls.key --dest-ca-
cert=destca.crt --ca-cert=ca.crt --hostname=www.example.com

MRERELE Route BIR, BMIZRLTFMTF :

Z2EH YAML E X

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: frontend
spec:
host: www.example.com
to:
kind: Service
name: frontend
tls:
termination: reencrypt
key: |-
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NETREZ LT, ESH oc create route reencrypt --help.

10.2.2. 5/ B E SGEH BB N Rk B

#RBILLE oc create route #p4y, HHNZ TLS X itHIBE UF PR ERESKH, FANZKH
i, Ingress Controller FEFRE X BIEF pod Z A1k TLS %, ZEEHIEE T Ingress
Controller AATFRMHAK TLS iE-HHIZEH.

=S5

B PEM %ifS 3 eh A —MEB/BHY, HhpiEBxgmENEaH.

XA LAE PEM %S XA — N HLIREY CA IR SRAM S IEPEE,

AR EERPOBHXME, EMETICHPREREN, ERAUTHS :

I $ openssl rsa -in password_protected_tls.key -out tls.key

IR E e SGEB NS TLS ZIEBIE Route %R, LTS BBREIrHB/BH AT 4aiTHR
KR tis.crt H tis.key X #rh, BIALURIBFRERIEE CA IEH kAR UEHEE, &t tis.crt. tis.key Fl
(FIi%) ca.crt SEFRER R AR, EHEE) frontend AFFHIIRSS BT, FRENSMNINREH

www.example.com,
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fEAA% TLS ZaEMBE SGEH, %2 Route K.

$ oc create route edge --service=frontend --cert=tls.crt --key=tls.key --ca-cert=ca.crt --
hostname=www.example.com

MRERELEK Route IR, BMNIZRLITFMTF :

Z2EH YAML E X

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: frontend
spec:
host: www.example.com
to:
kind: Service
name: frontend
tls:
termination: edge
key: |-

MFTMEZET, 1ESH oc create route edge --help.

10.2.3. | passthrough F&H

EaILU#E oc create route fi R {# A passthrough ZItEEER £ H. WME passthrough 1k,
mEMFRERBEEA XTI BN, MEBHBIARRM TLS X1k, AL, BEAFRFEBHIUES.

=aiB A2 I
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AUTEASTT
[ ]
BB AEATHIRS.
e

Bl Route K& :

$ oc create route passthrough route-passthrough-secured --service=frontend --
port=8080

MRERE LN Route BTIR, BNMIZRLTFOT :

f#i/ Passthrough X ILIZ £ H

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: route-passthrough-secured ﬂ
spec:
host: www.example.com
port:
targetPort: 8080
tls:
termination: passthrough 9
insecureEdgeTerminationPolicy: None G
to:
kind: Service
name: frontend

RO, KERT 63 MFH.

2]

termination RE% &N passthrough, XZ2H—FE tls KFE,

©
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A%/ insecureEdgeTerminationPolicy, M EM—AMM{EZ None. Redirect
HHZE,

Bir pod 159l = LEURERMES. HAl, XEM—XFRERZRIEBIAE, hif
pU{IEEATN

10.2.4. FAASBZEIEHAIEREA

B

1£ TLS secret FEAASBIEBEFEARZ—NMEARTEIIEE, BATURIIEERZLL
18~ MRS ERM (SLA) s, HIMEETREHATE, AiFHEEE - Edh 4R
©iil. XER AT EIhEE eI LUER IR BHNTIEE, HANSEFANBREREE
R

BRIABRATUTREXFSEENESER, WSROI SRHERH,

&eT LSRR EH API Y .spec.tls.externaICertificate FE, B E=AIEPERMRRAEEE Red
Hat OpenShift Service on AWS M, &ErILLET secret 5IFAASBEREN TLS ukH, THEFHIEHE
g, fiﬁiﬂ*ﬂ%mﬁ:ﬁ_}ﬁ’l)ﬁﬁﬁﬁ%ﬁﬁiﬁiﬁﬂjﬂ%ﬂm {8 OpenShift B&H23BEW RN IR B HTHY
U5,

al}

% BEThEESE Rl F il RE e BTN BR R,

W15 F RouteExternalCertificate Thagl 1.
1R WJIAE routes/custom-host LB % create f1 update F(BR.

BATE—1NEE PEM GG NEBUET /RN secret, AN kubernetes.ioltls,
HhaiF tis.key # tis.crt #,
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°
RTS8 Y secret AT 5 EE R MG HERE R 65 8 22 [H Fh,
ik =
1.
IBTLLTF S, £5 secret iHHEMNAZEEIRAIE A, LU Vri&H2RIRSSMH S RIFL
BB :

$ oc create role secret-reader --verb=get,list,watch --resource=secrets --resource-
name=<secret-name> \

--namespace=<current-namespace> 9

I8 secret BSCFR&MR,

2]

187 secret MIEEHIFRERI6p %5 22 [H],

BT T a9, £5 secret iR EZE[E R AIE rolebinding, Fi¥ router RS54 5E
B IRNA R -

$ oc create rolebinding secret-reader-binding --role=secret-reader --
serviceaccount=openshift-ingress:router --namespace=<current-namespace> ﬂ

187 secret MIEEHIFRERIAp %5 22 [H],

Bl —E S BEHK YAML 3¢, HERUTRAEESUEHH secret,

ZEMHEK YAML E X

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: myedge
namespace: test
spec:
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host: myedge-test.apps.example.com
tls:
externalCertificate:
name: <secret-name> ﬂ
termination: edge
[...]
[...]

¥8E secret BI=CFR& R,

BITLAU T p R EERE A BTIR -

I $ oc apply -f <route.yami> ﬂ

TEEENM YAML X#4,

MR secret FEFERIUER/EYIN!, MRMBRAMALREY, WHBIHRAERIIES,

N
4

MRH AR .spec.tls.externalCertificate, %235 FHEIA & BRBIIEH,

{#/ .spec.tls.externalCertificate FBtIf, fBFEERHE .spec.tls.certificate FEXZX
.spec.tls.tls.key FE%,

=
=
=

X FERNABERIEBHTHEYER, HERE Red Hat OpenShift Service on AWS FRHI2%
pod BHEHRMESR, HSHE FE pod A&,
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