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%1% {7 STS ZBE ROSA HyS REMIFH

XR2H STS 2 Red Hat OpenShift Service on AWS (ROSA)4E B EE B AR B RV RITIR X455 1.,

. XEEPAER, ENELRAEKBRTR,

FiZTRE SRR, FRIEEMNAT T RNNRPEHEE :
o MEBEHEMNTH API RS,
e jj[1] api.openshift.com. oidc.op1.openshiftapps.com # sso.redhat.com,
o IRHECHIMZE EBIEM,
o ATFRILENAIE KM,

B

M ROSA CLI fRA 1.2.7 FriR, #rEEFHBIRTA OIDC #t5/ iR URL £ Amazon
CloudFront #1 oidc.opl.openshiftapps.com 1%, XNEEILIRE T UIRRE, FMEER,
U T8 ROSA CLIN2.7 SkEm ki A QI BRBIFT SR B, A FIAE OIDC #N D
BRI,

1.1. 1K P #0 CLI 4o R 14
TR PR CLI LAER B S RE,

1.1.1. AWS ifi 7
o INELITHHE -
o AWSIAM A F
o AWS 1Jj[n]Z %A ID
o AWS Secret ij[n] B%A

o BIFMEBFIEMIINEE, 7 ROSA B ROSA #1 About IAM ¥R F{EH STS B9 ROSA £Ef
FSRESAY IR

o MFTMHMELIFIER, EHSH 1K,

1.1.2. AWS CLI (aws)
o MELZRBEMAWS S 1THRE LK,
e FEiECLI:

1. EXinPE A aws BiE :

I $ aws configure


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
http://oidc.op1.openshiftapps.com/
https://docs.aws.amazon.com/ROSA/latest/userguide/security-iam-awsmanpol.html
https://aws.amazon.com/cli/
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2. N AWS U5 [R[ 5 1D FiR R A

3. HiA AWS Secret Access Key 3% Hi A,
4. MANEEREIMNBRIAKE,

5. FIAIBERHIHE, "table” = "json",
T T e SRR -

9
™

I $ aws sts get-caller-identity

TUTHS, BIRELBHMRSABEERE :

~
™

I $ aws iam get-role --role-name "AWSServiceRoleForElasticLoadBalancing"
a. MRATEFE, HEBIT:

$ aws iam create-service-linked-role --aws-service-name
"elasticloadbalancing.amazonaws.com"”

1.1.3. ZLigik
o MR iLFHAGE Red Hat Hybrid Cloud Console &/,

1.1.4. ROSA CLI (rosa)
1 MRILEE, MAWSIZEHIER AWS B 5 ROSA,

2. BT &RE Red Hat OpenShift Service on AWS (ROSA) CLI. rosa Bk OpenShift & AWS 2
Hl & &% CLl,

3. EXImHBHIA rosa Fx, XHEREESIZEHEAE AN SHETIE
I $ rosa login
4. FRELINENR P EIEE %,

5. =& Load token &%,

6. SHISHEFFEMIGE CLIRTH, AT Enter &,
o ZE, REULIEHISTEM $ rosa login --token=abc... @4, FEXIHHFENY

I $ rosa login --token=<abc..>
7. T e R RIE R EIE

I $ rosa whoami

TU T SRRIEERWRIEH :

©
™

I $ rosa verify quota


https://console.redhat.com/
https://console.aws.amazon.com/rosa/
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/install_rosa_classic_clusters/#installing-the-rosa-cli
https://console.redhat.com/openshift/downloads#tool-rosa
https://console.redhat.com/openshift/token/rosa
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o BFX) ROSA KB AWS IRSHIFEIE, ESHES AWS EtZE,

o HX AWS IRSSECHIBIIEE, SRR AWS BRSSECAL,

1.1.5. OpenShift CLI (oc)
1. @7 OpenShift CLI 8 OpenShift ###I& 91T RE(CL) TRZRE,
2. BT TS KIE OpenShift CLI 2B BIEMRE :

I $ rosa verify openshift-client

ZREFEDAT ERERFME, HEPITRES K,

1.2. SCP Fo iR &4
ROSA £ EETE AWS HLI TR AWS K iR, B8 AR 55126 S5BE (SCP) R EI AWS L4 B

7T, LAEHE AWS FikF ® BAUTRIB9AR 55,

o THBIRNIE SCP R L EBERT R A BRI E 18,

o MIZHIAERE JBA ROSARS, EMRIEN SCP BLE NRIFFIFER aws-marketplace:Subscribe
RR, FHS[H AWS Organizations service control policy (SCP)1E4AFTEE I AWS Marketplace X
R LAT R Z1E4E R,

o LR ROSA FHERN, OJB—XKEH AWS OpenlD Connect (OIDC) F P 1R 712,
o [t OIDC #tKFale & K i I F us-east-1 AWS KIFHI LA,

o BB AWS SCP & F AV {#E F us-east-1 AWS X5, Bl{HiX L BB E R X I
EF'Q

1.3. LS SER KM
MLHRERE, BEERM.

1.3.1. B k3
o FRBRAE NS ISR AWS Bh S Se k4 FhBI SRR O,

1.3.2. B E L& £4H

LERNEHEEN VPC QIRERN, BUAESELEIRPRINTNNEE L REH, EOBRERH
HITEAIX L FE IR

o TEAEERFN, £ AWS REIEAE L REH,
o F[AENREHASATLUREREN VPC X, TEREE L ZLHSEMEM VPC KIK,
o MAIRERBNENIWAED h REH HRAHNBI AWS BLH,

MB/TRESIFAER, FSH 224 BiFIER,

1.3.3. HZE X DNS


https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/cli_tools/#cli-getting-started
https://console.redhat.com/openshift/downloads#tool-oc
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/ROSA/latest/userguide/troubleshoot-rosa-enablement.html#error-aws-orgs-scp-denies-permissions
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/install_rosa_classic_clusters/#rosa-security-groups_prerequisites
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o MREFABENDNS, N ROSA REFRF W /IR (F B+ 821\ DHCP 1%£Tif VPC DNS, A
BRI UUTEA AR 4.

o EHFX—mR, 21T aws ec2 describe-dhcp-options FH#EE VPC 25 A VPC
Resolver :

I $ aws ec2 describe-dhcp-options

o B, L DNSEEREEEHEELEXAN VPC, LUEEELTTLUEFTRER IP MRS,

1.4. PRIVATELINK %5 R &4
INRITFIFEERE PrivateLink 5£8%, TERRTETISEFEN BYO VPC HERESEEY :
o NEMFERNEN AZ AIB—NRHMBEFM.
o ZFE, fEME LMK EEMANH Ok LM X,
e VPC By CIDR s/ 84 Networking.MachineCIDR SEFl, X 252389 IP Hhtlt,
o FM CIDR H/ig F1EsEMIHL2: CIDR,
e ¥ enableDnsHostnames #11 enableDnsSupport 1% & true,
o XK, FEERILUGEAMIMEI VPC B Route 53 IR EFEPIER DNS 125,
T T e DIIERR SR -

$ aws ec2 describe-route-tables --filters "Name=vpc-id,Values=<vpc-id>"

o FARERFAILUET AL F M AR NAT R X @1 %50 M 5k i,
o FARIXE T IEEIRFERIE UDR,
o BAALAREIRPRLERRERISCHAE, MESISCHAEL THRESFMER.

' {8 0] LIETISEFIERI BYO VPC 22k JEPrivateLink ROSA &£,


https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/networking/#configuring-cluster-wide-proxy
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28 2 = {FF STS & Z ROSA B+ E K

Red Hat OpenShift Service on AWS (ROSA)IRE T — MER, ©ARTFAESERSEINR"NIA
Amazon Web Service (AWS)iK /7 /i,

R

AWS B2 5hERSS (STS) REEMEIMER, FTF %R Red Hat OpenShift Service on AWS (ROSA) £
HASCRE, RNCRHTEEMNRZEMN,

TEEM STS &% ROSA I, HBERIFELT AWS FREHE,

B

LEA AWS STS 2 ROSA B, thflE— KM AWS OpenlD Connect
(OIDC)F 1R M2/, It OIDC #ti/Fale B ki F A F us-east-1 AWS KigHN5H, BF
AWS SCP M9 il A UF 8 A us-east-1 AWS X1, BIfHiX &R ERERRNK I,

2.1. [ STS H1TE B B 7 ER

EEREF A AWS RE25HARSS (STS)M Red Hat OpenShift Service on AWS (ROSA)EEERT, FEREL
TRRE M

2,11

o RWTHAR AWS PREIE LAZ#F AWS ik F AR % #J Red Hat OpenShift Service on AWS, 7£ CLI
FZ1T rosa verify quota M S 2 RIEER G E G2 TREEFT ENEAL,

’ =

FEAIA IR B AWS BBRH, (BERRIGEHIEFES AWS BRAUH1TE S, MNEEZE
B, 1ES M SRS "Limits and scalability” #£#%.

o NN FAFmEIEHE SCP R, NXLesRIE N/ L E R FTEN A RMEIRE ™K,
o REY AWS Tk P RNEEERFE BT I8,

o EBRNIZARTELINEEDHIRE LA BFRIRIES G INFISN B AWS ERERS, ZHREIF™E
REASZLAE A L. S BORE

o EMHELIFER— AWS Ik REREBRE AWS IRS5.
o fRHIIK MATXER service-linked A, B HNEFEECE Elastic Load Balancing (ELB), BHX

R ADZBTE AWS Ik A2 M ESESRNER, HSHMINERA R 02 #4725 % (ELB)
RGHEEAR HEEAR',

#1KTE Virtual Private Cloud (VPC)':F"*B%'—:T Red Hat OpenShift Service on
AWS FHE LI FARSSBI VPC B BTR

=
=
B
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o [REFIAT Rtk

e #]i Elastic Load Balancing (ELB) R 5 A E

2.1.2. VAR
o ZIIEMITER AWS ZHIH 15 IR 2 F IREHI AWS 1k 7, ZIIERIFFIE LG A,
o (RAEEfEA AWS 1K/ 7E Red Hat OpenShift Service on AWS (ROSA)EEE IR FHIT IR,

® ROSA CLI (rosa)sk OpenShift Cluster Manager 12l & A Al B ERBEBE 1T AWS MK ARk
?i-o

o BAFEA NV ENEREE ROSA KR, MREGEAEE U, ESHIMMNEIRLT R

ZER.

HihBR
o IESH NN ARFEEBE

21.3. ZTHFEXK
o THEERIE M AWS EAH 15T,

o IIERIBEATUREAMITIE R AWS 2H¥,
o IIIEAIREMBEE P IBREKIER AWS BTIRBRHIRIEINZ - BITK -

o [RIEXRBREHHFHARE, BNLELUERNARXEEFA Red Hat OpenShift Service on
AWS EEERIRRSI. FERFIEIAE,

21.4. 22 EXK
o /TIEMFERRZRAAY IP HttHI% EC2 EHF1 API BRSS 2589 A O R R
o IIIEMIFHIRMEAE O, BXIEEEHN"AWS Bh AES R ZM4E"ERD,

HibFR
o AWS BRAXIEAREZ M

2.1.5. £ OpenShift Cluster Manager FYZE 3k
LUF /NI #5588 T OpenShift Cluster Manager IR, MRERFEA CLITE, EoILRRERK,

F(HF OpenShift Cluster Manager, E/BEEE AWS Ik, ELEEEEE S thFR bk & R B,

2.1.5.1. AWS Ijf¢ F1 LBk

Red Hat OpenShift Service on AWS (ROSA)E B E 1TSS F EF A Amazon Resource Name (ARN) ¥
ocm-role #1 user-role IAM f & EEEE] AWS (K7,

ocm-role ARN 72 4L IEHA R BIFRE:, T user-role ARN NIVE N FREFAETELLIERA ik iR, 410848
FAiX L ARN 52 EEE%U\FHF’Eﬁx&E’JFPKF’?ﬂ%ﬁ% F A {1 A IEBROA R SEHUAT AWS K P s B B AE 55,


https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/support/#rosa-troubleshooting-elb-service-role_rosa-troubleshooting-cluster-deployments
https://console.redhat.com/openshift
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/building_applications/#rosa-applications-config-custom-domains
https://aws.amazon.com/premiumsupport/plans/
https://console.redhat.com/openshift
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2.1.5.2. B AWS ik
& LU# A Red Hat OpenShift Service on AWS (ROSA) CLI rosa 1§ AWS bk 5 ZIIIE H IAM A

@JO
ARG
o BAE— AWS K,
o RALIEA OpenShift Cluster Manager GI|E5%EE,
o MAREK AWSSEREMABMENIIR, MEELER, BESHATHMMNTIR"
o MEALREFNLELRENEE T &I AWS (aws) #1 ROSA (rosa) CLI,
o REAIET ocm-role ¥ user-role IAM A&, B EMEITHED AWS Ik, EEILLETLL
THRESEREEERN IAM AEEE EHEE .
I $ rosa list ocm-role
I $ rosa list user-role
MEXFHANAEER Linked 7R ERT Yes, EENAGHEREE AWS KA,
A
1. £ CLI F1, M Amazon ¥IREZF(ARN)IF ocm-role %REEIEREAILLIENE
y ==
IRE G BN E R SR F AEIZ1T rosa link 84, 1% ocm-role F1iR S
AWS Ik FEEREfS, NHIRIRRE B AL
I $ rosa link ocm-role --role-arn <arn>
LT b ]l
I: Linking OCM role
? Link the '<AWS ACCOUNT ID>" role with organization '<ORG ID>'? Yes
I: Successfully linked role-arn '<AWS ACCOUNT ID>' with organization account '<ORG ID>"'
2. £ CLI#, fEA Amazon FRAFR(ARN)FHEH user-role HRBEEEEIERILIIEA Ik -

I $ rosa link user-role --role-arn <arn>

i th o Bl

I: Linking User role

? Link the 'arn:aws:iam::<ARN>:role/ManagedOpenShift-User-Role-125' role with
organization '<AWS ID>'? Yes

I: Successfully linked role-arn 'arn:aws:iam::<ARN>:role/ManagedOpenShift-User-Role-125'
with organization account '<AWS |D>'


https://console.redhat.com/openshift
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H At FEIR
o MFBCIR EWAMBEHN IAM ABIIR, HSHIKFEEN IAM & GRS A,

2.1.5.3. FZ A AWS itk ' 5208 H R 4E KBk

IR LR %A AWS IR SLTIENME REL, B XEKS K, ST LLMZLIENLISE AWS (ROSA)SREE

L B3 Red Hat OpenShift Service,

HALLThEE, ERUERZ N AWS BEERF N RKERERIMEERRR AWS RigiH (/2 KE,

FIE =S5
o HH—AWSIK,
o EATLUMEM OpenShift Cluster Manager BIIEREREE,
o MBERE AWS SCHBABRENIUR.
o MERLTEINNLLRENEE T HHH AWS (aws) F1 ROSA (rosa) CLI,
e TEAIET ocm-role #1 user-role IAM f &,

iz

BEREK—DHSE AWS BKF, BEERM AWS REFOIREESR. ARG, @i EHM AWS kP ol

ocm-role, AFIKF AR, [k SEELIIEHIDHE XKL,

BEEMMXEGFOEA®, 151217 rosa create S 5HT1EE --profile <aws-profile> S8, ¥
<aws_profile> B Mk F BB LA :

e 1EfI|# OpenShift Cluster Manager A &IHEE AWS Ik ECELE :
I $ rosa create --profile <aws_profile> ocm-role

o AR AGIIEE AWSIKARES :
I $ rosa create --profile <aws_profile> user-role

o TEAIEMKS AEIIEE AWSITKAERES :

I $ rosa create --profile <aws_profile> account-roles

- MRRBEERES, NERARILAWS BESR.

2.2. 7£ OPT-IN R ERBEEHE K

AWS opt-in BRI — M EIANER TAE AKX, MREFEZTE— opt-in RIFFEEHFHE AWS
Security Token Service (STS) B Red Hat OpenShift Service on AWS (ROSA), R TEX :

o XEWMIITE AWS K AR, BXEH opt-in RIBIMWESER, ESH AWS KSR
AWS X1,

10


https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-sts-account-wide-roles-and-policies_rosa-sts-about-iam-resources
https://console.redhat.com/openshift
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html

88 23/ STS £8E ROSA B4 Ek

o AWSIRFAHRMREFERADITILENRA 2, FFFEFEN (opt-in) Kif, ERTREERMRA1
RETHE,

BF

HTFSEKERN, IL2SHIRA 2 TRATNEESENRT, NERESE
B, iES A XILE STS Bk AWS X4,

2.2.1. IXEE AWS BETHERRA

INRFIE AWS opt-in RKIEAOIEFER AWS 2 ThEARS5(STS) B Red Hat OpenShift Service (ROSA)
£, BRIFRESEIRAKE N AWS kP AR 2 A,

AR

o BEARRINLLZRHEE T HHHIAWS CLI
i =
1. Bt AWS CLI BZE A E LB AWS 1K/ 1D -
I $ aws sts get-caller-identity --query Account --output json
MR 5% AWS ik 7 #9 1D PTEg,
2. 5 AWS ik iR BRI R 2 D hEARA -

$ aws iam get-account-summary --query SummaryMap.GlobalEndpointTokenVersion --
output json

it
|
3. BN AWS Ik BT E KM R £ SRR EHT VRAE 2, 1H2TUTaS

I $ aws iam set-security-token-service-preferences --global-endpoint-token-version v2Token

BF

HTFSEKERN, IL2SHIRA 2 TATNEESENRT, NERESE
B, iES A XILE STS Bk AWS X4,

2.3. RED HAT MANAGED IAM REFERENCE FOR AWS

5/ STS BEHERET, LIIEFFE M TEE Amazon Web Services (AWS) IAM £RB&. IAM B3 IAM £
B, BXOBILEABHKRIRNEE, 5% IAM AEHLTES,

o EfHM ocm CLI, f&/IE—4 ocm-role #1 user-role TR, &S (% OpenShift Cluster
Manager IAM A B TR,

o MRMEBHHANEKE, FHHM K SEEB IAM ABMEKIRSE,

1


https://docs.aws.amazon.com/cli/latest/reference/iam/set-security-token-service-preferences.html
https://docs.aws.amazon.com/cli/latest/reference/iam/set-security-token-service-preferences.html
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-sts-account-wide-roles-and-policies_rosa-sts-about-iam-resources
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o NFEANEE, TIEBNER operator B, 1HSH HFET Cluster B Operator IAM
5E,

2.4, BEHY AWS EHZEH

X2 IEEBE M Red Hat OpenShift Service on AWS (ROSA) B £ Amazon Web Services (AWS) 2044
BB, BXRFTEESH AWS HERIFEAFIR, ESH OpenShift Container Platform X%,

2.4.1.EC2 543l

£ AWS N E =HERE ROSA #J control plane #1 data plane SHEEEZE AWS EC2 SE4l,

RIE worker T m#R, LHIREIARERA control plane FIEMMZRI T mmF. ELVSEELLT EC2 L4 :
e =4 m5.2xlarge control plane "7 &%
o A r5.xlarge EAlIZEF I =
e > m5.xlarge B iE . worker 175

B worker TTRITHEEZER, BS L TIEA Limits and scalability" &84 Aa X HIE MK ERE I

HfER.

2.4.2. Amazon Elastic Block Store 7Ffi#
Amazon Elastic Block Store (Amazon EBS)H 77 i T A&t 17 m izt fiF A B EF 1.
B EC2 EHINBEK :
e Control Plane %
o X/ :350GB
o KA : gp3
o BRHIA/HIHEEME 1 1000
o HiZRiE
o X/\:300GB
o KA : gp3
o BRHIA/HIHERME 1 900
e Worker &
o X/\:300GB
o KA : gp3

o BMEA/HHEIE : 900

Pz
1£ OpenShift Container Platform 4.11 & Tl R BREREBRINFER gp2 R BLEFE,

12


https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-sts-operator-roles_rosa-sts-about-iam-resources
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/
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2.4.3. Elastic Load Balancing

&% M Network Load Balancers for API, &% W™ Classic Load Balancers BB F N AR F K HEZS,
FELER, 1ESH AWS B ELB 314,

2.4.4.S3 17
5% registry B AWS S3 i, EHEEIVHELMAL S3 RS MERMAL,

ﬁ o
A FEW/NEMER, B bucket EIFIK/NA 2TB,

2.4.5.VPC
BFNZHERINEBNER -1 VPC, H4, VPCHEELUTEE :

e FH : —PMEEHR-—TARMNEEHNFIITFN, HEESITARNER 6 NFH,

AHFH B BN EEEERERM, % AFM @i MR (NAT)
P K S B B ER

o KHX : BIMNTHEFM—IKHERK, BNEHE—MNINNEK,
e Internet X : ENEE—NEEMMX,
o NATRHIX : BPNAHFI— NAT MX,

A 2.1. VPC 22ty Rl

Route Table Route Table
Dest Target Dest Target

Q) 0.0.0.0/0 IGW ID 0.0.0.0/0 NAT GW ID

Internet

i -}

| LLLE |
VPC Internet Gateway ittt ittt
10.0.0.0/16 0.0.0.0/0 | Public subnet i | Private subnet '

T : 10.0.128.0/17 : : 10.0.0.0/17
;i NAT Gateway

Elastic IP

24.6. Z2H

13


https://aws.amazon.com/elasticloadbalancing/features/#Details_for_Elastic_Load_Balancing_Products
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AWS Z2HEV AR OV AR EZR 2% ; ©f 15 EC2 LI Elastic Load Balancing (ELB)ﬁﬁi’J
ki, BN R2HEIE—HAN], XLEHNTIEHFH - EC2 SLFINRE, BRI
& EFTFF OpenShift ZEMEMIHO, FEE N Fovr EHEB L,

xR 21 RARLAMRRIRO

H RE IP Bl s O3E
MasterSecurityGroup AWS::EC2::Security icmp 0
Group
tcp 22
tcp 6443
tcp 22623
WorkerSecurityGroup AWS::EC2::Security icmp 0
Group
tcp 22
BootstrapSecurityGroup ~ AWS::EC2::Security tcp 22
Group
tcp 19531

2461 HthBENZEHA

LERNEHEEN VPC QIRERN, EUESRLZEIRPRINFANANEE L REEH, BEL RS
HZLUTRRS -

o TEQIRBRERERT, MATIEAWS ROIEBENREH, MEFELEER, BHSH ERT Linux 2241
FJ Amazon EC2 &££%H,

o MNIMEE N RLHEERERERN VPC X8, THBEENLLHTEES S — VPC XEL,
o MREERMANMBE L LZEH, EAEEEN VPC IHRLINMERI, HXx ROSA K AWS BRAl

BRWENE, BSE EF LR R 25 AWS RFEHT, BXRIER AWS EREUEINBYIFIE,
EE 15 KECAUE .

2.5. AWS [ XS5 R &4

IN R85 A Bh A 3 H £ B Red Hat OpenShift Service on AWS B R E, B BC & Bh A3 LLI%
T3 LU FE Le i Fim O 4H A 8915 AR, Red Hat OpenShift Service on AWS HE It 17 [n] AR R iRt 522
FEE M OpenShift RS

2.5.1. ROSA Classic

- Y
RAEFA PrivateLink ZRE B ROSA £ F gefd AR MR ERI B ORE,

14


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security-groups.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html

AR
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e {RETE AWS Virtual Private Cloud (VPC)ABEE T Amazon S3 MXifim. &= thimmF BESERM

£ 23 Amazon S3 RESHIIE K,

it =

1 AR TFREM TEEH M TREHLT URL :

1

registry.redhat.io

quay.io

cdn01.quay.io

cdn02.quay.io

cdn03.quay.io

sso.redhat.com

quay-registry.s3.amazonaws.com

ocm-quay-production-
s3.s3.amazonaws.com

quayio-production-
s3.s3.amazonaws.com
cart-rhcos-ci.s3.amazonaws.com

openshift.org

registry.access.redhat.com

access.redhat.com

443

443

443

443

443

443

443

443

443

443

443

443

443

REZR DB RGTIR.

REZ DB RGTR.

REZR DB RTR.

REZ DB RGTR.

REZ DB RTIR.

A

#. https://console.redhat.com/opens
hift 3t = Ak B sso.redhat.com K &%
J91E T # pull secret, Ff#F Red Hat SaaS

FRARFTSEREACITI, KEFH, RIS
Foolhie,

REROBHRER.

REROBHRER.

REROBHRER.

12 Red Hat Enterprise Linux CoreOS
(RHCOS)#i &

124 Red Hat Enterprise Linux CoreOS
(RHCOS) %%

FEE B Red Hat Ecosytem Catalog FH
FAIERERER. AN, registry IR T4 odo
CLI TEmiin, AIEHBIFLARTE
OpenShift #1 Kubernetes L {THIEE,

BFE. TERREFIREM
registry.access.redhat.com FHER {55
ISR R TR B9 B 7

15


https://console.redhat.com/openshift
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16

b S0l
registry.connect.redhat.com 443
console.redhat.com 443
sso.redhat.com 443
pull.qgiw2.quay.rhcloud.com 443
.qiw2.quay.rhcloud.com 443
www.okd.io 443
www.redhat.com 443
aws.amazon.com 443
catalog.redhat.com 443
dvbwgdztaeq9o.cloudfront.net ! 443
time-a-g.nist.gov 123
[2]
time-a-wwv.nist.gov 123
[2]
time-a-b.nist.gov 123

A B = AHSRFAINIE Operator FEE,

W, SBIFEEEF OpenShift Console
Manager Z [BJR B LS ATIEE, MMFEEFH
%o

https://console.redhat.com/openshift
it = A E sso.redhat.comiy Fp 4 iE

Y quay.io N AR, R OBHFHEEREN
[EIpI=N

Y quay.io N AR, R OBHFHEEREN
[EIpI=N

openshift.org 5 & www.okd.io EE
M,

sso.redhat.com i £5@ T
www.redhat.com EE M,

iam.amazonaws.com #
sts.amazonaws.com i st
aws.amazon.com E E [,

registry.access.redhat.com #ll
https://registry.redhat.io i =&
catalog.redhat.com EE [,

ROSA AT HAEIEM OIDC EEEMY STS 5L
B2/
i FedRAMP B9 NTP SR &,

i FedRAMP B9 NTP SR &,

i FedRAMP B9 NTP SR &,

. 1R cloudfront.net BIEE — N ETESRIHTMEEZEEEA KR, NZBHFFZFHNFERS

ARER AT,
2. TCP #1 UDP #wH,

2. FLATREN URL B ASRFFIER -


https://console.redhat.com/openshift
https://registry.redhat.io
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1 Wm0 Thag
cert-api.access.redhat.com 443  ENZLFEH,
api.access.redhat.com 443  ENZLFEH,
infogw.api.openshift.com 443  ENZLFEH,
console.redhat.com 443  ENF Red Hat Insights B E,
cloud.redhat.com/api/ingress 443 EF0 Red Hat Insights & &,

observatorium-mst.api.openshift.com 443 & OpenShift &l HFE,

observatorium.api.openshift.com 443 2% OpenShift BlIFE,

REKBFECAENTIRE, MELIEA LR RO WA R, BiFhTRE, FHEiF
TR mA PR, BXRIENAERTRRRIERENESER, #5000 75R
B8 K FIERR I HER.

. FEFLLF Amazon Web Services (AWS) API URIs :

1 Thae
.amazonaws.com 443  FERLITLUA R AWS BRSSFIHR.

H&, MREEFESH Amazon Web Services (AWS) API # FEER, NI IFIH T
URL :

I WO Thee
ec2.amazonaws.com 443  ATFE AWS INERRENEIBER,
events. 443  ATFE AWS INERRENSIEER,

<aws_region>.amazonaws.com

iam.amazonaws.com 443  ATFE AWS INERRENEIBEER,
route53.amazonaws.com 443  ATFE AWS INERRENTIEER,
sts.amazonaws.com 443  RHTFEAWSIMERRENEEER, BTHE

B A AWS STS £ Bk K.

sts.<aws_region>.amazonaws.com 443  HBATFEAWS INEHREEMEEER, ATFE
B AER AWS STS MR Hiln R AV EEE, MR
BRER, HBHAWS STS Kigihs.


https://docs.aws.amazon.com/sdkref/latest/guide/feature-sts-regionalized-endpoints.html

Red Hat OpenShift Service on AWS 4 & #REEAEE

1 Wm0  Thag
tagging.us-east-1.amazonaws.com 443 AT AWS IMEHRREMEEER, iR
YRZE N us-east-1, TIRERBHEHEIWX
ec2.<aws_region>.amazonaws.com 443  BATFE AWS IMEHRREFEEER,
elasticloadbalancing. 443  FBTFEAWS INERRENEEER,

<aws_region>.amazonaws.com

servicequotas. 443  W&F. ATFHIARTEEZRSHIE L,
<aws_region>.amazonaws.com

tagging. 443 RUFLMIREMT RSB AWS SR TTEIE,
<aws_region>.amazonaws.com

4. FFLUF OpenShift URL FI A fSFFIEK -

B WO Zhig

mirror.openshift.com 443  RATFVFBREEERABTHER, LiiREE
RAThRABRZEBHIKIR, {8 Cluster
Version Operator (CVO)REE—NAEE

TEB9IR.
storage.googleapis.com/openshift- 443 mirror.openshift.com/ WE&RILR. AFT
release (#75) HEBEFAEM quay.io AT AR ERIRH T A

RATHRAZE £
api.openshift.com 443 RATREEEESHETHAMNER.

5 FLUUTUh S5 M TE(SRE)MIEE URL AR :
] WO Thag
api.pagerduty.com 443  HEIRARSSH in-cluster alertmanager F3E

& %0 Red Hat SRE BIEM4SEHITIRVERY

ER.
events.pagerduty.com 443  HEIRARSSH in-cluster alertmanager F3E

& %0 Red Hat SRE BIE M4 SEHITIRVERY

ER
api.deadmanssnitch.com 443  Red Hat OpenShift Service on AWS F3E %

EEH ping WEIRIRSS, LIETRHESH

RAHEZT,
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1

nosnch.in

.osdsecuritylogs.categoriescloud.com OR
inputsi.osdsecuritylogs.categoriescl
oud.com
inputs2.osdsecuritylogs.mvapichclou
d.com
inputs4.osdsecuritylogs.categoriescl
oud.com
inputs5.osdsecuritylogs.categoriescl
oud.com
inputs6.osdsecuritylogs.categoriescl
oud.com inputs7
.osdsecuritylogs.splunkcloud.cominp
uts8.osdsecuritylogs.zFCPcloud.com
inputs9.osdsecuritylogs.12
inputs10.osdsecuritylogs.osdsecurity
logs.osdsecuritylogsii
inputs10.osdsecuritylogs.osdsecurity
com
inputs10.osdsecuritylogs.osdsecurity
cominputs.osdsecuritylogs.osd.osds
ecuritylogs.osdsecuritycominputs5.o
sdsecuritylogs.com
inputs10.osdsecuritylogs.cominputs1
0.osdsecuritylogs.osdsecuritylogs.os
dsecuritylogs.osdsecuritylogs.com
inputs5.osdsecuritylogs.com
inputs5.osdsecuritylogs.com
inputs6.osdsecuritylogs.com
inputs6.osdsecuritylogs.com
inputs5.osdsecuritylogs.com
inputs10.osdsecuritylogs.cominputs8
.osdsecuritylogs.cominputs9.osdsec
uritylogs.com
inputs5.osdsecuritylogs.com
inputs10.osdsecuritylogs.com
inputs5.osdsecuritylogs.com
inputs10.osdsecuritylogs.cominputs5
.osdsecuritylogs.com
inputs5.osdsecuritylogs.com
inputs6.osdsecuritylogs.com
inputs10.osdsecuritylogs.cominputs1
0.osdsecuritylogs.com
inputs10.osdsecuritylogs.com
inputs10.osdsecuritylogs.osd.osdsec
uritylogs.com
inputsi.osdsecuritylogs.cominputsi.
osdsecuritylogs.com
inputs6.osdsecuritylogs.com

999
7
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Red Hat OpenShift Service on AWS FI3E%
EEH ping FEIRARSS, LMETREHRETH
FAFHIEIRIT,

mvapich -forwarder-operator {# /- —4
B4 s, f#t Red Hat SRE B FETH

HHER,

19
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om inputs4. osdsecurltylogs com
inputs5.osdsecuritylogs.cominputs5.
osdsecuritylogs.cominputsi0.osdsec
uritylogs.com
inputs10.osdsecuritylogs.com
inputs4.osdsecuritylogs.cominputs8.
osdsecuritylogs.cominputs8.osdsecu
ritylogs.com
inputs5.osdsecuritylogs.com
inputs5.osdsecuritylogs.com
inputs6.osdsecuritylogs.cominputs6.
osdsecuritylogs.com
inputs6.osdsecuritylogs.com
inputs6.osdsecuritylogs.com
inputs6.osdsecuritylogs.cominputs

http-inputs- 443
osdsecuritylogs.splunkcloud.com

sftp.access.redhat.com 22
(Recommended)

6. FHULTF URL FIARFHAXRE=ZANE :

24 il

registry.connect.redhat.com 443

rhc4tp-prod-z8cxf-image-registry-us- 443
east-1-

evenkyleffocxqvofrk.s3.dualstack.us-
east-1.amazonaws.com

oso-rhc4tp-docker-registry.s3-us- 443
west-2.amazonaws.com

W&, mvapich -forwarder-operator &=
H—NBEHLIHR, 4 Red Hat SRE AF
ETFHENER,

must-gather-operator £/ SFTP iR
B EEZIRARE, LUIESBhBERER P

il

AR = ARG R FRBEE,

REIEEE
registry.connect.redhat.com L& 255
1B ]

% F Sonatype Nexus, F5 Big IP operator 2
WEH,

7. MREIIRFHRIE S HER KRN EMIERIIARIFIIR,

8. ALUFRVHEMMKIITF OpenShift RERAMTESMAEZRAVH IS URL, IR AR ERVFRIHE

#= URL 3%, 155 OpenShift Hih URL,

2.5.2. {#F HCP #J ROSA

AR

o fRETE AWS Virtual Private Cloud (VPC)HEEE 7 Amazon S3 M X i

£ 23 Amazon S3 IR HIIE K,

20
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https://access.redhat.com/solutions/2998411

it

1 RFIIEATF FEARETNH ST REHLT URL :

1

quay.io

cdn01.quay.io

cdn02.quay.io

cdn03.quay.io

quayio-production-
s3.s3.amazonaws.com

registry.redhat.io

registry.access.redhat.com

access.redhat.com

mirror.openshift.com

2. FFLUTEM URL Z ASBIFHISR -

1

infogw.api.openshift.com

console.redhat.com

sso.redhat.com

443

443

443

443

443

443

443

443

443

443

443

443
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REROBHRER.
REROBHRER.
REROBHRER.
REROBHRER.

REROBHRER.

REROBHRER.

WE., FEEEFMETE Red Hat Ecosytem
Catalog HHIFTE AR HR. 7, registry
1Rt T % odo CLI TEMiIE, AIEBIFFA
A ATE OpenShift #1 Kubernetes _£i#1TH4
=R

BE. TERREFIREM
registry.access.redhat.com FHER {55
ISR R R B9 B 7

Wik, ATFUIFRERENDHG R, thih
RBRAITIRAFRIRZE AR, {8 Cluster
Version Operator (CVO)REE—NAEE
TERYR,

Thie
& 2T,

WEE. FUFEEEF] OpenShift Console
Manager Z [BJR B LS ATIEE, MNFEEFA
Ko

A

#. hitps://console.redhat.com/opens
hift 5 =2 £ A& B sso.redhat.com 5
FE T # pull secret, F{H M Red Hat SaaS
BRRFRREACITI, REFR, iTHRiRE

M,

21


https://console.redhat.com/openshift
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ZERMTEOAENTIEE, LUBLLIE R LA R R R R, Eﬁ?iﬂaiﬁg)j FEITih

TR AP RN, BXRAEMNAERTERRENIERIENESER, FSMHMN TR
Bi X Finfe@FE I E R
3. SBHFLLTF Amazon Web Services (AWS) API URs :
] WO Thég
sts.<aws_region>.amazonaws.com[ 443 . ATVl AWS Secure Token Service
(STS)Kigitmm. iR &It ;aws-region >
B SR ERX I,
sts.amazonaws.com (4 443 1551 footnote, FITF 1A AWS Secure

Token Service (STS) £ B m.

1. XA LB R AWS Virtual Private Cloud (VPC)RRBIFAE Ok mECE N X8 AWS STS

i mR SRS
2. RBTE 41418 5% 4.15.4 ZHIZ1T OpenShift AR, FHE AWS STS £Rimm. ROSA
HCP hRA 4.14.18+, 4.15.4+ #1 4.16.0+ {1 AWS STS K il s,
4. FFLUF URL FIARTFHEEE=ZANA :
] WO Theg
registry.connect.redhat.com 443 Wik, FAASRZ=ARGIIAEREREE
=
rhc4tp-prod-z8cxf-image-registry-us- 443 WG, REVIEERE
east-1- registry.connect.redhat.com L&
evenkyleffocxqvofrk.s3.dualstack.us- BHRBYT ],
east-1.amazonaws.com
oso-rhc4tp-docker-registry.s3-us- 443  ®]i%, *F Sonatype Nexus, F5 Big IP

west-2.amazonaws.com operator B E,

5. FMRMIMEAFIESHERTRNEMERI AR,

6. SLUFRVHEMKIITF OpenShift RERMTESMAEZRAVH IS URL, IR AR ERVFRIHE

#= URL 5%, 1S OpenShift B4 URL,

HitBR
o XTinizf@mRiiz

2.6. [FEHIE
o TEMEM AWS RS EAN

7. Hh ¥R

® SRE 1JjIn] AWS £ HIFTAE Red Hat OpenShift Service

22


https://access.redhat.com/solutions/2998411
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/support/#about-remote-health-monitoring
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-policy-sre-access_rosa-policy-process-security

5 2 3 {#f STS #BE ROSA BIFMHER

o WNARFRERE
o SL{IRE
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https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/building_applications/#rosa-applications-config-custom-domains
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-sdpolicy-instance-types_rosa-service-definition
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% 3= ROSAIAM BB KR

Red Hat OpenShift Service on AWS (ROSA) Web Ul ERIETE AWS Tk EE B EINR, LUMERE
OpenShift Cluster Manager 1 rosa #3517 R (CLD) IR &AL B P A%,

LS EX R8T ocm-role AWS IAM A BRIAIEFKEELI, thABE—MEERE, AWS ZERERF
FHERILZINEIR PR R AWS TR, A4, LB ENED Web Ul 12— user-role AWS IAM 3
&, AFIRALXERF, X4 user-role AWS IAM A &5 ERR,
A OpenShift Cluster Manager FREHI AWS IAM R E :

e ocm-role

® user-role
T L& 2 F FH ROSA CLI (rosa)sX OpenShift Cluster Manager Web Ul EIRE5EEE, R /fE A ROSA CLI
ABREREEMNAR, £ ROSACLI H#55 account-roles, XLk ABEE—NEREFINER, XLk
AETUESNERDFER, XLEPMENK-AEE :

o Worker-Role

e support-Role

e jnstaller-Role

e controlPlane-Role

ABLERRIEKR AWS JilFs secret B, AWS RETHARSS (STS) RIELL TERAE
fil. AWS STS ERIEREY. BHRIRIFILRRZH DRI,

BEXRUBILEABNESER, BN K SEEN IAM AEMKIESE,

1£ ROSA CLI /h, %ETFEEEH Operator f2 (#1°4 operator-roles ) FKERHUTEEEHEVERT TR AIIGATAL
IR, WIEEEmRFMH. AOM registry, MUIBHNERFTEXLEAE, XLEFFEH Operator BEH :

® <cluster_name>-<hash>-openshift-cluster-csi-drivers-ebs-cloud-credentials
® <cluster_name>-<hash>-openshift-cloud-network-config-controller-credentials
® <cluster_name>-<hash>-openshift-machine-api-aws-cloud-credentials

® <cluster_name>-<hash>-openshift-cloud-credential-operator-cloud-credentials
® <cluster_name>-<hash>-openshift-image-registry-installer-cloud-credentials
® <cluster_name>-<hash>-openshift-ingress-operator-cloud-credentials

BXRUBIEABHNESZER, HEMH FETEREH Operator IAM ABSE,

3.1. F OCM-ROLE IAM %3j&

1R 03 ocm-role IAM ¥5IR, LUBZLIEHLIMTE AWS (ROSA)EEE L 613 Red Hat OpenShift Service,
EHEEE AWS B9 E T x2rh, ZLIEHLFY R OpenShift Cluster Manager FRBYE AN

24


https://console.redhat.com/openshift
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-sts-account-wide-roles-and-policies
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-sts-operator-roles_rosa-sts-about-iam-resources

% 33 ROSA IAM A8 5 R

ocm-role IAM T5RB— LT BT -

o FANLIENI RAEEEEE—1 ocm-role IAM A&, BEN AWSITKPATLEEERERN ocm-role
IAM B, Web Ul EXk—RReEHEEEF—IMAR,

o ZLHEHLIYFR BRI A & F LLEI 2 H 558 ocm-role IAM FiR,

o RAIENIMEIE G o LLIEUHEEHE ocm-role IAM iR, XANFR&IZRH 1L HALTIEN R [ F It
EﬁFﬁFE’JTﬁDﬂJEm

MREROBT AETIHANIIBILIER, Wik 2N EER R,

o BXREAKRF admin ocm-role IAM FRHI AWS FUBRERBE TSR, 185 [T RO AN BER AR BY 1571
OpenShift Cluster Manager 2",

{657 ROSA CLI (rosa), &8I LUIEAIEITEEHE IAM ¥ER,
pa -3
BRSNS AWS K REXIRBY 1AM BER" B K& A ocm-role IAM & &7 Red Hat
OpenShift Cluster Manager AWS & A2 {EERER, OEFEREN IAM HRE, B

& AWS F#J ocm-role IAM %5 arn:aws:iam::7333:role/RH-Managed-OpenShift-
Installer BR 2 [AIFEEX R,

1E Red Hat Organization Administrator @JL#%LT% ocm-role IAM HiR/E, Fﬁﬁm*’jﬁkmﬁﬂ_}ﬁ%?‘ﬁ%ﬁdﬁ
FiEE B 28 user-role IAM A6, It IAM TRRAFENENAAUEBEHRERE R, WRIENIFR
HiA P 208 5% T ocm-role AM FR, NEZEMRFREOIEFEREZBSH user-role AM B,
Hh TR

o 55 T fi# OpenShift Cluster Manager

3.1.1. /% ocm-role IAM &8 &
BT LMERAMSITRE(CL)GIE ocm-role IAM A,

FIE =S5

o BE—NAWSIHKF,

® 7£ OpenShift Cluster Manager #li4 #1258 Red Hat Organization Administrator R,

o MARE AWS SEHEMA ERTRIINR,

o MBAEREFN LELEHEE T &HH Red Hat OpenShift Service on AWS (ROSA) CLI rosa.
AR

o EFAEAXNRALIE ocm-role IAM A, HZITUTHS :

I $ rosa create ocm-role
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https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-sts-understanding-ocm-role
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o E(HH admin IR AIE ocm-role IAM B, EIZITUTHS -
I $ rosa create ocm-role --admin

e S ARTEETIEERERMEROEAER, L;L-Fa__\ﬁUﬁ—ﬁHjﬂ.Lj__LT:FT BaER", BT
ROSA CLI (rosa)fl|& Operator A BHIKIE, MFELEL, HSHMNTRPN " KESCHENA
BOIE",

i th o Bl

I: Creating ocm role

? Role prefix: ManagedOpenShiftﬂ

? Enable admin capabilities for the OCM role (optional): No 9

? Permissions boundary ARN (optional): e

? Role Path (optional):

? Role creation mode: auto

I: Creating role using 'arn:aws:iam::<ARN>:user/<UserName>'

? Create the 'ManagedOpenShift-OCM-Role-182' role? Yes G

I: Created role 'ManagedOpenShift-OCM-Role-182" with ARN 'arn:aws:iam::
<ARN>:role/ManagedOpenShift-OCM-Role-182'

I: Linking OCM role

? OCM Role ARN: arn:aws:iam::<ARN>:role/ManagedOpenShift-OCM-Role-182 a

? Link the 'arn:aws:iam::<ARN>:role/ManagedOpenShift-OCM-Role-182' role with organization
'<AWS ARN>"? Yes @)

I: Successfully linked role-arn 'arn:aws:iam::<ARN>:role/ManagedOpenShift-OCM-Role-182" with
organization account '<AWS ARN>'

A DI AWS FRIBTZE(E. 7E4AHIF, ManagedOpenShift TScETAIA AWS ¥R,
NREFLLABEFTNM admin fR, 1H%EE,

@ o
INRFEA --admin %571, A EREBIRR,

FAF % BINBRIN RBIZEBEHY Amazon FHR&HR (ARN),

@G

EBERFEN IAM BBE,

A AWS BB AL, FH auto I, ROSA CLI &R FHifiEA EER, £ auto ERX A, &
B —EREMIRTEOIE AWS A f,

auto %518 MR R B EFEBENRIZ O ER ocm-role,

BIAEER IAM &85 OpenShift Cluster Manager X Ef,

@Q@ 00

HOENARS AWS HME KB,

3.2. *F USER-ROLE IAM &8
IMEBEEHEN Web Ul AP AIBE— 1 AFfAf IAM B, LUEXLER R0 ROSA £2,
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% 3% ROSA IAM Aafai%

&M user-role IAM B —LFEEI :

o F/ANMIIBAFIKAEREE— user-role IAM B, {BIEHLIIEN A LAIA T %X L 1AM
TRo

=

o ZTNENF R BIEI A S ER ET LLOI R FH 6 user-role IAM &,
o FNMLIENMBEDN AWS Tk eI LB % user-role IAM A,
o “THEEF user-role IAM B &RIFAFIAF, L IAM FiREE AWS Bk~ HER,

o BRI AWS IR BRI LAE % user-role IAM &, BIEXNITFEDN IAM A GEERIZIENMTE
/\FHF'Q AP I EEE % N EE B user-role IAM A,

"HEREE" 5 AWS K R ERIEH IAM BHR"EbRE, @M user-role IAM A&7 Red Hat
OpenShift Cluster Manager AWS & OEEREE, UIEHEZEN IAMKRE, BRE

B AWS HEY user-role IAM A5 arn:aws:iam::710019948333:role/RH-Managed-
OpenShift-Installer ¥R 2 A BI{EEX R

3.2.1. BJ& user-role IAM & &
1Al LU A A S 4T 5L E (CLI) DI user-role IAM &,

AR
o MBE—NAWSTKA,

o MBAEREFN LELEHEE T &HH Red Hat OpenShift Service on AWS (ROSA) CLI rosa.

pri¥ =
o EFHAEAIFROIE user-role I AM B, HZTLUTHS :

I $ rosa create user-role

SR EETIEEREBMERIEAR, LLL'FH_?W'J%EHML‘.T'LT#T BIER", BRI
ROSA CLI (rosa)fl|& Operator A BTEKK, MFEELEL, HSHMMNERFN"TREBIF
ERBER",

i th o Bl

I: Creating User role

? Role prefix: ManagedOpenShiftﬂ

? Permissions boundary ARN (optional): g

? Role Path (optional): €)

? Role creation mode: auto

I: Creating ocm user role using 'arn:aws:iam::2066:user’

? Create the 'ManagedOpenShift-User.osdocs-Role' role? Yes 9
I: Created role '"ManagedOpenShift-User.osdocs-Role' with ARN
'arn:aws:iam::2066:role/ManagedOpenShift-User.osdocs-Role'

I: Linking User role

? User Role ARN: arn:aws:iam::2066:role/ManagedOpenShift-User.osdocs-Role
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? Link the 'arn:aws:iam::2066:role/ManagedOpenShift-User.osdocs-Role' role with account "1AGE'?

Yes G

I: Successfully linked role ARN 'arn:aws:iam::2066:role/ManagedOpenShift-User.osdocs-Role' with
account "1AGE'

A DI AWS FRIMBTZE(E,. 7EAHIF, ManagedOpenShift 2T4cETTAIA AWS ¥R,
FAF % BINBRIN SRBIZRBEHY Amazon FHREHR (ARN),
IEERF LM IAM BB,

A AWS BB A%, FH auto I, ROSA CLI 4R FHafiEA EER, £ auto ERX A, &
Y B —EREMIR TR AWS A f,

auto %518 MR R D EMF B IENREIZL LIRS ER user-role,
HOENARS AWS HME KB,

@@ 0009

BF

INRIGTEMPREREAIBUHHERESMIFR user-role IAM A€, & BALEIEHFREEEE,
DIESE L A B BBALEMIRI . MBEESZER , FSHEE T EMPRIER,

3.3. AWS Ik F X Ex

Red Hat OpenShift Service on AWS (ROSA)E BB 1TSS T EF A Amazon Resource Name (ARN) ¥
ocm-role #1 user-role IAM A& EEEE] AWS K7,

ocm-role ARN 72 4L IEHA R BIFRE:, T user-role ARN NIVE N FRE FFAETELLIERA ik R, 410848
FAixX L ARN #2528k P HAaE, FaERERNIBRENIT AWS ik P RSB EFES,

3.3.1. R AWS K

& LU#E A Red Hat OpenShift Service on AWS (ROSA) CLI rosa 1§ AWS bk 85 ZIHIE H IAM A
=R

FIE=S 0
o mH—AWSIK,
o EALUER OpenShift Cluster Manager BIEEEEE,
o MBEREAWSSCHMABMENINIR, MEELER, HSHATHHMER",
o MERLTEINNLZENERE T HHH AWS (aws) F ROSA (rosa) CLI,

o MBI T ocm-role #1 user-role IAM A, {BiLZRERNENIHEEE AWS K, SR LLBITEL
THESEMBEMERNIAM ABEF O .

I $ rosa list ocm-role

I $ rosa list user-role
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NRIXPIAER Linked 5P TR T Yes, MEfAGHER AWS K,

¥ =
1. £ CLI A1, M Amazon ¥IREZF(ARN)IF ocm-role ¥REEIERRBILLIEHE -

-
BT BB B SR F BEI21T rosa link 85, ¥ ocm-role FHRS

AWS Bk BERERS, WIHVIBORRA R A W,

I $ rosa link ocm-role --role-arn <arn>

it Bl

I: Linking OCM role
? Link the '</AWS ACCOUNT ID>" role with organization '<ORG ID>'? Yes
I: Successfully linked role-arn '<AWS ACCOUNT ID>' with organization account '<ORG ID>"'

2. £ CLI#, fEA Amazon FRAFR(ARN)FHEM user-role HREEEEIERLIIEA Ik -

I $ rosa link user-role --role-arn <arn>

it Bl

I: Linking User role

? Link the 'arn:aws:iam::<ARN>:role/ManagedOpenShift-User-Role-125' role with
organization '<AWS ID>'? Yes

I: Successfully linked role-arn 'arn:aws:iam::<ARN>:role/ManagedOpenShift-User-Role-125'
with organization account '<AWS |D>'

3.3.2. & AWS Tk P S LT A /B K BE

IR LR %A AWS IR SLTIENME REL, @i XEXS K, eI LLMZLIENLASE AWS (ROSA)SKEE
L B3 Red Hat OpenShift Service,

HALLThEE, ERUERZ N AWS BEERF N RKERERIMEERRR AWS RigiH (2 KE,

FIE=S 0
o mH—AWSIK,
o (RE[LAMEM OpenShift Cluster Manager 258,
o MBERE AWS SCHBAERENIUR.
o MERLTEINNLLRENEE T HHH AWS (aws) F ROSA (rosa) CLI,

o REHIET ocm-role # user-role IAM A&,

iz
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BREE—DEIAE AWS B, BEREARM AWS BEBFOIREBE., AFE, BiFEEM AWS KRl
ocm-role, AFIKF AR, [k SEELIIEHIDHE XKL,

BEEMMXEFOEA®, 1£121T rosa create S5 HT1EE --profile <aws-profile> S8, ¥
<aws_profile> B MmNk~ EEE L -

e 1E{I|# OpenShift Cluster Manager A &IFHEE AWS Ik ECELE :

I $ rosa create --profile <aws_profile> ocm-role

o ORI AGIEE AWS K EESE :

I $ rosa create --profile <aws_profile> user-role

o TEOIRIKF ABIHEE AWS kP B ELSE

I $ rosa create --profile <aws_profile> account-roles

% o
- IMRZBEERES, NERARILAWS BESR.

3.4. ZEREFABHNRRILR

IS LU SRS E 1 VR R N AR RERRFAR, ErLUER AWS EENRIESE - EENRIE N
Amazon Web Services (AWS) &2 #1175 (A E R (user 2% role)SL4&K (user 2% role) BN R, RE&HNI 5 E5RBE
A SRR T B P S HF AR AR, ROSA B8 = MNEFAIINRIRER X, M LlRFIREREFEA
BHIR, EANRZHERREREFRIEARS,

pa -3
Y XN IHEE R TE Red Hat OpenShift Service on AWS  (“Z8%R14) &EREhIFTHF,

PBRID FRERBE ST -

o Core IFREKRBEXHEEE ROSA (&
Service FTENR/IMIR, RERERF
=4 VPC,

Z0f) REFRFTE AWS 5B R4 Red Hat OpenShift
AOBENME T (VPC)E PrivateLink (PL)BITR, EE

il
L
X

o VPCIIREMXHEESAE/EE VPCATEM ROSA (ZFBZE)) RERFMENS/NMIUR, &
TEIE PL 5 core REMIR, MNMREEFELREEERWITRMER, UEREEFLESEH
/&1 VPC, BIEFAEEREPL, RGN core Ml VPC AN HERERFEAB—EMEA,

® PrivateLink (PL) HREFEBXHEE ROSA (FFHZRNY) RERFHERAERNIEZE AWS PL FFER
/MR, EAREHE VPC DR ENIR, ELREIED, NATE PL REHRETISkOIEMN
VPC,

EEANPRIDRERE, SNAUTHS :
o SENIRNARBERE, TEMLERRFRIEIRNHEIEEE,

e core NNRERFABLKERZRIIIR, VPC # PL FUBRFEIETE Core only boundary 5B
¢Q

A CUEFOR T AZEINESTHE /D = NI
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C ACTRAEIT LR LI SR V5K Lo
o WBNBHAZEFRMM VPC, M PrivateLink (PL)AA A,

® Core+VPCHRERFABIXE core fl VPC R,
o RERBEFIENEMEEPL,
o RXMEHEMEMA custom/BYO-VPC,
o BXRERFNAIEMERE VPC,

e Core + PrivateLink (PL)ERBELRERF A LB & PL EMtZRH,
o BB HEFIRHMN VPC,
o XEMTWHA PL WAAEEE,

L | PMROISRERTREERSIIRRHNZEREZFABIERR, RERA ROSA #9580 RERZFNRIAR

"ec2:AuthorizeSecurityGroupEgress”,
"ec2:AuthorizeSecurityGrouplngress",
"ec2:CreateVolume",
"ec2:DeleteNetworklInterface",

B&, RETLAEA AWS #2HI&E AWS CLI SER LI, AR AWS CLI FILATERES :
"ec2:Copylmage",
"ec2:CreateNetworklInterface",
"ec2:DeleteSecurityGroup”,
"ec2:DeleteSnapshot”,

$ll 3.1. sts_installer_core_permission_boundary_policy.json
"Version": "2012-10-17",
"Statement": |
{

"Effect": "Allow",

"Action": [
"autoscaling:DescribeAutoScalingGroups”,
"ec2:AllocateAddress",
"ec2:AssociateAddress",
"ec2:CreateSecurityGroup",
"ec2:DeleteTags",

"ec2:AttachNetworkInterface",
"ec2:CreateTags",
"ec2:DeleteVolume",
"ec2:Deregisterlmage”,
"ec2:DescribeAccountAttributes”,
"ec2:DescribeAddresses”,
"ec2:DescribeAvailabilityZones",
"ec2:DescribeDhcpOptions”,
"ec2:Describelmages”,
"ec2:DescribelnstanceAttribute”,
"ec2:DescribelnstanceCreditSpecifications”,
"ec2:Describelnstances”,
"ec2:DescribelnstanceStatus”,

"ec2:DescribelnstanceTypeOfferings”,
"ec2:DescribelnstanceTypes",
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"ec2:DescribelnternetGateways",
"ec2:DescribeKeyPairs",
"ec2:DescribeNatGateways",
"ec2:DescribeNetworkAcls",
"ec2:DescribeNetworkInterfaces”,
"ec2:DescribePrefixLists",
"ec2:DescribeRegions”,
"ec2:DescribeReservedinstancesOfferings”,
"ec2:DescribeRouteTables",
"ec2:DescribeSecurityGroups”,
"ec2:DescribeSecurityGroupRules",
"ec2:DescribeSubnets”,

"ec2:DescribeTags",

"ec2:DescribeVolumes",

"ec2:DescribeVpcAttribute",

"ec2:DescribeVpcClassicLink",

"ec2:DescribeVpcClassicLinkDnsSupport",

"ec2:DescribeVpcEndpoints”,

"ec2:DescribeVpcs",

"ec2:GetConsoleOutput",

"ec2:GetEbsDefaultKmsKeyld",

"ec2:ModifylnstanceAttribute”,

"ec2:ModifyNetworklInterfaceAttribute",

"ec2:ReleaseAddress",

"ec2:RevokeSecurityGroupEgress",

"ec2:RevokeSecurityGrouplngress",

"ec2:Runlnstances”,

"ec2:StartInstances",

"ec2:Stoplnstances”,

"ec2:Terminatelnstances",

"elasticloadbalancing:AddTags",

"elasticloadbalancing:ApplySecurityGroupsTolLoadBalancer",

"elasticloadbalancing:AttachLoadBalancerToSubnets",

"elasticloadbalancing:ConfigureHealthCheck",

"elasticloadbalancing:CreateListener",

"elasticloadbalancing:CreatelLoadBalancer",

"elasticloadbalancing:CreatelLoadBalancerListeners",

"elasticloadbalancing:CreateTargetGroup",

"elasticloadbalancing:DeleteLoadBalancer",

"elasticloadbalancing:DeleteTargetGroup",

"elasticloadbalancing:DeregisterInstancesFromLoadBalancer",

"elasticloadbalancing:DeregisterTargets",

"elasticloadbalancing:DescribelnstanceHealth",

"elasticloadbalancing:DescribelListeners”,

"elasticloadbalancing:DescribeLoadBalancerAttributes”,

"elasticloadbalancing:DescribeLoadBalancers",

"elasticloadbalancing:DescribeTags",

"elasticloadbalancing:DescribeTargetGroupAttributes”,

"elasticloadbalancing:DescribeTargetGroups”,

"elasticloadbalancing:DescribeTargetHealth",

"elasticloadbalancing:ModifyLoadBalancerAttributes",

"elasticloadbalancing:Modify TargetGroup”,

"elasticloadbalancing:Modify TargetGroupAttributes”,

"elasticloadbalancing:RegisterinstancesWithLoadBalancer",

"elasticloadbalancing:RegisterTargets”,
"elasticloadbalancing:SetLoadBalancerPoliciesOfListener",
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"ilam:AddRoleTolnstanceProfile",
"iam:CreatelnstanceProfile",
"iam:DeletelnstanceProfile",
"iam:GetlnstanceProfile",
"iam:TaglnstanceProfile",
"iam:GetRole",

"iam:GetRolePolicy",

"ilam:GetUser",
"iam:ListAttachedRolePolicies",
"iam:ListIlnstanceProfiles",
"iam:ListInstanceProfilesForRole",
"iam:ListRolePolicies",
"ilam:ListRoles",
"iam:ListUserPolicies",
"iam:ListUsers",

"iam:PassRole",
"iam:RemoveRoleFromInstanceProfile",
"iam:SimulatePrincipalPolicy",
"lam:TagRole",

"iam:UntagRole",
"route53:ChangeResourceRecordSets”,
"route53:ChangeTagsForResource”,
"route53:CreateHostedZone",
"route53:DeleteHostedZone",
"route53:GetAccountLimit”,
"route53:GetChange”,
"route53:GetHostedZone",
"routeb3:ListHostedZones",
"route53:ListHostedZonesByName",
"routeb3:ListResourceRecordSets",
"route53:ListTagsForResource",
"route53:UpdateHostedZoneComment",
"s3:CreateBucket",
"s3:DeleteBucket",
"s3:DeleteObject”,
"s3:GetAccelerateConfiguration",
"s3:GetBucketAcl",
"s3:GetBucketCORS",
"s3:GetBucketLocation",
"s3:GetBucketLogging",
"s3:GetBucketObjectLockConfiguration”,
"s3:GetBucketPolicy",
"s3:GetBucketRequestPayment",
"s3:GetBucketTagging",
"s3:GetBucketVersioning",
"s3:GetBucketWebsite",
"s3:GetEncryptionConfiguration”,
"s3:GetLifecycleConfiguration”,
"s3:GetObject",

"s3:GetObjectAcl",
"s3:GetObjectTagging”,
"s3:GetObjectVersion",
"s3:GetReplicationConfiguration”,
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:PutBucketAcl",

&5 33 ROSA IAM A TR
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"s3:PutBucketTagging",
"s3:PutEncryptionConfiguration”,
"s3:PutObject",

"s3:PutObjectAcl”,

"s3:PutObjectTagging”,
"servicequotas:GetServiceQuota",
"servicequotas:ListAWSDefaultServiceQuotas”,
"sts:AssumeRole",
"sts:AssumeRoleWithWebldentity",
"sts:GetCallerldentity”,

"tag:GetResources",

"tag:UntagResources",

"kms:DescribeKey",
"cloudwatch:GetMetricData",
"ec2:CreateRoute",

"ec2:DeleteRoute",

"ec2:CreateVpcEndpoint",
"ec2:DeleteVpcEndpoints",
"ec2:CreateVpcEndpointServiceConfiguration”,
"ec2:DeleteVpcEndpointServiceConfigurations”,
"ec2:DescribeVpcEndpointServiceConfigurations”,
"ec2:DescribeVpcEndpointServicePermissions”,
"ec2:DescribeVpcEndpointServices",
"ec2:ModifyVpcEndpointServicePermissions"

1,

"Resource": "*"

"Effect": "Allow",
"Action™: [
"secretsmanager:GetSecretValue"
1,
"Resource": "*",
"Condition": {
"StringEquals™: {
"aws:ResourceTag/red-hat-managed": "true"

BF

EFRAMNRIR, EREESPORIDAERE, FRHERME AWS IAM FHEXREREFA
B, E ROSA (rosa) CLI Rt T HRILAIHEE, (BEEERTRMEAR, MATCERTF
RERFAR, XBEKECAIRTFRENDRIAERE (CERTFREEFAR) .

AR
o MBE—NAWSHKA,

o MEEIE AWS B BMERIATEHNIUR.
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MBI Fuh EREMNERE 7 & AWS (aws)F1 ROSA (rosa) CLI,

BEAET ROSAKESEHNAR, BRRERFABMN VAR, MR AWS KA PREFHE
efll, FSEAR MR P ORIk SERE B STS AR,

. 7£ rosa CLI A ALL T in 4 e 75 SRS U

$ curl -o ./rosa-installer-core.json https://raw.githubusercontent.com/openshiftmanaged-
cluster-config/master/resources/sts/4.16/sts_installer_core_permission_boundary_policy.json

. 1E AWS FROIEEREE, HEALTMSKRER Amazon FIREZF(ARN) :

$ aws iam create-policy \

--policy-name rosa-core-permissions-boundary-policy \

--policy-document file://./rosa-installer-core.json \

--description "ROSA installer core permission boundary policy, the minimum permission set,
allows BYO-VPC, disallows PrivateLink"

i tH o Bl

{
"Policy": {

"PolicyName": "rosa-core-permissions-boundary-policy",
"Policyld": "<Policy ID>",
"Arn": "arn:aws:iam::<account ID>:policy/rosa-core-permissions-boundary-policy",
"Path": "/",
"DefaultVersionld": "v1",
"AttachmentCount": 0,
"PermissionsBoundaryUsageCount": 0,
"IsAttachable": true,
"CreateDate": "<CreateDate>",
"UpdateDate": "<UpdateDate>"

}
}

- MAUT S SECERENEERRFABHRINBRIL R

$ aws iam put-role-permissions-boundary \
--role-name ManagedOpenShift-Installer-Role \
--permissions-boundary arn:aws:iam::<account ID>:policy/rosa-core-permissions-boundary-

policy

. 7E rosa CLI FHEIALL T a3k B R RERF A G URIEH IR (FEARIASR)

$ aws iam get-role --role-name ManagedOpenShift-Installer-Role \
--output text | grep PERMISSIONSBOUNDARY

it Bl

PERMISSIONSBOUNDARY arn:aws:iam::<account ID>:policy/rosa-core-permissions-
boundary-policy Policy
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36

B PL # VPC RN FRMIE L KA, 1HE5MH :

$ll 3.2. sts_installer_privatelink_permission_boundary_policy.json

{
"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Action": [
"route53:ListHostedZonesByVPC",

"ec2:ModifyVpcEndpointServiceConfiguration",
"route53:CreateVPCAssociationAuthorization”,
"route53:AssociateVPCWithHostedZone",
"route53:DeleteVPCAssociationAuthorization”,
"route53:DisassociateVPCFromHostedZone",
"route53:ChangeResourceRecordSets”

I,

"Resource": "*"

}

]
}

"ec2:AttachinternetGateway",
"ec2:CreateDhcpOptions”,
"ec2:CreatelnternetGateway",
"ec2:DeleteDhcpOptions”,
"ec2:DeletelnternetGateway",
"ec2:DeleteNatGateway",

Bl 3.3. sts_installer_vpc_permission_boundary_policy.json
"ec2:CreateNatGateway",
"ec2:CreateRouteTable",
"ec2:DeleteRouteTable",
"ec2:DeleteSubnet",

{
"Version": "2012-10-17",
"Statement™: |
{

"Effect": "Allow",

"Action": [
"ec2:AssociateDhcpOptions”,
"ec2:AssociateRouteTable",
"ec2:CreateSubnet",
"ec2:CreateVpc",
"ec2:DeleteVpc",
"ec2:DetachlnternetGateway",
"ec2:DisassociateRouteTable",
"ec2:ModifySubnetAttribute”,
"ec2:ModifyVpcAttribute",
"ec2:ReplaceRouteTableAssociation”

1,

"Resource": "*"
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3.5. Hh TTR
BB 1AM SR (AWS TR BTN FR 5 BR

HEH U REESEH N STS A BFKE,

HEH 1AM B BRFEHERR,

TR KRN IAM ABIIR, ESHIKFASEER IAM ABMKIESI M.
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34 F REFAY BT

AR T £ AWS (ROSA) 5£2% £ Red Hat OpenShift Service MO SERE R AME, URATM
HERAMHIAENRBENER. BALRMET A X control plane FAIEAERFT T mK/NFT BHE R,

4.1. LB KR

TEH X Red Hat OpenShift Service on AWS (ROSA)EE 2R, 1HEEUTIHMN REXRE, RIEE
(ROSAYEB R BN R B SR K PRE,

XEEMETESNTAREES 102 1T (B#H worker) TTRBIERE, W FE/NHWER, SAERHS
BUE,

==
- FrA i F f# A B9 OpenShift Container Platform R A#R 2 OCP 4.8.0,

& 41 WiKMERRKE

RARE 4.8 B R A E

T RE 102

pod #x & [1] 20,400
BT R pod B2 250
BIARKB pod #1=2 BRAERIME
R 2 H g 2] 3,400
FRREEK pod $E 20,400

AR 55 %k [4] 10,000
B R ZEF AR S5 10,000
BMRSS FHEIHEK 10,000
BB ERNEIEHE ] 1,000

1. JIXEH pod BE R test pod WEIE., L[58 pod HEEUA TN ARFHRE. CPUMERE
*Q

2. BEREFRNIER, MREZEFAR KIS KFBILEAEL, etcd BIMRRIEZRIRNT, 587
BURERAY eted 7 (DIEREBIERF) M eted .
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3. RGP AE—EEHENS, e I AE SRR ZER PIRREN RIEITIEN, SUE A —EREE
RBINENL, FER—Ep B ZE (A A REBAERBEIN RAMEX LB RS THRAL S, FEENS
ERTZETLEEE, REMREREBRBH CPU. RIFME RN RNARFHNEX,

4. MRS mOMENIRS FIRTE iptables FEBEXNRE, LERFSHERBESMHRITR
IR/, X RRAEIEANRG L EB IR RN,

£ OpenShift Container Platform 4.8 /1, S LLRTHY OpenShift Container Platform iR A#8L, REIRF
B4 CPU #%(500 millicore),

4.2. OPENSHIFT CONTAINER PLATFORM i A E N &

TRIE T H AWS TEENMHER R AHEB OpenShift Container Platform JMEFERE.

vCPU RAM(GiB)  fi# KB RER KN

(GiB)/10

PS
control mb5.4xlarg 16 64 gp3 350/ 3 us-west-2
plane/etc e 1,000
4
Bt Ry r5.2xlarge 8 64 ap3 300/ 3 us-west-2
T 5 [2] 900
Workload mb5.2xlarg 8 32 gp3 350/ 3 us-west-2
[3] e 900
Compute mb5.2xlarg 8 32 gp3 350/ 102 us-west-2
TR e 900

1. ol fik LT 4.10 ZBIRIARAH Y control plane/etcd 77 &

2. EuZEH T R A TFEE LA ME, EN Prometheus AT LURIEEAIEREXEFRARERE.

3 IENET RETATEITHEN T RIFMEEKS.
BANEH X NMNESHN REE T AT, B2, HEMZRET RBK/NRE Prometheus AT AR
NEE, E0E. BEMBRAT RE, Prometheus RIFHEMEMERERER, FKKA 3N, REH
EE ERBBIER. MR, BSMERY RIGEFEL S, Prometheus ATRERE MR RTF FIRMIE
BSC ] ] R

4.3. CONTROL PLANE FOEMZTT m KNI B

WIRTE AWS (ROSA)EEE %% Red Hat OpenShift Service Bf, control plane F1E 2R TT B K /N
TTENRITEBERE,

MRBELREGERERFNITET REE, Red Hat Site Reliability Engineering (SRE)FIARRIBEZTE
¥ & control plane FEMZRM T =, LURFFEEIDEM.

4.3.1. RESEHBT [RAN
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ERLEIFER, control plane FIEMZRFI T MK/ NS SITE, KMTEETFEEDITET S

o

=
g2

TRIE T EREFFEH N B control plane FIEAHZEFTTT AR/,

HETRBE control plane X/ BRI KN
13 25 m5.2xlarge rS.xlarge

26 1100 m5.4xlarge r5.2xlarge

101 % 180 m5.8xlarge r5.4xlarge

a ROSA MR AIHET REEH 180,

432. REETRT B

MREELREFESTET REE, I control plane FIEMZEH T R 2RIBEZEHMH Red Hat Site
Reliability Engineering (SRE)AIAY B, T REY BRURKFESIZE M.

control plane ARSI T REEET BERSBEFEEMAERIMTIVHE, BEERT RERHEEMZEKRSN
ko

control plane T REHTE L EfRAK/NEIFLN
EUTIERT, & hEEBM control plane T/ il & EHE L ANER :

e control plane "7 mIEE A ROSA £ h R EF 66% MFI AR,

v = -
ROSA LR KITET mE&E N 180,

ELRHERFT T K /NETREIALN

LEES CPUNAEFERARE, S NEMHPMEMZISNT L EHE LERMK/DN, XM EmEIF
FRFRREN -

o ELRliZRIYT ST B AUAY ROSA SRR FI9REs 50% MFIAZX, HEAMA 2 MNEMZBERET <iY
A—AAK,

o EMMZRMT REHET A 3 NEMZBENT mNZ N HRXHSH ROSA £E AR 66% BIFI B
$Q

ROSA LR KITET mE&E N 180,

WEXNNERMIDAZI S AR R, EEREME (01T REH XU SRE
R B) TRMAXEER,
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SRE HIPARIBESE N EMEREY B’ control plane FIEMZRIT T =, FIANEIRT m L GUREFERIIE N0,

=+
/Bho

4.3.3. MAMERFNARINERE I

MFRRHER, EMRETRXNTEETERNETT &Y, REAREPIEENEE, 2IE etcd
IRA S Fr i RS =,

BT XEREFHF—EBRREREFRL, ERSHBERT, BIXLERESMEEREARMERE

4.4, [5EE5 %
o HXIIRpILIE

4.5. Eftb FR

e 1jjjn] ROSA £EMRSS AR
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5 5 F AR

5.1. ARHE L0t MR SR B R AL X (R RO AR
AL T AR RS AR R KEH K Red Hat OpenShift Service on AWS I35,

1 it BT IR FUR A RNTE pod B ITF2HXT Kubernetes BRI VHRIRIE, T 20 LAY
B HE R SR N 17 3,

KERBRAERA—LEDT B, HRENKREEHDZTH, ElISBMRTR,

AP EHIBFETAENHA L, KB, EREMFAE, IEHFRIREEE SHLEMMEMA R
RE,

EAMNERINER, ERAUTARNRESDN T RMIZES DA pod :
I required pods per cluster / pods per node = total number of nodes needed

BN R ER Pod BB % )y 250, MARENT RFIZITH pod WEAKERRTNAEFEAS, &
R IRIE N B BRAFERIHENIARNS, ERNARFHREF. CPUMFMEER,

~HIEER

INRIBIBE B RAR RSB ER B LRI LA 2200 1 pod, NMEFEZEVEANTR, BEEBINTAREZEE
250 4™ pod :

I 2200/250 =8.8

INRGT REBEEINE] 20, B2 pod WD IERIGZHNENTRE 110 4 pod :
I 2200/20 =110

He :

I required pods per cluster / total number of nodes = expected pods per node

5.2. {RIEN AR ERMXIERINE
A IEA T aNAARYE N FAFE R E KX Red Hat OpenShift Service on AWS I35,

EENRRFINERA

pod K& pod H £

Apache 100 500 MB 0.5 1GB
node.js 200 1GB 1 1GB
postgresq|l 100 1GB 2 10 GB
JBoss EAP 100 1GB 1 1GB
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BIAEK : 550 4~ CPU &%, 450 GB RAM #1 1.4 TB 51,

RIFBEHNEAER, T REEFRNTURIEAHRE, ETREBERERTRIESE. AXMEHRE
YA, EALLUEFZITENHNNENT R, SBERVHRKT moRRHEHBEN IR, EMHR
ERINEE—ERER, WRENTEEUARESDEOBIRE.

TRER BE CPU RAM (GB)
TR OEEET) 100 4 16
TR (EEE2) 50 8 32
TR (&R 3) 25 16 64

BENARFRESTIESRNING, BENTER, KE¥ Java MARFUKRERE TN ARRRF
BARTFERALESRYE. ElNAETERTREMNARRF. ELENGIFH, IMERAKHI
30% EDERIER, X2—DE LBLLA,

M FATERF pod RILMEFAIME A 23 DNS 15 AfRSS. MRFERAIMELE, & pod EW R EZTH, XF&E
NEERARSS, N kubelet AR EEREIE AN, SEEERAAN DNS AR5 83 A1 Kubernetes API 12 T #1AR S5, FF
NEBNRSOIE—H DNS 1L, MREBANEEHFHSAT DNS, NFTE pod &L BEhRIEH DNS &7 E
MRS . WMRETFET 5000 RS, ®TLUER DNS #1TARS A, HFERIMELEH1TIRSS 4 TN,
INRSEFIFRB L R ZEE F 5000 REEARTFHEKE, N pod FIEBBRFRI

BRI, HRERAESBRARSS AR BIRRSS BEEE -
pl

Kind: Template
apiVersion: template.openshift.io/v1
metadata:
name: deploymentConfigTemplate
creationTimestamp:
annotations:
description: This template will create a deploymentConfig with 1 replica, 4 env vars and a service.
tags: "
objects:
- kind: DeploymentConfig
apiVersion: apps.openshift.io/v1
metadata:
name: deploymentconfig{IDENTIFIER}
spec:
template:
metadata:
labels:
name: replicationcontroller${IDENTIFIER}
spec:
enableServicelinks: false
containers:
- name: pause${IDENTIFIER}
image: "${IMAGE}"
ports:
- containerPort: 8080
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protocol: TCP
env:
- name: ENVVAR1_${IDENTIFIER}
value: "${ENV_VALUE}"
- name: ENVVAR2_${IDENTIFIER}
value: "${ENV_VALUE}"
- name: ENVVAR3_${IDENTIFIER}
value: "${ENV_VALUE}"
- name: ENVVAR4_${IDENTIFIER}
value: "${ENV_VALUE}"
resources: {}
imagePullPolicy: IfNotPresent
capabilities: {}
securityContext:
capabilities: {}
privileged: false
restartPolicy: Always
serviceAccount: "
replicas: 1
selector:
name: replicationcontroller${IDENTIFIER}
triggers:
- type: ConfigChange
strategy:
type: Rolling
- kind: Service
apiVersion: v1
metadata:
name: service${IDENTIFIER}
spec:
selector:
name: replicationcontroller${IDENTIFIER}
ports:
- name: serviceport${IDENTIFIER}
protocol: TCP
port: 80
targetPort: 8080
portallP: "
type: ClusterlP
sessionAffinity: None
status:
loadBalancer: {}
parameters:
- name: IDENTIFIER
description: Number to append to the name of resources
value: "1’
required: true
- name: IMAGE
description: Image to use for deploymentConfig
value: gcr.io/google-containers/pause-amd64:3.0
required: false
- name: ENV_VALUE
description: Value to use for environment variables
generate: expression
from: "[A-Za-z0-9]{255}"
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required: false
labels:
template: deploymentConfigTemplate

AEa B ZE A FIZTHN ARF pod MEBEUR TIRSBEURIMELZERTIRS A METHIRS B KE,
R4 LR ARG_MAX E X FHTHRMREASEKE, BUIAKEN 2097152 F77 (2 MiB). kubelet fFIMEZS
EXANERGAZEFPZTHED pod, 2FE :

<SERVICE_NAME>_SERVICE_HOST=<IP>
<SERVICE_NAME>_SERVICE_PORT=<PORT>
<SERVICE_NAME>_PORT=tcp:/<IP>:<PORT>
<SERVICE_NAME>_PORT_<PORT>_TCP=tcp://<IP>:<PORT>
<SERVICE_NAME>_PORT_<PORT>_TCP_PROTO-=tcp
<SERVICE_NAME>_PORT <PORT>_TCP_PORT=<PORT>

<SERVICE_NAME>_PORT_<PORT>_TCP_ADDR=<ADDR>

MRSHREBIARFNE, RSBHPNFHRIRENRM, mRZEFFH pod FHFHRI
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5 6 E TR AWS AR S5 BN

HEEIIIR, HPHIHTE AWS £8f EZ1T Red Hat OpenShift Service on AWS £ B 2B BIAR 55 BL 4.

6.1. FFEERY AWS AR 5B

TRER T IE AWS EEEFOIEFHIZ21T—1 Red Hat OpenShift Service FRER AWS IRSECAIFAE T, &
RAZHRINEBERSH TN, BETRERZENUTERIE RGN BT -

e ROSA (FBiZEf)) EEEDVEE AWS EC2 IRSSECAN 100 4 vCPU, LUENERECIE, TRAM
MFARIRME, DERAIZITIREIRAE Amazon EC2 S2fIH) vCPU MERIAR KEZ 5. FEith, NERME
AR A FERRE— AWS TKF 012 ROSA 5£28%, NAJIUEREIANH EC2 BAikiZ1T IREIE
(A, C. D. H. . M. R. T. Z)sEf,

o RULTAKRAEIR (WHENREY) ARFEREIEKRIMANED, £, EH ROSARIA
11N REHS worker HlER R EOXE, 78 SIMEEORSAHNEIARH ) 5,
MRBAMS BE L EZEH, BREEFERKEANED, EHXEF worker RLHED ERZRELHE
HIXE N 6.

AWS SDK #1F ROSA 1 & E24M, {H AWS SDK i EREEEEIAMNAE, Hitb, BEEI

RERBERTE AWS SDK i, ERFURBIRARRERN. ERINA-, HRE
[RHI

INREFBENTIR M EED, 1HSH Amazon XA RIEREH LIRS, KREEHHE KRR
3ZE| Amazon XRFLUHTH IR, FE—LNEREE, MRENEIIEREZZRE, HHKR AWS X,

5 6.1. ROSA FEMR S ECA

[ IE IRS545H BOACHS AWS EiA ek

BT RER IR AE ec2 L-1216C47A 5 100 DELE

(A. C. D. Running On-

Ho L M. R, Demand

T. Z)SEH) Standard (A,
C,D,H, I, MR,
T, 2) LB &
K vCPU #

=
==k

ZIME 5 P
vCPU T~ B3k
03 ROSA &
B, ROSAHY
HEERFTE
100 4 vCPU
NEEOIEE,
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% 6 = FrEM AWS IRSSECHR

[RIE IR5545H BOACHS AWS EiA REEK fed

BB’ SSD ebs L-D18FCDI1D 50 300 It X g AT LA

(gp2)BEELL 1£¥8 General

TiB N AL Purpose SSD
(gp2) BHTE
HFHRARE
FiEE (UTB
HEAL)

BB SSD ebs L-7A658B76 50 300 It X g AT LA
(gp3)BEMELL 1£¥E General
TiB AL Purpose SSD
(gp3) BT
BEHmAR
EEEE (KL
TiB HEAL) .

300 TiB =i
EREMRERT
EWRESR

=,

LA TiB Sy H#4i1 ebs L-FD252861 50 300 e 3gk AR AT L

BIE 7% 10PS 7B

SSD (io))&1F Provisioned

fi#s IOPS SSD (iol)
BHITEERH
RAREFMH
= (UUTB N
BAL)

300 TiB =i
EREMRERT
EWRESR

=,

% 6.2. 3 AWS RS Bo&

BoZi 4 #R RS BeEfCrg AWS B ik

EC2-VPC ec2 L-0263D0A3 5 5 TELX A

Elastic IP L EC2-VPC
DBERIRA
Elastic IP ik
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BITREHE
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WzEH
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B KEHI
AR #
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X
Classic Load
Balancers

IR5545H
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BOACHS

L-F678FICE

L-A4707A72

L-DF5E4CA3

L-2AFB9258

L-309BACF6

L-B3A130E6

L-53DA6B97

L-E9E9S831D

AWS EKiA

5

5,000

10,000

300,000

50

20

REEK

5,000

10,000

300,000

50

20

sk

B XE
VPCHE L
fRo X MECHT
EESEMK
RGPS
BERABERX
o

B RXEMR
PNERSRTIRES
#E, XM
mEESE
Xi% VPC 2
KK, E8EM
HEECAT, 1518
mENRKEs
VPC #1 &,

BRENR
PN sk

=

BIM%ED
HEAZEH
. ILECHisE
UEirged
B RL N BE AT,
Teeddit
1000,

B RXEMR
KIRIREL

b X AR AT I
&% IOPS
SDD (iol)B 2
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o5 6 & PRl AWS AR S5BcHi

[RIE IR5545H BOACHS AWS EiA REEK fed

6.1.1. Efth ¥R
o ME{EME AWS CLI 415k, BEMSEIRSEIIEMIE K ?
® ROSA BR&5ERAR

o iEKIBINECHN

6.2. [FLLE I

o REIMEHZEE ROSA
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257 ZE NfER STS KEINME
R AWS BUSEREZHE, HEBEIIMEFH L Red Hat OpenShift Service on AWS (ROSA).
72T

AWS Z2 GRS (STS) B#EEMZIIER, AT R Red Hat OpenShift Service on AWS (ROSA) &
BASERE, RACRETIERMESE,

7.1. 5 STS X BIfE

TEORER AWS Z2S18IR% (STS) B Red Hat OpenShift Service on AWS (ROSA) $EBERT, #5eRiLL
THRR BRI,

AR
o OEFFTEMERE FRFMFIRE,

o MRILERA LLIEIKST, HER—DLLIBIKST. RE, REEKEFIM4HREIEEE, TFEX
LEFUERZRE ROSA,

it

1. BB EMAR Amazon Web Services (AWS)IK T,
BUUERER% A AWS kP RiZ1TE 7 IMESRRE, MRER AWS Organizations, &= LA FAIEAR
TENIB AWS K P =02 — D3 .

IMRIEFER AWS Hte, BIEFER—IRSIESISRES (SCP) N F &t XIERM AWS K/,
N5 Lo SR a7 L SR BE AT T O A B AN SRBE BB ™ 4%

2. 7 AWS BB #H & F /5 A ROSA IR,

a. BRIMHI AWS K,
b. E/HA ROSA, 15%LZE ROSA iRZ5 #1545 Enable OpenShift,
3. REMEE AWS CLI,
a. IR AWS S ITRE X N EMRERS ZEMEE AWS CLI,
1 .aws/credentials XX {4+ 15 E IEfARY aws_access_key_id #l
aws_secret_access_key, 1ES [ AWS XHEFE) AWS BoiEE A1,

b. XEIN AWS XH,

BT LMERA G 2 B BEIAB AWS K1,

ROSA AR 55 LALL RO A 20 e -y X 33
i. {8 --region 57&)21T rosa iR IEERIX I,

i. AWS_DEFAULT_REGION IMEZ 8 IXEMXIE, 1§50 AWS XA EE AWS
CLIFIMRZ &,
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https://cloud.redhat.com
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_create.html#orgs_manage_accounts_create-new
https://console.aws.amazon.com/rosa/home
https://console.aws.amazon.com/rosa/
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-quickstart.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-envvars.html

5 7= Jyfeif STS xEIE

iii. AWS EBE XXX BERIEIARIS, ESH AWS SXEFPBIER aws BB IRE

c. Ak : {EHEBN profile B AWS CLI R EFIZIEEE AWS CLI R EFZIE, ROSA RZIBLLTF
ARG AWS fhEBLES -

i. {3 --profile 17751217 rosa SHEiEEMNEES.

i. /£ AWS_PROFILE MR 2R IEBEMEESE, 15500 AWS XXHH EEESE,

d. IZTTLAT e R & AWS API SEEIE AWS CLI @B B ERREMNEE
I $ aws sts get-caller-identity

4. REZHTHRAR ROSA CLI (rosa),
a. NIEHIRIERS T E ROSA CLI BIEFThR A,

b. A%k : SRR ETEHE rosa I, HEXHEATHIT, RAXEFER rosa SETHITXE,

I $ chmod +x rosa

A ji . Eﬁﬁ@qﬂmﬂﬂ rosa.

I $ mv rosa /usr/local/bin/rosa
d. BAU T REIEERARE

I $ rosa

=1

Command line tool for Red Hat OpenShift Service on AWS.
For further documentation visit https://access.redhat.com/documentation/zh-
cn/red_hat_openshift_service_on_aws

Usage:
rosa [command]

Available Commands:
completion Generates completion scripts
create  Create a resource from stdin
delete  Delete a specific resource
describe  Show details of a specific resource
download Download necessary tools for using your cluster
edit Edit a specific resource
grant Grant role to a specific resource
help Help about any command
init Applies templates to support Red Hat OpenShift Service on AWS
install  Installs a resource into a cluster
link Link a ocm/user role from stdin
list List all resources of a specific type
login Log in to your Red Hat account
logout  Log out
logs Show installation or uninstallation logs for a cluster
revoke  Revoke role from a specific resource
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https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-profiles.html
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uninstall Uninstalls a resource from a cluster
unlink  UnLink a ocm/user role from stdin
upgrade Upgrade a resource
verify  Verify resources are configured correctly for cluster install
version  Prints the version of the tool
whoami  Displays user account information
Flags:
--color string Surround certain characters with escape sequences to display them in
color on the terminal. Allowed options are [auto never always] (default "auto")
--debug Enable debug mode.
-h, --help help for rosa

Use "rosa [command] --help" for more information about a command.

e. /7 ROSA CLI £Riep B TEAMIA, LUTFRAEIH Linux M85 £ B Bash SERHIA :
I $ rosa completion bash | sudo tee /etc/bash_completion.d/rosa

f. REEA, DMINELIEHEE rosa S 5EM. MU TFRAIE Linux #1285 124 rosa B Bash
SERRHIA -

I $ source /etc/bash_completion.d/rosa

5. f#if ROSA CLI &RIEHILLIBIK .
a. WIALLT®aS,
I $ rosa login
b. ¥F <my_offline_access_token& gt; & N IR HHE,

i th o Bl

To login to your Red Hat account, get an offline access token at
https://console.redhat.com/openshift/token/rosa
? Copy the token and paste it here: <my-offline-access-token>

iy sl
I I: Logged in as '<rh-rosa-user>' on 'https://api.openshift.com’
6. TEERE) AWS Tk 2B B 8 E ROSA KRR RIECAL,
I $ rosa verify quota [--region=<aws_region>]
=1

I: Validating AWS quota...
[: AWS quota ok
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T=
B, AWS BHERRX MR, NREKRIEMER, EEXTENXSE,

MREERBEA, HA AWS BEIEFE, FHRWMAIRSE RECZIE,
ERARERIN G, HRET—F,
7. NEBFEREMELS AWS K -

a. iiﬁl«)l‘F’n%‘ FUFERY Red Hat #1 AWS RIFR B EEMRKE. W& AWS KA ID. BRIAXE
1 ARN BB 5 ERFTEIEMARER, ERILIREMZABELL OpenShift Cluster Manager F14
17,

I $ rosa whoami

i =B
AWS Account ID: 000000000000
AWS Default Region: us-east-1
AWS ARN: arn:aws:iam::000000000000:user/hello
OCM API: https://api.openshift.com
OCM Account ID: 1DzGIdIhgEWyt8UUXQhSoWaaaaa
OCM Account Name: Your Name
OCM Account Username: you@domain.com
OCM Account Email: you@domain.com
OCM Organization ID: 1HopHfA2hcmhup5gCr2uH5aaaaa

OCM Organization Name: Red Hat
OCM Organization External ID: 0000000

8. @it ROSA (rosa) CLI %% OpenShift CLI (oc). KR 4.7.9 SiEEARAN.
a. BIAXN S T E oc CLI BURFThRA :
I $ rosa download openshift-client
b. T#ioc CLI &, fREEHMERNMEEMEEF.
c. BN HREIE oc CLI REEIEMRE

I $ rosa verify openshift-client

tIEAe
SERXES RS, BLRTLLLE IAM #1 OIDC UiHMI A &,

2. RSP
o REQIEMFEM STS B ROSA K&, HEABEE L OIEEKEH,

3. Hfh 55R

o AWS SREM
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o FTEHI AWS ARSSECAIFFI8 N5 K
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