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B1EEHFHITAR

BI1EEZFHITAS

Red Hat OpenShift Service on AWS H TRt —H R 2B XMIRN FBEFRICE, IERE&EMHP. BEA
HEAM RO R R G — R IED,

11. XF API HitB&
H1TTE API IRSS B R AE, IEFFABEEARIRS 2=:ERK, ENHITASESSELUTER :
1.1 Hit A&

PR 30

level & R R TR

auditID NEMNERERBIME—H T 1D,

stage A P A SE BN SR A B BB ER

requestURI & imE AR 55 38 A EBIIE K URL,

verb & KRB XL Kubernetes #4E3hi, X FIEFFIER, XBNE
HTTP A%,

user 25 BRHER A FE R

impersonatedUser Ak, MNRIEREINT H— A, NARENREFER,

sourcelPs Ak, R P, 1E KA ERSRFNER A AR,

userAgent ik, BFmRENAARERRS, HER, BAREHREFmRE,
B AR EEE,

objectRef A, JXMEKRB BRI, XAERTF List KEEKR, sEIFEH
TRIER,

responseStatus Ak, MIRAIIRE, BNfE ResponseObject ~2 Status K& tha4
o XTFRRIIINR., XRE@IFERTD, S FIRRSRBESRMN, X
BEhE R HEEE R

requestObject A, 1HRAEY API X R, R JSON R, 7T version

conversion, defaulting. admission 8 merging &1, TEIERAR
RequestObject itk (ATRER#MELHL T JSSONAER) . X Z—HEBIR
AMEMIRTRER, TEBFHAR—DERIIN R, W FIHFRFR, X
KW RRE, BRIE Request 7=k & 5l A #iC %,

responseObject Ak, RN AIREE APIXT R, B JSON KRR, TR A ERRE
=, ResponseObject #il3x, F#F7ILH JSON #iiE, EIFIRF
KA e, BIUE Response i dit sk,
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T 50

requestReceivedTimestamp THKEIE API AR S5 25RO [H],

stageTimestamp TE K EIE Z R0 1T ER B ],
annotations Ak, —NTEWIEEMRE, SEMBE—DHEITSEMGD, TL@TEE

KRGS HEERIHAMEGRIEEE, SFINE BIUFEEANES. IR,
XESFRATH TSRS, BS5ATRZA KM metadata.annotations (%
BRI, RERAMRERN Z M — R LU R EFORZE, N
podsecuritypolicy.admission.k8s.io/policy. fEriZi5E, EfRa
&1 Metadata 21 H,

Kubernetes API Ak 5523 % =1 -

{"kind":"Event","apiVersion":"audit.k8s.io/v1","level":"Metadata","audit|D":"ad209ce1-fec7-4130-8192-
c4cc63f1d8cd","stage":"ResponseComplete”,"requestURI":"/api/v1/namespaces/openshift-kube-
controller-manager/configmaps/cert-recovery-controller-lock?timeout=35s","verb":"update","user":
{"username":"system:serviceaccount:openshift-kube-controller-manager:localhost-recovery-
client","uid":"dd4997e3-d565-4e37-80f8-7fc122ccd785","groups":
['system:serviceaccounts","system:serviceaccounts:openshift-kube-controller-
manager","system:authenticated"]},"sourcelPs":["::1"],"userAgent":"cluster-kube-controller-manager-
operator/v0.0.0 (linux/amdé4) kubernetes/$Format","objectRef":
{"resource":"configmaps","namespace":"openshift-kube-controller-manager","name":"cert-recovery-
controller-lock","uid":"5¢57190b-6993-425d-8101-
8337e48c7548","apiVersion":"v1","resourceVersion":"574307"},"responseStatus":{"metadata":
{},"code":200},"requestReceivedTimestamp":"2020-04-

02T08:27:20.2009622","stage Timestamp":"2020-04-02T08:27:20.206710Z","annotations":
{"authorization.k8s.io/decision":"allow","authorization.k8s.io/reason":"RBAC: allowed by
ClusterRoleBinding \"system:openshift:operator:kube-controller-manager-recovery\" of ClusterRole
\"cluster-admin\" to ServiceAccount \"localhost-recovery-client/openshift-kube-controller-manager\""}}

1.2. BEHITEE

B LEFE control plane 17 s OpenShift APl iRS585. Kubernetes API fR5523. OpenShift
OAuth API AR%523#0 OpenShift OAuth RSS2 9B 7.

AR
HEEHITARE :

e 7 E OpenShift API RS &FHITHE :

a. FIHEA control plane "7 R AT FHY OpenShift API fRS588H 1T H & :
I $ oc adm node-logs --role=master --path=openshift-apiserver/
i Bl

ci-In-mOwpfjb-f76d1-vnb5x-master-0 audit-2021-03-09T00-12-19.834.log
ci-In-mQOwpfjb-f76d1-vnb5x-master-0 audit.log
ci-In-mOwpfjb-f76d1-vnb5x-master-1 audit-2021-03-09T00-11-49.835.log
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ci-In-mOwpfjb-f76d1-vnb5x-master-1 audit.log
ci-In-mOwpfjb-f76d1-vnb5x-master-2 audit-2021-03-09T00-13-00.128.log
ci-In-mOwpfjb-f76d1-vnb5x-master-2 audit.log

b. &t R T RAMMAERIEREFRFER OpenShift API RSG5 HITHE :
I $ oc adm node-logs <node_name> --path=openshift-apiserver/<log_name>
4N -

$ oc adm node-logs ci-In-mOwpfjb-f76d1-vnb5x-master-0 --path=o0penshift-
apiserver/audit-2021-03-09T00-12-19.834.log

i th 7 Bl

{"kind":"Event","apiVersion":"audit.k8s.io/v1","level":"Metadata","auditID":"381acf6d-5f{30-
4c7d-8175-
c9c317ae5893","stage":"ResponseComplete”,"requestURI":"/metrics","verb":"get","user":
{"username":"system:serviceaccount:openshift-monitoring:prometheus-
k8s","uid":"825b60a0-3976-4861-a342-3b2b561e8f82","groups":
['system:serviceaccounts","system:serviceaccounts:openshift-
monitoring","system:authenticated"]},"sourcelPs":
['10.129.2.6"],"userAgent":"Prometheus/2.23.0","responseStatus":{"metadata":
{},"code":200},"requestReceivedTimestamp":"2021-03-
08T18:02:04.086545Z","stageTimestamp":"2021-03-
08T18:02:04.107102Z","annotations":
{"authorization.k8s.io/decision":"allow","authorization.k8s.io/reason":"RBAC: allowed by
ClusterRoleBinding \"prometheus-k8s\" of ClusterRole \"prometheus-k8s\" to
ServiceAccount \"prometheus-k8s/openshift-monitoring\""}}

e & Kubernetes API RSS2 HiT A -

a. BB control plane "7 s A FA#Y Kubernetes API fR55288 1T A& :

I $ oc adm node-logs --role=master --path=kube-apiserver/

=1
ci-In-mOwpfjb-f76d1-vnb5x-master-0 audit-2021-03-09T14-07-27.129.log
ci-In-mQOwpfjb-f76d1-vnb5x-master-0 audit.log
ci-In-mOwpfjb-f76d1-vnb5x-master-1 audit-2021-03-09T19-24-22.620.log
ci-In-mOwpfjb-f76d1-vnb5x-master-1 audit.log

ci-In-mOwpfjb-f76d1-vnb5x-master-2 audit-2021-03-09T18-37-07.511.log
ci-In-mOwpfjb-f76d1-vnb5x-master-2 audit.log

b. BITRHT KRB B EBMREBRFEM Kubernetes API fRF52RFHITHE :
I $ oc adm node-logs <node_name> --path=kube-apiserver/<log_name>
4N -

$ oc adm node-logs ci-In-mOwpfjb-f76d1-vnb5x-master-0 --path=kube-apiserver/audit-
2021-03-09T14-07-27.129.log
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i tH 7 B

{"kind":"Event","apiVersion":"audit.k8s.io/v1","level":"Metadata","auditID":"cfce8alb-b5f5-
4365-8c9f-
79¢1227d10f9","stage":"ResponseComplete","requestURI":"/api/v1/namespaces/openshift-
kube-scheduler/serviceaccounts/openshift-kube-scheduler-sa”,"verb":"get","user":
{"username":"system:serviceaccount:openshift-kube-scheduler-operator:openshift-kube-
scheduler-operator”,"uid":"2574b041-3c8-44e6-a057-baef7aa81516","groups":
['system:serviceaccounts","system:serviceaccounts:openshift-kube-scheduler-
operator”,"system:authenticated"]},"sourcelPs":["10.128.0.8"],"userAgent":"cluster-kube-
scheduler-operator/v0.0.0 (linux/amd64) kubernetes/$Format","objectRef":
{"resource":"serviceaccounts","namespace":"openshift-kube-
scheduler","name":"openshift-kube-scheduler-sa","apiVersion":"v1"},"responseStatus":
{"metadata":{},"code":200},"requestReceivedTimestamp":"2021-03-
08T18:06:42.5126192","stage Timestamp":"2021-03-
08T18:06:42.516145Z","annotations":{"authentication.k8s.io/legacy-
token":"system:serviceaccount:openshift-kube-scheduler-operator:openshift-kube-
scheduler-
operator","authorization.k8s.io/decision":"allow","authorization.k8s.io/reason":"RBAC:
allowed by ClusterRoleBinding \"system:openshift:operator:cluster-kube-scheduler-
operator\" of ClusterRole \"cluster-admin\" to ServiceAccount \"openshift-kube-scheduler-
operator/openshift-kube-scheduler-operator\""}}

e & OpenShift OAuth API BRSS 2 FH 1T AR -

a. BB control plane 7 s A FA#Y OpenShift OAuth API RS 23 #HITH & -

I $ oc adm node-logs --role=master --path=o0auth-apiserver/
it Bl

ci-In-mOwpfjb-f76d1-vnb5x-master-0 audit-2021-03-09T13-06-26.128.log
ci-In-mQOwpfjb-f76d1-vnb5x-master-0 audit.log
ci-In-mOwpfjb-f76d1-vnb5x-master-1 audit-2021-03-09T18-23-21.619.log
ci-In-mOwpfjb-f76d1-vnb5x-master-1 audit.log
ci-In-mOwpfjb-f76d1-vnb5x-master-2 audit-2021-03-09T17-36-06.510.log
ci-In-mOwpfjb-f76d1-vnb5x-master-2 audit.log

b. @it R T RAMHAERIEREFRFER OpenShift OAuth API BRF5 & HITH :
I $ oc adm node-logs <node_name> --path=o0auth-apiserver/<log_name>
4N -

$ oc adm node-logs ci-In-mOwpfjb-f76d1-vnb5x-master-0 --path=0auth-apiserver/audit-
2021-03-09T13-06-26.128.log

i tH 7 Bl

{"kind":"Event","apiVersion":"audit.k8s.io/v1","level":"Metadata","auditID":"dd4c44e2-
3ea1-4830-9ab7-
c91a5f1388d6","stage":"ResponseComplete","requestURI":"/apis/user.openshift.io/vi/users
/~""verb":"get","user":{"username":"system:serviceaccount:openshift-
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monitoring:prometheus-k8s","groups":
['system:serviceaccounts","system:serviceaccounts:openshift-
monitoring","system:authenticated"]},"sourcelPs":
['10.0.32.4","10.128.0.1"],"userAgent":"dockerregistry/v0.0.0 (linux/amd64)
kubernetes/$Format","objectRef":
{"resource":"users","name":"~","apiGroup":"user.openshift.io","apiVersion":"v1"},"response
Status":{"metadata":{},"code":200},"requestReceivedTimestamp":"2021-03-
08T17:47:43.6531872","stageTimestamp":"2021-03-
08T17:47:43.660187Z","annotations":
{"authorization.k8s.io/decision":"allow","authorization.k8s.io/reason":"RBAC: allowed by
ClusterRoleBinding \"basic-users\" of ClusterRole \"basic-user\" to Group
\"system:authenticated\""}}

o EHE OpenShift OAuth RS2 H1THE :

a. BB control plane 7 s AT FIY OpenShift OAuth BRS588 H it B & :

I $ oc adm node-logs --role=master --path=o0auth-server/
i Bl

ci-In-mOwpfjb-f76d1-vnb5x-master-0 audit-2022-05-11T18-57-32.395.log
ci-In-mQOwpfjb-f76d1-vnb5x-master-0 audit.log
ci-In-mOwpfjb-f76d1-vnb5x-master-1 audit-2022-05-11T19-07-07.021.log
ci-In-mOwpfjb-f76d1-vnb5x-master-1 audit.log
ci-In-mOwpfjb-f76d1-vnb5x-master-2 audit-2022-05-11T19-06-51.844.log
ci-In-mOwpfjb-f76d1-vnb5x-master-2 audit.log

b. BT IRHET mEMIHERIEETERER OpenShift OAuth RS FH[FHITHE :
I $ oc adm node-logs <node_name> --path=o0auth-server/<log_name>
flan :

$ oc adm node-logs ci-In-mOwpfjb-f76d1-vnb5x-master-0 --path=0auth-server/audit-
2022-05-11T18-57-32.395.log

i th o B

{"kind":"Event","apiVersion":"audit.k8s.io/v1","level":"Metadata","auditID":"13c20345-
f33b-4b7d-b3b6-
e7793f805621","stage":"ResponseComplete”,"requestURI":"/login","verb":"post","user":
{"username":"system:anonymous","groups":["system:unauthenticated"]},"sourcelPs":
['10.128.2.6"],"userAgent":"Mozilla/5.0 (X11; Linux x86_64; rv:91.0) Gecko/20100101
Firefox/91.0","responseStatus":{"metadata":
{},"code":302},"requestReceivedTimestamp":"2022-05-

11T17:31:16.280155Z","stage Timestamp":"2022-05-

11T17:31:16.297083Z","annotations":
{"authentication.openshift.io/decision":"error","authentication.openshift.io/username":"kubea
dmin","authorization.k8s.io/decision":"allow","authorization.k8s.io/reason":""}}

authentication.openshift.io/decision ¥ f#Z# "] 5E(E allow. deny 5k error,
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3. EEITEE
BRI LAMERA jg 25— JSON fi#fr TE R E API fRSS 28 1T HE.

ﬁ E,E

LUFRRIR M T jq 1 control plane 7 s2 node-1.example.com LidjEH it HEMTRA, HXFER jq
BiEE, H5E jq Fit.

IS 3as
o AILUFAEA dedicated-admin & &A1) [ EEE,

o MERKT |q.

T
o RIBRAFiTIE OpenShift APl IRS5 22 FHITH R :

$ oc adm node-logs node-1.example.com \
--path=0penshift-apiserver/audit.log \
| jq 'select(.user.username == "myusername")’

o RIFAFRELIE OpenShift API RS2 FHITHEE :

$ oc adm node-logs node-1.example.com \
--path=0penshift-apiserver/audit.log \
| jq 'select(.userAgent == "cluster-version-operator/v0.0.0 (linux/amd64)
kubernetes/$Format")’

o SEITHFE API BRAITIE Kubernetes API fREG 28511 B, (WEH AR !

$ oc adm node-logs node-1.example.com \
--path=kube-apiserver/audit.log \
| jq 'select(.requestURI | startswith("/apis/apiextensions.k8s.io/vibetal")) | .userAgent’

o @ BERRENIF RIL B OpenShift OAuth API AR5 28 BT A& :

$ oc adm node-logs node-1.example.com \
--path=0auth-apiserver/audit.log \
| jq 'select(.verb = "get")'

o RIEIHHA ST ARG ERERBEMTIE OpenShift OAuth FRS5 2 HITH :

$ oc adm node-logs node-1.example.com \

--path=0auth-server/audit.log \

| jq 'select(.annotations["authentication.openshift.io/username"] = null and
.annotations["authentication.openshift.io/decision"] == "error")'

1.4. WEHITERE


https://stedolan.github.io/jq/manual/

F1EHFHITAR
IR LA A must-gather TESRINEH T BEUIAER, BRI EN A XD R,
iz
1. {8 -- /usr/bin/gather_audit_logs j=1T oc adm must-gather f5% :
I $ oc adm must-gather -- /usr/bin/gather_audit_logs

2. MI{EBERHNINIGIER must-gather Br O — L4304, B0, EEA Linux BIERSH
HENLZITU TGRS -

I $ tar cvaf must-gather.tar.gz must-gather.local.472290403699006248 ﬂ

Q ¥ must-gather-local.472290403699006248 & 2y 5[5 B 5 & 5.
3. E LRI M B B3R TIEAP,  fF5E48 M E 2R R A,

1.5. b TTR

® must-gather TE

o XTHEKXK


https://access.redhat.com/support/cases/#/case/list
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/support/#about-must-gather_gathering-cluster-data
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_service_on_aws/4/html-single/logging/#log-forwarding
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528 NET IP B AWS A BRIRINEA IR

BRI TE AWS IR RS ERIA N £ /2, UBIEABRIXIESRTF IP ik,

2.1. /B E T 5787 IAM KB

BT LLBIE—NET BPM Identity and Access Management (IAM)SRB, iEREBELLIGIRMEH IP LU
Sh89 1P Mk, 3RLEVIFIARE AWS #24F,

AR

it

10

o R LMEAOBZFIEN IAM REEFFRBINR VT M) see AWS EIRHEFHI A,

. ERAEH AWS Tk SIS R EI AWS BEIEH A,

. A 1AM AR

. TE IAM 2 EIEH, MEN S dikE Policies.
. mif Create policy,

. M JSON T+, LA JSON AR E RS,

. ERIEEEH AT JSON RIESCRY AR P ik, HFZ21TUTHS :

I $ ocm get /api/clusters_mgmt/vi/trusted_ip_addresses

XL P IR RKAR, FIRERER Bk, M RFSIEE APl fijH, F7E JSON
REE SR T BRI,

. fLLUF policy_document.json 3C{4 8 Hl F RN E JriEas o -

{
"Version": "2012-10-17",

"Statement": |
{
"Effect": "Deny",
"Action": "*",
"Resource": "*",
"Condition": {
"NotlpAddress™: {
"aws:Sourcelp™: []
2
"Bool": {
"aws:ViaAWSService": "false"


https://aws.amazon.com/console/

B 25 HETF IP B AWS A IR H PR

8. fH7L5E 6 H HIRSHIFNA IP it S HIFH kN5 E policy_document.json S {4AHY
"aws:Sourcelp": [] #4H .,

9. = Review and create,
10. WERBBIRERFMMER, FEBEBEFEHER,

1. = Create policy (R 17 1% 5KHBE,

St aws:ViaAWSService AT E N false, LUMEARIBEWIB RS BEEERM, F
i, BRI aws ec2 describe-instances 17 T #I8AVHF, NIFE AWS API RS 25 it
THRRAEREERE, LKRERMINE ec2 SEHIM) EBS BRIER, INRSMH
aws:ViaAWSService X HIZE N false, MKMW, FEHAARKXNK, RNEIIKER AWS
IP #hilk, XLEHHER T ETE Allowlist AR,

2.2. lINETF 51589 1AM K&

OZETHMB IAM RIEE, FFEMME AWS Bk HEIER IAM BF. A, LB IEXEAmE
T IP BIA BRI,

i

# A AWS Management Console A IAM 12 &,
2. EFEEEHEMINERAIEIA IAM ManagedOpenShift-Support-Role & &,
==

& LUE BB IAM ManagedOpenShift-Support-Role A, BxABME
58, BB EIFI,

3. 7 Permissions i£i£ 1, M Add Permissions FHI5IZRH1%E Add Permissions 5 Create
inline policy,

4. HRIEZ AR
a. HIARIRT,
b. RHEE HHVRAEITHIE,

5. LEETREE, BH Attach policy,

BF

MHRET IPNABKRKMAL, BRIRFAFIIRDN IP REFRIIRSE. MRFXHE
f, FTRER LIS = AT SEME T2 (SRE)FTIE VT M ERIK P FH 2 B89 SLA, MREH
R EENIFEERER), R8T HEHIPA,

2.3. HthBTR
o EXETIRIPIELIFNMESZER, H5M AWS : 1B1FE AWS TR FHYR IP 157 AWS,

1


https://docs.openshift.com/rosa/rosa_architecture/rosa_policy_service_definition/rosa-sre-access.html#rosa-policy-rh-access_rosa-sre-access
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_aws_deny-ip.html
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