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2 13 SERVICE MESH 2.X

1.1. <F OPENSHIFT SERVICE MESH

7 Red Hat OpenShift Service Mesh B4 1717 &5 Red Hat OpenShift Service on AWS
@, H RedHat OpenShift Service Mesh Operator T1FEE % MR AR
ServiceMeshControlPlane, FTLL Service Mesh 3% 7™ GBI MR AZES 5L IR A0 TR,
LRIXIEEERA T Service Mesh BIRFTIRA, FRIEEREF SR EDRERIRMBIEE T %
E F MR A BIBR I,

INFE A * Red Hat OpenShift Service Mesh £ AT HMEEMELER, 1HSHE
" BE e REEEEE,

1.1.1. Red Hat OpenShift Service Mesh &1t

Red Hat OpenShift Service Mesh @53 7 b/ FATE | B2 55 h #2851 SRR TR 5 A sh 9 B Fhm i, ©
ENAESAANALRN—NERE, MEFRNMNAREHITERER.

ARG ZRF SV N B TE o B ESH LRSS, MmELY BA4E, B2, MEMIRS N EEKE
WA RIS RN & e BT IR K, IBAEMBIEZEBREME, Service Mesh B LLBIT IR EILIRSS FIHHE
SR RIX LKA, FHAMENR. EEBSHOETIERBEMRS.

Service Mesh &2 FFHR Istio WIH, NOIEREBMIRSIRELIN. AEHHE%E. RESTIRSFMEIUE. HE
RE. IR RIEIIRS MR E T FENAE, REMBIMIREFS MR IEIIRE, HbaFEA/BI

. canary ZIThRA. 1512 R Im R ImE ik,

11.2. %0 IhEE

Red Hat OpenShift Service Mesh 7EAR %5 F4% (A3 7 SCI R ETIBERIZE— A R -

o SRETHE - ZHIRSFKREN AP R, REFAANTSEYE, HEMBERGTEFHNERFRE

o RFEIFAMBEM - EMEPRHFTIIEF MRS, HRERTRSRENGES, UETLLE
W EEETRBIMAEIT L.

o REESEMI - X ARSS IR BN AN RIS, TARCEDT RS, FHERFE2ERIR, @it icE
PRSI AT LUK SRBEEIT R EY, AR RIEWN ARFKH,

o EW - TRARSS IF BRI T LR AR SS A O FRLL IR, AT AT LR s® 4 Bl 8L,
1.2. SERVICE MESH % 173¥1iC

121 EFEEEES
TIERAFEHRBATHINRID, STREF] Web BHREERIGMIES, RITMIEMNRIEFFE : master,

slave. REAMARE, ATRIATF+ORE, XEFFAERMHNNDZTREDZES LK. B
RKELIEE, ESHIENNERRARE Chris Wright I2EBH R

1.2.2. TTheE R INAE IR


https://access.redhat.com/support/policy/updates/openshift#ossm
https://istio.io/
https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language
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BERRAXT AR A E AT T ek,

1.2.2.1. Red Hat OpenShift Service Mesh ii# 2.5 B ZhaE

Ltk Red Hat OpenShift Service Mesh Z{ThRANRINT $TBUTNEE, R T CVE IRENRLIRAEF
(CVE), G&RFiFIEE, 5 Red Hat OpenShift Service on AWS 4.12 K& Z [FHIRR AT 15,

It 4 {TAR A 45 3R T % OpenShift Service Mesh kA 2.2 B4 #F, fNREEA OpenShift Service Mesh
hRA 2.2, ENIZFREIZ 2 RFRIARA,

1.2.2.1.1. Red Hat OpenShift Service Mesh 2.5 894 {4 kx4

A hR =

Istio 118.5
Envoy Proxy 1.26.8
Kiali 1.73.4

1.2.2.1.2. Istio 1.18 X

Service Mesh 2.5 &F Istio 118, BB AT #HIIEEF ™ M. AR Red Hat OpenShift Service Mesh X
FFF% Istio 118 ZhaE, EIFERIATAIS

o I #F ambient mesh

o I H Istio M QuickAssist Technology (QAT) PrivateKeyProvider

1.2.2.1.3. Cluster-Wide B#&¥#
WRATARARI T NS RMBIBIEEETHAENE, IFELER, HSHUTXHE :
o "XTFIEBIEEEHEMME"
o MEREETE R RIS FhHERR 6 £ 22 )"
o TE N RLE Ay 4 22 (A TE SR AFSE R MAE AR UK sidecar SEA"
o "TEFEREETHERIMEHHEA pod"

1.2.2.1.4. £F ARM BEE ) Red Hat OpenShift Service Mesh Operator

& THRATEE T ARM B9EEEE EIRME T Red Hat OpenShift Service Mesh Operator, #ENIER X fEITH

Y]
BEo

1.2.2.1.5. 5 Red Hat OpenShift distributed tracing Platform (Tempo) Stack &£

b & TRRABIA T 3BT BN PR B AR, B0 LLB 8 E TR zipkin 45k 0 E
spec.meshConfig.extensionProviders #l1&, {$BEREIELFF 45 Red Hat OpenShift distributed
tracing & (Tempo)#ik, AE, EBNEE KR Istio RIEBEE WL trace FHFIRFH A IEE Tempo &
B AR 550 s
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y ’ IBM Z A%z #f Red Hat OpenShift distributed tracing Platform (Tempo) Stack,

1.2.2.1.6. OpenShift Service Mesh {2Hl &4

% 1THRABI AT OpenShift Service Mesh #2414 (OSSMC)fE 4 B9:@ AR A,

OSSMC $E# 2 OpenShift HEHIA MY R, AWM Service Mesh IR 7 M, &% OSSMC 1H1F
&, web HIEMSMBHEPIRET — /M Service Mesh B %M, LAKIEiRINA Workloads F
Service 2% & TIEBIET Service Mesh FR%: UL,

OSSMC fHEEHIZHRE ST Kiali I B BITHREIEE L, OSSMC BT B Kiali A, ERE
OSSMC i fE, EBa LAVA AL Kiali #2415,
1.2.2.1.7. Istio OpenShift B H (IOR)BRIN X BB

Istio OpenShift BRI (IOR)MIBAINIXBE R ®N. MIXMRAFIA, X F ServiceMeshControlPlane FiR
BIFTsEBl, FIAZABDhEEH,

Xt F ServiceMeshControlPlane 5REIFTSLAI, KR LLET £ ServiceMeshControlPlane F5iREY
gateway .openshiftRoute #11& # ¥ enabled FEXIXZE N true & fHH B SIEEH.,

ServiceMeshControlPlane %R~

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
spec:
gateways:
openshiftRoute:
enabled: true

¥ ServiceMeshControlPlane FREIIA SLHIEFHTE Red Hat OpenShift Service Mesh fr4s 2.5 i, B
BB BINE A,

1.2.2.1.8. Istio KRB H A Bd B85

networking.istio API 18 concurrency Z#EE Istio RIRIZ1THI worker Zi2HE.

R TEERE A —BUE, Istio IIERESE4ARIERZRM CPU RHIESE concurrency S8, f5lt0, BRH!
2500m &¥% concurrency S4B 7 3, HRNF concurrency ZEX B N ARMIE, N Istio RfERZL
EXREERIEZITHERERE, MAZER CPU BRE,

FELURIMAR AR, SEMRIIKER 2
1.2.2.1.9. 3% API CRD k&

B

Red Hat OpenShift Service on AWS Gateway APl 23 R —MRARTIIhEE, FEATIN
HREARZLINE MARSSZFN L (SLA) X#, BINRERTREHATEE, IR HEETES
INERERE ], XA UER A RBIXBHIEE, FENKEFLNER

RHBRBE L,

BRIABRAT G FEEMESER, WSARATITEF e,



https://access.redhat.com/support/offerings/techpreview/
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ITERHBE T MK API B E L HURE XL (CRD)BIHThR A, 1H5 I TRFHMAEL LM OpenShift Service
Mesh hRAZZMA P X APl hRA :

Service Mesh Rz Istio hkA< B£ APl lA

2.5.x 1.18.x 0.6.2 ERALEMESR, BN
v0.6.2 iR
ReferenceGrand

2.4 1.16.x 0.5.1 S F SO MEEE,

BEM % API CRD #Rhis/i
T, FRTEESX,

1.2.2.2. Red Hat OpenShift Service Mesh RZ 2.4.6 BIfTThaE

It Red Hat OpenShift Service Mesh ZfThRAAER T CVE IR ENRELIRANF(CVE), ERFHIRE
&, 3% Red Hat OpenShift Service on AWS 4.13 R EBE#H MR AN .

1.2.2.2.1. Red Hat OpenShift Service Mesh 2.4.6 BZH {4k A

il hiA
Istio 116.7
Envoy Proxy 1.24.12
Kiali 1.65.1

1.2.2.3. Red Hat OpenShift Service Mesh kg4 2.4.5 B Thag

It Red Hat OpenShift Service Mesh Z1ThRAAER T CVE IR ENRELRANF(CVE), ERFHIRE
&, 3% Red Hat OpenShift Service on AWS 4.11 & B IR A 5,

1.2.2.3.1. Red Hat OpenShift Service Mesh 2.4.5 iR & & 894 kv

il hiA
Istio 1.16.7
Envoy Proxy 1.24.12
Kiali 1.65.1

1.2.2.4. Red Hat OpenShift Service Mesh ikZ 2.4.4 B9 Thae

It Red Hat OpenShift Service Mesh ZfThRA#RR T CVE IR ENRELRANF(CVE), TERFIHIRE
&, 3% Red Hat OpenShift Service on AWS 4.11 & B#H IR A5,
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1.2.2.4.1. Red Hat OpenShift Service Mesh 2.4.4 ixsh @ S 194 kA&

il hiA
Istio 1.16.7
Envoy Proxy 1.24.12
Jaeger 1.47.0
Kiali 1.65.10

1.2.2.5. Red Hat OpenShift Service Mesh hix# 2.4.3 B9 Thag
e RINT envoyExtAuthzGrpc FE%, ZFEFTEMA gRPC API BEE NS RPURMIZRF.
o fERTE IMIREMKIE(CVE),

o [tZ{TARATE Red Hat OpenShift Service on AWS 4.10 R B HHIARA 2 #,

1.2.2.5.1. Red Hat OpenShift Service Mesh 2.4.3 iR & & 894 kv

il hiA
Istio 1.16.7
Envoy Proxy 1.24.10
Jaeger 1.42.0
Kiali 1.65.8

1.2.2.5.2. 2 2 (gRPC) API XA &R IRAACE

LEThEE @55 7N T envoyExtAuthzGrpe FE%, LUFEF gRPC API BCiE A BRI R,

1.2.2.6. Red Hat OpenShift Service Mesh hiiZ 2.4.2 B9 ThaE

Ltk Red Hat OpenShift Service Mesh Z{ThRANBI A T #TheE, R T CVE ikEMELIRIAER#E (CVE),
SBERFHEIRMES, 33 Red Hat OpenShift Service on AWS 4.10 1B SR AT 7,

1.2.2.6.1. Red Hat OpenShift Service Mesh 2.4.2 iR & &894 ik

il hiA
Istio 116.7
Envoy Proxy 1.24.10
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il hA
Jaeger 1.42.0
Kiali 1.65.7

1.2.2.7. Red Hat OpenShift Service Mesh ik Z 2.4.1 ETZhAE

Ltk Red Hat OpenShift Service Mesh Z{ThRANBI A T #7TheE, R T CVE ikEMELIRIAER#E (CVE),
SBERFHEIRMES, 33 Red Hat OpenShift Service on AWS 4.10 M1 E SR AT 7,

1.2.2.7.1. Red Hat OpenShift Service Mesh 2.4.1 ik F & & BHH- iR A

il hiA

Istio 1.16.5
Envoy Proxy 1.24.8
Jaeger 1.42.0
Kiali 1.65.7

1.2.2.8. Red Hat OpenShift Service Mesh hitZ 2.4 B9 ZhAE

Ltk Red Hat OpenShift Service Mesh Z{ThRANBI A T #7TheE, R T CVE ikEMELIRIER#E (CVE),
SBERFHEIRMES, 33 Red Hat OpenShift Service on AWS 4.10 1B S RAM L 7,

1.2.2.8.1. Red Hat OpenShift Service Mesh 2.4 hixth 8 S HI2H kv A

il hiA
Istio 1.16.5
Envoy Proxy 1.24.8
Jaeger 1.42.0
Kiali 1.65.6

1.2.2.8.2. £EECEHMEE
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LETIBEIE s 5l AN T REAFSEH B ERBEARAE . FREEFHMNEIEREZ —THIRSME control plane, HT i
PREEANERBEMI TR, control plane 7EFR7A fip 44 22 [H] AR {8 A FL A 1A) SR IR &2 AR B B B Istio 3K
Kubernetes %TiR, 1A &EEESEEMIESZE R control plane HITHE A E TR &S L.

1.2.2.8.3. T L ISR

tEThREI® R 5| A T — /@AM meshConfig.discoverySelectors FERhR A, 1% XA B F5EEEE H IR
E KR HIAR S M control plane AT L% FIHIARSS .

spec:
meshConfig
discoverySelectors:
- matchLabels:
env: prod
region: us-easti
- matchExpressions:
- key: app
operator: In
values:
- cassandra
- spark

1.2.2.8.4. 5 cert-manager istio-csr £

TEXNRAAH, Red Hat OpenShift Service Mesh 5 cert-manager #2425 #1 istio-csr {CEE&E K. cert-
manager 7f Kubernetes B AFIEBFNERELEBRNMAFTIRALE, FHEL TIRER, 20T HERXLEIE
F#;$72, cert-manager 7 Istio IR F A CAIUEE, 5 istio-csr EMR AT LERA 7 Istio REEHZE
ZIEPHi1ERKEIRY cert-manager, ServiceMeshControlPlane v2.4 #% cert-manager 124t CA L+
YE} cacerts secret,

IBM Power®, IBM Z® #1 IBM® LinuxONE %5 cert-manager # istio-csr &,

1.2.2.8.5. BAEBRPR G E K

tETheEIRsRBI A T —FBRA A AL, #FH AuthorizationPolicy %RH action: CUSTOM FEX
Red Hat OpenShift Service Mesh S A SRR RITE M. 1§ envoyExtAuthzHttp 5 E& 517 ]2 1l & i
25 AL ER IR R ST,

1.2.2.8.6. 548 Prometheus 3£

LtbIhEEI@ IR BI N T Prometheus ¥ BN R BERAMA, &ALLEIT1E spec.meshConfig #i& A%
extensionProviders FE:HI{H1%E 7 prometheus, fFHEIRAFF4E Red Hat OpenShift Service on AWS
WS HEHERL S B E X Prometheus &2, Telemetry X REZE Istio RIBRWEREFEIR, Service Mesh R
¥ #F Prometheus 18118 Telemetry API,

spec:
meshConfig:
extensionProviders:
- name: prometheus
prometheus: {}

apiVersion: telemetry.istio.io/vialphai
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kind: Telemetry
metadata:
name: enable-prometheus-metrics
spec:
metrics:
- providers:
- name: prometheus

1.2.2.8.7. HLHEE IPVv6 ZFF

LEThEEIR 5 B33 T X S HERL IPve SRB¥MIE AR, R EIZ8 IP #ltmih R, AR IPv4
5 IPv6 EEf,

e = -
' IBM Power®, IBM Z® #1 IBM® LinuxONE 2t —H IPve i,

1.2.2.8.7.1. £ AWS < API LJ5F Red Hat OpenShift Service

E1E AWS W% API 5 A Red Hat OpenShift Service, 7E ServiceMeshControlPlane %1RH
techPreview.gatewayAPI| #l#& #{% enabled FEBIEIXE N true,

spec:
techPreview:
gatewayAPI:
enabled: true

FELRTHRAS, INRZERTERAMX APL

spec:
runtime:
components:
pilot:
container:
env:
PILOT_ENABLE_GATEWAY_API: "true"
PILOT_ENABLE_GATEWAY_API_STATUS: "true"
PILOT_ENABLE_GATEWAY_API DEPLOYMENT_CONTROLLER: "true"

1.2.2.8.8. Istio 1.16 ¥

Service Mesh 2.4 &F Istio 116, BEIAT#H M M. RARS Istio 116 ThEEHE R, HIFER
LIRS

® XIF sidecar B HBONE MY 2 — ML MHIhEE, ©AHEIHE.

o ¥ ARM64 214 £ Service Mesh,

1.2.2.9. Red Hat OpenShift Service Mesh ki 2.3.10 B3 ThAE

Itk Red Hat OpenShift Service Mesh ZfThRAAER T CVE IR EVRELRANF(CVE), ERFIHIRE
&, 3% Red Hat OpenShift Service on AWS 4.13 R E#H MR AT i,

10
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1.2.2.9.1. Red Hat OpenShift Service Mesh 2.3.10 B94H #Fhix &

A hR =
Istio 114.5
Envoy Proxy 1221
Kiali 1.57.14

1.2.2.10. Red Hat OpenShift Service Mesh 2.3.9 B ThaE

It Red Hat OpenShift Service Mesh Z1ThRAAER T CVE IRENRELIRANF(CVE), ERFHIRE
&, 3% Red Hat OpenShift Service on AWS 4.11 & B IR A5,

1.2.2.10.1. Red Hat OpenShift Service Mesh 2.3.9 ik & &4 £ i A

il hiA
Istio 1.14.5
Envoy Proxy 1221
Jaeger 1.47.0
Kiali 15714

1.2.2.11. Red Hat OpenShift Service Mesh 7 2.3.8 By ThaE

Itt Red Hat OpenShift Service Mesh ZfThRAAER T CVE IR EVRLRANF(CVE), ERFHIRE
&, 3% Red Hat OpenShift Service on AWS 4.11 & B#H IR A 5,

1.2.2.11.1. Red Hat OpenShift Service Mesh 2.3.8 ik & S 4 ik A

A hR =
Istio 1.14.5
Envoy Proxy 1221
Jaeger 1.47.0
Kiali 1.57.13

1.2.2.12. Red Hat OpenShift Service Mesh hixZ 2.3.7 BIEZhAE

—_ PR - —_— e, - . - P A T T B T B NS BTal o m e Lt AL . A A A Nt T L e e

1



Red Hat OpenShift Service on AWS 4 Service Mesh

It Red Hat OpenShift Service Mesh Z1TARASIA [ #1HIEE, BRI CVE IEZE=RA R (CVE),
SBERFHEIRMES, 33 Red Hat OpenShift Service on AWS 4.10 1B SR AT 7,

1.2.2.12.1. Red Hat OpenShift Service Mesh 2.3.7 iR P & & #- iR A

il hiA

Istio 1.14.6
Envoy Proxy 1221
Jaeger 1.42.0
Kiali 1.57.1

1.2.2.13. Red Hat OpenShift Service Mesh hit s 2.3.6 By ThiE

It Red Hat OpenShift Service Mesh Z1ThRAB| A T #TheE, R 7T CVE IkEMNRELIRA A (CVE),
SBERFHEIRMES, 33 Red Hat OpenShift Service on AWS 4.10 1B SR AT 7,

1.2.2.13.1. Red Hat OpenShift Service Mesh 2.3.6 iR & & 894 kv

il hiA
Istio 1.14.5
Envoy Proxy 1221
Jaeger 1.42.0
Kiali 1.57.10

1.2.2.14. Red Hat OpenShift Service Mesh 2.3.5 B9 ZhaE

Itk Red Hat OpenShift Service Mesh Z{ThRANBI A T #TheE, &R T CVE k&M ELIRIAER#E (CVE),
SBERFHEIRMES, 33 Red Hat OpenShift Service on AWS 4.10 1B SR AT 7,

1.2.2.14.1. Red Hat OpenShift Service Mesh 2.3.5 iR & & 894 kv

il hiA

Istio 1.14.5
Envoy Proxy 1.22.9
Jaeger 1.42.0

12
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il hA

Kiali 1.57.10

1.2.2.15. Red Hat OpenShift Service Mesh kit 2.3.4 B ThaE

Itt Red Hat OpenShift Service Mesh ZfThRAB|IA T #Ih8E, R 7T CVE IkEMNRELIRA A (CVE),
SBERFHEIFMES, 33 Red Hat OpenShift Service on AWS 4.10 1B S RAM T 7,

1.2.2.15.1. Red Hat OpenShift Service Mesh 2.3.4 iRFh & & 894 kv

A hR =

Istio 1.14.6
Envoy Proxy 1.22.9
Jaeger 1.42.0
Kiali 1.57.9

1.2.2.16. Red Hat OpenShift Service Mesh kit 2.3.3 By hiE

Itt Red Hat OpenShift Service Mesh Z1ThRAAER T CVE IRENRELRANF(CVE), SERFHIRE
&, 3% Red Hat OpenShift Service on AWS 4.9 & B IR AT 5,

1.2.2.16.1. Red Hat OpenShift Service Mesh 2.3.3 iR @ &894 kv

il hiA
Istio 1.14.5
Envoy Proxy 1.22.9
Jaeger 1.42.0
Kiali 1.57.7

1.2.2.17. Red Hat OpenShift Service Mesh kx4 2.3.2 BIEZhAE

Itt Red Hat OpenShift Service Mesh Z1ThRAAER T CVE IR ENRELRANZ(CVE), ERFHIRE
&, 3% Red Hat OpenShift Service on AWS 4.9 & B IR AT 5,

1.2.2.17.1. Red Hat OpenShift Service Mesh 2.3.2 iR P& & # iR A

—

3



Red Hat OpenShift Service on AWS 4 Service Mesh

il hA
Istio 1.14.5
Envoy Proxy 1.22.7
Jaeger 1.39
Kiali 1.57.6

1.2.2.18. Red Hat OpenShift Service Mesh hi# 2.3.1 B9 Thag

It Red Hat OpenShift Service Mesh Z1ThRABIA T #1Th8E, R T CVE iR EME LKA E(CVE),
SBERFHEIRMES, 3% Red Hat OpenShift Service on AWS 4.9 K& B#H IR AT 5,

1.2.2.18.1. Red Hat OpenShift Service Mesh 2.3.1 i F & S 4 ik A

il hiA
Istio 1.14.5
Envoy Proxy 1.22.4
Jaeger 1.39
Kiali 1.57.5

1.2.2.19. New features Red Hat OpenShift Service Mesh version 2.3

Ltk Red Hat OpenShift Service Mesh Z1ThRABI A T #TheE, AT CVE ikEMNRLIRIAFF(CVE),
SBERFHEIRMES, 33 Red Hat OpenShift Service on AWS 4.9 K& B#H IR AT 15,

1.2.2.19.1. Red Hat OpenShift Service Mesh 2.3 iish @S HAH 4 I A&

il hiA
Istio 1.14.3
Envoy Proxy 1.22.4
Jaeger 1.38
Kiali 1.57.3

1.2.2.19.2. ## Container Network Interface (CNI) DaemonSet &#3#1 ConfigMap

14
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openshift-operators @& 22 (8| &1F — N #H istio CNI DaemonSet istio-cni-node-v2-3 F1— /N
ConfigMap 75i& istio-cni-config-v2-3,

L HF Service Mesh Control Plane 2.3 B, IIAH istio-chi-node DaemonSet A& BN, FOIE—
N istio-cni-node-v2-3 DaemonSet,

ENEHBERAEEMUFIRAE, 5 ZBIMRAEZH Service Mesh Control Plane xEER istio-cni-
node CNI DaemonSet,

1.2.2.19.3. X FEA R

bR ATRRAB I TR MR FE AR ER SR, MXESE N A RITEMGNZIZTHIMII Envoy I8, MARS
IRB9AR S5 TAE 3 — A2 1THI sidecar Envoy VIR, XAk EE LRIKET, ERERMEANR, EAIE
EZTHRRIEM SR EE R AL T IR : Service, Deployment. Role #1 RoleBinding.

1.2.2.19.4. Istio 1.14 X §F

Service Mesh 2.3 £F Istio 114, X&H R IBER " Mo, RAZFRS Istio 114 ZhEE, EFEIR
LIRS -

® ProxyConfig API Z#7E image FE 4,

® SPIRE 21T A B2 X IHHITNEE,

1.2.2.19.4.1. B BEECHEE

LL 7R ServiceMeshControlPlane X & 2B £ 250 FI MR E,

ENEESEEMNEE LR SMCP, B JETF cluster-admin ClusterRole, #1R WEREERHMIEREED
BT SMCP, NEwil@&EhME—~r SMCP, &IT/ENF control plane #&3X M &0 P BUh £ EFEHIRY
(FMEBSERBNZMS) . MRZFS control plane BF7E, HEMERE FHAIE—1# control plane,

XADROINERESEHBERE R E SMCP,

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:

name: cluster-wide

namespace: istio-system
spec:

version: v2.3

techPreview:

controlPlaneMode: ClusterScoped ﬂ

@ 7 istiod SREHER—FWTR, MAREESIHAZEN,

A, EBANERSEH T BRE SMMR, XNREINERSEHEELE T SMMR,

apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:

name: default

15
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spec:
members:

- 0

EMBRRINFIAEGRLZER, SEEREIENEMRGRZER, UTaEZERTZMEH—E9 :
kube. openshift, kube-* I openshift-*,

1.2.2.20. Red Hat OpenShift Service Mesh kit 2.2.12 I ZhAE

It Red Hat OpenShift Service Mesh ZfThRAAER T CVE IR ENRELRANF(CVE), ERFHIRE
&, 3% Red Hat OpenShift Service on AWS 4.11 &k B IR AT,

1.2.2.20.1. Red Hat OpenShift Service Mesh 2.2.12 iR & & 8940 4 hik &

il hiA

Istio 1.12.9
Envoy Proxy 1.20.8
Jaeger 1.47.0
Kiali 1.48.1

1.2.2.21. Red Hat OpenShift Service Mesh hixZ 2.2.11 B9 ThaE

It Red Hat OpenShift Service Mesh Z1ThRAAER T CVE IR ENRELRANF(CVE), ERFHIRE
&, 3% Red Hat OpenShift Service on AWS 4.11 & B IR A 5,

1.2.2.21.1. Red Hat OpenShift Service Mesh 2.2.11 lixFh & & 894 ki A

il hiA
Istio 1.12.9
Envoy Proxy 1.20.8
Jaeger 1.47.0
Kiali 1.48.10

1.2.2.22. Red Hat OpenShift Service Mesh kit 2.2.10 BIETZhAE

Itt Red Hat OpenShift Service Mesh ZfThRAB| A T #1TheE, R 7T CVE IkEMNRELIRA A (CVE),
SBERFHEIRMES, 33 Red Hat OpenShift Service on AWS 4.10 1B S RAM T 7,

1.2.2.22.1. Red Hat OpenShift Service Mesh 2.2.10 hRFh & & 894H 4k

16
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il hA

Istio 1.12.9
Envoy Proxy 1.20.8
Jaeger 1.42.0
Kiali 1.48.8

1.2.2.23. Red Hat OpenShift Service Mesh 7 2.2.9 By Thie

Itt Red Hat OpenShift Service Mesh ZfThRAB| A T #TheE, R 7T CVE IkEMNRELIRA A (CVE),
SBERFHEIRMES, 33 Red Hat OpenShift Service on AWS 4.10 1B SR AT 7,

1.2.2.23.1. Red Hat OpenShift Service Mesh 2.2.9 ixfh @ S HI4H #hk A&

il hiA
Istio 1.12.9
Envoy Proxy 1.20.8
Jaeger 1.42.0
Kiali 1.48.7

1.2.2.24. Red Hat OpenShift Service Mesh iz 2.2.8 B ZhaE

Itt Red Hat OpenShift Service Mesh ZfThRABIA T #TheE, R 7T CVE IkEMNRELIRA A (CVE),
SBERFHEIRMES, 33 Red Hat OpenShift Service on AWS 4.10 M1 E S RAM T 7,

1.2.2.24.1. Red Hat OpenShift Service Mesh 2.2.8 iR & & BHH iR A

il hiA
Istio 1.12.9
Envoy Proxy 1.20.8
Jaeger 1.42.0
Kiali 1.48.7

1.2.2.25. Red Hat OpenShift Service Mesh hit# 2.2.7 BIEZhAE

—

7
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Ltk Red Hat OpenShift Service Mesh Z{ThRANBI A T #TheE, R T CVE ikEMELIRIER#E (CVE),
SBERFHEIRMES, 33 Red Hat OpenShift Service on AWS 4.10 1B SR AT 7,

1.2.2.25.1. Red Hat OpenShift Service Mesh 2.2.7 iR & & B94H 4 k&

il hA

Istio 1.12.9
Envoy Proxy 1.20.8
Jaeger 1.42.0
Kiali 1.48.6

1.2.2.26. Red Hat OpenShift Service Mesh ik Z 2.2.6 I ZhAE

Itk Red Hat OpenShift Service Mesh Z1ThRAAER T CVE IR ENRELRANF(CVE), ERFHIRE
&, 3% Red Hat OpenShift Service on AWS 4.9 & B IR A 5,

1.2.2.26.1. Red Hat OpenShift Service Mesh 2.2.6 iR & & 894H 4k

il hiA
Istio 1.12.9
Envoy Proxy 1.20.8
Jaeger 1.39
Kiali 1.48.5

1.2.2.27. New features Red Hat OpenShift Service Mesh version 2.2.5

Itt Red Hat OpenShift Service Mesh ZfThRAAER T CVE IR ENRELRANF(CVE), ERFHIRE
&, 3% Red Hat OpenShift Service on AWS 4.9 & B#H IR AT 5,

1.2.2.27.1. Red Hat OpenShift Service Mesh 2.2.5 R & & 894H 4 k&

il hiA
Istio 1.12.9
Envoy Proxy 1.20.8
Jaeger 1.39
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il hiA

Kiali 1.48.3

1.2.2.28. New features Red Hat OpenShift Service Mesh version 2.2.4

Itt Red Hat OpenShift Service Mesh ZThRAAER T CVE IR EVRELRANF(CVE), ERFHIRE
&, 3% Red Hat OpenShift Service on AWS 4.9 & B IR AT 5,

1.2.2.28.1. Red Hat OpenShift Service Mesh 2.2.4 iR & & BHH IR A

il hiA
Istio 1.12.9
Envoy Proxy 1.20.8
Jaeger 1.36.14
Kiali 1.48.3

1.2.2.29. Red Hat OpenShift Service Mesh iR 2.2.3 By ThiE

Itk Red Hat OpenShift Service Mesh ZThHRAER T CVE Ik ML LIRENF(CVE). BFIHRELE,
3 Red Hat OpenShift Service on AWS 4.9 R BEHIR AT,

1.2.2.29.1. Red Hat OpenShift Service Mesh 2.2.3 lixfh @ S M4 4 hk A

il hiA
Istio 1.12.9
Envoy Proxy 1.20.8
Jaeger 1.36
Kiali 1.48.3

1.2.2.30. Red Hat OpenShift Service Mesh hitZ 2.2.2 I ThaE

Itk Red Hat OpenShift Service Mesh ZThHRAAER T CVE Ik &ML LIRAENF(CVE). BFIHRELE,
3 Red Hat OpenShift Service on AWS 4.9 R BEHIR AT,

1.2.2.30.1. Red Hat OpenShift Service Mesh 2.2.2 ik & & BH# iR A
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il hA
Istio 112.7
Envoy Proxy 1.20.6
Jaeger 1.36
Kiali 1.48.2-1

1.2.2.30.2. S HIEEBIRE

TEXANRAR, BT EFRERHN, AL OpenShift B E FIHEMITE, Red Hat OpenShift
Service Mesh 1 Istio Mk THRAPEEMFTE RS FERE (M kubectl.kubernetes.io FFIABEAEIRA) &
#EI3 & OpenShift Route %R,

1.2.2.31. Red Hat OpenShift Service Mesh hit4 2.2.1 B9 Thig

Itk Red Hat OpenShift Service Mesh ZThHRAER T CVE Ik ML LIRENF(CVE). BFIEHRELE,
3 Red Hat OpenShift Service on AWS 4.9 R BEHIR AT,

1.2.2.31.1. Red Hat OpenShift Service Mesh 2.2.1 iRFh & & 894H - hik

il hiA
Istio 112.7
Envoy Proxy 1.20.6
Jaeger 1.34.1
Kiali 1.48.2-1

1.2.2.32. Red Hat OpenShift Service Mesh 2.2 B3 ThaE

Ltk Red Hat OpenShift Service Mesh AZ{ThRARIN T #HITHEERIIQ5H, F+52 Red Hat OpenShift Service
on AWS 4.9 KB MRAR ST,

1.2.2.32.1. Red Hat OpenShift Service Mesh 2.2 ik & & #92H £k A

il hiA
Istio 112.7
Envoy Proxy 1.20.4
Jaeger 1.34.1
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A hR A

Kiali 1.48.0.16

1.2.2.32.2. WasmPlugin API

b & fTRR AN AN T %7 WasmPlugin API 92, 33 F ServiceMeshExtension API,

1.2.2.32.3. ROSA X ¥¥

& ATRRAB 37 T % AWS(ROSA) LB Red Hat OpenShift BUBRSS MM 215, SIEL SRR,

1.2.2.32.4. istio-node DaemonSet Efp

FEL A 1ThRA A, istio-node DaemonSet #E#3 £ istio-cni-node, LATEZ L% Istio REYEFR,

1.2.2.32.5. Envoy sidecar RS E
Istio 110 B#T T Envoy, BRIAEMA eth0 AR lo [FREX EXEIN HEFA.

1.2.2.32.6. Service Mesh Control Plane 1.1

S FRAESR, WEAITHRALR T W ETF Service Mesh 1.1 B Service Mesh Control Planes By #,

1.2.2.32.7. Istio 1.12 ¥

Service Mesh 2.2 &F Istio 112, ©7 EHINEEM™ Mk, BAMASIHFITS Istio 112 ThEE, BIEE
BLUTAEZFThEE ¢

AuthPolicy Dry Run @ — MR T IhEE,

® gRPC Proxyless Service Mesh —MNEARTI T IhEE,
o Telemetry API @ — MR TI I ThEE,

o RINAFERINBERZXHF,

e =B control plane A& X #,

o MXFARZTZH,

1.2.2.32.7.1. ZZM % API CRD

FOIAERT, MK API CRD A&7 OpenShift REFHRTIRE. £ SMCP H/5 M X API XIRFRIRE
CRD,

$ kubectl get crd gateways.gateway.networking.k8s.io || { kubectl kustomize "github.com/kubernetes-
sigs/gateway-api/config/crd?ref=v0.4.0" | kubectl apply -f -; }

1.2.2.32.7.2. J2F Kubernetes [ API
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FBEAXPINEE, iE1E ServiceMeshControlPlane Ay Istiod BN B L FIfBEDLE -

spec:
runtime:
components:
pilot:
container:
env:
PILOT_ENABLE_GATEWAY_API: "true"
PILOT_ENABLE_GATEWAY_API_STATUS: "true"
# and optionally, for the deployment controller
PILOT_ENABLE_GATEWAY_API_DEPLOYMENT_CONTROLLER: "true"

{5/ SameNamespace =X All X BTE Gateway API i Ir 25 _ERREIRE B ANThAE AT BE, Istio RBME
listeners.allowedRoutes.namespaces F 15551588 H, FHIREEIBIN1TH (SameNamespace).

1.2.2.32.7.3. Foh A MR BRI M X BR
INREA Kubernetes API SRE#EHI28, MNFLHERE, AR ADOMKEEREDOEIMXTIR,

apiVersion: gateway.networking.k8s.io/v1alpha2
kind: Gateway
metadata:
name: gateway
spec:
addresses:
- value: ingress.istio-gateways.svc.cluster.local
type: Hostname

1.2.2.33. New features Red Hat OpenShift Service Mesh 2.1.6

It Red Hat OpenShift Service Mesh Z1ThRAAER T CVE IR ENRELRANF(CVE), ERFHIRE
&, 3% Red Hat OpenShift Service on AWS 4.9 & B IR AT 5,

1.2.2.33.1. Red Hat OpenShift Service Mesh 2.1.6 iR & & 894 kv

At hR =
Istio 1.9.9
Envoy Proxy 117.5
Jaeger 1.36
Kiali 1.36.16

1.2.2.34. New features Red Hat OpenShift Service Mesh 2.1.5.2

Itt Red Hat OpenShift Service Mesh ZfThRAAER T CVE IR ENRLRANF(CVE), ERFHIRE
&, 3% Red Hat OpenShift Service on AWS 4.9 & B IR AT 5,

22
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1.2.2.34.1. Red Hat OpenShift Service Mesh 2.1.5.2 hixfh & S HH ki A

At hR =
Istio 1.9.9
Envoy Proxy 117.5
Jaeger 1.36
Kiali 1.24.17

1.2.2.35. New features Red Hat OpenShift Service Mesh 2.1.5.1

Itk Red Hat OpenShift Service Mesh ZThHRAER T CVE Ik ML LIRAENF(CVE). BFIEHRELE,
3 Red Hat OpenShift Service on AWS 4.9 R BEHIR AT,

1.2.2.35.1. Red Hat OpenShift Service Mesh 2.1.5.1 iRFh & & 894 kv

il hiA
Istio 1.9.9
Envoy Proxy 117.5
Jaeger 1.36
Kiali 1.36.13

1.2.2.36. Red Hat OpenShift Service Mesh 2.1.5 B Thig

Itk Red Hat OpenShift Service Mesh Z1ThHRAAER T CVE Ik &ML LIRENF(CVE)., BFIEHRELE,
3 Red Hat OpenShift Service on AWS 4.9 R B HIR A,

1.2.2.36.1. Red Hat OpenShift Service Mesh 2.1.5 iR & & 8941 {4k

il hiA
Istio 1.9.9
Envoy Proxy 1171
Jaeger 1.36
Kiali 1.36.12-1
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1.2.2.37. Red Hat OpenShift Service Mesh 2.1.4 B ThaE

Ltk Red Hat OpenShift Service Mesh Z{ThRAFRR T CVE I EHNR2ITAE A E L R IZFE IR,

1.2.2.37.1. Red Hat OpenShift Service Mesh 2.1.4 iRFh & & 894H 4k

il hiA
Istio 1.9.9
Envoy Proxy 1171
Jaeger 1.30.2
Kiali 1.36.12-1

1.2.2.38. Red Hat OpenShift Service Mesh 2.1.3 B9 ThaE

Ltk Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE I EHNRLIRAE AL RIZFE IR,

1.2.2.38.1. Red Hat OpenShift Service Mesh 2.1.3 iRFh & &8940 - hik &

il hiA
Istio 1.9.9
Envoy Proxy 1171
Jaeger 1.30.2
Kiali 1.36.10-2

1.2.2.39. Red Hat OpenShift Service Mesh 2.1.2.1 B9 ThaE

Ltk Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE I EHNR2IRAE A E L RIZFE IR,

1.2.2.39.1. Red Hat OpenShift Service Mesh 2.1.2.1 iRFh & & 894 kv

il hiA
Istio 1.9.9
Envoy Proxy 1171
Jaeger 1.30.2
Kiali 1.36.9
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1.2.2.40. Red Hat OpenShift Service Mesh 2.1.2 BI$TZhEE
Ltk Red Hat OpenShift Service Mesh Z{ThRAFRR T CVE I EHNR2ITAE A E L R IZFE IR,
TEXMNhRAS, Red Hat OpenShift distributed tracing Platform (Jaeger) Operator #ERIA R 2 Z

openshift-distributed-tracing a4 22 [f], {ELARIRIARAAF, BRAINZLEZEETE openshift-operator 65 %2
B FR,

1.2.2.40.1. Red Hat OpenShift Service Mesh 2.1.2 ik F & & BH # iR A

il hiA
Istio 1.9.9
Envoy Proxy 1171
Jaeger 1.30.1
Kiali 1.36.8

1.2.2.41. Red Hat OpenShift Service Mesh 2.1.1 B9 ThaE
Lt Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE I EHNR2IRAE A E L R IZFE IR,

A AThR AL T 25 R B 5 8] 2 R4S SRR B ThBE,

1.2.2.41.1. Red Hat OpenShift Service Mesh 2.1.1 ik F & & BZH #- iR A

il hiA
Istio 1.9.9
Envoy Proxy 1171
Jaeger 1.24.1
Kiali 1.36.7

1.2.2.41.2. 2 FH M2 5Bg

Red Hat OpenShift Service Mesh B EI7E Service Mesh control plane #1582 fp & 22 6] QI 2 A E 18
%/~ NetworkPolicies iR, X2 7 HERNFAEFEH control plane AILIEE RIS,

INREZABAEMEE NetworkPolicies %R, Fla0h 7 iaflHiT AR REERE, ERILARHE
ServiceMeshControlPlane, I spec.security.manageNetworkPolicy X & X&) false
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LIREHT spec.security.manageNetworkPolicy, Red Hat OpenShift Service Mesh 7~
2818 4 NetworkPolicy ¥ &, REEHR R 17 7 GHR ML FHIE 5 =T A8 5 BEME A 7],

ik
1. £ Red Hat OpenShift Service on AWS web & H, = Operators — Installed Operators,
2. M Project ¥ iR % Service Mesh control plane B95E, #l istio-system,

3. # Red Hat OpenShift Service Mesh Operator, 1E Istio Service Mesh Control Planef“m1, =2
ServiceMeshControlPlane #9% %5, # basic-install,

4. 1 Create ServiceMeshControlPlane Details 71/, = YAML {82{U/ERERE,

5. ¥% ServiceMeshControlPlane FE% spec.security.manageNetworkPolicy i%i& 7 false, 01
BIRT R,

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
spec:
security:
trust:
manageNetworkPolicy: false

6. = Save,

1.2.2.42. Red Hat OpenShift Service Mesh 2.1 B9 ZheEFN I3

X MRABE Red Hat OpenShift Service Mesh 311 7 7£ Red Hat OpenShift Service on AWS 4.6 EUS,
47,4.8,4.9 £X¥ Istio 1.9.8, Envoy Proxy 117.1, Jaeger 1.24.1, # Kiali 1.36.5 B9z 1, LURFHITHEEFNIE
o

1.2.2.42.1. Red Hat OpenShift Service Mesh 2.1 ixFh & & H4H M &

At hR =
Istio 1.9.6
Envoy Proxy 1171
Jaeger 1.24.1
Kiali 1.36.5

1.2.2.42.2. Service Mesh Federation

NI T FHBE L FRE L (CRD)AZ HFEAFBAR S5 MM (federating service mesh) , BRSME AT LIES
R —ERPHETRRA OpenShift £, XLEHFTRTIE :
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® ServiceMeshPeer - i i FIRBIR ST M E LRFE, SIEMRACE. root fEEULTECEMHIR ST

B, TE—NEXFRMIEH, BB E L8 2SI ServiceMeshPeer iR,
e ExportedServiceMeshSet - &£ Y /4 ServiceMeshPeshPeer #JiR %57 i T 5 A BINT ERIFE

* ImportedServiceSet - E M4 TE ServiceMeshPeer BIiRS5 2 M peer RIS AR, XLERS
AT peer B9 ExportedServiceMeshSet T5iR1R .

1E£ AWS (ROSA)=k OpenShift Dedicated (OSD)_ERJ Red Hat OpenShift Service EFISEEEE R #F
Service Mesh Federation,

1.2.2.42.3. OVN-Kubernetes Container Network Interface(CNN)IER % %

OVN-Kubernetes Container Network Interface(CNI)EABI#E Red Hat OpenShift Service Mesh 2.0.1 H{E
AT IIRERFE, IAEEFETE Red Hat OpenShift Service Mesh 2.1#1 2.0.x #, FTF Red Hat
OpenShift Service on AWS 4.7.32, OpenShift Container Platform 4.8.12 #1 OpenShift Container
Platform 4.9,

1.2.2.42.4. Service Mesh WebAssembly(WASM)# &

ServiceMeshExtensions B E Y 5RE Y (CRD)MEBER X, SERIENEATEIHEEERA 2.0 A
#H, A LAER CRD B SN, BLIEHAIHEUIBRNE G

1E Service Mesh 2.1 B2 52 2 /IF& Mixer, #1R/GHE T Mixer, NI&BAIEM Service Mesh 2.0.x A EI 2.1,
RAREHFEERIEER WebAssembly ¥ &,

1.2.2.42.5. 3scale WebAssembly Adapter(WASM)

Mixer L2 IEXHIBR, OpenShift Service Mesh 2.1 %2 ¥ 3scale JEA 2riEfdds. EFHYE Service Mesh
2.1 280, MIBRET Mixer B 3scale SEERZFFEME AR Mixer . 2RSS, fEM Service MeshExtension
FIRF oL EMBEE F A Service Mesh 2.1+ BY#T 3scale WebAssembly 5&fc 25,

3scale 2.11 8| A 7 EF WebAssembly FJE 37 Service Mesh 5.

1.2.2.42.6. Istio 1.9 ¥

Service Mesh 2.1 &F Istio 1.9, B R T KEMTHEEN ™ MG, BAKNSH Istio 1.9 THEEWZHF, 1BiF
ERLLTEIS

o EHMERETZH

o HAXZHF Kubernetes X API

o HAZRHERRIKENFNINE WebAssembly HTTP it E2%

o HAZFMHMA Kubernetes CSR API BUE & Y. CA 5K

o LIEREMIERD AR —MEARIINEE

o BT IRIEREREY CUSTOM A S A ERIRNR ST R A R — WA T i Th 8E

1.2.2.42.7. 3t 7 Service Mesh operator &

Red Hat OpenShift Service Mesh 7£& ) ServiceMeshControlPlane /%% 3R B F1& 55 B TR AT 7]

2P, XEERMIEIT ServiceMeshControlPlane 32, #F i HAEIIIA SMCP BWEE Rith 4

'iﬂo
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1.2.2.42.8. Kiali S#t
Kiali 1.36 2#ELL T Zhae N i -
e Service Mesh #REEHERRINAE
o control plane FIM 3% %
o RERELSKRE
o Envoy BB
o [N Envoy REMMN ARFHEELFRENS—IE
o STHRFEKFRARSS ROAR AT KB 6 £ 22 (Al RO SR ¥ e 5
o FEVESIE, PSS BRI

1.2.2.43. New features Red Hat OpenShift Service Mesh 2.0.11.1

Itk Red Hat OpenShift Service Mesh Z1ThHRAER T CVE Ik &ML LIRAENF(CVE)., BFIEHRELE,
F#3 Red Hat OpenShift Service on AWS 4.9 K E SR A #H,

1.2.2.43.1. Red Hat OpenShift Service Mesh 2.0.11.1 ix P & & B4 #- iR A

il hiA
Istio 1.6.14
Envoy Proxy 114.5
Jaeger 1.36
Kiali 1.24.17

1.2.2.44. Red Hat OpenShift Service Mesh 2.0.11 B9 Zh&E

It Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE IR EMELIRAME(CVE). BFIHREIE,
F#3 Red Hat OpenShift Service on AWS 4.9 K E SR A #H,

1.2.2.44.1. Red Hat OpenShift Service Mesh 2.0.11 lix s & S H4H #F kiR A&

At hR =
Istio 1.6.14
Envoy Proxy 114.5
Jaeger 1.36
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il hiA

Kiali 1.24.16-1

1.2.2.45. Red Hat OpenShift Service Mesh 2.0.10 B9 ThaE

Ltk Red Hat OpenShift Service Mesh Z{ThRAFRR T CVE I EHNRLIRAE A E L RIZFE IR,

1.2.2.45.1. Red Hat OpenShift Service Mesh 2.0.10 ixfh @ & 194 kR A&

il hiA
Istio 1.6.14
Envoy Proxy 114.5
Jaeger 1.28.0
Kiali 1.24.16-1

1.2.2.46. Red Hat OpenShift Service Mesh 2.0.9 BfiThig

Ltk Red Hat OpenShift Service Mesh Z{ThRAFRR T CVE I EHNRLIRAE A E L R IZFE IR,

1.2.2.46.1. Red Hat OpenShift Service Mesh 2.0.9 i @ S 194 kA&

A hR =

Istio 1.6.14
Envoy Proxy 114.5
Jaeger 1.24.1
Kiali 1.24.11

1.2.2.47. Red Hat OpenShift Service Mesh 2.0.8 B ZhAE

Itk Red Hat OpenShift Service Mesh & {ThRAfRR T 2R B IE,

1.2.2.48. Red Hat OpenShift Service Mesh 2.0.7.1 I Thak

Itk Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE &R L2IRIA A,

1.2.2.48.1. Red Hat OpenShift Service Mesh 22 URI F Byf 5 R it Zs

Red Hat OpenShift Service Mesh @& — el if2 ] BYRIE CVE-2021-39156, HAHTTPEKHFER

29


https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-39156

Red Hat OpenShift Service on AWS 4 Service Mesh

Bt (ML # ZRFLM URI REM—NEBD) , AT LIS Istio URI B TFERZRHIRASERE, B0, Istio %
U SRBEIEYE % % E URI B8R /user/profile BiERK, EEFEEZRERANMAS, #H URIBR
luser/profile#section1 BJiE K 54T B4 SRIE FH R A EIFim (B #ISER URI path
luser/profile%23section1) , ARESSFHELLEH.

NRITE M A DENY #24EF] operation.paths FOIRIVERRE, =& ALLOW &/EM
operation.notPaths, &% F| tiREHIRT,

XA hRAA, ERNFAEEFTRMERE R URI FEBED. IXATLARIIEE URI 7 A FERB9IE RGT &
F URI %A A ERER D BOIRAREE,

EMERRIBRPBEFIT LR, HEREB URIBHERED ., ERILLEE ServiceMeshControlPlane E2i&E
{RE8 URI K E&,

Digk

==
[=]

SNETSCRmR, ZEAFT RN BEAITIEL, FRIUATEE, HEFERE URI A
Bz, BREESIERNTRAEMRERES,

ServiceMeshControlPlane &3~ %l

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:

name: basic
spec:

techPreview:

meshConfig:
defaultConfig:
proxyMetadata: HTTP_STRIP_FRAGMENT_FROM_PATH_UNSAFE_IF_DISABLED: "false"

1.2.2.48.2. GRS TR B T

Istio HENBASHFAELEROERENS, B0, BT "httpbin.foo" ENLHIE AR KM X 4K
LR "httpbin.foo #1 httpbin.foo*" HEE. BRE, TE2ERFEIKEE{{ S/ hosts = notHosts FE&%
H B F R R T,

INRIE(E AR R LLICH AuthorizationPolicy £ E EHLEIEEN, NESRINEHERE,

TR E FTIRAEREE HI0, LUERAIRTEREmA ek, Fla, 7£%—1 AuthorizationPolicy 7~
&, ¥ hosts: ["httpbin.com"] &5 hosts: ["httpbin.com:*"],

#— AuthorizationPolicy I8 FRITZE Pt g

apiVersion: security.istio.io/vibetai
kind: AuthorizationPolicy
metadata:

name: httpbin

namespace: foo
spec:
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action: DENY
rules:
- from:
- source:
namespaces: ["dev"]
to:
- operation:
hosts: [“httpbin.com”,"httpbin.com:*"]

= AuthorizationPolicy I8 FRTZZPCAC

apiVersion: security.istio.io/vibetai
kind: AuthorizationPolicy
metadata:

name: httpbin

namespace: default
spec:

action: DENY

rules:

- to:

- operation:
hosts: ["httpbin.example.com:*"]

1.2.2.49. Red Hat OpenShift Service Mesh 2.0.7 B3 ZhaE

Ltk Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE I EHNRLIRAE A E L R IZFE IR,

1.2.2.50. Red Hat OpenShift Dedicated LB Red Hat OpenShift Service Mesh

Red Hat OpenShift Service Mesh II{Ei@7Y Red Hat OpenShift Dedicated X #¥,

1.2.2.51. Red Hat OpenShift Service Mesh 2.0.6 B ThaE

Ltk Red Hat OpenShift Service Mesh Z{ThRAFRR T CVE I ENRLIRAE A E L R IZFE IR,

1.2.2.52. Red Hat OpenShift Service Mesh 2.0.5 B ZhAE

Ltk Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE I EHNRLIRAE A E L RIEFE IR,

1.2.2.53. Red Hat OpenShift Service Mesh 2.0.4 I ZhaE

Ltk Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE I EHNR2IFAE A E L R IZFE IR,

BE
EHRR CVE-2021-29492 #1 CVE-2021-31920 B9[], M AT =i ED)E 5,

1.2.2.53.1. CVE-2021-29492 §l CVE-2021-31920 FhrEMFsha

Istio @& — N HLEFARE, HEAETFRFNELFNE, FES DRI LHRALF R
(%2F X %5C) B HTTP 5 KEBE AT RERLET Istio IRAIKES.
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a0, {Rix Istio REFEE AE L 7 — MR DENY REg, LUETEERE /admin LHE4E1EXR, AiE2| URL
E&E //admin B9IE KA SWIRTERBR IR,

1RIE RFC 3986, WAZNRMIHEER //admin FEFAR LN NS /admin REIMNEKRER, BE, —%5
IRAR S5 FEITIS Z D AT & FE R A AT HISE URL IR, X AR S ML BAERE (//admin RPTEZ
/admin) , AR GIHEERE /admin L AER, XETREST= 4 L2 (h i,

INRIEEH ALLOW action + notPaths FE& =& DENY action + paths FER4HE, MAIEESZ RN
RSN, XEER TR E NIRRT,

HEUTHERT, SHASRILRBEIRIM :
o [MRARIKRRE,

o MHIIRIERIR %A E XL paths =X notPaths FE&,

=

IR ERBR 8 A3 ALLOW action + paths E%5X DENY action + notPaths FER4F1E, iXLE4R
AREEHEANIELE, MARST R, SN TFULER, ARIREM,

p= Y=
EREMSEIEH Red Hat OpenShift Service Mesh BBB LB S Istio EZE A

1.2.2.53.2. BB FHSEILECE

Istio RAKBEFTREE T HTTP iHR B9 URL B8R, BREMSEL (AN URIASER) « BiFirgets
ANERIIEE, UEEVLUIENA L EMSEEE. ARENELR, RETRBETERSERMN,

Istio FEARIBIRACGRIS IR HTE KA, ZEHIERBEHHUUTHEILAE :
R1LHBIEAR

Option Description Example =i

NONE EBHFITASEL, Envoy  ./%2Fa../b BIIRIGKEE  WIXERZE CVE-
BEPHEAREEHR5 PG F AR BIBR S5 2021-31920 B9,
RERMEER A B EIRAR

£

TTo

BASE X2 BT Istio BRiNR % /al../b #HSEIE N b B35 CVE-
FREEFRYEDI, XTE /b, \da ##sEith 2021-31920 BY 820,
Envoy G2 £ A /da.

normalize_path it
T, ZIETIE RFC 3986
2 IEEREAEILSE Lk
R AT SR E AT

MERGE_SLASHES BT STE BASEHSEILE  /al/b #MsE{t )y /alb, AT I B LA R CVE-
‘. 2021-31920 KA,
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Option Description Example =i

DECODE_AND_MER RURFFIERENNER /a%2fb MsEit)/a/b, BT IR B LA A CVE-

GE_SLASHES FEARIE. BIERALX 2021-31920 BY[HJf, X
B, HERERIU RN MIEENEE, BATEE
RIS IR TR R WA RIEF, EHE
o Percent JifidBy RIAL B AR R R RR
MR BT N FRER.

(%2F, %2f. %5C #l
%5¢) ARSI/ K\,
£ MERGE_SLASHES
MSEAEHT,

HSBALERIRU TR 4T -
1. RSB DL %2F. %2f. %5C F %5¢,
2. RFC 3986 MEAMhTE Envoy B normalize_path AT LB RISEL,

3. AFHML.

g
oF

Bl VERERE 75 ARRE URL, TEERIRAAERERA, HRRE T RN ARFNIT AR

ARX LB ETCREE HTTP A E AT EEREN, ENARFTRES
B
ﬁo

1.2.2.53.3. B HSEERE R HI

#tR Envoy MISBALIE KSR LR FIRARSH T, WNENRAREEXREE, UTRAITRFEREERS
BWEE, MBIt URL B&#E, #NRIES NONE, MR URL BRED :

1. BTFRERIERE,
2. BRI EmN AR,
x1.2. BETH

MRENNARERF... EFE...

I F R TISEL BASE. MERGE_SLASHES =X
DECODE_AND_MERGE_SLASHES

R#E RFC 3986 MSBALIHEREEE, BFAGHMML BASE

RYE RFC 3986 MAFHPIMSEILIE REE, BFMHE MERGE_SLASHES
MR E 2 i B RIAT,

33
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https://tools.ietf.org/html/rfc3986#section-2.1

Red Hat OpenShift Service on AWS 4 Service Mesh

MEEN N ARR... EFE...

RIE RFC 3986 #ISEIb1E KRR, 1Y &40 b DECODE_AND_ MERGE_SLASHES
MR L R & FHRIAT,

B\5 RFC 3986 A #EAM A A IEIE KRR, NONE

1.2.2.53.4. HEEAMEILECE SMCP

£ 5 Red Hat OpenShift Service Mesh EE BB ZEHSEAL, 1 1E ServiceMeshControlPlane H15E MU TH
B, FRAREBERGIRENRERNRIILE.,

SMCP v2 B&EHMSE1E

spec:
techPreview:
global:
pathNormalization: <option>

1.2.2.53.5. BEXK/NEHSEIE

ERLEIMER, RPN BRATHEN AR RNETERER, B0, 18 https:/myurl/get

N5 https:/myurl/GeT —#f, fEXLEFERT, ERILAUERMTAIRH EnvoyFilter, LthitiEasiFE DK
FAFER R BR R AR N TR LR BIER 1R, 7EABIA, istio-system 2 Service Mesh control plane T H
EREY

¥ EnvoyFilter (REFEIXXHHFFZITUT RS :
I $ oc create -f <myEnvoyFilterFile>

apiVersion: networking.istio.io/vialpha3
kind: EnvoyFilter
metadata:
name: ingress-case-insensitive
namespace: istio-system
spec:
configPatches:
- applyTo: HTTP_FILTER
match:
context: GATEWAY
listener:
filterChain:
filter:
name: "envoy.filters.network.http_connection_manager"
subFilter:
name: "envoy.filters.http.router"
patch:
operation: INSERT_BEFORE
value:
name: envoy.lua
typed_config:
"@type": "type.googleapis.com/envoy.extensions.filters.http.lua.v3.Lua"
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inlineCode: |
function envoy_on_request(request_handle)
local path = request_handle:headers():get(":path")
request_handle:headers():replace(":path", string.lower(path))
end
1.2.2.54. Red Hat OpenShift Service Mesh 2.0.3 I ZhaE
Ltk Red Hat OpenShift Service Mesh Z{ThRAAER T CVE i M Z2IRIA U R BFH IR,
T, X DhRAR LU

o £ must-gather iﬁl?ﬁﬂ&%l%qﬂ,,h\ﬂl]? NEI, FAF MIEER Service Mesh control plane %
ZHPWERFR. MEEZER, 1ESMH OSSM-351,

o RBTHAHB N MALEM Service Mesh control plane BIMEAE

1.2.2.55. Red Hat OpenShift Service Mesh 2.0.2 B9 ThaE

Itk Red Hat OpenShift Service Mesh Z{ThRANAER T CVE i S Z 2RI U R BFH IR,

1.2.2.56. Red Hat OpenShift Service Mesh 2.0.1 B9$ZhEE

Itk Red Hat OpenShift Service Mesh Z{ThRAAER T CVE i ML 2IRIA U R BFH IR,

1.2.2.57. Red Hat OpenShift Service Mesh 2.0 B3 ThaE

It Red Hat OpenShift Service Mesh & fThRAZRIN T X Istio 1.6.5. Jaeger 1.20.0. Kiali 1.24.2. 3scale
Istio Adapter 2.0 #1 Red Hat OpenShift Service on AWS 4.6 B9 #,

T, IXANMRAE LT
e fE{bT Service Mesh control plane Fy%&24&, FHHFNEIE
o Ui Service Mesh control plane B9 5 g {5 FA 1% 5 #/3 5h AT 1],

o SEITFEEMLEIE control plane BIHEIR =S M AL,

o ININXS Envoy B Secret Discovery Service (SDS) B #f, SDS @ — 1M EilLLA MMM
Envoy side car proxies £ 3% secret B,

o THIEEMFAEFEMEZLNXIEH Kubernetes Secret,
o ERHIFPMIIEAIRS THE, EAIREBABEEEHFIAFIFILET,

o RINT X IstloTeIemetryVZ ZORIMI R, 1%Z2F) 2 H WebAssembly " BIIER, X PDEER
Fai S 7 DRt RE B

o fHAMLMERRE T ServiceMeshControlPlane FREHZE v2, LUEEXZMMEIE Service
Mesh Control Plane,

1.2.3. FRAMMFREIZHhEE
Z RIRRA FR By — Lo ThAE B i 7 F SRR,
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FHRBEENAE E1E Red Hat OpenShift Service on AWS #, F BB XR, BE, FHMIEES
BESELUERNAITIRASRHMEE, BERBRIERBERERER.

HPREVTHEER BFET ™ mP.

1.2.3.1. Red Hat OpenShift Service Mesh 2.5 12 F IR EITHEE

v2.2 ServiceMeshControlPlane TR B#H YR, B NIZBEFMEMBIE, UFEREHFH
ServiceMeshControlPlane %& iR A<

%I Jaeger Operator WX FEFH. BWEEBESER, 1H#A Red Hat OpenShift distributed tracing
Platform (Tempo) Stack,

%I Elastic Search Operator I EF A,

Istio YSHIBRTT B =7 JSON Web SE(JWT)MIXZHE, Istio BAZIE=7 JWT.,

1.2.3.2. Red Hat OpenShift Service Mesh 2.4 th 23 I M BxB9ThaE

v2.1ServiceMeshControlPlane FHRAB#H % F, B NAREMEEE, LUMEREHHN
ServiceMeshControlPlane %& iR A<

%I Istio OpenShift BSEH(IOR)MZIHEFH, FHIFELUEHIA IThRAFMIER,
%f Grafana K27, FREUEMEAITIRAH MR,
%F Red Hat OpenShift Service Mesh 2.3 HEFHF AU T BEEMHM L FEMNE M IHHARSS SR TLS
ER AN EEIIRBIHR. BMRIEBLE TLS #&N, FEVNEEILEBEGZ—HRSH
R AR FE N TEER,

e ECDHE-ECDSA-AESI28-SHA

e ECDHE-RSA-AESI28-SHA

e AESI28-GCM-SHA256

e AESI28-SHA

e ECDHE-ECDSA-AES256-SHA

e ECDHE-RSA-AES256-SHA

® AES256-GCM-SHA384

o AES256-SHA

1.2.3.3. Red Hat OpenShift Service Mesh 2.3 th B3 I BRBOThaE

MUTBHEEANIFREFRA. BEURNATRES, SINEmfARSS SRmER TLS HhrErRis
A EPIIE bl 78

e ECDHE-ECDSA-AES128-SHA
e ECDHE-RSA-AES128-SHA

® AES128-GCM-SHA256
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e AESI28-SHA

e ECDHE-ECDSA-AES256-SHA
e ECDHE-RSA-AES256-SHA

® AES256-GCM-SHA384

o AES256-SHA

Red Hat OpenShift Service Mesh 2.2 1 2 3 F# ServiceMeshExtension API 27 Red Hat OpenShift
Service Mesh 2.3 Fifflfk, #0SR{EA ServiceMeshExtension API, | /iE# %] WasmPlugin API 34k
L2 WebAssembly 3B,

1.2.3.4. Red Hat OpenShift Service Mesh 2.2 12 FFHMTHEE

ServiceMeshExtension API MhRZ 2.2 FFIAEFH, FPELUEHIRRAFMER, A
ServiceMeshExtension API {3A1E 2.2 R AF# R, BEFNIZFFIAFERH WasmPlugin AP,

1.2.3.5. & T Red Hat OpenShift Service Mesh 2.2 thiTh#g
SFRAER, AITHRALETR T A ETF Service Mesh 1.1 B Service Mesh Control Planes 3z #,

1.2.3.6. B2 T Red Hat OpenShift Service Mesh 2.1 hTh#E

1E Service Mesh 2.1 1, Mixer H4#HBR, FRFEIRMEEFXTIFATE Service Mesh 2.0 4 #p B AL SR}
R4,

INRFE T Mixer ¥4, NIASM Service Mesh 2.0.x FHRE 2.1, Mixer i AT #HEE] WebAssembly
TR

1.2.3.7. Red Hat OpenShift Service Mesh 2.0 2 F FMIThEE

Mixer ZHETERRA 2.0 FEFA, FRERAE 21 R, REARTEMA 2.0 A FFHER Mixer LI
B, By BIIZETBEFH WebAsembly L,

Red Hat OpenShift Service Mesh 2.0 REX LU T FIRFKE -

e Policy (3kB&) (authentication.istio.io/vlalphal) ABE#EXHF. RIBERETEFHNEREE,
RAIRE R ERE 2 HRRIA R RFEHRR.

o {#f RequestAuthentication (security.istio.io/vibetal)
o {#Ff PeerAuthentication (security.istio.io/vlbetal)
e ServiceMeshPolicy (maistra.io/V) A B X1,

o fEH Lt RequestAuthentication 5 PeerAuthentication, {B/XE7E Service Mesh control
plane #p44 22 [H] A,

e RbacConfig (rbac.istio.io/vlalphal) FAE#EZH,

o M AuthorizationPolicy (security.istio.io/vibeta) &, HbhaE
RbacConfig. ServiceRole #1 ServiceRoleBinding #9177/,

e ServiceMeshRbacConfig ( maistra.io/vl) FAEEZHE,
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o {EHR_Lat AuthorizationPolicy, {EfrBE7E Service Mesh control plane 344 ZZ (8] HH,
e ServiceRole (rbac.istio.io/vlalphal) AE#EZH,
e ServiceRoleBinding (rbac.istio.io/vlalphal) B #.

e 7 Kiali #, login #1 LDAP REREHF A, [FRBIMRAFGBI AR OpenlD #L B F B KL,

1.2.4. EF0[q]

Red Hat OpenShift Service Mesh FZ7ELL RS :

® Red Hat OpenShift Service Mesh M & B EE£ 3 IPv6, ALL, Red Hat OpenShift Service
Mesh FAZ R IR EEE,

o EBAMAE - Kiall AN AERAKIREN BRFLUREMNELD NEE (AR TRBERERE) WA
BEmAMZL. BANEB— N E—HmRENEERK, AL Kiali i 7T LM RERRIER, Bit
FAREMRE, "M Graph Settings EH AEFE—PNFRAM Layout Schema,

o ELRMKiali & VMEXRS (N2 HNBERFEE (Jaeger)f Grafana) i, 7§ Red
Hat OpenShift Service on AWS & REIFESZIUE R HF EFHITE MR, XEENESRMNM LR
P& PRI B T E P EE R,

1.2.4.1. Service Mesh B2H1|0]8

Red Hat OpenShift Service Mesh A LT 2 A8 Al

® OSSM-6099 7£ IPv6 5&f £ %% OpenShift Service Mesh & (OSSMC) 34K,
Imi AR AR « 1E IPv4 B LR OSSMC s,

o Y istio-system PR A ILEC A ILEFERRNT, RBkT OSSM-5556 %K,
aif R R AR : FRL control plane a4 22 (A LAPCEE & Ik HE2R, LLUBRBKT R XELE,

ServiceMeshControlPlane %R~

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
namespace: istio-system
spec:
mode: ClusterWide
meshConfig:
discoverySelectors:
- matchLabels:
istio-discovery: enabled
gateways:
ingress:
enabled: true

RiE, ERTITHEITUTHS :
I oc label namespace istio-system istio-discovery=enabled

e OSSM-3890 ZXELZ MR EFPERAMX AP AR RN TR IRER
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2023-05-02T15:20:42.541034Z error watch error in cluster Kubernetes: failed to list
*vialpha2.TLSRoute: the server could not find the requested resource (get
tisroutes.gateway.networking.k8s.io)

2023-05-02T15:20:42.616450Z info kube controller
"gateway.networking.k8s.io/v1alpha2/TCPRoute" is syncing...

BEAEZHPMREEP IR X AP, SEHUIFEMAMX APl BE LHIRE L (CRD)X
.

EZHEFMEEED, ZH7T CRD HH#, Istio B3R LINERPEEWL CRD, EItt, Istio &%
HIEHIRR A XM % API CRD, {BIIR;XL CRD R~FTE, MIS%EmEER,

Service Mesh 2.3.1 R BBk A % vialpha2 #1 vibetal CRD, FAlLt, P CRD hRAER A
BFREF LT MIEERERZFHFMX AP,

MR AR « FELLTRBIH, kubectl get ##{F2% 4% vialpha2 #1 vibetal CRD, 153F
=, URL Sa%is8 95 Rk, FHERNIREREMINE/A

$ kubectl get crd gateways.gateway.networking.k8s.io || { kubectl kustomize
"github.com/kubernetes-sigs/gateway-api/config/crd/experimental ?ref=v0.5.1" | kubectl apply

-5}

OSSM-2042 Deployment of SMCP named default 2k, NREEOIEE SMCP MR, FHHH
version FERFE N v2.3, MK REZTTTEE BBRIAK, MNREFZ BRI, N control plane J&i%
B8E, OpenShift REK—NHHELUTERR Warning E14 :

error processing component mesh-config: error: [mesh-
config/templates/telemetryv2_1.6.yaml : %4 REREEIR : A Webhook
"rev.validation.istio.io" : post "https://istiod-default.istio-system.svc:443/validate?
timeout=10s": x509: iE$i%} istiod.istio-system.svc. istiod-remote.istio-system.svc, istio-
pilot.istio-system.svc §3¥, M4 = istiod-default.istio-system.svc, mesh-
config/templates/enable-mesh-permissive.yaml

OSSM-1655 Kiali {YFR#R1E SMCP f/= A mTLS g BrEsiR.
1£ SMCP H/5 F spec.security.controlPlane.mtls X B[S, Kiali IZHARERUTHEHIRHES No
subsets defined,

OSSM-1505 RETE OpenShift Container Platform 4.1 i ServiceMeshExtension %R
FERKEE, HTE OpenShift Container Platform 4.11 L{# 3 ServiceMeshExtension I, BfiEzk
AL NFsE, INREA oc describe ServiceMeshExtension 167 A/, EABERILUTH

% : stderr: Error create mount namespace before pivot: function not implemented.

IfFs 2R R : ServiceMeshExtension £ Service Mesh 2.2 FEFH., M
ServiceMeshExtension I#% %] WasmPlugin %R, SIZEEZER, 1HSHM
ServiceMeshExtension X Z| WasmPlugin %R,

OSSM-1396 SIR—1 M % TR E S spec.externallPs % &, MARE
ServiceMeshControlPlane BT EF O, NIZMXSEMIIREKTARREHCIE,

OSSM-1168 Y LU YAML X4 02 AR 55 % BEIRAT, Envoy proxy sidecar A& ® SeithiE
A pod., & HMAIE SMCP, SMMR #1 Deployment BFRET, E8ZERTLUER T/E,

OSSM-1115 spec.proxy AP| B34 FE & B LR istio-proxy. H{#A ProxyConfig X &

B, #AZ FERATLIEE I/, concurrency FEXIEEEIZTH worker REHE, MRFER LN
0, NIRTA® worker ZR28EFF CPU AEL, RSB XBEIZFE, NATERB worker Z572
HEBRIN 2,

ELLTFRAIH, concurrency FERIXE N 0,
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apiVersion: networking.istio.io/vibetat
kind: ProxyConfig
metadata:
name: mesh-wide-concurrency
namespace: <istiod-namespace>
spec:
concurrency: 0

OSSM-1052 7E NARZS M control plane A/ ingressgateway Bt & Service ExternallP I, A&
B 1ZARS5. SMCP B schema R MZIRS IS,

IR A SR « 22 SMCP spec RIRIXOIEE, FIIEEMKEE (81E Service. Role #
RoleBinding) o

OSSM-882 & F Service Mesh 2.1 RERRA, #p8Z2[AIALF accessible_namespace FlIZR

B, ERHINE Kiali Ul B, BUIABERT, Kiali A2 EREM kube" FFLHIMmB L], R HiXLe
REEBEBNHASER, MARREH—E2.

BN, NREE—%&TH akube-a' EI’J 3 2 22 (A F T ELR IR Service Mesh member roll

B, KialiUl AR ERXNPZZERE, XEER AN FELHERFE, YHHERRUE FIE T
HEIEE FER e & 22 [H],

MR AR « Bl Kiali BE X HIRIXE, UMEFARS (V) SIKXE. Fi :

api:
namespaces:
exclude:
- "Nistio-operator”
- "kube-.*"
- "Aopenshift.*"
- ""kiali-operator"

MAISTRA-2692 fifiBR T Mixer, 1E Service Mesh 2.0.x F7E X BB E XIEIRTCIATE 21 R{EM, &
LI EnvoyFilter B2 & B 7€ X 16175, FRIFBEARAILK, ZLIEAR X% EnvoyFilter B2E., X2H
NEIKZ Envoy API BBE R E, XREKEXLEHET MERE M.

MAISTRA-1959 iF# £/ 2.0 Prometheus $2EX (spec.addons.prometheus.scrape % &/
true) 7E/5FA mTLS NEEEE T, 54, HEMA mTLSH, Kiali 2 B RERMEFEIE,
A& im0 15020 MACIEECD & AR HERR SR AR XA R, B4 -

spec:
proxy:
networking:
trafficControl:
inbound:
excludedPorts:
- 15020

MAISTRA-453 fNR OB HILENERE pod, MARFH1T sidecar iEA. TEAIE pod
HI, operator ToE7NIN maistra.io/member-of , R pod F E#H O E LT sidecar
ENBRE,

MAISTRA-158 N BERAE —ENZH S PR KA, SSBAEMXELETIE,

1.2.4.2. Kiali 84175
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A=
Kiali BT Al 1Z7E OpenShift Service Mesh TE {2, Component % Kiali,

Kiali B7 2 X084 (7]

o KIALI-2206 HIEHE—RIjF Kiali ZHEI G, HESRAHRA Kiali BEEHEE, Kiali [RFSIFETE
B Metrics FRZ TTHREY “View in grafana” #i R EEMEHIRANAME. RAEEE RV Kiali F
S HILXAN AL,

e KIALI-507 Kiali " #F Internet Explorer 11, iX 2R N EZIEFRFZHF Internet Explorer, Eijj[A]
Kiali ##l&, 15EA Chrome. Edge. Firefox 5% Safari {1 W23 N RFTAR A Z —,
1.2.5. EEE B[
FEHBIAITARA PR T LUR R -

e OSSM-1397 LARI, WIREM&ZEAHHERT maistra.io/member-of 1755, Service Mesh
Operator A2 BN ARl RZEE, Eit, sidecar SFATETE R ZE A A T,
IR E R ServiceMeshMember % §&kif, Operator RFHFEN BEISRZEE, XAMA L
member X REITIH,

WA, XFepEZEFMERERBERAA member X RN,
TERZ BIBIhR A R R T LA R

1.2.5.1. Service Mesh &5 By [a]5i

o OSSM-3647 LAR], fE Service Mesh control plane (SMCP) v2.2 (Istio 1.12)#, WasmPlugins X
FERATAMEITIERE. M SMCP v2.3 (Istio 1.14)FF#4, WasmPlugins %M“ FAF A b0 5 i W O
2R, X 3scale WasmPlugin A BIA T B, HIFE, RINTIMED
APPLY WASM_PLUGINS_TO_INBOUND ONLY, %M SMCP v2.2 ;zéiﬂ;ﬁ%%u V230
v2.4,

spec:
runtime:
components:
pilot:
container:
env:
APPLY _WASM_PLUGINS _TO _INBOUND_ONLY: "true"

BIRFRRETH, HHITUTSE
1. £ SMCP v2.2 #1i%{& APPLY_WASM_PLUGINS_TO_INBOUND_ ONLY,
2. #E 2.4,

3. £ WasmPlugins 1% & spec.match[].mode: SERVER,

4. R BIRIMBENEL &,

e OSSM-4851 LLRT, %4 runAsGroup. runAsUser = fsGroup S04 nil i, Operator 7EM#&
RNEBERT pod IS, HIAE, RINT yaml FiELLE S nil {E,
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OSSM-3771 LAHlI, *IF Service Mesh Control Plane (SMCP)HE X Y%A A O M % ok 22 F
OpenShift B, I7E, BILLEE routeConfig AINE] BN &N MIngress Mk, LUERED
W% 5 Fs 2 F OpenShift B&H.

OSSM-4197 LAgI, MNRIFERZE T 'ServiceMeshControlPlane' ¥R v2.2 3 v2.1, MR &0IE

/etc/cni/multus/net.d/ B3k, EIt, istio-cnipod TikmZE, istio-cnipod HEEEUTHEE :
$ error Installer exits with open /host/etc/cni/multus/net.d/v2-2-istio-
cni.kubeconfig.tmp.841118073: no such file or directory

IMIE, INRIEERE 'ServiceMeshControlPlane' BRI v2.2 3 v2.1, NI /etc/cni/multus/net.d/ B
SKE0/E, FH istio-cnipod 25 ready,

OSSM-3993 Z#l, Kiali RiBiIFRAEHTTPS imA 443 ERIEE#F OpenShift OAuth, 1
£, Kiali @idIEFRAE HTTPS s O #F OpenShift OAuth, ERERwO, EFUF
spec.server.web_port FE& % & Kiali CR RBIRIERIIEFRAE HTTPS im0,

OSSM-3936 z #i, injection_label _rev # injection_label_name B E#MERIG, XT3
B E BB TTATE Kiali BE UHRE L (CRD)HREM, IE, BHEEARAEERL, ErILUE
spec.istio_labels ##& /B E X injection_label_rev #1 injection_label_name &+ H(HE,

OSSM-3644 LA#l, BEFB egress-gateway YR EIRILE M X ik mBVEE R BE T, M5 BEM i =
B, UIE, ERSHBIFET T federation-egress BIx, LUE & H2 I IE 4 #0025 X i 52,

OSSM-3595 LARl, istio-cni #H AR S RHEL £XIK, BN SELinux RAfE1FLE iptables-
restore {TFF /tmp B, IFE, SELinux&id stdin H AR @it — DX (%8
iptables-restore,

OSSM-3586 &, % Google Cloud Platform (GCP)JToHUIEAR S 23 Al AR, Istio REBRIK
18, BIXFALE Istio 114.6 B, Istio NIERTE GCP LIRTIHAE SN, BENMETHIERSS S A,

OSSM-3025 Istiod BE TTiEFLEE. AR, HMRSESRLZHKOIMBAZEEE, Istiod pod RELLE,
R Istiod REIFEHT, TITE, FEHEHAER, pod ESIMFERED,

OSSM-2493 Bk nodeSelector #1 tolerations I~1E SMCP Fr{% 45 Kiali, VA
SMCP.spec.runtime.defaults £ nodeSelector #[ tolerations I /E# (L #45 Kiali ¥R,

OSSM-2492 BKIAARMRE B 5 1#2 Jaeger, & &IE] SMCP.spec.runtime.defaults 89
nodeSelector #[ tolerations ITE# (%145 Jaeger iR,

OSSM-2374 tNRIEMIER T E—1 ServiceMeshMember 75J&, ] Service Mesh operator &
fitiBk ServiceMeshMemberRoll, & &R /E—1 ServiceMeshMember [/ iX 2 Tl HA 1T
H, BMREeLSEEMBKG, Operator RN IZMIR ServiceMeshMemberRoll, XA LS
&R, Operator [MERE— ServiceMeshMember %53 R4 M BRA fB&
ServiceMeshMemberRoll,

OSSM-2373 &R 2 KA OAuth TTHUIBMIES IR, BREVERHIRA, 15EMA
system:anonymous i/, ERAKENEIAIISTE ClusterRole #1 ClusterRoleBinding, E ik
FA LAEM I IRER AR A, 30 system:anonymous K /7 % 5k T IRENEEEMRABIFUBR, OpenShift
BRI T T A,

XA A BB Kiali SA SREVERBERRA KA R, XtBARITFIREEE EHWREM,

OSSM-2371 B4R Kiali BE& N "view-only", 1B A LAEIT Workload details B kebab 3B R
RIEBERF, XN RO HEER, & KialiBZE W "view-only" i, "Set Proxy Log Level" T#J
IR A


https://issues.redhat.com/browse/OSSM-3771
https://issues.redhat.com/browse/OSSM-4197
https://issues.redhat.com/browse/OSSM-3993
https://issues.redhat.com/browse/OSSM-3936
https://issues.redhat.com/browse/OSSM-3644
https://issues.redhat.com/browse/OSSM-3595
https://issues.redhat.com/browse/OSSM-3586
https://issues.redhat.com/browse/OSSM-3025
https://issues.redhat.com/browse/OSSM-2493
https://issues.redhat.com/browse/OSSM-2492
https://issues.redhat.com/browse/OSSM-2374
https://issues.redhat.com/browse/OSSM-2373
https://issues.redhat.com/browse/OSSM-2371
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OSSM-2344 Restarting Istiod =52 Kiali f£ A port-forward 153k K& CRI-O, = Kiali TiET#E
Ell Istiod, Kiali RN istiod & HAE1E KT HILXFENR. Kiali PIFERREIE A X T istiod BTFE
RE

OSSM-2335 B rg 18 E Traces scatterchart Bl&R £, BFNS5M Kiali 4 8E N H L F
TR iE KIS LR,

OSSM-2221LAgI, ServiceMeshControlPlane #p# 22 (5] B9 % 5F A TEi%57#4T, R ignore-
namespace H7% RN A B 6 4 22 [H],

TE Q8 v2.4 control plane I, #3422 (8RB ignore-namespace 1%, FaHITRXE
Ao

FELLTFRBIF, oc label &34 MILA EBE B % 22 (A fiHIFR ignore-namespace 175 :
I $ oc label namespace istio-system maistra.io/ignore-namespace-

Her:

istio_system
£ ServiceMeshControlPlane #p 4 22 5] 9 & 77,

OSSM-2053 {8 Red Hat OpenShift Service Mesh Operator 2.2 8% 2.3, 7 SMCP #1728
1, SMMR #4235 M SMMR.status.configuredMembers FliIRE S dp 2 22 8], XS5
6944 22 [A] R B9 AR 55 12 — L5 I5 [R R AT A

5 Red Hat OpenShift Service Mesh Operator 2.2 % 2.3, SMMR 23 R~ B M
SMMR.status.configuredMembers FffifRen & 22 [H], HER, EHIZRRIGHEZEERME
SMMR.status.pendingMembers &, LUIERENTE&FHN. EHHTEH, BABI HHEZE
(65 SMCP R, 4% ZE<BH51M SMMR.status.pendingMembers FfF4&.

OSSM-1962 f#F EndpointSlices Bt &12Hl25, FXE1LHI2RIEEA EndpointSlices, iXiEE
TARERBART BUEFMERE. BIAER T/EA PILOT_USE_ENDPOINT_SLICE fr1i&. 2R
PR Al Bh LRI A B E.

OSSM-1668 — N HTHIFE& spec.security.jwksResolverCA 255 INZEIkRA 2.1 SMCP 1, {B3%
FHETF 220 M 221 lfiAH, HMEFEEZLFER Operator ARAFHEI TR L E& B Operator hix
A, T SMCP A% % .spec.security.jwksResolverCA F£&,

OSSM-1325 istiod pod BRI F TR T HEE{S &  fatal error: concurrent map iteration and
map write,

OSSM-1211 N ERFEFL B BEAFRAR 55 A& 0I5 IE & T1F.
Istiod pilot H& TR FE5% © envoy connection [C289] TLS error: 337047686:SSL
routines:tls_process_server_certificate:certificate verify failed

OSSM-1099 Kiali 2% & T~ H & Sorry, there was a problem.Try a refresh or navigate to a
different page.

OSSM-1074 Pod 2% B TE pod HFiE A,
OSSM-999 Kiali retention FToiEIRTIEA TVE, (R AR BY B 7 I (8] 4% (R 4%,
OSSM-797 Kiali Operator pod £ & %5 B # Operator I 4 CreateContainerConfigError.

M kube FFiaH) OSSM-722 #5422 [H] M Kiali FFE .
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® OSS5M-569 Prometheus istio-proxy & zs XA CPU WNFIRIAE. Prometheus Istio-proxy sidecar

£ spec.proxy.runtime.container Fi & Y B RBR(E,

OSSM-535 ¥ SMCP FRRISRIEH R, Service Mesh Control Plane A1#4 ValidationMessages
FERIMEATLUZEN True, XREATRRESHWER, XEHITHEHRIERE A,

OSSM-449 VirtualService # Service & 5 —ME1% - "Only unique values for domains are
permitted.Duplicate entry of domain."

BEZELEMM OSSM-419 & 22 A #8 T /RTE Kiali S & 265K, BENEdpZZe A Al geiETE
Service Mesh Member Role F7E X,

OSSM-296 H7E Kiali BE X FHR(CR)FRMBREER, FR/FHEEHF Kiali configmap .,

OSSM-291 £ Kiali #2#l& /R, 7E Applications. Services #1 Workloads T{E A, "Remove Label
from Filters"ThEETCIE IE S TE,

OSSM-289 £ Kiali #£4I&H, ‘istio-ingressgateway' # 'jaeger-query' BRSSBIRRSSH1E TTE 3%
B 7R Traces, Jaeger FIfE1E trace,

OSSM-287 1£ Kiali 14 & 3% 8 T/~ Graph fRSH B trace,

OSSM-285 i j17] Kiali 2 & KU EILLTFESIRE R © "Error trying to get OAuth
Metadata",
ImAH R R AR : EE Kiali pods

MAISTRA-2735 & Red Hat OpenShift Service Mesh 2.1 /31 SMCP B i}, Service Mesh
Operator IR THER, ELLRIMIARAA, Operator MR 7T H AL TR TR

o maistra.io/owner
o app.kubernetes.io/version

HITE, Operator 221%% 5 &1 app.kubernetes.io/managed-by=maistra-istio-operator #5%
MR, MNROBESWENRE, NIRRT app.kubernetes.io/managed-by=maistra-istio-
operator TR RINEIH A,

MAISTRA-2687 Red Hat OpenShift Service Mesh 2.1 BX B X 7E 58 FA A EBIE BT A2 A ETEH
IFFEE, Service Mesh BEFRH OM XN & ER P imiEFH, FAEFRA DM X R EE root IFF, AR
HEeTERIER M ImIES, BRIEEF root IEBHRIMEIEES S A ConfigMap .

MAISTRA-2635 E# B F AR Kubernetes APl, 7 T1R##5 Red Hat OpenShift Service on
AWS 4.8 37, apiextensions.k8s.io/vibetal API M Red Hat OpenShift Service Mesh 2.0.8
FEEFA.

MAISTRA-2631 WASM IhEEAREEIEMA, BN podman A nsenter ZH#HIRFEMKIN, Red Hat
OpenShift Service Mesh £ L FHE5{E & : Error: error configuring CNI network plugin
exec: "nsenter": executable file not found in $PATH, BFHRHFHRINEE S nsenter, WASM T
LUIE & TF,

MAISTRA-2534 & istiod 1.8 JWT LI F#g ERIZ & FHREN JWKS B, ZABRSER
502 MR, XSHRIERSRE, HEBERBEHEE, Service Mesh 2.0.7 lRAHEFE T i+ [Xi2
FRENEE.,

MAISTRA-2411 ¥ Operator {£F ServiceMeshControlPlane F#)
spec.gateways.additionalngress €/ FHI A OM KL, Operator A& WATABIA O WM X 0
— NetworkPolicy, WEKI\H istio-ingressgateway, iXFE T B FH M XEEH 503 ML,
ImIRR A Z « 1E istio-system &34 22| F 5 fi| i NetworkPolicy.


https://issues.redhat.com/browse/OSSM-569
https://issues.redhat.com/browse/OSSM-535
https://issues.redhat.com/browse/OSSM-449
https://issues.redhat.com/browse/OSSM-419
https://issues.redhat.com/browse/OSSM-296
https://issues.redhat.com/browse/OSSM-291
https://issues.redhat.com/browse/OSSM-289
https://issues.redhat.com/browse/OSSM-287
https://issues.redhat.com/browse/OSSM-285
https://issues.redhat.com/browse/MAISTRA-2735
https://issues.jboss.org/browse/MAISTRA-2687
https://issues.redhat.com/browse/MAISTRA-2635
https://issues.redhat.com/browse/MAISTRA-2631
https://issues.redhat.com/browse/MAISTRA-2534
https://github.com/istio/istio/issues/24629
https://issues.jboss.org/browse/MAISTRA-2411
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MAISTRA-2401CVE-2021-3586 servicemesh-operator : NetworkPolicy %R ingress H5iEE
EHABIR O, ﬂj Red Hat OpenShift Service Mesh Z4&8) NetworkPolicy %R % & IEHf3E E 7l

lﬁllﬂﬂﬂﬁﬁb“ X SEVF MRS pod V5 [RIXEFR EMIA AR O, NMAZITRRAMSRIERS
AL

o Galley
o Grafana
o |Istiod

o Jaeger
o Kiali

o Prometheus

o

Sidecar injector

MAISTRA-2378 HEMWACE NE A A ovs-multitenant #9 OpenShift SDN, ERMEEE&XE
& Z2[A[(200+), Red Hat OpenShift Service on AWS 4% R4 T i 1R 2R e & i & 22 [H].,
Service Mesh HBEf 2 S BMIRS MR HIFEEFTMELLEN, RAREFMA,

MAISTRA-2370 Handle tombstones in listerinformer, TESFE{E M & 28 [0 B N RE%T1E
B, BHMREFENRIEERELE tombstones, MM FEIE go FHEE panic B[R,

MAISTRA-2117 [& operator ZANAI %R ConfigMap %, CSVIESE—1a1%EM ConfigMap
BiEHE, ©aHEE smep-templates ConfigMap (M1R#E71E) . 1R smcp-templates
ConfigMap ~7F7E, NIEHMB R NZE, HIE ConfigMap i/, BX&IEF ConfigMap F#I5%
B, ¥7I1Z SMCP.spec.profiles F5|fH, FHEZEE/F Service Mesh operator,

FERAT AN CSV B 2.0 operator ##; smcp-templates ConfigMap B9 F BT A2 Zl Red Hat
OpenShift Service Mesh 2.1, #Zfg, BRI LAELFERINER ConfigMap RESEMEES, ™
T EHiHE CSV, UMERFREZIE ConfigMap B EBE & & ConfigMap KA HKEEEH
CSV,

MAISTRA-2010 AuthorizationPolicy % request.regex.headers %, validatingwebhook
KB B F B AuthorizationPolicy, BMEIREEAZFEL, Pilot b EAMERNAE
Wike, BeXEERIE.

MAISTRA-1979 iFBZE 2.0 7£4$ SMCP.status M v2 ##i 5 vi B, #5# Webhook @EHFLUT &
g%ﬁx .

o conditions
O components
o observedGeneration

© annotations
1§ operator A2 E| 2.0 AIBERBEIFE A maistra.io/vl fRAILEX SMCP IR EME I TR,

XA & S HIEIZ1T oc get servicemeshcontrolplanes.vi.maistra.io fsf READY #] STATUS

BNz,

MAISTRA-1983 iF# £/ 2.0 I8 BFIETLN ServiceMeshControlPlane HIRG AR 2.0.0 B
I‘lﬂ%ﬂﬂﬁiﬂ&’lm H{EE., ServiceMeshControlPlane FREFAMN TR FRIEMEHEH IR, X
NRAR, XPMEFTURIRE., ,.,\_JL/LﬂﬂUB%Tx”SIE’J TR, #HE%J‘ﬁﬁ%ﬁm, 12X S i T TR SR AE
Bk, AXGWHEENEZER, 1§25 & Red Hat OpenShift Service Mesh &4 ],
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e MAISTRA-1502 FHF7EARA 1.0.10 FIEE T CVE, Istio (URRF A HINIE Grafana B9 Home
Dashboard 3.8, Eifj[f] Istio (YRR, RFMMEIRPH Dashboard 5, RE%EFF Manage
prinjily S

® MAISTRA-1399 Red Hat OpenShift Service Mesh B IEEREFZHFH CNI 1, ZHRFHIF
BECER AR,

e MAISTRA-1089 iF#BFI7FFE control plane 73 & ZE/5 1 6)#EH7 2.0 M {F B EhMIER. M SMCP
spec AWK E LG, BEEFIIMIRIXL IR,

e MAISTRA-858 Envoy BE&EHUI TS 5 Istio 11x xMFHETAEE HHXMNERZEEM :

o [2019-06-03 07:03:28.943][19][warning][misc]
[external/envoy/source/common/protobuf/utility.cc:129] Using deprecated option
‘envoy.api.v2.listener.Filter.config's This configuration will be removed from Envoy soon.

o [2019-08-12 22:12:59.001][13][warning][misc]
[external/envoy/source/common/protobuf/utility.cc:174] Using deprecated option
‘envoy.api.v2.Listener.use_original_dst' from file LDS.proto, This configuration will be
removed from Envoy soon.

o MAISTRA-806 #Z H M Istio Operator Pod & 52 mesh #1 CNI REEMERE.
IR R AR« INRIEERE control pane i istio-operator pod #:& H, MHER#EZEH A istio-
operator pod,

® MAISTRA-681 Service Mesh control plane %N n G 22 [A]Ef, "RESR FBUHIIMERE AR,
e MAISTRA-193 &7y citadel [H R TRERIGETIRER, SHINTIHAANEZETEIEER.

® Bugrzilla 1821432 Red Hat OpenShift Service on AWS B & X BT IR1F1% I A S #1244 J5 5% IE 7R
BE#H CR, Red Hat OpenShift Service on AWS Web 22l & F#J Service Mesh Control Plane
(smcp) Overview TUEHE Ul DHIEHIB N RBEHRFTRPNERFE. BEEH SMCP, BE%iE
YAML RHE, HEMGBSTEHRHTIR, MARRT toggle #4,
1.3. 7 fi# SERVICE MESH

Red Hat OpenShift Service Mesh 12t 7 — M EA, BAFXARSMIE (service mesh) B BIMHAR S5
TN T IR EILRE], @iTf# A Red Hat OpenShift Service Mesh, BTLUERE, 2§ FH 152 Red Hat
OpenShift Service on AWS PA15 AR 55

1.3.1. 1+ 2. 2 Red Hat OpenShift Service Mesh ?

R (service mesh) B—MNHIRS ML, ERTFE— MDA RANMIRS RN ARRE, FHi
HRREMARSS FIHIRZ B IhAE, BRSSPSR S o1 K, THRMNEETCHASTEIEERM,

Red Hat OpenShift Service Mesh EFFR Istio HlH, BEABEERRSKEWIERT, HINEHNS
mANMARERMT —NBEANZ, ERTLERS RN Red Hat OpenShift Service Mesh B9 #f, /A
ERG—MEHRB sidecar (RIEAR S5 2R EBFB BN A T OB R EMAR S 2 R B AR B R 45 @ I BIAR 55 Mg B, &
AT LUEF Service Mesh control plane ThEEBECEFIE I Service Mesh,
Red Hat OpenShift Service Mesh AL RN QIR EBBRIAR SRS, 14 MLEIRA -

o K

o METMH
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https://issues.jboss.org/browse/MAISTRA-1089
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o RS EIARFSHITIIE
o INREIRE
o BT
o nfE
Red Hat OpenShift Service Mesh MRt B /KR EThAE, HAPEIE
o A/B il
e Canary Z1ThRA
® Access control

o InE|iHBYLIE

1.3.2. Service Mesh Z2#3

AR5 IERARTEMLBENAZIE, BRI, RSMBHAERRSBINIHBRSHRE, FELE
R BEERIERIOEITERBHE RS,

Service A Service B Service C

Proxy 4 p Proxy 4 p Proxy

! I ]

Control plane

Data plane \

Ingress gateway

"’

Egress traffic

»
»

istiod (proxy configuration)

E=%0 £, RedHat OpenShift Service Mesh H data plane #1— control plane 21X

BIETmE —HEENRE, 5 pod AN AR —CI21T, ATFEEMIEHIRS M PRS2 B NRE
AUEFIH LM EE, BIBTENEHAXRESEIRFIB AL (ingress) FHUL (egress) MAERE.
Istio BIBEFEHE pod H N ARF AL —i2{TH Envoy BesAK. Envoy R U, H5
pod FRBIFRAE MLEE,

e Envoy f{¥2 25 data plane SREX B MME— Istio 2H4F., RS ZIEBFRAEE A (ingress) % H
(egress) M HREETNRER, Envoy RELRKESMEANIRS REHEXHFFEIER. Envoy
RIBERE /) sidecar, SIRFSTER— pod 31217, Envoy NI th BT SLH MM M x,

o sidecar fCER E T #HLHIEE A B ILEE,
o MIXZFNEWEASIEH HTTP/TCP E#M i # L 232 1THRIE, MXEEZERTFEM

M2 4THIRIIEY Envoy RIB, MARSEBARS f1EH — 2178 sidecar Envoy VIR,
A LUEAMXEEEALMBINRE, RIFEEEEETASEFMEIRE,
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® Ingress-gateway - th# ) AO#EHI2R, Ingress MXE— N5 HB Envoy VI8, AF#E
W AN ARRSS PIAR RO &, Ingress WK A 745 i #E RN B& ER AN S ThRe b A B A=
BRI E,

® Egress-gateway - AAMNHOEHIZF (Egress Gateway) , Egress Mx2—1% A
B Envoy X1, ATEEEFRSMIBHRE, Egress FIXATVFAREIR KRN A i
PRANER AL ZETh RE,

control plane EEEHAELEHKBETENNIE, ©REENNEIR, BV W2 MEMRERE, FMIR
25 s R BRI SR AR TR,

e |[stio control plane B Istiod AR, ERFF/LNZAEIH control plane 414 (Citadel. Galley #I
Pilot) E&HN— i, Istiod IRMHARS A, BEMIEHERE. B SL0IEEEBRANIEHA
Envoy BBi&, FHEZiTHMFEZEER sidecar,

o Istiod ATLATEYHIE B ML M (CA), FE data plane AR EFL L mTLS BEMIEE, &L
ATLUEF 4 ER CA SeSEIhX— B,

o |Istiod 54 sidecar (RIEBARZRFE AEIEBZE R OpenShift SEEFHY T {E 3,
Red Hat OpenShift Service Mesh £ istio-operator &8 control plane &%, Operator & — K
%, BALELIFE L OpenShift SEEFRRVE IR, ©RYLEHIR, RITFEXERRRERFPIR
BIFF IR, AfIF - Red Hat OpenShift Service Mesh &R,
Red Hat OpenShift Service Mesh i RFELLT Istio My AN 1E 1%~ MBI —EB 4 :
e Kiali - Kiali 2 Red Hat OpenShift Service Mesh FIEIBIEHI A, T©IRHE T IFRKR. AIERMELIR
s RAMBCE IS IUETIRE, Bl TR SR T RIRS IR, FE SRR RR .
Kiali 324t T FE4HB0FEFR. 3R KBIIE. X Grafana BTG RIA R 52 A RBIRFE A (Jaeger)B5H K
LK.

® Prometheus - Red Hat OpenShift Service Mesh {# f Prometheus 372 fi# 3 B iR &5 #I2N1E
B, Kiali k88 Prometheus FREVIEIR &R, RERK TSR,

® Jaeger - Red Hat OpenShift Service Mesh X #F 2 H N BERTE A (Jaeger), Jaeger @— MR
FLBERMERRSS 2R, AL H B RS L NIRS A —1E KRB trace, B EAXHNBERTES
(Jaeger), 1&AILANEREFHARSHID R RS FH A THEERERR,

e Elasticsearch - Elasticsearch @ — MR, 9. EF JSON HERMOMTEIZE, 2HNEER
L& (Jaeger)f#i f Elasticsearch T A M2,

e Grafana - Grafana NWEEE R IREE T Istio HIEBME R AR DHHMILERIR, 7
A, Grafana BT LA D AR SS W& HETT.

LUF Istio M5 Red Hat OpenShift Service Mesh 2 #F :

® 3scale - Istio 2L 54118 3scale AP| BIER AR AEERK, T 2.1 ZBIBRAE, XNE/K
BB 3scale Istio SEECEREIBY, K F 21 ARA, 3scale &EAEIT WebAssembly #EHRSLT,

BRINAILR L 3scale SEERERIFEIE, 1552 3scale Istio S&HiLgs XY

1.3.3. T £ Kiali
Kiali i85 &< AR S5 PG 0BRSS IR S5 LA BOERE A =, NERME T — DA MERIARSS PSSR,

1.3.3.1. Kiali 5k
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Kiali 97 Red Hat OpenShift Service on AWS LiZ4THY Service Mesh 124t 7 — M IERE S, Kiali BJLAES
BORTE M. GRIEFFUIER Istio BRFS5MIME, ERTIRMBIIRIN S ST LARE BN 7 ARRAR 55 MM L1, FHRHAR
Z BRI RIRRE Ro

Kiali SEi iRt an R EEMWR B ERAE, mLE T AIENAERETERSS. 15KE, EREERERED
BB, Kiali IRt T MM AR RIRS UK A EERARLABEER T R, FHe B RSmERF T el 5
ETFXERMERMZE, Kiali iR ME TIIE Istio BAE (A0M%x. BN, EIARS. MIERIEE
%) BIThEE, Kiali IR T EAHBNEIREUE, HeIEREARD Grafana ERRATEREIM, B
Jaeger &K E Kiali #2255 SRR M2 B EER.

ZINBERT, Kiali ¥fF74 Red Hat OpenShift Service Mesh B —E8 9 #2225,

1.3.3.2. Kiali 284
Kiali £F FFR Kiali B, Kiali B NMEHAAERK: Kiali N ATRFEH Kiali 322414,

o KialiNARKF (Bif) - ZAMHZITESHNARFETER, HERSMBAGHTER, RE
A IREIE, FRXEHIRRMAIEH A, Kali NAREARER ., YEEHDRENBRER
if, BEEBTE ConfigMaps # secret K&,

o Kiali #EHIE (Flif) - Kiali #H &2 — Web N, Kiali MAREFEN Kiali 2 SR HAR S,
EHaxE N EREEFBERERESA .

AH, Kiali K FHARZRN BRFESHM Istio IR A ZRAR S FIZH .

® Red Hat Service Mesh (Istio) - Kiali BZ Istio, Istio RIRHFIIEHIARSMEHAHM, B Kiali #
Istio AL ZEE, {HRZ Kiali ®E Istio, WIRERABRE Istio, MIEETLIE, Kiali TBERF Istio
HUBRMBECE, XLEHIBAECE A LUBY Prometheus 52 API 1515,

® Prometheus - — P& FM Prometheus SX5I4E 5 Red Hat OpenShift Service Mesh Ze2&#)—&B
DEEIE, 5 Istio @IS, IBIREIBTEHETE Prometheus F, Kiali X/ Prometheus (1
SOREMRIAING S, ERIEMEIRE. ITERRIRR. ERATEMNNHEESE, Kiali &
Prometheus B8, FRi% Istio Telemetry 8 FHBIENIE schema, Istio &I TF
Prometheus, Kiali th#&#fiF Prometheus, % Kiali BIZhEETE;R A Prometheus BB R T T %
IiE

® Cluster API - Kiali 8 Red Hat OpenShift Service on AWS (cluster API) AP| SEFXEXFNfZ A AR 55
PIEECE, Kiali B EiMEEE APIIRERER, WIREGZZEE. RS, BRE. pod FIHMEARR
E o Kiall MR ERBN A EERF LA AINXR, H4, LR LUET B AP LUKEX
Istio Be &, HLHIMEfARSS. BERVHLNL. BRERAII. MK, Bl

e Jaeger - Jaeger @ A%, {HEYEH Red Hat OpenShift Service Mesh Z2E&H— 2R3 #E BRIN %2
£, HBIEEHBIA Red Hat OpenShift Service Mesh ZEZH—E D L& 2 1 B ERTFE & (Jaeger)
i, Kiali BHE2E8E— M ER2HNBEREIENIE T, HER : IREA Istio Mo HEER
Ihee, NIARREEBEREIE, FHEER, AP RIRI L RZRE Service Mesh control plane B96p

], FREEFEBIREUIE.

e Grafana - Grafana 28%M, {BYF/ Red Hat OpenShift Service Mesh RZEH—E D HEINE

%, MNRFEAT Grafana, Kiali B metrics TRSBIFE—NEE, B TLUER TR Grafana A

HEEMIEREIE. HER, AP LR R % Service Mesh control plane By#p & 22 [H], LUE
HEF Grafana (U RIRMIEEEFH EE Grafana HIE

1.3.3.3. Kiali B9ZhEE

Kiali £ & 5 Red Hat Service Mesh 5%, 2L TIHAE :

o fRER - WRFIAHINARE. BRIS5HE T MNEBIHR,
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o i - LUK ERNARRE. RSJITIENEIMRET Kiali #HT&1E.

o 15¥r - TRE LB metrics dashboard Al W& Go. Node.js. Quarkus. Spring Boot .
Thonttail #1 Vert.x BIARSS MBI N AR ERERIR. AT EE S E E R,

o BIR- B E Jaeger £, RILATEAERM— N ARRFHIZ MRS FBERE KRR,

o IO - XTERE N Istio X8 (Destination Rules. Service Entries. Virtual Services &%) #1753
REIE,

o EE - HAASAIRE. FEHIMMR Istio AR ERIAIIEINEE, HEERETE Kiali Console B YAML
GrRanrh O, ERTAIMER Istio BREAACE.

1.3.4. T2 BER

BRAFEEANN BRFERHIT—TURIEN, —MERBELEMENRELHIT, XN REATEEE/L
+AFRRRGSWHE S S F 5 UM TR, X MEROBERE— PP HERNES, 2HREETEE
(Jaegen) L EHUT A ARIBER, TR —AR BRRFEEMS MRS B ERIE KIEE R,

AHRIBEE ARG RE T/ERTTHIE B XBHERMNEA, BESEREHRKENPHITH, LUEER
SERBLSRHBEN ST, SARBERANF A ARIEARB SRR ERRRR, S EaEs
b, FATHERZESBREME,

A AIBERTA (Jaeger) itk T EMARSHIBANHEMR B HUTREANE K, FHFRHEETH trace, trace@ R4t
B/ HTHRE. HAWEEEREES—NHENER.,

span KREGRFR. RFBFFIGHS FIFIFFES FEZE TR IT, span ATRESWERE FFHEF LIS
ESE S

1.3.4.1. 2 B ERR
ERIRS AR, ERUMERSAEERRONEMRS, LINESRSRGBXMER. EELUER
Red Hat OpenShift distributed tracing FF& R IEE, MEHEBEDHT, FHAIMK., TRENHARS N AR
e AR A4 (B B 32 B A T B R R R
FEASANEERTES, BRI UHITLAIRINEE

o NENHNES

o (iALMEREFN IR A]

o HUTIRIEA D
AHBERTEBR=MHGAER

® Red Hat OpenShift distributed tracing Platform (Tempo), ©ETF IR Grafana Tempo i
Ho

o ZTIEHEM OpenTelemetry, ©ET IR OpenTelemetry 11 H,

® Red Hat OpenShift distributed tracing Platform (Jaeger), ©E T IR Jaeger i H,

H .
Jaeger MMEAL FIPS JIEHIMN B LR,
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1.3.4.2. Red Hat OpenShift distributed tracing Platform 2244
Red Hat OpenShift distributed tracing SFEHEZMABARK, ©fi—RKE. FHEBEREIE,

® Red Hat OpenShift distributed tracing Platform (Tempo)- WH&EEF TR Grafana Tempo
B,

o X - MRMEHMEIUE. RANFNFIE KL L B2 H XK ENRTIRARSS .

o 2% - Distributor #&Z 2 MEX (E1F Jaeger. OpenTelemetry #1 Zipkin) B span, ©
BT IR tracelD FHF O AR —HHIISFIAEE A E] Ingester,

o Ingester - Ingester f¥ trace #t M IRE A, AIE bloom 1T IEIRFZREI, REFHELIRIFT
() =g

o #if] Frontend - Query Frontend 153 W& ARIE NS RZEHITO F. RE, EREN
2K %EE Queriers, Query Frontend E8Z @1 Tempo Query sidecar AFF Jaeger Ul,

o Querier - Querier 1T 1E Ingester HGIHFHE R EIKIE KM trace ID, RIFSH, ©IUE
] Ingesters, FMBIHHIAN Bloom 3R3|, LUBTEX RIFME PR,

o compactor - Compactors R EIFimEMER, LIRS EE,
o ZIHHEEH) OpenTelemetry - tLZHEE FFFIR OpenTelemetry T H,

o OpenTelemetry Collector - OpenTelemetry Collector @— N5 AL XM AR FZEW, &
NS HENEIE, OpenTelemetry Collector TR AT IR HIEH X, 20 Jaeger I
Prometheus, ZZEE|—NHZSANFRSE I GIH, Collector 2EIAMIEZE S S H HE2N
BiE,

® Red Hat OpenShift distributed tracing Platform (Jaeger)- WWHGEF R Jaeger WiH,

o FEPm (Jaeger B/, IRERES. MERFE. BFHiRE)- 2HRNEBERTE (Jaegen B/ ifiE
OpenTracing API B EIEE L, BT AR N EFHINEFIREZR (40 Camel (Fuse) .
Spring Boot (RHOAR) . MicroProfile (RHOAR/Thorntail) . Wilfly (EAP) FiR 2 A EER
IE,

o fXH (Jaeger XEE, Server Queue, Processor Workers)- 9 BERTES (Jaegen) VIEER —
MRS SFFERR, M@ B BRI L (UDP) & 2% 3 4 2% F Collector B9 span, iXMY
BNHENEEESENNARFNE—ENL, XEF2BTERIIME (M Kubernetes) /i
9 sidecar 3 SZH,

o Jaeger Collector (Collector, Queue, Workers) 5 Jaeger REEE{L, Jaeger Collector UK
span, FRENIREERIRATIFFHITLHIE, Xf1F Jaeger Collector IZEDREIE % F i/ 4K
B, MARESF span & HEHE.

o Storage (Data Store) - WEREE—MFANF SR, Red Hat OpenShift distributed
tracing Platform (Jaeger) & —al & ABIHLHI A F span Ffi#. Red Hat OpenShift
distributed tracing Platform (Jaeger) #¥ Elasticsearch 7#fi#.

o Query (Query Service) - Query B —MMIEEFFE trace BIRSS,

o Ingester (Ingester Service)- Red Hat OpenShift distributed tracing & AT LAfE FH Apache

Kafka {4 Collector #12LFRM Elasticsearch [FiR1EfE =2 (A 892 H, Ingester — M Kafka
BEEVIE I B A Elasticsearch Z i EIHEIIRSS
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o Jaeger IZHIA - 4 Red Hat OpenShift distributed tracing & (Jaeger) 7 51 H, A
DAL b S D B EREE. TIERIIEH, BB trace, HFEBHEK— ML
trace B9 span 1%,
1.3.4.3. Red Hat OpenShift distributed tracing Platform hig

Red Hat OpenShift distributed tracing SE & 1R LA T IHEE -
® 5 Kiali M - YIEMARER, EAILIM Kiali IZHI&E8EES AN EBERTEHIE.
o SHYERM- HANEBRFEAEHEANAE L —MER, HFAREBIFHFRATI R,
o NN LTXAM - RVFEER R BIZH A EEEUIE L OB T2 IR BRI trace,
e 5 Zipkin B/aM3 A M - Red Hat OpenShift distributed tracing &8 API, S LUSHBE
Zipkin N 28R &, BB LTHRAPRIZE Zipkin BFRE M,
1.3.5. FELL IR

o HFTE Red Hat OpenShift Service on AWS IfE R % 4% Red Hat OpenShift Service Mesh &

1.4. IR S5 MtE ERE AT
Red Hat OpenShift Service Mesh X /LA RBEREEREE, ©1 187 AR RIS XA E LUK B E8L 55

£ Istio A, A BRN—HEBBEMN TN BRZHRAVIFTERIMFFNAF4H, ST UERBAETRBN
HIPA Z ARt — ERZERIRE. ErILAER istio.io SiARSS HHRAY
NetworkPolicies. AuthorizationPolicies # exportTo ;Efi# 3= X R BT,

1.4.1. Cluster-Wide (Single Tenant) Mg} E & HU

EESERMEE TS — Service Mesh Control Plane, BT WMIRENERNTR, WIEENERMTR
5 control plane TEFfH 654 22 [A] Fr {8 AR EL D & TR SR I 42 Istio 1 Kubernetes HIRAY Istio THREFEFE ML,
H b, EESCHMEERE D ZEE AP ARSS23RHVE K.

5 |stio 281, FESEHEMMEBINEIET A istio-injection=enabled %% 22 A IR Z B R 22 A, EETLL
1t {ETR ServiceMeshMemberRoll 75RH) spec.labelSelectors FE& SR B L 155,

1.4.2. %A EREZER

Red Hat OpenShift Service Mesh &% 7 — ServiceMeshControlPlane, ©EI\EE NZ /. Red
Hat OpenShift Service Mesh % fA /- Operator &2 Service Mesh control plane £ EH, 1EM#%
M, tr&Z2 (A A FFEER,

Red Hat OpenShift Service Mesh {# i ServiceMeshControlPlane ¥R EEMIE L, ZLETHE
IR NS KRN SRZZER, R LUF A ServiceMeshMemberRoll #1 ServiceMeshMember ¥R 1E
MR B ETNNMBZEE, MAEEREIESELNMEH, SPMEHTUREEEA OpenShift £
B,

BRI AR 25 AR SR B {31 A 5. — Service Mesh control plane B2 & M#& AR SS H 898, Red Hat
OpenShift Service Mesh ZXH"K LM ", EBENFEIE—1 control plane f1— MW, FEEEAFT
LB % ANMIIH control plane, %F8 7 BBEIEE AT LAVT ] Service Mesh B9MH, 4% Service Mesh 5H
ftt, control plane SEfIf@EES,
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S BEIE DIIERTA Istio control plane [AIFR{SIEHIFI AT e, mMfE S G REEIEH E4F E B Service
Mesh. Kiali #1 Jaeger £,

B DRTF HIDARR, LMECOR TR M EERE R A ERN R F K —He B2 A, MRRSMIRER AR

¥ mesh-user A, A LIAE— ServiceMeshMember %8 355 6 4 22 |8 A0 2
ServiceMeshMemberRoll.

1.4.2.1. X FEBBIER S E MRS
EEESERMME S, —1 ServiceMeshControlPlane (SMCP)& i IEENEEMPT AR 2], Ka

LA Red Hat OpenShift Service Mesh fR7 2.5 SiE @R ARG I A LM S -~ MR T B BIERESEHE M
[)(—x.l*%o

% o
IREBUAEZ N SMCP, NITTETH BIEEEH IR,

MINBERT, SECEHEBIMRSIEARERNFREGREZER, B2, ELUSREEED i RA R
BEAEE, wRZERBMIANEL sidecar SFA. IR /HEE WL 67 22 A YK sidecar SE A

B, IR EMBLE pod X sidecar JE N, UK sidecar F ABYEr £ 22 [H] Y Pod RR4KEK sidecar
FE Ao 19 sidecar FEAN AR & ZE[HF] pod 2IMILHIERIE,

IMREETIHERRSCH BB BT Istio fRA, NMAERNARERF. MREFEAERB Istio iR
x, NARFREMEZEIKESTEBMERET SMCP, HEZSHEFME—HIE,

1.4.2.1.1. 1 Web #HIE MEREESE BRI M s 2 5 HERR 6p 8 22 [A]

ZKIAER T, RedHat OpenShift Service Mesh Operator {5 FA 4 %15 88 S 1R 5145 B A& B i 42 22 ],
& & ServiceMeshMemberRoll 55iR A € L BITREE R 6p 4 22 A 5 & PSR R ITES, FHMMEHHE
B%Q

AR
e 2% %k Red Hat OpenShift Service Mesh Operator,
o KB EBE T ServiceMeshControlPlane TR,

e LIEF cluster-admin &AM 5 &K, WRFEMH Red Hat OpenShift Dedicated, NIMUE
A dedicated-admin A EBHEF &R ER,

it

1. E[E% Red Hat OpenShift Service on AWS web 215,
2. 5fin%l Operators - Installed Operators,

3. = Red Hat OpenShift Service Mesh Operator,

4. = Istio Service Mesh Control Plane,

5. m control plane B #F,

6. = YAML,
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7. 18X YAML 32fF, LUE ServiceMeshMemberRoll 7R spec.discoverySelectors FE TS
KIEESR, LT RABIFER istio-discovery: enabled :

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
mode: ClusterWide
meshConfig:
discoverySelectors:
- matchLabels:
istio-discovery: enabled ﬂ
- matchExpressions:
- key: kubernetes.io/metadata.name 9
operator: Notln
values:
- info
- httpbin

ﬂ WIRME X INE &% istio-discovery: enabled BUS R Z2[H], MIERELIMAEETEN

GCEZRALTN

@ HBRWIETRLIHEZ info A httpbin,

8. RIFIZX

1.4.2.1.2. R CLI \NERFEH RIS th IS FIHERR on & 22 1]

ZKIAER T, RedHat OpenShift Service Mesh Operator {5 FA % %15 88 S 1R 5145 B A& B 6 42 22 ],
& & ServiceMeshMemberRoll 55R A € L BIFREE R 6p 4 22 A 5 & PSR R ITES, FHMMAEHHE
B%Q

(1} =355
o B &% Red Hat OpenShift Service Mesh Operator,

o REIRET ServiceMeshControlPlane %R,

e LIEF cluster-admin &AM &5 &K, WRFEH Red Hat OpenShift Dedicated, NIMUE
4 dedicated-admin BB EF R ER,

it

1. Z[E% Red Hat OpenShift Service on AWS CLI,

2. I5fTLAT a4, L YAML X4/ R 4TF ServiceMeshControlPlane iR :
I $ oc -n istio-system edit smcp <name> ﬂ

ﬂ <name> X3 ServiceMeshControlPlane 7RI FR,

- L o e - - - R - e e N1 - - . - A en - A
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3. el YAML X1F, LUE ServiceMeshMemberRoll m,)_FrlE’J spec.discoverySelectors TS
KIEESR, LT RABIFEHR istio-discovery: enabled :

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
mode: ClusterWide
meshConfig:
discoverySelectors:
- matchLabels:
istio-discovery: enabled ﬂ
- matchExpressions:
- key: kubernetes.io/metadata.name 9
operator: NotIn
values:
- info
- httpbin

ﬂ WIRMIE X INE &% istio-discovery: enabled BUS R Z2[H], MIEARELIMAEEITEHN
4 ZE A,

@ HBRWIETRLIHEZ info A httpbin,

4. RIFXMHFFR SRR,

1.4.2.1.3. i Web 1255 B0 H RSt e LR B 28 R sidecar A

BRI

/5T, Red Hat OpenShift Service Mesh Operator {8 i A 5 15645 85 e 1131 22 6 4 22 (1] 2 06

sidecar ¥ A. 5 ServiceMeshMemberRoll 5iE 7 E Y ] istio-injection=enabled F1% 7 PL B89 i 4 22
[B] R =$ZU sidecar 3E A,

{55 3 4 I 28 S R T A AR BT LA A& B L Ay 4 22 [B] X sidecar SE AR BRI, & IR ZEH
HECE sidecar SEA R IRITAYIEME,

AR

it =

o B &% Red Hat OpenShift Service Mesh Operator,
o KRB ERE T A mode: ClusterWide ;¥ f#H) ServiceMeshControlPlanae &,

e LIEZF cluster-admin BHAF H15 &K, WMREMA Red Hat OpenShift Dedicated, MILAE
A dedicated-admin A &A1& %K,

1. E[F Red Hat OpenShift Service on AWS web 2HlI&
2. 5%l Operators — Installed Operators,

3. = Red Hat OpenShift Service Mesh Operator,
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4. = Istio Service Mesh Member Roll
5. = ServiceMeshMemberRoll 55,
6. = YAML,

7. BERINE FEA PRI EFRS, 18K ServiceMeshMemberRoll %R A #Y
spec.memberSelectors 7%, LLT{IfER istio-injection: enabled :

apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:
name: default
spec:
memberSelectors:
- matchLabels:

istio-injection: enabled ﬂ

ﬂ R 44 22 5] 3% UK sidecar E A

8. RIFIZX

1.4.2.1.4. 5 CLI & R fn & 22 A RRHSEF MG h I sidecar EA

BIABER T, RedHat OpenShift Service Mesh Operator {5 F X (1 17545 85 S 1H 1| P LE iy 4 22 /] 5 UK
sidecar J¥ A, 5 ServiceMeshMemberRoll 5iE 7+ E Y #] istio-injection=enabled F1% 7 PL B B9 i 4 22
[B] R =$ZU sidecar 3 E A,

{55 3 4 I 88 S R X A AR BT LA A& BRI L s 4 22 [B] X sidecar SE AR BRI, & INEpEZEH
HELE sidecar SEABIRITHIIEIE,

GRS Jia
o B &% Red Hat OpenShift Service Mesh Operator,
o KRB ERE T A mode: ClusterWide ;¥ f#H) ServiceMeshControlPlanae &,

e LIEF cluster-admin &AM &5 &K, WRFEH Red Hat OpenShift Dedicated, NIMUE
A dedicated-admin BB EF BHER,

1. Z[E% Red Hat OpenShift Service on AWS CLI,

2. YR ServiceMeshMemberRoll %,

I $ oc edit smmr -n <controlplane-namespace>

3 BEIRINEG FEA TR IECRIER SRR, 1ETR ServiceMeshMemberRoll 7R A 89
spec.memberSelectors 7%, LLTIfEM istio-injection: enabled :

I apiVersion: maistra.io/v1
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kind: ServiceMeshMemberRoll
metadata:
name: default
spec:
memberSelectors:
- matchLabels:
istio-injection: enabled ﬂ

ﬂ R 44 22 5] 3% UK sidecar E A,

4. RIFXMHFFR SRR,

1.4.2.1.5. 5/ Web #HIE5 MERHSEH RGP HEER 4 pod

#NSR N A sidecar.istio.io/inject: true %, pod R¥EUW sidecar SFA, FHH pod ZHETF SIFZ LR
ServiceMeshMemberRoll 5 7E X B 5 71 2k I Be R 6p 4 22 [A] R,

INR pod % E . F sidecar.istio.io/inject JXfi#, NITEBE sidecar 3T A,

([} =355
o B &% Red Hat OpenShift Service Mesh Operator,
o REf# A mode: ClusterWide ;3 fZ58E T ServiceMeshControlPlane 7R,

e LIEF cluster-admin &AM 5 &K, WRFEH Red Hat OpenShift Dedicated, NIMUE
A dedicated-admin A EBHEF &R ER,

it

1. E[E% Red Hat OpenShift Service on AWS web 215,
2. 7# A%l Workloads —» Deployments,

3. B EREMRT,

4. = YAML,

5. BT YAML X4, LAERE—NEW sidecar SEAMN BRRR, UR—NEEXENN ARERE, M
THIFF -

apiVersion: apps/v1
kind: Deployment
metadata:
name: nginx
spec:
selector:
matchLabels:
app: nginx
template:
metadata:
annotations:
sidecar.istio.io/inject: 'true’ ﬂ
labels:

app: nginx

2.X
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spec:
containers:
- name: nginx
image: nginx:1.14.2
ports:
- containerPort: 80
apiVersion: apps/vi
kind: Deployment
metadata:
name: nginx-without-sidecar
spec:
selector:
matchLabels:
app: nginx-without-sidecar
template:
metadata:
labels:
app: nginx-without-sidecar 9
spec:
containers:
- name: nginx
image: nginx:1.14.2
ports:
- containerPort: 80

Q Itt pod R T sidecar.istio.io/inject ;¥ f#, EItEHEW sidecar A,
@ ltpodBEEME, HILEFREM sidecar EA,

6. RIFIZXH

1.4.2.1.6. 5/ CLI MEEEEE HE BIRAE P HEBR 4 pod

SNR N A sidecar.istio. io/inject: true JEfZ, pod R¥EM sidecar A, FFH pod BFET SRR

ServiceMeshMemberRoll %R E B 51 515k T EC R €p 44 22 5]

INR pod & E . F sidecar.istio.io/inject JXfi#, NIT;EBEI sidecar 3T A,

[} =355
o B &% Red Hat OpenShift Service Mesh Operator,

o X {#F mode: ClusterWide ;X fi#2%& 7 ServiceMeshControlPlane %k

e LIEZF cluster-admin BHAF H15 &K, WMRMEMA Red Hat OpenShift Dedicated, MILAE

A dedicated-admin A& A 515 &%,

it

1. Z[1i%] Red Hat OpenShift Service on AWS CLI,
2. BITLA T a4 R YmiE SR

I $ oc edit deployment -n <namespace> <deploymentName>
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3. B YAML X4, LAERE—NEW sidecar SEAMNBRRR, UR—NEEXENN ARERE, M

TBIFTR

apiVersion: apps/v1
kind: Deployment
metadata:
name: nginx
spec:
selector:
matchLabels:
app: nginx
template:
metadata:
annotations:
sidecar.istio.io/inject: 'true’ ﬂ
labels:
app: nginx
spec:
containers:
- name: nginx
image: nginx:1.14.2
ports:
- containerPort: 80
apiVersion: apps/v1
kind: Deployment
metadata:
name: nginx-without-sidecar
spec:
selector:
matchLabels:
app: nginx-without-sidecar
template:
metadata:
labels:
app: nginx-without-sidecar 9
spec:
containers:
- name: nginx
image: nginx:1.14.2
ports:
- containerPort: 80

Q Itt pod R T sidecar.istio.io/inject ;¥ f#, EItEHEW sidecar A,

Q It pod B X, FAtEFR =N sidecar SE A,
4. RIFEXXMH,

1.4.3. Multimesh S ELFREREERY

Federation (H#) B—MEEEL, WiLEETRERHEEN AR A HZRSNITENE,
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Istio % EEBFIE Y 5 B (X RIME AN AZ U7 (M) IR L MAR FTERIFT A Kubernetes API fRS5 2 2 A1 E AR EEE.
Red Hat OpenShift Service Mesh BX#R%1 %} Service Mesh BI% £ EE5L e, 1% 5 BRXME 2 HMEERE
/-/\Q

BEFIE (federated mesh) RAENEANMIEHKRM—HMIE, MK HHIRS BT AR IMRFIARSS, I
0585 M A — DR S A RS HIMERINARS, TLUHMEPHERRSREINANIERE, RES
ATAMSFENAES. IMABKSTHNATEMEERFRIMER, BNIABEEE S HIT LRSS HMEFR A
BIEMME S A, IEFER. BTRTBERESEXIFEEERS B MR ERFAU,

1.5. SERVICE MESH #1 ISTIO FA[E]

Red Hat OpenShift Service Mesh & Istio R E 2 b1 FIRHEFI S ThBESK/E Red Hat OpenShift
Service on AWS EEBEN N IBARRE Z 4k,

1.5.1. Istio #1 Red Hat OpenShift Service Mesh 2 [B]89 X 7|

Service Mesh 1 Istio FEYLL FThEERE,

15.1.1. 5T ITR

Red Hat OpenShift Service Mesh B9 1T TER oc, Red Hat OpenShift Service Mesh A% #F
istioctl,

1.5.1.2. ZEMHALK

Red Hat OpenShift Service Mesh A% #f Istio RIREZ B,

Red Hat OpenShift Service Mesh A2 #¥ service mesh B Canary # %,

1.5.1.3. BaEA
Ltk Istio #t R ZESIEEPRCHTE # B 304 sidecar A pod,

Red Hat OpenShift Service Mesh A& B 514 sidecar sE AEM pod, {BAIGEREFE &G R CT B #E
FEN, INHAEZTERVIINE, BFRES5HM Red Hat OpenShift Service on AWS Zh&E (30 builder
pod) %2, BEEABIEAN, EIETE sidecar.istio.io/inject I1Z s xR, LA 5)sidecar JZA ER4 AR
s

5K 1.3. sidecar A WMEHEMRIXE

Ll 1stio Red Hat OpenShift Service Mesh

BRI AR TREEAER TR
Pod 7% X "true" ] "false" X "true" ] "false”
Pod ;¥ fi# H¥# "false" X "true" ] "false"

1.5.1.4. Istio B F A a5 niHIzhes

Istio EF A BETT[A[#2HI (RBAC) 124 7 7T A SR AR SS B9 VT AR B, eI LARER P & 5E
EE—HBEMRARIN R, FHAERN N2,
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£ Istio # K R HARMANLITEIE « PRk AEMAITES. R L PENBECR, XITEIR L AR ERT
=S

Red Hat OpenShift Service Mesh {#FIENFRIAR KT RS E KIRLEERAITHEE, FRAENFRKEXIEE
request.regex.headers HIE 45,

L Istio 4 X PLEgiE KRk =l

apiVersion: security.istio.io/vibetai
kind: AuthorizationPolicy
metadata:
name: httpbin-usernamepolicy
spec:
action: ALLOW
rules:
- when:
- key: 'request.regex.headers[username]’
values:
- "allowed.*"
selector:
matchLabels:
app: httpbin

1.5.1.5. OpenSSL

Red Hat OpenShift Service Mesh ¥ BoringSSL &#t 7 OpenSSL, OpenSSL 2@ 2REEETFZ
(SSL) #MEHIZ (TLS) Tl B TR E, Red Hat OpenShift Service Mesh Proxy Z IS5
AHbfF OpenSSL Z (libssl #1 libcrypto) 5 IEJZH Red Hat Enterprise Linux #/F RS 1THERE,

1.5.1.6. BB THE %k
Red Hat OpenShift Service Mesh RZFFAEB TR %L, NIERHERSS 28 LB TRIE L.

1.5.1.7. BRI Z#:

&7 LA A OpenShift Virtualization $$ A ERZE I OpenShift, RS, EAILUSRIESHEEE (40 mTLS
2 AuthorizationPolicy) N AZIXLENN, MEEECETFRMIEH pod —1F,

1.5.1.8. A
® maistra-version t3% 2R INEIRT A BHR A,
® A Ingress FIRER B F5#:7y OpenShift Route HEiR,
e Grafana. D HNIBER(Jaegen)# Kiali 2 ENINEH, F&id OpenShift BE AT,
e Godebug B MAFAE R H it k&

e istio-multi ServiceAccount #I ClusterRoleBinding 2#/k&, Rtk T istio-reader
ClusterRole,

1.5.1.9. Envoy i3 iE2%
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Red Hat OpenShitt Service Mesh A2 Ff EnvoyFilter BoiE, FRIFHAMEILK, HTSIK/Z Envoy AP &%
B, BT ERFAEREM. EnvoyFilter 1T X Istio £5H Envoy EBEE N IEFEEUR, IR Istio
ERMEERZL, NIRRT EnvoyFilter B9 AR,

1.5.1.10. Envoy BRSS

Red Hat OpenShift Service Mesh RZFETF QUIC BIBRSS.

1.5.1.11. Istio Container Network Interface (CNI)I&#

Red Hat OpenShift Service Mesh @3& CNI #iff, ©HERIRE TEREN AR pod MEHENRAE. CNI
AR T init-container M4RELE, FT&H@iT IR AR F AR S5~ F01 B X &L £ T XAR(SCC)H
Yill,

ZINBEMRT, Istio Container Network Interface (CNI) pod 7Eff& Red Hat OpenShift
Service on AWS 1T R L O3, EHRERE T KPR CNIpod, 1HHF
maistra.io/exclude-cni=true #1255 FAEITT o RINLEARZE S M s AP IHBR Z BTERE #Y
Istio CNI pod,

1.5.1.12. £/ mTLS i%i&

Red Hat OpenShift Service Mesh 3/ — PeerAuthentication 778, 7EM&A/E AR Mutual TLS
BAR%E (mTLS).

1.5.1.13. B%

Red Hat OpenShift Service Mesh BAIAREAOMEOAM K, EaIUEALUTZER
ServiceMeshControlPlane (SMCP) ¥R M &4 :

e spec.gateways.enabled=false ATZFH A OFHOM X,

e spec.gateways.ingress.enabled=false ZfH A OM X,

e spec.gateways.egress.enabled=false ZfH OM X,
pa -3

Operator ;¥ fi#2 7 BIAMI X, LUIERE11H Red Hat OpenShift Service Mesh Operator 4
HEE,

-

1.5.1.14. S5 HECE
X % EEBEBLE R Red Hat OpenShift Service Mesh TR R F1E % NEEEH B A AR S5 MHE.

1.5.115. BE X UEHERIEK (CSR)
8T E4% Red Hat OpenShift Service Mesh B2 & 7131k Kubernetes IEH & #4 (CA) 2032 CSR,

1.5.1.16. Istio PIXHIE& R

Istio W% B9 OpenShift BHE Red Hat OpenShift Service Mesh #FE &, =RTE service mesh A
O, BHMIER Istio M, #BZN0ER. BHMER OpenShift BH,
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£ 1 Istio OpenShift Routing (IOR) BJ Red Hat OpenShift Service Mesh control plane ZH4 8 L Ak E S
MXEH, MEELER, HSHBIRBLE,
1.5.1.16.1. catch-all 18

AL HF Catch-all ("*") . MAREMKE LFFHKE—, Red Hat OpenShift Service Mesh 78I G H,
BRKITF OpenShift KOIE—NMBRINENR, XEKREFH BB FE catch all ("*") IRH, MEfE
F <route-name> [-<project>].<suffix> X EN %, WHREBEXMINENLZHIIEAIXLK cluster-
admin AT EE XL EMEZELR, 1EZ % Red Hat OpenShift Service on AWS 344, #1R{#EF Red Hat
OpenShift Dedicated, &£ [ Red Hat OpenShift Dedicated #J dedicated-admin & &,

1.5.1.16.2. Fig%

TEFE (F40 : "*.domain.com") . 1B, Red Hat OpenShift Service on AWS FIARERIAJE AL THEE,
XEELE, RedHat OpenShift Service Mesh s A Fi 032 H, {BRBETE Red Hat OpenShift
Service on AWS #ECE 1 ja A el F B K.
1.5.1.16.3. ffhiEREM
YRHERZERSME (TLS) , XEKE, WRMXIE tls 84, OpenShift Route FHECE N H#F TLS.,
HbBR

o HIXHOIE

1.5.2. &%

Lt Istio XA H—FH A%, Red Hat OpenShift Service Mesh 5B M2 N HILH control
plane, Red Hat OpenShift Service Mesh {3 %% Operator 3REE control plane £ E A,

Red Hat OpenShift Service Mesh BRINZR &L FA ' control plane, &8I LA$EE 7T LLij 7] Service Mesh B4
TH, 78 Service Mesh 5 HAth control plane SLflIfEE.

1.5.2.1. ZH P NEFSCR R

EZNa &ﬁ%ﬂ%ﬁﬂl&ﬁilﬂﬁ’]i% KAETFERNARREE, HETBEMAEEERHM Role Based
Access Control (RBAC) %R ClusterRoleBinding.

ServiceMeshMemberRoll members 51X &N B &S N EN S control plane uB%%EfE’JHEﬂFPKF'
#8E—1" RoleBinding, &1 control plane BB R XWX LR HTE, BNKATEEE—
maistra.io/member-of 3%, H member-of R E S control plane IR,

Red Hat OpenShift Service Mesh Ee B &M AT E LR B &. control plane F1E & A 5177 B [ 8924
i, BEARMEEBIRIE Red Hat OpenShift Service on AWS ¥4 E Y BIRIZ% (SDN) ECB IR R MAFRA
B, BZiFHEFSH"XTF OpenShift SDN”,

N Red Hat OpenShift Service on AWS SEE8#4% B & /yd F SDN &4 :
° NetworkPoIicy Red Hat OpenShift Service Mesh TE& B 7 Wi B A Al —1 NetworkPolicy

TR, RYTMEEKGEH control plane I pod BIA UL PSSR, S0RM Service Mesh HifitlER T
— NG, XA NetworkPolicy ¥E5RE S M E it Bk,
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—

X BRE T BIAK G 0 E A A USRS EE, INR T E S B IER 5B A A U R 45 3
1, MBENE— NetworkPolicy KR iFXEHRER T,

® Multitenant: Red Hat OpenShift Service Mesh f$&/ & i EH NetNamespace J1AZ!
control plane TTEH NetNamespace (#H%7Fiz1T oc adm pod-network join-projects --to
control-plane-project member-project) . fAREM Service Mesh HHER— PG, EH
NetNamespace 5 control plane 2% (#3%Fi21T oc adm pod-network is isolatedate-
projects member-project) .

e Subnet: EZBHITHMEE.

1.5.2.2. £#SEHE NN TR

£ Istio SR T N ERESEFE MR, MeshPolicy 1 ClusterRbacConfig, ©115 % £ TH
BFHEWEN, WTFAR.

® ServiceMeshPolicy T F TE & control-plane-wide 3 IESRB&H MeshPolicy, X iii5
control plane £/ — N1 E A OIIE,

® ServicemeshRbacConfig &t ClusterRbacConfig LAESEE T control-plane SB[ A G170
#l, X5 control plane TEE—N B R GIJE,

1.5.3. Kiali FIAR S5 WM&

1 Red Hat OpenShift Service on AWS _EBY Service Mesh 4% Kiali 54t X Kiali R&ZE AR, H7E Red
Hat OpenShift Service on AWS EERERS, 57 #RAH, REMATIEESERRE 24, X Red Hat
OpenShift Service Mesh BUEERA I & WA,

® Kiali B#EINE A,

o HiAEHA Ingress .

e X Kiali ConfigMap #1T T B #,

e i Kiali B ClusterRole % i&i#1T T BE#.

o AIEZYtR ConfigMap, BENEBIENAIBES# Service Mesh 2% Kiali Operator B&. Kiali

Operator BEXEHIXHE kiali.io/ T15550F . B3 Operator XN RFEH cluster-admin

FUBRAGFE P, #NSRE A Red Hat OpenShift Dedicated, MIE#T Operator XN Z X RTFEAR
dedicated-admin f[REIFE

1.5.4. 2 A BERFARSS Mg

A Red Hat OpenShift Service on AWS £ Service Mesh &2 R BERE S (Jaeger) 54 X Jaeger
RETRRE, H7E Red Hat OpenShift Service on AWS EERERS, h T fERRE, REFANHEES LR
B4k, %I Red Hat OpenShift Service Mesh BIETR AT 2 /1,

® Service Mesh BiLfE A2 BER,

® Jy Service Mesh BRIAJE A ingress o

e Zipkin iz O & FRE X jaeger-collector-zipkin (M http)

e Xyt production 3 streaming ERELLINT, Jaeger RENIAEF Elasticsearch fE H#F i,
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o |[stio R ARME T — N EBAM "tracing” BH. Red Hat OpenShift Service Mesh {# I Red
Hat OpenShift distributed tracing Platform (Jaeger) Operator Z#H) "jacger” iH, BHE4%
Z OAuth BRI,
® Red Hat OpenShift Service Mesh “} Envoy proxy {8 sidecar, Jaeger 115 Jaeger agent &
sidecar, XM sidecar @ HIREER, FRIZEERE. proxy sidecar &0 F] pod BI AL
H UL XM span, agent sidecar RN AFEFIRHEH span, FHIFE L EE Jaeger IEESS.
1.6. 4% %% SERVICE MESH

R % Red Hat OpenShift Service Mesh 2 &ill, & /1T [ Red Hat OpenShift Service on AWS F#1EX
FFEC B %2 2% Red Hat OpenShift Service on AWS,

1.6.1. RUiR &M

o REVLIIEIK ' EBEBMA Red Hat OpenShift Service on AWS 1115, SNRMEEAMRITH, EEE
BIRMEERRLUIBESZER,

o Z& 5 Red Hat OpenShift Service on AWS IRAPLEZHY Red Hat OpenShift Service on AWS #p
BITIE (ocBFIHTIE) , FEERMEFITEEH,

INFE A X Red Hat OpenShift Service Mesh &AM HFHFTEMNEZER, HSHZREE,

1.6.2. TRMECE
Red Hat OpenShift Service Mesh HRI A ITHRASZ R TECE.

1.6.2.1. THNTEE

Red Hat OpenShift Service Mesh Operator % #F ServiceMeshControlPlane FRHIZ MRA, ELLTF
EEMRABLZRFLT 2.5 Service Mesh control plane :

® Red Hat OpenShift Container Platform R4 4.10 S E & ik A
® Red Hat OpenShift Dedicated ir 4 4
® Azure Red Hat OpenShift (ARO)RRZ 4

® Red Hat OpenShift Service on AWS (ROSA)

1.6.2.2. A X FHECE
BRIAT I RFB a2 1E -
® OpenShift Online 73 Red Hat OpenShift Service Mesh,

® Red Hat OpenShift Service Mesh X #F7E Service Mesh SEEF AR E IR MAR S5

1.6.2.3. XML ECiE
Red Hat OpenShift Service Mesh L TR ERE,

® OpenShift-SDN

® OVN-Kubernetes 7£ AWS EBIFFA Z#FH Red Hat OpenShift Service hRAH 8] F,
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® 7£ Red Hat OpenShift Service on AWS LEiliEFi@Bid Service Mesh —BUENHBIE=H
Container Network Interface (CND#ffF, WIFREZER, HESHIIER OpenShift CNI i,

1.6.2.4. Service Mesh XMl &

e [t Red Hat OpenShift Service Mesh & 1ThRA{Xi& Fi F Red Hat OpenShift Service on AWS
x86_64,

® [$FrE Service Mesh HAH B ETEH ™ Red Hat OpenShift Service on AWS &EEFFHIEE,
o TEMANMIRFSNEE, WEMM.

® Red Hat OpenShift Service Mesh "3z EnvoyFilter &, BFRIEFAHEICK,

1.6.2.5. Kiali Z#FMficiEd

e Kiali ##l& R ¥ Google Chrome. Microsoft Edge. Mozilla Firefox 3% Apple Safari %254
P B HTRR A

o L{HF Red Hat OpenShift Service Mesh (OSSM)ERE Kiali fif, openshift 2 IFRIE 21—

N EHEIEEE. openshift SREEHRIE Red Hat OpenShift Service on AWS BT EFAEH
T[R4 %I (RBAC) A & 3k #2851 17 [0,

1.6.2.6. BRI HNACE

e Jaeger RIERZ Jaeger ME—ZRMECE., L FH R OpenShift Dedicated R #F Jaeger 1
 daemonset,

1.6.2.7. X ##) WebAssembly £kt

® 3scale WebAssembly ZME—12 4t WebAssembly #&Ht, AT LI B E X WebAssembly #&Ht,

1.6.3. 555 TF

® 7f Red Hat OpenShift Service on AWS IMEFZEE Red Hat OpenShift Service Mesh

1.7. 2% OPERATOR

E %4 Red Hat OpenShift Service Mesh, B 5E7E Red Hat OpenShift Service on AWS 24T ER#Y
Operator, REOIE—1 ServiceMeshControlPlane %R EERE control plane,

X—EARLERFEFND OpenShift IKEHTEE, NHEZINEIMEAEMXITE,
ERLLRARENILENRE, RENFEMERERSME,

AR
o B HERLE Red Hat OpenShift Service Mesh BUiFFE,
e EX cluster-admin A& &K,
LT %558 R 7 0/ 7E Red Hat OpenShift Service on AWS Lt %24 Red Hat OpenShift Service Mesh Y

EARLH,
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% 13 SERVICE MESH 2.X
1.7.1. Operator it

Red Hat OpenShift Service Mesh FZ&LL T Operator :

e OpenShift Elasticsearch - (®[1%) NFEADHNEBERTE (Jaegen) HTBERNBEICKIREE
BEENE, ©ETHIE Elasticsearch TiH,

Red Hat OpenShift distributed tracing Platform (Jaeger)- IRt DGR BERLIES OB R
REFNESFHATHEDR, SETHIR Jaeger HiE,

Kiali Operator (HZIIGIRHL) - NIEHIARSMRIZERTIER M, EaIUFELAN TR EHERE
B, BiEREMoH trace, BETFR Kiali WiH,

Red Hat OpenShift Service Mesh- o & IERE, 1R, ?"”%‘J%DM%ZEEEFLFH&FE’JWHEKO
Service Mesh Operator & X F 12 EE ServiceMeshControlPlane %R, XA FiRAREE
Service Mesh ZHHBIERE. BEHAMRIZEIE., BETFTFIR Istio WH,

gk

==
[=]

AE L Operators By Community iiA&, FZF4X Operator,

1.7.2. 222 Operator

E %% Red Hat OpenShift Service Mesh, 1EIRIBLLTFIIFZREZELLT Operator, A& Operator 28 E
G,

® OpenShift Elasticsearch

® Red Hat OpenShift distributed tracing Platform (Jaeger)

o ZIHE$R MM Kiali Operator
® Red Hat OpenShift Service Mesh

INRIBELZERET OpenShift Elasticsearch Operator /£ OpenShift Logging B9—E847,

MAEEH/REZE OpenShift Elasticsearch Operator, Red Hat OpenShift distributed

tracing Platform (Jaeger) Operator 3 Fi 8 24&#) OpenShift Elasticsearch Operator £
% Elasticsearch SZ45l,

it

1. LEH dedicated-admin B & A 51752l Red Hat OpenShift Service on AWS &
2. 1£ Red Hat OpenShift Service on AWS web #Z#|&H, s Operators - OperatorHub,

3. TEILEERERHIA Operator &R,

% Operator B Red Hat iR A, A% Operator BI#t X
hiR AR

4. = Install,

67


https://www.elastic.co/
https://www.jaegertracing.io/
https://www.kiali.io/
https://istio.io/

Red Hat OpenShift Service on AWS 4 Service Mesh

5. £ Operator B Install Operator TIE Y, EZRKIAKE,
6. = Install, F#F Operator &5, REHNIIFRFPBT—A Operator EFXLEFIE,

® OpenShift Elasticsearch Operator Z4%7E openshift-operators-redhat a3 % Z2[A] /1, F 7]
FEEPHARA PR ZEH,

® Red Hat OpenShift distributed tracing Platform (Jaeger) % 4% £ openshift-distributed-
tracing & ZE (AR, HTRTFEREFHPHMAGRZENH,

o ZIHEIRMEM Kiali Operator ZZ&1E openshift-operators & Z2[A|fh, FH oI B FEEEHMIFRE

GCEZRALTN

® Red Hat OpenShift Service Mesh Operator Z2%51E openshift-operators #3422 [F] /1, F7A]
AT &R ARRZEH,

o LESEFTAMA Operator [, = Operators — Installed Operators R IR B RE T
Operator,
1.7.3. FEEL IR

e JEERE Service Mesh control plane H1, Red Hat OpenShift Service Mesh Operator A& il &
Service Mesh BE X FTIRE X (CRD), #&AILAf#EA ServiceMeshControlPlane &k & 5E FfEd
& Service Mesh i, INEBZER, ESHOEE ServiceMeshControlPlane,

1.8. ]2 SERVICEMESHCONTROLPLANE

1.8.1. X7 ServiceMeshControlPlane

control plane @17 Istiod. Ingress # Egress M>%, LR EARZH4E, 40 Kiali #1 Jaeger, control plane @
/ERZE E 5 Service Mesh Operator 1 data plane N FAEFFRS AR BEZZEE A, EALIM Red Hat
OpenShift Service on AWS Web #2HI5Z#H oc & in TEMGSITERE
ServiceMeshControlPlane(SMCP)ME AL %,

p= Y=
XANEARREZETBRIAM Red Hat OpenShift Service on AWS X BEEBH, EFRERT
EINE, FERARBRIARERLGIERE, ARENENIMEEE ServiceMeshControlPlane
wiE,
p= Y=
Red Hat OpenShift Service on AWS (ROSA)X AT LA & BRI B A Zn A IBR S, F 2R

IWERETRIEE TE, 1€ ROSA PMEARERE SMCP R, H&M1E AWS L& % Service
Mesh LL T fREIANBIE K,

Service Mesh X #4{# F istio-system {E A RBILIE, BIEFLUFRS MG E S EMTIR
¢°
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% 13 SERVICE MESH

OpenShift BRS5M#& operator Istio EARRRED), EHEMEIETE IR, X TRMFIE FHE3)

pods

1.8.1.1. M web #EH|5E8E Service Mesh control plane

IRE LU Web #2HI & E8E £ K ServiceMeshControlPlane, E4&f4, istio-system =2 Service
Mesh control plane 17 B B % %5,

AR

it

W% % Red Hat OpenShift Service Mesh Operator,

/l?-fﬁ_ dedicated-admin A& A - 512 & X E| Red Hat OpenShift Service on AWS web 122l

|:|o

2.X

LB H cluster-admin A& 5155 %% Red Hat OpenShift Service on AWS #£|&, 1R

{8 Red Hat OpenShift Dedicated, M7iHE—1 2% dedicated-admin & &I,
B —1 %7 istio-system BT H,

a. W' ZE Home - Project,

b. s i Create Project,

c. £ Name ZEXfi A istio-system, ServiceMeshControlPlane %R /M L& 1E M T1&
B AR 55 #0 Operator BYIIE A,
XS IRE A istio-system {E AR fl, (BERA LATEE{AIYIE HEBZE Service Mesh control
plane, REES5OESEMARSHIIE 2 FF,
d. = Create,
5%l Operators — Installed Operators,
= Red Hat OpenShift Service Mesh Operator, #A/G R Istio Service Mesh Control Plane,
1E Istio Service Mesh Control PlaneitTi-£#, = Create ServiceMeshControlPlane,

T£ Create ServiceMeshControlPlane TIE A :

a. EZEIAB Service Mesh control plane kg4, AR S RFhRA I EHIThEE,
control plane BIAR AR TE T 5 Operator fR A TS X IR FZHEE.

b. = Create,

Operator {RIFEMERE S OIE pod. BRZSH Service Mesh control plane i, f&a LATE R ED
i& ServiceMeshControlPlane % &,

ZEI5E control plane BB B IEARE, Emil Istio Service Mesh Control Plane 7% 111,

a. mHTHY control plane B R,

[ L A L s = 1 - Ao V7 e L1 — - —_ s =
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b. /R Resources Prsz DISREHH Operator gZFEFFACIER Red Hat OpenShitt Service Mesh
control plane BiR,

1.8.1.2. ¥/ CLI £fZ& Service Mesh control plane

RA LUE A RS ITEREE KR ServiceMeshControlPlane,

([} =355
o W& % Red Hat OpenShift Service Mesh Operator,
e iJj[n] OpenShift CLI (oc€) &

e LIEF dedicated-admin A &H A &19E %% Red Hat OpenShift Service on AWS,

i =
1. BIEE—/ %) istio-system B9 B,

I $ oc new-project istio-system

2. EAUTTRA, GB—14%% istio-installation.yaml #9 ServiceMeshControlPlane 314,
Service Mesh control plane BIRRANRE T 5 Operator hRAN T KB AT FATHEE,

M7 2.5 istio-installation.yaml! <5l

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
namespace: istio-system
spec:
version: v2.5
tracing:
type: Jaeger
sampling: 10000
addons:
jaeger:
name: jaeger
install:
storage:
type: Memory
kiali:
enabled: true
name: kiali
grafana:
enabled: true

3. IBITLL TSR ERE Service Mesh control plane, EH <istio_installation.yaml> &5 E| & # L
TR TEEERE,

I $ oc create -n istio-system -f <istio_installation.yaml|>

4., BEWNR pod SBEHHE, 1E21TUA TS :
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I $ oc get pods -n istio-system -w

BRNIZERIRMN TRIHIL

NAME READY STATUS RESTARTS AGE
grafana-b4d59bd7-mrgbr 2/2  Running 0 65m
istio-egressgateway-678dc97b4c-wrikp 1/1  Running 0 108s
istio-ingressgateway-b45c9d54d-4qgén 1/1  Running 0 108s
istiod-basic-55d78bbbcd-j5556 1/1 Running 0 108s
jaeger-67c75bd6dc-jveke 2/2  Running 0 65m
kiali-6476c7656¢-x5msp 1/1 Running 0 43m
prometheus-58954b8d6b-m5std 2/2  Running 0 66m

1.8.1.3. fif CLI %Ik SMCP &%
IS LM 5175 IE ServiceMeshControlPlane /%,
1. BREM
o %% Red Hat OpenShift Service Mesh Operator,
e iJj[n] OpenShift CLI (oc€) &

e LIEH dedicated-admin & &I A &7 & < El Red Hat OpenShift Service on AWS,

it

1. SBFTLATR @S, LURIE Service Mesh control plane &%, HH istio-system EZ%% Service
Mesh control plane B & 22 4],

I $ oc get smcp -n istio-system

% STATUS %2 ComponentsReady £, ZZEmIN5EMK.

NAME READY STATUS PROFILES VERSION AGE
basic 10/10 ComponentsReady ['default"] 2.5 66m

1.8.2. =F control plane F&EESEFIMERE

EESERMEE TS — Service Mesh Control Plane, BT WMIRENERNTIR, WIEENERMTR
5 control plane TEFfH 6p 4 22 ] Fr {8 AR EL D & TR SR I Istio # Kubernetes HIRAY Istio THREFEFE MR LL,
H b, EESCHMEBERE D ZEE API ARSS23RHVE K.

& el LUEF Red Hat OpenShift Service on AWS Web 2§ &3k CLI NEESEHEREBLE Service Mesh
Control Plane,

1.8.2.1. {1/ web EHIE NEEHCHEMEBE B E control plane

& LU#E A Red Hat OpenShift Service on AWS Web $E5I & HERSE FINS ER B
ServiceMeshControlPlane %R, 1EAI4, istio-system =& Service Mesh control plane T B #9& 5.

AR
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e LI T Red Hat OpenShift Service Mesh Operator,

e LIEF dedicated-admin A &H ' &19E % E Red Hat OpenShift Service on AWS,

TR
1. BIEE—/1 %) istio-system BT B,
a. % ZE Home — Project,
b. m=ifi Create Project,

c. £ Name ZEXfi A istio-system, ServiceMeshControlPlane %R /M &5 1E M T1&
B AR 55 #0 Operator BYIIH A,
X LS IR{E T istio-system E N R, RE Service Mesh control plane 58 & RS HITIE 9
FF, FARILLRF Service Mesh control plane 28 E{E{AI T H &,

d. = Create,
2. 5%l Operators — Installed Operators,
3. =® Red Hat OpenShift Service Mesh Operator, #AfG R Istio Service Mesh Control Plane,
4. 7Z Istio Service Mesh Control PlaneilikH, s Create ServiceMeshControlPlane,
5 = YAML #1, Service Mesh control plane BIRR AR E T 5 Operator IR ATCXHI AT FTHEE,
6. 182X YAML X/5# spec.mode FE%, LIIEZE ClusterWide.

W4 2.5 istio-installation.yaml 7=l

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:

name: basic

namespace: istio-system
spec:

version: v2.5

mode: ClusterWide

7. )R Create, Operator IRIBENEE SO pod. ARF5HN Service Mesh control plane A4, 40
R ServiceMeshMemberRoll ~777E, Operator & flE ServiceMeshMemberRoll,

e ISiE control plane 2B S IERRE :
a. m Istio Service Mesh Control Plane#7:% 71,
b. m#r ServiceMeshControlPlane % §&HI & F5,

c. | Resources i, #EZE Operator A ZFAER Red Hat OpenShift Service Mesh
control plane BiR,

1.8.2.2. 1 CLI NEEHEHERZBCE control plane
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BT LUMER CLI NEESEFEMNERERSE ServiceMeshControlPlane %R, 7EAfIH, istio-system 2
Service Mesh control plane #5422 [B] B9 & 7R,

AR
e LI T Red Hat OpenShift Service Mesh Operator,
o 1RA LA OpenShift CLI(0C).

e LIEF dedicated-admin A &H ' 519 E % E Red Hat OpenShift Service on AWS,

i =
1. BIEE—/ %) istio-system B9 B,

I $ oc new-project istio-system

2. HRLTRA, QIE—14%) istio-installation.yaml # ServiceMeshControlPlane X {4

W4 2.5 istio-installation.yaml 7=l

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:

name: basic

namespace: istio-system
spec:

version: v2.5

mode: ClusterWide

3. IBTLL TS 3EERE Service Mesh control plane :
I $ oc create -n istio-system -f <istio_installation.yaml|>

Heh

<istio_installation.yaml>

EE XTI E,

1. BURYE pod BBEMIAE, HifTUTHS :
I $ oc get pods -n istio-system -w
IEROZBE B R UL T R BIAH H
=1
NAME READY STATUS RESTARTS AGE
grafana-b4d59bd7-mrgbr 2/2  Running 0 65m

istio-egressgateway-678dc97b4c-wrikp 1/1  Running 0 108s
istio-ingressgateway-b45c9d54d-4qgén 1/1  Running 0 108s
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istiod-basic-55d78bbbcd-j5556 1/1 Running 0 108s

jaeger-67c75bd6dc-jveke 2/2  Running 0 65m
kiali-6476c7656¢-x5msp 1/1 Running 0 43m
prometheus-58954b8d6b-m5std 2/2  Running 0 66m

1.8.2.3. NEESEHEMME B E X member roll
EEESCEER A, é,.,\ﬁ'JL ServiceMeshControlPlane % &, JdE.A@JL
ServiceMeshMemberRoll 78, A LUTE % ServiceMeshMemberRoll FFREEHNE., EFER

&, Service Mesh Operator Tﬁ%ﬂ& B, WRMEHER Red Hat OpenShift Service on AWS Web 6| &1
X ServiceMeshMemberRoll %R, EESRTEEZRBXN.

A4, EAILUESRE SerwceMeshControIPIane FIRATCIE— ServiceMeshMemberRoll %R, £
#& ServiceMeshControlPlane TSR, Service Mesh Operator A& ServiceMeshMemberRoll,

ServiceMeshMemberRoll ¥ m REMAIIErZ N default, Biniis
ServiceMeshControlPlane %R [E—H & Z8 |5 A Al &2,

fap R Z2EIRINEIMB T EE M, &0 LUBIT £ spec.members 513k A1 15 7 & #R R0 66 4 22 ],
HEN—H BB AL ERRE NREEN LS SN PR & ZE A,

T IR1E ServiceMeshMemberRoll R IIMAIEERK G, EHATLLETEEMmE LN
% ServiceMeshMember ¥%ig, [k 5 RINEIMIE S,

1.8.3. f A Kiali %1k SMCP &%

REI LS Kiali 248 5610F Service Mesh &3, Kiali #24| S 12 7T —F AR FISUEEBY Service Mesh 2H
HEEEEBSENEE.

1. AIRSRM
o W& % Red Hat OpenShift Service Mesh Operator,
e iJj[i] OpenShift CLI (oc) o

e LIEZH dedicated-admin & &I A &7 & < El Red Hat OpenShift Service on AWS,

it =

1. 1£ Red Hat OpenShift Service on AWS web 2l & fi#t A Networking — Routes,

2. 1f Routes T{EH, M Namespace 5 H 1L Service Mesh control plane B, #0 istio-
system,
Location 7l [E /R & BE BV RERE L,

3 MRFE, FERATIEREK Kiali ZHEHEE. HEHRE & RS

4. Hi: Log In With OpenShift,
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B—REFE Kiali 4B, BAEE Overview THE, ©RERRSMEHEENEENFIE
WmAZEE, L Overview MR RZNPEZEHE, Kal 2EEEREGFEBESEILNHENMmEE
I‘Eﬂo

1.1. Kiali Overview T

bookinfo H istio-system

3 Labels 4Labels

Istio Config (] Istio Config (]

4 Applications @ 4 8 Applications @8
Traffic, 10m

/\ / No traffic
cing & .

’Ez’l\ﬁ% B9 tile R ETIFEEE. Istio EBERE. fl NAERF BERESHNHE, UkHH
ZHHRE. ZZD%,.‘\‘LlET?"”%U =5, B EDEERMEIMEH, NFTEETE LR istio-
system LUABIERIEHE,

. Kiali BEMUENR, T THATRET Service Mesh control plane B & 22 (8], BHEEFIXLENUR

]
L
¥, 1&mifi control plane 544 Z2 A B9 H5H " w Options 5., # istio-system, AL
Tk —
® |Istio Mesh Dashboard
® Istio Control Plane Dashboard
® |stio Performance Dashboard
® |Istio Wasm Exetension Dashboard
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¥ 1.2. Grafana Istio Control Plane Dashboard

Control Plane Dashboard ¢ ¢

Kiali It 2 RE NGB Grafana X&RHMR, T 18I M Grafana Home TTEK S
® |stio Workload Dashboard
® |stio Service Dashboard

. B#E Service Mesh control plane 75, X Graph I1HE, M¥EHAIELFERE
ServiceMeshControlPlane By & Z2[H], 4 istio-system,

a. MABENKE, FHH T Display idle nodes,
b. ETHESHEX Graph IHEMIELR, 1HRi Graph tour 55,

c. EHEEMIEIAIL, 15M Namespace FH M Service Mesh Member Roll FiEfFE— ek % 4
Bf hném 4 22 [A],

7. EEE istio-system sn & Z2 AN AIRFFIER, 1R Applications Tl HE, Kiali ERN AR
R RN

a. BEMEHBEERERE L, LUEE Details 7l FTHEMEMER,

8. E1f istio-system R T [AFEFTEMEIIRKR, 1ERTi Workloads T1H, Kiali IZRTEE
BZATIRR.

a. BB EEEEREIFL, UEE Details 5 il THRAMEME R,
9. EHE istio-system sy A L[| HHIARS5 IR, = Services TH, Kiali ‘ERARSSFECERIEERIR
N

ho

a. BEIMEHBEEREREI L, LUEE Details 7l FTHEMEMER,

10. EAEE istio-system #4422 [ Istio Configuration AR FIFK, = Istio Config TIHE, Kiali i
TEE IR,

a. MBEHMEBEIR, =17, Kiali &I TFERE X HFH R ERiER,

1.8.4. 7£ Red Hat OpenShift Service on AWS (ROSA) L %% Service Mesh
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M 2.2 fRAFF18, Red Hat OpenShift Service Mesh 2 ##1E AWS £ Red Hat OpenShift
Service(ROSA) L& %, ATTILK T HEXNFE E&E Service Mesh I RIZTA Z K,

1.8.4.1. REALE

1E %%t Red Hat OpenShift Service Mesh F /3 ServiceMeshControlPlane i, &0 — N4
ZeE], #0 istio-system,

1.8.4.2. A= M Service Mesh control plane B¢ &

ServiceMeshControlPlane X {4 #IBRIAERE TT/EE ROSA £ IT{E, £ AWS EMJ Red Hat
OpenShift Service LZ&&N, ELAENBAINR SMCP FHixE
spec.security.identity.type=ThirdParty,

ROSA B ServiceMeshControlPlane %R

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
namespace: istio-system
spec:
version: v2.5
security:
identity:
type: ThirdParty #required setting for ROSA
tracing:
type: Jaeger
sampling: 10000
policy:
type: Istiod
addons:
grafana:
enabled: true
jaeger:
install:
storage:
type: Memory
kiali:
enabled: true
prometheus:
enabled: true
telemetry:
type: Istiod

1.8.4.3. %} Kiali Bdi&AIFR#1

Red Hat OpenShift Service on AWS X 3 BTIRF A R 1E Red Hat managed #p 44 22 [A] R A & Kiali BTR
FEFTERSHIBR S,

XELRE, 7 ROSA £8 AR 1H# M spec.deployment.access_namespaces HL  T@EAILE :
o ["] (FRAEMH&ZEH)

o default
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® codeready-*
e openshift-*
e redhat-*
FUERERE RIRME T A SR R IR STEIIR,

ROSA By Kiali %R~

apiVersion: kiali.io/vialphat
kind: Kial
metadata:
name: kiali
namespace: istio-system
spec:
auth:
strategy: openshift
deployment:
accessible_namespaces: #restricted setting for ROSA
- istio-system
image_pull_policy: "
ingress_enabled: true
namespace: istio-system

1.8.5. HAth BTIR
Red Hat OpenShift Service Mesh X {5 HHBIZ MHIT control plane, & AT LAfE

ServiceMeshControlPlane EZES IR ESFHAMNKE. NRELER, 1HSHAIE control plane B
E%Q

1.8.6. 555 TF

® 7f Service Mesh HIRINTIE, WMENAREFAR, MFRSER, ESHERS WS FRINR

%o

1.9. TEAR 55 FAAE AR AN INAR 55
FEESRS ; AR, REERIERMBBRSMIES, BST M,

1.9.1. XTI B RN AR 55 P& A

L% Operator F{1/# ServiceMeshControlPlane %E/E, —1Ns(% N0 RINEIRSS W& S,

1 Red Hat OpenShift Service on AWS /1, TiHEKX EZ—NHBRINFHER
Kubernetes ep422[A], NI E RRILAERBA IDSEMH, @&, RedHat OpenShift
Service on AWS Web #ZHIAEAAENE, CLIERAREREZZER, EAEEXERS
M,

& LU#E A Red Hat OpenShift Service on AWS Web #E6I1& 3K CLI 557 B AR INEIFNA RS A&, 0
BEARMEIBRS MR BE=FAE :
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e 7f ServiceMeshMemberRoll %R 15 & i B & #5.
e 7f ServiceMeshMemberRoll 7EH) spec.labelSelectors & & h1 512615 250
o EIBH1IE ServiceMeshMember %R,

MBEFAE—NAE, BFi6)E ServiceMeshMemberRoll Fi&,

1.9.2. 6]# Red Hat OpenShift Service Mesh member roll

ServiceMeshMemberRoll 7| 4 /EF Service Mesh control plane i H, RA&
ServiceMeshMemberRoll #2515 8971 B 232 Zl control plane B9, TERFIB ARMNE4FE control
plane EBZH member roll Z &1, YiEARAETFIRS MK,

B IE ServiceMeshControlPlane FITERIE—MIIE R A2 — 187 default 89
ServiceMeshMemberRoll &, #0 istio-system,

1.9.2.1. M\ Web #ZHIE 612 member roll

RE M web $2HIE 7E Service Mesh member roll BRII—NHZ NIH, EAFIH, istio-system 2
Service Mesh control plane T B # % #5.

AR
o BEZREHIULM Red Hat OpenShift Service Mesh Operator,

° g/d\\j]ﬂ%”ﬂﬁ%n*%ﬁ’]f)bﬁlﬁ E §Ji§

1. &[fE| Red Hat OpenShift Service on AWS web 241 &

2. MRBEEBMERS, HEBEMLFFLE, FHENNARFUE—INUIE, silsR
Service Mesh control plane #9171 B A~ [,

a. % ZE Home — Project,
b. £ Name FE& i A — D&,
c. M Create,
3. 5fin%l Operators - Installed Operators,

4. =2 Project 35, MFIRFPIEFEE ServiceMeshControlPlane #RIIIIE, #0 istio-
system,

5. = Red Hat OpenShift Service Mesh Operator,
6. = Istio Service Mesh Member Rolli£i £,
7. m Create ServiceMeshMemberRoll

8. Hiifi Members, AF7E Value %Exq:'%llﬁﬁ%ﬂ?o B LURIER#EWE, B—110E
HeeBF—1 ServiceMeshMemberRoll %k

9. = Create,
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4

1.9.2.2. @7t CLI | member roll

& e LA R ap 17351 B 710 E ServiceMeshMemberRoll A,
([} =355
o BREFHLIUEM Red Hat OpenShift Service Mesh Operator,

° gm\\ﬂﬂﬂﬂﬁ%n*ﬁﬁ’ﬂﬁ E 5.]%

e iJj[n] OpenShift CLI (o€) &
ik
1. Z[1i%] Red Hat OpenShift Service on AWS CLI,

I $ oc login --username=<NAMEOFUSER> https://<HOSTNAME>:6443

2. MREBLEBEMERS, HEBEMLFFLE, FHENNARFUE—IUIE, eils R
Service Mesh control plane #9171 B A~ [,

I $ oc new-project <your-project>

3. BB NMA, FHER TR YAMLER MR INMESHENTE, BE—MIERERT
—~ ServiceMeshMemberRoll %R, EA&MIH, istio-system 2 Service Mesh control plane
Tij B B9 R,

servicemeshmemberroll-default.yaml =4l

apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:
name: default
namespace: istio-system
spec:
members:
# a list of projects joined into the service mesh
- your-project-name
- another-project-name

4. iB{TLAT %, 1% istio-system an & 22 [ fh L (£ FH A ServiceMeshMemberRoll FFR,
I $ oc create -n istio-system -f servicemeshmemberroll-default.yaml

5 afTUA T4, LUSIE ServiceMeshMemberRoll 25 BRI 01,
I $ oc get smmr -n istio-system default

%4 STATUS %5 Configured i, &M IN5EK,

1.9.3. xF{#H ServiceMeshMemberRoll ¥R Z 07 B
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£ ServiceMeshMemberRoll 53R 2 4 1 B A0 2l Ak 55 Mg B T H 50K, Z2ARIIE, §1E
ServiceMeshMemberRoll &8 spec.members FExH315ELIH & #. ServiceMeshMemberRoll %
JR¥gEWIN 7 E B ServiceMeshControlPlane %iRI%EH,

Service Mesh

Namespace: istio-system Namespace: ( my-application Namespace: my-other-app

Service Mesh Control Plane

Service Mesh Member Roll

spec:
members:

Services Pods Services Pods
( - my-application )

D Name matches Name doesn’t match

FEALAERNT B REER - 28X+ update servicemeshmemberrolls 7l
update pod 45711,

o NMRMBEBAERNMERSMEFHNARRFE. TEAEHSIRS, EEEUTIERE:
o 7E web 1244 Fh{#E A ServiceMeshMemberRoll 558 M A& /70 sk i BR15 B
o @it CLIfEF ServiceMeshMemberRoll ¥ 8 M R4 Hb g a0 sk it BRI B

o FH, BERE—1EN Bookinfo BIRBIN AR FH G EHRINEI ServiceMeshMemberRoll %R
i, &S % Bookinfo Rl FTEEHFR,

1.9.3.1. £ web 24l & Hh{E A ServiceMeshMemberRoll %8 M P& ch 7= 0=k ka1 8

& BT LA#E A Red Hat OpenShift Service on AWS Web #2ll5 #9 ServiceMeshMemberRoll 55 iR M A& A
AINSKMERIIB, ERILURIMERBENTIE, BTERERTF—1 B,

L EeXT N B ServiceMeshControlPlane T5R#MIFRE, ServiceMeshMemberRoll %Rt &4 MR,

AR
o B REFHLIUEM Red Hat OpenShift Service Mesh Operator,
e IF ServiceMeshMemberRoll %i&
e 78 ServiceMeshMemberRoll ¥R H %5,

o = MR AR AN BREY T B B8 7R,

it =

1. E[E% Red Hat OpenShift Service on AWS web 215,
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2. 5%l Operators — Installed Operators,

3. $ Project 3£, MFIKRHDIEFEERE T ServiceMeshControlPlane ¥REITIE, HI0 istio-
system,

4. = Red Hat OpenShift Service Mesh Operator,
5. = Istio Service Mesh Member Rolli£TiF,

6. = default ##3%.

7. 8 YAML $R%,

. B YAML LRI B E IR 5L (SRR B LUBRIIE K 5) » A LURIMERHENTIE,
B—111E R e F—1 ServiceMeshMemberRoll ¥R,

00

servicemeshmemberroll-default.yaml =l

apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:
name: default
namespace: istio-system #control plane project
spec:
members:
# a list of projects joined into the service mesh
- your-project-name
- another-project-name

9. = Save,

10. & Reload,

1.9.3.2. f# [ CLI B9 ServiceMeshMemberRoll %8 M B4& & 7 hn =k i pa 15 5

Ea LUFER CLI B9 ServiceMeshMemberRoll F5RSE — N2 N0 BRINEIMEH, S LURIMERE
ENTIE, BUiERERTF—1MMIE,

L EeXT B ServiceMeshControlPlane T5R#MIFRE, ServiceMeshMemberRoll ¥R th &4 MR,

AR
o B REFHILIUEM Red Hat OpenShift Service Mesh Operator,
e I& ServiceMeshMemberRoll %R
e i ServiceMeshMemberRoll ¥R B %5,
o MR ARSI BRAYI B B9 & 7R,

e jj[a] OpenShift CLI (oc) o

it =

1. Z[1i%] Red Hat OpenShift Service on AWS CLI,
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2. YR ServiceMeshMemberRoll %,

I $ oc edit smmr -n <controlplane-namespace>

3. B YAML LURINSMIBRVE MR TR, B LURINESRENTR, BE— NI BREBT—
2 ServiceMeshMemberRoll %8,

servicemeshmemberroll-default.yaml 7=l

apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:
name: default
namespace: istio-system #control plane project
spec:
members:
# a list of projects joined into the service mesh
- your-project-name
- another-project-name

4. RIFXMHFFR SRR,

1.9.4. = F{E A ServiceMeshMember R 707 B
ServiceMeshMember % Rigfit 7 —FE &K ServiceMeshMemberRoll ¥ RIS R 50 B Rz
RS ML, BERINYE, BHEEERINERSMENTIE + 02 ServiceMeshMember 758, 24

Service Mesh Operator 42 ServiceMeshMember 5 &), TiiH 2 HINIE ServiceMeshMemberRoll
BIRAY status.members 7R+, AfE, BFUE ARG HigiRHE.

Service Mesh

Namespace: istio-system Namespace: my-application Namespace: my-other-app

Service Mesh Member

C Service Mesh Control Plane 4----- & controlPlaneRef

Services Pods Services Pods

~

Service Mesh Member Roll

D SMM references control plane SMM doesn't exist

MBI EE NEIMEA 12T 5| A ServiceMeshMember ¥ B A1#) ServiceMeshControlPlane
FIRBIABR, ERLXAMURR, W& F - = LUS I B RN B Mtg &, BNMEIZ P& GRS Mg E =X
ServiceMeshMemberRoll %R BV PR, MERLER, HSHAIE Red Hat OpenShift
Service Mesh B i,

1.9.4.1. £ web #2245 dh {8 A ServiceMeshMember ¥R H ZinEIM& &
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& AT LAE A Red Hat OpenShift Service on AWS Web %I & B ServiceMeshMember RS — 2% 4
SFAYINE S

AR

i

B%& % Red Hat OpenShift Service Mesh Operator,

=

4058 ServiceMeshControlPlane %R & FR UK BB AR B #I T B B & 7R,

bE]
]

Z

RFIPERAEAYI SRR el SR = i

AR 25 PR B3R G/ BR R 1 T AR 55 A RO DT A1 BR, B IE G AT LA A RoleBinding =X
ClusterRoleBinding % i /1% % mesh-user A2 Bi[FINR, MEEZER, HSMH 0/Z Red
Hat OpenShift Service Mesh A% /7,

. E[EEI Red Hat OpenShift Service on AWS web 25,

SfinZ% Operators - Installed Operators,

= Project &5, ABFMTHIIRAEFEBERMNBIMEHTE, B4l : istio-system,
= Red Hat OpenShift Service Mesh Operator,

= Istio Service Mesh Member &1,

= Create ServiceMeshMember

#% ServiceMeshMember FIEK I\ & T

=i LLEFF ControlPlaneRef,

. 1£ Namespace FF&, %% ServiceMeshControlPlane ¥RATEMITIR., 40 : istio-

system,

. 1 Name FE&Hh# AL én & 22 |5 Fr/@H ServiceMeshControlPlane %RHI& 5, Flan, EHA,

. = Create,

BT LT %1\ ServiceMeshMember %R E 013, HATIB S HRMBIMIGH :
a. M HRAM, 40 default,
b. EERERE LM Conditions Z4,

c. f1IA Reconciled #1 Ready 541 Status & True.
SN Status *y False, 5% Reason #l1 Message 7L T fRE %5 R,

1.9.4.2. @5 CLI {1/ ServiceMeshMember % E{S55 B 102 4§

& eI L@ CLI fEF ServiceMeshMember ¥R — N8 % N0 B R AINEI A& #,

AR
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B %% Red Hat OpenShift Service Mesh Operator,

T4018 ServiceMeshControlPlane ¥REIE R EFrETE KA FR,

pEl
B

=

SRE R ZERNINE RS AR BT B B 5.

AR 25 FAAE B 2R G/ BR A 5 T AR 55 AR B9 DT [RIAN R, B XE A ATLA#E A RoleBinding X
ClusterRoleBinding % i /%% mesh-user A2 Bi[FINR, MEEZER, ESMH £/Z Red
Hat OpenShift Service Mesh A% /7,

. Zfifi%] Red Hat OpenShift Service on AWS CLI,

. i ServiceMeshMember jE #0132 YAML X4, EHJ% my-application 5 B /RINZIH istio-

system @& 22 A/ hERE M ServiceMeshControlPlane ¥R G2 HIARSS WM& & -

apiVersion: maistra.io/v1
kind: ServiceMeshMember
metadata:
name: default
namespace: my-application
spec:
controlPlaneRef:
namespace: istio-system
name: basic

. BFA YAML X #4-LLBEE ServiceMeshMember %R :

I $ oc apply -f <file-name>

EITU TS, Wik ZEREE BN —89, #BIAE True HII7E READY 5+,
I $ oc get smm default -n my-application
=1

NAME CONTROL PLANE READY AGE
default istio-system/basic True 2miis

714+, #H%E ServiceMeshMemberRoll 55J®, LU\ my-application v 22 ] E /R 1E
ServiceMeshMemberRoll %R status.members #] status.configuredMembers FE& 1,

I $ oc describe smmr default -n istio-system

=1
Name: default
Namespace: istio-system
Labels: <none>
#...
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Status:
#...

Configured Members:
default
my-application

#...

Members:
default
my-application

1.9.5. X FERIR A RN E

S FRESTHENEE, SO LUERRZAERNIERMEIMEH, ServiceMeshMemberRoll 55EA 15
ERIFRZ e 85 AT ik Service Mesh Operator 1R #E 61 % 22 (B 4355 M A& AN s BRep 2 22 1A], SR LAASR
BE AR L ERH AWS R E MR Red Hat OpenShift Service AR, & AT LU
ServiceMeshMemberRoll %R1EE % ML 25,

Service Mesh

Namespace: istio-system Namespace: my-application Namespace: my-other-app
metadata: metadata:
labels: labels:
Service Mesh Control Plane
( my-key: my-value ) my-key: different-value
Service Mesh Member Roll
spec:
memberSelectors:
Services Pods Services Pods
C my-key: my-value )
D Label matches Label doesn’t match

sNRep B ZE[FFR%E5S ServiceMeshMemberRoll 51R 38 E BE LR LES, N EZE RSB ETEW
B,

1 Red Hat OpenShift Service on AWS /1, TiHEKX EZ— N BRI FHER
Kubernetes ep422[A], NI ERRILAERBA IDSEH, @&, Red Hat OpenShift
Service on AWS Web #H & RARE 774, CLIERAARE #45/E, BRERR EZE
Gil:s 8

1.9.5.1. EF 7 Web #2255 BIbREE 23501 B AN 21 A&

18T LUE B % R 25 # B Red Hat OpenShift Service on AWS Web #2241 & 455 B 755 103 Service
Mesh,

(1} =355
o B &% Red Hat OpenShift Service Mesh Operator,

o MEEH—/IAM ServiceMeshMemberRoll &,
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o UIEZH dedicated-admin & &I 515 & % E Red Hat OpenShift Service on AWS web 2l
AN

Ho

it

1. 5fnZE Operators - Installed Operators,

2. = Project 3£H#, MTHIZZHAIEFEERE ServiceMeshMemberRoll ¥HRHTIE, 40 : istio-
system,

3. = Red Hat OpenShift Service Mesh Operator,

4. = Istio Service Mesh Member Rolli£T7 &,

5. Hif Create ServiceMeshMember Roll,

6. #% ServiceMeshMemberRoll BIEXI\ & FF,

7. 1f Labels FEHHEABEY, LEXIRARSMEHhEQSMLLm L ERPIRE, MRTBGA

ZRBEBHRFESHREENIRE, NIBEREERIBSHERSMEH, ERFERNSEXMNNR
e

fBign, %A mykey=myvalue @IEEF RS BIFT B A ZAE MBI —E 9, HikFERniH
PCECITAS, 101 E €4 22 AR AN B AR 55 Mg R,

& A\ myotherkey=myothervalue 2FE G WITEZRIFT A tn & B FE N MG —E 9, LR
FRIRICECIET, 11 B fp 4 22 (A4 7 102U AR 25 P45 Fh,

8. = Create,

1.9.5.2. WA CLI BRZ B2 w B A Mg ch

BB LU PRI 88@ 0t CLI S B 710 % Service Mesh A,
AR E A

o B %% Red Hat OpenShift Service Mesh Operator,

o IMEH—/NIAHH ServiceMeshMemberRoll ¥R,

e LIEF dedicated-admin &K &19E %% Red Hat OpenShift Service on AWS,

1. Z[E% Red Hat OpenShift Service on AWS CLI,
2. 4w’ ServiceMeshMemberRoll %R,
I $ oc edit smmr default -n istio-system

& AT LARF Service Mesh control plane B EZE{F A5 &R ST E 2 FHTE,

3. 1B YAML X4, LUTE ServiceMeshMemberRoll 758 spec.memberSelectors XSS
9 44 22 (Al R A e 2R
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k

N
ya
)

¢l

8A AT LAE %23 P B9 matchExpressions %, MA~# /A matchLabels =

TL
X o

apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:

name: default

namespace: istio-system
spec:

memberSelectors: ﬂ

- matchLabels: 9

mykey: myvalue 6
- matchLabels:
myotherkey: myothervalue 6

ﬂ SERATFIRARS P2 B &R ERIREERESR, MRIIE AR EA LR

EENRE, NMBeaRZERSaSERSMEH, TEGRZEATFTERNSE XM DR
e

3o

Fi mykey=myvalue 17518 EFT B P& ZE (A, HiFEaR iR IEEWINT, T B fn 44 22 (A
ANINEIAR 55 MR R,

Fi myotherkey=myothervalue "3 i8 EFT B & R[], HikFESRIMATETR, WE
44 22 A AN N B BR 25 A& AR

1.9.6. Bookinfo =5l FATEFE

&8 LUE A Bookinfo 7=l N FI 2 % il Red Hat OpenShift Service on AWS FIJ Red Hat OpenShift
Service Mesh 2.5 %%,

Bookinfo N AR ER—APIER, XUTFELPENL—BREE. NAKER—1TE, Hibf#Ed
THEBHFAESR (SBN, HEHMEMER) URESHITFL,

Bookinfo 5 FA#2 5 ERiX LE AR 55 4HBX, -
e productpage iR %5V FA details 1 reviews Bk 553 £ TTHE1E 2.
o details RFSBET PHER,
o review MRS EIE T P IL, BEMIASVHA ratings MRS .
e ratings®fRS5 2 T H AN K HHITILERHITOER.
reviews AR5 H =ThRA :
o fRA v A ratings AR5,
o fRkA v2 i ratings ARSS, HU—EANBRBERKRRSTEAPBHITD,
e hixA v3 iH ratings RS, FHLU—BIENLBEERKKRG AT,

1.9.6.1. 2% Bookinfo N ARRFE
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AHENE T INMEIERTIE. 5 Bookinfo N FAERFIREE1ZII B F7E Service Mesh HEEBIEEZITHIN
A2k 0| =B N AR,

FoRFEH -
o 4T Red Hat OpenShift Service on AWS 4.1 S & = iR A,
o L% T Red Hat OpenShift Service Mesh 2.5,
e iJj[n] OpenShift CLI (o¢) &

e LIEF dedicated-admin A &H ' &19E %% Red Hat OpenShift Service on AWS,

e

P2y~
AT Y S BRIX Service Mesh control plane T H ) istio-system, MREH— &%
[B]FRZRE T control plane, TEIZITHISREEENBS.

it 3

1. = Home - Projects,

2. =il Create Project,

3. 7£ Project Name H#ij A info, #iA Display Name % Description, fAJ5m Create,
o =E, tEILUE CLIZIT X N4 R A& info T E,

I $ oc new-project info

4. = Operators — Installed Operators,

5. & Project 32, {#f Service Mesh control plane 8 & Z2[f], EXANRGIF, HA istio-
system,

6. = Red Hat OpenShift Service MeshOperator,

7. B Istio Service Mesh Member Rolli%i+,

a. MRMBABIET Istio Service Mesh Member Roll, iH&#, AREXT YAML I 3T F
YAML %5825,

b. #IREiIL%HEBIEE ServiceMeshMemberRoll, == Create ServiceMeshMemberRoll,
8. Hiii Members, AGTE Value FE& i AL E & #r,
9. | Create {RFEFH Service Mesh Member Roll,

a. HE, [UTROREER YAML X,

Bookinfo ServiceMeshMemberRoll 7Rffl servicemeshmemberroll-default.yaml

apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:

name: default
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spec:
members:
- info

J:ﬁL,L'F a4y L% 3, FHIT istio-system 4 Z2[A] ]2 ServiceMeshMemberRoll %

B, TEABIG, istio-system 2 Service Mesh control plane T B B9 & 5.

I $ oc create -n istio-system -f servicemeshmemberroll-default.yaml

10. IZTLU T4, LUEIE ServiceMeshMemberRoll 7 2 A 01 &,
I $ oc get smmr -n istio-system -0 wide

%4 STATUS %5 Configured i, &M IN5EK,

NAME READY STATUS AGE MEMBERS
default 1/1  Configured 70s ["info"]

. 1£ CLI &, 3&jF A bookinfo.yaml XX{1E info" T B EBE Bookinfo :

$ oc apply -n info -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.5/samples/bookinfo/platform/kube/bookinfo.yaml

IERZE BRI T BRI

service/details created
serviceaccount/info-details created
deployment.apps/details-v1 created
service/ratings created
serviceaccount/info-ratings created
deployment.apps/ratings-v1 created
service/reviews created
serviceaccount/info-reviews created
deployment.apps/reviews-v1 created
deployment.apps/reviews-v2 created
deployment.apps/reviews-v3 created
service/productpage created
serviceaccount/info-productpage created
deployment.apps/productpage-v1 created

12. &1 info-gateway.yaml X0 AhM% :

$ oc apply -n info -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.5/samples/bookinfo/networking/bookinfo-gateway.yami

IERZE B R0 T BRI

gateway.networking.istio.io/info-gateway created
virtualservice.networking.istio.io/info created

13. iX& GATEWAY_URL S M(H :
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$ export GATEWAY_URL=$(oc -n istio-system get route istio-ingressgateway -o
jsonpath="{.spec.host}")

1.9.6.2. ZxIn2KIA B B9ih L

TEfE R Bookinfo N EFRT, B ELRMEINB AN, RIVERSERT mutual TLS J3IE, i
FEE M YAML 3,

Z

ff

L=
1. BZRMEBMHN, HoTUTese—

S

o INREA/EH mutual TLS :

$ oc apply -n info -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.5/samples/bookinfo/networking/destination-rule-all.yaml

o IREAT nutual TLS :

$ oc apply -n info -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.5/samples/bookinfo/networking/destination-rule-all-mtls.yaml

IERZE BRI T BRI

destinationrule.networking.istio.io/productpage created
destinationrule.networking.istio.io/reviews created
destinationrule.networking.istio.io/ratings created
destinationrule.networking.istio.io/details created

1.9.6.3. B31IF Bookinfo Z&23&

Z11) =l Bookinfo N FARRF EBHMMINERE, EHITUTEIE,
EIE= Sia

e % T Red Hat OpenShift Service Mesh,

o M ZE Bookinfo RN ARRFHE .

e LIEF dedicated-admin &K &19E %% Red Hat OpenShift Service on AWS,
it CLI S

1. JUEFRA pod RGBS LS RLLE -

I $ oc get pods -n info

FIEASHRERREEL S Running, &N IZE BN TR

NAME READY STATUS RESTARTS AGE
details-v1-55b869668-jh7hb 2/2  Running 0 12m
productpage-vi1-6fc77ff794-nsl8r 2/2 Running 0 12m

ratings-v1-7d7d8d8b56-55scn 2/2  Running 0 12m
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reviews-v1-868597db96-bdxgq 2/2  Running 0 12m
reviews-v2-5b64f47978-cvssp 2/2  Running 0 12m
reviews-v3-6dfd49b55b-vewpf 2/2 Running 0 12m

2. BT S E K ER 7 M T E B URL:

I echo "http://$GATEWAY_URL/productpage”
3. TER TN b 85 & HIl F MG LA IE R B B 8B E T Bookinfo [ & T1H.

¥ H Kiali web 255095 %
1. FREX Kiali web 2244 Byttt

a. E[EE Red Hat OpenShift Service on AWS web $2#I&
b. # A Networking - Routes.

c. 1f Routes T{E™H, M Namespace ¥ HH1%L#E Service Mesh control plane 1B, #0 istio-
system,

Location 7 Z /R B R HE R 1L,
d. = Kiali B Location 7l R H9EE %,
e. Hili LogIn With OpenShift, Kiali Overview & T R&ENE iy 4 22 (] PR,
2. 1E Kiali A, s Graph,
3. M Namespace FIZ&Fi%FE info, M Graph Type FIRA%HE App graph.
4. M Display 3 /5% Display idle nodes,

X EREHT R, BEREEIHZXER. SATUBANMABERE YL, BRREEMMER

==
AILE o

X

o {fF Duration I NNET (] ER, LABSBAMBMRIEIRIBRIRE,
o f{fiF] Refresh Rate L ERIFTRENERE /N, HERATRIFREZ,

5. = Services. Workloads 5% Istio Config &% info ZHFHIFIRMA, FHILNE(1ERE.

1.9.6.4. B4 Bookinfo N HEFE
IRBB LT 5 AR Bookinfo M T2,

AR

o % T Red Hat OpenShift Service on AWS 4.1 S & = iR A,
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o L% T Red Hat OpenShift Service Mesh 2.5,

e jj[a] OpenShift CLI (oc) o

1.9.6.4.1. fitiB& Bookinfo Wi H

1. &Z[fE Red Hat OpenShift Service on AWS web 2% &

2. = Home - Projects,

3. minfo ¥ , A5 = Delete Project,
4. FEWISTEEFRBEA info, ZA/F = Delete,

o IFE, MALMERA CLIZITX MR KAIR info I H,

I $ oc delete project info

1.9.6.4.2. M Service Mesh member roll fiif& Bookinfo Wi H

it

1. E[EF Red Hat OpenShift Service on AWS web #2HlI&
2. = Operators — Installed Operators,

3. = Project 5, MZIKHIL istio-system,

% 13 SERVICE MESH 2.X

4. 5 Red Hat OpenShift Service MeshOperator £ Provided APIS T 52 Istio Service Mesh

Member Roll $%#,

5. = ServiceMeshMemberRoll 3 F1%F Edit Service Mesh Member Roll,

6. ZREEBRIABY Service Mesh Member Roll YAML 3 M members 5K A& info,

o THE, REILUEA CLIZITIXN 645 M ServiceMeshMemberRoll A iff& info THH, T4

&, istio-system 2 Service Mesh control plane i B #94& #F.

I $ oc -n istio-system patch --type='json' smmr default -p '[{"op": "remove", "path":

"/SpeC/memberS", ||va|uell:[lllllinfolllll]}]l

7. £ Save E#T Service Mesh Member Roll,

1.9.7. BEH IR

o BB EEHIR, BMNE A sidecar FEA,

1.10. ;2 SIDECAR X A
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MaEEMMRSHMEZFRMNEIMEE, T—F2ENAEFB Deployment FRA 5 B sidecar
FEAINEE, BT HENERE R B BD) sidecar i E A

INRIE B %4 Bookinfo RN ARER, NSIMENBRERF, HIENREIEH—EDEA sidecar, AR
IRERAE KBRS, 157 Red Hat OpenShift Service on AWS EERER IR,

BT R R RCTEURE (F pod FNARFRBZANZITHNTARS) RATEERS
RIS L, ERREEMBNRIMSREIEENRENRBHFIITHREKILG

BRBNERBEEIRSWESHER, 1HSMH T A Service Mesh sidecar By pod F#Y
CrashLoopBackOff fFRBYZLIEXNAZEf# R 75 58 initContainer

1.10.1. BiR &4
o IEFIMIEFAIAIRS, #0 Bookinfo RN AR,

o IREHIRXM

1.10.2. )2 A B/ sidecar 3£ A

EEENBRRFER, ENILB R spec.template.metadata.annotations A1#Y
spec.template.metadata.annotations F8J}Ef# sidecar.istio.io/inject ECiE 7 true JEHE SF A, %L
1R sidecar 3T AT M Red Hat OpenShift Service on AWS ByEhThEE, %0 Red Hat OpenShift
Service on AWS £ R4 Y2 MEZR{EF#I builder pods

=55
o HAMENIRS M —ER D BIe B ZE(H], LARFEBED sidecar SEABIERE,

iz
1. BEREE, EEH oc get H.
I $ oc get deployment -n <namespace>

plan, EEEE info 3R ZEF R 'ratings-v1' HARSSRIERE XX, HEAUTHSLL YAML 485
HE KR

I oc get deployment -n info ratings-v1 -o yaml

2. TEYREISRPITHN ARRFNIERE YAML X4,

3. J¥ spec.template.metadata.annotations.sidecar.istio/inject 7~ 11%| Deployment YAML |,
F 1 sidecar.istio.io/inject % &N true, N THIFTR,

info deployment-ratings-vl.yaml 89T i BBl

apiVersion: apps/vi
kind: Deployment
metadata:
name: ratings-v1
namespace: info
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labels:
app: ratings
version: vi
spec:
template:
metadata:
annotations:
sidecar.istio.io/inject: 'true'

4. REFHREBEEXH.
5. FxXHRmMEaE N ARFNTE,

I $ oc apply -n <namespace> -f deployment.yaml

5

EARAIG, info 285 ratings-v1 2 deployment-ratings-v1.yaml B9 B #9 £ #,
IR ST

I $ oc apply -n info -f deployment-ratings-v1.yaml
6. HEEWIEFIR LGN, HETUTHS :
I $ oc get deployment -n <namespace> <deploymentName> -o yaml|
B,
I $ oc get deployment -n info ratings-v1 -o yaml
1.10.3. 5%k sidecar 3£ A

Kiall ZH SR T WA NRIGIEN ARRF. RSMIENEHESE sidecar (LI,

1.3. 4 sidecar badge

Graph TEER— T R#tr, B©ERTUTER PR Missing Sidecar :
o NAERFK
o RAMN AERE

o T{Ef#EK
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1.4. R sidecar E#r

‘[] Missing Sidecar

Applications TTEE %A sidecar Byan % 22 (5] AR S FF2FH Details 74 £ 7R — > Missing Sidecar
Ly

Workloads T H /1i% A sidecar BMEMIN FFEFH Details 7l . 7R—4> Missing Sidecar K17,

Services TIE{E& A sidecar Byn % 22 (B AR N T2 Details 74 £ 7n— > Missing Sidecar
Fro HARFGSAEZMRARS, EAILUER Service Details TITEIEE Missing Sidecar E#r,

Workload Details TIEA — MFHISI— Logs L&, mLEEFMXEKN AREFNREESE, &L
% Envoy BEM AEIEN 2R TE A sidecar FARN A —FHARNEREE.

Workload Details TTEIA 2B E - Envoy REESK#E A Envoy NIRRT TE I EM Envoy Fr& T, Itb
£ S RHNER Envoy {Y3RHMR, HEFEE Clusters, Listeners. Routes. Bootstrap. Config #ll
Metrics B F LI,

BXJEHA Envoy ViR BERIFEE, 1ESEWEEHREED.
BXHEE Envoy HEWERE, 1ESE Kiali =6 6HMHEHE

110.4. Bl ERIBINMED &

Envoy sidecar {RIEMEZ & I ServiceMeshControlPlane &1,

e LR |n|ect|on-template yaml SR RIERZE RN pod SEMRSE N N FATEFXE sidecar RIEHY
INETE, IMNELEFE A sidecar,

injection-template.yaml <5l

apiVersion: apps/v1
kind: Deployment
metadata:
name: resource
spec:
replicas: 7
selector:
matchLabels:
app: resource
template:
metadata:
annotations:
sidecar.maistra.io/proxyEnv: "{ \"maistra_test_env\": \"env_value\", \"maistra_test_env_2\":
\"env_value_2\" }"
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Digk

“®

|

ELBEE OB E LR, BERNSE maistraio/ FREFIEMR, XLEFREFE
fRRNUTIRE Operator £XFIEE, MREELIEBSRITERT M Operator EESZEI’J

WEEHINE, ETNESSLL maistra.io/ F LRSS TR, £ F— DT
B, Operator {578 25 Sl BRixX Lo AR 2k AR R TR

1.10.5. E#7 sidecar {XIE
ZHHT sidecar RIEWEE, NARFEEGWINERNARERF pod,

INRIERIEREER T B sidecar EAZHRE, NIA LURILRINSAESUE AR BHEBRZE Y pod EiR, 1217
LUR ek EFERE pod :

$ oc patch deployment/<deployment> -p '{"spec":{"template":{"metadata":{"annotations":
{"kubectl.kubernetes.io/restartedAt": ""date -lseconds "}}}}}'

INRIEHERE R B FER B L) sidecar SEATNRE, MBI ESEE S pod HIEER sidecar Fesfnifkdk
F I EH sidecar, ABE/E pods.

110.6. L8 9R

HIEREIMERLE Red Hat OpenShift Service Mesh Ih#E,
o L&
e REEHE

o igPR. HEFMELR

1.11. A% SERVICE MESH

E1}j[a] Red Hat OpenShift Service Mesh B HEITHIAE, 1EFHEIHRIMRA 2.5,

11.1. 7 2R A
STHETES SMRAN R EF S AR A, i EARAELE 3 MBS, B XY.Z, Ef:

o XARREMA., ELITHRABERTHE ETENZL : /IWER. API Bl BEAERUK LKL
BAREH,

o Y RFRRA. RETHRASE THIE, R RFAGREME,

o zKR—PIThHRE (BFFN z-stream fRA) o T IRAR FRAMARE WIRBFNXEE (CVE) B9
FRRAR, URMAPHNRRFHRMES, FREBEFTRFENITREN—EB2 X,

1.11.1.1. lRA*} Service Mesh FH2 By
BIECEHITHEHRE, AIIRBSBRARE,
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# T8 - BB Operator Lifecycle Manager(OLMYB RN T #4 ; TEE#H Operator Ff & B i
7o

FIRAET - REEAFBNZHH Red Hat OpenShift Service Mesh Operator frA&, FHFiNER
ServiceMeshControlPlane %R #] spec.version fH,

o FIRATEH - TMAHANEEFHEIZHH Red Hat OpenShift Service Mesh Operator ik, FF

FrhfEX ServiceMeshControlPlane TR+ # spec.version {5, ENEMANEFHFAEI ST
MERBNEN, LAATRERZHITHNANFIIER,

1.11.1.2. T f# Service Mesh kx4

BT RBISERY LEEM Red Hat OpenShift Service Mesh ik A&, RFEZE 7 RINAEERNMEAGMRA,

y AT

® Operator MiA - &#THRA N 2.5, Operator fRAS(NIERHEIRE Operator BIfRA, EH
Red Hat OpenShift Service Mesh Operator 2 #F Service Mesh control plane 9% /Nhe A, FrLA
Operator AR AR &R ELLEM ServiceMeshControlPlane %RHIAR A,

B

FHHKEIRFTH Operator fRAS BN A+ T BH, BAXBINF Service Mesh
control plane F2¢ B &R #FTHIR A

ServiceMeshControlPlane x4 - ServiceMeshControlPlane fx <2 & & & FH#Y Red Hat
OpenShift Service Mesh k4, ServiceMeshControlPlane %{R- R spec.version = & B{H 1%
HIFAFLREMEE Red Hat OpenShift Service Mesh BUZRIFNEZBi% &, A& Service Mesh
control plane i, EAEILAMERAUTHAHARZ —IXBIRA :

o ZEff Form View HEZE, i5M Control Plane Version 38 ARk ERR A,

o 7 YAML View HEE, E1E YAML X4 Hi%E spec.version BIE,

Operator Lifecycle Manager(OLM)AR & Service Mesh control plane #%, EItt, Operator #
ServiceMeshControlPlane (SMCP)Mi A S AR R LES, FRIEEFEIFHL SMCP,

N2 APEREN

maistra.io/ IT5SCERA N A TR A UENBEE KR, RNERTHIRE Red Hat OpenShift Service
Mesh Operator £ F 1% H Red Hat OpenShift Service Mesh Operator E1&,

gk

H
[=]

EAYTFEAR, Operator HTHI (DIEMPRIEHH) BT ELUTIREER
F 157~ Operator B IR THR,

FEFAPICER A ORNEE LR, HPaSUTIRESER

e maistra.io/ 1 app.kubernetes.io/managed-by 7% 1% &} maistra-istio-operator (Red Hat
OpenShift Service Mesh)
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e kiali.io/ (Kiali)
e jaegertracing.io/ (Red Hat OpenShift distributed tracing platform (Jaeger))
® |ogging.openshift.io/ (Red Hat Elasticsearch)

EALE, KWERPAGESERLURBEE LFIER, LUIETRHAFEEM Operator, MIEFREH Operator
B B E R AR IR S AR,

YALBIRRA 2.0 B, Operator Rfftilc5 SMCP 8 [E 8% 4 22 8] dr e F X L FR B RO BB,
LHHE 2.0 lRARF, Operator 2MIFRARTA n 44 22 (7] f { F X LR B BT,

1.11.2.1. Al g ZoNm F2 09 2 Al a5
BRI AT RERZ MM F R B R A S 4E -

o UYL Operator B, FTRERIRE Jaeger = Kiali BB E X ERE, FEFHZ Operator §l, HER
Service Mesh production E3Z& 1 Jaeger 5K Kiali X REEM B E LEEEBE X E, UMBERTUEHO
z2efll

® Red Hat OpenShift Service Mesh A% #{# A EnvoyFilter B2 &, FRIEAMAIL R, XRRNS5E
JZ Envoy API BB &8 ®, XBKRETELET MEREM. MREMEA Envoy Filters, FERNFH
%% ServiceMeshControlPlane 5|:3# 7B Envoy IR A 53 Istio EBEEE D2 B X, NIRRT
IRl BE B 42 5CIHY EnvoyFilter,

e (OSSM-1505 ServiceMeshExtension Fo;AF F Red Hat OpenShift Service on AWS hRA 4.11,
K5 ServiceMeshExtension 7£ Red Hat OpenShift Service Mesh 2.2 HEF#H, FrLUXDNEH
MERRFES, BELIEYT BIH%E WasmPluging

e OSSM-1396 IR —TMXFIRE S spec.externallPs X&, AR
ServiceMeshControlPlane BT EFH I, NIZMXSEMIREKTARREHCIE,

e OSSM-1052 7E HBRZS M control plane 174 ingressgateway BLi& Service ExternallP B, &
B 1ZARS%5. SMCP B schema fRMZIRSHIS L,
IR A SR « 22 SMCP spec RIRIX O, FIIBEMKEE (83E Service. Role #
RoleBinding) o

1.1.3. #% Operator

FL R Service Mesh FRARHFTNREEBE. BFEFMEEMPTEEHFATHT, EEEREF Operator
FERHFIRA, EALLE F Operator /381N T B #,

=

8%

Operator BIARA AR RERSMIEBIARA, EBFEM Service Mesh control plane BIfR AR
TE T 1589 Service Mesh ki A,

7 Red Hat OpenShift Service Mesh Operator X #F Service Mesh control plane B9% NMRA, FrLAEHT
Red Hat OpenShift Service Mesh Operator 7% #F£2BEH) ServiceMeshControlPlane HJ
spec.version {H, 7iEF R, spec.version [HE2— WHF, W22, TEH (N221) FTRRILE
SMCP hRAE A,
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Operator Lifecycle Manager (OLM) BEW 12 HISREE A Operator W& %, F R FET A BRI A1
(RBAC), OLM BRIATE Red Hat OpenShift Service on AWS 11217, OLM A IA A A# Operator LL &
B & %M Operator A,

F4% Operator BIE A A REUR FIEFERE Operator B EFHIZE, REEA Operator i, BAILUER
— ANEHFHEN —NMEAEREE, X NXEBENAERE T Operator WEFHEHIFI AR,

R 1.4. EHGE MR AERBEMIZE

RRA{E5E "Stable" = "Preview" 5@

B3 TR VZMARBLR R A B 5 B 3T NARBEMA, RRAFIENT RA
Operator, FARBEINEFHET—  BEIEH Operator,
DNEZEMA (BD, M 2.0 #AEE
3.0) . FEEXNALET—H
FEMRAFTFER Operator 17 [,

Manual (F3h) BEMAREMITHRAZTEF  FAAIRA. RERAFMHTRAE
PIEH, FOBRXNARET—D EFHEH
FEMAFTFER Operator 17 [,

B #T Red Hat OpenShift Service Mesh Operator [, Operator Lifecycle Manager(OLM)& bR IBRY
Operator pod /2 5h#THI pod., B Operator pod EBhfE, thiiiTRE&KE
ServiceMeshControlPlane (SMCP), #N3R7Z1E 8 i F{E{A Service Mesh control plane ‘B E A 25
B, ©RFHXLE Service Mesh control plane pod B 1 {d AT B st tRMA .

LIRF Kiali 1 Red Hat OpenShift distributed tracing Platform (Jaeger) Operator 5, OLM Fhifiid %2
SHEER, FEZELBHIHNEIF Operator BIARA, B0, MNREF Red Hat OpenShift distributed

— =

tracing Platform (Jaeger) Operator M 1.30.2 B#TZE 1.34.1, Operator 22179 AN BERER
(Jaeger)EBIFHHEALEN1.34.0,

Z{RE Red Hat OpenShift Service Mesh B4R EN T HRA, BREZLAEDER, FHIRBIEIZ Operator
B4 RE AR Ao

1.1.4. A% control plane

ST RIRAFMERA, EHIFNEH control plane, #X Istio WIEBIGHITE& %% (Canary) F,
{B Red Hat OpenShift Service Mesh REZFFRAIFA 2, Red Hat OpenShift Service Mesh Z K& iz/liifF
FHREIT—NRARA, B0, EAIIM 2.0 FHREI 21 A, REBARE 22 A, ELEEEM Red
Hat OpenShift Service Mesh 2.0 B & 2.2,

F25 AR S5 MHE control plane B, A% Operator RE IR (A0M%X) tEESHWFHAL,
BRIEOLUIER—REFEEL D control plane A&, 1B Red Hat OpenShift Service Mesh X &R %5
MR E ZEZFH N, tLELEY, BRI LMEABRER spec.version [HHWAF SCMP FiR, BENITEE
R — g,

BRIV EBHNEZELR, HSHM ServiceMeshExtension sE# ] WasmPlugin iR,
11.4.1. HESMIRA 2.4 7%F 2.5

1.11.4.1.1. Istio OpenShift B (IOR)BRIAIZE BN
Istio OpenShift BB (IOR)MIBAINIXEE B, MEMINZERALLXE,
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& eI L@ £ ServiceMeshControlPlane TR spec.gateways.openshiftRoute #11&#F enabled
FERXIE N true EfEA IOR,

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
spec:
gateways:
openshiftRoute:
enabled: true

1.11.4.1.2. Istio I F X Eo B8 5%

R T EEE A —BUE, Istio IIERES A RIERZIMN CPU BRHIEE concurrency 81, f5lt0, BRH!
2500m &% concurrency S04 E 7 3, WIR concurrency SENE N —ME, Istio FHERIZ(EFE
REREZTHEERE, MAZHEA CPU R

FLRIBIRA S, SEBERINLER 2.

1.11.4.2. S HHM 2.3 AYEN 2.4 hrA
¥ Service Mesh control plane M 2.3 #%ZI 2.4 51i# T L FIT HEN :

e % Istio OpenShift EEEH(IOR)MZFEF A, IOR WML FERART, EFEURELITRA
R,

o LITEHEMATHBRIE, FMEFImMRSSHEN TLS thEah AR EmE IR PR

o ECDHE-ECDSA-AES128-SHA

o

ECDHE-RSA-AES128-SHA

o AES128-GCM-SHA256

o AESI28-SHA

o ECDHE-ECDSA-AES256-SHA
o ECDHE-RSA-AES256-SHA

o AES256-GCM-SHA384

o AES256-SHA
LIRfEE) TLS JEER, FEVNERXEREEANRSHN REFRITEEE,

11.4.3. FHEBM 2.2 A% F 2.3

¥ Service Mesh control plane M 2.2 #2F 2.3 @FUTT HEN :

o AITHRAFEMA WasmPlugin APl, I1E, 7E 2.2 FF M ServiceMeshExtension AP|
T REWMER, MREEFH ServiceMeshExtension API Bf 272, A& KN,

1.11.4.4. MhRZ 2.1 A3 2.2 7254k

¥ Service Mesh control plane M 21 F2E) 2.2 B13# T UL FITHEHK :
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e jistio-node DaemonSet ¥ E &} istio-cni-node, LAPCHEZ L% Istio AL TR,
® |stio 110 E#7 T Envoy, EIAEF eth0 MAR lo fHRE A X E N HARRFRSR.

o b A FTHRAZIN T X WasmPlugin APl B932 3, F#F A ServiceMeshExtension API,

1.1.4.5. fHhR 4 2.0 #AEI 2.1 hR
1% Service Mesh control plane M 2.0 5 Z 2.1 313 7 LU F 2R #1417 M E K,

FIZRE Y

1 Red Hat OpenShift Service Mesh 2.1 B 2Bk Mixer, WIR/EA T Mixer, MIFEM Red Hat
OpenShift Service Mesh 2.0.x iR AF+ZE 2.1,

MREEM V2.0 ALEI VI BRILLTER, E1EEF .spec.version FEXFIFIIA Mixer KB EFH
Istiod K2 :

An error occurred

admission webhook smcp.validation.maistra.io denied the request: [support for policy.type "Mixer"
and policy.Mixer options have been removed in v2.1, please use another alternative, support for
telemetry.type "Mixer" and telemetry.Mixer options have been removed in v2.1, please use another
alternative]”

o -

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
spec:

policy:

type: Istiod
telemetry:
type: Istiod
version: v2.5
fTHEN
e AuthorizationPolicy E#F :

o {EF PROXY kT, #NREFEM ipBlocks #1 notlpBlocks 15 E L2 IP #utlt, EEHAEE
L&A remotelpBlocks M4~ & RemotelpBlocks.

o INT X HERE JSON Web Token(JWT)FE AT,
e EnvoyFilter BT B k>
o W{FF typed_config
o XDSv2 NE#HZHE
o FRAMITIESRET
o IZIAMRAMAIE AT RERTE ME B IRERIN 1xx T 204 KRNIk & 503 WA,

1.1.4.6. A% Service Mesh control plane
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FEF Red Hat OpenShift Service Mesh, &4 E# Red Hat OpenShift Service Mesh
ServiceMeshControlPlane v2 iR AT, AfE, HAEREMNAR, ERNARF pod LEHED
sidecar KR HELE,

AR

o RBETE AWS 4.9 S E mhRA L2417 Red Hat OpenShift Service,

=z

o RBARHHI Red Hat OpenShift Service Mesh Operator,

it

1. UI#:EIE8 & ServiceMeshControlPlane FRHITIH, EABIH, istio-system =Z Service Mesh
control plane T B B9 & #5.

I $ oc project istio-system
2. ¥ v2 ServiceMeshControlPlane FREEB UL IFEHE R BN,
a. IBTLLT &S, SEE ServiceMeshControlPlane ¥R v2 FR,

I $ oc get smcp -0 yaml

Rx

%1% Service Mesh control plane E2i&.

3. E# .spec.version FE&FH N HEE.
flan -

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
version: v2.5

B4, EETLMER Web 2§ & %58 Service Mesh control plane, MIAZ#HAMS1T. 7E Red Hat
OpenShift Service on AWS Web &, R Project Fik &R ¥ A B9 B & 5.

a. = Operators — Installed Operators,
b. & ServiceMeshControlPlane 525,
c. % YAML view FHEH YAML XHHIXA, 0 EHIFHFATR,

d. /= Save,

1.11.4.7. % Red Hat OpenShift Service Mesh MhZ 1.1 T Bk % 2.0

MARA 11 FARE 2.0 EEF T HETEAEIN BRFEIBEZITHIRAR Red Hat OpenShift
Service Mesh B9ET LI,
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AR
o TEF7i %] Red Hat OpenShift Service Mesh 2.0 Z &, EWFLE] Red Hat OpenShift Service
on AWS 4.7,

o BB Red Hat OpenShift Service Mesh 4 2.0 operator, IRER T BB FHEE
&, Operator B THRIER. ER, BHIHIT LS ERMEA Red Hat OpenShift
Serwce Mesh fR 7 2.0 FREYIHEE,

1.11.4.7.1. #%¢ Red Hat OpenShift Service Mesh

ZFHY Red Hat OpenShift Service Mesh, W {E#T6n % 22 B A ]2 — Red Hat OpenShift Service
Mesh ServiceMeshControlPlane v2 FR5E6l, AfE, EEZHG, SHRSNARFEMNIERZMIB
BRI & 75 EIFTAR 55 A& .

e
1. ¥ vl ServiceMeshControlPlane %R E, LUARTEER,

a. 31T T 6%, BEK ServiceMeshControlPlane %R N v2 KR,
I $ oc get smcp -0 yaml

b. &&EHH B spec.techPreview.errored.message FE&, LT REXERNTHFZERNIE

/BN o

c. MREMVI ERPFELEFE, MZHRARENE, BIEFN v2 HRGHE. v2 FR
WA B RRIE VI REBE, BEETNFER, UM, T g 5RE vi bR
N, ,.,\L_JLAETWEEI’JP*/R'Fﬂﬂﬂﬂ%m,,w ARRERR, SRAUENE, ETUMERHE
BRI v2 hRA,

d EETREXHREETIR, EEA oc get MRITR, EARMMBMENAM, FHIFHHRERR
B EERI S

$ oc get smcp.v1.maistra.io <smcp_name> > smcp-resource.yaml
#Edit the smcp-resource.yaml file.
$ oc replace -f smcp-resource.yaml

e. ZEFERAMTIEERIR, F#EA oc patch,

$ oc patch smcp.v1.maistra.io <smcp_name> --type json --patch '[{"op":
"replace”,"path":"/spec/path/to/bad/setting","value":"corrected-value"}]'
f. BBRIEAGSITIERERERE, H#A oc edit,

I $ oc edit smcp.v1.maistra.io <smcp_name>

2. #1472 Service Mesh control plane E2&, tI#tEIE & ServiceMeshControlPlane FRMITH., £
A, istio-system 2 Service Mesh control plane 17 B B % #F,

I $ oc project istio-system

3. AT aSERRYBNEE, B <smcp_name> 7E1EH ServiceMeshControlPlane ¥R T
HIEFIEE, 40 basic-install =X full-install,
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$ oc get servicemeshcontrolplanes.v1.maistra.io <smcp_name> -o yaml >
<smcp_name>.vi.yaml

4. 1% ServiceMeshControlPlane %t v2 control plane itd&, EE8&EMEEEEFENER,

I $ oc get smcp <smcp_name> -0 yaml > <smcp_name>.v2.yam|

5. fIE—/NH, 1E Red Hat OpenShift Service on AWS £HI& T B3 A, = New Project, 3
F I B A &40 istio-system-upgrade, =&, EALUET CLIZTX NSRS,

I $ oc new-project istio-system-upgrade

6. FE#HTH L EH v2 ServiceMeshControlPlane ## metadata.namespace F&, 1EAl
&, {#fH istio-system-upgrade,

7. ¥5 version FEXM 11 B ZE 2.0, HIFEM v2 ServiceMeshControlPlane = il&,

8. 1E#ep R %2 A Fh{|E—1 ServiceMeshControlPlane, 7E@$1TH, Z2TUTHS, FHRERER
B ServiceMeshControlPlane B v2 kiR A EEZE control plane, TEX NIRRT '<smep_name.v2>
g?ﬁjjn_.\my{q:mﬁ%{io

I $ oc create -n istio-system-upgrade -f <smcp_name>.v2.yaml

714+, ,U\_JL/lﬁFH?H”%J"‘@'JL Service Mesh control plane, {E Red Hat OpenShift Service on
AWS web #H|E&H, = Project, SARBIEFENINIE A B E &R,

a. = Operators — Installed Operators,
b. = Create ServiceMeshControlPlane,

c. 1L YAML view, BIREXBY YAML XHHIABEHIEX NI, 17E apiVersion FEEEEE
B maistra.io/v2, FIEX metadata.namespace FEXLUFERFM&ZZE(AE], 20 istio-
system-upgrade,

d. &= Create,

1.11.4.7.2. BBi& 2.0 ServiceMeshControlPlane

“;y Red Hat OpenShift Service Mesh kA 2.0 Bl T SerwceMeshControIPIane iR, O
ServiceMeshControlPlane mﬁ V2 lRAE, EBUZFRUFI B INEEFHEEEHNEE, EEN
ServiceMeshControlPlane #RES, Z[EX Red Hat OpenShift Service Mesh 2.0 #ISEFT N T ILT
B, BIAA LIS H Red Hat OpenShift Service Mesh 2.0 7 S SXAS SRR VIR [FE A THEERFTE R, V2 I
SR TF Red Hat OpenShift Service Mesh 2.0 &%,

1.11.4.7.2.1. BN

2 BT R A {8 F B9 224 B ST B4 Istiod B, 1£ 2.0 #7, Service Mesh control plane ZH44 Mixer. Pilot.
Citadel, Galley # sidecar ¥ ATZFIREE & FH I —NHEK Istiod,

R Mixer REBYEH control plane ZH4432#F, 1B Mixer SREEFZNEMEINFE AT LLUETS Istiodi B WASM
VBXHE., NREEEERIBH Mixer 14, A HRBEHZNEREARERE.

L2 LIRSS Service (SDS) HTFEEM Istiod [ sidecar 2 & IEBFEEH, 1E Red Hat OpenShift
Service Mesh 1.1/, secret B Citadel £5%, REFRAEREERE M imiEHMBEHA,
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11.4.7.2.2. FfREAEH

v2.0 FEXFFLUTER, MRERER—FER, NoERTENE, RERERBE v2.0 Service
Mesh control plane,

e sidecar.maistra.io/proxyCPULimit £2#% sidecar.istio.io/proxyCPULimit &, MREZETIE
i #; L f# A sidecar.maistra.io ¥ fig, N IESGX L TIEME, EHEMERABENB
sidecar.istio.io,

e sidecar.maistra.io/proxyMemoryLimit 2 &1 sidecar.istio.io/proxyMemoryLimit

o T HEX#F sidecar.istio.io/discoveryAddress, 74, Ei\L It 4LM pilot.
<control_plane_namespace>.svc:15010 (#1R/=H mtls, #ALRO 15011) 25 istiod-
<smcp_nhames.<control_plane_namespace>.svc:15012,

o BERTIHORNEAILIEERE, SHEHRIGH 15021, * NREEE LBE CREmwO, M
status.sidecar.istio.io/port, NI /7E THE I EFZE v2.0 Service Mesh control plane BififiE&R
=, RAEAEREMAR BT PR SIRORE N 0 KREMH,

e Kubernetes Secret BiIRABRE T N sidecar B imiEP, EHIEBEN Istiod B9 SDS k%S
K, MNBIMEBIRITHEER secret, M v2.0 Service Mesh control plane FIBY T4 {1 #4% Ti%1E
Aefl,
11.4.7.2.3. T HEH

Red Hat OpenShift Service Mesh 2.0 Y —LEIHEE S Z BIRIAR A A [E,
o Mk MR RO M 15020 2 E 15021,

o HIREHLA WIS FE VirtualService LAR ServiceEntry %R, ©&EMAE BT Sidecar FIRSLHE
HIRR 1l

o RINERBZ) mutual TLS, REIIREBESBEENER mTLS, MAERSEELRHITIE
SRER,

o HRIESH Service Mesh control plane @i, JCi spec.security.controlPlane.mtls % &0
fil, #BRAERREERE, spec.security.controlPlane.mtls X B {UIEEE Mixer il s RIEH
R A,

11.4.7.2.4. A FHERITIBIFES

Policy (38B%) (authentication.istio.io/vlalphal) AE##.

RIEEHRM TR E v2.0 Service Mesh control planes, PeerAuthentication #1 RequestAuthentication
RFTFTIREE, RIBREFTREPNEREE, BUREFEERES N HRRFAZBEHEYR,

M TLS

{# F security.istio.io/vibetal PeerAuthentication ¥R A LASCIIINE TLS safll, (E558
spec.peers.mtls.mode =F & = B #L5T EIHT FTRAY spec.mtls.mode F &, 1EFRESME
spec.targets[x].name F5E RS LT spec.selector.matchLabels IR E %5125, 7E
PeerAuthentication A, FR%W 15 BIRFIRAIEEMIIRSS LIFERTE, EMA%ETimOXELREZM
5%l spec.portLevelMtls,

=gV gl
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1L SPEcC.orgins Hig A& BYPY JUD UL JJ /BN ERZY U SEeCUrIy.ISt0.10/V Ipeldl xequestAutnentcation ox
)R, spec.selector.matchLabels %715 PeerAuthentication LB R FEXEZE L
L, spec.origins.jwt HFFETF JIWT EAKEEXPRGTE] spec.rules TR BILELIFER,

e spec.origins[x].jwt.triggerRules % /BRS E| — P2k % )~ security.istio.io/vibetal
AuthorizationPolicy iR, {E{a spec.selector.labels &} 7IHC & /) RequestAuthentication k£
IR RFEL.

e spec.origins[x].jwt.triggerRules.excludedPaths W/l B4 E|— > AuthorizationPolicy 1, H
spec.action IXE} ALLOW, B SHRIRZR AR spec.rules[x].to.operation.path & E.,

e spec.origins[x].jwt.triggerRules.includedPaths 7B &%/ — N HIZEY AuthorizationPolicy,
©H spec.action &} ALLOW, {#H53EMEREILER spec.rules[x].to.operation.path
%8, URE Policy ¥iRFI5ER spec.origins[x].jwt.issuer 1% N # spec.rules.
[x].from.source.requestPrincipals #I5 B,

ServiceMeshPolicy (maistra.io/v1)

ServiceMeshPolicy 3&i7 spec.istio.global.mtls.enabled (v1 ¥{iR) =
spec.security.dataPlane.mtls (v2 %J&) Bz Service Mesh control plane EZi&, XfF v2 control
plane, TEZRLEIEFOIET — N IhEEERB PeerAuthentication ¥R, ILINEETE Red Hat OpenShift
Service Mesh frRA& 2.0 HEFHA

RbacConfig, ServiceRole, ServiceRoleBinding (rbac.istio.io/vlalphat)
XL VR security.istio.io/vibetal AuthorizationPolicy BFRE K,

. RbacConfig T HEEH B EIAB AuthorizationPolicy, HiZEEURTF RbacConfig H#sEM
spec.mode,

o ¥ spec.mode &N OFF i}, REEEMER, E NBINKIEZ ALLOW, BRIEXE RN A
AuthorizationPolicy,

e ¥ spec.mode %}y ON I, K& spec: {}, E MK REATA RS O &
AuthorizationPolicy 5B,

e spec.mode % &% ON_WITH_INCLUSION, i hENEEMNHZERHOE—NFHE spec:
{} ¥ AuthorizationPolicy, AuthorizationPolicy A& MMRS. B2, HOIEBEMRER
FIZAR 5B THE 61589 AuthorizationPolicy |5, REBHFIFRIRRA H AL i R ERIF IR,

e 4 spec.mode %5 ON_WITH_EXCLUSION i, AuthorizationPolicy FX %, THIE—4
23 DENY #88, BXJUAENMKHRREDNTETENE— AuthorizationPolicy, B J&HE
A Fép 44 22 A = TR 11 % AY allow-all SRES,

AuthorizationPolicy S G & & AL FSRNEE, ©RETF ServiceRoleBinding 1R HtHIEREX
ServiceRoleBinding, iX5FigtE# ServiceRole 8L,

ServiceMeshRbacConfig (maistra.io/v1)

XN BHREE A Service Mesh control plane 4 22 8] Fh 7 5 22 spec.selector B
security.istio.io/vibetal AuthorizationPolicy FiRE #t, 1%ZRE& 2N A TR A TIE R EMEIAR
TEERG, MEEAREIHIEE, 1F5 M LB RbacConfigs

1.11.4.7.2.5. Mixer $&

TERRA 2.0 HERIAZEF Mixer 444, NSRBI TVE 7 EAKE Mixer &4, #7315 2.0
ServiceMeshControlPlane Wk A&BL & N2 & Mixer 2H4,
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E 5 A Mixer E08&4A 1, 1 ServiceMeshControlPlane R IILLT B ¥,

spec:

policy:
type: Mixer

E 5 A Mixer ZM4A 4, £ ServiceMeshControlPlane R IILLT F ¥,

spec:
telemetry:
type: Mixer

[HIRRERRFEEBR AT LU EI WASM, FHEAZH ServiceMeshExtension (maistra.io/vialphal) B7E
M FRHATEN,

Red Hat OpenShift Service Mesh 2.0 24t _Eif5 Istio Z1TARFBINE WASM 11§28,

1.11.4.7.2.6. M\ TLS 25 L

U FE AT A E L/E 13 PeerAuthentication $RESEI mTLS B, AR TIEMEKRIEE MR EE/ £BEHRE
AR, MEE—NX B DestinationRule R IFRE.

auto mTLS EKINEF, {BRILLEL Y ServiceMeshControlPlane T5iE AR
spec.security.dataPlane.automtls iX &/ false R, ZHA B mTLS K, HREH

DestinationRules #{TARSS AIMIE E@IE, a0, HF— N anfZE (A PeerAuthentication i% &% STRICT
AIEERFEIE Hfth B 22 R ABR S U5 IR e 1], BRIE DestinationRule J&p & 2 [AIHHIIRSELE TLS B,

BX mTLS Bi¥lE, 1H5% )5 A mutual Transport Layer Security (mTLS)

1.1.4.7.2.6.1. Hfth mTLS =4l

ZE1E info ‘RPN FATEFFHZEH mTLS For productpage RS, &M Policy %iREZE 7 Red Hat OpenShift
Service Mesh v1.1 H{TLA T ER &,

SRS BERR A

apiVersion: authentication.istio.io/vialphai
kind: Policy
metadata:
name: productpage-mTLS-disable
namespace: <namespace>
spec:
targets:
- name: productpage

E1£ info RPN FARFEHZRE mTLS For productpage BR%5, &AL TR Red Hat OpenShift
Service Mesh v2.0 EZi& PeerAuthentication HiR.

PeerAuthentication ¥Rl

apiVersion: security.istio.io/vibetai
kind: PeerAuthentication
metadata:

name: productpage-mTLS-disable
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namespace: <namespace>
spec:
mtls:
mode: DISABLE
selector:
matchLabels:
# this should match the selector for the "productpage” service
app: productpage

apiVersion: authentication.istio.io/vialphai
kind: Policy
metadata:
name: productpage-mTLS-with-JWT
namespace: <namespace>

spec:
targets:
- name: productpage
ports:
- number: 9000
peers:
- mtls:
origins:
- jwt:
issuer: "https://securetoken.google.com”
audiences:
- "productpage”
jwksUri: "https://www.googleapis.com/oauth2/v1/certs"
jwtHeaders:

- "X-goog-iap-jwt-assertion"
triggerRules:
- excludedPaths:
- exact: /health_check
principalBinding: USE_ORIGIN

PeerAuthentication ¥R Hl

#require mtls for productpage:9000
apiVersion: security.istio.io/vibetai
kind: PeerAuthentication
metadata:
name: productpage-mTLS-with-JWT
namespace: <namespace>
spec:
selector:
matchLabels:
# this should match the selector for the "productpage” service
app: productpage

&5 13 SERVICE MESH 2.X

77 1T info 7~ N FA#2 - F / productpage AR55/5 F mTLS, &8 Policy FIR#EECE N Red Hat
OpenShift Service Mesh v1.1 80,

SR B R B

I info AN FFRF AN productpage BRES/EH mTLS, {FERLLTRAIH Red Hat OpenShift Service
Mesh v2.0 BZ & PeerAuthentication %R,
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portLevelMtls:
9000:
mode: STRICT
#JWT authentication for productpage
apiVersion: security.istio.io/vibetai
kind: RequestAuthentication
metadata:
name: productpage-mTLS-with-JWT
namespace: <namespace>
spec:
selector:
matchLabels:
# this should match the selector for the "productpage” service
app: productpage
jwtRules:
- issuer: "https://securetoken.google.com”
audiences:
- "productpage”
jwksUri: "https://www.googleapis.com/oauth2/vi/certs"
fromHeaders:
- hame: "X-goog-iap-jwt-assertion"
#Require JWT token to access product page service from
#any client to all paths except /health _check
apiVersion: security.istio.io/vibetai
kind: AuthorizationPolicy
metadata:
name: productpage-mTLS-with-JWT
namespace: <namespace>
spec:
action: ALLOW
selector:
matchLabels:
# this should match the selector for the "productpage” service
app: productpage
rules:
- to: # require JWT token to access all other paths
- operation:
notPaths:
- /health_check
from:
- source:
# if using principalBinding: USE_PEER in the Policy,
# then use principals, e.g.
# principals:
#_
requestPrincipals:
- to: # no JWT token required to access health_check
- operation:
paths:
- /health_check

1M.473.BBAE
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ERLERXERESREREL TIE,

1.11.4.7.3.1. data plane 9% TLS

17T ServiceMeshControlPlane 7SR+ spec.security.dataPlane.mtls */y data plane &S Ed & &
TLS, EKILN false.

111.4.7.3.2. B X ZER2EBH

Istiod BIRIRSRIBFERMNE MIRIE BT, BRABERT, Istiod ERBZERIEPIENESR, BIEFLL
BB B E E P, ARNUEBZRABIANESZER, HSFRMAERIEBH A HEZHFER
1.11.4.7.3.3. Tracing

Tracing 7£ spec.tracing FECE, BHfl, Jaeger @ME— 2R tracer KB, sampling @ — MERES,
K3 0.01% &+, #Ia0 : 17 0.01%, 10000 } 100%, A LUIEEBERLEMIMMESR ¢

spec:
tracing:
sampling: 100 # 1%
type: Jaeger

Jaeger 7£ ServiceMeshControlPlane % R#) addons #f9 i#{TECE.

spec:
addons:
jaeger:
name: jaeger
install:
storage:
type: Memory # or Elasticsearch for production mode
memory:

maxTraces: 100000
elasticsearch: # the following values only apply if storage:type:=Elasticsearch
storage: # specific storageclass configuration for the Jaeger Elasticsearch (optional)
size: "100G"
storageClassName: "storageclass”
nodeCount: 3
redundancyPolicy: SingleRedundancy
runtime:
components:
tracing.jaeger: {} # general Jaeger specific runtime configuration (optional)
tracing.jaeger.elasticsearch: #runtime configuration for Jaeger Elasticsearch deployment
(optional)
container:
resources:
requests:
memory: "1Gi"
cpu: "500m"
limits:
memory: "1Gi"

R LUER install ZEX B E X Jaeger R, REEE, MFWRRERE

spec.runtime.components.jaeger 18X FEXHEER, MRFES spec.addons.jaeger.name (ELED
By Jaeger HIR, Service Mesh control plane fSECE HEAINBRE, FERIER Jaeger KREKTELE
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E X Jaeger RE,

1.11.4.7.3.4. fi{t

Kiali #1 Grafana 7t ServiceMeshControlPlane %5RH addons Z49 i H1TH &,

spec:
addons:
grafana:
enabled: true
install: {} # customize install
kiali:
enabled: true
name: kiali
install: {} # customize install

Grafana # Kiali Z&Z= el LUB I ER Y install FERBE . REREE L (MFIRRES) T
spec.runtime.components.kiali #1 spec.runtime.components.grafana FEtE., NREESLMMET
BEHIERA Kiali BTJR, Service Mesh control plane REZE& FiF control plane By Kiali HTiR, Kiali HHRA—
L RWES, f access_namespaces 73k, LK% Grafana. Prometheus fliEERMIRR. FERAIMNE
HIREKRTLEE L Kiali &2,

11.4.7.3.5. BEREE AHIVEE
¥HIRTE spec.runtime.<component> FEE, XU THGL,

A Uiy R A
Bz Citadel & 23 v1.0/1.1
galley Galley 25 v1.0/1.1
pilot Pilot/Istiod 2% v1.0/1.1/2.0
mixer istio-telemetry #[ istio-policy &8s  v1.0/1.1
mixer.policy istio-policy 28 v2.0
mixer.telemetry istio-telemetry & 28 v2.0
global.oauthproxy 5 R RIME Hn4H 44 B Be 5 R Y v1.0/1.1/2.0

oauth-proxy =23

sidecarlnjectorWebhook Sidecar injector Webhook &2 v1.0/1.1
trace.jaeger B Jaeger BEs - AIREA RN v1.0/1.1/2.0

B IXE. BiF7E Service Mesh
control plane BZE s EIA
Jaeger R, XRZTLEE L
Jaeger &,
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Her ek SRR A
trace.jaeger.agent HETF Jaeger REBMILE v1.0/1.1/2.0
tracing.jaeger.allinOne HETF Jaeger alllnOne BY% & v1.0/1.1/2.0
tracing.jaeger.collector B3 Jaeger ISR ERHIIXE v1.0/1.1/2.0
tracing.jaeger.elasticsearch HETF Jaeger elasticsearch E8& v1.0/1.1/2.0
BYIXE
trace.jaeger.query HET Jaeger EIHIILE v1.0/1.1/2.0
prometheus prometheus B2% v1.0/1.1/2.0
kiali Kiali 2% - 1T 1E Service Mesh v1.0/1.1/2.0

control plane BEEHEEIA Kiali
FURR X Kiall REMNTEAE

o
grafana Grafana &%s v1.0/1.1/2.0
3scale 3scale B2z v1.0/1.1/2.0
wasmExtensions.cacher WASM "B F A& v2.0 - BORT b

—LEAMRTRREMAE, MFERSER, ESHEEIATT B,

M.4.7.4. IBNABRFNTERBNEES R
SN BRRRF TN EBEIFTMES, MIBRIBLHIL S RIS F L,

1M.5. ARBIEFEE (data plane)

F4 control plane [&, EHHUEFEEMARNUESE T/, B2, 7 TX Envoy REN BAEHFURAKIEE
BREMEDN, EWIESNBREF pod 1 TIEME,

N5 EHNARFM TR E
BRMRE®, BEEMERIRENBERR pod, MUFAY Envoy sidecar RIBREHEIE,

EXEBVITIRD R, HEAUTSHS :
I $ oc rollout restart <deployment>

BTN PR R PG B B AR R TR B B3

112. EEASHEESE
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1.12.1. B2 Red Hat OpenShift Service Mesh X 51

ServiceMeshMember %R/ Red Hat OpenShift Service Mesh &2 Hi i 7 — #5171 B AN EIAR 55 H
1% (BB NLF %R AR 55 MIAR T E B member roll) BIFIRR. 2 2ATH B &2 DK A 213 F A HL I E 0
# ServiceMeshMember FRETNIR, {BE{] RS EigM{E{T ServiceMeshControlPlane, BEZXIfRSS
P& EIR G BRI F RS MG RITR, BIE A AT LLRIT % F mesh-user F A& RIEF - UiR Mg
BITRR, TEAFIA, istio-system 2 Service Mesh control plane 17 B B9 % #5,

I $ oc policy add-role-to-user -n istio-system --role-namespace istio-system mesh-user <user_name>

B 5 A LMETR Service Mesh control plane i B 18 mesh-user B &4 E, LUEERFHINRAEF
4, ServiceMeshMember =111 B /R INEIE 5| AR Service Mesh control plane T H 1 HY
ServiceMeshMemberRoll,

apiVersion: maistra.io/v1
kind: ServiceMeshMember
metadata:
name: default
spec:
controlPlaneRef:
namespace: istio-system
name: basic

mesh-users BB EESIE A 1|iE ServiceMeshControlPlane % RE B0, BIEA{FEAL T
Ajjﬁﬁ)juj\\bu%@

I $ oc policy add-role-to-user

EE At LR SerwceMeshControIPIane FIREIO)EE mesh-user AE4IE, 0, BEH AL
1£5 ServiceMeshControlPlane %E1EEH oc apply #{EFOIEE.

A5 aliceimI— 1N ABHE :

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
namespace: istio-system
name: mesh-users
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: mesh-user
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: User
name: alice

1.12.2. B3]# Service Mesh control plane B &%

fReI LAEF ServiceMeshControlPlane ie BRI ESEFEAMEE. MR- TUREE CHERED"
RiI0/ENEREES, EEStLIUMEMEBEMAKEBRER. B, EaLUANSHCIE— M5
control plane, NTHIZHIBALIEE— % control plane, IAREOIE T — N F LRI — 7 MiEHR, 1
i AIPA B 3 #0055 1P B 51 7 =T AR AE B 2 BIPABYIE R FF A AR A £ B MR BC B R H 1T &
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L IRELE Service Mesh control plane BEE%M, E:&E{&5S ServiceMeshControlPlane HHREBE A,
FLAD K FRIEEIZE, Operator i — BN BEBEL, A Red Hat OpenShift Service Mesh FIZRIA
wiE,
1.12.2.1. ] ConfigMap
ERMBEENERESE, EN/JIE openshift-operators 7 B I — 147y smcp-templates Y
ConfigMap, Operator A2 B3I#E# ConfigMap.
AR

o BELREEFIULR Service Mesh Operator,

e B7A cluster-admin &K, fNREA Red Hat OpenShift Dedicated, MkiAE—1TEHE
dedicated-admin & &K,

® Operator SBEHINIE,

e ijj[n] OpenShift CLI (oc) .

1. LA cluster-admin &1 & %% Red Hat OpenShift Service on AWS CLI, #0%R{#FH Red Hat
OpenShift Dedicated, M7iE—1 258 dedicated-admin & &I,

2. £ CLI 217X 4, 7E openshift-operators 118 {3245y smcp-templates £
ConfigMap, 3+4¥F <profiles-directory> & p At L#) ServiceMeshControlPlane 34
BIAIE :

I $ oc create configmap --from-file=<profiles-directory> smcp-templates -n openshift-operators

3. A LUEA ServiceMeshControlPlane 1Y profile 288 E — 1 8% MER.

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
profiles:
- default

1.12.2.2. B IE R P24 SR g

Service Mesh 7E Service Mesh control plane FNE% A 678 22 [B] R OR MLE 5RE%, LUIAITFElZERRE.,
TEERERT, HEBUTRME, UBERZELET Red Hat OpenShift Service on AWS B8 FR /A FFHAR 55 A&
FEIAR 55,

o ARG MBHIRENIE B2 ingress-gateway FBEF Istio IEH T,

o TERTE(RAMIARSS RHE A B9 IR 3T o 4 22 [A] fp N AR 55 AR ER B AR 55

o TEEIRSS ST H B ZE F ARERBRIIE mesh ARSSR1ZRIC H maistra.io/expose-route:
"true”, XA LR Red Hat OpenShift Service on AWS F&HHEIX LR S5 A LUIE & T1E.
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113. 224

INRIEHIIRS PSS TR — HE MRS EK, SR LUER Red Hat OpenShift Service Mesh 3
EHX LRSS H B BIE R LM, Red Hat OpenShift Service on AWS BYEAZEF LA B Service Mesh B
ETENEE I EENEEEN AREFNE HENREMIRS

AN =]
WMRIEE—ANTE, 1EFIERINE ServiceMeshMemberRoll FHRH,

MRIEEBUE, 1ELRE Bookinfo N AERE FRHEAFINE ServiceMeshMemberRoll 55RF, =41
NERREATUEERESHR,

1.13.1. XF mutual Transport Layer Security(mTLS)

Mutual Transport Layer Security(mTLS)@—MHY, BIENAMEERUE, E—LH (IKE., SSH)
h, EREEMNHIEMBRIAER, EEMHD (TLS) 2aiEM, ERUERERRN BREFFRSKIEH
BRTEA MmTLS, TLS T2HRSMAEEMBEINIE, FHIEMN sidecar KIRZ (B3 1T,

EIMNER T, RedHat OpenShift Service Mesh FEY mTLS #/5 FAFHIXE N permissive 2=, Service

Mesh FHY sidecar #EZBASCREFMEA mTLS INEANIERE., NRE M P RIAR S5 ES B ) E & 1

mTLS SMEABIERSEE, NEXLRSSAIRBERTRER R, FE A/ mTLS BEER S imHliR 52888

HEEIEIR, ERIEMETREE Service Mesh B f# [ permissive R, AE, EAILEMSE. @
Ze (A =k b FA A2 [A] f5 F PP A8 B mTLS,

1E Service Mesh control plane 275 Bl mTLS AI{RIFIRSMEFRNFERE, MERESNARFNT
{Efi %k, 18RI LLTE ServiceMeshControlPlane %RAR data plane 7 RIF MMM R EE, BEEE
SURENM® TR, 15# B PeerAuthentication #1 DestinationRule B1R7ERN F2 A LB & 6y 4 22 4],
1.13.1.1. FEAR S5 MM /S AT 18 B9 mTLS

MREN TN EERBENRIRSBE, ERILUERGAIRZESH mTLS, MARRHEE. EaLUET7E

ServiceMeshControlPlane %R % spec.security.dataPlane.mtls % &/ true /2. Operator
2OERTHR H IR,

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
spec:
version: v2.5
security:
dataPlane:
mtls: true

1A A LAFE A Red Hat OpenShift Service on AWS web #2414 5 B mTLS,

1. BRE web 515,

2. = Project 3™, EFRE Service Mesh control plane B9, # istio-system,
3. = Operators — Installed Operators,

4. = Provided APIs THJ Service Mesh Control Plane,

5. = ServiceMeshControlPlane #RAEFR, 640 basic.

16
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6. 1 Details TIEH, Hil: Data Plane Security # Security %84 B9,

113.1.1.1. AR EIRSSHIA U EEEBL & sidecar
BT LOE T B2 R N &N IRSEE mTLS.

ff

L=

S

1. FERUTRAIGE YAML 324 -

PeerAuthentication $kB& 3l policy.yaml

apiVersion: security.istio.io/vibetai
kind: PeerAuthentication
metadata:

name: default

namespace: <namespace>
spec:

mtls:

mode: STRICT

a. f¥ <namespace> & 1% AR5 FRTERI 6 22 (A,

2. BT, ERSMAENGLZERPLUETR, By5ENIF 028 Policy FHRAH
namespace FEXCED,

I $ oc create -n <namespace> -f <policy.yaml>

NREAFEHEBL mTLS, #EEH PeerAuthentication X &/ STRICT, N0 h &
AR5 01| — DestinationRule %R,

113.1.1.2. A H L FEERSE sidecar
B —NBEIRHNRE Service Mesh ER & 7 1E @ P R Y E B AR 55 & 2515 KA mTLS,

ff

L=

S

1. FERUTRAIGE YAML 324 -

DestinationRule 7Rffll destination-rule.yaml

apiVersion: networking.istio.io/vialpha3
kind: DestinationRule
metadata:
name: default
namespace: <namespace>
spec:
host: "*.<namespace>.svc.cluster.local"
trafficPolicy:
tls:
mode: ISTIO_MUTUAL
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a. f¥ <namespace> & 1% AR S FTTERI & 22 (A,

2. BT TS, ERSAEMNMEERGOETR, 5 EN|F 628 DestinationRule
JEA R namespace FEXITHT,

I $ oc create -n <namespace> -f <destination-rule.yaml>

113.1.1.3. WiE&/MIZR AR

INREHPEMEN RS RPN EREEERE K, AILLEL7E ServiceMeshControlPlane F5iR X E
spec.security.controlPlane.tls.minProtocolVersion =X
spec.security.controlPlane.tls.maxProtocolVersion =4 A FHIIN B INAE, X LE(HTE Service Mesh
control plane FIRHECE, & L MEAEHERET TLS Z2BEMFERANHK/NFIRAK TLS iRA,

NN TLS_AUTO, BEFRIETE TLS A

= 1.5. 53H
fH 1 pu
TLS_AUTO default
TLSv1 0 TLS fRA 1.0
TLSv1_1 TLS fRA 11
TLSv1_2 TLS KA 1.2
TLSv1_3 TLS KA 1.3
it 3
1 BSRE web HHIA,

2. = Project 3£ H, EHFRE Service Mesh control plane B9, # istio-system,
3. = Operators — Installed Operators,

4. = Provided APIs THJ Service Mesh Control Plane,

5. = ServiceMeshControlPlane T5IREI& R, Hl40 basic,

6. = YAML FR%,

7. 1 YAML g2 rhiF ALL TR HER © 9 minProtocolVersion FRE(EE ) TLS BRAE, 7EA
B, &/ TLS iRAZE N TLSv1 2,

ServiceMeshControlPlane f$12 |5 E%

kind: ServiceMeshControlPlane
spec:
security:

18
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controlPlane:
tls:
minProtocolVersion: TLSv1 2

8. /= Save,

9. ¥ Refresh LIS IFENES 2 EHRELR,

1.13.1.2. {1 [ Kiali 3 UEINZ
Kiali #2251 Q1R 7T 2R A RN ARRE, REMIENHESESHAT mTLS %,

¥ 1.5. masthead EFRM&SEE mTLS

Mesh-wide mTLS is enabled 8 A © anonymous w

1E masthead A, Kiali R x—NEIERF, HMEHENRSHEEET mTLS B, XEKEMEHRH
FrEBEERER mTLS,

i 1.6. masthead B rMESER mTLS 495 H

Mesh-wide TLS is partially enabled 5 A © anonymous w

L L. PERMISSIVE #& X 50 MAESEE mTLS Be@& HIEHRAR, Kiali &5 hollow 81 E E#T,

[vm] —
K 1.7. RL80%
Q© kiali
Overview Namespace: bookinfo v App graph  + <) LastSm v Everylss + E
G Display ~ Find v Hide ~ @® Graph tour
AF P JBxtemal e
Edges

t%tp/ details

—a—r( [~
() istio-ingressgateway productpage ——— —
(istio-system) o x s 7 w0

reviews ratings

z
g
o
a

8

E0 BoEZa;

Graph TTEAE, A LEREF L% £ E R Security badge i R/EH mTLS, BEXAF LERALLK®
¥R, 1EM Display 3 # 1) B~ Badges Tk RE §i5iE, HIGZERBERGE, BRRELE—N
BT mTLS B9iERK, IMNREFFEIE mTLS FIFEMTLS 15K, N side-panel & FREA mTLS BiEKEB
oL,
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Applications details Overview TT&E R W% £ BR—1 Security Elix, EhEVPE—NERT
mTLS BIE K,

Workloads details Overview TIR7E K i1 % £ B R—4 Security Elt5, EFEDLE—NFEET mTLS
BIIE Ko

Services Details Overview TTR7EEFi1% L L R— Security Elfr, HAZEDE—NEAT mTLSH
K. AAEER, Kiali £ Network BB Ll mTLS BB & Bim O 55 B EE BT,
113.2. EEEE F AN NEs (RBAC)

EFAERIRZ2E (RBAC) M RRERE VA F SRS T B RHUTA ERIRIE, ERILUN Mg
TEfEE X mesh-. namespace- F1 T4 {1 %58 BV [A] 1204,

FERE RBAC, TEEERE I nNRA6 % 22 A A — AuthorizationPolicy iR, NRERE B M1
SEEV], iEEREEDRE Service Mesh control plane #9718, 40 istio-system,

Bign, XIF RBAC, EAILAOIELLT SRS -
e FEVIHERERIE.
o RVFSHIELENT BRIASE & Z2 (B AT A TR M E R T2 Vi,
o ARVFFIEHEAOM XA,
o TESHEFYEEIIFL
ROCGRIR B AR, RFFRIAIIZIER
o selector FEX 5 EREREY BT,
e action FERIEER S AVFSIELIE K,
o rules FERIEE M AR A 1RIF,
o from FERIEEIH KEIRAIBRHE,
o to FEIEEIE KB IRFISHBIRE,

o when FERIEE N FIZ AL B9 B At S,

AR

1. @] AuthorizationPolicy 7R, LA FRBIERT —EH ingress-policy AuthorizationPolicy
BIVGR, LUB4E P ik vse] A O M %,

apiVersion: security.istio.io/vibetai
kind: AuthorizationPolicy
metadata:

name: ingress-policy

namespace: istio-system
spec:

selector:

matchLabels:
app: istio-ingressgateway
action: DENY
rules:
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- from:
- source:
ipBlocks: ["'1.2.3.4"

2. EREFRUEESAEEFOUBTREZITUTMS, BRI NLIS AuthorizationPolicy
IR+ H) metadata.namespace F & ICHL,

I $ oc create -n istio-system -f <filename>

BEES IR
ZEUTROIATEMERRE,

113.2.1. BEEEUi HAAER@EE

& LU#E A AuthorizationPolicy BCiE Service Mesh control plane 5 F kB4 5 MH& R RI& AR SS
BIEHRE,

1.13.2.1.1. BREIXT 65 45 Z2 (8] A4 AR 55 B9 15 0]
&R LAEFLLT AuthorizationPolicy FRRHIE4E3K B info &5 44 22 [H] & B BIRAYE K.

apiVersion: security.istio.io/vibetai
kind: AuthorizationPolicy
metadata:
name: httpbin-deny
namespace: info
spec:
selector:
matchLabels:
app: httpbin
version: v1
action: DENY
rules:
- from:
- source:
notNamespaces: ["info"]

1.13.2.1.2. B]E allow-all #1 default deny-all $=H 5L
DUTFRBIERT — allow-all $RIVERS, 15 info 4y & 228 RRARA TIE i Euft T2 V51),

apiVersion: security.istio.io/vibetai
kind: AuthorizationPolicy
metadata:

name: allow-all

namespace: info
spec:

action: ALLOW

rules:

-{}

LUTF RGBT B85 info 444 Z2 [A] Fh AT A T4 01 B89 15 7] B9 3R AE.
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apiVersion: security.istio.io/vibetai
kind: AuthorizationPolicy
metadata:

name: deny-all

namespace: info
spec:

{}

113.2.2. R VFEIELEXT A O R X85
IRAI LU B — RIS IS SR ARYE (P He3E7A0 allow X deny 31K,

apiVersion: security.istio.io/vibetai
kind: AuthorizationPolicy
metadata:
name: ingress-policy
namespace: istio-system
spec:
selector:
matchLabels:
app: istio-ingressgateway
action: ALLOW
rules:
- from:
- source:
ipBlocks: ['1.2.3.4", "5.6.7.0/24"]

1.13.2.3. BRI F JSON Web 45 k28815 7]

R LA JSON Web Token (JWT) FREIRTLATRIERRIRAS IR R, WiEE, FBFAsBRS A LTI HEE
B, S5iZFhEXKBRS,

/3 RequestAuthentication #5iR, AFE X TN EIFHNEMRIEAE. TENGIFEZH
http://localhost:8080/auth/realms/master % #fJ JWT,

apiVersion: "security.istio.io/vibetal”
kind: "RequestAuthentication”
metadata:
name: "jwt-example”
namespace: info
spec:
selector:
matchLabels:
app: httpbin
jwtRules:
- issuer: "http://localhost:8080/auth/realms/master”
jwksUri: "http:/keycloak.default.svc:8080/auth/realms/master/protocol/openid-connect/certs”

R, TER—mBZEHEFOE—/ AuthorizationPolicy 75, LU FEG/EH RequestAuthentication
BB, LUTF/RBITEM httpbin TE %4 %15 KET, FEIE Authorization 13k E—1 JWT,

apiVersion: "security.istio.io/vibetal”
kind: "AuthorizationPolicy"
metadata:
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namespace: info
spec:
selector:
matchLabels:

app: httpbin

action: DENY
rules:
- from:

- source:

notRequestPrincipals: ["*"]

113.3. Ed EH S EHF] ECDH curves ((RE)

IS EMH Elliptic-curve Diffie-Hellman (ECDH RE&) RILEBIEGERIFIRS GRS, ol LUFER
spec.security.controlplane.tls.cipherSuites #1 ECDH 5 &7E ServiceMeshControlPlane %R &
spec.istio.global.tls.ecdhCurves & L LUE SRANBLEHIIR, MREDEA—DEMEHZE, NIE
FA BRI,

INRIEMPRS MR ER TLS 1.2 KEEIRA, cipherSuites X BHESEN., ©IEMEA TLS 1.3 B THK.

FELLEES N ARSIRAPIZTERIGAES, UMLEHFEHiTHES, $120, ecdhCurves: CurveP256,
CurveP384 £ CurveP256 % & vt CurveP384 B BB 5EN,

ol

EREEMEEHN, FE8HE TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256 =X
TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256, HTTP/2 WX ELVFEHF
—PInEEH.

XFWMBEHE :

TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256
TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
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® TLS_RSA_WITH_AES_128_GCM_SHA256

® TLS_RSA_WITH_AES_256_GCM_SHA384

® TLS_RSA_WITH_AES_128_CBC_SHA256

® TLS_RSA_WITH_AES_128_CBC_SHA

® TLS_RSA_WITH_AES_256_CBC_SHA

e TLS_ECDHE_RSA WITH_3DES_EDE_CBC_SHA

e TLS_RSA_WITH_3DES_EDE_CBC_SHA
R ECDH Curves 22 :

® CurveP256

® CurveP384

® CurveP521

® X25519

1.13.4. Bt & JSON Web B HHIX & AR HT 251 T & ALK

& B LLM ServiceMeshControlPlane (SMCP) spec BLEfE B 2# JSON Web Key Sets (JWKS)f2#7 25
UEB IR HFI(CA),

1. %%%E ServiceMeshControlPlane spec 314 :

I $ oc edit smcp <smcp-name>

2. @11 ServiceMeshControlPlane spec A mtls FEXI%E N true, HEIEFE /S A mtls, 0
THIRRR -

spec:
security:
dataPlane:
mtls: true # enable mitls for data plane
# JWKSResolver extra CA
# PEM-encoded certificate content to trust an additional CA
jwksResolverCA: |

3. RBEFE®M, Red Hat OpenShift Service on AWS £ B IN BB,
& CA .pem BUE 2 ConfigMap, #0 pilot-jwks-cacerts-<SMCP name >,

ConfigMap pilot-jwks-cacerts-<SMCP name&gt; =6l
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kind: ConfigMap
apiVersion: vi
data:

extra.pem: |

1.13.5. AN ERIE P i A& ML B EAF0UE

BIABER T, RedHat OpenShift Service Mesh &£ H% % root IERHBEA, FEATN W ITIEMEIE
FEH, TATLMERRFE XHIEBMBHERA P E LB root IEH A THEMEBIEHE R, ESE
R —DEIEBMEHIEA Service Mesh BRI,

EIE= Jia
o FE/5F T mutual TLS EEEIETHIIE R TR % Red Hat OpenShift Service Mesh,

o XNRBIER Maistra FiE/FEHBY IEH, X FEFIME, HEREE CHNILBIAHIFRABIIE
:F;'o

e #RFE Bookinfo IR AR LURER LT Ui RIS IELE R,

o FEE openssl FREFRUEIE S,

113.5.1. mIN— 1 REIE B A

EHEANEES (CA) IEBMEH, LAE—MEEXHEE, HAaE CAIER. B root IEF,
BTN EN RIEBFER T EBX L. CAILF &N ca-cert.pem, HiARZ ca-key.pem, E %
ca-cert.pem B root IE 45 root-cert.pem, WMREHTIEHE(ERPIFIES, NLTIE cert-
chain.pem X#HIEEEN],

1. A#RTF Maistra GERE RBRES, FH4F & Itpath > BV ERIEPREEE.

2. BN cacert B secret, EF@EHIASH ca-cert.pem. ca-key.pem. root-cert.pem 7l
cert-chain.pem,

$ oc create secret generic cacerts -n istio-system --from-file=<path>/ca-cert.pem \
--from-file=<path>/ca-key.pem --from-file=<path>/root-cert.pem \
--from-file=<path>/cert-chain.pem

3. 7£ ServiceMeshControlPlane %R/ spec.security.dataPlane.mtls X&) true, FEE
certificateAuthority %, 1 THIFf~. BAIA rootCADir 2 /etc/cacerts, FNIREBINGIEIEE
TEHAMIED, NAFEXE privateKey, Service Mesh M secret-mount X4 HISZERIE F F B
o

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
spec:
security:
dataPlane:
mtls: true
certificateAuthority:
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type: Istiod
istiod:
type: PrivateKey
privateKey:
rootCADIr: /etc/cacerts

4. D3/ BR/BUHIZE cacertsecret 5, Service Mesh control plane istiod #1 gateway pod W7
5H, UERERER. FRAUTHRER pod :

I $ oc -n istio-system delete pods -I 'app in (istiod,istio-ingressgateway, istio-egressgateway)’
Operator R7E pod # kR G B EHOIEE
5. BJF info AR pod, LAME sidecar fRERIREY secret BN, AL THSE/S pod :

I $ oc -n info delete pods --all
IRPZERR LN TRHE S

pod "details-v1-6¢cd699df8c-j54nh" deleted

pod "productpage-v1-5ddcb4b84f-mtmf2" deleted
pod "ratings-v1-bdbcc68bc-kmng4" deleted

pod "reviews-v1-754ddd7b6f-lghsv" deleted

pod "reviews-v2-675679877f-67r2" deleted

pod "reviews-v3-79d7549c7-c2gjs" deleted

6. FERAUTMESEIE pod BEEOIEHFLL :

I $ oc get pods -n info

1.13.5.2. JSuEEBGUE S

{8 Bookinfo =il N AR KA IE TE M BOE B 2B HIEAR CAMIEHESL, XMTRREKREENS
&% openssl,

1. EMinfo TEMEPRIVES, HEAUTHS

$ sleep 60

$ oc -n info exec "$(oc -n bookinfo get pod -l app=productpage -o jsonpath=
{.items..metadata.name})" -c istio-proxy -- openssl| s_client -showcerts -connect details:9080
> bookinfo-proxy-cert.txt

$ sed -n '/-----BEGIN CERTIFICATE-----/{:start /-----END CERTIFICATE-----/{N;b
start};/.*/p}' info-proxy-cert.txt > certs.pem

$ awk 'BEGIN {counter=0;} /BEGIN CERT/{counter++} { print > "proxy-cert-" counter ".pem"}'
< certs.pem

BTG E, BHNI/EERPNEBE=1XH : proxy-cert-1.pem. proxy-cert-2.pem 7l
proxy-cert-3.pem,

2. Wik root E PRESEENIBEIETHER, & <path> B Wik PRERER,

I $ openssl x509 -in <path>/root-cert.pem -text -noout > /tmp/root-cert.crt.txt

HAIRE QOB T U TIEE ¢
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I $ openssl x509 -in ./proxy-cert-3.pem -text -noout > /tmp/pod-root-cert.crt.txt

BT A IRE O RT3 SR LIRS,

I $ diff -s /tmp/root-cert.crt.txt /tmp/pod-root-cert.crt.txt

BN EEILLTEER - Files /tmp/root-cert.crt.txt and /tmp/pod-root-cert.cri.txt are identical
3. Bk CAUEBRESEEAREILHER, ¥ <path> BN IEHRIERRE,

I $ openssl x509 -in <path>/ca-cert.pem -text -noout > /tmp/ca-cert.crt.txt

FEAIRBOFBITUATIEE -

I $ openssl x509 -in ./proxy-cert-2.pem -text -noout > /tmp/pod-cert-chain-ca.crt.txt

W A IRE O R T T e SR ELGIE

I $ diff -s /tmp/ca-cert.crt.txt /tmp/pod-cert-chain-ca.crt.txt

BN EEILLTEER - Files /tmp/ca-cert.crt.txt and /tmp/pod-cert-chain-ca.crt.txt are
identical.

4. M root UEF B TAEAEUETISIEUETEE, F <path> B WiETHIERE,
I $ openssl verify -CAfile <(cat <path>/ca-cert.pem <path>/root-cert.pem) ./proxy-cert-1.pem

IENEEILLTFER « /proxy-cert-1.pem: OK

113.5.3. JHIBRUES
EHHBRIERMBIUE T, THRBUT SR,
1. MBR secret cacert, £, istio-system 2 Service Mesh control plane % B B9 #r,

I $ oc delete secret cacerts -n istio-system

2. 1 ServiceMeshControlPlane %A & B % % root iE I EFHERE Service Mesh,

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
spec:
security:
dataPlane:
mtls: true

113.6. X T ¥ Service Mesh 5 cert-manager [ istio-csr £

cert-manager TE 2 Kubernetes £ X509 iF PEEMNMARAR, CIRET —IME—H AP, HrYARR
SRR AEMZEN(PK)ER, #1 Vault, Google Cloud Certificate Authority Service, Ret By
Encrypt FIE L7,

cert-manager TE@J ZiA AR B BRI (Al 20T IEH, MERIEBERE &,
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X F Istio AP, cert-manager iM2#E5 istio-csr &£/, ©R— MR Istio KEMIE PR IER(CSR)
BUEBIA MM (CABRSS 5. AfE, RS ELEILL cert-manager, ©fF CSR ¥4 EIEER CA IR
%20

e

pa -3
IIEXFF S istio-csr # cert-manager £/, ZLIE IR istio-csr 4L X cert-manager
HEMEZESRE, ORI cert-manager FER (B FEREM.

AR

® XLE cert-manager fRAZ — :
o cert-manager Operator for Red Hat OpenShift 110 2 & & hix &
o #t[X cert-manager Operator 1.1 S{E &R A
o cert-manager 111 X E AR A

® OpenShift Service Mesh Operator 2.4 S & iz kA

e stio-csr 0.6.0 KESRA

N T B IEfH A jetstack/cert-manager-istio-csr Helm chart 2% istio-csr IR 55 230 £ R
AHREHE PO BME, £ istio-csr.yaml XHHERLTI%

i& : app.controller.configmapNamespaceSelector: "maistra.io/member-of: <istio-
namespaces",

113.6.1. 3% cert-manager

R LAR % cert-manager TERERE TLS iE A mER, HBRE(IEXRE &, NRETEIINE
HIZ4T Istio, fRIARILARE istio-csr IEBIMAHIE(CA)IRS 2R, 1ZBRS52R IR Istio RERARIIE T B1F
3K(CSR). istio-csr CA 4% £ ER% cert-manager TE, ZTERIEAFEM CA,

pi% &2
1. QB root EREERE -
a. fI|# cluster-issuer %, W THIFFT  :

cluster-issuer.yamlz~fjl

apiVersion: cert-manager.io/v1
kind: Issuer
metadata:
name: selfsigned-root-issuer
namespace: cert-manager
spec:
selfSigned: {}
apiVersion: cert-manager.io/v1
kind: Certificate
metadata:
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name: root-ca
namespace: cert-manager
spec:
isCA: true
duration: 21600h # 900d
secretName: root-ca
commonName: root-ca.my-company.net
subject:
organizations:
- my-company.net
issuerRef:
name: selfsigned-root-issuer
kind: Issuer
group: cert-manager.io
apiVersion: cert-manager.io/v1
kind: Clusterlssuer
metadata:
name: root-ca
spec:
ca:
secretName: root-ca

selfsigned-root-issuer issuer # root-ca it #/#£3 & %262 cert-manager,
K root-ca BEEZ 4 #, ALt cert-manager RIEHBECMSH LR E
. 5| secret, £ Red Hat OpenShift #J cert-manager Operator i}, #n
. 2 [H]#5H cert-manager.

b. FRALUTGRROENE :
I $ oc apply -f cluster-issuer.yaml

c. & istio-ca X R, W THIFTR :

istio-ca.yamlz~fl

apiVersion: cert-manager.io/v1
kind: Certificate
metadata:
name: istio-ca
namespace: istio-system
spec:
isCA: true
duration: 21600h
secretName: istio-ca
commonName: istio-ca.my-company.net
subject:
organizations:
- my-company.net
issuerRef:
name: root-ca
kind: Clusterlssuer
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group: cert-manager.io
apiVersion: cert-manager.io/v1
kind: Issuer
metadata:
name: istio-ca
namespace: istio-system
spec:
ca:
secretName: istio-ca

d FERUTHRRRAENE
I $ oc apply -n istio-system -f istio-ca.yaml
2. %24k istio-csr :

$ helm install istio-csr jetstack/cert-manager-istio-csr \
-n istio-system \
-f deploy/examples/cert-manager/istio-csr/istio-csr.yaml

istio-csr.yamlz~fl

replicaCount: 2

image:
repository: quay.io/jetstack/cert-manager-istio-csr
tag: v0.6.0
pullSecretName: "

app:
certmanager:
namespace: istio-system
issuer:
group: cert-manager.io
kind: Issuer
name: istio-ca

controller:
configmapNamespaceSelector: "maistra.io/member-of=istio-system"
leaderElectionNamespace: istio-system

istio:
namespace: istio-system
revisions: ["basic"]

server:
maxCertificateDuration: 5m

tls:
certificateDNSNames:
# This DNS name must be set in the SMCP spec.security.certificateAuthority.cert-
manager.address
- cert-manager-istio-csr.istio-system.svc
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3. #BFE SMCP :

I $ oc apply -f mesh.yaml -n istio-system

mesh.yamIz~fjl

ESATIS

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
addons:
grafana:
enabled: false
kiali:
enabled: false
prometheus:
enabled: false
proxy:
accesslLogging:
file:
name: /dev/stdout
security:
certificateAuthority:
cert-manager:
address: cert-manager-istio-csr.istio-system.svc:443
type: cert-manager
dataPlane:
mtls: true
identity:
type: ThirdParty
tracing:
type: None
apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:
name: default
spec:
members:
- httpbin
- sleep

% 13 SERVICE MESH 2.X

LBLE T security.certificateAuthority.type: cert-manager [/ /X B

security.identity.type: ThirdParty,

fE /=B httpbin AR50 sleep N ARRFRNERBEAOMKII mTLS JRE, FHEIUERET cert-
manager T &,

1. EZE HTTP #0 sleep N R :
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I $ oc new-project <namespace>

$ oc apply -f https://raw.githubusercontent.com/maistra/istio/maistra-
2.4/samples/httpbin/httpbin.yaml

$ oc apply -f https://raw.githubusercontent.com/maistra/istio/maistra-
2.4/samples/sleep/sleep.yaml

2. JF sleep & T LA httpbin RS :

$ oc exec "$(oc get pod -l app=sleep -n <namespace> \
-0 jsonpath={.items..metadata.name})" -c sleep -n <namespace> -- \
curl http://httpbin.<namespace>:8000/ip -s -0 /dev/null \
w "%{http_code}\n"

WA -
I 200

3. K& B ingress M%ZE httpbin fR$5HI mTLS SRE :

$ oc apply -n <namespace> -f https://raw.githubusercontent.com/maistra/istio/maistra-
2.4/samples/httpbin/httpbin-gateway.yaml

4. FREX istio-ingressgateway %M :

INGRESS_HOST=$(oc -n istio-system get routes istio-ingressgateway -o
jsonpath='{.spec.host}")

5. Z8EM ingress M%< E httpbin fR$589 mTLS SRE :

I $ curl -s -l http://$INGRESS_HOST/headers -o /dev/null -w "%{http_code}" -s

113.7. Hfth ¥R

B RINMETE AWS E% % cert-manager Operator for Red Hat OpenShift Service B1¥1E, ES%E : 7
Red Hat OpenShift 2% cert-manager Operator,

114, EERFSMIEHHRE
{8 Red Hat OpenShift Service Mesh, &7 LAERHIAR S5 I BREF API AR, AR MM P —LEARSS

AREREEMENITEE, EtRFSNFEGRE. EUUEREREREEEERRRS. AFRS. €
BINHHRAEE, HEE—HRFSHRIMEZLZ,

114.1. FARAM %

B LFERAMAEEEAMLMEGERE, WEEEREFAIBEANEIRE, MXEEBERTEMBKL
G THIRIIEY Envoy REB, MARSEMRS 11 E—RI21TH sidecar Envoy R,

B sl ARG EAMTRERNSEIARR, 0 Kubernetes Ingress API, Red Hat OpenShift Service Mesh
M X R = FR ST RE DR E .
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% 13 SERVICE MESH 2.X

Red Hat OpenShift Service Mesh X FRAI A )Z 4-6 M EZIEREME, HMNELAFHEE Red Hat

OpenShift Service Mesh TLS % BRJiFH, A LUFE M Red Hat OpenShift Service Mesh REARSS 40

EERX, FERRFSPMEFOHCHBETERE—HERMXRE, MARNREFZREREL7)RM
ZIERB API BERA,

MEAETERATFEEAORE, AEtTUEEEOMKX, HOMXALLENEFMEHREEE S HRH
T, XAl LEIERREBIMELE AR 5 T LATA I BRI LS, X W IERIAR S MG I8 IN R £12H, L aI LAFERA M X
BoE 2N ERCIE,

K =B

MK SRR T MM SIZ T MBS E SR, BUOAASEHBI HTTP/TCP 158, BRI B A
J-TE’J—éHiﬁ”ﬁIZI, EHEANNICEE, URNESESRN SN RES,

UFRBIERT AR HTTPS ADRER M KEERS

apiVersion: networking.istio.io/vialpha3
kind: Gateway
metadata:
name: ext-host-gwy
spec:
selector:
istio: ingressgateway # use istio default controller
servers:
- port:
number: 443
name: https
protocol: HTTPS
hosts:
- ext-host.example.com
tls:
mode: SIMPLE
serverCertificate: /tmp/tls.crt
privateKey: /tmp/tls.key

MXECEB 1T B ext-host.example.com B HTTPS SR E:@i1 ik O 443 AR, BEENRER
EE%EEQ

ZIEERAFFLMXBRII T, SRR A ERENIRS. &0 LUEREMIRSS B R F BTt
#B1E, MBI :

apiVersion: networking.istio.io/vialpha3
kind: VirtualService
metadata:

name: virtual-svc
spec:

hosts:

- ext-host.example.com

gateways:

- ext-host-gwy

RiE, BRI LR AR 2898 B AL ES & REHUBR 55

11411 BB AORSE
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7 Red Hat OpenShift Service Mesh #1, Ingress Gateway foiF iR, L2 MM R NIZEThEE N A2
AEBEHRE. £ Service Mesh WX TERSS RIS H A FFAR S o

114111 REAQ IP MmO
ADRERBEENIMNERES X FAS A EHEEERMAERRARE, EEEMADIP IO XE—PNAERR

R, BEREST AN EIIMEREE TEREMN IP MinO, H2TUTHaS,. EXGH, istio-
system 2 Service Mesh control plane T B # £ #R,

I $ oc get svc istio-ingressgateway -n istio-system

e D RRO e ZZEFAFNTERN NAME, TYPE. CLUSTER-IP. EXTERNAL-IP. PORT(S) #
AGE,

JNRFET EXTERNAL-IP (B, ZBEMESRAE— MMM EEER, #ERTADOMX,

f05R EXTERNAL-IP {2 <none>, = <pending>, NEBIEMER SN A ORI KR HAER 71 EidadrEs,

1141011, SR A B ER[EEA QRO
NREHIME R AR EI9Mes, 1ERBRUT S HRE,

iz

L BTUTeRREEBEAODIP MmO, eaEXiRPRELE.
$ export INGRESS_HOST=$(oc -n istio-system get service istio-ingressgateway -o
jsonpath="{.status.loadBalancer.ingress[0].ip}")

2. BT TR RXEAORO,
$ export INGRESS_PORT=$(oc -n istio-system get service istio-ingressgateway -o
jsonpath='{.spec.ports[?(@.name=="http2")].port})

3. BITUTHSREERELAOmRO,

151
$ export SECURE_INGRESS_PORT=$(oc -n istio-system get service istio-ingressgateway -
0 jsonpath='{.spec.ports[?(@.name=="https")].port}")

4. ZEFL T R4 REE TCP AQKO,

$ export TCP_INGRESS_PORT=$(kubectl -n istio-system get service istio-ingressgateway -o
jsonpath='"{.spec.ports[?(@.name=="tcp")].port}’)

ERLFRT, ﬁzﬁﬁ@i%ﬂﬁ%ﬁﬁﬁﬁim%ﬁTE|Piﬂai¢/\ﬁ EXMERT, AOM
X EXTERNAL-IP (R 22—/ IP ik, 185, —NENE, L—BETEEE

INGRESS_HOST IfEZ &,

EXMIERT, HALTHSEE INGRESS_HOST {H :
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$ export INGRESS_HOST=$(oc -n istio-system get service istio-ingressgateway -o
jsonpath="{.status.loadBalancer.ingress[0].hostname}’)

114.1.1.1.2. fAE &R A B3N A Qim0
INREAIME S AL M ESt s, HBEADQBOFRAT RiEO,

i =
1L XEAOmO,
$ export INGRESS_PORT=$(oc -n istio-system get service istio-ingressgateway -o
jsonpath='{.spec.ports[?(@.name=="http2")].nodePort}")
2. BT ERIXEREAOmRO,

151
$ export SECURE_INGRESS_PORT=$(oc -n istio-system get service istio-ingressgateway -
o0 jsonpath='{.spec.ports[?(@.name=="https")].nodePort})

3. EFLTHSRELE TCP AOKO,

$ export TCP_INGRESS_PORT=$(kubectl -n istio-system get service istio-ingressgateway -o
jsonpath='{.spec.ports[?(@.name=="tcp")].nodePort}")

114.1.2. BB E A OMX

AOMXBEMBAZOCTHNEGESE, BREARNHTTP/TCP ##, BREAFHIHROMIY, B
FEREEARERHEE, ADRSBARERHI IERBHNNIEE, X5REIRSFREE.

DTS EER T A GIEMXFHERE VirtualService, LUTE Bookinfo =BIN FATEFE FFIRS A FFA KRR
/productpage #1 /login BIA SRR E.

Pt =
1. AERMXUESRE,
a. fIE YAML 304, FRLLTF YAML EHIEHA :

% gateway.yaml =61

apiVersion: networking.istio.io/vialpha3
kind: Gateway
metadata:
name: info-gateway
spec:
selector:
istio: ingressgateway
servers:
- port:
number: 80
name: http
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protocol: HTTP
hosts:

nkn

b. N YAML 3244,
I $ oc apply -f gateway.yaml

2. {13 VirtualService X REEE EHIrk,
a. O YAML XX, FELLUF YAML SHIEIES -

REFUAR 55 <l

apiVersion: networking.istio.io/vialpha3
kind: VirtualService
metadata:
name: info
spec:
hosts:
gateways:
- info-gateway
http:
- match:
- uri:
exact: /productpage
- uri:
prefix: /static
- uri:
exact: /login
- uri:
exact: /logout
- uri:
prefix: /api/v1/products
route:
- destination:
host: productpage
port:
number: 9080

b. N YAML 3244,
I $ oc apply -f vs.yaml

3. MR X F0 VirtualService B IEFAI%E,

a. WIEMX URL,

export GATEWAY_URL=$(oc -n istio-system get route istio-ingressgateway -o
jsonpath='{.spec.host}")

b. &BIHmAS, EAMFIH, istio-system =2 Service Mesh control plane T B F£ #R,
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export TARGET_PORT=$(oc -n istio-system get route istio-ingressgateway -o
jsonpath='{.spec.port.targetPort}’)

c. MiXBERMAAFHITIE,
I curl -s -1 "$GATEWAY_URL/productpage”

FERRYZE R 9 200,

114.2. TR BB E

1E Service Mesh A BEHEIEM XY OpenShift BH. &IRTE service mesh AR, FHSMIER Istio Rk
i, #FMEhOIE. BEHFHMER OpenShift BH.

pa =

M Service Mesh 2.5 &, *fF ServiceMeshControlPlane % BRI E4, BRINZAH
L&,

1.14.2.1. F A FI & B

Red Hat OpenShift Service Mesh {# i Figi Il 25 H, {EATIBCE Red Hat OpenShift Service on AWS
FHEERAE. XFFIE, W *.domain.com, BRINERTAZXHE., EREBRFTEVMXEL, 7 AWS
BECATREE LA E Red Hat OpenShift Service,

114.2.2. B8 Fi &
MU TFRBIE Bookinfo RIS ARFHAIRT — 1 FX, SRUBRTHEA,

apiVersion: networking.istio.io/vialpha3
kind: Gateway
metadata:
name: gateway1
spec:
selector:
istio: ingressgateway
servers:
- port:
number: 80
name: http
protocol: HTTP
hosts:
- www.info.com
- info.example.com

Gateway FHIROIELLT OpenShift BRH : A LAFERU TSR ERTUETBH, EABIH, istio-
system 2 Service Mesh control plane T B F £ #R,

I $ oc -n istio-system get routes

Ttk
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NAME HOST/PORT PATH SERVICES PORT TERMINATION WILDCARD
gateway1-Ivlfn info.example.com istio-ingressgateway <all> None
gateway1-scghv www.info.com istio-ingressgateway <all> None

INERMIBR T BI%, Red Hat OpenShift Service Mesh iBREEH, B2, EFSHOIEMIBATEMW Red
Hat OpenShift Service Mesh &4,

1.14.2.3. B PRZEHIER

B, OpenShift B8 H A& B4R ERITRE SE R,

FTFIXANFEMAB, Red Hat OpenShift Service Mesh &4 Istio M % B8R R IEE IR A bR 5 F3E A7
(5 kubectl.kubernetes.ioFFLHFEBIA) EHIEIZE OpenShift B H IR,

INRIZFE Service Mesh QIIEEH) OpenShift B H IR EIRSSGERR, 1E Istio MXFHRAPCIEREN], ©
IS E %IZ B Service Mesh BI2R) OpenShift BH FIRA,

114.2.4. XA B 5heg B A2

FINBERT, ServiceMeshControlPlane 7R % B34 Istio X RS OpenShift BRHES ., ZRABD)
HREOEIhEE, MREERKRERNEZTNFoLRHERE, S EREIEHERE,

114.2.4.1. AN R R AR BE A

NREZRHFE Istio MXAT OpenShift BH, En1FEf# maistra.io/manageRoute: false 7ANEIH
KITHIEE XL P, Red Hat OpenShift Service Mesh $5F ZB& T A IX A TR Istio Mx, REIRHRR Hith
Istio MXBIEE,

114.2.4.2. WA tE R X AB KB

&R LU MAS R B9RT A M X A OpenShift BREHBIE SIEE,

®id % ServiceMeshControlPlane FE% gateways.openshiftRoute.enabled 1% &7 false 22 H Istio
FIX#0 OpenShift BERHZ (AR, BN, EFLAT HIRF#f.

apiVersion: maistra.io/vialphat
kind: ServiceMeshControlPlane
metadata:
namespace: istio-system
spec:
gateways:
openshiftRoute:
enabled: false

114.3. TR % H

AR%55< B 1EH Red Hat OpenShift Service Mesh MEBEIBIARSS registry RIRIN—1N&E. HMRSEE
&, Envoy RESERELZEEIZIRS, MEEMEHMIRS —1F. RSFERITFEHETLUUTRE -

o EERFSMIEHMIZITHIRSHIRE.
o EERMMLLXANMEBIMANTE, WMKE web B9 API IR, i A RIBEMBRIPIRSHIRE,
o WAERERIME X EH A, B FEIREARR,
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o TEEAM (VM) B TRIRERSS, 75 E2ERAEHIRINE .

RS M A B EEERINBIMFE, LUETE Kubernetes EEZE % 5 2% Red Hat OpenShift
Service Mesh M.

iR 55 % B pl

LT RHBIZ— mesh-external iIRS5%H, ©IF ext-resource AR ANZEI Red Hat OpenShift
Service Mesh %5 registry A :

apiVersion: networking.istio.io/vialpha3
kind: ServiceEntry
metadata:
name: svc-entry
spec:
hosts:
- ext-svc.example.com
ports:
- number: 443
name: https
protocol: HTTPS
location: MESH_EXTERNAL
resolution: DNS

273 hosts FERAIEENBHIR, BALUTZERES, thAILUERSEARIZE R,

e LAES B AR S5 F0 BB tthEi], LIRHIEIRSZEMRE, HARSENMEHHIEMEMRSERE
MEMR, Fa, LT ErRANNEREBEE 75 A mutual TLS R{RHEl ext-sve.example.com 44
ARG HERE, EWRECE N ARSI

apiVersion: networking.istio.io/vialpha3
kind: DestinationRule
metadata:
name: ext-res-dr
spec:
host: ext-svc.example.com
trafficPolicy:
tls:
mode: MUTUAL
clientCertificate: /etc/certs/myclientcert.pem
privateKey: /etc/certs/client_private_key.pem
caCertificates: /etc/certs/rootcacerts.pem

1.14.4. {8 VirtualServices

AT LU A EAULAR S5 @11 Red Hat OpenShift Service Mesh &R S BB BIMIR SRR A, FHE
RS, &RILL :

o B H—EIRSOCIESANNBERFERS . NRMIEEA Kubernetes, &AILAEDR & E VAR S5 S ik

ERERRERPNRERS. BIEURS, SRS RGXNARZVRERETEERER
TR EHAR 55 B AR 55
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o FEEREMNISMXELE, UEHAOMHORE,

1.14.4.1. Bidi& VirtualServices

18 A EFU AR 55515 K ER A BIAR S5 PG R B9BR 5. BN EILARSS I —HER I ANIAHRR, FIRITFER . Red
Hat OpenShift Service Mesh Y84 TE 45 ETUAR 55 8915 3K & R #& PN B9 47 7E 52 7 B O PT R,

MR ZRBENIRS, Red Hat OpenShift Service Mesh &7EFTA AR S5 3241 (] F & D 8915 3K 89 sk
RmeE, BREMRSH, BALUEE— MRS NENBRET N, EVRSHERBEMER Red Hat
OpenShift Service Mesh 0 AR S HIRE A X EIE L E M, BB TLLZR—RSHRA,
A LR 2R RMARS .

AR

1. ERAUTRAIGIE YAML 30, RIBAFEERIN ARFHNARRAR™IEREBE Bookinfo
BN AR AR S5 B0 A B AR A

VirtualService.yaml 7=l

apiVersion: networking.istio.io/vialpha3
kind: VirtualService
metadata:
name: reviews
spec:
hosts:
- reviews
http:
- match:

- headers:

end-user:
exact: jason
route:

- destination:
host: reviews
subset: v2

- route:

- destination:
host: reviews
subset: v3

2. T4 AN A VirtualService.yaml, Hrh VirtualService.yaml 2 XX 4R,
I $ oc apply -f <VirtualService.yaml>

1.14.4.2. VirtualService idi@SE
BH o

hosts FE& I 7 B8 FR MLV 2 A 21 B9 R FULAR 55 89 B

spec: ik, XRATFRMRS ZEERMIE, ERRS E
hosts: M Z T LU N T2 RE AR IP ik, DNS &#5
EAEF RN
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% 13 SERVICE MESH 2.X

¥ sk

http &0 @& EARSSBIRE RN, XL RS

spec: B HTTP/11. HTTP2 #1 gRPC 25 hosts FEXHIE
http: ERE BB LR REFERE. KB BEFER
- match: BRI B89t A RAEfAIfE ER LR R AR, O

R —PNEEEBRINIAE —DEL match RERFFLAISE
. EXANRBIFR, XNBHERTFRERERAF jason
WA IER, %0 headers. end-user #lexact i
Je Ik FEE Y HIE K,

route 28480 destination FERIEE S X N M ITED

spec: BURERSCPRENM, SEMRSHENTR, B
http: B ENLTZ Red Hat OpenShift Service Mesh AR
- match: % registry REFAMNESLB MM, XA URHANRE

- destination: BIMIEBERSS, TR service BRI — 1 IERIRAR

%5, TEARBIGR, EHRR— Kubernetes RS FR :

1.14.5. 7 &2 5 g9t #L)

B ey N P AR SSER R MNIIE LA, BN AERENE LB, EIRSFRERHEIEN
th, BHHHINIEEZ BRI RE,

FINBERT, Red Hat OpenShift Service Mesh {# & D H91E K (A #39E 5kBE, HAphAhmiRS L&D
SEGEESUERGE R, Red Hat OpenShift Service Mesh A2 # LA THERY, & LATE B BN Fr$5 EXF
HFFREMRS AR SS FERMIFK,

® Random : 1HRKBENEL 4 it B #9451,
o Weighted : RIBHE B2 LLE KL L Bt a9 L1,
® Leastrequests : fHEKRE L ENE RKBE R D BB,

B 893t R = B
AR B Rt ANR By my-sve BRIRFSERE=N TR FE, EETRBNTHIFERE

apiVersion: networking.istio.io/vialpha3
kind: DestinationRule
metadata:
name: my-destination-rule
spec:
host: my-svc
trafficPolicy:
loadBalancer:
simple: RANDOM
subsets:
- name: vi
labels:
version: v1
- name: v2
labels:
version: v2
trafficPolicy:
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loadBalancer:
simple: ROUND_ROBIN
- name: v3
labels:
version: v3

114.6. T fRMZL SRR

Red Hat OpenShift Service Mesh B Z7E Service Mesh control plane #15/ FATEFE 63 4 22 7] dh QI 2 A B 12
%/~ NetworkPolicies iR, X2 7 HERLNFATEFEH control plane AILIEE RIS,

Blan, HRIESIF Red Hat OpenShift Service on AWS %ﬁﬁﬂ Jy{EF SDN 4, Red Hat OpenShift

Service Mesh 1E &N 51771 B # | NetworkPolicy 7R, XA 1k ME MK 510 control plane %

P& R EYRTAE pod BIATAMLZEEME, X HBRE T B 51701 B B AL & EIE. (NRFERBIKATERN

)\jﬁﬂ%iﬂﬁ NF/ZOE— NetworkPolicy R o VFXLERE BT, REM Service Mesh FfifilfRen
Zela], Itk NetworkPolicy #iR< M B FRIRR,

1.14.6.1. 2 A NetworkPolicy fll &
INREEF NetworkPolicy FRBE 0B, FlaNaflLilATLLEE, HE R ITFEREN MG

Y pod, EATLUXEEM, &0 LAYREE ServiceMeshControlPlane, 4%
spec.security.manageNetworkPolicy 1% &y false,

LIREHT spec.security.manageNetworkPolicy, Red Hat OpenShift Service Mesh A~
202 19 NetworkPolicy X5, RITER G M R EIEMSFHES 7l 8 5 BB E A 7],

[} =355
o L% T Red Hat OpenShift Service Mesh Operator 2.1.1 S & & kit A,

e ServiceMeshControlPlane FREHE 2.1 KE ShRA,

ik
1. 7£ Red Hat OpenShift Service on AWS web #2Hl&F, = Operators — Installed Operators,
2. M Project 3% %% Service Mesh control plane B9IIE, %0 istio-system,

3. /= Red Hat OpenShift Service Mesh Operator, 1E Istio Service Mesh Control Planef=H, =
ServiceMeshControlPlane B9 %5, 40 basic-install,

4. 7E Create ServiceMeshControlPlane Details TTH, £ YAML {Et/EMELE,

5. ¥% ServiceMeshControlPlane FE% spec.security.manageNetworkPolicy i%i& 7 false, 01T
BIRT7Ro

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
spec:
security:
manageNetworkPolicy: false
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6. /= Save,

114.7. W RETIEEE sidecar

FINBERT, Red Hat OpenShift Service Mesh EEE& 4™ Envoy {18, FEHMB XA EHMAIARO _LEI
ME, FEELRENIAMEFNENTIENE, EILUER sidecar BREFF1TLATIRE -

o i Envoy REREEZEVIROAIMUES.

o [RI Envoy RERIVIHIBIARSSE S,

% o
E LIRS MAREOMERE, 1HEERT Envoy KIEECE,

£ Bookinfo RN FATEF A, BLE Sidecar LMERTA RS ER AT LAV [AI1E [ —6p 44 Z2[A] 0 control plane
TR EAMARSS, 1#F Red Hat OpenShift Service Mesh SRE&FNZNITHAEE X Sidecar ELE,

AR

1. AT REICE YAML X, LUIIEEMEE sidecar BLB N BRI E & 22 A h BT TIEM
#H, BN, {EF workloadSelector 1% 45 FE B TE %,

sidecar.yaml 7~fl

apiVersion: networking.istio.io/vialpha3
kind: Sidecar
metadata:
name: default
namespace: info
spec:
egress:
- hosts:
- "./*H
- "istio-system/*"

2. TS LR sidecar.yaml, Hh sidecar.yaml 23X 4RI,
I $ oc apply -f sidecar.yaml
3. BT T4, LABIE sidecar 2F 2 HIHAIEE,

I $ oc get sidecar

1.14.8. R #FE

Ai5E A Bookinfo AN TR FF RIR AR N TR FEVBE B~ Bl, R Bookinfo NV 2R LT fRiX
LEB% FR BI04 TAF,

1.14.8.1. Bookinfo }FRH115Es

Service Mesh Bookinfo ;_fAIN AR F S S MM MRS, B NIRSEBEZ N RE, &E Bookinfo 7=
BN BAfREFRE, reviews ARSI =N FRMRARNHZE1T.
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HIRTEN W25 H 17 [H] Bookinfo A3 /product TUEIF % RIS, B BITFLHIEHREEES DN,
MECHHENEA, MRZXETHEANTRAMINRSRA, Service Mesh 215 R EIFFE & AARA,

AYRRAEBENANMEREBHEIMIRSZH v (RE 1) B9, ZfE, BAILARYEE HTTP iEKirk
{E N — AN RS R E

HFeREH -
o ERZE Bookinfo R~ AR LUE B LT =4,

1.14.8.2. N A EHIRSS
LT RIES, EIARS BTN BN IR X E BRI RAENIRS, SAERERHEI SN MIRSY

vi,

it =
1 N A EUARSS .

$ oc apply -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.5/samples/info/networking/virtual-service-all-v1.yaml

2. BERUEREBMNAT EURS, BEAUTRSERE XHEREH :
I $ oc get virtualservices -0 yaml

Z 4R E— kind: VirtualService %R, £B YAML &3,

B Service Mesh EZiE N EEH E Bookinfo MRS HY vl kA&, 2+E reviews ARSShRA 1,

1.14.8.3. MiX# s HAcE
1T RIFT Bookinfo 1 FA 28 /productpage & FHELE.

AR

. 48 GATEWAY_URL S8E9(E, &8 LIELUS XA 2 B 5 Bookinfo 1 & FIEN URL,
TEXRBIAR, istio-system =& control plane T B B & FF,

export GATEWAY_URL=$(oc -n istio-system get route istio-ingressgateway -o
jsonpath='{.spec.host}")

2. BT T e, LGRS SITER URL:
I echo "http://$GATEWAY_URL/productpage”

3. 7EN Y23 FTFF Bookinfo M,

TTEMTEFEE D B REEONRE, BRERIFZ VR, XBENEER Service Mesh BEi& N1 reviews AR
SRR A R ERATIERA review:vl, AR ABIIRS i M 2R DRSS .

1R BIRAR 55 S I TE 15 7 28 8 R B AR 55 B9 — Al AR
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114.8.4. TR B30 H

FNRMEE, WERER WA ERERREIEEMRSHRA, EXMERLT, FIEEXE4 N Jason
HAFHRER W AEIRSH review:v2 &,

Service Mesh f i P B2 & B 1EAEEMARE T 2, XN FIZ2/E B, RE productpage BRSS5 HE!
reviews RS HIFRAE (EHH HTTP 15 K& T — N E E LH end-user 17k,

Y

LT LR 5 1E Bookinfo mBI N AR /S BE T A HIRH,

ey
$ oc apply -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.5/samples/info/networking/virtual-service-reviews-test-v2.yaml

2. BT, LUAIAOIR TiZHN), Hé4iRE YAML 8 =XHATA kind: VirtualService.
I $ oc get virtualservice reviews -o yami

3. 7£ Bookinfo A28 /productpage 1, LLF /" jason B ELER LB R THITESR,
4. RIFTNER. BERABREINEBRITILE,

5. UEHMB P BHRESR (EFEEERLT) . RIFNEEE. IERFEMES TS, WE, KR
Jason 4, FRAERFHIREANSEEBEE review :v1,

REKINEZE T Bookinfo RBINBERE, URIEAN BHNEBBEARE.

1.15. #5tr. BEMEER

SR RRRFERNEIMEE, e RSN BRRFHRETER. MREXEREBCHNBERRE, TLLE
&% Bookinfo 5N FAFEF 3 7 #2 Red Hat OpenShift Service Mesh FRBY AT W 214 4040 T 4%,

115.1. & Fi% &G it
Red Hat OpenShift Service Mesh 124t LL 24 & Sk & H BRSPS EUE -
o Kiali #HlA& - Kiali @ Red Hat OpenShift Service Mesh BIEEBIEHI &,
e Jaeger ¥HlE - Jaeger 2 Red Hat OpenShift distributed tracing &AM EEIEHIE.

e Grafana #ZHIA& - Grafana NRIEEIE G R4 Istio BIBM SN E WM DTN RKR. 7
., Grafana o LA AR SS W& HETT.

® Prometheus #22H& - Red Hat OpenShift Service Mesh {# 8 Prometheus 77fi# 3 B AR 55 8O 2

B!
A /tho

R& Service Mesh control plane i, BRNBNRENHGBIENRER, KEWREMLE, EaILi)
[A] Kiali, Jaeger. Prometheus 5% Grafana £l & R & &M EIREHIAR S RI&EIE.

IE=S 0
o WIERHREAM. Hlt, MREXBERESHIVBIR, BETEVIN Jaeger 18,
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M OpenShift #HI &KL R

1.

LB H cluster-admin F{REI A 7 B 17 E KRed Hat OpenShift Service on AWS Web, #15Rf#EA
Red Hat OpenShift Dedicated, Ni47iHE—1 8% dedicated-admin & &I,

# A Networking —» Routes,

£ Routes TTE, M Namespace 3 HH1%4H5 Service Mesh control plane JiH, 40 istio-
system,
Location 7l IE /R & BE BV RERE L,

MELE, GRTESRREREEDFNRENAGEGE, HiRE & USRS

¥ Log In With OpenShift,

it CLIHRERP IR

1.

2.

3.

5.

LB A cluster-admin B &8 A 515 & % F Red Hat OpenShift Service on AWS CLI, #0RfE
FA Red Hat OpenShift Dedicated, Ni#4%i1E—1E%H dedicated-admin f& &8k~

I $ oc login --username=<NAMEOFUSER> https://<HOSTNAME>:6443

¥ %l Service Mesh control plane HiH., EAfIH, istio-system =& Service Mesh control
plane H, iZ{TLA R :

I $ oc project istio-system
EIRENE# Red Hat OpenShift Service Mesh 24 B H, HZEITUTHS :
I $ oc get routes

XANEp4IRE Kiali, Jaeger. Prometheus # Grafana web 3261 #& LA & AR 55 A& fr R H b B FH
B URL, ROZERRMTHE L

NAME HOST/PORT SERVICES PORT TERMINATION
info-gateway bookinfo-gateway-yourcompany.com istio-ingressgateway http2
grafana grafana-yourcompany.com grafana <all>

reencrypt/Redirect
istio-ingressgateway istio-ingress-yourcompany.com istio-ingressgateway 8080

jaeger jaeger-yourcompany.com jaeger-query <all> reencrypt
kiali kiali-yourcompany.com kiali 20001 reencrypt/Redirect
prometheus prometheus-yourcompany.com prometheus <all>

reencrypt/Redirect

4. FHZZE M HOST/PORT Ui [HIB9#RHI & 8 URL EHIEIN W25 LT Fridl &

¥ Log In With OpenShift,

1.15.2. 15 17] Kiali #2415

R LR Kiali EH B R EENARFIRI, BERFER. MREMRSSESFE, Kiali #£H & A LLE
BT RS EBRER. BAUEETRIGIHHNSMREAERNESR, SERRNVARRE. RFSURM
o Kiali ML R Hen 222 B E B ALK,
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Z5iA] Kiali #6158, BANLEHFEE T Red Hat OpenShift Service Mesh,
RETTRAIE T 1510 Kiali #25] & IR B,

INRIEHE Kiali #HEIGH URL, ERIAEREVI B, REFHME URL, HEEBUTET

BEEANS R

1. EREE G AR E ST Red Hat OpenShift Service on AWS Web 12 &

2. = Home - Projects,

3. WMEBWNE, 1E Projects TEL, AT EIRREKIIEIRTR,

4. RUIEMEF, B0 info,

5. 7£ Project details TIEH, X Launcher 4 # Kiali f5#%,

6. %Fﬁ 5 i}17] Red Hat OpenShift Service on AWS 2| & HERAI A - L FEL B K E Kiali 32
Z;fg%‘ﬁiﬁﬂ Kiali Z2HI &1, HAEE Overview TlH, BERERRSMEHEENEENARE
AP B ZE|H,

INREEAET FI A%, BaBZERIDEERMEIMEH, NAEETE LT istio-system LL4
BIEfIEE,

FRE NGBS IR
. A4 E M EET Red Hat OpenShift Service on AWS Web ¥E84
2. B Project,
3. INERE, 7E Project Details T L, fEMAITIESERERIIB A,
4. RUIEMEF, B0 info,
5. 7E Project T{EA, = Launcher 3B Kiali 55#%.

6. M. Log In With OpenShift,

1.15.3. 7 Kiali #=Hl & H E B IR S MG EE

Kiali Graph NRHIRIG R ERE T i KA EThEe. RINFERHEKRE
B, "L EERE A RS MIRIT . SFERRERFEEREN TN
IR AR R,

B1&H Istio EL B {5 EARLE
=RPRS RIS, BRIIEMR
A LUEFERMLANAE -

o App MR RFFAEMCAER N BREFIE TV M EH,

° Serwce FEZRMEFENRSHT R, EfENAERFNIEASSBASEEINE D, Bl
2RANE, HRETEXNRSHAERE,

e Versioned App Bl B REB NN ARANT R, NARFHAMARAEBIHE T,

o Workload Bl E RERSMIEHENTEMEHNT R, LWERAEREFERNBEFMNRARES, R
REIR AR R B E A version I, iHERALLAE,
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T R EREMERIETHAEN, EREMRSHRSRESEFBHEREET, UKRREE AFMTHSS
FRIRECE. SR LUAR mTLS R, FERAE, FERREF. Graph BEWRE, WU ERREE,
FEH KB Find #1 Hide ZhaE.

B Legend #Hl, UEFEFETRHEXRER. Hit. §LMBTNES.

ZEEEMHBRES, HERPHERERT RSDSGURERRIFBER P EREETEE.

1.15.3.1. #£ Kiali P E X E KB E

Kiali FIFZ B0 B P BE RARIEER N AR FRMME DR BENTREMAMAR, fim, EEhRBEE
REZBAILURTE Kiali ERHENRAR, EATELBEESESEMERNE—FRE, Kali R4t T LFHT
Gk S| NprEEN

=55

o MRS BEREBCHNARRE, HRE Bookinfo REIN BIEF. RiE, BTZREALUTHS
5 Bookinfo N AR £ R E,

I $ curl "http://$GATEWAY_URL/productpage”

b Ep 55 A& L5 17 S R B9 productpage AR BIF

1. JE5h Kiali #51&,
2. Bk Log In With OpenShift,
3. fE Kiali #£H &, = Graph BEEMAZEAK,
4. 1£ Namespace S8 LN ARRF A Z2E, Bl info,
5. BEFEARMEEAR, EHATUTE—RE :
o MEITHEREYF B AR A B Y B8R 9 H.
o NARFH
o MRFSH
o RRAENAE (FIL)
o T{rffEA
o MEHMESRHEIFIEFERRNEFAR.
o HRBEBIA dagre
o % /3 1cose-bilkent

o @ 2cola

115.3.2. 7 Kiali R & hEERE

148



% 13 SERVICE MESH 2.X

BB LATE Kiali ZBH 5P EE TIEMERHEE. Workload Detail lHEI®ZE— Logs i£U1F, Ea— 8
E%EZFH*%F%*EH‘%EEE IL;\E’J/JL: /L.\Ublo n_.\_.”'/L %EF:FE Kiali ':F'J.L.T H IL:\E’J}’J\&

EEE& Kiali FFEE_?B’\J H IL:\E’J H /L,\Zﬁﬂ”, 13__1-1'1%6&1'{"5)\%_2'{&@% H /u\ﬁa%o

AR &M
o LRRFEE Service Mesh,
o DREHEET Kiali
o Kiali £ & BIHIE,
o TEMMEHIRINT N AR Bookinfo R FIN FRER,

1. B3h Kiali #2415

2. Bk Log In With OpenShift,
Kiali Overview TIEI R ZRANINEI 2GR AR B9 & 22 (6],

3. Hi Workloads,
4. 7E£ Workloads TIEH, M Namespace HFi%EFER,

5. NARE, ERTIERRERCETENEHENIFENE, BETENERIR. flm, B

ratings-vl,
6. 1E Workload Details TTE R, Hifi Logs EHIEREFTEMENERE,
N
MREEEIEMBEESRE, ErAseHEE A2 Time Range 2k Refresh [AIf&,

1.15.3.3. f£ Kiali #EHI G P EF R
IR LATE Kiali #4IA h BB N ARERE. TEMUEMRSHAEM M. FETESEU TSR :
o AUER FARRFIEIT
o HuLR BT
o AL TR EIEIR
o UL TR EIEIR
o AUHARSSIET
X LR T ERTIE LRSI URIR, CITRIBHAXNARFE, TEMRSRSEMNHETES. NRRERE
AR SR BE RIS IEIR, N8, BEE, AN TCP Rig. RESFEMENETA
137 2 B9 SR FME N HE BT

Kiali RVFEEFERUR~TEBEE X chart, Kiali AR LU RIRSk BirCIBE R S /93ER. B4, Kiali
A LA EIEPR LM trace,
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AR &M
o LZLHBLE Service Mesh,
o BEREHFEET Kiali
o Kiali ¥ & RYHIL,
o (W) REMEET HHNEBER,

AR
1. B3hKiali #4145

2. Bk Log In With OpenShift,
Kiali Overview Tl H < B RRNINEIE BRI A B9 65 4 22 A,

3. Hil Applications. Workloads =% Services,
4. 7£ Applications. Workloads =X Services TIE L, M Namespace FEH FiEFIH,
5 WMAEKE, FRTESREERCEEEEAETNNAER. TEAEZRS. £ Name,

6. 7E Application Detailstail. Workload Details 5% Service Details TTE®, i Inbound
Metrics 5 Outbound Metrics 1%ET£ & HIG5TR.

115.4. 2 EBER

DA VGBERE ST IRERN A AP AR S5 T R BIER R R ERER N A A & DRSS EOMERERNIT 2. BIRA AN K
EATEIRS, SHUTIER, O RAREETF SRS ITRERERMN, WIHFRNEEF IO HRES,

Red Hat OpenShift Service Mesh {# f Red Hat OpenShift distributed tracing FEERRIFHF LA REER
AR 55 N FA A2 B AR BV R TR

115.4.1. BB E S B IEER T A (Tempo)
&80T LLB I8 E TR H zipkin L7k I0E) ServiceMehControlPlane A HY
spec.meshConfig.extensionProviders #l& [ Red Hat OpenShift distributed tracing & (Tempo)

R ATHBIREUE, WTAIFTR. RE, & BE IR Istio RIEEEE NKE trace FIFH L ET
Tempo ZEHE AR 551 s

Eﬁ'JL ServiceMeshControlPlane #1 ServiceMeshMemberRoll #5i&/5, &7 LU{E tracing-system 4
Ze A R Al TempoStack SE4,

FItERAF

o &E7f openshift-operators 74 28 /i %% Tempo Operator ] Red Hat OpenShift Service
Mesh Operator,

o BT &N, % istio-system 7] tracing-system,

TR

1. ZZi& ServiceMeshControlPlane 7 JRLUE X 1 BHEINE :

I kind: ServiceMeshControlPlane
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apiVersion: maistra.io/v2
metadata:
name: basic
namespace: istio-system
spec:
#...
meshConfig:
extensionProviders:
- name: tempo
ZIpkKin:
service: tempo-sample-distributor.tracing-system.svc.cluster.local
port: 9411
fracing:
sampling: 10000
type: None a
version: v2.5
kind: ServiceMeshMemberRoll
apiVersion: maistra.io/v1
metadata:
name: default
namespace: istio-system
spec:
members:
- tracing-system

spec.tracing.type KX EE X T —NEFFHIH B ELT Jaeger 5B, TEEH
extensionProvider 1% & %#%% TempoStack //, ¥ spec.tracing.type i%i& % None,

A=
B/#Z ServiceMeshControlPlane 7] ServiceMeshMemberRoll /555, 0/&E—
P TempoStack L4,

2. B Kiali FHRAFE LS A Kiali T 1177 20ERER (N FAR, XTI LUE R (MR & BB B 2120 2R,

apiVersion: kiali.io/vialphat
kind: Kiali
#...
spec:
external _services:
fracing:
query_timeout: 30
enabled: true
in_cluster_url: 'http://tempo-sample-query-frontend.tracing-
system.svc.cluster.local:16685'
url: [Tempo query frontend Route url]'
use_grpc: true

ﬂ IR %A W Jaeger Bt Tempo 1@HFE A HTTP 26 gRPC I [d, 154% in_cluster_url: i7 1%
R E E .,
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Kiali 1.73 {&/H Jaeger Query API, iX&FEIRYE Tempo FRRFIE KK BINL,
118, HIREETE Kiali Ul # &%) Could not fetch span #1258, 142 Tempo
&, B4 Kiali HEFNEIHHIREY,

3. & tracing-system % Z2/5/#189 Red Hat Tempo Operator £//# TempoStack 54, HIEFZ
1582, S0 FINZIR B0 R 255 7 0B 5 F & (Tempo) "

4. HService Mesh N fH Telemetry EE X FIRLUE 5 Tempo B EIKIE,

apiVersion: telemetry.istio.io/vialphat
kind: Telemetry
metadata:
name: mesh-default
namespace: istio-system
spec:
fracing:
- providers:
- name: tempo
randomSamplingPercentage: 100

T BT LLGYEE Istio BIRFE RS HolE, LU FF Red Hat OpenShift Service on AWS Z5E % 17/5] Tempo
Jaeger Query ##115.

115.4.2. £ ZH BB S B8 Jaeger LB

YR E 7F Red Hat OpenShift Service on AWS #1E2F Red Hat OpenShift distributed tracing Platform
(Jaeger) 5EA, BT LLIF ServiceMeshControlPlane 75 iRADE 77 & H1% L BIHITH BB FES.,

BrtER 1
o  ZLEFMAIE Red Hat OpenShift distributed tracing & 4,

TRE

1. 7£ Red Hat OpenShift Service on AWS web #Z#& #, = Operators — Installed Operators.
2. fR Project 4, #£{FZ# Service Mesh control plane B971H, #1 istio-system,

3. s Red Hat OpenShift Service Mesh Operator, £ Istio Service Mesh Control Plane 3|/, =
ServiceMeshControlPlane 7 RE95 7, #)4 basic.,

4. fFRHEEFE (Jaeger) SLBIH) & # 7~ 1] ServiceMeshControlPlane.
a. M= YAML Fp?s,
b. fFHH N ELFE (Jaeger) SLBIRGE 75 11E] ServiceMeshControlPlane 775 #1597
spec.addons.jaeger.name #, 7£LL FFIH, distr-tracing-production 2% 7 2016 £7-F
& (Jaeger) SLBIEGE Fo

B A EERACIE 7B
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spec:
addons:
Jaeger:

name: distr-tracing-production

c. 5% Save,

5. £ Reload 343 1F ServiceMeshControlPlane 7R 2 #5 iE A0 &,

115.4.3. 1F&ZHIEE

trace Z2HRZ IS B IRSS [FIBIHIITEEE, — 1N trace FI— TN Z TNBHAEL, span 2EBEZ/. FIaHTH
FOFFZERT H B9 Z 3 T EHE TT, HIFERE T trace HIFFA EHIE,

Envoy fCEE#IIEREL 1 12E VRS PIIEH trace BT 100%, BHIFERAIMSFELERL FIBEAINEEE, (7 i
TR E ., TE 7 1EHEFE Red Hat OpenShift Service Mesh i, 1E1F(EH 1% & Fy#¢/Vd trace BB#s
#14, 17 spec.tracing.sampling i /& 7 100 74 trace B91%.
#F Envoy UEEHIIFEDIE U 0.01% 1B EHT) BEH.
EEAXZ LA, spec.tracing.sampling i<i& 7 10000, X{CZ100% Hjtrace RiF. B4 :

o JHEIKIEH 10 1 trace #J0.1% FEAK,

o JH(EH X500 TMNELK 5% HY trace.

Envoy fCEE#I+3FE HF Service Mesh Bl FHRIN FHEESE, H1&MH Envoy UEE, X PNHFEER
AE T Envoy FCEEIE H IRERAGHIE S,

Jaeger VL EEHIIF FE HF Service Mesh A B8N FHEESE, TZ(EfH Envoy CEE, AT#EHE
JE, XTI RE T 5 B0 R E R 7 5B E &,

%
1. 7£ Red Hat OpenShift Service on AWS web ##]/& #, = Operators — Installed Operators,

2. 5 Project & #5FEZ % control plane BYTIH, 41 istio-system,

3. s Red Hat OpenShift Service Mesh Operator, £ Istio Service Mesh Control Plane ZI//7, =
ServiceMeshControlPlane 77 EHIE 7, #I41 basic.

4. FFEHIFEE, 15 spec.tracing.sampling % E T FH1E,
a. M YAML Fr&,

b. % ServiceMeshControlPlane 7 ;FEH59 spec.tracing.sampling &5, £ B4,
FFERiEY 100,

Jaeger #1F Bl

spec:
tracing:
sampling: 100
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5.

c. 5% Save,

£ Reload #5471 ServiceMeshControlPlane 78 B #iF BiATiE,

1.15.5. 17/5] Jaeger #E#)&

Eyp)h] Jaeger FEHIE, T ZEHAE T Red Hat OpenShift Service Mesh,

LR BEROEBEBF I Jaeger IEHE .

jﬂ%xu\ ﬁJaeger fybl%./ WURL, /l.n 71/( é_f%ﬁ//ﬂl:m jﬂ%xuﬂ TfﬂL URL, igﬁﬁj’/‘( 7‘_]95":'/7_? N
M OpenShift ##I5 B9 TE
. LIEF cluster-admin fXEREFE P B 17& RRed Hat OpenShift Service on AWS Web, ZIE(&H
Red Hat OpenShift Dedicated, M&i#iE—1TE % dedicated-admin £ 91K/,
2. #A Networking - Routes.,
3. £ Routes I{[EH, M Namespace E# #4#F Service Mesh control plane ZiH, #1 istio-
system,
Location I { 7~ 5 1NE5 IR EE FEHELIE
4. WBESE, [EFEEFEL jaeger B, HTEH B LIS 5/#2#IE.,
5. #1 Log In With OpenShift,
Kiali #E#IE 892 5
1. JE5) Kiali ##E
2. HALZ M- FH B H) Distributed Tracing.
3. #if Log In With OpenShift,
1L CLI R FRIE TR
. LLEF cluster-admin £ EHIH '8 17 &% E Red Hat OpenShift Service on AWS CLI, #T5E&
JH Red Hat OpenShift Dedicated, Jl&4iE—1L% dedicated-admin /& EAI1IK/,
I $ oc login --username=<NAMEOFUSER> https://<HOSTNAME>:6443
2. B#AmSTEINBEIFE, EHAL TR S, EXBIH, istio-system £ Service Mesh control
plane 2% 3£/,
I $ oc get route -n istio-system jaeger -o jsonpath="{.spec.host}’
3. FIIE B HHAA hitps://<JAEGER_URL>, B+ <JAEGER_URL> Z/& 7 _F—# X HH95%
A,
4. (EHEHFE] Red Hat OpenShift Service on AWS 22414 B9/E—F /7 & FIZE &R,
5. HREEIHREFRINBIRSFSMEBHLEM T trace, ERTLUEH L EZEAFind Traces #ZHI1# %
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trace I,
UREEL IFIEHE 5, TR trace 78,
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1.15.6. 177/i] Grafana %14

Grafana @—THHW LT E, THFEE. BHHPWRSMIEIE. EXBIH, istio-system & Service
Mesh control plane @& 22/, Z1i/h] Grafana, 1EHITLL FIEIE :

T

1. &%#E Red Hat OpenShift Service on AWS web #2#I5.

2. fR Project K, #£{F%# Service Mesh control plane B971H, #1 istio-system,
3. #i; Routes,

4. srili Grafana 789 Location 3l HAG4E#E,

5. @ Red Hat OpenShift Service on AWS Zil &% Grafana #Z#/5,

1.15.7. i%7/5] Prometheus ##14&

Prometheus & — TN EATEIRTE, o FHFREMIRFSIEXIIZ A, EXFIF, istio-system Z
Service Mesh control plane &% Z2/H],

T

1. &ftE Red Hat OpenShift Service on AWS web #2#I5.

2. fR Project K, #{FZ# Service Mesh control plane B971H, #1 istio-system,
3. #if Routes,

4. H#i¥ Prometheus 77H7 Location Zi//HA9%E#,

5. {&@fH Red Hat OpenShift Service on AWS Z1EE % E Prometheus ##5.

1.16. HEEFI AT /& IE

Zi/ ServiceMeshControlPlane i< ETZFF £/, E#iKi H1E— T IAHI Red Hat OpenShift
Service on AWS L& H %%, B89 OpenShift Container Platform Z%& —NEREI B 1E, 7
FRUF THEEH 222 SMCP J&, 1ERIZAE3% SMCP J1E X B 1% 1B LUE N T BIEA 1R,

1.16.1. K& 11 B 7 RBIR A

BilIEA T, spec.proxy 25 & cpu:10m 7] memory:128M, ZIR(&/H
Pilot, spec.runtime.components.pilot £ 15/EH7% 1A 2,

LUFTAIBETEETF 1000 TMRFELUR #1000 NiEK, #aLI&E L ServiceMeshControlPlane 749
cpu 7] memory £/,

TR

1. 7£ Red Hat OpenShift Service on AWS web #E#& #, = Operators — Installed Operators.

2. fR Project &, #£{FZ# Service Mesh control plane B971H, #1 istio-system,
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3. s Red Hat OpenShift Service Mesh Operator, #Istio Service Mesh Control Plane 3|/, =
ServiceMeshControlPlane £95#h, #4] basic.,

4. fFHIT Jaeger SLBIRGE 75 10E) ServiceMeshControlPlane.
a. M YAML Fr&,

b. 7£ ServiceMeshControlPlane 8% &E
spec.proxy.runtime.container.resources.requests.cpu spec.proxy.runtime.container.r
esources.requests.memory,components.kiali.container, 7]
components.global.oauthproxy £7/4,

Mk 2.5 ServiceMeshControlPlane 41

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
namespace: istio-system
spec:
version: v2.5
proxy:
runtime:
container:
resources:
requests:
cpu: 600m
memory: 50Mi
limits: {}
runtime:
components:
pilot:
container:
resources:
requests:
cpu: 1000m
memory: 1.6Gi
limits: {}
kiali:
container:
resources:
limits:
cpu: "90m"
memory: "245Mi"
requests:
cpu: "30m"
memory: "108Mi"
global.oauthproxy:
container:
resources:
requests:
cpu: "101m"
memory: "256Mi"
limits:
cpu: "201m"
memory: "512Mi"
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c. ZJjRed Hat OpenShift distributed tracing Platform (Jaeger) iXi&H, 1E& )Y BLEHIEFE S
HEERFE Jaeger',

d. 57 Save,
Bur

e & Reload 3¥4iF ServiceMeshControlPlane %E2Z B iEHIE,

1.16.2. J1# i 4% E

_Ef Istio #1IX 17 #0i BIFE - 1000 NRZSFT 2000 1N sidecars, #7A 70,000 1NH1EE 1 K E#H
Bk, (& Istio 1.12.3 51T, ZERCLLT/EE :

o Envoy fLEERFAF 1000 TNEL R 1Z K&/ 0.35 vCPU 7] 40 MB A #7,

e stiod {#/H 1vCPU 7] 1.5 GB A7,

e Envoy fLEEX] 90th percentile ZER121] T 2.65 ms,

o (247 istio-telemetry fRZ5 (7£ Service Mesh 2.0 21, 22/) B F1&MH Mixer BIEFE, #F
1000 MIESEIEPA A KR & 0.6 vCPU 153K, #HEFEIZAM (Envoy fCEE) L HE@E S RIETH

#E%. Service Mesh control plane 1% Istiod BZiE##E-FE (dataplane) . data plane I
control plane &7~ [EIHTI#BE &,

1.16.2.1. Service Mesh Control plane t£5E
Istiod HR#EH 7 X4 FoBIE0IE X /IR 4% 2 Bk S EDIE sidecar FE, £ Kubernetes 211590, B E X FKEE
X (CRD) #HIEBZHRAHIAEMRSHEL, Istio BLIEXTSR, HAPFFEWIRSS, FEH - RINE]
&, BEMCERIAE, Istiod M Kubernetes ZF1E /I F 1R IXBIECIE L FEZH & A B HIR A 4,
Service Mesh control plane ZH##FTNRS, D HEEKLTF-LFBEIpod, BB 1EE EHARS AR A
BN REEW, Istiod B9 CPU FIAFZEKY B, URIEHEHNTEERIRIARS, CPU EFET BHEL
FTH#*% -

o IZFEHYEK,

o HEHNRE,

o E#EZFIstiod HIFLEEHE,

18X BB AN L2 AT ’H.

1.16.2.2. data plane H£5E
data plane HIMEBEERAF 2 NAZ, AIA0 :
o EFUmEHEH
o AimiFkE
o EKANFIIII A
o fCE worker 2RI E
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o X

o CPU A#%

o UCEEIESPINELE, FFEZN v2 R IEE
R, &t ELUREER] CPU FIA 7 HFEME X L B9 D RE KN &

116.2.2.1. CPU FIN 75 FE

B 77 sidecar fCEEX] #HEBENITHINEILIE, ATLLEREFE CPU A7, Mlistio 112.3 745, CEE=Z/
#1000 TNEKRALEFE 0.5 N vCPU,

I 77 BRI R F BRI S IE RS, XBIITa. ERFIEEE T LUS A7 HE.
BN BB BT R HBIEIE, ATLUERET RN 77 57

1.16.2.2.2. HiABIEENR

B Istio TEHIEREIE_LFA sidecar 1CEE, FTLIZERE—PNEERF, Istio BICEERIEIET &S, ZEM
1T JEES HITT B X e As. TN L 25 28 = I E R FE I B EE 1R K, HEEANHEE R,

Envoy AR TEIEE /i X NN 5 YL ZE IR A6 Z N HE, 718 KK [RAEE AT TE BN 1A T =18 5K FE R 1%
IFREG AT, B8, BF worker f-FLEEFK, FUE worker TR IZETFFIELNEE F—TiFK, XTI EE
K T —T1FKBGA FYZ A0 T, H i I R FI B BB AL S, SLlrH B BB AL R AR F B =,
TERIIEH, 1R B G, REERFEZImCEE, 1£Istio 112.3 (Istio # 7 telemetry v2) HIE A
BER, - MCEESRX 90th #199th percentile ZER 3 #1811.7 ms #12.7 ms (RE1Y B HEHHEFEHIAE
K)o
1.17. £~ 2( 1Z A& SERVICE MESH
LI A MBR LT FBEE I BN, R IEIE control plane, EBEFHIZEUF LUK E £ K,
BUTER

o REFAIE Red Hat OpenShift Service Mesh,

o EHFHEANAEBIAE,

1.17.1. 4725150 1E ServiceMeshControlPlane 7%

R EBZ R T —1EA£H7 ServiceMeshControlPlane 778517 Service Mesh, @i i fF B A& 71 £
FEEFBE A Red Hat OpenShift Service Mesh,

L% BN A ServiceMeshControlPlane 7 FH metadata.name F£8, X FL/ L IEEEE, il
EE X EwR,
Tk

1. HESTIEHE 5 2B B P S (Jaeger).

a. %7#i ServiceMeshControlPlane 77L&/ production S3ZE %S, 75/5E1F
spec.addons.jaeger.install.storage.type <& Elasticsearch, #7f install #5E#is}
BIECE LT, AL OBHEE Jaeger LHY, #1F spec.addons.jaeger.name <&

158



% 13 SERVICE MESH 2.X

Jaeger SLBIBGE 7,

21 Jaeger ¥, &7 Elasticsearch

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
version: v2.5
tracing:
sampling: 100
type: Jaeger
addons:
Jaeger:
name: MyJaeger
install:
storage:
type: Elasticsearch
ingress:
enabled: true
runtime:
components:
tracing.jaeger.elasticsearch: # only supports resources and image name
container:
resources: {}

b. WEHIBHEWRIFE, WFESER, FSIMER T RI4ED,

2. BIMAEBUEFLTL NGB REL LIS, BREBZDUBEHY. WEEZER, HEHEE
ljﬂtﬁh\o

1. BALL Fap £33 1F ServiceMeshControlPlane % E 2% B E#HEY, £AFIH, basic 2
ServiceMeshControlPlane 7% EHI% 7,

I $ oc get smep basic -o yaml

117.2. Bt KR
o B XMAEEITE Service Mesh BIE 258, 5B/ AT B,

1.18. ‘= EAR S I1E
Federation (Bf#8) Z—FESEREZA, BTG E L SRR H I PIE ] Z IR S5 F T 1E 17 #,

1.18.1. BXEBp

Federation (BX#3) Z—2H a1 ETEMIT IS I EFEIR S BIZHEE, Fo1F S N AR E L b (@ H Service
Mesh IfEE, WS HE0E. RINALGHESTE,

B LR, EaLUET, SEEFIVIERTE %1 OpenShift EEEFE{THIHE TNRSS M, Red Hat
OpenShift Service Mesh B{#8£1 %/ Service Mesh B2 EEFLHE, 121 MR IEZ [EIBIE ER I,
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Service Mesh federation 1RIXEF NAIEEEMELE, HIREFEHCHIEEE T, BiLBITHNET I IFIEE
15, AMEZEREREER, EHEHEZEEEEFIHELIFL, HEMEBIETAN ST ERXE
B, BRIENEZ AT TEHE, IFBEMHE EAEERES S SR E B R P RIFLRM,

TR BT LIRS PR D& ServiceMeshControlPlane, LB % HFEHAAIA ORI OME, HH
PIIEFE E 15 1F 12,

BXEB B 0 BTN BT EEX A, LT FR T 1E R N8 2 NS I BB B
® ServiceMeshPeer KR BF—XTHRZ PItE & [51HHEB,
® ExportedServiceSet 7R BIMIE HH— 1 2t % TNRSS & (X P& (Z /Ho

® ImportedServiceSet 7R BIX EIIE-F HBIIR S 1F-F A ZFHE o

1.18.2. BLFBFFI%
Red Hat OpenShift Service Mesh BX# 54 I BIEBIZIBE 1T -

o ZIFEFIIERTEH root il B,

o I PIIEBIT IERIE .

o Mesh EH G FIIEUFFEE RFSL R, 1EHEEZE, LIHTF RUmesh Z5E9501,
o [N FHYy FAELEIEME TR ZEIARS

o BMUNTGHHHRMIEHZBEEEL T ENZBNER. AU -FH RS ERX BRI AT
B, FRrFREREZMENIITIEN #HTEK,

o BFHMHIRF AT UMFAE G —TNEH, EFIHE LB T IET ZEEVFFIER A EE-F AR

%o

o TS [FIBTE NS TN

SIFTEARHEBE BT L AE 0] BRI TE R BB E LG 7T — 1P 15 BB E B9 L 17 2/ |5 B0 1B 17 24T,
LRSI F 7 —TBIIENT, B BT LAATTLL FHARIE -

BB PIIE e X B B BIIE (F 115

R FB A& BIE (E 115

BB 1R X R H 5-F HIIR 5 HIE 2o

R IPEFBIA1E-F HBIIR 5 BI1E /B

118.3. % £

Red Hat OpenShift Service Mesh BX#5#1% Service Mesh B9% EEEL I, 17 7 AKX PIIE & [FIBI1E 1T
W HIELEIEIE N BFHBTIRER — B8 2 L,

o FPIERI E— T, BERIFHEE,
o TR LT FE A 0 B NI O — TN — B9 1S 1 2,

o IiEBRIIE 2 JEIBG 5% & FH mutual Transport Layer Security(mTLS) B /1%,
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o Kiali B ZrEFABIIEFHIRS, ETLEEEF T REFAFE BB R M 18 LR 55,

1.18.4. HFBIR %
Red Hat OpenShift Service Mesh BX# 754 I BIE B LL T ER#Y :

® OpenShift Dedicated T35 7 IEHLE,

1.18.5. BEFBILR AN
Red Hat OpenShift Service Mesh B¢# 7 M BItE 55 B LU F S5 RF1F -

o P E % Red Hat OpenShift Service on AWS 4.6 24 & S kA HIEEE,

o IE#FETE Red Hat OpenShift Service Mesh 2.1 26 EEhk 5| ABY, EAITEBEIE S BIEFTNHIE
L% T Red Hat OpenShift Service Mesh 2.1 88 & #k Z<# Operator.

o TR TEE BT IR NS L E5E 2.1 5L 5 ik & H9 ServiceMeshControlPlane /&K,

o TIHLIE S #5 5 X K AR S5 8917 #1145, USRI TLS iE, KEREEEHAF
X IBIHTTPS FIH FARSS 75 E LI /1% TCP,

o EFHHFACNIF], ENIZEEBRIFE A —THIBIIRS . 1BXTE " H9EK, EaL#E

EGHY ZA T EERIRS S/, 4EEFEE ExportedServiceSet 7] ImportedServiceSet
wEBIBIRFSHT, ENE B IR FHY -F Ao

1.18.6. MI%!BIHE A FB
TEFFIEED B IS HB BT, TR 1% 75 B — L] ] A2 1 6 S
o i1 HIFZ LIS IIA BT ? AT BERR M B LR E HIPIIEFFAE,  ATBER P 1N =115
o IR BIEE S L £ 2E 7 R TIE X B0 5 2 EF B FE B/ MIEREIR, KX I5H
BB TS E AT RIBIET BN IZRE— TR ELIE, B B E R SRR
TRILE, LURLL TS IR -
o ZEHEW
o EHMEEM
o Mesh & ##llam & ZE/H
o Federation ingress %

o Federation egress %

o ZEISFHE

% E‘,;E*
- BeFB A BIHE TP 1E EB AT B H CHIHE— 15 1F 2K,

o I RIMB NG H-F LR S BB IIIE 7 B NR S ES AT LU E IR, B Al U E PR 2%
BT

o BELEWFHNEAFIRFrEZEN] 7
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o EBELEMFHERFFHENRS ?
o FPIEI R FALFHEIRS ? T AER-FA EATEIIRS
o BEHEMFHNERTFFALNRS ?

1.18.7. £F#/7/H9 Mesh &

ZEJF OpenShift Service Mesh BY— PN LB S TE [FEEF 2 1THI LA ERE, X NI RS E 1A —EE 5
EHIHTNAEHT I R IRATE, 188, — EE T ingress PR £ BT LA#5 75 — TNIRE 17 17],  BERX —
R —f LR, WREEFZ X EEBIRSS, 1FRXARSEIE # LoadBalancer R,

IZHR S5 WAL TE OS| BREHIE 4 JZ151THI N 2o F 1 25 1 FF o

1.18.7.1. TLERHL_LiZATHIEH LR FFHEAO

YT REEF IR AZY]_Fin 1T H £ %75 LoadBalancer iR, Jllingress (% Service X154
.status.loadBalancer.ingress.ip FEHH] P #i4F /v #5E # ServiceMeshPeer X/ 559
.spec.remote.addresses FERHHIRHZ —,

UTREEET T #F LoadBalancer 855, TATR 77 = AT Mz 1T R M EB9EEE )R], N 5T L& NodePort

fR%., 7 ServiceMeshPeer 715/, 7£ .spec.remote.addresses FERHEE T/ R IP Hitf, FH7F
.spec.remote.discoveryPort 7] .spec.remote.servicePort FERH 75 ERFHI T/ =7 0.,

1.18.7.2. £ Amazon Web Services(AWS)_ERAFFHHA O,

B R T, ZEAWS Fi51TBIER B oadBalancer RS T 354% L4 1] #19#5, 77 T1& Red Hat
OpenShift Service Mesh Bt FE AT LUIE & T fE, BAAE ingress PIFKARS HFIILL TR -

service.beta.kubernetes.io/aws-load-balancer-type: nlb

7E ingress % Service X/ 59 .status.loadBalancer.ingress.hostname F 195 £ RELHE N 1EE
7 ServiceMeshPeer 5/ 5% .spec.remote.addresses FRHFHIRHZ —,

1.18.8. TXFBL /B
BRSPS 15 L TOE7) -
QO =& ZE B IR E R F B E 25
QO BB 1F SR X KK BIIR 55 0971 Zi 1T fs, LAEIFIRAE TLS i,
O ZAEE P L L Red Hat OpenShift Service Mesh J&7K 2.1 58 &5 ik ZH9 Operator,
O HENEFHEIERF 2.1 26E 5 /kAH) ServiceMeshControlPlane.
Q VEZB BRI TN EEIE SMCP -
O WVEZBFBRGEE TN O — B L X
QO WVEZBFBRGEZE TN O — TNEFBA X
QO ZEHE—AY15 1,

QO B K E1BI1EXT 6% ServiceMeshPeer 7R 128 % 1N 1.
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O A 2/#—1" ExportedServiceSet 757 HARSS, 1&F MG ] LIy o[ LHR 5,

O &7 6/ —1 ImportedServiceSet G FAMRS, FAMIEZFRIEZHIRS.

1.18.9. #Hk#BAJIE Service Mesh control plane

TERIIR BT LI BT, 1Ay B BB D& ServiceMeshControlPlane, [#7/& FH 5 3BT A A
PEEEIHERG, HAZNAEEHIIEEE, ArLUTSIT F1 &1 JIA BB E S AL & SMCP,

TELUFBIHA, red-mesh BYEEE 17 FACE SMCP LUEHT &/ green-mesh 77 blue-mesh #{TH#5,

Red-mesh H9SMCP Z:41

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: red-mesh
namespace: red-mesh-system
spec:
version: v2.5
runtime:
defaults:
container:
imagePullPolicy: Always
gateways:
additionalEgress:
egress-green-mesh:
enabled: true
requestedNetworkView:
- green-network
routerMode: sni-dnat
service:
metadata:
labels:
federation.maistra.io/egress-for: egress-green-mesh
ports:
- port: 15443
name: tls
- port: 8188
name: http-discovery #note HTTP here
egress-blue-mesh:
enabled: true
requestedNetworkView:
- blue-network
routerMode: sni-dnat
service:
metadata:
labels:
federation.maistra.io/egress-for: egress-blue-mesh
ports:
- port: 15443
name: tls
- port: 8188
name: http-discovery #note HTTP here
additionallngress:
ingress-green-mesh:
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enabled: true
routerMode: sni-dnat
service:
type: LoadBalancer
metadata:
labels:
federation.maistra.io/ingress-for: ingress-green-mesh
ports:
- port: 15443
name: tls
- port: 8188
name: https-discovery #note HTTPS here
ingress-blue-mesh:
enabled: true
routerMode: sni-dnat
service:
type: LoadBalancer
metadata:
labels:
federation.maistra.io/ingress-for: ingress-blue-mesh
ports:
- port: 15443
name: tls
- port: 8188
name: https-discovery #note HTTPS here
security:
identity:
type: ThirdParty
trust:
domain: red-mesh.local

1.6, ServiceMeshControlPlane BB ESH

S Uiy =1 HAME
SHNENR, BAFTEER FHH N/A
spec: EERBERT, BEMTH
cluster: FTEAFEHERR,
name:
EHEMBHNETR, BFy FRES N/A
spec: NMLEIEE AT, {BXES
cluster: BEMHNEHERRR A EE BN,
network:

1.18.9.1. TR FBP*
EETLUEE B FEEAWLHSI RS, 7iFE1EEGEEHA S EF ISR mE,
T LUEFA ORI OB 5 SFEHA FIEFARS IS (North-South i) BIRE., L4 0IBEIBIE

#f, BATLUCIERNEIA LY HORRX, LUEGIEEEBIRS X P, BRI IHBTE 15, UK EER
F9tE (East-West Ji&) Z/HIBI & .
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Ty T B IIIE 1B 5 HZE, A BT RS B A IR O FIA OO, #1400, red-mesh {254
WEGH OMF, T4 %2 green-mesh 7] blue-mesh £ £,

1.7 BHHXEH

spec:
gateways:

additionalEgress:

<egressName>:

spec:
gateways:

additionalEgress:

<egressName>:
enabled:

spec:
gateways:

additionalEgress:
<egressName>:

requestedNetwork
View:

spec:
gateways:

additionalEgress:

<egressName>:
service:
metadata:
labels:

federation.maistra.i
o/egress-for:

U

TEERFR AR £ TGN
RE SCHA I O R

XNSEE AR AR
O,

5 5 HBIBR S5 REXRIM

%,

NKIEE— P HE—FR

pra

Wy

LARA IEEX R &l

SRFIARER KR,

{8 LS WINE]

true/false true

WE N FE SMCP Ry
spec.cluster.network
fH, &NEA
<ServiceMeshPeer-
name>-network, f5l#0,
MR M EY
ServiceMeshPeer %
Ren & h west, MZ#M
g west-
network,
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¥ sk {H AAE

IEERTF TLS MRS 4 I TLS BRSS1E R A EE!

spec: I port: #1 name:, X AR B EL A A8 5 i
gateways: BIREHRSTENER 015443, [HRS AN

YEINEE TCP ZHAR. TH R A X BT PR E A

additionalEgress: Mg HEEimH 8188,

<egressName>:

service:
ports:

TEHCFR A 27 AR RS

spec: ERENFARIA DMK
gateways: MK

additionallngress:

LbBHEASERAEKFA A true/false true
spec: (m
gateways:
additionallgress:

<ingressName>:
enabled:

AOMXRS®@E7E  LoadBalancer
spec: OSI &REIMEE 4 ZinfT3
gateways: RFF AN EIIE SRR
Fo
additionallngress:

<ingressName>:
service:

type:

MREBHFZF NodePort
spec: LoadBalancer k%,
gateways: M= LA3&@:> NodePort
AR S5 A FF A ORI KRS
additionallngress:

<ingressName>:
service:

type:
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spec:
gateways:

additionallngress:

<ingressName>:
service:
metadata:
labels:

federation.maistra.i

o/ingress-for:

spec:
gateways:

additionallngress:

<ingressName>:
service:
ports:

spec:
gateways:

additionallngress:

<ingressName>:
service:
ports:
nodePort:

sk

NMKIEE— T HE—FR

%, LABSIEBAFRR &5@id

SRR H R

EEAT TLS MRS A
Ii# port: #1 name:,
BFmERRS RENR
JRINER TCP Hmk., BEFR
MEBRHTTPS AT A
Mo

FAFEE nodePort :
MREHRTIF
LoadBalancer fR%5,

TE AR A B Lt A% 1
W TLS BRS5 1A KRS, F/
ik 15443, TR
AR E AL IS IR AR S5
RIE RN, TEIHRO
8188,

INRIEE, BT port:
name: %, 1EFEERTF
TLS #RS A

#l, NodePort : &
£%30000-32767.

TELL TG, &2 7@ NodePort fR55%5 green-mesh F47E SMCP,

NodePort #9SMCP 74

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane

metadata:

name: green-mesh

namespace: green-mesh-system

spec:
#...
gateways:

additionallngress:

&5 13 SERVICE MESH 2.X

LS WINE]

167



Red Hat OpenShift Service on AWS 4 Service Mesh

ingress-green-mesh:
enabled: true
service:
type: NodePort
metadata:
labels:
federation.maistra.io/ingress-for: ingress-green-mesh
ports:
- port: 15443
nodePort: 30510
name: tls
- port: 8188
nodePort: 32359
name: https-discovery

118.9.2. THELHBIE TS
FEEB I BT INAREEB AT B C B9 —15 1E18, X 1NEHF7E ServiceMeshPeer 7 E#Fi& mesh

federation,

kind: ServiceMeshControlPlane
metadata:

name: red-mesh

namespace: red-mesh-system
spec:

security:

trust:
domain: red-mesh.local

#18 BHELELEH

¥ 30 {H AAE

BFHMRIEEREEEN  <mesh-names.local N/A

spec: ME— & FR, X FEFR R
security: B P AR ER A 7T 2 HE —
trust: 8.
domain:
ZEHEBIL T

HIBLIF A2, (& Red Hat OpenShift Service on AWS Web #2#/% %4i#4 ServiceMeshControlPlane.
P& H red-mesh 1E 74,

. LLEF cluster-admin A EHIH 5 17E R E| Red Hat OpenShift Service on AWS ##I&
2. ‘F#i %/ Operators — Installed Operators,
3. & Project &, #IFZ % Service Mesh control plane #977H., #J%1 : red-mesh-system,
4. R Red Hat OpenShift Service Mesh Operator,
5. £ Istio Service Mesh Control Plane i+, s3id; ServiceMeshControlPlane £9&#, 41

red-mesh,
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6. 7 Create ServiceMeshControlPlane Details 7741, = YAML &34/ R900E,
7. 1524 ServiceMeshControlPlane LUFSIIEAE A OFIH OM%, HiEEEFLHE,
8. /4 Save,

1S CLI BRIEH9Z
IR LL T2 Hip 5170 2t 7% ServiceMeshControlPlane, Z#){#/H red-mesh £ 74,

71

1. LLEF cluster-admin A& &I/ ' 517 &R Z/ Red Hat OpenShift Service on AWS CLI, #gALL
T RISTERETIT ARG E & FIE 1,

I $ oc login --username=<NAMEOFUSER> https://<HOSTNAME>:6443
2. tJHiE|Z % Service Mesh control plane #9%iH, #1red-mesh-system,
I $ oc project red-mesh-system

3. %4#% ServiceMeshControlPlane X 1%, RINEEA ML OMK, HIEEE 1T,

4. Z{TLLF e 94 Service Mesh control plane, X red-mesh-system &% %4 2E/H, red-
mesh 2Z ServiceMeshControlPlane 5/ 5HIE 7 :

I $ oc edit -n red-mesh-system smcp red-mesh

5. HIAUFm%, A red-mesh-system &% 520, LIZZE Service Mesh control plane &
FBIR TS

I $ oc get smcp -n red-mesh-system
2 READY ZtEHH AT B EBERLZET], ZEEDTH,

NAME  READY STATUS PROFILES  VERSION AGE
red-mesh 10/10 ComponentsReady ['default"] 2.1.0 4m25s

1.18.10. JIA FXEB 1%

e LU T )% ServiceMeshPeer 757 B3 1N & [E/B95E#5, ServiceMeshPeer 7R E X T H
PIREZ [FIBGEEHS, R LUEE & 0 FE RS ELE L TS, 1y |a SRR, LUR B F 5 i B
& A IE D,
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< --p Federated service mesh peers

Red service mesh Blue service mesh Green service mesh
App App B App App
| |
App ] App App I App
| |
Gateway 4----Pp Gateway Gateway 4----Pp Gateway App
| |
Control plane Control plane Control plane

PIRELL—X] — W B IHEES, BN =255 ZE — 4] ServiceMeshPeer 775 €5 A it AR P& BIEFS
FHE, B0, &5 red ] green B9 1S EZE M1~ ServiceMeshPeer X 4,

1. 7£red-mesh-system £, F4REMIEIE— 1 ServiceMeshPeer,
2. £ green-mesh-system £, X[ G & 0IE—1 ServiceMeshPeer.,
X1#£ 7 red blue, #] green 59=1MEH1TEHHEFZENT ServiceMeshPeer X 4,
1. 7£red-mesh-system £, F4REMIEGIE— 1 ServiceMeshPeer,
2. fEred-mesh-system £, 77iipit&0IE&—1 ServiceMeshPeer.,
3. £ green-mesh-system £, #Z[ EE0IE—1 ServiceMeshPeer.,
4. {E green-mesh-system _£, 1 ME0/E—1 ServiceMeshPeer.
5. 7£blue-mesh-system _£, #Z1 & MELIE— 7 ServiceMeshPeer.,
6. fE blue-mesh-system _£, F#ZRE 15 6)EE—1 ServiceMeshPeer,
ServiceMeshPeer 175 HIEIEEIFLLT -
o EhmtEa ingress MIXHIHILE, BT X TFIARSS 15 K.,
o FAFEIEENZMIEIETHIAMA ORI ORI E
o ik B E UL PIENT B B b PIIE (@ B9 5 i 1D
o Bt HIEIE,
o FZHRILHHI ConfigMap £ 7, 54 BB Mt IE 1 RIS (15 HIE 7 B liE o
ELL TR BIF, red-mesh BYEEE 7 #FF green-mesh FlE TS,

red-mesh #J ServiceMeshPeer % B4

I kind: ServiceMeshPeer
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apiVersion: federation.maistra.io/v1
metadata:
name: green-mesh
namespace: red-mesh-system
spec:
remote:
addresses:
- ingress-red-mesh.green-mesh-system.apps.domain.com
gateways:
ingress:
name: ingress-green-mesh
egress:
name: egress-green-mesh
security:
trustDomain: green-mesh.local
clientlD: green-mesh.local/ns/green-mesh-system/sa/egress-red-mesh-service-account
certificateChain:
kind: ConfigMap
name: green-mesh-ca-root-cert

Z1.9. ServiceMeshPeer BCiEZ#H
S8 gk {H

It B IR EC B X & BN AR & 7R, FRE#

metadata:
name:
LRI RS R ZEE], BIRET FREB
metadata: Service Mesh control plane,
namespace:
X E B IRHEE KM ingress WX
spec: B e TR,
remote:
addresses:
Hhiik b FR A FIE SRB9IR O, ZRINE N 8188
spec:
remote:
discoveryPort:
otk A ER AR 551 SRk EYIR Ao BRINME N 15443
spec:
remote:
servicePort:

171



Red Hat OpenShift Service on AWS 4 Service Mesh

¥ sk =1

LRI £ M peer PRSI IRAY1E

spec: KIBEAR S5 HIRIAE Y ingress &
gateways: #r. 140 : ingress-green-
ingress: mesh.
name:

ERIAE £ R A EE] peer PIFEETIE
spec: KIBHARSSBIH OB, Bl
gateways: i, egress-green-mesh,

egress:
name:

peer Mg AREEE, <peerMeshName>.local

trustDomain:

X E MG T FA L RIME I (EFHBY% <peerMeshTrustDomain>/ns/<pe

spec: Fi 1D, erMeshSystem>/sa/<peerMeshEg

security: ressGatewayName>-service-
clientID: account

spec:
security:

SERIEPBHIFIR kind (40 kind: ConfigMap name:
spec: ConfigMap) #&#F, FAFIEIER  <peerMesh>-ca-root-cert
security: peer PIRIR 45 XA RIREYZ P i
certificateChain: MRS BRI, SEIEPHEER
kind: ConfigMap SR EREYIN S 2 root-
name: cert.pem,

1.18.10.1. /& ServiceMeshPeer 7
FirtER M
o i gtE % Red Hat OpenShift Service on AWS 4.6 2t B S AR FHILERE,
o EHWABZHM,
o IFSIIBRIR KBRS B9 E AT E AT D IB ) S 1 IRAE TLS &
o ENEFEMAIE 2.1 B E m kA HI ServiceMeshControlPlane /i 3 35 #555 Z HIE S,
e 87 cluster-admin £ &HIIK ",
T CLI BBIFBIEIK

Il P77 g 8 — L TR 14 OA A s— A = - -- - —_ Vi ar— 1t et — - - - Al
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UL, N IR, MERTITEIEE ServiceMeshPeer 775, A&, red-mesh 7 green-mesh (/&E—7*
X & Ro

. L{EF cluster-admin 7 & EI/H F 519 &7 F Red Hat OpenShift Service on AWS CLI, A LL
T 5. ARISTELETI A B E & FIE 1,

I $ oc login --username=<NAMEOFUSER> <API token> https.//<HOSTNAME>:6443

2. tIHEIZ S control plane #971H, 41 red-mesh-system,

I $ oc project red-mesh-system

3. BRIELLTF BN EEL S B9H N 0 — 1 ServiceMeshPeer X 14,

red-mesh # green-mesh #j ServiceMeshPeer 7B

kind: ServiceMeshPeer
apiVersion: federation.maistra.io/v1
metadata:
name: green-mesh
namespace: red-mesh-system
spec:
remote:
addresses:
- ingress-red-mesh.green-mesh-system.apps.domain.com
gateways:
ingress:
name: ingress-green-mesh
egress:
name: egress-green-mesh
security:
trustDomain: green-mesh.local
clientID: green-mesh.local/ns/green-mesh-system/sa/egress-red-mesh-service-account
certificateChain:
kind: ConfigMap
name: green-mesh-ca-root-cert

4. BT T XEE K, B red-mesh-system Z2%%; i % 28/, servicemeshpeer.yaml
EETRHEIIX I BB -

I $ oc create -n red-mesh-system -f servicemeshpeer.yam!

5. Zffi 74 BIE ISR E RIS IHZI T 1%, 157 red-mesh-system ap & 22 /6] £4 & green-mesh
ServiceMeshPeer #74A % :

I $ oc -n red-mesh-system get servicemeshpeer green-mesh -o yaml
red-mesh f]green-mesh Z /i/B ServiceMeshPeer 1 #&#

status:
discoveryStatus:
active:
- pod: istiod-red-mesh-b65457658-9wq5j
remotes:
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- connected: true
lastConnected: "2021-10-05T13:02:25Z2"
lastFullSync: "2021-10-05T13:02:25Z"
source: 10.128.2.149

watch:
connected: true
lastConnected: "2021-10-05T13:02:55Z2"
lastDisconnectStatus: 503 Service Unavailable
lastFullSync: "2021-10-05T13:05:43Z"

status.discoveryStatus.active.remotes F£2 /77~ peer mesh Hif{istiod (TEZBIH H4RE R
1) FHET L FTRIE B istiod (FBIF NI ERIIE) .

status.discoveryStatus.active.watch FER I i~ 5 IS B istiod 1EREEIX] Z BItE 59
istiod,

YR 7E green-mesh-system #1132 £ 7 red-mesh £9 servicemeshpeer, EEMEREMIELIAE
EHE B XK E— T EEIE R,

LIRS Z [E R EE I F /], ServiceMeshPeshPeer A 51E
status.discoveryStatus.inactive F & H. 7 UK,

B RKFHEZ KNI EZIEE, 15 Istiod Hi, /i HEL XN ZEMAEPEIH O7%E, UK
LN EEXT 15 1 2 BT BIA L1575 E H ingress B,

B, ATRZLE RIS T4 FIEEIARE IS, Em B TR :
® red-mesh-system i Istiod-red-mesh
® red-mesh-system HIHJ egress-green-mesh

® green-mesh-system HH9ingress-red-mesh

1.18.11. MEXZBIIE-F HI RS
BRSPS S I 2B B E B 57 — Tk (A e E— 1t B NMR S
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& =T LU#&F ExportedServiceSet 7R, 7 — 1 PIt& # F BF 5 B M K FBPIIE 8975 — TN E R BIR
%o B BEHAE A B TR B S RRR S 457 F,

o Tl LIIRIE i & 22 5] 36 & it 1E AR 55
o ol LUEHBICIFFETEARSS ; P, FH oA 2 BT B R SS
o FOLUEHAEZH RS, #la, FaTLifF foo/bar AR5 Hi» custom-ns/bar.

o IHREFHNT BSR4 2 IH 5] JLBIARSS . BIA @ 7275 — 1 ip & 2, 17
networking.istio.io/exportTo 173 1K E 7 ' BIRS T =& FHAREE,

o WFFHEIRS, ENIBIEIRFIFREZFAAOMNXERE, MTEEEERE (B, B
TEEFFERMMEIIH O XI5 i 1D 265 B 15 KA L 1ET #)

LU #I2 red-mesh 5 4 E green-mesh BIARS.

ExportedServiceSet izl

kind: ExportedServiceSet
apiVersion: federation.maistra.io/v1
metadata:
name: green-mesh
namespace: red-mesh-system
spec:
exportRules:
# export ratings.mesh-x-info as ratings.bookinfo
- type: NameSelector
nameSelector:
namespace: red-mesh-info
name: red-ratings
alias:
namespace: info
name: ratings
# export any service in red-mesh-info namespace with label export-service=true
- type: LabelSelector
labelSelector:
namespace: red-mesh-info
selector:
matchLabels:
export-service: "true"
aliases: # export all matching services as if they were in the info namespace
- namespace: "*"
name: "*"
alias:
namespace: info

Z 1.10. ExportedServiceSet £

S Tk i1
PR SS A FF4AEY w5 ServiceMeshPeer &
I metadata: ServiceMeshPeshPeer B4 R, FEIME name {EITED,
name:
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¥ sk =1

S FRIIIE /e &R
metadata: R (RNiZ2MBHRG R EZE
namespace: ) .

EERSH S HBIHNEE, 7y NameSelector LabelSelector
spec: RFSHEIBE— N EEMANFRT
exportRules: FH.
- type:

Z 1 NameSelector ¥, %
spec: 1B ER S e Ze ] L% Service
exportRules: R E L AR S5 B HR.
- type: NameSelector
nameSelector:
namespace:
name:

SR NARS ORI/

spec: NameSelector #ill|, 7£HARSS
exportRules: fEE ep R ZElM A B 5, EE

- type: NameSelector E tpfa 22 [A] #9574 LA % BT AR
nameSelector: EE 21 Yo pHIE=N
alias:
namespace:
name:

Z & LabelSelector #1], %
spec: fEERSSHtp B 22 H FHigE
exportRules: Service FRAHE L H label, 1£
- type: LabelSelector EfIs, % Z export-
labelSelector: service,
namespace:
<exportingMesh>
selector:
matchLabels:
<labelKey>:
<labelValue>
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¥ sk {H

ENRFSURERER
spec: LabelSelector #illl, 757
exportRules: BEE HETHATRSA
- type: LabelSelector s R Mm%, 1£LB
labelSelector: H, PAAEICECARSS e £ 22 (A7 &
namespace: #h 2 info,
<exportingMesh>
selector:
matchLabels:
<labelKey>:
<labelValue>
aliases:
- namespace:
name:
alias:
namespace:
name:

L #" B i7" BIR 5 M 2L BRI B £ 22 /5] 5 Hi F) blue-mesh,

kind: ExportedServiceSet
apiVersion: federation.maistra.io/v1
metadata:
name: blue-mesh
namespace: red-mesh-system
spec:
exportRules:
- type: NameSelector
nameSelector:
namespace: "*"
name: ratings

f¥ west-data-center ap5 32 /5| BT G HR 5 -FH ) green-mesh

kind: ExportedServiceSet
apiVersion: federation.maistra.io/v1
metadata:
name: green-mesh
namespace: red-mesh-system
spec:
exportRules:
- type: NameSelector
nameSelector:
namespace: west-data-center
name: """

1.18.11.1. (2/# ExportedServiceSet

BT LG —7° ExportedServiceSet 7R3 i =V B BT B LE 25 IS X EHI RS
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AR5 H 7 <export-name>.<export-namespaces>.svc.<ServiceMeshPeer.name>-exports.local, &
FFE BB B TR . X E-FHHIRS TE S G BHIBIE #. HA ORI KEF FILE #BTE K
01, B EIE-F B LITARS . B4, HATRE 7 ratings.red-mesh-info AI4R%5-F HE green-
mesh £ ratings.bookinfo, /iR #7 % 7 ratings.bookinfo.svc.green-mesh-exports.local 5
M, HIZEWER ingress BIXFZEILH 72 1755 £ 7] ratings.red-mesh-bookinfo R,

2L 15)F importAsLocal Z#iKE 7 true LUfFr el m S A MIRS RGN, R iZHR
FHEFFE. HERKESH false IV, TEEFE,

BIEER1F
o R HADE T EEF] ServiceMeshControlPlane,

e 57 cluster-admin £ &HI1KF,

R LU IR S LT FH, BMEX LRSS 5T 7. HEBES ExportedServiceSet H#115
EHIEEEHIR ST, 156 5)-FH %R

18717 CLI ERFH9# 5%
#HIELU T2 Mepw1T0/# ExportedServiceSet.

. L{EF cluster-admin £ & EIH F' 519 &7 F Red Hat OpenShift Service on AWS CLI, A LL
T 5. AISTELETIFIA B & FIE 1,

I $ oc login --username=<NAMEOFUSER> <API token> https://<HOSTNAME>:6443

2. tJHEIZ S Service Mesh control plane BY5iH, %1 red-mesh-system,
I $ oc project red-mesh-system

3. RIELIF T HILE ExportedServiceSet X 14, B+ red-mesh %R 57 H £/ green-mesh,

M red-mesh £l green-mesh BJ ExportedServiceSet 7 iRaB

apiVersion: federation.maistra.io/v1
kind: ExportedServiceSet
metadata:
name: green-mesh
namespace: red-mesh-system
spec:
exportRules:
- type: NameSelector
nameSelector:
namespace: red-mesh-info
name: ratings
alias:
namespace: info
name: red-ratings
- type: NameSelector
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nameSelector:
namespace: red-mesh-info
name: reviews

4. ZTLUF %, 1E red-mesh-system @p# 22 /i #A_L (%3 0//# ExportedServiceSet 7R,
I $ oc create -n <ControlPlaneNamespace> -f <ExportedServiceSet.yaml>
B :
I $ oc create -n red-mesh-system -f export-to-green-mesh.yam|

5. WRIBFZE /IS MIEH BT BIEXTE 0 L5 #9 ExportedServiceSets.

o 1T T wFE AL B FH 5 green-mesh HZEHIIRS -
I $ oc get exportedserviceset <PeerMeshExportedTo> -o yam!
B :
I $ oc -n red-mesh-system get exportedserviceset green-mesh -o yaml
ML BIIIE-F HIBIIR 5 57 iF 5 2R B P FE I Z B B,

status:
exportedServices:
- exportedName: red-ratings.info.svc.green-mesh-exports.local
localService:
hostname: ratings.red-mesh-info.svc.cluster.local
name: ratings
namespace: red-mesh-info
- exportedName: reviews.red-mesh-info.svc.green-mesh-exports.local
localService:
hostname: reviews.red-mesh-info.svc.cluster.local
name: reviews
namespace: red-mesh-info

status.exportedServices #2151 T X4 FI-FHARS (XLHRS5 ExportedServiceSet X/ 5
HE)FHAEED) o #020F BT R B E515 805 BRI E 7,  LURAT-F HBI AR HR S BT iF
HER,
UTRRDIEEF HBIIRSS, 15#IA Service X Riz1E, RE#H 25755 ExportedServiceSet ¥/
SR E X B9 exportRules PLfg, 7 H Service X/ 5RBG0 4 52 5] 4% BB 77 (& FH
ServiceMeshMemberRoll 2 ServiceMeshMember 5 5¢ £ 7 iR 55 PIFEBIE 17 .

1.18.12. JFHRSS-F A E K P& A

FARS B 1L 1 BFHEIEE M 5 — TP 15-F 1 BIHR 55 v TE AR 55 P 18 P 77
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re=a
| Imported service set

Red service mesh Blue service mesh Green service mesh

___________________

___________________

........................

________________________

o] L& H ImportedServiceSet 7 FFKE1EFABIARS. PSR o (&5 HI 1S peer FH HBFHH-F A H)
R, ERE D FABIIRSE TS TEMIIEHIEMR,

o EEILUIRIE 5 25 A AR
o ZAILUEFEIFFLEIFRS, B, 1FFHIIFTERS-FA 02,

o ZE LA EFER (TUEEBEIRE) SIEHETFHEK A 05 2R AF-F IR
%O

o TELUEERIEFARS, #I30, #alLlfF custom-ns/bar fR55-SFA 7 other-mesh/bar.

o WollIEE—TNHEXEEL, ZE45FNEIFT-F ARSI name.namespace H957% £ RE
ZH ; 44 bar.other-mesh.imported.local,

LU B2 green-mesh FA 17 red-mesh F 4IRS

ImportedServiceSet 7~ f

kind: ImportedServiceSet
apiVersion: federation.maistra.io/v1
metadata:
name: red-mesh #name of mesh that exported the service
namespace: green-mesh-system #mesh namespace that service is being imported into
spec:
importRules: # first matching rule is used
# import ratings.info as ratings.bookinfo
- type: NameSelector
importAsLocal: false
nameSelector:
namespace: info
name: ratings
alias:
# service will be imported as ratings.info.svc.red-mesh-imports.local
namespace: info
name: ratings

180



% 13 SERVICE MESH 2.X

Z 1.11. ImportedServiceSet Z#

BH ek
FHAR S5 5 BN FR AR Y
metadata: ServiceMeshPeer B &R,
name:
B & ServiceMeshPeer R (M
metadata: WMRGierAZEH) BBz E %A
namespace: o
WEZRS S ARMNIEE, HBR  NameSelector
spec: FHEWE-NEEANEATS
importRules: Ao
- type:
Z (| NameSelector #iIll, %
spec: RS HERS MBI 1R
importRules: .
- type: NameSelector
nameSelector:
namespace:
name:
WEN true, LU ERHRSA true/false
spec: WARSRAE, HIFtrue BRS5SA
importRules: 4 < name>.
- type: NameSelector <namespaces.svc.cluster.loc
importAsLocal: al i, Jytrue if, FE—7J
%, Hfalself, FHEHH,
EENIRS OEER R Z8
spec: NameSelector #ill|, £ AR5
importRules: fBE sp B2 A1 B E, 1518

- type: NameSelector
nameSelector:
namespace:
name:
alias:
namespace:
name:

E fr R ZE A B9 AR P F AR
B2k =1 i NPl

fF"info/ratings "R M2 8- F A  blue-mesh

kind: ImportedServiceSet

apiVersion: federation.maistra.io/v1
metadata:

name: red-mesh

namespace: blue-mesh-system
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spec:
importRules:

- type: NameSelector
importAsLocal: false
nameSelector:

namespace: info
name: ratings

f¥ red-mesh By west-data-center 654 22/ I EHR 5 -FA £ green-mesh &2 /H/#, X
LEfR 5 BT fE 7 <name>.west-data-center.svc.red-mesh-imports.local 177/]

kind: ImportedServiceSet
apiVersion: federation.maistra.io/v1
metadata:

name: red-mesh

namespace: green-mesh-system

spec:

importRules:

- type: NameSelector
importAsLocal: false
nameSelector:

namespace: west-data-center
name: "*"

1.18.12.1. £/# ImportedServiceSet
BT LLGE— 1 ImportedServiceSet 7 FK 1 TUFE B E-F A I 1E AR S

AR 1& 5 & 7 <exported-names.<exported-namespaces.svc.<ServiceMeshPeer.name>.remote 7
A, BE—Nhidden iR, KIEH O KmEZE A HFA Y, #H5-FHBRS EVEEED. BHillgR

T, ZHRFIFAME Y <export-names.<export-namespaces.<domainSuffixs 1%, A+
domainSuffix 2 svc.<ServiceMeshPeshPeer.name>-imports.local, [#37F importAsLocal &7
true, Z/l/ domainSuffix 7 svc.cluster.local, 1R importAsLocal %7 false, &N H-FAHNIH
BIIJEAT, AT LUR IS BT FITR MRS — T R -FA . EE T HOMXE5/85HE, EIFEE[mE)]
G H IR BIT R e

R
o R HBADE T EE#] ServiceMeshControlPlane,

e 5% cluster-admin f&&aI1KF,

B LIFIERFFABIRS, BNEESTEARFH. HEEH FHS ImportedServiceSet #
FEERIE P E RS, ERBENFA,

e
LI T # S, #1517 6/% ImportedServiceSet,

1. LLEF cluster-admin A& &I ' 517 &R Z| Red Hat OpenShift Service on AWS CLI, #gALL
T RISTERTIT A B & FIE 1,
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I $ oc login --username=<NAMEOFUSER> <API token> https://<HOSTNAME>:6443

2. tJHEIZ S Service Mesh control plane B9J1H, %1 green-mesh-system,
I $ oc project green-mesh-system

3. RELIFTHIGE—T ImportedServiceSet X 1#, K+ green-mesh FA 2 i/ red-mesh
FH AR

M red-mesh £l green-mesh B ImportedServiceSet iR B

kind: ImportedServiceSet
apiVersion: federation.maistra.io/v1
metadata:

name: red-mesh

namespace: green-mesh-system

spec:

importRules:

- type: NameSelector
importAsLocal: false
nameSelector:

namespace: info

name: red-ratings

alias:
namespace: info
name: ratings

4. B5{THL T 5 7F green-mesh-system 4 Z2/H 1L (%7 6% ImportedServiceSet 7.
I $ oc create -n <ControlPlaneNamespace> -f <ImportedServiceSet.yam!>
B :
I $ oc create -n green-mesh-system -f import-from-red-mesh.yaml|

5. RIEFE/HFIIE B BTEE T IS E B RS H9 ImportedServiceSet 77,

FukE

o ST Tms, LIRS E& E-FAZ green-mesh 4 :

I $ oc get importedserviceset <PeerMeshimportedinto> -0 yaml

&/ import serviceset/red-mesh’ Xf R84 'green-mesh-system £ 2258 status Z55
FTUF ML E -7 HIBIAR S B B B-F A IR EPgtEH -

I $ oc -n green-mesh-system get importedserviceset/red-mesh -o yaml

status:
importedServices:
- exportedName: red-ratings.info.svc.green-mesh-exports.local
localService:
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hostname: ratings.info.svc.red-mesh-imports.local
name: ratings
namespace: info
- exportedName: reviews.red-mesh-info.svc.green-mesh-exports.local
localService:
hostname: "
name: "
namespace: "

TELBIF, (XEA ratings AR5, % localService THIEZFRA T, reviews RS ATHFFA,
BEEIHTEA, KYE%S ImportedServiceSet X/ 5% #189(Fa] importRules 7~[ILfg,

1.18.13. K AL fEFZ A IE — TN H PAE

HEFBIIEE AT LULTIE 5], TAE ) AT SE B a7 195555, BIAIETHE 7 — B IR a5 AIREHH
1%, EaTUFE—TEFEERS, LUBES— TP AR,

eI LT 7F ImportedServiceSet 7 E#1%1& importAsLocal 7] locality 1% & F A& i fEF5 75 A9
75, #/EE0E DestinationRule, {%4R%#:E0& 77 ImportedServiceSet #715EHIAH 1%,

FitER 1
o F1° 2t £ Red Hat OpenShift Service on AWS 4.6 26 BB M AHIE B BT T EEFIFIELS,
o S NIKIBRIIE BEIF NS B BIPIIEXNT S = 0% ExportedServiceSet 7,
o I NI FBEIIE FEIETNAIE BT RIS X = 0% ImportedServiceSet 7,
e 87 cluster-admin £ &HIIKF,

1.18.13.1. WEXEE A& ImportedServiceSet

EHE 7 e LUFY A 75 20 B EE 17 2, RIS ERIFIRAA LT B 57 B 2 m B 5 70 XL 1%
BEFEESIEE, ELl{region}/§zone}/fsub-zone} BIFERNIEE T — N0 ZHEEIBI R MR B,

TEZX T A4, green-mesh {ii F us-east #i/X, 77 red-mesh (i F us-west X 1,

M red-mesh £l green-mesh BJImportedServiceSet 7RG

kind: ImportedServiceSet
apiVersion: federation.maistra.io/v1
metadata:
name: red-mesh #name of mesh that exported the service
namespace: green-mesh-system #mesh namespace that service is being imported into
spec:
importRules: # first matching rule is used
# import ratings.info as ratings.bookinfo
- type: NameSelector
importAsLocal: true
nameSelector:
namespace: info
name: ratings
alias:
# service will be imported as ratings.info.svc.red-mesh-imports.local
namespace: info
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name: ratings
#Locality within which imported services should be associated.
locality:
region: us-west

£ 1.12. ImportedServiceLocality FEZ

E4 iy ek FR
X1 : SARIRSFIENX I, FREB
FRX: SARSHFX (zone)UFHP, |  FFHE
Subzone #I8E, ILWIIETE
Zone,
zone : SABBRSAIENKX, INREET FREB

Zone, LMW IETE Region,

TRE

. LLEF cluster-admin A& &I/ ' 517 &R Red Hat OpenShift Service on AWS CLI, 1E#ALL
Fonss -

I $ oc login --username=<NAMEOFUSER> <API token> https://<HOSTNAME>:6443
2. HAFZLE Service Mesh control plane BIIH, 1EHA TS :

I $ oc project <smcp-system>

#4141 : green-mesh-system,

I $ oc project green-mesh-system

3. %i#4 ImportedServiceSet X1+, A+ <ImportedServiceSet.yaml> & Z & E 47 EHIX 1R
BE, FHAU TGRS :

I $ oc edit -n <smcp-system> -f <ImportedServiceSet.yaml>

#1g0, HIRZEFFM red-mesh-system FA F green-mesh-system HIX 1 (ZIFIETHT
ImportedServiceSet T HFIFTT) o

I $ oc edit -n green-mesh-system -f import-from-red-mesh.yam|

4. EBOZXHE -
a. ¥ spec.importRules.importAsLocal &7 true,
b. JF spec.locality i &7 region, zone, 2t subzone,

c. RFEBIEXL,
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1.18.13.2. AkE ##A0iE DestinationRule

BIEERDE L T A2 HY DestinationRule 7R :

o [RZ5A9 Outlier 12, FEUMITNFEEEHIEFRBIEETIE, 158, EREE sidecar O, LUK
MR I AL FTEEIRE, HERABAAN F— ML EFIHLEF,

o EBMXZHBIHIEFBEE, X TR X 18 SR B9 3L B T R A BT LR 6,

TR

. L{EF cluster-admin £ & EI/H F' 519 &7 F Red Hat OpenShift Service on AWS CLI, A LL
T 5. AISTELETIFIA B & FIE 1,

I $ oc login --username=<NAMEOFUSER> <API token> https.//<HOSTNAME>:6443
2. tIHEIZ L Service Mesh control plane B9TiH.

I $ oc project <smcp-system>

#4141 : green-mesh-system,

I $ oc project green-mesh-system

3. WRIELUF T AIC/EE—1 DestinationRule X 1#, #1R green-mesh T a//H, ll#ZE/NM us-east
K189 green-mesh B/ F) us-west #1AY red-mesh,

DestinationRule 7~#1

apiVersion: networking.istio.io/vibetat
kind: DestinationRule
metadata:
name: default-failover
namespace: info
spec:
host: "ratings.info.svc.cluster.local”
trafficPolicy:
loadBalancer:
localityLbSetting:
enabled: true
failover:
- from: us-east
to: us-west
outlierDetection:
consecutive5xxErrors: 3
interval: 10s
baseEjectionTime: 1m

4. EBZ DestinationRule, X <DestinationRules> & & Z/FHIX 1B BEEIE, 1EWALL Fip

A .
T

I $ oc create -n <application namespace> -f <DestinationRule.yaml>

Bl
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I $ oc create -n info -f green-mesh-us-west-DestinationRule.yam!

1.18.14. MEXEBI1& B AR SS
WL EEMEFB IS FIRRSS, A1, HIRARS Bt st BHE MRS EM, ETLUSIEM,

1.18.14.1. M B IfIBRAR 5
MIBRZ 1712 R 55 BIPIE X1 2 5 89 ImportedServiceSet 7R A MRIRS X A.

1.18.14.2. MBI FBIIE H IBR AR
MIFBE 2RSS B9 /91589 ExportedServiceSet 7R F MRS X H.

1.18.15. MECFE B A 1R I 1%
HIREFBEMIBFE A IRAE, BT LUX M,
1. JiEE BB 1569 ServiceMeshControlPlane 7R, LUFIBRAT BT RIIEEIHEBA L5,
2. W FEMNBRIIIEEIE T BIENT 4R, IBHATL THRIE :
a. WIBREEEERT 1 BI#EH9 ServiceMeshPeer 7R,

b. %7#4 peer mesh #9 ServiceMeshControlPlane &, LUFIRARS EMBAEHIH ORI,

1.19. 7 &

R LUE H WebAsembly 7 /R B #E/FET L0557~ 112 Red Hat OpenShift Service Mesh fCEEH, X BT LF 1M
WREFHRBHEZE L BTIEE, HI&EFHEE WebAssembly F T CIGH9H — 15 5 LHEN s

1.19.1. WebAssembly &1
WebAsembly BH AT UFRZFE Lio1T, BIFAHE, HE/ ZIHFEZH RENTURNZELZLEL,
Red Hat OpenShift Service Mesh 7 /&2 Envoy HTTP Filters, 1B JHEM# ;2895 EE -

o JERIE KA A B9 IE X FTFR o

o X TIEIFKEBEFHIRS (AN HEBERE) BIHHHTTP 15K,

o [HFKIEEEISH sidechannel HHE 7 E 7T IEZ5 A B,

TELYEEHT WebAssembly 77 BHT, %@ WasmPlugin APl, ServiceMeshExtension API
1£ Red Hat OpenShift Service Mesh 2.2 HEZFH, #1£ Red Hat OpenShift Service Mesh
2.3 HifR,

43E Red Hat OpenShift Service Mesh 1 BB 1NEE% -

. A& R proxy-wasm APl BISDK 457, HIFRJ§1FE WebAssembly #E2t,
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2. RE, BRI SE & F.

SXHFRYES

BT LUE G (4715 F WebAssembly F 7198915 5 4% Red Hat OpenShift Service Mesh 7/ /&, 1L
FiZ 5 BB 2 FF proxy-wasm API BIP&E SDK, LUBEHEEHE.,

Z1.13. ZIFHEE
Maintainer BHtFE

AssemblyScript solo.io solo-io/proxy-runtime

C++ proxy-wasm FBA (Istio 1 X) proxy-wasm/proxy-wasm-cpp-
sdk

Go tetrate.io tetratelabs/proxy-wasm-go-sdk

Rust proxy-wasm FBA (Istio 1 X) proxy-wasm,/proxy-wasm-rust-
sdk

1.19.2. WasmPlugin B #15=(

Istio 7£& Wasm Plugin #l#/# 3 #F OCI (Open Container Initiative) #5/5%, &aTLUIF Wasm DX
B, HEAILUEAE spec.url FERFS|FEER registry (i7iE, #I40 : quay.io/my-username/my-
plugin:latest,

BT WASM BLRBIEE TN ATTEH B (runtime) S BT A B E T2 {THTBIBCES#, [FIE WASM EZ1R M 1
4

® pluginwasm (&%) - ABE. XTNEEE—TES WebAssembly EHZF 89 .wasm — i
FISHE, EEE1THIE, BTG ER 5 Y plugin.wasm,

e runtime-config.json (&it) - BBE/R, XTNEZEE—1 JSON BXHIF1FE, HF#Ed s
1T BT, WRIEE Ihai{Th, BEEEBITUaERMHENE. FI4, WASM Envoy Filter
BIE BB & 11 E#5 LA root ids,

1.19.3. WasmPlugin APl £&
WasmPlugins APl #2#£ 7 1817 WebAssembly 17257 /& Istio 1CEELEAHIIIEERIHL Y,

R LUEBE % 1~ WasmPlugins, phase #] priority iZE2E 7 H1TNiF (fE7 Envoy BT JE#6EHT—E5
), RIFEXEFIEMET WasmPlugin ] Istio BIRIERL EESILIE S 735 A,

TELL TR B, BR51F 585 CHE OpenlD 7, #1&/H JSON Web Token(JWT)EZ Authorization i
2k, Istio B1REIFRIHFEU FHEFH IFREBEFA M, WasmPlugin X HTEEE sidecar X 1R H77
1, HEEFE url,

apiVersion: extensions.istio.io/vialphat
kind: WasmPlugin
metadata:

name: openid-connect

namespace: istio-ingress
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spec:

selector:

matchLabels:

istio: ingressgateway

url: file:///opt/filters/openid.wasm
sha256: 1ef0c9a92b0420cf25f7fe5d481b231464bc88f486ca3b9c83ed5cc21d2f6210
phase: AUTHN
pluginConfig:

openid_server: authn

openid_realm: ingress

LUF 2RI, (EX—X@EH OCl (R EXHRTHBIX M, 1R
url, imagePullPolicy. imagePullSecret #limagePullSecret F£&,

apiVersion: extensions.istio.io/vialphat
kind: WasmPlugin
metadata:
name: openid-connect
namespace: istio-system
spec:
selector:
matchLabels:
istio: ingressgateway
url: oci://private-registry :5000/o0penid-connect/openid.:latest
imagePullPolicy: IfNotPresent
imagePullSecret: private-registry-pull-secret
phase: AUTHN
pluginConfig:
openid_server: authn
openid_realm: ingress

# 1.14. WasmPlugin FERREZZ%

FE RE ek WiE
spec.selector WorkloadSelector BFEFENZMAEE B
ECERVREE pod/VM &

BHREMt, NRER, Lt
REMNATR—hmEZE
E] HR BT T4 £ 35
5, AR config root &
28 AR {FTE

WasmPlugin F£&, &
9 5 A FAE AT 6 4 22 A R
HIFRA & A TR
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FB

spec.url

spec.sha256

spec.imagePullPolicy

spec.imagePullSecret

spec.phase

190

el

FRE#

FRE#

PullPolicy

FRE#

PluginPhase

sk

Wasm &5k OCl &A%
B URL, INREEA

=, Mgk oci://, £
% OCl #ifgk, HtbBK
HAHRZ file:// (BT3B
RAREARRNAL
wasm 1R

%) ; hitp[s]:// BTt
RIEEH .wasm BT
#,

FATFEUE Wasm &L s
OCI & 238 SHA256
checksum, A% url =
REBIH SHA256 ({EF
@sha256: ®i%) ,
CILS Itk FERRIE T
fid. f0E tagB5IA T OCI
Bk, FREZBTIE
E%, MITEhIEESRELL
FEMRBRIEERE
Mo

FREX OCI B ARET ZE L
BRIEIT N, RAEMEET
PREMA R SHA B3I B%E
&I F X, BiAH
IfNotPresent {&, F&3E
Eurl FE&H35|E7T OCI
HgFFBFEAT latest
FRESET, X FhiE5R T EIA
&5 Always, %k K8s
1T . SR url RRE
#EEA file:// =X
http[s]:// E#5|H
Wasm &5k, I 7ZRB& 1%
&,

AT OCI HRH IR E
iF, 5 WasmPlugin %}
RIBRIAY 6 8 22 [A] R Y
secret &, HASEMH
FAERIER GRS
registry 1T &35 1IERY
pull secret,

REIT B SR HERE XA
WasmPlugin % &AL
&,

4

as

7|

7|

7|

7|
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4

#

T el sk

spec.priority int64 AEHFBE—phase EHY &
WasmPlugins % &/
i, %A
WasmPlugins % 5
AFR—F&ER—IF
MBS, eiHRImER
PR A, MREFX
i& priority P&, =E
BB ERIEN
WasmPlugins £,
T BE R 45 M
WasmPlugins % §#y
BB ZEFRE, B
IMEH 0,

spec.pluginName FREB Envoy Boi& AR {# R4
#F5, BL Wasm t&EH
ATREREXMERIAEE
PUTHI Wasm .

iy

spec.pluginConfig Struct NELBATEGNEE. S

spec.pluginConfig.verific =~ F#F & RAFEIEZ & OCI Hilg B
ationKey = Wasm =R 2,
WL PEM 1 1R,

WorkloadSelector ¥/ 5 75 & F5 F 14 E 11 5 a5 & & Al W FRAEHIR M, LEIRMEIES BT
B TIERELHIER, HHIIE pod/VM BIFrE, BEAZETERIIGIEF AT Istio F@HHIF TR IS
Bo WRIEET Z 1R, NPT ERMEFEIAF BESLFTIEN 256, BEI, RXHFEFIREIERF
W,

Z1.15. WorkloadSelector

4

#

PR *m s

]

matchLabels map<string, string> 15 7E N SRR B E
pod/VM &K — 1%
MR, A FRSE I
RFHFEAEFRENEEHA

Z2[Al,

PullPolicy ¥ 575 E Z7E %X OCI #Z 81 v FEI pull 1777,

Z 1.16. PullPolicy
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{H sk

<empty> EAE N IfNotPresent, {EfEFIRE latest 9 OCI
&R A, HERIAMESN Always,

IfNotPresent NRE BRI TSGR RA, NI&FERE, W
RAMEEHRIRAE, BlTFHESRIFRAE.

Always R R IR, SR B R B R AT AR AN

Struct X ZZEHIEIE, BRGTE) S8 A BB FERAK, ERLLZER, Struct BIEEZEREZRT
BISEFE, B0, HERIAIZSH, JavaScript astruct ZHIAK1E S K INTR,

# 1.17. Struct

B e il 3T

fields map<string, Value> B AR B RIBRET
PluginPhase 75/ 7 A i 14 B9.0 5 &5 7 B ER
# 118. PluginPhase

B 3T

<empty> control plane REHABHMLE, XBBAFLIE
SREEMIREE, TEIRHEZRAIE, MREHRI T H b
&, MAEHE PluginPhase,

AUTHN 1E Istio Bk JE 3R BIiE A,

AUTHZ 1E Istio AT IELSH Istio R IIET g BiEARE
&,

STATS 1E Istio stats 11 E25H Istio ZAUT JE S R IE A FEH,

1.19.3.1. Z8& WasmPlugin 7R
HE BT LU WasmPlugin 7R /5 /H Red Hat OpenShift Service Mesh 7 . & BIH, istio-system 2

Service Mesh control plane B GH9&#. U TFrBI6)EE 7 —1 openid-connect 17555, E1FH{T
OpenlD Connect J5K 45 UF/H s

TR
. BIBLUTT B %R -

plugin.yaml =4y
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apiVersion: extensions.istio.io/vialphat
kind: WasmPlugin
metadata:
name: openid-connect
namespace: istio-system
spec:
selector:
matchLabels:
istio: ingressgateway
url: oci://private-registry:5000/openid-connect/openid.:latest
imagePullPolicy: IfNotPresent
imagePullSecret: private-registry-pull-secret
phase: AUTHN
pluginConfig:
openid_server: authn
openid_realm: ingress

2. #EAL 5 plugin.yaml X1 :
I $ oc apply -f plugin.yaml

1.19.4. ServiceMeshExtension 22515zt

BB EE WebAssembly EHF TG .wasm XX 14#, LR B#ZX 1R AT manifest.yaml X
1, LUEEHIB G510 1Ry B 5L AT I b 1%

ST

~
g’
i

TELYEE#HT WebAssembly 77 BHT, 1#1&H WasmPlugin APl, ServiceMeshExtension API
1£ Red Hat OpenShift Service Mesh 2.2 HEZFH, #1£ Red Hat OpenShift Service Mesh
2.3 HilR,

manifest.yaml

schemaVersion: 1

name: <your-extension>
description: <description>
version: 1.0.0

phase: PreAuthZ

priority: 100

module: extension.wasm

£ 1.19. manifest.yml BYFREZ

PR fihish
schemaVersion BFERERA, BRIE—T XN HRIEFER,
BERI(EZE 1.
name T'B%. XN FRARTHIERBIREME
=28
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FE ek WNE

description e/ 0 pus XN FERARTHIEEBINEEE
.

version T BEBNMRA, XN FERAZTHIEEBIISEME
H.

phase T BRBIAHITI R, XN N BIETF .

priority T BHERIAMEER, AN N IETFER,

module AR SR root B XN N BIEF .

WebAssembly IR BE 1R,

1.19.5. ServiceMeshExtension &%

ServiceMeshExtension AP #8# 7 11 WebAssembly 111E857 B Istio FCEEHEIRAITIBERIH A, J7E
WebAssembly 7 BB TNE85 :

1. @M proxy-wasm APl BISDK 551 &, HIFE i FEE WebAssembly 15,

2. FEHBEEZF,

TELYEE#HT WebAssembly 77 BEHT, 1#(&/H WasmPlugin APl, Red Hat OpenShift Service
Mesh 2.2 #1 2 7 fHH9 ServiceMeshExtension AP| 27 Red Hat OpenShift Service Mesh

2.3 R,

# 1.20. ServiceMeshExtension &%

T U

metadata.namespace ServiceMeshExtension JEH
metadata.namespace T EBRFHIIE L - IR5
Control Plane #p & ZZ[AIME%, 7 RIFN A E Service
Mesh #5 workloadSelector {5 LEEHIFTA LIE i
o, HEEIEMEM Mesh ta 2 Z2EIN, ©REM
FE—en 2R R TR 3,

spec.workloadSelector spec.workloadSelector F &% L 5 Istio
Gateway iR #J spec.selector FEX R, TR
EBH Pod RSB TEf 2. MREKBEE
workloadSelector {5, ¥ R FAEI6 & ZE (A HH

A TE
spec.config XE—NMEMIEFRE, NEBRET B4, Hif U
RFIEEIRENT BH.
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P ik
spec.image Emaay BMWHRERHNASRTER URL
spec.phase I ERARIEINA Istio THAE, MMBEHMIIE. BAFNIEIR

£, RELIESREPNT BEEHEA. BRE
7 PreAuthN. PostAuthN. PreAuthZ.
PostAuthZ. PreStats. PostStats, LtLFERERIANT
&1 manifest.yaml XXX EM(E, BRILIHKA
P&,

spec.priority MR FEHFHER spec.phase [EHZ N BN AEIR
—TEMESLH, NI spec.priority {5 REHATIN
F. MENESNT BRISELENT. XAVFHEERE
MY B, FERIANT E4H manifest.yaml 324
RiZEBME, BTLUER B,

1.19.5.1. 282 ServiceMeshExtension /%8

T LU ServiceMeshExtension 775 /= /H Red Hat OpenShift Service Mesh 7 &, 7£&#I#, istio-
system 2 Service Mesh control plane 2 B H9% 7,

TELYEEHT WebAssembly 77 BHT, 1#(&H WasmPlugin APl, ServiceMeshExtension API
1£ Red Hat OpenShift Service Mesh 2.2 HEZFH, #1f Red Hat OpenShift Service Mesh
2.3 #ER,

B XAEH Rust SDK 1R EETHY, 158 AN JEEs. XE— TN ks, ERF—NEEN
PrLB B HTTP mp e, BEHHEMY BET config FERHEIFER, 1ESIHL TR BREHTHE
IE o

T
. BIBLUTFT B %R -

ServiceMeshExtension 7 extension.yaml z~#

apiVersion: maistra.io/v1
kind: ServiceMeshExtension
metadata:
name: header-append
namespace: istio-system
spec:
workloadSelector:
labels:
app: httpbin
config:
first-header: some-value
another-header: another-value
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image: quay.io/maistra-dev/header-append-filter:2. 1
phase: PostAuthZ
priority: 100

2. @#EHLL T/ extension.yaml X :

I $ oc apply -f <extension>.yam|

1.19.6. M ServiceMeshExtension 7% %l WasmPlugin 7R
Red Hat OpenShift Service Mesh 2.2 #1 2 % fFH9 ServiceMeshExtension AP| E7F Red Hat OpenShift
Service Mesh 2.3 #lf&, #01F{#H ServiceMeshExtension API, T WasmPlugin AP 2%
ZE(EH WebAssembly 7.
AP FEETEW, TR TR :

. Eap BTG H B HTIR AT E,

2. DIE5|HE#EIB 75171569 WasmPlugin 7R,

1.19.6.1. APl B

#7689 WasmPlugin AP| 5 ServiceMeshExtension 514, (BB —LX%5, #FFHEHEFREMNE :

Z 1.21. ServiceMeshExtensions #] WasmPluginZ /B9 R Z1E

ServiceMeshExtension WasmPlugin

spec.config spec.pluginConfig
spec.workloadSelector spec.selector

spec.image spec.url

spec.phase A5(H : PreAuthN. PostAuthN, spec.phase B[ : <empty>. AUTHN,
PreAuthZ, PostAuthZ. PreStats. PostStats AUTHZ, STATS

LU 2401717 ServiceMeshExtension 7 JF#714 % WasmPlugin 7 JGH) 74,

ServiceMeshExtension ZJ&

apiVersion: maistra.io/v1
kind: ServiceMeshExtension
metadata:
name: header-append
namespace: istio-system
spec:
workloadSelector:
labels:
app: httpbin
config:
first-header: some-value
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another-header: another-value
image: quay.io/maistra-dev/header-append-filter:2.2
phase: PostAuthZ
priority: 100

FTHJ WasmPlugin 7R [ F_E B ServiceMeshExtension

apiVersion: extensions.istio.io/vialphat
kind: WasmPlugin
metadata:
name: header-append
namespace: istio-system
spec:
selector:
matchLabels:
app: httpbin
url: oci//quay.io/maistra-dev/header-append-filter:2.2
phase: STATS
pluginConfig:
first-header: some-value
another-header: another-value

1.19.6.2. BastiliE A Fix
#7689 WasmPlugin Z#5#7/515 20 5 ServiceMeshExtensions £, BXFIAIT :

e ServiceMeshExtension Z#518 2 B1E B &5 X R HIR B R 4 77 manifest.yaml #97T #1E
X1#, WasmPlugin Zz515 =077 2 manifest.yaml 314,

o ZHIARER B MXHFEHT .wasm X1 (SLERTEAE) @i Aiam 4 7 plugin.wasm, A7 F&
X R BIRE R,

1.19.6.3. iT#F WasmPlugin 75

Z 7 WebAsembly 7/ /M ServiceMeshExtension AP| #4%Z] WasmPlugin API, HFEEZEmEIGTHX
14,

BIrteR M
e ServiceMeshControlPlane #%%2.2 st E iR,

TFE
. BRI GR, WRIGHE DAL pluginnwasm 1, JIBKETF—#, WTERE :
a. PARIGEHX 5T plugin.wasm, FEZEF) EX4#im% 7 plugin.wasm,
b. HERIGH XL F root (/) R, BEAIFH BX AT B a4 X HEREIRE KA,
c. BIFTIEB IR FFR ;R FBES registryo

2. I ServiceMeshExtension 7R, #15/#—1 WasmPlugin 755 5 A1 BIHT 2585 1
%,
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1.20. {&/H 3SCALE WEBASSEMBLY &4

threescale-wasm-auth ZH.7F 3scale APl B2 2.11 & /A4S Red Hat OpenShift
Service Mesh 2.1.0 26 & R ABIE LI 1217,

threescale-wasm-auth £5:E —1° WebAssembly #&5t, E@H—ZHEEO, FhH—A##LABI),
XM Proxy-WASM FGEE X, JXE)50H0E ABl BIETEH, LU EEERIRIXHTTP iFKE1 X 3scale,

1EF7 ABI #5E, Proxy-WASM E X & H host IS 7 — N in & #EH, BT B S2HHXE, T
B F—HRE S FHITIESBIIRSS, KB TF U EBCHE &K,

FHIIFEH WebAsembly IEHIARE, SGHMHEATEE, KBIFFHTTP (L,

B K B SN E M R EE LT, BT EEENY LSTR85 Proxy-WASM #EEBIABI RH, X2F
IR BRI Z 2 T/ - 1 RRBELIBIEE X B9 5 NS IE UM EN AT R, ZEEIeH T —/if
BRI S AEE L BTN EBTHE,

1.20.1. #FzM%

threescale-wasm-auth 21511 775 Proxy-WASM ABI HBHIAT B L w2 #E, KM, WHRZSLT
P EWEF BES Envoy KRIEIHCEEAI S 1#/F.,

1.20.2. (& E1E/ I IR

HBFEHEEEEZH%1], SR ESANE 5% 7 F Service Mesh 9 Proxy-WASM {tEELL % 3scale Istio
EA A B E A S EF,

1.20.3. A& threescale-wasm-auth &

Red Hat OpenShift Service on AWS _LRIEEFFEFE 77 o] LU E threescale-wasm-auth #2175, #i b/HFE
A FBELI(AB) I HTTP 153K #77 3scale APl B2, ABI E X EHFIELZ FIHIXEE, NHFENR
55, HATFEAEFERFL BRI EK,

1.20.3.1. WasmPlugin API 7 &

Service Mesh e 7 —1EE X FEE X, FHFFsidecar fCE (F#i7 WasmPlugin ) 78E#H/H
Proxy-WASM # /&, Service Mesh JFit 5 E X 715 1/ /5 275 & /H 3scale EEEHTTP APl BI L (E1 #5%
PPaN

Ho

FE
B01E WebAssembly 7 B BB — TN FoiidFe. LUSHIL THRA FIFLEHX] 3scale R
BRSBTS 1,

BIEERF
o HFIENHILIELEE] Service Mesh E8& _F B9 Kubernetes T fE 17 # /1w 4 2214,

o TSI A — 3scale FFNKF, 1EE [ SaaS B 3scale 2.11 On-Premises, HHE X T PLAIHIAR
FHIRE S 2 FI#E Fho
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o LIFi#=Z threescale-wasm-auth 5896 E X 7RI YAML 5z, ABI#EHI=Z Service
Mesh H9_L£¥% Maistra hk# WasmPlugin AP, Zw /i BFE5E threescale-wasm-auth #25¢
By B 5N, LR —PNEFESE KRR E N BN HEFEE -

apiVersion: extensions.istio.io/vialphat
kind: WasmPlugin
metadata:
name: <threescale_wasm_plugin_name>
namespace: <info>
spec:
selector:
labels:
app: <product_page>
pluginConfig: <yaml_configuration>
url: oci://registry.redhat.io/3scale-amp2/3scale-auth-wasm-rhel8:0.0.3
phase: AUTHZ
priority: 100

ﬂ namespace.,
® u#E
e spec.pluginConfig FEE A FEIAE, HIFRELIELAIF, XTHOIEH
<yaml_configuration> {7 /8, ZaTLUERIEEE X KR BIEIEE,

o spec.pluginConfig FE & |/ AFE/F TR, ATERMFERIEIZEE X FIRETZ TN LEHZ 528
71, BIA :

» URL : (XEEBERFTIRABIR LN E K,

m phase : [REZHIEIFIIELE, EIWIETEBEEE T ARG VA, W5
OpenlD Connect(OIDC) FHZ,

e 7Z spec.pluginConfig #IR 5 BE X FIRHPAE T EHE, @/ oc apply e TN HE :

I $ oc apply -f threescale-wasm-auth-info.yam/

At

5
%

® A ServiceMeshExtension :F# %/ WasmPlugin 7}

o HENIR

1.20.4. [/ /H 3scale &8 ServiceEntry X/ 5%
Z 1} threescale-wasm-auth EHIZIN 17 3scale B1E K, LGB 17/A] 3scale ARS5. HEATLUE

W S BB ServiceEntry X1 KA F TLS BliERIX/ 1/ DestinationRule 575k 7 Red Hat OpenShift
Service Mesh HIHITTIEIEIE, LUEFH HTTPS i,

EE X FB(CR) IERF R B FIB BIHAIN, LUEM Service Mesh &£ 177/4] 3scale #£&(SaaS), AF
R & API FIIK P &2 API BYJ5in fIR 20 2H1E, Service Management AP I 1N E KBGIR I S &
W, FKFEE AP YRR I APl EEERE KB,

T
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1. K4 3scale #£E im b/ LT HEBARZ Entry CR #1#65%£9 DestinationRule CR :

a. {iF ServiceEntry CR /x1I%/# 7 service-entry-threescale-saas-backend.yml 69314 :

ServiceEntry CR

apiVersion: networking.istio.io/vibetat
kind: ServiceEntry
metadata:
name: service-entry-threescale-saas-backend
spec:
hosts:
- sui.3scale.net
ports:
- number: 443
name: https
protocol: HTTPS
location: MESH_EXTERNAL
resolution: DNS

b. #F DestinationRule CR 511Z/% 7 destination-rule-threescale-saas-backend.yml 573
f* :

DestinationRule CR

apiVersion: networking.istio.io/vibetat
kind: DestinationRule
metadata:
name: destination-rule-threescale-saas-backend
spec:
host: su1.3scale.net
trafficPolicy:
tls:
mode: SIMPLE
sni: su1.3scale.net

c. 51T Fm s, F3scale £ E/Einh/HFH (R #7455 ServiceEntry CR :
I $ oc apply -f service-entry-threescale-saas-backend.yml
d. BT F#%, 7 3scale Hosted /i A R77H 55 DestinationRule CR :
I $ oc apply -f destination-rule-threescale-saas-backend.ym|
2. XEEEEHIH 3scale FEEBIRZE LT H 55 ServiceEntry CR #1#55% £ DestinationRule CR :
a. 4% ServiceEntry CR F51I1%/% 7 service-entry-threescale-saas-system.yml #9314 :

ServiceEntry CR

apiVersion: networking.istio.io/vibetat
kind: ServiceEntry
metadata:
name: service-entry-threescale-saas-system
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spec:

hosts:
- multitenant.3scale.net
ports:
- number: 443

name: https

protocol: HTTPS
location: MESH _EXTERNAL
resolution: DNS

b. #F DestinationRule CR 55/1%/% 7 destination-rule-threescale-saas-system.yml 573
1t :

DestinationRule CR

apiVersion: networking.istio.io/vibetat
kind: DestinationRule
metadata:
name: destination-rule-threescale-saas-system
spec:
host: multitenant.3scale.net
trafficPolicy:
tls:
mode: SIMPLE
sni: multitenant.3scale.net

c. 51T T, F3scale FEERIZNFHFH R#7 455 ServiceEntry CR :
I $ oc apply -f service-entry-threescale-saas-system.yml

d. BT Fams, 7 3scale Hosted F4; 5/ # R 77448 DestinationRule CR :
I $ oc apply -f <destination-rule-threescale-saas-system.ym|>

b, FallEZE—mesh 3scale IR, EEFZE in-mesh 3scale ARSS, 15811 E8-E 3scale HEEETLRE
FKEH CR FIRFESHIGIE,

N

Rty 7R
o [REREFIE BN

5

1.20.5. 3scale WebAssembly 47 1E
WasmPlugin £ E X 77 spec #21# Proxy-WASM 5 d L ERBIECIE

% spec BRA EHH, FHH Proxy-WASM L LR, #ErE, BERAZBITHIELE]JSON XM,
18 WasmPlugin 7R 5] L% spec (HAEFE Yy YAML, FHIFRFZH K JSON LUREEL &,

WTRIETE M T 1= (& Proxy-WASM 125¢, i Zi{&H JSON 1 X EaE, &/ JSON 1S EHE
7 host BB X 14 IRIEFEE(EFHFZ X H5I/H, # Envoy, 25/1F WebAssembly #4245 WasmPlugin %
JEREEE NS, BOERA YAML #E=t, ESFERT, THMBIAER HEIEHIRIER JSON ZFiFi2H
{EE sidecar BIHE IR T,
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EZ

EnvoyfFilter 5E X IR TEZ 35 FHIAPI, 5 B[ 7E 3scale Istio :BHI#5 84 Service Mesh
MRAEFEE, TEIX(EFH EnvoyFilter 5E X %R, &/ WasmPlugin AP 1712
EnvoyFilter £.E X %R, A-REZE&H EnvoyFilter £E X %R, eI JSON #E=
75 spec,

1.20.5.1. AZi&E 3scale WebAssembly 4
3scale WebAssembly LA ERIFCIIER AR TF 3scale KA FIFRIARSS, LUK ZELMEERIAR S 512,
HitER A
EATBE G, SCRFMEE—HRBSEFE :
® Y/F 3scale K/ HIFZIARS : backend-listener URL .,
o FU IR IIZ : BRSS ID FIEL —PNEEEH G ZUR BT E,

o [RIFHEIUFE userkey, LIKi7H appkey #9 appid, L{% OpenID Connect(OIDC)&EzLAI7
4,

o WebAssembly HRHHE I TEEFSEEFIEERNKIE, BIA, TR R TIIGT HITECE,
EFFIEZE, EI# 3scale BEEE ] REXTFFHIBEGTHIN, RAH] WasmPlugin 7R/#E5E
spec.pluginConfig YAML %57 7E,

1.20.5.2. 3scale WebAssembly 5 api 1/ 5
3scale WebAssembly #5H) api T F1F8E E X B & HHIIEMR A,

o . api ¥/ RV FIESE T Z X AR AR F 3 3scale WebAssembly L% IE 1517,
api TRF BB

apiVersion: extensions.istio.io/vialphat
kind: WasmPlugin
metadata:
name: <threescale_wasm_plugin_name>
namespace: <info>
spec:
pluginConfig:
api: vi
#...

api REEXIEFIRRE, W—EZEEZE v, BTSLEIEFRBMHFTEEZEH v BIEHTE%
LN EERGE L BIFT K B 7 BT AR (s

1.20.5.3. 3scale WebAssembly EEHR 5515

system TN SR#& E AT 17745 E K B 3scale K EH APl, upstream FEREX R iz EZEHIES

% upstream ¥/ RE Gl hg, (HEE(EH, FRIFEET 3scale WebAssembly LR T £ 54 SHIA]
B, HIRETIEHEMT) 3scale BT system ZHAEBIEFRE, NI ETIE—TNET,
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LTTE system X 52 N IEHREF S ECENT R, BFSECEN RIGA(LSE,

apiVersion: extensions.istio.io/vialphat
kind: WasmPlugin
metadata:
name: <threescale_wasm_plugin_name>
spec:
pluginConfig:
system:
name: <saas_porta>
upstream: <object>
token: <my_account_token>
ttl: 300
#...

#1.22. system X/ FEE

£ ek DA

name 3scale RFSMIFRIART, BRERBEE  LE
HIALBI .

upstream THRBIM 4% ENBFEAE =

2. upstream {3k 3scale Mk~
EIE API M, FH systems

token BHIEEBRE 3scale P ASIH] =
ShE.
ttl EXERET RN R, FMIEEE B =]

HRRBNEEN N ERNR DR
., Rilh600# (1049

) . R RAERKNIE, BESR
BESTELL TTL apsaps 2 G &2
i (] B AR BT L B

1.20.5.4. 3scale WebAssembly B4t E Y715
upstream X/ SR ## 0 (€ EE &l LIXT B 1T 1 BTN 2B E #lo

apiVersion: maistra.io/v1

upstream:
name: outbound|443//multitenant.3scale.net
url: "https.//myaccount-admin.3scale.net/"
timeout: 5000

#...

£ 1.23. upstream X/ RFEE
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4

1)

£ sk

name name T2 BHABANITATT. € =
EAMENMILAR, MAEEE
HARTE L. *FIRIZ Envoy B2
&, CRRHFEI—NEEHNETT,
EHMAESH LI EiF
(upstream) . 3 : XA FE
BY1E, &N Service Mesh #
3scale Istio S&HE 2% control plane
BIBEABENENZNFES R
R REB LM, W TFLIE
B, IR R
3 : outbound|<port>||
<hostname>,

url FF 15 9] PRk AR 25 B9 52 28 URL,
IRIEM A RARES R, BINEXINE
4 TCP O,

]

Timeout (&) HBE (ZF) , BEGRN A
R T e 7 ] B 2 SR A A B
%o WAWAEY 1000 #,

-
b

1.20.5.5. 3scale WebAssembly B /5715

backend T4 51 5 #5 E #1171k 3scale Service Management APl Fe#RIXFIIR & HTTP 173K, LLHRSS /i
3scale #9 Backend H41E1H,

apiVersion: extensions.istio.io/vialphat
kind: WasmPlugin
metadata:
name: <threescale_wasm_plugin_name>
spec:
pluginConfig:
#...
backend:
name: backend
upstream: <object>
#...

Z1.24. backend X/ #FE2

AR Rk W
name 3scale FIHMIPMARF, BRIRBHE - LE
FLLBIF,
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£ fed W

EEMBEFE,

&n

upstream ERRWMSENFFMAER. X =B
W718| F 3scale Tk B APl £
H, ENERIRSL

1.20.5.6. 3scale WebAssembly EELHR 115
services X1 R 15 E # module B1E LB FEBFLEAR 55 b 17,
HFIKFBEZ MRS, BBAEEN LR %, BRIVIESRFHF AT ERS.

services FREWMEL], BT ELEZS—NRFSHIHN, F A (EH.,

apiVersion: extensions.istio.io/vialphat
kind: WasmPlugin
metadata:
name: <threescale_wasm_plugin_name>
spec:
pluginConfig:
#...
services:
- id: "2555417834789"
token: service token
authorities:
- ".app”
-0.0.0.0
-"0.0.0.0:8443"
credentials: <object>
mapping_rules: <object>
#...

services B HIEF N TTFILZ 3scale RS
#1.25. services X/ R FE

2 ik WE

ID It 3scale RS BIFRMATF, BHELR 2
BEHNLBIA,

token Itk token =T LATE IR B R SR AIAR Pl

SHREBEBHIKRE, thaER
LUF curl S MRERRE :

curl
https://<system_host>/admin
/api/services/<service_id>/pr
oxy/configs/production/lates
t.json?access_token=
<access_token>" | jq
'.proxy_config.content.backe
nd_authentication_value
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B4 ik NE

authorities —NFRFEHE, BINFFELER 2B
ELEHY URL BITAL HLIY, X4
FHRESTEESMINS ()
(A5 (?) AL 2SR glob 2=,

credentials ENEERNENEERNEEN 2
R,

mapping_rules KREaPIRF AN 3scale 5 i =1
SER—H R,

1.20.5.7. 3scale WebAssembly EEHEEFXT SR
credentials 7/ 52,2 service X/ %A1, credentials 15F Z ZHAIEIFLER, LURIITIIEIEFIEIE,

B FERY W ek, (BESTIEDIEE—T user_key 2 app_id, 1EEFNEELINIFERZE, K
BB, (KI5EFNEUHT— LA,

apiVersion: extensions.istio.io/vialphat
kind: WasmPlugin
metadata:
name: <threescale_wasm_plugin_name>
spec:
pluginConfig:
#...
services:
- credentials:
user_key: <array _of lookup_queries>
app_id: <array_of lookup_queries>
app_key: <array of _lookup_queries>
#...

Z1.26. credentials ¥/ RFEE

£
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4

#

B sk

i

user_key XE—HEN, ATFEN 3scale prin
RFP®EH, ARBHEEMN AP
=i,

i

app_id XE—HEN, ATFEN 3scale prin
NRRRRF. N ARFEIMARTS
3scale &fft, fEA Red Hat
Single Sign-On (RH-SS0) 5
OpenlD Connect(OIDC)ZE & 171R
Mz RIZH. HOBEENERE
HBOERNT (RERTHFFMEATH A
H) , BRKE app_id#l
app_key.

i

app_key XR—HATFE X 3scale M i
BER, AR app_id B95
RREFEARTAN, HIUTEE
7E app_id I E Lt FER,

1.20.5.8. 3scale WebAssembly L Z# 216

lookup query X752 credentials X/ 5k H{F ] FERET—EES . EIEENTE KA IELLEZIFFE, 1T
1ERE, BN ERERE— 1Nt ZNE, KINAIBER TG KB E R E T8,

lookup queries FI#H1E0E T —TNMZHE B KR : BKIIBENTR B — 1N B IR 1E L i F I FITRIR E i, FF
FHE S (H D B EE E R U R, BARHIENE GEE LT,

lookup queries @1 ENFE (—TNEXIR) 4k, BELIE@Z NREEZE —, 1S HLLTFRA :

apiVersion: extensions.istio.io/vialphat
kind: WasmPlugin
metadata:
name: <threescale_wasm_plugin_name>
spec:
pluginConfig:
#...
services:
- credentials:
user_key:
- <source_type>: <object>
- <source_type>: <object>

#...
app_id:
- <source_type>: <object>
#...
app_key:
- <source_type>: <object>
#...

1.20.5.9. 3scale WebAssembly BB
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source X R1E 7 F1d] credentials X/ 5% FER BRI — B TE, NRFEREH, # source £
REUTEEZ—T -

o header : EHE IR HTTP 15 KI5 1EHHiA,
e query_string : lookup query #4{ URL EifJF{FHESHIENEIA.
o filter : lookup query B8 )5 85 TTHHETE HFiIA o

A& source LN REDEBFLITHINFEE :

#1.27. source B
AT ek A=
keys —NERFEHH, BN — =
key, SIRAMIAZIBHEIMISE
E o
ops FFHIT key T EAHRVE SR HiE

H, ZEHARBREET—MREL
BRI AFERBEENEE, R
operation TERE—MIHES
W74 lookup query K,
BAERNEEINFRE T I,

filter FERE B BEATFEH) path X H, T 07 HF eI TG PEIEE,

2 key SHAHIEILEDN], TEITIERANEIES, AR EXRBFZEINITIEERIIEIE (ops) , 41
Rzt HWRREEE ops, NREIH key 89%5RE (EF) -

Operations &£ 7 —F 5z, HTFEFEE—IREL key |5 A IEER LR, HEFE
Hi, BEISFIBTS B ENT, 151&/ Operations, (HE (TS KIHERHEEKH AL Turing-

completeness,

771 operations 5B FE, 1FERT, lookup query 18T TEHEIEH B A D (H B (HF ok, B1KEAF
FHEEHFRE,

1.20.5.10. 3scale WebAssembly BB FEXT SR

1B F#F/E source type FJ ops BT TT A2 operation X5, B LU HFZHEEE BT,
FHFULEXT RIGFERE F A2 operation KX G HIE 7, (F1I/HESE operation F9Z#, EILIEZZHINIR, #l
4, HEFERHE K FIFELIREGT,

A %Z# operation Z25—PNEZPNHA, TE—PNEZNGH., HETTVEFEMASERELHN, E115
— PNHEFCHEFR : IRIESEFERGF TNMEBIM BB, RABEFIET source LA, B 15 BB fFHEEE)
M, Efth operations 2 E & HEEEMKEIHIH T EEBRIFEBIE, (BEREHITH,

FE
STHAENTIE, T —#7CERE9(E, B (E 2 A0 app_id. app_key 2t user_key, HXE#
FEBYEEE 1,

/LT EH operations 25 :
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o decode : BELEEFIHIAE, ERIGTRLBIE,
o string : XRFFFEEIENFIA, HAFHFENTIHRFRE,
o stack : BJEEIAHHI—HE, HITZPHELFEH, LRI HFIFEL B,
® check : X T LUREEIEAL) T A B — IR IEHI B I,
e control : ETAITAITEL TG THIRIE,
o format : EENTHIABEISNIFEL, HERFELHEH,
P EIRIEE & R R F IR E,

N

Rty 7wl

o GJHHIEIF

}3*«

1.20.5.11. 3scale WebAssembly £ mapping_rules X/ 5

mapping_rules ¥/ 52 service X/ KH)—E55. EEE —2 REST BSEREHIMK 3scale 18Fr, HEK
TLITADN 18 E BIE A5 18,

1R system [N AR GBI SIE, NEEZE, WEXRIE system [TRKEHFEE, NE5%
1% mapping_rules X/ 5%,

mapping_rules & — XN R, ZHARIE T TTFEEZE mapping_rule X/, [FA 15K _LiFIEBIITH]
B GTHNIEE# T —2H 3scale methods, FF#RIFHE APIManager 1RE. 2% TNEAIAINE L #EIEIHT

methods #/, ifH 3scale if 2B —1" deltas B4, #I%0, R NNIEHE deltas 1 #13 15 Hits 77
SEBIFT R, TR & F 3scale B9 Hits B4 — 74 FH7 delta 77 4,

1.20.5.12. 3scale WebAssembly £2£¢ mapping_rule ¥/ 3
mapping_rule ¥/ 52 mapping_rules 57 5% #1894 BT — 2547
mapping_rule ¥/ RFRIEELITIER :
o FERLFHIHTTP 5K B Z,
o [LAIFARAIE .
o FREH 3scale TELURBEIRERIHNE, 16EFERINFRE T 1 FENTFo

£ 1.28. mapping_rule ¥ R FE;

4

#h

£ 30

hHE EBERK HTTP IH KA ENF R =
B, W verb, EXMESER
B HTTP JiE& Mz — i, FX
DRNE, (EATFEERICERIRF A
{Ho
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4

#

B sk

pattern 5 HTTP &3R8 URI BB R A4 TES
FER, WENERES 3scale #
ILRMERIEE, BRAVERKE
5 (40 {this}) ZFIMERFRF
NEAEER (ERES(F
) o

il

il

usages usage ©fR7IFR, HHNITE
i, FrETH A H deltas H75EER
SIINE% 32 E] 3scale B9753%7
=, LUFTENNRS.

FERUTREFERERA usages *f
e

e name: EREM
method %% 4.

o delta: method #2NH9%K

=,

last YRS MIEER, 2FNELE  whES/RE. BIAES false
PG L BT,

LUF R BI# I F 3scale 17542 BB /= R51, BRI Y, TF 3scale iZ1THIFITABET=ZE]
i, BIA0, Hits 187 ATLLE £ EBRIRTA, FUM EFET 4 1, FIRINIEK PRI EIR & 5%
#, 1K 3scale Authrep API i 5,

LU B B E P B AT & AL B9 55 1% /products/1/sold £9 GET 153K,

mapping_rules GET 15 KzHl

apiVersion: extensions.istio.io/vialphat
kind: WasmPlugin
metadata:
name: <threescale_wasm_plugin_name>
spec:
pluginConfig:
#...
mapping_rules:
- method: GET
pattern: /
usages:
- name: hits
delta: 1
- method: GET
pattern: /products/
usages:
- name: products
delta: 1
- method: ANY
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pattern: /products/{id}/sold
usages:
- name: sales
delta: 1
- name: products
delta: 1
#...

AT B usages Z8R 5 EIE 1T HYiE K (& 5 E 2 3scale, 0 TR :
o ]
o G2
o HE 1

1.20.6. FEiFfH#IE9 3scale WebAssembly #4274

TEFFTE T AR T I FBECE 6 5R, 117 KIEBIIRS P IRR S 1ilo

LUFAZ credentials 71, 17l LI B HATTIEKLITFE 15 E B HIHIE K,

B LIASRFE], RELEEESNRENSHME CH lookup queries 1, RBZEENGFEN S TH1TIF

1o, EE/RH—TEEIIBENTIE,

1.20.6.1. Z i/ FHFESH AR API i (user_key)
LU T PITE B E 1 B S 1B /a5 B9t L 21 user_key :

apiVersion: extensions.istio.io/vialphat
kind: WasmPlugin
metadata:
name: <threescale_wasm_plugin_name>
spec:
#...
services:
#...
credentials:
user_key:
- query_string:
keys:
- <user_key>
- header:
keys:
- <user_key>

1.20.6.2. N FHFEFF ID FIZ 1
LUFTRBITEE 536 b=t i E £ app_key 71 app._id Z7#5,

apiVersion: extensions.istio.io/vialphat
kind: WasmPlugin
metadata:

% 13 SERVICE MESH 2.X
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name: <threescale_wasm_plugin_name>
spec:
#...
services:
#...
credentials:
app_id:
- query_string:
keys:
- <app_id>
- header:
keys:
- <app_id>
app_key:
- query_string:
keys:
- <app_key>
- header:
keys:
- <app_key>

1.20.6.3. B FRt

17K 7E authorization F7--& 25 app_id 71 app_key. HRFKEZLEHH T —NHNME, FEaUSE
app_key.

HIRKEHIMH T —H 1A, UL BIRER T % FF 2B app_key.

authorization 7724 IR IEZIEE B, RIEH1 Y Baseb6d, XEME, &AL EEFHFELND
1, WEZ 1N, RERHAESC)IENDEHFERDEE, Bl HWREEF G
app_id:app_key, WtrE ML T4 credential :

I aladdin:opensesame: Authorization: Basic YWxhZGRpbjpveGVuc2VzYW1I
BRTEAE DB FRER, A TFRIFTE :

apiVersion: extensions.istio.io/vialphat
kind: WasmPlugin
metadata:
name: <threescale_wasm_plugin_name>
spec:
#...
services:
#...
credentials:
app_id:
- header:
keys:
- authorization
ops:
- split:
Separator:
max: 2
- length:

"
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min: 2
- drop:
head: 1
- baseb4 _urlsafe
- split:
max: 2
app_key:
- header:
keys:
- app_key

LI_E B #IEE authorization F7=L :

1.

IR EEHE LTRSS, B2 ZELEMKNT credential 2527 credential 7%,
A5 Z 7 credential 5%,

RE, BERBIEHEEERBENE_TME, HEBES()FHATHKS, #REEF—1ES
app_id BIIEIEHELE, #AISAERYS app_key (BFTE) »

a. HIRBINFR,LHATTFIE app_key, NIHFRERIEEIR, HIAEGIFTHFE app_key A9

Z /7] credentials FIIETNR#, 17 Basic 121X, EH app_id £ aladdin 2¢ admin, & (F
1o app_id KEZD K 8 TNF,

app_key 2 iEE—1NE, HHAZELEE 64 NER, W TFAIFGT :

apiVersion: extensions.istio.io/vialphat
kind: WasmPlugin
metadata:
name: <threescale_wasm_plugin_name>
spec:
#...
services:
#...
credentials:
app_id:
- header:
keys:
- authorization
ops:
- split:
separator: " "
max: 2
- length:
min: 2
- reverse
- glob:
- Basic
- drop:
tail: 1
- baseb4 _urlsafe
- split:
max: 2
- test:
if:
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length:
min: 2
then:
- strlen:
max: 63
- or:
- strlen:
min: 1
- drop:
tail: 1
- assert:
- and:
- reverse
-or:
- strlen:
min: 8
- glob:
- aladdin
- admin
#...

5. 7EHY authorization Fr2L1E /s, 5B LIS 8K HE 1% % 77 X Basic credential 252, (@570 iE
TETTER,

6. TR LZ{TEIIEE, %l FHEH A EEGIEHDEE, EIFR GRS app_id, 7578
IFE IIEBRY app_key.

7. &1 W : IR BB NME, FaE7CER app_key.
a. HRFHFFERKENFI1F 63 2/, Bi%app_id 7] app_key. HEEHIKE NS, NIFHE
ZF, HRTEEEH—FHREE, WRRE—1 app_id AR % app_key, N/##4B9E M5
& T Iy R
assert, R/j5— MEIEXTEREHAAMIREEIEFE, R ETLUSHHER -
1. iR, (& app_id {i FIIE5,
a. Tt EEFIE app_key, HXICHIL ETHEIR app_id £ F Ik,

2. {&fF and 7GR B 12 B9 2
AL T AR Z — -

o R app_id BIFFFEKEZL 8,

o #(R app_id 5 aladdin 2t admin /LZ,

1.20.6.4. OpenID Connect(OIDC) 5l

XTF Service Mesh #] 3scale Istio iZf0#%, Zui7i56E —1 RequestAuthentication, 1 TFF#IATT, EA
B SR T ED 2#H#E 7] jwtRules:

apiVersion: security.istio.io/vibeta1
kind: RequestAuthentication
metadata:

name: jwi-example

namespace: info
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spec:
selector:
matchLabels:
app: productpage
jwtRules:
- issuer: >-
http://keycloak-keycloak.34.242.107.254.nip.io/auth/realms/3scale-keycloak
jwksUri: >-
http://keycloak-keycloak.34.242.107.254.nip.io/auth/realms/3scale-keycloak/protocol/openia-
connect/certs

7FH RequestAuthentication /1], EX (#/5/7 £ E+HE Envoy LIZ7iF JWT 548, AERIELITRE
BIB AT ERIE, BRI KIETE K EBT =17 E % % E) 3scale WebAssembly &1,

Fuk JWT 5hEHS, CEEIFRABFIFTERIEST#AEN R F, RIGEREAFEHFIRBIE, B X T
B, JEAILLE BE KBS ) HE —5 BREHZTFIN R,

OIDC A9 3scale app_id 5 OAuth client_id PLEg, X &/7E JWT 54489 azp 2t aud FEH#E),

FEM Envoy BIRAE JWT B1750E 1575 0K app_id F/R, 155 1dLL 7Bl :

apiVersion: extensions.istio.io/vialphat
kind: WasmPlugin
metadata:
name: <threescale_wasm_plugin_name>
spec:
#...
services:
#...
credentials:
app_id:
- filter:
path:
- envoy.filters.http.jwt_authn
-"0"
keys:
-azp
-aud
ops:
- lake:
head: 1
#...

TR TEELE T filter JREZI Envoy- 1 ELT JWT B 1555 IE[R L HE 1 B2 HXT BT 85 T 45,
WIFHES JWT 54, (EVEEHENREFTIES IS0 REG—E8 5. € 0 15EESF (X /0]
//\%ED
ERHEE—PEH, EEBITLLTFHNFEER :

o azp : #F app_id #/E,

o aud: tBE LIHEXMELHIE,

LRI AT R (AR BT — TNMEH T L,
1.20.6.5. MFr-LAaZERR JWT 5HF
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— LB AEER A JWT SHERIILIERTE, Foul 7 HE T8 JSON #EZCATFR% 177 IR,

Z7E app_id, 1ES I TR :

apiVersion: extensions.istio.io/vialphat
kind: WasmPlugin
metadata:
name: <threescale_wasm_plugin_name>
spec:
#...
services:
#...
credentials:
app_id:
- header:
keys:
- X-jwt-payload
ops:
- baseb4 _urlsafe
- json:
- keys:
-azp
- aud
- lake:
head: 1
#.

1.20.7. 3scale WebAssembly EH&z /) T 1FAJIE

LU A2 3scale WebAssembly BEHR N TEECIERITRY : AT LIE I HANSUENE, HH ©LUERF
CHIE,

apiVersion: extensions.istio.io/vialphat
kind: WasmPlugin
metadata:
name: <threescale_wasm_plugin_name>
spec:
url: oci://registry.redhat.io/3scale-amp2/3scale-auth-wasm-rhel8:0.0.3
imagePullSecret: <optional_pull_secret resource>
phase: AUTHZ
priority: 100
selector:
labels:
app: <product_page>
pluginConfig:
api: vi
system:
name: <system_name>
upstream:
name: outbound|443||multitenant.3scale.net
url: https.//istiodevel-admin.3scale.net/
timeout: 5000
token: <token>
backend:
name: <backend name>
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upstream:
name: outbound|443|/su1.3scale.net
url: https://sui.3scale.net/
timeout: 5000

extensions:

- no_body

services:

- id: '2555417834780'
authorities:
credentials:

user_key:
- query_string:
keys:
- <user_key>
- header:
keys:
- <user_key>
app_id:
- query_string:
keys:
- <app_id>
- header:
keys:
- <app_id>
app_key:
- query_string:
keys:
- <app_key>
- header:
keys:
- <app_key>

1.21. (& /5 3SCALE ISTIO Zfi75

3scale Istio ZAIES 2 — N AAESAIES, FoIFETE Red Hat OpenShift Service Mesh #F5iia1THIARSS, #
FFiZ AR5 5 3scale APl BFEAZ % T %M, Red Hat OpenShift Service Mesh T~ B 17 & Al#5.

EZZ

T H BETE Red Hat OpenShift Service Mesh h&7k 2.0 & LI F (& 3scale Istio :ZH0 45
Mixer ZHHETERRZ 2.0 HEFHH, HIEMAE 2.1 iR, X/ F Red Hat OpenShift Service
Mesh 2.1.0 B2 |GHIRA, ZN1ZA#&H 3scale WebAsembly &1,

HIRE(EH 3scale Istio :ZAA5/5 H 3scale /GiniRtE, @A H/E H Mixer SRBEF] Mixer &
W, 1EZE5E Red Hat OpenShift Service Mesh control plane ,

1.21.1. /% 3scale iZf7755 Red Hat OpenShift Service Mesh %%
T BT LU X Lo B3 B B X 1 3scale Istio Z 0 #5 BIAR S HIE Ko

TERRF

® Red Hat OpenShift Service Mesh /g7 2.x
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o —NEXHY 3scale T (SaaS Bt 3scale 2.9 On-Premises )

JE Sl e B EE 3scale 2.9 BESHRA
® Red Hat OpenShift Service Mesh H955 #2314+

o G/ T Mixer i #IZ6E, " EHT Mixer Fbf i #l" B 5 Fe M 71 2 24 B Mixer SElEL XS 7= A
BE it K S BN /R o

o WIREEFESEAGI, WA Mixer FBEFIZEN,

o HRH], BEZEIEHEIE Service Mesh Control Plane (SMCP)

N
U

p?

A 3scale Istio :ZH04S, 155Z Red Hat OpenShift Service Mesh B E X # B K15
1E B E X IR X R I8 Bl 85 S 800915 85,

g EHF A2 kind: handler 7R, &SI 3scale 1K/ il EATE, B LUEFFRF

N
U

service_id RIEINFEFEE, (BXIXFFREFEREME, HNER@BUERFEK 3scale K
IR —NRS B, HRIF service_id G IEIFERE/E, T /B MARSS /= FH 3scale &
@719 service_ids 1)/ E % 4 FEFE/E,

HEBLUF#HE, 1 3scale WK/ @&H— NI FEES :

TR
. NEEY 3scale K/ BIBE— T EERESE, HIEEEBIIK T Fil. BEEEFMIRS FRiRF

apiVersion: "config.istio.io/vialpha2"”

kind: handler

metadata:

name: threescale

spec:

adapter: threescale

params:
system_url: "https.//<organization>-admin.3scale.net/"
access _token: "<ACCESS TOKEN>"

connection:

address: "threescale-istio-adapter:3333"

E BT LUEFETE params B8 18— 1 backend _url FRFZ 2= 3scale AIELEMATURL, HIEEH
#5845 3scale IEBL BTG —EE IS 1T, HIEHZEFFANEEER DNS, X o EREH.

2. R EGIEF B F 3scale K BIAT BHRZ B9 Deployment KR, 41 TR :
a. Jxn0 "service-mesh.3scale.net/service-id" /5%, HE5HEHI service id X747,

b. #/0 "service-mesh.3scale.net/credentials” 1525, B 5 1 #7189 handler 7% IERE
.

3. BHEBERMEZRFHT, 1F5AITH 2 £ IFREEEEER) 3scale 1K il RERF FRRTF.
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4. fH 3scale BOEFANEKHNECE, FFHINI % EE) 3scale L FEES,

HNECE B

apiVersion: "config.istio.io/vialpha2"
kind: rule
metadata:

name: threescale
spec:

match: destination.labels["service-mesh.3scale.net"] == "true”

actions:

- handler: threescale.handler
instances:
- threescale-authorization.instance

1.21.1.1. 2£8€ 3scale BE X FE
BB E T T — PN LUFF 4L handler, instance 7 rule 5F X 7% BT E,

#1.29. FHAGZE

--name XA URL BOME— & 7R, =
S hENT
-n, --namespace 4 AR R B 6 2 22 [H] =2 istio-system
-t, --token 3scale 1A% k& =
-u, --url 3scale Admin Portal URL &
--backend-url 3scale faim URL, #IR =2
KHE, CREEMRSGER
B IERRY A,
-s, --service 3scale API/Service ID =2
--auth 3scale BIIAIEA & = BRE

(1=API Key, 2=App
Id/App Key, 3=0IDC)

-0, --output RIFF EBE RHI 2 TR H

--version i CLIMRAFIIEDERE T2

1.21.1.1.1. M URL F~OVEREE R
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o 7 oc exec 1z 1T T 5 M 3scale adapter BESEH1REMESE (GFET M—1
EZEEZR) adapter £EEH) ,

e (#/H 3scale-config-gen 5 5 EBI#EF YAML 1% I 1%,

o YIR(EHFAE BILIEHE --service,

o [LEp ST oc exec M BB 15  VH,

A
e (#/H 3scale-config-gen ip % B )£ BLER 1, FiFwHE. URL XTER AP B % TR
HE:

$ 3scale-config-gen --name=admin-credentials --url="https.://<organization>-
admin.3scale.net:443" --token="[redacted]"

o LUTFTBIERE T EHRAFELIE LS FHIIRS ID BIRRK -

$ 3scale-config-gen --url="https://<organization>-admin.3scale.net" --name="my-unique-id" --
service="123456789" --token="[redacted]"

o NAME &/ FFriR B 3scale BEEERIIRS HIFR A

o CREDENTIALS_NAME 5|2 —NriRfF, X/ FAHNEDE# A9 match Z545,
WREEHCLI TE, X&2H5)%E N NAME Frid#F,

RETFEETFEEANE : Fras (B X SHNEIA S, UFEZER, 55
P B D s EE AR S5 o

. BTN B MIE istio-systemn £ 22 /5] 28 B HEALAs L EH

$ export NS="istio-system" URL="https://replaceme-admin.3scale.net:443" NAME="name"
TOKEN="token"

oc exec -n ${NS} $(oc get po -n ${NS} -o jsonpath="1{.items[?
(@.metadata.labels.app=="3scale-istio-adapter”)]. metadata.name}’) \

-it -- ./3scale-config-gen |

--url ${URL} --name ${NAME} --token ${ TOKEN} -n ${NS}

2. XIFEAR G GIHTR), WRFE, 15X LR, #H1&E/H oc create in 5 BN R,

3. HIFKEAEEIEENT, EEE 7 BHIE RS AT # 8% 5T E] — 1 3scale HBIAPI, 1T LU B F#I
ARSI TMER -

LT /o \ — Lh— 7 D L dLL e
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a. MFIC (label) LIFMEL ({7
b. fE4FI54 FEE5 7 service_id
4. [EHATEEFEERT T IEN# -

HIRER ID RERHAFIULIEZZ T, ERFEEHATHIFEIRS 1D, LEEZFH
B ER LA,

$ export CREDENTIALS _NAME="replace-me"

export SERVICE_ID="replace-me"

export DEPLOYMENT="replace-me"

patch="$(oc get deployment "${DEPLOYMENT}"

patch="$(oc get deployment "${DEPLOYMENT}" --template="{"spec":{"template":{"metadata":
{"labels"{ {{ range $k,$v := .spec.template.metadata.labels }}"{{ $k }}":"{{ $v }}".{{ end
}}"service-mesh.3scale.net/service-id":""${SERVICE_ID}"","service-
mesh.3scale.net/credentials":""${CREDENTIALS _NAME}""}}}}}' )"

oc patch deployment "${DEPLOYMENT}" --patch ""${patch}""

1.21.1.3. 1 B A IS IR 55 i 2
FBEELUFAHE, 117 3scale iBH0EE N FHIIRS A 51 7m &,

SEARR
® 3scale EFEHIEEMARSS ID,

TRE

1. PLERTELLFT G EER9EDE 59 destination.labels["service-mesh.3scale.net/credentials"] ==
"threescale" (7£ kind: rule %E#) ,

2. 7EEBE B #H1 7 PodTemplateSpec i lL BB r 5 LI E KRS . threescale 24 HI M2
EBHIE o X T EEZE 7714 T VAHH 3scale ATEHTI1H] 5 HE

3. K TEL #4510 destination.labels["service-mesh.3scale.net/service-id"] == "replace-me"
P, LUETETEKITEL SEBIFFARSS ID (5184520045,

1.21.2. 7£ 3scale FHIIEEL IKIE
HEBLU T # ZEADIE 3scale R IKIE,

X]F 3scale SaaS & /7, Red Hat OpenShift Service Mesh #E7 Early Access i B BI—Z8%
)i o

TRE

1. #A [your_API_name] - Integration

2. H#if; Settings.
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3. 7# Deployment Fi#£#E Istio 7,

e Authentication TH7API Key (user_key) iEIIA#E A E1E,
4. #i7 Update Product LURZEZ/EHTEIE,
5. #1 Configuration,

6. #i7 Update Configuration,

1.21.3. ZF{TH

TEBAI#RH, K HE 3scale System API BIIL S 77, 4R EFZTERINTE#E1 cacheTTLSeconds
ATIEERIEN], REKSMEFER . FH, #HilIBELT, #R#EcacheRefreshSeconds H/H, TE&TFRIZ
B HIET R i T B 5iRE, el LUE Y k&S F cacheTTLSeconds H918 322/ 5 =) RIFT.

7B cacheEntriesMax 1% & 7 — 1N EIE #0B9/8 Al LU 55 £ 22 fH % 77,

BT ESERIFTIIRE, LR RC T LB ENBIZFT, BERSRIH RABMIRFTERT = 1T
% o

1.21.4. 174 uF 15K

A PLITIRA L TR % -
o FTAHAPI 17 : (& H—NREYEIFERILF [E1E TR secret DAL,
o NABFEIIRFRIRR | T o R HI R R A R B 1,
® OpenlD %uF% : M JSON Web Token SEHTEIE i ID FFE,

1.21.4.1. % uFE L
LT UE T BT, 1524 instance B E X F R HADE B 75 iFH9 r%, T LUEZ LT B 1557 uF

o FKAIFRL (header)
o FRSH

o FKIAHEIHEH

LB IEE AN, BANNE, B, HWREFFZLE— ity User-Key, NIEZEE
BB &/ request.headers[ user-key"] F#51L E.,
1.21.4.1.1. API fB33uF 5%
IRIETE subject 5E X 7 ES# B9 user £, Service Mesh 7 B 1B #AIE KIrL A EL AP {#, BER
I B E X IR 28 BN 19 B L (H, A LU B T BRIET, RN AP (EBG#EZ5 R %) 7
RIEZE SN RIEFIT KT,

TEX B, Service Mesh 7£ user_key Z /S # A E £ APl ##, IR AP| T TEE HS#
/1, Service Mesh ££22 user-key #7=%,
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API {2 53F T

apiVersion: "config.istio.io/vialpha2"
kind: instance
metadata:
name: threescale-authorization
namespace: istio-system
spec:
template: authorization
params:
subject:
user: request.query_params|['user_key'] | request.headers["user-key"] | ""
action:
path: request.url_path
method: request.method | "get"”

IR 7 BB #E 0 B AR B S 885 Kk, 15 RIEIERERET. BIA : BTEE N "key" BIE 1]
SR E AP ##, 7F request.query_params['user_key'"] 2{ 77 query_params["key"].

1.21.4.1.2. W HFERF ID HIN AR BT % ul Ik

HRIE subject 5E {7 IRE##H] properties 1£7, Service Mesh £ E 18 Z#ATIE K bk B L FAFE
[ ID FIN fEFEfF 1, [ RREFHEE ATt ., BEREIREE X IR L5 BN B XL, BT
AT FEEBGLI, ATLUFE B RE y RIEFE E 1283 RIE 5 Kt

TEIX PP, Service Mesh RE B IS BB/ ID FIN FFEfFH, HWEREE, FHiligK
PRbt T B #E,

N FFEESF ID IS FERESF FE AT F il T B

apiVersion: "config.istio.io/vialpha2"
kind: instance
metadata:
name: threescale-authorization
namespace: istio-system
spec:
template: authorization
params:
subject:
app_id: request.query_params["app_id"] | request.headers["app-id"] | "
app_key: request.query _params[“app_key'] | request.headers["app-key"] | ""
action:
path: request.url_path
method: request.method | "get"”

IR T B A a5 150 BT RIBY E I S B IE KR, IGIRIEIE L ER S I, BHEEN
identification FIZ 1512 #H ZH L/ R ID, #2 request.query_params["app_id"] 247
request.query_params["identification"].

1.21.4.1.3. OpenID %3 uF 5%

Z(&/H OpenlD Connect (OIDC) #ul 75/% , &/ subject FERHH properties 121 client_id & &%
B9 app_key.
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T BT LU BT E b B T S A AR VEX TR, TE FEIHIBIECE R, &R (W ID) EMIRE
azp FHIJISON Web Token (JWT) BEHTHIFH), el LIRIEFEEKE,

OpenID % iF kBl

apiVersion: "config.istio.io/vialpha2"
kind: instance
metadata:
name: threescale-authorization
spec:
template: threescale-authorization
params:
subject:
properties:
app_key: request.query_params["app_key'] | request.headers["app-key"] |
client_id: request.auth.claims["azp"] | "
action:
path: request.url_path
method: request.method | "get”
service: destination.labels["service-mesh.3scale.net/service-id"] |

"

nm

BEX PN EHIRS AT LUIEE T E, OIDC #4417 3scale FHk, LUEE Finit G195ekZ (IdP) FEE,
N2 BRI IR 15 5 1% IR 55 16 R85 5 22 ] )/ Request 121X, JWT 177 3KH9 Authorization
PR (S,

1£ TEE X 9 RequestAuthentication i~ #I#, RIEIELEH: issuer. jwksUri ] selector.

OpenlD s 75y

apiVersion: security.istio.io/vibeta1
kind: RequestAuthentication
metadata:
name: jwi-example
namespace: info
spec:
selector:
matchLabels:
app: productpage
jwtRules:
- issuer: >-
http://keycloak-keycloak.34.242.107.254.nip.io/auth/realms/3scale-keycloak
jwksUri: >-
http://keycloak-keycloak.34.242.107.254.nip.io/auth/realms/3scale-keycloak/protocol/openia-
connect/certs

1.21.4.1.4. BE&FuF B

1 BT LUFEFET it GUE T — TMFEBI I UL T /%, T EE R E BT E k. HIR API # RN fBFEF 1D/ I F
FE/F RN ER#RELER, T Service Mesh £1E/H API #,

TEX P BIH, Service Mesh TEE IS E—T APl #, HIGEIFKIFE. WRRE AP #, NI
BIGSHAR BN EREF ID FIfE, AEEHERIF

BEF B ETH
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apiVersion: "config.istio.io/vialpha2"
kind: instance
metadata:
name: threescale-authorization
spec:
template: authorization
params:
subject:
user: request.query_params[“user_key"] | request.headers['user-key"] |
properties:
app_id: request.query _params["app_id"] | request.headers["app-id"] | "
app_key: request.query_params[“app_key'] | request.headers["app-key"] | "
client_id: request.auth.claims["azp"] | "
action:
path: request.url_path
method: request.method | "get”
service: destination.labels["service-mesh.3scale.net/service-id"] | "

1.21.5. 3scale Adapter #5175 #(#E

TEIIERT, BAIEEAE T /metrics in=SH91% ] 8080 #2157 Prometheus 151782, X L4555 6]
L T AR E D75 7] 3scale 2 [E/HGS B 24 1TES, 1ZARSS #5Fn i 7 B Prometheus B 514 PHAIF .,

ST

. b
45,2 EiTHY Service Mesh 1.x JRZ&#EH, 3scale Istio :ZAE5 15 h B T F# BT E XA,

7 Prometheus &, FEFKE GRS /7 ITinZFBIRTIBE TN, LUETE Service Mesh 2.0 FAFZTELL FIEFR -

#1.30. Prometheus 7§75

17N KRR ek

threescale_latency Histogram SERCER AN 3scale 2 IAIAYIE RIE
Re

threescale_http_total T8 | 3scale FIHAIITE KM HTTP 4K
e RLAR o

threescale_system_cache_hi it MESE % FIKENEI 3scale RETH

ts TE R

threescale_backend_cache  if#k MEIHZFRENE] 3scale [FimAY

hits TE R

1.21.6. 3scale /Fin %77

3scale [FinE#F N 3scale RS EHE AP| B9E Fimte iR IRINFIIR & 42 7, X TNEGFEIRA B E A5, &
RLEIE 5 T AT LR E E, 1R B 7 2 F Rt
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A=
Bt &0 T2 3scale [FinE#z, 3scale [ElnBrrlER T FZFRE, LUK A Vi FEEE
SEREICIRIE N B IEFE, B LXREELIFTFER Z XL,

FIRI 77 5 R,

1.21.6.1. )5 A lEin Z 789 L=
LU EIE B EIn R -
o LZTEL/AIH 3scale Istio Adapter EEERIIRFSHT, LRI, |5 G,

o | EIIHE I BRI TS 3scale AP BEEZE T IEKIZIN, X 1F ol FEAEZELS,
XA DEE—1 3scale Istio :ZAZESHI 3scale 1IN FFLE 77, LUETE IR AR 3scale APl
Manager BRI FTH T EIEFIEL (., XTHF—3F, RTBIELIRINBINT ] ELZE %,

& 3scale APl manager #f, EixtZ7z

o

o LI MiETT 3scale Istio :ZHIEEBIHRSS PIFE HI R M1 EE (i 1B

Zgﬁﬁo
o X#EAE 3scale FLE(SaaS) FEHIIEL. 77, 2 H /¥ 3scale APl Manager #E & TE 77 — T8
LBl (i F ARG, (i F 7 AT AT 5 X, B & 7 75 A 3scale APl EZEZZHIPYZS FF G5HY

1B T2 2UL,

1.21.6.2. EH B SHIFIEAZ K

LU FZRBEEARI L BI 7515
o &1 3scale BEIEEBIRIVA B R TR flush 2 7T EH,
o XEBE, MTHEZSNEMELHIFFERIFTERZ A5 E % T,
o BFXZ1FKEIEFELRFHSIAZETY, XZEFH—LFKEUIE, LUR—LGFKER
B, XRRFENEEEALIERE K,
HIREAD a5 22 P 5 B R R B H BETRIRINER, MM AP Manager IRERIER, NATEER

LB e R F T A RE T KB E IR T HIELNT, R — T KINEIHT I EHE B X (1B, X

[ ]
I
[ ]
BIEE2 R 75 APl Manager R T2 TE P45 1 17[#T,
o LI XN (BEEESFELHEEHERKNIREEEE) , BEIHAP BN RIEBAIE
5 1R

:60
B EE R P TT EIRI LIRS TIE, T2 E% R, XEHFENE
ARG EEBIRIE. N HRESFFIRSS I E K LE B8 K,

1.21.6.3. FinZFEiE X IE
LUTBEFE T Bl R A B K -
® 7F3scale BB IR EH FHIEEintZ7RTIKE,

° RIEHI3 RERFEBIEHEZER
o PARAM_USE_CACHE_BACKEND - iZi& % true LUS /G in % 7o
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o PARAM_BACKEND_CACHE_FLUSH_INTERVAL_SECONDS - L{F F7 5 (i 1% i1 ELE 550
FIFT AP| B FEZZ % FF BRI 1] (AR K ML)
o PARAM_BACKEND_CACHE_POLICY_FAIL_CLOSED - %4 %5 E ¥y 77 e H T % 2
14 3scale APl Manager #f, 1XER & 1T/ T FFSEIELENTARSS B 1E K,
1.21.7. 3scale Istio Adapter APIcast emulation
2L LR IESEHT, 3scale Istio Adapter 24 APlcast BIFEZHIT -

o ESK LG E N BIF ARGt N PL AR, RIEIETHTTP €147 404 Not Found, ZFizZ 403
Forbidden,

o L—NEKE S RETIARIEZENT, AREIEIHTTP 4197 429 Too Many Requests, Z B
403 Forbidden,

o TEIES CLI £ REUIRIRIT, X Firtl@EH FAIZ% T E#4%, 4 : user_key i1+ user-
key.

1.21.8. 3scale Istio ;ZAI25551IF

AT RERE B 2 3scale Istio [BHIEF2EETTHIIIE, WREHEMEETLELTIE HZRUFLEE
BBEBRUL T,

TRE

1. #81% 3scale-adapter pod 7 Service Mesh control plane % ZE/H/ #1517 :
I $ oc get pods -n istio-system

2. F4& 3scale-adapter pod & BHiIHEXEF5|-FHIEE, HIUERIIMRAE :
I $ oc logs istio-system

3. {EXY 3scale :ZAZZE R IRIFEIIRZEHITIEKNT, (FIEA SR D IEFBEUFETIE K, HEREN]H
W, F2 & 3scale iEH1E5 HEFMERMISE,

At

5
%

o WMERGEMBZH.

1.21.9. 3scale Istio iZ A0 85 AL fEHER & H

1/ EHE [ 225 3scale Istio 88045, THEHLIER T IEER-FHEBIEXT AR TIF, EHALTIZE
bz F ks

o YAML ZEHTIEW,
o A YAML ZB4,
o ifF YAML SHEGE N EIEEE,

e i {#/H service-mesh.3scale.net/credentials #2175 iC RS T 1E 1] #,
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LEFHTEE service_id FIVEEFEFERT, il &/ service-mesh.3scale.net/service-id 7710k
ETIEN#E, FHEEFMNETUEEZRHEN],

Rule B E X FEIRIEIRIFIRBIU EEREF FSE B EH E X R, BUE 5| ik DX W 6980 £ 52 ] 5 45

Rule B X 7RE9 match B35 Al 8845 A ERIAR 5 LA, 26& 150 24 BT R B 51T H A7 1E6Y
B bR EL #,

LN EEFEJF HH 3scale B EE[ ] F BRIy IN S AEEE URL #51%,

Instance B E X % JEHI params/subject/properties Z55 T %51 app_id. app_key 3t
client_id FIEFESH, FAENIEE THRATE, WEGSH, IrtHRNES, stEZ2585
5 /5 F i 655 KT LB

R B IHB L I TS B as s, H.HFEE oc exec HHEHIIERLT, FEEEHIE
EHEs,

1.22. fRZ5 P& B FE I

KL T 2R 5 FIAE# Red Hat OpenShift Service Mesh #1895 )i /7#7, 7 Red Hat OpenShift
Service on AWS _E&5E Red Hat OpenShift Service Mesh #Y, 1E1& LT85 ZE B BER 242 7 17 it /e,

1.22.1. 7 f#ZService Mesh /&
B TR R LB EHT Red Hat OpenShift Service Mesh k7, HEZE T HEAIMTEHE & NAMEIRAE,

® Operator }RA& - RFTMA T 2.5, Operator I A S (X575 FiZ#H] Operator BIMRA, F 77

Red Hat OpenShift Service Mesh Operator % ## Service Mesh control plane B9% T4, ATEL
Operator BIWR AT =X EEZBEHT ServiceMeshControlPlane 7RI,
-3

HRERETHI Operator IRA RSB s/ A# TE#r, BT =H57#FService Mesh
control plane HKERFTHIXHR A

ServiceMeshControlPlane /7 - ServiceMeshControlPlane /i #E Z(& HHI Red Hat
OpenShift Service Mesh /7, ServiceMeshControlPlane 7 E= £ spec.version FERAGE#E
I F L ZEFI22Z Red Hat OpenShift Service Mesh BYZCH HIECIE 14 &, 1JZE Service Mesh
control plane A/, HEETLUERLL T FAIZ —IKIERFE :

o ZE7FForm View FEIE, &M Control Plane Version &4 5 R A,

o EAYAML View HHEIE, 157E YAML X% E spec.version H/E,

Operator Lifecycle Manager(OLM) 7~ &#E Service Mesh control plane #2%, Ellt, Operator #1
ServiceMeshControlPlane (SMCP) Bk X5 I GETPLED, FRIEZEF5)H I SMCP,

1.22.2. Z&#3L[E B Operator

1.22.2.1. 4%1F Operator &%

Z 2% Red Hat OpenShift Service Mesh Operator i/, OpenShift R7ELEI %% Operator A E /0L T

IR :
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o HENIIRENX
o ZFE

® pods

o FIXZE

s A

o AEIHE

® secrets

o RFIKST

® services

M Red Hat OpenShift Service on AWS #4145
JE AT LU# H Red Hat OpenShift Service on AWS #2#1& %7 1iF Operator pod 22 &l FHH121T

1. Z#i%/ Workloads - Pods,
2. #£#¥ openshift-operators %5 %2 /H,
3. ULl F pod @& #1E, KA EE # running :
® jstio-operator
® jaeger-operator
® kiali-operator
4. #£#¥ openshift-operators-redhat 7> % 22/,
5. 47iF elasticsearch-operator pod E& 71E, K& EZ 7 running.,
Mes o7
. #EALUF&@S, 42uF Operator pod A fH#7F openshift-operators % 22 /i #1517 :

I $ oc get pods -n openshift-operators

Hit 6
NAME READY STATUS RESTARTS AGE
istio-operator-bb49787db-zgr87  1/1  Running 0 15s

jaeger-operator-7d5¢c4f57d8-9xphf 1/1  Running 0 2m42s
kiali-operator-f9c8d84f4-7xh2v  1/1  Running 0 64s

2. LT 5420F Elasticsearch Operator :

I $ oc get pods -n openshift-operators-redhat

Hitt Bl
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NAME READY STATUS RESTARTS AGE
elasticsearch-operator-d4f59b968-796vq  1/1  Running 0 15s

1.22.2.2. IR P& Operator BEHEG
UTRE E) Operator [ :
® 433l Operator 1/ i 45,
o Bl Operator B 5 #FHIZLIEIRA, T B/ XKIRA,
o FFEA cluster-admin 5 &£ Z % Red Hat OpenShift Service Mesh,

o /2?2 Operator pod HiEHEE Z1E5 %% Operator FHFREI/HE,

FE
T H BEE Y OpenShift #2415 %% Operator, L/ AM w1717/ OperatorHub,

1.22.2.2.1. &% Operator pod Hi&

BRI LUE oc logs & % 2 & Operator Hik, ZLIEAFES B KIEM H KL BIAF R S50/ 4,

TR

o ZEZE Operatorpod A&, EWAUTFT@RS :
I $ oc logs -n openshift-operators <podName>

B,

I $ oc logs -n openshift-operators istio-operator-bb49787db-zgr87

1.22.3. control plane Z[EHFR

Service Mesh control plane H Istiod 2%, E=4F/L17LLEIAY control plane Z1f# (Citadel. Galley,
Pilot) Z&—PNZiH#IX ., ZB5E ServiceMeshControlPlane i1 2 1#Z 415 Red Hat OpenShift
Service Mesh BIRtE2A1F, #1514 &R0,

1.22.3.1. 4%1iF Service Mesh control plane &%

TEB#E Service Mesh control plane #Y, Service Mesh Operator & /5% 7£ ServiceMeshControlPlane 7%
TR IE E B S EH TTIL FIRIE -

o [EEIstio A HEEELLTF pod :
o jstiod
o stio-ingressgateway
o jstio-egressgateway

o grafana
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o prometheus

® A Kiali Operator #R#5 SMCP 2t Kiali BE X 7R P HIFIE L7 Kaili Z52Z,

HE B LIE & Kiali Operator #H9 Kiali 201, M1 :2 Service Mesh Operator,

® Ji/H Red Hat OpenShift distributed tracing Platform (Jaeger) Operator, L{#R#ESMCP 5t
Jaeger HE X FIRHPHIAE O 5 7 2016 Er-F 5 (Jaeger) 414,

Tl LU7E Red Hat OpenShift distributed tracing Platform (Jaeger) Operator #J
Red Hat Elasticsearch Operator FHJElasticsearch 2+ F & & Jaeger 21, M4+
<& Service Mesh Operator,

M Red Hat OpenShift Service on AWS #2415

J& B[ LITE Red Hat OpenShift Service on AWS web ##)& #1457 1F Service Mesh control plane &
#,

1. Z#1%/ Operators — Installed Operators,

2. £F¥ istio-system &% 52/,

3. % Red Hat OpenShift Service Mesh Operator,
a. R Istio Service Mesh Control Plane /%17,
b. &% control plane F9& 7, )41 basic.,

c. BEBESEFLEILIE, BIHi1 Resources ETiF£, Al LUEH T )EEEF ) EFH
A, #Ig0, KEATA Pod B ESZEZ 7 running.

o

IR SMCP RSN/, 15k & YAML XA status: 5 THEEZE S,
4. &[O]F] Operators — Installed Operators,
5. #£#¥ OpenShift Elasticsearch Operator,
a. % Elasticsearch #7257,
b. mESZEH)EF, # elasticsearch.,
c. BEEEEEENEBRTIR, 155 Resources I+,
d. HERRKEZEEME, 15RE YAML S0+ status: iU THEEZE S,
6. &[O]F] Operators — Installed Operators,
7. 1%#¥ Red Hat OpenShift distributed tracing Platform (Jaeger) Operator,
a. /= Jaeger i,

b. mESERIEF, 4 jaeger.
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c. BEEELEAOENTIE, AH# i Resources LI+,

d. ZIRRKAE S D AEMEE, 1582 YAML 01+ A9 status: 5 THEEZE R,
8. ‘ZF#i %/ Operators — Installed Operators,
9. #E#E Kiali Operator,

a. M stio Service Mesh Control Plane /7317,

b. mEBZEHIL T, Z kiali,

c. BEEESEANLIZELFLIR, B4 1 Resources I+,

d. B ZE(EL)EH, &k 2 YAML F07-F /A9 status: 5 THEESE A,
MeH1T

. BT TFm%, LUEE Service Mesh control plane pod 22 &l F#H IET£:517, A istio-system
BZHE SMCP By £ ZE/H,

I $ oc get pods -n istio-system

BBl

NAME READY STATUS RESTARTS AGE
grafana-6776785cfc-6fz7t 2/2  Running 0 102s
istio-egressgateway-5f49dd99-19ppq  1/1  Running 0 103s
istio-ingressgateway-6dc885¢c48-jjd8r 1/1  Running 0 103s
istiod-basic-6c9cc55998-wg4zq 1/1 Running 0 2mi4s
jaeger-6865d5d8bf-zrfss 2/2  Running 0 100s
kiali-579799fbb7-8mwc8 /1 Running 0 46s
prometheus-5¢579dfb-6qhjk 2/2  Running 0 115s

2. L5122 Service Mesh control plane ESZHIA S, (EHEEE SMCP B4 2[5 &1
istio-system,

I $ oc get smcp -n istio-system

2/ STATUS 2%//&2 ComponentsReady /', ZZHIh55/5k.,

it
NAME READY STATUS PROFILES  VERSION AGE
basic 10/10 ComponentsReady ['default'] 2.1.3 4mZ2s

IR IE K HEFTEFE T Service Mesh control plane, B &K 1Z 4 /77 UpdateSuccessful,

Hiti 6l
NAME READY STATUS TEMPLATE VERSION AGE
basic-install 10/10  UpdateSuccessful default vi1.1  3d16h
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IR SMCP X475y 7 ComponentsReady LU BIERIAE, g2 SCMP 77 /R 6] status:
LU E 2155,

I $ oc describe smcp <smcp-name> -n <controlplane-namespace>
BBl
I $ oc describe smcp basic -n istio-system
EHALL F i w1t & Jaeger BBERIIAS, HH istio-system Z55E SMCP #9654 2 /5,
I $ oc get jaeger -n istio-system
BBl
I NAME STATUS VERSION STRATEGY STORAGE AGE
jaeger Running 1.30.0 allinone memory 15m
EALLF i 212 & Kiali B8ZEHJIXE, HAH istio-system E55E SMCP #9in & ZE/H],

I $ oc get kiali -n istio-system

Hitt Bl

NAME AGE
kiali 15m

1.22.3.1.1. 5/A Kiali #2#14&

BRI LUTE Kiali 72 G 2 BN BRE/FEIH I REFIE . WIREHIIRSEEE, Kiali #E#5 o 1L EE
RS EEE IR B UBEET RIS FEISHAEAMEXER, BREMRIVEEF REURT
#, Kiali 11250 1M an 5 21589 5 51 AT,

Eyyia] Kiali #2415, BRI ZEHEE T Red Hat OpenShift Service Mesh,

LRI FELIEE T v/ Kiali #2715 B9,

LIRIEHIE Kiali #2758 URL, BRTLUERE N E, HRETHIE URL, FEALUTHET -

EHE AL

1.

2.

(& EHE 77 A B BRI Red Hat OpenShift Service on AWS Web ##15.,
2 Home - Projects,

WEBE, 7FProjects EL, (EMHTIEZEFREHITERIZE T,
RITERIEF, B4 info,

7 Project details J{[EH#, #% Launcher 8289 Kiali 77,

&5 5 177/ Red Hat OpenShift Service on AWS #2#& #HIEIHFH /7 & FHIZ 1B R Kiali #EH]E
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% REREF Kiali #ZEFIER], EREFZF Overview J[E, BEXREIRSHEREENEEIINE
ZE/H],

YIREI U TIEHE &5, Hin S 20 RERINEIRIER, 565 % 7 istio-system LIS}
BIE (T35

HLXARBIETE

1.

2.

&L Z A B E R Red Hat OpenShift Service on AWS Web #2415,
#17 Project,

B WE, 7F Project Details ] [E_L, (&fH11)5#FEHITIEH9IE .
RIEHIEF, B4 info,

7£ Project I [E1#, = Launcher Z854°£9 Kiali #5#Z,

17 Log In With OpenShift,

1.22.3.1.2. /7] Jaeger #EHIE

Zyjiia] Jaeger HEHIE, BN LZREHAIE T Red Hat OpenShift Service Mesh,

LR BEROEBEBF N Jaeger IEHIE .

jﬂ%xu\ ﬁJaeger fybl%./ WURL, /l.n 71/( Ej%w/ﬂjlﬁo jﬂ%xuﬂ TfﬂL URL, iﬁk@@ff/‘( 7‘_]95":'/7_? N
M OpenShift #HI5 B9 T
. LIEF cluster-admin tXEREGFE F B 17& RRed Hat OpenShift Service on AWS Web, ZIE(&H
Red Hat OpenShift Dedicated, @i E—1T L% dedicated-admin £ 1K/,
2. #A Networking - Routes.,
3. £ Routes I{[EH, M Namespace E4# ##F Service Mesh control plane ZiH, 41 istio-
system,
Location I/ 7~ & 166 B9 EE FEHELIE
4. HEBE, [FFTIEHEFEH jacger B, HHEH B LS EHE,
5. # Log In With OpenShift,
Kiali #2315 895 %%

1. E3Kiali #Z#IE,

2. BT Z M- FHE 5 H9 Distributed Tracing.

3. #if Log In With OpenShift,

11 CLI B9 5
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% 13 SERVICE MESH 2.X

I $ oc login --username=<NAMEOFUSER> https://<HOSTNAME>:6443

2. BEEFmSITE IEERIFIE, 1FWALT®RS, EXBIH, istio-system Z Service Mesh control
plane 7% 38 /4],

I $ oc get route -n istio-system jaeger -o jsonpath="{.spec.host}’

3. FIIE B HHAA hitps://<JAEGER_URL>, R+ <JAEGER_URL> Z/&7_F—# X2 HH9%
.,

4. (EHEHEF71A] Red Hat OpenShift Service on AWS 414 B/a— 74 HIZ 15 &R,

5. WREESHREFRINEIRSFS MIE R HLEM T trace, ERTLUEH L IEZEAFind Traces #ZH1# %
trace #E,
WIRE B UHERIE %, NT R trace #HE,
1.22.3.2. Service Mesh control plane HIEHER
YR 7 EBE Service Mesh control plane #78 Z1/4éX,

o #i{R ServiceMeshControlPlane 7R Z%#1E— N5 /&HIR 5 #] Operator D HHIHIEH, XX
& fH istio-system T H1E 0, HREESEZ Operator FIREHITIE 2 F, 5t AT LT
Il H 252 control plane,
e {7 ServiceMeshControlPlane 7] Jaeger 5E& X 7 H EA5EE A — W B #. HIA, WHEEHEH
istio-system 7 5.
1.22.4. X/ #4045 F B 1T ik e HEER
HIETFE E—HEREEE, FHF1=ERZEHIRS IS H RS & IHBIAT B A 25 FH 14 P25 15
Red Hat OpenShift Service Mesh #¢#iF v/ #2/% pod B84 proxy sidecar 3 v i E2/F et IR 55 & Zh
B,
1.22.4.1. sidecar ZEA BFEHHR

Red Hat OpenShift Service Mesh & E 2/ #FC# sidecar £ pod. @A FE sidecar S A,

1.22.4.1.1. Istio sidecar A B EEHEE

W BB AR FRIEFE LS HE T Bo1EA. WRY Envoy REEISH T B5IEA, W
spec.template.metadata.annotations £9 Deployment 7/ 1% & —1" sidecat.istio.io/inject:"true"”
EAE,

1.22.4.1.2. Jaeger fCE sidecar ;EA BFEHHER

I BRI B F I E LS T EalFEA, HEREHT Jaeger CEEEIE 71, Deployment 7
JEHR % B —1 sidecar.jaegertracing.io/inject:"true” ;Z #Z,

YFEH X sidecar FAHIEZ(EE, 1551 )5HEZFA

1.23. ENVOY 1t lEHE %
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Envoy fCEEREIIR S IIFE H AT B R F5BIA BRI 355758, Envoy i1 S IKEH 1R RS P L B2,
Envoy &7E£/a—1 pod H#EEEE 116X AR5 sidecar,

1.23.1. /5 Envoy /i HE

Envoy 17/i] H & Bl FH FI2 BT E B FER T, H A5 B2 b 7 8 5 5o

B istio-proxy B ESE A E, 144 ServiceMeshControlPlane (SMCP) X1 5y H &k i
XS,

TRE

. LLE A cluster-admin A GHIH ' 517 &% OpenShift Container Platform CLI, 3IALL Fin 5,
RGBT B B9 7 & FI 1,

I $ oc login --username=<NAMEOFUSER> https://<HOSTNAME>:6443
2. LIHEIZ % Service Mesh control plane B95H, #l istio-system,

I $ oc project istio-system
3. %##4 ServiceMeshControlPlane X 4.

I $ oc edit smcp <smcp_name>

4. HWLUFTBIRTT, A name 1EENEHEHIX HE. WRRE Y name 15ZEH, NITEFAH

1257/%50

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:

name: basic

namespace: istio-system
spec:

proxy:

accesslLogging:
file:
name: /dev/stdout  #file name

123.2. KB

TR LEIE TR LA IR 7572 36 Red Hat OpenShift Service on AWS A8 2/, i&1r/h] 21155
Vallllalz iR

BEALIEE )] G
o FFEHEZNGLIIEHIRE, THSLIE " iatfXIIX EFIBER T,
o JEX/HIHLLLINE L1,
o /WA X,
E G ERE R R, BT LUTE OpenShift Cluster Manager B{&/H Insights. Insights #8442 T 138740

158, HEBATHINERT, 1EHTITHERGEIES.
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https://console.redhat.com/openshift

% 13 SERVICE MESH 2.X

UTREN KX BT HAEEIK, BRI T MR, 15 AR XA JIRA 7], 15t RE A& IF
15, HIZET7E#F Red Hat OpenShift Service on AWS Ak,

1.23.2.1. XFIIEH %

ZIIEHI IR R R F BRI B LU B R A FE B IR FFZLIERI ma FIF R, ZLIEATIREBEXE, [ mX i
AT, #7235, BEFEAZIE @R ELE, H5H, L aTURRBHTIBIRERTE, RiE
5] B IR IR T 7 2 FLT 71 AR T

1.23.2.2. #BELTIEH A%

ATRHi 7 Red Hat OpenShift Service on AWS JE[&, HEELISCHITIZE, LUIBBELLIEAISFHEL SFE
X BGHE R T 5,

TERRE
o EHLIEE T IR,

i
1. BRE ZIIEE ] ] P,
2. iR Search,
3. GEREFFRA, HIAG/HGEXXEFHFRFE S5 :
® Red Hat OpenShift Service on AWS 2 (#etcd)
o XL (L] ZF)
o EE BN EHIRMSHIL ST GIEX
4. R Enter ##,
5. @t : £ Red Hat OpenShift Service on AWS /“ 431745,

6. A% : #£7E Documentation B LA )EE,
1.23.2.3. LE3ESEfo /1[I

TERRIF
o FETLUEH LR cluster-admin £ & EIfH /i) EEE,
o T LUEHEE dedicated-admin £ &G AIfH /17| EEE,
o FZ# OpenShift CLI (oc) .
o BELIIEE ] PUSIE .

o BELIIEL LTS ERIT I,

TR
| ERFEIEE I 1 BB E X 1F TH.
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1.

iR Get support,
1£ B35 fF 1] @Y Cases £/ :
a. Bk : RIEFBEE NS ETAINE AT EZ 1 F 5.

b. WAEBGHEEFEE L B9E ), %1 Bug Bt Defect, #/F4# 17 Continue,

WALTIER :
a. 7£ Summary FERH, FIA [ EBIG1E G, LK B KA BTEKBTFAER, L
R BTG
b. M Product F#73&H# F11%7F Red Hat OpenShift Service on AWS,
BEEHEIIEANRER ARG FIZR, EITERSEEREH)EEX, WRENIIXERT

BERXNEET, 15 2 Continue,

BB BT FLLIEHIRE AT FIZ, E]ERSEEIRERAEGER, X TNFZEEH
Y, B ETELEE B R T B Z (58, WRE NI EREIEFX A, 15
55 Continue,

IBTARIG RIS 158 B IEMAEY, WIRFE, 1HHEN I,

102 B 2I1E 7 H9 Red Hat OpenShift Service on AWS 2 ID & Eff, HIETIEW, 17Fo/iest
£E#ID,

® {#/H Red Hat OpenShift Service on AWS Web ##E F i 1FEEEID :
a. Z#i%/ Home - Overview,
b. %18 &#%7E Details #£9 Cluster ID i,

o M4, tHETLI#ET Red Hat OpenShift Service on AWS Web #2454 BTG5 /131
H, HENBEFTEEEID,

a. MITEFEEGHZE (?) help - Open Support Case,

b. Cluster ID BJ[ER#E /BT o
o Z(&AH OpenShift CLI (oc) FKIREEFEID, 1H51TU Fap+% -

I $ oc get clusterversion -o jsonpath=".items[].spec.clusterID}{"\n"}'

ST T HE3H9/7]8, /= Continue:
o TBFIMFLIGHR ? EHLELEMNLIER?
o E B S5 BIME SN,
o EKIEWSEEFULIT Y 7 1+ 4218 7
o WITHIEINZ%E ? RENE?ELELE ? @EREFENALE ?

. LIEIEXBIZETEIEX M # = 17 Continue, ZXEFF&/H oc adm must-gather i 51X EFTEHE

1ENE R, HIBHS T 05 REILEL)SEHIR AL 7 ETHE X B9 R M 275,

FIAFEX | &g, = Continue,



% 13 SERVICE MESH 2.X
12. G A 1 g, £ Submit,

1.24. SERVICE MESH CONTROL PLANE FlESZ%

B LUE T 15242 1/ B9 ServiceMeshControlPlane (SMCP) %Rt )+ EE X SMCP FIEHEE X
Red Hat OpenShift Service Mesh, ZXZZZE4 0% T Al FHF SMCP B RBIEC B EIA,

1.24.1. Service Mesh Control plane &#(

FZZIH T ServiceMeshControlPlane 7 RHTITR 4,

Z1.31. ServiceMeshControlPlane 5 EZ#
TR gk i

apiVersion APIVersion & XX REXMERRE  ServiceMeshControlPlane hix
IR AIEHD schema, ARSS254FH 7 2.0 B9{E % maistra.io/v2,
HIRRER N SR FTRORER(E, FF
GIE: sk SRS
., ServiceMeshControlPlan
e kA 2.0 BfEhy
maistra.io/v2,

kind kind 2—NFFHRE, KFXEXE  ServiceMeshControlPlane 2
AR REST HiR, ServiceMeshControlPlane FYME—
BWIE,
metadata KFXAN FREB

ServiceMeshControlPlane &
BB TTEIE, BRI LR Service
Mesh control plane ZERH—1
BIRRIREREHIT(E, a0
basic,

spec Ltk ServiceMeshControlPlane  MEFEZER, ESHE 2,
IR SRIE, XEIEHMK
Service Mesh control plane FIFf
BHMHBEE LI,

status It ServiceMeshControlPlane MEBEZELR, HSHE 3.

HHAPRES AR R Service Mesh
control plane F9ZH 4,

FZJ5lH 7 ServiceMeshControlPlane 75jR4I1&, BHXLEHAE Red Hat OpenShift Service Mesh
A1,

#1.32. ServiceMeshControlPlane & EH#&

£1 fed AIRESH
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B

B nZH 4

cluster

gateways

general

policy

profiles

proxy

runtime

techPreview

Telemetry

tracing

240

sk

addons S#ECERR Service
Mesh control plane ZH44 2 4+ BY%T
S ThEE, AL SRIBIR R,

cluster S IFEEHNEBHELE
(EBEATR, MLSETR, SEEE.
M BEE)

&R LA A gateways SEH W
MEEADOMEORX,

general SR KREHEEAMLE
#AEAME L Service Mesh
control plane EZi&,

AL policy S8 Service
Mesh control plane fic & SRB&
spec.policy.enabled 1% &
true /5 ARESIO &,

& LUE A profile SHUILBAT
HIMER
ServiceMeshControlPlane f&c
B,

& A] LS proxy S ¥k E
sidecar FIERIATT N,

&R LAEF runtime 28 E
Service Mesh control plane 8

14:0

security ZERITEN Service
Mesh control plane o BZ £ M4
=18

techPreview S/t /- B 1517 17]
FRTIE R HIThEE,

R
spec.mixer.telemetry.enable
d #iZE S true, NENSWE
Mo

IRALUE A tracing SRS
BAamERBE.

3scale. grafana. jaeger. kia
li #1 prometheus.

meshExpansion. multiClust
er. name 1 f%%

enabled. additionalEgress.
additionallngress. egress. i
ngress # openshiftRoute

logging #0
validationMessages

mixer remote =i type. type &
Lg% & Istiod. Mixer =
None,

default

accessLogging. adminPort
. concurrency
envoyMetricsService

components # defaults

certificateAuthority. control
Plane. identity. dataPlane 7
trust

N/A

mixer, remote, #l1type.type &I
Lg% & Istiod. Mixer =
None,

sampling, type type AT % B
5y Jaeger = None,
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B fed AIRESH

version IRETLUE version S8 EE FrFE
ZEER Service Mesh control
plane B Maistra kA, H{EMAZ
MR A 1] 22
ServiceMeshControlPlane
Ff, 4 Webhook &R AKE
FEAIMRAR, HHERABFT
ServiceMeshControlPlanes
WEN v2.0, WEHEERAR
ServiceMeshControlPlanes
2FRBHKE,

ControlPlaneStatus 1t 2R 55 PIFEHT S A &S,

#1.33. ServiceMeshControlPlane ¥ & ControlPlaneStatus
¥R ek RE

annotations annotations S = R4 89, ToEECE
BEZRAKESESR, W
ServiceMeshControlPlane 8
EWEGHE, dHTTIEoc
AiXLRE, e ARTE
JSONPath Rk AT ET R,

conditions RIS R AR TN RFT AT FREE
M, Recoveryd & = Operator
rLERERES
ServiceMeshControlPlane %%
JRA B ER & T B 2R B H A S R
KB, Installed B RERLET
Service Mesh control
plane, Ready ZRE&EAE
Service Mesh control plane ZH4
#EFLLE,

components LB ERER Service Mesh FRE
control plane 4H#HBIR

appliedSpec NAMARESREEMMNEE LT  ControlPlaneSpec
A,
appliedValues FAF &R chart B9 values.yaml, ControlPlaneSpec
chartVersion &fa— RN FIRA R & ZRAR FRE
Ao
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B4 i Hah i

observedGeneration PHISSTERFASRRTRINE B
. WEHRMERSHNRNIEFEE
BAEX, MR

status.observedGeneration
Iii5 metadata.generation <[t
E2, MK status.conditions

EBLTFHEITRE.

operatorVersion REAIR I BHIRAY operator AR FRE
&,

readiness AHEFIFAE TR IR T, FrFE

X NP) ServiceMeshControlPlane F X & & A& & 15H9 54,

ServiceMeshControlPlane 7 g4

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
version: v2.5
proxy:
runtime:
container:
resources:
requests:
cpu: 100m
memory: 128Mi
limits:
cpu: 500m
memory: 128Mi
fracing:
type: Jaeger
gateways:
ingress: # istio-ingressgateway
service:
type: ClusterlP
ports:
- name: status-port
port: 15020
- name: http2
port: 80
targetPort: 8080
- name: https
port: 443
targetPort: 8443
meshExpansionPorts: []
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egress: # istio-egressgateway
service:
type: ClusterlP
ports:
- name: status-port
port: 15020
- name: http2
port: 80
targetPort: 8080
- name: https
port: 443
targetPort: 8443
additionallngress:
some-other-ingress-gateway: {}
additionalEgress:
some-other-egress-gateway: {}

policy:
type: Mixer
mixer: # only applies if policy.type: Mixer
enableChecks: true
failOpen: false

telemetry:
type: Istiod # or Mixer
mixer: # only applies if telemetry.type: Mixer, for v1 telemetry
sessionAffinity: false
batching:
maxEntries: 100
maxTime: 1s
adapters:
kubernetesenv: true
stdio:
enabled: true
outputAsJSON: true
addons:
grafana:
enabled: true
install:
config:
env: {}
envSecrets: {}
persistence:
enabled: frue
storageClassName: ""
accessMode: ReadWriteOnce
capacity:
requests:
storage: 5Gi
service:
ingress:
contextPath: /grafana
tls:
termination: reencrypt
kiali:
name: kiali
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enabled: true
install: # install kiali CR if not present
dashboard:
viewOnly: false
enableGrafana: true
enableTracing: true
enablePrometheus: true
service:
ingress:
contextPath: /kiali
Jaeger:
name: jaeger
install:
storage:
type: Elasticsearch # or Memory
memory:
maxTraces: 100000
elasticsearch:
nodeCount: 3
storage: {}
redundancyPolicy: SingleRedundancy
indexCleaner: {}
ingress: {} # jaeger ingress configuration
runtime:
components:
pilot:
deployment:
replicas: 2
pod:
affinity: {}
container:
resources:
requests:
cpu: 100m
memory: 128Mi
limits:
cpu: 500m
memory: 128Mi
grafana:
deployment: {}
pod: {}
kiali:
deployment: {}
pod: {}

1.24.2. spec Z2#

124.2.1. BEHEH

FEE—T1Th, EE7 T ServiceMeshControlPlane 51549 spec.general Z2#, LI % ol S /HIE
BIE R,

Ryl = &n)

I apiVersion: maistra.io/v2
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kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
general:
logging:
componentlLevels: {}
# misc: error
logAsJSON: false
validationMessages: true

#1.34. Istio BHZSH

S Uiy
T Service Mesh N/A
I logging: control plane A BCE
B&ILT,.
FAFEEHHEBERH, FIBERY(E N/A
logging: % : trace. debug. in
componentLevels: fo. warning. error.
fatal. panic.
AFEMA=EA JSON true/false N/A
logging: B,
logAsJSON:
FF7£ istio.io BHRAIR true/false N/A

B8, XN FHMERH

I validationMessages & B = AR ASIE
WEEHIAIEEE M.

124.2.2. liBEZH

el L& H ServiceMeshControlPlane X/ REEZE 0/ Al EXR (EHHIECE, WRREHIE profile 1%
&, Red Hat OpenShift Service Mesh f#{&fF 2 i Bl iE %,

FEE—T1TA, BT ServiceMeshControlPlane X754 spec.profiles Z# :

IEEZH B

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
profiles:
- YourProfileName

BXOBIEENTFIE, FSIH0/# control plane ATE%,
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BRLZLHAIERFIE, 5L/ Mutual Transport Layer Security(mTLS),

124.2.3. .BEEH

LUFB%7 7 ServiceMeshControlPlane /57 spec.tracing £#, L& o] FEZ#AEAIE S,

BERZ B

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
version: v2.5
tracing:
sampling: 100
type: Jaeger

7 1.35. Istio BEEH

SH feid izh 2HAME
HHESORET Envoy X 0 F/10000 ZFEH 10000 (100% trace)
Itmdm; FBAER trace MO, 15 (H, K001 BIBK
sampling: BT LA P i R SRRl (0 E1100%) . 40,
BERERIURENIEKRES BEXEN 10 2HkE
t. 0.1% BYIE K, FHEKN
100 SHHEE 1% BIIER,
B 500 L 5% Y

THR, K& 10000 S
T 100% BI1E K,

BriJaeger 2 —32#f  None, Jaeger Jaeger
I tracing: BEEREE, BOAEH
type: Jaeger, EFEMEER,
5 type SHULEN
None.

1.24.2.4. version Z#

Red Hat OpenShift Service Mesh Operator 3 #5257 [E1hk & H ServiceMeshControlPlane, & aJL{{&
JH version 2#(#5E B Z#HI Service Mesh control plane hkZ, #IRETELIEE SMCP HR8 & #5/E version
2#, Operator RIFH L ERFTIRA : (25), P& ServiceMeshControlPlane X/ 5 & 7£ Operator #4%
1 FEHIRERIRA KB,

1.24.2.5. 3scale Fi&

FZAZFF T ServiceMeshControlPlane /7159 3scale Istio iZA0E5895#,

3scale 214

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
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metadata:
name: basic
spec:
addons:
3Scale:
enabled: false

PARAM_THREESCALE_LISTEN_ADDR: 3333
PARAM_THREESCALE_LOG LEVEL: info
PARAM_THREESCALE_LOG_JSON: true

PARAM_THREESCALE_LOG_GRPC: false

PARAM_THREESCALE_REPORT_METRICS: true
PARAM_THREESCALE_METRICS_PORT: 8080
PARAM_THREESCALE_CACHE_TTL_SECONDS: 300
PARAM_THREESCALE_CACHE_REFRESH_SECONDS: 180
PARAM_THREESCALE_CACHE_ENTRIES _MAX: 1000
PARAM_THREESCALE_CACHE_REFRESH_RETRIES: 1
PARAM_THREESCALE_ALLOW_INSECURE_CONN: false
PARAM_THREESCALE_CLIENT_TIMEOUT_SECONDS: 10
PARAM_THREESCALE_GRPC_CONN_MAX_SECONDS: 60
PARAM_USE_CACHED_BACKEND: false
PARAM_BACKEND_CACHE_FLUSH_INTERVAL_SECONDS: 15
PARAM_BACKEND_CACHE_POLICY_FAIL_CLOSED: true

#...

Z#1.36. 3scale &

¥

enabled

PARAM_THREESCA
LE_LISTEN_ADDR

PARAM_THREESCA
LE_LOG_LEVEL

PARAM_THREESCA
LE_LOG_JSON

PARAM_THREESCA
LE_LOG_GRPC

PARAM_THREESCA
LE_REPORT_METRI
CS

PARAM_THREESCA
LE_METRICS_PORT

sk

E5$ A 3scale SEHC2E

4 gRPC BR %5 831X E M1
otk

acesZN=F il N
EERESRIES
JSON

HEREER gRPCER

B UEE 3scale REiH
BRI BIRFIRES

Prometheus

% & 3scale /metrics i
A UM AR B i O

i1

true/false

BRimOS

debug. info. warn,

errorsi none

true/false

true/false

true/false

BRimOS

% 13 SERVICE MESH 2.X

LS WINE]

false

3333

info

true

true

true

8080
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BH Uiy {1 iAE
PARAM_THREESCA EMNZREHRBERLHTE  BEER (A4 300
LE CACHE_TTL_SE BIERFRUMT [E] (AR H B
CONDS 1)
PARAM_THREESCA ZRRIFRETROTEE  AEER (AR AL 180
LE_CACHE_REFRES  H[H]
H_SECONDS
PARAM_THREESCA FEEANEATURERESZ BHREE 1000
LE_CACHE_ENTRIE FEHHERTBEH. &H
S_MAX KB
PARAM_THREESCA EREFEEHENPRERELT  BRHE 1
LE_CACHE_REFRES Ei5HBIENAIRER
H_RETRIES
PARAM_THREESCA  7fififd 3scale API I 5 true/false false
LE_ALLOW_INSECU  {FBk 98Ik, F#EE
RE_CONN [ A LEThEE,
PARAM_THREESCA Y EF 3scale RGHME IFa (Al R (LARD S BALGL) 10
LE_CLIENT _TIMEOU imiEKai&E&Fmfan
T _SECONDS
PARAM_THREESCA  7EiE#EXMENXEEEN AR (BARDHBAL) 60
LE_ GRPC_ CONN M  SAME (+/-10% £t
AX_SECONDS 5f))
PARAM_USE_CACH %7 true, NIZiH true/false false
E_BACKEND BIUERAUIE—TRE

apisonator %1%
PARAM_BACKEND_  MR/SRATEm%E, X  WEERE (R 84D 15
CACHE_FLUSH_INT  £7F 3scale iX BRI
ERVAL_SECONDS LRAFROT [E][EIRR (AR R

FAT)
PARAM_BACKEND_ H#SiEmEFLENRE true/false true

CACHE_POLICY_FAI
L_CLOSED

Red Hat OpenShift Service on AWS 4 Service Mesh

BUsiEeY, EibRIES
(BXA) TRAY (T
) iR

1.24.3. X554
status BHIE TIRF FIIEHI S BT, L5 BB Operator 25, AW RIL,

#1.37. Istio KEZSH
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B4 i Hah i

observedGeneration PHISSERFIASRRTRENE B
. WEHRMERSHNRNIEFEE
BAEX, MR

status.observedGeneration
Iii5 metadata.generation <[t
fic, Mk status.conditions
BB F&EIIRE.

annotations annotations S = ERIA- 89, ToEECE
BEZRAOKEER, WH
ServiceMeshControlPlane *f
REPEWHHRE, HTIE
oc FRAXLRE, SR AFARITE
JSONPath Rk AT ET R,

readiness HFIIAA FIRMIR AR S, FRE

operatorVersion x5 B I R Operator AR FRE
o

components LB ERER Service Mesh FREB

control plane 4B

appliedSpec NMAMARESREERMEE LT  ControlPlaneSpec
A%,

conditions KRN REGFPREN S TR FRE
i, Recoveryd %7~ Operator
BRERS

ServiceMeshControlPlane %%
TR ER & T B 2R B H A S R
R, Installed RRLET
Service Mesh control

plane, Ready &RFi & Service
Mesh control plane 44 # 27t

2,

chartVersion & — RN FIRA EE A& 2R AR FRE
o

appliedValues 4y values.yaml x4, BT ControlPlaneSpec
4R chart,

1.24.4. Bt R
o B X7 ServiceMeshControlPlane 7R HAIIENBERIE 2158, 1S FHERE :
o P
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Ny —i
o HEEH

o FEIHIEL

1.25. KIALI fiE &2

24 Service Mesh Operator £/ ServiceMeshControlPlane /i, =4 Kiali ZiE, 25, 25 Kiali
Operator BIE Kiali SEBIHT SAEFX TN,

1.25.1. 7£ SMCP ##5/E Kiali B &

1R T LI ServiceMeshControlPlane % )EH7 addons &34 F0i& Kiali. Zil1&872 F/5H Kiali . ZE2ZH
Kiali, 1% spec.addons.kiali.enabled &7 false,

AT LUGE L L TR 7522 —#57E Kiall BB :

e 7 spec.addons.kiali.install T#5E ServiceMeshControlPlane 7 F+# 8 Kiali Bo/E., X174
BH—L[RE, BF SMCP #1275 Kiali L BRI E Sl Z.

o MEFIEFE Kiali 524, F1%Kiali 7IREEF#5E 7 ServiceMeshControlPlane 75 #1497
spec.addons.kiali.name B9/E, 2 H7ES Service Mesh control plane #6/E8987 % 52 /5] 67
CR, #listio-system, #IR7#Z1£5 name [HILEAY Kiali 7E, control plane YFHCE 1% Kiali 7R
LUFF control plane, X7, % B[ iLEETE Kiali FIRASEEEE X Kiali BB, 15F5, #EHLE
%, Kiali ZIRHITEFER 2% Service Mesh Operator &2, #5742 accessible_namespaces
2z, LLK Grafana, Prometheus &0 =,

Kiali B9 SMCP Z# 61

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
addons:
kiali:
name: kiali
enabled: true
install:
dashboard:
viewOnly: false
enableGrafana: true
enableTracing: true
enablePrometheus: true
service:
ingress:
contextPath: /kiali

7 1.38. ServiceMeshControlPlane Kiali Z#
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B¥ ik {1 IAH
Kiali B & X FHRII &R, FREB kiali
spec: MRFES name EIL
addons: ECHY Kiali CR, Service
kiali: Mesh Operator &%
name: CRAT%ZR%, MREE
Kiali CR, Operator ${#
FAiX A & #RF0 SMCP &
1B EMBCE LA —
™o
XNSHEANER true/false true
kiali: Kiali, ERINER T/HEA
enabled: Kiali o
INRME Kiali FHRAE
kiali: 1, BRE Kiali HTR,
install: mER
addons.kiali.enabled
¥ false, Il install
B BEE,
Kiali {2 U RARPBCE
kiali: S8,
install:
dashboard:
H Kiali #2618 5 A true/false false
kiali: AREMEER. HAR
install: A EERE, APEE
dashboard: &M Kiali =5 & R FE K
viewOnly: Service Mesh,
HTF true/false true
kiali: spec.addons.grafana
install: ER &R Grafana i s,
dashboard:
enableGrafana:
HF true/false true
kiali: spec.addons.promet
install: heus EEEH
dashboard: Prometheus I .
enablePrometheus:
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B¥ ik {8 - WINTE
EBERIE Jaeger BE . true/false true
kiali: YRS B ER B A .
install:
dashboard:

enableTracing:

5 Kiali &EXBH

kiali: Kubernetes RS HIERE
install: S,
service:
RFEENAETRNE  N/A N/A
kiali: AR,
install:
service:
metadata:
BFEEaAEHGEN FFE N/A
kiali: R 55 IR S R
install:
service:
metadata:

annotations:

RAFHREENAREEN FHE N/A
kiali: R 55 BRI PR
install:
service:
metadata:
labels:
AFigE@iT OpenShift  N/A N/A
kiali: Route 1 [AZH{4BIAR S5 89
install: FAE R,
service:
ingress:
BFEEaAEHGEN FFE N/A
kiali: BRZS A ORI S ERR,
install:
service:
ingress:
metadata:

annotations:
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B¥ ik {8 IAH
BFRETNAREEN FRE N/A
kiali: AR 55 A QBB AR5
install:
service:
ingress:
metadata:
labels:
BT hHE5HEXRENRS  true/false true
kiali: H7E X OpenShift
install: Route,
service:
ingress:
enabled:
BAFEERSMLTX®E FHEH N/A
kiali: =
install:
service:
ingress:
contextPath:
FAF A8 OpenShift FREB N/A
install: REEE— 1 ENA, &
service: FNBRTEHMEKIAE
ingress: M.
hosts:
FF 5 OpenShift B&H N/A
install: BCE TLS,
service:
ingress:
tls:
T A EB9BRSS BE N/A
kiali: Values.
install: <components.servic
service: e.nodePort.port 15
nodePort: nodePort

1.25.2. 7 Kiali B & X %IR8 E Kiali BiiE

T BT LB 7E Kiali B X FE(CR) M7 42 ServiceMeshControlPlane (SMCP) 5 R I Kiali Z8E 55
FEHEX Kiali B8E, X TECEBHTHEF 7 "HEEKiali", BHHEETE SMCP ZHI5EH],
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TR 5] — i 5 22 ] 252 ServiceMeshControlPlane 7 Kiali B/E X 7 E, #I4I :
istio-system,

e LIFIEFIEBE Kiali 241, 2515 Kiali 75 EHT name 75 & 7 SMCP #ERH
spec.addons.kiali.name £9(&, HIRF7ES name (5 LEIH Kiali CR, Service Mesh control plane J#{&
AU EZR, XA ILETEEEX Kiali Bli&,

1.26. JAEGER i EZS %

24 Service Mesh Operator &5 ServiceMeshControlPlane 7], Bl 5L W5 7 2B KR,
Service Mesh (& Jaeger 170 B 27,

HzE
Jaeger TMEM/ZFIPS 43 1FBIIE L,

1.26.1. J5 B2 FE R
e LU 7E ServiceMeshControlPlane 7R H175 & 18 b2 ZUFIH 1+ K 3 I FH 4 765 2028 B

Z1/49 all-in-one Jaeger ZH

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
version: v2.5
tracing:
sampling: 100
type: Jaeger

BEl, Jaeger 2M— fFHIEERRE,
BN H Jaeger, BEZHEL:, 1% type i£iE7 None,

HIFERFE T Envoy FCEELE K trace BIVIER, ] LUE FH1FE R LTI IEH B85 % A IR & BTE K B 5
. EETLURIEMIIE R 7 E LR BN ATE e S B I 18, T LLfF sampling Fi& 77—
JEIEEH, £F0.01% 18K, I, JFEZEY 10 21 0.1% trace, JFEIZE N 500 £ 5%
trace, K& 10000 1£Z#H1 100% trace,

FE
SMCP BB T#E%) Envoy #IFE, HEEILITE Jaeger HE X FEHAIE Jaeger 1B LR
HIEE,

1.26.2. 7£ SMCP H175/E Jaeger Fi&

1 5T LU7E ServiceMeshControlPlane 77£9 addons E52 B0 /& Jaeger, 1HE, ZalLITE SMCP &
BI BH —LL[R %,
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24 SMCP JFHE 158 51445 Red Hat OpenShift distributed tracing Platform (Jaeger) Operator /f, E&
% =FERE%ERSZ — - alllnOne, production =t streaming.

1.26.3. BBE D R ELHFE

DR EEFE (Jaeger) BB TIE X BIZBEFZHE, AT Jaeger BE X FR (CR) X EHIEESBEE
B, HE0IEE L 7 20E ER T B (Jaeger) BISL AR, Red Hat OpenShift distributed tracing Platform
(Jaeger) Operator R{EFULECE X 1 /BT E AT HIN K,

Red Hat OpenShift distributed tracing Platform (Jaeger) Operator i s # FESEZHE :

® allinOne (Bil) - LFRBEEEBFHL, WHAETEL, ETFEFEZIE, EEEHAIE
Agent, Collector #]Query IR E8H T EREENTHITXAME,  (BiL) BLE W EFAFEEE, B
LUFE SMCP A7 B I B E L,

RITETEET EIFR MR, X B EE Jaeger LHIR], ESHWEH, HHT
trace MIESFR LK, A, AFEFETEY B, EVE1 Pod &4 H EEIAI 7.
X FHRRMEFELE, R TI&FH production 2 streaming FHE, XLEERE(EH
Elasticsearch 1E /& i ZZ 1%,

® production - production F#EEEH FE/ 7118, TEEIER, X trace HIEH 1T KA HEFE
HEEE, [ANFEEEZ) BHEETHEINEE, Ft, F1NEHAGFESEMEE, Agent 5
LUE R 10 FERE £ B sidecar ZZA. Query #] Collector ARZ5HRACIE W 1EH —1NF ZFEHIIF 1
B - XETY Elasticsearch, BT LAMRIE I BEFIINE BETIHI % B A N MHIZ 1N LB, AL
1£ SMCP HHEEM EBEFRME, 1B T TE2EEN, EUHTE Jaeger CR HIFERHIIE, HAtHE
FISMCP,

® streaming - streaming FlE E1E1ET #E1# Collector ] Elasticsearch JSim FE1#:Z A1 720 BE Fe 18
7 production FEHE, XHEMBIEFLETER 1T EIER FEE/EinizIg/E7, HATFRM trace FL
EIEEE M T FHFE (AMQ Streams/ Kafka) HFI LR span #4E, #LATE SMCP &
UL BBEFRE ; R TIHIE Jaeger CR HAE#ZSMCP,

' FE
streaming FHEFE ZEIH B9 AMQ Streams 174,

1.26.3.1. H i A ELFE (Jaeger) S8E

IR REIEE Jaeger BIE £, ServiceMeshControlPlane 7R /%2 i/ (&/F alllnOne Jaeger Z3E%
Bs, (&/EE (89 allinOne EEEFBET, 151F spec.addons.jaeger.install.storage.type &7
Memory, &oj#ZE AL, 5E[LITE install #75 E H I0a0 & L7,

control plane 1/ Jaeger £#(Memory)

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:

name: basic
spec:

version: v2.5

tracing:

sampling: 10000
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type: Jaeger
addons:
Jaeger:
name: jaeger
install:
storage:
type: Memory

1.26.3.2. £/ I R B L& (Jaeger) 88E (&)

Z(&/H production ZEFRIEHIH N KB, 15/F spec.addons.jaeger.install.storage.type &7
Elasticsearch, #7f install 178 EINHIEE LT, 15FE, SMCP H3Z#FH0E Elasticsearch KR
BRE

control plane i Jaeger £# (Elasticsearch)

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
version: v2.5
fracing:
sampling: 10000
type: Jaeger
addons:
Jaeger:
name: jaeger #name of Jaeger CR
install:
storage:
type: Elasticsearch
ingress:
enabled: frue
runtime:
components:
tracing.jaeger.elasticsearch: # only supports resources and image name
container:
resources: {}

126.3.3. £/ R B FE (Jaeger) B8E (L£EHE )

SMCP (X Z#&=/\H] Elasticsearch £#, BEx £ HE XL/ EH 157 H Elasticsearch BiiES#, 17
&/ Jaeger BE X 7R (CR) SREE Jaeger.,

BIEHICIE Jaeger LHY, #/F spec.addons.jaeger.name i%iE Jaeger SLHIHIE T, TEARBIF
MyJaegerinstance,

i #E Jaeger production CR B control plane

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
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version: v2.5
tracing:
sampling: 1000
type: Jaeger
addons:
Jaeger:
name: MyJaegerinstance #name of Jaeger CR
install:
storage:
type: Elasticsearch
ingress:
enabled: true

1.26.3.4. jit Jaeger Z8E

Z(#H streaming E5EFHS, 1585 0IEMEE Jaeger LAY, /51F spec.addons.jaeger.name i< i&E
Ty Jaeger LBIBIE T, TEAAIH S MyJaegerinstance,

B Jaeger streaming CR B9 control plane

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
version: v2.5
tracing:
sampling: 1000
type: Jaeger
addons:
Jaeger:
name: MyJaegerinstance #name of Jaeger CR

1.26.4. 7 Jaeger HE X FRHIEE Jaeger &

BT LU 7 Jaeger B E X R (CR) # i 7~:2 ServiceMeshControlPlane (SMCP) # R A&
Jaeger KLE£HE X Jaeger BiE, UWEIEENTHF 7 "S5 Jaeger”, BIWEIEETE SMCP ZHIEE
&9,

. =
TR TE ] — i £ B2 ] R BB & SMCP ] Jaeger CR, #1401 : istio-system,

BT U EFIEFEMIL Jaeger LA, IS Jaeger IFIRET name #5E 77 SMCP I AET
spec.addons.jaeger.name £9/&, IR 7Z1£45 name [ PLEIH Jaeger CR, Service Mesh control plane
FHEBHNE LR, XMGE U ETEEE X Jaeger BB,

1.26.4.1. BBERELE
® Red Hat OpenShift distributed tracing F& L BIE Fus A2 HE—HRT, WREE %1 Red Hat
OpenShift distributed tracing F&(Jaeger) 324, HIETEEH sidecar EARICEE, Jl/ Red Hat

OpenShift distributed tracing F&(Jaeger) LBV B EHE—RIEF, FAEAEN ZBIHHEE Red
Hat OpenShift distributed tracing Platform (Jaeger) L)% #,
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o WREFZH LY, AFEF BmEZESH, iF#F Red Hat OpenShift distributed tracing
Platform (Jaeger) 2B EZ8E /& 1N /- i £ 52 /A /A,

1.26.4.2. RS PEAE S A BEL M

DB B S (Jaeger) (&5 OAuth H 1T B 1747 1F, 1H2E, Red Hat OpenShift Service Mesh &%
77 htpasswd £ secret KL EEFTARSS (%] Grafana, Kiali #]% #HzLE5 5 (Jaeger)) Z/HHEE, 24
J&7F ServiceMeshControlPlane #f0 & 7 7 2016 £rF & (Jaeger) i1, Service Mesh £ B5JElBEZ £ 1K E
LU&fF htpasswd,

IR ETF Jaeger B E X KR E D # 2L E R FE (Jaeger) D&, I F )0 iE htpasswd 15 & H 75
R htpasswd secret #£#;Z Jaeger LA, LUE Kiali TS B,

1.26.4.2.1. M web F2HIEG RS ML E S T A EERZ £

HEETLUERL Jaeger HOBEFACIE 7 7 201B B 5 (Jaeger) L1, LUETE web ##& # FHF Service
Mesh,

FItERA

o ZoJLl#HEE cluster-admin £ EHIH iR, AIREH Red Hat OpenShift Dedicated,
Wi 5 —1NE A dedicated-admin £ &AL,

o IZ % Red Hat OpenShift Service Mesh Operator,
o ZREFEFFH ServiceMeshControlPlane,

o [&E LUy k] Red Hat OpenShift Service on AWS Web #E#5

SRFE
. LIEF cluster-admin A& & A9/ /" 517 &7 F Red Hat OpenShift Service on AWS #E#IE

2. F#iF/ Operators — Installed Operators,

3. fR Project K, MEYZKF£1FE5E ServiceMeshControlPlane 7RAYIH, % istio-
systemo

4. R Red Hat OpenShift distributed tracing Platform (Jaeger) Operator,
5. 7£ Operator Details I{ @+, = Jaeger Frss i,

6. = Jaeger SLRBIHIE 7,

7. T Jaeger iFIE AL, R YAML AL FIEKEHIEE,

8. %% Jaeger HE X FFEX M, LUFSHI htpasswd A&, 41 FHIAT T

® spec.ingress.openshift.htpasswdFile
® spec.volumes
® spec.volumeMounts

ST~ htpasswd BCIER) Jaeger iR Bl
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apiVersion: jaegertracing.io/v1
kind: Jaeger
spec:
ingress:
enabled: true
openshift:
hipasswdFile: /etc/proxy/htpasswad/auth
sar: '{"namespace": "istio-system", "resource": "pods”, "verb": "get"}’
options: {}
resources: {}
security: oauth-proxy
volumes:
- name: secret-htpasswd
secret:
secretName: htpasswd
- configMap:
defaultMode: 420
items:
- key: ca-bundle.crt
path: tls-ca-bundle.pem
name: trusted-ca-bundle
optional: true
name: trusted-ca-bundle
volumeMounts:
- mountPath: /etc/proxy/htpasswd
name: secret-htpasswd
- mountPath: /etc/pki/ca-trust/extracted/pem/
name: trusted-ca-bundle
readOnly: true
#...

9. 7 Save,

1.26.4.2.2. & 51T MR IS BCE 2 th B Er e £ 1

JE BT LLE 15 1T OpenShift CLI (oc) FIEK Jaeger HRFHECE 7 #5 20 1E B F & (Jaeger) T2 1%, LUEM
R 51745 Service Mesh —&1& .

FitERfF

o TETLU#EHER cluster-admin £ &5/ /iy n[5E#. AREH Red Hat OpenShift Dedicated,
Wi i —1 2% dedicated-admin £ &ZAJ1K /7,

o %% Red Hat OpenShift Service Mesh Operator,
o ZREFZEEFFHI ServiceMeshControlPlane.

o EET LIS Red Hat OpenShift Service on AWS M2 PLEZHT OpenShift CLI (oc).

TR

. BT Fars, KULEF cluster-admin 5 &5/ /- 517 & R OpenShift CLI (oc). ZIREH Red
Hat OpenShift Dedicated, W@ZiH—1 2% dedicated-admin 5 EA91K /",

I $ oc login https://<HOSTNAME>:6443
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2. FIALLF o5 FE A Z# control plane B9YIH, 4l istio-system :
I $ oc project istio-system

3. BT T3 F 474 Jaeger EE X FIRXE :
I $ oc edit -n openshift-distributed-tracing -f jaeger.yaml

4. %744 Jaeger HE X FTIRX M, LGN htpasswd FZiE, 41 THIAT T
® spec.ingress.openshift.htpasswdFile
® spec.volumes

® spec.volumeMounts

JZ 7~ htpasswd BCIEH Jaeger TR

apiVersion: jaegertracing.io/v1
kind: Jaeger
spec:
ingress:
enabled: true
openshift:
htpasswdFile: /etc/proxy/htpasswad/auth
sar: '{"namespace": "istio-system", "resource": "pods”, "verb": "get"}'
options: {}
resources: {}
security: oauth-proxy
volumes:
- name: secret-htpasswd
secret:
secretName: htpasswd
- configMap:
defaultMode: 420
items:
- key: ca-bundle.crt
path: tls-ca-bundle.pem
name: trusted-ca-bundle
optional: true
name: trusted-ca-bundle
volumeMounts:
- mountPath: /etc/proxy/htpasswd
name: secret-htpasswd
- mountPath: /etc/pki/ca-trust/extracted/pem/
name: trusted-ca-bundle
readOnly: true

5. BT T BF L pod BZERTHE

I $ oc get pods -n openshift-distributed-tracing

1.26.4.3. B BEEE I BDE T

260



% 13 SERVICE MESH 2.X

Jaeger BE X FIR(CR) E X Bt B B E (Jaeger) KR (& AGZCIHI AR IE, e LUEHIXLE

BHLURELI FE R EE L H AR BET E(Jaeger) S,
Jaeger CR HJ#H YAML 4l

apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:
name: name
spec:
strategy: <deployment_strategy>
alllnOne:
options: {}
resources: {}
agent:
options: {}
resources: {}
collector:
options: {}
resources: {}
sampling:
options: {}
storage:
type:
options: {}
query:
options: {}
resources: {}
ingester:
options: {}
resources: {}
options: {}

#1.39. Jaeger B

BH ek i}
apiVersion : BIENT RN EHE A/ APl jaegertracing.io/vi1
hfR Ao
kind : E L Z 0 jaeger
Kubernetes X & ByFh
%,
metadata : BEITHE—IRRAN R
&, a¥Ename FF
g, UID ik
namespace.
name : X RBIB TR, 2T LIBERFE A (Jaeger)

LA EFR,

LS WINE]

jaegertracing.io/v1

Red Hat OpenShift
Service on AWS & B %)
4% UID F45 A Q12 %S
RV E BAFFSTE
namespace.

jaeger-all-in-one-
inmemory
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strategy :

allinOne :

agent :

collector :

sampling :

storage :

query :

ingester :

LUFTB YAML Z1&F 2L % EL)E Red Hat OpenShift distributed tracing Platform (Jaeger) Z5 Z AT &L

=/ YAML,

sk

QBB RETAAE,

Jaeger ERE KRS

& alllnOne & {R1EH
™ pod FERET

Agent, Collector,
Query. Ingester 1
Jaeger Ul, FrRLALLERE
BIECE /7 alllnOne
SHTHREHHEE.

E XA BT,

7E X Jaeger Collector #J
Be &L,

TE X AT B ERA L SRES
BBC B,

E N FHENEBILT., T
B EF B XL ITER 2
JIIAE storage &,
A2 allinOne sHH
JICEAERE SV

TE X Query BRSSHIECE
LT,

%E X Ingester IRSSBIELD
B LI,

RIEE KB dist-tracing-all-in-one.yaml

I apiVersion: jaegertracing.io/v1

kind: Jaeger

262

i1

FELHANEERTE
(Jaeger)LHIMIFR G EE
¥, HFERE
Jaeger HHEFRIE R E XL
if, =71Espec TmTE
NE, HIZELGHNMH
HREXE, BRRERE
spec/<component>
TR T

allinOne. production
5 streaming

LS WINE]

N/A

allinOne
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metadata:
name: jaeger-all-in-one-inmemory
1.26.4.4. Jaeger Collector AZ&E %7

Jaeger Collector ZH# 17 7&K tracer #i%HI span, TE#/H production K5I ¥R S A fF A 1%
Elasticsearch ##1#, EB4{&/H streaming FBEHTfF R EA AMQ Streams,

Collector L K85H9, BFUEIR% Jaeger Collector LB BT 171517, R T Elasticsearch ZEE£HITIE,
WEZ L F T EEFITHE,

# 1.40. Operator ¥ E X Jaeger Collector B9 #

¥ sk fH

e EENEM Collector BIAEL, 2B, W5,

collector:
replicas:

F1.41. f£i£%5 Collector BIEZEZSH
S gk {H

7E X Jaeger Collector FIEZ &%
spec: T,
collector:
options: {}

MEAF AT EXEY worker &, ==, w50,
options:
collector:
num-workers:
Collector PAFIBIK /N, ==H, 12000,

collector:
queue-size:

topic ST IARESRFARERNE  producer BIHRE,
options: B H Kafka BEELUA R EFEAHEEMN
kafka: ingester,
producer:
topic: jaeger-spans

| options:
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¥

options:
kafka:
producer:
brokers: my-cluster-
kafka-brokers.kafka:9092

options:
log-level:

options:
otlp:
enabled: true
grpc:
host-port: 4317
max-connection-age: 0s
max-connection-age-
grace: Os
max-message-size:
4194304
tls:
enabled: false
cert: /path/to/cert.crt
cipher-suites:
"TLS_AES 256 _GCM_SHA
384, TLS CHACHA20_POL
Y1305_SHA256"
client-ca:
/path/to/cert.ca
reload-interval: Os
min-version: 1.2
max-version: 1.3

264

sk

FRiH Collector FAR4EAGH B
Kafka BEi&, INREBIEENRIE,
FHZET AMQ Streams
1.4.0+, Red Hat OpenShift
distributed tracing Platform
(Jaeger) Operator ¥ B BB &
Kafka,

Collector BIHFEILFKH Ao

EF OTLP/gRPC, EEBMAE R

otlp. A HMLIiERE ik,

AIRERYEA :
debug. info. warn. error. f
atal. panic.
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¥ sk =1

ZEZ OTLP/HTTP, iEBRAE R
0pti0ns: Otlpo A E AL ITAR R AT 5 A,
otlp:
enabled: true
http:
cors:
allowed-headers:
[<header-name>[, <header-
name>]*]
allowed-origins: *
host-port: 4318
max-connection-age: 0s
max-connection-age-
grace: Os
max-message-size:
4194304
read-timeout: Os
read-header-timeout: 2s
idle-timeout: Os
tls:
enabled: false
cert: /path/to/cert.crt
cipher-suites:
"TLS AES 256 _GCM_SHA
384,TLS CHACHA20 POL
Y1305 _SHA256"
client-ca:
/path/to/cert.ca
reload-interval: Os
min-version: 1.2
max-version: 1.3

1.26.4.5. Bzl EERI B IE 75 T

Red Hat OpenShift distributed tracing Platform (Jaeger) Operator BT FE X HIEFRE, LUIFHRLHIE
WEHLEE sampler B tracer,

EHRE THFA trace, (ARE/LNEWHIF, W RED trace H1THIFRFRICZ trace HFH—# U /7
ﬁ?g

YR — 1 trace H Envoy FUCEE/H 7, NIFERIEHR, BAHERESEBEMLL, REE
SRR & /5 5] trace H, Jaeger #IIERE F I,

LRFIKEI T EZ trace £ FXHNFKE, B lns/E50#H trace, 71 E D —1bEW] trace ID, HIRHE
2L BRI RS I RE, T RER CHEE trace HEIFTBELEER, LUERMRZTEHBR
I RE,

DB F A (Jaeger) [E S FFLUFHIFE -
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® Probabilistic (BFF) - sampler 4 —1TBEHIIBFFRE, BIGFHIGEEZSTF sampling.param /5
KRG E, B4, 1Z/H sampling.param=0.1 {CZA2777 10 1 trace #FE1 X,

® Rate Limiting (GFZFRH) - sampler (&/F 1 FFIEHEEFRRFZF MR trace (& FRFHIEEZEE
HITHEE, B4, (& sampling.param=2.0 J1£1FK, #EF K FF 2 1 trace,

#1.42. Jaeger HFFETT

SH 3T izH AE
TE X FIBERAY R SRR NSRS B R HES
spec: BB B 120, &, Collector &% @2k
sampling: NS R, ARE
options: {} AR %58 0.001(0.1%)H
default_strategy: x,

service_strategy:

ZHEAMMTERE, 1§25 BWERE probabilistic  probabilistic
default_strategy: I apust ::pui #1 ratelimiting.
type:
service_strategy:
type:

P HIE SRR S HL, NEFNERE (O, 1,1, 1
default_strategy: 10)
param:
service_strategy:
param:

X PTBIE X T —FBEE MBI A SRS, trace SLHIREHTFEILE T 50%,
BEEH 0

apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:
name: with-sampling
spec:
sampling:
options:
default_strategy:
type: probabilistic
param: 0.5
service_strategies:
- service: alpha
type: probabilistic
param: 0.8
operation_strategies:
- operation: op1
type: probabilistic
param: 0.2
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- operation: op2
type: probabilistic
param: 0.4

- Service: beta
type: ratelimiting
param: 5

R REFFEHRIIIE, D HEEFE(Jaeger) fFHEFLITFIKE -
2

spec:
sampling:
options:
default_strategy:
type: probabilistic
param: 1

1.26.4.6. DB S TF EAIE LT

BT LUTE spec.storage T Collector, Ingester & Query IRFSEEFi#. ATLARIEIEREFIINE BETIAIE
FIEME NAMEIZ 1L,

£ 1.43. Red Hat OpenShift distributed tracing Platform (Jaeger) Operator FiHE X X BB 58T
—REEEH

SH 3T izh BRAE
EAMEBEPEANEMHE memory = memory
Spec: i elasticsearch, R7%=F%E
storage: ECCERF L. Mk,
type: SENFII IR INE,

1ExM] pod B, #IBET
2RE, NFEINE,
2 RBEREE (Jaeger)
X # Elasticsearch #17

FAMERE.
secret &R, 40 N/A
storage: tracing-secret.
secretname:
E U BIBC BT,
storage:
options: {}

2 1.44. Elasticsearch F5EHEEH
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¥ sk

L {8 Elasticsearch &

storage:
eslndexCleaner: F5 R EIEFRE | FrIIE
enabled: trace, XNSHEATH
FAZARSIFEES,
MHBRZRB | A E IR 2L,
storage:
eslndexCleaner:
numberOfDays:
4 Elasticsearch 25|89
storage: SEIEAER E SUMR
eslndexCleaner:
schedule:

1.26.4.6.1. H5)i& # Elasticsearch 341

fER, BMNREIB—ME

(i1 RAE
true/ false true
BHE 7

Cron Rz = "55 23 * * *"

LB E Jaeger HE X FJRIY, Red Hat OpenShift distributed tracing Platform (Jaeger) Operator =1&
HH OpenShift Elasticsearch Operator #R#EE E X 7R X 1#HY storage 555 e AT E 0/
Elasticsearch 2%, R i%E 7 FHE, RedHat OpenShift distributed tracing Platform (Jaeger)

Operator ##&# Elasticsearch :

e spec.storage:type 1% & elasticsearch

e spec.storage.elasticsearch.doNotProvision i%iE 77 false

e X/E ! spec.storage.options.es.server-urls, [FIt% 5 7% Red Hat Elasticsearch Operator

FIEFH Elasticsearch sS4,

{EIE# Elasticsearch /Y, Red Hat OpenShift distributed tracing Platform (Jaeger) Operator 4
Elasticsearch HE X FREMIKIE W Jaeger HE X 7 IRH] spec.storage.elasticsearch. name HJ/g,
YR %5 7 spec.storage.elasticsearch.name 75—\ &, Operator £{&/F elasticsearch,

BR#)

o EFipB I REER — 1N A B BB 7 Elasticsearch SLAIHI 5 7 B B 5 (Jaeger).
Elasticsearch 58 E7F % H FH N2 #2018 B 5 (Jaeger) 5L,

o Fep#2E/E/HEEHE — 1" Elasticsearch,

WREEEZ L T Elasticsearch 1E7 OpenShift Logging B9—2&54", Red Hat OpenShift
distributed tracing Platform (Jaeger) Operator B8] L{{&fH B %69 OpenShift Elasticsearch

Operator K& &5 7 1#s
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U TEELHHETF—1 BE#H]Elasticsearch 54, X&H Red Hat OpenShift distributed tracing
Platform (Jaeger) Operator {&/H OpenShift Elasticsearch Operator G/EZEBISLHY, TEECEX 4R, el
1 spec:storage:elasticsearch T 5 Bj& & Elasticsearch #§E B0 B LA,

7 1.45. Elasticsearch HiEIESZH

¥

elasticsearch:

properties:

doNotProvision:

elasticsearch:

properties:
name:

sk

FAF1E7E Red Hat
OpenShift distributed

tracing Platform

(Jaeger) Operator 2%
1% & # Elasticsearch
S,

Elasticsearch LRy
. Red Hat OpenShift
distributed tracing
Platform (Jaeger)
Operator A LS H
8 E M Elasticsearch 5
ez E

Elasticsearch,

{E

true/false

FRES

LS WINE]

true

elasticsearch

Elasticsearch 17 BHRUE, flm, BREIE 3
I elasticsearch: 2 NTFETA%, FE =1, :/NHE=3
nodeCount: EPINTR AERME
A2MTR, EhNagES
s/ EC ET
RIBEMOIERE, Bk UAKEE milicores g 1
elasticsearch: B CPU (&, E, {0 200m, 0.5, 1,
resources: fBign, #ERUEER =
requests: 500m, w&/NERE =1
cpu:
IRIBEIMEEE, TR UFTHERAIEE, I 16Gi

elasticsearch: FiERHAE, 200Ki, 50Mi, 5Gi, 3l
resources: wn, ¥EARUERR =1Gi, &
requests: NERE = 16Gi*
memory:
RIBERIA RS LA S millicores 38

elasticsearch:

&, CPUXENRIE,

E, Hlt0200m, 0.5, 1
Blan, #ESIEER =

resources:
limits: 500m, m=/NERE =1
cpu:
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¥

limits:
memory:

elasticsearch:
resources:
| elasticsearch:

redundancyPolicy:

elasticsearch:

useCertManageme
nt:

#F 1\ Elasticsearch 77 R&8 AT LUATEFHAR I 7718 1B

sk

RIFEIMEECE, ATH
BIRTFRR(E,

BIES ISR E LAl 7E
EHPMBIET SRS
#l Elasticsearch 2 F :
INREBIEE, RedHat
OpenShift distributed
tracing Platform
(Jaeger) Operator &
PIRET RBERERE
ERNEH,

AFEELFXEBERES
(Jaeger)@ &N EM Red
Hat Elasticsearch
Operator BIE-HEIET)
BE. XD IhBEHANINE!
Red Hat OpenShift
Service on AWS 4.7 FhfY
{logging-title} 5.2 &,
BEH Jaeger HEME
HIZE,

— L —

Fas1T,

{E

PN EALHRE, Blin
200Ki, 50Mi, 5Gi, fl
m, #ERIUERR =1Gi, &
INERE = 16Gi*

ZeroRedundancy (%
BlA5

F) . SingleRedunda
ncy (—PalEx%

F) . MultipleRedun
dancy (B3R5

F—¥m Data T/

=) . FullRedundanc
y (B FRBIEEREFH
B Data TmLRELE
&) o

true/false

B, BUET pod BIDECTHEL 16 Gi, (BRLFET pod &=Z LA 64 Gi,

LT A

apiVersion: jaegertracing.io/v1

kind: Jaeger
metadata:
name: simple-prod
spec:
strategy: production
storage:
type: elasticsearch
elasticsearch:
nodeCount: 3
resources:
requests:
cpu: 1
memory: 16Gi
limits:
memory: 16Gi
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BERA 1789 1770 -

apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:
name: simple-prod
spec:
strategy: production
storage:
type: elasticsearch
elasticsearch:
nodeCount: 1
storage: ﬂ
storageClassName: gp2
size: 5Gi
resources:
requests:
cpu: 200m
memory: 4Gi
limits:
memory: 4Gi
redundancyPolicy: ZeroRedundancy

ﬁ FFRAMEFIEIE, TEARIH, AWS gp2 B9KXN Y 5Gi, HIRREIEEHE, WD HELFE
(Jaeger) ##{& 5 emptyDir, OpenShift Elasticsearch Operator &7 PersistentVolumeClaim 7]
PersistentVolume, E/]TSEDHELFE(Jaeger) LRIER, HIROIELFIEEEFHim
& 2B B0 2B BT A (Jaeger) LAY, NI AT LUIFEE A — B,

1.26.4.6.2. £ FIPA Elasticsearch 54

A LU P B Elasticsearch ZEEEH 1T 0 0B BT & 771, PIBEH] Elasticsearch 8 (tBFH H &8
Elasticsearch SLAl) ZH Red Hat OpenShift distributed tracing Platform (Jaeger) Operator 2% Red Hat
Elasticsearch Operator 4894,

L1 EEE Jaeger HE X FIRRT, IR KE T FEE, Red Hat OpenShift distributed tracing Platform
(Jaeger) Operator f¥ =& # Elasticsearch :

e spec.storage.elasticsearch.doNotProvision 1% &7 true
e spec.storage.options.es.server-urls 7 —1NE

e spec.storage.elasticsearch.name £ — &, ztZ Elasticsearch SLH &7 &
elasticsearch,

Red Hat OpenShift distributed tracing Platform (Jaeger) Operator &/
spec.storage.elasticsearch.name #75E#] Elasticsearch S ## %l Elasticsearch.

Ry

o &% HF Red Hat OpenShift Service on AWS HZ& iR Elasticsearch L4115 5 # 20 E B F 5
(Jaeger) RESXLEL [F/H, Elasticsearch ZFEETE % HFHE N DB L FE(Jaeger) L,

WU FEESHEHF B L7 EH] Elasticsearch SEH, tBFh 7455 Elasticsearch SE4Y, 7EXBIH, #aTLL
TEEE X FEBEX B spec:storage:options:es T 7 Elasticsearch #5E BB I,
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#146. BHES WESZH

¥ 30 {H AAE

Elasticsearch RS 551
Z2REEA.,

Elasticsearch SE{5IHY
s: URL,

http://elasticsearch.
<hamespace>.svc:92

server-urls:

S:
max-doc-count:

I e

I e
es
max-num-spans:

es
max-span-age:

es:
sniffer:

es:

es:
sniffer-tls-
enabled:

I timeout:

272

M Elasticsearch Zf]i&
CINRAXEHRE, Xt
ERATRE. MRERX
&7 es.max-doc-
count #1 es.max-
num-

spans, Elasticsearch
FHERME PRI
(EEB

[BFH - BELUEBR
AR, EHA
es.max-doc-count £
%, ] 7 Elasticsearch 1
BNEEE R &R K
span &, MREN%
& T es.max-num-
spans # es.max-doc-
count, Elasticsearch
I35 F P & SR B9 N
fH,

Elasticsearch ¥ span B9
BAEM,

Elasticsearch BOfiZR 25
BliE, & imEANET
REVEBMET R, B
INESFR LRI,

1E U542 Elasticsearch &
BERF R A TLS BOIEIHA,

B imERRIERD
HEIRFAAE T R. RIAEA

BT &EINREEN, Hixh
FHf, NRAB,

true/ false

true/ false

00

10000

10000

72h0OmOs

false

false

Os
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S ok & LS WINE]
Elasticsearch FrgsrIFE
es: P&, NREE, BEXH
username: BREIEt&mME: CA, 7

%57 es.password,

Elasticsearch PR

es: i, A&
password: es.username,
FEM Elasticsearch kR 0
es: ., MEREEE, %
version: {4 M Elasticsearch &
BRI E,
#147.ES HIEE#HEH
S ek {8 BRIAE
Elasticsearch FE 3R 1
es: S ER S
num-replicas:
Elasticsearch FE 3R 5
es: 5|89 F =,
num-shards:

#1.48. ES F5IHBESH

ek f
wiE N true i, NFATE  true/ false true
es: R/ hi B Eh 12 5R5 11
create-index- o FEhLEMERE, %
templates: & false.
AHNEERT A (Jaeger)
es: REIMELERIS, B0,
index-prefix: S HEEEN "production”

B84 "production-
tracing-*" I3RS 1,

#1.49. ES # EX EHFESZH
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¥

es:
bulk:
actions:

es:
bulk:
flush-interval:

es:
bulk:
size:

es:
bulk:
workers:

#150.ESTLS BdiES#H

¥

es:
tls:
ca:

es:
tls:
cert:

es:
tls:
enabled:

es:
tls:
key:

274

sk {H

TEHL B AL TR AR R TE MR 7
R FEHTAI A AN EIA S
BIE K,

R ETH RIS [A].
EE RS EREREIRE
R, FRHEKXENE,

EMENEIRRATERR
g, #tEEkA LAk
BT,

o] DU It 205 KR
3% Elasticsearch B9
worker 8 £,

sk {H

FAFIRUETiZAR %5 2509
TLS UEF A HLFE(CA)
XHIRE R,

TLS IEFU4RIREE, H
SRt FR B A2 AR 55

Ao

5infeiRSaxiEn HA  true/ false
FHEELRL(TLS), BiA
322N i 1N

TLS FAHAXHRIERE, A
IR LR R A AR S5
Ao

LS WINE]

1000

200ms

5000000

SN E]

RARERARAEER
o

false
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¥ sk {H AAE

EIFRAR S5 BRI HR T
es: HAR9 TLS AR 5528 & #5
tls:
server-name:

A5 bearer &R
es: HIERR, WRIBEIZIR
token-file: &, st ESEAAE

Mg (CA) X,

Z 1.51. ES HEEES#H

2 Hah
EMEN IR E QL 0
es-archive: R T A YN
bulk: BIE KL
actions:
1Rt &5 KR [a]. Os
es-archive: ZRALELIEIR R
bulk: B, EEEXENE,
flush-interval:
ERENEIERERR 0
es-archive: #remn, HEERKALLL
bulk: BT
size:
o] LRI L 205 KR 0
es-archive: %Z Elasticsearch B
bulk: worker 8 &,
workers:
wiE N true i, RMATE  true/ false false
es-archive: R Bt 23R 1%
create-index- o FEhREERE, %
templates: &7 false.
2 AR AF % true/ false false
es-archive:
enabled:
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S8 3T i1 BRIAE
A mEBERFE A (Jaeger)
es-archive: SRBIBYRLRTS, B0,
index-prefix: S EZFEN "production”

0% N "production-
tracing-*" BIZR5|,

M Elasticsearch & ifiR 0
es-archive: OISR AEHE, Xt
max-doc-count: ERTRAE,
[BFFH - HELUGHIAR 0
I es-archive: AR, M es-
max-num-spans: archive.max-doc-

count &, ]
Elasticsearch RHEN
B — RIKEHI R K

span (&,
Elasticsearch # span B9 Os
es-archive: RAEIH,
max-span-age:
Elasticsearch &R 0
es-archive: S EE S
num-replicas:
Elasticsearch FE 3R 0
es-archive: 5|M9 F#E,
num-shards:
Elasticsearch FRrEEHY 25
es-archive: 5, BESH
password: es.username,
LUES 2R
es-archive: Elasticsearch fRS5 22751
server-urls: K, WIEENTLRE
B URL, #5140
http://localhost:9200
Elasticsearch BIfi152 25 true/ false false
es-archive: BRE, ZHiEEANET
sniffer: BEEOEEME T =, B
INEE A LI T,
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es-archive:
sniffer-tls-

enabled:

es-archive:

timeout:

es-archive:

tls:
ca:

es-archive:

tls:
cert:

es-archive:

tls:

enabled:

es-archive:

tls:
key:

es-archive:

tls:

server-name:

es-archive:
token-file:

es-archive:
username:

sk

1E W52 Elasticsearch &
BERS R A TLS BOIEIHA,

B imERIRIERD
HEIRFAAE T R. RIAEH
1% T,

BT &EINREN, Hixh
FH, NizAB,

AT RIETi2RSS 2589
TLS iEFBIA HF(CA)
XAHIERTR,

TLS IE P 4RIRE, H
SR A IR R ARSS
2%

Sixi2hR 55 a5 5 = A
ERER£(TLS), #IA
R T,

TLS FAFASUHRIRR R, H
SR It i FR B L A2 AR 55
2%

FILFRAR S5 AR UEP Tl
HAB TLS AR5 83 RTR.

B bearer TREMISIH
HIERR. INRIBEIZLIR

&, UhrsthRBAINE
Wk (CA) X,

Elasticsearch FrEsrI
P4, MREE, BEXH
PRIFtRINE CA, 15
B[4 es-
archive.password,

{E

true/ false

true/ false

&5 13 SERVICE MESH 2.X

LS WINE]

false

Os

RAHEARAEER
o

false
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2 Hah {E BRIAE
FEM Elasticsearch kR 0
es-archive: X, MEEERE, NZ
version: {4 M Elasticsearch /1

BEhRE,

& B ZBIEF 7B

apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:
name: simple-prod
spec:
strategy: production
storage:

type: elasticsearch

options:
es:

server-urls: https.//quickstart-es-http.default.svc:9200
index-prefix: my-prefix
tls:
ca: /es/certificates/ca.crt
secretName: tracing-secret
volumeMounts:

- name: certificates
mountPath: /es/certificates/
readOnly: true

volumes:

- name: certificates

secret:
secretName: quickstart-es-http-certs-public

LUFR BT TIEFMFIETE secret IBIBFIFE Y/ BIGHEE; T TLS CA 1l 75B95 58 Elasticsearch Z£E£H9
Jaeger CR,

HEZB Elasticsearch 761

apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:
name: simple-prod
spec:
strategy: production
storage:
type: elasticsearch
options:
es:
server-urls: https.//quickstart-es-http.default.svc:9200 a
index-prefix: my-prefix
tls:
ca: /es/certificates/ca.crt
secretName: tracing-secret G
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volumeMounts: @
- name: certificates
mountPath: /es/certificates/
readOnly: true
volumes:
- name: certificates
secret:
secretName: quickstart-es-http-certs-public

TEB i % 52 /5] 1.5 77HY Elasticsearch AR5 URL,

TLS &, EXERLT, RECA Uk, BEMREHmutual TLS 1/, EMHELIEZE es.tls.key 1
es.tls.cert,

E X H1E3E ES_PASSWORD #]1ES_USERNAME B9Secret, Hikubectl create secret generic
tracing-secret --from-literal=ES_PASSWORD=changeme --from-literal=ES_USERNAME=elastic £/

&
WHEE BB A BB 1 BRI,

6@@6

126.4.7. Z it
Query Z— MM BEIERF}EE trace HIEEH 7 REIFLZ 7 ENTBIRSS .

# 1.52. Red Hat OpenShift distributed tracing Platform (Jaeger) Operator JHFE X Query B9Z#

SH fed =1 2AME

=

EEZUZEM Query Bl B, m2,
spec: L

query:
replicas:

F1.53. (£825 Query BECIESH

S8 £ pU
E X Query BRSSHIECE
Ui

Query BB &ILEKI o AIRERYEA :
options: debug. info. warn,

spec:
query:
options: {
I log-level: error, fatal. panic.
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¥ sk

FiA jaeger-query HTTP

options: PR A E AR R ER Al X E
query: N3 root {H, I
base-path: m, /jaeger f$SHA
Ul URL LA /jaeger F+
%, BERBREERTZ
1T Jaeger-query i, X
BEAR,
a0 Query BCiE

apiVersion: jaegertracing.io/v1
kind: "Jaeger”
metadata:
name: "my-jaeger”
spec:
strategy: alllnOne
alllnOne:
options:
log-level: debug
query:
base-path: /jaeger

1.26.4.8. Ingester AZ&E 4]

{E

/<path>

LS WINE]

Ingester & —TM Kafka Z&EEERHZ A Elasticsearch 7215 /EimHARSS. AR (& allinOne 2t

production EFEFHE, T ZHE Ingester AR

& 1.54. (£ Ingester B9 Jaeger £
SR b

7E X Ingester fR S HIER B LT,

options:

187 Ingester TR LRI ERFH
BRIEENEIRE (AR A EAL) o

spec:
ingester:
options: {
I deadlockinterval:

options:
kafka:
consumer:
topic:
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IR, FEEAT A8 fe it 22 A
(ZBHNO0) , LUBRIERSIA
bt F2ii% A 15 REL Ingester,

topic SEIRIAINE 2R SR ERCH
BB Kafka BLi&, FH{FEMA

Ingester,

SRR,
0.

#1130 1mO0s, FRINMES

consumer BIFRZEBIN, jaeger-
spans.



¥ sk

Ingester FA&f# FH B M Kafka Bt

options: BRRR,
kafka:
consumer:
brokers:
Ingester B H&ILRKE A,
options:
I log-level:

S /€47 Collector #lIngester 741

apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:
name: simple-streaming
spec:
strategy: streaming
collector:
options:
kafka:
producer:
topic: jaeger-spans
brokers: my-cluster-kafka-brokers.kafka:9092
ingester:
options:
kafka:
consumer:
topic: jaeger-spans
brokers: my-cluster-kafka-brokers.kafka:9092
ingester:
deadlockinterval: 5
storage:
type: elasticsearch
options:
es:
server-urls: http://elasticsearch:9200

1.27. #1#; SERVICE MESH
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{E

KRERTZ, 0 my-cluster-
kafka-brokers.kafka:9092,

ATRERIER :
debug,info,warn error fatal dp
anic,panic.

EMIEHIRed Hat OpenShift Service on AWS LAI#1%; Red Hat OpenShift Service Mesh H MR & 7
JB, AT control plane, /& Operator, 21T 5 FF IR RLE 7R,

1.27.1. #/l# Red Hat OpenShift Service Mesh control plane

EMIEHIRed Hat OpenShift Service on AWS LRAI#I#; Service Mesh, Ei 55l Service Mesh control

plane 7 Operator, #/5, BEFFE1Tim & FMRFIFEIZ R,

1.27.1.1. {&/H Web #2#1& 1)k Service Mesh control plane
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AT LU H Web ##IEMB Red Hat OpenShift Service Mesh control plane,

TR

1. &7 % Red Hat OpenShift Service on AWS web #Z#I4,
2. fR Project &, #£{FZ# Service Mesh control plane B971H, #1 istio-system,
3. F#iF/ Operators — Installed Operators,

4. 7 Provided APIs TH9 Service Mesh Control Plane,

5. /£ ServiceMeshControlPlane &%
6. /& Delete Service Mesh Control Plane,

7. EHEIA B O 5 Delete Mk ServiceMeshControlPlane,

1.27.1.2. {&/H CLI 1Jk Service Mesh control plane

BT LU CLI #l: Red Hat OpenShift Service Mesh control plane, &I, istio-system 2 control
plane TG H9% 7.

TR

1. &/f % Red Hat OpenShift Service on AWS CLI,

2. BT T 5 LUk ServiceMeshMemberRoll 7R,
I $ oc delete smmr -n istio-system default
3. BT e 5 F I 1E L 409 ServiceMeshControlPlane B9E 7 :
I $ oc get smcp -n istio-system
4. ([FHLIF S a5 E % <name_of_custom_resource>, 1571TiX 1N 5 FWFEE X KR -

I $ oc delete smcp -n istio-system <name_of custom_resource>

1.27.2. [l % #H9 Operator

AR Operator F BTLUE ZIMIER Red Hat OpenShift Service Mesh, ## Red Hat OpenShift
Service Mesh Operator /&, @ AiMl% Kiali Operator, Red Hat OpenShift distributed tracing Platform
(Jaeger) Operator #] OpenShift Elasticsearch Operator,

1.27.2.1. 1/ Operator

IELL T4 W2 Red Hat OpenShift Service Mesh B9 Operator, X1L{ F#& 1 Operator EE_Fai#
7%,

® Red Hat OpenShift Service Mesh
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® Kiali
® Red Hat OpenShift distributed tracing Platform (Jaeger)

® OpenShift Elasticsearch

1. &%tE Red Hat OpenShift Service on AWS web #2#I5.

2. {f Operators - Installed Operators [ EH, 1K) E2TE Filter by name HHjA X EFLIEH
# 1 Operator, #/5miti Operator & #,

3. {£ Operator Details 7{EH, M Actions 3K 177 Uninstall Operator, 208t EIE AT
Operator,

1.27.3. /&2 Operator KR

JE BT LU FH Red Hat OpenShift Service on AWS Web #2#1& F 5/l Red Hat OpenShift Service Mesh
Operator JEREHI iR,

FItERAF

o EAELEHETEHIRAIIKF, HIFE(EHE Red Hat OpenShift Dedicated, JiiE—1EE
dedicated-admin £ &A%,

e 1775 OpenShift CLI (oc) .

T

. LUEHETE ] 517 &% Red Hat OpenShift Service on AWS CLI,

2. 7E#I#; Operators JGin 1T Fip B /EEE R, HIRIEETERBIRS MIERTIENR T1F0 BT
B (Jaeger) HIEMIZIRS, 15T ZMIER Jaeger 7R,

OpenShift Elasticsearch Operator #{ i Z#7F openshift-operators-redhat .,
E1th Operator Btil 4 7F openshift-operators % ZE/5]/F, HREF —Nwd
ZEH R T Operator, ¥ openshift-operators Ei &% 7 Red Hat
OpenShift Service Mesh Operator B9HI B B94 #.

$ oc delete svc maistra-admission-controller -n openshift-operators

$ oc -n openshift-operators delete ds -Imaistra-version

$ oc delete clusterrole/istio-admin clusterrole/istio-cni clusterrolebinding/istio-cni
$ oc delete clusterrole istio-view istio-edit

$ oc delete clusterrole jaegers.jaegertracing.io-v1-admin jaegers.jaegertracing.io-v1-crdview
jaegers.jaegertracing.io-v1-edit jaegers.jaegertracing.io-v1-view
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I $ oc delete cm -n openshift-operators maistra-operator-cabundle
I $ oc delete cm -n openshift-operators istio-cni-config istio-cni-config-v2-3

I $ oc delete sa -n openshift-operators istio-cni
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