& RedHat

Red Hat OpenShift Service on AWS 4

220

Red Hat OpenShift Service on AWS #5735

Last Updated: 2024-07-02






Red Hat OpenShift Service on AWS 4 2

Red Hat OpenShift Service on AWS 5/



RSN

Copyright © 2024 Red Hat, Inc.

The text of and illustrations in this document are licensed by Red Hat under a Creative Commons
Attribution-Share Alike 3.0 Unported license ("CC-BY-SA"). An explanation of CC-BY-SA is
available at

http://creativecommons.org/licenses/by-sa/3.0/

. In'accordance with CC-BY-SA, if you distribute this document or an adaptation of it, you must
provide the URL for the original version.

Red Hat, as the licensor of this document, waives the right to enforce, and agrees not to assert,
Section 4d of CC-BY-SA to the fullest extent permitted by applicable law.

Red Hat, Red Hat Enterprise Linux, the Shadowman logo, the Red Hat logo, JBoss, OpenShift,
Fedora, the Infinity logo, and RHCE are trademarks of Red Hat, Inc., registered in the United States
and other countries.

Linux @ is the registered trademark of Linus Torvalds in the United States and other countries.
Java @ is a registered trademark of Oracle and/or its affiliates.

XFS @ is a trademark of Silicon Graphics International Corp. or its subsidiaries in the United States
and/or other countries.

MySQL @ is a registered trademark of MySQL AB in the United States, the European Union and
other countries.

Node.js ® is an official trademark of Joyent. Red Hat is not formally related to or endorsed by the
official Joyent Node.js open source or commercial project.

The OpenStack ® Word Mark and OpenStack logo are either registered trademarks/service marks
or trademarks/service marks of the OpenStack Foundation, in the United States and other
countries and are used with the OpenStack Foundation's permission. We are not affiliated with,
endorsed or sponsored by the OpenStack Foundation, or the OpenStack community.

All other trademarks are the property of their respective owners.

e
B 5 — Red Hat OpensShift Service on AWS (ROSA)SEEEHIZNFE,



B B R

2 EHIE - A HCP B E I B ROS A o it e e e e
2.1 BIiREMH
2.2 V1A E A AWS K B
2.3. AWS FNZLHEmK - F0VT %) i %
2.4 {8/ CLI 5/ HCP £ E /) ROSA
2.5 {5 WEB 12§ &8 A HCP £ ZH ROSA

B3 E IR - B ROSA STS B BT R ...ttt e e et e e e
3.1 AR
3.2. J1F ROSA Y[R
3.3. fEAUAA

45 HFE - (A AWS WAF #l AMAZON CLOUDFRONT B2 ROSA THEME ...ooovveieeenn
4., AR &M
42 HBIZRAOEH S
4.3. CONFIGURE AMAZON CLOUDFRONT
4.4, BBEB RGN AR
4.5, M WAF
4.6. HnHHR

EOEHIE : A AWSWAF HIAWSALB BRI ROSA THEME ..o
5.1. BUIREMH
5.2. %82 AWS LOAD BALANCER OPERATOR
5.3. EBE RN FATER
5.4. HtHHR

% 6= HFE : /£ ROSA & FEBE OPENSHIFT APIFORDATAPROTECTION ..viniiiiiiiiieienenenn
6.1. FEE AWS K
6.2. EEBFPEE OADP
6.3. T & 1D
6.4. CLEANUP

%5 73 B2 : AWS LOAD BALANCER OPERATOR ON ROSA ..ottt
VAR:TE-+ 35
7.2. %5k
7.3. BIFERE
7.4. 818

%5 8 E H#2 : ¥ MICROSOFTENTRAID (LLai#i7 AZURE ACTIVE DIRECTORY) EEENEHIREER
8.1. IR &M
8.2. 7 ENTRA ID H3F M AR 1748
8.3.7£ ENTRA ID AEEE N AIEFFEM, FEHAEEEFAERA
8.4. Egi& RED HAT OPENSHIFT SERVICE ON AWS S£2£LU# A ENTRA ID 5 B0 1Rt 12
8.5. &N HIRFHANR
8.6. Hfth HHiR

FEOEHFE : A STSH ROSA Ll AWS SECRETSMANAGERCSI . vviviiiiiiii i
9.1 AR &M
9.2. B3 AWS SECRET AL BIRHtT2E
9.3. fI/E SECRET # 1AM 1} [n] 5RRB&
9.4. Q&N AT LME ALk SECRET

B3%



Red Hat OpenShift Service on AWS 4 ##2

95.EE 68
%510 3 B2 : £ ROSA L{#fl AWS CONTROLLERFORKUBERNETES ....iuiviiiiniiiiiieiieneinennns 69
10.1. BT &4 69
10.2. KEEHINE 69
10.3. A7 AWS K 69
10.4. 2% ACK S3 CONTROLLER 70
10.5. S UFER & 71
10.6. ;512 72
ENEHIR : 7£ ROSA LEBEAEE DNS OPERATOR ..ttt ettt et 73
0. AR S 73
N2 KEERKIME 73
1.3 ZHAOEEISE B 74
N4, % AWS K P 75
11.5. 2% EXTERNAL DNS OPERATOR 77
n.6. BBE RGN ARERF 78
% 123 B2 : £ ROSA L{#fl CERT-MANAGER OPERATORBIALIUER .o 80
121, B4 80
12.2. HEEINE 80
12.3. A% AWS K 81
12.4. 2% CERT-MANAGER OPERATOR 82
12.5. B3 8 € X8 INGRESS CONTROLLER 84
12.6. WBE ISR E SRS 87
12.7. BBEBRBIN AR 87
12.8. BhASIEP B F iR FE R 88
BB EAERE : AR E D R — B I P o 90
131 XBIMETE 90
132 HAREE 91
13.3. QIO 1P FHL 91
13.4.FE0 1P HEA B L ZEH 92
13.5. 7y POD £ EcH A IP 92
13.6. & 1iE 94
13.7. 58K 98
BIAERE A A TLS BB oo 100
14.1. BIiR &M 100
14.2. 15 BENIE 100
143 AR YEIEH 101
14.4. HEMNMAHRBEUBEERN TLS iEH 103
14.5. fFUEFYE 7y SECRET iRiNZEI%E &+ 104
14.6. EERHFPER N TR ENZ 104
14.7. EREHNEPRINAHEEH DNS oK 105
14.8. i ROSA CLI E#TZH I EH1 TLS SECRET 105
14.9. & ROSA CLI B4 AEE N IME 106
B 15 B ROSA Al | oottt e e e 108
15.1. 332 : {42 ROSA 108
15.2. 2032 : {5/ AWS STS By ROSA fZ# 16
15.3. SREBERE 124
5.4 #12 : QBERGRAF 157
15.5. 572 . XE S DIRIEER 159
15.6. #i2 : #%F ADMIN #{[R 167



B = HENARRF

15.7. B3 : Viin| &8t
15.8. 72 : B WORKER 7=
15.0. ¥ : BV R
15.10. 72 : ARt
1511 372 : MIFREERE
15.12. 078 : IRENZ

16.1. #i2 : BENARERF

16.2. H32 : MENRREF
16.3. #1112 : HENRERF
16.4. 332 : BENARERF
16.5. B2 : W%%

16.6. B2 : KREFMHIHAKS

B3%

170
173
182
184
187
189

194
194
195
195
202
207
209



Red Hat OpenShift Service on AWS 4 ¥#2




815 BEghR

515 Hiesha
TIRERES R, UBEIET AR MEE OpenShift AL,

NTRFRBE LT REERR, TEILORXBESNFNEEH LTI,



Red Hat OpenShift Service on AWS 4 i

B2 EHE . [FH HCP BUEMMK 5589 ROSA

AEEBNATESREE -SR], FHEEH control plane (HCP)#E Red Hat OpenShift Service on
AWS (ROSA) FIBEEEEI AWS ITK 7 B93S F2,

B

INREWE” RAFAET @, FRREBRRBRAIENREDERMNUEALTEF. BE
M mEBUER (BEROT S EREUER) ikt

2.1. BIiR SR
o TARENIEITIEEMER S B BE ROSA #1 HCP #9 AWS bk 1 X EXHIZLIEIK 7,

o REENATRSKHEN AWS KA SLIEIKEXEK, BF, BEAHEMAWSIKS (IF % A Gk
F1) BIHE AWS Bk FIBE 2T TR, AR HEMRE AWS &R IR,

o EBTR—LIIENBILIIEIK 5 R/— AWS Ik HEREL, Ritt, Ea LB A AUERLIEN
Feyibk P 2 A FA HCP 82 8% 0112 ROSA,
2.2. 1T [H [2 B# AWS K 1% &

1. 7= Getstarted 3RHI7E AWS 24 & TUE A E A HCP ™ &igiE ROSA :

Red Hat OpenShift Service on
AWS (ROSA)

aws o FodHat

Fully managed Red Hat®
DpEﬂShiﬁ@' service on AW ::i:-fﬁf;ﬂ?itﬂi“

ae managed Fesd Mgt Qpensad Ges e

4054 service fee pricing (US)

H':IW H.- WDFLES Conrsl plana L0.2% par o’
Waster n oabini. hour
PO T TP |
- o= y -"H\ Wa 1l k]
! ] [ | -~ P AN

INREETARL T RRAIERUE T ROSA, e LLRIZIRH F STk~ #isk, LA TH IR,

2. BINERLESARHAZTHRERHERAZRS -
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ACSA > Get Started

Verify ROSA prerequisites .«

This page verifies If your account meets the prerequisites to create a Red Hat OpenShift Service on AWS (ROSA) cluster.

ROSA enablement i

ROSA, s joirtly managed by AWS and Red Hat. Enable ROSA to ceate 3 conmection with Red Mat, which s required for metering and billing.

(L) After enabling ROSA, you can create two types of clusters :

s ROSA classic custer control plane infrastructure hasted inyour SWS account.

= ROSA with hosted contral planes (HCP): cluster contral plane infrastructure hosted in Red Hat-
owned AWS aocount

You choose which control plane model 1o use when you create your clster, Learm mone A

| agree o share my AWS account number and email address with Red Hat. This Information is used for service
maetering and technical support gutreach, You do not inour any fee when you enable ROS&

Enable ROSA with HCP and ROSA classic af—

Last chiecked onc February 14, 2024 at 14218 (WTD)

o HELTHAPERIZRFIFARME, LEERNEREL —PEREBFLENITRAITE, XH
RETE L0 RS A],

3. dRRRRE, ENERRIL
Verify ROSA prerequisites ...

This page verifies if your account meets the prerequisites to create a Red Hat OpenShift Service on AWS (ROS5A) cluster,

ROSA enablement e

ROSA is jeimly managed by S6E and Red Hat. Enable ROSA te create a cormection with Red Hat, which is required far matedng and billing

(i) After enabling ROSA, you can creste two types of clusters ;
= RD5A classic dluster control plane infrastructure hosted in yaur AWS account

= FRO%A with hosted control planes [HCPE cluster contred plane infrastrecture hosted In Red Hat-
awned AWS account.

¥ou choose which control plane model to use when you create your duster. Learn maore [

) You previcusly enabled ROSA HCP and RO%A classle,

Last checked om February 14, 2024 at 14206 (UTC)

F AWS Organizations administrators: enable ROSA classic across your organization

4. PCEIETUE B E M ER D BRI e RFMEPRT, MRZBWHREMILERREMY, NEER
MBMBER. T 2L BRI RIRA
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Service Quotas i o

T s HLYLA, yoa may need to INCrEESE FouIr cuIntay

E Your guotas dan't meet the minimum reguirements in the ap- Infrease service quotas [
south=1 Region.

Your HIJI'II'I|I'Il; on-Demand Standard (&, C,OLH LM, R, T, I:l Instanoas
[L=1216C474] quata B 5. The minimum guota value Tor ROSA i 100,

You Can request guata Increases from the Service Guotas paga.

Learn mare [

Last shacked cn: January 16, 2024 at 14:36 (UTC)

a. FT IBMARSSECH 1R, SNfEA TRES MHERKINE XNAEERRSEMNESE R,
MREHARE, HIERRIEFETXEMN, EaJLUFER web #5155 LA region
switcher REFTZITRBLBHEMRIZNELRE, AEIRETEEZIRIRSEAILME
*Q

5. MRTHBRIAFREM, TTEFRRMMAT :
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FEA 3 GE el

Verify ROSA prereguisites ..

Thi psge verfim H y=ar maei e e o crmain & Ped Hat OpanShilt Serdcs on AW RO5A] cnier.

ROSA prablement o

WL b iy ruraged Iy GAT el Bt Had, Frusid e FITUA b rrain @ s e wioh Bl Hel, s i rrpaired b stk arsd sllog

i3 Areer enalyling POSA, gy can onats Bwa bypas of dundes © b4
= ADSA Tk e oaneTol pLEE FVrIETITE TS MmN RE WS ST
= ATSA wirh hesmesd ool plaras S0RT dismer cornnnl pland infraomisters heeed in Red soe-
L T T
wow caoeas which carimed plans mased 1o une when Rl reand yodr chiuer Leam maee 25

23 Vel pewvzady passlied BO4SA HOF 50d ROMGA clwnk:
i et o Pty B4, T T Tl

B gD atking samin ki pable RO dasl aciesd il eeganbarian

Service Quatan i

T it BEVL, v oy vorend s i i sl

i Your quotas et @ requiereests for BOSA

ard vhwslired ne Febwruary Ul J000 o TEOA LITT]

ELE servica-linked role «o

ek it I AL L iy DL i s Tt T ] P vt ' i B 1 il e ] Bl D S 18
Vi v bd B i

F‘_,nwﬂ.wrnm«rl:urlmumr-g:w:ﬁ [T wipw The rode
s chacind par Py b, 084 @i Wi JUTVC]
Hext steps

Chiid Loniled L0 Ned Hal B 0oTplel e Uk fleps 15 Uis Befngubiles.

o AN gl R T BT Dk e
+ AWE soourdwico role constion ske

DA0E ARENEL youl G0 THES CealE dhrilers 59 Wk NE 6 HAL SEdoaiE.

e b2

B NSO ELB IRFSHEENA G, SR LUETHER/NY Info blue HERERIREN £ XA BIFI B

3
NiTvo

2.3. AWS FNZL0EMk - #0717 [ i 4%

1. m= orange Continue to Red HatRFI4kE2MK 5 $
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Mext steps

Choose Continue to Red Hat to complete the steps for these prerequisites.

= AW5 and Red Hat acoount Inking  Info

& A0S account=wide role oreatlon  info

Onee finished, you can then create clusters on the Red Hat console \

Cancel Continue to Red Hat [5

2. IMRELEBE LN RN RIEREFTIEHLEIKS, NRBEREEFI TS

Log in to your Red Hat account

Red Hat login or email

OR

G Login with Google

B Login with Microsoft

€9 Login with GitHub

Register for a Red Hat account =

Forgot your password?

o (HILFLUTMATRIZLIEIK AL TTE P EEE Y,

o MBREFINEITXIESERIEA S T BUE ROSA Fl HCP B9 AWS K REXBIZLIEMIK -



523 2 : A HCP EGEMIK F HEEEH ROSA
HEER A FARS K BB AWS ik - S400EM ~HEXEK, 8%, EFHEM AWSIKST (IF LA
G ) BN AWS TR @ E 21T 7R, AR AWS REB IR,

o ETFE—IIBHMLIIEIK P IS5 E— AWS Ik P HExE:, Hit, EaUEEiEEEALIIE
MUK 2 (B HCP 2801/ ROSA,

3. BEXRNMFME TR HEE

REAESEFXHLIEIK T NERLLIEIK S BZIIENI 2 B B HERER AWS Bk
i, FREXDFIK,

Ried Hat = - - -
Hybrid Cloud Console Services - Wl Search for services

connect

Complete your account connection

Red Hat account number

AWS sccount ID

Subscription(s) Red Hat OpenShift Service on AWS with Hosted Control Plane

Terms and conditions *

United States (English]) -

8 | have read and agreed to the terms and conditions, 5

Connect accounts Cance

tbREEH R EAR Red Hat #1 AWS Ik 5,

4. MREABTIRFZ R, HHE" LK 1R,
INRIERHE—RER Red Hat Hybrid Cloud ##l5, EHIRE— ROSA K&, BREREE
MZEIRSS RARFFM

1
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= View Conditions #ll Conditions {Zflllg&

P Hit

Terms and Conditiars
Rl Hat b, Tl ool Cniab Dniwvt 1 113 iR avagedl 44408 s
H yora de =t peveph tha e, pouwill ot ba sbhls B creode nes

chrstersar toakler annlisg chaslers, Eslicg Suslers ail il be
FITecnid, Bimss BOOSCLwill B spad-ondy

‘Wirw: Tarrmm and Conditions

ERRERAMEZHHARRK

Customer Portal

Red Hat Terms and Conditions

Rid Hat Galine Subseriplions Terms -Winitled Slates (Englizh) -

-]

TR, BERNEREMRRE, RIEBDIL

5. Hybrid Cloud Console 12— IA AWS BIFERFMH BT, FIIH T REFNBERRFHE—

&

12
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- -~
rr?amlﬁuu:mh Sardice * L, Sasrch for sarvices

CipenShift g 1ot Topes + Bl inm FEA

Set up Red Hat OpenShift Service on AWS (ROSA)

Croerview
ROSA allorwa you ta disglay Tuly aserational s managed Red Hat CranShift chates while bvaraging the Tull Brsadih and diagtl
Dashboand
Chesbars
[ -]
Liarmieyy Risoarees
Rizbeirses Complete ROSA prerequisites
Developer Sandbox Stepll Downboad ard irstal the BOSA ard AWS command line tooks (SL and 2dd it 1o your PAT)
1 Domringd the latest wees she ROEA
Dewnlcads:
MaclHs - - Dorwnboad the R
g
Adbvinar ¥ 1.2 Cemrlamd the WS CLI versen I
Wulnarakiity Daribkeand reirHors + tall this NWS CLIES
Eubrscription
Slap 2 L i S thee ROSA CLIwEh yosir Red Hat acoadint token and create AWS accoint reles and palcies
Coest Management _ "
L 1o [ T T

6. SRBENRABBRRHLUTSIR

Camglete ROSA prerequisites

St 1 Download and install the ROSA and &WS command line tools (CLI) and add it to your PATH.

1.1 Dowrdoad the latest werman af e =000 Ol

el with ROSA CL setup B
1.2 Dowrdosd the AWS CLIHvesian 2

nstructions ta irstal the NS CLIED

Step 2 Log im 1o the HOS6 CLwith your Hed Hat account token and create AWS acoount roles and policies

2.1 To autherticate, rur this command

rosa login ——token=" - Il
2.2 T créate the recesaany acoiint-wale rales and palicias quickly, use the detault auta methad that's praveded in the ROSA CI
rosa create account-roles —-mode auto L]

0 ¥ youwould prefer bo marualy create the reguired rodes and policies within your AWS accouns, fallaw these instructians,

o XLESIRATREERETIRSS /S AAINK - BT B R B85 L AT,
o INRIXATH, ERBEFLIENN (BT EUE ROSA IRF5EI AWS IKF) BYZLIEHK = &R =T LA

[ BIEEEERY, FHRILLEREZ AITE Red Hat ALY T HERERIIKER AWS K
FIRE—BD EREHME LT, TTLUEM rosa CLI 5 Web #H5 :

13
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Dby’ 1hi ChSTET S 0 LD JO0ESE
Select w deplayreent method

Ly wlh L) Lo Sy et L0 v e T
P S —

T - B e WA sy el e b b e e e s Ml Har s

o LITHU{FF rosa CLI R ERFEE,

o IMRMANHER Web EHIBHITEHBRLGER, ERILUER web #2415 &85 Bk (& /H HCP £
HEFEAIROSA, BiEXE, FEESEE rosaCLl, MARBIKF AR, MREEE—RE
E ROSA, 1ERBIL CLI #%#/E, BEF21T rosa whoami 4845, AEHBEEl web ZHIA
HE LI,

2.4, {F /A CLI {8 HCP £+ 2/ ROSA

1. 52 Download the ROSA CLIZHI WIERIRIERS T ROSA e B{TRE(CLYFHIZEES, W
ROSA CLI % E#E) #ffih,

- o
BERETRIIBAWSCLI, MIEFLER, 1ESHZE AWSCLI,

2. SEREITENSEE, EBATLLETIZE1T rosa A £IGIEFH A CLIZRAT A, NREFELnHERIE
hRZA&#0 aws -version 345, XN RS L REFTE,

3. R HCP &2 032 ROSA I RFM B E T N AL B ER rosa cli &5, HES 21 £HET
B —THE, BHITEHG UL, 5T web #ZRIE F AT TR, R Sl RH RS HFNRS
I B e SRR S

Step 2 Log in to the ROSA CLI with your Bed Hat account token and create AWS account roles and policies

2.1 To autherticate, run this command:

‘,,f"'

rosa login ——token=" |
2.2 T create the recsiaaty acoint-wele roles and palicies quickly, e the detailt sita methad that's praveled in the ROSA O
rosa create accouni-rales --mode auto L]

) ¥ you would prefer bo marualy create the required rodes and policies within your AWS accoung, fallaw these instructians,

4. AR—DEHBBIINEE—NERRY, BRUBRTVENEECHNABIER, rosaCLI
RILMERSE 2.2 # Tl 898 5 R AERULIFE, TE web FERE H1%:% BB W BRI LR IHPI A €
... FoOIEXLERBHRBIBNREEE,

5. BxfE, 02k AeHEA rosa whoami (s DIIEERM &R, MAZIRNELMT -

14
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= wer s nn
15.11 Prthan/d. Q1.7 BarwiasEd. 2.8 sourdefarnid prosgtlaff
FoRd VErElen
1.2.13
Teur ROSA CLI 13 wp to date
rosa login = poloams®

Legped in @ ' Y oh 'BrEgssSfap]  operahTE. com’
FO53 EFEARE JCOOUNE-roles --Bode Juto
Loggped 1n as ' on 'BiEpsisfap) . openshi TR comt
Validaning A cradentials. ..
S credeatials are valia!
Validaking AWGS l:||.|-:r1.
At gusth ok, IT £ ritallation Tails, valldete BETUR] WY reESUrdE UiaEe EERTARE LRSS S Fdoc  SpaaENl ML, Coa/ red i/ Fad_getLIRE_SE4FE
e e = re U i resd -2 - :.rr-. e=punias . himl
Yerifying wheiher OpenShifi comsand-1ine tool 15 available...
Current Dgerthife Cliest Version: 4,13, 10
Creating account roles
o the creste sccownt-reles (ommand creates twe sets of acosunt roles. oae for classic BROSA clusters. and ore for Hested Comtrod

«sglagsie oF =-hosted=cp

- b L
l-d ralé 'Manigedigenihifi-5e pwrr l:ﬂ-p- Wil ER ARM "5t i A aE; Fog b i FE-Suppart- I.n'lg
Creating Bosted OF eccount rolss URERg " ann: s e
5 ol e/ Hanageddpen 5 1t -BOF - ROSA- Ins taller- F'.tl.t
rr[;h-d ralé 'ManigedDenshifi-HoP-RO5 rt I.r_' wWith ABN “arn 3 el nEh 171 -HOP-E0 B
Criated rolé 'ManigedOpanshifo-HOP-ROSA-Warker-Rale' with ARN ‘afn! M s 0P & Sl I £ -HC P - RIS A -Wer ki - Rolle '
rosa wheani

AR5 ARN: Arn; e w5 'L
ARS Accsunt D02
A5 Default Region: e
0N AP Bikps: I|.l||;|‘| opErmh i TE, com
O Acceunt Emafl:
O Accourt 10
0N Acceunt Name
O Account BEer name
O drganization External Ib:
OLM Drgpanization 100
GCM OFEan Tt icn Mass;

ERRENG S ENEFNRE, BUUBRR S &, FEXIRPRELLH

Deploy the cluster and set up access
Select a deployment method

]
Deploy with CLI

Run the create command in your terminal to begin setup in interactive mode.

rosa create cluster L]

Mare information on CLIinstruction 4

EZHFABEE L AWS BB, 7f ~/.aws/credentials FiEERIEEINELBEZ—, EAILUY -
profile <profile_name> %3585 RN E! rosa create cluster S35 e, LUEM S rosa create
cluster -profile stage. NR%&E B AIXMNEIIEE AWS CLI EZES, ML AWS CLI BEEESE
FORESEFFERBRA AWS EfiliZR WEE%E% B AWS BCESEU TSR — ik,

C WAERANE, MEKREFEBIEEM control plane, 1EFE yes :

-~ Fosa create cluster
Enabling interactive mode
7 Cluster name: test-cluster-87

4 neplny cluster with Hosted Control Plane: [? for help]l (y/N) yB

L{HE HCP $£25 508 ROSA I, EBIEFEITH AWSIKF :

15
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~ rosa create cluster
I: Enabling interactive mode
Cluster name: test-cluster-@7
Depiny cluster with Hosted Enntrnl Plane
Bill1ng Account: [Use arrow mno

[Contract enabl r"l]

i

o RAHEIILAIEAMLEINME AWS IKFF & B,

E AWS 1K P RHEF ROSA BRSS5, ToiBEZRM AWS Ik P 2B ER— AWS Hli ek E|

o

i1
=
o MAILBERNEST NATEM AWS iTTIK 2 A ROSA & RBIHIFER,

o EEFHBEMAEBRANAWSIKS, HEAFRKBEPNRNNTRKERER, FHFAFRSIT
%, ZERMIHEFMEMEN.

10. AUTE TS, BRHEERMENSRHEAFE :
~ Fosa create cluster
Enabling TI'IIEI‘ECH\I'E mode
T Cluster name: test-cluster-@7
! Deploy cluster with Hosted Cﬂl‘ll‘.l‘ﬂl F"I.il'll!
:' HilHng Account : ontract enabled
I m— e 35 h1'lHng; accnunt

T T +

| Start Date |Dec 88, 7823

| End Date |Aug 17, 2824 |

| Number of vCPUS: | . |
| Mumber of clusters: | |

b e L P e P L E LTS

¢ Openshift version (default = "4.14.8°):

> 4.14.8

.7
.6
.5

o XUESIAY T AKIERSERE, MNEEXMMAEA CLI 52 ROSA #H HCP 8 #yiF4l(E
B, HSRERBRINETICIET A HCP £/ ROSA,

2.5. {1/ WEB {21 & & F HCP &5 EHI ROSA
1. B EA %E ROSA TTEEE R PHIBE DT, FLMER Web iRHI4 bl %ER -

Deploy with web interface

You can deploy your cluster with the web interface.

D Your AWS account will need to be azseciated with yaur Red Hat account.
L Create with web imterface 4___—__

2. {5 Web =55 01]32 ROSA B E — 35 B1%LFF control plane, 7Es Next #&iHia0, HHAEL
%7 Hosted %7 :
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https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/install_rosa_with_hcp_clusters/#rosa-hcp-sts-creating-a-cluster-quickly

55 2% U2 : /A HCP BUAHIMK -~ HERER ROSA

Hested =" 1
Aun % Oz nShifl e wheie e caitead plise B wiphed Mrain the dala flane, wd

zotwaen mansge ment and warkload trathc

S I Ul W rea P2 e S e TR £t & hisited Seveion Shuiter, The dafa Elare i

o a weparabe nebwork comain that alloas segmend
« ool plane nesousc e e hoated in a Foed Ha? —csemed A0S acoount
BRI PERLAIF e W2 R With Tasner Chister Creation

« Lower B inmastnucium cosis

« Red Hat SARE managed

db Cpwphasos certifcations svaiabde soon

A irtuad Privade Claud s reuirad

ser that s hoesied by Bed Hat, oo mist be able io oneabe clisterns on a VR

Lumien rrazsw abronst Wirtual Prrvate Clood B

Classic
un s SpanSh# cinser whena the canirol place and data plane s cougled. Tra controd plare s heated by o dedcates oroug: of phyaical or victual reedes and the netwark

Tiach Fsmaned

w COnEed T ISR 3 hepabed i O CraTi A Baciing
+ Full complancs certficaton

+ Red Hat 5RE managed

A
4".‘___,..-' s

3. F—% Accounts #l roles F 11518 & B A2 AWS Bk, EBE ROSA EE LUK FHEEMESIER
RBAIE :

AWS imfrastructure account

Select an AWS account that is associated with your Red Hat account or associate a new account, This account will
cantain the ROSA infrastructure.

Assaciated AWS infrastructure account * (5

- Refrash J

How to assooiate a new AWS account |

o MELXBFEINERELE ROSA E£EEMIMK T, = How to associate a new AWS account LA
T FRA R O0{AT O b SR BX O R s B B P A BT B

e rosaCLl BFLE®.,

o MRMFEALANAWSIHKF, HHAWSCLIECEHREES, ErILEER rosa CLI fnwEf{E
FA --profile 1LiF235 KI5 E AWS BB SR,

4. MkE AWS K IELL R ER 3 e £

17
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AWS billing account
This accaunt will be charged for your subscription usage. You can select an already connected AWS account ar sign in

to a different AWS account that you want to connect to ROSA,
AWS Billing account * @I

- Refrach

Filter by account 1D

&
[

Connect ROSA to a new AWS billing account

o HAHEIIHAIHERAMNIIENMNE AWS IKFF 2 ER,

o IETE AWS K3 A ROSA ARSS, ToibEMMIZEH AWS IK T 2 B TER — AWS ML it E|

Bo

o ERILBRRE NAER AWS I HIKE A ROSA &RBIERES.

o NMREEFEAHKREAESHEN AWS KT, EAILUEA Connect ROSA to a new AWS billing
K KiH P ROSA AWS $2HIE TUE, & LT E iR BBAHIE iR 898 R EAEN AWS
KFEREBEE.

LU & BRREMG N B AWS IR B H T AR BSE H,

Hith 5w
o AXMER CLIQBZEKMHIENE, HSE/M CLI QT A HCP %88 ROSA,
o BXUNAMER Web #H &858 ROSA R ERERIFIE, 1HS M ILF ) BE,
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https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/install_rosa_with_hcp_clusters/#rosa-hcp-sts-creating-a-cluster-cli_rosa-hcp-sts-creating-a-cluster-quickly
https://cloud.redhat.com/learning/learn:getting-started-red-hat-openshift-service-aws-rosa/resource/resources:how-deploy-cluster-red-hat-openshift-service-aws-using-console-ui

&5 33 HIR : BiF ROSA STS HEMHR

28 3 FE 2 : 10UF ROSA STS ERERIFYFRE

TIRLIERE ROSA &8, KA IFATERINABIIBR. AWS Service Control Policies (SCP)JCiA&RE Lk
REFRFEH Operator AKX HE API A,

BXRBHET STS B ROSA REFTEN IAM THRIVIFEE, §5%F : BXER STS #9 ROSA 518 IAM ¥
R

AR ROSA v4A.11.X B5IE,

3.1 HIRSRH
o AWSCLI
® ROSACLIVI.2.6
® jqCLlI

o EAMHBNIREAWS At

3.2. 169F ROSA Y FR
FEEIE ROSA FrBRIAR, TR LLBITUTE o B ESMHA, MITHOREM AWS TR,

BIAEA rosa. aws # jq CLI S8 HETFE X EIEXX M, XEXHRBTRIDEET ST AWS BE
B9k 7~ AR EAR,

AWS Policy Simulator FAFiRIEH jq IREXHI API AR IEE N A BKRIEMIIR ; R, SGRRGFEWHEMN
1N .results BISXL A4,

BRI & TR 5 E 2 bl AN 3t X BARR,

3.3. fE AR

1. BEFERIZEAE, 57 bash KifAiZT LT a5 ( -p 1ETE LA BIETLE) :

$ mkdir scratch
$ cd scratch
$ cat << 'EOF' > verify-permissions.sh
#!/bin/bash
while getopts 'p:' OPTION; do
case "$OPTION" in

P)
PREFIX="$OPTARG"

?)

echo "script usage: $(basename \$0) [-p PREFIX]" >&2
exit 1

esac
done
shift "$(($OPTIND -1))"
rosa create account-roles --mode manual --prefix $PREFIX
INSTALLER_POLICY=$(cat sts_installer_permission_policy.json | jq )
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https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-sts-about-iam-resources
https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/cli_tools/#rosa-get-started-cli
https://stedolan.github.io/jq/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_testing-policies.html
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CONTROL_PLANE_POLICY=$(cat sts_instance_controlplane_permission_policy.json | jq)
WORKER_POLICY=$(cat sts_instance_worker_permission_policy.json | jq)
SUPPORT_POLICY=$(cat sts_support_permission_policy.json | jq)
simulatePolicy () {

outputFile="${2}.results"

echo $2

aws iam simulate-custom-policy --policy-input-list "$1" --action-names $(jq '.Statement |
map(select(.Effect == "Allow"))[].Action | if type == "string" then . else .[] end' "$2" -r) --output
text > $outputFile
}
simulatePolicy "$INSTALLER_POLICY" "sts_installer_permission_policy.json"
simulatePolicy "$CONTROL_PLANE_POLICY"
"sts_instance_controlplane_permission_policy.json"
simulatePolicy "$WORKER_POLICY" "sts_instance_worker_permission_policy.json"
simulatePolicy "$SUPPORT_POLICY" "sts_support_permission_policy.json"
EOF
$ chmod +x verify-permissions.sh
$ ./verify-permissions.sh -p SimPolTest

2. BIASEME, BEEEFNER XU UBEREEER AP B #ELE :
I $ for file in $(Is *.results); do echo $file; cat $file; done

R SRR -

sts_installer_permission_policy.json.results
EVALUATIONRESULTS autoscaling:DescribeAutoScalingGroups allowed *
MATCHEDSTATEMENTS PolicylnputList.1 IAM Policy
ENDPOSITION 6 195

STARTPOSITION 17 3

EVALUATIONRESULTS ec2:AllocateAddress  allowed *
MATCHEDSTATEMENTS PolicylnputList.1 IAM Policy
ENDPOSITION 6 195

STARTPOSITION 17 3

EVALUATIONRESULTS ec2:AssociateAddress allowed *
MATCHEDSTATEMENTS PolicylnputList.1 IAM Policy

MR TR, HEE AWS IREE0HIE, FHEIEMEE FRIE SCP
A SEIRMTATEN API V.
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4= IR . [FFH AWS WAF #1 AMAZON CLOUDFRONT k{#%
7 ROSA T e %k

AWS WAF Z—4™ web N RZFBANIE, AL L BIZRITEY web N ARER TR HTTP #1
HTTPS &K,

& B LUEF Amazon CloudFront $ Web fﬁﬁ*zrﬁﬁki@(WAF)/,J\\ 0% Red Hat OpenShift Service on
AWS (ROSA)T{Ef#H, ERANEARARAI L ROSA FHRE AL WAF M5 BUE4ERR S5,

4.1. FIR S H
® ROSA (HCP = Classic) 52,
e BAELLIJjA] OpenShift CLI(0C),

o fRAILLVA] AWS CLI (aws).

411 M BIRE
o HRINELE :

$ export DOMAIN=apps.example.com ﬂ

$ export AWS_PAGER=""

$ export CLUSTER_NAME=$(oc get infrastructure cluster -o=jsonpath="
{.status.infrastructureName}" | sed 's/-[a-z0-9]\{5\}$//")

$ export REGION=$(oc get infrastructure cluster -o=jsonpath="
{.status.platformStatus.aws.region}")

$ export AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query Account --output text)
$ export SCRATCH="/tmp/${CLUSTER}/cloudfront-waf"

$ mkdir -p ${SCRATCH}

$ echo "Cluster: ${CLUSTER]}, Region: ${REGION}, AWS Account ID:
${AWS_ACCOUNT_ID}"

ﬂ FEREEAT IngressController B E E X giE i,

— B Y Cluster' iﬁU&TMz%ﬁ%ﬂ\ SRFBINER ID SEARIAETZ. W
%Eﬁﬁﬁﬁ—/\fm , A LGB BT AT e R F o EXME -

I $ export CLUSTER=my-custom-value

4.2, B R A OZEHI2S
FER_HZAORGIS[EE VFAE WAF RIFBSRESIE (FIBL) E8EA DS 1T,

(1} =355
o BHE FHAFFE SAN SBECRFIET, 20 CN swig.apps.example.com
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BF

Amazon CloudFront {8 HTTPS 552 804BI A O¥EHI2HES. 0 Amazon
CloudFront X H AR, BELEMBZZIEFHET CloudFront FEREREZ [F]HY
HTTPS 3&f§. Amazon CloudFront ¥ IFIEF B EBHAEIE B AN L,

i

1. MALEAFRI N HAEF O — DN HTHY TLS secret, E A fullchain.pem 2 &858 2018 B RFIE 15 5%
(BFEEMAFEIAN) , privkey.pem 2EBBECFFIE T HIFAA,

Pl
I $ oc -n openshift-ingress create secret tls waf-tls --cert=fullchain.pem --key=privkey.pem

2. DIE#HH IngressController iR :

waf-ingress-controller.yamiz= 5l

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
name: cloudfront-waf
namespace: openshift-ingress-operator
spec:
domain: apps.example.com ﬂ
defaultCertificate:
name: waf-tls
endpointPublishingStrategy:
loadBalancer:
dnsManagementPolicy: Unmanaged
providerParameters:
aws:
type: NLB
type: AWS
scope: External
type: LoadBalancerService
routeSelector: g
matchLabels:
route: waf

ﬂ FEREEAT IngressController B9 E E X igiE i,

e 11 Ingress Controller [RSHI—HER R, FEAIEH, Ff¥FHEA waf BEALESE, B0
RTREEME, WAL ETTE,

3. A IngressController :
Nl
I $ oc apply -f waf-ingress-controller.yami

4. 38E IngressController & B REH OISR 71 it 25
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https-cloudfront-to-custom-origin.html
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I $ oc -n openshift-ingress get service/router-cloudfront-waf

i
NAME TYPE CLUSTER-IP  EXTERNAL-IP
PORT(S) AGE

router-cloudfront-waf LoadBalancer 172.30.16.141
a68a838a7f26440bf8647809b61c4bc8-4225395f488830bd.elb.us-east-1.amazonaws.com
80:30606/TCP,443:31065/TCP  2m19s

4.2.1. fidi& AWS WAF

AWS WAF RSS2 — web N BRRFER A, BILEEISIE, (RIPFIEEIE A BIRETFH web NEREFER
JB (40 ROSA) Y HTTP 1 HTTPS &K,

1. O3 AWS WAF RS2 LAN R EIF (189 Web ACL :

$ cat << EOF > ${SCRATCH}/waf-rules.json

[

{
"Name": "AWS-AWSManagedRulesCommonRuleSet",

"Priority": 0,
"Statement™: {
"ManagedRuleGroupStatement™: {
"VendorName": "AWS",
"Name": "AWSManagedRulesCommonRuleSet"

}
7

"OverrideAction": {
"None": {}
b
"VisibilityConfig": {
"SampledRequestsEnabled": true,
"CloudWatchMetricsEnabled": true,
"MetricName": "AWS-AWSManagedRulesCommonRuleSet"

}
},

{
"Name": "AWS-AWSManagedRulesSQLiRuleSet",

"Priority": 1,
"Statement™: {
"ManagedRuleGroupStatement™: {
"VendorName": "AWS",
"Name": "AWSManagedRulesSQLiRuleSet"

}
7

"OverrideAction": {
"None": {}
b
"VisibilityConfig": {
"SampledRequestsEnabled": true,
"CloudWatchMetricsEnabled": true,
"MetricName": "AWS-AWSManagedRulesSQLiRuleSet"

}
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}

]
EOF

iX4¥J5 F Core (Common)#1 SQL AWS Managed Rule Sets,

2. R EmEmiEERHIN 6] AWS WAF Web ACL :

$ WAF_WACL=$(aws wafv2 create-web-acl \

--name cloudfront-waf \

--region ${REGION} \

--default-action Allow={} \

--scope CLOUDFRONT \

--visibility-config
SampledRequestsEnabled=true,CloudWatchMetricsEnabled=true,MetricName=${CLUSTER}-
waf-metrics \

--rules file://${SCRATCH]}/waf-rules.json \

--query 'Summary.Name' \

--output text)

4.3. CONFIGURE AMAZON CLOUDFRONT
1. BRFOEMNEE X ingress 2HI2589 NLB EHL4 :

$ NLB=$(oc -n openshift-ingress get service router-cloudfront-waf \
-0 jsonpath='{.status.loadBalancer.ingress[0].hostname}')

2. FHERIET S AR Amazon iEHEESH, HF cert.pem EIEFIEEAFFIET, fullchain.pem 2
IRHBEFFIE B RYEE, privkey.pem 2 IEMEERR LT AL,

L

TILIRERE TEB 24, WIS IIEH S AT us-east-1 1, EH Amazon
CloudFront Ei2 £ B AWS AR5,

Nl

$ aws acm import-certificate --certificate file://cert.pem \
--certificate-chain file://fullchain.pem \
--private-key file://privkey.pem \
--region us-east-1

3. ERE| AWS #2F]E& LLEIER CloudFront & 1THR.

4. FALTEREE CloudFront X1ThR :

A MFRRBETRPEE LT, BFRERNE (HeghzE)
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https://us-east-1.console.aws.amazon.com/cloudfront/v3/home#/distributions/create

£ 45 W2 - FH AWS WAF Hl AMAZON CLOUDFRONT E{£#* ROSA T{Efi#

pril| izh

RiakL E— ki

Name rosa-waf-ingress []

HE WD IRE FHTTP EEREI HTTPS

RFBIHTTP A& GET, HEAD, OPTIONS, PUT, POST, PATCH,
DELETE

A CachingDisabled

[RIA7H KRS AllViewer

Web RV 2 7 B K3 (WAF) FRREEFRT

ERIAR WAF E2E true

i Web ACL cloudfront-waf

# 14 (CNAME) *.apps.example.com (3]

B SSLAEH M _E B4 BReR S 5 A BT 4]

1. 3217 echo ${NLB} LUIKEX R #A 1,
2. MRIEESNEE, FHRERKESINZME—H,
3. IXRIZ SRR O B E LA ORI 25/ 8 S R A,
4. XNZE EEHANER A TE,
5. 3 Amazon CloudFront Distribution 5 s :

$ aws cloudfront list-distributions --query "DistributionList.ltems[?Origins.ltems[?
DomainName=="${NLB}']].DomainName" --output text

6. A CNAME J$ B & SGBECRFER DNS BE#TE|_EE S PR E Amazon CloudFront 23 & i /.
=pl

I *.apps.example.com CNAME d1b2c3d4e5f6g7.cloudfront.net

4.4, BERBIN B
1. BITUUTHS, NRBINBERECE— A :
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I $ oc new-project hello-world

2. ERZ hello world N :

I $ oc -n hello-world new-app --image=docker.io/openshift/hello-openshift

3. AN ARERFUIREE R E UHAREE
Pl

$ oc -n hello-world create route edge --service=hello-openshift hello-openshift-tls \
--hostname hello-openshift. 5{DOMAIN}

4. PRICERH, GHESZIAE XADOZEGE

I $ oc -n hello-world label route.route.openshift.io/hello-openshift-tls route=waf

4.5. i WAF
1. MR AR 25 ' LUFE Amazon CloudFront EEA A :

ANl
I $ curl "https://hello-openshift. 5{DOMAIN}"
=1
I Hello OpenShift!
2. il WAF BEEAEEREK -
ANl

$ curl -X POST "https://hello-openshift. 5{DOMAIN}" \
-F "user='<script><alert>Hello></alert></script>""

i tH 7 B

<!IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.0org/TR/html4/loose.dtd">

<HTML><HEAD><META HTTP-EQUIV="Content-Type" CONTENT="text/html; charset=iso-
8859-1">

<TITLE>ERROR: The request could not be satisfied</TITLE>

</HEAD><BODY>

<H1>403 ERROR</H1>

<H2>The request could not be satisfied.</H2>

<HR noshade size="1px">

Request blocked.

We can't connect to the server for this app or website at this time. There might be too much
traffic or a configuration error. Try again later, or contact the app or website owner.

<BR clear="all">
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If you provide content to customers through CloudFront, you can find steps to troubleshoot
and help prevent this error by reviewing the CloudFront documentation.

<BR clear="all">

<HR noshade size="1px">

<PRE>

Generated by cloudfront (CloudFront)

Request ID: nFk9qg2yB8jddI6FZOTjdliexzx-FwZtr8xUQUNT75HThPIrALDxbag==
</PRE>

<ADDRESS>

</ADDRESS>

</BODY></HTML>

TiHERRE R 22— 403 ERROR, XEIKZE AWS WAF IEERIFIEIN BEFE.

4.6. Hfh5HR

e f{HF AWS WAF. CloudFront #1 ROSA | Amazon Web Services on iwl il B4 #yZR £M
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2 5% 2 : [HH AWS WAF #1 AWS ALB {%# ROSA T{Ef#;

AWS WAF 2— web N 2R A, abEIEIERE L BRI web N ARRFE KRN HTTP A
HTTPS i%3K,

I&ET LUEF AWS Application Load Balancer (ALB){$ Web R FIF2 B Bh A3 (WAF) 7R I1E Red Hat
OpenShift Service on AWS (ROSA) TAEf #ifh, AN ERAR ARG RA L ROSA FHRE I8 WAF T
SBUBEARSS

' .
BIEEAERIERN CloudFront 737%, BRIELAXT R ERAET ALB IR TR,

5.1. AR S

o ZAEAKX(AZ) ROSA (HCP = Classic) %%,

RIEAWS X, AWSALBTEAZ ZIBIZEDVEEWRD AHZFH, AL, REZHD
AZ ROSA £&8 01l 5 ALB —iE2fF A,

o 1RAT LA OpenShift CLI(0C).

o RAILLVA] AWS CLI (aws).

51.1. M8 E
o HFIMETLE :

$ export AWS_PAGER=""

$ export CLUSTER=$(oc get infrastructure cluster -o=jsonpath="
{.status.infrastructureName}")

$ export REGION=$(oc get infrastructure cluster -o=jsonpath="
{.status.platformStatus.aws.region}")

$ export OIDC_ENDPOINT=$(oc get authentication.config.openshift.io cluster -o
jsonpath='{.spec.serviceAccountlssuer}' | sed 's|*https://||")

$ export AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query Account --output text)
$ export SCRATCH="/tmp/${CLUSTER}/alb-waf"

$ mkdir -p ${SCRATCH}

$ echo "Cluster: $(echo ${CLUSTER]} | sed 's/-[a-z0-9]\{5\}$//"), Region: ${REGION}, OIDC
Endpoint: ${OIDC_ENDPOINT}, AWS Account ID: ${AWS_ACCOUNT_ID}"

5.1.2. AWS VPC F1F M
AT HRERTEHERNE VPC IR, NMRESBREHIBININAR VPC F, HBT
AT HEELUTREERSD,

1 LT ZEIXE NER ROSA FREMIERE :

28


https://docs.aws.amazon.com/elasticloadbalancing/latest/application/application-load-balancers.html#availability-zones

%553 #2 : / AWS WAF #l AWS ALB {2 ROSA T¥Efi

$ export VPC_ID=<vpc-id> @)
$ export PUBLIC_SUBNET_IDS=(<space-separated-list-of-ids>) @)
$ export PRIVATE_SUBNET_IDS=(<space-separated-list-of-ids>) €)

ﬂ HEFASEEM VPC ID &, 5130 : export VPC_ID=vpc-04c429b7dbc4680ba,

@ CERZBRARERNTATMID RSN, BRESE () . FA: export
PUBLIC_SUBNET_IDS=(subnet-056fd6861ad332ba2 subnet-08ce3b4ec753fe74c
subnet-071aa28228664972f),

© CERZBAMEHNWTATMID RSN, BRESE () . FIM: export
PRIVATE_SUBNET_IDS=(subnet-0b933d72a8d72c36a subnet-0817eb72070f1d3c2
subnet-0806e64159b66665a).

2. FREMIMATEERN VPC RMRE :

$ aws ec2 create-tags --resources ${VPC_ID} \
--tags Key=kubernetes.io/cluster/${CLUSTER},Value=shared --region ${REGION}

3. EERNRFEFHRRIIRE :

$ aws ec2 create-tags \
--resources ${PUBLIC_SUBNET_IDS} \
--tags Key=kubernetes.io/role/elb,Value="1"\
Key=kubernetes.io/cluster/${ CLUSTER},Value=shared \
--region ${REGION}

4. EERFE FHHRRINIRE -

$ aws ec2 create-tags \
--resources ${PRIVATE_SUBNET_IDS} \
--tags Key=kubernetes.io/role/internal-elb,Value="1"\
Key=kubernetes.io/cluster/${ CLUSTER},Value=shared \
--region ${REGION}

5.2. fZ AWS LOAD BALANCER OPERATOR

AWS Load Balancer Operator A F7E ROSA f£&ip &Lk, EIEMAEE aws-load-balancer-controller =
B, E1E ROSA FERE ALB, BEREEHELEBE AWS Load Balancer Operator,

1 BT aS, QIB—#UERERE AWS Load Balancer Operator :

$ oc new-project aws-load-balancer-operator
2. IZ1TLUF &4, 5 AWS Load Balancer Controller il AWS IAM 588 (MR FEFTE)

1Z5RBE B _Liff AWS Load Balancer Controller 58& , Operator EEE©FREER
T,
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$ POLICY_ARN=$(aws iam list-policies --query \
"Policies[?PolicyName=="aws-load-balancer-operator-policy'].{ARN:Arn}" \
--output text)

$if [ -z "${POLICY_ARN}" ]]; then

wget -O "${SCRATCH}/load-balancer-operator-policy.json" \

https://raw.githubusercontent.com/kubernetes-sigs/aws-load-balancer-

controller/main/docs/install/iam_policy.json

POLICY_ARN=$(aws --region "$REGION" --query Policy.Arn \

--output text iam create-policy \

--policy-name aws-load-balancer-operator-policy \

--policy-document "file://${SCRATCH}/load-balancer-operator-policy.json")

3. W AWS Load Balancer Operator @Il AWS IAM {S1E 58 :

$ cat <<EOF > "${SCRATCH]}/trust-policy.json"
{
"Version": "2012-10-17",
"Statement”: [
{
"Effect": "Allow",
"Condition": {

"StringEquals” : {

"${OIDC_ENDPOINT}:sub": ["system:serviceaccount:aws-load-balancer-operator:aws-

load-balancer-operator-controller-manager”, "system:serviceaccount:aws-load-balancer-
operator:aws-load-balancer-controller-cluster"]

}
b
"Principal": {
"Federated": "arn:aws:iam::$AWS_ACCOUNT_ID:oidc-provider/${OIDC_ENDPOINT}"
b
"Action": "sts:AssumeRoleWithWebldentity"
}
]

}
EOF

4. 51 AWS Load Balancer Operator fl|Z AWS IAM &£ :

$ ROLE_ARN=$(aws iam create-role --role-name "${CLUSTER]}-alb-operator" \
--assume-role-policy-document "file://${SCRATCHY}/trust-policy.json" \
--query Role.Arn --output text)
5. J2fTLUF®@4, J¥ AWS Load Balancer Operator SRB&HMI 1D EI 2 BT EIER IAM B -

$ aws iam attach-role-policy --role-name "${CLUSTER]}-alb-operator" \
--policy-arn ${POLICY_ARN}

$ cat << EOF | oc apply -f -
apiVersion: v1

i
6. & AWS Load Balancer Operator fl|& secret, MUREFKTHOIEH AWS IAM B :
| kind: Secret

30



%553 #2 : / AWS WAF #l AWS ALB {2 ROSA T¥Efi

metadata:
name: aws-load-balancer-operator
namespace: aws-load-balancer-operator
stringData:
credentials: |
[default]
role_arn = ${ROLE_ARN}
web_identity_token_file = /var/run/secrets/openshift/serviceaccount/token
EOF

7. &% AWS Load Balancer Operator :

$ cat << EOF | oc apply -f -
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: aws-load-balancer-operator
namespace: aws-load-balancer-operator
spec:
upgradeStrategy: Default
apiVersion: operators.coreos.com/vialphat
kind: Subscription
metadata:
name: aws-load-balancer-operator
namespace: aws-load-balancer-operator
spec:
channel: stable-v1.0
installPlanApproval: Automatic
name: aws-load-balancer-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
startingCSV: aws-load-balancer-operator.v1.0.0
EOF

8. {#F Operator Z8& AWS Load Balancer Controller Sl :

INRIEIE LW ENFE IR FF ZAEIN, IXBIRE Operator iR B TR E,

ol

$ cat << EOF | oc apply -f -
apiVersion: networking.olm.openshift.io/v1
kind: AWSLoadBalancerController
metadata:
name: cluster
spec:
credentials:
name: aws-load-balancer-operator
enabledAddons:
- AWSWAFv2
EOF

9. f&& Operator #1#EHI2% pod BB EIEIZIT :
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I $ oc -n aws-load-balancer-operator get pods

MREFESEFRZAEL, BRIZEIUTRE :

NAME READY STATUS RESTARTS AGE
aws-load-balancer-controller-cluster-6ddf658785-pdp5d 1/1 Running 0

aws-load-balancer-operator-controller-manager-577d9ffcb9-w6zqgn 2/2
2m4s

5.3. ZRE RHIN AR
1 RGBS RRERAIR—AN TS

I $ oc new-project hello-world

2. ERZE hello world N :

I $ oc new-app -n hello-world --image=docker.io/openshift/hello-openshift

3. TS AN ERRIAR 55 BHRER . H NodePort fRS5 R EY -

Running 0

I $ oc -n hello-world patch service hello-openshift -p '{"spec":{"type":"NodePort"}}'

4. ¥ AWS Load Balancer Operator & AWS ALB :

$ cat << EOF | oc apply -f -
apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: hello-openshift-alb
namespace: hello-world
annotations:
alb.ingress.kubernetes.io/scheme: internet-facing
spec:
ingressClassName: alb
rules:
- http:
paths:
- path: /
pathType: Exact
backend:
service:
name: hello-openshift
port:
number: 8080
EOF

5. curl AWS ALB Ingress lifist, LAE hello world B RTEF2E 17 :
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AWS ALB BEF B ZE/Lo 8, WNREIEIE R curl: (6) Could not resolve host #J

Bk, HERFBIL—R,

$ INGRESS=$(oc -n hello-world get ingress hello-openshift-alb -o
jsonpath='{.status.loadBalancer.ingress[0].hostname}’)
$ curl "http:/${INGRESS}"

i th o Bl

I Hello OpenShifi!

5.3.1. Bc & AWS WAF

AWS WAF RSS2 — web N BRRFER A, BILEEISIE, (RIPFIEEIE A BIREFH web NERRFER
JB (40 ROSA) WY HTTP 1 HTTPS &K,

1. O3 AWS WAF RS2 LA R EIF (189 Web ACL :

$ cat << EOF > ${SCRATCH}/waf-rules.json

{
"Name": "AWS-AWSManagedRulesCommonRuleSet",

"Priority": 0,
"Statement™: {
"ManagedRuleGroupStatement": {
"VendorName": "AWS",
"Name": "AWSManagedRulesCommonRuleSet"

}
}

"OverrideAction": {
"None": {}

b

"VisibilityConfig": {

"SampledRequestsEnabled": true,

"CloudWatchMetricsEnabled": true,

"MetricName": "AWS-AWSManagedRulesCommonRuleSet"

}
},

{
"Name": "AWS-AWSManagedRulesSQLiRuleSet",

"Priority": 1,
"Statement™: {
"ManagedRuleGroupStatement™: {
"VendorName": "AWS",
"Name": "AWSManagedRulesSQLiRuleSet"

}
}

"OverrideAction": {
"None": {}

b

"VisibilityConfig": {

"SampledRequestsEnabled": true,
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"CloudWatchMetricsEnabled": true,
"MetricName": "AWS-AWSManagedRulesSQLiRuleSet"

}
}
]
EOF

X 4¥J5 F Core (Common)#1 SQL AWS Managed Rule Sets,

2. R EmEmisERHIN 6] AWS WAF Web ACL :

$ WAF_ARN=$(aws wafv2 create-web-acl \

--name ${CLUSTER}-waf \

--region ${REGION} \

--default-action Allow={} \

--scope REGIONAL\

--visibility-config
SampledRequestsEnabled=true,CloudWatchMetricsEnabled=true,MetricName=${CLUSTER}-
waf-metrics \

--rules file://${SCRATCH]}/waf-rules.json \

--query 'Summary.ARN'"\

--output text)

3. {#M AWS WAF Web ACL ARN 3 Ingress HHR :

$ oc annotate -n hello-world ingress.networking.k8s.io/hello-openshift-alb \
alb.ingress.kubernetes.io/wafv2-acl-arn=${WAF_ARN}

4. FF10%, LEANEZBEHFNANAEFESMHATLUESIE
I $ curl "http:/${INGRESS}"
i th 7 Bl
I Hello OpenShift!

5. i WAF 2EHELEAFHRIER

$ curl -X POST "http://${INGRESS}" \
-F "user='<script><alert>Hello></alert></script>

it Bl

<html>

<head><title>403 Forbidden</title></head>
<body>

<center><h1>403 Forbidden</h1></center>
</body>

</html
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BUE AWS WAF ERERT AT REEE /L o%, R E%E1LZI 403 Forbidden £
%, HEELRH, RREIR,

TiHARLE R 22— 403 Forbidden 1%, XEBKE AWS WAF IEE RSN BREF.

5.4. EM TR

e f{HF AWS WAF. CloudFront #1 ROSA | Amazon Web Services on iwl il B4 ByZR £ M
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28"

RN

5 6 ZE HFE : 7£ ROSA 52 LEZE OPENSHIFT API FOR DATA

AR

o ROSA ZBiE&EET

PROTECTION

BE
ARBHRIELT RIS, B REMRESFHREHIETMINEH,

ZIOIN

F
I

= |
=

o

pa -3

BIER AL ER ROSA &2, HHREUEERFHEFEIKR, EL%
Lz, EHERERRIEAE TR,

$ export CLUSTER_NAME=$(oc get infrastructure cluster -o=jsonpath="
{.status.infrastructureName}" | sed 's/-[a-z0-9]\{5\}$//)

$ export ROSA_CLUSTER_ID=$(rosa describe cluster -c ${CLUSTER_NAME]} --output json
| ja -r.id)

$ export REGION=$(rosa describe cluster -c ${CLUSTER_NAME} --output json | jq -r
.region.id)

$ export OIDC_ENDPOINT=$(oc get authentication.config.openshift.io cluster -o
jsonpath='{.spec.serviceAccountlssuer}' | sed 's|*https://||")

$ export AWS_ACCOUNT_ID="aws sts get-caller-identity --query Account --output text’

$ export CLUSTER_VERSION="rosa describe cluster -c ${CLUSTER_NAME} -o json | jq -r
.version.raw_id | cut -f -2 -d '."

$ export ROLE_NAME="${CLUSTER_NAME}-openshift-oadp-aws-cloud-credentials"

$ export AWS_PAGER=""

$ export SCRATCH="/tmp/${CLUSTER_NAME}/oadp"

$ mkdir -p ${SCRATCH}

$ echo "Cluster ID: ${ROSA_CLUSTER_ID}, Region: ${REGION}, OIDC Endpoint:
${OIDC_ENDPOINT}, AWS Account ID: ${AWS_ACCOUNT_ID}"

6.1. £ AWS MK

36

1. BIE— 1AM EBESERUF S3 1A :

$ POLICY_ARN=$(aws iam list-policies --query "Policies[?PolicyName=="RosaOadpVer1'].
{ARN:Arn}" --output text)
if [ -z "${POLICY_ARN}" ]]; then
$ cat << EOF > ${SCRATCH]}/policy.json
{
"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Action": [


https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/install_rosa_classic_clusters/#rosa-sts-creating-a-cluster-quickly
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"s3:CreateBucket",
"s3:DeleteBucket",
"s3:PutBucketTagging",
"s3:GetBucketTagging",
"s3:PutEncryptionConfiguration”,
"s3:GetEncryptionConfiguration”,
"s3:PutLifecycleConfiguration”,
"s3:GetLifecycleConfiguration”,
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListBucketMultipartUploads",
"s3:AbortMultipartUpload”,
"s3:ListMultipartUploadParts",
"ec2:DescribeSnapshots",
"ec2:DescribeVolumes",
"ec2:DescribeVolumeAttribute",
"ec2:DescribeVolumesModifications",
"ec2:DescribeVolumeStatus”,
"ec2:CreateTags",
"ec2:CreateVolume",
"ec2:CreateSnapshot",
"ec2:DeleteSnapshot”

],

"Resource": "*"

}

I
EOF

$ POLICY_ARN=$(aws iam create-policy --policy-name "RosaOadpVer1" \
--policy-document file:///${SCRATCH}/policy.json --query Policy.Arn \

--tags Key=rosa_openshift_version,Value=${CLUSTER_VERSION}
Key=rosa_role_prefix,Value=ManagedOpenShift
Key=operator_namespace,Value=openshift-oadp Key=operator_name,Value=openshift-oadp
\

--output text)

fi

$ echo ${POLICY_ARN}

2. NEHBOUE IAM B BEERE

$ cat <<EOF > ${SCRATCH]}/trust-policy.json
{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal™: {
"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:oidc-provider/${OIDC_ENDPOINT}"
b
"Action": "sts:AssumeRoleWithWebldentity",
"Condition™: {
"StringEquals™: {
"${OIDC_ENDPOINT}:sub": [
"system:serviceaccount:openshift-adp:openshift-adp-controller-manager”,
"system:serviceaccount:openshift-adp:velero”]
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}
1]

}
EOF

$ ROLE_ARN=$(aws iam create-role --role-name \

"${ROLE_NAME}" \

--assume-role-policy-document file://${SCRATCH]}/trust-policy.json \

--tags Key=rosa_cluster_id,Value=${ROSA_CLUSTER_ID}
Key=rosa_openshift_version,Value=${CLUSTER_VERSION}
Key=rosa_role_prefix,Value=ManagedOpenShift
Key=operator_namespace,Value=openshift-adp Key=operator_name,Value=openshift-oadp \

--query Role.Arn --output text)

$ echo ${ROLE_ARN}

3. ¥ IAM SRBEHIINE IAM A

$ aws iam attach-role-policy --role-name "${ROLE_NAME}" \
--policy-arn ${POLICY_ARN]}

6.2. EEEHERE OADP
1. 7y OADP | ap & Z2q] :

I $ oc create namespace openshift-adp
2. RIS secret :

$ cat <<EOF > ${SCRATCH]}/credentials

[default]

role_arn = ${ROLE_ARN}

web_identity_token_file = /var/run/secrets/openshift/serviceaccount/token
EOF

$ oc -n openshift-adp create secret generic cloud-credentials \
--from-file=${SCRATCH}/credentials

3. EBZ& OADP Operator :

_ H#l, Operator i 1.1 77—\ & PartiallyFailed A 5SHI& D bR A 1.1 B917]
" A, XRRPMERFHRELRE, BRER, RNEHFERE,

$ cat << EOF | oc create -f -
apiVersion: operators.coreos.com/v1
kind: OperatorGroup

metadata:

generateName: openshift-adp-
namespace: openshift-adp

name: oadp

spec:

targetNamespaces:
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- openshift-adp

apiVersion: operators.coreos.com/vialphat
kind: Subscription

metadata:

name: redhat-oadp-operator

namespace: openshift-adp

spec:

channel: stable-1.2

installPlanApproval: Automatic

name: redhat-oadp-operator

source: redhat-operators
sourceNamespace: openshift-marketplace
EOF

4. ZEfF Operator FLZE :

$ watch oc -n openshift-adp get pods

it Bl

NAME READY STATUS RESTARTS AGE
openshift-adp-controller-manager-546684844f-qgjhn 1/1  Running 0 22s

5. QBT

$ cat << EOF | oc create -f -
apiVersion: oadp.openshift.io/vialphai
kind: CloudStorage
metadata:
name: ${CLUSTER_NAME}-oadp
namespace: openshift-adp
spec:
creationSecret:

key: credentials

name: cloud-credentials
enableSharedConfig: true
name: ${CLUSTER_NAME}-oadp
provider: aws
region: $REGION
EOF

6. IeEN ARFIFEIRIAEMSE

$ oc get pvc -n <namespace> ﬂ

@ HANmREHAAEN,

i th o Bl

NAME STATUS VOLUME
STORAGECLASS AGE

CAPACITY ACCESS MODES

applog Bound pvc-351791ae-b6ab-4e8b-88a4-30f73caf5ef8 1Gi RWO

gp3-
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40

csi 4d19h
mysql Bound pvc-16b8e009-a20a-4379-accc-bc81fedd0621 1Gi RWO gp3-
csi 4d19h

I $ oc get storageclass

i th o Bl
NAME PROVISIONER RECLAIMPOLICY VOLUMEBINDINGMODE
ALLOWVOLUMEEXPANSION AGE
gp2 kubernetes.io/aws-ebs Delete WaitForFirstConsumer true
4d21h
gp2-csi ebs.csi.aws.com Delete WaitForFirstConsumer true
4d21h
gp3 ebs.csi.aws.com Delete WaitForFirstConsumer true
4d21h
gp3-csi (default) ebs.csi.aws.com Delete WaitForFirstConsumer true
4d21h

{8 gp3-csi, gp2-csi, gp3 = gp2 JMAMUEE T/E, MBREFHDBIN ARFEERT A CSIH
PV, 157t OADP DPA EZEHE & CSI .

7. {XBR CSI : ERBHUERRIT N B -

$ cat << EOF | oc create -f -
apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: ${CLUSTER_NAME}-dpa
namespace: openshift-adp
spec:
backuplmages: true
features:
dataMover:
enable: false
backupLocations:
- bucket:
cloudStorageRef:
name: ${CLUSTER_NAME}-oadp
credential:
key: credentials
name: cloud-credentials
prefix: velero
default: true
config:
region: ${REGION}
configuration:
velero:
defaultPlugins:
- openshift
- aws
- CSi
restic:
enable: false
EOF



£ 63 M2 : £ ROSA £ FERZE OPENSHIFT API FOR DATA PROTECTION

RN CSI BizfTix s, BRI UBkE T—%,

8. JECSI % : MEHBRIFNARER :

$ cat << EOF | oc create -f -
apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: ${CLUSTER_NAME}-dpa
namespace: openshift-adp
spec:
backuplmages: true
features:
dataMover:
enable: false
backupLocations:
- bucket:
cloudStorageRef:
name: ${CLUSTER_NAME}-oadp
credential:
key: credentials
name: cloud-credentials
prefix: velero
default: true

config:
region: ${REGION}
configuration:
velero:
defaultPlugins:
- openshift
- aws
restic:
enable: false
snapshotlLocations:
- velero:
config:

credentialsFile: /tmp/credentials/openshift-adp/cloud-credentials-credentials
enableSharedConfig: 'true'
profile: default
region: ${REGION}
provider: aws
EOF
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e 7£ OADP 1.1.x ROSA STS IfMEH, BEHEA 1211 E (spec.backuplmages)(d
' WAL E N false, EHNERHEZH.

® Restic IgE(restic.enable=false)#%ZXF, £ ROSA STS IMEHRF X .
l e DataMover I8¢ (dataMover.enable=false)#ZF, 7£ ROSA STS IMEHFFR

o

ol

6.3. HUT&

' LLTF R hello-world 57 FRi& A M MNBGIE A M4, DPA EREERTES TE,

. QIBRESEMBITAETE

$ oc create namespace hello-world
$ oc new-app -n hello-world --image=docker.io/openshift/hello-openshift

2. RNFFERE :
I $ oc expose service/hello-openshift -n hello-world
3 KMENAERFREEESIMFE:

I $ curl “oc get route/hello-openshift -n hello-world -o jsonpath='{.spec.host}"
=1
I Hello OpenShifi!

4. B ITEGE :

$ cat << EOF | oc create -f -
apiVersion: velero.io/v1
kind: Backup

metadata:

name: hello-world
namespace: openshift-adp
spec:
includedNamespaces:

- hello-world
storageLocation: ${CLUSTER_NAME}-dpa-1
ttl: 720h0mO0s

EOF

5. FREMTTA :

I $ watch "oc -n openshift-adp get backup hello-world -0 json | jq .status"
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it Bl

{
"completionTimestamp™: "2022-09-07T22:20:44Z",
"expiration": "2022-10-07T22:20:22Z7",
"formatVersion": "1.1.0",
"phase": "Completed",
"progress": {

"itemsBackedUp": 58,

"totalltems": 58
b
"startTimestamp": "2022-09-07T22:20:227",
"version": 1

6. P& demo THEfE: :

I $ oc delete ns hello-world

7. NEBDHIRE :

$ cat << EOF | oc create -f -
apiVersion: velero.io/v1
kind: Restore

metadata:

name: hello-world
namespace: openshift-adp
spec:

backupName: hello-world
EOF

8. Z%F Restore 5EAX :

I $ watch "oc -n openshift-adp get restore hello-world -o json | jq .status"
i Bl

{
"completionTimestamp™: "2022-09-07T22:25:47Z",

"phase": "Completed",

"progress": {
"itemsRestored": 38,
"totalltems": 38

b
"startTimestamp™": "2022-09-07T22:25:28Z7",
"warnings": 9

9. RETHFMEREEME :

I $ oc -n hello-world get pods

i th o B
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NAME READY STATUS RESTARTS AGE
hello-openshift-9f885f7c6-kdjpj 1/1  Running 0 90s

I $ curl “oc get route/hello-openshift -n hello-world -o jsonpath='{.spec.host}'

it Bl

I Hello OpenShifi!

10. AXBNEHHFMRETIES, 155 OADP HIEARY S HERR SO
N, HttRfIR AR AT LIFE OADP HIPA BORBIR FAFER B SRR E
6.4. CLEANUP

1. BRI EfME -
I $ oc delete ns hello-world

2. MRTBFEE, MEREDMREMHIRE TR :

$ oc delete backup hello-world
$ oc delete restore hello-world

3. MHER s3 REIE D/ IR EFLLFENI & -

$ velero backup delete hello-world
$ velero restore delete hello-world

4. HRREIERT M AR

I $ oc -n openshift-adp delete dpa ${CLUSTER_NAME}-dpa
5. M=

I $ oc -n openshift-adp delete cloudstorage ${CLUSTER_NAME}-oadp

%%‘

EiE, AR EMIPRALESE
$ oc -n openshift-adp patch cloudstorage ${CLUSTER_NAME}-oadp -p
'{"metadata":{"finalizers":null}}' --type=merge

ZX4H

6. MRTHBEE, MR Operator :


https://github.com/openshift/oadp-operator/blob/master/docs/TROUBLESHOOTING.md
https://github.com/openshift/oadp-operator/tree/master/tests/e2e/sample-applications

F 63 I : £ ROSA £ L= OPENSHIFT API FOR DATA PROTECTION

I $ oc -n openshift-adp delete subscription oadp-operator
7. MikRk Operator x4 22 [H] :

I $ oc delete ns redhat-openshift-adp
8. MRFBBAHEE], HMEREPMIREELFRE XL :

$ for CRD in “oc get crds | grep velero | awk {print $1}"; do oc delete crd $CRD; done
$ for CRD in “oc get crds | grep -i oadp | awk {print $1}"; do oc delete crd $CRD; done

9. MR AWS S3 Bucket :

$ aws s3 rm s3:/${CLUSTER_NAME}-oadp --recursive
$ aws s3api delete-bucket --bucket ${CLUSTER_NAME}-oadp
10. ¥ Policy MABLE :

$ aws iam detach-role-policy --role-name "${ROLE_NAME}" \
--policy-arn "${POLICY_ARN}"

. HRAE

I $ aws iam delete-role --role-name "${ROLE_NAME}"
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7 = #HIE : AWS LOAD BALANCER OPERATOR ON ROSA

- o
WARBHRIELT RIS, B REMRESEFHRESITINEH,

R

AWS Load Balancer Operator |8/ i #39 %25 N e AT OpenShift i¥H, HFERNAFAFE
OpenShift Route 522 7 ZIhEEMI E AN AR SS A O IR,

AWS Load Balancer Controller 5 AWS (ROSA)&E$E 2 Red Hat OpenShift Service By AWS Elastic
Load Balancers, fEfEF A1 LoadBalancer B Kubernetes Service YRS, $EHI237E 02 Kubernetes
Ingress BR#1 AWS Network Load Balancers (NLB) Ff{&® AWS Application Load Balancers (ALB),

B 2B AWS WA O es N raAEEL, X MEHIZRER ALB #1 NLBs IR JUEB A4, —Ea58 A
2 :

o (AT A ALB B[R4 Kubernetes Ingress X &

e % ALB 5 AWS Web Application Firewall (WAF)ARZ5 &5

o IEEHEXNLBIRIPSEH

o IEEHE Y NLB AIER IP Hhit
{A]NS Load Balancer Operator FAF7E ROSA & ip &4k, EEMEE aws-load-balancer-controller =
Bl
7.1, AR SR

AWS ALB FE Multi-AZ &8, URSEEERN VPC FH=ANR2HEFMOE], XFEF
ALB FERH T % PrivateLink 8£8f, AWS NLBs &G X ERE,

o % AZROSA FHiEERY
e BYOVPC £
e AWSCLI

e OCCLI

yARRYS:
o HRINELE :

$ export AWS_PAGER=""

$ export ROSA_CLUSTER_NAME=$(oc get infrastructure cluster -o=jsonpath="
{.status.infrastructureName}" | sed 's/-[a-z0-9]\{5\}$//")

$ export REGION=$(oc get infrastructure cluster -o=jsonpath="
{.status.platformStatus.aws.region}")
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&5 73 ¥F#2 : AWS LOAD BALANCER OPERATOR ON ROSA

$ export OIDC_ENDPOINT=$(oc get authentication.config.openshift.io cluster -o
jsonpath='{.spec.serviceAccountlssuer}' | sed 's|*https://||")

$ export AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query Account --output text)
$ export SCRATCH="/tmp/${ROSA_CLUSTER_NAME}/alb-operator"

$ mkdir -p ${SCRATCH}

$ echo "Cluster: ${ROSA_CLUSTER_NAME}, Region: ${REGION}, OIDC Endpoint:
${OIDC_ENDPOINT}, AWS Account ID: ${AWS_ACCOUNT_ID}"

7.1.2. AWS VPC F1F+ ¥

AT HRERTEERNE VPC &R, NMRESBRERIMBININAR VPC F, BT
AT HEELUTREERSD,

1 BUTZERE NIEMN ROSA BENIEHAME :

$ export VPC_ID=<vpc-id>

$ export PUBLIC_SUBNET_IDS=<public-subnets>

$ export PRIVATE_SUBNET_IDS=<private-subnets>

$ export CLUSTER_NAME=$(oc get infrastructure cluster -o=jsonpath="
{.status.infrastructureName}")

2. FASEBAIESEE VPC BRMRE

$ aws ec2 create-tags --resources ${VPC_ID} --tags
Key=kubernetes.io/cluster/${ CLUSTER_NAME},Value=owned --region ${REGION}

3. EERNREFHPRIMIRE :

$ aws ec2 create-tags \
--resources ${PUBLIC_SUBNET_IDS} \
--tags Key=kubernetes.io/role/elb,Value="\
--region ${REGION}

4. EERRE FHHRRINIRE -

$ aws ec2 create-tags \
--resources "${PRIVATE_SUBNET_IDS}"\
--tags Key=kubernetes.io/role/internal-elb,Value="\
--region ${REGION}

7.2. 23

1. 25 AWS Load Balancer Controller Al AWS IAM 58S :

1Z5RE B L AWS Load Balancer Controller B, LURTEF M EOIEIREH
IFR, Operator EEEFREIERE TIE,
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$ oc new-project aws-load-balancer-operator
$ POLICY_ARN=$(aws iam list-policies --query \

"Policies[?PolicyName=="aws-load-balancer-operator-policy'].{ARN:Arn}" \

--output text)
$if [ -z "${POLICY_ARN}" ]]; then

wget -O "${SCRATCH}/load-balancer-operator-policy.json" \

https://raw.githubusercontent.com/rh-mobb/documentation/main/content/rosa/aws-load-

balancer-operator/load-balancer-operator-policy.json

POLICY_ARN=$(aws --region "$REGION" --query Policy.Arn \

--output text iam create-policy \

--policy-name aws-load-balancer-operator-policy \

--policy-document "file://${SCRATCH}/load-balancer-operator-policy.json")
fi
$ echo $POLICY_ARN

2. 77 AWS Load Balancer Operator @Il AWS IAM {S1E5BE :

$ cat <<EOF > "${SCRATCH}/trust-policy.json"
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Condition": {

"StringEquals” : {

"${OIDC_ENDPOINT}:sub": ["system:serviceaccount:aws-load-balancer-operator:aws-

load-balancer-operator-controller-manager”, "system:serviceaccount:aws-load-balancer-
operator:aws-load-balancer-controller-cluster"]

}
b
"Principal™: {

"Federated": "arn:aws:iam::$AWS_ACCOUNT_ID:oidc-provider/${OIDC_ENDPOINT}"
b
"Action": "sts:AssumeRoleWithWebldentity"
}

]

}
EOF

3. 7 AWS Load Balancer Operator £l AWS IAM &£ :

$ ROLE_ARN=$(aws iam create-role --role-name "${ROSA_CLUSTER_NAME}-alb-operator"
\

--assume-role-policy-document "file://${SCRATCHY}/trust-policy.json" \

--query Role.Arn --output text)
$ echo $ROLE_ARN

$ aws iam attach-role-policy --role-name "${ROSA_CLUSTER_NAME}-alb-operator" \
--policy-arn $POLICY_ARN

4. 5 AWS Load Balancer Operator B/ secret, LUREFNTHOIERN AWS IAM B :
$ cat << EOF | oc apply -f -

apiVersion: v1
kind: Secret

48



&5 73 ¥F#2 : AWS LOAD BALANCER OPERATOR ON ROSA

metadata:
name: aws-load-balancer-operator
namespace: aws-load-balancer-operator
stringData:
credentials: |
[default]
role_arn = $ROLE_ARN
web_identity_token_file = /var/run/secrets/openshift/serviceaccount/token
EOF

5. %2%& AWS Load Balancer Operator :

$ cat << EOF | oc apply -f -
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: aws-load-balancer-operator
namespace: aws-load-balancer-operator
spec:
upgradeStrategy: Default
apiVersion: operators.coreos.com/vialphat
kind: Subscription
metadata:
name: aws-load-balancer-operator
namespace: aws-load-balancer-operator
spec:
channel: stable-v1.0
installPlanApproval: Automatic
name: aws-load-balancer-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
startingCSV: aws-load-balancer-operator.v1.0.0
EOF

6. {£F Operator Z8& AWS Load Balancer Controller Sl :

INRIEIELL LW ENE IR FF ZAEIH, IXBRE Operator iR B TTHREE

$ cat << EOF | oc apply -f -
apiVersion: networking.olm.openshift.io/v1
kind: AWSLoadBalancerController
metadata:

name: cluster
spec:

credentials:

name: aws-load-balancer-operator

EOF

7. 1% Operator #1#EH25 pod BB EEIZIT ¢

I $ oc -n aws-load-balancer-operator get pods
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MRFBESFEFRZAEL, BREIZEIUTRE :

NAME READY STATUS RESTARTS AGE
aws-load-balancer-controller-cluster-6ddf658785-pdp5d 1/1 Running 0 99s
aws-load-balancer-operator-controller-manager-577d9ffcb9-w6zgn 2/2  Running 0
2m4s

7.3. BUFERE
1. BIE— Ui

I $ oc new-project hello-world
2. ER%& hello world N F :

I $ oc new-app -n hello-world --image=docker.io/openshift/hello-openshift
3.  AWS ALB & NodePort BR5LLES :

$ cat << EOF | oc apply -f -
apiVersion: v1
kind: Service
metadata:
name: hello-openshift-nodeport
namespace: hello-world
spec:
ports:
- port: 80
targetPort: 8080
protocol: TCP
type: NodePort
selector:
deployment: hello-openshift
EOF

4. ¥ AWS Load Balancer Operator & AWS ALB :

$ cat << EOF | oc apply -f -
apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: hello-openshift-alb
namespace: hello-world
annotations:
alb.ingress.kubernetes.io/scheme: internet-facing
spec:
ingressClassName: alb
rules:
- http:
paths:
- path: /
pathType: Exact
backend:
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service:
name: hello-openshift-nodeport
port:
number: 80
EOF

5. curl AWS ALB Ingress B s, LASIE hello world 2 E A7 :

pa -

AWS ALB BEF B ZE/LoH, WREIEIE R curl: (6) Could not resolve host #J
Hix, HSFFEIK—R,

$ INGRESS=$(oc -n hello-world get ingress hello-openshift-alb \
-0 jsonpath='{.status.loadBalancer.ingress[0].hostname}')
$ curl "http:/${INGRESS}"

it Bl
I Hello OpenShifi!

6. NI hello world N FF2FERE AWS NLB :

$ cat << EOF | oc apply -f -
apiVersion: v1
kind: Service
metadata:
name: hello-openshift-nib
namespace: hello-world
annotations:
service.beta.kubernetes.io/aws-load-balancer-type: external
service.beta.kubernetes.io/aws-load-balancer-nlb-target-type: instance
service.beta.kubernetes.io/aws-load-balancer-scheme: internet-facing
spec:
ports:
- port: 80
targetPort: 8080
protocol: TCP
type: LoadBalancer
selector:
deployment: hello-openshift
EOF

7. it AWS NLB e :

NLB B&HRE/LoMEH, tNREWEIE R curl: (6) Could not resolve host #
Hix, HHFFEIK—R,
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$ NLB=$(oc -n hello-world get service hello-openshift-nib \
-0 jsonpath='{.status.loadBalancer.ingress[0].hostname}')
$ curl "http:/${NLB}"

it Bl

I Hello OpenShifi!

7.4. 518
1. MBS hello world R FBén42Ze)a] (LAR 44 22 A h BT %IR)

I $ oc delete project hello-world

2. MR AWS Load Balancer Operator 1 AWS IAM A & :

$ oc delete subscription aws-load-balancer-operator -n aws-load-balancer-operator

$ aws iam detach-role-policy \
--role-name "${ROSA_CLUSTER_NAME}-alb-operator" \
--policy-arn $POLICY_ARN

$ aws iam delete-role \
--role-name "${ROSA_CLUSTER_NAME}-alb-operator”

3. fHB& AWS IAM SERS -

I $ aws iam delete-policy --policy-arn $POLICY_ARN
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& 8 F H#2 : I MICROSOFTENTRAID (LLai#F}y AZURE ACTIVE DIRECTORY) E& HNEGIRELER

2 8 EF I : ¥ MICROSOFTENTRAID (LAET#5 N AZURE
ACTIVE DIRECTORY) & N EBRIRHERERF

& BT LU Microsoft Entra ID  (LARI#R /) Azure Active Directory) BZiE M Red Hat OpenShift Service on
AWS (ROSA) KR B (D IRIETEF.

FHEEFETRUTES :
1. 1E Entra ID AR 3EMET N AR T30 0E,
2. f£ Entra ID HECEN AREFEM, UESHHRIETIEMARER,
3. ¥ Red Hat OpenShift Service on AWS B EZE {#F Entra ID fE N SRR HREF.

4. NENARTHHNR,

8.1. RIiR S

o (REIRIR Microsoft X#4 G| T —HEZLHFLE R,
8.2. 7 ENTRA ID HE A R e #1740k
E7 Entra ID AEMERN BIRFE, BEEUIE OAuth Bl URL, AEEMENN BRRE,

it
1 B ERIEEN T EFFZTI T a5 R AR ERFH OAuth @ URL :

% E,
. HICERFLE URL ; 2 EREMEL

$ domain=$(rosa describe cluster -c <cluster_name> | grep "DNS" | grep -oE
"\S+.openshiftapps.com’)
$ echo "OAuth callback URL.: https://oauth-openshift.apps.$domain/oauth2callback/AAD"

ol

OAuth [Ef URL ZRER"AAD" B R/ SR E1E LT R FIXER OAuth B3 IRIHIZF B FRIT
58

2. @it EKE Azure [ 13ROI Entra ID N, fAEESE App registrations Blade, #RfE, %##
New registration K 0&%# N AR,
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= Microsoft Azure 2 Search resources, services, and docs (G+/)

Home > redhat.com

sz redhat.com | App registrations =

Azure Active Directory

« —+ New registration @ Endpoints //?9 Troubleshooting O Refresh i

© Overview

Preview features
o Starting June 30th, 2020 we will no longer add any new features to Azure Active D

# Diagnose and solve problems we will no long&r provide feature updates. Applications will need to be upgraded t
Manage
All applications Owhged applications  Deleted applications
an Users \
a8 Groups L Start typing a display na\le or application (client) ID to filter these r...

BB External Identities
4+ Roles and administrators We dic

&8 Administrative units

&8 Enterprise applications

3. [N FAREFEeeEN, 0 openshift-auth,
4. M Redirect URI FHIZZ B AEFE Web, FHEIARE L—F HhiG3RE OAuth B URL BI{E,

5. IRMATEFERGE, = Register AN AERE,
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_ Microsoft Azure P Search resources, services, and docs (G+/)

Home > redhat.com | App registrations >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

openshift-auth ——___ v

Supported account types

Who can use this application or access this API?

@ Accounts in this organizational directory only (redhat.com only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web v I l https://oauth-openshift.apps.vafindgw.eastus.aroapp.io/oauth2call...

Register an app you're working on Integrate gallery apps and other apps from outside your organization by adding from Entscprise applications

By proceeding, you agree to the Microsoft Platform Policies 7'

6. 1%FE Certificates & secretssub-blade Fi%# New client secret,
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_ Microsoft Azure L Search resources, services, and docs (G+/)

Home > redhat.com | App registrations > openshift-auth

openshift-auth | Certificates & secrets

‘ L Search (Cmd+/)

|<<

#

Overview

Quickstart

" Integration assistant

Manage

D

III
1

Branding & properties
Authentication
Certificates & secrets
Token configuration
API permissions

Expose an API

. App roles

Owners

. Roles and administrators

Manifest

Support + Troubleshooting

7. SEEOERBIFEMER, HEMERNE N E secret [, LiTEBETELL secret,

B

M secret,

R'_vj Got feedback?

Credentials enable confidential applications to identify themselve
scheme). For a higher level of assurance, we recommend using a

o Application registration certificates, secrets and federated cred

Certificates (0)

Client secrets (0)

Federated credenti

A secret string that the application uses to prove its identity wh

~+ New client secret

Description

Expires

No client secrets have beeRn created for this application.

A ERE, BILEBRNE I secret, HIRFBICKE I secret, MATIAERR
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= Microsoft Azure O Search resources, services, and docs (G+/) biE @ [ O]

Home > redhat.com | App registrations > openshift-auth Add a Client secret X
openshift-auth | Certificates & secrets =

Description [ openshif] ]

Search (Cmd « %’ Got feedback?

i Overview

Credentials enable confidential applications to identify themselves to the auther
& Quickstart scheme). For a higher level of assurance, we recommend using a certificate (inst

#" Integration assistant

Manage @ Application registration certificates, secrets and federated credentials can be fc

B2 Branding & properties

3 Authentication Certificates (0) Client secrets (0)  Federated credentials (0)
Certificates & secrets A secret string that the application uses to prove its identity when requesting ¢

11! Token configuration

+ New client secret
- APl permissions

Description Expires Value
@ Expose an API i i

i App roles No client secrets have been created for this application.
&% Owners
&, Roles and administrators

[ Manifest

Support + Troubleshooting
2 Troubleshooting

2 New support request

Cancel

Ji3E Overview FAAHICT MARKF (FFm) IDFBEX (FF) ID, LML HRAPEEE
EiXE(E,
= Microsoft Azure P Search resources, services, and docs (G+/)

Home > redhat.com | App registrations > openshift-auth

openshift-auth | Certificates & secrets #

[ search (cmd+)) | « 27 Got feedback?

# Overview

X
& Quickstart o Got a second to give us some feedback? =
#" Integration assistant
Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
Manage scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
= Branding & properties
- x
D Authentication @ Application registration certificates, secrets and federated credentials can be found in the tabs below.
Certificates & secrets
i y
I' Token configuration Certificates (0)  Client secrets (1)  Federated credentials (0)
-2 API permissions . o L 5 . o
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
& Expose an AP
%5 App roles ~+ New client secret
&8 Owners Description Expires Value © Secret ID
I Manifest

Support + Troubleshooting

2 Troubleshooting

2 New support request

Make sure to make note of the client secret value!

8.3. 7 ENTRAID #RECEN BREF M, FHEHI S EMHSEH

H 1k, AWS _EB Red Hat OpenShift Service B EHIE BR ORIk, B HEE Entra ID, LR
HHARIEFES - email #1 preferred_username, 5% Entra ID M AEFBRNEZER, HESH
Microsoft 3X#4,

BRT HIRBIR S BRIIUES, Red Hat OpenShift Service on AWS M IR FEATHAE, LEThEESIF

OpenlD Connect (OIDC)Z 1R AtF2F (40 Entra ID) RALF FBILER 7 %M, LUETE AWS £ Red
Hat OpenShift Service &,
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BCiE rlkE RS HR
& 7] LATE Entra ID FRECE AT LA BA,

1. = Token configuration sub-blade Fi%£#¥ Add optional claim $Z#l,

= Microsoft Azure O Search resources, services, and docs (G+/)

Home > redhat.com | App registrations > openshift-auth

i openshift-auth | Token configuration =

‘/O Search (Cmd+/) ’ « 27 Got feedback?

B Overview Optional claims

&4 Quickstart . . ) . . . - .
Q Optional claims are used to configure additional information which is returned in one or mc

#" Integration assistant
—+ Add optional claim| — Add groups claim

Manage
B2 Branding & properties

Claim T Description
5) Authentication

No results.
Certificates & secrets
il! Token configuration

- APl permissions

& Expose an API

WefE ID HFREL,

= Microsoft Azure R Search resources, services, and docs (G+/) 1]_—‘7 @ 5‘:93 @ }5?

Home > redhat.com | App registrations > openshift-auth Add Optional Claim X
1 openshift-auth | Token configuration »

Once a token type is selected, you may choose from a list of available optional claims.

[ L Search (Cmd+/) l « P\j Got feedback?
. Overview Optional claims *Token type
&5 Quickstart Access and ID tokens are used by applications for authentication. Learn more7

Optional claims are used to configure additior

#" Integration assistant D
+ Add optional claim  ~+ Add groups @ () Access
Manage O SAML
2 Branding & properties
Claim * Descriptio
3 Authentication
No results.

Certificates & secrets
iI! Token configuration
-2~ API permissions
& Expose an API
#5 App roles
&2 Owners
al, Roles and administrators

Manifest

Support + Troubleshooting

2 Troubleshooting

£ New support request

3. kA HLFHRE AREARIEAE.
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L Search resources, services, and docs (G+/)

Home > redhat.com | App registrations > openshift-auth

i openshift-auth | Token configuration =

Add optional claim X

Once a token type is selected, you may choose from a list of available optional claims.

[ £ search (cmd+/)

‘ « ,é? Got feedback?

Overview
& Quickstart

* Integration assistant

Manage

T Branding & properties

2 Authentication
Certificates & secrets

{11! Token configuration

-9~ API permissions

& Expose an AP

S5 Approles

&8 Owners

&t Roles and administrators

il Manifest

Support + Troubleshooting
4 Troubleshooting

Q New support request

Optional claims *Token type

Access and ID tokens are used by applications for authentication. Learn more

Optional claims are used to configure additional information which is rt
ID

O Access
QO samL

—+ Add optional claim  — Add groups claim

Claim 1 Description

[®] claim
O acet
[ auth_time
O ey

email

No results.

D family_name
7 fwd

D given_name
D in_corp

D ipaddr

D login_hint
D onprem_sid

(] preferred_username

Add

Description

User's account status in tenant

Time when the user last authenticated; See OpenID Conn...
User's country/region

The addressable email for this user, if the user has one
Provides the last name, surname, or family name of the us...
IP address

Provides the first or "given" name of the user, as set on th...
Signals if the client is logging in from the corporate netw...
The IP address the client logged in from

Login hint

On-premises security identifier

Provides the preferred username claim, making it easier f...

4. 1t preferred_username FESEIE, RS, R Add REE HFHEEH
preferred_username FHRERY Entra ID N AR,

Microsoft Azure

2 Search resources, services, and docs (G+/)

Home > redhat.com | App registrations > openshift-auth

HE openshift-auth | Token configuration =

Add optional claim X

Once a token type is selected, you may choose from a list of available optional claims.

«

B Overview

& Quickstart

#' Integration assistant

Manage

& Branding & properties

D Authentication
Certificates & secrets

il Token configuration

= APl permissions

@ Expose an AP

H App roles
& Owners
&, Roles and administrators

[ Manifest
Support + Troubleshooting

£ Treubleshooting

£ New support request

o

5. TEATIER

57 Got feedback?

Optional claims

* Token type

Access and ID tokens are sed by applications for authentication. Learn more o'

Optional claims are used to configure additional information which is returned in one or more tokens. Learn more

-+ Add optional claim - Add groups claim

Claim + Description

No results.

@® D
O Access
O samL

(=] claim ©

[ ipaddr

[ togin_hint

[ onprem_sid
preferred_username

[ pwd_exp

[ pwd_url

[ sid

[ tenant_ctry

[ tenant_region_scope

[ upn

[ verified_primary_email

[ verified_secondary_email

[ vnet

[ xms_pdt

[ xms_pl

[ xms_tpl

[ ztaid

Description
The IP address the client logged in from

Login hint

On-premises security identifier

Provides the preferred usermame claim, making it easier f...
The datetime at which the password expires

A URL that the user can visit to change their password
Session ID, used for per-session user sign out

Resource tenant's country/region

Region of the resource tenant

An identifier for the user that can be used with the userna..
Sourced from the user's PrimaryAuthoritativeEmail
Sourced from the user's SecondaryAuthoritativeEmail
VNET specifier information

Preferred data location

User-preferred language

Tenant-preferred language

Zero-touch Deployment ID

HII—NAEE, RIBIRREBAYNEM Microsoft Graph HBR,
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Microsoft Azure R Search resources, services, and doc

Home > redhat.com | App registrations > openshift-auth

i openshift-auth | Token configuration #

Add optional claim

Some of these claims (email, upn) require Openld Connect scopes to be configured

‘ O Search (Cmd+/) ‘ « 27 Got feedback?

B Overview

Optional claims token).

Quickstart Optional claims are used to comfigure additional information which,
ancel
#" Integration assistant

~ Add optional claim  — Add groups claim

U Aeeess

Manage O samL
B2 Branding & properties
Claim T .
2D Authentication (=] claim
No results. D

Certificates & secrets pwd_url
m [ sid
i

Token configuration

D tenant_ctry

-2 API permissions
& Expose an AP D tenant_region_scope
5 App roles upn
&8 Owners [ verified_primary_email
&, Roles and administrators (] verified_secondary_email
Manifest D vnet

D xms_pd|
Support + Troubleshooting

D xms_pl
2 Troubleshooting

D xms_tpl
:’2 New support request

O ztdia

ECiEZHFABA (|Ii%k)
E2i& Entra ID LARHLZH A AR,

ez

1. 7£ Token configuration sub-blade F st Add groups claim,

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > redhat.com | App registrations > openshift-auth

! openshift-auth | Token configuration =

through the API permissions page or by checking the box below. Learn more

Turn on the Microsoft Graph email, profile permission (required for claims to appear in

Description

A URL that the user can visit to change their password
Session ID, used for per-session user sign out
Resource tenant's country/region

Region of the resource tenant

An identifier for the user that can be used with the userna...
Sourced from the user's PrimaryAuthoritativeEmail
Sourced from the user's SecondaryAuthoritativeEmail
VNET specifier information

Preferred data location

User-preferred language

Tenant-preferred language

Zero-touch Deployment ID

Optional claims are used to configure additional information which is returned in one o

|)9 Search (Cmd+/) | « & Got feedback?
= Overview Optional claims
& Quickstart
;,' Integration assistant

-+ Add optional claim |+ Add groups claim
Manage
T2 Branding & properties

Claim T Description

5) Authentication

No results.

Certificates & secrets

!I' Token configuration

- APl permissions

& Expose an AP

2. EREB Entra ID M BARFEEZHRER, 155 Security groups, AER Add,
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EXGF, HERaSAPMBEMNMAERSE, EELETIMES, WBIRAFPN
B E5ERT Red Hat OpenShift Service on AWS B94H,

2 Search resources, services, and docs (G+/) ﬂ_—v' & @ @ ;’{_vj ;
Home > redhat.com | App registrations > openshift-auth Edlt groups Claim X

!]' openshift-auth | Token configuration = -

[ search (cmd+/)

‘<<

B Overview
& Quickstart

# " Integration assistant

Manage

£= Branding & properties

@ Adding the groups claim applies to Access, ID, and SAML token types. Learn more '
}’7? Got feedback?

Optional claims Select group types to include in Access, ID, and SAML tokens.

Security groups
Optional claims are used to configure additional information which X
D Directory roles
~ Add optional claim 4~ Add groups claim D All groups (includes distribution lists but not groups assigned to the application)

D Groups assigned to the application

Claim T Descripgién
3 Authentication Customize token properties by type
email e addressable email for this us
Certificates & secrets v 1D
o upn An identifier for the user that car,
il! Token configuration v Access
-9~ API permissions ~ SAML

& Expose an API

#2 App roles

& Owners

4. Roles and administrators

I Manifest

Support + Troubleshooting
2 Troubleshooting

2 New support request

Cancel

8.4. E2i& RED HAT OPENSHIFT SERVICE ON AWS & #£ L1 ENTRA ID
N B DRHER

RS Red Hat OpenShift Service on AWS EZ & M8 Entra ID ¥ H B IR AR,

F 3R ROSA 124 7 f£F OpenShift Cluster Manager B2 & B 1212 T2 FHITHEE, {H ROSA CLI fEF ROSA
CLI 9558 OAuth N FEECE N E M Entra ID fE N E SR RHERF. ERESHIRERERF, HEH
REEFEEXBELENDTE

it =
1L BITUTHSROELE :

$ CLUSTER_NAME=example-cluster @)
$ IDP_NAME=AAD @

$ APP_ID=yyyyyyyy-yyyy-yyyy-yyyy-yyyyyyyyyyyy 9
$ CLIENT _SECRET=XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX °

$ TENANT |D=2z777777-7227-2777-727277-772277227777 6

A ROSA £EEM LT BIE,
I (BB 0 18 2 BUTE LT A2 FR A BB OAuth [B]1E URL AR {E B & FR,

HRANAREF (B IDE#RE.

6@@0

£ F Client Secret &6,
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© =mEEE @Er) DERE.

2. BT TS REERRN OAuth IRIEtRER, MREATHSEHR, EfR&RER --group-claims
groups S#,

o MREMTHRR, HZTUUTHS :

$ rosa create idp \

--cluster ${CLUSTER_NAME} \

--type openid \

--name ${IDP_NAME} \

--client-id ${APP_ID} \

--client-secret ${CLIENT_SECRET} \
--issuer-url https://login.microsoftonline.com/${TENANT_ID}/v2.0 \
--email-claims email \

--name-claims name \
--username-claims preferred_username \
--extra-scopes email,profile \
--groups-claims groups

o MRFXBESRAAERFH, HETUTHS :

$ rosa create idp \

--cluster ${CLUSTER_NAME} \

--type openid \

--name ${IDP_NAME} \

--client-id ${APP_ID} \

--client-secret ${CLIENT_SECRET} \
--issuer-url https://login.microsoftonline.com/${TENANT_ID}/v2.0 \
--email-claims email \

--name-claims name \
--username-claims preferred_username \
--extra-scopes email,profile

VoS, EEBDEIE Operator XN AEAIEDR, ERLUER Entra ID B R EIEERE,

8.5. &M AR T HAIR

—RERE, BARRSFRITCEEGIERRIIIR. FIMERT, RedHat OpenShift Service on
AWS PR F IR RE P QIR FT 01 B s fp & 22 A AR,  E AW B 72 U1 AR 2 R BRI,

B REN P AR T X LGS D EE,

HEAE P RSN EER
Red Hat OpenShift Service on AWS SiFKETEREMNA R, SIBEAVFEEFRISTE T R RAIESIR
cluster-admin & &,

Pk =
o ZTLLT®S, BFAFN cluster-admin & &HI5 AR -

$ rosa grant user cluster-admin \

—-user=<USERNAME> @)
—cluster=${CLUSTER_NAME}
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Q REERGRBEGE AR Entra ID A&,

FEANHZF N PR

INRATEFEE AR, %8 OAuth N ERHERAL ID B0 E#H A BAR 5 5, 5EF OAuth
HNEA B 2482 RoleBindings #1 ClusterRoleBindings, 12 i 5 & B 2 8H#2 0
XL E

ZRF B EMBIN cluster-admin A BRIZH RIARR, S 154H ID Al ClusterRoleBinding.

it =

o ZiTLAT a3k AIE ClusterRoleBinding :

--clusterrole=cluster-admin \

ey
$ oc create clusterrolebinding cluster-admin-group \
~-group=<GROUP_ID> @)

Q@ RUCERERBERALIRM Entra 1D 4 1D,
WAE, BEHFPHNEMA #2853 cluster-admin 175 (7] £ R,
8.6. HAth FTiR

BXMNfEER RBAC £ AWS AE LFIN AR ESER, 1554 Red Hat OpenShift Service on AWS
=
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O T HiE : 1A STS B ROSA L{#FH AWS SECRETS
MANAGER CSI
AWS Secret FECEIRETERF (ASCP)IRH T — % AWS Secret AFF 4 Kubernetes i BH AL, EHA

ASCP, f&BILUE Secrets Manager RFHEFIBEIRIEM secret, SAE T Red Hat OpenShift Service on
AWS (ROSA) Liz TR T/E i kiR el 1,

9.1. FUiR S M4
EFF AL 2R, ERECBLUTHRMIE !
o fHF3 STS BREH) ROSA K&
® Helm3
e AWS CLI
e oc CLI
e jqCLI
B BIMEE K
1 BITU TS EFREEN ROSA &5 -
I $ oc login --token=<your-token> --server=<your-server-url>

& AT LB M Red Hat OpenShift Cluster Manager 1j[7] pull secret RZEHIBHIE T SHE,

2. BTUTRS, BIFEEERASTS::

$ oc get authentication.config.openshift.io cluster -o json \
| jq .spec.serviceAccountlssuer

i Bl
I "https://xxxxx.cloudfront.net/xxxxx"

INREHEHE AR, EREMEE, ERLSIRRAT, SO STS SERFRVZLIE XX,

TLLF 44, J$ SecurityContextConstraints f{fRiIXZE N ft1F CSI KNI FIZIT ¢

$ oc adm policy add-scc-to-user privileged \
system:serviceaccount:csi-secrets-store:secrets-store-csi-driver
$ oc adm policy add-scc-to-user privileged \

151
$ oc new-project csi-secrets-store
system:serviceaccount:csi-secrets-store:csi-secrets-store-provider-aws

»
D

TUTaS, QBINMETELUEREERA :

$ export REGION=$(oc get infrastructure cluster -o=jsonpath="
{.status.platformStatus.aws.region}")
$ export OIDC_ENDPOINT=$(oc get authentication.config.openshift.io cluster \

64


https://console.redhat.com/openshift/install/pull-secret
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/install_rosa_classic_clusters/#rosa-sts-creating-a-cluster-quickly

FEoOBHIR . /7 STS M ROSA {8l AWS SECRETS MANAGER CS

-0 jsonpath="{.spec.serviceAccountlssuer}' | sed 's|*https://||")
$ export AWS_ACCOUNT_ID="aws sts get-caller-identity --query Account --output text’
$ export AWS_PAGER=""

9.2. 2fE AWS SECRET Mt B2 T
1. BT T4, FH Helm EA secret 76% CSI IKEHTRR -

$ helm repo add secrets-store-csi-driver \
https://kubernetes-sigs.github.io/secrets-store-csi-driver/charts

2. BT S EEH Helm G fF :

I $ helm repo update
BITU TS RLRE secret 176% CSI KHHFRFE -
$ helm upgrade --install -n csi-secrets-store \
csi-secrets-store-driver secrets-store-csi-driver/secrets-store-csi-driver

UL e 3R ERE AWS HBEN/F -

$ oc -n csi-secrets-store apply -f \
https://raw.githubusercontent.com/rh-mobb/documentation/main/content/misc/secrets-
store-csi/aws-provider-installer.yaml

ITUTRS, BEMAD Daemonsets EHBIEEIZTT ¢

$ oc -n csi-secrets-store get ds \
csi-secrets-store-provider-aws \
csi-secrets-store-driver-secrets-store-csi-driver

6. 1fTLLTF M4, Fric Secrets Store CS| Driver AR F 5 2[R pod T2 B EE —F M :

$ oc label csidriver.storage.k8s.io/secrets-store.csi.k8s.io security.openshift.io/csi-ephemeral-
volume-profile=restricted

9.3. |3 SECRET #0 IAM 15 7] 5EB%

. BT T4, 7E Secret Manager & secret :

--name MySecret --secret-string \
{"username":"shadowman", "password":"hunter2"}" \
--query ARN --output text)

ey
$ SECRET_ARN=$(aws --region "$REGION" secretsmanager create-secret \
$ echo $SECRET_ARN

2. AT a2 1AM 1757 SRBE ST -

$ cat << EOF > policy.json

—_
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"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret”

I,
"Resource": ["$SECRET_ARN"]

1
}
EOF

3. BITUT SRR IAM U7 R 5K

--output text iam create-policy \
--policy-name openshift-access-to-mysecret-policy \
--policy-document file://policy.json)

ié,
$ POLICY_ARN=$(aws --region "$REGION" --query Policy.Arn \
$ echo $POLICY_ARN

4. BITLUT R R4 1AM B SR -

Y SRR E R B EE L T 2P O Ba e & Z R B BIARRSSIK .

$ cat <<EOF > trust-policy.json
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Condition™: {
"StringEquals” : {
"${OIDC_ENDPOINT}:sub": ["system:serviceaccount:my-application:default"]
}

}
"Principal™: {
"Federated": "arn:aws:iam::$AWS_ACCOUNT_ID:oidc-provider/${OIDC_ENDPOINT}"
},
"Action": "sts:AssumeRoleWithWebldentity"
}
]
}
EOF

5. BITUTHHRLE IAM A& :

--assume-role-policy-document file://trust-policy.json \
--query Role.Arn --output text)

:\'i/
$ ROLE_ARN=$(aws iam create-role --role-name openshift-access-to-mysecret \
$ echo $ROLE_ARN

6. 2T T, [HAEKHINEIZRES
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$ aws iam attach-role-policy --role-name openshift-access-to-mysecret \
--policy-arn $POLICY_ARN

9.4. B3N AR FLUER L SECRET
1. SBITLL T e H R AIEE OpenShift W H :
I $ oc new-project my-application

TUAT e, MR default BRSIKFLMER STS AR -

$ oc annotate -n my-application serviceaccount default \
eks.amazonaws.com/role-arn=$ROLE_ARN

3. BITUTHS, OIE secret SN LLT A1 FA18 secret :
$ cat << EOF | oc apply -f -
apiVersion: secrets-store.csi.x-k8s.io/v1
kind: SecretProviderClass
metadata:
name: my-application-aws-secrets
spec:
provider: aws
parameters:
objects: |
- objectName: "MySecret"
objectType: "secretsmanager”
EOF

4. HRALT;S, FRAKIIM secret 01 Deployment :

i
. f&E
$ cat << EOF | oc apply -f -
apiVersion: v1
kind: Pod
metadata:
name: my-application
labels:
app: my-application
spec:
volumes:
- name: secrets-store-inline
csi:
driver: secrets-store.csi.k8s.io
readOnly: true
volumeAttributes:
secretProviderClass: "my-application-aws-secrets”
containers:
- name: my-application-deployment
image: k8s.gcr.io/e2e-test-images/busybox:1.29
command:
- "/bin/sleep”
- "10000"
volumeMounts:
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- name: secrets-store-inline
mountPath: "/mnt/secrets-store"
readOnly: true

ZITUL TS, B Pod 2B 2845 T secret :

ey
I $ oc exec -it my-application -- cat /mnt/secrets-store/MySecret

9.5. ;518
TUUT 5 e MIBRN. BRE -

%
I $ oc delete project my-application
2. IBITLAT 65 e MIBR secret 6% csi IBHARRF -
I $ helm delete -n csi-secrets-store csi-secrets-store-driver
T T ep R MPRE £ L FXXAR -
$ oc adm policy remove-scc-from-user privileged \
system:serviceaccount:csi-secrets-store:secrets-store-csi-driver

$ oc adm policy remove-scc-from-user privileged \
system:serviceaccount:csi-secrets-store:csi-secrets-store-provider-aws

4. TLL T o e fifR AWS A7 -

https://raw.githubusercontent.com/rh-mobb/documentation/main/content/misc/secrets-store-

159
$ oc -n csi-secrets-store delete -f \
csi/aws-provider-installer.yaml

5. BT e &K MIER AWS f BRI

$ aws iam detach-role-policy --role-name openshift-access-to-mysecret \
--policy-arn $POLICY_ARN

$ aws iam delete-role --role-name openshift-access-to-mysecret

$ aws iam delete-policy --policy-arn $POLICY_ARN

6. IZITA T % EMIFR Secrets Manager secret :

I $ aws secretsmanager --region SREGION delete-secret --secret-id $SECRET_ARN
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2510 = #(#2 : 7£ ROSA LE£{#FH AWS CONTROLLERFOR
KUBERNETES

AWS Controller for Kubernetes (ACK)®[iEf&E# M Red Hat OpenShift Service on AWS (ROSA)E X #
B AWS RSSHIR. B ACK, &AL ARRERMA AWS EENRS, MITHEE LEHENNTIR,
S ITIRMERE P IR EZUE BN E T R TheEmIAR 5.

& LUE M OperatorHub &2 & Fh ACK Operator, iXFEEAHEMAFFIA, FIF Operator A FEHIN
2R, LbiZHI2R =2 Kubernetes BB AWS Controller B9—MHM, URIALTFFF A A S TIHIR .

AR ERE ACK S3 Operator, fEiL A LAFT X &EBEHY OperatorHub AREY{EMIE M ACK Operator i3
T,

10.1. HTHRS:14
e ROSA &K%
e E7 cluster-admin $15# F Fik F
e OpenShift CLI (oc)

® Amazon Web Services (AWS) CLI (aws)

10.2. WEEHIME
1 BEUTHELE, BSERAHMELNBAENER

$ export CLUSTER_NAME=$(oc get infrastructure cluster -o=jsonpath="
{.status.infrastructureName}" | sed 's/-[a-z0-9]\{5\}$//)

$ export REGION=$(rosa describe cluster -c ${ROSA_CLUSTER_NAME]} --output json | jq -r
.region.id)

$ export OIDC_ENDPOINT=$(oc get authentication.config.openshift.io cluster -o json | jq -r
.spec.serviceAccountlssuer | sed 's|*https:/||")

$ export AWS_ACCOUNT_ID="aws sts get-caller-identity --query Account --output text’

$ export ACK_SERVICE=s3

$ export ACK_SERVICE_ACCOUNT=ack-${ACK_SERVICE}-controller

$ export POLICY_ARN=arn:aws:iam::aws:policy/AmazonS3FullAccess

$ export AWS_PAGER=""

$ export SCRATCH="/tmp/${ROSA_CLUSTER_NAME}/ack"

$ mkdir -p ${SCRATCH}

2. EBEHEIT—ERORT, IHAERTE FREBEMRHL

$ echo "Cluster: ${ROSA_CLUSTER_NAME}, Region: ${REGION}, OIDC Endpoint:
${OIDC_ENDPOINT}, AWS Account ID: ${AWS_ACCOUNT _ID}"

10.3. & AWS ik

1. iy ACK Operator | AWS Identity Access Management (IAM){S{E5RHE :

$ cat <<EOF > "${SCRATCH]}/trust-policy.json"

{
"Version": "2012-10-17",
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"Statement": [
{
"Effect": "Allow",
"Condition": {

"StringEquals” : {

"${OIDC_ENDPOINT}:sub": "system:serviceaccount:ack-

system:${ACK_SERVICE_ACCOUNT}"

}
b
"Principal™: {

"Federated": "arn:aws:iam::$AWS_ACCOUNT_ID:oidc-provider/${OIDC_ENDPOINT}"
b
"Action": "sts:AssumeRoleWithWebldentity"
}
]

}
EOF

2. 5 ACK Operator |8 AWS IAM B, LUERIZHIIN AmazonS3FullAccess kB :

A R BB GitHub ORI BIHEFEFRISRES, i
https://github.com/aws-controllers-k8s/s3-
controller/blob/main/config/iam/recommended-policy-arn,

$ ROLE_ARN=$(aws iam create-role --role-name "ack-${ACK_SERVICE}-controller" \
--assume-role-policy-document "file://${SCRATCHY}/trust-policy.json" \
--query Role.Arn --output text)

$ echo $ROLE_ARN

$ aws iam attach-role-policy --role-name "ack-${ACK_SERVICE}-controller" \
--policy-arn ${POLICY_ARN}

10.4. 2% ACK S3 CONTROLLER
1. GIB—1I18, & ACKS3 Operator B3 :

I $ oc new-project ack-system

2. {8 ACK S3 Operator BCE B4 :

ACK_WATCH_NAMESPACE #1228, LAEIEHI2s T LUEA i i SR B iy
AR ZEM,

$ cat <<EOF > "${SCRATCH}/config.txt"
ACK_ENABLE_DEVELOPMENT_LOGGING=true
ACK_LOG_LEVEL=debug
ACK_WATCH_NAMESPACE=
AWS_REGION=${REGION}
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AWS_ENDPOINT_URL=
ACK_RESOURCE_TAGS=${CLUSTER_NAME}
ENABLE_LEADER_ELECTION=true
LEADER_ELECTION_NAMESPACE=

EOF

3. A E—FHhrse kA ConfigMap :

$ oc -n ack-system create configmap \
--from-env-file=${SCRATCH}/config.txt ack-${ACK_SERVICE}-user-config

4. M OperatorHub &% ACK S3 Operator :

$ cat << EOF | oc apply -f -
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: ack-${ACK_SERVICE}-controller
namespace: ack-system
spec:
upgradeStrategy: Default
apiVersion: operators.coreos.com/vialphat
kind: Subscription
metadata:
name: ack-${ACK_SERVICE}-controller
namespace: ack-system
spec:
channel: alpha
installPlanApproval: Automatic
name: ack-${ACK_SERVICE}-controller
source: community-operators
sourceNamespace: openshift-marketplace
EOF

5. A AWS IAM A1/ ACK S3 Operator IR, LUREMESEHE -

$ oc -n ack-system annotate serviceaccount ${ACK_SERVICE_ACCOUNT} \
eks.amazonaws.com/role-arn=${ROLE_ARN} &&\
oc -n ack-system rollout restart deployment ack-${ACK_SERVICE}-controller

6. %iiE ACK S3 Operator @ B IEFEIZTT :

I $ oc -n ack-system get pods

i Bl
NAME READY STATUS RESTARTS AGE
ack-s3-controller-585f6775db-s4lfz 1/1  Running 0 51s
10.5. JIEERE
1. BFE S3 FiEmHEIR :

71



Red Hat OpenShift Service on AWS 4 ##2

$ cat << EOF | oc apply -f -
apiVersion: s3.services.k8s.aws/vialphat
kind: Bucket
metadata:
name: ${CLUSTER-NAME}-bucket
namespace: ack-system
spec:
name: ${CLUSTER-NAME}-bucket
EOF

2. BUE AWS A S3 FifRRE B0 -
I $ aws s3 Is | grep ${CLUSTER_NAME}-bucket
i Bl

I 2023-10-04 14:51:45 mrmc-test-maz-bucket

10.6. ;51E
1. MR S3 FHERETIR -

I $ oc -n ack-system delete bucket.s3.services.k8s.aws/${CLUSTER-NAME}-bucket
2. MR ACK S3 Operator #1 AWS IAM A €& :

$ oc -n ack-system delete subscription ack-${ACK_SERVICE}-controller
$ aws iam detach-role-policy \

--role-name "ack-${ACK_SERVICE}-controller" \

--policy-arn ${POLICY_ARN}
$ aws iam delete-role \

--role-name "ack-${ACK_SERVICE}-controller"

3. Mk ack-system TiE :

I $ oc delete project ack-system
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% N E HIE : £ ROSA LEEAZF DNS OPERATOR

External DNS Operator ¥ ZFHE 2 ExternalDNS, LUE H3 B AE8 DNS #£57 (40 Amazon Route
53) BIARSS L ERIRHLZFERITE] Red Hat OpenShift Service on AWS (ROSA)SEREE, TEAHGRS, ol
P A Z 0\ O3 2R ERE ANE B A E8 DNS Operator, LB Amazon Route 53 H1# DNS it 3%,

B

External DNS Operator A #{# M IAM A B AFRSIK 7 (IRSA)I STS, FER KM
Identity Access Management (IAM)&ilE, ¥ Operator X#f STS I, fFEHAHIE,

1.1 IR

e ROSA ZZBLEEE¥

q , HRIAEEA HCP B ROSA,

e EX cluster-admin $H A ik F

e OpenShift CLI (oc)

® Amazon Web Services (AWS) CLI (aws)
o ME—pRYLE, 0 apps.example.com

e Ll EIFA Amazon Route 53 AHIEERX

1.2, KEBERHINE

1. BEEUTINEELE :

$ export DOMAIN=<apps.example.com> ﬂ

$ export AWS_PAGER=""

$ export CLUSTER=$(oc get infrastructure cluster -o=jsonpath="{.status.infrastructureName}"
| sed 's/-[a-z0-9]\{5\}$//")

$ export REGION=$(oc get infrastructure cluster -o=jsonpath="
{.status.platformStatus.aws.region}")

$ export AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query Account --output text)

$ export SCRATCH="/tmp/${CLUSTER}/external-dns"

$ mkdir -p ${SCRATCH}

ﬂ FEREEAT IngressController BIE E X giE i,

2. EBTHEIT—ERORT, IHIAERTE FREBEMRHL

$ echo "Cluster: ${CLUSTER]}, Region: ${REGION}, AWS Account ID:
${AWS_ACCOUNT _ID}"
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— S Cluster' ﬁ HAT LB REF AR, SAFRIAER ID HEFEHRIZ, W
%Eﬁﬁﬁﬁ—/\fm , BRI LLES IEIT AT e R F o EXME

I $ export CLUSTER=my-custom-value

N.3. ZF/HAOIZTHIBF T E
LTS U ERE = A ORIR,

(1} =355
o ME—pRYLE, 10 apps.example.com

o BET LB E VISRIBEATEL SAN TLS it 45 (CN swig.apps.example.com)

it

1. MALEAFRI N HAIEP O — DT TLS secret, E A fullchain.pem 2 &85 208 B RFIE 15 5%
(BFEE ] 0 privkey.pem 2 EBECFILT :

$ oc -n openshift-ingress create secret tls external-dns-tls --cert=fullchain.pem --
key=privkey.pem

2. DIEHH IngressController R :

$ cat << EOF | oc apply -f -
apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
name: external-dns-ingress
namespace: openshift-ingress-operator
spec:
domain: ${DOMAIN}
defaultCertificate:
name: external-dns-tls
endpointPublishingStrategy:
loadBalancer:
dnsManagementPolicy: Unmanaged
providerParameters:
aws:
type: NLB
type: AWS
scope: External
type: LoadBalancerService
EOF
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Digk

H

[ |

Ltk IngressController ‘RFIFIE AWS K - /A BT 15 (7] ELEX R EY Network
Load Balancer (NLB), EE#MNE8 NLB, E1E4I% IngressController 7§

JRRIS .spec.endpointPublishingStrategy.loadBalancer.scope S#1% &
7 Internal,

3. BIEAE X IngressController 2% 2 AN OIE T 88 71 o gs -

I $ oc -n openshift-ingress get service/router-external-dns-ingress

i
NAME TYPE CLUSTER-IP  EXTERNAL-IP
PORT(S) AGE

router-external-dns-ingress LoadBalancer 172.30.71.250
a4838bb991c6748439134ab89f132a43-acae124077b50c01.elb.us-east-1.amazonaws.com
80:32227/TCP,443:30310/TCP  43s

1.4. f£#& AWS ik~

1. ¥&%& Amazon Route 53 AHIEEX ID :

$ export ZONE_ID=$(aws route53 list-hosted-zones-by-name --output json \
--dns-name "${DOMAIN}." --query 'HostedZones[0]'.Id --out text | sed 's/VhostedzoneV//")

2. KRS EFE DNS HelMISTY, LUEH Ingress Controller BIEISEE S A DNS &4 :

$ NLB_HOST=$(oc -n openshift-ingress get service/router-external-dns-ingress -ojsonpath="
{.status.loadBalancer.ingress[0].hostname}")
$ cat << EOF > "${SCRATCH}/create-cname.json"
{
"Comment":"Add CNAME to ingress controller canonical domain”,
"Changes":[{
"Action":"CREATE",
"ResourceRecordSet":{
"Name": "router-external-dns-ingress.${DOMAIN}",
"Type":"CNAME",
"TTL":30,
"ResourceRecords":[{
"Value": "${NLB_HOST}"
1]
}
1]

}
EOF

External DNS Operator f& FiXMISEIA/E ) CNAME 125 B 1T,

75



Red Hat OpenShift Service on AWS 4 ##2

3. BAMEXT Amazon Route 53 BB R LA 4T (X HE -

aws route53 change-resource-record-sets \
--hosted-zone-id ${ZONE_ID} \
--change-batch file://${SCRATCH}/create-cname.json

4. QIEE— AWS IAM ZEBESTHY, FoiF 4EB DNS Operator /X B EE X AHRIEEKX :

$ cat << EOF > "${SCRATCH}/external-dns-policy.json"
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"route53:ChangeResourceRecordSets”
],
"Resource”: [
"arn:aws:route53:::hostedzone/${ZONE_ID}"
]
|3

{
"Effect": "Allow",

"Action": [
"route53:ListHostedZones",
"route53:ListResourceRecordSets"

1,

"Resource”: [

nkn

]
}
]

}
EOF

5. i AWS IAM A F -

I $ aws iam create-user --user-name "${CLUSTER]}-external-dns-operator"”

6. MIHINZRES :

$ aws iam attach-user-policy --user-name "${CLUSTER}-external-dns-operator" --policy-arn
$POLICY_ARN

XIFELLEBIRR A R IRSA BXh STS.

7. N IAM B A AWS B -

$ SECRET_ACCESS_KEY=$(aws iam create-access-key --user-name "${CLUSTER}-
external-dns-operator")
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8. BIRESRFEIL

$ cat << EOF > "${SCRATCH}/credentials"
[default]

£ N E HF2 : £ ROSA LEBEHEE DNS OPERATOR

aws_access_key_id = $(echo $SECRET_ACCESS_KEY | jq -r '.AccessKey.AccessKeyld')
aws_secret_access_key = $(echo $SSECRET_ACCESS_KEY | jq -r

".AccessKey.SecretAccessKey')
EOF

11.5. &% EXTERNAL DNS OPERATOR
1. BIE— 1 #FHUiE

I $ oc new-project external-dns-operator

2. M OperatorHub %% 4B DNS Operator :

$ cat << EOF | oc apply -f -
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: external-dns-group
namespace: external-dns-operator
spec:
targetNamespaces:
- external-dns-operator
apiVersion: operators.coreos.com/vialphat
kind: Subscription
metadata:
name: external-dns-operator
namespace: external-dns-operator
spec:
channel: stable-v1.1
installPlanApproval: Automatic
name: external-dns-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
EOF

3. %15 48 DNS Operator IETEIZ{T :

I $ oc rollout status deploy external-dns-operator --timeout=300s

4. M AWS IAM A P EIEDIEE secret :

$ oc -n external-dns-operator create secret generic external-dns \

--from-file "${SCRATCH}/credentials”

5. ZRZ ExternalDNS #2425 :

$ cat << EOF | oc apply -f -

apiVersion: externaldns.olm.openshift.io/vibetai
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kind: ExternalDNS
metadata:

name: ${DOMAIN}
spec:

domains:

- filterType: Include
matchType: Exact
name: ${DOMAIN}

provider:

aws:
credentials:

name: external-dns
type: AWS
source:

openshiftRouteOptions:

routerName: external-dns-ingress
type: OpenShiftRoute
zones:
- ${ZONE_ID}
EOF

6. FRFEHIZRZTT

I $ oc rollout status deploy external-dns-${DOMAIN} --timeout=300s

1.6. BE BN BRF

II7E ExternalDNS #ZHIZFIEEZ1T, BAUEBE-—PROINARE, UHNEAFHIEENEET BE
SIEFFHEE

1. AEROINAEFLB— IS -

I $ oc new-project hello-world

2. ERZE hello world N :

I $ oc new-app -n hello-world --image=docker.io/openshift/hello-openshift

3. AN ARERFUIREE R E AR

$ oc -n hello-world create route edge --service=hello-openshift hello-openshift-tls \
--hostname hello-openshift. 5{DOMAIN}

4. K& ExternalDNS £ B5h11E DNS i3k :

v -
! LK AT RE R B JL 0 BAst [A] F & W FE Amazon Route 53 /1,

$ aws route53 list-resource-record-sets --hosted-zone-id ${ZONE_ID} \
--query "ResourceRecordSets[?Type == 'CNAME']" | grep hello-openshift
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5. A% : LA LAEE ExternalDNS GRS TXT i85 :

$ aws route53 list-resource-record-sets --hosted-zone-id ${ZONE_ID} \
--query "ResourceRecordSets[?Type == "TXT']" | grep ${DOMAIN}

6. curl FAIER DNS iCRKEIRGIN BIEFE, LUISIER LU A hello world N 2R :

I $ curl https://hello-openshift. 5{DOMAIN}

it Bl

I Hello OpenShifi!
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12 Z 32 : £ ROSA L{#H CERT-MANAGER OPERATOR %f]

ASA AU

ARBEMIEPRIRITAESNAE S —RFEHEMAMERRMEE A4, BEEMAMITRFEENETDE
A EANIES,

T RN {FE A cert-manager Operator for Red Hat OpenShift, Let's Encrypt {# B & s A 25
RS R miES,

12.1. BUiR S 4

ROSA £ 2&f(HCP X Classic)

B4 cluster-admin 45154 B 7 bk P
OpenShift CLI (oc)

Amazon Web Services (AWS) CLI (aws)
ME—B91s, 40 3.0. apps.example.com

LA EEH9 Amazon Route 53 AHIEEKX

12.2. WERBIAE

1. BEUTINRELE :

$ export DOMAIN=apps.example.com
$ export EMAIL=email@example.com

$ export AWS_PAGER=""

$ export CLUSTER=$(oc get infrastructure cluster -o=jsonpath="{.status.infrastructureName}"
| sed 's/-[a-z0-9]\{5\}$//")

$ export OIDC_ENDPOINT=$(oc get authentication.config.openshift.io cluster -o json | jq -r
.spec.serviceAccountlssuer | sed 's|*https:/||")

$ export REGION=$(oc get infrastructure cluster -o=jsonpath="
{.status.platformStatus.aws.region}")

$ export AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query Account --output text)

$ export SCRATCH="/tmp/${CLUSTER}/dynamic-certs"

$ mkdir -p ${SCRATCH}

ﬂ FEREEAT IngressController BIE E X giE i,
@ EREHE Let 8 Encrypt AT FIEHYIES KRR F M,

2. EBEHEIT—ERORT, IHAERTE FREBEMRHL

80

$ echo "Cluster: ${CLUSTERY}, Region: ${REGION}, OIDC Endpoint: ${OIDC_ENDPOINT},
AWS Account ID: ${AWS_ACCOUNT _ID}"


https://docs.openshift.com/container-platform/latest/security/cert_manager_operator/index.html
https://letsencrypt.org/
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— D l=|='EI’J"CIuster"$ﬁ AT LB REF AR, SAFRIAER ID HEFERIZ, W
%Eﬁﬁﬁﬁ—/\ﬁ\ ARF, ERILLBT T U TR SRFNIEXINE -

I $ export CLUSTER=my-custom-value

12.3. £ AWS ik

J=‘| cert-manager M Let's Encrypt (S(EM ACME iEFH254E) 1EKIEFR, Let B Encrypt lRF5E3KT0

IR RE A 7y R ENZIE T g, EZQK%I&EF', f&{EA DNS-01 716, ©iFBRE @ 4 T
ﬁmfﬁﬁﬂf TXT 103 B R4 ) @A 2 1) DNS, X — tJJ%BEEI cert- manager Bo5EK. BRIT cert-
manager R A EBIIHIE Amazon Route 53 AHITEE R, BHEZUE—NEBRERIEIRA Identity
Access Management (IAMYA®, LR FARIFiIA] pod E’\JL:.E‘E?&?FQO

FHEPEANAHEERS ROSA KBATFE— AWS KA, MREMNAHITERATFARBIKS
B, MIFBENIT— LR BIF TR 55 ik U,

1. ¥2%& Amazon Route 53 AHIEEX ID :

thes S EH S ZFIE) DOMAIN IMELEREM B E UIBERHARKEERX, &
AT LB 24T export ZONE_ID=<zone_ID > £ F5#§%E Amazon Route 53 23
FEEKX, IF&lt;zone ID& gt; B N IREEE EHI Amazon Route 53 AHIEERX
IDo

m

$ export ZONE_ID=$(aws route53 list-hosted-zones-by-name --output json \
--dns-name "${DOMAIN}." --query 'HostedZones[0]'.Id --out text | sed 's/VhostedzoneV//")

2. M cert-manager Operator [ AWS IAM ZRB& 1Y, BiRtt H BFHEENAHTEXINEE :

$ cat <<EOF > "${SCRATCH}/cert-manager-policy.json"
{
"Version": "2012-10-17",
"Statement™: [
{
"Effect": "Allow",
"Action": "route53:GetChange",
"Resource": "arn:aws:route53:::change/*"
|3

{
"Effect": "Allow",

"Action": [
"route53:ChangeResourceRecordSets",
"route53:ListResourceRecordSets"
I
"Resource": "arn:aws:route53:::hostedzone/${ZONE_ID}"
1,

{
"Effect": "Allow",

"Action": "route53:ListHostedZonesByName",
"Resource": "*"

}

—&_
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]

}
EOF

3. FEREELE—FSHUEIXHLIR IAM RIS

$ POLICY_ARN=$(aws iam create-policy --policy-name "${CLUSTER}-cert-manager-policy" \
--policy-document file://${SCRATCH]}/cert-manager-policy.json \
--query 'Policy.Arn’ --output text)

4. “} cert-manager Operator fI|& AWS IAM {S{E3KBE :

$ cat <<EOF > "${SCRATCH]}/trust-policy.json"
{
"Version": "2012-10-17",
"Statement”: [
{
"Effect": "Allow",
"Condition": {
"StringEquals” : {
"${OIDC_ENDPOINT}:sub": "system:serviceaccount:cert-manager:cert-manager"
}
b
"Principal": {
"Federated": "arn:aws:iam::$AWS_ACCOUNT_ID:oidc-provider/${OIDC_ENDPOINT}"
b
"Action": "sts:AssumeRoleWithWebldentity"
}
]

}
EOF

5 FEREEL—SHOENEERE, H cert-manager Operator | IAM A :

$ ROLE_ARN=$(aws iam create-role --role-name "${CLUSTER}-cert-manager-operator" \
--assume-role-policy-document "file://${SCRATCHY}/trust-policy.json" \
--query Role.Arn --output text)

6. FMHRKRIEMMEIAE -

$ aws iam attach-role-policy --role-name "${CLUSTER]}-cert-manager-operator" \
--policy-arn ${POLICY_ARN}

12.4. 2% CERT-MANAGER OPERATOR

1. BIE—IB, J¥ cert-manager Operator REEZ|H e :

I $ oc new-project cert-manager-operator
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BF

AEREEERPFEREEZ A cert-manager Operator, MIREEHHDRETHEK
cert-manager Operator, N@AZI7E} Red Hat OpenShift Z4& cert-manager
Operator BIEIEE.

2. 77 Red Hat OpenShift &% cert-manager Operator :

$ cat << EOF | oc apply -f -
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: openshift-cert-manager-operator-group
namespace: cert-manager-operator
spec:
targetNamespaces:
- cert-manager-operator
apiVersion: operators.coreos.com/vialphat
kind: Subscription
metadata:
name: openshift-cert-manager-operator
namespace: cert-manager-operator
spec:
channel: stable-v1
installPlanApproval: Automatic
name: openshift-cert-manager-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
EOF

Ltk Operator TBEJL AP AR ZEH TKREHIXE,

/j—_:

i

3. $iF cert-manager Operator @& IE/E

I $ oc -n cert-manager-operator get pods

i Bl
NAME READY STATUS RESTARTS AGE
cert-manager-operator-controller-manager-84b8799db5-gv8mx 2/2  Running 0 12s

4. FERAZAIOIERN AWS IAM A f3F# cert-manager pod fEFARIARS1K -

$ oc -n cert-manager annotate serviceaccount cert-manager eks.amazonaws.com/role-
arn=${ROLE_ARN}

5. BT TS ERIAEM cert-manager 12123 pod :
I $ oc -n cert-manager delete pods -l app.kubernetes.io/name=cert-manager
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6. &% Operator Ed & LAfs A A4 8B 4 FhAR 55 28 LARA Lt DNS-01 Jit 1) [ 3

$ oc patch certmanager.operator.openshift.io/cluster --type merge \
-p '{"spec":{"controllerConfig":{"overrideArgs":["--dns01-recursive-nameservers-only","--
dns01-recursive-nameservers=1.1.1.1:53"]}}}'

7. BT T4, BJE— Clusterlssuer ¥RLLEA Let B9 Encrypt :

$ cat << EOF | oc apply -f -
apiVersion: cert-manager.io/v1
kind: Clusterlssuer
metadata:
name: letsencrypt-production
spec:
acme:
server: https://acme-v02.api.letsencrypt.org/directory
email: ${EMAIL}
# This key doesn't exist, cert-manager creates it
privateKeySecretRef:
name: prod-letsencrypt-issuer-account-key
solvers:
- dns01:
route53:
hostedZonelD: ${ZONE_ID}
region: ${REGION}
secretAccessKeySecretRef:
name: "
EOF

8. FiF Clusterlssuer RS Db :

I $ oc get clusterissuer.cert-manager.io/letsencrypt-production

i Bl
NAME READY AGE
letsencrypt-production True 47s

12.5. /2 B & V15 INGRESS CONTROLLER
1. BIERFFECE UL BHRE B E U Ingress Controller B UES :

ﬁ -
A AT RBIERAMGIE R, 8328 SAN FL@ERHE T,

$ cat << EOF | oc apply -f -
apiVersion: cert-manager.io/v1
kind: Certificate
metadata:
name: custom-domain-ingress-cert
namespace: openshift-ingress
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spec:
secretName: custom-domain-ingress-cert-tls
issuerRef:
name: letsencrypt-production
kind: Clusterlssuer
commonName: "${DOMAIN}"
dnsNames:
- "${DOMAIN}"
EOF

2. WIBIEBREE A :

pa -

Let's Encrypt Z R LLIERFEE/LO B A, tIRANET 5 2%, 1Fi21T oc -n
openshift-ingress describe certificate.cert-manager.io/custom-domain-
ingress-cert L& & cert-manager R & #9A] 1,

I $ oc -n openshift-ingress get certificate.cert-manager.io/custom-domain-ingress-cert

it Bl
NAME READY SECRET AGE
custom-domain-ingress-cert True custom-domain-ingress-cert-tls 9m53s

3. BIEHH IngressController iR :

$ cat << EOF | oc apply -f -
apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
name: custom-domain-ingress
namespace: openshift-ingress-operator
spec:
domain: ${DOMAIN}
defaultCertificate:
name: custom-domain-ingress-cert-tls
endpointPublishingStrategy:
loadBalancer:
dnsManagementPolicy: Unmanaged
providerParameters:
aws:
type: NLB
type: AWS
scope: External
type: LoadBalancerService
EOF
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Digk

H

[ |

Ltk IngressController ‘RFIFIE AWS K - /A BT 15 (7] ELEX R EY Network
Load Balancer (NLB), EE#MNE8 NLB, E1E4I% IngressController 7§

JRRIS .spec.endpointPublishingStrategy.loadBalancer.scope S#1% &
77 Internal,

4. I5IEBE X3 IngressController 2% 2RI OIER T 88 71 o r8s -

I $ oc -n openshift-ingress get service/router-custom-domain-ingress

i
NAME TYPE CLUSTER-IP  EXTERNAL-IP
PORT(S) AGE

router-custom-domain-ingress LoadBalancer 172.30.174.34
a309962c3bd6e42c08cadb9202ecab683-1f5bbb64aiflec65.elb.us-east-1.amazonaws.com
80:31342/TCP,443:31821/TCP 7m28s

5. HE&ETEFTE DNS BB, MR B E I Ingress Controller j5 F DNS f24f :

$ INGRESS=$(oc -n openshift-ingress get service/router-custom-domain-ingress -
ojsonpath="{.status.loadBalancer.ingress[0].hostname}")
$ cat << EOF > "${SCRATCH}/create-cname.json"
{
"Comment":"Add CNAME to custom domain endpoint",
"Changes":[{
"Action":"CREATE",
"ResourceRecordSet":{
"Name": "*.${DOMAIN}",
"Type":"CNAME",
"TTL":30,
"ResourceRecords":[{
"Value": "${INGRESS}"

1]
}
1]

}
EOF

6. RN Amazon Route 53 BIE LU TS -

$ aws route53 change-resource-record-sets \
--hosted-zone-id ${ZONE_ID} \
--change-batch file://${SCRATCH}/create-cname.json
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RABESRT CNAME 1Lk B REEZENE/NMERA B E U Ingress Controller EREHY
N ARRFOBRIICE, BiXLENAREFERMIED 8RR BERAIET,

12.6. N B E I HEESSUET
WE, BRLUEEESNEME— L FELAFERNARRE, BEETRTRSNARERFSHTERN TLS ik
FHITRT. HMARILERHNARFNBNMEREBEBEMBIES, EY cert-manager BB N3-S MIE
TOIENE N HERE LIRS,
1. AIEMER OpenShift %R cert-manager ZEEE OpenShift FEHMIUET,
T RERAE—DHNEE (UK pod) , ZEEL INERERFPIFMEMNIEH, MNREHEEHEP

# % issuer-kind #[ issuer-name ¥, NI&7iXEEEBHME—BIFTIEFIER Issuer (KRFIFH
Clusterlssuer) , XfHEFEOIREBNIEENENA,

INREEF LV GitHub, EAI UEAMRERIBAS, 517 oc apply -f
localfilename.yaml -n cert-manager.

Eas

$ oc -n cert-manager apply -f https://github.com/cert-manager/openshift-
routes/releases/latest/download/cert-manager-openshift-routes.yaml

BB ABE LTS OpenShift BT :
e ClusterRole - % E &A% AP i #2701 S T EX B BIPUPR
e ServiceAccount - A RZ1TH 0 pod
e ClusterRoleBinding - 48X f ¥R
2. BIRFH cert-manager-openshift-routes pod F iz 1T :

I $ oc -n cert-manager get pods

LR
NAME READY STATUS RESTARTS AGE
cert-manager-866d8f788c-9kspc 1/1 Running 0 4h21m
cert-manager-cainjector-6885c585bd-znws8 1/1 Running 0 4h41m
cert-manager-openshift-routes-75b6bb44cd-f8kd5 1/1  Running 0 6s
cert-manager-webhook-8498785dd9-bvfdf 1/1 Running 0 4h41m

12.7. BB RBIN FHIEF
E, BE TSRS, EAUEE NN ARE, UHBIAELATFHFBBERNESFETIEP.
1. NIERREGINBRRFECE— NI

I $ oc new-project hello-world

2. ERZ hello world M :
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I $ oc -n hello-world new-app --image=docker.io/openshift/hello-openshift

3. OZEEMERABRFFARER

$ oc -n hello-world create route edge --service=hello-openshift hello-openshift-tls --hostname
hello.${DOMAIN}

4. IIERRHBNIE R B ETRIEME

I $ curl -1 https://hello.${DOMAIN}

it Bl

curl: (60) SSL: no alternative certificate subject name matches target host name
'hello.example.com’
More details here: https://curl.se/docs/sslcerts.html

curl failed to verify the legitimacy of the server and therefore could not

establish a secure connection to it. To learn more about this situation and
how to fix it, please visit the web page mentioned above.

5. SERREEH LML cert-manager WEE XIHB&IES :

$ oc -n hello-world annotate route hello-openshift-tls cert-manager.io/issuer-
kind=Clusterlssuer cert-manager.io/issuer-name=letsencrypt-production

BIBIUEPEE 2-3 D80, UEPELTH cert-manager Operator BZIEE, FANE
R R,

6. WIEREBNIEBINERERIETE -
I $ curl -I https://hello.${DOMAIN}
it Bl

HTTP/2 200

date: Thu, 05 Oct 2023 23:45:33 GMT

content-length: 17

content-type: text/plain; charset=utf-8

set-cookie: 52e4465485b6fb4f8a1b1bed128d0f3b=68676068bb32d24f0f558f094ed8e4d7;
path=/; HitpOnly; Secure; SameSite=None

cache-control: private

12.8. BIARIE T E S RFEHERR

ﬁ o
l FORBIERR, WIEIRBEFEE 2-3 2 FiETM).
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MRAUEH UL RPEERLIEBAURE, B8 METR. certrequest. order 1 challenge % iRiz
4T oc describe, UEEFERBITF IR AHREMNEHHRERA,

I $ oc get certificate,certificaterequest,order,challenge

MFHEEHERR, BRI LU B S5 L BhiER,

AT LUE emetl CLI TRATEMIEBERED), MREIEBIREMAASET,
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13 E HE - HABRESBE—BHMEOIP

FERLUNBEFFRRRRE SR — N IP ik, MBEET IP RENREAEHR RSN,

BIAER T, Red Hat OpenShift Service on AWS (ROSA){§H OVN-Kubernetes A23M%5E0O
(CNNMtarh 4> BB IP ik, Xl fERCE R 2 BiE T AT AT,

MBELER, FSHEEHD IP i,

Bir
[ ]
TRy OGRS RCE —H I Hi ey 1P Hhitt,
=S5

f#iF OVN-Kubernetes ZBEM ROSA £#

OpenShift CLI (oc)

ROSA CLI (rosa)

iq

13.1. ZENET S

[ ]
BITUTRERRENERE -

4l

N
p
;

##: ROSA_MACHINE_POOL_NAME Z&/1{E, URENHSDE B,

$ export ROSA_CLUSTER_NAME=$(oc get infrastructure cluster -o=jsonpath="
{.status.infrastructureName}" | sed 's/-[a-z0-9]\{5\}$//")
$ export ROSA_MACHINE_POOL_NAME=worker
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https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/networking/#configuring-egress-ips-ovn
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BIBEHE  HABEESER—BNHOIP

13.2. AR E

BN AATHNEBRRESESZTAN T RE IP Bt HE,

BITU TRt RBE

fem

$ oc get node -0 json |\
jq ".items[] |
{
"name": .metadata.name,
"ips": (.status.addresses | map(select(.type == "InternallP") | .address)),
"capacity": (.metadata.annotations."cloud.network.openshift.io/egress-
ipconfig" | fromjson[] | .capacity.ipv4)

}
Tl R
{
"name": "ip-10-10-145-88.ec2.internal",
"ipsH: [
"10.10.145.88"
I
"capacity": 14
}
{
"name": "ip-10-10-154-175.ec2.internal",
"ipsH: [
"10.10.154.175"
I
"capacity": 14
}

13.3. fAEHO 1P AL

1.
HRIEHO IP ANE, FREEEERHO IP,

o1
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k

N
p
;

il

IREFENH O IP MiZENBE R worker 17 I F RN —E8 9 F1E.

ok EBEERMHO IP, LLESRS AWS Virtual Private Cloud (VPC) Dynamic Host
Configuration Protocol (DHCP)iR%5 %122,

# AWS 3#ish’y CIDR RETHEHIFKR B IP RE.

13.4. 0O IP HEcA Rz

1.
BT TR H YA -

I $ oc new-project demo-egress-ns
BT aS, & ZERIMEmE pod BIEH O

$ cat <<EOF | oc apply -f -
apiVersion: k8s.ovn.org/v1
kind: EgressIP
metadata:
name: demo-egress-ns
spec:
# NOTE: these egress IPs are within the subnet range(s) in which my worker nodes
# are deployed.
egresslPs:
-10.10.100.253
-10.10.150.253
-10.10.200.253
namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: demo-egress-ns
EOF

13.5. 5 POD 4EcHiO IP

1.
BT T ek AIEHHA -

I $ oc new-project demo-egress-pod
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https://docs.aws.amazon.com/vpc/latest/userguide/subnet-cidr-reservation.html

BIBEHE  HABEESER—BNHOIP

BT, N pod SR OKN :

ol

spec.namespaceSelector & —4 5 Hll £,

$ cat <<EOF | oc apply -f -
apiVersion: k8s.ovn.org/v1
kind: EgressIP
metadata:
name: demo-egress-pod
spec:
# NOTE: these egress IPs are within the subnet range(s) in which my worker nodes
# are deployed.
egresslPs:
-10.10.100.254
-10.10.150.254
-10.10.200.254
namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: demo-egress-pod
podSelector:
matchLabels:
run: demo-egress-pod
EOF

13.5.1. brid s

1.
BT T a5 SRR A IR O 1P e -

I $ oc get egressips

i

NAME EGRESSIPS ASSIGNED NODE ASSIGNED EGRESSIPS
demo-egress-ns 10.10.100.253
demo-egress-pod 10.10.100.254

RGO IP BN R5EMA T A k8s.ovn.org/egress-assignable M s, H{RIZIR
FRERENN bR,
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fER LU sp 5 9 SR EAL A R S Bo bR

g

H
[=]

IR TT =7, XN HRE X EFRZE,
labels FExhi AR, LMERIENT SR8,

E-apy

S5ATE

$ rosa update machinepool ${ROSA_MACHINE_POOL_NAME}\
--cluster="${ROSA_CLUSTER_NAME}" \

--labels "kss.ovn.org/egress-a_ssignable_
13.5.2. EFHA IP
[}
BITLA T8 HEEO IP 9 -

I $ oc get egressips

ik el

NAME EGRESSIPS ASSIGNED NODE
demo-egress-ns

ASSIGNED EGRESSIPS
10.10.100.253 ip-10-10-156-122.ec2.internal
demo-egress-pod 10.10.100.254 ip-10-10-156-122.ec2.internal

10.10.150.253
10.10.150.254

13.6. 58k

13.6.1. BBERHINAEF

EWAHO P BN, EEE— MR TRIEEBO IP it MiRSS. XSEL— A EIRS, %R
T —/ER 4 IP Hbdit,



BIBEHE  HABEESR—BHO

51T echoserver fp S LAE HIEK -

$ oc -n default run demo-service --image=gcr.io/google_containers/echoserver:1.4

BT, § pod AFONARSS, FR/AORGIVERENLO IP it :

$ cat <<EOF | oc apply -f -
apiVersion: vi
kind: Service
metadata:
name: demo-service
namespace: default
annotations:
service.beta.kubernetes.io/aws-load-balancer-scheme: "internal”
service.beta.kubernetes.io/aws-load-balancer-internal: "true"
spec:
selector:
run: demo-service
ports:
- port: 80
targetPort: 8080
type: LoadBalancer
externalTrafficPolicy: Local
# NOTE: this limits the source IPs that are allowed to connect to our service. It
# is being used as part of this demo, restricting connectivity to our egress
# IP addresses only.
# NOTE: these egress IPs are within the subnet range(s) in which my worker nodes
# are deployed.
loadBalancerSourceRanges:
-10.10.100.254/32
-10.10.150.254/32
- 10.10.200.254/32
-10.10.100.253/32
-10.10.150.253/32
-10.10.200.253/32
EOF

BT S, REASEHRINAHFIERENINREE :

$ export LOAD_BALANCER_HOSTNAME=$(oc get svc -n default demo-service -0 json
| jq -r ".status.loadBalancer.ingress[].hosthame’)

13.6.2. Ml ar & Ze ] H OO

1.

BEN3ZER shell LUK an4 22 [a] i uh BN -

IP
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96

$ ocrun\
demo-egress-ns \
-it\
--namespace=demo-egress-ns \
--env=LOAD_BALANCER_HOSTNAME=$LOAD_BALANCER_HOSTNAME \
--image=registry.access.redhat.com/ubi9/ubi -- \
bash

& 1 B 28 A X E R RIE T LU Sh i £ -

I $ curl -s http://$LOAD_BALANCER_HOSTNAME

AR 2SR

k

N
p o
;

il

client_address 2 Hi5ERKAE IP thit, MARENEO IP, EFLLE
i1 fHAR 557% 8% .spec.loadBalancerSourceRanges X EE gttt 2R 2 1E
ficiE,

i el

CLIENT VALUES:

client_address=10.10.207.247

command=GET

real path=/

query=nil

request_version=1.1
request_uri=http://internal-a3e61de18bfcada53a94a208752b7263-148284314.us-east-
1.elb.amazonaws.com:8080/

SERVER VALUES:
server_version=nginx: 1.10.0 - lua: 10001

HEADERS RECEIVED:

accept="/*
host=internal-a3e61de18bfcada53a94a208752b7263-148284314.us-east-
1.elb.amazonaws.com

user-agent=curl/7.76.1

BODY:

-no body in request-



BIBEHE  HABEESER—BNHOIP

BT e 53R pod :

I $ exit

13.6.3. Ml pod O

1.

BEERZRER shell AKX pod Hus#N -

$ocrun\
demo-egress-pod \
-it\
--namespace=demo-egress-pod \
--env=LOAD_BALANCER_HOSTNAME=$LOAD_BALANCER_HOSTNAME \
--image=registry.access.redhat.com/ubi9/ubi -- \
bash

BTG, AREHEESEXEK

I $ curl -s http://$LOAD_BALANCER_HOSTNAME

AR R ST

4

al}

client_address 2 Hi5ERKAL IP thit, MARENEO IP, EFTLLE
i1 FHAR 557% 8% .spec.loadBalancerSourceRanges X EE gttt 2R 2 1E
&,

i

CLIENT VALUES:

client_address=10.10.207.247

command=GET

real path=/

query=nil

request_version=1.1
request_uri=http://internal-a3e61de18bfcada53a94a208752b7263-148284314.us-east-
1.elb.amazonaws.com:8080/

SERVER VALUES:
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server_version=nginx: 1.10.0 - lua: 10001

HEADERS RECEIVED:

accept="/*
host=internal-a3e61de18bfcada53a94a208752b7263-148284314.us-east-
1.elb.amazonaws.com

user-agent=curl/7.76.1

BODY:

-no body in request-

BT TSR pod :
I $ exit
13.6.4. oIk : &R IEAHO
1.

A% @ BT a4 RIS O35 A B RN SR E 4R A ThBEE -

$ocrun\
demo-egress-pod-fail \
-it\
--namespace=demo-egress-pod \
--env=LOAD_BALANCER_HOSTNAME=$LOAD_BALANCER_HOSTNAME \
--image=registry.access.redhat.com/ubi9/ubi -- \
bash

BT TS, AABIGERAEEK
I $ curl -s http:/$LOAD_BALANCER_HOSTNAME

NRep SR, MO AT LAEhPEIE,

BT TSR pod :
I $ exit

13.7. 5 EREH
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BIBEHE  HABEESER—BNHOIP

$ oc delete svc demo-service -n default; \
$ oc delete pod demo-service -n default; \
$ oc delete project demo-egress-ns;\

$ oc delete project demo-egress-pod; \

$ oc delete egressip demo-egress-ns; \

$ oc delete egressip demo-egress-pod

BT T a5 SRR R SRR T =R -

g

H
[=]

MRERBH IR T [T, X RSREIENRE., £ --labels
FERPRMARING, ARENT SRS RE,

$ rosa update machinepool ${ROSA_MACHINE_POOL_NAME}\
--cluster="${ROSA_CLUSTER_NAME}" \
--labels ""
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B 14 = 202 : EREEUEH TLS it HEHHA A

AIEETR T NfAEN Red Hat OpenShift Service on AWS (ROSA)hRZ 4.14 BB ShRAHH Web
44, OAuth RSB FEAMRMMENEF TLS iEH, [1]

st g e ino 2] EAgrath, NS T BE X R OAuth BR%2 URL. HIAMA T
# &M OpenShift Container Platform 324,

14.1. BiiR &4

ROSA CLI (rosa)hit % 1.2.37 S EShRA

AWS CLI (aws)

ROSA Classic 84 4.14 SKBEShRA

N
al

HalA 3z A HCP B ROSA,

OpenShift CLI (oc)

jq CLI

{FREA cluster-admin Af®BHE I EEE,

openssl (AF4HE#ET SSL/TLS iE+H)

14.2. XEENIAE

1.
{FAEBA cluster-admin fBRAIK = & LR,
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B4 & HiR - FAAEUEN TLS ik B EHAARH

2.
NERLHEENRTE :
$ export CLUSTER_NAME=$(oc get infrastructure cluster -o=jsonpath="
{.status.infrastructureName}" | sed 's/-[a-z0-9]\{5\}$//")

3.

EBHRIT 808, HREMAFHREIIERREH :

I $ echo "Cluster: ${CLUSTER_NAME}"

i

I Cluster: my-rosa-cluster

14.3. B LEIEH

1.
FEER AU HEERIAEN A LA AR,

& mI LT 7 18] openshift-console 1 openshift-authentication 5 B I HIFI R A1
FiHlB.

$ oc get routes -n openshift-console
$ oc get routes -n openshift-authentication

i

NAME HOST/PORT PATH SERVICES
PORT TERMINATION WILDCARD

console console-openshift-console.apps.my-example-cluster-
aws.z9a9.p1.openshiftapps.com ... 1 more console https reencrypt/Redirect
None

downloads downloads-openshift-console.apps.my-example-cluster-
aws.z9a9.p1.openshiftapps.com ... 1 more downloads http edge/Redirect None
NAME HOST/PORT PATH SERVICES
PORT TERMINATION WILDCARD

oauth-openshift oauth-openshift.apps.my-example-cluster-
aws.z9a9.p1.openshiftapps.com ... 1 more oauth-openshift 6443
passthrough/Redirect None
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EXANmdich, B LERNBENOEARIEYLE S 29a9.p1.0penshiftapps.com,

BT S, FRIEKAAOMID :

$ export INGRESS_ID=$(rosa list ingress -¢c ${CLUSTER_NAME} -o json | jq -r ".[] |
select(.default == true) | .id")

EBHBIT 808, HREMAFHREMIERREH

I $ echo "Ingress ID: ${INGRESS_ID}"

i el

I Ingress ID: r316

BILETXERS, EANUENERNRALFSEE

console-openshift-console.apps.my-example-cluster-
aws.z9a9.p1.openshiftapps.com for Console

downloads-openshift-console.apps.my-example-cluster-
aws.z9a9.p1.openshiftapps.com for Downloads

oauth-openshift.apps.my-example-cluster-aws.z9a9.p1.openshiftapps.com for
OAuth

FATaILA{# FH rosa edit ingress fp R EEMNRSHENR, FHFABMNWAEHGBEBRFMN—1 TLS
W, HXNSHEIE rosa edit ingress A MIMBSITEBNERS :
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14 F B - ERHEE UM TLS IE B EHA 4R
$ rosa edit ingress -h

Edit a cluster ingress for a cluster. Usage:
rosa edit ingress ID [flags]

[.-]

--component-routes string

Component routes settings. Available keys [oauth,

console, downloads]. For each key a pair of hosthame and tilsSecretRef is expected to be
supplied. Format should be a comma separate list 'oauth: hosthame=example-
hostname;tlsSecretRef=example-secret-ref,downloads:...'

wFHI, FHAGERLTEECHASH -

Console B console.my-new-domain.dev

download.my-new-domain.dev for Downloads

oauth.my-new-domain.dev for OAuth
14.4. HEANHARBABRAERM TLS it

'#FTH, EMUR=APROEZTRIEHEYN, REEEESH], LUERELH Web J5EaaUiHH
BLisE: iR s0:E

g

H
[=]

XNATFHREFEN, TRISHENE” THEMENRRAE, F5E
WL MRS T MR 4 7= TR T BB RA R EUBHRIES.

IRRUES

B

ERhIE HTTP/2 ERESFH MR, RS0 s G R RAIE, FEFERR
BCRF=l SAN ik,

NEMNMHGRAER —NMES, FERIEPRES(-subj)i%E hEEFEANHARHANEE
g -
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=

$ openssl req -newkey rsa:2048 -new -nodes -x509 -days 365 -keyout key-console.pem
-out cert-console.pem -subj "/CN=console.my-new-domain.dev"

$ openssl req -newkey rsa:2048 -new -nodes -x509 -days 365 -keyout key-
downloads.pem -out cert-downloads.pem -subj "/CN=downloads.my-new-domain.dev
$ openssl req -newkey rsa:2048 -new -nodes -x509 -days 365 -keyout key-oauth.pem -
out cert-oauth.pem -subj "/CN=o0auth.my-new-domain.dev"

XEHERM=X .pem X{. key-<component>.pem ] cert-<component>.pem,

14.5. FHFF4EH SECRET HRNBIER

1.
1£ openshift-config fp & Z2 A h =4 TLS secret,

EXEENBERRHARER, X secret fFANIEM secret 51,

$ oc create secret tls console-tls --cert=cert-console.pem --key=key-console.pem -n
openshift-config

$ oc create secret tls downloads-tls --cert=cert-downloads.pem --key=key-
downloads.pem -n openshift-config

$ oc create secret tls oauth-tls --cert=cert-oauth.pem --key=key-oauth.pem -n
openshift-config

14.6. AP ER N BIGERNTNE

HIEQIRERN, ZRSFOB—NNEIGEHSE, FznBBEESRERINE. N T KR
DNS if%, BNBEMENBIGERENA.

&a] LLEIT %) openshift-ingress f8 &R Z2[HZ1T oc get sve R XEHENG. HEHERNEN
£ 25 openshift-ingress 8 22 [A]fFHY router-default iR55<EXH EXTERNAL-IP,

$ oc get svc -n openshift-ingress
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S)
AGE
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router-default LoadBalancer 172.30.237.88 a234gsr3242rsfsfs-1342r624.us-east-
1.elb.amazonaws.com 80:31175/TCP,443:31554/TCP 76d

EBA1RBIR, EHEH 234gsr3242rsfsfs-1342r624.us-east-1.elb.amazonaws.com,
MEREXME, BEABNESENHAGRBENAEE DNS ifx,

14.7. EFREMNEPARMAH4EEH DNS ic%

ERREMNED, A0 DNS X, A4 IENEM CNAME BRURBITRA] E—F hikRIn i35
LiERE 2 RN

14.8. {1/ ROSA CLI A4 h#l TLS SECRET

EH DNS it5kE, E™LIER ROSA CLI Bt A4,

{#/1 rosa edit ingress a4, HEAFEENSHXKMN secret SIAEHRRIAAOMRH, F
ZOEFENHAGBRHENENS.

$ rosa edit ingress -¢ ${CLUSTER_NAME} ${INGRESS_ID} --component-routes
'console: hosthame=console.my-new-domain.dev;tlsSecretRef=console-
tls,downloads: hosthame=downloads.my-new-domain.dev;tlsSecretRef=downloads-
tls,oauth: hostname=oauth.my-new-domain.dev;tlsSecretRef=oauth-tls'

R LLE T R B IR R RSO E N 2R R AH AR HE R R AR AN
F£, P, MBREIEEAER Console 1 OAuth IRSS5|/EH LM TLS ik, &
FETUTHRS -

$ rosa edit ingress -¢c ${CLUSTER_NAME} ${INGRESS_ID} --component-
routes 'console: hosthame=console.my-new-
domain.dev;tlsSecretRef=console-tls,downloads:
hostname="";tlsSecretRef="", oauth: hosthame=o0auth.my-new-
domain.dev;tlsSecretRef=oauth-tls’

1T rosa list ingress & R UEEMESEE KT :
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$ rosa list ingress -¢c ${CLUSTER_NAME} -ojson | jq ".[] | select(.id ==
\"${INGRESS_ID}\") | .component_routes"

i

{

"console": {
"kind": "ComponentRoute",
"hostname": "console.my-new-domain.dev",
"tls_secret_ref": "console-tls"

b

"downloads": {
"kind": "ComponentRoute",
"hosthame": "downloads.my-new-domain.dev",
"tls_secret_ref": "downloads-tls"

b

"oauth": {
"kind": "ComponentRoute",
"hosthame": "oauth.my-new-domain.dev",

"tls_secret_ref": "oauth-tls"

}
}

RERIEBRMBIARE EEEREMED, REFIAERTLIERZAT Web v 2585 Hik
i S,

14.9. 1/ ROSA CLI A #RMEEHEIME
MRERFAGBRAEENRARE, HZ1TLLT rosa edit ingress a4 :

$ rosa edit ingress -¢c ${CLUSTER_NAME} ${INGRESS_ID} --component-routes 'console:
hostname="";tlsSecretRef=""",downloads: hosthame="";tlsSecretRef="", oauth:

hostname="";tlsSecretRef=""

1]
1 4.14 2 Hif9 Red Hat OpenShift Service on AWS ROSA hfii A& _EEUGX A E A HERE, 8
=, MREE—AHARE 4.13 BEE, TLLET REXZFRFNEH, TR 4.13 £5F LSRN ILIhEER

X
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https://access.redhat.com/support/cases/new

14 & HiE - FAAE =R TLS ik B EHAHEH

[2]
BAMEAARE HERHE KB ER LR ROSA IZEtH OAuth, #HIEM TERRH,
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& 153 ROSA AT']

15.1. 512 : 4= ROSA

Red Hat OpenShift Service on AWS (ROSA)R— 1 2 EHEM turnkey KNATA, BATFELTET
REEMNANR, BT HWENERENAERRFRANENEFREME, 208 AWS SRE R REREKZTFA,
A ER RO EMPEHER, ROSA REE5&F AWS iHHE., BUEAE. o4, NBEES]. BM. B3
HibiR S5 HITEERES, #—FMREE BN TRELR,

ROSA ] AWS Z2 GRS (STS)IKEUEIERERE AWS 1K RS, AWS STS 2— 1%
B Web BR%5, ©29 |IAM FFECFB AP QIR EiE. ROSA AT XS EEH. ARFINEZESE
IE, XEEIESRET XM AWS APl FHAKSMNMEHH IAM XK, bAESmRSHRERDRE
BHHMRSLHENTSFE—B. ROSA @4 {THRE(CL)TEEE H—FS5S508M STS &if, FHE
OpenShift Thaghx AWS BHRHTTIRE,

15.1.1. ROSA NI E1haE

[}
R4 AWS [R5 : @itk AWS EEEHIA Ui RIFfEEH Red Hat OpenShift on-service join
@5,

REN. ETHERBEN : BUSHERIE, FESERMRFBOEMHIRTRAB TN
FEFREITREA A5 A,

Red Hat OpenShift #1 AWS BJHEA bill : M AWS BEIHEA bill, LAt Red Hat
OpenShift #1 AWS {1,

TERBBIRELE : 2083 < AT SEME TR)T(SRE)@ T XS ZLIEH Amazon ZRFLUK
99.95% BRF I (SLAITRE. B, 4AFMAL.

AWS [RSS5ERK : AWS B KNERSHE, MitHE. &5 % BUEE. 2RSS
23], A XEIRSSGAET ROSA BEfViA, XH, @ RENEERE, JTUEERhES
ESEREIRME. BREMT R,

EATAY : EXFNXKENS NI TARSBRELR, USEXEHRFEERSSTLNES
KRN ARFNBIENE T A,

SHTRIE - BRAENIWEFTIETR, UEEFHREK.
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AR - MAFERAE. TTHRRESHER EC2 SEMIRBhEE, ERX/NLURRIENS
*0

£RWAY : FSH T RXEATAY Tm, YEE ROSA E2REHATH.

15.1.2. ROSA #1 Kubernetes

£ ROSA 1, Ea[LIRARBNERARMRNMANS, SEAHRERE. Operator. P%. i
fi5. ARS5PAHG. CI/ICD. BRSNS, Wi, registry. BREIEMIRAGhEE, XLHAEHRBENL, UGE—&
EENENTS. BIMERHRE, SRBRTETEHY, H#H—4+183E T Kubernetes K%,

15.1.3. HEEXHEH

B, SAHEBEM upkeep RAIBMPITT, MNMARERF. AFANBIERE 0T, AXPTAHE
AX, HESH FEIIR.

15.1.4. B K fThEEE >k

Vil ROSA BEZ K MRFFRITIRES, URHEITFFZPRIIERIRE. MREXT REAEMREY, 1§
Bl —AHI L,

15.1.5. AWS Xisia] 4

X ROSA TAMISHILE, HSH /= mXiE e At i,

15.1.6. SHLIAIE

ROSA B#iff4& SOC-2 %% 2, SOC 3. 1S0-27001. ISO 27017, 1SO 27018, HIPAA. GDPR #
PCI-DSS. Hfi1HAIAHAF FedRAMP High,

15.1.7. &

15.1.7.1. BZ 4 AWS X1 worker 17 2

ROSA &3 PHMA T mEb it FR— AWS Kig, XFHE/aTAXEERSERE, control plane
7 g1 worker 7 sUfHE AT AKX [7] 43 7R,
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15.1.7.2. &/ worker TTS¥ &

XF ROSA &8, m/ME 24 worker TTmEATFHEANTHK, 34 worker TmEATFZEIMTHK,

15.1.7.3. EE TR ERS

5 m#& OpenShift va.x 7 @—7H, control plane. infra 1 worker 7 s2#8;21T Red Hat Enterprise
Linux CoreOS (RHCOS),

15.1.7.4. 77 KBRS K 1A

H#l, ROSA &7 =ikBEIhEEsk XHZhAE, shutdown Fl hibernation ZhEE2—4 OpenShift 3£
ARThEE, BEKRBERR, AT ZM=RS.

15.1.7.5. worker 17 s 294

BX worker T RZFFIEHINTEIIR, HSH] AWS SLHIEA, £37FF Spot LHl,

15.1.7.6. T AT E

Wi AT R, ESLURIELNAI THENERBHERRNA/DN, MR/ TREZIFAER, HESHEXT
EHPNATT BT .

15.1.7.7. worker 7T mIR A=

Z ROSA £EMSR A worker T 55825 180 worker 17 &2, AT S¥MiEtS, ES0 BREIFE

ROSA t#srhizfit Tk~ Sa B M RE A RSk,

15.1.8. B 5

BRTUIRIFMERAF RSB, ROSA Z/ &M i o] LIEE A /-~ MlcHil,

15.1.9. OpenShift iR A F+2
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https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/prepare_your_environment/#rosa-limits-scalability
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ROSA 2— 1"&F OpenShift Container Platform BIZERSS, EAILIE ROSA it BHLATIR
AMAdp AR A,

ZEF A LUFASE OpenShift MEHFThRA, FEEMAKAZ OpenShift IREMTIEE, MBELER, HS
B fenEHIER. IHIEFA OpenShift ThEEERRTAT ROSA. MBBLER, EESH RF5E L,

15.1.10. ¥

Ea]LAIE#EM OpenShift Cluster Manager 3T7F ticket, BXRIKENZFFHIFNE, 1556 ROSA X
=

fER R LAY ] ZINE S 1P sk R YN SAEM R XX ENRRA R, HAIEFRR
-2 = {11 T

15.1.10.1. AR

MRA"E AR "R AAH ROSA K57, SEHRASLUARNZFRTET. %5519 SLA
FABEA, BEMATLURBMZERNZR. IR TRESFAER, HSH ARNSHRRIS X,

Hifh3Z /K5 R

AL -2 5

AWS Support

AWS TREFUEERNN AWS XHEH

15.1.11. RS F5N ML (SLA)

#1515 & & ROSA SLA Ti,

15.1.12. s@HALES

IERHEE L FEME AR S il B RS B SRR LB AWS Thae, SEFHHITRIMNZET @A,

15.1.13. AWS (OBSA)H Open Service Broker

m


https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-life-cycle-dates_rosa-life-cycle
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-life-cycle-dates_rosa-life-cycle
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-service-definition
https://console.redhat.com/openshift
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/support/#getting-support
http://access.redhat.com/
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-life-cycle
https://access.redhat.com/
https://aws.amazon.com/premiumsupport/
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&I LLfE OSBA 5 ROSA #EefEH, B2, HitHER Kubernetes HI53T AWS Controller, W&
B% OSBAEZ{ER, 1HSE AWS 1 Open Service Broker,

15.1.14. Offboarding

HEP AL 2L ROSA, HIRHENARFIBIALEN. hESIHMEMHNRE, PRAERE LA
(RIZREEE R T AR RI,

15.1.15. BRI

ROSA LT &4%UEHLH : OpenlID Connect (OAuth2 BECESE). Google OAuth, GitHub
OAuth, GitLab #1 LDAP,

15.1.16. SRE &2t

FiA SRE K& FIERH MFA R, B TMELHAMER, 1§56 SRE Vill,

15.1.17. Encryption

15.1.17.1. INBH5H

ROSA iR fE1E KMS FhEEFIRINE EBS 8, T el LUARAESRMHGIBNRHACH KMS %
%0

15.1.17.2. KMS #%H

MRIEI{ET KMS F5, control plane. EiliZR#5#] worker 17 iR %, FHERBHAMBRFAKE
B,

15.1.17.3. BB N

AFERT, SAME, AWS Storage FERERBRIETIANMBERIE, HERRMBERE, M
®IREZIFEAER, HS5 AWS EBS IN#E,

AR LMESR P INE eted, FFHS AWS FHNESH. IIMEBIME, XIBHN 20% HItEEE
wth, METHRESHAER, ESH eted INE XK,
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15.1.17.4. etcd 1N%?

etcd IN% REETEEHOIEN 5 A,

k

N
p o
;

il

etcd MEXFBHANFH, BEETTHNRENEGLBELE,

15.1.17.5. etcd INZEEE

etcd MMFHIESE S OpenShift Container Platform hi94ERE, 5 aescbc cypher, % iEEERER
ZHR#HEHN, METREZFHER, ESH Kubernetes 3044,

15.1.17.6. EBS INEM % X5 KMS %A

Hall, ROSA CLI A#:32HTF EBS M#EMZ Xi% KMS %5, IhiE BN T SEHMNHE, M0
RIEEEOERNE X, ROSA CLI #3 EBS MZEKH—Xk KMS %5,

15.1.18. EuliZei

ROSA FERNLANTRNIIRS, MEMH. FEMNBIGES, ETLE AWS SRFES pERIENL
SP7IEN

15.1.19. FiF Ak

ARMEIEAET LR FLIEHE AWS kP TR RFRrREIEER : 77 STS B9 AWS HEH
admin T{BREY IAM AP, M STS B9 AWS B2EEMAE, IAM AP A ERASHFITH. AWS 5 STS
Eifi 5 RIRS HREEPRERFIHNR S LHRMRNRE —

15.1.20. SR FHUBR =% KW EH 5%

K:# ROSA CLI E#HThkA. ROSA CLI BN K ITHRAZA FHAALE : Github FZLIEX A/ — 3k
#HIiRZ, https:/github.com/openshift/rosa/releases

15.1.21. Storage

HS RS E XK storage T4,
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https://kubernetes.io/docs/tasks/administer-cluster/encrypt-data/
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/prepare_your_environment/#rosa-aws-policy-provisioned_rosa-sts-aws-prereqs
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OpenShift @& AWS EFS B CSI xifeF. MBEZEE, HESH £ AWS £ Red Hat
OpenShift Service % & AWS EFS,

15.1.22. i VPC

RN, EALUEFARERNAN VPC HFIBEACH VPC, ARG, ErILUAEABENFM, iR
$#tH389 CIDR SEH, XEH R EREF 5 AXEF R 89F R,

ROSA RIFZMERAFTHEN VPC, —1 VPC LHERBESZHAN AWS ¥RE%IH CIDR 5B
FRRE., MEEZER, 5S04 CIDRSERE L,

15.1.23. Mg R4

ROSA {§fl OpenShift OVN-Kubernetes Eilk CNI FAZE 4574,

15.1.24. Befp 2 22 ] 4%

SEHEME S ATLUEA NetworkPolicy X RARIETH B E LHHEAEREZER, MBELSER, H5H
e P2 SRIE ACIE % # PR .

15.1.25. £ Prometheus #l Grafana

& eI AR Prometheus #1 Grafana 15#2& 25, F{#HA OpenShift User Workload Monitoring &
A8, X2 OpenShift Cluster Manager 5 EIEET,

15.1.26. Hiif B&RBEEF control-plane Byt

IR Cluster Logging Operator Add-on EZRMEIER+, NH1HBE&ERET CloudWatch 3G, M
REA, WXRFHFRKERITFEFR—LEHITHE, N FRHFLAERES, FJLUEKB/NNBERAEHNA
NRIMBEE,. FTANETTBSMERRTEREMNEHMERGIhE SRE RE, E£HEANBEHNTHAE
KIF a4,

15.1.27. AWS (R4 E

IR AR SR RFROSRBE i AWS KPR Boundary,

15.1.28. AMI
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https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/networking/#cidr-range-definitions
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/networking/#nw-networkpolicy-multitenant-isolation_multitenant-network-policy
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ROSA worker 7 s f#ifl5 OSD #1 OpenShift Container Platform AR AMI, Control Plane 1
Infra node AMI f£[E—MRAHBY7 G Z A 1R & o

15.1.29. 8 &0

ROSA STS &t A&{n. AU NARFNBENABCN&HER. MBFELSER, H5H
BA189 &0 =08,

15.1.30. A& i

EALOANRRFEBAEE. MBESER, WS NARFEEEE UL,

15.1.31. ROSA EiE§

LB E SR (Hive BBV N AR A OMIEB 5,

15.1.32. BT E A

ROSA F3#F air-gapped BrFFiEEM93 5, ROSA E#MIEFRIHEHMANKHO, FaeiimIiln
registry. S3 FH A& EfEIr. ZRFRES N H OGS, Ingress AILARHIJy Red Hat SREs #1 VPN AT
B,

HEHR
°
ROSA 7 s il :
)
AL =T ikl
)
AWS 7= S IlmE

BRI 1P ML

ROSA REBiR
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AWS ROSA A l{Em

ROSA 34

ROSA R%5E L

ROSA T4 Ee5lzk

TRABRNZE

XTIt

3k

BREIFN AT Rt

ROSA &2

T f& OpenShift

OpenShift Cluster Manager

AL -2

15.2. 32 : 1 AWS STS i ROSA g

AL T 72 F Red Hat OpenShift Service on AWS (ROSA)5 /i Amazon Web Service
(AWS)IK P B BERZ BN ETL. BIFEMNET ROSA FHZE SRS (STSIKEUBLE LU &
MFHER. BB T N 4EH STS 9 ROSA ZEEREM. BIEMNAX,
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https://docs.aws.amazon.com/ROSA/latest/userguide/getting-started.html
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/about/#welcome-index
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-service-definition
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https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-policy-process-security
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-policy-understand-availability
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https://learn.openshift.com
https://console.redhat.com/openshift
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IPZS BATEEEA AWS STS 89 ROSA Classic, % T AWS STS #£% control
plane (HCP)#J ROSA, &% AWS STS F1{&f] HCP i ROSA f&F,

AHE -

Enumerate Fi N ERE I :

&/ 1AM FF#9 ROSA A/

{81/ STS 11 ROSA

PRI IET 2 A] B X 5]

BB 4 H STS B ROSA BRI B Lk

fR {8 STS M9 ROSA M T{FIRE

15.2.1. ZfZE ROSA WARBEEIFA*

Y£75 ROSA M—#R4y, ZIMEEEE AWS kP hEERIZRIS R, Bk TFIEIIER,. Baiam#
T3 ERAR T X AR -

{7 AdministratorAccess FEIEHERS IAM A EE

EAHED, X##H "ROSA with IAM Users", XFAE2EEEIFAE,

AW AR ENIAS BN AWS STS

EAXYRED, XN "ROSA with STS", BERHIEZEIEAZE.
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https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/about/#cloud-experts-rosa-hcp-sts-explained
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15.2.1.1. [ IAM A8 ROSA A~

LMBEXR %% ROSA K, ME—&EIFAARZ IAM FF B ROSA, 7% FEE AdministratorAccess
EERSELVIRIABRR IAM B, LUEFEEA ROSA By AWS ik BB R, RE, SELURE
SEUBHIT BHEIL,

15.2.1.2. £/ STS B9 ROSA

{5/ STS K ROSA #&ZF A% AWS ik BHREVAR. BHUIFABR, STS FHABERATUE XA
B 1AM B P SRR A PR FIEN S, SERFER,. £FKE, SEaEsE—»
NEdH#, JHE, AWS ARG, FEM APLIERVIFEl]l. MEESER, HSH AWS XX
. BALBIBEATHA IAM BF#A STS 9 ROSA, {H{#ifl STS i ROSA 2 B A FNHEE LTI,

15.2.2. {§if STS £ tM ROSA

JUASKBEZHA A STS B9 ROSA LhfEF 1AM i i/1T ROSA BR % :

AR 2R NERNABNKRIES, A AESMEROTERI R ATERSEN
A,

ZIRS A REEX LR R 2 S AT AF.

BHRS[EITENEEN, 2RI —/NMNIHEMEATHNEIE IEREFRE
RESIHERIL. B4, KIbdHEESIEGHSNES AKX,

15.2.3. AWS STS @&

ROSA {1 AWS STS A EMNHIRER IAM A€, HEFENHREN IAM AR FEARERE
FIENRERFIERR. TIESHETESMEAN IAM AEXE, XM AWS AP FABNER., WhAES
LRFS HRERPREFIMRELENEREN—3. ROSA fh BT H(CL) T REME M — 555 R
STS A%, 31F)7 OpenShift ThEER —EB X AWS BHRHITERE.

W358 ROSA %aH0/EE STS ABHNIKI. N TEARZLIAX—R, RETAERH#TORAGHS
AR SHXHE, UR—1 AU CLI B3R A GMKIRANIET, MFEAX different- mode FEHHIE
ZER, HEHERBEXLET A STS K ROSA £,

15.2.4. HET{EH STS i ROSA MZH#
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https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
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AWS EiliZR - X IR T SR AR NEMEN. ©aS5%Frm EC2 LA, FiEMM%A
. HSH AWS ITERE, DUEHITETRSRFISEHIRE, LUKRRAT control plane M
BT RECER B AWS EaliZR,

AWS STS - G S5 L mMEIE A ES S

OpenlD Connect (OIDC) - ;X 5% &f Operator IRt T 5 AWS T ARG, @it
SERIBIERAR, FHM STS REUGKZIEkHFTAFERR AP HH,

ABNIK - AAMKRIEE ROSA A STS #IFA IAM A K ROSA 2 HMEEX |z
—. X F{EF STS ¥ ROSA, ROSA {FMA GBHEIB#HS R LENA AR, UKk
Operator fi A15R0E,

REGRE T BT ABARITHEE. AXSTABGHNERBNES S, HSHAMER STSH
ROSA £HHXT IAM HiilR,

SECEENARS !

ManagedOpenShift-Installer-Role

ManagedOpenShift-ControlPlane-Role

ManagedOpenShift-Worker-Role

ManagedOpenShift-Support-Role

b P SEEIIBISREE A -

ManagedOpenShift-Installer-Role-Policy

ManagedOpenShift-ControlPlane-Role-Policy
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https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-sdpolicy-aws-compute-types_rosa-service-definition
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/prepare_your_environment/#rosa-ec2-instances_rosa-sts-aws-prereqs
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-sts-about-iam-resources
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|

ManagedOpenShift-Worker-Role-Policy
|

ManagedOpenShift-Support-Role-Policy
|

ManagedOpenShift-openshift-ingress-operator-cloud-credentials [1]
|

ManagedOpenShift-openshift-cluster-csi-drivers-ebs-cloud-credent [1]
|

ManagedOpenShift-openshift-cloud-network-config-controller-cloud [1]
|

ManagedOpenShift-openshift-machine-api-aws-cloud-credentials [1]
|

ManagedOpenShift-openshift-cloud-credential-operator-cloud-crede [1]
|

ManagedOpenShift-openshift-image-registry-installer-cloud-creden [1]

1.
I ERBRHLEERF Operator AffEA, WM TS, Operator ARESE_—NHE
i, RVelEBTFIaLeaH, BXESRECcHNAGRN I,
o
Operator AfAE :

|

<cluster-name\>-xxxx-openshift-cluster-csi-drivers-ebs-cloud-credent
|

<cluster-name\>-xxxx-openshift-cloud-network-config-controller-cloud
|

<cluster-name\>-xxxx-openshift-machine-api-aws-cloud-credentials
|

<cluster-name\>-xxxx-openshift-cloud-credential-operator-cloud-crede
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<cluster-name\>-xxxx-openshift-image-registry-installer-cloud-creden

<cluster-name\>-xxxx-openshift-ingress-operator-cloud-credentials

F AN Operator fi GRS,

15.2.5. 382 ROSA STS £#

ERROZ ML FFE U TS R I BTR. ROSA CLI AEOIEMERM JSON X, HahES
EMG, ROSA CLI thalblit—FHiTX—%, HEREN NEZTHER,

{1/ STS &858 E ROSA PR

1.

AR A BRI,
2.
FHBREREIE 2 BeA 0 MRS E FEIN A R,
3.
ISR,
4.
fll# Operator f B f1REE,
5.
Ji%f R Operator £ 43 B PR SRBE.
6.

Bl OIDC #tRi,

AR TH ROSA CLI B3I, thalLl{§A ROSA CLI #1# --mode manual =% --mode auto
WeaFotlE, BXBBENFEE, HSHE FHAE LOIBER X PEEHIES.

15.2.6. [ STS T k7 ROSA

AP EmBNEIEcE A GNRIScHIRE, MIREZER, HEAFHETNHAGRS. &
SR an, SOB—MEERE, FuBikrEERE, ZRIEATFIBAANABRKREAR, L2
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EC2 [R55 RIS RIS, ©AV EC2 LA LN TN EMREAGHRIER. A5, RFAALUIETA
BB B AT PR SRR,

SIRERCEHENA BRI E, AP TURIRER. SRR RE, S8/ Operator fifs, LUESE
&f Operator AILULZ Y AWS APl A, ARG, XEAGBHSES ZaCIRNBNTBRER, UKkTH
OIDC #tRipYSHEREE. Operator AAGBSEISEHNARTRE, SIIRARKT/EDW AWS iR

pod., B NAFEER IAM AEKINE pod, FRE B4R OIDC #E MRS R, LUE
Operator, EIlt pod BILLJjRIEIMENA R,

AP A RS T MNERIEIRE, &E—3 2018 OIDC #th,

A

Customer’s local

IAM user
[ [ [ |
Creates Creates Creates Creates
Account Account-wide Operator Operator
roles policies roles policies
T Attaches L Attaches 4|
Cross-account Cross-account
trust policy trust policy
Red Hat role AWS EC2

oIbC

LEERAEN, JEiEALIEARNITHENSIHRE AWS kP Hhift, M AWS STS FREEHT

EiF, FIAERARBE R GNAPREIRATFRIAS AWS ik g APl HARHITIEE, ER2IENH,
B KR ] g — /N,
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BATFHRA T B rhdiad -

Red Hat account Customer account

o Create accountroles

Red Hat managed Technical support

AWS EC2

OpenShiftinstaller role accessrole
Trust policy 1 Trust policy 2 Trust policy 3 Trust policy 4
ManagedOpenShift- ManagedOpenShift- I\gz';i?;gf;ﬁzr_’gg;:t_' ManagedOpenShift-
Installer-Role-Policy Support-Role-Policy Policy Worker-Role-Policy
ManagedOpenShift- ManagedOpenShift- ManagedOpenShift- ManagedOpenShift-

Installer-Role

Support-Role

ControlPlane-Role

Worker-Role

Policies
<Managed <Managed <Managed B <Managed <Managed
OpenSh"L_ft» Open.Sh"Lf't% Open.Sh'i.f_t% Openshigft>— Ope_nSh"Lft% Open_Sh"Lft»
openshift- openshift-cloud- openshift-image- openshift-ingress- openshift-cluster- openshift-cloud-
machine-api- credential- registry- _ B csi-drivers- network-config-
aws-cloud- operator-cloud- installer-cloud- 0p§§:§:ﬁt$;$§d ebs-cloud- controller-cloud-
credentials credentials credentials credentials credentials
A A A A A

e Create Operator roles

Roles

<cluster_name>-

<cluster_name>-

<cluster_name>-

<cluster_name>-

<cluster_name>-

<cluster_name>-

<hash>- <hash>- <hash>- <hash>- <hash>- <hash>-
openshift- openshift-cloud- openshift-image- . . openshift-cluster- openshift-cloud-
machine-api- credential- registry- openshift-ingress- csi-drivers- network-config-
aws-cloud- operator-cloud- installer-cloud- °pgizsg§£$;’%:di ebs-cloud- controller-cloud-
credentials credentials credentials credentials credentials
oIibC olIbC oIbC olDC olIbC olbC
trust policy 1 trust policy 2 trust policy 3 trust policy 4 trust policy 5 trust policy 6

1 1 1 1 1 t

olbC
provider

Operator AL FREBIRISLZNEIERPUTHES. B4 Operator L2 Bc—4* Operator &
fa. PPREBEH A OIDC N EaM{S KRS, Operator fH@id 2 S A BNIS X4 JSON Web &
1% (web_identity_token_file)f%i#45 OIDC #tNEakBEAR, ARFEAAHRIESLAEH,. AHEES
HogdEholEm, HEHEE S3 EFiEfh. AR, Operator RIAINZEASEXHPHNEITSARBEME
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wIghAEliES, LR OIDC MR ATFMA R, RS, OIDC #iFf=F Operator iR[D]
AT EEIE, LAE Operator aTLLL HH AWS API i, XN ERT, HEEBUTER :

/ Signed by private key

JWT
Role trust policy Cluster Operator

(Pod)

o

Uses temporary
credentials

-

AWS API

web_1identity_token_file

15.2.7. {8F STS 84 ROSA FAfl

RSB REN AT =

Sends JWT

40_.
—Q—

Sends temporary

(o][p]

<o

Sends temporary

$4

credentials

Public key
validates private key

L

S3repo

Public key

credentials

Account role
validates role trust policy

-

IAM /STS

Account role

LTI SR RH-Managed-OpenShift-installer f ]l — MR EBRE R ik - &
Managed-OpenShift-Installer-Role fifa, BtiT#2M AWS STS ROl ik, RERFFEHEAM

STS #ZHKBIIGM FEUESHTATRRE APl M, REERFE AWS hOIRARNEMEN, FIEE—/NRE

i, RERFITERUIFIZESBIKS,

=L

HEMNRERERTRABE, ERFAERG, TigihReSEl TR)T(SREE R T REERF.

I"RERE

machine-api-operator {8/ AssumeRoleWithWebldentity k{3 machine-api-aws-cloud-
credentials A2, XRS5 EF Operator ik WEIE, machine-api-operator A BIIERILLA
HAEXE APl FRRAEEHRMES EC2 L6,

15.3. SELE

15.3.1. 2 : AR EHE

FEELE TRBEHNTAL L. ERERESENTETNRZRIEE S X,
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15.3.1.1. TBE %5

MRIERE -

RAMEM CLI 645 - Simple CLI 158

A/ 5@ - Simple Ul 158

CLI #4515 - i£410Y CLI 58

WA SRR S - R4 Ul fERe

{1/ HCP Ml ROSA K - ROSA

D EFASELTEEATARE, MREERATIIHEERE, W H CLI R S HAHMHEEN
ik,

15.3.2. ##2 : &% CLI¥58

AThR T A5 758 m(CL)EBE Red Hat OpenShift Service on AWS (ROSA)SEE 4551
o

N
o

BRXANH ABESATRREXE, B4 P ERANER N X E ARG R T
%0

15.3.2.1. AR

el T EERPRERES.

15.3.2.2. KA
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X FEF4 AWS ik Hl y-stream OpenShift ik A, 2T T4 :

I rosa create account-roles --mode auto --yes

15.3.2.3. BBEEH

1.
BITU T BHEEHCHERER, AR EEREH -

I rosa create cluster --cluster-name <cluster-names --sts --mode auto --yes

BT T 5 BEEEHRKE -
I rosa list clusters
15.3.3. H# : #4089 CLI 1585

AHFEEB T ROSA CLI 38Z ROSA EHHFHL TR,

15.3.3.1. CLI ZBEE=
ZBE ROSA EHEHFER, —NEH5IK, TEW, HWERNTFINTIE, 75— & manual, E
KES{TRINE 5, H AR B IETE OB GHIEN, KHEIDR T B,

WREREOEEE, 15HAEIET, WREHZE T BIEHCIENfA EHIFEN, 5@ manual &%
I,

X5 --mode frgkitiEaBEE,

--mode BIEXETIE :

Fz) : CIBACHIFER, HRGFHEZLHIERS, ERHE F—2HPFs{Tiettiyn 5.
MEFETA T OB RS R A (3 i 21 B R BRI A 2,

auto : 25T AWS K7 B5)0IBE RN A IR,
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1

FXHES, EoTLEHE—EELE, H5) BAZEER, ALXRED,

15.3.3.2. BBE T

B EBETERERLITLEE -

ROSA create account-roles - ;XH K FMEF HifT—X. IR, TFZE HiE—y-
stream R ZXH)E 2 EF RO A,

ROSA p %
ROSA create operator-roles - FHFF s,
ROSA create oidc-provider - H:i&HFFzi#E=,

X FRI—IK 7 PEF BN ERE, TREH 2 LHTFEIER, manual BXFEE 2 74 #.

15.3.3.3. Hs5/E=l

HIREFL ROSA CLI 510/ A BRIFIE K OIBER, AL,

15.3.3.3.1. GBIk A 4

IR BRIEX T H158E ROSA, A i REOIEE W AE, NRIBEH LR GHIZRE,
&% Operator g,

BT T B R OBEFCEFHIAE -

I rosa create account-roles --mode auto --yes

fia ol
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I: Creating roles using 'arn:aws:iam::000000000000:user/rosa-user’
I: Created role ‘ManagedOpenShift-ControlPlane-Role’ with ARN
‘arn:aws:iam::000000000000:role/ManagedOpenShift-ControlPlane-Role’
I: Created role ‘ManagedOpenShift-Worker-Role' with ARN
‘arn:aws:iam::000000000000:role/ManagedOpenShift-Worker-Role’
I: Created role 'ManagedOpenShift-Support-Role’ with ARN
‘arn:aws:iam::000000000000:role/ManagedOpenShift-Support-Role’
I: Created role ‘ManagedOpenShift-Installer-Role’ with ARN
‘arn:aws:iam::000000000000:role/ManagedOpenShift-Installer-Role’
I: Created policy with ARN 'arn:aws:iam::000000000000:policy/ManagedOpenShift-openshifi-
machine-api-aws-cloud-credentials’
I: Created policy with ARN 'arn:aws:iam::000000000000:policy/ManagedOpenShift-openshifi-
cloud-credential-operator-cloud-crede’
I: Created policy with ARN 'arn:aws:iam::000000000000:policy/ManagedOpenShift-openshifi-
image-registry-installer-cloud-creden’
I: Created policy with ARN 'arn:aws:iam::000000000000:policy/ManagedOpenShift-openshifi-
ingress-operator-cloud-credentials’
I: Created policy with ARN 'arn:aws:iam::000000000000:policy/ManagedOpenShift-openshifi-
cluster-csi-drivers-ebs-cloud-credent’
I: To create a cluster with these roles, run the following command:

rosa create cluster --sts

15.3.3.3.2. OEEEH

BT T e BB/ BAT B AL THIERE

I rosa create cluster --cluster-name <cluster-names --sts --mode auto --yes

%{;

X FFOIE AT Operator £ OIDC £/, HW-REEEEEIAA o it
i, E@EfH —-help iz, € --interactive i F A s/,

FATHY

I $ rosa create cluster --cluster-name my-rosa-cluster --sts --mode auto --yes
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Fiti B

I: Creating cluster 'my-rosa-cluster’

I: To view a list of clusters and their status, run 'rosa list clusters’

I: Cluster 'my-rosa-cluster’ has been created.

I: Once the cluster is installed you will need to add an Identity Provider before you can login
into the cluster. See 'rosa create idp --help’ for more information.

I: To determine when your cluster is Ready, run 'rosa describe cluster -c my-rosa-cluster’.

I: To watch your cluster installation logs, run 'rosa logs install -c my-rosa-cluster --watch’.

Name: my-rosa-cluster

ID: 1mlhulb3bo01540jd0ji000000000000

External ID:

OpenShift Version:

Channel Group: stable

DNS: my-rosa-cluster.ibhp.p1.openshiftapps.com

AWS Account: 000000000000

API URL:

Console URL:

Region: us-west-2

Multi-AZ: false

Nodes:

- Master: 3

- Infra: 2

- Compute: 2

Network:

- Service CIDR: 172.30.0.0/16

- Machine CIDR: 10.0.0.0/16

- Pod CIDR: 10.128.0.0/14

- Host Prefix: /23

STS Role ARN: arn:aws:iam::000000000000:role/ManagedOpenShift-Installer-Role
Support Role ARN: arn:aws:iam::000000000000:role/ManagedOpenShift-Support-Role
Instance IAM Roles:

- Master: arn:aws:iam::000000000000:role/ManagedOpenShift-ControlPlane-Role
- Worker: arn:aws:iam::000000000000:role/ManagedOpenShift-Worker-Role
Operator IAM Roles:

- arn:aws:iam::000000000000:role/my-rosa-cluster-openshift-image-registry-installer-cloud-
credentials

- arn:aws:iam::000000000000:role/my-rosa-cluster-openshift-ingress-operator-cloud-
credentials

- arn:aws:iam::000000000000:role/my-rosa-cluster-openshift-cluster-csi-drivers-ebs-cloud-
credentials

- arn:aws:iam::000000000000:role/my-rosa-cluster-openshift-machine-api-aws-cloud-
credentials

- arn:aws:iam::000000000000:role/my-rosa-cluster-openshift-cloud-credential-operator-cloud-
credential-oper

State: waiting (Waiting for OIDC configuration)

Private: No

Created: Oct 28 2021 20:28:09 UTC

Details Page:
https://console.redhat.com/openshift/details/s/TwupmiQy45xr1nN000000000000
OIDC Endpoint URL: https://rh-oidc.s3.us-east-

1.amazonaws.com/1mlhulb3bo01540jd0ji000000000000
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15.3.3.3.2.1. il iE

AUXEMT -

K
ELY

=
E

3 1 control plane 7755

2 PRI T =

2 > worker 775

REEDT R

WIF THREZIFAER, 556 ec2 SLH) BIXH,

Region : 7 aws CLI Ii&

P%5 IP B -

Machine CIDR: 10.0.0.0/16

Service CIDR: 172.30.0.0/16

Pod CIDR: 10.128.0.0/14

#7TH9 VPC
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HFMEREIL AWS KMS Z5H
rosaal fHH9 OpenShift BEFTkZE
HAP X

RHEET

15.3.3.3.3. REBEZLERE

1.
BITU T aZ —REERHIGRE -

I rosa describe cluster --cluster <cluster-name>
X FRAH abridged #0/F, E51T -
I rosa list clusters

EERLEIFM "waiting” 37y "installing” 77 "ready”, XALTEE 40 HHf,

HREZTy "ready” jm, BHIEHARKLE,

15.3.3.4. FzpEE

WIRETE 15/ B RIFHE I EIE R pi e B A BRIEN, HRAFIh% LhEFES{T/L TN
B K B/ B A BRIFEHE,

KT ~interactive B, AXLXTTHFREGHMIES, 1556 XEED BIXH,

15.3.3.4.1. BIBEIKF A 8
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HIREE B—RIEXT WK H188E ROSA Hit REBIREIK A &R, &OIBEEEHIA
ERIFERS, B1F Operator FbE, %51t FiH R H I Fris 097 G RIFEE 02 s
B9 JSON Xtt, Bt EFEs{TH) aws CLI 85, HUBIBXLEXR,

BT T ie B R OIBATZ I X A F i ee 7 -

I rosa create account-roles --mode manual

by

I: All policy files saved to the current directory

I: Run the following commands to create the account roles and policies:
aws iam create-role \

--role-name ManagedOpenShift-Worker-Role |
--assume-role-policy-document file://sts_instance_worker_trust_policy.json |
--tags Key=rosa_openshift_version,Value=4.8
Key=rosa_role_prefix,Value=ManagedOpenShift
Key=rosa_role_type,Value=instance_worker

aws iam put-role-policy |

--role-name ManagedOpenShifi-Worker-Role |

--policy-name ManagedOpenShift-Worker-Role-Policy |
--policy-document file://sts_instance_worker_permission_policy.json

RELEZY I H RGBT LUEETX M. #F aws CLI BIBF YR,

by

$lis

openshift_cloud_credential _operator_cloud_credential_operator_iam_ro_creds_policy
.json

sts_instance_controlplane_permission_policy.json
openshift_cluster_csi_drivers_ebs_cloud_credentials_policy.json
sts_instance_controlplane_trust_policy.json
openshift_image_registry_installer_cloud_credentials_policy.json
sts_instance_worker_permission_policy.json
openshift_ingress_operator_cloud_credentials_policy.json
sts_instance_worker_trust_policy.json
openshift_machine_api_aws_cloud_credentials_policy.json
sts_support_permission_policy.json
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sts_installer_permission_policy.json
sts_support_trust_policy.json
sts_installer_trust_policy.json

ik - HAXHREEEEDIBIAE, I, I

sts_installer_permission_policy.json JZ :

ik

$ cat sts_installer_permission_policy.json
{
"Version": "2012-10-17",
"Statement’: [
{

"Effect": "Allow",

"Action": [
"autoscaling:DescribeAutoScalingGroups”,
"ec2:AllocateAddress”,
"ec2:AssociateAddress",
"ec2:AssociateDhcpOptions”,
"ec2:AssociateRouteTable",
"ec2:AttachinternetGateway",
"ec2:AttachNetworkinterface”,
"ec2:AuthorizeSecurityGroupEgress”",
"ec2:AuthorizeSecurityGrouplngress”,

[-]

Bt Ll £ ROSA EHXHEHPHIX T IAM R FHIAE,

L1TE 1 £HIYHE aws BB, WREA FSEL/EBHE) JSON X Flil— 1T HRH, £
A LLZ B FH

15.3.3.4.2. B/EEEH

1.
HERDIPAT aws B B/E, BT T a1 FFlE ROSA L -

I rosa create cluster --interactive --sts
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BX FRO#H A, 15ZI] ROSA XH,

TEXBES, BHHHALUFE -

Cluster name: my-rosa-cluster
OpenShift version: <choose version>
External ID (optional): <leave blank>
Operator roles prefix: <accept default>
Multiple availability zones: No

AWS region: <choose region>
PrivateLink cluster: No

Install into an existing VPC: No

Enable Customer Managed key: No
Compute nodes instance type: m5.xlarge
Enable autoscaling: No

Compute nodes: 2

Machine CIDR: <accept default>
Service CIDR: <accept default>

Pod CIDR: <accept default>

Host prefix: <accept default>

Encrypt etcd data (optional): No
Disable Workload monitoring: No

fia ol

I: Creating cluster 'my-rosa-cluster’

I: To create this cluster again in the future, you can run:

rosa create cluster --cluster-name my-rosa-cluster --role-arn
arn:aws:iam::000000000000:role/ManagedOpenShift-Installer-Role --support-role-arn
arn:aws:iam::000000000000:role/ManagedOpenShift-Support-Role --master-iam-role
arn:aws:iam::000000000000:role/ManagedOpenShift-ControlPlane-Role --worker-iam-
role arn:aws:iam::000000000000:role/ManagedOpenShift-Worker-Role --operator-roles-
prefix my-rosa-cluster --region us-west-2 --version 4.8.13 --compute-nodes 2 --
machine-cidr 10.0.0.0/16 --service-cidr 172.30.0.0/16 --pod-cidr 10.128.0.0/14 --host-
prefix 23

I: To view a list of clusters and their status, run 'rosa list clusters’

I: Cluster 'my-rosa-cluster’ has been created.

I: Once the cluster is installed you will need to add an Identity Provider before you
can login into the cluster. See 'rosa create idp --help' for more information.

Name: my-rosa-cluster

ID: 1t6i760dbum4mqltqh60000000000000
External ID:

OpenShift Version:

Channel Group: stable

DNS: my-rosa-cluster.abcd.p1.openshiftapps.com
AWS Account: 000000000000

API URL:

Console URL:

Region: us-west-2
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Multi-AZ: false

Nodes:

- Control plane: 3

- Infra: 2

- Compute: 2

Network:

- Service CIDR: 172.30.0.0/16

- Machine CIDR: 10.0.0.0/16

- Pod CIDR: 10.128.0.0/14

- Host Prefix: /23

STS Role ARN: arn:aws:iam::000000000000:role/ManagedOpenShift-Installer-
Role

Support Role ARN: arn:aws:iam::000000000000:role/ManagedOpenShift-
Support-Role

Instance IAM Roles:

- Control plane: arn:aws:iam::000000000000:role/ManagedOpenShift-
ControlPlane-Role

- Worker: arn:aws:iam::000000000000:role/ManagedOpenShift-Worker-Role
Operator IAM Roles:

- arn:aws:iam::000000000000:role/my-rosa-cluster-w7i6-openshift-ingress-operator-
cloud-credentials

- arn:aws:iam::000000000000:role/my-rosa-cluster-w7i6-openshift-cluster-csi-drivers-
ebs-cloud-credentials

- arn:aws:iam::000000000000:role/my-rosa-cluster-w7i6-openshift-cloud-network-
config-controller-cloud-cre

- arn:aws:iam::000000000000:role/my-rosa-cluster-openshift-machine-api-aws-cloud-
credentials

- arn:aws:iam::000000000000:role/my-rosa-cluster-openshift-cloud-credential-
operator-cloud-credentia

- arn:aws:iam::000000000000:role/my-rosa-cluster-openshift-image-registry-installer-
cloud-credential

State: waiting (Waiting for OIDC configuration)

Private: No

Created: Jul 12022 22:13:50 UTC

Details Page:

https://console.redhat.com/openshift/details/s/2BMQm8xz8Hq5y EN000000000000
OIDC Endpoint URL: https://rh-oidc.s3.us-east-

1.amazonaws.com/1t6i760dbum4maqltqgh60000000000000

I: Run the following commands to continue the cluster creation:

rosa create operator-roles --cluster my-rosa-cluster

rosa create oidc-provider --cluster my-rosa-cluster

I: To determine when your cluster is Ready, run 'rosa describe cluster -c my-rosa-
cluster’.

I: To watch your cluster installation logs, run ‘rosa logs install -c my-rosa-cluster --
watch'.

FEHRSAHRIF ) "waiting"”, BEEE FFREIH LTI IE,
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15.3.3.4.3. (/& Operator £tz

1.

>

3
5

LERE R EEATH F— T B, FENFNEHOE ILEAE, EOBAR, I
TU @S -

I rosa create operator-roles --mode manual --cluster <cluster-name>

Fitl B

I: Run the following commands to create the operator roles:
aws iam create-role |
--role-name my-rosa-cluster-openshift-image-registry-installer-cloud-credentials \
--assume-role-policy-document
file://operator_image_registry_installer_cloud_credentials_policy.json |
--tags Key=rosa_cluster_id,Value=1mkesci269png3tck000000000000000
Key=rosa_openshift_version,Value=4.8 Key=rosa_role_prefix,Value=
Key=operator_namespace,Value=openshift-image-registry
Key=operator_name,Value=installer-cloud-credentials

aws iam attach-role-policy |
--role-name my-rosa-cluster-openshift-image-registry-installer-cloud-credentials \

--policy-arn arn:aws:iam::000000000000:policy/ManagedOpenShift-openshifi-
image-registry-installer-cloud-creden

[]

15.3.3.4.4. B# OIDC &L/

1.
BT e 7R 0I# OIDC #EiviF :

I rosa create oidc-provider --mode manual --cluster <cluster-name>
XfF B s {TH] aws 5,

B
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I: Run the following commands to create the OIDC provider:

$ aws iam create-open-id-connect-provider \

--url https://rh-oidc.s3.us-east-1.amazonaws.com/1mkesci269png3tckknhhOrfs2da5fj9 |
--client-id-list openshift sts.amazonaws.com |

--thumbprint-list a9d53002e97e00e043244f3d170d000000000000

$ aws iam create-open-id-connect-provider \

--url https://rh-oidc.s3.us-east-1.amazonaws.com/1mkesci269png3tckknhh0rfs2da5fj9 |

--client-id-list openshift sts.amazonaws.com |
--thumbprint-list a9d53002e97e00e043244f3d170d000000000000

BRIER I FR LRI,

15.3.3.4.5. R EBL KL

1.
BT T —REEHIGRE -

I rosa describe cluster --cluster <cluster-name>
X FRAH abridged #0/F, E51T -
I rosa list clusters

EFRLESIFM "waiting” 3 "installing” 77 "ready", XALTEE 40 H 1,

HRAEBZT "ready” Ja, BHIEHARHELE,

15.3.3.5. 7t X Red Hat Hybrid Cloud Console URL

[ ]
ZJFX Hybrid Cloud Console URL, i#iafTil Fs :

I rosa describe cluster -c <cluster-names | grep Console
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EHUYHEBHETDEEE, FT—HENL TAHTL/E admin [/ F i FIEFER,

15.3.4. 2 : £ Control Planes #55

AHER T HFEE control plane (HCP)%##58% Red Hat OpenShift Service on AWS
(ROSA),

&5 HCP B9 ROSA, fZaLLf¥ control plane S5 FE# 5. X2 ROSA KIFEpEREA, R
control plane FEEHLIIEHHEHI AWS BFHa, control plane TEFEETE AWS BKFda, Miakt4
AWS Eili3Rf7¢/H. control plane Z/HFHNEH, BEAMHE, WEFEZELE, F5/#H HCP B
ROSA X#4,

15.3.4.1. Git2RAF

FE(EH HCP #2458 E ROSA ZFi, B FHE :
VPC - X2—1 8% VPC %, th#% BYO-VPC.
OIDC - OIDC EEEHI#H %I EAEH) OIDC £,
ROSA /7 1.2.31 k&S ir%&

GEXHEP, BITFEHAOEILETE, Bl FE—LHEEE, LEFERE{TesLEHE
HCP %7 1/& ROSA.,

15.3.4.1.1. BJ& VPC

1.
B, EMEEREE AWS CLI (aws)BCiE Dy & f 77 A HCP B9 ROSA alfXt, ZHHIXHF

WL, FE{TH s :
I rosa list regions --hosted-cp

L& VPC, & HEF, LUF Ak 2wELIZ VPC RAFZF4H. ©#&AE% aws CLI B
ERX 1,
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#l/bin/bash

set -e

HHHBHARTHA

# This script will create the network requirements for a ROSA cluster. This will be
# a public cluster. This creates:

#-VPC

# - Public and private subnets

# - Internet Gateway

# - Relevant route tables

#- NAT Gateway

#

# This will automatically use the region configured for the aws cli
#

HARBHARTHA

VPC_CIDR=10.0.0.0/16
PUBLIC_CIDR_SUBNET=10.0.1.0/24
PRIVATE_CIDR_SUBNET=10.0.0.0/24

# Create VPC
echo -n "Creating VPC..."
VPC_ID=$(aws ec2 create-vpc --cidr-block $VPC_CIDR --query Vpc.Vpcld --output text)

# Create tag name
aws ec2 create-tags --resources $VPC_ID --tags Key=Name,Value=$CLUSTER_NAME

# Enable dns hostname
aws ec2 modify-vpc-attribute --vpc-id $VPC_ID --enable-dns-hostnames
echo "done.”

# Create Public Subnet

echo -n "Creating public subnet...”

PUBLIC_SUBNET_ID=$(aws ec2 create-subnet --vpc-id $VPC_ID --cidr-block
$PUBLIC_CIDR_SUBNET --query Subnet.Subnetld --output text)

aws ec2 create-tags --resources $PUBLIC_SUBNET _ID --tags
Key=Name,Value=$CLUSTER_NAME-public
echo ""done."”

# Create private subnet

echo -n "Creating private subnet...”

PRIVATE_SUBNET _ID=$(aws ec2 create-subnet --vpc-id $VPC_ID --cidr-block
$PRIVATE_CIDR_SUBNET --query Subnet.Subnetld --output text)

aws ec2 create-tags --resources $PRIVATE_SUBNET_ID --tags
Key=Name,Value=$CLUSTER_NAME-private
echo "done.”

# Create an internet gateway for outbound traffic and attach it to the VPC.

echo -n "Creating internet gateway..."

IGW _ID=$(aws ec2 create-internet-gateway --query InternetGateway.InternetGatewayld
--output text)

echo "done.”

aws ec2 create-tags --resources $IGW _ID --tags Key=Name,Value=$CLUSTER_NAME
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aws ec2 attach-internet-gateway --vpc-id $VPC_ID --internet-gateway-id $IGW _ID >
/dev/null 2>&1
echo "Attached IGW to VPC."

# Create a route table for outbound traffic and associate it to the public subnet.
echo -n "Creating route table for public subnet..."
PUBLIC_ROUTE_TABLE_ID=$(aws ec2 create-route-table --vpc-id $VPC_ID --query
RouteTable.RouteTableld --output text)

aws ec2 create-tags --resources $PUBLIC_ROUTE_TABLE_ID --tags
Key=Name,Value=$CLUSTER_NAME
echo "done.”

aws ec2 create-route --route-table-id $PUBLIC_ROUTE_TABLE _ID --destination-cidr-
block 0.0.0.0/0 --gateway-id $IGW _ID > /dev/null 2>&1
echo "Created default public route.”

aws ec2 associate-route-table --subnet-id $PUBLIC_SUBNET ID --route-table-id
$PUBLIC _ROUTE _TABLE_ID > /dev/null 2>&1
echo "Public route table associated”

# Create a NAT gateway in the public subnet for outgoing traffic from the private
network.

echo -n "Creating NAT Gateway..."

NAT_IP_ADDRESS=$(aws ec2 allocate-address --domain vpc --query Allocationld --
output text)

NAT_GATEWAY _ID=$(aws ec2 create-nat-gateway --subnet-id $PUBLIC_SUBNET_ID --
allocation-id $NAT_IP_ADDRESS --query NatGateway.NatGatewayld --output text)

aws ec2 create-tags --resources $NAT_IP_ADDRESS --resources $NAT_GATEWAY _ID
--tags Key=Name,Value=$CLUSTER_NAME

sleep 10

echo "done.”

# Create a route table for the private subnet to the NAT gateway.

echo -n "Creating a route table for the private subnet to the NAT gateway..."”
PRIVATE_ROUTE_TABLE_ID=$(aws ec2 create-route-table --vpc-id $VPC_ID --query
RouteTable.RouteTableld --output text)

aws ec2 create-tags --resources $PRIVATE_ROUTE_TABLE_ID $NAT _IP_ADDRESS --
tags Key=Name,Value=$CLUSTER _NAME-private

aws ec2 create-route --route-table-id $PRIVATE_ROUTE_TABLE_ID --destination-cidr-
block 0.0.0.0/0 --gateway-id SNAT_GATEWAY_ID > /dev/null 2>&1

aws ec2 associate-route-table --subnet-id $PRIVATE _SUBNET _ID --route-table-id
$PRIVATE ROUTE_TABLE ID > /dev/null 2>&1

echo ""done."”

# echo "**********VARIABLE VALUES*"********"
# echo "VPC_ID="$VPC_ID

# echo "PUBLIC_SUBNET_ID="$PUBLIC_SUBNET_ID

# echo "PRIVATE_SUBNET_ID="$PRIVATE_SUBNET_ID
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# echo "PUBLIC_ROUTE_TABLE ID="$PUBLIC _ROUTE_TABLE_ID

# echo "PRIVATE_ROUTE_TABLE_ID="$PRIVATE_ROUTE_TABLE_ID
#echo "NAT_GATEWAY _ID="$NAT_GATEWAY_ID

# echo "IGW_ID="$IGW _ID

# echo "NAT_IP_ADDRESS="$NAT _IP_ADDRESS

echo ""Setup complete."”

echo """

echo ""To make the cluster create commands easier, please run the following
commands to set the environment variables:"

echo "export PUBLIC_SUBNET_ID=$PUBLIC_SUBNET_ID"

echo "export PRIVATE_SUBNET _ID=$PRIVATE_SUBNET_ID"

BX VPC EXHEZ15E, FEP VPC XH,

LIEBIZ R T N 5. Fm B RENHIEDE, LUEFEEIE]T create cluster iy

Bo MBI EFENTHETEN], WA :

export PUBLIC_SUBNET _ID=<public subnet id here>
export PRIVATE_SUBNET _ID=<private subnet id here>

BITU TR Bl CIKE THELE :

echo "Public Subnet: $PUBLIC_SUBNET_ID"; echo "Private Subnet:
$PRIVATE_SUBNET _ID"

fia ol

Public Subnet: subnet-0faceeb0000000000
Private Subnet: subnet-011fe340000000000

15.3.4.1.2. (& OIDC K&

X HEP, £0/& OIDC EER], FNTFFHEME MR, #TAfF OIDC ID 717 H 5388, L
ar LU, % w1/ ROSA CLI (/£ I — OIDC K&,

)X B OIDC BE, FaiTUTaRs :
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I export OIDC_ID=$(rosa create oidc-config --mode auto --managed --yes -o json | jq -r
Lid’)

15.3.4.1.3. QB BN BIH1EZE

BT TR PRAE— LI RLE, LEEHMEITRPIAER HCP SRR ROSA :

export CLUSTER_NAME=<enter cluster name>
export REGION=<region VPC was created in>

/70

1517 rosa whoami & # VPC X1,

15.3.4.2. (BB EH

WREE FE—RIEXT WK HEBE ROSA Hi REOIBIKF A &R, FHBEFEEIACHIE
Bs, &7 Operator ##s, HIF ROSA &/H AWS Z£wHEIRF(STS), EILIEA R0/ ROSA 5148
3T ATER) AWS IAM £ G RIFER,

BT T R OIBEFCERIAE -
I rosa create account-roles --mode auto --yes
BT T 5RO ER -

rosa create cluster --cluster-name $CLUSTER_NAME |
--subnet-ids ${PUBLIC_SUBNET_ID},${PRIVATE_SUBNET_ID} |
--hosted-cp |
--region $REGION |
--oidc-config-id $OIDC_ID \
--sts --mode auto --yes

EHAZHEAL] 10 BHIETLTH, EEFELEEFERKIEN =1 AWS T /KX H#4&—1 control
plane, FH7E AWS I s8R 1 worker 7752,

15.3.4.3. REBELRNKE

1.
BT T —REEHIGRE -
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WFEHREBFANHE, 15517 -

I rosa describe cluster --cluster $SCLUSTER_NAME
X FEBK AR abridged #1/F, #E57T -

I rosa list clusters
BHATHIEFEAE, HE1T :

I rosa logs install --cluster $CLUSTER_NAME --watch

LHURAEZD "ready” Ja, BEHIEHARRELE, ATEFEL/LHHE, worker TmFtA L
o

15.3.5. 7 : ¥ Ul 1555

K 7 /A SREI(UNEEE ROSA £5EH 60 5 HIR N IIZ,

%{;

BRI EEE S TFRERE, (L7 FREFBIEFN %A E A0 75 £ AT
§0

15.3.5.1. FItERH

BETH TR ETE R PRI R,

15.3.5.2. QI F A 4

X FE1 AWS i/l y-stream OpenShift jk%, =T F@ 5 :

I rosa create account-roles --mode auto --yes

15.3.5.3. 61 Red Hat OpenShift Cluster Manager f5 ta
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BT T s, HET AWS 156/ —1 OpenShift Cluster Manager /£ :

I rosa create ocm-role --mode auto --admin --yes

BT F@s, HET AWS 156/ —1 OpenShift Cluster Manager /i / A  :

I rosa create user-role --mode auto --yes

&/ OpenShift Cluster Manager £#E AWS W, FEHATH 15585,

OpenShift Cluster Manager Ul 2 vEE K,

Overview  Access control Add-ons Cluster history ~ Settings

. Installing cluster X Download OC CLI

Cluster creation usually takes 30 to 60 minutes to complete.

) o
Account setup OIDC and operator roles Network settings DNS setup Cluster installation
Completed Completed Validating
> Viewlogs
Details
Cluster ID Status
N/A \ Instaling ¢————
Type Total vCPU
ROSA 0 vCPU
Region Total memory

15.3.6. H# : #4089 Ul 155

ZE AL T &/ Red Hat OpenShift Cluster Manager /' 5RE1(Ul)28& Red Hat OpenShift
Service on AWS (ROSA)FEEE BG4,

15.3.6.1. BBE T E57

B BETHFREBLITLE -
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BB LB ER A G HIEE,
2.
FEHG AWS B S EER9 21 IS - X
a.
B #H#5#% Red Hat OpenShift Cluster Manager 4 £,
b.
BV EERE I S A 63,
3.
BIEER,

HiF B BEF AWS Ik, RFHTE 14, F2 LHREEHE F—XEH Ul ifHifT, X FE—
y-stream JREHTELER, HERFZOEEH.

15.3.6.2. QIR FEEEHBIA &

A

WREBBZEEPEFENC A, FIX—%, EFEXPH AWS Ik G, Ul&
RWEBIT A A,

WIREE FE—RIEXT W H88E ROSA Al RE OB A ER, i50/BEFREEIAERIE
B, &7% Operator &g,

Kimh, BT TR OBEFCEENAE

I $ rosa create account-roles --mode auto --yes

T B)

I: Creating roles using 'arn:aws:iam::000000000000:user/rosa-user’

I: Created role ‘ManagedOpenShift-ControlPlane-Role’ with ARN
‘arn:aws:iam::000000000000:role/ManagedOpenShift-ControlPlane-Role’
I: Created role ‘ManagedOpenShift-Worker-Role' with ARN
‘arn:aws:iam::000000000000:role/ManagedOpenShift-Worker-Role’
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I: Created role 'ManagedOpenShift-Support-Role’ with ARN
‘arn:aws:iam::000000000000:role/ManagedOpenShift-Support-Role’

I: Created role ‘ManagedOpenShift-Installer-Role’ with ARN
‘arn:aws:iam::000000000000:role/ManagedOpenShift-Installer-Role’

I: Created policy with ARN 'arn:aws:iam::000000000000:policy/ManagedOpenShift-
openshift-machine-api-aws-cloud-credentials’

I: Created policy with ARN 'arn:aws:iam::000000000000:policy/ManagedOpenShift-
openshift-cloud-credential-operator-cloud-crede’

I: Created policy with ARN 'arn:aws:iam::000000000000:policy/ManagedOpenShift-
openshift-image-registry-installer-cloud-creden’

I: Created policy with ARN 'arn:aws:iam::000000000000:policy/ManagedOpenShift-
openshift-ingress-operator-cloud-credentials’

I: Created policy with ARN 'arn:aws:iam::000000000000:policy/ManagedOpenShift-
openshift-cluster-csi-drivers-ebs-cloud-credent’

I: To create a cluster with these roles, run the following command:

rosa create cluster --sts

15.3.6.3. f71589 AWS K SEERILLIENK - #EK

WA TEEH] OpenShift Cluster Manager Z8:Z ROSA i/ Z{E[HHg AWS I/,

%{;

WREBZEXIKT AWS IKF, FRkiTX—#,

1515 OpenShift Cluster Manager #& R EHIZIIENK ", #THF Red Hat Hybrid Cloud #t#

£4 Create Cluster,

81 %572 Red Hat OpenShift Service on AWS (ROSA)7T, & Create Cluster,
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Select an OpenShift cluster type to create

& Cloud = Datacenter 8 Local

Managed services

Create clusters in the cloud using a managed service.

Offerings Purchased through Get started

‘ Red Hat OpenShift Dedicated Trial Red Hat Available on AWS and GCP Create trial cluster

> ‘ Red Hat OpenShift Dedicated Red Hat Available on AWS and GCP Create cluster

> [ Azure Red Hat OpenShift Microsoft Azure Flexible hourly billing Try it on Azure

> [ Red Hat OpenShift on IBM Cloud IBM Flexible hourly billing Tryiton IBM

aws
> Red Hat OpenShift Service on AWS Amazon Web Services Flexible hourly billing Create cluster v

(ROSA)

|

Prerequisites

WP THREE, i With Web SR,

aws
> - Red Hat OpenShift Service on AWS Amazon Web Services Flexible hourly billing

(ROSA)
With CLI

View your avail With web interface id quota >

1£"E#E AWS control plane K" F, £ Classic, ZiGHT"F—#",

Select an AWS control plane type

Not sure what to choose? Learn more about AWS control plane types [

Hosted

Run an OpenShift cluster where the control plane is decoupled from the data plane, and is treated like a multi-tenant workload on a hosted service cluster. The data plane is on a separate
network domain that allows segmentation between management and workload traffic.

v Control plane resources are hosted in a Red Hat-owned AWS account

v Better resource utilization with faster cluster creation

v Lower AWS infrastructure costs

v Red Hat SRE managed
Compliance certifications available soon

Virtual Private Cloud is required
To create a ROSA cluster that is hosted by Red Hat, you must be able to create clusters on a VPC.
Learn more about Virtual Private Cloud (4

Classic

Run an OpenShift cluster where the control plane and data plane are coupled. The control plane is hosted by a dedicated group of physical or virtual nodes and the network stack is shared.
v Control plane resources are hosted in your own AWS account

v Full compliance certifications

v Red Hat SRE managed

Next Back Cancel e

B Kk AWS EilZRIGIK THY dropbox, HIRESLREFKBAFT AWS #, T

dropbox &g 2E,
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%% How to associate a new AWS account,

Welcome to Red Hat OpenShift Service on AWS (ROSA)

Create a managed OpenShift cluster on an existing Amazon Web Services (AWS) account.

Did you complete your prerequisites?

To create a Red Hat OpenShift Service on AWS (ROSA) cluster via the web interface, you must complete the prerequisite steps on the Set up ROSA

AWS infrastructure account

Select an AWS account that is associated with your Red Hat account or associate a new account. This account will contain the ROSA infrastructure.

Associated AWS infrastructure account * @

301721915996

301721915996

ate a new AWS account I 4

A I U A e A ST VI AT A 1 Skt

MR EHB—DE, B85 XBPH AWS 1K 89158,

AWS infrastructure account

Select an AWS account that is associated with your Re¢
a new account. This account will contain the ROSA infrz

Associated AWS infrastructure account * @

710019948333 v

How to associate a new AWS account

Account roles

o Error getting AWS account ARNs

CLUSTERS-MGMT-500: undefined
Operation ID: 1d8cb8cd-8010-4838-a229-449ca6324¢

v Account roles ARNs

The following roles were detected in your AWS account

How to associate a new AWS account X

ROSA cluster deployments use the AWS Security Token Service
for added security. Run the following required steps from a CLI
authenticated with both AWS and ROSA.

v Step1: OCMrole

First, check if a role exists and is linked with:

rosa list ocm-role ]

o If there is an existing role and it's already linked to your Red Hat
account, you can continue to step 2.

Next, is there an existing role that isn't linked?

® Why do | need to link my account?

TR FaaARaAl

No, create new role Yes, link existing role

Basic OCM role

S

rosa create ocm-role

15.3.6.4. BIEEH XK OpenShift Cluster Manager £ t2

BT F a5, LIEZE OpenShift Cluster Manager 4 22 & 41 :
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I $ rosa list ocm-role

Ul BB EEFEBRE5EI OpenShift Cluster Manager £ tafgam 5 -

A OpenShift Cluster Manager /A £2 : 721F OpenShift Cluster Manager 251k
F IR IR, LUBTE QBB EFIN E & 1 ROSA ArZERIf G HIENs, #FZEH CLI
FrIoBATERIA . FHEH OIDC A7,

admin OpenShift Cluster Manager /A £a : #% OpenShift Cluster Manager ¢ X
BR, LUEFY ROSA BIERTZEHIA . FHEH OIDC B, X h2% e LIEREEE
ROSA £, R OpenShift Cluster Manager 851 v 4 BB Al 5 H .

ETHEZEXXLRHERIESE, 15X OpenShift Cluster Manager £
FIFR B85

EZHEESP, (& Admin OpenShift Cluster Manager £ & i i A B RIEERT T
/%0

Ehles, MWL Admin OpenShift Cluster Manager /65, stLTHEIERG i
HPALL TS :

I $ rosa create ocm-role --mode auto --admin --yes

Ut 5 AR 6/E OpenShift Cluster Manager £, FH iR SEHIZIIEN 18X,

Fi B

I: Creating ocm role

I: Creating role using ‘arn:aws:iam::000000000000:user/rosa-user’

I: Created role 'ManagedOpenShift-OCM-Role-12561000’ with ARN
‘arn:aws:iam::000000000000:role/ManagedOpenShift-OCM-Role-12561000’'

I: Linking OCM role

I: Successfully linked role-arn ‘arn:aws:iam::000000000000:role/ManagedOpenShift-
OCM-Role-12561000' with organization account '1MpZfntsZeUdjWHg7XRgP000000’
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4,
#1f; Step 2: User role,

15.3.6.4.1. Hfth OpenShift Cluster Manager /5 & 6% 57

[ ]
FoiEzl : WREFLECE{T AWS CLI 85, ZaTLUFERE Xy manual il F 2
auto, CLI f#fiti AWS @ 5L RIFXHE] JSON X7 55T H R P LI,

AL TS, KUFsiER )& OpenShift Cluster Manager f 3 :
I $ rosa create ocm-role --mode manual --admin --yes

HZ OpenShift Cluster Manager At : HIRE 7% OpenShift Cluster Manager X/
BEREG R, 56— EAKH9 OpenShift Cluster Manager fita, 25, ZEERZEH
CLI F3)t/BATFEaIfE o, FBEH] OIDC #E//,

EALLUT i 53 0/EE K OpenShift Cluster Manager /3£ :
I $ rosa create ocm-role --mode auto --yes

15.3.6.5. £ OpenShift Cluster Manager /5 /& 2

o A R A, RS A, LUE ROSA ALl AWS 817, LAGREINR, &
(X F 1L Z R /1 OpenShift Cluster Manager £ (& 5552 [H/B 17 {5 fE %5,

BT Fas, BREHRFAGESBHFE :
I $ rosa list user-role
A 1TE T o5 0B /- 15 G FH fF B A B RG2S -

I $ rosa create user-role --mode auto --yes

B

I: Creating User role
I: Creating ocm user role using ‘arn:aws:iam::000000000000:user/rosa-user’
I: Created role 'ManagedOpenShift-User-rosa-user-Role’ with ARN
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‘arn:aws:iam::000000000000:role/ManagedOpenShift-User-rosa-user-Role’

I: Linking User role

I: Successfully linked role ARN ‘arn:aws:iam::000000000000:role/ManagedOpenShift-
User-rosa-user-Role’ with account '1rbOQez0z5j1YollnhcXY000000'

LA, WIREEFEENHC51T AWS CLI 5, #aLUEX --mode
manual, CLI%itti AWS @5 HIfHX JSON X E24FTH R0, WHtREEREA
&,

2 Step 3: Account roles,

15.3.6.6. /B F A 4

1.
BT F i w RO A -

I $ rosa create account-roles --mode auto
Hifi OK LIXHLE,

15.3.6.7. fIAIK /7 KIEKBI BT

1.
HtE, BN EZE XK AWS ERIFRFICT FHEEFEFE AWS 1K, HIREETERIIK
VAR Var J952/8

IS

B EFILUFEZAK A E ARN,
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Account roles
v  Account roles ARNs

The following roles were detected in your AWS account. Learn more about account roles [

Refresh ARNs

Installer role * @

arn:aws:iam: irole/ManagedOpenShift-Installer-Role

Supportrole * @

arn:aws:iam:" s role/ManagedOpenShift-Support-Role

Worker role * @

arn:aws:iam: e crole/ManagedOpenShift-Worker-Role

Control plane role * @

arn:aws:iam: B -role/ManagedOpenShift-ControlPlane-Role

) The selected account-wide roles are compatible with OpenShift version 4.10 and earlier.
Next Back Cancel

i Next,

15.3.6.8. OB EE

1.
EXHEP, LUFEFMT -

EHRE

[}
Cluster name: & It;pick a name\>

Version: & It;select latest version\>

region: & It;select region\>
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B - H—KX

JERR P TG B . (REKE

JE BN eted INE : (REASEH

REEEFMEIFAME : REKLS

2.
il Next,
3.
i HlastikiE
[}
Compute T35 : m5.xlarge - 4 vCPU 16 GiB RAM
[}
enable autoscaling: unchecked
[}
Compute Tism# : 2
[}
FF RSB
4,
i Next,
15.3.6.8.1. B4
1.
R B EHIATE A H.
2.
it Next,
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{RE7 CIDR SERBIAT B A 1H,

s7i Next,

15.3.6.8.2. £ H A EHIFEHE

EEXHEESH, 15RE Auto selected, EFfHEEHISBESBTFEMTHE. Bk,

A

B2 BiEFE T 22 OpenShift Cluster Manager A2, NREE@HAFsiER,
BRI F5)0E Operator Faf] OIDC i, stk EEEH S0 H 5 51EH RS,
HZ ) FERY"EZ OpenShift Cluster Manager /4 £2"55%,

15.3.6.8.3. £ E#r

KT R AT B TR 8 8K A 1

15.3.6.8.4. K EH OB EE

1.
BEEHILENANE,

£4 Create cluster,

15.3.6.8.5. i FELEHE

IRETTE 24 51 B LU PR L T, BN ZEBALT 40 44,
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Overview Access control Settings
Installing cluster € Cancel cluster creation &, Download OC CLI
o ) ® (€3]
Account setup OIDC and operator roles DNS setup Cluster installation
Completed Pending Pending Pending
> Viewlogs
Details
Cluster ID Status
N/A  Installing <=
Type Total vCPU
ROSA O vCPU
Region Total memory
us-east-1 0B
Availability Nodes (actual/desired) @
Single zone Control plane: 0/3

15.3.6.9. 22X OpenShift Cluster Manager 5 2

b5 3

Gl

AR ERIE #5702 7 Admin OpenShift Cluster Manager £ 5, 585 It#Z
&84, OpenShift Cluster Manager ¥ 15 0#E 7R,

AR BB T 22 OpenShift Cluster Manager A2, W& B EE LR T LIHSERIF5I0EE
PP IoE :

[}

Operator /At
[}

OIDC #rvis

15.3.6.9.1. £/# Operator f5 2

1.
HH B OfF 2 EE{TH e R,
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Action required to continue installation x

You must create the operator roles and OIDC provider to complete cluster installation.

Use one of the following methods:
ROSA CLI AWS CLI
Copy and run the following commands:

rosa create operator-roles --interactive -c ssssssss L]

rosa create oidc-provider --interactive -c ssssssss

The options above will be available until the operator roles and OIDC provider are detected.

GBI E s {rie LG KX ERR, tE, K THEEE, Fe{Tl FieBXe/E

Operator fA£3 :

I $ rosa create operator-roles --mode auto --cluster <cluster-name> --yes

il

I: Creating roles using 'arn:aws:iam::000000000000:user/rosauser’

I: Created role 'rosacluster-b736-openshift-ingress-operator-cloud-credentials' with
ARN 'arn:aws:iam::000000000000:role/rosacluster-b736-openshift-ingress-operator-
cloud-credentials’

I: Created role 'rosacluster-b736-openshift-cluster-csi-drivers-ebs-cloud-credent’ with
ARN ‘arn:aws:iam::000000000000:role/rosacluster-b736-openshift-cluster-csi-drivers-
ebs-cloud-credent’

I: Created role 'rosacluster-b736-openshift-cloud-network-config-controller-cloud’ with
ARN 'arn:aws:iam::000000000000:role/rosacluster-b736-openshifi-cloud-network-
config-controller-cloud’

I: Created role 'rosacluster-b736-openshift-machine-api-aws-cloud-credentials' with
ARN 'arn:aws:iam::000000000000:role/rosacluster-b736-openshifi-machine-api-aws-
cloud-credentials’

I: Created role 'rosacluster-b736-openshift-cloud-credential-operator-cloud-crede’ with
ARN ‘arn:aws:iam::000000000000:role/rosacluster-b736-openshifi-cloud-credential-
operator-cloud-crede’

I: Created role 'rosacluster-b736-openshift-image-registry-installer-cloud-creden’ with
ARN ‘arn:aws:iam::000000000000:role/rosacluster-b736-openshift-image-registry-
installer-cloud-creden’

15.3.6.9.2. (/& OIDC &5
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X, BT TR0/ OIDC #iviF :

I $ rosa create oidc-provider --mode auto --cluster <cluster-names --yes

fia ol

I: Creating OIDC provider using ‘arn:aws:iam::000000000000:user/rosauser’
I: Created OIDC provider with ARN ‘arn:aws:iam::000000000000:oidc-provider/rh-
oidc.s3.us-east-1.amazonaws.com/1tt4kvrr2kha2rgs8gjfvf0000000000’

15.4. HE : O/EE TG

WS QI ETE (admin) i/, EERTLUREZE /R, BRI T LRI EE R/,

%{;

B G P B R E R o LUE B TE, XFELPrEsE, FEH EXH 50 EEEF
Ui EEH IR F 7 admin 7,

BITLU F e K0/ admin /7 :

I rosa create admin --cluster=<cluster-name>

B

W: It is recommended to add an identity provider to login to this cluster. See ‘rosa
create idp --help' for more information.

I: Admin account has been added to cluster ‘my-rosa-cluster’. It may take up to a
minute for the account to become active.

I: To login, run the following command:

oc login https://api.my-rosa-cluster.abcd.p1.openshiftapps.com:6443 |
--username cluster-admin \

--password FWGYL-2mkdJI-00000-00000
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B E—#FREIFFERP R, HIFCHIELK S, XFFEA CLI &RERH, LUEERDT
LUFFIG IR

$ oc login https://api.my-rosa-cluster.abed.p1.openshiftapps.com:6443 \
> =--username cluster-admin \

> --password FWGYL-2mkJI-00000-00000

by

Login successful.

You have access to 79 projects, the list has been suppressed. You can list all projects
with ' projects’

Using project ""default”.

BERELEESBLLadmin i BEBER, HFE{TU Fse—

i1 :

I $ oc whoami

BB
I cluster-admin
T2 -

I oc get all -n openshift-apiserver
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RA admin B/ el LI HETHIIE R Tia Tt er 5.

HfE, EATLUEAEFEY admin B/, X{FHEXBRENZE, X TFLIrEpE, il
KEGREHRERF, RU*KZE T—HE

15.5. ZEE : EGHIEHESF

BERPEN, HRESHIEHREF(IDP), FHEMH GitHub fE7776) IDP, 15£ /4 ROSA 351547
IDP B9z 35Z,

FEHEFA IDP 5T, 55T Fes -
I rosa create idp --help

15.5.1. {&/H GitHub £i& IDP

1.
ESRAH GitHub 15,

I —NEE EEE A B9FT GitHub 414,

er

NRECEHBENHBIEER, HELEBLHY, FkES 9 %,

H#iti + [FR, #2EH T New Organization,
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160

New repository

Import repository

+ Q—) New gist

Fund open so QNI ENTEET]) ion

Your organizatio.  New project ugh
GitHub Sponsors

X

BRI R RS ARG R, BCE midr Join for free,

FIABI SRR B, UREETAKEIIKF,. 2, #di Next,
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Tell us about your organization

Set up your team

Organization account name *

my-rosa-cluster v

This will be the name of your account on GitHub.
Your URL will be: https:/fgithub.com/my-rosa-cluster.

Contact email *

m@redhat.com v

This organization belongs to: *

My personal account
l.e.,

(O A business or institution
For example: GitHub, Inc., Example Institute, American Red Cross

MNext

By creating an account, you agree to the Terms of Service. For maore information about GitHub's
privacy practices, see the GitHub Privacy Statement. We'll occasionally send you account-
related emails.

Bt : AR E GitHub ID F#ZEFx1 ROSA EFATHIN IR, Zt el LB Iaas
metl,

4 Complete Setup.

At : LU F I ETPHIA 15 KIS,

A% Submit,

REE K, FIALL T 5 %E GitHub IDP :
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I rosa create idp --cluster=<cluster name> --interactive

FALUFE -

Type of identity provider: github

Identity Provider Name: <IDP-name>

Restrict to members of: organizations

GitHub organizations: <organization-account-name>

1.

CLI fyEiethiti, FrtBri i igad, #iai% Enter, XfFEEJ OAuth

LN AT B BIE . BT F B A G,

I: Interactive mode enabled.

Any optional fields can be left empty and a default will be selected.
? Type of identity provider: github
7 Identity provider name: rc i
? Restrict to members of: or
7 GitHub organizations:

? To use GitHub as an identity provider, you must first register the application:
— Open the follewing URL: ‘
https://github.com/organi ions/my-rosa—-cluster/settings/applications/new?oauth_application%5Bcallback_url%6D=h
uthZcallbackX2Frosa—-github&o application%5Bname%5D=1 foauth_application%6Burl%6D=https%3A%2FX%2Fconso
- Click on 'Register application’
? Client ID: [? for help] []

12.
w7 Register application,
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Register a new OAuth application

Application name *
| |
Something users will recognize and trust.
Homepage URL *
https://console-openshift-console.apps.==
The full URL to your application homepage.

Application description

Application description is optional

A

This is displayed to all users of your application.

Authorization callback URL *

https://oauth-openshift.apps.= &

#5153 ROSA Al]

. pl.

. .plopenshifta

Your application's callback URL. Read our QAuth documentation for more information.

Register application Cancel

F—IZx &/ ID, E# ID HIFREMFEK &/ ID 895K i,

IE

FEXHTETF,

CLI fFE K124 Z F'iw Secret, &[C]EN s,

AH 17 Generate a new client secret,
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164

15.

16.

17.

18.

19.

- - my-rosa-cluster owns this application. Transfer ownership
You can list your application in the GitHub Marketplace so that other users List this application in the
can discover it. Marketplace

0 users Revoke all user tokens
Client ID

caa3l m T

Client secrets Generate a new client secret

You need a client secret to authenticate as the application to the API.

Application logo

Upload new logo

/[\ You can also drag and drop a picture from your computer.
Drag & drop

Application name *

HNEEERE T —1 secret, E#IFH) secret, BN EXKEFARXET Y,

FHEER secret #5l5EI K i, G Enter,

#% GitHub Enterprise ¥4 &%,

HFE A,

FHFAL1 26, il IDP BI#, HIFAEREEFHP,
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Interactive mode enabled.
Any optional fields can be left empty and a default will be selected.
Type of identity provider:
Identity provider name:
Restrict to members of:
GitHub organizations:

Client ID:
Client Secret: ok s oo o o e ok o e o of o obe ol o ook o ke o o ok ok o ook s ke o o bk o ok ok ok o
GitHub Enterprise Hostname (optional):
Mapping method:
Configuring IDP for cluster ' :
Identity Provider 'rosa-github' has been created.
It will take up to 1 minute for this configuration to be enabled.
To add cluster administrators, see 'rosa create user —help’'.
To login into the console, open https://console-openshift-console.apps.
and click on rosa-github.

.pl.openshiftapps.com

20.
B R O]AGHEREFEFF BRI YN 55 85 . HTHY IDP i FEAFEHIE R To 4589 IDP, FF
EAHZH GitHub il 5EE.

Login with... RedHat

l OpenShift Service on AWS

l Cluster-Admin

| rosa-github I

15.5.2. & F R b f5 X E R0 1o IR

BERFARMEFH B0 IR, 255 ZfF GitHub /7 ID FMEHE FILERH GitHub #LHH,

7£ GitHub #1, A ZEB9HLF T,

RPN R, ZEEd B9, S # i &It ;your-organization-names, £
178974Id, Z my-rosa-cluster,
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3 +-|g-

Signed in as e

() Set status

X
+ QO
Fund open source  vyour profile

Your organization can Your repositories

I —— GitHub Sponsors! Les

Explore Sponso  Your projects

Jositories
Your stars
Explore repositories Your gists
openshiftfbuilder Upgrade
The image run by build g )
building+pushing Feature preview
1al
@®Go Y21 Help
Settings
1 follow. i -Versi .
openshiftfcluster-versic Sign out
®Go 1t 43
3.
1 Invite someone,
EEN
B mm  My-rosa-cluster
|
[ Repositories ) Packages /. People 1 Ay Teams [U]] Projects % Settings
People 1>
=
This organization has no repositories. a
4,

BWAFHH GitHub ID, ZFEIEHBIE S, 2iE A Invite,
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TR ESEEE, T Hybrid Cloud Console ## kX GitHub F#5E7
ROSA #£7,

15.6. H#E : ##5 ADMIN iR

EEE(admin) (N RF A H /R F R MEEEE I, WRERRLHEF1R#FEZERIFN, WEZEF
SN TR FE . #e LM ROSA 51752 E(CLI)2E Red Hat OpenShift Cluster Manager
Web A/ SREI(UNIEF admin F8R,

TG R T PR B E TR -
cluster-admin:cluster-admin F{R#2F% admin /' EEEF BT,

dedicated-admin:dedicated-admin {2 #F admin /e A S HEEEHL S, (HE—LR
FILU BT IE E B HitF, £ BELEH R, &R#H#H dedicated-admin,

WFEX admin HFHUHEZEE , 55/ EEEH XH,

15.6.1. &/ ROSA CLI

1.
R EECIBEFIIE 7, HLTU TaphZ—FIZF admin IR :

XIF cluster-admin :
I $ rosa grant user cluster-admin --user <idp_user_name> --cluster=<cluster-name>
X/ F dedicated-admin :

I $ rosa grant user dedicated-admin --user <idp_user_names --cluster=<cluster-
name>

BT F 542 uF admin FUBREZ S5 -
I $ rosa list users --cluster=<cluster-name>
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by

$ rosa list users --cluster=my-rosa-cluster
ID GROUPS
<idp_user_names> cluster-admins

AR 172 B 2 &% 7 Red Hat Hybrid Cloud #2415, i5&HZHE HEHEREE, LUE
B 7" Administrator Panel"#89%T 1. # el Z—1 incognito 3t private &/,

¢ Administrator

Overview
Home
Cluster
Overview
Projects . . )
Details View settings Status
Search
Explore Cluster API Address o Cluster o Control Plane
Events o Cperators
Operators Cluster ID

ce5c602a-cd65-44ae-

B A LUB 7L F oo 5 K2 & B fF admin PR MEIZRIK 78, KA cluster-admin
F e LUIERHEEB91E 2 Tzt 6 5.

I $ oc get all -n openshift-apiserver

15.6.2. {&/H Red Hat OpenShift Cluster Manager Ul

1.
&% OpenShift Cluster Manager.,

HFEER
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s Access Control £TiF,

HEfAdi8g Cluster roles and Access AT+,

H1; Add user,

Clusters > rosa-cluster-demo

rosa-cluster-demo

Missing identity providers
Identity providers determine how users log into the cluster. Add OAuth configuration to allow others to log in.

Overview Access control Add-ons Cluster history Networking Machine pools Support Settings

Identity providers Cluster administrative users
Grant permission to manage this cluster to users defined in your identity provider. Learn more. [

Cluster Roles and Access
Add user

OCM Roles and Access

R, FAR/ ID,

AL ESE H F cluster-admins Bt dedicated-admins U8R,
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Add cluster user

UserlD *

sample-user 44—

Group

() dedicated-admins

Grants standard administrative privileges for OpenShift Dedicated. Users can
perform administrative actions listed in the documentation.

luster-admins

ives users full administrative access to the cluster. This is the highest level of
privilege available to users. |t should be granted with extreme care, because it

is possible with this level of access to get the cluster into an unsupportable
state.

15.7. B2 : i/ EH

oI L& Hp 5 fT5RE(CLI)2E Red Hat Hybrid Cloud Console /' SREI(UI)FEFIEEE,

15.7.1. &/ CLI i[5/ 58

ZF CLI U8, SAEE oc CLI, HMREEEHE, NAXEZLET oc CLI,

&% OpenShift Cluster Manager.,

2.
A LARAEFE,
3.
#:f; Copy Login Command,
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rosa-user-

Copy login command &

Language preference

Log out

XRHF— AT, B aliiFz S EHREES(IDP), s ZZEEHA IDP, #I4 : "rosa-
github",

Log in with...

Cluster-Admin ‘

W RATHF— 1 Frkras i, i Display token,

G IGHIE T T s -

$ oc login --token=sha256~GBAfS4JQ0t1UTKYHbWAK60UWGUkdMGz000000000000 -
-server=https://api.my-rosa-cluster.abcd.p1.openshiftapps.com:6443

by

Logged into "https://api.my-rosa-cluster.abcd.p1.openshiftapps.com:6443" as "rosa-
user" using the token provided.

You have access to 79 projects, the list has been suppressed. You can list all projects
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with ' projects’

Using project "default”.

BT T A EBER :

I $ oc whoami

B

I rosa-user

HfE, BRIy,

15.7.2. i B A A Ui EE

1.

&% OpenShift Cluster Manager.,

FRFESSIEHE URL 2

I rosa describe cluster -c <cluster-names | grep Console

=58 IDP, 414 : "rosa-github"”,
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Log in with...

Cluster-Admin ‘

BIB9Sl

BWEZBER, WRESHEHE, #fFE—1 cluster-admin, #,7i%&F) Hybrid Cloud
Console Bi, A&7 7 Administrator E#k.

o i .
¢ Administrator Overview o Quick start available X
Home
Cluster
Overview
Projects
Details View settings Status View alerts Activity View events
Search
‘Ongoing
B Cluster API Address @ Cluster @ Control Plane
https://api.ok- There are no ongoing
Events rosa-012321vgyx pl.openshifta @ Operators activities.

pps.com:6443
Recent Events [l Pause
Cluster ID

ce5c602a-cdB5-44ae- )
ilizati 18:20 St .
a888-4e8d641bb3b3 Cluster Utilization THour = G opping ¢

Operators

Workloads 1819 (@ Created co...

OpensShift Cluster Manager &
17.30 18:00
Provider Resource Usage 7 0

Networking
AWS 1819 (@ Successfull..

cPu 43 ¢
OpenShift Version 237 available of28 : rww“l\'" ) )
Storage 468 2 1819 (@ Pulling ima...

1210 MM AdAathOTT >

>
>
1819 (@ Started con.. >
>
>

15.8. 72 : £ WORKER T7m

1£ Red Hat OpenShift Service on AWS (ROSA)H#, (EfHl# 1t E K worker T sB9& 1 . Hlas
BRI FZ ML A — LA TERE, F1 ROSA £HEE — 1 OIEERIN ORI I Hla5
B, WFEEZELE, HE4H st XH,

15.8.1. BYEZH 51

Ere] LU 0 71T SR EI(CLI)3E A /- SR EN(UI) BI R 355t

15.8.1.1. &/ CLI B 51
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BT Fes:

rosa create machinepool --cluster=<cluster-name> --name=<machinepool-name> --
replicas=<number-nodes>

FATHY

$ rosa create machinepool --cluster=my-rosa-cluster --name=new-mp
--replicas=2

il ~B)

I: Machine pool 'new-mp’ created successfully on cluster 'my-rosa-cluster’
I: To view all machine pools, run 'rosa list machinepools -¢c my-rosa-cluster’

Ak : BB TR, 57 mbns i maMEF YLt P eI E T m -

rosa create machinepool --cluster=<cluster-name> --name=<machinepool-name> --
replicas=<number-nodes> --labels="<key=pair>"

FATHY

$ rosa create machinepool --cluster=my-rosa-cluster --name=db-nodes-mp --
replicas=2 --labels="app=db’, tier=backend’

B
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I I: Machine pool 'db-nodes-mp' created successfully on cluster ‘my-rosa-cluster’

XECIBHINE 2 TN, BeLlifEy—PNETHTEE, HENDEBraItrE,

BT T B bl a5t VB FIA B9t -

I rosa list machinepools --cluster=<cluster-name>

i
ID AUTOSCALING REPLICAS INSTANCE TYPE LABELS TAINTS
AVAILABILITY ZONES
Default No 2 mb5.xlarge us-east-1a

15.8.1.2. {&/F Ul BYEZH &5t

1.
&% OpenShift Cluster Manager ## sa 5 H9EEY,
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Red Hat

Clusters

Filter by name or ID... Y Cluster type ~ Create cluster

Name 1 Status Type
my-rosa-cluster & Ready ROSA :
2.
#1117 Machine pool,

my-rosa-cluster Actions

Overview Access control Add-ons Networking Insights Advisor Machine pools Supg
3.
2 Add machine pool,
4,
A AT S,
B

B o LUy [ Edit Tmbrsfligm B85, FF 1 mbn Al 5 masME e P 7 5=,
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Add machine pool X

A machine pool is a group of machines that are all clones of the
same configuration, that can be used on demand by an application
running on a pod.

Machine pool name *

mp12345

Compute node instance type * ©)

mb5.xlarge - 4 vCPU 16 GiB RAM v

Scaling
[J Enable autoscaling ®

Autoscaling automatically adds and removes worker (compute) nodes from the
cluster based on resource requirements.

Compute node count * (@

0 A 4

Root disk size * @

- 300 + GiB

Add machine pool

B BRI BEIFHHE,
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Add machine pool

Machine pool Instance type Availability zones Node co... Autoscaling
Default mb.xlarge us-west-2a 2 Disabled
new-mp mb5.xlarge us-west-2a 2 Disabled

v db-nodes-mp mb5.xlarge us-west-2a 2 Disabled

Labels

app =db  tier = backend

15.8.2. ¥/ /& worker 7755

Gl Et, L BiG I ENE g worker TIsa#E, HFaTLUE CLI 3¢ Ul ¥4 worker 75
ok

/o

15.8.2.1. {&/H CLI # & worker 7755

1.
BITUTRE, UEEFER OIS, :

I rosa list machinepools --cluster=<cluster-name>

Hiti 6
ID AUTOSCALING REPLICAS INSTANCE TYPE LABELS TAINTS
AVAILABILITY ZONES
Default No 2 mb5.xlarge us-east-1a

ERFRANE L) BEITRREN T =, HE{TU RS :

rosa edit machinepool --cluster=<cluster-name> --replicas=<number-nodes>
<machinepool-name>
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FATH

I rosa edit machinepool --cluster=my-rosa-cluster --replicas 3 Default

BT TR wiibla ey & -

I rosa describe cluster --cluster=<cluster-names | grep Compute

FATHY

I $ rosa describe cluster --cluster=my-rosa-cluster | grep Compute

fia ol

I - Compute: 3 (m5.xlarge)

15.8.2.2. {&H Ul 7" /& worker 7752

1.
R BB G a5 BT =T =

2.

= Edit,
3.

HWAFTERTTRHE, ZKigHd Save,
4,

HFEEEY, s Overview HETI-FFHIE5)E Compute FlIZF i\ EEH BT B, il BAZFN Y
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EFV BRI T, BIH : 3/3,

Overview Access control Add-ons
Red Hat OpenShift Cluster

Manager

Resource usage

Clusters

vCPU

"~

Overview 14.59%

Subscriptions

Support Cases

Cluster Manager Feedback

Red Hat Marketplace
Details

Documentation [

Cluster ID
ce5c602a-cd65-44ae-aB88-4e8d641bb3b3

Type
ROSA

Location
US East, N. Virginia

Provider
AWS

Awvailability

—

15.8.2.3. =T smbrs

LT a8 BT mbnss

Networking Machine pools Support Update set

Memory

23.8%

Status
@ Ready

Total vCPU
28 vCPU

Total memory

107.26 GiB

Nedes (actual/desired)
Master: 3/3
Infra: 2/2

rosa edit machinepool --cluster=<cluster-name> --replicas=<number-nodes> --

labels="key=value' <machinepool-name>

FATH

rosa edit machinepool --cluster=my-rosa-cluster --replicas=2 --labels

'foo=bar’,'baz=one’' new-mp

BXARGHHEA T 2 T,
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gZ

XTI A e B E B HE X BIEE, WRERMT— 1 brsH R E AR
3=, AR BT B It 5. B, wRAfFAE SRt B EE
WWBIIRE, B, WREWELGE, FiaiTewHAEENRE, TaEEZN

BRagEnE,

15.8.3. BB /LA

Bt e LU WL a5 1 [ — £ E AT IRI8) worker Tsiflés K, OIBH#ME, HELXLEEXT
MR, (B LA TN —-instance-type tr& K IR G T A T B9l &5,

oI, EFFEEE T R T TR, Fa T Fes -

rosa create machinepool --cluster=<cluster-name> --name=<mp-name> --replicas=
<number-nodes> --labels='<key=pair>' --instance-type=<type>

FATHY

rosa create machinepool --cluster=my-rosa-cluster --name=db-nodes-large-mp --
replicas=2 --labels="app=db’, tier=backend’ --instance-type=m5.2xlarge

s,

FEHE FEATFEEHIER, iGafTU Fes :
I rosa list instance-types

BFHEHK, #&H --interactive Frs :

I rosa create machinepool -¢ <cluster-names --interactive
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Replicas: 2

Wosad sad sad sad

mS.xlarge

rh.xlarge

r5.2xlarge
ms.2xlarge
ch.2xlarge
rb.4xlarge
ma.4xlarge

Machine pool name: large-nodes
Enable autoscaling (optional):

Instance type: [Use arrows to

pool
Mo

move, type to filter, ? for more help]

BT F R wolHbl st H EEHHY. FBABLHILE -

I rosa list machinepools -c¢ <cluster-names

ID AUTOSCALING REPLICAS INSTANCE TYPE LABELS TAINTS
default No 3 m5.xlarge

db-nodes-large--mp No 2 =——3p-m5.2xlarge app=db, tier=backend
db-nodes-mp No_ 2 m5.xlarge app=db, tier=backend

15.9. & : B39 B

EHEY E R pod FRMEEHIER worker 775,

EHET BRELUFIEX FIEMERFIA ) -

HFERTFE, Pod A VER2ETTIm L,

T— T B BB E 7 K AT

EHE) B R IFEH T RIE NEE S 15 E IR E

EHET BRELUFIEX FlDEFBIA N -

AVAILABILITY ZONES
us-east-la
us—east-la
us-east-la

BEHIHTFERLE T m, I, SR T REEREAERBEARFEEE pod #ALIL

EFERM T = LR,

15.9.1. &/ CLI 1B B H#t/5 A E 5T '
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i

EHEY BoLUEEF OB 5/, 7€ --enable-autoscaling i 0/ HHl#F
)‘@0

Rl e AT At iR IEE 5T B, BRI LY BT TET B, 557U Tes -

I $ rosa list machinepools -c <cluster-name>

fia ol

ID AUTOSCALING REPLICAS INSTANCE TYPE LABELS TAINTS
AVAILABILITY ZONES
Default No 2 mb5.xlarge us-east-1a

ETUTRS, BEH) BFMATHHELS :

$ rosa edit machinepool -c <cluster-name> --enable-autoscaling <machinepool-name>
--min-replicas=<nums> --max-replicas=<num>

FATHY

$ rosa edit machinepool -c my-rosa-cluster --enable-autoscaling Default --min-
replicas=2 --max-replicas=4

LU k579 worker T i@ — 1N E5T BRER, WRIFEGRE 2 F 4 N T=ZHT R,

15.9.2. £/ Ul BBl a5 FE 51 &
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A7

A

£ A, BTLUE S Enable autoscaling E4HE, 7rEH BN LR
B3 B,

A Machine pool T+, G GlilEI="1 =,
#iif7 Scale, # /5%l Enable autoscaling.,

BT T Bl a7 E577 B -

I $ rosa list machinepools -c <cluster-name>

B

ID AUTOSCALING REPLICAS INSTANCE TYPE LABELS TAINTS
AVAILABILITY ZONES
Default Yes 2-4 mb5.xlarge us-east-1a

15.10. HEE : FHREHF

Red Hat OpenShift Service on AWS (ROSA)fEyZE MRS H)—EB A AITATEEHHAR, BT BEL
1T T 60 5 SN EFEHTEN, ZaILITE S (BRI 6] 1B H K

VI ERA R 515 -

FoIEAw F{TREICLI) : G5 —RMETEIAR, Ci5EARFHRHIE HE— R ALK,

Fzh&fH Red Hat OpenShift Cluster Manager /" 5REI(UI) : jG5)—RMEHAK, BtH4FF5F
B H BRI 5] i — R IEAK,
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BMHEAR : ZEHIKRETEN, HELH y-stream HRKZKE—THARELD, TLmFs)H

E, BHFLIERRE,

BXEHARDITE, HETHUTRs -

I $ rosa upgrade cluster --help
15.10.1. & CLI FsjHREH

BITU T rl B s A A HRAX

I $ rosa list upgrade -c <cluster-name>

fia ol

$ rosa list upgrade -c <cluster-names
VERSION NOTES

4.14.7 recommended

4.14.6

L EBI, fkZ& 4.14.7 71 4.14.6 ZBal /4,

2.
BT Fw, fFERITHE— DAL
I $ rosa upgrade cluster -c <cluster-names --version <desired-version>
3.

Al : BT TS, FAEEE Xy i EHTaT H BRI ALK

<future-date-for-update> --schedule-time <future-time-for-update>

I $ rosa upgrade cluster -c <cluster-names --version <desired-version> --schedule-date

15.10.2. &8 Ul FoiAREE
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&SR F OpenShift Cluster Manager, FtiFEEEHRIIEEE,

HT Settings.,

HWREATHBIAR, = Update,

Monitoring
Enable user workload monitoring ®

Monitor your own projects in isolation from Red Hat Site Reliability Engineering (SRE) platform metrics.

Update strategy

Note: In the event of Critical security concerns[4 (CVEs) that significantly impact the security or stability of the
cluster, updates may be automatically scheduled by Red Hat SRE to the latest z-stream version not impacted by the
CVE within 2 business days after customer notifications.

@ Individual updates

Schedule each update individually. Take into consideration end of life dates from the lifecycle policy (4 when planning updates.

O Recurring updates
The cluster will be automatically updated based on your preferred day and start time when new patch updates (z-stream [£') are
available. When a new minor version is available, you'll be notified and must manually allow the cluster to update to the next
minor version.

Node draining

You may set a grace period for how long pod disruption budget-protected workloads will be respected during
updates. After this grace period, any workloads protected by pod disruption budgets that have not been successfully
drained from a node will be forcibly evicted.

VAR T T B (I A RBIIR

HFRITE— T, ZHIZHIFFLE,

15.10.3. RiEEIELEHK

&RF OpenShift Cluster Manager, BAtiFEEARLIEEE,

H Settings.,

1£ Update Strategy T, #id; Recurring updates,

B TR I 1H],
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Update status
® Update available

41213 4.12.45

e —

© Additional versions available
between 4.12.13 and 4.12.45

Update

2 Feedback
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£ TmHE F, SEFE—TERA, LA T =i pod IERETHEZE,

5.
il Save,

15.11. 7 : WHEH
ol LU ip 517 5RE(CLI)BE A - SR (UNER Red Hat OpenShift Service on AWS (ROSA)£#%,

15.11.1. &/ CLI ¢ ROSA £

1.
Al : BT T i85 R 5 R U R EE BT EFE -

I $ rosa list clusters

2.
BATEUF i 5 MR ERE -

I $ rosa delete cluster --cluster <cluster-name>

A=
=]

B s aThE,

g

CLI RAET LN BEWRER, By, REHA. FERAAHEXEUFIEBIFHMER,

b33
A AWS STS 7l IAM £ BRIFBEFHRE, DAHZIRU T2 R LR

BiaF 5.

CLI 5t Wk /#289 OpeniD Connect (OIDC)£E/ 5 #] Operator IAM £ & 55 BHIw 5.
187
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I $ rosa list clusters

5.
WEERE, ST FewFEilE OIDC #iR -
I $ rosa delete oidc-provider -¢ <clusterlD> --mode auto --yes
6.
BITEU a5 ¥MkR Operator IAM £tz :
I $ rosa delete operator-roles -c <clusterID> --mode auto --yes
*E
Wi oZZER ID, MTEEHED
7.

REFRI B E#HIE—IK P RUEFTHZEEN, FHERRO A6, AREFIL
K /R ROSA £5, ETENTULLIE,

ZWRIK A6, B EAENR eI EENFIZ, BRHAEEE, SN
"ManagedOpenShift",

BT T 7RI A6 -

I $ rosa delete account-roles --prefix <prefix> --mode auto --yes

15.11.2. &/ Ul flE& ROSA ££F

1.
&% OpenShift Cluster Manager, EEEWERITEEE,

RGEHGIEI =T s,

Y Cluster type  ~ Create cluster Register cluster View cluster archives

0 View only my clusters @ 1-10f1 ~

Name Status Type Created | Version Provider (Region)

rosa-test @ Ready ROSA 12 Jan 2024 4147 AWS (us-east-1)
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=~
1f FHE A, i WERER.
Y Cluster type v [ Register cluster View cluster archives
o View only my clusters ® 1-1of1 ~

Name Status Type Created | Version Provider (Region)

rosa-test @ Ready ROSA 12 Jan 2024 4147 AWS (us-east-1)
Open console

1-10f1 1
Edit display name
Edit machine pool
————————  Delete cluster
4.

FALHERHLUA MR, /a5 Delete,

15.12. B : IKERSE

e BN EHIEBIIEFEEE, HEFEEGN, ILEE—LTR,

15.12.1. FZIMZFFHFRA

BRI LUy R REB S A AT B9 FHE A1

7f Red Hat OpenShift Cluster Manager /" SREI(UI)L, #Hiti AIFEE,

2 Support ETIF,

H1; Add notification contact, FHEIA B fH FHELEHLE,

15.12.2. (& Ul IRZNIELIR S

1.
£ OpenShift Cluster Manager Ul 41, & Support £+,

£ Open S5/,

15.12.3. (&35 5 T BB RN LR 1
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WE L1 21 W8 32 15 VT [

2 Open a new Case,

SUBSCRIPTIONS DOWNLOADS CONTAINERS SUPPORT CASES

Red Hat Products & Services Tools Security

Customer Portal it fiti

Support

RED HAT CUSTOMER EXPERIENCE & ENGAGEMENT

Supporting Success, Exceeding Expectations

Support Cases Live Chat
Get answers quickly by opening a support Directly access our support engineers
case with us. during weekday business hours.

View Open Cases P

| #2 OPEN NEW CASE < G2 LEARN MORE

Note: If needed, our engineers can initiate a Remate Support Session to view and/or access your system.

B RBEHIZIIGI S

EERR S FFBIIR A,

Community

Callus

Speak directly with a Red Hat support
expert by phone.

. CONTACTUS

Red Hat Support

Cases Troubleshoot Manage

*
o Create a case Account

Red Hat ( O]

Owner *

Select the option that best fits your reason for creating a case *

Account / Customer Service Request Certification
Defect / Bug Feature / Enhancement Request
Usage / Documentation Help Other

Zt## Red Hat OpenShift Service on AWS,

190
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#5153 ROSA Al]

Red Hat Support

Cases Troubleshoot Manage

OpenShift o o ~

WAPETIDTINL Vgl gy pmsune )

1 Create a case

e Select a product OpenShift Online
Red Hat OpenShift Cluster Manager
Red Hat OpenShift Container Storage

Red Hat OpenShift Serverless

Red Hat OpenShift Service on AWS

Red Hat Openshift APl Management

Windows Container Support for Red Hat OpenShift

Red Hat JBoss Enterprise Application Platform

A7 HEE,

T [ G LU R BB K i G, LA, HERFREE, TR EZIEE
B, BB F e LI BN,

b33

KT ECEB T GE R P BY SRR AE K [FEAIHE K EE 1K o

Red Hat Support

Cases  Troubleshoot ~ Manage Provide feedback English -

Issue summary * — -
1 Createacase vy s File uploader and analyzer
Issue Summary

2 Selecta product

=—————>  Drag and drop, or browse to upload a file
What are you experiencing? What are you expecting to happen? o

@© Describe your issue
There are the details of what | was trying to do and what happened Upload a sosreport to help us provide the best solutions for your

system.

IS

Case information

Case management Heapster collecting metrics from the wrong networking interface of the node

Solution - Feb 7, 2018 <_
Review * Heapster collecting metrics from the wrong networking interface of the node when node has more than one network interface * The
issue is been worked on a [Bugzilla)(https://bugzilla redhat.com/show_bug.cqi?id=1477989) * As a workaround insecure ssl connection
can be set by adding "&n.

Submit

£4 Continue,

BEIEFTFR A,
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&% Continue,

6.
FIABXEB T EBILL T1E8

a.
XX : BR

JEEY . BEAIEX T ERSFRE X LIEFIEFBIIE X,

Group :@: HIRGHE/LMERHEX, £afLUEFEN WA,

I
[

KEABA : AT R A F US4 LB RS 5,
FFRRGFERI R, L

=)
=

f.
LIIEA T - WREIETSLIERIEMAGE, H.
FIA R B FHS A,

B ID : HIREFFEHCH] ID BMEIR P, HEALUTERLFAE,

£4 Continue,

BB L, BREEFEEPRIFIIEFER ID,
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Red Hat Support

Cases Troubleshoot Manage

1 Create a case Account *
Red Hat ( ) o -

2 Selectaproduct

Owner *
3 Describe your issue

¥ ( @redhat.com)

4 Case information R

Product * Version *
5 Case management Red Hat OpenShift Service on AWS €@ ~  Red Hat OpenShift Service on AWS =

e Review OpenShift Cluster ID @ <—

7 Submit

Cluster is not listed »

£4 Submit,

BRI 7y 757 E TR $8 3 BIMa L] [E R,
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https://access.redhat.com/support/offerings/openshift/sla

Red Hat OpenShift Service on AWS 4 ##2

%16 Z BBENHEF
16.1. ZEE : BpENES
16.1.1. A
BB e ERHE, EaLlirR FEBENAERF. WNBEFAIF#ERZE Red Hat OpenShift

Service on AWS (ROSA)#] Kubernetes BY—2£I)5E,

16.1.1.1. LR HEA

MR ES, ERFTHEU T —4ES, SHBE T REBERIRFR FBE#IN HEFIIBS

{&/H S2I #l Kubernetes Deployment X% 28EHF Node.js BI5 .,

RIBEFFZXE((CD)EHE, LIEZIHXEEEX,

FFHEICR,

HEEBEE N HER.

#17 configmaps. secret I IES ERFHEEE,

FEHFA 5T Pod B EHZHIE,

5 Kubernetes 1IN HEEFAIBIMAZ,

2% ROSA 71 Kubernetes I8E,

#R1#5 Horizontal Pod Autoscaler 8911 #; B /%1 pod.
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#16 = MENAER

1&/H AWS Controller for Kubernetes (ACK)FZBE/I&EH S3 171443,

WS35 H ROSA CLI 58 ROSA Web 7 5RE(UI),

16.2. HiE : BBE N HEEfF

16.2.1. FitERH#

1.
Provisioned ROSA £

WSLBAR I F I 5 B Zh VA0 ROSA 57, WIREMRELIEZE ROSA £5, 551
Red Hat OpenShift Service on AWS % FF 4515 5.

OpenShift 551757 E(CLI)

WMFEZEL, 15504 OpenShift CLI A,

GitHub #F

EHEBER GitHub 1 F 387 hitps:/github.com/signup 4,

16.3. HiE : BPEN RS

16.3.1. L5t

16.3.1.1. LH TR

OSToy W BEEFFBIETS

OSToy Gl & #as itk

OSToy iR Bas itk
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https://github.com/signup
https://github.com/openshift-cs/ostoy
https://quay.io/ostoylab/ostoy-frontend
https://quay.io/ostoylab/ostoy-microservice
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BBEE X YAML XX HF :

ostoy-frontend-deployment.yaml|

apiVersion: v1
kind: PersistentVolumeClaim
metadata:
name: ostoy-pvc
spec:
accesslModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
apiVersion: apps/vi
kind: Deployment
metadata:
name: ostoy-frontend
labels:
app: ostoy
spec:
selector:
matchLabels:
app: ostoy-frontend
strategy:
type: Recreate
replicas: 1
template:
metadata:
labels:
app: ostoy-frontend
spec:
# Uncomment to use with ACK portion of the workshop
# If you chose a different service account name please replace it.
# serviceAccount: ostoy-sa
containers:
- name: ostoy-frontend
securityContext:
allowPrivilegeEscalation: false
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
capabilities:
drop:
-ALL
image: quay.io/ostoylab/ostoy-frontend:1.6.0
imagePullPolicy: IfNotPresent
ports:
- name: ostoy-port
containerPort: 8080
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resources:
requests:
memory: "256Mi"
cpu: "100m"
limits:
memory: "512Mi
cpu: "200m"
volumeMounts:
- name: configvol
mountPath: /var/config
- name: secretvol
mountPath: /var/secret
- name: datavol
mountPath: /var/demo_files
livenessProbe:
httpGet:
path: /health
port: 8080
initialDelaySeconds: 10
periodSeconds: 5
env:
-name: ENV_TOY_SECRET
valueFrom:
secretKeyRef:
name: ostoy-secret-env
key: ENV_TOY_SECRET
- name: MICROSERVICE_NAME
value: OSTOY_MICROSERVICE_SVC
- name: NAMESPACE
valueFrom:
fieldRef:
fieldPath: metadata.namespace
volumes:
- name: configvol
configMap:
name: ostoy-configmap-files
- name: secretvol
secret:
defaultMode: 420
secretName: ostoy-secret
- name: datavol
persistentVolumeClaim:
claimName: ostoy-pvc

”

apiVersion: v1

kind: Service

metadata:
name: ostoy-frontend-svc
labels:

app: ostoy-frontend

spec:
type: ClusterlP
ports:

- port: 8080
targetPort: ostoy-port
protocol: TCP
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name: ostoy
selector:
app: ostoy-frontend
apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: ostoy-route
spec:
to:
kind: Service
name: ostoy-frontend-svc
apiVersion: v1
kind: Secret
metadata:
name: ostoy-secret-env
type: Opaque
data:
ENV_TOY_SECRET: VGhpcyBpcyBhIHRIc3Q=
kind: ConfigMap
apiVersion: v1
metadata:
name: ostoy-configmap-files
data:
config.json: '{ "default”: "123" }'
apiVersion: v1
kind: Secret
metadata:
name: ostoy-secret
data:
secret.txt:
VVNFUk5BTUU9bXIfdXNIcgpQQVNTV09SRD1AT3RCbCVYQXAhIzYzMIk1RndDQE1UU
WsKU01UUD1sb2NhbGhve3QKUO1UUF9QT1JUPTI1
type: Opaque

ostoy-microservice-deployment.yaml

apiVersion: apps/vi
kind: Deployment
metadata:
name: ostoy-microservice
labels:
app: ostoy
spec:
selector:
matchLabels:
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app: ostoy-microservice
replicas: 1
template:
metadata:
labels:
app: ostoy-microservice
spec:
containers:
- name: ostoy-microservice
securityContext:
allowPrivilegeEscalation: false
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
capabilities:
drop:
-ALL
image: quay.io/ostoylab/ostoy-microservice:1.5.0
imagePullPolicy: IfNotPresent
ports:
- containerPort: 8080
protocol: TCP
resources:
requests:
memory: "128Mi"
cpu: "50m"
limits:
memory: "256Mi"
cpu: "100m"
apiVersion: v1
kind: Service
metadata:
name: ostoy-microservice-svc
labels:
app: ostoy-microservice
spec:
type: ClusterlP
ports:
- port: 8080
targetPort: 8080
protocol: TCP
selector:
app: ostoy-microservice

ACK S3 9 S3 frhthiaEH

s3-bucket.yaml|
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apiVersion: s3.services.k8s.aws/vialpha1i
kind: Bucket
metadata:
name: ostoy-bucket
namespace: ostoy
spec:
name: ostoy-bucket

A

ETIE OSToy W HFEFRIEEE, LahaBE & H AT BEX REPBEDHIE—i&E, X
FHIPEGEWEBE, BN #EF1T Kubernetes X RHA—PNHEBBEHAXAE,

16.3.1.2. XF OSToy WFHEF

OSToy 22— # 89 Node.js W HEESF, #FFEBEF ROSA £5, LIFEBIFFE Kubernetes B9Z)

BE. W AEFAE—T A RE, EaLlfERA :

fH 8 5 A Hi& (stdout / stderr),

BERNVAFE, LUEEAEREER.

B B ARIF I #E OpenShift 177,

A IEM S, secret fll env Z&,

NRFEBHZ N, R FEAX,

K EESHIRFSIIMY%ER. £8P DNS # intra-communication,
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Bmei#, LEE pod HEZIY [, LUER Horizontal Pod Autoscaler 2721 £,

At : HHEE AWS S3 FHERFLUERFI ZANXT R,

16.3.1.3. OSToy Application Gz

L
-—

-

Route

| configmap ] ‘ secret 1

s ostoy-frontend J*—

ostoy-frontend-sve

Persistent
Walume Claim

“~._Optional

|

ostoy-microservice

ostoy-microservice-sve |

ke

rd

Persistent

Volume

16.3.1.4. 7## OSToy Ul

RedHat
OpenShift

Persistent Storage

Config Maps

ENV Variables

Networking

Pod Auto Scalind

» OSToy

Log Message (stdout)

This simply demonstrates how you can print
stdout output to a pod's logs from within your

application.

@ Crash pod

Force this pod to hit an uncaught exception,
ending the running application unexpectedly
and exiting the pod. The Replication Controller
[ enforces a user-defined number of pods is
always running and available. This is why a new

pod is deployed shortly after crashing.

Y

Amazon S3

Bucket

Message for stdout

Crash message

BRI N i ate T ERY pod &7,

3% Log Message (stderr)

This simply demonstrates how you can print
stderr output to a pod's logs from within your

application.

% Toggle health status

A Liveness Probe [ has been configured on
this deployment. This ensures that if the app
doesn't respond with a "healthy" response
(200 HTTP code), the pod is assumed

unhealthy and is restarted automatically.

Home : HifTHEANTIF T BEHI—LELHEERI S FHFESF E I,

FAMIE : AT ESFRIETARER I TN EFIIFA S,

App Version: 15.0
Pod Name:ostoy-frontend-69cfcc65c7-c59m7

Message for stderr

Current Health:

I'm feeling OK.

Toggle Health
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4.
Config Map : 2N /H#] key:value X/ 5T fHHJ configmaps BIAZ,
5.
secrets : fZ AT secret BINZE, LUK key:value X7,
6.
ENV & : ErNAEFeTBIELE,
7.
W% - T BN AP TR,
8.
Pod Bz/# i€ : FHFIEM pod BI5; E#FH Wi HPA BT E,
9.
ACK S3: o/t : 5 AWS S3 £, LIRFIZEAX REF 5 #5.
FE
E&F OSToy BI"ACK S3"584, B AISCHILIf 289 ACK B85 IR
BEREF TR ZEBS, W OSToy M AREFIDIFIERE THE,
10.

XF : BrNAEFIEZEL,

16.4. HE : BBE W HEF

16.4.1. &/ Kubernetes Z8:& OSToy /v /HEF

R LU TE PRI 1) O H Fr i B Al e i IR 55 B a5 195 1%, LIESE OSToy Wi, e, #
B LI Kubernetes 28 EXE8-Z M fHEESF.

16.4.1.1. £23 login @ %

1.
WRREERE CLI, £ Web FEHIEIER.

Hitih LABEREHZIH Feit, G2 Copy Login Command,
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OpenShift User =

Copy login command

Language preference

Log out

MRS AT TF— 25 W

3.
IR T
4,
1 Display Token,
5.
EI B hE e 5 E#F Log in T,
6.

LG HE TR R B, HWRERKD), EXEFLUTFHAEE -

$ oc login --token=<your_token> --server=https://api.osd4-
demo.abc1.p1.openshiftapps.com:6443

Logged into "https://api.myrosacluster.abcd.p1.openshiftapps.com:6443" as "rosa-
user" using the token provided.

You don't have any projects. You can try to create a new project, by running

oc new-project <project name>

16.4.1.2. GIEFTIH

16.4.1.2.1. {&H CLI

1.
BT Few, HEFHFOIZE—1E7 ostoy BIFTHIH :

I $ oc new-project ostoy

il
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Now using project "ostoy" on server
"https://api.myrosacluster.abcd.p1.openshiftapps.com:6443".

Ak : E, BTLUFeTROIBH—BIT &/ -

I $ oc new-project ostoy-$(uuidgen | cut -d - -f 2 | tr "[:upper:]’ ‘[:lower:]’)

16.4.1.2.2. {#fH Web #Z#I&

1.
1£ Web #t#I&H#, s=idi Home — Projects,

£ Projects 7{E_L, #if; Create Project,

— Red Hat
= OpenShift Service on AWS

o2 Administrator .

Home

cluster-admin =

Name Search by name... / m

Overview

Projects Name T Displa... Status Reque... Memory CPU Created
Search @ dedicate No display @ Active No requester - - [ Aug 26,

d-admin name 2021, 3:42
API Explorer PM

16.4.1.3. BBEEin RS

AR F19AE Web 1 KIEHHARSS, FHRIOIE Z 2 FiE Y& RIBEHL LRI EFFFER JSON XK,

B X FE T T TR EMIRS -

$ oc apply -f https://raw.githubusercontent.com/openshift-
cs/rosaworkshop/master/rosa-workshop/ostoy/yaml/ostoy-microservice-
deployment.yaml

B
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$ oc apply -f https://raw.githubusercontent.com/openshift-
cs/rosaworkshop/master/rosa-workshop/ostoy/yaml/ostoy-microservice-
deployment.yaml

deployment.apps/ostoy-microservice created
service/ostoy-microservice-svc created

16.4.1.4. BEFitwIRF

BiinZBE ¥ Node.js it Fr AHIEM Kubernetes X/,

ostoy-frontend-deployment.yaml X {42 giinaBE & X T L FHEE :

FFAESAG

Deployment X1 5¢

Service

Route

configmaps

Secrets

FIALUF o0 5 88 E N FHEESF Bl H CIBAT B R :

$ oc apply -f https://raw.githubusercontent.com/openshifi-
cs/rosaworkshop/master/rosa-workshop/ostoy/yaml/ostoy-frontend-
deployment.yaml

B
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persistentvolumeclaim/ostoy-pvc created
deployment.apps/ostoy-frontend created
service/ostoy-frontend-svc created
route.route.openshift.io/ostoy-route created
configmap/ostoy-configmap-env created
secret/ostoy-secret-env created
configmap/ostoy-configmap-files created
secret/ostoy-secret created

BN ZRBEIFE OIS R,

16.4.1.5. FXNEEH

BB AKIR LT 1] S P B2 B85

BT TS, KRB FGRESFHIEEH -

I $ oc get route

Fti B

NAME HOST/PORT PATH SERVICES PORT
TERMINATION WILDCARD

ostoy-route ostoy-route-ostoy.apps.<your-rosa-clusters.abcd.p1.openshiftapps.com
ostoy-frontend-svc <all> None

16.4.1.6. BEENHEF

1.
B #_E—# g1 ostoy-route-ostoy.apps.<your-rosa-
cluster>.abcd.p1.openshiftapps.com URL %,

FFE#I89 URL #5I5BIM 1T i 25 5h, #E# Enter ##, W iGAEDNHRFNE, #
RITEREME, 1EHFEEH http TFE https.,
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16.5. HEE : W%

# OSToy

Log Message (stdout)

This simply demonstrates how you

can print stdout output to a pod's

logs from within your application.

@ Crash pod

Force this pod to hit an uncaught

exception, ending the running
application unexpectedly and exiting
the pod. The Replication Controller
[ enforces a user-defined number
of pods is always running and
available. This is why a new pod is

deployed shortly after crashing.

#16 = MENAER

App Version: 122
Pod Name:estoy-frontend-5c4dfdSffb-hjz54

¥¥ Log Message (stderr)

This simply demonstrates how you

can print stderr output to a pod's

logs from within your application.

% Toggle health status

A Liveness Probe [ has been Current
configured on this deployment. This Health:
ensures that if the app doesn't I'm feeling OK.

respond with a "healthy” response
(200 HTTP code), the pod is

assumed unhealthy and is restarted

automatically.

FHEE T T OSToy M FHEES- AT FESE 5 PIIB PR R 5 RT3 AL pod 7 K4 FE2IEE,

L
-—

Route

| configmap ] ‘ secret 1

s __[ ostoy-frontend J*—

ostoy-frontend-sve = N

Persistent
Walume Claim

“~._Optional

|

ostoy-microservice

ostoy-microservice-sve

rd

Y

Amazon S3
Bucket

Persistent
Volume

B BREDLEH T HEIAI pod, &1 pod #HHSHIRS.

— pod 72 g Web N, BREHT—PNAFinaHgEd, Rittaz%72 backend R SHRFS
R, LUERIGGB RS MRS EE, WEZT pod, IEELELE pod Z/H, HTFXLEEER

#l, WHIRSE EEMILEEFN P A A 2T v (WREBEE) . MRS HIME— iz Eteth
38 Web 153K, HRIEIBZ251EH%E (B pod BIE#) B9 JSON X1R, LIREEHIEKIIEEFFFE,
Wit FiFEEF B o, B s ~rErna Intra-cluster Communication” B¢,

BXIERFPIEZIELE, 155 14K T4 FER,
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16.5.1. EE AL

BRI LIfE OSToy WRHEESH 2 B RIAAIDIE,

TR

7F OSToy WA, mitiZMF #4189 Networking,

KERSEEE, £ 77" "Hostname Lookup B4 Fm& sz T A 77 pod BIZRIRS &
FEH 958 ClusterlP 11,

RedHat
OpenShift
Hon
9
OpenShift pods can send data back and forth without relying on any external network
Config Maps connections. Typically, pod communication should happen through an OpenShift Service.
Services [ allow for load balancing connections to multiple backing pods, while also
providing a persistent and consistent endpoint, whereas pod endpoint IPs are ephemeral.
ts
ENV Variables & Intra-cluster Communication Remote Pods £ Hostname Lookup
This list of Remote Pods increases or ClusterlP and NodePort services can be discovered Hostname
Networking decreases dynamically based on the number of through OpenShift DNS by using a hostname in the
microservice pods running. You can manually form of my-svc.my-namespace. svc.cluster.local .
scale & the number of pods in the deployment The DNS response will be the internal ClusterlP
P
' from the CLI or within the web console. address.

DNS Lookup

A TEIEHBIFE1("Hostname Lookup"”) LI HIIR S &/, BEX N <
service_names.<namespaces.svc.cluster.local, ZFoJLUE{TLL T 54 ostoy-
microservice.yaml BIRF E X BB AR S5 # -

I $ oc get service <name_of_service> -o yaml

fia ol

apiVersion: v1
kind: Service
metadata:
name: ostoy-microservice-svc
labels:
app: ostoy-microservice
spec:
type: ClusterlP
ports:
- port: 8080
targetPort: 8080
protocol: TCP
selector:
app: ostoy-microservice
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EZpIF, sEEEHE ostoy-microservice-sve.ostoy.sve.cluster.local,

BEREF— IP il &[o], 1£FAI, E2 172.30.165.246, XZ2FEEK IP #ilt, HEE
EERER ],

£ Hostname Lookup

ClusterIP and NodePort services can be discovered through Hostname

OpenShift DNS [ by using a hostname in the form of my-

I ostoy-microservice-svc. u:usto',r.svc.cll

svc.my-namespace.svc.cluster.local. The DNS response The internal host name to lock

will be the internal ClusterlP address. up.

DNS Lookup
> 172.3@.165.246

16.6. HEE : EHFIFHFAME

Red Hat OpenShift Service on AWS (ROSA) (/Z#%2f4) #I Red Hat OpenShift Service on AWS
(ROSA)35##{#H Amazon Web Services (AWS) Elastic Block Store (EBS) 5t AWS Elastic File
System (EFS) el A 4,

16.6.1. FHIFA LS

AL T L IROBXM, {FRIFHHEERHPIIFAMER, HifHAEHE pod BERENLIEEDALE
EO

16.6.1.1. EERFAMESH

1.
B HFEEHI OpenShift Web ##/5,

BZMFEH 19 Storage, /G2 PersistentVolumeClaims L ZEATEFF A B R BH 5
.,

209


https://aws.amazon.com/ebs/
https://aws.amazon.com/efs/

Red Hat OpenShift Service on AWS 4 ##2

RIFAMEBEEHFREFEXD. UITEA. FIHERRME TS,

b33

=y ReadWriteOnce (RWO), XEBEHREEEEZT—T
s, pod 2t pod TTLIERFAFZAE,

16.6.1.2. FHEEEHIX A

1.
1£ OSToy app ##IEH, mAMWFEHFH Persistent Storage.,

2.
7£ Filename #EH1, FIAFH .Ixt § BEBIXHEE, A test-pv.ixt,
3.
£ File content 1841, BIAXZG]F, B4 OpenShift ZE 4 A bread! EHIRAFIE,
4.
£ Create file,
Filename
test-pvixt
A text type of extension (eq. .txt) is suggested to enable browser
viewing.
File contents
OpenShift is the greatest thing since sliced bread!|
5.

RN OSToy i HEFIEHE LHIBIAE X .
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test-pvixt

Openshift is the greatest thimg simce sliced bread!

16.6.1.3. 4575 pod

1.
1£ OSToy app #£#IEH, miiZEHEAHE) Home,

#iF Crash pod,

16.6.1.4. N FF A M 1%

1.
&1 pod EFTOIE,

1£ OSToy app ##HEH, =AM HEHE Persistent Storage.,

3,
BRI, HITHFZXHFEEEHEAAE,
Existing files
lost+found
test-pv.txt
Bur

ZBE YAML X ZFENTEF -7 /var/demo_files B BB N THIFFEX B A B,

BT TS, KFFiGE pod B9E/ -

#16 = MENAER
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I $ oc get pods

2.
BT T, GEHAEIZE shell (SSH)RIE -
I $ oc rsh <pod_name>
3.
BITU T 5 RHAAEF :
I $ cd /var/demo_files
4,
ik - BT T KB LB EX M -
I $lis
5.
BITUFas, HHEZXHUEEAE :
I $ cat test-pv.ixt
6.

it 2 & e OSToy N HFEFIEHRIE HRIABIX K,

iz Bl
$ oc get pods
NAME READY STATUS RESTARTS AGE
ostoy-frontend-5fc8d486dc-wsw24 1/1 Running 0 18m
ostoy-microservice-6¢f764974f-hx4gm 1/1 Running 0 18m

$ oc rsh ostoy-frontend-5fc8d486dc-wsw24
$ cd /var/demo_files/

$ls
lost+found test-pv.txt

$ cat test-pv.ixt
OpenShift is the greatest thing since sliced bread!

212



#16 = MENAER

16.6.1.5. ZZR 15

LR # A exit BHR 1% 7H&/0] CLI,

16.6.2. At x5

FAXFAM BB ZELE, 551 THFA 7,

AX ROSA FHFATIHIEZE LR, ESIY #1580,
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